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Abstract. Tracing techniques have been used to identify users who have
leaked their decryption keys in a secure multi-receiver encryption system.
Very recently, in the field of distributed cryptography, where trust is
distributed, Boneh et al. extended traitor tracing to the framework of
threshold decryption, where a single user doesn’t hold the whole secret
to decrypt but needs to collaborate with others. However, the tracing
capacity in their collusion-secure codes-based schemes is still centralized:
only the authority holding the secret tracing key can perform tracing.
We continue in the direction of not relying on a single entity and propose
decentralizing tracing in this context so that the tracing procedure does
not need to rely on any secret key and can be done by anyone. Technically,
as binary collusion-secure codes only support secret tracing, we switch
to robust q-ary IPP codes supporting public tracing. This requires us to
generalize the bipartite threshold KEM for two users in Boneh et al.’s
paper to q-partite KEM for q users. In terms of security, their static
one-sided security in the binary case is not appropriate, which requires
us to define an adaptive one-sided security notion for q-partite KEM to
be compatible with q-ary IPP codes. Finally, we generalize the Boneh
et al. construction to achieve this security notion and achieve public
traceability for threshold decryption without degrading efficiency.

1 Introduction

In content distribution, a broadcaster delivers messages to a large audience such
as in the case of paid television services. However, as real-life experience has
shown, unauthorized users (or pirates) often find ways to bypass subscription
fees and access the content for free. These malicious actors can create decryption
devices, known as decoder, which enable non-subscribers to decrypt and view
the content illicitly.

To resolve this issue, the concept of traitor tracing was introduced in [11]. It
aims to identify the source of such illegal decoders while ensuring strong security
guarantees for honest users—for example, by preventing false accusations.

More recently, the question of traceability and accountability has arisen in
the context of decentralised decryption. For instance, in decentralised electronic
voting, if the adversary attempts to corrupt more parties than the threshold, then
nothing stops them from running decryptions. Being able to trace users who sell
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their keys or accept bribes from an adversary would deter them to misbehave
before the vote is finalised. Another scenario, envisioned by [5] considers MEV
extraction in encrypted mempools, where a decoder could help decoding the
mempool before the last block is added on chain, therefore making the encryption
useless. This has motivated a new interest into extending traitor tracing schemes
for decentralised systems. We refer the reader to [5] for additional motivation on
practical applications.

Traitor Tracing [11] is formalised as a multi-receiver encryption scheme in
which coalitions of malicious users collaborating to build pirate decryption de-
vices can be identified by a tracing algorithm. With possession of such a pirate
decryption device, a tracer can recover at least one member of the malicious
coalition. The most common tracing model is when the tracer interacts with the
pirate decoder in a black-box manner. However, there are many other models,
such as non-black-box, single-key black-box tracing or black-box confirmation [3].
Also, the decoder can be stateless, meaning that it can be reset by the tracer
to its default setting. It is opposed to stateful decoders [16] in which they keep
track of previously seen queries. Finally, if the coalition’s size can not exceed
a maximum number of traitors, the scheme is said to be in the bounded model,
which is more restrictive than the unbounded model but in practice leads to more
efficient schemes.

Private vs Public traceability. Traitor Tracing schemes have seen many improve-
ments over the years. An interesting line of work focuses on the authority yielded
by the tracer. Schemes with private tracing requires special information that can
only be held by a trusted authority in charge of the tracing. Concrete scenarios
tend to reduce the trust placed on such a tracer. The strongest notion one can
achieve is non repudiation [22]. However such schemes require interaction with
the users at setup, such as 2-party computations [22], commitment protocols [23]
or oblivious polynomial evaluation [25,18,15]. Without interaction, it is possible
to achieve a weaker property, named public traceability, put forth in [10], with
the possibility to run the tracing procedure using only public information. This
allows anyone to run tracing without the need for any secret tracing key held
by a central authority. Another significant advantage of public traceability is
the possibility to delegate the tracing procedure. Indeed, a bottleneck in traitor
tracing is the high tracing complexity, and it would not be practical if only a
central authority can do that. This level of security has been achieved in many
schemes in the classical model [8,9,10,24].

Traitor Tracing for Threshold Decryption. The recent work of [5] opens an excit-
ing new line of study, introducing a traitor tracing with a threshold of users for
the decryption. Threshold decryption schemes aim to distribute the capability
of decrypting ciphertexts among all or some of the users. Upon decryption of
a ciphertext, a user does not get the original plaintext but only a share which
needs to be combined with the ones obtained by other users. A key feature of
such schemes is that a group smaller than the threshold cannot learn anything
about the original plaintext; their shares are useless on their own and do not
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reveal any information. Adapting traitor tracing to such a threshold setting is
not trivial. In the degenerated case where the threshold is set to one, a threshold
traitor tracing scheme is nothing but a classical traitor tracing scheme. Hence,
the design of such schemes seems to be more challenging and classical traitor
tracing methods may not extend to this setting easily.

As considered in [5], the most serious situation arises when a coalition of
traitors is larger than the threshold. A practical scenario could involve these
traitors colluding to design a pirate decoder, well obfuscated, capable of decrypt-
ing and combining ciphertext shares to output a plaintext. Since the decoder is
supposed to be well obfuscated, the only way to extract information from it
is via black-box access with ciphertext queries and observing what it decrypts.
Some works deal with stateful decoders but the resulting schemes are all rather
inefficient [16]. Hence most works, including ours, consider a stateless decoder.

A shortcoming of the solution presented in [5] is the lack of public traceability.
The tracer needs a private tracing key to run the procedure. In alignment with
the philosophy of threshold cryptography and its promise of decentralization,
our main motivation is to fill this gap by achieving public traceability in the
context of threshold decryption.

Bipartite Encryption. The solution of [5] relies on the use of two cryptographic
primitives. They combine collusion secure codes [7] with a new primitive that
they called Bipartite Encryption (BTKEM for short). In such a primitive, each
user receives ℓ pairs of secret keys. Each pair is seen as a position having a left
and a right secret key. Similarly, ciphertexts are encrypted for a given position
and are composed of a left and a right side. To decrypt, a user will use one of
his left key with the left side of a ciphertext (resp. right key with right side).

The central requirement for the correctness of the scheme is the two-sided
correctness. Loosely speaking, the decryption must output the same share, no
matter which side of the ciphertext was used. The combination must be correct
according to classical correctness definition of threshold scheme, it doesn’t matter
which side the shares come from.

On top of the classical semantic security required from threshold schemes,
a bipartite encryption scheme is required to have one-sided security. At a very
high level, an adversary in possession of only one side of secret keys, say left,
cannot learn any meaningful information from the right side of a ciphertext.
This definition is central for the tracing procedure to work. When combining
a BTKEM with collusion secure codes, the tracing consists in sending to the
private device a modified ciphertext. Users will receive only one key per position,
depending on their personal codewords. As an example, say user i’s codeword is
ωi = 010. Then i will receive the set of keys (sk1,0, sk2,1, sk3,0). For position 1, i
will only be able to decrypt the left side of a ciphertext. By the one-sided security
property for the first position, i will not notice if the right side of a ciphertext is
a valid encryption or if it has been modified. Now, suppose i is a traitor and his
first key is used by the decoder. If the tracer switches for the first position the left
side of a ciphertext and the decoder notices it, the tracer will accuse the device
of having a left key. By repeating this operation for every position, the tracer
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constructs a pirate codeword, then uses the tracing procedure of the collusion
secure code. But these codes require a private key to trace a user. Hence, if one
desires to obtain a public tracing algorithm, one needs to use another kind of
code. In this paper, we propose IPP codes and therefore adapt the bipartite
encryption to combine it with a code defined on a larger alphabet.

1.1 Our Contribution

To reach public tracing, our main result is then the generalisation of the Bipartite
Encryption scheme from [5] to the case of q-Partite. If the two-sided correctness
is easily transposable to the q-partite case, this is not the case for the one-sided
security. In particular, we generalize this definition to an adaptive version of such
a one-side security, and prove it secure under the standard DDH assumption.
We then combine our new q-Partite Encryption scheme with robust IPP codes
[2] to construct a traitor tracing decryption scheme with public traceability for
a coalition which size is greater than the threshold.

1.2 Technical Overview

Bipartite threshold key encapsulation message. In order to understand how a
q-Partite TKEM scheme works, it is important to see the intuition behind the
bipartite case. In such a scheme, the key generation algorithm samples pairs of
secret keys and, as said above, each user i (i ∈ [n]) receives ℓ pairs of keys (the
left one and the right one), where ℓ is a parameter of the system. The set of 2nℓ
secret keys can be represented with the following matrix:

sk11,0 sk11,1 . . . sk1i,0 sk1i,1 . . . sk1n,0 sk1n,1
...

...
...

...
skj1,0 skj1,1 . . . skji,0 skji,1 . . . skjn,0 skjn,1

...
...

...
...

skℓ1,0 skℓ1,1 . . . skℓi,0 skℓi,1 . . . skℓn,0 skℓn,1

 ,

where the rows of the matrix are called positions.
The encryption process necessitates to specify a position j ∈ [ℓ], and even-

tually outputs a ciphertext with two sides: left and right. To decrypt, one uses
the left (resp. right) key with the left (resp. right) side of the ciphertext for the
given position. With enough shares of a ciphertext, a combiner can use all those
contributions to recover the original plaintext, using the combining algorithm of
the underlying secret sharing scheme. As said above, three security properties
are requested for such a primitive: two-sided correctness, traditional semantic
security, and lastly one-sided security.
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The need for a q-partite TKEM. At a very high level, a bipartite KEM scheme
only needs two sides because when it is used in the traitor tracing scheme, it is
combined with collusion secure codes which ones are defined on a binary alpha-
bet. As a consequence, in the traitor tracing scheme for threshold decryption of
Boneh et al. [5], each user is assigned a personal codeword and receives ℓ keys,
depending on his/her codeword. More precisely, for position j, user i receives
skji,0 (left key) if the letter at position j in his personal codeword is 0, and skji,1
(right key) if the latter is 1. Hence, during decryption, user i will only be able
to use the side of the ciphertext for which he has the corresponding secret key.

The problem is that the generation of such codewords necessitates the knowl-
edge of a secret information, so that the tracing procedure is necessarily private.
In order to achieve public tracing, we need to find an alternative. Indeed, q-ary
codes with Identifiable Parent Property (IPP codes for short) is a relevant can-
didate, as it was combined with a q-users multi-receivers system in [24]. These
codes are nevertheless defined on a larger alphabet, namely of size q. Such a code
provides a public tracing algorithm and have already been used to design traitor
tracing scheme with public traceability. But in order to use q-ary IPP codes, the
notion of bipartite KEM is not enough and we need to add more parts to the
ciphertexts and give more keys to users. We call such a new primitive a q-Partite
TKEM scheme. Our purpose in this paper is to properly define this primitive,
to propose an efficient construction, and eventually to show how to use it to
design a traitor tracing threshold encryption scheme with public traceability.

Description of a q-partite TKEM. In a q-Partite TKEM scheme, each user re-
ceives qℓ secret keys where q and ℓ are parameters of the system. The set of
secret keys can be represented by the following matrix:



sk11,1 . . . sk11,q . . . sk1i,1 . . . sk1i,q . . . sk1n,1 . . . sk1n,q
...

...
...

...
...

skj1,1 . . . skj1,q . . . skji,1 . . . skji,q . . . skjn,1 . . . skjn,q
...

...
...

...
...

skℓ1,1 . . . skℓ1,q . . . skℓi,1 . . . skℓi,q . . . skℓn,1 . . . kℓn,q



Again, the rows are called positions and we call the columns letters. Each user
is associated qℓ letters, for a total of qnℓ secret keys. The encryption algorithm,
given a position j ∈ [ℓ], outputs a ciphertext with q parts. To decrypt, one
has to choose one of his/her q secret keys for position j, and use it with the
corresponding part of the ciphertext. The one to one correspondence is shown



6 Sébastien Canard, Nathan Papon, Duong Hieu Phan

in the following matrix, for user i and a message encrypted for position j:

skji,1 c1
...

skji,α cα
...

skji,q cq


For example, a user could use the letter α ∈ [q], and in this case needs to use
skji,α and cα together.

Distinction between TKEM, BTKEM and QTKEM. A Threshold Key Encap-
sulation Mechanism (Threshold KEM or TKEM for short) presented in section
2.1 is the standard threshold variant of a Key Encapsulation Mechanism (KEM)
scheme. The encryption algorithm takes as input only a public key, and outputs
a session key k and a ciphertext c. The correctness requirement is that given
enough decryption shares di, a combiner can recover the original session key.
Semantic security as defined in definition 3.2 is the minimal requirement for the
security of such schemes. Both Bipartite KEM and qPartite KEM are Threshold
KEMs but with additional properties. First, the Encrypt algorithm now takes as
input the public key and an additional index which is used to select the subset of
secret key that could be used to decrypt. In the Bipartite (resp qPartite) KEM
the algorithm outputs a session key with a ciphertext divided into 2 (resp q)
parts. Following this distinction, the correctness of the schemes (both Bipartite
and qPartite KEM) need to be modified accordingly. More details will be given
in section 3.2. Finally, the Bipartite KEM and qPartite KEM have an additional
security property called one-sided security for Bipartite KEM and adaptive one-
sided security for qPartite KEM. The security of the tracing heavily relies on
this property in the traitor tracing schemes that combines Bipartite KEM with
robust collusion secure codes and qPartite KEM with robust q-ary IPP codes.

Efficiency comparison. Compared to the bipartite KEM in [5], we have to in-
crease the number of private and public keys by a ratio of ⌊q/2⌋. This is exactly
the ratio between our alphabet size and theirs. Since the bipartite KEM is com-
bined with a binary code, they only need pairs of private keys (2nℓ in total) and
triplets of public keys (3ℓ in total). In our scheme, since our QTKEM is later
on combined with a code of alphabet size q, we increase the number of secret
keys to qnℓ as detailed in the previous section and our number of public keys
expands to (q + 1)ℓ.

In more details, [5] rely on robust collusion secure codes by Boneh, Kiayias
and Montgomery [4]. This binary code has codewords length ℓ = O(f2 log n2 log(n/κ)/(1−
θ)) where n is the number of users, f is the maximal number of traitors, κ the
error probability in identifying traitors and θ the maximal proportion of letters
deviating from the marking assumption (see section 2 for more details).
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In this work, we use robust IPP codes, where two constructions where given
in [12]. The first one has codewords length ℓ = O(f2 log n/(1 − θ − fθ)) and
alphabet size q = Θ(f2/(1 − θ − fθ)) but to ensure their code is not a random
code, they apply the Porat-Rothschild derandomization procedure which result
in a decoding algorithm exponential in the dimension of the code. The second
construction that we will use, based on Reed-Solomon codes is more practical
and achieves codewords length ℓ = O( 2d logn

log (d logn) ) where d = f2/(1− θ− fθ) and
alphabet size q = ℓ.

In brief, if robust IPP codes have slightly shorter codewords, they are defined
on significantly larger alphabet. Our scheme suffers from the increase of a factor
q/2 in the number of keys and ciphertexts component a factor ℓ/2 when using
the second construction from [12]. However, the efficiency of our scheme and [5]
is still comparable since the codewords length is smaller with robust IPP codes.
Note that contrary to robust collusion secure codes, robust IPP codes have a
zero probability of errors in identifying traitors. This is summed up in Table 1.
Following that, the complexity of the KeyGen and Enc see their complexity

Schemes |sk| |pk| |c|
Naive 2nℓ |skTKEM | 2nℓ |pkTKEM | O(n)

BTKEM 2nℓG 3ℓG 2G
BTBF 2nℓG 3G1 2G1 + 2G2

This work qnℓG (q + 1)ℓG qG
Table 1. Number of private keys, public keys and ciphertexts parts where n is the
number of users, ℓ is a parameter common for both construction and q a parameter
specific to our construction. G is a group of prime order p and G1,G2 are two pairing
friendly cyclic groups of order p. |skTKEM | and |pkTKEM | are the sizes of the secret and
public key of the underlying threshold KEM used to instantiate the naive construction
of the BTKEM.

roughly grow by a factor q in our QTKEM compared to [5], because of the
new alphabet size parameter. However, the Dec and Combine algorithm have the
same complexity since they do not rely on it. In Dec, a user simply chooses a
key/component pair and computes his decryption share, and Combine algorithm
is simply the reconstruction phase of the Shamir Secret Sharing. Note that the
complexities of the four algorithm KeyGen, Enc, Dec, Combine are the same for
the QTKEM and the Traitor Tracing scheme. Finally, our Trace algorithm from
the traitor tracing scheme has a complexity slightly greater than [5], because of
the alphabet size q and the decoder’s advantage ε. Hence, our tracing algorithm
see its complexity grow by roughly a factor qn2/λε2. Table 2 shows the difference
in complexities of the algorithms. In [5], they propose a second construction of
their BTKEM whith shorter public keys and relies on pairings. The construction
is proven secure under the Augmented Decisionnal Diffie-Hellman assumption
and in the Random Oracle model. Details on this second construction will not
be discussed in this paper since our construction is based on the standard Deci-
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sionnal Diffie-Hellman assumption, hence we compare it to the first construction
of the BTKEM.

Schemes Enc Dec Combine Trace False Positive Tracing
TT from [5] O(1) O(1) O(t2) O(3ℓλ2) ✓ Private
This work O(q) O(1) O(t2) O( 8qℓλn

2

ε2
) ✗ Public

Table 2. Algorithms complexity. False Positive refers to the non-zero probability of
accusing an innocent user at the end of the tracing procedure.

Notion of adaptive one-sided security. We then need to generalize the security
properties of a BTKEM to our generalization. The semantic security works sim-
ilarly. Regarding the two-sided correctness, we need to define its natural equiv-
alent, called all-sided correctness: during the combination algorithm, as long as
the combiner is in possession of enough decryption shares, he must be able to
recover the plaintext no matter from which part of the ciphertext the decryption
shares were obtained.

When it comes to adapting the one-sided security property, it is not so direct.
If we keep one-sided security for a q-partite system, it is clearly not enough.
Indeed, it is sufficient for the pirate to corrupt two users to break the tracing.
Several approaches are possible. One may consider to let the adversary, for some
position j, receives only one key out of q. It is also possible to consider an
adversary that has q− 1 of them. In both cases, it is possible to design a scheme
which security can be proved under the DDH assumption (as it will be the
case for our construction). However, when it comes to use it for traitor tracing,
which is our main objective, these formulations of one-sided security whith an
almost completely well formed challenge ciphertext lead to an insecure tracing
procedure.

Before explaining why, we need to give some details about the tracing pro-
cedure for the decryption of a KEM. Indeed, as most tracing strategy does in
the literature, the tracer modifies ciphertext steps by steps in order to identify
one traitor. More precisely, Boneh et al. [5] use the real-or-random property of
their BTKEM. Hence, the decoder receives a session key and a ciphertext and
has to distinguish whether the ciphertext is in fact an encryption of the key or
a random value. If a decoder distinguishes well, it means that he has a key for
the said part and hence has one of the associated secret keys: a traitor has been
found.

Coming back to the one-sided security, as the alphabet size q is generally
large, it is unlikely for a coalition of at least 2 traitors to have the exact same
letter for a given position. If at some position all the traitors have the same
letter, the said position is called undetectable by property of an IPP code. More
details on IPP codes properties are given in section 2. On the other hand, an
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adversary in possession of q − 1 keys trivially breaks our tracing procedure, as
it will be detailed in Section 3.

This is why we propose a more general method, in which we let the adversary
choose, after the key generation procedure, the position j ∈ [ℓ] and index α ∈ [q]
for which he wishes to be tested on, in an adaptive way. After having received
for the used position j all the keys except the ones related to letter α, he has
to guess whether the α-th part of the ciphertext is a proper encryption of the
challenge message or a random element, knowing that the first α − 1 parts are
correct the last q−α parts are random. The adaptive nature of our new security
definition leads to the new notion of adaptive one-sided security.

It is important to note that the tracing procedure from the traitor tracing
scheme makes heavy use of this security property.

Public traceability in threshold decryption. Equipped with our new tool, we are
now able to use it to design our public traceability in threshold decryption.
But we need an extra trick for that. Indeed, the tracer in [5] produces three
kinds of ciphertext: (i) both parts are related to the session key, (ii) none of
them is and (iii) only one of the two is. It then compares the probability for the
decoder to correctly guess between each ciphertexts type, as explained above. If
we consider now a ciphertext with q parts, as we have with our q-partite KEM,
it would take an exponential number of types of ciphertexts to make all the two
by two comparisons. To prevent such inefficiency, we use a general linear tracing
strategy, adapted from [12] to create a pirate codeword. More details are given
in Section 4.

2 Preliminaries

2.1 Threshold Decryption KEM

We begin by recalling the standard definition of a Threshold Decryption Key
Encapsulation Mechanism (TKEM). As in [5], we could also consider the case
of public key encryption but for convenience, we focus on KEM. A KEM is an
encryption scheme where the encryption algorithm only takes as input the public
key and outputs a session key along with a ciphertext equal to the encryption
of the key. The formal definition is then defined as below:

Definition 1. A Threshold Decryption KEM is a tuple of four polynomial time
algorithms Π = (KeyGen,Enc,Dec,Combine) defined as follows:

– KeyGen(1λ, n, t): Takes as input the security parameter λ, the number of
users and the threshold t. The algorithm outputs the public key pk, the public
combiner key pkc and the users secret keys sk1, . . . , skn.

– Enc(pk): Takes as input the public key pk. The algorithm outputs a session
key k and a ciphertext c.



10 Sébastien Canard, Nathan Papon, Duong Hieu Phan

– Dec(ski, c): Takes as input the user secret key ski and a ciphertext c. The
algorithm outputs a decryption share di.

– Combine(pkc, c,J , {di}i∈J ): Takes as input the public combiner key pkc, a
ciphertext c, a set of users J ⊆ [n] and its associated set of shares {di}i∈J .
The algorithm outputs the session key k or a rejection symbol ⊥.

A Threshold Decryption KEM is required to satisfy the definitions of correctness
and CPA security.

Definition 2 (Correctness).
With overwhelming probability over the randomness of the algorithms, we

have for λ ∈ N, n = n(λ), 0 < t ≤ n:

∀J ⊆ [n], s.t. |J | = t, Combine(pkc, c,J , {di}i∈J ) = k

where (k, c) = Enc(pk), and ∀i ∈ J , di = Dec(ski, c).

Security. We can define the semantic security definition as a real-or-random
game between a challenger and an adversary. The challenger generates a cipher-
text and key using the encryption algorithm and samples uniformly at random
a key from the key space. It then sends the ciphertext with one of the two keys.
The adversary wins the game if he is able to distinguish between a real key
encrypted in the ciphertext or a random one. The semantic security is defined in
the real-or-random experiment between an adversary and a challenger in figure 1.

1. The adversary outputs a number of parties n and a threshold t, given a security
parameter λ.

2. The challenger runs Keygen(1λ, n, t) to generate (pk, pkc, sk1, . . . , skn).
3. At any time of the game, the adversary can corrupt party i ∈ [n] and receives

ski from the challenger. If the adversary corrupts more than t parties, then the
challenger stops the game.

4. The challenger samples b ← {0, 1}, (k(0), c) ← Enc(pk) and k(1) ← K and sends
k(b), c to the adversary.

5. The adversary can eventually corrupt more parties. The challenger also stops the
game if the total number of corrupted parties exceeds t.

6. Finally, the adversary returns its guess b′ ∈ {0, 1}. The adversary wins this game
if b = b′.

Fig. 1. CPA game for Threshold Decryption KEM and adversary A

We define SuccCPA(A) = Pr[b′ = b] as the probability that the adversary A
wins the game in figure 1.

Definition 3. We say that a TKEM is CPA secure if all probabilistic polynomial
time algorithms A have at most negligible advantage in the game in figure 1,

where A’s advantage is defined as AdvCPATKEM (A) =
∣∣∣∣SuccCPA(A)− 1

2

∣∣∣∣.
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2.2 Bipartite Encryption scheme

In this section, we recall the definition of the BTKEM introduced in [5]. As
mentioned in the introduction in section 1.2, a BTKEM deviates from a TKEM
in its specification of the encryption algorithm and therefore in its correctness
as well as the additional security property called one-sided security (OSS). The
formal definition is given as bellow:

Definition 4. A Bipartite KEM is a tuple of four polynomial time algorithms
E = (KeyGen,Enc,Dec,Combine) defined as follows:

– KeyGen(1λ, n, t, ℓ): Takes as input the security parameter λ, the number of
users n, the threshold t and a number ℓ of positions. It outputs a public key
pk, a public combiner key and the set of secret keys ((skj1,0, sk

j
1,1), . . . ,

(skjn,0, sk
j
n,1))j∈[ℓ].

– Enc(pk, j): Takes as input the public key pk and an a position j ∈ [ℓ]. Outputs
a session key k and a ciphertext c = (c0, c1) where c0 is called the left
ciphertext and c1 the right ciphertext.

– Dec(j, skji,b, c) : Takes as input a position j, a secret key skji,b, where b ∈
{0, 1}, and a ciphertext c = (c0, c1). It outputs a decryption share di

– Combine(pkc, c = (c0, c1), j,J , {di}i∈J ): Takes as input the public combiner
key pkc, a ciphertext c = (c0, c1), a position j, a set of parties J ⊆ [n] and
a set of decryption shares {di}i∈J . It outputs a session key k or an error
symbol ⊥.

All-sided correctness. We recall the all-sided correctness of the BTKEM. The
correctness of the scheme should hold no matter which parts (left or right) were
used by each user to compute their decryption share.

Definition 5 (Correctness). For all integer n, t ≤ n, ℓ, J ⊆ [n] of size t, E
is said to be correct if:

Combine(pkc, c, j,J , {di}i∈J ) = k,

where ∀j ∈ [ℓ], (k, c = (c0, c1) = Enc(pk, j) and ∀i ∈ J , b ∈ {0, 1}, di =
Dec(j, skji,b, c).

Semantic Security. Next, we recall the CPA security property of the BTKEM.
It is captured in figure 2. This definition closely ressembles that of a standard
TKEM.

Definition 6. We say that E is CPA secure if all probabilistic polynomial time
algorithm A has at most negligible advantage in the game in figure 2, where

A′s advantage is defined as AdvCPAE (A) =
∣∣∣∣SuccCPA(A)− 1

2

∣∣∣∣ and SuccCPA(A) =

Pr[b = b′] is the probability that the adversary outputs the correct bit in the game
in figure 2
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1. The adversary outputs a number of parties n and a threshold t given a security
parameter λ.

2. The Challenger runs KeyGen(1λ, n, t, ℓ) to generate (pk, pkc, sk1, . . . , skn).
3. At any time of the game, the adversary can corrupt party i ∈ [n] and receives

ski from the challenger. If the adversary corrupts more than t parties, then the
challenger stops the game.

4. The challenger samples a position u ∈ [ℓ], a bit b ∈ {0, 1}, generates a ciphertext
and key pair (k(0), c) ← Enc(pk, u) and samples a random key k(1) ← K. Finally,
the challenger sends k(b), c to the adversary

5. The adversary can eventually corrupt more parties. The challenger stops the game
if the total number of corrupted parties exceeds t.

6. Finally, the adversary returns its guess b′ ∈ {0, 1}. It wins this game if b = b′.

Fig. 2. CPA game for BTKEM E and adversary A

One-sided security. Finally, we recall the definition for one-sided security from
[5]. This security property significantly differs from our adaptive one-sided se-
curity property for QTKEM. In the original OSS game, the adversary chooses
the position u and side d before receiving any public keys, and is asked to dis-
tinguish between three possible types of ciphertext. First, if the bit b chosen by
the challenger is equal to 0, receives a mixture with a good left part (meaning,
c0 can be decrypted into shares of the session key, whereas c1 is an encryption
of uniformly random key. Secondly, if b = 1 and d = 0 the adversary receives
a well formed ciphertext. Lastly, if b = 1 and d = 1 the adversary receives a
uniformly random ciphertext (neither c0 nor c1 can decrypt into shares of the
session key of the challenge. More details on the difference between the one side
security and adaptive one side security are given in section 3.

Definition 7. We say that a BKTEM E is adaptively one-sided secure if all
probabilistic polynomial time algorithm A have at most negligible advantage
in the game in figure 3, where A’s advantage is defined as AdvOSS

E (A) =∣∣∣∣SuccOSS(A)− 1

2

∣∣∣∣ and SuccOSS(A) = Pr[b = b′] is the probability that the ad-

versary outputs the correct bit in the game in figure 3.

2.3 Traitor Tracing for Threshold Decryption

We now give a definition of a traitor tracing for threshold decryption scheme.
In such a setting, we consider that some users could be traitors that commonly
create and publish a pirate decoder, capable of outputting decryption shares.
Their purpose is then that nobody should be able to link them to such a public
pirate decoder.

We focus on the setting where the coalition of traitors is greater than the
threshold. It means that such a coalition can decrypt ciphertexts without the help
of any other honest party. Our purpose is to identify at least one of the traitors,
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1. The adversary, given a security parameter λ, outputs a number of parties n a
threshold t, a number of positions ℓ, a position u ∈ [ℓ] and a side d{0, 1} and sends
them to the challenger.

2. The challenger runs the KeyGen(1λ, n, t, ℓ) algorithm to obtain
pk, pkc, {(skj

1,0, sk
j
1,1), . . . , ((sk

j
n,0, sk

j
n,1)}j∈[ℓ]

3. Next, the challenger computes (c(0) = (c
(0)
0 , c

(0)
1 ), k(0)) ← Enc(pk, u), (c(1) =

(c
(1)
0 , c

(1)
1 ), k(1))← Enc(pk, u), samples a bit b← {0, 1} and proceeds as follows:

4. If b = 0, the challenger sets c∗ = (c
(0)
0 , c

(1)
1 ) (in this case c∗ is a mixture of c(0) and

c(1)).
5. If b = 1, the challenger sets c∗ = (c

(d)
0 , c

(d)
1 ) (in this case, c∗ is equal to c(0) or c(1)).

6. The challenger sends pk, pkc, c∗, k(0), ((skj
1,0, sk

j
1,1), . . . , (sk

j
n,0, sk

j
n,1))j ̸=u and

((sku
1,d, . . . , (sk

u
n,d)

7. Finally, the adversary returns its guess b′ ∈ {0, 1}. It wins this game if b = b′.

Fig. 3. OSS game for BTKEM E and adversary A

thanks to an additional tracing algorithm. Hence, a traitor tracing threshold
KEM is a threshold KEM as given in section 2.1 with the following additional
procedure:

– a tracing algorithm named Trace(pk, 11/ε, D) that takes as input the public
key pk, an error bound ε, and a decoder D, and that outputs a subset
J ⊆ [n].

The main difference with the one given in [5] is that we consider a public
tracing algorithm, while theirs is private. Hence, we do not need a tracing key.
It follows that the KeyGen is not modified compared to the one given in Section
2.1 (and the one in [5]), and only the public key is given on input to the tracing
algorithm.

Decoder based security. In line with modern security models, we consider a
stronger class of device called distinguisher. Instead of directly outputting a
ciphertext, distinguisher first outputs two messages, then takes as input a
ciphertext and outputs a bit to guess which plaintext is encrypted in the cipher-
text. In a KEM, the device does not output the two plaintexts but instead takes
as input a ciphertext and a session key and output a bit to guess whether the
ciphertext is a valid encryption of the key or not.

This kind of device was introduced in [14] after finding then fixing a flaw in
[6] with the classical definition of a pirate decoder.

The formal definition of a distinguisher is given as follow.

Definition 8. Let ε = ε(λ) be a function of the security parameter and negl a
negligible function of the security parameter λ ∈ N. A traitor tracing threshold
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KEM Π = (KeyGen,Enc,Dec,Combine,Trace) with key space K = {Kλ} is ε-
secure if for every probabilistic polynomial time algorithm A and for every λ ∈
N, the following holds:

Pr[GoodTrace] ≥ Pr[GoodDec]− negl(λ) and Pr[BadTrace] ≤ negl(λ)

The events GoodTrace, GoodDec and BadTrace are defined as follows:

– Event GoodDec occurs when:

Pr

D(c, kb) = b :
(c, k0)← Enc(pk)

k1 ← K
b← {0, 1}

 ≥ 1

2
+ ε.

– Event GoodTrace occurs when J ′ ̸= ∅ and J ′ ⊆ J , i.e. Trace identified users
only in the alliance.

– Event BadTrace occurs when J ′ ̸= ∅ and J ′ ⊈ J , i.e. Trace accused a user
that is not in the coalition of traitors.

Where D,J ,J ′ are output of the trace experiment in figure 4.

1. The adversary outputs a number of users n, a threshold t and sends them to the
challenger.

2. The challenger runs the KeyGen algorithm to obtain the public key pk, the public
combiner key pkc and the set of users secret keys {sk1, . . . , skn}.

3. The adversary can request corruption queries on user i ∈ [n]. i is then added to
the set of corrputed users J . The challenger answers by sending i’s secret key ski.

4. After some time, the adversary outputs a distinguisher D and sends it to the
challenger.

5. The challenger obtains J ′ by running the Trace algorithm using decoder D.

Fig. 4. Trace experiment TraceExperiment for a traitor tracing threshold KEM and
adversary A

We also define the following advantage:

AdvTT
T T (A) = max{Pr[GoodDec]− Pr[GoodTrace],Pr[BadTrace]}

2.4 DDH Assumption

We recall the classical formulation of the Decisional Diffie Hellman Hardness
(DDH) assumption, that will be used for our construction of the q-partite KEM.

Definition 9. Let G be a group generation algorithm outputting a group G of
prime order p and a generator g. We say that the Decisional Diffie-Hellman
(DDH) problem is hard relative to G if for every probabilistic polynomial time
algorithm A, there exists a negligible function negl(λ) such that for all λ ∈ N
and x, y, z ← Zp, we have that

AdvDDH
G,A (λ) = |Pr[A(G, p, g, gx, gy, gxy) = 1]− Pr[A(G, p, g, gx, gy, gz) = 1]| ≤ negl(λ)
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2.5 Robust IPP Codes

Let C = {ω1, . . . , ωn} ⊂ Σℓ be a q-ary code of size n and length ℓ. Let ∆
be the minimum Hamming distance over alphabet Σ = {1, . . . , q}. We assume
that ωi = ωi,1 . . . ωi,ℓ ∈ Σℓ. Given a positive integer t, a subset of codewords
X = {ω1, . . . , ωt} ⊂ C is called a coalition of size t. Let Xi = {ω1,i, . . . , ωt,i}
be the set of the i-th coordinate of the coalition X. If the cardinality of Xi is
equal to 1, the coordinate i is called undetectable, else it is called detectable. The
set of detectable coordinates for the coalition X is denoted by D(X). The set of
descendants of X, denoted desc(X), is defined by desc(X) = {x = (x1, . . . , xℓ) ∈
Σℓ | xj ∈ Xj , 1 ≤ j ≤ ℓ}

In the coalition X, we call codewords the parents of the set desc(X). We
define a t-descendant of the code C the set desct(C) =

⋃
X⊂C,|X|≤t desc(X). The

desct(C) consists of all ℓ-tuples that could be generated by some coalition of size
at most t. Codes with identifiable parent property (IPP) are then given by the
following definition.

Definition 10. Given a code C ⊆ Σℓ, with parameters (ℓ, n, q). Let t ≥ 2 be an
integer. The code C is called a t-IPP code if for all x ∈ desct(C), it holds that⋂

X⊂C,|X|≤t, s.t. x∈desc(X)

X ̸= ∅.

In a t-IPP code, we can always identify a parent codeword of any descendant
x ∈ desct(C). The marking assumption, introduced in [7] then states that any
coalition of users can only create a codeword that lies in the set of descendants
of the coalition.

We say that a code C is a robust IPP code if identification of the parents of a
codeword x created by a coalition X is possible, even when x breaks the marking
assumption in at most εℓ positions. We consider two types of mutations: erasure
when xi = ∗ and replacement when xi ∈ Σ\Xi. We say a word is ε-noisy when
at most a fraction ε of its letter are ∗ mutations. Let X ⊂ C, |X| ≤ t be a
coalition. Assume desc(X) is not empty. Let x ∈ desc(X) such that x follows the
marking assumption except in εℓ positions. Call i a coordinate of x a mutation
if xi /∈ Xi. We denote by desc(X)ε the set of all vectors x formed from the
vectors in the coalition X such that xi ∈ Xi for ℓ(1 − ε) coordinates i and xi

is a mutation in at most εℓ coordinates. Codes with robust identifiable parent
property (RobustIPP) are formally defined as follows.

Definition 11. Given a code C ⊆ Σℓ with parameters (ℓ, n, q), let t ≥ 2, be an
integer. The code C is called a (t, ε)-IPP (robust t-IPP) if it holds that⋂

X⊂C,|X|≤t,x∈desc(X)ε

X ̸= ∅

Informally speaking, the code C guarantees exact identification of at least one
member of the pirate coalition of size at most t for any collusion attack with at
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most εℓ mutations. A robust IPP code is said to have the traceability property if
for any x ∈ desc(X), the codeword c ∈ C closest to x by the Hamming distance
is always one of the parents of x, i.e c ∈

⋂
X⊂C,|X|≤t,x∈desc(X)ε

X. This implies
that a pirate can be identified by finding any vector c ∈ C such that its distance
to x is the shortest. We shall use robust IPP with traceability property.

Requirement on ∆. From [12], the minimal distance ∆ must verify:

∆ > ℓ

(
1− 1

t2
+ ε

(
1

t
− 1

t2

))
= ℓ

(
1 +

ε

t
− 1− ε

t2

)

3 Construction of the qPartite Threshold KEM

In this section, we give our first contribution by extending the notion of Bipartite
Threshold KEM (BTKEM), introduced in [5], to q-Partite Threshold KEM.

3.1 Overview of the Construction

Extention from bipartite to q-partite. A q-Partite TKEM (QTKEM) scheme is a
generalization of the Bipartite TKEM scheme. Users receive more keys, namely
qℓ keys instead of only 2ℓ and ciphertexts now have q sides instead of 2.
A QTKEM needs to have all-sided correctness, which is the direct generalization
of the two sided correctness as well as what we call adaptive one-sided security.
Loosely speaking, an adversary in possession of keys up to a certain letter α ∈ [q]
should not be able to extract any meaningful information from a ciphertext using
parts related to letters α+ 1, α+ 2, . . . , q.

After the parameters have been generated, this property lets the adversary
choose on which position j ∈ [ℓ] and letter α he wishes to be tested on. The
authority sends all the secret keys of all the users for position j′ ̸= j and for
position j he sends key ski,1, . . . , ski,α−1, for all i. The adversary also receives
a session key k and a ciphertext c = (c1, . . . , cq) from the challenger and the
adversary has to distinguish whether the α-th part of the ciphertext, cα, is a
proper encryption of the key k or a uniformly random element.

Note that in the one sided security security game from [5], the adversary is
required to choose the position and part he wishes to be tested upon before the
challenger runs the key generation algorithm. This is in opposition with ours,
where the adversary can adaptively choose the position and letter after the key
generation.

3.2 Definition of qPartite KEM

We give the formal definition of a q-Partite Encryption KEM as follows:

Definition 12. A QTKEM Π = (KeyGen,Enc,Dec,Combine) is composed of
the following algorithms:
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– Π.KeyGen(1λ, n, t, ℓ, q): Takes as input a security parameter λ, the number
of users n, a threshold t, a number ℓ of positions and a number q an alphabet
size. It outputs a public key pk and the set of users secret keys (sk1, ..., skn),
where for all i ∈ [n], ski = {skji,1, . . . , sk

j
i,q}j∈[ℓ].

– Π.Enc(pk, j): Takes as input the public key pk and a position j ∈ [ℓ] and
output a key k and a ciphertext c = (c1, . . . , cq).

– Π.Dec(j, skji,α, c = (c1, . . . , cq)): Takes a position j ∈ [ℓ], a user secret key
skji,α with i ∈ [n] and α ∈ [q] and outputs di.the decryption share of user i.

– Π.Combine(pkc, c = (c1, . . . , cq), j,J , {di}i∈J ): Takes as input the public
combiner key pkc, a ciphertext c, a position j ∈ [ℓ], a subset J ⊆ [n] and
a set of decryption shares {di}i∈J and outputs either a key k or a rejection
symbol ⊥.

A QTKEM is required to satisfy the definitions of all-sided correctness and
CPA security.

All-sided correctness. We need a re-visioned definition of the correctness on
the QTKEM that we call all-sided correctness, that is the classical definition
of correctness for a Threshold KEM should hold regardless of which ciphertext
part was used by each user to obtain their share, as long as they have enough:

Definition 13 (Correctness). For all n = n(λ), t = t(λ), ℓ = ℓ(λ), q =
q(λ), J ⊆ [n], s.t |J | = t, a QTKEM scheme is said to be correct if

Combine(pkc, c,J , j, {di}i∈J ) = k,

where ∀j ∈ [ℓ], (k, c = (c1, . . . , cq)) = Enc(pk, j) and ∀i ∈ J , ∀α ∈ [q], di =

Dec(j, skji,α, c = (c1, . . . , cq)).

Semantic security. We require our QTKEM to be CPA secure. We adapt the
definition given in section 2 to one that fits our new notion.

Additionally, the challenger samples a position j at random which is going
to be used for the challenge. We denote by K the key space of the scheme that
will be explicited in the construction. The security is presented in the security
game in figure 5.

Definition 14. We say that Π is CPA secure if all probabilistic polynomial time
algorithm A have at most negligible advantage in the game in figure 5, where

A’s advantage is defined as AdvCPAΠ (A) =
∣∣∣∣SuccCPA(A)− 1

2

∣∣∣∣ and SuccCPA(A) =

Pr[b = b′] is the probability that the adversary outputs the correct bit in the game
in figure 5.
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1. The adversary outputs a a number of parties n and a threshold t, a length ℓ and
an alphabet size q, given a security parameter λ.

2. The challenger runs KeyGen(1λ, n, t, ℓ, q) to generate (pk, pkc, sk1, . . . , skn)
3. At any time of the game, the adversary can corrupt party i ∈ [n] and receives ski

from the challenger. If the adversary corrupts more than t parties, the challenger
stops the game.

4. The challenger samples a position u ← [ℓ], a bit b ← {0, 1}, a ciphertext and key
pair (k(0), c) ← Enc(pk, u) and a random key k(1) ← K. Finally, the challenger
sends k(b), c to the adversary.

5. The adversary can eventually corrupt more parties. The challenger stops the game
if the total number of corrupted parties exceeds t.

6. Finally, the adversary returns its guess b′ ∈ {0, 1}. It wins this game if b = b′.

Fig. 5. CPA security for QTKEM and adversary A

Adpative one-sided security. Eventually, we need another security requirement
that we call adaptive one-sided security that is required for the tracing procedure
to work in the traitor tracing scheme. There are two notable differences with
the one-sided security from [5]. First, the adversary is allowed to adaptively
choose the challenge position j and letter α. Second, the adversary receives
all the secret keys of all the users, except for the selected position j where
he receives all the secret keys except the α-th of each user. Then, he has to
distinguish whether the α-th part of a the challenge ciphertext is an encryption
of the challenge key or is random while the first α − 1 parts are well-formed
(i.e valid encryption of the key) and the q − α last parts are ill formed (i.e
encryption of a another key sampled uniformly at random). It is made formal in
the game presented in figure 6. In the original one-sided security, the adversary
is required to distinguish between a mixture of a well formed ciphertext. In the
former case, the two parts of the ciphertext are not encryption of the same key.
In the latter, the two ciphertext are encryption of the same key which may or
may not be the key sent along the challenge, depending on the adversary’s choice.

Definition 15. We say that a QTKEM Π is adaptively one-sided secure if
all probabilistic polynomial time algorithm A have at most negligible advantage
in the game in figure 6, where A’s advantage is defined as Advad−OSS

Π (A) =∣∣∣∣Succad−OSS(A)− 1

2

∣∣∣∣ and Succad−OSS(A) = Pr[b = b′] is the probability that

the adversary outputs the correct bit in the game in figure 6.

Note that for the tracing procedure to work, it is important to let the adver-
sary choose the position j and letter α, since all of them will be tested. However,
the challenger needs to know in advance the position and the letter for the chal-
lenge, because he modifies one specific public key, as it will be explicitly shown
in the proof (see 4). It implies that in our security game, the challenger has to
make a prediction on the choice of j and α made by the adversary by sampling
in advance a j∗ and a α∗ and continues the game only if the adversary chooses
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1. The adversary, given a security parameter λ, outputs a number of parties n, a
threshold t, a number of positions ℓ and an integer q and sends them to the chal-
lenger.

2. The challenger runs the KeyGen(1λ, n, t, ℓ, q) and outputs (pk, pkc, {(skj
i,1, . . . ,

skj
i,q)i∈[n]}j∈[ℓ]) it sends pk, pkc to the adversary.

3. The adversary outputs a position j∗, a letter α∗ and sends them to the challenger.
4. The challenger samples b ∈ {0, 1}, (k(0), c(0)) ← Enc(pk, j∗) and

(k(1), c(1)) ← Enc(pk, j∗) and generates the challenge ciphertext
c∗ = (c

(0)
1 , . . . , c

(0)
α−1, c

(b)
α , c

(1)
α+1, . . . , c

(1)
q ). Then, the challenger sends

to the adversary k(0), c∗, {(skj
i,1, . . . , sk

j
i,q)i∈[n]}j∈[ℓ]\{j∗} as well as

(skj∗

i,1, . . . , sk
j∗

i,α∗−1, sk
j∗

i,α∗+1, sk
j∗

i,q)i∈[n]

5. Finally, the adversary outputs its guess bit b′ ∈ {0, 1}. The adversary wins this
game if b = b′.

Fig. 6. ad-OSS for QTKEM and adversary A

the same pair. Otherwise, the challenger stops the game. The probability of
this happening is 1

qℓ if the position and letter are sampled uniformly over their
respective set.

3.3 Construction

We now construct a q-Partite Threshold KEM Π = (KeyGen,Enc,Dec,Combine)
from the Decisional Diffie Hellman assumption. We assume the existence of a
generation algorithm G that takes as input a security parameter λ ∈ N and
outputs a tuple (G, p, g) where G is a cyclic group of order p and g is a generator.
Given a security parameter λ and a number of users n, we require that 1 ≤ t ≤ n.

– Π.KeyGen(1λ, n, t, ℓ, q): Takes as input the security parameter λ, the number
of users n, the threshold t, a length ℓ and alphabet size q. It samples (q+1)ℓ
uniformly random elements xj , yj,1, . . . , yj,q from Zq. It sets the public key
as pk = (pk1, . . . , pkℓ) where pkj = (Xj , Yj,1, . . . , Yj,q) and Xj = gxj , Yj,1 =
gyj,1 , . . . , Yj,q = gyj,q . Then, let sj,1, . . . , sj,n be the shares obtained from
the (t, n)-Shamir Secret Sharing of xj . It sets the secret keys as skji,α =

sj,i
yj,α

,
for j ∈ [ℓ], i ∈ [n], α ∈ [q].

– Π.Enc(pk, j): Takes as input the public key pk and a position j. To obtain
a session key, it chooses uniformly at random r in Zq and sets the session
key as k = Xr

j . Then, it produces a ciphertext with q parts c = (c1, . . . , cq)
where cα = Y r

j,α for α ∈ [q]. The algorithm outputs the session key and the
ciphertext (k, c).

– Π.Dec(j, skji,α, c): Takes as input a position j, one of the position’s associated
secret keys skji,α of user i and a ciphertext c. The algorithm outputs the

decryption share di = c
skj

i,α
α
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– Π.Combine(pkc, c,J , {di}i∈J ): Takes as input the public key combiner pkc,
a position j, a ciphertext c, a set of user J and the associated set of decryp-
tion shares {di}i∈J . If |J | < t, the algorithm outputs an error symbol ⊥.
Otherwise, it computes the Lagrange polynomial interpolation coefficients
(µi)i∈J and outputs the session key k =

∏
i∈J dµi

i .

We require the QTKEM to have all-sided correctness. We now show how this
property holds in our scheme.

Theorem 1. Π scheme has all-sided correctness.

Proof. Let 0 < t ≤ n, ℓ > 0, J ⊆ [n] s.t |J | = t. We have, for all j ∈ [ℓ], α ∈ [q]n,
:

∏
i∈J

dµi

i =
∏
i∈J

q∏
αi=1

dµi

i

=
∏
i∈J

q∏
αi=1

(Y r
j,αi

)
µi

sj,i
yj,αi

=
∏
i∈J

q∏
αi=1

g
ryj,αi

µi
sj,i

yj,αi

=
∏
i∈J

grsj,iµi

= gr
∑

i∈J µisj,i

= grxj = Xr
j = k

Note that α being a random element of [q]n, this holds for every subset J of
size t and is independent of the letters used.
We now prove the QTKEM to be semantically secure as well as adaptive one-
sided secure under the standard DDH assumption. These properties are formal-
ized in theorems 2, 3.

In this game, the challenger B chooses the position u ∈ [ℓ] of the challenge.
For positions j ̸= u, B behaves "honestly" in the sense that he samples the
public and private keys normally. For position u, he sets the first component of
the DDH challenge as the public key Xu, the second component as the ciphertext
parts and the last component of the triplet as the session key k . If the DDH
challenge is random, then so will be the session key, hence B is playing against
A the CPA game with bit b = 1. In the other case, the challenge ciphertext is a
valid encryption of the key hence B is playing the game with b = 0. Since A has
a non negligible advantage in winning the CPA game, B forwards its guess.

Theorem 2. Under the DDH hardness problem, Π is CPA-secure.

Proof. Suppose there exists an adversary A that breaks the CPA property of the
scheme. We build a simulator B that breaks the DDH assumption.
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- B requests for a DDH tuple (G, p, g, A,B,C) with A = ga, B = gb and
C = gab or C = gc for some a, b, c ← Zp. B invokes A(1λ) and receives
n, t, ℓ, q.

- B samples a position u← [ℓ].
- B samples the public keys as follows:
x1, . . . , xu−1, xu+1, . . . , xℓ ← Zp, y1,1, . . . , y1,q ← Zp, . . . , yℓ,1, . . . , yℓ,q ←
Zp, then sets the public keys: Xu = A, ∀j ∈ [ℓ]\{u}, Xj = gxj and
∀α ∈ [q], Yj,α = gyj,α , then pkj = (Xj , Yj,1, . . . , Yj,q) and sends pk =
(pk1, . . . , pkℓ).

- Without loss of generality, assume A does Q ≤ t − 1 different corruption
queries without repeating itself. If it makes more then the challenger would
interrupt the game. B samples s1, . . . , st−1 ← Zp and answers to the ρ-th
corruption queries of A, corresponding to party i ∈ [n] as follows.

- For position j ̸= u, B computes the secret keys honestly: samples
sj,1, . . . , sj,n the points of a (t, n)-Shamir Secret Sharing of xj then sets
skji,α =

sj,i
yj,α

for α ∈ [q].
- for position u, B sets skui,α =

sρ
yu,α

Then B replies to A with {(skji,1, ..., sk
j
i,α, ..., sk

j
i,q)i∈[n]}j∈[ℓ]. The keys are

distributed honestly even for position u since A queries at most Q ≤ t − 1
parties so xu cannot be recovered and the keys are uniformly distributed
over ZQ

p .
Next, B sets the session key as k = C, the ciphertext parts c1 = Byu,1 , . . . , cq =
Byu,q , the challenge ciphertext as c = (c1, . . . , cq) and sends (k, c) to A.
B perfectly simulates the CPA security game to A. If C = gab then it
simulates the game with b = 0 and if C = gc then it simulates the game
with b = 1. It follows that:

AdvddhA,G(λ) = AdvCPA(A)

■

In theorem 3, we build a simulator B that receives a DDH triplet and uses
an adversary against the adaptive one-sided security property. The challenger
makes a guess on the pair (j, α) that will be chosen by the adversary. He then
sets the α-th part of the ciphertext as the third component of the DDH challenge,
the public key Yj,α as the first component of the challenge and the session key
k as the second. If the DDH challenge is a random group element, then the key
and the α-th part of the challenge will not be related, hence B is playing against
A the adaptive one-sided security game with bit b = 1. On the other hand, if
the challenge is not random, B is playing the game with bit b = 0. Since A has
a non negligible advantage in winning this game, B forwards the guess.

Note that this happens only if B had guessed correctly the pair (j, α) made
by A, which happens with probability 1/qℓ. This is necessary since B needs to
set the public keys before knowing the choice of A. This point differs from [5]
since the adversary A must choose the position j ∈ [ℓ] and a side d ∈ {0, 1}
before the challenger runs the setup.
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Theorem 3. Under the DDH hardness assumption, Π is adaptive one-sided
secure.

Proof. Suppose the existence of an adversary A that can break the adaptive
one-sided security. We build a simulator B that breaks the DDH assumption.

- B requests for a DDH tuple (G, p, g,X, Y, Z) with X = gx, Y = gy for some
uniformly random x, y ← Zp and Z = gxy or Z = gz. B invokes A(1λ) and
receives n, t, ℓ, q.

- B samples α∗ ← [q] and j∗ ← [ℓ], and samples the keys as follows:
- For position j ̸= j∗ B samples the keys honestly: it computes Xj =
gxj , Yj,α = gyj,α for xj , yj,1, . . . , yj,q ← Zq. B samples sj,1, . . . , sj,n the
shares of a (t, n)-Shamir Secret Sharing of xj . Finally B computes pkj =

(Xj , Yj,1, . . . , Yj,q) and for i ∈ [n], α ∈ [q], skji,α =
sj,i
yj,α

- For position j∗, B samples xj∗ , yj∗,1, . . . , yj∗,α∗−1, yj∗,α∗+1, . . . , yj∗,q ←
Zq, and computes Xj∗ = gxj∗ , Yj∗,α = gyj∗,α , α ̸= α∗, samples sj∗,1, . . . , sj∗,n
the points of a (t, n)-Shamir Secret Sharing of x∗j . Then it sets Yj∗,α∗ =

X, pkj∗ = (Xj∗ , Yj∗,1, . . . , Yj∗,q) and ∀i ∈ [n], ∀α ∈ [q]\{α∗}, skj
∗

i,α =
sj∗,i

yj∗,α
.

B finally sets pk = (pk1, . . . , pkn) and pkc =⊥ and sends them to A.
– B requests A and receives a position j and a letter α. If (j∗, α∗) ̸= (j, α), B

stops the game and restarts it from the beginning.
- Then, B sets ∀α ∈ [α∗ − 1], cα = Y yj∗,α , cα∗ = Z, ∀α ∈ [α∗ + 1, q], cα ←
G, k(0) = Y xj∗ and c = (c1, . . . , cq)

B sends k(0), {(skji,1, . . . , sk
j
i,q)i∈[n]}j∈[ℓ]\{j∗}, (sk

j∗

i,1, . . . , sk
j∗

i,α∗−1, sk
j∗

i,α∗+1, . . . ,

skj
∗

i,q)i∈[n]) to A , who replies with a guess bit b′ and B outputs the same bit b′.
If Z = gxy, B perfectly simulates the ad-OSS game with b = 0. Otherwise

if Z = gz, Z is a uniformly random element of G independent of c∗ and k(0). In
this case, it perfectly simulates one-sided security game with b = 1. It follows
that:

AdvddhA,G(λ) = |Pr[A(G, p, g, gx, gy, gxy) = 1]− Pr[A(G, p, g, gx, gy, gz) = 1]|

=
1

2
|Pr[b′ = 1 ∩ (j∗, α∗) = (j, α) | b = 1]

− Pr[b′ = 1 ∩ (j∗, α∗) = (j, α) | b = 0]|
Given that the probability that the challenger guesses correctly the choice of the
adversary for position j and letter α is 1/qℓ, we then have

AdvddhA,G(λ) =
1

qℓ
|Pr[b′ = 1 | b = 1]− Pr[b′ = 1 | b = 0]|

=
1

2qℓ
|Pr[b′ = 1 | b = 1]− (1− Pr[b′ = 0 | b = 0])|

=
1

2qℓ
|2Pr[b′ = b]− 1|

=
1

2qℓ
Advad−OSS(A)

■
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4 A Traitor Tracing for Threshold Decryption scheme

In this section, we use the q-Partite KEM alongside a robust IPP code to con-
struct a Traitor Tracing scheme. Thanks to the code properties, our scheme
benefits from the desired public traceability property. Note that since the coali-
tion of traitors we consider is of size f ≥ t, it is large enough to decrypt on its
own. Thus, we can use classical tools such as linear tracing used for robust IPP
codes. Hence, our tracing strategy is inspired from classical traitor tracing such
as [12].

4.1 Construction

Let n be the maximal number of users, t ≤ n the threshold value and ε the
avantage of a pirate distinguisher. Each party is identified by an integer from
{1, . . . , n}. Let C be an IPP code with parameters (ℓ, n, q), able to identify up to
coalitions of size f . Let ∆ be its Hamming distance and 0 < θ = 1/2−ε

1/2−2/
√
λ
< 1

f+1

satisfying the condition:

∆ > ℓ

(
1 +

θ

f
− 1− θ

f2

)
Next, let Π = (KeyGen,Enc,Dec,Combine) be a q-Partite Threshold KEM.

Finally, given a security parameter λ, we assume the size of the traitors verifies
t ≤ f ≤ n. We define a traitor tracing scheme T T composed of the tuple of prob-
abilistic polynomial time algorithms T T = (KeyGen,Enc,Dec,Combine,Trace)
as follows:

T T .KeyGen(1λ, n, t, 1ε): Takes as input the security parameter λ, the num-
ber of users n, the threshold t and the decoder advantage ε. By calling the
Π.KeyGen(1λ, n, t, ℓ, q), we obtain the public key pk, the public key combiner
pkc and the set of secret keys {(skji,1, . . . , sk

j
i,α, . . . , sk

j
i,q)i∈[n]}j∈[ℓ]. Finally, for

each user i, set: ski = (sk1i,ωi,1
, . . . , skℓi,ωi,ℓ

) where ωi,j is the value at position j
of codeword ωi.

T T .Enc(pk): Takes as input the public key pk. Samples a position j ∈ [ℓ]. The
ciphertext is c = (j, c′ = (c1, . . . , cq)) and the session key is k, where k and c′

were obtained using the encryption function Π.Enc(pk, j).

T T .Dec(ski, c): Takes as input the public key pk, the position j, a user se-
cret key ski, and a ciphertext c = (j, c′). By calling the decryption function
Π.Dec(j, skji,ωi,j

, c′) on key skji,ωi,j
from ski, the user gets his decryption share

di.

T T .Combine(pkc, c,J , {di}i∈J ): Takes as input the public parameters pk, the
public key combiner pkc, a ciphertext c = (j, c′), a set of t users J with the associ-
ated set of decryption shares di. By calling the function Π.Combine(pkc, j, c′,J , {di}i∈J )
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, the user recovers the session key k.

T T .Trace(pk,D, 1ε): Takes as input the public key pk, a decoder D and an error
bound ε. We run the decoder for every position j ∈ [ℓ] to form new letters of the
pirate codeword ω∗. After all the positions have been tested, we use the Trace
algorithm from C to accuse a party. We consider the following tracing procedure:

for j = 1 to ℓ do
count← 0
for α = 0 to q + 1 do

loop W ← 8λ3/2(n/ε)2 times
(k(0), c(0) = (c

(0)
1 , . . . , c

(0)
q ))← Π.Enc(pk, j)

(k(1), c(1) = (c
(1)
1 , . . . , c

(1)
q ))← Π.Enc(pk, j)

b← {0, 1}
c∗ ← (j, c

(b)
1 , . . . , c

(b)
α−1, c

(1−b)
α , . . . , c

(1−b)
q )

Call D on input (c∗, k(b))
if D(c∗, k(b)) = b then

count← count+ 1
end if

end loop
Let pj,α ← count/W be the fraction of time where D outputs b cor-

rectly.
end for
If there is a letter α∗ ∈ [1, q] such that |pj,α∗+1 − pj,α∗ | ≥ ε

q
then letter α∗

is accused and ωj ← α∗.
Else, ωj is assigned ∗.

end for

From the pirate word ω = ω1 . . . ωℓ found after the loop finished, call tracing
procedure in C on input ω. The Trace returns a traitor.

4.2 Security of the Tracing

The correctness and semantic security of the scheme are immediate by the all-
sided correctness and semantic security of the underlying q-Partite KEM. The
Trace procedure only relies on the public key and an access to the pirate distin-
guisher D. Likewise, C’s tracing procedure can be used with public information
only. Hence, our scheme has public traceability.

Security of Tracing. The goal of the tracing procedure is to form a pirate word
ω and use the trace algorithm of code C to identify a user. The algorithm creates
the word letter by letter using the QTKEM and modifies part after part the
ciphertext it sends to the distinguisher. On iteration α = 0, the ciphertext pro-
duced by the algorithm is completely well formed, i.e all the ciphertext parts are
valid encryption of the session key. Hence, the probability for the distinguisher
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to successfully distinguish is maximum since it has at least one key for each
position.

On each iteration, starting from the end, the tracing procedure then switches
a new part of the ciphertext, from a well-formed encryption of the session key
to a random group element.

On the final iteration α = q+1, all the ciphertext parts have been replaced by
random group elements, unrelated to the session key. Therefore, the distinguisher
has a negligible probability of successfully distinguishing.

If a significant gap in the probabilities of success is noticed by the tracing
procedure, i.e., if the probability of success drops when the α-th part of the
ciphertext is switched from a correctly formed to a random element, then letter
α is accused.

By the IPP code’s property, a user will be correctly accused as long as a the
proportion of letter that deviates from the marking assumptions is smaller than
θ.

Theorem 4. For every probabilistic polynomial time algorithm A against the ϵ-
security of the scheme T T , there exists a probabilistic polynomial time algorithm
B against the One Sided Security of the q-Partite Threshold KEM Π such that
for all λ ∈ N, the following holds:

AdvTT
A,T T ≤ 4ℓe

−4λ n2

qε2 +
2ℓq3

q − f
Advad−OSS(B)

where ℓ = ℓ(λ), q = q(λ) are the codewords length and alphabet size as defined
in the scheme and f is the size of the coalition.

By property of the IPP code C, when given a codeword ω as input to its tracing
procedure, the code outputs one of the parent codewords with probability one
as long as the proportion of letters that deviates from the marking assumption
(def 11) does not exceed θ.

We prove the theorem in two steps. First, lemma 1 shows that if GoodDec
occurs, then the proportion of ∗ symbols in the codeword does not exceeds θ.
Then lemma 2 shows that whenever a letter is accused then it must be that
the letter is in the coalition or otherwise it would be possible to construct a
reduction algorithm that wins the ad-OSS security property with non negligible
advantage.

Put together, lemmas 1 and 2 prove that Pr[BadTrace] = 0 and that
Pr[GoodDec] − Pr[GoodTrace] is negligible whenever the codeword formed at
the end of the Trace algorithm deviates less than θℓ times from the marking
assumption.

Call a position j ∈ [ℓ] good if:

Pr

[
D((j, c), kb) = b :

(c, k0) ← Π.Enc(pk, j)
k1 ← K, b← {0, 1}

]
≥ 1

2
+

2√
λ
. (1)

Loosely speaking, even when event GoodDec occurs, the decoder box may
never work for some position j. Lemma 1 shows that if there was too few good
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positions then event GoodDec could not occur, and bounds the probability to
set ωj to ∗ i.e if a position if good then a letter will be accused. Lemma 2 then
bounds the probability that the accused letter is not in the coalition.

Lemma 1. Let ε = ε(λ) be a non-negligible function of the security parameter
λ ∈ N. If event GoodDec occurs, then it holds that:

Pr[ω∗is not θ-noisy] ≤ 4e
−4λ n2

qε2

.

Proof. Suppose on the contrary that there is a proportion at least θ of ∗ symbols
in the pirate codeword, then we have that:

Pr

[
D(c, kb) = b :

(c, k0)← T T .Enc(pk)
k1 ← K, b← {0, 1}

]
< (1− θ)1 + θ

(
1

2
+

2√
λ

)
= 1 +

(
2√
λ
− 1

2

)
θ

= 1 +
1
2 − ε

1
2 −

2√
λ

(
2√
λ
− 1

2

)
=

1

2
+ ε.

This is in contradiction with the hypothesis that GoodDec occurs.
Next, we prove that for every good position, the probability for the j-th letter

of ω being ∗ is negligible.
Let j ∈ [ℓ] be a good position. We have

∣∣∣Pr[D((j, c
(0)
1 , . . . , c(0)q ), k(1)) = 1

]
− Pr

[
D((j, c

(1)
1 , . . . , c(1)q ), k(1)) = 1

]∣∣∣ ≥ 4√
λ
(2)

where for b ∈ {0, 1}, c = (c
(b)
1 , . . . , c

(b)
q ) ← Π.Enc(pk, j). By the triangle in-

equality, there is at least one letter α ∈ [q] such that the following equations
holds:

|Pr
[
D((j, c

(1)
1 , . . . c

(1)
α−1, c

(0)
α , c

(0)
α+1, . . . , c

(0)
q ), k(1)) = 1

]
−

Pr
[
D((j, c

(1)
1 , . . . , c(1)α , c

(0)
α+1 . . . , c

(0)
q ), k(1))

]
| ≥ 2

q
√
λ

(3)

Let us consider the set of random variables Xα that increases by one each time
the decoder outputs 1 on input ((c(1)1 , . . . , c

(1)
α−1, c

(0)
α , . . . , c

(0)
q ), k(1)). We consider

that X0 (resp Xq) is defined using the decoder on input ((c
(0)
1 , . . . , c

(0)
q ), k(1))
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(resp ((c
(1)
1 , . . . , c

(1)
q ), k(1))) Without loss of generality, suppose that:

Pr
[
D((j, c

(1)
1 , . . . c

(1)
α−1, c

(0)
α , . . . , c(0)q ), k(1)) = 1

]
>

Pr
[
D((j, c

(1)
1 , . . . , c(1)α , c

(0)
α+1 . . . , c

(0)
q ), k(1)) = 1

]
This means that Xα is distributed as a binomial random variable with W

trials and some probability parameter ξ ∈ [0, 1], and Xα + 1 is distributed as a
binomial random variable with W trials and probability parameter ξ′ ≥ ξ+ 2

q
√
λ
.

Since letter ωj ← α when |pj,α+1 − pj,α| ≥
ε

q
, which is realises whenever Xα

and Xα−1 are both at most W
2q
√
λ

far away from their expected values. It follows
that :

Pr[ωj ↚ α] = Pr[|Xα+1 −Xα| ≤Wε/q]

≤ Pr

[(
Xα+1 < E(Xα−1)−

W

2q
√
λ

)
∪
(
Xα < E(Xα) +

W

2q
√
λ

)]
≤ 2PrX←↩Bin(W,1/2)

[
|X − E| > W

2q
√
λ

]
(4)

Here, X is a random variable sampled from the Binomial distribution with
parameters W and 1/2. Eq. 4 follows from convexity. Finally, by the Chernoff
Bound, we get that:

Pr[ωj ↚ α] ≤ 4e
−4λ n2

qε2 (5)

Note that if the traitor’s letter is 1 (resp q), we do the same analysis but we
consider the random variable X0 (resp Xq+1) obtained by using the decoder on
pair ((c

(0)
1 , . . . , c

(0)
q ), k(1)) (resp ((c

(1)
1 , . . . , c

(1)
q ), k(1)). For each position j, there

must be at least some letter α ∈ [q] that satisfies the condition imposed by Eq.
3. Hence, the probability that the Trace algorithm sets ω ← ∗ is at least 1 −
4e
−4λ n2

qε2 . The lemma follows from taking the union bound on all good positions,
with at most ℓ of them.

■

Now, we show that the probability to accuse an innocent user is negligible.
If the created codeword ω∗ does not belong to the set of descendant codewords
desc(J ), then it must be that, for some good position j∗ ∈ [ℓ], the letter ω∗j∗ is
inconsistent with every j∗-th letter of the coalition, i.e. ω∗j∗ /∈ Jj∗ . This means

that there is a good position j∗ and a letter α∗ for which |pj∗,α∗+1 − pj∗,α∗ | ≥ ε

q
,

when running the decoder D. If such a position and letter exist, then we show
that we can construct a reduction algorithm that wins the ad-OSS game of the
underlying QTKEM Π with non negligible probability, by feeding the decoder
with the challenger ciphertext c∗. Depending on the choice of ciphertext in the
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ad-OSS game, the challenge c∗ is distributed either as a ciphertext of the form
(c

(0)
1 , . . . , c

(0)
α∗ , c

(1)
α∗+1, . . . , c

(1)
q ) that we use on D to compute pj∗,α∗+1 or as a

ciphertext of the form (c
(0)
1 , . . . , c

(0)
α∗−1, c

(1)
α∗ , . . . , c

(1)
q ) that we use on D to compute

pj∗,α∗ . The result follows from the fact that the two distributions are at least
ε/q far apart.

Lemma 2. Assuming the QKTEM Π is ad-OSS secure then the probability to
accuse an innocent user is negligible. Formally, suppose there is an adversary A
capable of producing a decoder D such that: there is a good position j∗ and a letter
α∗ for which |pj∗,α∗+1 − pj∗,α∗ | ≥ ε

q
. Then , one can construct an algorithm B

such that:

Advad−OSS
Π (B) ≥ (q − f)ε

2ℓq3

Proof. We construct a reduction algorithm B that wins the ad-OSS game with
non-negligible advantage. The reduction algorithm B starts by requesting pa-
rameters n, t to A and sends n, t, ℓ, q to the ad-OSS challenger, which responds
by sending the public key pk and public combiner key pkc. Next, B sends
j ← [ℓ], α ← [q] and receives (k, c∗ = (c∗1, . . . , c

∗
q)), {sk

j′

i,α′}i∈[n],α′∈[q],j′∈[ℓ]\{j}

as well as {skj
′

i,α′}i∈[n],α′ ̸=α.
Then, B samples an IPP code C with parameters (ℓ, n, q), and answers corruption
queries of A. When A requests for secret key of party i, B answers by sending
ωi, ski = {skj

′

i,ωi,j′
}. If A asks for corruption of a party for which B does not know

the entire secret key, i.e. a user i such that ωi,j = α, B stops the game and outputs
a random bit b′. Denote by Stop this event. In the worst case, A makes one query
for each member of the coalition and all their j-th letter are different (otherwise it
would only decrease the probability of the event Stop to happen). Then we have
that Pr[Stop] ≤ f/q. We condition the rest of the analysis on the fact that the
event Stop does not happen (hence B does not output b′ randomly). Next, B uses
the decoder on input k, c∗ and let b′ be the output of the decoder. B simply for-
wards its guess to the challenger. In case the bit chosen by the ad-OSS challenger
is b = 0, the c∗ is of the form (c

(0)
1 , . . . , c

(0)
α−1, c

(0)
α , c

(1)
α+1, . . . , c

(1)
q ) distributed as

the ciphertext given to D to compute pj,α+1. On the other hand, if the bit chosen
by the challenger is b = 1, c∗ is of the form (c

(0)
1 , . . . , c

(0)
α−1, c

(1)
α , c

(1)
α+1, . . . , c

(1)
q )

and is distributed as the ciphertext given to D to compute pj,α. It follows that
(recall that we condition the analysis on Stop, that j is the good position α the
letter such that |pj,α+1 − pj,α| ≥

ε

q
, i.e j = j∗ and α = α∗ ):
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Pr[b′ = b] =
1

2
(Pr[b′ = 0 | b = 0] + Pr[b′ = 1 | b = 1])

=
1

2
(Pr[b′ = 0 | b = 0]− Pr[b′ = 0 | b = 1]) +

1

2

=
1

2

(
Pr

[
b′ = 0

∣∣∣ c∗ = (c
∗(0)
1 , . . . , c

∗(0)
α∗ , c

∗(1)
α+1, . . . , c

∗(1)
q )

]
− Pr

[
b′ = 0

∣∣∣ c∗ = (c
∗(0)
1 , . . . , c

∗(0)
α−1, c

∗(1)
α , . . . , c∗(1)q )

])
+

1

2

=
1

2
(pj∗,α∗+1 − pj∗,α∗) +

1

2

Since α∗ is the letter being accused, we have |pj∗,α∗+1 − pj∗,α∗ | ≥ ε/q. Since
B chooses the correct good position j∗ and letter α∗ with probability 1/qℓ and
that event Stop happens with probability at least (q − f)/q, it follows that the
advantage in the previous game of the reduction algorithm is at least:

Advad−OSS
Π (B) ≥ (q − f)ε

2ℓq3

■
By combining lemma 1 with lemma 2, the theorem follows. ■

5 Perspectives

While this paper has been focusing on the decentralization of the tracing proce-
dure for a threshold decryption scheme, an orthogonal line of work in broadcast
encryption focuses on the revocation of users. When a scheme combines both
the revocation and the tracing property, it is called Trace and Revoke. This has
already been studied in the literature [20,19,17,13,8,1], [21]. However none of
them yet extends to the threshold setting. In this section, we discuss how we can
modify the q-partite KEM scheme to achieve both tracing and revocation. The
resulting solution, though inefficient, will not be fully detailed here. Instead,
we provide a sketch to illustrate the possibility of such a construction and to
motivate further research in this direction.

In the q-partite encryption scheme, switching a part of the ciphertext into
a random group element amounts to revoking the decryption capability of the
associated letter. Next, by extending the length of the ciphertext, i.e., encrypting
not only for a single position but several of them, it becomes possible to have a
fine grain control on which letter can be revoked and in which position. A cipher-
text would take the following form : c = (c1, . . . , cℓ) where cj = (cj,1, . . . , cj,q)
is a QTKEM encryption for position j. Hence, when user receives only a por-
tion of the secret keys, as it is the case when they are identified by a codeword,
switching parts of the ciphertext into random elements in different positions is
equivalent to revoking the decryption capability of a codeword and therefore re-
vokes the user identified by this codeword. Lastly, the q-partite scheme must be
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adapted to take into account a new requirement: a user must be able to obtain
his/her decryption share no matter which part and which position was used dur-
ing the decryption. This can be done easily by modifying the KeyGen algorithm.
Instead of sampling xj for each j ∈ [ℓ], sample only one single x and split it into
n shares s1, . . . , sn. This allows a user to obtain the same decryption share no
matter which position and part of the ciphertext he/she used. In order to keep
the tracing property, we can rely a similar technique used in [12] where the user
is required to use several of his/her secret keys (since he/she has one key per
position). In order to do so, each share si is then secret shared again into ℓ shares
si,1, . . . , si,ℓ using a (κ, ℓ) Secret Sharing scheme (it does not necessarily have to
be Shamir’s Secret Sharing). The shares si,j are the ones used to set the secret
keys. This forces a user to run the decryption procedure on several positions in
order to obtain his/her decryption share. κ must be chosen such that the code’s
property ensures that there is at least κ positions which differ in the codewords
of legitimate users and revoked users.

The shortcoming of this technique, very similar to the one in [12], is the
increase of the length of the ciphertexts. The growth is in O(qℓ) where ℓ is very
large, making the scheme extremely inefficient.

We thus leave as an open problem the construction of an efficient trace and re-
voke scheme for threshold decryption. Finally, anonymity in broadcasting, which
is a strong functionality that implies both tracing and revocation, remains a topic
that has not yet been addressed in threshold decryption. For a threshold broad-
cast scheme to be anonymous, the shares would also need to be anonymous.
Otherwise, an adversary possessing several shares could identify their creators
by checking their validity, thereby breaking the classical definition of anonymity.
This challenge requires a novel approach to tackle this problem.

Finally, [5] introduces a second construction called BTBF which is a BTKEM
whith constant public key size. Since, this is out of the primary focus of this paper
- public traceability, we leave it as an open problem to provide a construction
and a rigorous security analysis that our QTKEM can be adapted to reduce the
size of the public keys in a similar fashion as [5].
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