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Abstract. Designing cryptographic protocols and proving these rigor-
ously secure is an arduous and challenging task. Among the methods
commonly used to prove security of cryptographic protocols, formalizing
it in Canneti’s Universal Composability (UC) Framework offers several
benefits: (1) Modular design, (2) demonstrating that security remains
under arbitrary composition and concurrent execution, (3) the security
against any computationally polynomially bound adversary. However,
working within the UC Framework can be cumbersome, requires a long
time commitment by the prover, and it is prone to errors. While utiliza-
tion of proof assistants in Cryptography and IT Security is a prominent
research area, proof assistants for UC are still in their infancy. Here we
show our ongoing work to utilize model checking for verification of proofs
in the UC Framework, which to the best of our knowledge is the first
attempt to do so. In this work we (1) formally create a Markov Decision
Process (MDP) encoding a given proof in the UC Framework, (2) define
and proof notions of soundness and completeness for the constructed
MDP, (3) implement a proof of concept and (4) demonstrate practical
feasibility through experimental evaluation. In summary, in this work we
lay out the formal foundations for model checking UC proofs and create
a tool that can not only be used for proof verification but also as an
assistant for developing proofs in the UC Framework.

1 Introduction

In the cryptographer’s toolkit there are two prominent frameworks for proving
security of cryptographic systems and protocols. On the one side, there are game
based proofs, where a game is defined based on a cryptographic system and a
property it should fulfill. This game is played by an adversary and if they cannot
win with more than negligible probability, the cryptographic system fulfills the
desired property. An example of a game based security is existential unforgeability
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against chosen message attacks (EU-CMA) for cryptographic signature schemes
[20]. On the other side, there are simulation based proofs as Canetti’s Universal
Composability Framework (UC) [14]. There, the prover creates a specification,
called a functionality F, of a cryptographic system they want to prove secure.
They then attempt to show that a given protocol II is indistinguishable to F
from an outside perspective, called the Environment Z which is assisted by
an adversary A. An example of a functionality is Fg, and it has been shown
equivalent to a EU-CMA secure signature scheme [9]. While in this case game
based and simulation based notions for security of signature schemes have been
shown to be equivalent, this is not the case in general. On the one side, UC
provides more comprehensive guarantees to game based definitions: A system
that was shown to implement a functionality is secure in any context, including
if multiple instances of a protocol are executed in parallel or under composition
of other protocols. Moreover, it is secure against attacks not known a-priori
subject to the given security experiment defined by the prover. On the other
side, a game based security definition requires the prover to limit themselves
to showing security of a specific property, e.g. EU-CMA. However, the benefits
of the UC framework come at a cost of a complex formalism where technical
mistakes or nuances in the functionalities’ design are difficult to spot which is
illustrated by the amount of iterations it took to achieve EU-CMA equivalence
with a UC functionality [8, 1, 12, 13].

With the difficulties researchers face in providing rigorous security proofs,
there is a growing body of work to attempt to mechanically, i.e. through a
software program, prove security [2]. Of note is FasyCrypt [4] which is a tool
to assist and verify game-based proofs utilizing Hoare logic [21] and variants
thereof. However, the outlook regarding proof assistants for UC is rather bleak.
Works that attempt to mechanize proofs in UC are EasyUC [14] as well as an
approach to reason about adversarial complexity [3]. Both works are based on
EasyCrypt. The drawback of these approaches is the significant effort to create
a proof for a single cryptographic system that ranges in an order of magnitude
of thousands of lines of code (LOC) [3] to tens of thousands [14], making these
systems impractical and unscalable. In this work, we attempt to create a scalable
proof assistant that allows formalization of cryptographic systems in the UC
framework and mechanically verifies their correctness, utilizing model checking.
We aim to lean more heavily on automated exploration of state spaces than
the related work, which should offload some of what previously needed to be
specified manually in a proof to an automated tool. As proof systems based
on automated formal verification, such as model checking [15], usually have a
natural way of diagnosing faulty inputs; model checking, for example, is capable
of generating counterexamples that encode the precise reason why a system is
incorrect. If we can leverage model checking for UC proof verification, we can
then report counterexamples back to the user, which allows them to diagnose
and fix the proof until it is correct.



1.1 Owur Contributions

Our contributions are as follows:

— We formally show how to encode Turing Machines (TM) within a Markov
Decision Process (MDP) and extend it to systems of Interactive Turing Ma-
chines (ITMs)

— We formally introduce how to encode a proof in the UC framework as a
MDP Myc and provide a property myc such that, if Myc satisfies myc, then
the UC proof is verified to be correct

— We formally define nations of completeness and soundness and prove that
our proof system satisfies these

— We implement a proof-of-concept for our approach that consists of

e A Domain Specific Language (DSL) that allows formalization of UC
proofs and define protocols, functionalities and simulators akin to a pen-
and-paper proof

e A compiler that synthesizes a MDP written in the PRISM language [23]
from a UC proof written in the DSL

— We showcase our approach by verifying the EasyUC variation [14] of the
Diffie-Hellman based Key Exchange [16] and a Secure Message Communica-
tion protocol built on top of it as a use case

— We demonstrate practical feasibility through experimental evaluation of the
above use case utilizing the PRISM model checker [23]

1.2 Related Work and Comparison

While there is a vast body of work for automated verification of game based
proofs [2, 4], here we focus discussion of related work on approaches for mechan-
ically verifying proofs made in the UC Framework. There are two approaches
that both propose a proof assistant for UC proofs and are based on EasyCrypt[4].

EasyUC [14]. EasyUC is one of the first approaches in creating a proof assistant
for UC. This work demonstrates formalization of UC in EasyCrypt and showcases
it by proving secure a Diffie-Hellman key exchange as well as a secure message
communication protocol based on it. However, while the authors succeed in
their goal of formulizing UC, EasyUC does not have facilities to reason about
adversarial complexity. While the version proposed is unscalable, as it required
writing 18000 lines of code, a DSL has been implemented since? reducing the
required lines of code to less than about 600.

Adversarial Complezity Analysis [3]. Similar to EasyUC, Barbosa et al. utilize
EasyCrypt to formalize a UC proof and use the same use case as EasyUC, i.e.
secure message communication and Diffie-Hellman key exchange. However, focus
of this work is reasoning about adversarial complexity, the missing component
of EasyUC. In contrast to FEasyUC, the authors use a less expressive variation of
UC [11], which in-turn allows them to reduce the amount of effort by a prover
by an order of magnitude to 2300 lines of code.

3 https://github.com/easyuc/EasyUC



SaUCy [24] SaUCy is a tool for automating UC proofs. It defines its own calcu-
lus, the Interactive Lambda Calculus (ILC), and similar to the work of Barbosa
et al. is defined within a simpler variation of the UC framework [11]. As fu-
ture work the authors propose fuzz testing as a potential means for automatic
verification.

This work. In contrast to related works, we utilize model checking for proof
verification instead of Hoare Logics. This has the benefit of automation of proof
verification and, moreover, it additionally allows for creation of counterexamples
which goes beyond simple verification and instead provides a valuable tool for
creation of UC proofs themselves.

1.3 Outline of the Paper

In the following, we first provide the relevant background in Section 2. Then, we
first formalize how to encode TMs and ITMs as MDPs in Section 3 before doing
a step-by-step constructin of an MDP that encodes a proof in the UC framework
in Section 4. Afterwards we do both, theoretical analysis in Section 5 as well as
experimental evaluation in Section 6. Finally, we conclude and discuss potential
future work in Section 7.

2 Background

In this section we introduce the relevant background for this work. First, we show
the UC framework in Section 2.1, the Decisional Diffie-Hellman Assumption in
Section 2.2, followed by reviewing model checking and temporal logic in Section
2.3 and MDPs in Section 2.4.

2.1 The Universal Composability Framework [8]

For a proof in the UC Framework, a prover defines the following: (1) a protocol
IT which is the cryptographic system to be analyzed, executed betwen n € A
parties, (2) a functionality F describing the ideal behavior of the cryptographic
system in the form of a trusted third party that executes the cryptographic
system on behalf of the parties and (3) a simulator S that takes a black-box
adversary A as parameter and converts every attempted attack of the adversary
onto the protocol into an attack onto the functionality within polynomial time.
Each party can be identified using a unique party identifier pid. Formally, all
these elements are Interactive Turing Machines (ITMs) which computational re-
sources are polynomially bounded. A Probabilistic Polynomial-Time (PPT) ITM
called the environment Z receives access to a black box, either one containing
a protocol instance of II, the real world, or one containing the ideal protocol
with F, the ideal world. Z can interact with this black box, drive its execution,
and receive its outputs. In this work, we refer to the outputs received by the
environment as the transcript. At some point Z concludes its execution. Only



thereafter it reviews the output it received and outputs a value from {0,1} to
indicate whether it interacted with the real or ideal world.

The environment is assisted by an adversary A who can corrupt parties,
i.e. make them misbehave. The adversary represents the potential of arbitrary
attacks executed against the protocol. The security proof succeeds if the envi-
ronment can distinguish between real and ideal worlds with at most negligible
probability, regardless of the behavior of the environment and adversary. This
proof shows that any attack on the protocol can be converted into an attack onto
the functionality within polynomial time; thus, the protocol is at least as secure
as the functionality in the face of a polynomially bounded adversary, regardless
of the context it is employed in.

The computational model for the entities within a UC proof are Interactive
Turing Machines (ITMs). These are Turing Machines with four tapes: (1) an
input tape on which it receives incoming messages, (2) an output tape, and (3) a
backdoor tape used for communication with A and (4) a read-only and read-once
tape containing random input. At the beginning, the environment is executed,
who then can send messages to the world’s interfaces and the adversary. When
a message is sent, it is written on the input tape of the recipient. The sender of
a message to an ITM is its caller. As soon as an ITM receives a message on its
input tape it is executed and, in turn can send further messages. Once an I'TM
terminates, it optionally writes a message onto its output tape and then returns
control to its caller.

UC Emulation. Let REALp 4.z be a protocol’s II real execution in presence
of adversary A and IDEALx s z an execution of functionality F in presence
of simulator S. Executions are controlled by environment Z given its input z,
randomness 7 and a security parameter x forming two binary ensembles

REAL1,4,z = {REALH,A,Z("% 2 T)}HGN,ZE{OJ}*
|DEA|_]:’S’Z = {lDEAl_]:,‘S7z(;‘€7 z, T)}HGN,ZG{OJ}*

which are the outputs for Z from both executions respectively. It holds that
11 realizes F if V PPT Z,V PPT A 3 PPT S such that for any ¢ € N 3k, kg € N,
Kk > ko such that |REAL;y 4,z — IDEALr s 2| < £~ ° written as REALy 4.z ~.
IDEALf s, z. Informally, there exists no polynomial in « such that the term
|REAL7 4,z — IDEAL £ s 2| is larger than the inverse of that polynomial.

Dummy Adversary. In this work we consider the UC framework with a dummy
adversary, i.e. an adversary that forwards all messages and instructions from and
to Z directly. It has been shown that demonstrating security in the presence of
a dummy adversary is equivalent to demonstrating security in the presence of
an arbitrary adversary in UC 2020 Claim 11 [10]. Note that utilizing a dummy
adversary removes the quantifier for A in the UC emulation definitions.



2.2 Decisional Diffie-Hellman Assumption

Let G be a cyclic group of order ¢ € N and g be a generator of G. More-
over, let a,b,c € N be random numbers sampled from a (uniform) random
distribution. Moreover, let Appy be a PPT algorithm taking a tupel of form
(z,y,z) where z,y,z € N as input and outputs {0,1}. Then it holds that for
n,ng € N and security parameter x Ing such that Vn > ng holds that V.Appy :

|[Pr(Apph(g”, g%, 9**) = 1)] — [Pr(Apph(g”, g%, ¢°) = D)]| < n=".

2.3 Model Checking and Temporal Logic

Model checking, in its most abstract form, is to determine whether the model
M of a system satisfies a given specification p, commonly written M E .
Depending on the formalisms used to describe M and ¢, different solvers using
different algorithms can be applied; there is no general model checking algorithm
that covers all kinds of specifications, and even for a given formalism, much
research has gone into developing sophisticated algorithms to tackle the inherent
complexity of model checking [15]. This complexity comes from the fact that, at
least in the worst case, model checking requires investigating all possible state
configurations of M, which is combinatorially infeasible.

Although there are many different formalisms for specifications ¢, we do
not need the full expressive power of a given formalism for our application.
Hence, we use the language of linear temporal logic (LTL) [26] only as a formal
framework. LTL talks about the set of possible paths through the model, i.e.
starting in a given state and then going to a successor state repeatedly. LTL
has a grammar that allows for expressing many different properties (a subset of
w-regular languages) of these paths , but we only used two fairly simple kinds of
properties for the verification in this paper: In each of the cases, take x to be a
formula in propositional logic using atomic symbols from the system. A formula
of form G x means that x has to hold globally, that is, in each state of each path
through the system. A formula of form F x has to hold finally, that is, in at least
one state of each path through the system. For a more complete discussion of
the capabilities of LTL beyond what we are using, we refer to literature [26].

While the model traditionally is given in form of a state transition system
such as a Kripke structure [22], the stochastic properties of cryptographic proto-
cols necessitate a formalism that can capture these properties in a natural way,
which is why we use a Markov Decision Process, which we use as input model
for the PRISM model checker [23].

2.4 Markov Decision Process [27, 5]

A Markov Decision Process (MDP) can be thought of as a combination of a
traditional state transition system and a stochastic process such as a Markov
chain[17]. It is an attractive formalism for describing cryptographic protocols, as
it can capture both decisions made by the parties and the probabilistic properties
of cryptographic primitives (such as hash collisions). These form the basis of a



UC proof which at the end asks the question whether the two worlds can be
distinguished with at most negligible probability.

Formally, an MDP is a probabilistic automaton (S, A, P) where S is a finite
set of states, A is a finite set of actions, and P : S x A x S — [0,1] is a
probabilistic transition function. In a (non-probabilistic) finite automation, A
would usually be referred to as X, the alphabet. It serves a similar purpose in
an MDP, describing the external events that cause the system to switch from
one state to the next. For each pair of state s € S and action a € A, there is a
discrete probability distribution that describes the probability of the next state
s’ € S, given by P. That is, P(s,a,s’) is the probability that in state s, action
a leads to state s’. Consequently, Vicsaca D ycg P(s,a,5") = 1.

Other concepts commonly associated with MDPs, such as rewards and poli-
cies, are not relevant to our contribution and have been omitted here.

3 Encoding Turing Machines as MDPs

Here we formally define how we can encode an ITM as an MDP for the purpose
of model checking. In the following, we are storing data within an MDP’s state.
For instance, if state s contains a datum x € {0, 1}* we refer it by the notation
s.x.

3.1 Encoding Turing Machines

Recall that Turing Machines (TM) are tuples of form T = (Q, I,b, X, qo, F, )
where @ is a set of states, I' is a set of symbols, b € I' is the blank symbol,
X C I'\bis the set of input symbols qq is the initial state whereas F' C @ is a set
of final states and § : (Q\ F)xI" — Q xI'x {L, R} is a state transition function.
Moreover, the Turing Machine contains a discrete tape consisting of cells and is
initially populated with an input 4, and a tape head h pointing to a cell on the
tape, initially set to the first cell containing 4. Lastly, a TM maintains its current
state ¢ € Q. When executed, at each step, it computes (g, [#]) = (¢’,7', D), and
overwrites the tape cell at position a with v, sets its current state to a’ and shifts
the head h in direction D € {L, R} where L indicates a shift by one cell to the
left, and R by one cell to the opposite direction.

In the following we encode a TM T within an MDP My = (S, A, P). First,
we define the following auxiliary functions: (1) stater : {0,1}* = QU {L} be a
function that takes a bitstring e, as input out outputs g € @ if e, is an encoding
of ¢ and L otherwise. (2) tapes : {0,1}* x{0,1}* — I'U{ L} takes two bitstrings
which are an encoding of a tape e;, and an encoding of a tape position e;, and
outputs v € I' where the tape contains an encoding of symbol v at position h if
e: and ey, are valid encodings of tape and head positions and L otherwise. (3)
mover : {0,1}* x {0,1}* — {L, R, L} takes two head positions e}, €} as input,
outputs L if e} encodes the tape position to the left of the one e}, encodes, R if
e}l encodes the tape position to the right analogously and L otherwise.



For encoding a TM we proceed as follows: Within each s € S we store
encodings of the current state in s.q, the head position in s.h and the tape in
s.t. Moreover, A = {a} contains only one action. The execution of the TM is
encoded within the state transitions P as follows: Let s,s’ € S be two states.
Then P(s,a,s’) = 1 if and only if the following holds: (1) stater(s.q) € F, (2)
O(stater(s.q),taper(s.t, s.h)) = (stater(s’.q), v, D), (3) tapey(s'.t,s.h) = v and
(4) mover(s.h,s’.h) = D. Otherwise P(s,a,s’) = 0. Lastly, if Vs,s’ € S,s # s’ :
P(s,a,s') =0 we set P(s,a,s) =1, denoting it as a dead-end state.

3.2 Encoding Interactive Turing Machines

ITMs [18, 28, 19, 10] are variations of TMs used for modelling distributed sys-
tems. In this work we consider the definition used in the 2020 version of UC [10].
We note that its authors show in Proposition 7 [10] that a system of ITMs can
be simulated by a regular TM. Thus, we can encode a system of ITMs within a
MDP by encoding a TM that simulates the system of I'TMs respectively.

As we consider MDPs as finite for practical reasons, there is a contradiction
above: Exact encoding of the tape of a TM requires an infinite amout of states.
In the context of UC, though, the ITMs are bounded with a time predicate
T(k) where k is the security parameter. Therefore, we can bound our MDP
Mr by discarding all states such that there exists no path over P with non-
zero probability that is shorter than k- T'(k) for a chosen k. Formally, My, =
(Slim7 A7 Plz'm)

7[0] = so An[|m| — 1] = s
Siim = {8 €5 | Ines | Aln| < k-T(x) A H P(s',a,s") >0

(s',a,s")em

P 2 Stim < A X Sym — [0,1], (s,a,8") — P(s,a,s")

As all of the states only contain finitely many successors in P with a non-zero
probability (c.f. Section 3.1), finite reachability ensures that the MDP is finite
as well.

4 Modelling of UC

In the following, we consider two worlds Z and R as they would be specified
for a UC proof, i.e. a system of ITMs including an environment Z steering its
execution, and the MDPs Mz = (Sz, Az, Pr) and Mg = (Sg, Ar, Pr) which
encode both systems of ITMs by encoding the TM that simulates them as in
Section 3.2. Our aim is to create an MDP My representing a UC proof and to
use it as input for model checking to verify whether any PPT environment Z
can distinguish between Z and R.

Whereas in the previous section we showed how a system of ITMs can be
modelled as an MDP, in this section we address the remaining challenges of



encoding a proof in the UC framework as an MDP: (1) How to model com-
parison between ideal and real worlds, (2) how to model execution of Z and
R driven by Z, (3) how to quantify over all possible environments, (4) how to
address randomness, (5) all while ensuring Myc remains finite and (6) how to
construct a property myc that can be used to prove that there does not exists any
environment that can distinguish between 7 and R with more than negligible
probability. We construct MDP Myc by creating intermediary MDPs addressing
the above challenges step-by-step and starting with Mz and Mg.

4.1 Desired Properties

In the following we define two properties Myc and pyc should fulfill such that
model checking can make useful statements about a proof in the UC framework.
For one, we require completeness, i.e. if an environment exists that can distin-
guish between two worlds with non-negligible probability, then Myc must not
satisfy ¢oyc. On the flipside, we require soundness, i.e. if Myc does not satisfy
wyc there must exist a polynomial time environment that can distinguish be-
tween the two worlds simulated in Myc. More formally we define both properties
as follows. We discuss whether My fulfills these properties in Section 5.

Definition 1 (Completeness). Given a MDP M, property ¢ and systems
of ITMs T and R defined according to the UC framework [7] where T contains
functionality F and simulator S and where R contains protocol II and dummy
adversary A, then (M, @) satisfy completeness

if 3 Z such that REAL 4.z %#. IDEALr s =z, then M F .

Definition 2 (Soundness). Given a MDP M, property ¢ and systems of
ITMs T and R defined according to the UC framework [7] where T contains
functionality F and simulator S and where R contains protocol II and dummy
adversary A, then (M, ¢) satisfy Soundness if M ¥ ¢ then 3 Z such that
REAL; 4.z #. IDEALfr s .

4.2 Comparing two Worlds

In order to be able to make any statements when comparing the exectutions of
both Z and R we must include both of them within Myc. For this manner, we
create an MDP Mz g = (Sz,r, Az ®r, Pz =) as a union of Mz and Mz as in the
standard way of creating unions of automata where Sz g = Sz X Sg such that
|Sz.=| = |Sz| - |Sr]| is finite. Note that this MDP is non-deterministic as both Z
and R can be executed in any order. This results in a large reachable statespace
which makes model checking infeasible. Therefore, we make one adjustment to
Mz » to reduce the amount of potential paths in Mz % to just one:

We observe that the executions of Z and R are independent of each other and
moreover, that an environment decides on and computes its output on which
world it interacted with only after it executed Z or R respectively. Thus, the
order in which Z and R are executed within Mz r does not impact the result of



executions of Z and R and can be chosen arbitrarily. Now we proceed to adjust
Pz r as follows: First we define an ordering between both, Z and R. Without loss
of generality let this ordering be Z < R. Then, we remove all transitions where
Pz r proceeds to execute R, if there exists any ITM, including the environment,
in Z which is active. Doing so, we remove the non-determinism in Mz by
having 7 and R be executed sequentially. This ensures that there is at most one
potential transition from each state.

4.3 A Fixed Environment Z

As a preliminary step to reason across all possible environments, we extend
Mz r to Mz r z which encodes sequential execution of 7 and R, but requires
that both system of I'TMs include the same environment Z. Moreover, we adjust
the transition function Pz z of Mz r =z to be as follows. Recall that Pz is
chosen such that Z and R are executed sequentially. We define Pz z z such that
Z’s execution is scheduled separately to the rest of the ITMs and only when no
other ITM is active: (1) If any ITM in Z with the exception of Z is active, then
no ITM in R can proceed, (2) If any ITM in either Z or R is active, then Z
cannot proceed. Doing so, the scheduling in which ITMs are executed in Mz r =
changes to first prioritize ITMs in Z, then R and lastly environments in both
worlds Z. (3) We remove all state transitions if both environments are active
and only one environment would deactivate. Instead we add a state transition
from any state in which the environments in both worlds would be deactivated if
they proceed, to the state in which both ITMs proceed by one step. As a result,
both environments simulated within the statespace of Mz r, z issue instructions
in tandem within one state transition. To construct Mz z z we only re-arranged
transitions in comparison to Mz g such that Mz » z remains finite.

4.4 Quantifying over all Environments

While it is possible to fix an ITM Z and verify whether it would be able to
distinguish between Z and R as in a UC proof, iterating over all possible envi-
ronments is infeasible. We are forced to use abstraction of the environment to be
able to quantify over all environments within an MDP without creating an in-
finitely large statespace or even just beyond what is feasible for model checking.
Informally, we modify Mz » to Mz z by (1) removing all information of the
environments’ states and tapes with exception of the input tapes that hold the
outputs it received from the protocols, (2) replacing each instance in which both
environments are activated with one state each representing the environment
activation which (3) has one transition for each instruction the environment can
issue to drive execution of Z and R to a state where it issued that respective
instruction in both Z and R. Doing so, we reduce each activation of the en-
vironments to one state and give the environments freedom of choice of their
instructions through multiple non-deterministic state transitions. More formally
we define an MDP Mz z gny from Mz z z = (S, A, P) as follows:

10



First, we set A = {a, ag, a1 } UAgn, where Agqy = {agnv| agny = (m, pid) where
m is a message identifier and pid is an identifier for an ITM in each Z and S },
i.e. A contains a as defined in Section 3.1 as well as one action for each message
and ITM the environment can send a message to. Note that the amount of
ITMs in UC is polynomial in the security parameter 7], thus finite for any fixed
security parameter. Moreover, note that a TM’s alphabet is finite by definition.
We ensure that the amount of messages is finite by omitting those messages
where reading them would require more than a polynomial steps in the security
parameter. Thus, Ag,, is finite. We modify the statespace by removing both
environments’ state, tapes and head positions with exception of the tapes that
hold the outputs they received from the protocols. Then, we remove all states in
which either environment is executed which are those where both environments
are active. Afterwards, for each state s which would have transitioned into a state
where both environments are active, we create a state sg,, and adjust P such
that there is a transition from s to sgn, at action a with probability 1. We further
adjust P to create one transition from sg,, for each af,, = (m, pid) € Ag,, into
state s’ on input ag,, with probability 1. Here s’ encodes the same state of the
ITMs in s but has an additional message from the environment with message
identifier m with the environment as sender on the input tape of the parties with
identifier pid in both M7 and Mg .

Lastly, we need to address parametrized messages. Without loss of generality,
we assume that message parameters are encoded in a binary format, i.e. are in
{0,1}*. Note that the parameter must consist of a finite amount of bits ¢ € N
which is polynomial in the security parameter, since otherwise no computation-
ally polynomially bounded ITM could read that parameter. Then, whenever
an environment would choose a parameter of length ¢ in state s € S we pro-
ceed as follows: We create a binary tree with s as root where the parameter
is specified bit-by-bit. Then P has two transitions from s, one with action ag
and probability 1 into state sg and one with action a; and probability 1 to s;
representing fixing the first bit of the parameter to 0 or 1 respectively. Then
let j € {0, 1}0/70 € N,¢ < c. Then s; is the state in which the parameter is
specified to ¢ with ¢’ bits and P has two transitions from s; with actions ag
and a; respectively, i.e. to states sjp and s;; specifying the next bit respectively.
Lastly, let 4 € {0,1}¢ be the chosen parameter. Then P has one transition from
s; to the state in which the environment would have sent its messsage with pa-
rameter 7 in state s. Note that this can be extended to multiple parameters by
repeating this step for each parameter. This modification adds 2¢ states to S
which is finite. This approach can be generalized if parameters are encoded in a
non-binary alphabet {mg, m1,...,m,} using n—ary trees.

However, this approach creates a few issues: (1) With this abstraction Mz » gnv
includes paths for runs where the environment is computationally unbounded
whereas the environment in the UC framework is computationally polynomially
bounded and (2) while this modelling includes environments that can adapt their
behavior to the outputs it received from driving the protocols, we only compare

11



executions for environments that act the same in both Z and R even if their
outputs differ. We address this in Section 4.6 and Section 5.

4.5 Randomness

Recall that each ITM has access to an input tape containing bits sampled from
a uniform distribution. As a final step we derive Myc = (S, A, P) from Mz R gny
by modelling how ITMs read from these tapes. We assume that randomness is
provided as a stream of bit values sampled from a uniform distribution of values
in {0, 1} and more complex distributions are computed by the I'TMs using that
bitstream as input. Then we modify Mz z gny similar to how message parameter
are picked by the environment but now utilizing transition probabilities instead
of multiple actions:

We modify P such that, whenever in a state s € S an I'TM would read a bit
i € {0, 1} from a tape containing randomness and subsequently transitioning into
states s; respectively, we remove the original transitions that depend on 7 and
replace them with transitions that go from state s into either s; upon reading
input a with probability 0.5 instead. Lastly, we remove the tape containing
randomness from the MDP’s state. While the I'TMs we defined already have a
means to utilize randomness, utilizing this approach has additional benefits: (1)
We are able to remove the tape that contains random input from the statespace
reducing the amount of potential states and making the MDP independent of
the random input tape and (2) we can reason about probabilities during model
checking. With the above modifications, the statespace remains finite, thus Myc
is finite.

4.6 The Indistinguishability Property

The Indistinguishability Property o, is defined as an LTL formula such that if
the property holds true on My, then no computationally polynomial bounded
environment exists which can distinguish between 7 and R with more than
negligible probability. First, we create an intermediate formula ¢, of form Gz,
i.e. z has to hold globally in each state of Myc, where x = y V z. Then we set y
and z such that y is true in a state s € S'if s is not a dead-end state and z is true,
if the environment’s input tapes that contain the outputs of Z and R are equal.
Considering the abstraction of the environment used to construct Myc, formula
@int 1s false if there is any deviation between Z and R on the same environment
instructions, even when these are induced through different random inputs. This
represents indistinguishability in the presence of a computationally unbounded
environment, whereas the UC framework requires us to consider all ITMs to be
computationally polynomial bounded.

However, yjnt is a rather strict property, modelling an environment that can
distinguish Z and R based on (1) two random values rz, rg € N sampled from
the same distribution or (2) based on two values vz, vg € N even if doing so
violates computational assumptions. To take the above cases in consideration,
we construct a second intermediate formula @in 2 which is of form G(y V 2’)
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similar to in;. However, here 2’ requires additional inputs from a human prover
who attempts to verify indistinguishability of Z and R through model checking
namely two additional lists Lr, L; of inputs to create z’.

(1) Lg contains tuples of form (rz, rg) where rz,rg € N are random values
sampled from the same distribution in the ideal and real worlds respectively.
To account for an environment Z not being able to distinguish these values,
@int,2 discards all paths where rz # rg when evaluating distinguishability. (2)
Ly contains tuples of form (vz, vg) where vz, vg € N are values in the ideal and
real worlds respectively and for which Z must break a computational assumption
to be able to distinguish between them with more than negligible probability. To
account for this, @int,2 does not consider paths in which vz # vz distinguishable.

At this point we are able to declare puc = Prmin(@int,2) > 1 — negl(x), where
neg(x) is a negligible term with respect to the security parameter x and which
now includes reasoning about probabilities as follows: Pryin(@int,2) is the prob-
ability of formula @i 2 to be true after resolving all non-deterministic choices
in the MDP to minimize its probability*. Thus, forumla ¢, is true if the prob-
ability that an environment can distinguish Z and R is negligible, even if the
environment acts optimally.

5 Theoretical Analysis

In the following we provide theoretical analysis of our construction. First, in
Section 5.1 we prove that our construction satisfies properties Completeness as
in Definition 1 and Soundness — with some limitations — as in Definition 2.
Thereafter, we analyze complexity of the MDP in Section 5.2.

5.1 Theorems and Proofs
Theorem 1. (Myc, puc) satisfies completeness.

Proof. Let Myc = (S, A, P). Assume there exists an environment Z that can
distinguish between Z and R with more than negligible probability. First, as-
sume that Z issues the same instructions when executing Z and R. Recall that
sampling of uniform bitstrings is modeled in Myc utilizing probabilistic transi-
tions in P as described in Section 4.5. Thus, by construction, for any random
bitstring r that can be sampled, a corresponding state that represents it being
sampled is reachable in Myc. The same holds for any instructions created by Z
based on z. For each potential instruction by Z there exists a corresponding ac-
tion in A such that the state that results in issuing that instruction is reachable
in Myc. Thus in summary, for any randomness r and input to the environment
z there exists a path from Myc’s initial state to a state corresponding to the
executions of Z and R on z, until either a dead-end state is reached, or the
transcripts of both Z and R contain distinguishable values. Thus, whenever Z
can reach a state with distinguishable transcripts, a corresponding path exists

* https://www.prismmodelchecker.org/manual /PropertySpecification /ThePOperator
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in Myc. The probability of Z to distinguish Z and R will be at most as high as
the probability of an environment to distinguish that acts optimally. As Z can
distinguish with non-negligible probability, an optimally acting environment can
distinguish with non-negligible probabilty. It follows that Myc ¥ @yc if Z issues
the same instructions when executing Z and R.

Now we extend the proof to include environments that can issue different
instructions when executing Z and R. Note that, since z and r are equal for
both executing Z and R, Z can only issue different instructions only after the
outputs of Z and R differ. As before, assume Z can distinguish between Z and R.
That implies Z can issue instructions to at least one W € {Z,R} that produces
a transcript for W that is distinguishable with non-negligible probability. Thus,
there exists a set of states S’ C S reachable with non-negligible probability
where the transcript for W is distinguishable, whereas the transcript for the
counterworld W € {Z,R} \ {W} might not match the transcript produced by
executing Z. However, as the transcript for W is distinguishable and such a
transcript is reachable with non-negligible probability, it follows that Myc ¥ pyc.

Theorem 2. (Myc, puc) satisfies soundness if |A| is polynomial in security pa-
rameter k and there exists a path in Myc where a distinguishable state is reached
after the environment issued at most O(1) instructions.

Proof. Let Myc = (S, A, P) and assume that Myc ¥ ¢uc. Then, there must
exist a set of states Sgi: reachable in Myc from where the environment can
distinguish. As ¢yc considers lists Lr and L; it must hold that (1) Z does not
distinguish between two random values (rg, 1) € Lr and does not distinguish
based on two values (vg,v1) € L; that would require breaking a computational
assumption. Thus, Z can distinguish with non-negligible probability of at least
P using a polynomial time algorithm Ay in . Let ps be the probability to
reach any state Sgs; from Myc’s initial state. Then, the probability for Myc
to reach a distinguishable state is psp,. Because Myc ¥ pyc it must hold that
Jdvk € N : pspg, > k~°. Moreover, we assume that doing so, the environment
issued y € N,y € O(1) instructions in x and |A| is polynomial in x, i.e. 3d €
N such that |A| < k% We can create an environment Z that can distinguish
between Z and R as follows:

When Z reaches a state it can distinguish by executing Ayist, it does so. If Z
is scheduled to execute by issuing an instruction, it picks a random instruction
which corresponds to an action a € A. As Ay is a polynomial time algorithm
and choosing a random value can be done in constant time, Z is a polynomial
time ITM. The probability for Z to reach a state in which it can distinguish is
IREALf7, 4,z — IDEALE s, 2| > |A| ¥pspa > (k4) Vpspa > K~ Wr™¢ = gy,
Thus, for constant ¢, = ¢ + dy € N it holds that for all k : |REALy 4,z —
IDEALf s z| > x~ . It follows that Z can distinguish between Z and R, i.e.
REAL; 4.z % IDEALE s z. It follows (Myc, puc) satisfies soundness.

When showing Theorem 2 we assume that the potential messages from an
environment are polynomial in £ and the amount of rounds in which the envi-
ronment issues messages is constant. We admit that this round limitation does
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impact in which cases (Myc, puc) satisfies soundness, however, there are multi-
ple avenues that we leave for future work to mitigate this issue. For one, instead
of a naive construction for Z we could consider more elaborate methods used in
MDP policy planning [6]. For another, Myc cannot model protocols that go on
for an arbitrary number of rounds as this would potentially create a non-finite
state space. However, further state abstraction techniques could be employed to
allow for arbitrary round protocols and environments.

5.2 Scalability

Model checking is a computationally expensive task as a model’s statespace most
often is exponential in size. As we are not yet implementing state space abstrac-
tion with exception of the environment, there are multiple parameters which
increase Myc’s state space exponentially. For one, random numbers or secret
keys are often sampled in length of the security parameter x which increases the
state space exponentially in x. Moreover, while the statespace increases linearly
in the amount of choices Z has, i.e. linearly in the amount of actions |A|, the
amount of actions themselves can be exponential in size, e.g. if the length of a
message parameter has size of length k. In addition, the state space increases
exponentially in the amount of rounds in which the environment can send mes-
sages. Lastly, the state space increases depending on the protocol code, more
specifically, the amount of branches within the code, e.g. if-statements. This
has consequences for which proofs are feasible to verify: (1) Protocols should be
constant round, (2) the choice of messages sent by Z should be polynomial, (3)
code execution should branch at most a constant amount of times, (4) proofs
can only be verified for low values for the security parameter x explicitly. As a
consequence, for proofs that require high values of x to be secure, e.g. if security
is asymptotic in k, and where the message size of the environment is linear in
k, the proof would have to be executed for low values of x and message sizes of
Z and then it would require additional effort by a human prover to show these
results can be extended to higher values of £ and messages sizes respectively.
However, we argue that this issue is not solely the case for model checking but
also inherent for code verification as proof assistants created in previous works
[14, 3] require use of satisfiability solvers which tasks are NP hard in general.
Nevertheless, these issues are not entirely prohibitive and we list potential so-
lutions to this in Section 7.1. Even though model checking is challenging, we
demonstrate viability of our approach on a realistical use case in Section 6.

6 Experimental Evaluation

We implemented a proof of concept to demonstrate the practical feasibility of
the approach presented in this work. The proof of concept consists of (1) A
grammar specifying a Domain Specific Language (DSL) written with ANTLR
[25] in which a prover can write a UC proof with notation close to a pen and
paper proof, (2) a compiler for UC proofs written in the DSL that sythesizes
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a corresponding MDP, written in the PRISM language [23]. We showcase our
tool by implementing the usecase described in Section 6.1, i.e. a Diffie-Hellman
Key exchange and a Secure Message Communication protocols which required
writing about 700 lines of code in the DSL. We then use our tool to create an
MDP and thereafter verify it using the PRISM modelchecker [23]. Moreover,
we lay out limitations of the current implementation in Section 6.2 before we
present and discuss our results in Section 6.3.

Source code of the proof-of-concept and the implementation of the use case
in the DSL are provided in the supplementary materials.

6.1 Use Case

As usecase to demonstrate the feasibility of our proof-of-concept implementation
we implement two proofs: (1) A Diffie-Hellman Key Exchange and (2) Secure
Message Communication (SMC). Both UC proofs have been, to the best of our
knowledge, the benchmark for demonstrating all previous proof assistants for UC
[14, 3]. We implement both proofs using variations used for Easy UC [14] and
we instantiate the SMC protocol using the ElGammal cryptosystem. In either
case we chose the length of the keys that are created to be equal the security
paramater x and do experimental evaluation for different values of x in Section
6.3. The length of the message to be communicated in the SMC protocol, which is
chosen by the environment, is chosen to be 1 bit. Security of both protocols relies
on the DDH Assumption as laid out in Section 2.2. We argue that demonstrating
security of the protocol under low values for x by utilizing the DDH assumption
extends directly to prove security of the protocols for high values of k. Moreover,
we argue that the proof is independent of the specific message the environment
asks to transmit in the SMC protocol as its value affects the protocol transcript
only by affecting indistinguishable values, i.e. the ciphertext transmitted between
both parties, and it is then output at the end by the message’s recipient after
decryption. The usecase is described in detail in Appendix A provided in the
supplementary materials.

6.2 Limitations of the Implementation

The aim of our implementation is to provide a proof of concept. While we im-
plement the approach described in this work, the current implementation does
not yet support verification of any arbitrary UC proof, but instead is made to
be sufficient for verifying our use case. Nevertheless, implementation of these as-
pects and removal of these limitations remains subject of future work. Moreover,
while Section 4 defines Myc closely to the definition of UC 2020 [10] using ITMs,
the computational model simulated in the MDP created with our tool are not
ITMs but instead something akin to a register machine for simplicity and ease
of use. Note that the computational model of UC is not strictly limited to ITMs
but any reasonable model that can account for computational complexity [10].
In the following, we lay out the limitations of the current proof-of-concept:
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For one, the current implementation utilizes a simplified communication
model and, moreover, does not yet make use of a call stack, limiting communica-
tion as follows: (1) ITMs do not give outputs to sub-routines via an output tape,
but communicate any values through explicit messages, (2) the backdoor tape is
stored implicitly by reusing the input tape and distinguishing by the messages’
sender, (3) ITMs are limited to sending messages at the end of executing any
code routine and limited to only one message. Moreover, we currently have no
direct means to reason about adversarial complexity as in [3].

6.3 Experimental Evaluation

We evaluated our implementation on the two use cases (the Diffie-Hellman Key
exchange and SMC) by generating PRISM instances with varying security pa-
rameters. We set a timeout of 10 minutes and increased the security parameter
until PRISM would not find a result in the required time.

The evaluation graphs are split into two per use case: One investigating the
size of the MDP and one investigating the run time of PRISM on the MDP. The
results can be seen in Figures la, 1b, 2a and 2b

We can clearly see the exponential relationship between the security param-
eter and the size of the MDP. The key exchange uses three random numbers
the length of the security parameter, while SMC uses two random numbers the
length of the security parameter. Consequently, we expect a state space the size
of O(23%) = O(8%) for the key exchange and O(22%) = O(4%) for SMC, which
the experimental findings in Figures la and 2a support. Because of the slower
scaling of the SMC instance, we were able to evaluate until a security parameter
of Kk = 6 compared to the security parameter x = 4 for the key exchange.

The model checking scales linearly with model size, so we see the same ex-
ponential relationships for the run times in Figures 1b and 2b.

7 Conclusion and Future Work

In this work we introduced model checking for verification of proofs in the UC
Framework. We showed how to perform model checking formally by creating a
MDP that models the UC proof step-by-step, first modelling TMs and ITMs as
MDPs and subsequently a full UC proof. We proved that our approach satisfies
notions of completeness and soundness. Lastly, we demonstrated practical fea-
sibility of our approach by implementing a proof of concept and verifying UC
proofs for two protocols, a Diffie-Hellman key exchange as well as a secure mes-
sage communication protocol. We stress that this is the first attempt of model
checking UC proofs and it goes beyond proof verification but also enables coun-
terexample generation as an aid for writing proofs in the UC framework which
proved to be invaluable when writing the UC proofs for the use cases covered in
this work.
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Fig. 1: Experimental evaluation of the Diffie-Hellman Key Exchange use case.

7.1 Future Work

Even though model checking is challenging as laid out in our discussion of scala-
bility in Section 5.2, we demonstrated the feasibility of our approach in Section
6.3 by model checking the use case laid out in Section 6.1. However, further chal-
lenges remain and venues for future work are plentiful. For one, we can make
further improvements to the proof-of-concept implementation by (1) improving
the expressiveness of the DSL and (2) improving on the modelling of communi-
cation to remove limitations as laid out in Section 6.2. Furthermore, we currently
can only demonstrate soundness for our approach with limitations on the envi-
ronment. Exploring methods of policy planning in MDPs [6] could alleviate these
restrictions. Another avenue of future work is to attempt to reduce the potential
state space of the created MDP in an attempt to remove sources of exponential
growth of the state space. For one, we can consider further venues of state space
abstraction: (1) Usually, if not almost always, for a UC proof the exact values
of random numbers are irrelevant, thus abstracting away from specific values
for random numbers while modelling resulting proabilities correctly might help
make the resulting MDP’s state space independent of security parameter . This
approach could also be used for some message parameters of the environment to
reduce the state space depending on the amount of choices the environment has.
(2) Employ a higher level abstraction to the state space such that, any round
of instructions from the environment does not result in a state transition into a
state outside of this abstract state space. This would allow for model checking of
protocols with arbitrary rounds and make size of the MDP independent of the
rounds of messages sent by the environment. In addition this is a possible ap-
proach to satisfy soundness without restrictions on the environment. (3) Lastly,
exploring utilization of symbolic execution can further reduce the state space of
the MDP. Finally, while we currently translate our DSL into the input language
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Fig. 2: Experimental evaluation of the Secure Message Communication use case.

of PRISM, we inspect PRISM’s output manually to check whether the proof is
correct and if not, we also manually inspect the counterexample. In the interest
of usability, we would like to improve our tooling so the output is automatically
processed and the counterexample is converted into a representation that makes
it easier to use when fixing incorrect proofs.
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A The Use Case

In the following, we denote = +—g {0, 1}" as assigning a random value to variable
x, sampled from a uniform distribution from the set of bitstrings in {0, 1}* where
Kk is the security parameter.

A.1 Diffie-Hellman Key Exchange

Functionality Fkg is an ideal specification of the Diffie-Hellman key exchange
and functionality Frwp models message forwarding subject to arbitrary delay
imposed by A. Both functionalities are variants as used in EasyUC. The real key
exchange protocol is shown in Figure 5 and 6 which display the protocols of the
key exchange initiator Py and their counterparty P;. Both parties communicate
through two instances of Frwp: Instance Frwp,o forwards a message from Py
to P; whereas Frwp,o forwards a message into the other direction respectively.
Message delivery is controlled by A through the backdoor tape of Frwp. P and
P generate exponents a € N and b € N respectively and output g. = ¢** mod p
as the negotiated key, where g is a generator and primitive root modulo p.
Functionality Fkg for the ideal key exchange is shown in Figure 3 Fkg has first
awaits a message from the protocol initiator Py and notifies Skg as shown in
Figure 7 who simulates Py initiating the protocol according to the real protocol
as in Figure 5. Of note is that while Skg simulates Py and Py, thus can output
the same exponents a and b, functionality Fkg outputs a key that is unrelated to
the key exchange. However, utilizing the decisional Diffie-Hellman assumption
as in Section 2.2, the environment is not able to distinguish between both keys.

A.2 Secure Message Communication

The secure message communication functionality Fsmc is described in Figure
8, whereas the SMC protocol executed by P; and P, are shown in figures 9
and 10 respectively. Both, the functionality and protocol are variations as used
in EasyUC [14]. Functionality Fsmc first receives a message (SEND, sid, P’, msg)
which instructs sending of message msg to another party P’. Upon receipt of such
a message Fsyvc notifies Sgyc through sending a message SMC including both
parties’ identities, but without leaking message msg. Afterwards, upon receiving
a DELIVER instruction from Ssmc it forwards the message to its recipient P’.
The protocol executed between both parties that realizes Fsymc requires them
to first, utilize Fkg to agree on a common secret key k which is then used as a
one-time pad by P; to encrypt message msg. The resulting ciphertext is then
sent to P, utilizing the forwarding functionality Frwp. Upon receipt of it, Ps
can retrieve the original message utilizing the previously created key k. The
simulator Sspmc for Fsmc is detailed in Figure 11. It’s role is to simulate the
SMC protocol executed by P; and P as well as the functionalities Fxg and
Fewp involved in the protocol and interact with A corresponding to it. For
definition of the protocols in Figure 9 and 10 we assume two algorithms (E, D)
which are (1) an encryption algorithm E : {0,1}* x {0,1}* — {0,1}* that takes a
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,—(Key exchange functionality ]-"KE) )

Variables and Initialization:
— State s =0
— Exponent d = 0 and Key g4 =0
Phase 1: Upon receiving input (KEY, sid, P1) from Po:
1: if s =0 then
2: s+ 1
3: d s {0, 1}K
4: ga <+ g% mod p
5 Send (KEYO, sid, Po, P1) to Ske
Phase 1 Delivery: Upon receiving input (KEYO, sid) from Ske:
1: if s =1 then
2: s+ 2
3: Send (Key, sid, gq) to P
Phase 2: Upon receiving input (KEY, sid) from Pa:
1: if s = 2 then
2: s+ 3
3: Send (KEY].7 Sl'd7 Po, Pl) to SKE
Phase 2 Delivery: Upon receiving input (KEY1, sid) from Skg:
1: if s = 3 then
2: s+ 4
3: Send (Key, sid, gq) to Po

\. J

Fig.3: The Diffie-Hellman Key Exchange functionality models the protocol ex-
ecution of the key exchange protocol and, selects an arbitrary exponent d to
compute a key ¢g? that is delivered to Z.
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,—(Message forwarding functionality FFWD) N

Variables and Initialization:
— State s =0
— Datad= L
— Sender po = L and recipient p1 = L
Receipt: Upon receiving input (FWD, sid,d’, P’) from P:
1: if s =0 then
2: s+ 1
3: poP,p1 <P ,m+m, d+d
4: Send (FWD, sid, po,p1,d) to A
Delivery: Upon receiving input (FWD, sid) from A:
1: if s =1 then
2: s 2
3: Send (FWD, sid, po, data) to p1

\. J

Fig.4: The message forwarding functionality forwards a message from one party
to another, subject delay imposed by A.

,—(KE Protocol for 730) N

Variables and Initialization:
— State s =10
— Exponent a = L
Key Request: Upon receiving input (KEY, sid, P1) from Z:
1: if s =0 then
2: s+ 1
30 a4 {0,1}"
4: Send (FWD, sid, P, g* mod p) to Frwp,o
Key Delivery: Upon receiving input (FWD, sid, P1, k1) from Frwp,1:
1: if s =1 then
2: S 2
3: Send (FWD, sid, KEY, ki mod p) to Z

\. J

Fig.5: The protocol for the initiator of the Diffie-Hellman key exchange in the
real world.
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,—(KE Protocol for 731) N

Variables and Initialization:
— State s =0
— Exponent b = 1
Key Delivery: Upon receiving input (FWD, sid, Po, ko) from Frwp,o:
1: if s =0 then
2: s+ 1
3: besg{0,1}"
4:  Send (FWD, sid, KEY, k% mod p) to Z
Phase 2: Upon receiving input (KEY, sid, P1) from Z:
1: if s =1 then
2: s+ 2
3: Send (FWD, sid,Po,gb mod p) to Frwp,1

\. J

Fig.6: The counterparty of the Diffie-Hellman key exchange protocol in the real
world.

,—1 Simulator Ske \

Key 0: Upon receiving input (KEYO, sid, Po, P1) from Fke:

1: Simulate Py to obtain a

2: Send (FWD, sid, P, P’, g* mod p) in the name of Frwp,o to A
Key 1: Upon receiving input (KEY1, sid, P1,Po) from Fke:

1: Simulate P; to obtain b

2: Send (FWD, sid, P, P’, " mod p) in the name of Frwp1 to A
Deliver Key 0: Upon A sending (FWD, sid) to Frwp,o:

1: Send (KO, sid) to Fke

Deliver Key 0: Upon A sending (FWD, sid) to Frwp,1:

1: Send (K1, sid) to Fke

\. J

Fig.7: The simulator Skg for Fkg intercept messages from and to A in the real
world to ensure the ideal world’s transcript matches the real world’s transcript.
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key and a message as input and outputs a ciphertext, and a decryption algorithm
D:{0,1}* x {0,1}* — {0, 1}* taking a ciphertext and key as input and outputs
a message.

,—(Functionality }'SMCJ N

Variables and Initialization:
— State s =10
— Message m = L
— Sender Py = L
— Recipient P; = L
Send: Upon receiving input (SEND, sid, P’, msg) from P:
1: if s =0 then

2: s+ 1

3: Po P

4: 731 <— 73/

5: m <— msg

6: Send (SMC, sid, Py, P1) to Ssmc

Deliver: Upon receiving input (DELIVER, sid) from Ssmc:
1: if s =1 then

2: s 2

3: Send (RCVD, sid, m) to P1

Fig.8: The secure message communication Functionality.
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r—(SMC Protocol for "Po)

Variables and Initialization:
— State s =10
— Message m = L
Send: Upon receiving input (SEND, sid, P’, msg) from P:
1: if s =0 then
2: s+ 1
3: m <— msg
4: Send (KEY, Sid) to Fke
Receive Key: Upon receiving input (RCVD, sid, k) from Fke:
1: if s =1 then

2: 542
3: Send (FWD, sid, E(k, m)) to Frwp

Fig.9: The secure message communication protocol executed by party P;.

,—(SMC Protocol for 771)

Variables and Initialization:
— State s =10
— Key k=1
Key Exchange: Upon receiving input (RCVD, sid, k') from Fke:
1: if s =0 then
2: s+ 1
3: k<« K
4: Send (KEY, sid) to Fke
Receive: Upon receiving input (FWD, sid, ¢) from Frwp:
1: if s =1 then
2: s 2
3: Send (RCVD, sid, D(k,c)) to Z

Fig.10: The secure message communication protocol executed by party P..
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,—‘ Simulator Ssmc

Variables and Initialization:
— State s =0
— Key k=1
— Random numbers ¢ <—¢ {0,1}"
Start KE Phase 1: Upon receiving input (SMC, sid, Po, P1) from Fsmc:
1: if s =0 then
2: s+ 1
3: Send (KEYO, sid) to A in the name of Fke
Start KE Phase 2: Upon A sending (KEYO, sid) to Fke:
1: if s =1 then
2: s+ 2
3: Send (KEY1, sid) to A in the name of Fke
Forward cipher: Upon A sending (KEY1, sid) to Fke:
1: if s =2 then
2: s+ 3
3: Send (FWD, sid, g"modp, Po, P1) to A in the name of Frwp
Deliver cipher: Upon A sending (KEY1, sid) to Fke:
1: if s = 3 then
2: s+ 4
3: Send (DELIVER, sid) to Fsmc

Fig. 11: The simulator for Fgmc.
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