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Abstract—Since supersingular isogeny Diffie-Hellman (SIDH)
was broken by a polynomial-time attack, several countermeasures
were proposed. Among them, terSIDH has been highlighted for
its high performance, yet it exposes a side-channel vulnerability.
The total isogeny degree depends on the private key, causing
variation in isogeny computation times. This dependency makes
terSIDH susceptible to timing attacks. The ratio between the
worst- and the best-case execution times of terSIDH was about
32.67 times. In this work, we propose the first constant-time ter-
SIDH. By adding dummy operations, we reduce the dependency
of isogeny computations on the private key, ensuring that the
algorithm’s execution time remains constant regardless of the
private key. Since such countermeasures are generally slower
than their non-constant-time counterparts, we applied additional
optimizations to mitigate this overhead. Moreover, we present
the first C implementation of terSIDH having 128-bit security.
We compared our method against CSIDH-4096, a representative
isogeny-based key exchange protocol with the same security
level. For key generation, the worst-case of terSIDH, CSIDH-
4096, and our constant-time method take 1.77 s, 5.18 s, and
1.58 s, respectively. These results demonstrate that our proposed
constant-time method is faster than the worst-case of terSIDH
while also being significantly more efficient than CSIDH-4096.

Index Terms—post-quantum cryptography, isogeny, SIDH, ter-
SIDH, constant-time

I. INTRODUCTION

SOGENY-based cryptography is a class of post-quantum

cryptography (PQC) that relies on the presumed hardness of
finding isogenies between given elliptic curves. Isogeny-based
cryptography was first introduced by Couveignes and inde-
pendently by Rostovtsev and Stolbunov, and is today known
as the CRS scheme [1]. The use of ordinary elliptic curves
made the scheme inefficient and exposed it to subexponential-
time attacks, which prevented it from gaining much attention.
In 2011, Jao et al. [2] introduced the Supersingular Isogeny
Diffie-Hellman (SIDH) key exchange protocol. Since SIDH is
based on supersingular elliptic curves, it not only resists the
attack proposed in [1], but also achieves competitive efficiency
while preserving the compactness benefits of isogeny-based
cryptography. This advantage led to the selection of the
Supersingular Isogeny Key Encapsulation (SIKE) as a fourth-
round candidate in the NIST PQC standardization process.

On the other hand, Castryck et al. introduced CSIDH, a
key exchange protocol derived from the CRS scheme, which
addresses its parameter selection problem through the use
of supersingular curves [3]. The CRS framework has the
advantage that CCA-secure encryption can be constructed,
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enabling non-interactive key exchange. Motivated by this, the
authors in [3] revisited CRS and modernized its parameter
choices, improving performance by employing supersingular
elliptic curves defined over IF,,. Nevertheless, because CSIDH-
based algorithms have subexponential quantum complexity,
they attracted less attention than SIDH, as they require larger
key sizes and slower operations to achieve the same level of
quantum security [4].

Meanwhile, to improve performance, SIDH was based on a
slightly different problem from the general isogeny problem.
First, it employs power-smooth degree isogenies so that Vélu’s
formulas can be applied efficiently. Also, to derive the same
shared secret key, each party computes the other party’s public
key using their private key and transmits the result. This
information is referred to as torsion-point information. For
that reason, the CD-MM-R attack recovered the secret key
of SIDH in polynomial time [5], [6], [7]. As a result, schemes
such as SIKE, SETA [8], and BSIDH [9] that use torsion
point information are no longer secure. Consequently, CSIDH
has emerged as the most efficient isogeny-based key exchange
protocol, which has renewed research interest in this direction.

Since SIDH was considered the most promising and high-
performance candidate among isogeny-based cryptosystems,
many studies have proposed SIDH variants with countermea-
sures against key-recovery attacks. As mentioned earlier, since
key-recovery attacks primarily exploit torsion-point informa-
tion, the first countermeasures proposed focused on masking
this information. In [10], two countermeasures were intro-
duced: M-SIDH, which conceals torsion-point information by
masking it with random values, and MD-SIDH, which masks
the degree of the isogeny used. However, both M-SIDH and
MD-SIDH not only rely on prime fields that are reduction-
unfriendly compared to the original SIDH, but also require
significantly larger finite fields for the same security level.
As a result, they are slower than SIDH and substantially less
efficient than CSIDH [11].

On the other hand, a recently proposed countermeasure in
[12] is regarded as the most efficient among SIDH variants
that incorporate countermeasures against key-recovery attacks.
In [12], Basso and Fouotsa proposed two countermeasures,
binSIDH (binary SIDH) and terSIDH (ternary SIDH), which
modify the algorithm’s structure while maintaining the SIDH
framework. These protocols use artificial orientation to com-
pute isogenies directed by the secret key. For lengths of
the secret vector ¢,t’, binSIDH samples secret keys from
{1,2}*, while terSIDH uses {0,1,2}"". As both protocols
perform similar processes, terSIDH has higher security than
binSIDH when using the same ¢. This allows terSIDH to
attain the same security with smaller parameters and a highly
competitive performance than binSIDH, even faster than other
countermeasures.



However, terSIDH has a trivial problem: the total degree
of evaluated isogeny depends on the secret key, resulting in
variations in computational cost and ultimately making the
execution time dependent on the key. Since the proposal of
side-channel analysis (SCA) by Kocher et al. [13], resistance
to such attacks has become a de facto requirement in modern
cryptosystems. Moreover, because SCA resistance is mandated
in standards such as FIPS 140-3, constant-time implementa-
tions against basic timing attacks are regarded as essential in
the NIST PQC standardization process. Therefore, the private-
key-dependent execution time of terSIDH introduces a clear
risk of timing attacks, highlighting the need for an efficient
constant-time implementation.

Currently, terSIDH is available only as a non-constant-time
Sage prototype, which is unsuitable for constrained devices.
For practical adoption, especially in IoT devices, a C imple-
mentation is essential, as such devices demand lightweight,
low-level code to achieve efficiency under strict resource,
memory, and energy limitations. Given the vast number of
connected IoT devices requiring secure communication, this
domain represents one of the most critical application ar-
eas for post-quantum cryptography. For example, the pqm4
project, which actively benchmarks and optimizes NIST PQC
candidates on Cortex-M4 microcontrollers, highlights the im-
portance of efficient and secure implementations tailored to
resource-constrained IoT platforms [14]. Thus, developing an
optimized constant-time C implementation of terSIDH not
only enhances its security against timing attacks but also lays
the groundwork for considering terSIDH in future embedded
and IoT environments.

A. Our Contributions

The goal of this paper is to present an efficient constant-time
implementation of terSIDH and to compare its performance
with CSIDH, which is currently regarded as the most efficient
isogeny-based key exchange algorithm. The main contribu-
tions of this work are as follows:

o Identifying Kkey-dependent components
constant-time implementation
We first analyze terSIDH to identify and characterize
the sources of execution-time variability that depend
on the private key. Based on this analysis, we derive
implementation-level countermeasures such as the inser-
tion of dummy operations to eliminate data-dependent
behavior and achieve constant-time execution.

« Optimization of the proposed constant-time method
We optimize the proposed constant-time technique. In a
naive implementation, the constant-time version is con-
strained to follow the runtime of the worst-case execution
of its non-constant-time counterpart. To address this,
we introduce algorithmic and implementation-level im-
provements, thereby reducing the worst-case runtime of
terSIDH by 10.7%. The detailed optimization strategies
are presented in Section IV.

o Providing the First C Implementation of terSIDH
We present the first C implementation of terSIDH, which
had previously been available only in SageMath. We

requiring

implement terSIDH in C and compare its performance
against CSIDH-4096, both targeting 128-bit security. A
C implementation is essential for deployment in IoT
devices, where lightweight, low-level code is required
to achieve efficiency within strict resource constraints.
Since IoT represents a major application domain for post-
quantum cryptography, demonstrating a constant-time,
optimized C implementation of terSIDH not only protects
against timing attacks but also shows its practicality for
real-world use. Our results show that terSIDH is ap-
proximately 3.3 times faster than CSIDH, demonstrating
its competitive performance among isogeny-based key
exchange protocols. Details of our analysis are presented
in Section V.

B. Organization

This paper is organized as follows. Section II shows the
background knowledge needed to understand this paper. In
Section III, we analyze the original terSIDH algorithm to
discuss why terSIDH is vulnerable to timing attacks. Sec-
tion IV demonstrates the proposed constant-time terSIDH.
The implementation results are provided in Section V and we
conclude this paper in Section VI.

II. PRELIMINARIES

In this section, we describe the concepts and structure
of terSIDH to introduce the factors why terSIDH is not
implemented in constant-time.

A. Montgomery arithmetic

1) Montgomery curves: Let K be a field of characteristic
not equal to 2 or 3. An elliptic curve is a curve defined over
such K and is typically given by

v =23+ ax +0b,

where 4a® + 27b% # 0. Many SIDH-like protocols use Mont-
gomery curves, which are special forms of elliptic curves be-
cause of their computational advantages. Montgomery curves
are defined by the following:

By? = 23 + Ax® +

where B(A? —4) # 0. Since all the curves considered in this
work are Montgomery curves, we will simply denote them by
E from now on.

2) Computation on Montgomery curves: Let P and @ be
points on E. Although there exists an algorithm for efficiently
computing P + () using only their z-coordinates on FE,
performing such computations in sequence requires knowledge
of the z-coordinate of P — (). However, since the points P
and () change through successive isogenies, tabling the z-
coordinate of P — () each time is impossible. On the other
hand, since P — P = oo, once the z-coordinate of a point P
is known, the z-coordinate of [2]P = P+ P can be efficiently
obtained and recursively used to compute the xz-coordinate
of [n]P for any integer n. Therefore, the terSIDH protocol
is implemented based on n-scalar multiplication, rather than
point addition.



3) Vélu’s formulas: Given a subgroup H of E and a point
P € E to be evaluated, one can compute an isogeny ¢ : E —
E’ with ker¢ = H, as well as the image ¢(P), by using
Vélu’s formulas [15]. In particular, for isogenies of degree
[ on Montgomery curves, Vélu’s formulas can be written as
follows:

(1-1)/2
(6(P) = 2(P) ] (

i=1

z(P)x([i]Q) — )
2(P) — z([i]Q)

where x(-) is z-coordinate of a point and () € F is a generator
of H. As the degree of isogeny increases, the computational
cost also increases significantly.

4) Velusqrt: The classical computation of an [-isogeny
using Vélu’s formulas required O(1) field operations. Bernstein
et al. [16] introduced a quasi-square-root algorithm, often
referred to as velusqrt. This method reduces this complexity to
O(\ﬁ) operations by exploiting additional algebraic structure
in the kernel. This improvement makes the evaluation and
computation of large-degree isogenies significantly faster. The
core idea is to organize the kernel points so that evaluating
the relevant polynomials and isogenies can be done more
efficiently, using resultants and specialized decompositions.

In velusqrt, the evaluation in isogeny ¢ can proceed accord-
ing to the following process:

slo(P) = G,
where
-1
X =z(P), hg(X)= _H(X — 2([s]Q))

in the same situation as in Vélu’s formulas. This equation also
demonstrates that the evaluation cost increases as the degree
l increases.

B. SIDH attack

1) SIDH: SIDH is a key exchange protocol based on
isogenies of supersingular elliptic curves. Let a and b be
natural numbers, and define A = 2%, B = 3° (with A ~ B).
For the NIST level 1 security parameter, ¢ = 216 and
b = 137 are used. In this case, SIDH is defined over the prime
p=AB— 1 with computations performed over the field I,
and Ey : y? = 23 + 622 + 2. Let (Pa,Q4) and (Pg,Qp) be
the generators of Ey[A] and Ey[B] respectively.

Alice selects her secret key n4 and constructs the kernel
kerpa = (Pag + [na]Qa) to define the isogeny ¢4 : Fy —
E 4. She then publishes the public key (E4, Ra,Sa), where
Ry = ¢pa(Pp) and S4 = ¢p4(Qp). Bob performs analogous
steps to compute and publish his public key (Ep, Rp, Sg).

Upon receiving the other party’s public key, each participant
uses their private key to perform a similar process. Alice com-
putes ¢y : Eg — Epa, where ker ¢/y = (Rp+[n4]Sg). Bob
computes ¢z : E4 — E4p, where ker ¢'5 = (Ra+[np]Sa).
The shared key is the j-invariant of the resulting elliptic curve,
J(Epa) = j(Eap).

2) SIDH attack: Computing isogenies between arbitrary
elliptic curves is generally considered difficult, and the security
of isogeny-based cryptosystems is based on this hard problem.
However, SIDH was believed to be secure because recovering
the secret isogeny from its action on torsion points was
considered a hard problem, different from the general isogeny
problem. Nevertheless, a series of security analyses were
conducted, and the CD-MM-R attack demonstrated that the
underlying problem of SIDH can be solved in polynomial time.
In response, several new protocols were proposed, including
binSIDH and terSIDH.

C. Artificial orientation

1) Artificial orientation: An artificial A-orientation of a
supersingular elliptic curve E defined over )2 is a pair of
cyclic subgroups (G1,G2) C E[A] such that Gy N Gy = o0
The pair (E,(G1,G2)) is then called artificial A-oriented
curve. This concept allows for the definition of isogenies
whose kernels are direct sums of subgroups of G; and Ga,
i.e., of the form H; & Hy with H; C G;.

In contrast to SIDH, which relies on natural subgroups
determined by the structure of the torsion points, artificial
orientation enables the construction of isogeny-based protocols
where the subgroups used are not uniquely determined by the
curve’s structure. This artificiality is crucial: even if an attacker
knows the image curve and its orientation, the specific isogeny
path remains hidden, preventing attacks like the SIDH key
recovery attack of CD-MM-R. Thus, protocols using artificial
orientation, such as terSIDH and binSIDH, remain secure even
in light of recent SIDH breaks.

In summary, artificial orientation provides additional ran-
domness in the choice of subgroups, which fundamentally
blocks the torsion point information leakage that the recent
SIDH attacks exploited.

2) binSIDH: binSIDH (binary SIDH) is an isogeny-based
key exchange protocol proposed to address the main vulner-
abilities of the original SIDH protocol. By adopting artificial
orientation, binSIDH aims to simultaneously achieve security
and efficiency. The main steps of binSIDH are divided into
parameter selection, key generation and shared key computa-
tion.

e Parameter Selection.
In binSIDH, a set of primes [;, ¢; for 1 < i < ¢ is chosen,
and A = [[,l;,B = [], ¢ are set so that the prime
p = AB — 1 is used. Here, the values of ¢ is determined
to provide sufficient security, typically decided according
to the desired security level.
Let Fy be a supersingular elliptic curve defined over
Fp2 and let P4,Q4 and Pp,@p be generators of the
respective torsion subgroups Ey[A], Ey[B].

« Key Generation.
Alice selects a secret key ska € {1,2}'. For A; =
[Lekpi=1li-A2 = Ilgp,p=oli- Alice computes the
isogeny ¢4 Ey — FE with kernel ([41]P4 +
[A2]Q.4). She then sends the public key pky =
(Ea,(0a(Pp),94(QB))-



Similarly, Bob selects his secret key skp € {1,2}¢,
performs the same process, and sends the public key
pkp = (Ep, (¢5(Pa), 95(Qa)).

o Shared Key Computation.

Upon receiving Bob’s public key
(EB,(¢B(Pa),¢5(Qa4)), Alice first checks whether
(¢5(Pa),¢p(Qa4)) forms an artificial orientation on
Ep. If so, she uses her secret key sk4 to compute an
isogeny ¢4 : Ep — Epa and derives the shared key
J(EBa).

Likewise, Bob, upon receiving Alice’s public key
(Exa, (¢a(PB),¢4(Qp)) and using his secret key skp,
follows the same procedure and compute the shared key
J(EaB).

3) terSIDH: terSIDH (ternary SIDH) employs an algo-
rithmic structure similar to that of binSIDH, but differs in
that the secret key is selected from {0,1,2}'. Therefore,
when using the same security parameters, terSIDH achieves
approximately log, 3 times higher security than binSIDH,
allowing the parameter size to be significantly reduced for
the same level of security.

During the key generation process of binSIDH, the kernel
of Alice’s isogeny ¢ 4 is defined as

ker g4 = ([A1]P + [A2]Q),

that is, A; and A, are products of all distinct primes in A, B.

In contrast, terSIDH uses the secret key from {0, 1,2}¢,
leading to a slightly different structure. In terSIDH, the kernel
of Alice’s key generation isogeny is given by

ker 4 = ([A1]P + [A2]Q),

where

A= ][] wA=4 J] A=4 ][] &

sk a [’L]:() Sk‘A[i}:l SkA[i]:2

In terSIDH, the number of isogeny computations varies de-
pending on the values of Ag. Specifically, as Ay become larger,
the algorithm uses fewer isogeny computations; conversely, as
Ag becomes smaller, more isogeny computations are required.
Although this behavior improves efficiency, it also creates a
vulnerability: since the number of computations varies with the
secret key, the execution time may reveal information about
the key, making the protocol susceptible to timing attacks.

III. TIMING SIDE-CHANNEL VULNERABILITIES IN THE
ORIGINAL TERSIDH

In this section, we examine the original terSIDH algorithm
and investigate the sources of its execution time variation.
Since Alice and Bob follow similar procedures, we focus
exclusively on Alice’s side of the algorithm.

A. Analysis of the Original Algorithm

The parameter generation process depends only on the
parameter size. Therefore, the functions in which execution
time variation occurs are the key generation function and
the shared secret generation function. Since the shared secret
computation process is similar to the key generation function,

Algorithm 1 Key generation of terSIDH [12]
Parameter: A = [[;_, ;
Input: sks € {0,1,2}t, P,Q,R,Se€ F
Output: pky = (E4, R, S)

- Aj 1, Ay + 1

2: for ¢ from 1 to ¢ do
3 if sk4[i] = 1 then
4: Al — lZAl
5: else if sk4[i] = 2 then
6
7
8
9

A2 — lZAQ
else
Ay +— 1;Aq, Ay <+ ;Ao
end if
10: end for
11: ker ¢y + ([A1]P)
12: Compute ¢4 : E — E’ with ker ¢/,
13: Q + ¢4(Q), R+ ¢/4(R), S+ ¢/4,(95)
14: ker oy ([42]Q)
15: Compute ¢’y : B/ — E4 with ker ¢/}
16: R+ ¢'}(R), S + ¢'4(5)
17: return pky = (Ea, R, S)

we concentrate on analyzing the structure of the key generation
function in detail. Algorithm 1 presents the key generation
algorithm of the original terSIDH.

Given a kernel, isogenies can be constructed using Vélu’s
formulas. For small primes I; with A = H§=1 l;, when
the secret key ska € {0,1,2}! is chosen, we have Ay =
T pi=0 li- Suppose that the generators of E[A] are P
and @, then kergpa = ([A1]P + [A2]Q), where A; =
Ao Lk =1 li- A2 = Ao[lgk,(ij=2 li- Here, the degree of
isogeny ¢4 is given by the number of elements in ([A;]P +
[A2]Q), that is, A; Ay/Ag?. In other words, the degree of ¢4
decreases as the value of A increases.

In terSIDH, Montgomery curves are used to achieve fast
scalar multiplication. On Montgomery curves, in order to com-
pute [A1]P + [A2]Q, the z-coordinate of [A;] P — [A3]Q must
be known. However, since A; and A5 depend on the private
key, their values cannot be precomputed and used directly in
the algorithm. Therefore, in the reference implementation of
terSIDH, the kernel is decomposed into two isogenies with
kernel ker ¢/, = ([A1]P) and ker ¢’y = ([A2]P), and the
isogeny is computed as a composition ¢4 = ¢4 o ¢/4. By
ensuring that the degrees of ¢/, and ¢’} are coprime, the two
isogenies do not interfere with each other, and the overall
result remains equivalent to the original operation. Splitting
the computation into two separate isogenies also leads to a
faster implementation than computing ¢ 4 in a single step, and
is therefore adopted in practice.

To obtain an isogeny of degree A = Hf.:l l;, one must
perform t isogeny computations, each with degree ;. Suppose
the order of a point P is A. If the order of P is divisible
by [, to compute an isogeny of degree [; one would need
to compute [A/1;]P, which can be extremely time-consuming
if performed directly for every I;. To address this, existing
implementations multiply the unused primes in advance and



Algorithm 2 Isogeny computation in [12]
Input: integer A, elliptic curve £, P € E
Output: isogeny ¢

Ln« A ¢« [1],¢ « [1]

2: for (¢ in A.factor do

3 Ped(P)d [
4: n <+ n/l¢, ker ¢’ < ([n]P), ¢ + ¢ 0
5
6

: end for
s return ¢ : E — E'

perform the above process only for the remaining primes.

Let us consider the situation where we compute ([A;]P).
In this case, the order of [A;]P is A/A; = Ay /Ap. Therefore,
after computing P’ = [A;]P, one then computes ([As/l;]P")
to reduce the number of operations. Furthermore, once point
P’ passes through the isogeny ¢ 4A,, of degree [;, the degree
l; no longer affects the order of ¢4, (P'). By taking Az «
A/l; and sequentially computing ([A2]P), the process can be
optimized.

As a result, the original terSIDH implementation uses this
method to significantly reduce the computational workload
compared to a naive single-step approach.

B. Analysis of Execution Time Differences

1) Variation Due to the Secret Key: According to the
previous definition, the order of ker ¢4 is A/Ag, where Ay is
the product of the primes corresponding to zeros in the secret
key ska. As shown in Algorithm 1, the more zeros present in
the secret key sk 4, the larger the value of Ay becomes, thereby
reducing the order of ker ¢ 4 and subsequently decreasing the
degree of ¢a. ¢4 can be written as ¢4 = ¢a, 0 0Py, .
As the degree decreases, the number of small isogenies to be
composited decreases, reducing the overall number of isogeny
computations. Therefore, the number of zeros in the secret key
leads to variation in execution time.

Furthermore, instead of computing ker s = ([A1]P +
[A2]Q), when computing isogenies in the form ker¢/, =
([A1]P) and ker ¢’y = {[A3]Q), after calculating the isogeny
¢4, the point () must also be evaluated under ¢4, that is,
([A2]¢’,(Q)) must be used as the second kernel. In other
words, additional evaluation of @ under ¢, is required.
According to Vélu’s formulas for Montgomery curves, each
evaluation operation increases the computational cost depend-
ing on the degree of the isogeny. Therefore, the degree of
¢4 (Q) is AJA1 = Ay /Ap and the number of such evaluations
also affects the total computational cost depending on the
secret key.

2) Variation Due to Scalar Multiplication: The algorithm
2 shows the isogeny computation algorithm in the original
terSIDH.

According to Algorithm 2, the calculation of n < n/l;
is performed before scalar multiplication. If the primes are
ordered in descending order, the rate of decrease for the scalar
is initially low and then gradually increases. If the primes are
ordered in ascending order, the decrease rate is high at first but
gradually decreases thereafter. Therefore, the total number of

isogeny computations is likely to be higher when the primes
are arranged in descending order compared to ascending order.

In previous terSIDH implementations, the order in which
the prime degrees are processed can affect the computation
time for isogenies of each prime degree. At this stage, the
time required for scalar multiplication depends on the order
of the primes: when the scalar to be multiplied is large, the
computation takes longer; as the scalar becomes smaller, the
computation time decreases accordingly.

In particular, if the primes are arranged in ascending order,
scalar multiplication with small primes is computed at the
beginning, leading to a gradual decrease in computation time.
However, as larger primes are processed later, there is a
sudden reduction in computation time for scalar multiplication.
Conversely, when the primes are arranged in descending order,
scalar multiplication with large scalars is performed first,
resulting in a rapid decrease in computation time at the early
stages, followed by a relatively gentle reduction in later stages.

On the other hand, the time for evaluation operations and
Vélu’s formulas tends to increase as the size of the primes
grows. The total number of evaluations and Vélu operations
is unaffected by the ordering of the primes, but the overall
running time for scalar multiplications is maximized when the
primes are ordered in descending order. Therefore, comparing
the total execution times, it can be seen that ascending
order generally results in longer total computation times than
descending order.

When analyzing the actual execution patterns, arranging the
primes in ascending order produces an execution time curve
that increases gradually before dropping sharply at the end.
Figure 1 illustrates the execution-time curve when the primes
are arranged in ascending order. The z-axis represents n-th
isogeny computation along the progression of computations,
while the y-axis denotes the execution time. For example, at
x = 30 the algorithm is performing the 30th isogeny, and the
y-axis indicates the corresponding execution time.

In contrast, arranging the primes in descending order yields
a steep drop at the beginning, followed by a slower decline. In
both cases, the sequence and pattern of operations are highly
regular and repetitive, and the total number of operations at
each stage is determined by the secret key. As a result, the
timing pattern tends to exhibit distinct trends depending on
the secret key. This property creates a potential vulnerability
that may enable attackers to infer secret information through
timing analysis. Figure 2 show the timing patterns of isogeny
computation when primes are in descending order. The mean-
ings of the x- and y-axes are the same as in Figure 1.
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IV. PROPOSED CONSTANT-TIME TERSIDH

In this section, based on the analysis presented in Section
3, we propose an improved algorithm of isogeny computation
that achieves constant-time execution by introducing dummy
operations.

A. Removing Key-Dependent Variations

To reduce the execution time variation caused by the number
of zeros in the secret key, we add dummy operations to the key
generation algorithm. Specifically, we define a dummy value
Ay = Hsk[i]:o l; and compute dummy isogenies accordingly,
as illustrated in Algorithm 3.

In Algorithm 3, for all ¢ such that ska[i] = 0, the degree
of ¢4 is divided by I; and the degree of dummy isogeny ¢¢
is multiplied by the same factor. Therefore, regardless of the
number of zeros in the secret key, isogenies of degree [; are
calculated for all [;. By distinguishing between ¢4 and ¢¢
and ensuring that the total number of isogeny computations
remains the same, we achieve a constant-time implementation
from this perspective. The dummy isogeny ¢c is stored
together with ¢4 and used during the evaluation process to
guarantee a constant execution time.

For Alice’s public key Ejy4, the isogeny ¢4 E —
FE 4 depends on the secret key and thus varies in degree.
Consequently, we perform dummy operations when comput-
ing ¢pa(R),»a(S), adding the results of dummy evaluation

Algorithm 3 Proposed constant-time key generation
Parameter: A = [[;_, ;

Input: sks € {0,1,2}t, P,Q,R,Se€ F
Output: pky = (E4, R, S)

1 Ag+ 1, A1+ 1, A« 1, C+ Q,Rc+ R, Sc + S
2: for ¢ from 1 to t do

3 if sk4[i] = 1 then

4: Al liAl, Ao — lz'Ao

5: else if sk4[i] = 2 then

6 Ay <+ 1; Ao, AO — ZZAQ

7 else

8 Ay ;A1 Ay + ;Ao

9 end if

10: end for

11: ker ¢y + ([A1]P)

12: Compute ¢4 : E — E’ with ker ¢/,

13: Q + ¢4(Q), R+ ¢/4(R), S+ ¢/4,(95)
14 ker ¢y ¢ ([A2]Q)

15: Compute ¢y : B/ — E4 with ker ¢/}
16: R+ ¢'}(R), S + ¢'4(5)

17: ker ¢pc + ([Ao]C)

18: Compute ¢¢ : E — E¢ with ker ¢¢
19: (Dummy) Compute ¢ (Rc¢), ¢pc(Sc)
20: return pky = (E4, R, S)

pc(R), pc(S) as necessary to ensure a uniform computation
time.

As mentioned in Section 3.B, the isogeny ¢’; uses
([A2]@’4(Q4)) as its kernel, so we must also evaluate ¢4 (Q4).
The computation time for this step depends on the order of
[A1]P. Therefore, in practice, it is necessary to perform addi-
tional evaluations, such as qSiQ(P), to achieve a constant-time
implementation. However, as will be described in Section 4.C,
our proposed method eliminates the need for these additional
computations.

B. Removing Scalar Multiplication-Dependent Variations

In Algorithm 2, the prime factors are arranged in ascending
order, so the smaller primes are evaluated first when com-
puting isogenies. Due to this ordering, smaller primes are
always processed first, which leads to a bias in the pattern
of scalar multiplication operations. Therefore, to hide such
timing patterns in isogeny computations, we randomized the
order in which the primes are evaluated. Figure 3 shows the
timing pattern of the random case, and the detailed results are
covered in a later section.

C. Additional Optimized Implementation

In terSIDH, isogenies are computed using kernels of the
form ([A;]P + [A2]Q). However, it is well known that the -
coordinate of P+() cannot be efficiently computed without the
z-coordinate of P—() on Montgomery curves. For this reason,
in the original terSIDH, isogenies are computed with ¢4 =
¢’y oy, for ker ¢y = ([A1]P) and ker ¢’} = ([A2]Q), which
makes the original implementation faster. However, since the
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Fig. 3. Timing pattern of isogeny computation when primes are arranged
randomly

addition of dummy operations increases the computation cost
for each point, computing ([A;]P + [42]Q) in a single step
can potentially be more efficient.

The implementation proceeds as follows. Since [A;]P +
[A2]Q cannot be computed using only z-coordinates, we first
compute the corresponding y-coordinate by substituting it into
the equation of the elliptic curve. Using this, the conventional
point addition algorithm is applied to obtain T = [A;]P +
[A5]Q. Compared to the previous method, where operations
were performed for each of P, (), and dummy point C, this
approach requires computation only for the two points T, C.
Our experimental comparison confirmed that using [A;]P +
[A2]@ directly as a kernel yields better performance.

V. IMPLEMENTATIONS

In this section, we present the first C implementation of
terSIDH and evaluate its performance against CSIDH, which
is considered the most efficient isogeny-based key exchange
protocol to date.

The original implementation of terSIDH was available only
in SageMath. Although SageMath is useful for understanding
the algorithmic structure, it is slow and makes it difficult to
compare terSIDH with other cryptographic protocols. There-
fore, we implemented terSIDH in C. Furthermore, we incorpo-
rated both constant-time techniques and additional optimiza-
tions as described above. Additionally, we ported terSIDH to C
with reference to the implementation of Kim [11] and further
incorporated the constant-time and optimization techniques
originally developed in SageMath.

We then compared our implementation with CSIDH-4096,
which is demonstrated to have a 128-bit quantum security
level. For CSIDH-4096, we used [4]. For a fair comparison,
we also used a constant-time implementation of CSIDH.
Specifically, we adopted the method of Onuki et al., which
is known to be the fastest constant-time version of CSIDH.
The details of this constant-time CSIDH method can be found
in [17].

A. Implementation results

Table I shows the performance difference of key generation
algorithms depending on their prime orders. It is evident
that this approach effectively confuses the timing patterns.

Additionally, randomizing the order reduces the execution
time compared to the conventional method, where the primes
are processed strictly in descending order. We tested all our
implementations on a single core of an Intel Core 17-8700K
(Coffee Lake) processor, clocked at 3,700 MHz and 16GB of
RAM.

TABLE I
EXECUTION TIME COMPARISON BY THE ORDER OF PRIMES IN SAGEMATH
(Ms)

protocol normal 0 1 2 0,1 0,2 1,2

2260.9 148.1 4453.0 4838.2 1813.9 1989.1 3653.9
2226.5 149.1 4397.3 4691.4 1744.8 1988.0 3585.0
2175.3 148.6 4130.9 4520.8 1700.6 1945.6 3487.7

original
random
reverse

Table II compares the key generation time of conven-
tional binSIDH and terSIDH implementations, as well as
our constant-time terSIDH algorithms, according to different
types of private keys. To highlight the differences, we provide
a comparison between the algorithm that incorporates the
optimization technique and its original version without the
technique. For each case, we ensured that private keys always
start with 0, 1,2 so that subsequent parts of the private keys
vary across tests; this is to ensure that the isogeny is not trivial.

TABLE 11
EXECUTION TIME COMPARISON IN SAGEMATH (MS)

protocol normal 0 1 2 0,1 0,2 1,2
binSIDH 12515.9 - 15382.6 16759.9 - - -

terSIDH  2260.9 148.1 4453.0 4838.2 1813.9 1989.1 3653.9
constant  5221.2 5223.0 52279 5220.1 5223.8 5221.2 5221.2
Ours 4383.8 43873 4391.0 4390.0 4392.4 4389.8 43959

In theory, binSIDH should not exhibit any timing differences
depending on the type of private key. However, in previous
implementations, as discussed in Section 3.B.1, the number
of ’2’s included in the private key caused the variation in
implementation, not algorithmically. Although it can be easily
implemented in constant-time, the required time is too long
compared to that of terSIDH, so only the performance of
the previous implementation was measured without further
analysis.

For terSIDH, as analyzed, significant variations in execution
time were observed depending on the degree of bias in the
private key. When the value of A increases, the degree of
isogeny calculated decreases. Conversely, as the number of *2’s
in the private key increases, the computation cost increases.
Therefore, the execution time was the longest when all private
key entries were set to '2’, and the shortest when all entries
were ’0’. We measured the maximum-to-minimum execution
time ratio for terSIDH, which was as high as 32.67, clearly
showing the extent of this timing variability.

In contrast, our proposed algorithm achieved a ratio of
just about 1.00 across all private key types, demonstrating
that constant-time execution was successfully achieved. Fur-
thermore, we achieved better performance than the worst-
case scenario of the original terSIDH implementation, 1774.4



ms. This shows that our method improved efficiency without
incurring a performance penalty while preserving the security
benefits of constant-time implementation.

TABLE III
EXECUTION TIME COMPARISON IN C (MS)

protocol normal 0 1 2 0,1 0,2 1,2
terSIDH 7939 326 1605.2 17744 633.5 718.8 1308.8
Ours 1580.3 1580.0 1580.0 1580.0 1580.0 1579.8 1579.9

CSIDH-4096 5177.7 - - - - - -

VI. CONCLUSION

Summary. In this paper, we present a constant-time imple-
mentation of terSIDH, which is one of the countermeasures
against the CD-MM-R attack. A drawback of terSIDH is
that its execution time varies since the degree of isogeny
depends on the private key. To address this issue, we achieved
a constant-time implementation by introducing dummy op-
erations. Additionally, we further improved the algorithm,
achieving a shorter execution time compared to the worst
case of the previous implementation. We also improved the
implementation, such as the order of primes sorting and
optimization methods.

Results. We indicate that the constant-time implementation
of terSIDH eliminates observable key-dependent timing varia-
tions. In our C implementation, whereas the original terSIDH
implementation exhibited a maximum-to-minimum execution-
time ratio of approximately 32.67 across different types of
private key classes, our constant-time variant reduces this
ratio to nearly 1.0, yielding a fully uniform timing profile.
Moreover, the optimized version maintains constant-time char-
acteristics, while improving the worst-case performance about
11.0% compared to the original terSIDH. Our implementa-
tion demonstrates that terSIDH possesses competitive perfor-
mance with existing isogeny-based protocols. For comparison,
CSIDH-4096, which targeted NIST level 1 security, requires
substantially larger parameters and exhibits markedly slower
key generation than our terSIDH at the same security level.

Future work. At present, the state-of-the-art isogeny-based
key exchange protocol is terSIDH-hyb, in which Alice and
Bob execute both terSIDH-like and SIDH-like isogeny evalua-
tions. The constant-time countermeasures and implementation
optimizations developed in this paper are immediately appli-
cable to the terSIDH-like component of terSIDH-hyb. This
is expected to strengthen resistance to timing side-channel
attacks as well as its performance.
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