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Abstract. Recently, Hanzlik, Lai, Paracucchi, Slamanig, Tang proposed
several blind signature frameworks, collectively named Tanuki(s) (Asi-
acrypt’25), built upon cryptographic group actions. Their work intro-
duces novel techniques and culminates in a concurrently secure blind
signature framework. Straightforward instantiations based on CSIDH
(CSI-FiSh) and LESS yield signature sizes of 4.5 KB and 64 KB respec-
tively, providing the first efficient blind signatures in the isogeny-based
and code-based literature allowing concurrent executions.

In this work, we improve the code-based instantiations by using the
canonical form of linear equivalent codes by a careful treatment. How-
ever, the canonical form does not naturally support a group action struc-
ture, which is central to the security proofs of Tanuki(s). Consequently
and unfortunately, the original security guarantees do not directly ap-
ply. To address this, we develop two distinct non-black-box reductions
for both blindness and the one-more unforgeability. In the end, the im-
provements do not compromise the security.

This results in a concurrently secure code-based blind signature scheme
with a compact signature size of 4.4 KB, which is approximately 1 %
smaller than the isogeny-based one. We also provide a C implementation
where the signing time in 99ms and 268 Mcycles on an Intel i7 2.3 GHz
CPU. We also look forward to our approaches benefiting advanced con-
structions built on top of LESS in the future.

This is the preliminary version of the application.

1 Introduction

Blind signatures, first proposed by Chaum [28], are a fundamental cryptographic
primitive that allows a signer to issue signatures on messages selected by the
user, without learning the content being signed. This strong privacy property
is central to numerous applications, ranging from classic settings such as e-
cash, e-voting, and anonymous credentials, to modern systems including Pri-
vacy Pass [31], Tumblebit [40], Apple Private Relay [4], Apple Private Cloud
Compute [5], and Microsoft U-Prove [50].

The defining privacy property of blind signatures is blindness: the signer
cannot link the “interaction” with the user to the “resulting signature” or gain
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any meaningful information about the signed message. In addition, blind sig-
nature schemes guarantee unforgeability, ensuring that users cannot generate
valid signatures without the signer’s involvement. More precisely, this property
is formalized as one-more unforgeability, which requires that no adversary can
produce ¢ + 1 valid signatures after interacting with the signing oracle at most
¢ times. The latter security notion can be further classified as either concurrent
or sequential, depending on whether the adversary is allowed to initiate multiple
signing sessions in parallel or only one at a time.

Practical blind signatures have been proposed from various classical assump-
tions, including RSA [28], discrete logarithms [52,38,26], or pairings [20,35,37].
Unfortunately, the post-quantum landscape remains less favorable when it comes
to diversity of assumptions as well as efficiency.

Broadly speaking, there are two main approaches to constructing blind sig-
natures. The first follows Fischlin’s generic template [34], which has been exten-
sively explored in the post-quantum setting through a sequence of works [1,51,16,22].
Recent works [1,51] with 40-100 KB in size, culminating in that of Beullens et
al. [16], have reduced the signature size to approximately 22 kilobytes in the lat-
tice literature. These efficiency gains stem largely from advances in lattice-based
NIZK proof systems for structured languages [21,49].

The main efficiency bottleneck for the approach lies in the use of generic zero-
knowledge proofs (ZKPs) during interaction between signer and user. Signing
times can range from nearly one hour [1] to about 20 seconds [16] for proving
knowledge of the relevant hash relations. By using ZK-friendly hash functions,
it is estimated that signing times could be brought below 1 second [16].

The other main approach is to adapt sigma-protocol-based signatures into
blind signatures [39,43]. This line of work had long faced two key challenges: the
scarcity of general transformation techniques and the lack of clear concurrent-
security guarantees. For a considerable time, only two adapting methods were
known—one for linear hash-function families [39] and one using a twist-type
operation [43]. The more severe challenge lies in the absence of provable secu-
rity in the concurrent setting, due to the exponential security loss inherent in
the proofs. In fact, achieving provable concurrent security with perfect blindness
in the classical counterpart required over two decades of research [12,42,53,27].
Recent two independent and parallel attacks [44] by Katsumata, Lai, Reichle,
and [33] by Do, Hanzlik, Paracucchi have demonstrated concrete vulnerabili-
ties in several promising post-quantum instantiations [2,3,43] under only four
concurrent executions.

Fortunately, a recent breakthrough [36] by Hanzlik, Lai, Paracucchi, Sla-
manig, Tang et al. introduced several new frameworks, Tanuki(s), for (non-
commutative) group actions, enabling the first provable concurrently secure blind
signatures for this paradigm in the post-quantum literature. Concrete instanti-
ations using isogeny-based (CSI-FiSh [15]) and code-based (LESS [17]) group
actions achieve signature sizes of 3.8 KB and 56 KB, respectively. Among the
instantiations, while the code-based instantiation is over 100x faster and does



not suffer from the scalability issues as the isogeny-based instantiations [45], its
signature size is roughly 15x larger, leading to an unsatisfactory situation.

Can we narrow this gap?

1.1 Technical Overview.

We use the canonical form for the linear equivalence problem to reduce signature
size. The canonical form allows us to represent a monomial map u between two
codes in IF’;X” by the canonical forms of the codes together with two index sets
J,J' C [n] (see Proposition 3), representing coset classes. It thereby reduces the
representation cost of p from n(logy(q — 1) 4 logy(n)) bits to 2 - n bits.

While applying it to Framework 2 of Tanuki is straightforward, applying it
to Framework 3 of Tanuki is tricky where we need two consecutive monomial
mappings between three codes from the static public keys to the ephemeral
public keys and to the commitment codes. To compress the monomial, it is
necessary to represent the codes in the canonical form. However, F-equivalent
codes do not remain F-equivalent for an arbitrary monomial mapping so that the
second monomial will not map to the commitment code from the ephemeral code
defined in the canonical form. Moreover, these modifications break the group
action structure inherent to the linear equivalence problem, which is central to
both the blindness and unforgeability proofs in [36].

To be more specific, in the linear equivalence problem, the monomial matrix
group M, acts on codes over IFZX". In the blindness proof of [36], for any three
codes within the same orbit, the number of monomial mappings between any
two codes is the same, ensuring that the distribution of image codes remains
uniform when monomials are sampled uniformly at random. In contrast, pass-
ing to canonical forms partitions the space into equivalence classes, where each
class may contain a different number of codes. As a result, the output distri-
bution becomes non-uniform, even when the underlying monomials are sampled
uniformly. While using minimal entropy argument could achieve the statistical
blindness, it is also not clear how to measure the minimal-entropy in this case.

Besides, the unforgeability proof [36] introduces and relies on the so-called
“algebraic group action model.” Hence, regardless of the extent of the changes,
the modified scheme will fall outside the scope of that proof framework.

To address these challenges, we adopt two distinct strategies. First, we rewrite
the blindness proof by developing some properties of canonical forms. Rather
than showing that, for a fixed signer’s view, the probability of generating a par-
ticular transcript is the same, we prove that for any two fixed signer views, the
resulting signature distributions are identical. To further reduce the represen-
tation cost, we allow the user to adaptively adjust the randomness so that the
row-reduced echelon forms of the codes are always systematic, ensuring that one
of the index sets J' can always be fixed as {1,...,k}, which halves the cost of
the representation as n bits. (An alternative approach here is to use the abort
technique, which, however, would incur expensive overhead and tricky issues in



the proofs as pointed out in [39].) Similarly, to address the issue of the non-F-
equivalent codes after a monomial map, we therefore enforce the user to update
randomness adaptively while computing the canonical form. In both cases, we
can also show that the adaptive modifications do not compromise blindness.
For one-more unforgeability, we provide non-black-box reductions from our
modified schemes to the original Tanuki instantiations. Despite the absence of a
strict group action structure, these reductions show that the hardness of forging
signatures in our scheme is the same as that of the original instantiation.

1.2 Contribution

We present LEAF(s)?, code-based blind signature schemes with compact signa-
ture sizes, reducing those of the Tanuki-LESS instantiations by a factor of 14.5.
This is marginally smaller (by about 1%) than the isogeny-based instantiation
of Tanuki using CSIDH-512. This size gain comes with only a moderate com-
putational cost: the signing and verification times increase by roughly 30% and
60-80% respectively compared to the original LESS instantiation of Tanuki. The
main source of overhead is the additional computation of CF, the cost of which
is 80% as an RREF computation on our platform. With the recent optimizations
reported in [11] for the canonical form, this overhead is expected to drop to
about 41% on specific platforms.

We provide a C implementation on an Intel Core i7-12700H @ 2.30 GHz,
achieving signing in 268 million cycles (~ 99 ms), resulting in competitive post-
quantum blind signatures in the literature in the scope of the signature size and
runtime.

While the public key sizes remain relatively large (0.7-0.9 MB), they are still
fitting well for many blind-signature applications such as anonymous tokens and
digital coins, where the key does not always need to be transmitted or stored
together with each signature [50,18,4]. In such settings, the public key can be
initialized once and deployed locally at the endpoint, stored in cache and updated
occasionally or managed centrally by a certificate authority. In these cases, users
only required to reference the key without specifying it.
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2 Preliminary

Notations. We let N denote the set of natural numbers. For n € N, we denote
the set {1,--- ,n} as [n]. For k € N we denote with S,; the set of all the permu-
tations of [k]. If 0,0’ € S, are permutations then we denote with o o ¢’ their

3 LEss instantiation Ameliorated using canonical Form



composition (as functions) from right to left. For a subset J C [n], we denote
the complement by J := [n] — J.

For a generator matrix G, we extend the matrix multiplication to an array
GMy,---,M,) :=(GMjy,---,GM,,). Similarly, when the context is clear, we

extend RREF in the same way.

2.1 LESS, Linear Equivalence and Canonical Form

We begin by recalling the basic concepts and key propositions from [30]. Let
(E,0) denote a group of isometries, i.e., maps on Fy that preserve the Hamming
distance. Each ¢ € E acts as an endomorphism on codewords: for any code C,
we write 1(C) := {¢(c) : ¢ € C}. This induces a natural equivalence relation on
codes:

Definition 1. Two linear codes C and C' are called E-equivalent if there exists
¥ € E such that C' = ¢(C). We write C ~g C’.

The choice of E determines the underlying computational assumption. In
the LESS setting [17], E' is taken to be the group of n x n monomial matrices,
denoted M,,. This leads to the core hardness assumption:

Definition 2 (Linear Equivalence Problem (LEP)). Given two linear
codes C,C' C Fy of length n and dimension k with C ~a,, C', find a mono-
mial matriz p € M, such that C' = u(C).

A central technical tool is the row-reduced echelon form (RREF), which
provides a canonical matrix representation for each linear code. For a gener-
ator matrix G of a code C, the matrix RREF(G) uniquely determines C up
to F-equivalence. We thereby extend the notation ~ for the generator matrices.
Throughout this work, we do not distinguish between a monomial group element
and its corresponding matrix representation Q € M,,; both notions will be used
interchangeably as context is clear. Hence, the linear equivalence problem can
be interpreted as follows: given two generator matrices G, G’ with G ~, G’
(generate M,-equivalent codes), the task is to find a monomial matrix Q € M,
such that G’ = RREF(GQ).

[30] introduces canonical form functions (CF) to enable signature size reduc-
tion. We briefly review the main properties below.

Proposition 1 ([30]). Let F = M; & M,,_, < M, be the subgroup of
monomial matrices acting on the rows and columns of the non-systematic part
of a generator matrixz. Then there exists a canonical form function CF (im-
plicitly parameterized by F) such that, on input a k-dimensional systematic

code, outputs either another k-dimensional systematic code or L. Concretely,
CF : Fhx(n=k) 5 phx(n=k) y {1} and the following hold:

1. CF runs in time polynomial in n and logs(q);
2. The codes generated by (I, | A) and (I | A’) are F-equivalent if and only
if there exist M1 € My and My € M,,_j such that A = M;A'Mo;



3. For any A with CF(A) #.L, the codes generated by (I, | CF(A)) and (I | A)
are F-equivalent;

4. For any two F-equivalent codes generated by (I, | A) and (I | A'), we have
CF(A) = CF(A).

For convenience, we may abuse notation and write CF(G) := (I | CF(A))
for a systematic generator matrix G = (I | A) whenever CF(A) is defined,
and CF(G) :=_L otherwise. In fact, several choices for the subgroup F' are pos-
sible [30]. Following [6], we set F' = My, & M,,_j, which guarantees that the
probability of CF outputting L is negligible. With this choice, we obtain the
following result.

Proposition 2 (Thm 8, [30]). There exists an efficient compression function
CosetRep : M, = S, mapping any p € M,, to the unique ordered size-k subset
J C{1,...,n} such that p admits a decomposition p = ¢ o x with ¢ € F and
X € Sk,n, where J records the positions mapped to the first k coordinates by x.

Moreover, CosetRep is constant on cosets: for any po, p1 € My, with poF =
w1 F', we have CosetRep(po) = CosetRep(p1).

Hence, one can represent the output of CosetRep as an n-bit string representing
choosing an entry or not. For our case where n = 2k, the encoding is almost
optimal compared to log, (Z)

Proposition 3 (Prop 10 [30]). If (C,C’) admits a solution for CF-LEP, then
a solution for LEP on input C,C" can be found in polynomial time.

Concretely, say the two codes are generated by matrices G, G’ € IF’;X”, If
there exist size-k sets J, J' C {1,...,n} such that

CF (G Gy) = CF((G)3' - (G)))
then one can efficiently find a monomial matriz u € M,, such that C' = u(C).

[36] introduces the “one-more” variant of the assumption.

Definition 3 (One-More-Vectorization Problem (OMVP)). Let IT = (G, M,,)
be given. We define the one-more vectorization problem game OMVP with respect
to a p.p.t. adversary A in Figure 1. We define the advantage of A in OMVP with
respect to IT as Adv%’?ﬂxp(/\) := Pr[OMVPA(\) = 1], where the probability is over
the randomness of sampling over G in the game and the internal randomness of

A.

2.2 Blind Signature Schemes

We recall the notion of blind signatures. We focus on a subclass called three-move
blind signatures.

Definition 4. A three-move blind signature scheme BS = (KeyGen, Signer, User,
Verify) consists of the following p.p.t. algorithms:



OMVP%(\) dLog(Gy, G-) Chall()

C=[]; k=0 k=k+1; M s M,

(G, M) « II if IM € M, s.t. G, « RREF(GM);
O ASdlE (G AL, RREF(MG,) = RREF(G.) then C =C || [M]
return (RREF(GC) return g return Gy

= RREF(GC’) A k< |CD else return L

Fig. 1. The game OMVP and the oracles Chall,dLog.

Key generation. On input the security parameter 1*, the probabilistic algo-
rithm KeyGen outputs a public key pk and a secret key sk.
Signer. The Signer = (Signery, Signer,) consists of two algorithms:

Signer; (sk): on input a secret key sk, the probabilistic algorithm Signer; out-
puts an internal state stsigner and a commitment R.

Signery(sk, ¢, Stsigner): on input a challenge ¢ € C, a secret key sk and an
internal stale Stsigner, the algorithm Signer, outputs a response s.

User. The User = (Userq, Users) consists of two algorithms:

Usery (pk,m, R): on input a public key pk, a message m and a signer com-
mitment R, the probabilistic algorithm Usery outputs a challenge ¢ € C
and an internal state styser.

Usera(pk, s, stuser): on input a public key pk, a signer response s and an
internal state styser, the probabilistic algorithm Usery outputs a signature
sig on message m.

Verification. On input a public key pk, a message m, and a signature sig, the

verification algorithm Verify outputs 1 to indicate the prover is valid, and 0

otherwise.

We say that a three-move blind signature scheme BS is correct if for every A,
for every key pair (pk,sk) < KeyGen(\), for every message and signature pair
(m,sig) generated from the interaction between an honest user and an honest
signer, we always have Verify(pk,m,sig) = 1. We will omit “three-moves” and
will say blind signature for brevity.

We consider blind signatures secure if they have the following two security
properties. On the one hand, we want the signature output by the user to be
not linkable to its identity: this is called the blindness property. On the other
hand, after ¢ interactions with the signer, we require that the user cannot output
more than ¢ valid signatures. This property is called one-more-unforgeability. We
formalize it using the definition from [41].

Definition 5 (Malicious-Key Blindness). A blind signature scheme BS is
blind under malicious key if there exists a negligible function negl(\) such that
for all X and all PPT adversaries A, the following holds: Adv®™3(\) < negl(\),

. 1
where AdvB™4(\) = |Pr [ExpBlind(\) = 1] — 5 and the experiment ExpBlind is



ExpBlind()) Init(nio, mi1, pk)

b<«s{0,1} Mo 4= Mo, M1 < M1
by < by« 1—b pk < pk
b o AMBULU2()) sess1 < sessy < init

return b =19
Uz (sid, )

U1 (Sid, R)

if sess;iq # open : return |
if sid ¢ {1,2} V sessiq :# init : return L o .

SesSsiq <— open Sigbsid «— USQFQ(Pk7 Rsid7 Csidy Ssid; Stsid)

Rsia R if sess; = sesss = closed :

(€sid, Stsia) < Useri (pk, Rsia, my,;, ) if sigy =L Vsig; =L1: return (L, 1)

return (sid, csiq) return (sig,, sig;)

return (sid, closed)

Fig. 2. Malicious-Key Blindness experiment ExpBlind.

defined in Figure 2. When /—\dvffind()\) = 0, we say the blind signature scheme
BS has perfect blindness.

Definition 6 (Concurrent /-one-more unforgeability). A blind signature
BS is £-one-more unforgeable in the concurrent setting if there exists a negligible
function negl(X) such that for all A and all PPT adversaries A, the following
holds: Advy)'VF () < negl(N), where AdviOY"F(\) = Pr[cOMUF()) = 1] and
cOMUF is the experiment defined in Figure 3.

Definition 7 (Sequential /-one-more unforgeability). A blind signature
BS is £-one-more unforgeable in the sequential setting if there exists a negligible
function negl(\) such that for all A and all PPT adversaries A, the following
holds: Advsyy'UT(\) < negl()), where AdviLY'"F(\) = Pr [SOMUF()) = 1], where
sOMUF s similar to the experiment COMUF defined in Figure 3 except with an
additional restriction. The adversary is not allowed to query the Sign, oracle if
there already exists an open session, i.e., the oracle returns L if there exists a
k < sid for which sess) = open.

3 Tanuki Frameworks and the Instantiation using Classic
LESS

3.1 Tanuki-2-LESS: Sequential Secure Blind Signature

This section introduces the code-based instantiations of Tanuki-2 and Tanuki-3
given in [36] and the unforgeability properties. We leave the framework in the
language of group actions in Appendix A.



cOMUF(X) Sign, (+)

(sk, pk) <8 KeyGen(\) sid < sid + 1

sid < 0 SesSsid — open
((ma,sig,), ..., (me,sig,)) « A>E1°82 (pk)  (Stsia, Rsia) < Signer; (sk)
if 3i#j:m; =m;: return 0 return (sid, Rsia)

if 3i € [£] : Verify(pk, m sig;) = 0: return 0

Sign,(sid, ¢)
Qsign, < |{k|sessi = closed}|

if £> Qsign, +1: return 1 if sesssiq # open: return L

return 0 sessg;q = closed

Ssid < Signery(sk, stsig, Rsid, )

return sg;g

Fig. 3. Unforgeability experiment cOMUF.

Theorem 1. Scheme 1, the instantiation of Framework 1, is sequentially OMUF
under the random oracle model and the algebraic group action model (see Ap-
pendiz A.2) under the one-more vectorization problem.



Let ¢ be a prime number, G = M,,, and v, x polynomial in A. Let H: {0,1}* — [x]" be
a hash function such that for any string m and any 4, 5 € [k], the number of occurrences
of i and j in H(m) are equal.

KeyGen(\): Generate a random full-rank matrix G € IF’;X". Set Q1 = id and
pk; = RREF(G). Independently sample Qa, ..., Q. <8 G, and set pk;, = RREF(GQ;)
for i = 2,..., k. Output sk = (Q2, ..., Q) and pk = (pky,...,pk,).

Signer, (sk): Sample Qi,...,Q, < G. For each i € [4], compute A; = RREF(GQ;).
Send Y = (A1,...,A) to the user and keep (Ql, R Qy) privately.

User;(pk, Y, m): For each i € [v], sample R; <% G and compute B; = RREF(A;R;).
Choose a random permutation = : [y] — [y]. Compute the chal-
lenge ¢ = HBray,...,Br(y),m), interpret C as (c1,...,¢y), and define
C" = (Ca=1(1)s -+, Ca=1(y))- Send C’ to the signer.

Signer, (sk, C’, (Q1,...,Q,)): For each i € [v], compute Q; = Q;lQi. Send
S =(Qf,...,Q.) to the user.

Usera(pk, S, 7, (R1,B1, ..., R+, B, ), m): For each i € [4], compute Q; = Q,R; and
A} = RREF(pk_ Q:). If A} # B, for any i, abort.
Output signature sig = (C, (Qﬂ(l), cee Qﬂ(w)).

Verify(pk, m, sig): Parse sig = ((c1,...,¢,),(Qu,...,Q,)). For each i € [y], compute

B, = RREF(kaiQi). Verify if C = H(B1,...,B,,m) holds. Output 1 if the check
passes, 0 otherwise.

Scheme 1: Instantiation of Tanuki-2 using Classic LESS

3.2 Tanuki-3-LESS: Concurrent Secure Blind Signature

Theorem 2. Scheme 2, the instantiation of Framework 2, is sequentially OMUF
under the random oracle model and the algebraic group action model (see Ap-
pendiz A.2) under the one-more vectorization problem.




Let ¢ be a prime, G = M,, denote the group of n x n monomial matrices over Fy. Set
polynomially-bounded parameters x > 2, a > 0, and 7 = ak as in the framework. Let
H: {0,1}* — [k]” be a hash function with balanced output, i.e., each symbol in [k]
appears equally often.

KeyGen(\): Sample a random full-rank matrix G € IF’;X". Let Q1 = id and set
pk; = RREF(G). For ¢ = 2 to k, sample Q; <s G and set pk, = RREF(GQ;).
Output sk = (Qz, ..., Qx) and pk = (pky,...,pk,).

KeyRand(pk): Given pk = (pky,...,pk,), sample Ty,..., T, +3$ G and a permutation
0 <3 Sy. For each i € [x], set pkj = RREF(pk, (;y To(:)). Output (pk', (T1,...,Tx),0)
where pk’ = (pk},...,pk.).

Signer, (sk, pk): Run (pk’,T’,¢’) < KeyRand(pk) with 7' = (T4%,...,T)). For
each i € [k], set Q; = QJ/(i)T;,(i). Sample Qi,...,Q, <s G and compute
A; = RREF(GQ;) for i € [7]. Send (pK/,(A1,...,A,)) to the user and keep

Qi,...,Q,, Q},...,QL, T', o as secret state.

Useri(pk’, (A1,...,A,),m): Run (pk”,T, o) + KeyRand(pk') with T' = (T1,...,Tx).

Sample R4,...,R, <8 G and a random permutation m. For each i € [y], compute
B; = RREF(A;R;). Let ¢ = H(B(1), ..., Br(y),pk”,m) and parse ¢ = (c1,...,¢y).
For each i € [7], set ¢; = o(c,-1(;)). Send ¢ = (¢},...,c}) to the signer.

Signer, (¢, Qu,...,Q4,T',0'): For each i € [4], compute S; = (Q.) 'Qi. Return
(8" =(81,...,8,),T",0") to the user.

Usera(pk, S, 7, (Ra,...,R,),T,0,T’,0',m): Verify if KeyRand(pk; T’,0") = pk’; abort
if not. For each i € [v], verify that RREF (pk'c( . S;) Z A;; abort if not.
For each i € [y], set S; = T_,'S|R;. Set 7 = ¢’ o 0. Output the signature

sig = (¢, (Sr)s---+Se)s (Tor (o To)s - - - Tt (o)) Totn))s T)-
Verify(pk, m, sig): Parse sig = (¢ = (c1,...,¢y),(S1,...,S5),(T1,...,T%), 7). For
each i € [k], compute pk; = RREF(pk,;T;). For each i € [y], compute B; =
RREF(ﬂciSi). Accept if and only if ¢ Z H(B4,...,B., pk,m) holds.

Scheme 2: Instantiation of Tanuki-3 (Randomized Multi-key) using Classic
LESS




4 Amelioration using Canonical Form

We present improvements to the schemes based on canonical forms and the
adaptive subroutines. Though the improvement for Scheme 2 will imply the cor-
responding improvement for Scheme 1, we present them separately to maintain
clarity and pedagogical accessibility. Readers already familiar with the literature
may skip Section 4.2.

4.1 Useful Propositions

Next, we introduce a few useful propositions supporting the security of our
schemes. We first show a useful lemma which is implicitly used in [30].

Lemma 1. Let Cy,Cy be two linear codes where Cy is generated by Gg and Cq
is generated by a systematic matrix G1 = (I | Ay). Suppose p € M, satisfies
w(Co) = Cq, and let J < CosetRep(u) Then we have

CF (((Go)s) ™" - (Go)) = CF(AY).

Proof. Since (1(Cy) = Cy, there exists S € GL;(¢) and a monomial matrix @ €
M,, such that

G, =S-Gy-Q.

Recall that J <— CosetRep(u) represents the size-k subset corresponding to the
information set mapped to the first k coordinates by Q. Hence, (Gyg) s is invert-
ible. By following the decomposition through J and the standard linear algebra,
we have

Gi= (I | A1) =S ((Go)s | (Go)y) - (%/T 5@) |
Thus, the non-systematic part of G; can be expressed as
A1 =Q " (Go);'(Go)s - QL
where Q/7! € My, and Q,, € M,,_. By Proposition 1, we have

CF ((Go);"(Go) ) = CF(A).
O
We further introduce RREF*, an extension of the standard RREF. Given a
generator matrix G, the deterministic algorithm RREF* outputs a systematic
form G’ € ]F’;X” together with a permutation p satisfying G’ = RREF(Gp). As
will be seen later, this enables us to compress the representation cost without
resorting to the abort technique, thereby avoiding the drawbacks highlighted
in [39].
We introduce the following lemma essential for the blindness proofs.



Theorem 3. For any three M, -equivalent codes generated by G, Go = (I |
Ay) and Gy = (I | A1) where CF(Gy) = Go and CF(G1) = Gy, the following
two sets have the same cardinality:

So={Q € M, : CF(G') = Gy where (G', p) < RREF*(GQ)}

and

S1={Q e M, : CF(G') = Gy where (G, p) < RREF*(GQ)}

Proof. Due to the M, -equivalence, there exists M &€ M, such that G; =
RREF(GoM). For each Q € S; together with the corresponding (G’,p) «
RREF*(GQ), we claim that the mapping Q — QpMp~! is a bijection onto
S1. First, the monomial QpMp~1! is in S; because

RREF(G(QpMp~")p, p) < RREF*(QpMp™").
Since RREF(GQp) = G/, and GQp is F-equivalent to Gg. Hence,

GQpM = G(QpMp~1)p

is F-equivalent to GoM.

Given Q; € S; with p be the corresponding auxiliary outputs via RREF*(GQ;),
take Qo = Q1pM~1p~L. Since RREF(G;M™1!) is systematic, p is the auxil-
iary outputs of RREF*(GQy) such that RREF(GQ;pM™!) is systematic. Hence,
Qo € 51, and due to the finiteness of Sy, .S; the mapping is bijection.

O

We can have an immediate corollary as follows.

Corollary 1. Let Gg and G be two generator matrices of M, -equivalent codes.
Define the following two random variables:

Yo := (CF(Gp), Qpo)  where Q <=5 M., (Gg, po) + RREF*(GoQ);
Y1 :=(CF(G]),Qp1) where Q < M, (G}, p1) < RREF*(G1Q).

Then Yy and Y1 are identically distributed as random variables over F’;X" X M.



4.2 Compact Sequentially Secure Blind Signature from Linear
Equivalence Problem in Canonical Form

Let G represent the monomial group of dimension n over F,;. Let « € N and k =
K(A) > 2, u = u(A) = a- k(\) be polynomial functions in the security parameter A.
Let H: {0,1}* — [k]* be a hash function with the following property: for any string
m and 4, j € [k] the number of occurrences of ¢ in H(m) is equal to those of j.

KeyGen(\): Generate a random systematic matrix G € FE*". Set Q1 = id and pk, =
G. Independently sample Qa,...,Q. <$ G and compute pk, = RREF(GQ;) for
i = 2,...,k. Output the secret key sk = (Q1,Qz2,...,Qx) and public key pk =
(pky,-- -, pk,)-

Signer, (sk): sample group elements Ql,...7Q7 <s$ G7. For each i € [v], compute
A; RREF(GQZ-). Send Y = (Au1,...,Ay) to User and keep Qi,..., Qn,.

User1(pk, Y, m): sample group elements (R1,...,Ry) <% G” and a random permuta-
tion 7 : [y] — [7]. Compute (I | B;), pi < RREF*(A;R;), then B; + CF(B;) for all
i € [y]. Compute the challenge C' = H((I| By(1)),..., (I | Br(y)), m). Interpret C as
alist (ci,...,¢y) and set C" = (Cr=1(1),--+;Cr=1()), denoted as (ci,...,c,). Send
C’ to Signer.

Signer2(5k7cl7(Q1,---,Q'y)): For each ¢ € [’ﬂ set be = Q;l . Qz Send S’ =
(Qf,...,Q)) to the User.

?

Usera(pk, S’, 7, (R1,B1,..., Ry, B, ), m): Foreachi € [v], verify that RREF(pk_, Q}) =

A; holds; abort if any check fails. For each i € [v], compute QZ = Q) -R; and
Ji = CosetRep(p; 0 Q:). Return sig = (C, (Jr(1)s - - -+ Ir(y)))-

Verify(pk, m, sig): Parse sig = (C = (c1,...,¢y), (J1,...,Jy)). For each ¢ € [y], com-
pute B; = CF ((kai);il : (pkci)jL). Return 1 if C = H((I | B1),..., (I | By),m);

otherwise output 0.

Scheme 3: LEAF-2-(k,~y) : Our improved version of Scheme 1 (Tanuki-2-LESS).
One can remove the identity matrices I in the hash input. The inclusion here is
to make the reduction smoother.

Theorem 4 (Correctness). Scheme 3 has correctness.
Proof. See the proof of Theorem 7.
Theorem 5 (Blindness). Scheme 3 has blindness under malicious key.

Proof. To show the blindness, we have to show that for arbitrary two signatures

sig=((B1,...,B,),(c1,...,¢y), (J1, ..., J5)),




sig/ = ((BY,...,B.), (cl,...,c\), (J1,..., ),

corresponding to Signer’s first messages
(Aq,...,A,),(A], ... ,Ai/).

the adversary cannot distinguish the order of the executions with advantage.

Under the malicious key setting, though the generator matrices are not nec-
essarily M ,-equivalent, the M,,-equivalence between (I | B;), (I | B},) and pk,,
can be guaranteed when ¢; = ¢}, by the validness of the signatures. Hence, this
ensures the existence of the user’s randomness such that the signer’s first mes-
sage (Aq,...,A,) leads to sig’. Without loss of generality, it suffices to show
that the probability generating sig, sig’ are the same. This is a direct implication
of Corollary 1, and we thereby have perfect blindness.

Theorem 6. The Scheme 3 is sequentially OMUF (resp £-OMUF) secure if
Scheme 1 is sequentially OMUF (resp {-OMUF). The reduction is polynomial
time in X\ without loss in advantage.

Proof. Suppose there exists an adversary A that breaks the OMUF security
of Scheme 3. We construct an adversary B that breaks the OMUF security of
Scheme 1 as follows:

1. B initiates the OMUF experiment for Scheme 1 with the challenger C, re-
ceiving G and pk.

2. B runs A on input (G, pk).

3. To simulate the signing oracle, whenever A submits a signing query, B for-
wards it to C and relays the resulting message Y to A.

4. Upon receiving a string C’ from A as User;’s message, B forwards C’ to C
and returns the response S’ to A.

After A outputs signatures {(C; = (¢ij1, .-, ¢iy), (Jit, -y Jin)s mi)}ie[“_l],
B produces valid forgeries as follows:

1. For each i € [{ + 1] and j € [7], compute B; ; such that CF((kaM);ilj .

(Pke, ;)7,,) = Bij.
2. For each j € [7v], apply Proposition 3 to solve the linear equivalence problem
between pk,, ~and (I|B;;), obtaining Q; ;.
3. Return the set {(C’i =(Ci1s---,Cip),s (Qm, .. .,Qiﬁ),mi)} il as forg-
i€[f+1
eries.

This completes the reduction.

4.3 Compact Concurrently Secure Blind Signature from Linear
Equivalence Problem in Canonical Form

We next show our improvement on Scheme 2. As noted in Section 1, Scheme 2 re-
quires two consecutive monomial maps between three codes Cy,Cs,C3. To enable



monomial compression, the codes Co and C3 must be in canonical form. However,
directly compressing the monomial in this setting is infeasible, as F-equivalence
is generally not preserved after applying a random monomial map. That is, for
Co ~r Ch, u(Ca) ~p p(Ch) does not hold for all u € M,,. To overcome this, we
introduce a trick where the user records the F-component while computing the
canonical form of Cy from a generator matrix, and later uses this auxiliary infor-
mation to derive the compressed monomial mapping to Cs. In fact, it suffices to
store only the permutation part of the F-element, since the CosetRep function
does not require the scaling factors.

Formally, except for sharing the same KeyRand subroutine as in Scheme 2,
we make the following modifications:

KeyRand(pk): Given pk = (pky,...,pk,), sample T1,..., T, +$ G and a permutation o +$
S,.. For each i € [k], set pk = RREF(pk,(;yTs(i)). Output (pk’, (T4q,...,Tx),0),
where pk’ = (pkj, ..., pk.).

we further introduce the following algorithms that adaptively modify their
input:

CF*(A): On input a k x (n—k) matrix A or say a systematic generator matrix (I | A),
return CF(A) and a monomial u € F C M,, such that

RREF(uo (T| A)) = (I| CF(A)).

KeyRand*(pk): Given pk = (pkq,...,pk,), sample Ti,..., T, +$ G and a permutation
o % S,. For each i € [K], set

update T,y < pi © To;y, and then set pki, u + CF*(pk;) and update
T, (i) < o Ty;). Output (pk', (T1,...,Tx),0), where pk’ = (pki, ..., pk;).

Remark 1. CF* is computationally feasible in our setting. Indeed, one can apply
the polynomial-time reduction from Proposition 3 for F-equivalence to recover
the corresponding monomial map. A more efficient method is to trace the exe-
cution of CF directly. For the case FF = My & M,,_i, the computation consists
of a sequence of column- and row-sorting and scaling operations [30], which are
straightforward to track. In this setting, the augmented version CF* introduces
less than 1% overhead compared to CF.



Let ¢ be a prime, G = M,, denote the group of n x n monomial matrices over Fy. Set
polynomially-bounded parameters x > 2, a > 0, and 7 = ak as in the framework. Let
H: {0,1}* — [k]” be a hash function with balanced output, i.e., each symbol in [k]
appears equally often.

KeyGen(\): Sample a random full-rank matrix G € F’;X". Let Qi = id and set pk; =
RREF(G). For ¢ = 2 to k, sample Q; < G and set pk;, = RREF(GQ;). Output
sk = (Qa,...,Qx) and pk = (pky,...,pk,).

Signer, (sk, pk): Run (pk’,T",¢’) + KeyRand(pk) with 7" = (T4%,...,T). For
each i € [k], set Q; = ng(i)T;,(i). Sample Qi,...,Q, <s G and compute
A; = RREF(GQ;) for i € [y]. Send (pk’,(A1,...,A,)) to the user and keep
Q1,.--,Q4, Q1,...,QL, T', 0 as secret state.

Useri(pk’, (A1,...,Ay),m): Run (pk”,T,0) <+ KeyRand*(pk’) with T =
(T1,...,Tx). Sample Ri,...,R, <+s$ G and a random permutation .
Compute (I|B;),pi + RREF*(A;R;), then B; <+ CF(B;) for each i€ [y].
C=H(T|Bxr)),..-»I|Brey),pk”,m) and parse C = (c1,...,¢y). For each
i €[], set ¢; = o(cr-1(;y). Send C" = (cy,...,¢,) to the signer.

Signer, (¢, Qu,...,Q4,T’,0"): For each i € [4], compute S; = (Q.) 'Q;. Return
(8" =(81,...,8,),T",0") to the user.

Usera(pk, S, 7, (Ra,...,Ry),T,0,T",0',m): Verify if KeyRand(pk; T”,0”") Z pk’; abort
if not. For each i € [y], verify that RREF (pk'c/_ . S;) < A;; abort if not.
For each i € [v], set J; = CosetRep(p; o T;ISQRi). For each j € [k], compute

I; = CosetRep(T,/(,(j))To(j))- Let 7 =0’ 0o and return

sig = (C, (Jr(),-- s Jn(y))s (1, 1s), 7).

Verify(pk, m, sig): Parse sig = (C = (c1,...,¢y), (J1,...,J5),(I1,..., 1), 7). For each
i € [k], compute pk; = (I | CF ((ka(i))El(pk,r(i))fi)) . For each ¢ € [y], compute
B, = CF ((pk,,)3, (k.,),)

Return 1 if C' < H((T|B1),...,(I| B,), pk, m) holds; otherwise output 0.

Scheme 4: LEAF-3-(k,~) : Our improved version of Scheme 2 (Tanuki-3-LESS).
One can remove the identity matrices I in the hash input. The inclusion here is
to make the reduction smoother.

Theorem 7 (Correctness). Scheme 4 has correctness.

Proof. We begin by showing that the user does not abort in the Usery step when
both parties behave honestly. R
Fix any round ¢ € [y]. The signer samples Q; +$ G and computes

A; = RREF(GQ;).




At Signer,, the value returned is
S =(Qi) " Qi where Q) = Qurer) - Thrur)-
Now consider pkl, = RREF(GQ.,). Then:

RREF(pk,, - S}) — RREF(RREF(GQ,) - (Q.,) ™' - Q;) = RREF(GQ,) = A,.
Hence, Users does not abort.

It suffices to show Verify will return 1.
Recall that for every j € [k] the user computes I; = CosetRep(T;,(U(j))TU(j))

and 7 = ¢’ o 0. Since RREF(ka(j)T;,(U(]))T(j(])) = RREF(pk;.(j)TO-(])) is Sys-
tematic due to the mechanism of KeyRand*, by Lemma 1 we have

pk; = (L] CF((Pk,(;))7,' (Pkr())1,))-

Hence the generator matrices @j, pk;(j)T(,(j) and ka(j)T;,(o(j))TU(j) are
F-equivalent due to the update made in CF*.
For each round i € [y], denote ¢; the i-th coordinate of C and recall J; =

CosetRep(pi ] Qz) with Qz = T;ls;Rz

aciéw(i) ~F pk;(ci)TU(ci)Qﬂ'(i)
~ 5 PRy ey Toten) Toe,y S Bt
~F PRy () Sy Ra(i)
~rF Ar@Rariys (User2)

where the last term will be systematic after applied by p; and be B(;) as com-
puted in User;. By Lemma 1, Verify will return 1.

Theorem 8 (Blindness). Scheme 4 has blindness under malicious key.

Proof. To show the blindness, we have to show that for arbitrary two signatures
Slg = (ﬂ, (Bl, ey Bry)7 (01, ey C,y), (Jl, ey J,y), (Il, ey IH), T),

sig' = (pK , (B, ..., BL), (¢l &)y (Jhse o I, (I IL), T,

corresponding to Signer’s first messages
— —~/
((pk, Aq,...,A,), ((pk, Al ... ,Afy)).

the adversary cannot distinguish the order of the executions with advantage.
Here, pk, ﬂ/ are computed from ((I1,...,I.),7),((I1,...,1I:),T) respectively.
Also, (By,...,B,),(Bj,...,B!) are computed from ((c1,...,¢y), (J1,...,J5))
and ((e1,...,¢y), (J1,...,Jy)) respectively.



For the session specific key E)\IZ, by Corollary 1, the probabilities of resulting
in pk, ﬂ/ are the same regardless of the update made in CF* in KeyRand*. The
same applies for ;)vkl.

Under the malicious key setting, though the generator matrices are not nec-
essarily M,,-equivalent, the M,,-equivalence between (I | B;), (I | B/,) and
]chi can be guaranteed when ¢; = ¢}, by the validness of the signatures. Hence,
this ensures the existence of the user’s randomness such that the signer’s first

message (Aq,...,A,) leads to sig’. For any first message C of signer, we have
Pr[7(C) = (c1,. .., ¢y)] = Pra[n(C) = (¢, ..., ¢})] where 7 is drawn uniformly

at random. Without loss of generality, it suffices to show that the probability
generating sig,sig’ are the same. This is a direct implication of Corollary 1, and
we thereby have perfect blindness.

Theorem 9. Scheme 4 is £-OMUF secure if Scheme 2 is {-OMUF secure. The
reduction is polynomial time in A\ without loss in advantage.

Proof. Suppose there exists an adversary A that breaks the OMUF security
of Scheme 4. We construct an adversary B that breaks the OMUF security of
Scheme 2 as follows:

1. B initiates the OMUF experiment for Scheme 1 with the challenger C, re-
ceiving G and pk.

2. B runs A on input (G, pk).

3. To simulate the signing oracle, whenever A submits a signing query, B for-
wards it to C and relays the resulting message Y to A.

4. Upon receiving a string C’ from A as User;’s message, B forwards C’ to C
and returns the response S’ to A.

After A outputs signatures
{(Oz = (67;71, ceey Ciﬂ), (Ji71, ey Ji,'y): (Ii71, e ,IZ‘,K), Tis mi)}i6[2+l]’
B produces valid forgeries as follows:

1. For each i € [+ 1] and j € [x], pk; ; = (I | CF ((ka(i))le (ka(i))fiyj)) .

2. For each i € [{ + 1] and j € [y], compute B; ; such that CF((&CW_)}}]_ .
(Pke, ) 7.,) = Bij:

3. For each 7 € [{ + 1] and each j € [y], apply Proposition 3 to solve the linear
equivalence problem between ﬂcw_ and (I| B, ;), obtaining Q; ;.

4. For each i € [¢+1] and j € [], again, apply Proposition 3 to solve the linear
equivalence problem between @” and pk obtaining Tim G)-

5. Return the set

{(C’L = (Ci,la s aci,’y>7 (Qi,h R Qi,’y)7 (Ti,h .o 7T7),K);mi)}

i,7:(5)

i€[0+1]
as forgeries.

The use of Proposition 3 gives the corresponding relations needed in the verifi-
cation of Scheme 2, and hence gives valid forgeries.



|sk| |pk| |sig||Seq.OMUF [Con.OMUF| Paradigm
Tanuki-2-LESS-(16,80) 512 B|204 KB| 36.9 KB v log(A) X-Protocol
Tanuki-3-LESS-(54,108) |1.66 KB|530 KB| 74.9 KB v poly(A) |X-Protocol
Tanuki-3-LESS-(70,70) |2.16 KB|530 KB| 64.7 KB v poly(A) | X-Protocol
CSI-Otter-¢4 [43] 16 B| 512 B| 6" KB v log(\) X-Protocol
1] “KB| -KB| 45KB v poly(A) | Fischlin
[51] “KB| - KB| 102 KB v poly(A) | Fischlin
[16] 2KB| 1KB| 22KB v poly(X) Fischlin
LEAF-2-(16,80) 512 B[204 KB| 2.5 KB v log(\) |Z-Protocol
LEAF-3-(54,108) 1.63 KB|719 KB|5.10 KB v poly(A) | Z-Protocol
LEAF-3-(70,70) 2.16 KB|936 KB|4.42 KB v poly(A) | Z-Protocol

Table 1. Comparison of key and signature sizes of different post-quantum at the 128-
bit security level (i.e. A = 128). The columns “Seq.OMUF & Con.OMUF” indicate the se-
quential security and concurrent security respectively. The former notion means OMUF
security by allowing only one execution at the same time. While the x-concurrent no-
tion consider OMUF allow x signing session at the same time. For the performance of
CSI-Otter [43], we scale their number of repetitions by 1.5 because the original number
does not offer sufficient sequential security as mentioned in [33,44].

5 Performance

We provide a C implementation on an Intel Core i7-12700H @ 2.30 GHz, com-
bining and adapting the AVX2-optimized LESS implementation of CF and RREF
functions from [6] into our specification using the flags -03 -mavx2 -mavx
-march=native -mtune=native -ftree-vectorize. Table 1 gives a size com-
parison with other post-quantum blind signatures, and Table 2 shows the corre-
sponding runtime.
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A Cryptographic Group Action and Tanuki Frameworks

A.1 Cryptographic Group Actions

The following is almost a verbatim of [36].

The study of post-quantum group actions has seen growing interest in re-
cent years. This line of research began in the commutative setting, notably
through isogeny-based constructions [25], and has since demonstrated broad ap-
plicability to advanced cryptographic primitives [14,47,32,13,46]. The develop-
ments [7,29,19,8,23,10,9,24] have emerged in the non-commutative setting, with
increasing attention in both code-based and lattice-based cryptography.

Definition 8 (Group action). Let (G,-) be a group. We say G acts on a set
X by a function x: G x X — X or (G, X,*) is a group action if it satisfies the
following properties. 1) Identity: for any x € X, we have e x x = x where e is
the identity element of G. 2) Compatibility: for any g,h € G and any x € X, we
have (gh) x v = g * (hx ).

Definition 9 (Cryptographic Group Action). Let (x, G, X, *) be given where
(G, X, %) defines a group action and x € X. We say that (x,G, X,*) is a cryp-

tographic group action if there exist computationally efficient algorithms for the

following tasks:

— Unique set element representation: Given any element x € X, compute
a unique representation of x.

— Unique group element representation: Given any element g € G, com-

pute a unique representation of g.

Group sampling: Sampling over G uniformly at random (or statistically).

Group element inversion: Given any g € G, compute its inverse g~ *.

Group action: Given any x € X and g € G, compute g * x.

A.2 Hardness Assumptions and the Algebraic Group Action Model
We introduce the assumptions we considered in this work.

Definition 10 (Group action inverse problem (GAIP/GA-DLog)). Let
II = (z,G, X, %) be a cryptographic group action. The group action inverse prob-
lem asks, given y = gxx where g +$ G to find an element g € G such that
g xx =1y. We define the advantage of a p.p.t. adversary A in solving GAIP with
respect to II as Adv%f()\) = Pr[A(y) € G such that A(y) x x = y|, where the
probability is over the randomness of sampling over G and the internal random-

ness of A.

Definition 11 (One-More-Vectorization Problem (OMVP)). Let IT =
(x,G, X, %) be a cryptographic group action. We define the one-more vectoriza-
tion problem game OMVP with respect to a p.p.t. adversary A in figure 4. We
define the advantage of A in OMVP with respect to II as as Advloj'j/'XP()\) =

Pr[OMVPA(\) = 1], where the probability is over the randomness of sampling
over G in the game and the internal randomness of A.



OMVP7(\) dLog(y, 2) Chall()

C=][]; k=0 k=k+1; g<s$G; y<+ g*ux;
(z, X, G, %) < II if 3gst.gxy=2then C=C| 4]
O AThhdtor (X G ) return g return y

return (Cxz=C' xx A k <|C|) else return L

Fig. 4. The game OMVP and the oracles Chall,dLog.

Though some novel attacks on variant assumptions of the linear equivalence
problem have been reported in the literature [23,48], the assumption described
above remains unaffected. In short, [23] shows an effective attack when a secret
monomial map is applied twice on different codes, which gives sufficiently many
linear equations to solve for the monomial map. [48] gives an attack when a bit
of nonce is leaked, where the zero-knowledge comprises and the attacker can
reduce key space effectively.

Definition 12 (Algebraic Algorithm). Let the cryptographic group action
I = (z,G, X, ) be given. We say that an algorithm A is algebraic if, for any
set element y € X that it outputs, it also outputs a group element g and an index
i €N, ie., (y,(g,7) s A(T) such that y = g; * x;.

For an adversary A that has access to oracles during its runtime, we impose
the above restriction on all group elements that it outputs to an oracle. Similarly,
all group elements that A receives through oracle interactions are treated as
inputs to A; hence, such group elements become part of 7 when A outputs set
elements (and hence algebraic coefficients) at a later point.
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Let (z, X, G,*) be a cryptographic group action. Let « be a positive integer and x =
K(A) > 2, u = u(A) = a- k(\) be polynomial functions in the security parameter .
Let H : {0,1}* — [k]* be a hash function with the following property: for any string
m and i, j € [k] the number of occurrences of ¢ in H(m) is equal to those of j.

KeyGen(\): set g1 = id and sample group elements gs,...,¢. <% G* . Output
sk =(g2,...,9x) and pk = (pky,...,pk,) = (,92 *x T, ..., gr * T).

Signer, (sk): sample group elements hi,...,h, +$ G*. Compute y; = h; x ¢ for each
1 € [p]. Send Y = (y1,...,yu) to User and keep hi,..., h,.

Usery (pk, Y, m): sample group elements (r1,...,7,) +$ G* and a random permutation
m : [u] — [u]. Compute z; = r; xy; for all ¢ € [u]. Compute the chal-
lenge C' = H(zza),..-,2ru),m). Interpret C' as a list (ci,...,cu) and set

C" = (Ca=1(1)s-++»Ca—1(u)- Send C’ to Signer.

Signer,(sk,C’, (h1,...,hyu)): Parse C' as (cf,...,c,). For each i € [u] set s} = hi-g_,".
Send S’ = (s1,...,s,) to the User.

Usera(pk, S’ 7, (11,21, - -y Ty 2u), m): For each i € [u] set s; = r; - sj.
Output signature sig = ((Zx(1)s- - -+ Zr()), (Sx(1)s - - -+ Sx(w)))- Abort if it is invalid.

Verify(pk, m,sig): Parse sig = ((z1,...,2u),(s1,...,8,)) and compute the challenge
(c1,...,¢u) = H(z1,...,24,m). Output 1 if for all ¢ € [u] the following holds: s; %
Otherwise, output 0.

Framework 1: Multi-key Blind Signature

A.4 Tanuki 3

Let KeyGen be the key generation function of the previous scheme. We introduce
the algorithm KeyRand: on input a public key pk = (pky,...,pk,) sample a
vector (t1,...,t,) <8 G* and permutation o < S,;, randomize pk by computing
pk' = (to(1) * Py (1), - - - s Lo(r) * PKy(s)) and output (pK', (t1, ... tx),0).




Let (z, X, G, *) be a cryptographic group action. Let a be a positive integer and x =
K(A) > 2, u = u(A) = a- k(\) be polynomial functions in the security parameter .
Let H : {0,1}" — [k]* be a hash function with the following property: for any string
m and 4, j € [k] the number of occurrences of 7 in H(m) is equal to those of j.

KeyGen(\): set g1 = id and sample group elements go,...,g. <$ G" . Output
sk =(g2,...,9x) and pk = (pky,...,pk,) = (,92 % T, ..., gr * T).

Signer, (sk, pk): compute pk’,t',0" < KeyRand(pk). For i € [] set g; = t,/(;) * Go'(i)-
Sample group elements hi,...,h, <3 G and compute y; = h; x x for each i € [u].

Send pk’, (y1,---,y,) to User and keep hi,...,hu,g1,...,gn,t' 0"

Useri(pk’, y1,- .., Yu,m): compute pk”,t,0 < KeyRand(pk’). Sample group elements

r1,...,7, <% G and random permutation w. For ¢ € [u] compute z; = r; x y;.
Compute the challenge ¢ = H(2zx(1), - . -, Zx(u), PK”, m). Interpret c as a list c1,..., ¢y
and set ¢ = (0(cr-1(1))s---,0(Cx-1(,))- Send ¢’ to Signer.

Signery (¢, g1,y gy Ry oy B,y
si="h;(gl,)"" Send S’ = (s

t',0'): parse ¢ as (ci,...,c,). For each ¢ € [u] set
1r---s8y),t', 0 to the User.

Usera(pk, S’, 7, (11,21, - - -y Ty 2u), m): Verify pk’ Z KeyGen(pk;t', ') and verify S’. For

each i € [u], compute s; = r; - 5} ~t;1. Output signature

sig = (Cv (871'(1)7 CER Sﬂ(u))? (ta(l) ' t;/(a(l))a cee to(m) ' t,o"(a'(l-z)))v oo J) .

Verify(pk, m,sig): Parse sig = ((c1,...,¢u), (s1,...,8u), (t1,...,tx),0). Compute pk =

(t1 * PKo(1ys - o tn ¥ pk(,(K)), and verify that ¢ < H(81 *ﬂq,.
holds. Output 1 if the above equality holds, and 0 otherwise.

"7‘5#*@@”&)”7‘)

Framework 2: Randomized Multi-key Blind Signature
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