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Abstract. Since Kuwakado and Morii’s work (ISIT 2010 & ISITA 2012), it is known that the classically
secure 3-round Luby-Rackoff PRP and Even-Mansour cipher become insecure against an adversary equipped
with quantum query access. However, while this query model (the so-called Q2 model) has led to many more
attacks, it seems that restricting the adversary to classical query access prevents such breaks (the so-called
Q1 model). Indeed, at EUROCRYPT 2022, Alagic et al. proved the Ql-security of the Even-Mansour cipher.
Notably, such a proof needs to take into account the dichotomy between construction queries, which are
classical, and primitive queries, which are quantum (since the random oracle / permutation models a public
function that the adversary can compute).

In this paper, we focus on Feistel ciphers. More precisely, we consider Key-Alternating Feistels built from
random functions or permutations. We borrow the tools used by Alagic et al. and adapt them to this setting,
showing that in the Q1 setting: e the 3-round Key-Alternating Feistel, even when the round functions are the
same random oracle, is a pseudo-random permutation; e similarly the 4-round KAF is a strong pseudo-random
permutation.

Keywords: Feistel networks - Post-quantum cryptography - Symmetric cryptography - Provable security
- Q1 security

1 Introduction

Due to the progress made by quantum computing devices, it is vital to know how cryptographic algorithms
perform against adversaries equipped with quantum computers. In the public key setting, polynomial time

quantum algorithms can factor integers and compute discrete logarithms | ], breaking most currently deployed
asymmetric schemes that rely on these hardness assumptions. In the symmetric key setting, Grover’s search
algorithm leads to a quadratic speedup for exhaustive search problems [ ], including exhaustive key search,

which leads to a halving of security levels for many cryptosystems. However, more powerful quantum attacks
exist for many symmetric constructions. By exploiting quantum period-finding, the Even-Mansour cipher and
3-round Luby-Rackoff pseudo-random permutation were found insecure by Kuwakado and Morii [ , ],
despite having classical security proofs. Over the following years, more and more constructions were found to be
broken | , , , , , ].

While the most significant attacks are specific to an adversary equipped with quantum queries to secret-key
oracles (the so-called Q2 setting), the security of these constructions in the weaker Q1 setting (without quantum
queries) does not follow immediately. Indeed, there are known cases where the gap between classical and quantum
securities is larger than the generic quadratic speedup of Grover’s algorithm | ]. Thus, symmetric constructions
need to be re-analyzed case by case to determine the exact security level that they can offer.
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Key-Alternating Feistels. Key-Alternating Feistel (KAF) ciphers | | are a fundamental class of block ciphers
that are constructed using multiple rounds of Feistel permutations combined with independent round keys. As they
are ubiquitous in block cipher design, their classical security has been analyzed and is well understood [ ,

, , ]. Tt is known that 3- and 4-round KAF ciphers are respectively pseudorandom and strong
pseudorandom permutations, analogously to the (unkeyed) Luby-Rackoff schemes.

However, in the quantum setting, the first results in this direction were negative. Indeed, the very first break in
the Q2 model was that of the 3-round Luby-Rackoff pseudorandom permutation by Kuwakado and Morii | ].
They showed that the construction could be distinguished in polynomial time by an adversary making quantum
queries to it, using Simon’s period-finding algorithm | ]. In addition, Ito et al. | ] showed a quantum
attack to distinguish the 4-round construction, when both forward and backward queries are allowed. Similar attacks
break the corresponding 3- and 4-round KAF ciphers.

It is possible to counter these attacks, while remaining in the Q2 setting, by adding more rounds to the
Feistel scheme. There has been a claim on the security of 4-round Luby-Rackoff being a quantum pseudorandom
permutation | ]. However, Bhaumik et al. | ] pointed out a technical issue in the proof, and they could
only prove security in a restricted setting of a non-adaptive quantum adversary, where the queries have to be
decided up front before any query response. Besides, to the best of our knowledge, existing proofs of security for
Feistel schemes in the quantum setting have focused on the Luby-Rackoff scheme, not on the KAF ciphers. In the
Luby-Rackoff construction, the round functions are random, and the adversary cannot access them. In the KAF
setting, the round functions are known.

Q2 and Q1 Security. While the Q2 model is non-trivial, with the attacks and proofs of security mentioned above,
as of now it is recognized as theoretical: in the near future, cryptographic schemes will continue to be implemented
on a classical computer, a system with which interactions can only be classical. This corresponds to the weaker Q1
setting, in which any construction containing the secret key can only be accessed classically.

Interestingly, some constructions which appear broken in the Q2 setting can have their security restored in the
Q1 setting. The main questions in the field are therefore to find which constructions are Q2-secure, and for the
remaining ones, to prove their conjectured Q1 security.

For constructions relying on keyed primitives, Q1 security is quite easy to prove. For instance the proof of
security of PRP (resp. SPRP) of Luby-Rackoff can be transferred to the Q1 setting as long as the adversary only
has classical access to the construction, and the underlying round functions are modelled as ideal primitives with
designated key input, like an ideal cipher or a sufficiently compressing random function. In these scenarios, as long
as the key input is independent of adversary’s queries, one can safely transfer the classical security results to the
Q1 setting at the cost of a key recovery advantage. The latter amounts to black-box quantum exhaustive search,
where Grover’s algorithm gives a tight solution [ |. However, this does not hold for constructions based
on public primitives without a designated key input, i.e., like a public permutation or a function with short input
length. In these cases, the key(s) have to be mixed with adversarial input before the application of the primitive.
An enterprising adversary could possibly exploit this mixing beyond the usual Grover’s search by issuing quantum
queries to the public functions, since they can be implemented on his quantum device.

This is notably the case of the Even-Mansour | ] and tweakable Even-Mansour ciphers | |, but
also of Feistel and Generalized Feistel block ciphers (e.g., | ]) where the round function is public and the
security relies only on the secrecy of the key. On the Even-Mansour example, ten years elapsed between the Q2
attack and the Q1 proof; while the former is overly simple, the latter needs to handle very subtle technicalities.
One notable difficulty is the adaptiveness of the classical queries made by the adversary, and of the ordering of the
queries. Indeed, some other Q1 security proofs simplified the situation by considering non-adaptive classical queries,
such as the proof for the FX key-extension given in [ ]. However, the recent literature now offers a better array
of tools to handle these issues, such as those of | ]. A natural question then follows: can these tools be used
to prove the security of KAF ciphers, in the Q1 setting? Together with the security of Even-Mansour, such a result
could only increase our confidence in the robustness of block cipher designs against quantum adversaries.

Our Contributions. In this paper, we answer positively this question and show the security of several KAF
constructions, based either on random functions or permutations. In particular, we show that a 3-round KAF
cipher, when the round functions are modeled as a random oracle (even if identical), is a PRP in the Q1 setting;



and a 4-round KAF cipher is a strong PRP under the same conditions. These numbers of rounds are tight, since
2-round and 3-round can respectively be broken by classical attacks.

More precisely, for any adversary that makes ¢ classical construction queries and p quantum primitive queries,
in the case of independent permutations (resp. functions), we obtain the following results (Section 3.3):

(8 rounds, indep. permutations);

Pg-prp p
AthF"‘(S) (./4 on on

Advtii}iﬁrp(/l ) <40q./ % +40py/ 55 + 1. 5q (4 rounds, indep. permutations);

Advtp?(';rp(A) <12p 2,L +9¢q gff + 122'73(1 (8 rounds, indep. functions);

Advtpq(z)prp(.A) < 16py/ 3L +12¢q gff + 16 5q (4 rounds, indep. functions).

The case where the function used is the same at each round is more important in practice, since it aligns more
closely with the design of practical block ciphers. We prove the respective bounds for 3-round KAF and 4-round
KAF for the single-function case:

2
AdVESEP(A) < dpy /3 4129 %f+ 0

AP (A) < 1894/ 5% +6py/5F + 25 5"

The only case that is missing from our analysis is the single-permutation case, which we leave as an interesting
open question.

Regarding the tightness of the bounds, for 3 rounds the bound matches the best known attack, as follows. After
three rounds, one of the output branches has the expression:

r® falko By ® fi(kr 1)) .

By fixing x, we obtain a function fo(y® ke ® f1(k1 ®x)) where ko ® f1 (k1 ®x) is an n-bit secret. If we make ¢ < on/3
classical queries to this function, we can use the offline-Simon | ] or BHT | | algorithms to find this
secret (thus distinguish from a random permutation) in quantum time O(1/27/q). For 4 rounds, to the best of our
knowledge, a matching attack is not known. The main issue is that we would like to find a collision, or a period,
in a function defined using the 4-round Feistel, and we cannot transform this into an asymmetric problem with the
construction on one side and a round function on the other side.

Techniques. The techniques we use are quite generic, suggesting that other classical proofs of security (e.g., for
Lai-Massey schemes or Feistel with more lanes) could be transformed similarly in the Q1 setting.

Our proofs rely on the tools established by Alagic et al. | ] to prove the security of Even-Mansour, with
some simplifications and adaptations to our case. Ultimately, the proof relies on a series of hybrids in which both
classical construction queries and quantum primitive queries are replaced by the ideal case. The main technicality
is to ensure that both queries will still match. Concretely, we use the following tools:

— A result of Don, Fehr and Huang | ] which reduces adaptive multi-oracle algorithms (which choose the
order of their queries) to static ones (which use a fixed ordering of queries). This removes some technicalities of
Alagic et al’s proofs and tools.

— An arbitrary reprogramming (ARP) lemma which handles the replacement of a classical query (by
reprogramming the random oracle accordingly).

— An adaptive resampling (ARS) lemma which handles the replacement of the primitive queries.

The main technical challenge with respect to | | is handling bad events. Indeed, the reprogramming of
the random oracle may fail if some collisions occur. We also solve this problem with the ARS game, but in order to
make the proof easier, we introduce a new interface of collision-in-the-dark games (strong and weak versions). In
these games, the adversary interacts with a random oracle and returns a set of inputs; later, the challenger samples
a key, and the adversary wins only if some relation is satisfied. This interface brings the proof closer to a classical
proof of security.



Organization. In Section 2 we give definitions and technical preliminaries. In Section 3 we define KAF ciphers and
give our results for the case of independent round functions (resp. permutations), which are easier to prove. Later
in Section 4, we give the proof for 3-round KAF with identical round functions, and in Section 5, for 4 rounds.

The proof for independent permutations follows from a reduction to the Q1 security of the Even-Mansour
cipher | ]. Similarly, the proof for independent functions uses a reduction to the Q1 security of a blind hash
function, which may be of independent interest. The detailed proof is given in Section D.

2 Preliminaries

In this section we give various definitions and results required for the Q1 security proofs developed in this paper.
Most of them are borrowed or adapted from the literature, except the collision-in-the-dark games (Section 2.5),
which are a new interface to the adaptive resampling game, and will be quite useful in our proofs.

2.1 Notation

Throughout this paper, we use [n] to denote {0,1,...,n — 1} and = < X to indicate that x has been sampled
uniformly at random from the set X. Other notations specific to Feistel ciphers will be given in Section 3. We
usually use I to denote a random oracle.

For any function f: X — Y and (z,y) € X x ), define the locally-redefined function f(*¥) : X — Y as

f(T’y)(.Z‘/) — {y if ' = x,

f(z') otherwise.

We extend the notion of locally-redefined function to a partial function B = {(z1,41),..., (zk, yx)} for pairwise
distinct 21, ..., 2y, and denote the corresponding function as fZ, defined inductively as 2 := (fB\{(xk,yk)})(xmyk).

When an adversary has quantum access to a function f : {0,1}"™ — {0,1}", this means that the adversary
accesses, as a black-box, the (n 4 m)-qubit unitary operator |z)|y) — |z)|y ® f(z)). Sometimes we write A to
explicitly indicate that A4 has quantum access to f.

2.2 PQ-PRP and PQ-SPRP Security

Let Perm({0,1}") be the set of permutations of {0,1}". Let A? be an algorithm having access to an oracle @)
and making only forward queries x — (x) to it, and outputting a bit. The pseudorandom permutation (PRP)
advantage of A against a family of n-bit permutations Fy, indexed by a secret key k& € {0,1}™, is defined as:

PP AY Fr n
AdvtPP(A) = k<_$1;)1:1}m(¢4 —1) _H<—$Peerr({o,1}n)(A = 1) . (1)
In addition, when A is a quantum algorithm (but access to @ remains classical), we use the notation Advtf" """ (A).
Next, if A is an algorithm having both forward and backward (z — @~!(z)) access to the permutation oracle,
Equation 1 defines the strong pseudorandom permutation (SPRP) advantage AdvtyP(A), and similarly, the
PQ-SPRP advantage AdvtE¥*"?(A) when A is a quantum algorithm.

We consider PQ-PRP and PQ-SPRP definitions when Fj is a construction, built over a primitive f that is
modelled as a random oracle (or a random permutation). In that case, the primitive is chosen uniformly at random
before running the game, and A accesses it via a quantum oracle: |z)|y) — |2)|y @ f(z)), and in the PQ-SPRP
game, a quantum oracle: |x)|y) — |z)|y & f~1(z)). Access to the construction remains the same.

2.3 The Arbitrary Reprogramming Game

We give a slightly reformulated version of the arbitrary reprogramming lemma from Alagic et al. | ]. The
version found in [ ] is more technical, because it needs to handle an adaptively chosen number of queries.
Due to the use of an adaptive-to-static reduction later on, we only need to handle a fixed number of queries, which
simplifies the setting.



[ ARP (Arbitrary ReProgramming) Game I

Let I': X — Y denote a random oracle, and set g = 'y = I'. The arbitrary reprogramming (or ARP) game
is a random experiment played by a challenger and a distinguisher D (see Fig. 5 (left) for the pseudocode).

Phase 1: The challenger fixes a bit b <—g {0,1}. D is given quantum access to ', and it returns the
description of a randomized algorithm B whose output is a partial function B C X x ). Let By = {z |
Jy: (z,y) € B} and € = max,e(o,13» {Prp sz € Bi]}. Note that € is an important parameter.

Phase 2: The challenger runs B and obtains B and sets 'y = ['Z, where [P is the function locally redefined
at B. D is again given quantum access to [p.

Phase 3: D loses its access to I'p. It receives the randomness r used to invoke B in phase 2, then outputs
a bit b'.

The ARP advantage of D is defined as:
Advt™ (D) = [Pr (D" =1|b=1) - Pr (P> =1|b=0)]. (2)

Of course, D will be able to detect the reprogramming if it queried I, with a high amplitude on the preimages
of B. However, B is a probabilistic algorithm, and D only obtains the randomness used to run it after losing access
to the oracle. Then, one shows that the advantage of D only depends on the number of queries during the query
phase (phase 1 and 2), and on the probability that a given input appears in the preimages of B.

Proposition 1. [Arbitrary Reprogramming Lemma] For any p-query ARP-distinguisher D, it holds that
Advt*™ (D) <2p-+e.

The proof is given in Section B.

2.4 The Adaptive Resampling Game

[ ARS (Adaptive ReSampling) Game |

Let [ : X1 x Xy — Y denote a uniform random function (and the corresponding random oracle thereof),
and set [ =1 =T. Let RS denote a probabilistic algorithm defined as follows: on input ¢ € &7,

1. sample (z,y) g Xo X V;

2. set [} + I'gcnx’y);

3. return .
On inputs not in X7, it just returns L. This algorithm is stateful, since it modifies the definition of ;. It
may also override a previous definition.

The adaptive resampling (or ARS) game is a random experiment played by a challenger and a distinguisher
D (see Fig. 5 (right) for the pseudocode).

Phase 1: The challenger fixes a bit b < {0, 1}.

Phase 2: The distinguisher D is given quantum access to [, (the random oracle) and classical access to
RS (the resampler).

Phase 3: D outputs a guess b’.

The ARS advantage of D is defined as:
Advt*™(D) == [Pr (D™ =1|b=1) —Pr (D™ =1|b=0)], (3)

and upper bounded using the following result.



Proposition 2 (Proposition 1 in [ 1). For any D that makes at most p queries to the random oracle
and at most r queries to the resampler, it holds that

p
Advt®™ (D) < 1.5r, | —.
(D) < V s

2.5 The Collisions-in-the-dark Games

In our proofs, we need to bound the probability that an adversary A, which accesses a random oracle quantumly,
can find a set of inputs satisfying a given relation R, when fed into a keyed function based on this random oracle.
As this happens on more than one occasion, we formalize this situation through the following games (see Fig. 6
(right) for the pseudocode).

[ SCitD (Strong Collisions-in-the-dark) Game I

\

Let X = Xy x X} and Y be two finite sets, where X; = {0,1}". Let I : X3 — Y be a random oracle. Fix
some relation R € X2 x 2. The SCitD game is played between a challenger and an adversary A.

Phase 1: The adversary .4 makes p quantum queries to the random oracle I' and returns a tuple (X*, z*),
where X* C X, |X¥*| = g and z* = (z§,z7) € X.
Phase 2: The challenger samples a key k <—g Xj.

We say that A wins if the following event holds:

SCr(X*,2*): Fx = (x0, 1) € X" such that (z,2*,[ (k& z1),[ (kD x])) € R.

The advantage of A in SCitD is defined as Pr(SCr(X™*,z*)) where the randomness is induced by A’s own
randomness, by the oracle I' and by k. We prove the following result on strong collisions-in-the-dark.

Lemma 1. [Strong Collisions-in-the-dark] For any adversary A in the strong collisions-in-the-dark game with
respect to the relation R, making p queries and returning a set of size q:

p
P SCr(X*,2%)) < 1.5,/ — P ,x*,7,T(s)) €R).
e oh 4 (BCR(27,27)) < gn T max  Pro((@2%n0(s) €R)
s¢—g X1

The proof is given in Section B. Note that, the second term on the right hand side rules out trivial relations.

[ WCitD (Weak Collisions-in-the-dark) Game I

Let X = Xy x X7 and Y be two finite sets, where X; = {0,1}". Let [ : X1 — Y be a random oracle. Fix
some relation R € X2 x Y2. The WCitD game is played between a challenger and an adversary A.

Phase 1: The adversary 4 makes p quantum queries to the random oracle I' and returns a set X* C X
such that |X*| = q.
Phase 2: The challenger samples a key k <—¢ Xj.

We say that A wins if the following event holds:

WCr(X™*): Jz,2' € X*,x # 2/, such that (x,2",[(k® x1),[(k®x})) € R,

The advantage of A in WCitD is defined as Pr (WCg(X'*)) where the randomness is induced by A’s coins, the
and k. Note that, WCitD is weaker than SCitD in the sense that any adversary that can win SCitD can also win
WCitD. We prove the following result on weak collisions-in-the-dark.



Lemma 2. [Weak Collisions-in-the-dark] For any p-query adversary A in the weak collisions-in-the-dark game
with respect to the relation R:

Pr (ch(x*))g1.5q,/2%+q2 max  Pr ((z,2',r,[(s)) € R).

XreA T,x' €X1 ri—g)

sg X1
The proof is given in Section B.
2.6 Making Multi-Oracle Algorithms Static
We use a result from Don, Fehr and Huang | ]. Let n € N. Consider an adversary accessing multiple oracles
01,03,,...,0,, either classical or quantum. We denote as q = (q1,. .., ¢n) an upper bound on the total number of
queries made to Oy, ..., O, respectively. In general, the order in which the (adaptive) adversary queries the different

oracles can vary between two executions. The case of a static adversary, which queries the oracles in a fixed order,
is much easier to analyze. Fortunately, there is a reduction from adaptive to static adversaries, as follows.

Proposition 3 (Theorem 1 in | ). There exists a polynomial-time interactive oracle algorithm B, such
that for any q := (q1,- - -, qn) and any adaptive q-query oracle algorithm A®1+~On  the oracle algorithm B[A](19) is
a static nq-query oracle algorithm that is functionally equivalent to A for all stateless instantiations of the oracles
O1,...,0,.

This result is valid both for classical and quantum access to the oracles O, ..., O,. It relies on the definition
of a fixed sequence of oracle choices with nq = (nqi,...,ng,) queries, in which any possible sequence with at most
q queries can be embedded. The oracle algorithm B[.A] can then adaptively choose to perform a dummy query and
discard its result, or to keep it depending on the next query that is asked for by A.

We will use this result for a pair of oracles O, O, where one of them is queried classically and the other
quantumly.

3 Key-Alternating Feistel Network

In this section, we give formal definitions of permutation- and function-based key-alternating Feistel networks.
We also give results on their post-quantum security when the functions (resp. permutations) are independent
(Section 3.3).

3.1 Function-based Instantiation

For any function f : {0,1}" — {0,1}", the one-round Key Alternating Feistel (KAF) F/ : {0,1}" x {0,1}?>" —
{0,1}?" is a keyed permutation based on f that is defined by the mapping:

F£($o7$1) = (z1, 20 @ f(x1 D k)) , (4)

for any k,zo,z1 € {0,1}". For a sequence of functions f(") = (fi,..., f.), the r-round Key Alternating Feistel
F/7 40,1} x {0,1}2" — {0,1}2" is a keyed permutation based on f() that is defined by the mapping;

()
F£ (1'0,1'1) = Fﬁ:O"'oFii(mOaxl)v (5)

for any k = (ky1,...,k.) € {0,1}"™, and xg,z1 € {0,1}". See Fig. 1 for an illustration. Throughout the paper, we
use notations analogous to Fig. 1 in context of function-based KAF. The input to the i-th round function f; is given
by z; ® k; and the corresponding output must satisfy the relation:

fi@i) =21 ® i (6)

forall i € {1,...,7}, and Fim (xo,21) = (Tp, Tpy1).
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Fig. 1: Function-based (left) and permutation-based (right) 4-round Key Alternating Feistel. The 3-round version
is obtained by removing the last round.

3.2 Permutation-based Instantiation

For any permutation 7 of {0,1}", the one-round Key Alternating Feistel F/ : {0,1}?" x {0,1}?>" — {0,1}?" is a
keyed permutation based on 7 that is defined by the mapping:

FT(z0,21) == (21,20 B ko ® m(x1 & k1)), (7)

for any k = (ki1, k2) € {0,1}2", and 20, z; € {0,1}". For a sequence of permutations 7(") = (71, ..., 7,), the r-round
Key Alternating Feistel F™" : {0,1}™ x {0,1}2" — {0,1}2" is a keyed permutation based on 7(") that is defined
by the mapping:
() T s
Fk (anxl) = Fk-r o--~oFk11(x07x1)7 (8)
for any k = (k1,..., k) € {0,1}?>"" and xo,z1 € {0,1}", where k; = (k;1, ki2). See Fig. 1 for an illustration of Key
Alternating Feistel based on permutations. Throughout the paper, we use the following notations in the context of

permutation-based KAF. The input to the i-th round function ; is given by z; @ k;, and the corresponding output
must satisfy the relation:

mi(x) = i1 B Tip1 D ko (9)

foralli e {1,...,7}, and Fgm (zo, 1) = (Tr, Tpg1)-

3.3 Initial Observations on the Post-Quantum Security of KAF

In the case where the functions (resp. permutations) used are uniform and independent; it is possible to prove the
post-quantum security of KAF using more direct arguments.



Permutation-based KAF. We now consider instantiating the sequence of permutations in the definition given
by Eq. (8) by a sequence of mutually independent and uniform random permutations 7" over {0,1}".

Observe that, in a permutation-based KAF, for any ¢ € {1,...,r}, the mapping z; — x;_1 § x; 41 is given by
the well-known Even-Mansour cipher | ], which operates using a secret key pair (k;1, ki2) and a publicly known
permutation 7, and is defined by the mapping:

E™ : (kih kig,l‘) — 7T(k'1‘1 ) l’) D ]{11'2 .

In | ], Alagic et al. proved the post-quantum security of the Even-Mansour cipher E™, which we restate in
the following theorem (reformulated in our language):

Theorem 1. For any adversary A that makes q classical queries to E™ and p quantum queries to 7, it holds that

AdvtRIPP(A) < 10q, /2% +10py /2% .

This leads to the following corollaries on the security of F* and F”(4), the detailed proofs of which we include
in Section C.

Corollary 1. For any adversary A that makes q classical queries to F* and p quantum queries to ©3), it holds

that )
3.5
AdvtPIEP(A) < 30g, /2% +30p,/ 2% + 23 .

Proof (Sketch). The first step is a boilerplate hybrid argument that replaces the mapping x; — x;_1 @ x;41 for all
i € [4] with the corresponding Even-Mansour instance. Since all these instances are independent, we can implement
this replacement with a cost of 3AdvtEI*P"(A). Beyond this point the proof simply employs the PRP-PRF switch
lemma [ ] and the well-known Luby-Rackoff bound | ] O

Corollary 2. For any adversary A that makes q classical queries to F™ and p quantum queries to 7™, it holds

that )
, 45
AdvEPTEP(A) < d0qy | 2 +40p [ I+ ST

Proof (Sketch). Using a similar hybrid argument as above we replace the mapping x; — z;_1 @ x;41 for all i € [4]
with the corresponding Even-Mansour instance. Now, we can simply use the classical SPRP bound from | ] to
complete the proof. O

Function-based KAF. A similar hybrid argument trick will also be used when we instantiate the sequence of
functions in the definition given by Eq. (5) by a sequence of mutually independent and uniform random functions
r . {o,1}» — {0,1}".

However, in order to apply this approach, we have to show an appropriate post-quantum security bound for the
blind hash construction '® : {0,1}™ x {0,1}™ — {0,1}"™ which is defined by the mapping:

(ki,x) — T(k; @ x),
where I is a uniform random function from {0, 1} to {0,1}". In Section D we prove the following result.

Theorem 2. For any computationally unbounded adversary A’ that makes ¢’ classical queries to T and p’ quantum

queries to I, it holds that
[2q [2p)  4q"?
pa-prf /47 / q ! p q

With proofs similar to the permutation case (except that there is no PRF-PRP switching), this immediately

gives the following corollaries on the security of Fr and F™* by setting m = n.



Corollary 3. For any adversary A that makes ¢’ classical queries to the construction and p’ quantum queries to

[ (3), it holds that
12q’ [ 2p' 12.5¢"2
ti?(—gp (" L) < 12]3/ 2qn 9ql 21771 2nq .

Corollary 4. For any adversary A that makes q' classical queries to the construction and p' quantum queries to

4, it holds that
or [24¢' [2p'  16.5¢"
Advt‘;?(f)p p(A) S 16}?/ 27 + 12ql 27 + on .

4 Security of 3-round KAF with Identical Functions

In this section we prove the post-quantum security of 3-round KAF with relaxed assumptions on the primitive,
namely, all the primitives are identically instantiated with a single uniform random function I : {0,1}™ — {0, 1}".
Thus, [®) = (F,T,T). We now show that this relaxed variant, which we call Fi, achieves post-quantum PRP security
when k = (k’hk‘g, k‘g) g {0, 1}3n.

The proof roughly goes as follows. We use a series of hybrids indexed by 7 (H;), where the first ¢ classical queries
(and all quantum queries made between them) are answered by random oracles; in addition, each hybrid aborts
when the classical query transcript is invalid (or more precisely, answers L to subsequent classical queries). The
PRP advantage is then expressed depending on the probability to output 1, or to obtain a bad transcript, in all
these games. For the last hybrid (all random) we use the collisions-in-the-dark game to bound the probability of a
bad transcript. R

To hop between two games H;, we use a hybrid H; in which the next classical query is reprogrammed. This is
where we use first the ARP (Lemma 3), then the ARS (Lemma 4) bounds, and in addition the collisions-in-the-dark
game again.

Theorem 3. For any computationally unbounded adversary A’ that makes ¢’ classical queries to the construction
and p' quantum primitive queries, it holds that

] [4q’ [2p"  50q">
Advt2IPP(AY) < 4p' 2—(1” + 124 2% + 2(7{ :

Proof. We replace A’ which makes an adaptive choice of the sequence in which it accesses its oracle, with A that
fixes a non-adaptive pattern of oracle access. By Proposition 3, such an adversary A exists and it makes at most
q = 2¢’ classical queries to the construction and p = 2p’ quantum queries to the primitives. Henceforth, we work
with this modified adversary A.

Let N denote a uniform random permutation of {0, 1}?" sampled independent of I'. The goal of A is to distinguish
between the real world (F", I') and the ideal world (M, ), where the first oracle from the left in both worlds only
allows classical access and the second oracle provides quantum access. For convenience, we write F'.

We divide A’s query phase into (¢ + 1) epochs 0,. .., g, where the i-th epoch is represented by the sequence of
primitive queries after the i-th classical query and before the (i+1)-th classical query. In particular, ¢ = 0 represents
the epoch before the first classical query, and ¢ = g represents the epoch after the final classical query. Let p; denote
the number of primitive queries in the ¢-th epoch. We will use the notations developed in Section 3.

For any i € {1,...,q}, let 7; = {((«},21), (23, 27)),..., ((z},z}), (2%, 2%))} denote the set of first i classical
query-response tuples, where (), 27) denotes the j-th query and (z,27) denotes the corresponding response for
all j € [i]. Let 79 = (). For any i € [q] and any k = (k1, ko, k3) € {0,1}3", we define the associated Feistel round-2

set 1/1(2,3 and Feistel round-3 set u(gk) as follows:

i,

(13 @ ko, 1 D ad), ..., (25 @ ko, 2t ©ab)},

(acé @kg,x% @xi),...{xé EBkgwé @xi)},
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where :v% = mg D I'(acJ1 ® ky) for all j € [i]. With a slight abuse of notations, we write = € I/i(Q to mean that there

exists a tuple (z,y) € VZ(]k) Let yl(lk) = {2d @ ki : j € [i]}. We further define the associated reprogramming set as
() (3
Uy

Vik =V ik - We say that v; i is valid if:
— 2l Dk, .., ac§ @ ko are pairwise distinct,
— 2} @ k3, ..., 2} @ ks are pairwise distinct,

— for all j, 5" € [¢] and distinct r,r" € {1,2,3}, 21 @ k, # xii D ko,

and inwvalid otherwise. Note that the first two conditions of validity imply that VZ(Qk) and 1/1(3,2 define the input-output
tuples to I in a functionally consistent manner, respectively, assuming the transcript 7; is obtained using some
permutation of {0,1}?" (not necessarily F!). Additionally, the final condition implies that no two distinct round
inputs collide. For any valid v; , recall that [V#* denotes the locally-redefined copy of I.

Game H;(M,T,.A) Game H; (I, T, A)
1: j<«0 /| epoch tracker 1: j<+0 /| epoch tracker
2: v+ 0 2: v+ 0
3: k<«s{0,1}*" 3: k+s{0,1}°"
4: (ki,ko,ks) «— k 4: (ki ko, ks) <k
5: [M«T 5: M«T
6: b+ AL 6: b+ APCCLITTC)
7: returnb 7: returnbd
C0;(xo,x1) hCO0; (xo, x1)
1: j«j+1 // advance epoch 1: j+j+1 /| advance epoch
2: if j <ithen 2: if j <i+1 then
3: (z3,24) < M(x0, 1) 3 (w3, 14) < M(z0, 1)
4: o < xo ®M(x1 @ k1) 4 T2 < 2o B M(x1 ® k1)
5: v vU{(z2 ® k2, x1 Da3)} 5 v+ vU{(z2 ® ke, z1 ®x3)}
6: v vU{(zs ® ks, x2 Daa)} 6: v+ vU{(zs P ks,z2®x4)}
7 return (z3,z4) 7 if j =i+ 1 and v is valid then
8: elseif j =i+ 1 and v is valid then 8 M <«rv
9: M «rv 9 endif
10 : return Fj,(zo, z1) 10 : return (3, z4)
11 : elseif v is invalid then 11: elseif v is invalid then
12 : return L 12: return |
13: else 13: else
14 : return FZ(mo,ml) 14 : return Fj, (wo,21)
15: endif 15:  endif

Fig.2: Pseudocode for H; (left) and H, (right) from the proof of Theorem 3.

Now, let Hy, ..., H, denote a sequence of ¢+ 1 hybrids, where H; is defined as follows (pseudocode in Figure 2):

1. Sample k = (ky, ka, k3) ¢ {0,1}3".

11



2. Answer the first i classical queries from A using 1 and the quantum queries from A in the first ¢ epochs (which
ends when the (i 4+ 1)-st classical query is made) using I'.
3. If v; 1, is invalid then:
(a) Answer all subsequent classical queries from A with the error symbol L.
(b) Answer all subsequent quantum queries from .4 using T.
4. Else,
(a) Answer all subsequent classical queries from A using F!.
(b) Answer all subsequent quantum queries from A using [+,

Since 19 = ), we deduce that Hq corresponds to A’s interaction with the real world. Similarly, one can easily notice
that H, corresponds to A’s interaction with the ideal world. Thus, we have

AdVtPIPP(A) = |Pr (Eg) — Pr (E,)| - (10)

For i € {0,1,...,¢}, let F; denote the event that v; j is invalid, and E; denote the event that A returns 1 in the
random experiment H;. Then, the triangle inequality gives:

[Pr (Eo) — Pr(Eq)| =

Pr(Eg) — Pr(Eq A =Fq) — Pr(Eq A Fy)]
Pr(Eg) — Pr(E; A —Fq)| + Pr (Fy)
—1

—~

IN

—~

IA
VR
i i)
o

‘PI‘ (Ez /\_‘Fi) —Pr (Ei+1 /\_‘Fi-i-l)') —|—PI‘ (Fq). (11)

%

6 2
Pr (F,) < 1.5¢, /2% + 2% . (12)

Proof (of Claim). Recall that the event F, occurs in the hybrid H, which can be viewed as a string of oracle calls:

Claim. We claim:

rnr...nr
~———

q classical queries

Next, we can write F, = bad; U bady U bads, where:

— bad;: there exists distinct 7, j' € [¢] such that :v% = xj/;

— bady: there exists distinct 7, j' € [¢q] such that xﬂ = xél;
— bady: there exists 7,7’ € [g] and distinct r,7’ € {1,2,3} such that

xﬂ@kT#xiieBkrl.

Now we have Pr(bady) < ¢%/(2" —1), since any pair of j, j’ satisfy this condition with at most 1/(2" — 1) probability
(due to the uniformity of ). Next, using the uniformity of k, @ k., we have that Pr(bads) < 3¢%/2".

For bad; we cannot use the randomness of either the random permutation Il or the key k directly. The only
randomness here is due to . So, we have to somehow argue that even after quantum access to I it is hard for the

adversary to produce a pair of inputs (ch)7 le) and (x%/, le/) such that they satisfy the relation R given by:
=T ok)or)= F(m{/ Dk)® 33‘6/ = :Cg/.

This is where the Collisions-in-the-dark game comes in handy. In particular, given the independence of I' and I we

can reinterpret the above event as if the adversary A is playing the WCitD game with respect to R and produces

the set X* = {(x},z1),..., (z¢,29)}. Then, using Lemma 2, we have

Pr(bady) =  Pr (WCg(X™))

12



< 1.5¢y P12 max Pr ((z,2',7,T(s)) € R)
2n @2’ €({0,1}")? resY
S4—g X1

< 1.5¢, 2% +¢* max Pr (roT(s) =z @)

T, ' €X1 g

s—g X1
[p |, &
<1.5¢qy/—+ —.
< L.og o + o
The claim in Eq. (12) is obtained by accumulating the bound for each of the bad events. O

All that remains is to bound |Pr (E; A =F;) — Pr (E;41 A =F;41)| forall i € {0,...,¢—1}, which is incidentally the
technical core of this proof (which is also quite similar to the steps done in | ])- For any ¢ € {0,...,q — 1},
assuming the hybrid does not abort, H; can be viewed as a string of oracle calls made by A

rnr...nr e res o FL s
—_————

¢ classical queries q—1i classical queries

where each occurrence of I (res. F') indicates a single classical query and each occurrence of I (res. [V#:#) indicates
the sequence of primitive queries in the i-th epoch. In this representation, we want to compare:

H,: TNr...0rF rve florvie O F s
@ classical queries g—i—1 classical queries
H:rnr...onrcnr FZ [Vitik FZ [Vit1,k
i classical queries q—i—1 classical queries

To aid this comparison we introduce an intermediate hybrid I/-\L which is defined as follows (pseudocode in Figure 2):

1. Sample k = (kq, ko, k3) <3 {0,1}3".
2. Answer the first i + 1 classical queries from A using I1 and the quantum queries from A in the first ¢ epochs
(which ends when the (i + 1)-st classical query is made) using I
3. If v;41 1 is invalid then:
(a) Answer all classical queries from A with the error symbol L.
(b) Answer all quantum queries from A using I'.
4. Else,
(a) Answer all classical queries from A using FF.
(b) Answer all quantum queries from A using i+1.x.

For i € {0,...,q — 1}, let F; denote the event that Vit1,k is invalid in hybrid ﬁi, and E; denote the event that
A returns 1 in the random experiment H,. Again assuming the hybrid does not abort, the corresponding string
representation is given by

L L 0 e A e S et

—_———

i classical queries q—i—1 classical queries

Now, we compare the following hybrids in pairs from top to bottom:

Hy: TNT .. 0T F e FLMvs o F) Vs
N————

i classical queries g—i—1 classical queries
H;: TN . N [V Bl Prese o FL PP
i classical queries q—i—1 classical queries
H;:fnr..nrnr e P T It
i classical queries q—i—1 classical queries
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In Lemma 3 and 4 we show that:

~ ~ 21 +1
|PI’ (E1 A _‘Fi) —Pr (Ei+1 A _‘Fi+1)| S 2pi+1 (ZQW, ) 5 (13)
|Pr (E; A —F;) — Pr (E; A —F;) | §4.5,/2% S—g +2%. (14)

Using the triangle inequality and Eqs. (14) and (13), we have

[2(s+1 / 6.5
|PT (Ez N _‘Fi) —Pr (EiJrl A\ _‘Fi+1)| S 2pi+1 (22—:’ ) +4.5 2% + an . (15)

Substituting Eqgs. (15) and (12) in Eq. (11), followed by a sum over all the distances, yields the result. O

Lemma 3. Foralli€ {0,...,q— 1} we have

20i+1)
o

|Pr (Et A ﬁfi) —Pr(Eiy1 A —Fip1)| < 2pipa

Proof. Recall that under the assumption that the hybrids do not abort we can have the following string
representations for the two hybrids.

Hy: TOT .. N rvevee BLoproe D price
——————

i classical queries

q—i—1 classical queries
Hy:fnr...nrnr e B P It
N————’

7 classical queries

q—i—1 classical queries

It is clear that the two hybrids are identical, except for the (i + 1)-th epoch, where IAL- uses a locally redefined
variant +1+ of I and H;4; uses the unchanged I'. We will show that this small “reprogramming” of ' does not
disturb it too much.

More formally, given the adversary .4 we construct an ARP distinguisher D as follows (note that Phases 1, 2, 3
correspond to Phases 1, 2, 3 in the ARP game respectively).

Phase 1.A. for all the queries up to and including the (i 4+ 1)-th classical query:
1. D samples a uniform random permutation M of {0, 1}2".
2. All classical queries from A are answered using [1.
3. All quantum queries from A are answered using D’s random oracle 'y, where g =T =T.
Phase 1.B. D defines the randomized algorithm B:
1. B initializes a flag A < 0.
2. B samples a key k = (k1, ko, k3) <5 {0,1}>" and computes the set v; 41 .
3. If vi41  # 0 and invalid, then B sets A < 1 and v 415 = 0.
4. B returns the set v;41 k.
Phase 2. This covers the queries in the (i + 1)-th epoch:
1. Bis run to generate v;41 and D is given quantum access to 'y, where [( =T and [} ="+ If A =0, it
is easy to see that v;, 1, is valid.
2. All quantum queries from A are answered using [,.
Phase 3. for all the queries beyond and including the (7 + 2)-th classical query:
1. D receives k, and it checks the value of A.
2. If A =1 then:
(a) All classical queries from A are answered with the error symbol L.
(b) All quantum queries from A are answered using [p.
3. Else:
(a) D computes the set vt k.
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(b) All classical queries from A are answered using F!.
(c) All quantum queries from A are answered using I,
— If A =1 then D returns 0, and otherwise it returns whatever .A returns.

Vz+1 k

Clearly, D is a valid ARP distinguisher. When A = 0 and b = 0, D correctly simulates H; ;. Similarly, when A =0
and b = 1, D correctly simulates ITL Furthermore, for the case A = 1, D’s output is independent of A’s output
(although perfect simulation still holds). It also holds that A = 1 | b = 1 is equivalent to F; and A = 1 | b = 0
is equivalent to F;;1. Due to the identical behaviour of the two hybrids for the first ¢ epochs and the i 4+ 1-th
construction query, we have F; <= Fitq for all ¢ € {0,...,q — 1}. Thus, we have

Advt*™(D) = [Pr (D" =1|b=1) —Pr (D" =1|b=0)|
>Pr(D"*=1AA=0|b=1)—Pr(D"" =1AA=0|b=0)]
= |PI‘ (/E\"z/\_‘?z) —Pr (Ei+1 /\_‘Fi+1)‘ (16)

where the first inequality follows from the fact D’s output is completely independent of A when A =1 and A =1 is
set with identical probabilities in the two worlds; the last equality is simply a rephrasing due to the aforementioned
equivalence.

Finally, to apply Proposition 1, we need to bound ez, the probability that any point = in the domain of I' is

reprogrammed. This can be bounded using the fact that #+1.* is identical to ' except on the set v;41 ;. After fixing I
(3)

and 7,1, the probability that any given x is reprogrammed is at most the probability that z € v;41 1, = yl(i)l Vi ke
Using the fact that ky and ks are uniformly distributed in marginal, union bound yields eg < 2(i + 1)/2". The
result then follows from using Proposition 1 in Eq. (16). O

Lemma 4. For alli€ {0,...,q— 1} we have

|Pr (E; A —F,) — Pr (E; AﬁF)|<45,/2n+g—g+23n.

Proof. Under the assumption that the hybrids do not abort, we can have the following string representations for
the two hybrids.

H;: TNT ... NCF, 7k FL vk o F) Vs
N————

i classical queries

q—1i—1 classical queries
H;: TNT . N[ [vises Bk FL Vs
N————

i classical queries

g—i—1 classical queries
Given A we now construct an ARS-distinguisher D as follows:

Phase 1. for all the queries up to and including the i-th epoch:

1. D samples a uniform random permutation M : {0, 1}?" — {0, 1}".

2. All classical queries from A are answered using I1.

3. All quantum queries from A are answered using D’s random oracle [,
Phase 2. D resamples:

1. Suppose A’s (i + 1)-th classical query is ( .
It samples k;y g {0,1}", and computes 25" = [z @ ki) @ 25t
D queries RS with L (assuming X =0) and let the output be ss.

It sets ky = so @ 25T and x5 = [(sy) @ 2.
D queries RS with | (assuming X; = @) and let the output be s3.
It sets k3 = s3 @ 25T and 24! = T(s3) @ :cé“.

7. At this stage D computes the set v; j, and V
Phase 3. for all queries beyond and mcludmg the (z + 1)-th classical query:

1. D initializes A < 0.

z+1 i+1
Ty

Al
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Game HY(Iy, A) C0; (0, 1)
1: [1+4sPerma, 1: j+«j+1
2: 70 2: if j <ithen
3: v+ 0 3: (z3,24) < N(0, 1)
4: T+ 0 4: 7+ 17U (w0, 21), (T3, 74))
5: M« Ty 5 return (z3,z4)
6: A< 0 6: elseif j =7+ 1 then
7 b« _ACO,’[(‘),IF*(')) 7 ki« {0,1}"
g8: if A=1 then 8: 2 <= 20 Mo(x1 B k1)
9: return 0 9: s2 ¢ RS(L)
10: else 10 : ko < s2 @ x2
11: return b 1 z3 <+ 21 D lp(s2)
12 : endif 12: s3 ¢ RS(L)
13 : k3 < s3 @ w3
14 ; T4 +— 12 @ [p(s3)
15 : k < (ki,k2,ks)
16 : for ((x0,z"), (z5,74)) € 7 do
17 xh — 6 O (] O k1)
18 : v vU{(zy D ko,z) @ xh)}
19: v vU{(z5 D ks, zh @ x))}
20 : endfor
21 : if v is valid then
22 : M+« ry
23 : return (z3,x4)
24 : else
25 ¢ A1
26 : return L
27 : endif
28 : elseif v is invalid then
29 : A1
30 : return |
31: else
32 : return F;b (zo,z1)
33 : endif

Fig. 3: Pseudocode for H? from the proof of Lemma 4. Permy, denotes the set of all permutations over {0,1}2".
The pseudocode for RS can be found in Fig. 5.
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(a) D sets A+ 1.

(b) D answers all remaining classical queries from A with the error symbol L.
(¢) D answers all remaining quantum queries from A with .

Else:

(a) D answers all remaining classical queries from A using F,E”.

)
(b) D answers all remaining quantum queries from .4 using |—ka
If A =1 then D returns 0, otherwise it returns whatever A returns.

2. If v; 1, is invalid then:

3

For b € {0,1}, let H? denote the above described game, and let E? denote the event that A returns 1 in game HY.
Unless stated otherwise, in the following discussion assume A = 0.

Game ﬁ;(l‘l,r,A) hCO; (20, z1)

1: j+0 1: j«j+1

2: v 2: if j<i+1 then

3 ke${0,1}3" 3: if j =i+ 1 then

4: (ki ko, ks) «+ k 4: (3,24) 5 {0,1}*"

5: ™ «T 5 else

61 b AROLOUITTC) 6 (z3,®4) < N(z0,71)

7: returnbd T endif
8: zo — x0 BT (z1 B k1)
9: v vU{(z2® ke, z1 ®x3)}
10 : v vU{(z3®ks, 2B x4)}
11 : if j =i+ 1 and v is valid then
12 M «r
13 : endif
14 : return (z3,x4)

15 : elseif v is invalid then

16 : return L

17: else

18 : return Fj(zo, z1)
19 :  endif

Fig. 4: Pseudocode for ﬁzl from the proof of Lemma 4.

It is clear that the hybrid H? is identical to H;. Indeed, in this case D answers all the remaining classical queries
with F,E and the remaining quantum queries with '*. Looking at Phase 3.2 we also observe that A=1|b =0 is
identical to F;. Let F} denote the event A =1 | b = 1. Then, since D is a valid ARS distinguisher, we have

Advt*™(D) = |Pr (D™ =1]b=1) —Pr (D™ =1]b=0)|
> |Pr(P™ =1Aa=0|b=1)—Pr(D"™ =1A4=0]b=0)]
> |Pr (Ef A —F{) — Pr(E; A —F;)|, (17)

where at the second inequality we used the fact that A =0 | b = 0 is exactly the event —F;.

Now, consider the H! hybrid. In this case the output (x5t 2%t corresponding to the (i 4 1)-th classical query
(zitt, 21t is given by
gl =y, @ 2itH

b
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H—l =ys3 o :171—‘1-1

where yo,ys <3 {0,1}" correspond to the resampled values of I'(sy) and [(s3), respectively. In other words,
(x4, xfﬁ'l) is uniformly distributed over {0, 1}%".

Let Hi denote a slight modification of H; that works exactly the same as H;, except at the (i 4+ 1)-th classical
query, where the output is sampled uniformly from {0, 1}?" and independent of I1. Then, it is quite straightforward®

that:
q

|Pr (E; A —F;) — Pr (E} A —F; )] < Son (18)

~ ~1
where E} denotes the event that A returns 1 in H;.
Coming back to HZ1 , here D answers the remaining classical queries with F,E and the remaining quantum queries
are answered using I';**. Consider the following two events:

bady: .’L‘iJrl Dk €y U VZ-(lk), (19)

bads: +1 P ks € Vi ) U V( ) (20)

~1 .
We claim that Hz1 and H, are identical up to bads V bads. Indeed, —bads A —bads implies that (x§+1 xf{"l) is
uniformly distributed over {0,1}?" and it is independent of M. Furthermore, assuming —(bad, V bads), the random
oracle I is essentially reprogrammed on v 41, boints in Hg, where 2¢ points are reprogrammed directly, since they

are part of v; , and exactly two points are reprogrammed indirectly due to the resampling at sy = 2'*1 @ ko and

S3 = xé“ @® k3. Then, using the fundamental lemma of game-playing technique | ], we have

|Pr (E} A —F}) — Pr (E} A =F;)| < Pr(bady V bads). (21)

Then combining Eqgs. (17)-(21) and applying Proposition 2 gives:
|Pr (E; A —F;) — Pr (E; A —F;)| < 3,/ + 2? + Pr(bady V bads). (22)
For bady, note that, we can write bady, = bady; U badys, where:
— bady;: there exists j € [i] such that 25! = 27, ‘ }
— badyy: there exists j € [i], 7 € {1,3} such that 25" @ ky = 27 @ k..

First using the uniformity of ko (since s, the resampled point, is uniform), we have Pr(badss) < 2i/2". Next,
observe that bady; can be interpreted as if the adversary A is playing the SCitD game with respect to the relation R

such that the adversary has to output a set of i tuples {(x$,x1),..., (z), %)} and a distinguished point (zj™, 241)

such that there exists a j € [4] satisfying:

et =T et ez =Tk @ 2)) ®a) =),

Pr(bad41) < 1. 51/ + 27

where we use the same argument, as used in the proof of Eq. (12) to arrive at the second term on the RHS.

Combining both the cases gives:
Pr(bady) < 1.5, [ L o + 23—2 (23)

Next, we bound the probability of Pr(bads | —bady). We again divide bad; into two events:

Thus, using Lemma 1, we have

— bads;: there exists j € [i] such that 24t = 2,

8 The two games are g2~ 2"-close in statistical distance.

18



— badse: there exists j € [i], r € {1,2} such that x?'l D ks =1l Dk,

Note that, 25" @ ks = s3 = [(s2) @', Since, sy is fresh (because —bad, holds), the corresponding resampled point
Y2 is sampled uniformly and independently of all other variables, which immediately gives Pr(bads; | —=bad;) < i/2".
Furthermore, using the uniformity of ks, we have Pr(badss | =bady) < 2i/2". Accumulating both the bounds yields:

5
Pr(bads | —bady) < 27’1 (24)

Finally using Eqgs. (23) and (24) in Eq. (22) completes the proof. O

5 Post-Quantum Security of 4-round Feistel Network

Let I': {0,1}" — {0,1}" denote a uniform random function and I'* = (I',T,T,T"). We now show that the resulting
4-round instance, that we refer to as F!, achieves post-quantum SPRP security when k = (k1, ko, k3, k1) & {0,1}4n.

Theorem 4. For any computationally unbounded adversary A’ that makes ¢’ classical queries to the construction
and p' quantum primitive queries, it holds that

. 3/ 6 139.5¢"°
i) <o [ o [S 4 185"

Proof outline. The high level proof approach for the theorem is as follows:

1. We mimic the hybrids as in the case of 3-round post-quantum PRP proof and arrive at equivalent distance
lemmata (Lemmata 5 and 6).

2. We still want to reprogram and resample at I on inputs corresponding to second and third round of the
construction.

3. Earlier, we were doing honest simulation of I' for the first round of the construction. Now, we will honestly
simulate I" on first and fourth rounds of the construction. In particular, for encryption queries we will start from
the first round and for decryption queries we will start from the fourth round.

4. If everything goes as anticipated in steps 2, 3 and 4, then we should have a post-quantum SPRP proof for
4-round Feistel network at the end.

Proof. The proof will follow the same steps as in Section 4, with the same hybrid games (and the same notations),
but a different handling of bad events. We first use Proposition 3 to replace A’ by a A with a non-adaptive pattern
of oracle access, making at most ¢ = 3¢’ (forward or inverse) classical queries to the construction and and p = 3p’
quantum queries to the primitive. We also split the query phase of A between (g + 1) epochs 0, ..., q where the *!
epoch contains all primitive queries between the i*" and the (i + 1)* classical queries.

Let M denote a uniform random permutation of {0, 1}?" sampled independent of I'. The goal of A is to distinguish
between the real world (F', T') and the ideal world (M, T), where the first oracle from the left in both the worlds
allows classical access in both directions and the remaining oracles provides quantum access. For convenience, we
write F.

For any i € [q], let ; = {(8%, (x,2}), (xl,2d)),..., (0%, (z§,2?), (x4, 2L))} denote the set of first i-classical
query-response tuples, transcribed according to the following convention:

— for each j € [i], 67 denotes the direction of the j™ query, with 1 indicating a forward query and —1 indicating
an inverse query; o

— when ¢/ =1, (z, _x] ) denotes the ith query and (z7, xé) denotes the corresponding response;

— when §7 = —1, (2}, 1) denotes the i*" query and (z,27) denotes the corresponding response.
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Let 79 = 0. For any i € [¢] and any k = (k1, ka2, k3, k4) € {0,1}*", we define the associated Feistel round-2 set 1/(2)

and Feistel round-3 set VZ-(, k) as follows:

1(2]3 — (x%@k%x%@xé) (xé@k%fli@xg)}’

v = {(ed @ ks 2t @ d), .., (2h @ ks, 2h @ 1))}

(J)

where 23 =z} ® [(2J @ ky) for all j € [i]. With a shght abuse of notatlons we write = € v; to mean that there

exists a tuple (x,y) € I/l(]k) Let I/l(lk) = {2 @k :j € [i]} and 1/ = {2l @k :jeli} We further define the
associated reprogramming set as v; i = V(Qk) U I/Z(k) We say that v; 5, is valid if:

— 23 @ ko, ..., 25 @ ko are pairwise distinct,

— 2 ® ks, ..., 24 @ ks are pairwise distinct,

— for all 4,5" € [i] and distinct r,r" € [4], 2 ® k, # xi: & kv,

(2 ) and 1/ deﬁne the input-output tuples to '; and s

and invalid otherwise. Note that a valid v; , implies that v,
in a functionally consistent manner, respectively, assuming the transcrlpt 7; is obtained using F!. For any valid v; ,
recall that ["#* denotes the locally-redefined copy of I'.

We let Hy,...,H, denote a sequence of ¢ + 1 hybrids. In H;, the key is always sampled at random: k =

(k1, ko, k3, ky) & {0,1}4". In the first i epochs, classical queries are answered using I (in the appropriate direction)
and quantum queries using I'. Then, if v; ;, is invalid, subsequent classical queries are answered with 1 and quantum
queries with I'. If v; j is valid, subsequent queries are answered with Fi and [k respectively. Like before, Hy is
the real world, and H, the ideal world.

For i € {0,1,...,q}, let F; denote the event that v;j is invalid in hybrid H;, and E; denote the event that A
returns 1 in the random experiment H;. Without loss of generality assume E; holds whenever F; occurs. Following
the same steps as in Section 4, we have:

a—
AthE?_Sprp Z PI‘ E AN —\F — Pr (Ei+1 A _‘Fi+1)| + Pr (Fq) . (25)
=0

p . 5¢?
Pr (F )<3q,/2n+ S (26)

Proof (of Claim). Recall that the event F, occurs in the hybrid H, which can be viewed as a string of oracle calls:

Claim. We claim:

rnr...nr
—_———

q classical queries

Next, we can write F, = bad; U bady U bads, where:

— bad;: there exists distinct 7, j' € [¢] such that ac% = x%/,

— bady: there exists distinct 7, j' € [¢] such that a:% = xél,
— bads: there exists 7, € [¢g] and distinct r, 7’ € [4] such that

xfn P k. #£ xi: D k.
Using the uniformity of k. @ k.., we have that Pr(badz) < 3¢?/2". As for Pr(bad;) and Pr(bad,), we resort
to the Collisions-in-the-dark game using a similar argument as used in the proof of Theorem 3. Let A} =

{(zd,z]), ..., (zd,2])} and X5 = {(x},2}),..., (2], 2L)}. We characterize the relation Ry as follows:

2 =Tz} k)@l =T} ®k) @z} =1,
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and Ry as follows:

ws.

xé = F(x4 D ky) D r(x4 D ky) B % x
Then, using Lemma 2, we have

Pr(bad; V bady) < XI*IEA(WCRI (X7) + X;PiA(WCR"’(X;))

2¢°

The claim in Eq. (26) is obtained by accumulating the bound for each of the bad events. O

Now we bound |Pr (E; A =F;) — Pr (E;41 A —F;41)| for allé € {0,...,¢—1}. For any ¢ € {0,...,q— 1}, assuming the
hybrid does not abort, H; can be viewed as a string of oracle calls made by A

CAr ... NCF,rveks o F Mok
N————

i classical queries q—1i classical queries

where each occurrence of I (res. F') indicates a single classical query and each occurrence of ' (res. [Vi:¥) indicates
the sequence of primitive queries in the i*® epoch. In this representation, we want to compare:

Hy: [NT .. N F Tk Bk o F) Tk
i classical queries q—i—1 classical queries
& PRI o N P A O A S R o et
i classical queries q—i—1 classical queries

We introduce an intermediate hybrid H with the same definition as in Section 4, except for the modification of the
key (a 4-tuple) and the oracles. For i € {0,...,q — 1}, let F; denote the event that Vit1,k s invalid in hybrid HZ,
and E; denote the event that A returns 1 in the random experiment H;. Assuming that the hybrid does not abort,
we can represent the games as the following sequences of queries:

Hy: TNT .. 0T F M7 FLMvs o F) vk
N————

@ classical queries q—i—1 classical queries
H;: TNT ... OC N [vees FLpvesse L [Yins
—_——
i classical queries q—i—1 classical queries
H,,:nr..nrcnr I R S R
—_————
i classical queries q—i—1 classical queries
In Lemma 5 and 6 we show that:
2(i+1)

|Pr (Ei A ﬂ?i) —Pr(Eiy1 A ~Fig1)| < 2pina

|Pr (E; A —F;) — Pr (E; /\ﬁF)]<6,/2n+2ﬁ+2—n.. (28)

Using the triangle inequality, Eqs. (28) and (27), and substituting in Eq. (25), yields:

[ p [2 15 5¢>
Athpq Sprp < 9(] 2n + 2 2n 271q : (29)

By replacing p = 3p’ and ¢ = 3¢’ we obtain the result. O
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Lemma 5. For alli€ {0,...,q— 1} we have

~ ~ 2(2+1
|PI’ (Ez AN _|Fi) —Pr (EiJrl AN _|Fi+1)| § 2p1‘+1 % .
Proof (Sketch). The proof is identical to the proof of Lemma 3, except that the key to sample is a 4-tuple. For
completeness, a proof is available in Section E. O

Lemma 6. For alli € {0,...,q— 1} we have

A~ o~ p y

For completeness, a proof is available in Section F.

6 Conclusion

In this paper, we showed positive security results for Key-Alternating Feistel ciphers in the Q1 setting. We settled
the case of independent round functions, independent round permutations, and identical round functions. Naturally,
the most interesting open question is the case of identical round permutations. We conjecture the 3-round KAF
should be a Q1 PRP and the 4-round KAF should also be a Q1 SPRP in that case.

One can frame these problems as instances of the Tweakable Even-Mansour (TEM) construction | ], by
defining the map (i,2) — K; ® P(z @ K;) where K; is selected from {K;, K», K3, K4} depending on the tweak
i. At this point, it would have been convenient to use the Q1 results from | ]. However, due to a subtle
technicality, this result does not seem to be immediately applicable—it assumes n (or fewer) bits of key, where n is
the state size, whereas we have 4n bits of key.

On the other hand, one can also view the same as if the Even-Mansour construction is deployed in a multi-user
setting, since the round keys are mutually independent. In fact, a similar approach is also possible in the case
of identical round functions that is studied in this paper. The overall problem would then reduce to a multi-user
security analysis of the Even-Mansour construction (or the blinded hash in case of functions). One can then use the
ARP / ARS machinery, that is also central to the results of this paper, to do this analysis. However, we believe that
with multiple keys involved, this approach would require some delicate analysis of cross-collision events, similar to
the analysis that was needed in Sections 4 and 5.
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A Pseudocodes for the Games from Section 2

Here we include pseudocodes for the following games described in Section 2: ARP and ARS, along with the experiment

RS (Fig. 5

; and the two collisions-in-the-dark games SCitD and WCitD (Fig. 6).

ARP(I', D) ARS(T, D)
1: To«T 1: o« T
2: T eT 2: T« T
3: b<«s{0,1} 3: b<+s{0,1}
4: B« DO 4. b o DI
5: r<sR 5: if b=1"b" then
6: B« B(r) 6: return 1
70 T« T7 7: else
8: g+ D\"b(~)> 8: return 0
9: b« g(r) 9: endif
10: if b=10"then
RS(c)
11: return 1
12: else 1: if c€ X then
13 : return 0 2: (w,y) <8 X2 x Y
14: endif 3: < rielley)
4: return =
5: else
6: return |
7: endif

Fig. 5: Pseudocode for the games ARP (left) and ARS (right). In the ARP game, 1l. 8-9, we formalise D first having
quantum access to [, and then ‘losing access to I, and then getting B’s random coin 7’ by having DI™*()) output
an algorithm ¢ and then running g on 7.
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SCitD(T, A) WCitD(T, A)

1: (X% 2") « AIFO) 10 X Ao

2: return SCr(X™,z") 2: return WCr(X™)
SCr(X™,x™) WCR(X'™)

1: if X" CX,|X"|=¢q,2" € X then 1: if X" C X, |X"| = ¢ then
2: (z5,2]) + x* 2: for x €¢ X" do
31y« T(koar) 3: (xo,21) +

4: for zx € X* do 4: y < Mkox)

5 (zo,71) 5 for ' € X"\ {z} do
6: y<Tkoz) 6: (xg, x1) + 2’

7 if (z,2",y,¥") € R then 7 y (k@)

8: return 1 8: if (z,2,y,7y") € R then
9: endif 9: return 1
10 : endfor 10 : endif
11 return 0 11: endfor
12: else 12 : endfor
13 : return 0 13 : return 0
14 : endif 14: else

15 : return 0
16 :  endif

Fig. 6: Pseudocode for the games SCitD (left) and WCitD (right).

B Deferred Proofs from Section 2

Proposition 1. [Arbitrary Reprogramming Lemma] For any p-query ARP-distinguisher D, it holds that
Advt*™ (D) < 2p-+e.

Proof. The proof can be inferred from the proof of Lemma 2 in | |, but we give it here for completeness, as
it relies only on a simple query magnitude argument. Let |¢,11) be the final state of D after running with 'y and
[thp+1) the state after running with 1 (the modified oracle). We have:

Advt™® (D) < E, (|[|éps1) — [pr1)]) (30)

where the expectation is taken over the randommness of B, which is given to the distinguisher in Phase 3 of the
game. This follows from the fact that the statistical distance is smaller than the trace distance, which is half of the
Euclidean distance for pure states.

We then bound this difference query by query. Note that while we are writing this bound, the set of inputs on
which the two oracles differ has been fixed (however, it varies depending on r). Let ITp, be the projector on the
inputs that belong to B;. Let |¢;) be the state when running with [y, after ¢ queries. We obtain that (from an
adaptation of Theorem 3.3 in | D:

1) = [pe)ll <2 15, [¢3)] - (31)

i=1
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By combining these last equations we get:

p
Advt*™(D) <23 E,|15,]6:)] - (32)

=1

The next step is to use the convexity of the square function, and Jensen’s inequality: E,(X) < y/E,.(X?2) for any
random variable X, which we substitute with |IIp, |¢;)|:

E,[15,|9i)| < VE I3, |9:)|* .

Here we can now use the randomness of B and our assumption on the probability that an element falls in B;. For
any of these quantum states |¢;) written as 3, s 4|z, y), we have:

E, g, |6:)| = E( > |am,y2) = Pr(z e B)lag,l’ <e . (33)

z,ylr€B, T,y
Putting everything together, we obtain the claimed bound. O

Lemma 1. [Strong Collisions-in-the-dark] For any adversary A in the strong collisions-in-the-dark game with
respect to the relation R, making p queries and returning a set of size q:

* * p *
P SCr(X <154/ — P r R).
e B EORAT ) S 1830 max P (0", T(0) €B)
S—gX1

Proof. We construct an ARS adversary D that uses A in a black-box manner and wins with probability roughly the
winning probability of A. In this ARS game we define X; as (), and X as the set X7 of A’s strong collisions-in-the-dark

game. So the resampler RS transforms the oracle 'y as 1 := Y for random z,y and returns x.
Specifically, D operates as follows:

D runs A as a quantum algorithm. All queries to I made by A are relayed to D’s oracle, meaning that we
replace the unitary corresponding to I' in A by the one corresponding to D’s random oracle.

Once A has made all its p queries, it measures a register and returns the pair (X*, z*) where X* has size ¢ and
x* = (xf, x7).

Now, D makes an RS query and gets as response a uniformly random s.

— D sets k = 27 @ s. Thus, the marginal distribution of k is uniform.

Now, if SCr(X™*,2*) holds then D returns 0, and 1 otherwise.

When D is interacting with [y (the unmodified oracle), it perfectly simulates the SCitD game for A. Thus,

Pr(D*®=1|b=0)= P SCr(X*,2%)). 34
' b=0)= P (SCa(¥"a%) (34)
On the other hand, when D is interacting with [y, ['(z7 @ k) = ['(s) = r is uniformly distributed and independent
of all other variables, including s. Thus,

Pr(D""™M=1]b=0) = Pry Frex”:(z,2",rT(s®z] Sx1)) € R)
T g
S<—$X1

= 2 et b en) e
zEX* S—g X1

<q max Pr ((z,z%,r,T(s)) € R). (35)
r,x*eX] Tg)
s—g X1

The result follows by subtracting Eq. (35) from Eq. (34) and then using Proposition 2. a
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Lemma 2. [Weak Collisions-in-the-dark] For any p-query adversary A in the weak collisions-in-the-dark game
with respect to the relation R:

p /
< .
P (WCr (X)) < 1.5gy /o0 + ¢ Joax  Pro((z,2,r,T(s)) €R)

3<—$X1
Proof. Let (z!,...,29) denote a fixed ordering of X*. For all i € {1,...,q — 1}, let X == {z!,... 2%}, and define
E;: there exist z € &} such that (z, 2" [(k @ x1),T(k® ™)) € R.

Clearly, WCp(X*) =E; V ---V Eq_1. Then, we have

qg—1

LPr (HCe(X7)) = Pr(E; V- VEg1) < zpr(m. (36)
i=

Now, for any fixed i, we construct a SCitD adversary D; such that its advantage is exactly Pr(E;). Essentially, D;

simulates A’s oracle using its own random oracle ' and once it receives the set X*, it returns (X}, z°+1) and ignores

the rest. Then,

P SCr(X7, 2'T1)) = Pr(E,).
oo FE L, (8CR(X27)) = Pr(Ey)

Thus, by Lemma 1,

p . /

i) < 1. — .

Pr(E;) < 1.54/ o + I max, ngy ((z, 2", 7, T(s)) € R) (37)
S—gXa

Substituting Eq. (37) back in Eq. (36), we have

g—1
Pr (WCg(X 1.5 ,/ ~+i max Pr ((z,2',7,T(s)) € R)
=1

z,x' €X1 gy
S(—g;XQ

§1.5q1/2 +¢*> max Pr ((z,2/,r,T(s)) €R). 0

T,x' €EX1 Ti—gY
S(—$X2

C Permutation-based Feistel Network

In this section, we provide the security proofs for the 3-round and 4-round Feistel constructions based on
permutations such as the Even-Mansour cipher. Recall that the Even-Mansour cipher is defined as EJ(z) :=
m(x @ ki1) ® ki, where 7 is a public random permutation and k = (ki1,ki2) € {0,1}™ x {0,1}" is a uniform
random key. Fig. 7a (resp. Fig. 8a) illustrates the 3-round (resp. 4-round) Feistel construction based on publicly
known permutations ;.

Corollary 1. For any adversary A that makes q classical queries to F™ and p quantum queries to ©3), it holds

that
. 3.5¢>
AdvtPT TP (A) < 30q, /—21; -+ 30p, /—;n + 23

Corollary 2. For any adversary A that makes q classical queries to F™ and p quantum queries to 7™, it holds

that
, 4.5¢2
AdvtPTRP(A) < 40g) [ o0 +40py [ o8+ T
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Fig. 7: Three-round Feistel constructions, where 7; is a public permutation, while IM; are independent and uniform
random permutations.

C.1 Proof of Corollary 1

In this proof, we consider a Q1 adversary A that makes at most ¢ classical forward queries to F“(3>, and at most p
quantum forward or backward queries to the three independent random permutations 7y, 7, 3.
The proof involves a sequence of hybrid games Hy, Hy, Ho, H3, H,, H; that are as follows:

Hybrid Hy: This is the real world where the adversary interacts with the actual 3-round Feistel construction Frt
using Even-Mansour PRPs, namely E™, E™  E™ (refer to Fig. 7a).

Hybrid H;: In this hybrid game, we replace the Even-Mansour PRP E™ = k;; ® m;(k;2 @) in the first round with
a truly random permutation My, while preserving the other two rounds (refer to Fig. 7b). The advantage of the
adversary in distinguishing between Hy and H; is given by

AdvtHo7 iy A) = |Pr(A(Hy) — 1) — Pr(A(H,) — 1)
< AdvtPIPP(A), (38)

where A’ be the Q1 adversary who can distinguish between E™ and ;.
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Hybrid Hy: In this hybrid game, we also replace the Even-Mansour PRP E™ in the second round with a truly
random permutation [Ny, while preserving the last round. The advantage of the adversary in distinguishing between
H, and Hs is given by
Advt™ 2 (A) = |Pr(A(H,) — 1) — Pr(A(Hs) — 1)
< AdvtRIPP (A, (39)

where A’ be the Q1 adversary who can distinguish between E™ and M.

Hybrid Hs: In this hybrid game, we also replace the Even-Mansour PRP E™ in the third round with a truly
random permutation 3. Again, The advantage of the adversary in distinguishing between Hy and Hj is given by

Advt™27 s (A) = |Pr(A(Hs) — 1) — Pr(A(Hs) — 1)
< AdvtRIPP(A), (40)

where A’ be the Q1 adversary who can distinguish between E™ and 3.

Hybrid H,: In this hybrid game, we replace each I; with a random function F;, so the adversary is interacting
classically with a 3-round Luby-Rackoff scheme. Note that the adversary only has classical access to the construction,
and classical (indirect) access to the functions F;. Therefore, we can use the classical PRP/PRF switching lemma
to bound the advantage in distinguishing between Hs and Hy:

2

Advt? 7 Ha(A) = |Pr(A(H3) — 1) — Pr(A(Hy) — 1)| < (41)

e

Hybrid Hs: Finally, in the game Hj the adversary is interacting with a random permutation.
The advantage of the adversary A in distinguishing F*” from a random permutation is therefore:

x(3)
Advt*EP(A) = | Pr (AF - 1) —Pr(A" = 1) |
< Advto 7 H(4) 4 Advt™ 72 (A) 4 Advt2 75 (4)

+ Advt?sHy (A) 4+ Advti s (4)

— —

Classical Luby-Rackoff bound
2 2

-pr - pr - pr| q q
< AdVERTPP(A') + AdVEREPP(A') + AdVEREPP(A) + &+ L

30 q2 q2
< W(Z’\ﬁ*‘%@)‘i‘yn‘*‘ﬁ )

where the last line uses the main result of | ]. This completes the proof of Corollary 1. O

C.2 Proof of Corollary 2
The security proof for the 4-round Feistel construction based on permutations involves a sequence of hybrid games

H07H1,H2,H3,H4,H5,H6 that are as follows:

Hybrid Hy: This is the real world where the adversary interacts with the actual 4-round Feistel Frt using
Even-Mansour PRPs, namely E™  E™, E™ and E™ (refer to Fig. 8a).

Hybrid Hi: In this hybrid game, we replace the Even-Mansour PRP E™ in the fourth round with a truly
random permutation My, while preserving the other rounds (refer to Fig. 8b). The advantage of the adversary
in distinguishing between Hy and H; is given by

AdvtHo7 iy A) = |Pr(A(Hy) — 1) — Pr(A(H,) — 1)
< AdvtPIPP(A'), (42)

where A’ be the Q1 adversary who can distinguish between E™ and My.
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Hybrid Hy: In this hybrid game, we also replace the Even-Mansour PRP E™ in the second round with a truly
random permutation I3, while preserving the last round. The advantage of the adversary in distinguishing between
H, and Hs is given by

Advt 712 (A) = |Pr(A(H,) — 1) — Pr(A(H,) — 1)
< AdvtRIPP( A, (43)

where A’ be the Q1 adversary who can distinguish between E™ and 3.

Hybrid Hs: In this hybrid game, we also replace the Even-Mansour PRP E™ in the third round with a truly
random permutation [s. Again, the advantage of the adversary in distinguishing between Hs and Hj is given by

Advt™27Hs(A) = [Pr(A(Hy) — 1) — Pr(A(Hs) — 1)]
< AdvtPIPP(A), (44)

where A’ be the Q1 adversary who can distinguish between E™ and M.

Hybrid Hy: In this hybrid game, we also replace the Even-Mansour PRP E™ in the third round with a truly
random permutation ;. Again, The advantage of the adversary in distinguishing between Hs and Hj is given by

Advt"s 7 Ha(A) = |Pr(A(Hs) = 1) — Pr(A(Hy) = 1)
< AdvtPIPP(AY), (45)

where A’ be the Q1 adversary who can distinguish between E™ and ;.

Hybrid Hs: In this hybrid game, we replace all IN; with random functions. Note that the adversary only accesses
these functions classically, thus we can use the classical PRP/PRF switching lemma. The advantage of the adversary
in distinguishing between H, and Hj is therefore given by:

Advt?a7 s (A) = |Pr(A(H,) — 1) — Pr(A(Hs) — 1)

q2

< — .
= on

Hybrid Hg: In this game the adversary interacts with a random permutation.

The advantage of the adversary A in distinguishing F* from a random permutation is therefore:

7 (4)
AdvtT P (A) = | Pr (AF — 1) —Pr (A" - 1)

< Advt™~ T (4) - AdvtT T (A) + Advt T (4)
+ Advt™ 7 (A) + Advt T (A) + 0 Advt T e (4)
Classical Luby-Rackoff bound
< AdvtRTPP(A)) + AdvtRT PP (A)) + AdvtRdPP(A')
2 q2

- q
+ AdvtprPP(A') + o T 3

<

40 q2 q2

where the last line uses the main result of | ]. This completes the proof of Corollary 2. O
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D Post-Quantum Security of Blind Hash

Let I denote an independent uniform random function from {0,1}™ to {0,1}". Recall that the blind hash % :
{0,1}™ x {0,1}™ — {0,1}"™ is a keyed function which is defined by the mapping:

(k,z) — (ko x).

We show that F? achieves post-quantum PRF security when &k <—g {0,1}"™. The proof uses a sequence of hybrids
which is similar to Section 4, but simpler.

We emphasize that a “one-way-to-hiding” (or O2H) styled | , | proofs will likely lead to a loss in the
security bound. Indeed, Grilo et al. also mention | | that solving the so-called “adaptive reprogramming”
problem (which inspired the “adaptive resampling game” in our paper, following the terminology from | D
only with variants of O2H often leads to a loss in the security bound. More specifically, a Proposition 2 like result is
difficult to attain using O2H. Thus, we find it unlikely that the proof could be done in an O2H style while keeping
the bound tight.

Theorem 2. For any computationally unbounded adversary A’ that makes q' classical queries to I® and p’ quantum

queries to I, it holds that
2q' 20 4q?
AdvtPE (A) < ap'\[ 5+ 30\ 55 + S

Proof. We replace A’ which makes an adaptive choice of the sequence in which it accesses its oracle, with A that
fixes a non-adaptive sequence of oracle access pattern. By Proposition 3, such an adversary A exists and it makes
at most ¢ = 2¢’ classical queries to the construction and and p = 2p’ quantum queries to each of the primitives.
Henceforth, we work with this modified adversary A.

Let A denote a uniform random function from {0,1}™ to {0,1}" sampled independently of I

The goal of A is to distinguish between the real world (I'® , ') and the ideal world (A, T), where the first oracle
from the left in both the worlds only allow classical access and the remaining oracle provides quantum access.

We divide A’s query phase into (¢ + 1) epochs 0,. .., g, where the i-th epoch is represented by the sequence of
primitive queries after the i-th classical query and before the (i+1)-th classical query. In particular, i = 0 represents
the epoch before the first classical query, and i = g represents the epoch after the final classical query. Let p; denote
the number of primitive queries in the i-th epoch. We will use the notations developed in Section 3.

For any i € [q], let 7, = {(x1,91),..., (2, y;)} be the set of the first 4 classical query-response tuples, where z;
denotes the i-th query and y; denotes the corresponding response for all j € [i]. Let 79 = 0. For any 4 € [g] and any
ke {01} v ={kdxj: (x;,y;) € 7} is called the input set. Recall that ** denotes the locally-redefined
copy of I'.

Now, let Hy, ..., H, denote a sequence of g 4 1 hybrids, where H; is defined as follows:

1. Sample k <—¢ {0,1}™.

2. Answer the first ¢ classical queries from A using A and the quantum queries from A in the first ¢ epochs (which
ends when the (i 4+ 1)-st classical query is made) using I

3. Answer all subsequent classical queries from A using I'?.

4. Answer all subsequent quantum queries from A using %,

Since 19 = ), we deduce that Hq corresponds to A’s interaction with the real world. Similarly, one can easily notice
that H, corresponds to A’s interaction with the ideal world.

For i € {0,1,...,q}, let E; denote the event that A returns 1 in the random experiment H;. Then, the triangle
inequality gives

AdvtPSP (A) = |Pr (Eq) — Pr (E,)|

q—1
< Z \Pr (Ez) —Pr (Ei+1)‘ (47)
i=0
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All that remains is to bound |Pr(E;) — Pr(E;41)| for all ¢ € {0,...,¢ — 1}, which is incidentally the technical

core of this proof. For any i € {0,...,q — 1}, H; can be viewed as a string of oracle calls made by A
CTAT . AT TP Vs TP vn
—_———

¢ classical queries g—i classical queries

where each occurrence of A (res. F') indicates a single classical query and each occurrence of ' (res. ['i:¥) indicates
the sequence of primitive queries in the i-th epoch. In this representation, we want to compare:

H;: TAT ... AT T® v 1O pvie 19 i
—_————

i classical queries

q—1i—1 classical queries
Hiii:TAT ...AT AT rlie [Vit1.k r? [Vit1.k
————

i classical queries

q—i—1 classical queries

To aid this comparison we introduce an intermediate hybrid I/-\I2 which is defined as follows:

1. Sample k <5 {0,1}™.

2. Answer the first ¢ + 1 classical queries from A using A and the quantum queries from A in the first ¢ epochs
(which ends when the (i + 1)-st classical query is made) using I

3. Answer all subsequent classical queries from A using F?.

4. Answer all subsequent quantum queries from A using i+,

For i € {0,...,q — 1}, let E; denote the event that A returns 1 in the random experiment H,. The corresponding
string representation is given by

CAT ... AT ATVievk [P [risne P vtk
N—————

i classical queries

q—1i—1 classical queries
Now, we do the following comparisons in pairs from top to bottom:

H;: TAT ... AT TPrvs s @
~—_———

i classical queries

g—i—1 classical queries

Hi: TAT ... AT A Ve T@ v @ i
N—————’

i classical queries

g—1i—1 classical queries

Hi: AT ...ATAT & rrieie 1@ prive
—_—

i classical queries

g—1i—1 classical queries
In Lemma 7 and 8 we show that:

(i+1)
om

IPr(E;) — Pr (8)] < 1.5,/2%+2im. (49)

Using the triangle inequality and Eqs. (49) and (48), we have

t+1 )
|Pr (E;) — Pr(Eit1)] < 2pit1y/ ( o ) + 1.5/ 2% + om (50)

Substituting Eq. (50) in Eq. (47), followed by summing over all the distances, yields the result. O

’PI‘ (Ez) — Pr (Ei+1)| S 2pi+1

(48)

Lemma 7. For alli€ {0,...,q— 1} we have

(i+1).

|PI‘ (/E\l) —Pr (Ei+1)| S 2pi+1 om
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Proof. Recall that we can have the following string representations for the two hybrids.

Hi: TAT ... AT T [Vie T8 pricie @ i
N———’

i classical queries

g—1i—1 classical queries

Hi: AT .. ATTT & prieis (@ prive
—_—

i classical queries

g—1i—1 classical queries

It is clear that the two hybrids are identical, except for the (i + 1)-th epoch, where ITIZ uses a locally redefined
variant i+1+ of I and H;; uses the unchanged I'. We will show that this small “reprogramming” of ' does not
disturb it too much.

More formally, given the adversary A we construct an ARP distinguisher D as follows:

Phase 1.A. This covers all the queries up to and including the (¢ + 1)-th classical query:

1. D samples a uniform random permutation A of {0, 1}2".
2. All classical queries from A are answered using A.
3. All quantum queries from A are answered using D’s random oracle I

Phase 1.B. This is the step where D decides whether to reprogram, or not:
1. D defines the following randomized algorithm B:

(a) Sample k <—¢ {0, 1}™.
(b) Compute and return the set v;4q k.

Phase 2. This covers the queries in the (i + 1)-th epoch:

1. B is run to generate v;41 and for b <—g {0,1}, D is given quantum access to [, where [y = I and
[y =TYitte,
2. All quantum queries from A are answered using [I.

Phase 3. This covers the queries starting from the (i + 2)-th classical query and beyond:
1. D receives k (the randomness used in B), and thus, it can compute the set v;41 .
2. All classical queries from A are answered using I_?.

3. All quantum queries from A are answered using "i+t.x,
— D returns what A returns.

Clearly, D is a valid ARP distinguisher. When b = 0 (i.e. [, =), D correctly simulates H; ;. Similarly, when b =1
(i.e. [, = IYi+16) D correctly simulates H;. Thus, we have

Advt™ (D) = [Pr (D" =1|b=1)—Pr (D" =1|b=0)|
= ’PI‘ (/E\‘.Z) —Pr (Ei+1)’ (51)

where the equality is simply a rephrasing due to the aforementioned equivalence.

Finally, to apply Proposition 1, we need to bound eg, the probability that any point z in the domain of I' is
reprogrammed. This can be bounded using the fact that :+1* is identical to I' except on the set v;11 ;. After
fixing [ and 7,41, the probability that any given z is reprogrammed is at most the probability that = € v;q; ;.
Using the fact that & is uniformly distributed, union bound yields eg < (i +1)/2™. The following follows from using

Proposition 1 in Eq. 51:
2
AdvtPEPT(A') < 2p, /Qim + 1.5¢, /2% + g—m .

Finally, we need to replace p = 2p’ and ¢ = 2¢’ in the bound, leading to the result. ]

Lemma 8. For alli € {0,...,q— 1} we have

~ | p 1
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Proof. Recall that we can have the following string representations for the two hybrids.

H;: TAT ... AT TErvs [@pvs @
—_———

4 classical queries

g—1i—1 classical queries

~

Hit [AT AT s T8 pris 1@ [
———

i classical queries

q—1i—1 classical queries
Now, given A we construct a ARS-distinguisher D as follows:

Phase 1. This covers all the queries up to and including the i-th epoch:
1. D samples a uniform random function A : {0,1}™ — {0,1}".

2. All classical queries from 4 are answered using A.

3. All quantum queries from A are answered using D’s random oracle [,
Phase 2. This is the step where D resamples:

1. Suppose A’s (i + 1)-th classical query is x;41.

2. D queries RS with | (assuming X; = 0)) and let the output be s.

3. Dsets k=5® xjy1.
Phase 3. This covers the (i + 1)-th classical query and beyond:

1. D answers all remaining classical queries from A using (I')5.

2. D answers all remaining quantum queries from A using [,""*.

— D returns whatever A returns.

For b € {0,1}, let H? denote the above described game, and let E? denote the event that A returns 1 in game H?.

When b = 0 (i.e. no resampled oracle), D answers the remaining classical queries with F? and the remaining
quantum queries with ¥4+, Thus, H? is identical with H;. Furthermore, since D is a valid ARS distinguisher using
Proposition 2 we have

|Pr (E;) — Pr (E})| = |Pr (E?) — Pr (E})| < Advt™(D) < 1.5\/2Tm. (52)

When b = 1 (i.e. resampled oracle is used), D answers the remaining classical queries with (I'1){ and the
remaining quantum queries are answered using Flllk . Consider the following event:

bad;: w41 € {21717 . ,.’Ei}.

In the event of —bad;, we not that response to the (i + 1)-th classical query, denoted z (say), is sampled uniformly’
at random and independent of all other variables. Thus, z is identically distributed with A(z;1), and hence v/} Stk =
Vik U{(zj41 @ k,2)} in Hl1 is identically distributed with v;1; 5 generated in I/-\Il-7 assuming —bad; holds in Hz1
Furthermore, assuming —bad;, the random oracle I is essentially reprogrammed on v} 41,5 boints in Hil, where
points are reprogrammed directly, since they are part of v; 1, and one point is reprogrammed indirectly due to the
resampling at s = x;41 @ k. Thus, it is reprogrammed on the same set as v;41. Then, using the fundamental

lemma of game playing | ], we have

|Pr (E}) — Pr (E;)| < Pr(bad;) < 2% (53)

where the last inequality follows from the uniformity of s. The result follows by accumulating the bounds in
Egs. (52)-(53). O

9 Indeed, the output is resampled here
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E Proof of Lemma 5

Recall that under the assumption that the hybrids do not abort we can have the following string representations
for the two hybrids.

Hi: [T L ND T [vee Fprvess o F [
i classical queries g—1i—1 classical queries
Hy,:rnr...nrciumnr F]rC [Yitik Flrc [Vi+1.k
i classical queries 4—i—1 classical queries

It is clear that the two hybrids are identical, except for the (i+ 1)*® epoch, where I/-\Iz uses a locally redefined variant
i+1k of [ and H;41 uses the unchanged . We will show that this small “reprogramming” of ' does not disturb
it too much.

More formally, given the adversary A we construct an ARP distinguisher D as follows:

th classical query:

Phase 1.A. for all the queries up to and including the (i + 1)
1. D samples a uniform random permutation M of {0,1}2".
2. All classical queries from A are answered using [1.

3. All quantum queries from A are answered using D’s random oracle 'y, where g =T =T.

Phase 1.B. D defines the randomized algorithm B:

1. B initializes a flag A + 0.

2. B samples a key k = (k1, ko, ks, k4) & {0,1}*" and computes the set ;11 k.
3. If v;11  # 0 and invalid, then B sets A < 1 and v 415 = 0.

4. B returns the set v;41 k.

Phase 2. This covers the queries in the (i + 1) epoch:

1. B is run to generate v;y;; and for b <i {0,1}, D is given quantum access to 'y, where [ = ' and
I =rv+ve If A =0, it is easy to see that v;y; 5 is valid.

2. All quantum queries from A are answered using [,.

3. At the end of this phase, D receives k, and it checks the value of A.

Phase 3. for all the queries beyond and including the (i + 2)'" classical query:
1. If A =1 then:

(a) All classical queries from A are answered with the error symbol L.
(b) All quantum queries from A are answered using [.
2. Else:
(a) D computes the set ;11 .
(b) All classical queries from A are answered using F!.
(c) All quantum queries from A are answered using I, *".
— If A =1 then D returns 0, and otherwise it returns whatever A returns.

Clearly, D is a valid ARP distinguisher. When A = 0 and b = 0, D correctly simulates H; ;. Similarly, when
A =0 and b = 1, D correctly simulates ITL Furthermore, for the case A = 1, D’s output is independent of A’s
output (although perfect simulation still holds). It also holds that A = 1|b = 1 is equivalent to F; and A = 1|b = 0
is equivalent to F;;1. Due to the identical behaviour of the two hybrids for the first ¢ epochs and the i 4+ 1-th
construction query, we have F, — Fitq for all ¢ € {0,...,q — 1}. Thus, we have

Advt*®(D) = [Pr (D" =1|b=1) —Pr (D" =1|b=0)|
>Pr(D"*=1AA=0|b=1)—Pr(D""=1AA=0[b=0)]
= |PI‘ (E1 A ﬁi:‘\i) —Pr (Ei+1 A _‘Fi+1)‘ (54)
where the first inequality follows from the fact D’s output is completely independent of A when A =1 and A =1 is

set with identical probabilities in the two worlds; the last equality is simply a rephrasing due to the aforementioned
equivalence.
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Game H;(M,T,.A)

1: 7«0 /| epoch tracker
2: v+ 20

3: k+«s{0,1}°"

4: (ki,k2, ks, ks) < k

5: M«T

6: b AT

7: returnbd

C0:(1, o, 21)

Game I/-ii(l'l7 r,A

j+<0 /| epoch tracker

v+ 0

k s {0,1}°"
(kl,kg,k‘s,lm;) +— k
" «r

T W N =

b APOCNITT ()

6
7: return b

hCUi(l, xo, Il)

1: j«j+1 /| advance epoch
2: if j < i then

3: (x4, 25)  N(z0, 1)

4: To — 20 DM(z1 @ k1)

5: z3 + x5 O (24 D ka)

6 : v vU{(z2 @ ke, z1 ®x3)}
7 v vU{(zs P ks, x2Dx4a)}
8: return (x4, zs)

9: elseif j =i+ 1 and v is valid then
10 : ™ «r”

11 : return F;(a:o,zl)

12 : elseif v is invalid then

13: return L

14 : else

15 : return FL(wmzl)
16 : endif

C0;(—1, x4, ws5)

1: j«j+1 /| advance epoch
2: if j <1 then

3: (o, 1) + N7 (24, x5)

4: T2 < x0 B M(z1 @ k1)

5: x3 — x5 DT (x4 ® ka)

6 : v vU{(z2 @ ko, z1 ®x3)}
7: v+ vU{(z3 D ks, zo ®za)}
8: return (zg, 1)

9: elseif j =i+ 1 and v is valid then
10 : r «rv

11: return F271(14,5E5)

12 : elseif v is invalid then

13: return L

14 : else

15 : return F271 (4, 25)
16 :  endif

1: j«j+1 /| advance epoch

2: if j<i+1 then

3 (24, x5) < M(zo,z1)

4 Ty — xo @ M(x1 @ k1)

5: z3 x5 D (s @ ka)

6 v vU{(z2 ® ko, z1 @ x3)}
7 v vU{(zrs P ks, x2®xq)}

8 if j =i+ 1 and v is valid then
9

r «rv
10 : endif
11: return (z4,s)

12 : elseif v is invalid then

13: return L

14: else

15 : return F; (0, 1)
16 : endif

hCUi(fl, T4, 1'5)

1: j«j+1 /| advance epoch

2 if j <i+ 1 then

3 (w0, 1) < N~ (w4, 25)

4 zo < x0 DT (z1 @ k1)

5: z3 < x5 DM (za © ka)

6 v vU{(ze ® ko, z1 ®x3)}

7 v vU{(z3 D ks, zo ®xa)}

8 if j =i+ 1 and v is valid then
9

: M «rv
10 : endif
11: return (zo, 1)

12 : elseif v is invalid then

13: return L

14 : else

15 : return F|,'€_1(9347 T5)
16 : endif

Fig. 9: Pseudocode for H; (left) and H; (right) from the proof of Theorem 4.
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Finally, to apply Proposition 1, we need to bound eg, the probability that any point z in the domain of I is

reprogrammed. This can be bounded using the fact that [:+1.* is identical to " except on the set v;41 ;. After fixing
I and 741, the probability that any given x is reprogrammed is at most the probability that = € Vﬁ)L e Y Vfi)l7k.
Using the fact that ko and k3 are uniformly distributed, the union bound yields ez < 2(i 4+ 1)/2". The result then

follows from using Proposition 1 in Eq. 54. a

F Proof of Lemma 6

The proof only slightly differs from the one of Lemma 4. Under the assumption that the hybrids do not abort, we
can have the following string representations for the two hybrids.

Hy: [NT .. 0T F M7 FLMvs o F) vk
N———— ’

i classical queries

g—1i—1 classical queries

H;: TN .. N [V Bl prsie | FL Prss
——————

i classical queries

q—i—1 classical queries
Given A we now construct an ARS-distinguisher D as follows:

Phase 1. for all the queries up to and including the i*" epoch:
1. D samples a uniform random permutation M : {0,1}?" — {0, 1}>".
2. All classical queries from A are answered using [1.
3. All quantum queries from A are answered using D’s random oracle I'y,.
Phase 2. D resamples:
1. It samples kq, k4 <g {0,1}".
2. Suppose §'T!t =1, i.e., (i + 1)-th classical query is in the forward direction.
(a) Tt computes x5t = (2} @ ky) © 2.
(b) D queries RS with L (assuming X} = (}); let the output be ss.
(c) Tt sets kg = 5o @ bt and it = T(sy) @ 2t
(d) D queries RS with L (assuming X; = (0); let the output be ss3.
(e) Tt sets kg = s3 @ a4, 2t = T(s3) ® 25T and 2t = (2™ @ ky) @ 24
3. Suppose §'Tt = —1, i.e., (i + 1)-th classical query is in the backward direction.
(a) Tt computes x5 = (2} @ kq) © 2L
(b) D queries RS with L (assuming X} = (}); let the output be s3.
(c) Tt sets k3 = s3 @ 25" and computes 25T = I(s3) @ x5,
(d) D queries RS with L (assuming &X; = 0); let the output be ss.
(e) Tt sets kg = so @ 25" " and computes 24T = [(sy) @ 25, it =M™ @ ky) @ 24
4. At this stage D computes the set v; i, l/z(lk) and Vfi?.
Phase 3. for all queries beyond and including the (i + 1) classical query:
1. D initializes A < 0.
2. If v; 1, is invalid then:
(a) D sets A« 1.
(b) D answers all remaining classical queries from A with the error symbol L.
(¢) D answers all remaining quantum queries from A with I',.
3. Else:
(a) D answers all remaining classical queries from A using F,E”.
(b) D answers all remaining quantum queries from A using I, ""*.
— If A =1 then D returns 0, otherwise it returns whatever A returns.

For b € {0,1}, let H? denote the above described game, and let E? denote the event that A returns 1 in game H?.
Unless stated otherwise in the following discussion, assume A = 0.
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Game H}(I, A)

C0; (1, zo, 1)

Cof(ila X4, ZC5)

M <+s Perms,
j<«0
T+ 0
M <« Ty
A+ 0
b ACTCHITTOD
if A =1 then
return 0
else
return b
endif

j<Ji+1
if 7 < i then
(x4, x5)  MN(zo, 1)
7+ 7U ((z0,21), (T4, 25))
return (z4,xs)
elseif j =i+ 1 then
ki, ks < {0,1}™
z2 + x0 O Mp(z1 @ k1)
s2 < RS(L)
ko < s2 @ x2
x3 < x1 B Mp(s2)
s3 < RS(L)
ks < s3 ® x3
T4 < x2 D p(s3)
x5 < 23 D My(zq B ka)
k < (k1, k2, k3, ka)
for ((zp, ), (z4,25)) € T do
z; — IZ) (&) Fb(mll @ k1)
wé “— wg D Mp(zy ® ka)
v vU{(zy ® ke, ah ®as)}
v vU{(zy ® ks, zo ®ay)}
endfor
if v is valid then
I «ry
return (z4,25)
else
A+1
return L
endif
elseif v is invalid then
A+1
return L

else

return F;b (z0, 1)

endif

jJ+1
if 7 < i then
(o, 1) I'I_l(z4,1:5)
7+ 7 U ((z0,21), (T4, T5))
return (zg, 1)
elseif j =i+ 1 then
k1, ka < {0,1}"
3 < x5 By (s B ka)
s3 < RS(L)
k3 < s3 @ x3
T2 + x4 B My(s3)
s2 < RS(L)
ko < s2 B x2
z1 + x3 D My(s2)
xo + 22 O Mp(z1 @ k1)
k < (k1, k2, k3, ka)
for ((zy,z}), (x4, x5)) € T do
xh — x5 O Mp(z] @ k1)
m; — m; (&) Fb(zil @ ka)
v vU{(zh @ ke, éBav;)}
v vU{(z ® ks, zy ®ay)}
endfor
if v is valid then
" «ry
return (zo, 1)
else
A1
return L
endif
elseif v is invalid then
A+1
return L

else

return F;Lﬁl (x4, 5)

endif

Fig. 10: Pseudocode for H? from the proof of Lemma 6. Permy, denotes the set of all permutations over {0,1}?".
The pseudocode for RS can be found in Fig. 5.
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Game ﬁ:(l‘l, r, A

7+0

v+ 0

ks {0,1}*"
(k1, k2, k3, ka) < k
M «r

L HORIRION

return b

hCO}(l,xo,m)

hCU}(—l, Z4,X5)

w

IS

11:
12
13:
14 :

© o N O w

j+—ji+1
if  <i+1 then
if j =i+ 1 then
(x4, 25) <5 {0,1}°"
else
(x4, 5) + N(z0,21)
endif
x2 < xo B M(x1 ® k1)
x3 < 5 D TM(x4 ® ka)
v vU{(z2 ® ks, x1 ®x3)}
v vU{(zs B ks, x2®x4)}
if j =i+ 1 and v is valid then
M «rv
endif
return (z4,xs)
elseif v is invalid then
return L
else
return F,(zo, z1)
endif

ot

© o N O

10 :
11:
12
13:
14 :
15
16 :
17
18 :
19 :
20 :

j—iji+1
if j <i+1 then
if j =i+ 1 then
(zo,21) s {0,1}*"
else
(z0,21) + N~ (x4, z5)
endif
Z2 < xo D21 @ k1)
23 < x5 DM (x4 D ka)
v vU{(z2® ke, x1 B x3)}
v vU{(zsDks,x2®x4)}
if j =i+ 1 and v is valid then
M «rv
endif
return (zo,z1)
elseif v is invalid then
return |
else
return F, " (24, z5)
endif

1
Fig.11: Pseudocode for H; from the proof of Lemma 6
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It is clear that the hybrid H? is identical to H;. Indeed in this case, D answers all the remaining classical queries
with F,E and the remaining quantum queries with i-*. Looking at Phase 3.2 we also observe that A=1|b=0is
identical to F;. Let F% denote the event A =1|b = 1. Then, since D is a valid ARS distinguisher, we have

Advt™(D) = |Pr (D™ =1|b=1) —Pr (D™ =1|b=0)|
>[Pr(D* =1Aa=0|b=1)—Pr (D™ =1AA=0]b=0)]
> |Pr (Ef A —F;) — Pr(E; A —F;)], (55)

where at the second inequality, we used the fact that A =0 | b = 0 is exactly the event —F;.

Now, consider the hybrid H}. In this case, the output (2§, z5") corresponding to the (i+ 1) classical forward

query (z; it ,2iT1) is given by

1 1
Z+ _yS@l‘H— ;

z+1 =1y EBxl—‘—l o r( 1—0—1)

where y2,y3 & {0,1}™ correspond to the resampled value of I(sz) and [(s3) and the random value of
(24 @ky), respectively. Thus, (x4, xET1) is uniformly distributed over {0, 1}?". Similarly, the output (", z+1)
corresponding to the (i + 1) Classmal backward query (zj Al H ) is given by

z+1 =1y @xl+1 @ r( H—l)

1 1
Z+ _yQ@xZ+ ;

Thus, (z{™, 2L™) is uniformly distributed over {0, 1}2".

Let Hi denote a slight modification of }AI,- that works exactly the same as ﬁi, except at the (i + 1)-th classical
query, where the output is sampled uniformly from {0, 1}?" and independent of M. Then, it is straightforward that:

q

|Pr (E; A —F;) — Pr (E} A —F;)| < 5 (56)

- ~1
where E! denotes the event that A returns 1 in H;.

Coming back to H}, D answers the remaining classical queries with FZ and the remaining quantum queries with
. Consider the following two events:

bady: xiH Dk v U 1/(1) U Vﬁ%
bads: +1 Dkscv U 1/(1) Z(i)
1
We claim that H; and H; are identical up to bady V bads. Indeed, —bady A —bads implies that the (i +1)*" classical

query output is uniformly distributed over {0, 1}?" and independent of 1. Furthermore, assuming —(bad, Vbads), the
random oracle I' is essentially reprogrammed on v 41,4 points in Hzl, where 2 points are reprogrammed directly, since

they are part of v; 1, and exactly two points are reprogrammed indirectly due to the resampling at s; = x§+1 @ ko
and s3 = ac3 1@ ks. Then, using the fundamental lemma of the game-playing technique [ ], we have

|Pr (E} A —F}) — Pr (E} A —F;)| < Pr(bady V bads). (57)

Then combining Eqgs. (55)-(57) and applying Proposition 2 gives:

|Pr (E; A —F;) — Pr (E; A —F;) | < 3, [ ot 2T + Pr(bad, V bads). (58)

We write bady = badyq1 V badyio V badys, where:

— bady;;: there exists j € [¢] such that §;11 =1 and xéﬂ = xé,
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— bady1a: there exists j € [i] such that §;4; = —1 and x5 =

— badyy: there exists j € [i], r € {1,3,4} such that x5t @ ky = 2] © k,..

i+1
2

Similarly, we write bads = badsi; V badsio V badss into three events:

— badsi1: there exists j € [i] such that §;41 = —1 and ‘mgﬂ = x%,
— badsi2: there exists j € [i] such that §;11 =1 and xé“ =}

— badse: there exists j € [i], r € {1,2,4} such that 25" @ ks = 2J © k..
Using these finer events, we can rewrite Pr(bady V bads) as follows:

Pr(bad4 V bad5) S Pr(bad411 vV bad412 V bad42 vV bad511 V bad512 V bad51)
< Pr(badys) + Pr(badss) + Pr(bady;1) + Pr(badsii)
+ Pr(bad412 | ﬁbado) + Pr(bad412 | _‘bado), (59)

where bado = badys V badss V badyiq V badsqg.

First, using the uniformity of ko and ks (since so and s3, the resampled points, are uniform), we have Pr(badys)+
Pr(bad52) < 61/2”

Next, using a similar argumentation as used in the proof of Lemma 4, we apply Lemma 1 to get

9
Pr(bad411) + Pr(bad511) < 34/ 2% + 2—2

Finally, conditioned on badg, s3 is fresh in the backward queries and s, is fresh in the forward queries. Thus,
the corresponding resampled outputs ys (in the backward queries) and y» (in the forward queries) are uniform and
independent of all other variables. This immediately gives:

9i
Pr(bad4i2 | “badg) + Pr(bady;2 | 7bady) < —:L

2
Substituting all the bounds in Eq. (59) gives:
/ 104
Pr(bad, V bads) < 3 2% + 272 . (60)
Finally using Eqgs. (60) in Eq. (58) completes the proof. O
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