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Abstract
Multi-party computation (MPC) enables a set of mutually 𝑛 dis-

trusting parties to compute any function on their private inputs.

Mainly, MPC facilitates agreement on the function’s output while

preserving the secrecy of honest inputs, even against a subset of

𝑡 parties controlled by an adversary. With applications spanning

from anonymous broadcast to private auctions, MPC is considered

a cornerstone of distributed cryptography, and significant research

efforts have been aimed at making MPC practical in the last decade.

However, most libraries either make strong assumptions like the

network being bounded synchronous, or incur high computation

overhead from the extensive use of expensive public-key operations

that prevent them from scaling beyond a few dozen parties.

This work presents Velox, an asynchronous MPC protocol that

offers fairness against an optimal adversary corrupting up to 𝑡 < 𝑛
3

parties. Velox significantly enhances practicality by leveraging light-

weight cryptographic primitives—such as symmetric-key encryp-

tion and hash functions—which are 2-3 orders of magnitude faster

than public-key operations, resulting in substantial computational

efficiency. Moreover, Velox is highly communication-efficient, with

linear amortized communication relative to circuit size and only

O(𝑛3) field elements of additive overhead. Concretely, Velox re-

quires just 9.33 field elements per party per multiplication gate,

more than 10× reduction compared to the state of the art. More-

over, Velox also offers Post-Quantum Security as lightweight cryp-

tographic primitives retain their security against a quantum adver-

sary.

We implement Velox comprehensively, covering both offline and

online phases, and evaluate its performance on a geographically

distributed testbed through a real-world application: anonymous

broadcast. Our implementation securely shuffles a batch of 𝑘 = 256

messages in 4 seconds with 𝑛 = 16 parties and 18 seconds with

𝑛 = 64 parties, a 36× and 28.6× reduction in latency compared to

the prior best work. At scale with 𝑛 = 112 parties, Velox is able

to shuffle the same batch of messages in under 50 seconds from

end to end, illustrating its effectiveness and scalability. Overall,

our work removes significant barriers faced by prior asynchronous

MPC solutions, making asynchronous MPC practical and efficient

for large-scale deployments involving 100s of parties.

CCS Concepts
• Security and privacy→ Distributed systems security.
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1 Introduction
In the problem of Multi-Party Computation (MPC) [Yao82, GMW87,

BGW88, CCD88, RB89], 𝑛 mutually distrustful parties compute a

function on their private inputs, with the guarantee that an adver-

sary does not learn any information about the private inputs apart

from what can be deduced from the output.

MPC has been a focus of cryptographic research for over four

decades now, with the past ten years bringing significant advances

toward practical implementation. Despite this progress, most exist-

ing MPC systems still depend on strong communication assump-

tions—particularly some form of (bounded) synchrony and broad-

cast channels—that limit their real-world applicability, especially

when latency overhead is critical.

In the synchronous communication model, messages are as-

sumed to be delivered within a fixed time frame. However, in real-

world high-throughput, low-latency applications, such rigid timing

guarantees cannot be ensured. Networks can experience unpre-

dictable delays, which synchronous MPC systems cannot handle

effectively, resulting in liveness issues and more severely eliminat-

ing non-malicious slow parties.

While asynchronous MPC protocols address such scenarios as

they tolerate any delays, current protocols cannot scale well beyond

ten of parties. On the one hand, there is a beautiful line of work

on information-theoretic protocols [BKR94, PCR10, PCR08, CP23,

GLZS24] where substantial progress have been made, but their

communication complexity is still impractical. The best-known

IT protocol with optimal resilience 𝑡 < 𝑛/3 incurs an additive

overhead of 𝑂 (𝑛14) [GLZS24]. On the other hand, state of the art

practical computational protocols [LYK
+
19, SLL

+
24] rely on sig-

nificant usage of public-key cryptography and/or non-interactive

zero-knowledge proofs, and their computational cost constitute

their primary efficiency bottleneck.

Recent works [BBB
+
24, SS24, DDL

+
24, Mom24, BJK

+
25] have

considered the intermediate setting of lightweight cryptography
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[SS24]. These protocols only make use of computationally efficient

cryptographic primitives such as hash functions and symmetric

key encryption, rather than public-key primitives. Their motivation

for using such primitives is two-fold: 1) Reducing drastically the

computational cost: Each operation with a standard hash function

such as SHA3 or symmetric-key encryption such as AES is at least
two or three orders of magnitude faster than simple public-key

cryptographic operations such as a discrete-log exponentiation;

and 2) the overall protocol remains post-quantum secure. Using

such tools effectively is nevertheless challenging, since they do

not support homomorphic operations and as such it is not easy to

obtain protocols with low communication complexity.

Recent attempts at building MPC protocols from lightweight

cryptography [Mom24, BJK
+
25] incur high communication in ex-

change for lower computational complexity. More concretely, the

protocol [Mom24] incurs 𝑂 (𝑛2𝐶 + 𝜅𝑛6) bits of communication for

a circuit of size 𝐶 , which was recently improved in [BJK
+
25] to

𝑂 (𝑛𝐶 + 𝜅𝑛4) bits. Although these protocols made a significant step

towards making asynchronous MPC practical, their multiplicative

constant of more than 100 (even when considering security with

abort) and their additive term prevent them from scaling the proto-

col to the order of a hundred parties.

1.1 Our Contributions
In this work, we investigate whether it is possible to design an asyn-

chronous MPC protocol with optimal resilience 𝑡 < 𝑛/3 [BOKR94,

ADS20] against active corruptions that scales to larger number of

parties, e.g. one hundred parties.

Can we achieve optimally-resilient AMPC that scales to one hun-
dred parties?

We answer in the affirmative by presenting Velox, the first AMPC

protocol based on lightweight tools (hash functions and symmetric

encryption) that scales to one hundred parties. Velox achieves fair-

ness
1
and incurs𝑂 (𝑛𝐶+𝜅𝑛3) bits with practical constants. First, the

multiplicative constant is only 9.33 elements per party per multipli-

cation gate. This is a reduction of more than 10× compared to the

state of the art. Second, the additive overhead of 𝑂 (𝑛3) elements is

minimal since any AMPC requires each party to reliably broadcast

their input, and the cost for each reliable broadcast incurs inher-

ently a quadratic term 𝑂 (𝑛2) [DR85]. See Table 1 for a comparison

with state of the art protocols.

Theorem 1.1. Let 𝑛 = 3𝑡 + 1 and 𝜅 denote the security parameter.
For a finite field F of size 2

Ω (𝜅 ) and any circuit𝐶 of size |𝐶 | and depth
𝐷 , assuming random oracles, there is an AMPC protocol computing
the circuit that is secure against at most 𝑡 corrupted parties with
security with fairness. Let 𝐶𝑂 be the output size of 𝐶 , the achieved
communication complexity is O(|𝐶 | · 𝑛 + (𝐷 +𝐶𝑂 ) · 𝑛2 + 𝑛3) field
elements, and the expected round complexity is O(𝐷 + log |𝐶 |).

We implemented Velox from end-to-end and benchmarked its

performance via the application of anonymous broadcast, where a

set of clients broadcast information anonymously. In the full version,

1
This means that the adversary may abort the protocol, but if it does so, does not learn

the output of the computation. Even with security-with-abort, it is folklore knowledge

that 𝑡 < 𝑛/3 is optimal in the asynchronous setting.

we show the runtime of the different phases of Velox for 𝑛 = 112

parties and varying sizes of the anonymity set. For an anonymity set

size of 𝑘 = 256, our overall runtime is 48.06 seconds. We compare

Velox with the preprocessing phase of the prior best asynchronous

MPC protocol DumboMPC [SLL
+
24] (USENIX Security’24) and

show that our protocol is faster by a factor of 36 for 𝑛 = 16 and 28.6

for 𝑛 = 64.

1.2 Related Work
Since seminal works of [BCG93, BKR94] introducing the first asyn-

chronous MPC protocols, significant efforts have been made to

improve their efficiency.

Most works focused on improving the asymptotic efficiency,

in particular the multiplicative term dependent on the circuit size.

There has been a line ofwork studying protocols achieving information-

theoretic security [PCR10, PCR08, CP23, GLZS24, JLS24, AAPP24],

where very recently there have been protocols achieving a linear

communication term in the circuit size 𝐶: 𝑂 (𝑛𝐶 + 𝑛14) field ele-

ments for the case of statistical security and 𝑡 < 𝑛/3 corruptions

[GLZS24, JLS24], and𝑂 (𝑛𝐶 +𝑛5) with perfect security and 𝑡 < 𝑛/4
corruptions [AAPP24].

Using computational assumptions, protocols with optimal re-

silience 𝑡 < 𝑛/3 under different tools have been proposed, typi-

cally in the form of threshold encryption and non-interactive zero-

knowledge proofs [HNP05, HNP08, CHLZ21, Coh16, BKLZL20, CP15],

homomorphic commitments [SLL
+
24], or lightweight cryptography

(i.e., hashes and symmetric encryption) [Mom24, BJK
+
25].

The AMPC protocols [Mom24, BJK
+
25] require more than 100𝑛

elements per multiplication gate and also an additive term of at least

𝑂 (𝑛4) even for the case of security with abort (without fairness).

Our protocol achieving fairness decreases this constant to 9.33𝑛

elements per multiplication gate and has an additive term of𝑂 (𝑛3).
Finally, the works [LYK

+
19, DGKN09] introduce AMPC proto-

cols with a preprocessing phase that may not terminate, i.e. they

are not live. This undesirable condition is more critical than the

standard security with abort, as in the latter case, parties realize

that the protocol failed (they obtain ⊥ as output).

2 Technical Overview
In the following, we use 𝑛 to denote the number of parties and 𝑡 to

denote the corruption threshold. For a non-negative integer 𝑑 < 𝑛,

we use [𝑠]𝑑 to denote a degree-𝑑 Shamir secret sharing of 𝑠 and

𝛼0, . . . , 𝛼𝑛 to denote distinct field elements. We recap the definition

of Shamir secret sharing scheme in Appendix A.3.

2.1 Blueprint for Constructing Asynchronous
MPC with Fairness

In this work, we aim to construct a concretely efficient asynchro-

nous MPC with fairness in the setting of 𝑛 = 3𝑡 + 1, only assuming

a random oracle. To be more concrete,

• Our goal is to maintain the linear communication 𝑂 ( |𝐶 | · 𝑛)
as that in [Mom24, BJK

+
25] while achieving a smaller additive

communication overhead of 𝑂 (𝑛3).
• On top of that, we want to minimize the constant factor to make

it as efficient as the state-of-the-art constructions [DN07, GS20,

GLO
+
21] in the synchronous setting.

2



Table 1: Comparison of relevant Asynchronous MPC protocols.
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DumboMPC[SLL
+
24]

‡✗ O(𝑛2 |𝐶 | ) DLE O(𝑛2 ) ‡ O(𝜅𝑛3 ) G.O.D. PKI + SRS DLog + q-SDH

[Mom24][Mom24] ✓ O(𝑛2 |𝐶 | ) LWC O(𝑛2 ) O (𝜅𝑛5 ) G.O.D. Secure Channels RO

[BJK
+
25][BJK

+
25] ✓ O(𝑛 |𝐶 | ) LWC >100𝑛 O(𝜅𝑛4 ) G.O.D. Secure Channels RO

[Mom24][Mom24] ✓ O(𝑛 |𝐶 | ) LWC >100𝑛 O(𝜅𝑛4 ) Security with

Abort

Secure Channels RO

Velox ✓ O(𝑛 |𝐶 | ) LWC ∼9.33𝑛 O(𝜅𝑛3 ) Fairness Secure Channels RO

Computation complexity: The notion |𝐶 | denotes the circuit size. The computation cost of our protocols is composed of Lightweight Cryptographic (LWC) operations like

symmetric key encryption, cryptographic Hash computations, and pseudorandom number generations. In comparison, each discrete-log exponentiation (DLE) is 100× more

expensive than an LWC operation. Each protocol also requires O(𝑛 |𝐶 | ) finite-field arithmetic operations. These operations are cheaper than LWC and DLE operations, so we

absorb them into the order notation. Communication: The notion 𝜅 denotes the security parameter. We compare the number of field elements in the amortized per-gate

communication cost and the overall additive overhead. Security Guarantees. Fairness guarantees that honest parties and the adversary terminate with the same output (which may

be an abort), while Guaranteed Output Delivery (G.O.D.) ensures that the computation never aborts. Security with Abort constructions let the adversary to observe the protocol’s

output and then abort the protocol.

‡
DumboMPC [SLL

+
24] is only an offline phase protocol. We describe its costs here by pairing its offline phase with HoneyBadgerMPC’s [LYK

+
19] online phase. DumboMPC

[SLL
+
24] achieves linear preprocessing communication cost per multiplication when the network is synchronous and all parties are honest. We compare against this variant in our

evaluation section.

Unlike the previous works [Mom24, BJK
+
25] which first prepare

random Beaver triples in the preprocessing phase and then use

them to compute multiplication gates in the online phase, we try

to directly adapt the state-of-the-art MPC protocols [DN07, GS20,

GLO
+
21] in the synchronous setting to the asynchronous network.

In these protocols, all parties first follow the semi-honest DN

protocol [DN07] to compute a degree-𝑡 Shamir sharing for each

wire value in the circuit. To achieve malicious security, all par-

ties together verify the correctness of multiplication gates, and

the output is reconstructed only if the check passes. In particular,

the multiplication verification protocol in [GS20] only adds up a

sub-linear communication overhead. Thus the achieved communi-

cation complexity per gate matches the semi-honest DN protocol.

On top of these, [GLO
+
21] further improves both the communica-

tion complexity and the round complexity of the semi-honest DN

protocol.

In the following, we mainly discuss adapting the DN protocol

in the asynchronous setting and first realizing a secure-with-abort

version. Later in section 2.4, we introduce how to upgrade it to

achieve fairness. The check of multiplication gates follows previ-

ous work in [GS20], and we refer the readers to Appendix E for

more details. By combining them, we reduce the communication

cost per gate to 9.33𝑛 field elements, along with overall O(𝑛3) ad-
ditive overheads. To the best of our knowledge, the current best

works [Mom24, BJK
+
25] require more than 100𝑛 field elements per

gate, along with O(𝑛4) additive overhead in the same setting.
2

Review of the DN Multiplication Protocol. We recap the DN tech-

nique as follows. For each addition gate in the circuit with input

sharings ( [𝑥]𝑡 , [𝑦]𝑡 ), all parties locally compute output sharing

[𝑧]𝑡 = [𝑥]𝑡 + [𝑦]𝑡 relying on the linearity of the Shamir secret

2
Previous works [Mom24, BJK

+
25] achieve guaranteed output delivery. For a fair

comparison, we compare with the case of secure-with-abort construction in their

works.

sharing scheme. For each multiplication gate, all parties do the

following.

(1) All parties prepare a pair of random Shamir sharings ( [𝑟 ]𝑡 , [𝑜]2𝑡 )
where [𝑟 ]𝑡 is a random degree-𝑡 Shamir sharing and [𝑜]2𝑡
is a random degree-2𝑡 Shamir sharing of 0, which is also

referred to as double sharings3. This step can be done in the

preprocessing phase.

(2) All parties locally compute [𝑒]2𝑡 := [𝑥]𝑡 · [𝑦]𝑡 + [𝑟 ]𝑡 + [𝑜]2𝑡 .
(3) All parties reconstruct the secret 𝑒 , and then locally compute

[𝑧]𝑡 := 𝑒 − [𝑟 ]𝑡 .
The correctness follows from the properties of the Shamir secret

sharing scheme. As for security, [GIP
+
14] has shown that the DN

multiplication protocol is secure up to an additive attack, i.e., the

adversary can only insert an additive error 𝑑 such that 𝑧 = 𝑥 ·𝑦 +𝑑 .
Such an attack will be detected in the verification phase, and then

all parties can abort the protocol in case the check fails.

Therefore, applying the DN technique in the asynchronous set-

ting is reduced to two problems: (1) preparation of double sharings,
and (2) public reconstruction of a degree-2𝑡 Shamir secret sharing

[𝑒]2𝑡 .

Preparation of Double Sharings. In [DN07], random double shar-

ings can be prepared in two steps: (1) Each party first distributes

a random pair of double sharings, (2) and all parties then apply a

Vandermonde matrix to extract random double sharings that are

not known to any single party. To apply the same idea in the asyn-

chronous setting, it is sufficient to construct a protocol that allows

a dealer to distribute a Shamir secret sharing to all parties. The

main difficulty here is to ensure that eventually all honest parties

should obtain their shares from the dealer. Note that directly letting

the dealer send the shares does not work since a malicious dealer

3
The double sharing defined in [DN07] is in the form of ( [𝑟 ]𝑡 , [𝑟 ]2𝑡 ) with the same

random secret 𝑟 . We follow [GLO
+
21] and consider an equivalent form where the

second sharing is replaced by a random degree-2𝑡 Shamir sharing of 0.

3



may only send shares to a subset of honest parties while the rest of

honest parties may never receive their shares.

Previous works [Mom24, BJK
+
25] have proposed solutions for

distributing Shamir sharings, while both of them require O(𝑛3)
additive communication overhead. This results in O(𝑛4) additive
communication overhead for the whole AMPC because each party

needs to lead one instance. To achieve our goal, we give an overview

in section 2.2 of our construction that both improves the additive

communication overhead to O(𝑛2) per instance and reduces the

constant multiplicative factor 6 to around 2 for concrete efficiency.

Public Reconstruction of Secret. At a first glance, reconstructing a
degree-2𝑡 Shamir sharing can be done by letting parties exchange

their shares. Since there are at least 2𝑡 + 1 honest parties, each party

will eventually receive at least 2𝑡 + 1 shares, which are sufficient to

reconstruct the secret. One subtlety is that corrupted parties may

send incorrect shares to honest parties. As a result honest parties

may not receive the correct reconstruction result. In the worst case,

different honest parties may end up with different reconstruction

results. In the synchronous setting, since a degree-2𝑡 Shamir sharing

is fully determined by honest parties’ shares, any incorrect share

sent by a corrupted party can be detected with all parties’ shares.

However in the asynchronous setting, each party needs to proceed

after receiving 2𝑡 + 1 shares to achieve liveness, which means that

honest parties cannot hope to receive all parties’ shares to detect

incorrect shares.

In Appendix B.1, we show that the above attempt is insecure

when evaluating two layers of multiplications in the asynchronous

setting by giving a concrete attack. We note that the security issue

comes from honest parties not using the same public reconstruction

result. That is, even if the reconstruction result is incorrect, as long

as all honest parties use the same reconstruction result, the protocol

remains secure before reconstructing the output, which allows us to

postpone the check of the reconstructions to the end of the protocol

and make use of the multiplication verification protocol [GS20] to

achieve malicious security efficiently.

To achieve the same reconstruction results among all honest

parties, previous works [Mom24, BJK
+
25] propose two different

solutions:

• In [Mom24], all parties use an ACS protocol to agree on the same

2𝑡 + 1 shares of [𝑒]2𝑡 to recover 𝑒 .

• In [BJK
+
25], [𝑒]2𝑡 is first reconstructed to a special party 𝑃king.

Then all parties use the reconstruction result broadcast by 𝑃king.

Both of their solutions guarantee that all honest parties reconstruct

the same result, but incur an additive communication overhead of

O(𝑛3). Note that both [Mom24, BJK
+
25] use the above approach

when preparing random Beaver triples, which can be viewed as

a depth-1 circuit. In our case, if we use the solutions in [Mom24,

BJK
+
25], it would incur O(𝐷 · 𝑛3) communication where 𝐷 is the

circuit depth.

In section 2.3, we show how to reduce the additive communi-

cation overhead of public reconstruction to O(𝑛2) per layer, thus
achieving O(𝐷𝑛2) across all layers.

2.2 Generating Random Double Sharings
To prepare randomdouble sharings, previousworks [Mom24, BJK

+
25]

make use of a primitive PrivSend, a variant of which was first de-

scribed in [SS24], which allows all parties to verify the delivery of

messages between a sender and a receiver. Then it is sufficient to let

the dealer distribute shares via PrivSend. In this way, if the shar-

ing phase succeeds, all honest parties will eventually receive their

shares from the dealer. Assuming a random oracle, PrivSend can
be constructed with O(|𝑚 | +𝑛2) communication to send a message

of length |𝑚 |.
However, this approach incurs an additive communication over-

head of O(𝑛3) since the dealer needs to invoke one instance for

each receiver. In our case, we can only afford O(𝑛2) communica-

tion overhead for distributing random Shamir sharings. We note

that [SS24] first proposed a primitive called Secure Message Dis-

tribution, a version of PrivSend for 𝑛 distinct receivers when the

dealer is the same, and it reduces the additive overhead from O(𝑛3)
to O(𝑛2

log𝑛), but there is still an O(log𝑛) gap. To further reduce

the additive overhead, we explore a weaker version of PrivSend,
which is sufficient for our construction and only costs O(𝑛2) addi-
tive overhead among 𝑛 instances.

Private Send with Publicly Verifiable Delivery. We denote (𝐴, 𝐵) as
a pair of sender and receiver, and𝑚 be the message sent from𝐴 to 𝐵.

In previous works [Mom24, BJK
+
25], the idea is to use asynchronous

verifiable information dispersal (AVID) to deliver a message. The

primitive AVID contains two phases: the disperse phase and the

retrieve phase. In the disperse phase, the dealer will commit a

message. If all parties terminate the disperse phase, then they can

later open the message to a receiver in the retrieve phase. AVID is

very similar to the requirements for PrivSend, we can let 𝐴 send

𝑚 to 𝐵 through AVID, and when all parties terminate the disperse

phase, they can acknowledge that 𝐴 has sent𝑚 to 𝐵 because all

parties can recover it to 𝐵. The only difference is that AVID does

not guarantee the privacy of the messages. To achieve PrivSend,
we assume that 𝐴 and 𝐵 will agree on a common randomness 𝑟

and 𝐴 will deliver ciphertext 𝑐 := 𝑚 ⊕ 𝑟 to 𝐵 through AVID. To

efficiently prepare 𝑟 , the idea in [Mom24, BJK
+
25] is to prepare a

random seed between each pair for (𝐴, 𝐵), then they apply pseudo-

random number generator (PRG) on it to generate 𝑟 . However, the

preparation of seeds for all parties requiresO(𝑛3) additive overhead
in [BJK

+
25]. We will show how to optimize it to O(𝑛2) in section 4.

For the construction of AVID, the idea is that 𝐴 divides the

message 𝑐 into 𝑡 +1 parts 𝑐0, . . . , 𝑐𝑡 , and encodes them into a degree-

𝑡 polynomial 𝑓 (𝑋 ) as follows:

𝑓 (𝑋 ) = 𝑐0 + 𝑐1 · 𝑋 + · · · + 𝑐𝑡 · 𝑋 𝑡 .

Then𝐴 will send an evaluation point 𝑓 (𝛼𝑖 ) to each party 𝑃𝑖 , and all

parties will execute a reliable agreement (RA) protocol with input 1

if they receive their evaluation points from𝐴. When RA terminates

with 1, all parties can guarantee that 𝐵 will receive the message

because at least 𝑡 + 1 honest parties have received their evaluation

points from 𝐴, and can forward them to 𝐵 to help him reconstruct

the message 𝑐 . Upon getting the ciphertext 𝑐 , the receiver 𝐵 can

decode𝑚 = 𝑐 ⊕ 𝑟 .
The above construction guarantees the delivery of a message,

but not correctness. This is because 𝐵 may receive incorrect points

4



from corrupted parties. To prevent this, previous works let𝐴 broad-

cast the commitment of each party’s points. This will cause O(𝑛2)
additive overhead and we can not afford it. To further reduce it to

amortized O(𝑛), our idea is that we will use a secure-with-abort
version of AVID, which means that 𝐵 can abort the protocol if some

parties deviate from the protocol. Therefore, we will let 𝐴 only

broadcast the commitment of the message he sent to 𝐵, and 𝐵 will

abort if the reconstructed result does not match 𝐴’s commitment.

Since 𝐴 can broadcast the commitment of messages for distinct 𝐵

in parallel, then the amortized cost per instance is O(𝑛).
For the constant factor depending on |𝑚 |, the above construction

is 2 · 𝑛
𝑡+1 ≈ 6. In section 4, we show how to further reduce it to 5.

Asynchronous Secret Sharing Scheme. Based on the primitive

PrivSend, we can construct the secret sharing scheme by letting

the dealer invoke PrivSend for each party to deliver the shares.

For degree-2𝑡 sharing, this construction is sufficient, and we will

prove the security later. For degree-𝑡 sharing, all parties need to

additionally check whether their shares are consistent and lie on

degree-𝑡 polynomials.

To address this issue, we follow the idea in [SS24] and use the

primitive called distributed zero-knowledge proof (DZK). This prim-

itive allows a prover to convince a set of verifiers that their shares

lie on a degree-𝑡 polynomial. Previous work [SS24] realizes DZK

based on the assumption of the random oracle. In this work, we

realize a more efficient DZK with Abort protocol by adapting the

construction of a recent work [CCG25] to the asynchronous setting.

Using this new construction, we achieve an overall communica-

tion complexity of O(𝜅𝑛3) bits for DZK. We refer the reader to

Appendix G for more details.

Based on DZK and our weaker version of PrivSend, we realize
the secret sharing scheme with amortized linear cost and O(𝑛2)
additive overhead, which saves a factor of O(𝑛) compared to the

previous works [Mom24, BJK
+
25]. Our next goal is to reduce the

constant multiplicative factor, and the idea is to reduce the number

of PrivSend during the sharing phase:

(1) The dealer first directly sends shares to each party, and all

parties will broadcast a confirmation message when they

receive and accept their shares from the dealer.

(2) When the dealer first receives 𝑛 − 𝑡 confirmation messages,

he broadcasts the set of these parties, and only invokes

PrivSend for parties not in this set.

(3) When all parties receive the set from the dealer, they continue

after receiving the corresponding confirmation messages

from parties in this set. When they terminate PrivSend for

parties not in this set, they terminate the sharing phase.

Based on this optimization, we reduce the constant factor from 5 to

1+ 5/3 = 8/3 at the cost of several additional rounds. For simplicity,

here we skip the optimization of how all parties efficiently broad-

cast their confirmation message. Recall that the reliable broadcast

requires O(𝑛2) communication, then each party can only broadcast

once (for all instances of PrivSend led by all dealers) to bound the

additive overhead within O(𝑛3). In section 5, we will show how

this is achieved.

The above construction realizes a security-with-abort secret shar-

ing protocol and is sufficient for a secure-with-abort AMPC. Later

in section 5, we will show that the degree-𝑡 secret sharing scheme

is also a verifiable secret sharing scheme, which guarantees that

when all parties terminate the sharing phase, they can reconstruct

the secrets distributed by the dealers. This will be helpful for up-

grading a secure-with-abort AMPC to a fairness AMPC, as we will

introduce later in section 2.4.

Using PRG to Reduce Communication Complexity. Recall that dur-
ing PrivSend, each pair of parties will agree on a seed to generate

randomness. Then we can also use the randomness to let a fraction

of parties generate their shares locally without interaction, and

the dealer can compute the same set of shares using the common

randomness as well.

• For a random degree-𝑡 Shamir sharing, each of the first 𝑡 parties

can locally generate his shares by applying PRG on the common

seed with the dealer.

• For a random degree-2𝑡 Shamir sharing, similarly, each of the

first 2𝑡 parties can locally generate their shares by applying PRG

on the common seed with the dealer. Then the dealer no longer

needs to send shares to the last 𝑡 parties through P2P channels,

but directly invoke PrivSend for them.

This optimization helps to reduce the constant factor to 7/3 for dis-

tributing degree-𝑡 Shamir sharings and 5/3 for distributing degree-

2𝑡 Shamir sharings.

Generating Random Sharings in Pipeline. To ensure liveness in

generating random double sharings, all parties first agree on a

subset of 𝑛 − 𝑡 successful dealers. This causes the double sharings
from unselected parties (which may up to 𝑡 parties) to be wasted. To

reduce this overhead, we may generate random sharings in pipeline.

Assuming that all parties need to prepare 𝑁 random double
sharing, they divide the generation into 𝑘 segments. In the first

segment, all parties still follow the previous idea to generate 𝑁 /𝑘
random double sharing. While in the following 𝑘 − 1 segments,

only parties whose random double sharings have been used will

redistribute new random double sharings. Then at the end of the

generation phase, only random double sharings distributed by 𝑡

parties for a single segment will be wasted. In this way, we reduce

the amortized cost of preparing each pair of random double sharings

from 3𝑛 field elements to (2 + 1/𝑘)𝑛 field elements.

We refer the readers to Appendix D.5 for more details about

this construction. One thing to note is that this is a trade-off be-

tween communication complexity and round complexity, because

all parties need to execute these 𝑘 segments in sequence, and this

construction increases the round complexity by a factor of 𝑘 .

2.3 Public Reconstruction and Efficient DN
Multiplication Protocol

We start from the solution in [Mom24], for the reconstruction of

2𝑡 + 1 multiplication gates {([𝑎𝑖 ]𝑡 , [𝑏𝑖 ]𝑡 }2𝑡+1𝑖=1
, we prepare 2𝑡 + 1

uniformly random double sharing {([𝑟𝑖 ]𝑡 , [𝑜𝑖 ]2𝑡 }2𝑡+1𝑖=1
. Then for 𝑖 ∈

[2𝑡 + 1], we define [𝑧𝑖 ]2𝑡 := [𝑎𝑖 ]𝑡 · [𝑏𝑖 ]𝑡 + [𝑟𝑖 ]𝑡 + [𝑜𝑖 ]2𝑡 and a

degree-2𝑡 polynomial 𝑓 (𝑋 ) as follows:

𝑓 (𝑋 ) = 𝑧1 + 𝑧2 · 𝑋 + · · · + 𝑧2𝑡+1 · 𝑋 2𝑡 .

Then each party will compute his shares of [𝑓 (𝛼𝑖 )]2𝑡 and send it

to 𝑃𝑖 for all 𝑖 ∈ [𝑛]. Each party 𝑃𝑖 will use the first 2𝑡 + 1 shares

of [𝑓 (𝛼𝑖 )]2𝑡 he received to reconstruct 𝑓 (𝛼𝑖 ). To guarantee that
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all parties recover the same 𝑓 (𝑋 ), the idea in [Mom24] is that all

parties will agree on the same 2𝑡 + 1 evaluation points 𝑓 (𝛼𝑖 ) for
reconstruction relying on an ACS protocol, which costs O(𝑛3)
communication.

We observe that under security with abort, to ensure that all

honest parties end up with the same reconstruction results, it is

sufficient to let every pair of parties exchange the hash of their

reconstruction results. A party will only accept the reconstruction

results if he receives at least 2𝑡 +1 hashes that match his reconstruc-

tion results. Since any two honest parties will receive hashes from at

least 𝑡 + 1 common parties, which include at least one honest party,

their reconstruction results will be the same with overwhelming

probability. Therefore, we can let all parties first exchange their

evaluation points 𝑓 (𝛼𝑖 ) and then the hash of their reconstruction

results in two rounds.

This solution completes in 3 rounds, with 2𝑛 · 𝑛
2𝑡+1 ≈ 3𝑛 ele-

ments of communication per reconstruction in the online phase. In

Section 7.1, we further reduce the communication complexity by

reducing the number of required double sharings using the 𝑡-wise
independence technique from [GLO

+
21], which reduces the number

of degree-2𝑡 Shamir sharings of 0 from 2𝑡 + 1 to 𝑡 .

Based on these optimizations, computing 2𝑡 + 1 multiplication

gates involves preparing 2𝑡 + 1 degree-𝑡 random sharings, 𝑡 degree-

2𝑡 random sharings of 0, and performing public reconstruction. The

amortized communication per multiplication gate is(
7

3

× 2 · (2𝑡 + 1) + 5

3

× 2 · 𝑡
)
/(2𝑡 + 1) · 𝑛 + 3𝑛 ≈ 9.33𝑛

field elements, plus an overall additive overhead of O(𝑛3).

2.4 Upgrading Security-with-Abort to Fairness
in a Black-Box Way

To ensure fairness in computing a common output 𝑦, we first let

all parties run a secure-with-abort AMPC protocol to compute a

degree-𝑡 Shamir sharing [𝑦]𝑡 . If all parties have shares of [𝑦]𝑡 ,
then they can directly exchange their shares and use online error

correction (OEC) to guarantee that all parties can recover 𝑦. Since

not all honest parties are guaranteed to receive valid shares now,

directly reconstructing 𝑦 may leak it only to the adversary. To

prevent this, a random mask [𝑟 ]𝑡 is added to [𝑦]𝑡 , and parties

publicly reconstruct 𝑦 + 𝑟 instead. If all parties agree on 𝑦 + 𝑟 , they
reconstruct 𝑟 and recover 𝑦; otherwise, they abort. Therefore, we

reduce this problem to the following tasks. Refer to section 7 for

detailed construction.

• Mask Generation: All parties generate a random sharing [𝑟 ]𝑡
that guarantees the reconstruction of 𝑟 when they need. This is

achieved with the help of verifiable secret sharing.

• Agreement on 𝑦 + 𝑟 : Parties exchange shares of [𝑦 + 𝑟 ]𝑡 and use
OEC to reconstruct. If any party sees a failure, they input ⊥ to a

non-intrusion BA protocol.
4
If the consensus is reached on 𝑦 + 𝑟 ,

they reconstruct 𝑟 and output 𝑦; otherwise, they abort.

Other Optimization. We follow the technique in [GLO
+
21] to

reduce the round complexity in the online phase by a factor of 2,

thus achieving 1.5 rounds per layer of multiplications. Roughly

4
A non-intrusion BA protocol guarantees that the agreement result is ⊥ or an honest

party’ input.

speaking, the idea is that all parties will evaluate two neighboring

layers in parallel. See Appendix B.2 for more details.

3 Preliminaries
We denote the security parameter by 𝜅 and require the field size to

be 2
Ω (𝜅 )

.

3.1 Model
We consider protocols among a set P of 𝑛 parties 𝑃1, . . . , 𝑃𝑛 . Our

protocols are proven secure in themodel by Canetti [Can00]. Parties

have access to a network of point-to-point asynchronous and secure

channels (for details of the asynchronous network model, we refer

the reader to [CR98]). Asynchronous channels guarantee eventual
delivery, meaning that messages sent are eventually delivered, and

the adversary does the scheduling of the messages. In particular,

the adversary can arbitrarily (but finitely) delay all messages sent

and deliver them out of order. We also consider the fully malicious

adversary, that can completely control the behavior of corrupted

parties.

Functionality of Asynchronous MPC.. We define the functionality

for AMPC with fairness as below.

Functionality FAMPC-Fair

FAMPC-Fair proceeds as follows, running with parties P =

{𝑃1, . . . , 𝑃𝑛 }, an adversary S and a 𝑛-party function 𝑓 : ({0, 1}∗ ∪
{⊥})𝑛 → {0, 1}∗ ∪ {⊥}. For each party 𝑃𝑖 , initialize an input value

𝑥 (𝑖 ) =⊥.
1: Upon receiving an input 𝑣 from 𝑃𝑖 ∈ P, if CoreSet has not been

recorded yet or if 𝑃𝑖 ∈ CoreSet, set 𝑥 (𝑖 ) = 𝑣.

2: Upon receiving an input CoreSet from S, verify that CoreSet is
a subset of P of size at least 𝑛 − 𝑡 , else ignore the message. If

CoreSet has not been recorded yet, then record CoreSet and for

every 𝑃𝑖 ∉ CoreSet, set 𝑥 (𝑖 ) = 0.

3: If the CoreSet has been recorded and the value 𝑥 (𝑖 ) has been
set to a value different from ⊥ for every 𝑃𝑖 ∈ CoreSet, compute

𝑦 = 𝑓 (𝑥 (1) , . . . , 𝑥 (𝑛) ) . Then for each 𝑃𝑖 ∈ P, send a request-

based delayed output 𝑦 to 𝑃𝑖 .

• Upon receiving the request Fail, if the output has not been
delivered to any party, change the output of all parties to

Fail. Otherwise, ignore this request.

3.2 Agreement Primitives
Our construction makes use of the following agreement primitives

and we give the definitions of them in Appendix A.1. Previous

works give an efficient construction in the same setting as ours

and only assume the random oracle, we will use them to build our

protocols in a black-box way.

• Reliable Broadcast. Functionality Frbc allows the parties to

agree on the value of a sender without requiring termination

if the sender is corrupted. The authors in [DXR21] give a con-

struction with communication complexity O(𝐿 · 𝑛 + 𝜅 · 𝑛2) for
broadcasting 𝐿-bit messages.

• Byzantine Agreement. Functionality Fba allows parties to

agree on a common message. The authors in [MMR15] give a
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construction with communication complexity O(𝑛3) for broad-
casting 1-bit agreement.

• Reliable Agreement. Functionality Fra is the agreement ver-

sion of the reliable broadcast where all parties have input. It

guarantees that when all parties terminate, at least 𝑡 + 1 honest

parties have the same inputs
5
. The authors in [DDL

+
24] give a

construction with communication complexity O(𝐿 · 𝑛2) for 𝐿-bit
agreement.

• Agreement on a Common Set. Functionality Facs allows par-
ties to agree on a set of at least 𝑛 − 𝑡 parties that satisfy a certain

property. The authors in [DDL
+
24] give a construction with

communication complexity O(𝜅 · 𝑛3).

4 Private Send with Publicly Verifiable Delivery
In this section, we give the construction of PrivSend mentioned in

section 2.2, which will be used to build our secret sharing scheme in

section 5. The achieved expected round complexity is constant, and

the communication cost is O(|𝑚 |+𝑛2) with the |𝑚 | term specifically

having a multiplicative constant of 5.

4.1 Functionality of security with abort Private
Send

The functionality of PrivSend is defined below and contains an

initialization phase and a dispersal phase. During the initialization

phase, it will forward a symmetric key (the random seed mentioned

in section 2.2) received from the dealer to the receiver, which will

be used during the secret sharing scheme to reduce communication

complexity. The dispersal phase can be executed multiple times,

each time it forwards the message received from the dealer to the

receiver and a confirmation message of delivery to all parties. If the

functionality receives an instruction abort from the idea adversary

S, then he will change the receiver’s output by abort.

Functionality FPrivSend-Ab

FPrivSend-Ab proceeds as follows, running with parties P =

{𝑃1, . . . , 𝑃𝑛 }, a dealer 𝐷 , a receiver 𝑅 and an adversary S. Let 𝑁
denote the input size of the dealer’s messages.

1: Upon receiving a request𝑚 where𝑚 ∈ {0, 1}𝐿 from 𝐷 , the

trusted party records𝑚.

2: Upon receiving the request (Deliver, 𝐷, 𝑅) from an honest party,

the functionality forwards it together with the identity of this

party to S. If 𝑅 is corrupted, the functionality sends𝑚 to S.
3: When the functionality receives this request from 𝑛 − 𝑡 distinct

parties and the message𝑚 from 𝐷 , the functionality sends a

request-based delayed output (Dispersed, PrivSend) to all par-

ties and (Deliver,m) to 𝑅.
• Upon receiving abort from S, if the output of 𝑅 has not

been delivered, change the output of 𝑅 to (Deliver, abort) .
Otherwise, ignore this request.

5
The drawback is it only guarantees termination if all honest parties have the same
inputs.

4.2 Preparation of Random Symmetric Key
For the preparation of the random symmetric key, we let the dealer

encode it into a degree-𝑡 polynomial and distribute evaluation

points to all parties. Then all parties invoke an instance of RA

to determine whether a sufficient number of parties have received

the evaluation points. When all parties terminate RA with 1, at least

𝑡 + 1 honest parties have received the evaluation points and can

guarantee to help the receiver recover the symmetric key.

An optimization here is that the dealer can distribute the sym-

metric key for distinct receivers in parallel, and all parties will

invoke only one instance of RA for distinct receivers in parallel.

This helps to reduce the amortized cost to O(𝑛) for each receiver.

Protocol ΠPrepKey

Let 𝛼0, . . . , 𝛼𝑛 be distinct field elements. The dealer 𝐷 does the fol-

lowing to distribute a symmetric key to a receiver 𝑅.

Distributing Phase
1: The dealer𝐷 randomly samples two elements in F as key, 𝑟 , then

he randomly samples two degree-𝑡 polynomials 𝑓 (𝑥 ), 𝑔 (𝑥 ) such
that 𝑓 (𝛼0 ) = key, 𝑔 (𝛼0 ) = 𝑟 .

2: 𝐷 sends 𝑓 (𝛼 𝑗 ), 𝑔 (𝛼 𝑗 ) to each party 𝑃 𝑗 ∈ P and reliably broad-

casts 𝑐 := 𝐻 (key, 𝑟 ) .
3: All parties jointly invoke an instance of Fra, each party 𝑃 𝑗 sets

his input as 1 if he receives 𝑓 (𝛼 𝑗 ), 𝑔 (𝛼 𝑗 ) and 𝑐 from 𝐷 . When

all parties terminate Fra with 1, they move to the Reconstruction

Phase.

Reconstruction Phase
4: Each party 𝑃 𝑗 sends 𝑓 (𝛼 𝑗 ), 𝑔 (𝛼 𝑗 ) to 𝑅.
5: When 𝑅 receives 𝑓 (𝛼 𝑗 ), 𝑔 (𝛼 𝑗 ) from 𝑡 + 1 distinct 𝑃 𝑗 , he recon-

structs key and 𝑟 and checks whether 𝑐 = 𝐻 (key, 𝑟 ) . If true, he
outputs key and abort otherwise.

4.3 Asynchronous Verifiable Information
Dispersal

In section 2.2 we have shown the high-level idea of the construc-

tion of AVID, and we continue to introduce how to reduce the

constant factor from 6 to 5. The idea is that we let each party send

a “signature” to the dealer if he received his evaluation points, and

the dealer initializes a set to include the parties who provide valid

“signatures” to him. When the set is of size 2𝑡 + 1, the dealer will

broadcast this set to prove that there are 2𝑡 + 1 parties claiming

that they have received their shares, and all parties can terminate

the distributing phase because among these 2𝑡 + 1 parties, at least

𝑡 + 1 of them are honest and will help the receiver to recover the

messages. We reduce the constant factor from 6 to 5 because parties

not in this set no longer need to forward their evaluation points to

the receiver.

To realize the “signature” under the random oracle assumption,

the solution is to let each party locally random sample a value 𝑟

and then broadcast 𝐻 (𝑟 ). When he needs to send a “signature” to

the dealer 𝐷 , he can send the opening 𝑟 to 𝐷 , and all parties can

verify if the opening provided by 𝐷 is a correct opening of 𝐻 (𝑟 )
broadcast by this party.
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Protocol ΠAVID-Ab

The dealer 𝐷 takes a message𝑚 as input and does the following to

send it to 𝑅.

Distributing Phase
1: Each party 𝑃𝑖 randomly samples 𝑟𝑖 and reliably broadcasts ℎ𝑖 :=

𝐻 (𝑟𝑖 ) .
2: 𝐷 parses𝑚 into 𝑡 + 1 parts, each of size |𝑚 |/(𝑡 + 1) , denoted by

𝑠0, . . . , 𝑠𝑡 . Then 𝐷 computes 𝑓 (𝑥 ) = 𝑠0 + 𝑠1 · 𝑥 + · · · + 𝑠𝑡 · 𝑥𝑡
and sends 𝑓 (𝛼𝑖 ) to party 𝑃𝑖 . 𝐷 also randomly samples a field

element 𝑟 and a degree-𝑡 polynomial 𝑔 (𝑥 ) such that 𝑔 (𝛼0 ) = 𝑟 .

3: 𝐷 sends 𝑔 (𝛼𝑖 ) to party 𝑃𝑖 and reliably broadcasts 𝑐 := 𝐻 (𝑚,𝑟 ) .
4: Each party 𝑃𝑖 who receives 𝑓 (𝛼𝑖 ), 𝑔 (𝛼𝑖 ) and 𝑐 from𝐷 will send

𝑟𝑖 to 𝐷 .

5: 𝐷 initializes a setW = ∅, upon receivingℎ𝑖 and correct opening
𝑟𝑖 such that ℎ𝑖 = 𝐻 (𝑟𝑖 ) from 𝑃𝑖 , 𝐷 adds (𝑃𝑖 , 𝑟𝑖 ) toW. When

|W| = 2𝑡 + 1, 𝐷 reliably broadcastsW.

6: Upon receiving a valid setW from 𝐷 , all parties terminate the

distributing phase.

Reconstruction Phase
7: Each party 𝑃𝑖 ∈ W sends 𝑓 (𝛼𝑖 ), 𝑔 (𝛼𝑖 ) to the receiver 𝑅 and

they terminate the protocol.

8: For the receiver 𝑅, when he receives 𝑓 (𝛼𝑖 ), 𝑔 (𝛼𝑖 ) from 𝑡 + 1

distinct 𝑃𝑖 ∈ W, he reconstructs 𝑓 (𝑥 ) and 𝑔 (𝑥 ) and checks

whether 𝑐 = 𝐻 (𝑚,𝑟 ) . If true, he outputs𝑚 and abort otherwise.

To control the additive overhead for the preparation of “signa-

tures”, we do the following: (1) each party 𝑃𝑖 will execute Step 1 for

distinct dealers in parallel to amortize the cost to O(𝑛) for broad-
casting each 𝑟𝑖 . (2) 𝑟𝑖 will be used for distinct 𝑅 when the dealer 𝐷

is the same party, and 𝑃𝑖 will send 𝑟𝑖 to 𝐷 in Step 3 after he receives

𝑓 (𝛼𝑖 ) from 𝐷 for all distinct 𝑅.

4.4 Construction of PrivSend
By combining the sub-protocols ΠPrepKey and ΠAVID-Ab, we give

the construction of ΠPrivSend-Ab as follows. Refer to Appendix C

for the proof of Lemma 4.1 and detailed cost analysis.

Protocol ΠPrivSend-Ab

The initialization phase will only be executed once when all parties

first participate in an instance of ΠPrivSend-Ab for the sender 𝐷 and

receiver 𝑅.

Initialization Phase
1: 𝐷 leads an instance of ΠPrepKey and distribute key to 𝑅, and 𝑅

will terminate with key or abort at the end of ΠPrepKey.

Disperse Phase
1: The sender takes a message𝑚 as input, then he computes 𝑐 =

𝑚 ⊕ 𝐻 (key) and leads an instance of ΠAVID-Ab with input 𝑐 .

2: All parties terminate (with a flag Delivered) when they termi-

nate ΠAVID-Ab, 𝑅 will receive 𝑐 or abort at the end of ΠAVID-Ab

and terminates with𝑚 = 𝑐 ⊕ 𝐻 (key) or abort.

Lemma 4.1. Protocol ΠPrivSend-Ab securely computes FPrivSend-Ab
against a fully malicious adversary A who corrupts at most 𝑡 < 𝑛/3
parties.

5 Preparation of Shamir Secret Sharings
In this section, we give our construction of the secret sharing

schemes. They achieve an amortized linear cost per secret, along

with O(𝑛2) additive overhead.

5.1 Functionality of ACSS with abort and Sh2t
FACSS-Ab, FSh2t-Ab corresponds to the functionalities of degree-𝑡

and 2𝑡 secret sharing schemes, respectively. For FACSS-Ab, it sup-
ports public reconstruction of dealer’s secrets when all parties

successfully terminate the sharing phase. Here we consider a party

successfully terminates the sharing phase if he receives shares or

abort from the functionality. If anyone receives a failure symbol

Fail instead, all parties will also receive the same Fail, and they

can terminate the whole protocol with fairness.

Functionality FACSS-Ab

Public Input: (𝛼0, . . . , 𝛼𝑛 ), 𝐿
FACSS-Ab runs with parties P = {𝑃1, . . . , 𝑃𝑛 }, a dealer 𝐷 ∈ P, and
an adversary S.
1: For honest dealer 𝐷 , upon receiving secrets 𝑠1, . . . , 𝑠𝐿 from 𝐷 ,

the functionality randomly samples degree-𝑡 polynomial 𝑞ℓ (𝑥 )
such that 𝑞ℓ (𝛼0 ) = 𝑠ℓ for all ℓ ∈ [𝐿]. For corrupted dealer

𝐷 , the functionality waits to receive 𝐿 degree-𝑡 polynomials

𝑞1 ( ·), . . . , 𝑞𝐿 ( ·) from 𝐷 .

2: For each 𝑃𝑖 ∈ P, the functionality sends a request-based delayed
output 𝑞1 (𝛼𝑖 ), . . . , 𝑞𝐿 (𝛼𝑖 ) to 𝑃𝑖 .
• Upon receiving a request (abort, 𝑃𝑖 ) from S, if the output of
𝑃𝑖 has not been delivered, change the output of 𝑃𝑖 to abort.
Otherwise, ignore this request.

• Upon receiving a request Fail from S, if the output of all
parties has not been delivered, change the output of all parties

to Fail. Otherwise, ignore this request.
3: Upon receiving Public-Recon from 𝑡 + 1 parties, if it has not

received Fail from S before all parties’ outputs are delivered,

it sends a request-based delayed output 𝑞1 ( ·), . . . , 𝑞𝐿 ( ·) to all

parties.

Functionality FSh2t-Ab

Public Input: (𝛼0, . . . , 𝛼𝑛 ), 𝐿
FSh2t-Ab runs with parties P = {𝑃1, . . . , 𝑃𝑛 }, a dealer 𝐷 ∈ P, and
an adversary S.
1: For honest dealer 𝐷 , upon receiving secrets 𝑠1, . . . , 𝑠𝐿 from 𝐷 ,

the functionality randomly samples degree-2𝑡 polynomial𝑞ℓ (𝑥 )
such that𝑞ℓ (𝛼0 ) = 𝑠ℓ for all ℓ ∈ [𝐿]. For corrupted dealer𝐷 , the

functionality waits to receive 𝐿 polynomials 𝑞1 ( ·), . . . , 𝑞𝐿 ( ·)
from 𝐷 .

2: For each 𝑃𝑖 ∈ P, the functionality sends a request-based delayed
output 𝑞1 (𝛼𝑖 ), . . . , 𝑞𝐿 (𝛼𝑖 ) to 𝑃𝑖 .
• Upon receiving a request (abort, 𝑃𝑖 ) from S, if the output of
𝑃𝑖 has not been delivered, change the output of 𝑃𝑖 to abort.
Otherwise, ignore this request.
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5.2 Construction of ACSS with abort and Sh2t
The following protocolsΠACSS-Ab,ΠSh2t-Ab realizeFACSS-Ab, FSh2t-Ab,
respectively. For ΠACSS-Ab, it will also be a verifiable secret sharing

scheme because if all parties terminate the sharing phase (including

distributing, verification and termination phase), then they will re-

ceive a valid setM, which includes at least 𝑡 + 1 honest parties who

have accepted their shares. Later in the the public reconstruction

phase, these 𝑡 + 1 honest parties can verifiably send their shares

to all parties with the help of DZK, then all parties can eventually

receive these 𝑡 + 1 parties’ shares can recover the secrets.

One thing to note is that if we use PRG to optimize the commu-

nication, the first 𝑡 parties may be unable to generate their shares

from the random seed, since FPrivSend-Ab only achieves security

with abort. Then we cannot guarantee the termination for an hon-

est dealer, since the honest parties among the first 𝑡 parties will not

get their shares. To address this issue, we will let these parties send

a failure symbol to the dealer, and the dealer will reliably broadcast

it to let all parties terminate the sharing phase. To distinguish from

the case parties terminate with abort but the sharing phase is still

successful, we will use Fail to denote the failure symbol.

Protocol ΠACSS-Ab

Let 𝛼0, . . . , 𝛼𝑛 be distinct field elements, 𝐿 be the number of secrets.

Distributing Phase
1: For 𝑖 ∈ [𝑡 ], 𝐷 randomly samples an element key𝑖 , leads an

instance of F (𝑖,0)PrivSend-Ab, and send key𝑖 to F
(𝑖,0)
PrivSend-Ab. All parties

send the request (Deliver, 𝐷, 𝑃𝑖 ) to F (𝑖,0)PrivSend-Ab.

2: 𝐷 possesses a list of 𝐿 secrets 𝑠1, . . . , 𝑠𝐿 as inputs. For 𝑖 ∈ [𝑡 ],𝐷
expands 𝐻 (key𝑖 ) to get 𝐿 random values, denoted by {ℎ (𝑖 )ℓ }𝐿ℓ=1

.

For each secret 𝑠ℓ , 𝐷 computes degree-𝑡 polynomial 𝑓ℓ (𝑥 ) such
that 𝑓ℓ (𝛼0 ) = 𝑠ℓ and 𝑓ℓ (𝛼𝑖 ) = ℎ

(𝑖 )
ℓ for 𝑖 ∈ [𝑡 ].

3: Let 𝑚𝑖 := ⟨𝑆ℎ𝑎𝑟𝑒𝑠, 𝑓1 (𝛼𝑖 ), . . . , 𝑓𝐿 (𝛼𝑖 ) ⟩, for 𝑖 ∈ [𝑡 + 1, 𝑛], 𝐷
sends𝑚𝑖 to 𝑃𝑖 .

4: Invokes an instance of FdZK-Ab with inputs 𝑓1 (𝑥 ), . . . , 𝑓𝐿 (𝑥 ) .
Verification Phase

1: Each party 𝑃𝑖 randomly samples a value 𝑟𝑖 and reliably broadcast

𝐻 (𝑟𝑖 ) . This step can be executed in parallel for different dealers.

2: Upon receiving (Delivered, DZK) from FdZK-Ab, each party 𝑃𝑖

sends (PrivVerifyDZK, 𝑓1 (𝛼𝑖 ), . . . , 𝑓𝐿 (𝛼𝑖 ), 𝑖 ) to FdZK-Ab when
he receives𝑚𝑖 . If he receives true from FdZK-Ab, he sends 𝑟𝑖 to
𝐷 . If receives abort from FdZK-Ab, he sends abort to 𝐷 and set

his output as abort.

• For 𝑖 ∈ [𝑡 ], if 𝑃𝑖 receives key𝑖 from F
(𝑖,0)
PrivSend-Ab, he locally

generates𝑚𝑖 from 𝐻 (key𝑖 ) . If he receives abort instead, he

will set his output as abort and send abort to 𝐷 .

3: 𝐷 initializes a set M = ∅, upon receiving 𝐻 (𝑟𝑖 ) and correct

opening 𝑟𝑖 from 𝑃𝑖 , 𝐷 adds (𝑃𝑖 , 𝑟𝑖 ) to M. If 𝐷 first receives

abort before |M | = 2𝑡 + 1, he reliably broadcasts Fail and

terminates. Otherwise, when |M | = 2𝑡 +1,𝐷 does the following.

• Reliably broadcastM.

• For each 𝑃𝑖 ∉ M, send (𝑚𝑖 , ACSS) to F (𝑖 )PrivSend-Ab. All parties

send the request (Deliver, 𝐷, 𝑃𝑖 ) to F (𝑖 )PrivSend-Ab.

Termination Phase
1: All parties wait to receive a broadcast message from 𝐷 :

• If the message is Fail, all parties terminate with Fail.

• If the message is a set M, all parties accept it when they

receive 𝐻 (𝑟𝑖 ) broadcast by 𝑃𝑖 for each (𝑃𝑖 , 𝑟𝑖 ) ∈ M, and

then they proceed.

2: Upon receiving Delivered from F (𝑖 )PrivSend-Ab for all 𝑃𝑖 ∉ M,

each party 𝑃𝑖 does the following to determine his output. Note

that each party 𝑃𝑖 ∉ M will receives (𝑚𝑖 , ACSS) or abort from

F (𝑖 )PrivSend-Ab.

• If he gets his shares, he sends

(PrivVerifyDZK, 𝑓1 (𝛼𝑖 ), . . . , 𝑓𝐿 (𝛼𝑖 ), 𝑖 ) to FdZK-Ab, then

terminates with his shares if he gets true from FdZK-Ab and
abort otherwise.

• Otherwise, he terminates with abort.

Public Reconstruction Phase
1: Each party 𝑃𝑖 ∈ M sends

(TransferDZK, 𝑓1 (𝛼𝑖 ), . . . , 𝑓𝐿 (𝛼𝑖 ), 𝑃𝑖 → 𝑃 𝑗 ) to FdZK-Ab
for all 𝑃 𝑗 . When 𝑃𝑖 receives 𝑓1 (𝛼 𝑗 ), . . . , 𝑓𝐿 (𝛼 𝑗 ) from

𝑡 + 1 distinct 𝑃 𝑗 , he interpolates the degree-𝑡 polynomial

𝑓1 (𝑥 ), . . . , 𝑓𝐿 (𝑥 ) and outputs the secrets 𝑓1 (𝛼0 ), . . . , 𝑓𝐿 (𝛼0 ) .

Lemma 5.1. Protocol ΠACSS-Ab securely computes FACSS-Ab in the
{FdZK-Ab, FPrivSend-Ab}-hybrid model against a fully malicious ad-
versary A who corrupts at most 𝑡 < 𝑛/3 parties.

Protocol ΠSh2t-Ab

Let 𝛼0, . . . , 𝛼𝑛 be distinct field elements, 𝐿 be the number of sharings

to be prepared.

Distributing Phase
1: For 𝑖 ∈ [2𝑡 ], 𝐷 randomly samples an element key𝑖 , leads an

instance of F (𝑖,0)PrivSend-Ab, and send key𝑖 to F
(𝑖,0)
PrivSend-Ab. All parties

send the request (Deliver, 𝐷, 𝑃𝑖 ) to F (𝑖,0)PrivSend-Ab.

2: 𝐷 possesses secret 𝑠1, . . . , 𝑠𝐿 as inputs. For 𝑖 ∈ [2𝑡 ], 𝐷 expends

𝐻 (key𝑖 ) to get 𝐿 random values, denoted by {ℎ (𝑖 )ℓ }𝐿ℓ=1
. Then

for each ℓ ∈ [𝐿],𝐷 computes a degree-2𝑡 polynomial 𝑓ℓ ( ·) such
that 𝑓ℓ (𝛼0 ) = 𝑠ℓ and 𝑓ℓ (𝛼𝑖 ) = ℎ

(𝑖 )
ℓ .

3: For 𝑖 ∈ [2𝑡 + 1, 𝑛], let𝑚𝑖 = ⟨𝑆ℎ𝑎𝑟𝑒𝑠, 𝑓1 (𝛼𝑖 ), . . . , 𝑓𝐿 (𝛼𝑖 ) ⟩, 𝐷
sends (𝑚𝑖 , Sh2t) to F (𝑖 )PrivSend-Ab. All parties send the request

(Deliver, 𝐷, 𝑃𝑖 ) to F (𝑖 )PrivSend-Ab.

Termination Phase

1: When all parties receive (Delivered, Sh2t) from F (𝑖 )PrivSend-Ab
for all 𝑖 ∈ [2𝑡 + 1, 𝑛], they proceed.

2: For each 𝑖 ∈ [2𝑡 ], if 𝑃𝑖 receives key𝑖 from F
(𝑖,0)
PrivSend-Ab, he locally

generates𝑚𝑖 from𝐻 (key𝑖 ) . If he receives abort instead, he will
set his output as abort and terminate.

3: For each 𝑖 ∈ [2𝑡 + 1, 𝑛], if 𝑃𝑖 receives (𝑚𝑖 , Sh2t) from

F (𝑖 )PrivSend-Ab, he terminates with his shares. Otherwise, if he re-

ceives abort instead, he terminates with abort.

Lemma 5.2. Protocol ΠSh2t-Ab securely computes FSh2t-Ab in the
FPrivSend-Ab-hybrid model against a fully malicious adversary A
who corrupts at most 𝑡 < 𝑛/3 parties.

We prove Lemma 5.1, Lemma 5.2 and analyze the costs in Ap-

pendix D.1 and Appendix D.2, respectively.
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6 Preparation of Random Sharings
In this section, we give our construction of random sharing genera-

tion protocols. They achieve an amortized linear cost per random

sharing, along with 𝑂 (𝑛3) additive overhead.

6.1 Functionality of Preparing Random
Degree-𝑡 and 2𝑡 Sharings

FRandSh-Ab, FRandShZero-Ab corresponds to the functionalities of

generating degree-𝑡 and 2𝑡 random sharings, respectively. ForFRandSh-Ab,
it supports public reconstruction of the random secrets when all par-

ties successfully terminate the generation phase. ForFRandShZero-Ab,
it allows the adversary to insert an additive error into each party’s

output shares.

Functionality FRandSh-Ab

Public Input: 𝑁
FRandSh-Ab proceeds as follows, running with parties P =

{𝑃1, . . . , 𝑃𝑛 } and an adversary S.
1: For all ℓ ∈ [𝑁 ], the trusted party randomly samples 𝑟ℓ .

2: For all ℓ ∈ [𝑁 ], the trusted party receives a set of shares of

corrupted parties from S and samples a random degree-𝑡 Shamir

sharing [𝑟ℓ ]𝑡 based on the shares of corrupted parties and the

secret 𝑟ℓ .

3: For all ℓ ∈ [𝑁 ] and each party 𝑃 𝑗 , send a request-based delayed

output of the 𝑗 th value of [𝑟ℓ ]𝑡 to 𝑃 𝑗 .

• Upon receiving a request (abort, 𝑃 𝑗 ) from S, if the output of
𝑃 𝑗 has not been delivered, change the output of 𝑃 𝑗 to abort.
Otherwise, ignore this request.

• Upon receiving a request Fail from S, if the output of all
parties has not been delivered, change the output of all parties

to Fail. Otherwise, ignore this request.
4: Upon receiving request Public-Recon from 𝑡 +1 distinct parties,

if it has not received Fail from S before all parties’ output are

delivered, it sends the whole sharing ( [𝑟1 ]𝑡 , . . . , [𝑟𝑁 ]𝑡 ) to all
parties.

Functionality FRandShZero-Ab

Public Input: 𝑁
FRandShZero-Ab proceeds as follows, running with parties P =

{𝑃1, . . . , 𝑃𝑛 } and an adversary S.
1: For all ℓ ∈ [𝑁 ], the trusted party receives a set of shares of

corrupted parties and an additive error vector 𝒆ℓ from S. Then
it samples a random degree-2𝑡 Shamir sharing [𝑜ℓ ]2𝑡 based on

the shares of corrupted parties and the secret 𝑜ℓ = 0.

2: For all ℓ ∈ [𝑁 ], denote the 𝑗 th value of [𝑜ℓ ]2𝑡 , 𝒆ℓ as 𝑜 ( 𝑗 )ℓ , 𝑒
( 𝑗 )
ℓ ,

respectively, then it sends a request-based delayed output 𝑜
( 𝑗 )
ℓ +

𝑒
( 𝑗 )
ℓ to 𝑃 𝑗 .

• Upon receiving a request (abort, 𝑃 𝑗 ) from S, if the output of
𝑃 𝑗 has not been delivered, change the output of 𝑃 𝑗 to abort.

6.2 Construction of Preparing Random Degree-𝑡
and 2𝑡 Sharings

The following protocolsΠRandSh-Ab,ΠRandShZero-Ab realizeFRandSh-Ab,
FRandShZero-Ab, respectively. To guarantee the public reconstruc-

tion of secrets, after all parties agree on a set of successful dealers,

they check whether they do not terminate with Fail for each

FACSS-Ab invoked by dealers in this set. If true, they can later re-

construct each dealer’s secrets and compute the linear combination

to get the secrets of random degree-𝑡 sharings.

Protocol ΠRandSh-Ab

Let 𝑁 be the number of random degree-𝑡 Shamir secret sharings to

be prepared.

Generation Phase
1: Each party 𝑃𝑖 samples 𝑁 ′ = 𝑁 /(𝑡 + 1) random values

𝑠
(𝑖 )
1

, . . . , 𝑠
(𝑖 )
𝑁 ′ . Then he acts as the dealer 𝐷 , invoking FACSS-Ab

to distribute these values to all parties.

2: Each party 𝑃𝑖 sets the property 𝑄 as 𝑃𝑖 terminating FACSS-Ab
when 𝑃 𝑗 acts as a dealer. Then all parties invoke Facs with

property𝑄 to agree on a set D of successful dealers with size

|D | = 2𝑡 + 1.

3: Each party waits to receive his output from FACSS-Ab for each
dealer 𝑃𝑖 ∈ D, if his output is abort or Fail, he terminates

with it; otherwise, he proceeds.

4: All parties agree on (the inverse of) a Vandermonde matrix 𝑴
of size (𝑡 + 1) × (2𝑡 + 1) . Denote the sharing distributed by each

party 𝑃𝑖 as ( [𝑠 (𝑖 )
1
]𝑡 , . . . , [𝑠 (𝑖 )𝑁 ′ ]𝑡 ) . For all ℓ ∈ [𝑁

′ ], each party

computes his shares by following

( [𝑟ℓ,1 ]𝑡 , . . . , [𝑟ℓ,𝑡+1 ]𝑡 ) = 𝑴 · ( [𝑠 (𝑖 )ℓ ]𝑡 )𝑖∈D .
Finally, he outputs his shares of { [𝑟ℓ,𝑖 ]𝑡 }ℓ ∈ [𝑁 ′ ],𝑖∈ [𝑡+1] and ter-

minates.

Upon receiving the request Public-Recon from the environment, all

parties do the following.

Public Reconstruction Phase
1: For each party, he proceeds to the next step if his output of the

generation phase is not Fail.
2: For each dealer 𝑃𝑖 ∈ D, all parties send request

Public-Recon to FACSS-Ab led by 𝑃𝑖 and learns the whole shar-

ing [𝑠 (𝑖 )
1
]𝑡 , . . . , [𝑠 (𝑖 )𝑁

]𝑡 . Then all parties locally extract the ran-

dom values {𝑟ℓ,𝑖 }ℓ ∈ [𝑁 ′ ],𝑖∈ [𝑡+1] and terminates.

Lemma 6.1. Protocol ΠRandSh-Ab securely computes FRandSh-Ab in
the {FACSS-Ab, Facs}-hybrid model against a fully malicious adver-
sary A who corrupts at most 𝑡 < 𝑛/3 parties.

Protocol ΠRandShZero-Ab

Let 𝑁 be the number of total degree-2𝑡 Shamir sharings of 0. The

construction is the same as ΠRandSh-Ab, except that there is no public

reconstruction phase and in Step 4 of generation phase, denote the

sharing distributed by each party 𝑃𝑖 as ( [𝑜 (𝑖 )
1
]2𝑡 , . . . , [𝑜 (𝑖 )𝑁 ′ ]2𝑡 ) , and

for all ℓ ∈ [𝑁 ′ ], all parties locally compute

( [𝑜ℓ,1 ]2𝑡 , . . . , [𝑜ℓ,𝑡+1 ]2𝑡 ) = 𝑴 · ( [𝑜 (𝑖 )ℓ ]2𝑡 )𝑖∈D .
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Lemma 6.2. Protocol ΠRandShZero-Ab securely computes function-
ality FRandShZero-Ab in the {FSh2t-Ab, Facs}-hybrid model against a
fully malicious adversary A who corrupts at most 𝑡 < 𝑛/3 parties.

We prove Lemma 6.1, Lemma 6.2 and analyze the costs in Ap-

pendix D.3 and Appendix D.4, respectively.

Generating Random Shamir Sharings in Pipeline. As we men-

tioned in section 2.2, the pipeline technique can be used to optimize

the constant factor by 1/3. Refer to Appendix D.5 for detailed con-

struction.

7 Main Protocol
In this section, we give the construction of our protocol Velox, an

AMPC protocol with fairness. We start with the construction of the

efficient DN multiplication protocol introduced in section 2.3, then

give the circuit evaluation protocol based on the ideas introduced

in Appendix B.2, and finally the whole AMPC protocol.

7.1 Efficient Multiplication Protocol
Refer to section 2.3 for the ideas about the following construction.

The achieved communication complexity is amortized linear per

multiplication gate, along with O(𝑛2) additive overhead.

Protocol ΠMult

Let 𝑁 be the number of inner products that need to be computed

and 𝛼1, . . . , 𝛼𝑛 be distinct field elements, all parties take their shares

of { [𝑎 (ℓ ) ]𝑡 , [𝑏 (ℓ ) ]𝑡 }𝑁ℓ=1
and { [𝑟 (ℓ ) ]𝑡 }𝑁ℓ=1

, { [𝑜 (ℓ ) ]2𝑡 }𝑁 /2ℓ=1
or ⊥ as

inputs.

Computing Multiplication

1: Divide these vectors of Shamir sharings into

𝑁 /(2𝑡 + 1) groups, each of size 2𝑡 + 1 and denoted by

{ [𝒂𝑘 ]𝑡 , [𝒃𝑘 ]𝑡 , [𝑟𝑘 ]𝑡 }2𝑡+1𝑘=1
, { [𝑜𝑘 ]2𝑡 }𝑡𝑘=1

.

2: Let 𝑴 be a Vandermonde matrix of size 𝑛 × 𝑡 , for each group,

all parties locally compute

( [𝑜1 ]2𝑡 , . . . , [𝑜𝑛 ]2𝑡 ) = 𝑴 · ( [𝑜1 ]2𝑡 , . . . , [𝑜𝑡 ]2𝑡 ) .
3: All parties locally set a degree-2𝑡 polynomial 𝑓 ( ·) ∈ F[𝑋 ] by

using 𝑧𝑘 = 𝑎𝑘 · 𝑏𝑘 + 𝑟𝑘 , i.e.,
𝑓 (𝑋 ) = 𝑧1 + 𝑧2 · 𝑋 + · · · + 𝑧2𝑡+1 · 𝑋 2𝑡 .

4: Each party whose input sharings are not ⊥ first locally compute

his share of [𝑧𝑘 ]2𝑡 = [𝑎𝑘 ]𝑡 · [𝑏𝑘 ]𝑡 + [𝑟𝑘 ]𝑡 for all 𝑘 ∈ [2𝑡 + 1]
and then [ 𝑓 (𝛼1 ) ]2𝑡 , . . . , [ 𝑓 (𝛼𝑛 ) ]2𝑡 .

5: All parties send their shares of [ ˜𝑓 (𝛼𝑖 ) ]2𝑡 := [ 𝑓 (𝛼𝑖 ) ]2𝑡 + [𝑜𝑖 ]2𝑡
to 𝑃𝑖 . Then 𝑃𝑖 waits to receive messages from all parties:

• If 𝑃𝑖 first receives ⊥, 𝑃𝑖 sets the reconstruction results as ⊥.
• Otherwise, if 𝑃𝑖 first receives 2𝑡 + 1 shares, 𝑃𝑖 reconstructs

˜𝑓 (𝛼𝑖 ) .
6: For all groups, each party 𝑃𝑖 sends his reconstruction result

˜𝑓 (𝛼𝑖 ) or ⊥ to all parties. Then 𝑃𝑖 waits to receive messages

from all parties:

• If 𝑃𝑖 first receives ⊥, 𝑃𝑖 sets 𝑍 (𝑖 ) = ⊥.
• Otherwise, if 𝑃𝑖 first receives ˜𝑓 (𝛼 𝑗 ) from 2𝑡 +1 distinct 𝑃 𝑗 , 𝑃𝑖

reconstructs
˜𝑓 (𝑥 ) and gets the corresponding coefficients, de-

noted by {𝑒𝑘 }2𝑡+1𝑘=1
. Then 𝑃𝑖 sets 𝑍

(𝑖 )
as the hash of {𝑧𝑘 }2𝑡+1𝑘=1

for all groups.

Finally, 𝑃𝑖 sends 𝑍
(𝑖 )

to all parties.

Agreement of Reconstruction Result

1: Upon receiving 𝑍 ( 𝑗 ) from 2𝑡 + 1 distinct 𝑃 𝑗 , if any of them is ⊥
or 𝑍 ( 𝑗 ) ≠ 𝑍 (𝑖 ) , 𝑃𝑖 outputs Fail. Otherwise, he continues.

2: If a party’s input sharings are ⊥, he outputs Fail. Otherwise, he
locally computes [𝑐𝑘 ]𝑡 = 𝑧𝑘 − [𝑟𝑘 ]𝑡 and outputs his shares of

{ [𝑐𝑘 ]𝑡 } for all 𝑘 ∈ [2𝑡 + 1] and groups.

7.2 Evaluating a Two-Layer Circuit in Parallel
We combine our multiplication protocol ΠMult and the techniques

in [GLO
+
21] to construct a circuit evaluation protocol ΠEval. It

allows all parties to evaluate a two-layer circuit in parallel, and this

will help to reduce the round complexity in the online phase by a

factor of 2. Refer to Appendix B.2 for the high-level ideas and the

detailed construction.

7.3 Construction of the Fairness AMPC
To first construct a security-with-abort AMPC, we can first use

FRandSh-Ab, FRandShZero-Ab to prepare random degree-𝑡 and 2𝑡 in

the offline phase, then all parties invoke ΠEval to evaluate the circuit

in the online phase. Let |𝐶 | denote the size of circuit and 𝐷 denote

the circuit depth, the communication complexity is O(|𝐶 | · 𝑛 + 𝐷 ·
𝑛2 + 𝑛3).

To upgrade it to achieve fairness, as we mentioned in section 2.4,

we need to let all parties prepare random degree-𝑡 sharings as

masks and guarantee the public reconstruction when they need.

To achieve this, we note that FRandSh-Ab is already sufficient to

achieve this goal. If all parties do not terminate FRandSh-Ab with

Fail, they can guarantee the public reconstruction of random se-

crets later. Otherwise, they can abort the protocol and the adversary

still learn nothing about the output. Let 𝐶𝑂 be the output size, this

communication complexity is O(𝐶𝑂 · 𝑛2 + 𝑛3).
By combining them, we get our fairness AMPC, refer to Appen-

dix F for detailed construction, security and costs analysis.

8 Experiments and Evaluation
We describe the implementation and evaluation of Velox in this

section, and compare it against prior works.

Implementation. We implemented Velox from end to end in Rust
6
.

We used the tokio library as the asynchronous runtime and mul-

tithreading engine. We utilize a Fast Fourier Transform friendly

252-bit prime field.We realize finite-field arithmetic using the Lamb-

daworks library and utilize Fast-Fourier transforms for share prepa-

ration wherever possible. We utilize the SHA256 hash function for

hash operations and hardware-accelerated AES256 block cipher in

CBC mode for symmetric key encryption.

Implementation differences from protocol descriptions.
In the implementation, we used DispersedLedger’s AVID protocol

to build FPrivSend-Ab primitive [YPA
+
22]. Further, we use Cachin-

Tessaro’s reliable broadcast protocol [CT05] in FACSS-Ab protocol.
These protocols increase the additive overhead of our implemen-

tation to 𝑂 (𝜅𝑛3
log(𝑛)) bits, which is an 𝑂 (log(𝑛)) factor higher

than the described protocol. We decided to use these implementa-

tions despite their higher cost because of the availability of efficient

open source implementations. In addition, we do not incorporate

6
Available at https://github.com/akhilsb/Velox-MPC
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the "signature" technique described in Section 4.3 in our AVID and

FACSS-Ab implementations for round efficiency. This change in-

creases the overall communication of FACSS-Ab by 2×, while also
reducing the round complexity by five rounds. In our FACSS-Ab
protocol, we used the DZK protocol in Shoup and Smart [SS24].

This protocol requires a finite field of size 𝑂 (𝑛 + 𝜅) bits. To comply

with this requirement, we choose a finite field of size 252 bits, which

provides security until 𝑛 = 124 parties for 𝜅 = 128. This protocol

requires the dealer to broadcast a vector of size𝑂 (𝑛) field elements

and therefore incurs an additive overhead to 𝑂 (𝑛3) bits.
Furthermore, we implementedDas et al.’s ACS protocol [DDL+24],

which only requires Hash functions and a secure channel setup.

Our implementation does not make use of the pipeline optimiza-

tion as described in section 2.2. We followed a modular design

and implemented each building block of Velox as a separate stan-

dalone library. These building blocks can be used and composed in

a plug-and-play manner to develop more advanced protocols and,

therefore, can be of independent interest.

Commitments for Long Messages. We employ a cryptographic

Hash function for Random Oracle invocations. In Velox, we invoke

the Hash function to generate commitments on long messages of

length 𝑂 (𝐿). However, the computational cost of a Hash function

like SHA256 increases linearly with input length. In addition, CPU-

based implementation of SHA256 is slow, with a 10 KB message

taking 38 microseconds for Hashing, as compared to 500 nanosec-

onds for a 512 byte message.

We reduce this cost by employing a Hash function built using

the AES symmetric-key cipher [RS08]. The main advantage of this

function is that we can employ hardware-accelerated variant of AES

for commitment generation, available as the AES-NI instruction set

in contemporary processors. However, this construction only offers

a fixed compression ratio of 2 i.e. it compresses an input of size 512

bits to 256 bits. So, to hash a long message, we create a Merkle tree

of this message and compute the root of this tree as the message’s

Hash. This construction takes only takes 11 microseconds to hash a

10 KB message, resulting in a 3.4× speedup compared to CPU-based

SHA256.

Application. We implement anonymous broadcast using Velox.

An anonymous broadcast is a crucial tool in anonymous communi-

cation that enables a set of clients to broadcast information anony-

mously. We implement the AsynchroMix protocol in HoneyBad-

gerMPC [LYK
+
19]. In this protocol, 𝑘 clients each want to broadcast

a message𝑚𝑖 : 𝑖 ∈ {1, .., 𝑘} to a bulletin board, visible and avail-

able to the outside world. Here, 𝑘 is the size of the anonymity set.

A set of 𝑛 parties run a mixing service or mixer using our MPC

protocol. Essentially, the clients use FACSS-Ab to share their mes-

sage to the mixer. On terminating ACSS for all 𝑘 clients, parties

running the mixer execute a switching network circuit based on

the AsynchroMix circuit in HoneyBadgerMPC.

This circuit is of depth log
2

2
(𝑘) and contains

𝑘
2
multiplication

gates at each depth. Looking ahead, each set of log
2
(𝑘) depths con-

stitute a butterfly network pattern. In each depth 𝑑 ∈ [0, log
2

2
(𝑘)],

each multiplication gate consists of
𝑘
2
multiplication gates, each

gate responsible for randomly shuffling a pair of input messages

(𝑚𝑖1,𝑑 ,𝑚𝑖2,𝑑 ). In further detail, each gate at a depth 𝑑 multiplies

[𝑏]𝑡 , which is a random sharing of +1 or −1, and [𝑚𝑖1 −𝑚𝑖2]. Then,
the result𝑀𝑖1,𝑖2,𝑑 is added to and subtracted from [𝑚𝑖1,𝑑 +𝑚𝑖2,𝑑 ]𝑡
to generate shares for next gate𝑚𝑖1,𝑑+1 = 2

−1 · ( [𝑚𝑖1,𝑑 +𝑚𝑖2,𝑑 ]𝑡 +
[𝑀𝑖1,𝑖2,𝑑 ]𝑡 ) and 𝑚𝑖2,𝑑+1 = 2

−1 · ( [𝑚𝑖1,𝑑 + 𝑚𝑖2,𝑑 ]𝑡 − [𝑀𝑖1,𝑖2,𝑑 ]𝑡 ).
Across depths, the pairs are formed based on a butterfly network

pattern, where the i-th input wire at depth d is paired with the wire

at index 2
log

2
(𝑘 )−𝑑% log

2
(𝑘 ) + 𝑖 .

This circuit requires preparing sharings of random bits (+1/−1).
We follow HoneyBadgerMPC’s approach for this, where parties

utilize replicated secret sharing to generate pairs of identical ran-

dom sharings. This preparation requires one multiplication and one

reconstruction operation per random bit sharing. Therefore, for a

mix circuit with k input messages, we prepare 𝑘 · log
2

2
(𝑘) random

double sharings, each for one multiplication.

Comparison with prior works. We compare Velox with Dumb-

oMPC [SLL
+
24], the current best work on asynchronous MPC. This

protocol generates Beaver multiplication triples that can be used

to evaluate multiplication gates in a future online phase. Dum-

boMPC also provides two different protocols OptRanTriGen, an
optimistic variant that works when no party behaves maliciously,

and AsyRanTriGen, a pessimistic variant that works with multiple

faulty parties. We compare the triple-generation latency of opti-

mistic OptRanTriGen in DumboMPC with our end-to-end execu-

tion time. In further detail, we estimate the number of multiplication

triples required by OptRanTriGen to evaluate a mixing circuit for a

given anonymity set size k and compute the amount of time taken

to generate these triples. Based on our described estimate, we set

this number as 𝑘 log
2

2
(𝑘) triples. We also noticed that the code of

DumboMPC uses only a single CPU thread to generate triples. We

offset this problem by multiplying its numbers by the number of

CPU cores available to each party and comparing these amplified

numbers to our numbers.

Evaluation setup. We evaluate the prior works and our work in a

Local Area Network (LAN) testbed on AmazonWeb Services (AWS).

We choose c5.large instances with 2 CPU cores and 4 GB RAM

in us-east-1 (N. Virginia). We run the protocol with a varying

number of parties 𝑛 = 16, 64, 112 and varying anonymity set sizes

𝑘 = 256, 512, 1024 messages.

Configuration. We configured Velox by varying the compression

factor 𝑘opt in the verification phase, which balances computation

and round complexity (see Appendix E). We found that setting

𝑘opt = 10 minimizes the verification runtime, although the optimal

value may vary depending on the tradeoff.

Additionally, we introduced a threshold-based switch between

our multiplication protocols with linear and quadratic communica-

tion per depth. While the linear variant reduces per-gate communi-

cation, it incurs one additional round. We set the threshold at 10

multiplication gates per depth: if the number of multiplications is

below this threshold, the protocol switches to the quadratic variant;

otherwise, it uses the linear one.

Results. We first plot the phase-wise runtime of Velox with in-

creasing anonymity set size 𝑘 in Fig. 1 at 𝑛 = 112 parties. Velox

can be divided into the preprocessing phase where we prepare ran-

dom double sharings, the online phase with circuit evaluation, the
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Figure 1: Phase-wise runtime: We plot a phase-wise latency
of our protocol Velox running with 𝑛 = 112 parties mixing a
batch of 𝑘 = 256, 512, 1024 messages. The preprocessing phase,
where parties generate random sharings, is the most expen-
sive phase of all. The output phase, where the randommasks
need to be reconstructed, also becomes more expensive with
increasing output size because of quadratic communication
cost.
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Figure 2: Anonymity set size 𝑘 vs Runtime: We plot the run-
time of Velox and DumboMPC’s OptRanTriGen protocol at
𝑛 = 16, 64 parties. Velox is 36× faster 𝑛 = 16 and 28.6× faster
than DumboMPC at 𝑛 = 64 for 𝑘 = 256. We were unable to
successfully run DumboMPC for higher values of 𝑘 .

verification phase with multiplication tuple verification, and the

output phase with random mask reconstruction. The preprocessing

phase accounts for the majority of runtime in all three cases. This is

mainly due to the computational cost of generating and validating

secret shares. This cost can be shifted to the offline phase by starting

preprocessing much before clients start the protocol. In the online

phase, the output reconstruction phase becomes increasingly expen-

sive as 𝑘 increases. This is because of the quadratic communication

cost incurred for reconstructing each random mask.

We also measure the end-to-end runtime (offline and online)

of Velox and preprocessing phase of DumboMPC with increasing

anonymity set size 𝑘 = 256, 512, 1024 in Fig. 2. These circuits have

32768, 82944, 204800 multiplication gates spread over 64, 81, 100

depths, respectively. Velox achieves an order of magnitude speedup

compared to DumboMPC at 𝑛 = 16, 64 parties. DumboMPC also

ran out of memory at 𝑘 = 256, 512, 1024. We ran it in c5.2xlarge

16 64 112
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Figure 3: Scalability plot: We plot the runtime of Velox and
the OptRanTriGen protocol in DumboMPC at 𝑛 = 16, 64, 112

and anonymity set sizes 𝑘 = 256, 512, 1024. Velox is able to mix
a batch of 𝑘 = 256, 512, 1024 messages within 48, 67, and 108

seconds with 𝑛 = 112 parties, respectively.

machines with twice the specs of our machines to generate values

at 𝑘 = 256. We were unable to generate numbers for 𝑘 = 512, 1024.

Towards real-time MPC. At 𝑛 = 16 parties, Velox is able to

mix 𝑘 = 256, 512, 1024 messages within 4, 7.4, and 22.1 seconds,

respectively. However, on running the protocol in more power-

ful c5.4xlarge machines with 16 CPU cores, 32 GB RAM, and

𝑛 = 16 parties, this runtime reduces to 1.3, 2.4, and 5.6 seconds for

𝑘 = 256, 512, 1024 messages, respectively. This improvement mainly

comes from reduced computation time in the preprocessing phase,

which is a result of the increased number of cores. To be more con-

crete, Velox processes over 70000 multiplication gates per second

at 𝑛 = 16 in these machines. Hence, our techniques enable Velox to

make real-time or sub-second MPC possible, further improving its

practicality in various applications.

Scalability. We also evaluated Velox at 𝑛 = 4, 16, 64, 112 parties

and 𝑘 = 256, 512, 1024 messages in Fig. 3. Essentially, at 𝑛 = 112,

Velox takes under 1 and 2 minutes to anonymously broadcast a set

of 𝑘 = 256, 1024 messages, respectively. In comparison, DumboMPC

requires 515 seconds to generate the required number of triples for

the 𝑘 = 256 circuit at 𝑛 = 64, which indicates 28.6× speedup for

Velox.

Evaluation in a geo-distributed testbed. We also evaluated Velox in

a geo-distributed AWS testbed. This testbed comprises of c5.large
machines from 8 AWS regions across the world: Virginia, Ohio, N.

California, Oregon, Canada, Ireland, Singapore, and Tokyo. This

setting has a much higher round trip time of 100 milliseconds

compared to < 1 millisecond in the LAN setting. We describe the

phase-wise runtime decomposition of Velox’s runtime at 𝑛 = 112

parties in Fig. 4. The online phase’s latency for 𝑘 = 256, 512, 1024

increases by 17, 22, 27 seconds compared to the LAN setting. This

increase is mainly because of the O(log
2

2
(𝑘)) round complexity of

the online phase and the high round trip time.

We also plot the scalability of Velox at 𝑛 = 16, 64, 112 parties in

Fig. 5. For 𝑘 = 256, Velox takes 27, 23, 19 seconds more time than

the LAN setting at 𝑛 = 16, 64, 112 parties, indicating the constant

overhead of log
2

2
(𝑘) rounds in the online phase. At 𝑘 = 1024, these
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Figure 4: Phase-wise runtime in a geo-distributed testbed:
We plot a phase-wise latency of Velox running with 𝑛 = 112

parties mixing a batch of 𝑘 = 256, 512, 1024 messages. The pre-
processing phase, where parties generate random sharings,
is the most expensive phase of all. In this setting with a high
round trip time, the online phase contributes a substantial
latency to the overall runtime, mainly because of its round
complexity.
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Figure 5: Scalability plot in geo-distributed testbed: We plot
the runtime of Velox at 𝑛 = 16, 64, 112 and anonymity set sizes
𝑘 = 256, 512, 1024. At 𝑛 = 112, Velox takes 67, 91, 134 seconds to
anonymously broadcast a set of 𝑘 = 256, 512, 1024 messages,
respectively.

numbers increase to being 39, 36, 28 seconds higher than the LAN

setting for 𝑛 = 16, 64, 112 parties. These numbers can be improved

by designing more round-efficient circuits for such applications in

the geo-distributed setting. We leave this problem as a prospective

future work.
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A Additional Preliminaries
A.1 Definitions of Agreement Primitives
We describe functionalities for the agreement primitives, following

the descriptions from [CGHZ16, Coh16].

Reliable Broadcast. We describe the functionality Frbc for reliable
broadcast. When a party 𝑃𝑠 inputs a value 𝑣 to the functionality

as the sender, we will say that “𝑃𝑠 (reliably) broadcasts value 𝑣”.

Moreover, when some party 𝑃 𝑗 receives an output 𝑣 in a reliable

broadcast functionality with sender 𝑃𝑖 , we will say that “𝑃 𝑗 receives

output 𝑣 from 𝑃𝑖 ’s reliable broadcast”, and we will omit specifying

the sender if the context is clear.

Functionality Frbc

Frbc proceeds as follows, running with parties 𝑃1, . . . , 𝑃𝑛 , where one

of the parties is the sender 𝑃𝑠 , and the adversary S. Initialize 𝑦 = ⊥.
1: Upon receiving an input 𝑣 from party 𝑃𝑠 (the sender, or the

adversary on behalf of the corrupted sender), set the output to

𝑦 = 𝑣 and send 𝑣 to the adversary.

2: Upon receiving 𝑣 from the adversary, if 𝑃𝑠 is corrupted and no

party has received their output, then set 𝑦 = 𝑣.

3: When the output is 𝑦 set to be some value 𝑣, the functionality

outputs 𝑦 as a request-based delayed output to all parties.

Byzantine Agreement. Wedescribe the functionalityFba for Byzan-
tine agreement.

Functionality Fba

Fba proceeds as follows, running with parties 𝑃1, . . . , 𝑃𝑛 and the

ideal adversary S. Let I = H, where H is the set of honest parties.

For each party 𝑃𝑖 , initialize 𝑥𝑖 and 𝑦𝑖 to ⊥. Let the message length

be 𝐿.

1: Upon receiving P′ from S, with | P′ | ≤ 𝑡 , if no party has

received output, then set I = H \ P′ .
2: Upon receiving a message 𝑚 ∈ {0, 1}𝐿 from party 𝑃𝑖 , do as

follows.

• If any party or S has received an output 𝑦, then ignore this

message; otherwise, set 𝑥𝑖 =𝑚.

• If 𝑥𝑖 ≠ ⊥ for every 𝑃𝑖 ∈ I, then set 𝑦 𝑗 = 𝑦 for every 𝑗 ∈ [𝑛],
where 𝑦 = 𝑥 if all inputs 𝑥 𝑗 = 𝑥 for 𝑃 𝑗 ∈ I, for some 𝑥 ≠ ⊥.
Otherwise, set 𝑦 = 𝑥 𝑗 for 𝑃 𝑗 ∉ H with the smallest index.

• Send𝑚 to S.
3: When the output 𝑦𝑖 is set to be some value 𝑦, the functionality

outputs 𝑦 as a request-based delayed output to 𝑃𝑖 .

Reliable Agreement. We describe the functionality Fra for Reli-
able Agreement.

Functionality Fra

Fra proceeds as follows, running with parties 𝑃1, . . . , 𝑃𝑛 and the

ideal adversary S. Let I = H, where H is the set of honest parties.

For each party 𝑃𝑖 , initialize 𝑥𝑖 and 𝑦𝑖 to ⊥. Set AdvDeliver = 0.

1: Upon receiving P′ from S, with | P′ | ≤ 𝑡 , if no party has

received output, then set I = H \ P′ .
2: Upon receiving a bit message𝑚 from party 𝑃𝑖 , do as follows.

• If any party or S has received an output 𝑦, then ignore this

message; otherwise, set 𝑥𝑖 =𝑚.

• If 𝑥𝑖 ≠ ⊥ for every 𝑃𝑖 ∈ I, then set 𝑦 𝑗 = 𝑦 for every 𝑗 ∈ [𝑛],
where 𝑦 = 𝑥 if all inputs 𝑥 𝑗 = 𝑥 for 𝑃 𝑗 ∈ I, for some 𝑥 ≠ ⊥.
Otherwise, set AdvDeliver = 1.

• Send𝑚 to S.
3: Upon receiving 𝑣 from the adversary, if AdvDeliver = 1, then set

𝑦𝑖 = 𝑣 for every 𝑖 ∈ [𝑛].
4: When the output 𝑦𝑖 is set to be some value 𝑦, the functionality

outputs 𝑦 as a request-based delayed output to 𝑃𝑖 .

Agreement on a Common Subset. The agreement on a common

subset (ACS) primitive allows the parties to agree on a set of at

least 𝑛 − 𝑡 parties that satisfy a certain property (a so-called ACS

property).

Definition A.1. Let P be a set of 𝑛 parties and let𝑄 be a property

that can be influenced by multiple protocols running in parallel.

Every party 𝑃𝑖 ∈ P can decide for every party 𝑃 𝑗 ∈ P based on

the protocols running in parallel whether 𝑃 𝑗 satisfies the property

towards 𝑃𝑖 or not. If it does, we say 𝑃𝑖 likes 𝑃 𝑗 for 𝑄 or simply 𝑃𝑖
likes 𝑃 𝑗 if the property 𝑄 is clear from the context. We require that

once a party likes another party, it cannot unlike it. Such a property

𝑄 is called an ACS property if for every pair of uncorrupted parties

(𝑃𝑖 , 𝑃 𝑗 ) ∈ P2
we have that 𝑃𝑖 will eventually like 𝑃 𝑗 .

We state the traditional property-based formalization of ACS.

Definition A.2. Let Π be an 𝑛-party protocol where all parties

take as input a global ACS property 𝑄 and each party 𝑃𝑖 outputs a

set 𝑆𝑖 of parties. We say that Π is a 𝑡-resilient ACS protocol for 𝑄 if

the following holds whenever up to 𝑡 parties are corrupted:

• Consistency: Each honest party outputs the same set 𝑆𝑖 = 𝑆 .

• Set quality: Each output set has size at least 𝑛 − 𝑡 , and for

each 𝑃𝑖 ∈ 𝑆 there exists at least one honest party 𝑃 𝑗 that

likes 𝑃𝑖 for 𝑄 .

• Termination: All honest parties eventually terminate.

We also describe a functionality for ACS. In the functionality,

each party can input 𝑘 ∈ [𝑛]. And it is guaranteed that every party

receives at least 𝑛 − 𝑡 such indices. Moreover, any index 𝑘 input by

a party 𝑃𝑖 will also be eventually input by 𝑃 𝑗 .

For an ACS property 𝑄 , we will say that the parties invoke Facs,
meaning that each party 𝑃𝑖 inputs 𝑘 to the functionality as soon as

𝑃𝑖 likes 𝑃𝑘 .

Functionality Facs

Facs proceeds as follows, running with parties 𝑃1, . . . , 𝑃𝑛 and the

adversary S. Initialize 𝑆𝑖 = ∅ for every 𝑖 ∈ [𝑛], and 𝑆 = ⊥.
1: Upon receiving an index 𝑘 from 𝑃𝑖 , add index 𝑘 to 𝑆𝑖 . Then

forward 𝑘 to S. If |𝑆𝑖 | ≥ 𝑛 − 𝑡 , then we say that 𝑃𝑖 is ready. If

𝑛 − 𝑡 honest parties are ready, set 𝑆 to be the set of indices 𝑘

such that there is some honest party that inputs 𝑘 .
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2: Upon receiving 𝑆 ′ from S, check that |𝑆 ′ | ≥ 𝑛 − 𝑡 , and that for

every 𝑘 ∈ 𝑆 ′ , there is some honest party that has input 𝑘 . If so,

then set 𝑆 = 𝑆 ′ .
3: Upon setting 𝑆 , output it to all parties as a request-based delayed

output.

A.2 Preparing Random Coin
The description of FCoin-Ab appears below. We mainly use it in the

verification process introduced in Appendix E. The functionality

can be realized by letting all parties first execute the generation

phase of ΠRandSh-Ab to prepare a batch of random degree-𝑡 Shamir

sharing, then publicly reconstruct the random secret as the coin.

To generate random coins, all parties can execute the public

reconstruction phase of ΠRandSh-Ab, but it requires O(𝑛3) field el-

ements communication complexity to generate one random coin

(only the amortized cost is O(𝑛2) when coins can be generated

in parallel, while when we use FCoin-Ab in our construction, all

parties need to generate coins one by one.) To reduce it to O(𝑛2),
we change the public reconstruction process as follows:

(1) All parties execute ΠRandSh-Ab to generate a batch of random

degree-𝑡 Shamir sharing. For each generated random sharing

[𝑟 ]𝑡 , if a party can compute his share of [𝑟 ]𝑡 , he sends it to
all parties. Otherwise, he sends ⊥ to all parties.

(2) Each party keeps waiting for messages from all parties. If he

first uses OEC to reconstruct the secret 𝑟 , he terminates with

𝑟 . Otherwise, if he first receives⊥ from a party, he terminates

with Fail.

The above construction also realizes FCoin-Ab, and the difference

is that maybe some parties will terminate with 𝑟 while others will

terminate with Fail. So, the reconstruction of coins is not guaran-

teed to all parties compared to the previous construction. While

this is sufficient for our construction when we use FCoin-Ab in a

black-box way. For the communication complexity, it still O(𝑛3)
field elements for preparing O(𝑛) random coins, but all parties can

open them one by one (the previous construction require all parties

open them simultaneously), and then the amortized cost per coin

is O(𝑛2) field elements.

Functionality FCoin-Ab

FCoin proceeds as follows, running with parties P = {𝑃1, . . . , 𝑃𝑛 }
and an adversary S.
1: Upon receiving 2𝑡 +1 parties’ requests, the trusted party samples

a random value 𝑟 .

2: The trusted party sends a request-based delayed output 𝑟 to all

parties.

• Upon receiving (Fail, 𝑃𝑖 ) from S, if the output of 𝑃𝑖 has not
been delivered, change his output to Fail. Otherwise, ignore
this request.

A.3 Shamir Secret Sharing Scheme
In this work, wewill use the standard Shamir Secret Sharing Scheme [Sha79].

Let 𝑛 be the number of parties and F be a finite field of size |F| ≥ 2𝑛.

Let 𝛼1, . . . , 𝛼𝑛 be 𝑛 distinct non-zero elements in F.

A degree-𝑑 Shamir sharing of 𝑥 ∈ F is a vector (𝑥1, . . . , 𝑥𝑛) which
satisfies that there exists a polynomial 𝑓 (·) ∈ F[𝑋 ] of degree at
most 𝑑 such that 𝑓 (0) = 𝑥 and 𝑓 (𝛼𝑖 ) = 𝑥𝑖 for 𝑖 ∈ {1, . . . , 𝑛}. Each
party 𝑃𝑖 holds a share 𝑥𝑖 and the whole sharing is denoted by [𝑥]𝑑 .
We recall the properties of the Shamir secret sharing scheme:

• Linear Homomorphism:

∀ [𝑥]𝑑 , [𝑦]𝑑 , [𝑥 + 𝑦]𝑑 = [𝑥]𝑑 + [𝑦]𝑑 .

• Multiplying two degree-𝑑 sharings yields a degree-2𝑑 shar-

ing. The secret value of the new sharing is the product of

the original two secrets.

∀ [𝑥]𝑑 , [𝑦]𝑑 , [𝑥 · 𝑦]2𝑑 = [𝑥]𝑑 · [𝑦]𝑑 .

Reconstructing a degree-𝑑 Shamir sharing requires 𝑑 + 1 shares

and can be done by Lagrange interpolation. For a random degree-𝑑

Shamir sharing of 𝑥 , any 𝑑 shares are independent of the secret 𝑥 .

If 𝑑 ≥ 𝑡 , then knowing 𝑡 of the shares does not leak anything about

the 𝑘 secrets. In particular, a sharing of degree 𝑡 keeps hidden the

underlying secret.

B Additional Overviews
B.1 Differential Attack For Inconsistent Public

Reconstruction
Previous work [GIP

+
14] has shown that when 𝑛 = 2𝑡 + 1 and the

network is synchronous, it is secure to let all parties exchange their

shares of [𝑒]2𝑡 to reconstruct 𝑒 . In the asynchronous setting, since

each party can expect to receive 𝑛 − 𝑡 = 2𝑡 + 1 shares of [𝑒]2𝑡 ,
they can still reconstruct 𝑒 . However, it is not secure because the

adversary can do the following differential attack.

Assuming that all parties will compute (𝑥 ·𝑦) · 𝑧, where 𝑥,𝑦, and
𝑧 are some intermediate wire values in the circuit, and ( [𝑟 ]𝑡 , [𝑜]2𝑡 ),
( [𝑟 ′]𝑡 , [𝑜′]2𝑡 ) are two pairs of random double sharings. In the fol-

lowing, we denote the 𝑖th value of a Shamir secret sharing [𝑥]𝑑 as 𝑥𝑖
and assume that there are exactly 𝑡 corrupted parties for simplicity.

(1) First, all parties compute gate 𝑤 = 𝑥 · 𝑦, following the DN

protocol, they will compute their shares of [𝑒]2𝑡 := [𝑥]𝑡 · [𝑦]𝑡 +
[𝑟 ]𝑡 + [𝑜]2𝑡 . All parties exchange their shares, and the adversary
will do the following:

• LetH ′ be the set of the first 𝑡 honest parties, then sample a

degree-2𝑡 sharing of 1, denoted by [𝐼 ]2𝑡 , such that 𝐼𝑖 = 0 for

the 𝑡 + 1 honest 𝑃𝑖 ∉ H ′.
• Control corrupted party 𝑃𝑖 to send 𝑒𝑖 + 𝐼𝑖 to parties in H ′
and 𝑒𝑖 to parties not inH ′.
• Control the network delay to guarantee that each honest

party will receive shares from the 𝑡 + 1 honest parties not in

H ′ and 𝑡 corrupted parties.

Therefore, parties not inH ′ will reconstruct the correct 𝑒 and
compute their shares of [𝑤]𝑡 = 𝑒 − [𝑟 ]𝑡 . However, parties in
H ′ will reconstruct the secret of [𝑒]2𝑡 + [𝐼 ]2𝑡 , which is 𝑒 + 1.

Then they will compute their shares of [𝑤]𝑡 + 1. The adversary

follows the protocol to compute corrupted parties’ shares of

[𝑤]𝑡 .
(2) Then, all parties continue to compute𝑤 · 𝑧. Parties inH ′ will

compute shares of [𝑒′]2𝑡 +[𝑧]𝑡 := ( [𝑤]𝑡 +1) · [𝑧]𝑡 +[𝑟 ′]𝑡 +[𝑜′]2𝑡 ,
and honest parties not inH ′ will compute shares of [𝑒′]2𝑡 :=
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[𝑤]𝑡 · [𝑧]𝑡 + [𝑟 ′]𝑡 + [𝑜′]2𝑡 . All parties exchange their shares,
the adversary does the following to extract the secret 𝑧:

• Compute 𝑡 corrupted parties’ shares of [𝑒′]2𝑡 , then along

with 𝑡 + 1 shares of [𝑒′]2𝑡 received from parties not in H ′,
recover the shares of [𝑒′]2𝑡 for parties inH ′.
• Receive shares of [𝑒′]2𝑡 + [𝑧]𝑡 from 𝑡 parties in H ′, then
compute the difference with [𝑒′]2𝑡 and learn 𝑡 shares of [𝑧]𝑡 .
• Along with corrupted parties’ shares of [𝑧]𝑡 and 𝑡 honest

parties shares of [𝑧]𝑡 , the adversary recover the secret 𝑧.

The security problem comes from honest parties not using the

same public reconstruction result. Note that this problem does not

appear when 𝑛 = 2𝑡 + 1 and the network is synchronous due to a

smaller number of honest parties.

B.2 Reducing the Online Round Complexity
To achieve this goal, we first recall the technique of Beaver triple [Bea92].

Let ( [𝑎]𝑡 , [𝑏]𝑡 , [𝑐]𝑡 ) be a Beaver triplewhere 𝑐 = 𝑎·𝑏, and ( [𝑥]𝑡 , [𝑦]𝑡 )
be the input sharings of a target multiplication gate, all parties do

the following to compute the output wire [𝑧]𝑡 .
(1) Locally compute [𝑥 +𝑎]𝑡 = [𝑥]𝑡 + [𝑎]𝑡 , [𝑦 +𝑏]𝑡 = [𝑦]𝑡 + [𝑏]𝑡 .
(2) Publicly reconstruct 𝑥 + 𝑎,𝑦 + 𝑏.
(3) Locally compute [𝑧]𝑡 = (𝑥 + 𝑎) (𝑦 + 𝑏) − (𝑥 + 𝑎) [𝑏]𝑡 − (𝑦 +

𝑏) [𝑎]𝑡 + [𝑐]𝑡 .
Based on the original Beaver triple technique, the observation

in [GLO
+
21] is that only step 2 requires interaction, and if the input

sharings are in the form of (𝑢, [𝑎]𝑡 ), (𝑣, [𝑏]𝑡 ) where 𝑢 = 𝑥 + 𝑎, 𝑣 =

𝑦 +𝑏, then all parties can locally compute [𝑧]𝑡 = 𝑢 · 𝑣 −𝑢 · [𝑏]𝑡 − 𝑣 ·
[𝑎]𝑡 + [𝑐]𝑡 without any interaction. Therefore, if we can transform

the input sharings from [𝑥]𝑡 (resp. [𝑦]𝑡 ) to (𝑢, [𝑎]𝑡 ) (resp. (𝑣, [𝑏]𝑡 ))
before the evaluation of this gate, all parties only need to do local

computation for this gate. The (𝑢, [𝑎]𝑡 ) where [𝑥]𝑡 = 𝑢 − [𝑎]𝑡 is
named Beaver-triple friendly form in [GLO

+
21].

To achieve this goal, we consider a two-layer circuit and will

transform the output sharing for the first layer into Beaver-triple
friendly form, then for the multiplication gates in the second layer,

all parties only perform local computation. In figure 6, we show

two cases and explain how it works. We will assign a fresh double
sharing for each multiplication gate.

• For multiplication gates in the first layer, all parties use the

DN technique to compute the output sharing.

• For case 1, recall that all parties will reconstruct 𝑒1 = 𝑎1 ·
𝑏1 + 𝑟1, 𝑒2 = 𝑎2 · 𝑏2 + 𝑟2 during the DN protocol, then

(𝑒1, [𝑟1]𝑡 ), (𝑒2, [𝑟2]𝑡 ) are in the form of Beaver-triple friendly
form. The only thing needed to do is compute [𝑟1 ·𝑟2]𝑡 , which
can be computed before all parties get (𝑒1, [𝑟1]𝑡 ), (𝑒2, [𝑟2]𝑡 ).
Therefore, they will also use the DN protocol to compute

[𝑟1 ·𝑟2]𝑡 , and the original double sharing which is assigned to
the multiplication gate in the second layer will be consumed

for the computation of [𝑟1 · 𝑟2]𝑡 .
• For case 2, all parties will use (𝑒1, [𝑟1]𝑡 ) and (0,−[𝑐]𝑡 ) as the
inputs for the multiplication gate in the second layer, and

they will compute [𝑟1 · 𝑐]𝑡 in parallel.

To summarize, based on this idea, all parties can divide the whole

circuit into many sub-two-layer circuits and evaluate each of them

in parallel. The detailed construction is as follows, which is built

(a) Case 1: A two-layer circuit with
three MUL

(b) Case 2: A two-layer circuit with two
MUL and one ADD

Figure 6: Two Cases for a two-layer circuit with three gates.
Here [𝑜]2𝑡 is a degree-2𝑡 Shamir sharing of 0 and we use it
to replace [𝑟 ]2𝑡 in the double sharing, this is the observation
in [GLO+21] which helps to decouple the relation between
degree-𝑡 and 2𝑡 sharings.

based on our efficient multiplication protocol ΠMult introduced in

section 7.

Protocol ΠEval

All parties take a two-layer circuit as inputs and prepare random

degree-𝑡 and 2𝑡 Shamir sharings for each multiplication gate.

1: All parties start with holding a degree-𝑡 Shamir sharing for each

input wire of this circuit. For each multiplication gate in the

second layer, we do the following to transform the input sharing

to Beaver-triple friendly form 𝑢 − [𝑎]𝑡 :
• If it is an input sharing of the circuit, denoted by [𝑥 ]𝑡 , set
𝑢 := 0 and [𝑎]𝑡 := −[𝑥 ]𝑡 .
• If it is an output sharing of an addition gate in the first layer,

first locally compute this sharing, denoted by [𝑥 ]𝑡 , and then

set 𝑢 := 0 and [𝑎]𝑡 := −[𝑥 ]𝑡 .
• If it is an output sharing of a multiplication gate in the first

layer, suppose ( [𝑟 ]𝑡 , [𝑜 ]2𝑡 ) are associated with this gate. Set

[𝑎]𝑡 := [𝑟 ]𝑡 . The value 𝑢 will be determined later.

2: All parties do the following in parallel:

• For each multiplication gate with input sharing [𝑥 ]𝑡 , [𝑦 ]𝑡 in
the first layer, all parties invoke ΠMult to compute [𝑧 ]𝑡 where
𝑧 := 𝑥 · 𝑦. We denote the public reconstruction result in ΠMult

as 𝑒 .

• For each multiplication gate with input sharing (𝑢 −
[𝑎]𝑡 ), (𝑣 − [𝑏 ]𝑡 ) in the second layer, all parties invoke ΠMult

to compute [𝑐 ]𝑡 where 𝑐 := 𝑎 · 𝑏.
3: For each multiplication gate in the second layer, if its input

sharing comes from the output sharing of a multiplication gate

in the first layer, we set 𝑢 := 𝑒 . Then all parties have computed

their input sharing (𝑢 − [𝑎]𝑡 ), (𝑣 − [𝑏 ]𝑡 ) for each gate in the

second layer and can locally compute:

[𝑧 ]𝑡 := 𝑢 · 𝑣 − 𝑢 · [𝑏 ]𝑡 − 𝑣 · [𝑎]𝑡 + [𝑐 ]𝑡
as the output sharing of this gate.

C Security and Cost Analysis of Private Send
C.1 Cost Analysis
We analyze the communication and round complexity as follows.

Communication Complexity. In the initialization phase, the dealer
needs to send messages of size O(1) to all parties and broadcast
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messages of size O(1), resulting in O(𝑛2) communication complex-

ity. Then all parties help 𝑅 to recover the symmetric key and invoke

an instance of Fra to agree on the termination of the distributing

phase, requiring O(𝑛) communication complexity in total.

For the same dealer, the initialization phase can be executed for

distinct receivers in parallel, then the communication complexity

of reliable broadcast is amortized to O(𝑛) to each receiver. Then

the total communication complexity remains O(𝑛2) field elements

for 𝑛 instances of ΠPrepKey when the dealer is the same.

In the disperse phase, let |𝑚 | be the size of messages, the dealer

needs to send messages of size O(|𝑚 |/(𝑡 + 1) + 1) to all parties and

broadcast a setW of size O(𝑛), and each party needs to broadcast

messages of size O(1) and forwards the messages received from

dealer to 𝑅, result in O(|𝑚 | + 𝑛2) communication complexity in

total, with the |𝑚 | term specifically having a multiplicative constant

of 5.

Round Complexity. The expected round complexity of reliable

broadcast in [DXR21] is 4, and the reliable agreement in [DDL
+
24]

is 2. Then in the initialization phase, it includes 6 rounds in the

distributing phase and 1 round in the reconstruction phase, resulting

in 7 rounds in total.

In the disperse phase, the broadcast executed by all parties can

be parallel, then the round complexity is 4 + 1 + 4 + 1 = 10.

C.2 Security Analysis
We prove lemma 4.1 and start with constructing the ideal adversary

S as follows. Note that when the sender is corrupted,S can honestly

follow the protocol to do a simulation. Therefore, we focus on the

case when the sender is honest.

Simulator S

When the sender is honest
Initialize Phase

1: S randomly samples values as corrupted parties’ shares of

𝑓 (𝛼 𝑗 ), 𝑔 (𝛼 𝑗 ) and sends them to corrupted parties on behalf

of the dealer.

2: S randomly samples a value as 𝑐 and reliably broadcasts it on

behalf of the dealer.

3: For receiver 𝑅:

• If 𝑅 is corrupted, S randomly samples the whole sharing

[ 𝑓 (𝛼0 ) ]𝑡 , [𝑔 (𝛼0 ) ]𝑡 based on shares of corrupted parties,

then sends each 𝑓 (𝛼 𝑗 ), 𝑔 (𝛼 𝑗 ) to 𝑅 on behalf of each hon-

est party 𝑃 𝑗 . Then S maps 𝐻 (key, 𝑟 ) to 𝑐 . If 𝐻 (key, 𝑟 ) has
been mapped to other outputs before, S aborts the simulation.

If 𝑐 has been mapped to other inputs before, S also aborts the

simulation.

• If𝑅 is honest, when𝑅 receives shares from 𝑡+1 distinct parties,

if any of them come from corrupted parties, S checks whether

it equals the shares sampled by S before. If true, S delivers

the output from FPrivSend-Ab to 𝑅. Otherwise, S sends abort
to FPrivSend-Ab.

Disperse Phase
4: S randomly samples values as each honest party 𝑃𝑖 ’s ℎ𝑖 and

broadcasts them.

5: S randomly samples values as each corrupted party 𝑃𝑖 ’s

𝑓 (𝛼𝑖 ), 𝑔 (𝛼𝑖 ) , then S sends them to corrupted parties on be-

half of the dealer. S also randomly samples values as 𝑐 and

broadcasts it on behalf of the dealer.

6: For receiver 𝑅, S does the same thing as the Initialize Phase to

do simulation.

The hybrid arguments are as follows.

Hyb
0
: In this hybrid, we consider the execution in the real world.

Hyb
1
: In this hybrid, in the initialization phase, S delays the

generation of honest parties’ shares of [𝑓 (𝛼0)]𝑡 , [𝑔(𝛼0)]𝑡 until the
reconstruction phase. Then for the generation of 𝑐 := 𝐻 (key, 𝑟 ), S
directly randomly samples a value as 𝑐 . Since honest parties’ shares

have not been used so far, the distributions of Hyb
1
and Hyb

0
are

identical.

Hyb
2
: In this hybrid, in the initialization phase, for corrupted re-

ceiver𝑅,S directly randomly samples thewhole sharing [𝑓 (𝛼0)]𝑡 , [𝑔(𝛼0)]𝑡
based on shares of corrupted parties. Let key = 𝑓 (𝛼0), 𝑟 = 𝑔(𝛼0), if
𝐻 (key, 𝑟 ) has been mapped to other outputs before, S aborts the

simulation. If 𝑐 has been mapped to other inputs before, S also

aborts the simulation. If |𝐹 | ≥ 2
𝜅
, the probability is negligible in

the security parameter 𝜅. Therefore, the distributions of Hyb
2
and

Hyb
1
are computationally indistinguishable.

Hyb
3
: In this hybrid, in the initialization phase, for honest re-

ceiver 𝑅, S also no longer requires honest dealer’s secrets key, 𝑟 . In
the reconstruction phase, when 𝑅 receives shares from corrupted

parties, S sets 𝑅’s output as abort if the shares received from cor-

rupted parties are not equal to the shares sampled by S before.

Therefore, the distributions of Hyb
3
and Hyb

2
are computationally

indistinguishable.

Hyb
4
: In this hybrid, in the disperse phase, S change the gen-

eration of 𝐻 (key, Id), he will first randomly sample a value as 𝑐Id
and then computes 𝐻 (key, Id) = 𝑐Id ⊕ 𝑚Id. Since both 𝑐Id and

𝐻 (key, Id) are randomly sampled, this makes no difference. There-

fore, the distributions of Hyb
4
and Hyb

3
are identical.

Hyb
5
: In this hybrid, in the disperse phase, S does the same

thing as in Hyb
1
,Hyb

2
and Hyb

3
. The distributions of Hyb

5
and

Hyb
4
are computationally indistinguishable.

Note thatHyb
5
corresponds to the ideal world, thenΠPrivSend-Ab

securely computes FPrivSend-Ab when the dealer is honest.

D Secure and Cost Analysis of Generating
Random Sharings

D.1 Analysis for ΠACSS-Ab
We analyze the communication complexity, round complexity, and

security as follows.

Communication Complexity. In the distributing phase, the dealer

needs to send 2𝑡 · 𝐿 = 2

3
𝑛𝐿 messages to the last 2𝑡 + 1 parties.

In the verification phase, each party will broadcast 𝐻 (𝑟𝑖 ), which
results in O(𝑛3) additive overhead. Then each of them will send

a confirming message to the dealer, and the dealer will reliably

broadcast Fail or a setM of size 2𝑡 + 1. This will cause O(𝑛2)
additive overhead in total. If the dealer broadcastsM, then he needs

to invoke an instance of FdZK-Ab and 𝑡 instances of FPrivSend-Ab.
The instance of FdZK-Ab requiresO(𝑛2) additive overhead, and each
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instance of FPrivSend-Ab requires 5𝐿 field elements communication

and O(𝑛) additive overhead. Note that there is no interaction in

the termination phase, so the total communication complexity in

the sharing phase is O(𝐿𝑛 + 𝑛3) field elements, with the 𝐿 term

specifically having a multiplicative constant of
5

3
+ 2

3
= 7

3
.

Note that the O(𝑛3) additive overhead is only caused by all

parties broadcasting 𝐻 (𝑟𝑖 ) in the confirming phase. This step can

be amortized to O(𝑛2) if all parties participate in ΠACSS-Ab invoked

by𝑛 dealers in parallel. So in the later construction of ΠRandSh-Ab, all

parties will invoke 𝑛 instances of ΠACSS-Ab led by different dealers,

and the additive overhead is still O(𝑛3).
In the public reconstruction phase, the communication complex-

ity is O(𝐿𝑛2) field elements.

Round Complexity. In the distributing phase, it requires 1 round

for the dealer to distribute messages and an instance of FdZK-Ab.
According to the construction in [ABCP23], it requires 4 rounds.

Then in the verification phase, all parties require 4 rounds to broad-

cast 𝐻 (𝑟𝑖 ), this step can be executed with the distributing phase in

parallel. Then, all parties need to send a confirmation to the dealer,

which requires 1 round. The dealer then broadcasts a message that

requires 4 rounds. If the messages is a setM, the dealer needs to

further invokes FPrivSend-Ab:
• For the instance of FPrivSend-Ab, all parties will participate in
when they receive the setM from 𝐷 , it requires 10 rounds

according to our previous analysis in appendix C.1. Note

that among these 10 rounds, 4 of them also come from the

broadcast in the first step of ΠAVID-Ab, and we can move this

step to the beginning of ΠACSS-Ab. Then it only requires 6

rounds for the instance of FPrivSend-Ab.
Therefore, the total round complexity in the sharing phase is com-

puted as follows:

max(1, 4) + 1 + 4 + 6 = 15

In the public reconstruction phase, it requires 1 round for all

parties to reconstruct the output.

Security Analysis. We prove lemma 5.1 and start with construct-

ing the ideal adversary S as follows. We first consider the case of

an honest dealer.

Simulator S

When the dealer is honest
Sharing Phase

1: S invokes FACSS-Ab and receives shares of corrupted parties.

Then S sends them to each corrupted party 𝑃𝑖 on behalf of 𝐷 .

2: For each honest party 𝑃𝑖 , S follows the protocol to broadcast a

value as𝐻 (𝑟𝑖 ) . Then S honestly follows the protocol to learn the

message which will be broadcast by the dealer, and broadcasts it

on behalf of𝐷 . If the message is the setM, S honestly simulates

each F (𝑖 )PrivSend-Ab for 𝑃𝑖 ∉ M and simulates FdZK-Ab as follows.
(1). When 𝐷’s inputs has been delivered to FdZK-Ab, S sends

(Delivered, ACSS) to corrupted parties on behalf of FdZK-Ab.
(2). When S receives request (PrivVerifyDZK, 𝑠1, . . . , 𝑠𝑁 , 𝑘 )

from a corrupted party, if 𝑘 is an index of a corrupted party

and 𝑠1, . . . , 𝑠𝑁 equal 𝑓1 (𝛼𝑘 ), . . . , 𝑓𝐿 (𝛼𝑘 ) , S sends true to

this corrupted party as the output of FdZK-Ab. Otherwise, S
sends false to this corrupted party as the output of FdZK-Ab.

If the message is abort, S sends Fail to FACSS-Ab.
3: For each honest party 𝑃𝑖 whose output is abort, S sends

(abort, 𝑃𝑖 ) to FACSS-Ab.
Reconstruction Phase

4: S learns 𝑞1 (𝑥 ), . . . , 𝑞𝐿 (𝑥 ) from FACSS-Ab, then honestly simu-

lates the protocol on behalf of each honest party.

5: S outputs the views of A .

The hybrid arguments are as follows.

Hyb
0
: In this hybrid, we consider the execution in the real world.

Hyb
1
: In this hybrid, S first generate corrupted parties’ shares.

Then he samples honest parties’ shares based on the secret {𝑓1 (𝛼ℓ )}ℓ∈[𝐿]
and shares of corrupted parties. Based on the property of the Shamir

sharing scheme, this makes no difference. The distributions ofHyb
1

and Hyb
0
are identical.

Hyb
2
: In this hybrid, In this hybrid, S change the simulation of

each FdZK-Ab as above. The difference between Hyb
1
and Hyb

0
is

S will reply false when the adversary sends request

(PrivVerifyDZK, {𝑓ℓ (𝛼𝑖 )}ℓ∈[𝐿′ ] , 𝑖)

to FdZK-Ab and 𝑖 is the index of an honest party. That means the

adversary can correctly guess the shares of honest parties, which

is negligible in the security parameter. Therefore, the distributions

of Hyb
2
and Hyb

1
are statistically close.

Hyb
3
: In this hybrid,S no longer generates honest parties’ shares

since they are never used. Then S also does not require the dealer’s

secrets 𝑓1 (𝛼0), . . . , 𝑓𝐿 (𝛼0) in the sharing phase. He will learn them

from FACSS-Ab during the public reconstruction phase. The distri-

butions of Hyb
3
and Hyb

2
are identical.

Note that Hyb
3
corresponds to the ideal world, then ΠACSS-Ab

securely computes FACSS-Ab when the dealer is honest.

Then we consider the case of a corrupted dealer.

Simulator S

When the dealer is corrupted

Sharing Phase
1: S honestly executes each honest party and learns their out-

puts. For each honest party whose output is abort, S sends

(abort, 𝑃𝑖 ) to FACSS-Ab.
2: If S receives Fail from 𝐷 , S sends Fail to FACSS-Ab. If S re-

ceives a valid set M from 𝐷 , let H denote the set of the first

𝑡 + 1 honest parties who have accepted their shares. Then S
interpolates polynomials 𝑓1 (𝑥 ), . . . , 𝑓𝐿 (𝑥 ) and sends them to

FACSS-Ab and deliveries the output from FACSS-Ab to all honest

parties.

Reconstruction Phase
3: S honestly follows the protocol.

4: S outputs the views of A .

The hybrid arguments are as follows.

Hyb
0
: In this hybrid, we consider the execution in the real world.

Hyb
1
: In this hybrid, S uses the first 𝑡 + 1 honest parties’ shares

to reconstruct degree-𝑡 polynomials 𝑓1 (𝑥), . . . , 𝑓𝐿 (𝑥). For an honest

party who accepts his shares but does not lie on degree-𝑡 polynomi-

als 𝑓1 (𝑥), . . . , 𝑓𝐿 (𝑥), S aborts the simulation. Since DZK guarantees
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that all parties only accept their shares if their shares are consistent,

S will never abort. The distributions between Hyb
1
and Hyb

0
are

identical.

Hyb
2
: In this hybrid, S sends 𝑓1 (𝑥), . . . , 𝑓𝐿 (𝑥) to FACSS-Ab and

let it deliver the output to each party. The distributions between

Hyb
2
and Hyb

1
are identical.

Note that Hyb
2
corresponds to the ideal world, then ΠACSS-Ab

securely computes FACSS-Ab when the dealer is corrupted.

D.2 Analysis for ΠSh2t-Ab
We analyze the communication complexity, round complexity, and

security as follows.

Communication Complexity. In the distributing phase, the dealer

directly invoke 𝑡 instances of FPrivSend-Ab for the last 𝑡 parties,

which requires
5

3
𝐿𝑛 field elements communication and O(𝑛2) field

elements additive overhead.

Round Complexity. According to our previous analysis ofFPrivSend-Ab
in appendix C.1, it requires 10 rounds in total.

Security Analysis. We prove lemma 5.2 and start with construct-

ing the ideal adversary S as follows. When the dealer is honest,

S can honestly follow the protocol to do the simulation, then we

consider the case of a corrupted dealer.

Simulator S

When the dealer is corrupted

1: S honestly executes each honest party and learns shares of

honest parties. For each honest party 𝑃𝑖 whose output is abort,
he sends (abort, 𝑃𝑖 ) to FSh2t-Ab.

2: When honest parties receive (Delivered, Sh2t) from

F (𝑖 )PrivSend-Ab for all 𝑖 ∈ [2𝑡 + 1, 𝑛], S interpolates

𝑓1 (𝑥 ), . . . , 𝑓𝐿 (𝑥 ) based on all parties shares. Note that S
has learn each 𝑃𝑖 ’s shares 𝑓ℓ (𝛼𝑖 ) during the simulation of

F (𝑖 )PrivSend-Ab or extracts it from 𝐻 (key𝑖 ) .
3: S sends 𝑓1 (𝑥 ), . . . , 𝑓𝐿 (𝑥 ) to FSh2t-Ab and deliveries the output

from FSh2t-Ab to each party.

4: S outputs the views of A .

The hybrid arguments are as follows.

Hyb
0
: In this hybrid, we consider the execution in the real world.

Hyb
1
: In this hybrid, S uses the 2𝑡 + 1 honest parties’ shares to

reconstruct degree-2𝑡 polynomials 𝑓1 (𝑥), . . . , 𝑓𝐿 (𝑥). Then he sends

them to FSh2t-Ab and lets it deliver the output to each party. The

distributions between Hyb
1
and Hyb

0
are identical.

Note that Hyb
1
corresponds to the ideal world, then ΠSh2t-Ab

securely computes FSh2t-Ab when the dealer is corrupted.

D.3 Analysis for ΠRandSh-Ab
Communication Complexity. It includes 𝑛 instances of ΠACSS-Ab

and an instances of Facs, the total communication complexity is

O(𝑁𝑛 + 𝑛3) field elements, with the 𝑁 term specifically having a

multiplicative constant of 7.

Security Analysis. We prove lemma 6.1 and start with construct-

ing the ideal adversary S as follows.

Simulator S

1: S simulates FACSS-Ab led by 𝑃𝑖 as follows:

• If 𝑃𝑖 is honest, S randomly samples values as shares of cor-

rupted parties. Then S sends them to corrupted parties.

• If 𝑃𝑖 is corrupted, S learns 𝑃𝑖 ’s inputs polynomials.

2: S honestly simulates Facs and learns the set D. For each honest

party 𝑃𝑖 whose output is abort or Fail, S sends (Fail, 𝑃𝑖 ) to
FRandSh-Ab.

3: S computes corrupted parties’ shares of { [𝑟ℓ,𝑖 ]𝑡 }ℓ ∈ [𝑁 ′ ],𝑖∈ [𝑡+1]
and sends them to FRandSh-Ab, when honest parties receives their
output from each FACSS-Ab led by dealers in D, S delivers the

output from FRandSh-Ab to all parties.

The hybrid arguments are as follows.

Hyb
0
: In this hybrid, we consider the execution in the real world.

Hyb
1
: In this hybrid, for honest dealers, S samples random val-

ues as shares of corrupted parties. Then he sends them to corrupted

parties on behalf of FACSS-Ab invoked by honest dealers. S delays

the generation of honest parties’ shares until the set D is deter-

mined. The distributions between Hyb
1
and Hyb

0
are identical.

Hyb
2
: In this hybrid, S first compute corrupted parties’ shares of

{[𝑟ℓ,𝑖 ]𝑡 }ℓ∈[𝑁 ′ ],𝑖∈[𝑡+1] , then randomly samples the whole sharing

{[𝑟ℓ,𝑖 ]𝑡 }ℓ∈[𝑁 ′ ],𝑖∈[𝑡+1] based on shares of corrupted parties. LetH
be the set of the first 𝑡 + 1 honest dealers in D and C𝑜𝑟𝑟 = D \H ,

then:

( [𝑟ℓ,𝑖 ]𝑡 )𝑖∈[𝑡+1] =MH · ( [𝑠
(𝑖 )
ℓ
]𝑡 )𝑖∈H +MC𝑜𝑟𝑟 · ( [𝑠

(𝑖 )
ℓ
]𝑡 )𝑖∈C𝑜𝑟𝑟

Then S computes the whole sharings ( [𝑠 (𝑖 )
ℓ
]𝑡 )𝑖∈H based on based

on ( [𝑟ℓ,𝑖 ]𝑡 )𝑖∈[𝑡+1] and ( [𝑠
(𝑖 )
ℓ
]𝑡 )𝑖∈C𝑜𝑟𝑟 . The distributions between

Hyb
2
and Hyb

1
are identical since there exists a one-to-one map

between ( [𝑟ℓ,𝑖 ]𝑡 )𝑖∈[𝑡+1] and ( [𝑠
(𝑖 )
ℓ
]𝑡 )𝑖∈C𝑜𝑟𝑟 .

Hyb
3
: In this hybrid, S no longer generates honest parties’

shares since they are never used. He sends {[𝑟ℓ,𝑖 ]𝑡 }ℓ∈[𝑁 ′ ],𝑖∈[𝑡+1]
to FRandSh-Ab and let it distributes the outputs to all parties. The

distributions between Hyb
3
and Hyb

2
are identical.

Note that Hyb
3
corresponds to the ideal world, then ΠRandSh-Ab

securely computes FRandSh-Ab.

D.4 Analysis for ΠRandShZero-Ab
Communication Complexity. It includes 𝑛 instances of ΠSh2t-Ab

and an instances of Facs, the total communication complexity is

O(𝑁𝑛 + 𝑛3) field elements, with the 𝑁 term specifically having a

multiplicative constant of 5.

Security Analysis. We prove lemma 6.2 and start with construct-

ing the ideal adversary S as follows.

Simulator S

1: S simulates FSh2t-Ab led by 𝑃𝑖 as follows:

• If 𝑃𝑖 is honest, S randomly samples values as shares of cor-

rupted parties. Then S sends them to corrupted parties.

• If 𝑃𝑖 is corrupted, S learns 𝑃𝑖 ’s inputs polynomials.

2: S honestly simulates Facs and learns the set D. For each hon-

est party 𝑃𝑖 whose output is abort, S sends (abort, 𝑃𝑖 ) to
FRandSh-Ab.
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3: For each corrupted dealer 𝑃𝑖 ∈ D, S receives his polyno-

mial 𝑞
(𝑖 )
1
(𝑥 ), . . . , 𝑞 (𝑖 )

𝑁 ′ (𝑥 ) from 𝑃𝑖 . For each ℓ ∈ [𝑁 ′ ] and
𝑃𝑖 ∈ D, if 𝑃𝑖 is corrupted, S computes a vector 𝒒 (𝑖 )ℓ =

(𝑞 (𝑖 )ℓ (𝛼1 ), . . . , 𝑞 (𝑖 )ℓ (𝛼𝑛 ) ) . Otherwise, if 𝑃𝑖 is honest, S sets

𝒒 (𝑖 )ℓ = (0, · · · , 0) . Then for all corrupted dealers in D, S com-

putes:

(𝒆ℓ,1, . . . , 𝒆ℓ,𝑡+1 ) = 𝑴 · (𝒒 (𝑖 )ℓ )𝑖∈D .
Then S transform {𝒆ℓ,𝑘 }ℓ ∈ [𝑁 ′ ],𝑘∈ [𝑡+1] to {𝒆ℓ }ℓ ∈ [𝑁 ] . For each
ℓ ∈ [𝑁 ], S sends 𝒆ℓ to FRandShZero-Ab.

4: S outputs the views of A .

The hybrid arguments are as follows.

Hyb
0
: In this hybrid, we consider the execution in the real world.

Hyb
1
: In this hybrid, for honest dealers, S samples random val-

ues as shares of corrupted parties. Then he sends them to corrupted

parties on behalf of FSh2t-Ab invoked by honest dealers.S delays the

generation of honest parties’ shares until the set D is determined.

The distributions between Hyb
1
and Hyb

0
are identical.

Hyb
2
: In this hybrid, S first compute corrupted parties’ shares of

{[𝑜ℓ,𝑖 ]𝑡 }ℓ∈[𝑁 ′ ],𝑖∈[𝑡+1] , then randomly samples the whole sharing

{[𝑜ℓ,𝑖 ]𝑡 }ℓ∈[𝑁 ′ ],𝑖∈[𝑡+1] based on shares of corrupted parties. LetH
be the set of the first 𝑡 + 1 honest dealers in D and C𝑜𝑟𝑟 = D \H ,

then:

( [𝑜ℓ,𝑖 ]𝑡 )𝑖∈[𝑡+1] =MH · ( [𝑜
(𝑖 )
ℓ
]𝑡 )𝑖∈H +MC𝑜𝑟𝑟 · ( [𝑜

(𝑖 )
ℓ
]𝑡 )𝑖∈C𝑜𝑟𝑟

Then S computes the whole sharings ( [𝑜 (𝑖 )
ℓ
]𝑡 )𝑖∈H based on based

on ( [𝑜ℓ,𝑖 ]𝑡 )𝑖∈[𝑡+1] and ( [𝑜
(𝑖 )
ℓ
]𝑡 )𝑖∈C𝑜𝑟𝑟 . The distributions between

Hyb
2
and Hyb

1
are identical since there exists a one-to-one map

between ( [𝑜ℓ,𝑖 ]𝑡 )𝑖∈[𝑡+1] and ( [𝑜
(𝑖 )
ℓ
]𝑡 )𝑖∈C𝑜𝑟𝑟 .

Hyb
3
: In this hybrid,S no longer generates honest parties’ shares

since they are never used. He computes {𝒆ℓ }ℓ∈[𝑁 ] as above and
sends {[𝑜ℓ,𝑖 ]𝑡 }ℓ∈[𝑁 ′ ],𝑖∈[𝑡+1] to FRandShZero-Ab and let it distributes
the outputs to all parties. The distributions betweenHyb

3
andHyb

2

are identical.

Note thatHyb
3
corresponds to the ideal world, thenΠRandShZero-Ab

securely computes FRandShZero-Ab.

D.5 Generating Random Shamir Sharings in
Pipeline

To reduce the constant factor in communication complexity, we can

apply a pipelining technique parameterized by an input factor 𝑘 . For

sufficiently large 𝑘 , this optimization reduces the communication

constant by up to 1/3, at the cost of increased round complexity. In

practice, 𝑘 should be chosen to balance communication and round

efficiency based on application requirements.

Protocol ΠRandShPipe

Let 𝑁 be the number of Shamir sharing needed to be generated, 𝑘

be a constant number, and Π ∈ {ΠRandSh-Ab,ΠRandShZero-Ab}.
1: All parties divide the generation process into 𝑘 segments, and

assign an index ℓ ∈ [𝑘 ] for each segment.

2: In each segment, all parties execute an instance of Π to generate

𝑁 /𝑘 random sharings. We denote Π (ℓ ) as the instance of Π
executed in the ℓth segment, D (ℓ ) as the set of successful dealers
in Π (ℓ ) . All parties locally initializes a global flag unused𝑖 =

false for each party 𝑃𝑖 , then they do the following in each

segment:

• If unused𝑖 = false, all parties participate in FACSS-Ab or

FSh2t-Ab invoked by the dealer 𝑃𝑖 . When they terminate, they

set unused𝑖 = true.
• During the agreement of successful dealers, each party 𝑃𝑖 sets

the property𝑄 as he has set used𝑗 = true.

• Upon agree on the set D (ℓ ) , all parties set unused𝑖 = false

for each 𝑃𝑖 ∈ D (ℓ ) . Then they follow the protocol to extract

random sharings, noting that the random sharings distributed

by some 𝑃𝑖 ∈ D (ℓ ) may come from one of the previous

segments.

E Verification of Multiplication Tuples
In this section, we introduce the verification process for multipli-

cation tuples. The idea comes from [GS20] and we apply it to the

asynchronous setting. The achieved communication complexity

is O(𝑛2
log𝑁 + 𝑛3) field elements for verifying 𝑁 multiplication

tuples. To be self-contained, we attach the construction as follows.

We refer the readers who are interested in this part to check [GS20]

for the high-level ideas.

Functionality of Multiplication Tuples Verify. The functionality is

defined below.

Functionality FMulTupleVrfy

FMulTupleVrfy runs with parties P = {𝑃1, . . . , 𝑃𝑛 } and an adversary

S.
1: Let 𝑁 denote the number of multiplication tuples. The

multiplication tuples to be verified are denoted by

{ ( [𝑥ℓ ]𝑡 , [𝑦ℓ ]𝑡 , [𝑧ℓ ]𝑡 ) }𝑁ℓ=1
.

2: For all ℓ ∈ [𝑁 ], upon receiving shares of ( [𝑥ℓ ]𝑡 , [𝑦ℓ ]𝑡 , [𝑧ℓ ]𝑡 )
from 𝑡 + 1 distinct honest parties, the trusted party reconstructs

the whole sharings ( [𝑥ℓ ]𝑡 , [𝑦ℓ ]𝑡 , [𝑧ℓ ]𝑡 ) and proceeds. If it re-

ceives ⊥ from at least 𝑡 + 1 distinct honest parties, it gives up

security, and lets S determine all honest parties’ outputs.

3: The trusted party computes 𝑑ℓ = 𝑧ℓ − 𝑥ℓ · 𝑦ℓ for all ℓ ∈
[𝑁 ]. Then it sends {𝑑ℓ }ℓ ∈ [𝑁 ] and corrupted parties’ shares

of ( [𝑥ℓ ]𝑡 , [𝑦ℓ ]𝑡 , [𝑧ℓ ]𝑡 ) to S.
4: Let 𝑏 ∈ {Fail, Success} denote the verification result, then it

sends a request-based delayed output 𝑏 to all parties.

• Upon receiving a request Fail from S, if the output of all
parties has not been delivered, change the output of all parties

by Fail. Otherwise, ignore this request.

Computing Vector of Multiplication Tuples. In the following, we

use ⊙ to denote the inner product. ΠExMult allows all parties to

compute the inner product of the vectors of multiplication tuples.

Protocol ΠExMult

The protocol is the same as ΠMult, except that:

• All parties take their shares of { [𝒂 (ℓ ) ]𝑡 , [𝒃 (ℓ ) ]𝑡 }𝑁ℓ=1
as inputs,

𝒂 (ℓ ) ,𝒃 (ℓ ) are vectors of Shamir sharings.

• In step 4 of ΠMult, set each [𝑧𝑘 ]2𝑡 = [𝑎𝑘 ]𝑡 ⊙ [𝑏𝑘 ]𝑡 + [𝑟𝑘 ]𝑡 .
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Compress Multiplication Tuples. ΠExCompr allows all parties to

compress a batch of vectors of multiplication tuples into one vector

of multiplication tuples.

Protocol ΠExCompr

Let { [𝒙 (𝑖 ) ]𝑡 , [𝒚 (𝑖 ) ]𝑡 , [𝑧 (𝑖 ) ]𝑡 }𝑁𝑖=1
be the vector of tuples which

needed to be compressed and 𝛼1, . . . , 𝛼2𝑁 −1 be distinct field ele-

ments. All parties require 𝑁 − 1 fresh [𝑟 ]𝑡 and (𝑁 − 1)/2 fresh

[𝑜 ]2𝑡 .
1: Let 𝒇 ( ·),𝒈 ( ·) be vector of degree-(𝑁 − 1) polynomials such

that:

∀𝑖 ∈ [𝑁 ], 𝒇 (𝛼𝑖 ) = 𝒙 (𝑖 ) ,𝒈 (𝛼𝑖 ) = 𝒚 (𝑖 )

Then all parties locally compute [𝒇 ( ·) ]𝑡 , [𝒈 ( ·) ]𝑡 by using

{ [𝒙 (𝑖 ) ]𝑡 }𝑁𝑖=1
and { [𝒚 (𝑖 ) ]𝑡 }𝑁𝑖=1

respectively.

2: For all 𝑖 ∈ [𝑁 + 1, 2𝑁 − 1], all parties locally com-

pute [𝒇 (𝛼𝑖 ) ]𝑡 , [𝒈 (𝛼𝑖 ) ]𝑡 , and then invoke ΠExMult on

[𝒇 (𝛼𝑖 ) ]𝑡 , [𝒈 (𝛼𝑖 ) ]𝑡 to compute [𝑧 (𝑖 ) ]𝑡 = [𝒇 (𝑖 ) ⊙ 𝒈 (𝑖 ) ]𝑡 .
3: Let ℎ ( ·) be a degree-2(𝑁 − 1) polynomial such that:

∀𝑖 ∈ [2𝑁 − 1], ℎ (𝛼𝑖 ) = 𝑧 (𝑖 ) .

Then all parties locally compute [ℎ ( ·) ]𝑡 by using

{ [𝑧 (𝑖 ) ]𝑡 }2𝑁 −1

𝑖=1
.

4: All parties invoke FCoin-Ab to generate a random element

𝑟 . For each party, if 𝑟 ∈ [𝛼1, . . . , 𝛼𝑁 ] or he receives

Fail from FCoin-Ab, he outputs Fail. Otherwise, they output

{ [𝒇 (𝑟 ) ]𝑡 , [𝒈 (𝑟 ) ]𝑡 , [ℎ (𝑟 ) ]𝑡 }.

Verification of Multiplication Tuples. During the verification pro-

cess, all parties need to agree on random common challenges. This

is realized by the functionality FCoin-Ab defined in Appendix A.2.

Note that FCoin-Ab is also a weaker version, which does not guar-

antee that all honest parties can get the challenge. It only ensures

that the challenges accepted by all parties are the same. We use this

weaker version to bound the overhead within amortized O(𝑛2) for
generating each random challenge in each iteration.

Protocol ΠMulTupleVrfy

Let 𝑘 be the compression parameter and

{ [𝑎 (ℓ ) ]𝑡 , [𝑏 (ℓ ) ]𝑡 , [𝑐 (ℓ ) ]𝑡 }𝑁ℓ=1
be the multiplication tuples to

be verified. In the following, if a party receives Fail from function-

ality or sub-protocols, he will set his output decision as Fail. If a
party takes ⊥ as input, he also sets his output decision as Fail.

1: Step 1: Preparation of Double Sharings.
Let 𝑁 ′ = 2(𝑘 − 1) (

⌊
log𝑘 𝑁

⌋
+ 1) , all parties invoke

FRandSh-Ab(resp. FRandShZero-Ab) to prepare 𝑁 ′(resp. 𝑁 ′/2)
degree-𝑡 (resp. 2𝑡 ) Shamir sharings, when they require fresh shar-

ings in the sub-protocols, they pick the first unused one among

them.

2: Step 2: De-Linearization.
(1). All parties invoke FCoin-Ab to get a random element 𝑟 .

(2). All parties set:

[𝒇 ]𝑡 = ( [𝑎 (1) ]𝑡 , 𝑟 [𝑎 (2) ]𝑡 , . . . , 𝑟𝑁 −1 [𝑎 (𝑁 ) ]𝑡 ),
[𝒈 ]𝑡 = ( [𝑏 (1) ]𝑡 , [𝑏 (2) ]𝑡 , . . . , [𝑏 (𝑁 ) ]𝑡 ),

[ℎ]𝑡 =

𝑁∑︁
ℓ=1

𝑟 ℓ−1 [𝑐 (ℓ ) ]𝑡

3: Step 3: Dimension-Reduction

All parties initialize { [𝒙 ]𝑡 , [𝒚 ]𝑡 , [𝑧 ]𝑡 } = { [𝒇 ]𝑡 , [𝒈 ]𝑡 , [ℎ]𝑡 },
then they repeatedly do the following things until the dimension

of { [𝒙 ]𝑡 , [𝒚 ]𝑡 , [𝑧 ]𝑡 } is less than 𝑘 . Let 𝐿 denote the dimension

of the inner-product tuple (i.e. the dimension of vector 𝒙) and
𝑑 = 𝐿/𝑘 :

(1). All parties parse [𝒙 ]𝑡 , [𝒚 ]𝑡 as
[𝒙 ]𝑡 = ( [𝒂 (1) ]𝑡 , [𝒂 (2) ]𝑡 , . . . , [𝒂 (𝑘 ) ]𝑡 ),
[𝒚 ]𝑡 = ( [𝒃 (1) ]𝑡 , [𝒃 (2) ]𝑡 , . . . , [𝒃 (𝑘 ) ]𝑡 )

where {𝒂 (𝑖 ) ,𝒃 (𝑖 ) }𝑖∈ [𝑘 ] are the vectors of dimension 𝑑 .

(2). For 𝑖 ∈ [𝑘 − 1], all parties invoke ΠExMult on

{ [𝒂 (𝑖 ) ]𝑡 , [𝒃 (𝑖 ) ]𝑡 }𝑖∈ [𝑘−1] to compute [𝑐 (𝑖 ) ]𝑡 where 𝑐 (𝑖 ) =

𝒂 (𝑖 ) ⊙ 𝒃 (𝑖 ) . Then set [𝑐 (𝑘 ) ]𝑡 = [𝑧 ]𝑡 −
∑𝑘−1

𝑖=1
[𝑐 (𝑖 ) ]𝑡 .

(3). All parties invoke ΠExCompr on { [𝒂 (𝑖 ) ]𝑡 , [𝒃 (𝑖 ) ]𝑡 , [𝑐 (𝑖 ) ]𝑡 }𝑘𝑖=1

to get { [𝒂 ]𝑡 , [𝒃 ]𝑡 , [𝑐 ]𝑡 }. Then they set { [𝒙 ]𝑡 , [𝒚 ]𝑡 , [𝑧 ]𝑡 } =
{ [𝒂 ]𝑡 , [𝒃 ]𝑡 , [𝑐 ]𝑡 }.

4: Step 4: Randomization
Upon getting { [𝒙 ]𝑡 , [𝒚 ]𝑡 , [𝑧 ]𝑡 } from Step 2, all parties do the

following things.

(1). Let 𝐿 < 𝑘 be the dimension of { [𝒙 ]𝑡 , [𝒚 ]𝑡 }, all parties parse
[𝒙 ]𝑡 , [𝒚 ]𝑡 as

[𝒙 ]𝑡 = ( [𝑎1 ]𝑡 , [𝑎2 ]𝑡 , . . . , [𝑎𝐿 ]𝑡 )
[𝒚 ]𝑡 = ( [𝑏1 ]𝑡 , [𝑏2 ]𝑡 , . . . , [𝑏𝐿 ]𝑡 )

(2). All parties execute FRandSh-Ab to prepare two random degree-

𝑡 sharings [𝑎0 ]𝑡 , [𝑏0 ]𝑡 . For 𝑖 ∈ [0, 𝐿 − 1], all parties invoke
ΠExMult on { [𝑎𝑖 ]𝑡 , [𝑏𝑖 ]𝑡 }𝑖∈ [0,𝐿−1] to compute [𝑐𝑖 ]𝑡 where

𝑐𝑖 = 𝑎𝑖 · 𝑏𝑖 . Then set [𝑐 (𝐿) ]𝑡 = [𝑧 ]𝑡 −
∑𝐿−1

𝑖=1
[𝑐 (𝑖 ) ]𝑡 .

(3). All parties invoke ΠExCompr on { [𝑎𝑖 ]𝑡 , [𝑏𝑖 ]𝑡 , [𝑐𝑖 ]𝑡 }𝐿𝑖=0
to get

result [𝑎]𝑡 , [𝑏 ]𝑡 , [𝑐 ]𝑡 .
(4). For each party who has computed his shares of

[𝑎]𝑡 , [𝑏 ]𝑡 , [𝑐 ]𝑡 , he sends them to all parties. Other-

wise, if a party takes ⊥ as input sharings, he sends ⊥ to all

parties.

– If a party first receive⊥, he sets his output decision as Fail.
– Otherwise, if a party first receive 2𝑡 + 1 shares, he checks

whether these 2𝑡 + 1 shares of [𝑎]𝑡 , [𝑏 ]𝑡 , [𝑐 ]𝑡 lie on a

degree-𝑡 polynomial and 𝑐 = 𝑎 ·𝑏. If true, he sets his output
decision as Success; otherwise, he sets his output decision
as Fail.

(5). All parties invoke an instance of Fba with their output deci-

sion as input. If they terminate with Success, they output it.

Otherwise, they output Fail.

LemmaE.1. ProtocolΠMulTupleVrfy securely computesFMulTupleVrfy
in the {FCoin-Ab, FRandSh-Ab, FRandShZero-Ab}-hybrid model against
a fully malicious adversary A who corrupts at most 𝑡 < 𝑛/3 parties.

We prove Lemma E.1 and analyze the costs in the following.

E.1 Cost Analysis
Communication Complexity. We compute the cost for preparing

the random challenges by FCoin-Ab in the end. In step 1, all parties

need to prepare O(𝑁 ′) random degree-𝑡 and 2𝑡 sharings, which

costs O(𝑛 log𝑁 + 𝑛3) field elements. In step 2, all parties only per-

form local computation. In step 3, all parties invokeΠExMult,ΠExCompr

in each iteration, and there are log𝑁 interactions in total, which

costs O(𝑛2
log𝑁 ) field elements in total. In step 4, similar to step

3, but there is only one iteration, which costs O(𝑛2) field elements

in total.
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For FCoin-Ab, all parties need to generate O(log𝑁 ) random chal-

lenges in total during the whole process, which costs O(𝑛2
log𝑁 )

field elements. The Fba can be realized with O(𝑛3) field elements.

Therefore, the total communication complexity is O(𝑛2
log𝑁 +𝑛3)

field elements.

Round Complexity. The expected round complexity of all building

blocks FCoin-Ab, Fba, FRandSh-Ab, FRandShZero-Ab is constant. Step

3 requires log𝑁 interactions, and the round complexity of each

iteration is constant. Therefore, the whole round complexity is

O(log𝑁 ).

E.2 Security Analysis
We prove lemma E.1 and start with constructing the ideal adversary

S as follows.

Simulator SExMult

S takes corrupted parties’ shares of { [𝒂 (ℓ ) ]𝑡 , [𝒃 (ℓ ) ]𝑡 , [𝑟 ] (ℓ )𝑡 }𝑁ℓ=1

and { [𝑜 ] (ℓ )𝑡 }
𝑁 /2
ℓ=1

as inputs. For each [𝑜 ] (ℓ )𝑡 , S takes an additive

error 𝒆ℓ as input.

1: S computes corrupted parties’ shares of ( [𝑜1 ]2𝑡 , . . . , [𝑜𝑛 ]2𝑡 ) .
For ℓ ∈ [𝑡 ], S also computes the corresponding additive errors

(𝒆̃1, . . . , 𝒆̃𝑛 ) as follows:
(𝒆̃1, . . . , 𝒆̃𝑛 ) = 𝑴 · (𝒆1, . . . , 𝒆𝑡 ) .

2: S first computes corrupted parties’ shares of { [𝑧𝑘 ]2𝑡 }2𝑡+1𝑘=1
and

{ [ 𝑓 (𝛼𝑖 ) ]2𝑡 }𝑛𝑖=1
, then he randomly samples the whole sharing

[ ˜𝑓 (𝛼𝑖 ) ]2𝑡 for each 𝑖 ∈ [𝑛] based on corrupted parties’ share

of [ 𝑓 (𝛼𝑖 ) ]2𝑡 + [𝑜𝑖 ]2𝑡 . Denote the 𝑗 th value of [ ˜𝑓 (𝛼𝑖 ) ]2𝑡 , 𝒆̃𝑖 as
˜𝑓
( 𝑗 )
𝑖

, 𝑒
( 𝑗 )
𝑖

, when an honest party 𝑃 𝑗 needs to distribute his share

of [ ˜𝑓 (𝛼𝑖 ) ]2𝑡 to 𝑃𝑖 , S sends
˜𝑓
( 𝑗 )
𝑖
+𝑒 ( 𝑗 )

𝑖
to 𝑃𝑖 on behalf of honest

party 𝑃 𝑗 .

3: S honestly follows the protocol to execute each honest party 𝑃𝑖

and learns his reconstruction output. If the output is ⊥, S sends

𝑍 (𝑖 ) = ⊥ to all parties. Otherwise, S computes the hash of the

reconstruction outputs as 𝑍 (𝑖 ) and sends it to all parties.

4: For an honest party 𝑃𝑖 , if his output is Fail, S records it. If 𝑃𝑖

receives the same 𝑍 ( 𝑗 ) from 2𝑡 + 1 distinct 𝑃 𝑗 , S records the

underlying reconstruction output {𝑧𝑘 }2𝑡+1𝑘=1
. Recall that S has

samples
˜𝑓 (𝛼𝑖 ) for all 𝑖 ∈ [𝑛] in step (2), then he can compute the

real {𝑧𝑘 }2𝑡+1𝑘=1
. Finally S computes and records the differences

𝑧𝑘 − 𝑧𝑘 for each 𝑘 ∈ [2𝑡 + 1]. If at least one of them is not 0, S
sets a flag as Error.

5: S computes corrupted parties’ shares of [𝑐𝑘 ]𝑡 . Then he termi-

nates with the additive errors and shares of corrupted parties.

Simulator SExCompress

S takes corrupted parties’ shares of { [𝒙 (𝑖 ) ]𝑡 , [𝒚 (𝑖 ) ]𝑡 , [𝑧 ] (𝑖 )𝑡 }𝑁𝑖=1
and

additive errors {𝑒 (𝑖 ) }𝑁
𝑖=1

such that each 𝑒 (𝑖 ) = 𝑧 (𝑖 ) − 𝒙 (𝑖 ) ⊙ 𝒚 (𝑖 ) as
inputs.

1: For 𝑖 ∈ [𝑁 + 1, 2𝑁 − 1], S follows the protocol to compute

corrupted parties’ shares of [𝒇 (𝛼𝑖 ) ]𝑡 , [𝒈 (𝛼𝑖 ) ]𝑡 .
2: S invokes SExMult and learns corrupted parties’ shares of [𝑧 (𝑖 ) ]𝑡

and an additive error 𝑒 (𝑖 ) = 𝑧 (𝑖 ) − 𝒇 (𝛼𝑖 ) ⊙ 𝒈 (𝛼𝑖 ) for 𝑖 ∈ [𝑁 +
1, 2𝑁 − 1].

3: S sets a degree-2(𝑁 −1) polynomial 𝑒 ( ·) such that𝑑 (𝛼𝑖 ) = 𝑒 (𝑖 )

for 𝑖 ∈ [1, 2𝑁 − 1].

4: S honestly emulates FCoin-Ab and learns a random element 𝑟 . For

each honest party, if 𝑟 ∈ [𝛼1, . . . , 𝛼𝑁 ] or his output of FCoin-Ab
is Fail, S records it. Then S terminates with corrupted parties’

shares and an additive error 𝑒 (𝑟 ) .

Simulator S

Let 𝑁 denote the number of multiplication tuples to be verified.

1: S invokes FMulTupleVrfy and learns corrupted parties’ shares of

{ [𝑎 (ℓ ) ]𝑡 , [𝑏 (ℓ ) ]𝑡 , [𝑐 (ℓ ) ]𝑡 }𝑁ℓ=0
and additive errors {𝑑 (ℓ ) }ℓ ∈ [𝑁 ] .

2: In Step 1, S honestly simulates FRandSh-Ab and FRandShZero-Ab:
• During the simulation of FRandSh-Ab, S receives shares of

corrupted parties and learns which honest party’s output is

Fail or abort.
• During the simulation of FRandShZero-Ab, S receives shares

of corrupted parties, an additive error for each sharing, and

learns which honest party’s output is Fail.
3: In Step 2, S honestly emulates FCoin-Ab and learns random value

𝑟 , then it computes corrupted parties’ shares of [𝒇 ]𝑡 , [𝒈 ]𝑡 and
[ℎ]𝑡 . For each honest party whose output of FCoin-Ab is Fail, S
records it. Then, in the following simulation of this honest party,

S will replace his message with the default message ⊥.
4: In Step 3, S does the following. Let 𝑒 be an additive error such

that 𝑒 = 𝑧−𝒙⊙𝒚 , which will be initialized to 𝑒 =
∑𝑁

ℓ=1
𝑟 ℓ−1 ·𝑑 (ℓ ) .

(1). For 𝑖 ∈ [𝑘 − 1], S computes corrupted parties’ shares

of [𝒂 (𝑖 ) ]𝑡 , [𝒃 (𝑖 ) ]𝑡 . Then S invokes SExMult and learns cor-

rupted parties’ shares of [𝑐 (𝑖 ) ] and the additive error 𝑒 (𝑖 ) =
𝑐 (𝑖 ) − 𝒂 (𝑖 ) ⊙ 𝒃 (𝑖 ) .

(2). S follows the protocol to compute corrupted parties’ shares

of [𝑐 (𝑘 ) ]𝑡 and the additive error 𝑒 (𝑘 ) = 𝑒 − ∑𝑘−1

𝑖=1
𝑒 (𝑖 ) . Then

he invokes SExCompress and learns corrupted parties’ shares

of { [𝒂 ]𝑡 , [𝒃 ]𝑡 , [𝑐 ]𝑡 } and an additive error 𝑒′ = 𝑐 − 𝒂 ⊙ 𝒃𝑡 .
(3). S updates 𝑒 ← 𝑒′ and moves to the next rounds.

5: In Step 4, S does the same thing as above to do simulation

and learns corrupted parties’ shares of { [𝑎]𝑡 , [𝑏 ]𝑡 , [𝑐 ]𝑡 } and
an additive error 𝑒 = 𝑐 − 𝑎 · 𝑏 in the end. Then S first randomly

samples values as 𝑎,𝑏, then randomly samples the whole sharing

[𝑎]𝑡 , [𝑏 ]𝑡 and [𝑐 ]𝑡 based on shares of corrupted parties and

secrets 𝑎,𝑏 and 𝑎 · 𝑏 + 𝑒 . Then S honestly follows the protocol

to execute each honest party.

6: For each honest party 𝑃𝑖 whose output should be Fail, S sends

(Fail, 𝑃𝑖 ) to FMulTupleVrfy.

The hybrid arguments are as follows.

Hyb
0
: In this hybrid, we consider the execution in the real world.

Hyb
1
: In this hybrid, S computes the difference for each multi-

plication tuple and inner-product tuple as described above. Note

that this does not change the behaviors of honest parties. Therefore,

the distribution of Hyb
1
and Hyb

0
is identical.

Hyb
2
: In this hybrid, instead of using the real sharing [𝑎]𝑡 , [𝑏]𝑡 , [𝑐]𝑡

in Step 4: Randomization,Swill construct the sharings [𝑎]𝑡 , [𝑏]𝑡 , [𝑐]𝑡
as described above. Note that in Step 4: Randomization, 𝑎, 𝑏 are

linear combinations of {𝑎𝑖 }𝐿𝑖=0
, {𝑏𝑖 }𝐿𝑖=0

respectively, and the coef-

ficients are all non-zero, where the latter follows from the prop-

erty of polynomials. Also note that 𝑎0, 𝑏0 are randomly chosen by

FRandSh-Ab. Thus, 𝑎 and 𝑏 are uniformly random. The only differ-

ence between Hyb
2
and Hyb

1
is that, in Hyb

1
, 𝑎 and 𝑏 are masked

by 𝑎0 and 𝑏0 which are randomly chosen by FRandSh-Ab, while in
24



Hyb
2
, 𝑎 and𝑏 are randomly chosen byS. The distributions of 𝑎, 𝑏 re-

main unchanged. Since 𝑐 is determined by 𝑎, 𝑏 and the difference 𝑑′,
the distribution of 𝑐 remains the same. Therefore, the distribution

of Hyb
2
and Hyb

1
is identical.

Hyb
3
: In this hybrid, S will abort if at least one of the input

multiplication tuples is incorrect. Note that in the real protocol,

it is possible that while one of the input multiplication tuples is

incorrect, the final multiplication tuple verified in Randomization is

correct. In this case, honest parties in Hyb
2
do not abort. According

to the analysis in [GS20], the probability is negligible in the security

parameter. Therefore, the distribution of Hyb
3
is statistically close

to Hyb
2
.

Hyb
4
: In this hybrid, In this hybrid, S simulates the behaviors

of honest parties as described above. The only place honest par-

ties need to communicate with corrupted parties is that they ex-

change their shares of [𝑎]𝑡 , [𝑏]𝑡 , [𝑐]𝑡 . However, the preparation

of [𝑎]𝑡 , [𝑏]𝑡 , [𝑐]𝑡 only depends on the shares and the differences

of the input multiplication tuples, which can be obtained from

FMulTupleVrfy. Therefore, the distribution of Hyb
4
and Hyb

3
is iden-

tical.

Note thatHyb
4
corresponds to the ideal world, thenΠMulTupleVrfy

securely computes FMulTupleVrfy.

F Construction and Analysis of AMPC
In the following, we give the construction of our fairness AMPC

protocol.

F.1 Construction
Wefirst realize a security-with-abort MPC protocol by the following

four phases. Roughly speaking, all parties will generate double
sharing in the offline phase, which will be used in ΠEval to evaluate

the circuit in the online phase. After the verification phase, if all

parties output Fail, they can abort the protocol. Otherwise, the

computing result is correct with overwhelming probability, and all

parties will proceed. Note that if all parties proceed, some honest

parties may do not have their shares of the output wires.

Protocol ΠMain-Fair

Offline Phase

1: Initialization of Private Channel. For each pair of parties

(𝑃𝑖 , 𝑃 𝑗 ) , all parties initialize an instance of FPrivSend-Ab. For
each party 𝑃𝑖 , when all parties receives (Delivered, Init) from
all instances of FPrivSend-Ab between 𝑃𝑖 and 𝑃 𝑗 , they continue

to allow 𝑃𝑖 to participate in the instances of FRandSh-Ab and

FRandShZero-Ab.
2: Preparation of Random Sharings. Let 𝐶 denote the circuit

to be computed. All parties invoke FRandSh-Ab to prepare |𝐶 |
random degree-𝑡 Shamir sharings and FRandShZero-Ab to prepare

|𝐶 |/2 random degree-2𝑡 Shamir sharings of zero. If a party re-

ceives Fail from FRandSh-Ab or FRandShZero-Ab, he sets his output
as ⊥ and proceeds.

Input Phase

1: Each party 𝑃𝑖 acts as a dealer invokes FACSS-Ab to distribute his

input 𝑥𝑖 .

2: Each party 𝑃𝑖 sets the property 𝑄 as 𝑃𝑖 terminating FACSS-Ab
where the dealer is 𝑃 𝑗 . Then all parties invoke Facs with property

𝑄 to agree on a set D of size 2𝑡 + 1 and each party in this set has

successfully shared their inputs. For every 𝑃𝑖 ∉ D, all parties

set their shares of 𝑃𝑖 ’s input as 0.

3: For each dealer in D, if all parties terminate FACSS-Ab led by

this dealer with Fail, they terminate with Fail. Otherwise, they
proceed.

Computation Phase

1: The circuit is partitioned into a sequence of two-layer sub-

circuits. All sub-circuits are evaluated in a predetermined topo-

logical order. For each sub-circuit with all the input sharings

prepared, all parties invoke ΠEval to compute the output sharings.

Verification Phase

1: All parties invoke FMulTupleVrfy to check the correctness of the

multiplications. If a party receives Fail from FMulTupleVrfy, he

sets his output as ⊥ and proceeds. Otherwise, he sets his output

as all his shares of output sharing and proceeds.

To achieve fairness AMPC, all parties continue to execute the fol-

lowing two phases. In the output phase, they first prepare a random

mask [𝑟 ]𝑡 , which will be added to the output wire [𝑦]𝑡 , then ex-

change their shares of [𝑦+𝑟 ]𝑡 and use online error correction (OEC)
to reconstruct𝑦+𝑟 . In the termination phase, all parties will execute

a non-intrusion BA protocol to agree on the reconstruction result.

Here, the non-intrusion BA is realized by two instances of Fba,
which can also be replaced with other constructions, e.g., [MR15].

If they succeed in reconstructing 𝑦 +𝑟 , they will further reconstruct
the mask 𝑟 and then recover the secret 𝑦.

Protocol ΠMain-Fair

Output Phase

1: Let𝐶𝑂 be the output size of𝐶 , all parties invoke FRandSh-Ab to
prepare𝐶𝑂 random degree-𝑡 Shamir secret sharing. If all parties

terminate FRandSh-Ab with Fail, they terminate with output

Fail. Otherwise, they proceed.

2: All parties assign an unused random degree-𝑡 sharing [𝑟 ]𝑡 for
each output wire [𝑦 ]𝑡 . For each party that can compute his share

of [𝑦+𝑟 ]𝑡 = [𝑦 ]𝑡 + [𝑟 ]𝑡 , he will send it to all parties. Otherwise,
he sets his output as ⊥, sends ⊥ to all parties and proceeds.

3: For each party, if he first receives 2𝑡 + 1 shares of [𝑦 + 𝑟 ]𝑡 and
these shares lie on a degree-𝑡 polynomial, he reconstructs and

outputs the secret 𝑦 + 𝑟 . Otherwise, if he first receives ⊥ or fails

to do reconstruction, he sets his output as ⊥ and proceeds.

Termination Phase.

1: All parties invoke Fba to agree on the output. For each party

𝑃𝑖 , if his output is 𝑦
′ = 𝑦 + 𝑟 , he sets 𝑦𝑖 = 1 |𝑦′. Otherwise, if

his output has been set to ⊥, he sets 𝑦𝑖 as a zero string of size

|𝑦′ | + 1. Then he sends 𝑦𝑖 to Fba.
2: Upon receiving 𝑦 from Fba, if the first bit of 𝑦 is 1, all parties

proceed. Otherwise, all parties terminate with output Fail.
3: Each party 𝑃𝑖 checks whether 𝑦 = 𝑦𝑖 . If true, 𝑃𝑖 sets 𝑏𝑖 = 1;

otherwise, he sets 𝑏𝑖 = 0. Then all parties invoke another Fba to
agree on whether the output is valid (meaning that the output

comes from an honest party). Each party 𝑃𝑖 sends 𝑏𝑖 to Fba.
4: Upon receiving 𝑏 from Fba, if 𝑏 = 0, all parties terminate with

output Fail. Otherwise, for each random degree-𝑡 sharing [𝑟 ]𝑡
used to mask the output wire [𝑦 ]𝑡 , all parties send request
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Public-Recon to FRandSh-Ab (the one in the step 1 of output

phase) and receive secret 𝑟 . Then all parties terminate with out-

put 𝑦 = 𝑦 − 𝑟 .

Lemma F.1. Protocol ΠMain-Fair securely computes FAMPC-Fair in
the {FACSS-Ab, Facs, FRandSh-Ab, FRandShZero-Ab, FMulTupleVrfy}-hybrid
model against a fully malicious adversary A who corrupts at most
𝑡 < 𝑛/3 parties.

We prove Lemma F.1 and analyze the costs in the following.

F.2 Cost Analysis
We analyze the communication and round complexity as follows.

Communication Complexity. We analyze the communication cost

of each phase as follows.

• In the offline phase, all parties need to initialize all FPrivSend-Ab,
which requires O(𝑛3) field elements. For the preparation of |𝐶 |
degree-𝑡 random sharing and |𝐶 |/2 degree-2𝑡 random sharing of

0, it costs O(|𝐶 | · 𝑛 + 𝑛3) field elements.

• In the input phase, all parties first invoke FACSS-Ab to distribute

their inputs, which requires O(𝑛3) field elements. Then they

invoke Facs to agree on a set of successful dealers, which requires
O(𝑛3) field elements.

• In the computation phase, all parties evaluate every two-layer

sub-circuit one by one. It costs O(|𝐶 | · 𝑛 + 𝐷 · 𝑛2) field elements

in total.

• In the verification phase, all parties execute FMulTupleVrfy, which

costs O(𝑛2 · log |𝐶 | + 𝑛3) field elements in total.

• In the output and termination phase, it costs O(𝐶𝑂 ·𝑛2 +𝑛3) field
elements in total.

Therefore, the total communication complexity is O(|𝐶 | · 𝑛 + 𝐷 ·
𝑛2 + 𝑛3) field elements.

Round Complexity. Since the expected round complexity of build-

ing blocksFPrivSend-Ab, FRandSh-Ab, FRandShZero-Ab, FACSS-Ab, Facs,,Fba
are all constant, then the round complexity of the offline phase,

input phase, output phase, and termination phase is constant. In

the computation phase, since the circuit depth is 𝐷 , and all parties

require 3 rounds to evaluate every two-layer sub-circuit, the round

complexity will be

⌈
𝐷
2

⌉
·3 = O(𝐷). In the verification phase, it costs

log |𝐶 | depth for verifying |𝐶 | multiplication gates. Therefore, the

total expected round complexity is O(𝐷 + log |𝐶 |).

F.3 Security Analysis
We prove lemma F.1 and start with constructing the ideal adversary

S as follows.

Simulator S

Denote |𝐶 | as the number of Beaver triples. Let C𝑜𝑟𝑟 denote the

set of corrupted parties, then | C𝑜𝑟𝑟 | = 𝑡 ′ ≤ 𝑡 . Let C𝑜𝑟𝑟 ′ be the set
of all corrupted parties together with the first 𝑡 − 𝑡 ′ honest parties,
then | C𝑜𝑟𝑟 ′ | = 𝑡

1: In the offline phase, S honestly simulates FRandSh-Ab and

FRandShZero-Ab:

• During the simulation of FRandSh-Ab, S receives shares of

corrupted parties and learns which honest party’s output is

Fail or abort.
• During the simulation of FRandShZero-Ab, S receives shares

of corrupted parties, an additive error for each sharing, and

learns which honest party’s output is Fail.
For each honest party in C𝑜𝑟𝑟 ′\C𝑜𝑟𝑟 , S samples random values

as his shares.

2: In the input phase, S simulates each FACSS-Ab as follows:
• For each honest party, for all parties in C𝑜𝑟𝑟 ′, S randomly

samples values as their shares. Then S sends corrupted parties’

shares to parties in C𝑜𝑟𝑟 on behalf of FACSS-Ab.
• For each corrupted party, S waits to receive degree-𝑡 Shamir

secret sharings from him and honestly follows FACSS-Ab. For
each honest party in C𝑜𝑟𝑟 ′ \ C𝑜𝑟𝑟 , S computes his input

shares.

Then S simulates Facs and learn a set D of size 2𝑡 + 1. For each

honest party, if his output of FACSS-Ab for any dealer in D is

abort, S sets this honest party’s output as ⊥. If his output is
Fail, S sends Fail to FAMPC-Fair.

3: In the computation phase, during the simulation of ΠEval, S first

computes and transforms shares of parties in C𝑜𝑟𝑟 ′ to Beaver-

triple friendly form, then simulates ΠMult as follows. For every

group of 2𝑡 + 1 multiplication gates:

(1). For each party in C𝑜𝑟𝑟 ′, S computes his shares of

( [𝑜1 ]2𝑡 , . . . , [𝑜𝑛 ]2𝑡 ) . For ℓ ∈ [𝑡 ], denote the additive error
for each [𝑜ℓ ]2𝑡 is 𝒆ℓ , S also computes the corresponding

additive errors (𝒆̃1, . . . , 𝒆̃𝑛 ) as follows:
(𝒆̃1, . . . , 𝒆̃𝑛 ) = 𝑴 · (𝒆1, . . . , 𝒆𝑡 ) .

(2). S first computes shares of { [𝑧𝑘 ]2𝑡 }2𝑡+1𝑘=1
and { [ 𝑓 (𝛼𝑖 ) ]2𝑡 }𝑛𝑖=1

for each party in C𝑜𝑟𝑟 ′ , then he randomly samples the whole

sharing [ ˜𝑓 (𝛼𝑖 ) ]2𝑡 for each 𝑖 ∈ [𝑛] based on 𝑃 𝑗 ’s share of

[ 𝑓 (𝛼𝑖 ) ]2𝑡 + [𝑜𝑖 ]2𝑡 , where 𝑗 ∈ C𝑜𝑟𝑟 ′. Denote the 𝑗 th value

of [ ˜𝑓 (𝛼𝑖 ) ]2𝑡 , 𝒆̃𝑖 as ˜𝑓
( 𝑗 )
𝑖

, 𝑒
( 𝑗 )
𝑖

, when an honest party 𝑃 𝑗 needs

to distribute his share of [ ˜𝑓 (𝛼𝑖 ) ]2𝑡 to 𝑃𝑖 , S sends
˜𝑓
( 𝑗 )
𝑖
+ 𝑒 ( 𝑗 )

𝑖

to 𝑃𝑖 on behalf of honest party 𝑃 𝑗 .

(3). S honestly follows the protocol to execute each honest party

𝑃𝑖 and learns his reconstruction output. If the output is ⊥,
S sends 𝑍 (𝑖 ) = ⊥ to all parties. Otherwise, S computes the

hash of the reconstruction outputs as 𝑍 (𝑖 ) and sends it to all

parties.

(4). For an honest party 𝑃𝑖 , if his output is Fail, S records it. If

𝑃𝑖 receives the same 𝑍 ( 𝑗 ) from 2𝑡 + 1 distinct 𝑃 𝑗 , S records

the underlying reconstruction output {𝑧𝑘 }2𝑡+1𝑘=1
. Recall that

S has samples
˜𝑓 (𝛼𝑖 ) for all 𝑖 ∈ [𝑛] in step (2), then he can

compute the real {𝑧𝑘 }2𝑡+1𝑘=1
. Finally S computes and records

the differences 𝑧𝑘 − 𝑧𝑘 for each 𝑘 ∈ [2𝑡 + 1]. If at least one
of them is not 0, S sets a flag as Error.

(5). S computes shares of [𝑐𝑘 ]𝑡 for all parties in C𝑜𝑟𝑟 ′ .
When S terminates the simulation of ΠMult:

• If S learns the public reconstruction output, S follows the

protocol to compute shares of [𝑧𝑡 ] for parties in C𝑜𝑟𝑟 ′ . Recall
that for the public reconstruction output, S has computed the

additive errors during the simulation of ΠMult:

– Formultiplication gates in the first layer, S can compute the

final additive errors for these multiplication tuples based

on the errors in the public reconstruction output.

– For multiplication gates in the second layer, since there

exist terms𝑢 · [𝑏 ]𝑡 and 𝑣 · [𝑎]𝑡 , and the secrets 𝑏, 𝑎 are not

known to S. He can not extract the final additive errors for
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these multiplication tuples (causes issues in the simulation

of FMulTupleVrfy later). To deal with it, recall that if S has

recorded a flag Error, then S will send Fail to FAMPC-Fair
and the adversary will learn nothing about the output. So S
can randomly sample the whole sharing [𝑎]𝑡 , [𝑏𝑡 ] based
on shares of parties in C𝑜𝑟𝑟 ′ and then extracts the additive

errors.

• Otherwise, it implies that all honest parties’ outputs are Fail,
then in the following simulation, S can directly follow the

protocol to execute each honest party.

4: In the verification phase, S honestly follows the protocol. If

all parties receive Stop from 𝑡 + 1 distinct parties’ broadcast,

S sends Fail to FAMPC-Fair. Otherwise, S honestly simulates

FMulTupleVrfy as follows:

• Recall that in the simulation of the computation phase, S
has computed the shares of each multiplication tuple held by

parties in C𝑜𝑟𝑟 ′ and the difference. Then it sends these shares

and differences to the adversary as in FMulTupleVrfy.

• If S has recorded a flag Error, S sets 𝑏 = Fail and Success
otherwise. Then S sends 𝑏 to the adversary.

– If 𝑏 = Success and the adversary replies nothing, S con-

tinues to the next phase.

– If 𝑏 = Fail or the adversary replies Fail, S sends Fail to

FAMPC-Fair.

5: In the output phase, S honestly simulates FRandSh-Ab and learns
shares of corrupted parties and which honest party’s output is

Fail or abort. For each honest party in C𝑜𝑟𝑟 ′, S randomly

samples a value as his shares. For each party in C𝑜𝑟𝑟 ′ , S locally

computes his share of [𝑦 + 𝑟 ]𝑡 . Then S randomly samples the

whole sharing based on the shares of parties in C𝑜𝑟𝑟 ′ . With the

whole sharing [𝑦 + 𝑟 ]𝑡 , S honestly follows the rest of the steps.

Termination Phase
6: In the termination phase, S honestly simulates these two Fba

and follows the protocol to determine all honest parties’ output

is 𝑦 or Fail. If the output is Fail, S sends Fail to FAMPC-Fair.

Otherwise, if the output is 𝑦, S sends the inputs of corrupted

parties and the set D to FAMPC-Fair and receives the output 𝑦.

Then S computes the whole sharing [𝑦 ]𝑡 based on shares of

parties in C𝑜𝑟𝑟 ′ and then computes [𝑟 ]𝑡 = [𝑦+𝑟 ]𝑡 − [𝑦 ]𝑡 . With

the whole sharing [𝑟 ]𝑡 , S gets the secrets 𝑟 and sends them to

corrupted parties on behalf of FRandSh-Ab.
7: S outputs the views of A.

The hybrid arguments are as follows.

Hyb
0
: In this hybrid, we consider the execution in the real world.

Hyb
1
: In this hybrid, when S receives degree-𝑡 Shamir sharings

from a corrupted dealer, S records the first 𝑡 − 𝑡 ′ honest parties’
shares. Hyb

1
and Hyb

0
have the same distribution.

Hyb
2
: In this hybrid, in the input phase, for each honest dealer,

after randomly sampling shares of parties in C𝑜𝑟𝑟 ′, S delays the

generation of shares of the rest of the honest parties until the set

D is determined. Since these honest parties’ shares are not used in

the input phase, Hyb
2
and Hyb

1
have the same distribution.

Hyb
3
: In this hybrid, in the input phase, for each honest dealer

not in D, S does not generate shares of honest parties. Since these

honest parties’ sharings are never used, Hyb
3
and Hyb

2
have the

same distribution.

Hyb
4
: In this hybrid, in the computation phase, during the simu-

lation of ΠMult, we change the generation of [𝑜1]2𝑡 , . . . , [𝑜𝑡 ]2𝑡 . For
each [𝑜𝑖 ]2𝑡 which will be used for parties in C𝑜𝑟𝑟 ′, S randomly

samples the whole sharing based on shares of corrupted parties.

Then S recomputes {[𝑜ℓ ]2𝑡 }𝑡ℓ=1
from {[𝑜𝑖 ]2𝑡 }𝑖∈C𝑜𝑟𝑟 ′ , then com-

putes {[𝑜𝑖 ]2𝑡 }𝑖∉C𝑜𝑟𝑟 ′ . Since there is a one-to-one map between

{[𝑜ℓ ]2𝑡 }𝑡ℓ=1
and {[𝑜𝑖 ]2𝑡 }𝑖∈C𝑜𝑟𝑟 ′ , this adjustment makes no differ-

ence. Therefore, Hyb
4
and Hyb

3
have the same distribution.

Hyb
5
: In this hybrid, in the computation phase, during the simu-

lation ofΠMult, we further change the generation of {[𝑜𝑖 ]2𝑡 }𝑖∈C𝑜𝑟𝑟 ′
by letting the S first samples the whole sharing [ ˜𝑓 (𝛼𝑖 )]2𝑡 which
will be reconstructed to corrupted parties, then recompute each

[𝑜𝑖 ]2𝑡 = [ ˜𝑓 (𝛼𝑖 )]2𝑡 − [𝑓 (𝛼𝑖 )]2𝑡 . Since both of them are randomly

sampled, Hyb
5
and Hyb

4
have the same distribution.

Hyb
6
: In this hybrid, in the computation phase, during the simu-

lation of ΠMult, S changes the generation of [𝑟𝑘 ]𝑡 by first sampling

a random value as 𝑧𝑘 , then computing 𝑟𝑘 = 𝑧𝑘 − 𝑎𝑘 · 𝑏𝑘 . Then S
samples the whole sharing [𝑟𝑘 ]𝑡 based on the secrets and shares of

parties in C𝑜𝑟𝑟 ′. Since both 𝑟𝑘 and 𝑧𝑘 are randomly sampled, Hyb
6

and Hyb
5
have the same distribution.

Hyb
7
: In this hybrid, in the computation phase, during the simu-

lation of ΠMult, S no longer use honest parties’ shares to compute

their shares of [ ˜𝑓 (𝛼𝑖 )]2𝑡 used for corrupted party 𝑃𝑖 . S extracts 𝒆̃𝑖
as above, then S sends

˜𝑓
( 𝑗 )
𝑖
+ 𝑒 ( 𝑗 )

𝑖
to 𝑃𝑖 on behalf of honest party

𝑃 𝑗 . Hyb7
and Hyb

6
have the same distribution.

Hyb
8
: In this hybrid, in the computation phase, during the simu-

lation of ΠMult, S changes the computation of
˜𝑓 (𝛼𝑖 ) for honest 𝑃𝑖 .

Instead,S has sampled 𝑧1, . . . , 𝑧2𝑡+1 and already know 𝑓 (𝑋 ), he can
first computes 𝑓 (𝛼𝑖 ). Based on the shares of [ ˜𝑓 (𝛼𝑖 )]2𝑡 received from
corrupted parties, S extracts the error 𝑒𝑖 , then computes honest

𝑃𝑖 ’s ˜𝑓 (𝛼𝑖 ) = 𝑓 (𝛼𝑖 ) + 𝑒𝑖 . Hyb8
and Hyb

7
have the same distribution.

Hyb
9
: In this hybrid, in the computation phase, during the simu-

lation of ΠMult, if an honest party accepts his reconstruction result,

but not the same as other honest parties’ reconstruction results, S
aborts the simulation. This will happen if the adversary finds a colli-

sion, which is negligible in the security parameter. The distribution

of Hyb
9
and Hyb

8
is computationally indistinguishable.

Hyb
10
: In this hybrid, in the output phase, S delays the compu-

tation of honest parties’ output wire [𝑦]𝑡 . He first samples values

as 𝑦 + 𝑟 , then samples the whole sharing [𝑦 + 𝑟 ]𝑡 based on shares of

parties in C𝑜𝑟𝑟 ′. When an honest party needs to send his shares of

[𝑦 + 𝑟 ]𝑡 to corrupted parties, S replaces it with the shares sampled

by himself. Hyb
10

and Hyb
9
have the same distribution.

Hyb
11
: In this hybrid, in the termination phase, when all parties

agree on 𝑦 + 𝑟 after two instances of Fba, S invokes FAMPC-Fair and

learns output 𝑦. Then S compute 𝑟 = 𝑦 + 𝑟 − 𝑦, and samples the

whole sharing [𝑟 ]𝑡 based on secret 𝑟 and shares of parties in C𝑜𝑟𝑟 ′.
Hyb

11
and Hyb

10
have the same distribution.

Hyb
12
: In this hybrid,S no longer requires honest parties’ inputs

during the simulation. He also let FAMPC-Fair deliver the output to

all parties. Hyb
12

and Hyb
11

have the same distribution.

Note that Hyb
12

corresponds to the ideal world, then ΠMain-Fair

securely computes FAMPC-Fair.

G Construction and Security Proof of DZK
In this section, we introduce the construction of the distributed

zero-knowledge (DZK) protocol in the asynchronous setting based

on the ideas in [CCG25], and provide the corresponding security

proof and cost analysis. The functionality of DZK is as follows.
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Functionality FdZK-Ab

Public Input: Let (𝛼1, . . . , 𝛼𝑛 ) denote 𝑛 distinct field elements, 𝑁

denote the number of input polynomials, 𝑑 ≤ 𝑛 − 1 denote the

degree of input polynomials.

FdZK-Ab runs with parties P = {𝑉1, . . . ,𝑉𝑛 }, a prover 𝑃 ∈ P, the
set C𝑜𝑟𝑟 of corrupted parties, and an adversary S.

Distributing Proof Phase
1: Upon receiving degree-𝑑 polynomials 𝑓1 (𝑥 ), . . . , 𝑓𝑁 (𝑥 ) from

prover 𝑃 , the functionality records them. Then it sends

𝑓1 (𝛼𝑖 ), . . . , 𝑓𝑁 (𝛼𝑖 ) for all corrupted𝑉𝑖 ∈ C𝑜𝑟𝑟 to S.
2: Upon receiving a request (Init,DZK, 𝑃 ) from an honest party,

the functionality forwards this request together with the identity

of this honest party to S. When it receives this request from𝑛−𝑡
distinct parties, if the functionality has recorded the prover’s

degree-𝑑 polynomials, it sends a request-based delayed output

(Delivered,DZK) to all parties.

Verification Phase
3: Upon receiving the request (PrivVerifyDZK, 𝑗, 𝑅) from an hon-

est party, the functionality forwards this request together with

the identity of this honest party to S.
• If 𝑅 is corrupted, the functionality also sends

(𝑓1 (𝛼 𝑗 ), . . . , 𝑓𝑁 (𝛼 𝑗 ) ) to S.
Upon receiving the request (PrivVerifyDZK, 𝑠1, . . . , 𝑠𝑁 , 𝑗 )
from the verifier 𝑅, if 𝑅 is honest, the functionality sends

(PrivVerifyDZK, 𝑗, 𝑅) and the identity of 𝑅 to S.
4: When the functionality receives (PrivVerifyDZK, 𝑠1, . . . , 𝑠𝑁 , 𝑗 )

from the verifier𝑅 and (PrivVerifyDZK, 𝑗, 𝑅) from 2𝑡+1 parties,

it sets the output 𝑏 to be true if the the following conditions

hold and false otherwise.

• (i) It has sent (Delivered,DZK) to all parties; (ii)

(𝑠1, . . . , 𝑠𝑁 ) = (𝑓1 (𝛼 𝑗 ), . . . , 𝑓𝑁 (𝛼 𝑗 ) ) .
Then the functionality sends a request-based delayed output 𝑏

to 𝑅.

• Upon receiving the request (Fail, 𝑅) from S, if the output
has not been delivered to 𝑅, the functionality change the

output to false.
Transfer Proof Phase

5: Upon receiving the request (TransferDZK, 𝑠1, . . . , 𝑠𝑁 ,𝑉𝑗 → 𝑅)
from 𝑉𝑗 , it sets the output 𝑏 to be true if the the following

conditions hold and false otherwise.

• (i) It has sent (Delivered,DZK) to all parties; (ii)

(𝑠1, . . . , 𝑠𝑁 ) = (𝑓1 (𝛼 𝑗 ), . . . , 𝑓𝑁 (𝛼 𝑗 ) ) .
Then the functionality sends a request-based delayed output 𝑏

to 𝑅.

• Upon receiving the request (Fail,𝑉𝑗 ) from S, if the output
has not been delivered to 𝑅, the functionality change the

output 𝑏 to false.
If the functionality delivers 𝑏 = true to 𝑉𝑗 , it also sends a

request-based delayed output 𝑓1 (𝛼 𝑗 ), . . . , 𝑓𝑁 (𝛼 𝑗 ) to 𝑅.

To build the DZK protocol, we rely on the Merkle tree commit-

ment based on the Random Oracle and the PrivSend functionality

FPrivSend-Ab, and we review the Merkle tree commitment as follows.

Merkle Tree Commitment. A Merkle tree commitment is a com-

mitment scheme for a vector of messages m = (𝑚1, . . . ,𝑚𝑁 ) based
on a collision-resistant hash function 𝐻 : {0, 1}∗ → {0, 1}𝜅 , where
𝜅 denotes the security parameter. For each message𝑚𝑖 , the prover

samples an independent random string 𝑟𝑖
$←− {0, 1}𝜅 and defines the

leaf node as 𝐿𝑖 = 𝐻 (𝑚𝑖 , 𝑟𝑖 ), 𝑖 ∈ [𝑁 ]. Internal nodes are computed

recursively by hashing the concatenation of their children. Namely,

if 𝑢 and 𝑣 are the left and right children of a node, then the parent

node is 𝑃 = 𝐻 (𝑢, 𝑣). The root of the resulting binary hash tree,

denoted by root, serves as the commitment to the entire vector m.

To open the commitment for a leaf 𝑚𝑖 , the prover provides

(𝑚𝑖 , 𝑟𝑖 ) together with an authentication path consisting of the sib-

ling hashes along the path from 𝐿𝑖 to root. Given this proof, any

verifier can recompute the hashes along the path and check consis-

tency with the committed root. The size of the opening proof and

the verification complexity are both 𝑂 (log𝑁 ).
The randomness 𝑟𝑖 ensures that the leaf commitment 𝐿𝑖 compu-

tationally hides the underlying message𝑚𝑖 , so that the Merkle root

does not reveal information about the committed inputs beyond

what is explicitly opened.

To be more concrete, a Merkle tree commitment scheme consists

of the following algorithms MT.Com, MT.Open, MT.Vrfy.

• (root, aux) ← MT.Com(m): Given a vector of messages m =

(𝑚1, . . . ,𝑚𝑁 ), the prover samples independent random strings

𝑟1, . . . , 𝑟𝑁
$←− {0, 1}𝜅 , and computes the leaf nodes 𝐿𝑖 =

𝐻 (𝑚𝑖 , 𝑟𝑖 ), 𝑖 ∈ [𝑁 ]. The internal nodes are computed re-

cursively by hashing the concatenation of their two children.

The root of the resulting binary hash tree, denoted by root, is
the commitment. The algorithm outputs (root, aux), where
aux denotes the entire Merkle tree.

• 𝜋𝑖 ← MT.Open(aux, 𝑖): To open the 𝑖-th message, the prover

outputs 𝜋𝑖 = (𝑟𝑖 , path𝑖 ), where path𝑖 is the authentication
path consisting of the sibling hashes along the path from

leaf 𝐿𝑖 to the root.

• {0, 1} ← MT.Vrfy(root,𝑚𝑖 , 𝑖, 𝜋𝑖 ): Given a commitment root,
an index 𝑖 , the message 𝑚𝑖 , and an opening proof 𝜋𝑖 =

(𝑟𝑖 , path𝑖 ), the verifier first recomputes the leaf𝐿𝑖 = 𝐻 (𝑚𝑖 , 𝑟𝑖 ),
and then iteratively recomputes the hashes along the au-

thentication path. The verifier outputs 1 if the resulting root

equals root, and outputs 0 otherwise.

G.1 Construction of DZK
We give the construction of DZK as follows.

Protocol ΠDZK-Ab

Parameter: Let (𝛼1, . . . , 𝛼𝑛 ) denote 𝑛 distinct field elements, 𝑁

denote the number of input polynomials, 𝑑 ∈ N with 𝑑 ≤ 𝑛 − 1

be the degree of input polynomials, compress factor 𝑢 ∈ N, and
𝜏 ∈ N with 𝜏 = [log𝑢 𝑑 ]. Let 𝑑𝑘 = ⌈𝑑𝑘−1

/𝑢 ⌉ for all 𝑘 ∈ [𝜏 ]. Let
𝜅 be the security parameter, F be a finite field of size Θ(2𝜅 ) , and
G be an extension field of F of size Θ(2𝑛+𝜅 ) .

Distributing Proof Phase
When the prover 𝑃 receives degree-𝑑 polynomials

𝑓1 (𝑥 ), . . . , 𝑓𝑁 (𝑥 ) ∈ F[𝑥 ] from the environment, and each

party receives (Init,DZK, 𝑃 ) from the environment, they proceed as

follows.

1: 𝑃 randomly samples a degree-𝑑 polynomial 𝑓0 (𝑥 ) ∈ G[𝑥 ]. For
each 𝑖 ∈ [𝑛], 𝑃 sets𝑚0,𝑖 = { 𝑓0 (𝛼𝑖 ), 𝑓1 (𝛼𝑖 ), . . . , 𝑓𝑁 (𝛼𝑖 ) }, and
computes (𝑐0, aux0 ) = MT.Com({𝑚0,1, . . . ,𝑚0,𝑛 }) and op

0,𝑖 =

MT.Open(𝑖, aux0 ) for all 𝑖 ∈ [𝑛].
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2: 𝑃 computes 𝜇0 = 𝐻 (𝑐0 ) ∈ G, and sets 𝑓 (0) =
∑𝑁

ℓ=0
𝜇ℓ

0
· 𝑓ℓ . For

all 𝑘 ∈ [𝜏 ], 𝑃 repeats the following steps.

(1). 𝑃 computes 𝑔
(𝑘 )
0

, 𝑔
(𝑘 )
1

, . . . , 𝑔
(𝑘 )
𝑢−1

of degree ≤ 𝑑𝑘 such that:

𝑓 (𝑘−1) = 𝑔
(𝑘 )
0
+

∑︁
ℓ ∈ [𝑢−1]

𝑥𝑑𝑘−1
−ℓ ·𝑑𝑘 · 𝑔 (𝑘 )𝑢−ℓ .

(2). For each 𝑖 ∈ [𝑛], 𝑃 computes 𝑚𝑘,𝑖 =

{𝑔 (𝑘 )
0
(𝛼𝑖 ), 𝑔 (𝑘 )

1
(𝛼𝑖 ), . . . , 𝑔 (𝑘 )𝑢−1

(𝛼𝑖 ) }, and (𝑐𝑘 , aux𝑘 ) =

MT.Com({𝑚𝑘,1, . . . ,𝑚𝑘,𝑛 }) and op𝑘,𝑖 = MT.Open(𝑖, aux𝑘 ) for
all 𝑖 ∈ [𝑛].

(3). 𝑃 computes 𝜇𝑘 = 𝐻 (𝑐0, 𝑐1, . . . , 𝑐𝑘 ) ∈ G, and sets:

𝑓 (𝑘 ) = 𝑔
(𝑘 )
0
+ 𝜇𝑘 · 𝑔 (𝑘 )1

+ · · · + 𝜇𝑢−1

𝑘
· 𝑔 (𝑘 )

𝑢−1
.

3: Upon getting 𝑓 (𝜏 ) , 𝑃 sets:

𝜋 ← ({𝑐𝑘 }𝜏𝑘=0
,

𝜋𝑖 ← ({𝑚𝑘,𝑖 }𝜏𝑘=1
, {op𝑘,𝑖 }𝜏𝑘=0

, 𝑓0 (𝛼𝑖 ) )
Then 𝑃 broadcasts 𝜋 . For each 𝑉𝑖 ∈ P, all parties jointly in-

voke an instance of FPrivSend-Ab, denoted by F (𝑖 )PrivSend-Ab. They

send request (Deliver, 𝐷,𝑉𝑖 ) to F (𝑖 )PrivSend-Ab, and 𝐷 sends 𝜋𝑖 to

F (𝑖 )PrivSend-Ab.

4: Upon receiving 𝜋 from 𝑃 ’s reliable broadcast, 𝜋𝑖 from

F (𝑖 )PrivSend-Ab, and (Dispersed, PrivSend) from F
(𝑖 )
PrivSend-Ab for all

𝑖 ∈ [𝑛], each party𝑉𝑖 terminates with (Delivered,DZK) .
Verification Phase

When the verifier𝑅 receive (PrivVerifyDZK, 𝑠1, . . . , 𝑠𝑁 , 𝑗 ) from the

environment, it proceeds the following steps. When parties receive

(PrivVerifyDZK, 𝑗, 𝑅) from the environment, they execute the fol-

lowing steps.

1: All parties send a request (Deliver, 𝐷, 𝑅) to F ( 𝑗 )PrivSend-Ab,

2: For each party𝑅 that has terminated the distributing proof phase,

it waits to receive output from F ( 𝑗 )PrivSend-Ab. If the output is in the

form of (Deliver, abort) , 𝑅 terminates with false. Otherwise,

let (Deliver, 𝜋j ) denote the output of F ( 𝑗 )PrivSend-Ab.

3: Upon getting 𝜋, 𝜋 𝑗 , 𝑅 does the following steps to do verification.

It first sets𝑚0, 𝑗 = { 𝑓0 (𝛼 𝑗 ), 𝑠1, . . . , 𝑠𝑁 }. For all 𝑘 ∈ [0, 𝜏 − 1], 𝑅
computes:

𝑓 (𝑘 ) (𝛼 𝑗 ) ← 𝑔
(𝑘 )
0
(𝛼 𝑗 ) +

∑︁
ℓ ∈ [𝑢−1]

𝛼
𝑑𝑘−1

−ℓ ·𝑑𝑘
𝑗

· 𝑔 (𝑘 )𝑢−ℓ (𝛼 𝑗 ) .

Then 𝑅 computes 𝜇𝑘 = 𝐻 (𝑐0, . . . , 𝑐𝑘 ) ∈ G for all 𝑘 ∈ [0, 𝜏 ].
Finally, 𝑅 checks whether the following conditions hold.

• 1 = MT.Vrfy(𝑐𝑘 ,𝑚𝑘,𝑗 , 𝑗, op𝑘,𝑗 ) for all 𝑘 ∈ [0, 𝜏 ].
• deg(𝑓 (𝜏 ) ) ≤ 𝑑𝜏 .

• 𝑓 (0) (𝛼 𝑗 ) = 𝑓0 (𝛼 𝑗 ) +
∑𝑁

ℓ=1
𝜇ℓ

0
· 𝑠ℓ .

• 𝑓 (𝑘 ) (𝛼 𝑗 ) = 𝑔
(𝑘 )
0
(𝛼 𝑗 ) + 𝜇𝑘 ·𝑔 (𝑘 )1

(𝛼 𝑗 ) + · · · + 𝜇𝑢−1

𝑘
·𝑔 (𝑘 )

𝑢−1
(𝛼 𝑗 )

for all 𝑘 ∈ [𝜏 ].
If true, 𝑅 terminates with true. Otherwise, 𝑅 terminates with

false.

Transfer Proof Phase
When 𝑉𝑗 receives the request (TransferDZK, 𝑠1, . . . , 𝑠𝑁 ,𝑉𝑗 → 𝑅)
from the environment, it executes the following steps.

1: 𝑉𝑗 does the same thing as in the Verification Phase to do checks

whether 𝑠1, . . . , 𝑠𝑁 are correct shares under its DZK proof 𝜋, 𝜋 𝑗 .

If it succeeds, then it sends 𝑠1, . . . , 𝑠𝑁 and𝜋 𝑗 to𝑅, and terminates

with true. Otherwise, it terminates with false.
2: Upon receiving 𝑠1, . . . , 𝑠𝑁 and 𝜋 𝑗 from 𝑉𝑗 , 𝑅 performs the

same verification again. If it succeeds in verification, it outputs

𝑠1, . . . , 𝑠𝑁 . Otherwise, it ignores the messages received from𝑉𝑗 .

Lemma G.1. Let 𝑛 = 3𝑡 + 1 and 𝜅 denote the security parame-
ter. Assuming random oracles, protocol ΠDZK-Ab securely computes
FdZK-Ab against a fully malicious adversaryA who corrupts at most
𝑡 < 𝑛/3 parties.

Communication Complexity. For the size of 𝜋 broadcast by 𝑃 ,

since each commitment 𝑐𝑘 ∈ F,𝑑 = O(𝑛), and the degree-𝑑𝜏 polyno-
mial 𝑓 (𝜏 ) ∈ G[𝑥], then the total broadcast size is O(𝑢 ·𝑛+𝜅 (log𝑢 𝑛+
𝑢)) bits. For the size of each 𝑉𝑖 ’s DZK proof, since each element in

vector𝑚𝑘,𝑖 is in the fieldG (for all 𝑘 ∈ [𝜏]), each Merkle proof op𝑘,𝑖
is of size O(𝜅 log𝑛) bits (for all 𝑘 ∈ [0, 𝜏]), and 𝑓0 (𝛼𝑖 ) ∈ G. Then the
total size of each𝑉𝑖 ’s DZK proof is O((𝑢 ·𝑛 +𝑢 ·𝜅 +𝜅 · log𝑛) log𝑢 𝑛)
bits.

In this work, we set𝑢 = 2. As a result, by using the broadcast pro-

tocol in [ADD
+
22] and our realization of FPrivSend-Ab, the total com-

munication complexity is O((𝑛 + 𝜅 log𝑛)𝑛 log𝑛 + 𝜅𝑛2) = O(𝜅𝑛2)
bits.

When all parties invoke the verification phase for a receiver 𝑅,

it costs O((𝑛 + 𝜅 log𝑛) log𝑛 + 𝜅𝑛 log𝑛) = O(𝜅𝑛 log𝑛) bits.
When a party 𝑉𝑗 invokes the transfer proof phase for a receiver

𝑅, it costs O(𝑁𝜅 + (𝑛 + 𝜅 log𝑛) log𝑛) bits.

Computation Complexity. In the distributing proof phase, for

each layer of compression, the prover needs to compute a Merkle

tree, which contains O(𝑛) hash operations. Since there are log𝑢 𝑛

times of compression, it requires O(𝑛 log𝑢 𝑛) hash operations.

In the verification phase, each party needs to invoke MT.Vrfy
for log𝑢 𝑛 times. For each MT.Vrfy, it requires O(log𝑛) hash opera-

tions. Then the total cost in the verification phase for all parties is

O(𝑛 log𝑛 log𝑢 𝑛) hash operations.

In the transfer proof phase, when a party transfers a proof to a

receiver, both the sender and the receiver do the same verification

steps, which costs O(log𝑛 log𝑢 𝑛) hash operations.

G.2 Security Proof of DZK
We first construct the simulator as follows:

Simulator S

For honest Prover 𝑃
Distributing Proof Phase

1: In Step 1, S receives { 𝑓1 (𝛼𝑖 ), . . . , 𝑓𝑁 (𝛼𝑖 ) }𝑖∈C𝑜𝑟𝑟 from FdZK-Ab
for all corrupted𝑉𝑖 ∈ C𝑜𝑟𝑟 , for each𝑉𝑖 ’s Merkle proof opening

op
0,𝑖 , we parse it into the following form:

op
0,𝑖 = {𝑟0,𝑖 , ℎ

(1)
0,𝑖

, . . . , ℎ
(log𝑛−1)
0,𝑖

} .
where 𝑟0,𝑖 denotes the randomness used to hash the leaf, and

{ℎ (1)
0,𝑖

, . . . , ℎ
(log𝑛−1)
0,𝑖

} denote the hash nodes in the Merkle proof

opening. S first randomly samples values as ℎ
(0)
0,𝑖

for all 𝑖 ∈ [𝑛],
then it computes the whole Merkle tree based on {ℎ (0)

0,𝑖
}𝑖∈ [𝑛]

and gets the Merkle root 𝑐0.

For each corrupted 𝑉𝑖 , S randomly samples its 𝑓0 (𝛼𝑖 ) ,
and sets 𝑚0,𝑖 = (𝑓0 (𝛼𝑖 ), . . . , 𝑓𝑁 (𝛼𝑖 ) ) . Then S randomly

samples 𝑟0,𝑖 and programs the Random Oracle 𝐻 ( ·) such

that ℎ
(0)
0,𝑖

= 𝐻 (𝑚0,𝑖 , 𝑟0,𝑖 ) . Then for all corrupted 𝑃𝑖 ,

MT.Vrfy(𝑐0,𝑚0,𝑖 , 𝑖, op0,𝑖 ) = 1 is satisfied. During this procedure,

if𝐻 (𝑚0,𝑖 , 𝑟0,𝑖 ) have been queried by the adversary, S aborts the

simulation.
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During the simulation of the random oracle, for each honest

𝑉𝑖 ’s hash value of leafℎ
(0)
0,𝑖

, if S finds it has been mapped to some

input queried by the adversary different from the one generated

by S, S aborts the simulation.

2: In Step 2, S computes 𝑓 (0) (𝛼𝑖 ) for all corrupted 𝑉𝑖 . Based on

all corrupted parties’ 𝑓 (0) (𝛼𝑖 ) , S randomly samples the whole

degree-𝑑 polynomial 𝑓 (0) (𝑥 ) and honestly does the rest of the

iterations in Step 2.

3: In Step 3, upon getting 𝑓 (𝜏 ) , then S broadcasts 𝜋 on behalf

of 𝑃 . When S receives FdZK-Ab that an honest party has sent

the request (Init,DZK, 𝑃 ) , it simulates the behavior of sending

request (Init, PrivSend, 𝑃 ) from this honest party to FPrivSend-Ab.
Then S emulates FPrivSend-Ab as follows:

(1). When S learns that 𝑃 ’s input is delivered to FPrivSend-Ab, it
sends 𝜋𝑖 to each corrupted𝑉𝑖 on behalf of FPrivSend-Ab.

(2). When an honest party’s request (Init, PrivSend, 𝑃 ) has been
delivered to FPrivSend-Ab, S forwards it and the identity of this

honest party to the adversary.

(3). When S learns that FPrivSend-Ab received request

(Init, PrivSend, 𝑃 ) from 𝑛 − 𝑡 parties and 𝑃 ’s input, it

sends (Dispersed, PrivSend) to all corrupted parties on

behalf of FPrivSend-Ab. For each honest party, S simulates the

behavior of sending (Dispersed, PrivSend) from FPrivSend-Ab
to this honest party.

4: In Step 4, S sends request (Init,DZK, 𝑃 ) to FdZK-Ab on behalf of

all corrupted parties. For each honest party, when S learns that

it has received 𝜋 from 𝑃 ’s broadcast and (Dispersed, PrivSend)
from FPrivSend-Ab, it delivers the output (Delivered,DZK) to this
honest party.

Verification Phase
1: If 𝑅 is honest, S does the following steps.

(1). During the simulation of FPrivSend-Ab, when S receives the

request (Deliver, 𝑗, 𝑅) from a corrupted party on behalf

of FPrivSend-Ab, it sends request (PrivVerifyDZK, 𝑗, 𝑅) to
FdZK-Ab on behalf of this corrupted party.

(2). When S receives FdZK-Ab that an honest party has sent the

request (PrivVerifyDZK, 𝑗, 𝑅) , S simulates the behavior of

sending (Deliver, 𝑗, 𝑅) from this honest party to FPrivSend-Ab.
When this honest party’s request (Deliver, 𝑗, 𝑅) has been de-

livered to FPrivSend-Ab, S forwards it and the identity of this

honest party to the adversary.

(3). When S receives 2𝑡 + 1 request (Deliver, 𝑗, 𝑅) on behalf

of FPrivSend-Ab, S simulates the behavior of sending mes-

sages from FPrivSend-Ab to 𝑅. If S has delivered the output

(Delivered,DZK) to 𝑅 before, it delivers the verification re-

sult from FdZK-Ab to 𝑅.
2: If 𝑅 is corrupted, S does the following steps.

(1). When S receives from FdZK-Ab that an honest party has sent

the request (PrivVerifyDZK, 𝑗, 𝑅) , S simulates the behavior

of sending the request (Deliver, 𝑗, 𝑅) from this honest party to

FPrivSend-Ab. When this honest party’s request (Deliver, 𝑗, 𝑅)
has been delivered to FPrivSend-Ab, S forwards it and the iden-

tity of this honest party to the adversary.

(2). After S learns that one honest party has sent the request

(PrivVerifyDZK, 𝑗, 𝑅) , S receives (𝑓1 (𝛼 𝑗 ), . . . , 𝑓𝑁 (𝛼 𝑗 ) )
from FdZK-Ab. Then if 𝑉𝑗 is corrupted, S sends 𝜋 𝑗 to the

adversary on behalf of FPrivSend-Ab. Otherwise, S does the

following steps to generate honest 𝑉𝑗 ’s 𝜋 𝑗 : The rest of the

missing values in 𝜋 𝑗 are 𝑓0 (𝛼 𝑗 ) and 𝑟0, 𝑗 ∈ op0, 𝑗 :

– For 𝑓0 (𝛼 𝑗 ) , S computes it from 𝑓 (0) (𝛼 𝑗 ) −
∑𝑁

ℓ=1
𝜇ℓ

0
· 𝑓ℓ (𝛼 𝑗 ) .

– For 𝑟0, 𝑗 , S first sets𝑚0, 𝑗 = { 𝑓0 (𝛼 𝑗 ), 𝑓1 (𝛼 𝑗 ), . . . , 𝑓𝑁 (𝛼 𝑗 ) },
then randomly samples a value as 𝑟0, 𝑗 and program the

Random Oracle 𝐻 ( ·) such that ℎ
(0)
0, 𝑗

= 𝐻 (𝑚0, 𝑗 , 𝑟0, 𝑗 ) . If
𝐻 (𝑚0, 𝑗 , 𝑟0, 𝑗 ) has been queried by the adversary, S aborts

the simulation.

Then S generates the whole 𝜋 𝑗 and sends it to the adversary

on behalf of FPrivSend-Ab. If S has generated 𝑉𝑗 ’s dzk proof

𝜋 𝑗 in the transfer proof phase, then S will reuse this proof.

(3). When S receives 2𝑡 + 1 request (Deliver, 𝑗, 𝑅) on behalf of

FPrivSend-Ab, S sends 𝜋 𝑗 to 𝑅 on behalf of FPrivSend-Ab.
Transfer Proof Phase

1: If both𝑉𝑗 and 𝑅 are honest, S simulates the behavior of sending

messages between𝑉𝑗 and 𝑅. When 𝑅 receives the messages from

𝑉𝑗 , S delivers the output from FdZK-Ab to 𝑅.
2: If both𝑉𝑗 and 𝑅 are corrupted, S does nothing.

3: If 𝑉𝑗 is honest and 𝑅 is corrupted, S first waits to

receive messages from FdZK-Ab. If it receives true and

(𝑓1 (𝛼 𝑗 ), . . . , 𝑓𝑁 (𝛼 𝑗 ) ) from FdZK-Ab. Then S does the same

thing as the verification phase to generate 𝑉𝑗 ’s DZK proof 𝜋 𝑗

and sends it together with (𝑓1 (𝛼 𝑗 ), . . . , 𝑓𝑁 (𝛼 𝑗 ) ) to 𝑅 on behalf

of𝑉𝑗 . If S has generated𝑉𝑗 ’s DZK proof 𝜋 𝑗 in the verification

phase, then S will reuse this proof.

4: If 𝑉𝑗 is corrupted and 𝑅 is honest, S honestly executes 𝑅 to

do verification. When it succeeds in the verification, S checks

whether the shares received from the corrupted 𝑉𝑗 are the

shares received from FdZK-Ab before. If true, S sends request

(TransferDZK, 𝑓1 (𝛼 𝑗 ), . . . , 𝑓𝑁 (𝛼 𝑗 ),𝑉𝑗 → 𝑅) to FdZK-Ab. Oth-
erwise, S aborts the simulation.

The hybrid argument for an honest prover 𝑃 is as follows.

Hyb
0
: This hybrid corresponds to the real-world execution.

Hyb
1
: In this hybrid, we change the generation of the degree-

𝑑 polynomial 𝑓0 (𝑥). S first randomly samples corrupted parties’

shares and the secret 𝑓0 (𝛼0), then samples the whole polynomial

based on the secret and shares of corrupted parties. According to

the property of Shamir secret sharing, this adjustment does not

affect the output distribution. The output distribution of Hyb
1
and

Hyb
0
is identical.

Hyb
2
: In this hybrid, we defer the generation of honest party

𝑉𝑖 ’s𝑚0,𝑖 , 𝑟0,𝑖 to the end of the Step 1, and we change the generation

of the Merkle root 𝑐0. S first randomly samples values as the hash

of leaves in the Merkle tree, then computes the root 𝑐0 accordingly.

Then S programs the Random oracle 𝐻 (·) such that 𝐻 (𝑚0,𝑖 , 𝑟0,𝑖 )
equals the hash of 𝑉𝑖 ’s leaf in the Merkle tree, where 𝑟0,𝑖 is the

random mask sampled by S in the operation MT.Com(·). During the
simulation of the random oracle, if the following conditions hold,

S aborts the simulation.

• (𝑚0,𝑖 , 𝑟0,𝑖 ) has been queried by the adversary before it is

revealed to the adversary.

• An honest 𝑉𝑖 ’s hash node leaf ℎ
(0)
0,𝑖

has been mapped to an-

other input.

Since the adversary can only query the Random Oracle for poly(𝜅)
times, 𝑟0,𝑖 is uniformly distributed in F, the probability that S finds

that 𝐻 (𝑚0,𝑖 , 𝑟0,𝑖 ) has been queried by the adversary before it is

revealed to the adversary is at most poly(𝜅)/|F|. Since the output
space of the random oracle is in F, then the probability that S
finds that an honest 𝑉𝑖 ’s hash node leaf ℎ

(0)
0,𝑖

has been mapped to
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another input is also at most poly(𝜅)/|F|. Therefore, when |F| =
2
Ω (𝜅 )

, the probability that S will abort is negligible, and the output

distribution of Hyb
2
and Hyb

1
is statistically close.

Hyb
3
: In this hybrid, we change the generation of honest party

𝑉𝑖 ’s 𝑓0 (𝛼𝑖 ). S first randomly samples 𝑓 (0) (𝛼0), then computing

𝑓0 (𝛼0) = 𝑓 (0) (𝛼0) −
∑𝑁
ℓ=1

𝜇ℓ
0
· 𝑓ℓ (𝛼0). Based on the secret 𝑓0 (𝛼0)

and corrupted parties’ shares, S randomly samples degree-𝑑 poly-

nomial 𝑓0 (𝑥) and computes honest 𝑉𝑖 ’s 𝑓0 (𝛼𝑖 ). Since both 𝑓0 (𝛼0)
and 𝑓 (0) (𝛼0) are uniformly distributed, the distribution of honest

party 𝑉𝑖 ’s 𝑓0 (𝛼𝑖 ) remains the same, and the output distribution of

Hyb
3
and Hyb

2
is identical.

Hyb
4
: In this hybrid, we defer the generation of honest party

𝑉𝑖 ’s DZK proof 𝜋𝑖 and shares until the end of the distributing proof

phase. This also means we defer the generation of honest party𝑉𝑖 ’s

𝑚0,𝑖 , 𝑟0,𝑖 to the end of the distributing proof phase. Since the honest

party’s proofs have not been revealed to the adversary, the output

distribution of Hyb
4
and Hyb

3
is identical.

Hyb
5
: In this hybrid, for the verification procedure and the trans-

fer proof phase, when an honest 𝑅 needs to verify an honest 𝑉𝑗 ’s

shares, S further delays the generation of 𝑉𝑗 ’s DZK proof 𝜋 𝑗 . S
only simulate the behavior of sending messages from FPrivSend-Ab
to 𝑅. When 𝑅 receives the messages from FPrivSend-Ab, S delivers

the verification output from FdZK-Ab to the honest 𝑅.

The difference between Hyb
5
and Hyb

4
is that (𝑠1, . . . , 𝑠𝑁 ) can

match its DZK proof 𝜋 𝑗 , but (𝑠1, . . . , 𝑠𝑁 ) ≠ (𝑓1 (𝛼 𝑗 ), . . . , 𝑓𝑁 (𝛼 𝑗 )).
As a result, the honest𝑉𝑗 will accept incorrect shares received from

the environment. Recall that the prover is honest, so an honest

𝑉𝑗 ’s DZK proof is valid for 𝑉𝑗 ’s original shares 𝑓1 (𝛼 𝑗 ), . . . , 𝑓𝑁 (𝛼 𝑗 ).
Let𝑚′

0, 𝑗
= (𝑓0 (𝛼 𝑗 ), 𝑠1, . . . , 𝑠𝑁 ) and 𝑟0, 𝑗 be the randomness used in

the commitment of 𝑉𝑗 ’s Merkle tree leaf, then the probability that

𝑠1, . . . , 𝑠𝑁 can also pass the DZK proof is the case that the hash value

of 𝐻 (𝑚′
0, 𝑗
, 𝑟0, 𝑗 ) = 𝐻 (𝑚0, 𝑗 , 𝑟0, 𝑗 ), which is negligible in the security

parameter if𝑚′
0, 𝑗

≠𝑚0, 𝑗 . Therefore, the output distribution ofHyb5

and Hyb
4
is statistically close.

Hyb
6
: In this hybrid, we further defer the generation of honest

𝑉𝑖 ’s𝑚0,𝑖 , 𝑟0,𝑖 until they are needed to be revealed to a corrupted

party. S continues to check the following two conditions, and will

abort the simulation if at least one of them happens:

• (𝑚0,𝑖 , 𝑟0,𝑖 ) has been queried by the adversary before it is

revealed to the adversary.

• An honest 𝑉𝑖 ’s hash node leaf ℎ
(0)
0,𝑖

has been mapped to an-

other input.

The differences between Hyb
6
and Hyb

5
are in two cases:

• If S needs to reveal honest 𝑉𝑖 ’s 𝑚0,𝑖 , 𝑟0,𝑖 to the corrupted

party, the difference between Hyb
6
and Hyb

5
is that S will

abort later than that inHyb
5
if (𝑚0,𝑖 , 𝑟0,𝑖 ) has been queried by

the adversary before it is revealed to the adversary. Following

a similar argument in Hyb
2
, the output distribution of Hyb

6

and Hyb
5
is statistically close in this case.

• If S never reveals honest𝑉𝑖 ’s𝑚0,𝑖 , 𝑟0,𝑖 to the corrupted party,

then we never generate 𝑉𝑖 ’s 𝑚0,𝑖 , 𝑟0,𝑖 since they are never

used. S will only abort in this case for the second abort

condition, where it finds that an honest 𝑉𝑖 ’s hash node leaf

ℎ
(0)
0,𝑖

has been mapped to another input. Thus the difference

between Hyb
6
and Hyb

5
is that in Hyb

5
S will also abort if

(𝑚0,𝑖 , 𝑟0,𝑖 ) has been queried by the adversary. Following a

similar argument in Hyb
2
, the output distribution of Hyb

6

and Hyb
5
is statistically close in this case.

Therefore, the output distribution of Hyb
6
and Hyb

5
is statistically

close.

Hyb
7
: In this hybrid, in the transfer proof phase, if an honest𝑅 ac-

cepts a corrupted𝑉𝑗 ’s DZK proof, but (𝑠1, . . . , 𝑠𝑁 ) ≠ (𝑓1 (𝛼 𝑗 ), . . . , 𝑓𝑁 (𝛼 𝑗 )),
S aborts the simulation. This can only happen in the case that the

adversary finds a collision for the hash node ℎ
(0)
0, 𝑗

with different

inputs. Since the adversary can only make poly(𝜅) times queries

to the random oracle, this will happen with negligible probability

when |F| = 2
Ω (𝜅 )

. Therefore, the output distribution of Hyb
7
and

Hyb
6
is statistically close.

Hyb
8
: In this hybrid, S no longer generates an honest 𝑉𝑖 ’s𝑚0,𝑖 .

When an honest𝑉𝑖 ’s DZK proof needed to be revealed to corrupted

parties,S receives (𝑓1 (𝛼𝑖 ), . . . , 𝑓𝑁 (𝛼𝑖 )) from FdZK-Ab and then com-

putes𝑚0,𝑖 accordingly. The output distribution of Hyb
8
and Hyb

7

is identical.

Note thatHyb
8
corresponds to the idea world,Hyb

0
corresponds

to the real world, and Hyb
8
≈𝑠 Hyb0

. Therefore, when the adver-

sary can only make poly(𝜅) queries to the random oracle, ΠDZK-Ab

computes FdZK-Ab with statistical security when the prover is hon-

est.

Simulator S

For Corrupted Prover 𝑃

Distributing Proof Phase
1: S initializes a set Q = ∅, during the simulation of the Random

Oracle 𝐻 ( ·) , for each queries received from the adversary, S
adds the pre-image and hash result pair to Q.

2: In Step 3, when S receives FdZK-Ab that an honest party has sent

the request (Init,DZK, 𝑃 ) , it simulates the behavior of sending

request (Init, PrivSend, 𝑃 ) from this honest party to FPrivSend-Ab.
During the simulation of FPrivSend-Ab:

(1). S first receives {𝜋1, . . . , 𝜋𝑛 } from 𝑃 , and sends 𝜋𝑖 to 𝑉𝑖 for

all corrupted𝑉𝑖 .

(2). When an honest party’s request (Init, PrivSend, 𝑃 ) has been
delivered to FPrivSend-Ab, S forwards it and the identity of this

honest party to the adversary.

(3). When S learns that FPrivSend-Ab received request

(Init, PrivSend, 𝑃 ) from 𝑛 − 𝑡 parties, it sends

(Dispersed, PrivSend) to all parties on behalf of FPrivSend-Ab.
3: S initializes a setWNoProof = ∅. Based on the Merkle commit-

ment 𝑐𝑘 ∈ 𝜋 for all 𝑘 ∈ [0, 𝜏 ], S first tries to recursively recover

the corresponding Merkle tree based on the set ⨿. During the
reconstruction of the whole Merkle tree, if S finds that some

internal hash node value has not been queried by the adversary,

for all parties whose DZK proof relies on the value of this hash

node, S adds the identity toWNoProof. As a result, upon termi-

nating the reconstruction of the Merkle tree procedure, for each

honest𝑉𝑖 ∉WNoProof, S learns its shares 𝑚̃0,𝑖 and DZK proof

𝜋̃𝑖 .

4: S initializes a set P′Vrfy = ∅. For each𝑉𝑖 ∉WNoProof (including

corrupted𝑉𝑖 ), S will add𝑉𝑖 to P′Vrfy if 𝜋𝑖 = 𝜋̃𝑖 .

5: Upon terminating the verification for all 𝑉𝑖 ∈ P, according to

the size of P′Vrfy:
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• If | P \ WNoProof | < 𝑑 + 1, S interpolates a degree

degree-𝑑 polynomials 𝑓0 (𝑥 ), 𝑓1 (𝑥 ), . . . , 𝑓𝑁 (𝑥 ) such that

(𝑓0 (𝛼𝑖 ), . . . , 𝑓𝑁 (𝛼𝑖 ) ) = 𝑚̃0,𝑖 for all 𝑉𝑖 ∈ P′Vrfy and the first

𝑑 + 1 − |P \ WNoProof | honest parties not inWNoProof.

• Otherwise, S first interpolates degree-𝑑 polynomial

𝑓0 (𝑥 ), 𝑓1 (𝑥 ), . . . , 𝑓𝑁 (𝑥 ) based on the first 𝑑 + 1 distinct

𝑉𝑖 ∉WNoProof’s 𝑚̃0,𝑖 . Then for the rest of honest𝑉𝑖 ∈ P′Vrfy,
S checks whether their 𝑚̃0,𝑖 lie on 𝑓0 (𝑥 ), 𝑓1 (𝑥 ), . . . , 𝑓𝑁 (𝑥 ) .
If not, S aborts the simulation.

6: S sends 𝑓1 (𝑥 ), . . . , 𝑓𝑁 (𝑥 ) to FdZK-Ab. When each honest 𝑉𝑖

receives 𝜋 and 𝜋𝑖 , S delivers the output (Delivered,DZK) from
FdZK-Ab to𝑉𝑖 .

Verification Phase
1: During the simulation of FPrivSend-Ab, when S receives the

request (Deliver, 𝑗, 𝑅) from a corrupted party on behalf of

FPrivSend-Ab, it sends request (PrivVerifyDZK, 𝑗, 𝑅) to FdZK-Ab
on behalf of this corrupted party.

2: When S receives FdZK-Ab that an honest party has sent the re-

quest (PrivVerifyDZK, 𝑗, 𝑅) , S simulates the behavior of send-

ing request (Deliver, 𝑗, 𝑅) from this honest party to FPrivSend-Ab.
When this honest party’s request (Deliver, 𝑗, 𝑅) has been deliv-

ered to FPrivSend-Ab, S forwards it and the identity of this honest

party to the adversary.

3: When S receives 2𝑡 + 1 request (Deliver, 𝑗, 𝑅) on behalf of

FPrivSend-Ab:
• If 𝑅 is corrupted, S sends 𝜋 𝑗 to 𝑅 on behalf of FPrivSend-Ab.
• Otherwise, if S has delivered the output (Delivered,DZK) to
𝑅 before, S sends 𝜋 𝑗 from FPrivSend-Ab to 𝑅. Then S checks

whether𝑉𝑗 ∉ P′Vrfy but 𝜋 𝑗 is a valid DZK proof for the shares

(𝑓0 (𝛼 𝑗 ), 𝑠1, . . . , 𝑠𝑁 ) . If true, S aborts the simulation. Other-

wise, S delivers the verification result from FdZK-Ab to 𝑅.
Transfer Proof Phase

1: If both𝑉𝑗 and 𝑅 are honest, S simulates the behavior of sending

messages between𝑉𝑗 and 𝑅. When 𝑅 receives the messages from

𝑉𝑗 , S delivers the output from FdZK-Ab to 𝑅.
2: If both𝑉𝑗 and 𝑅 are corrupted, S does nothing.

3: If𝑉𝑗 is honest and 𝑅 is corrupted, S honestly execute𝑉𝑗 to do

simulation.

4: If 𝑉𝑗 is corrupted and 𝑅 is honest, S honestly executes 𝑅

to do verification. When it succeeds in the verification, S
checks whether the shares received from the corrupted 𝑉𝑗

are the same as 𝑓1 (𝛼 𝑗 ), . . . , 𝑓𝑁 (𝛼 𝑗 ) . If true, S sends request

(TransferDZK, 𝑓1 (𝛼 𝑗 ), . . . , 𝑓𝑁 (𝛼 𝑗 ),𝑉𝑗 → 𝑅) to FdZK-Ab. Oth-
erwise, S aborts the simulation.

The hybrid argument for a corrupted prover 𝑃 is as follows.

Hyb
0
: This hybrid corresponds to the real-world execution.

Hyb
1
: In this hybrid, S does the following steps to extract 𝑃 ’s

input degree-𝑑 polynomials 𝑓1 (𝑥), . . . , 𝑓𝑁 (𝑥). S first tries to recur-

sively recover the whole Merkle tree based on the Merkle roots

{𝑐𝑘 }𝑘∈[0,𝜏 ] broadcast by 𝑃 , and S does the thing as above to collect

the setWNoProof, where each𝑉𝑖 ∉WNoProof has a valid DZK proof

𝜋𝑖 on its shares. Then S initializes the set P′
Vrfy

= ∅, and adds each
𝑉𝑖 ∉WNoProof to P′Vrfy if 𝜋𝑖 = 𝜋̃𝑖 .

Upon terminating the verification for all 𝑉𝑖 , if |P \WNoProof | <
𝑑 + 1, S interpolates degree-𝑑 polynomials 𝑓0 (𝑥), . . . , 𝑓𝑁 (𝑥) based
on 𝑚̃0,𝑖 for all 𝑉𝑖 ∉WNoProof and the first 𝑑 + 1 − |P \WNoProof |
honest parties inWNoProof.

The difference betweenHyb
1
andHyb

0
is that when |P\WNoProof | <

𝑑 + 1, for several honest𝑉𝑖 ∉ P′Vrfy, the values (𝑓0 (𝛼𝑖 ), . . . , 𝑓𝑁 (𝛼𝑖 ))
may be different. Since these shares do not have the corresponding

DZK proof, and cannot be verifiably opened to honest parties, so

these shares are never used in the whole execution. Therefore, this

adjustment does not affect the output distribution, and the output

distribution of Hyb
1
and Hyb

0
is identical.

Hyb
2
: In this hybrid, if |P \WNoProof | ≥ 𝑑 + 1, we let S inter-

polate 𝑃 ’s degree-𝑑 polynomials 𝑓0 (𝑥), 𝑓1 (𝑥), . . . , 𝑓𝑁 (𝑥) based on

the first 𝑑 + 1 honest 𝑉𝑖 ∈ P′Vrfy’s 𝑚̃0,𝑖 . In the following hybrid ar-

gument, we will argue that for the rest of honest 𝑉𝑖 ∈ P′Vrfy’s 𝑚̃0,𝑖

also lie on 𝑓0 (𝑥), 𝑓1 (𝑥), . . . , 𝑓𝑁 (𝑥) with overwhelming probability.

If not, S will abort the simulation, and this probability is negligible.

Hyb
2.1: In this hybrid, for all honest parties that accept their DZK

proof (the honest parties in the set P′
Vrfy

), S checks whether (i)

their 𝑓 (𝜏 ) (𝛼𝑖 ) lie on a unique degree-𝑑𝜏 polynomial 𝑓 (𝜏 ) (𝑥) and (ii)
their 𝑔

(𝜏 )
0
(𝛼𝑖 ), . . . , 𝑔 (𝜏 )𝑢−1

(𝛼𝑖 ) lie on a unique degree-𝑑𝜏 polynomials.

If not, S aborts the simulation.

For (i), since in the verification, we let 𝑃 broadcast 𝑓 (𝜏 ) (𝑥) and
each honest 𝑃𝑖 will check whether their points lie on this poly-

nomial, this is always true for all honest verifiers in P′
Vrfy

. For

(ii), we first use the first 𝑑𝜏 + 1 honest parties’ (in P′
Vrfy

) shares

to interpolate the 𝑔
(𝜏 )
0
(𝑥), . . . , 𝑔 (𝜏 )

𝑢−1
(𝑥) and check whether the rest

of the honest parties’ shares lie on these two polynomials. If one

honest 𝑉𝑖 ’s shares do not lie on these two polynomials, but it still

accepts its DZK proof, this means𝑉𝑖 ’s shares 𝑔
(𝜏 )
0
(𝛼𝑖 ), . . . , 𝑔 (𝜏 )𝑢−1

(𝛼𝑖 )
satisfies 𝑔

(𝜏 )
0
(𝛼𝑖 ) + 𝜇𝜏 ·𝑔 (𝜏 )

1
(𝛼𝑖 ) + · · · + 𝜇𝑢−1

𝜏 ·𝑔 (𝜏 )
𝑢−1
(𝛼𝑖 ) = 𝑓 (𝜏 ) (𝛼𝑖 ) =

𝑔
(𝜏 )
0
(𝛼𝑖 ) + 𝜇𝜏 · 𝑔 (𝜏 )

1
(𝛼𝑖 ) + · · · + 𝜇𝑢−1

𝜏 · 𝑔 (𝜏 )
𝑢−1
(𝛼𝑖 ).

Recall that 𝜇𝜏 is generated by 𝑃 by querying𝐻 (𝑐0, . . . , 𝑐𝜏 ), where
𝑐𝜏 is the Merkle root for the Merkle tree in the 𝜏th iteration. Since

this 𝑉𝑖 accepts its DZK proof, then it must hold a valid Merkle

proof op𝑘,𝑖 for its shares 𝑔
(𝜏 )
0
(𝛼𝑖 ), . . . , 𝑔 (𝜏 )𝑢−1

(𝛼𝑖 ). Then this means

the corrupted 𝑃 can only first fix all 𝑉𝑖 ’s 𝑔
(𝜏 )
0
(𝛼𝑖 ), 𝑔 (𝜏 )

1
(𝛼𝑖 ) then

learn the challenge 𝜇𝜏 , except with negligible probability that it

can find hash collision within poly(𝜅) queries to the random oracle.

Therefore, since 𝜇𝑘 ∈ G the probability that for a random 𝜇𝜏 such

that the relation 𝑔
(𝜏 )
0
(𝛼𝑖 ) + · · · + 𝜇𝑢−1

𝜏 · 𝑔 (𝜏 )
𝑢−1
(𝛼𝑖 ) = 𝑔

(𝜏 )
0
(𝛼𝑖 ) + · · · +

𝜇𝑢−1

𝜏 · 𝑔 (𝜏 )
𝑢−1
(𝛼𝑖 ) holds is at most 𝑢/|G| ≈ 2

−(𝑛+𝜅 )
, which is also

negligible probability.

Finally, we take the union bound for all subsets of honest parties

to interpolate 𝑔
(𝜏 )
0
(𝑥), . . . , 𝑔 (𝜏 )

𝑢−1
(𝑥) and for all𝑉𝑖 ’s verification. The

total probability thatS will abort is at most𝑛/2𝜅 , which is negligible
in the security parameter 𝜅. Therefore, the output distribution of

Hyb
2.1 and Hyb

2
is statistically close.

From 𝑘 = 1 to 𝜏 − 1, we consider the following hybrid arguments.

Hyb
2.𝑘 : In this hybrid, for all honest parties that accept their DZK

proof (the honest parties in the set P′
Vrfy

), S checks whether (i)

their 𝑓 (𝜏−𝑘 ) (𝛼𝑖 ) lie on a unique degree-𝑑𝜏−𝑘 polynomial 𝑓 (𝜏−𝑘 ) (𝑥)
and (ii) their𝑔

(𝜏−𝑘 )
0

(𝛼𝑖 ), . . . , 𝑔 (𝜏−𝑘 )𝑢−1
(𝛼𝑖 ) lie on a unique degree-𝑑𝜏−𝑘

polynomials. If not, S aborts the simulation.

For (i), since 𝑓 (𝜏−𝑘 ) = 𝑔
(𝜏−𝑘+1)
0

+ ∑
ℓ∈[𝑢−1] 𝑥

𝑑𝜏−𝑘−ℓ ·𝑑𝜏−𝑘+1 ·
𝑔
(𝜏−𝑘+1)
𝑢−ℓ , and in Hyb

2.𝑘−1
we have shown that all these honest𝑉𝑖 ’s
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𝑔
(𝜏−𝑘+1)
0

(𝛼𝑖 ), . . . , 𝑔 (𝜏−𝑘+1)𝑢−1
(𝛼𝑖 ) lie on unique degree-𝑑𝜏−𝑘+1 polyno-

mials 𝑔
(𝜏−𝑘+1)
0

(𝑥), . . . , 𝑔 (𝜏−𝑘+1)
𝑢−1

(𝑥), then this means all their shares

lie on the unique degree-𝑑𝜏−𝑘 polynomial 𝑓 (𝜏−𝑘 ) (𝑥).
For (ii), following a similar argument as in Hyb

2.1, we know the

probability thatS will abort is also negligible. Therefore, the output

distribution of Hyb
2.𝑘 and Hyb

2.𝑘−1
is statistically close.

Hyb
2.𝜏 : In this hybrid, for all honest parties that accept their

DZK proof (the honest parties in the set P′
Vrfy

), S checks whether

their 𝑓 (0) (𝛼𝑖 ) lie on a unique degree-𝑑 (𝑑 = 𝑑0) polynomial 𝑓 (0) (𝑥).
Since 𝑓 (0) (𝑥) = 𝑔

(1)
0
+ ∑ℓ∈[𝑢−1] 𝑥

𝑑0−ℓ ·𝑑1 · 𝑔 (1)
𝑢−ℓ , and in Hyb

2.𝜏−1

we have shown that all these honest 𝑉𝑖 ’s 𝑔
(1)
0
(𝛼𝑖 ), . . . , 𝑔 (1)𝑢−1

(𝛼𝑖 )
lie on unique degree-𝑑1 polynomials 𝑔

(1)
0
(𝑥), . . . , 𝑔 (1)

𝑢−1
(𝑥), then

this means all their shares lie on the unique degree-𝑑 polynomial

𝑓 (0) (𝑥). Therefore, the output distribution of Hyb
2.𝜏 and Hyb

2.𝜏−1

is identical.

Hyb
3
: In this hybrid, for all honest parties that accept their DZK

proof (the honest parties in the set P′
Vrfy

), S checks whether their

𝑚̃0,𝑖 lie on a unique degree-𝑑 polynomials 𝑓0 (𝑥), 𝑓1 (𝑥), . . . , 𝑓𝑁 (𝑥).
If not, S aborts the simulation.

We first interpolate the degree-𝑑 polynomial 𝑓0 (𝑥), 𝑓1 (𝑥), . . . , 𝑓𝑁 (𝑥)
based on a subset of 𝑑 + 1 honest parties’ shares, where these hon-

est parties are in the set P′
Vrfy

. Then we consider the probability

that an honest 𝑉𝑖 ’s 𝑓
(0) (𝛼𝑖 ) lies on the unique degree-𝑑 polyno-

mial 𝑓 (0) (𝑥), but its 𝑚̃0,𝑖 ≠ (𝑓0 (𝛼𝑖 ), . . . , 𝑓𝑁 (𝛼𝑖 )). We parse 𝑚̃0,𝑖 into

(𝑓 ′
0
(𝛼𝑖 ), . . . , 𝑓 ′𝑁 (𝛼𝑖 )), then this means the following equation holds

for a random challenge 𝜇0:

𝑁∑︁
ℓ=0

𝜇ℓ
0
· 𝑓ℓ (𝛼𝑖 ) =

𝑁∑︁
ℓ=0

𝜇ℓ
0
· 𝑓 ′ℓ (𝛼𝑖 ) .

According to the Schwartz-Zipple lemma, the probability that the

above equation holds is at most 𝑁 /|G| = 𝑁
2
𝑛+𝜅 . Then we take the

union bound for all subsets of 𝑑 + 1 honest parties that can interpo-

late the degree-𝑑 polynomials 𝑓0 (𝑥), 𝑓1 (𝑥), . . . , 𝑓𝑁 (𝑥), and all 𝑉𝑖 ’s

𝑚̃0,𝑖 , the total probability is at most
𝑁𝑛
2
𝜅 , which is negligible in the

security parameter.

Therefore,S will abort the simulation with negligible probability,

and the output distribution ofHyb
3
andHyb

2.𝜏 is statistically close.

Hyb
4
: In this hybrid, for the verification procedure, when an

honest 𝑅 needs to verify𝑉𝑗 ’s shares, if𝑉𝑗 ∈ P′Vrfy, when 𝑅 receives

the messages from FPrivSend-Ab, S delivers the verification output

from FdZK-Ab to the honest 𝑅.

The difference betweenHyb
4
andHyb

3
is that for an honest𝑉𝑗 ∈

P′
Vrfy

, (𝑠1, . . . , 𝑠𝑁 ) can match its DZK proof 𝜋 𝑗 , but (𝑠1, . . . , 𝑠𝑁 ) ≠
(𝑓1 (𝛼 𝑗 ), . . . , 𝑓𝑁 (𝛼 𝑗 )). As a result, the honest 𝑉𝑗 will accept incor-
rect shares received from the environment. Recall that if𝑉𝑗 ∈ P′Vrfy,
then its DZK proof is valid for𝑉𝑗 ’s original shares 𝑓1 (𝛼 𝑗 ), . . . , 𝑓𝑁 (𝛼 𝑗 ).
Let𝑚′

0, 𝑗
= (𝑓0 (𝛼 𝑗 ), 𝑠1, . . . , 𝑠𝑁 ) and 𝑟0, 𝑗 be the randomness used in

the commitment of 𝑉𝑗 ’s Merkle tree leaf, then the probability that

𝑠1, . . . , 𝑠𝑁 can also pass the DZK proof is the case that the hash

value of 𝐻 (𝑚′
0, 𝑗
, 𝑟0, 𝑗 ) = 𝐻 (𝑚0, 𝑗 , 𝑟0, 𝑗 ), which is negligible in the se-

curity parameter if𝑚′
0, 𝑗

≠𝑚0, 𝑗 . Therefore, the output distribution

of Hyb
4
and Hyb

3
is statistically close.

Hyb
5
: In this hybrid, for verification procedure, when an honest

𝑅 needs to verify𝑉𝑗 ’s shares, if𝑉𝑗 ∉ P′Vrfy, S checks whether their

𝜋 𝑗 is a valid DZK proof for the shares (𝑓0 (𝛼 𝑗 ), 𝑠1, . . . , 𝑠𝑁 ). If true,
S aborts the simulation.

The difference between Hyb
5
and Hyb

4
is in two cases:

• For 𝑉𝑗 ∈ WNoProof, some hash nodes in their 𝜋 𝑗 are never

queried by the adversary during the simulation of the ran-

dom oracle. Then, when S does the verification, the proba-

bility that these values chosen by the adversary happen to

be a valid mapping is negligible since the output space of

the random oracle is at least of size 2
Ω (𝜅 )

.

• For 𝑉𝑗 ∉WNoProof ∪ P′Vrfy, the adversary distributed incor-

rect DZK proof 𝜋 𝑗 ≠ 𝜋̃ 𝑗 for them through FPrivSend-Ab. Then
if S can succeed in the verification, then all hash values

computed from 𝜋 𝑗 , 𝜋̃ 𝑗 and (𝑠1, . . . , 𝑠𝑁 ) are the same. This

can only happen when the adversary finds a collision within

poly(𝜅) queries to the random oracle, which is negligible in

the security parameter when |F| = 2
Ω (𝜅 )

.

Therefore, the output distribution of Hyb
5
and Hyb

4
is statisti-

cally close.

Hyb
6
: In this hybrid, in the transfer proof phase, if an honest𝑅 ac-

cepts a corrupted𝑉𝑗 ’s DZK proof, but (𝑠1, . . . , 𝑠𝑁 ) ≠ (𝑓1 (𝛼 𝑗 ), . . . , 𝑓𝑁 (𝛼 𝑗 )),
S aborts the simulation. This can only happen in the case that the

adversary finds a collision for the hash node ℎ
(0)
0, 𝑗

with different

inputs. Since the adversary can only make poly(𝜅) times queries

to the random oracle, this will happen with negligible probability

when |F| = 2
Ω (𝜅 )

. Therefore, the output distribution of Hyb
6
and

Hyb
5
is statistically close.

Note thatHyb
6
corresponds to the idea world,Hyb

0
corresponds

to the real world, and Hyb
6
≈𝑠 Hyb0

. Therefore, when the adver-

sary can only make poly(𝜅) queries to the random oracle, ΠDZK-Ab

computes FdZK-Ab with statistical security when the prover is cor-

rupted.
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