FHE for ALU over Large Prime Moduli and
Application to One-Round Threshold ECDSA

Yuchen Wei', Kaisheng Ma! (™) Mingyu Gao'?, and Hongren Zheng'

! Tsinghua University
2 Shanghai Qi Zhi Institute
{weiyc22,zhenghr22}@mails.tsinghua.edu.cn
{kaisheng,gaomy}@tsinghua.edu.cn

Abstract. Fully Homomorphic Encryption (FHE) has served as a theo-
retical building block for cryptographic primitives, but concrete instanti-
ations remain limited by the cost of generic homomorphic computation.
One example is the universal thresholdizer that compiles any (determin-
istic) signature scheme into a multi-party threshold signature scheme
with a one-round signing protocol (Boneh et al., Crypto’18), where the
signing algorithm is homomorphically evaluated without communication
with other parties. Practically, however, the signing algorithm itself often
involves different types of computation. For example, ECDSA requires a
hash function, point arithmetic over the high-precision defining field Fp,
and base-point group arithmetic over F,. Generic schemes like DM /CGGI
take days to complete the homomorphic evaluation. Recent schemes like
Boneh-Kim (Crypto’25), Cha—Park-Lee (Eurocrypt’26) and Gao—Zheng
(Crypto’26) either support only one computation type, or lack efficient
conversion methods.

We propose a new FHE scheme whose arithmetic logic unit supports
both large prime modulus arithmetic and bit-level operations. We then
specialize it to the F, mode, the F, mode and the Boolean mode for
ECDSA. Our key component is a homomorphic canonicalization operation
that restores the unique bit representation of the encrypted messages. It
requires a constant number of CKKS bootstrapping operations regardless
of the bit-width of the prime moduli, and it therefore enables efficient
high-precision conversions like F,-to-F,, modular reduction and F,-to-
Boolean conversion. The conversion to Boolean mode is essential to allow
noise flooding in the threshold decryption process.

For the workload of F, modular multiplication followed by conversion
to bit representation in GPU, we estimate a 14.5x and ~19000x better
amortized latency compared with Montgomery-based approach in Cha—
Park-Lee and TFHE-rs based approach, respectively. Our end-to-end
homomorphic ECDSA signing experiment takes 56s on an NVIDIA RTX
Pro 6000 GPU. To the best of our knowledge, it is the first concrete FHE-
based construction towards threshold ECDSA with one-round signing.



1 Introduction

Since Gentry’s groundbreaking bootstrapping technique [Gen09], Fully Homo-
morphic Encryption (FHE) has been utilized for both theoretical primitives and
practical implementations. From a theoretical perspective, FHE has been used to
construct various cryptographic primitives like indistinguishability obfuscation,
functional encryption, round-efficient multi-party computation, the universal
thresholdizer and the universal blinder [AJLT12, GGH*13,BGGT18,BK26]. On
the other hand, their concrete instantiations could be prohibitively expensive
when using FHE in a generic and black-box way, and their designs could be
constrained by the underlying FHE schemes, such as the supported operation
types and the available plaintext moduli.

Practically, cryptographic computation often requires a mixture of drastically
different computation types. In elliptic curve cryptography, both high-precision
modular arithmetic and bit-level logic operations are simultaneously needed.
For example, the elliptic curve secp256kl has a defining field F,,, and its base
point also forms a (cyclic) group F,, with both p and u being large 256-bit
primes. At the same time, the bit representation of a scalar is required for fast
“exponentiation” on the elliptic curve.

In this work, we instantiate the universal thresholdizer for the ECDSA sig-
nature scheme [BGG18,EY24]. A universal thresholdizer uses threshold FHE
to compile any deterministic signature scheme into a threshold version with a
one-round signing protocol. The high-level idea is that each party uses a homo-
morphically encrypted signing key to compute the signature, and the threshold
decryption process takes only one round of communication. The threshold version
of ECDSA signature is of particular interest in scenarios where the trust should be
distributed across multiple parties, such as blockchain. There has been a long line
of research, and existing constructions take at least two rounds of communication
(including preprocessing rounds) [Lin17, LN18, CGG*20, LLZD25, NP26|. We
acknowledge that the FHE-based solution cannot directly compete with them in
all aspects, as they have much lower computation and storage costs. Nevertheless,
we think it is still interesting to concretely report the performance of FHE-based
one-round threshold ECDSA.

The key challenge in achieving one-round threshold ECDSA using FHE is the
homomorphic execution of the signing algorithm. The signing algorithm has the
following steps that are typically hard to execute in FHE: (i) large-characteristic
finite field arithmetic in both F, and F,, (ii) modular reduction for a scalar
from F, to F,, (iii) hash functions for generating the nonce, and (iv) conversion
to a bit representation for a scalar in F, to allow noise flooding in threshold
decryption. The situation therefore motivates the following question:

Is there an FHE scheme that natively supports both large prime moduli
arithmetic and bit-level operations, and efficient conversions between them?

Previous works such as [BK25, CPL26| have explored homomorphic compu-
tation of multiplication in P-384 and Curve25519. However, they either lack
modular reduction to another modulus and to a bit representation, or their



Table 1. Capability comparison of different FHE schemes for large prime moduli. n is
the bit-width of the prime moduli. “A—B Conversion” refers to the cost of enabling
Boolean operations after multiplication. “PBS” refers to DM /CGGI-style programmable
bootstrapping, and “BTS” refers to CKKS bootstrapping. While the two bootstrapping
types are not directly comparable and “O(1) BTS” does not necessarily dominate “O(n)
PBS”, CKKS-style BTS enables SIMD and could have better amortized latency.

Scheme Mult (Large Prime) Boolean A—B Conversion Type
DM/CGGI O(n?) PBS O(n) PBS N/A Scalar
REFHE [BFG™26] Montgomery O(n) PBS O(n) PBS Scalar
[CPL26] Montgomery O(1) BTS O(log(n/4)) BTS SIMD
[GZ26] Montgomery O(1) BTS Amort. O(1) BTS  SIMD

dBFV [PZZ26] Native O(n) PBS O(n) PBS Per Scalar
Ours Native O(1) BTS O(1) BTS' SIMD

T We require additional log(n) CKKS level consumption.

Montgomery-based simulation of arithmetic modulo an arbitrary modulus is ex-
pensive because of the reduction process after each multiplication. dBFV [PZZ26]
natively supports arithmetic over an arbitrary modulus through a relaxed digit
representation, and uses a modulo-by-lattice operation to refresh the relaxed rep-
resentation. To recover the exact representation, its bootstrapping count remains
linear in the bit width.

We additionally remark that end-to-end homomorphic signing exercises several
capabilities within a single application, such as a large number of Boolean
operations and sequential high-precision modular multiplications. It therefore
provides a comprehensive benchmark, consistent with the call for benchmarks by
the FHE benchmarking project.’

1.1 Owur Contributions

A homomorphic canonicalization operation with O(1) CKKS bootstrapping. We
use the concept of “homomorphic canonicalization operation” to describe the
common pattern in homomorphic computation-type conversion. To support
certain computation types, messages are often homomorphically encrypted in
some “convenient” format, usually with redundancies. However, to support other
computation types, the messages usually need to be restored to their exact
representations through a “canonicalization” operation. Intuitively, the cost of the
canonicalization operation is related to the bit-width of the message precision.

Our major contribution is a homomorphic canonicalization operation that
uses only a constant number of CKKS bootstrapping operations and additionally
log(n) CKKS levels. It supports converting messages encoded for either large
prime moduli or power-of-two moduli to their bit representations. More concretely,
its cost is 3 CKKS bootstrapping operations for power-of-two moduli and 5 CKKS
bootstrapping operations for large prime moduli.

3 https://fhe-benchmarking.github.io/
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Additionally, we use the canonicalization operation to achieve a modular
reduction operation with O(1) CKKS bootstrapping operations from one modulus
to another modulus. We can also use it to achieve a homomorphic ciphertext-
plaintext division algorithm for a prime divisor.

A new FHE scheme supporting large prime modulus ALU, and showcased for
ECDSA. We extend the triangle encoding in Gao—Zheng [GZ26] to support
arithmetic over large prime moduli by proving that there exists small-norm
polynomial whose evaluation at 2 gives the prime modulus. We then use the
homomorphic canonicalization operation to instantiate its arithmetic-to-Boolean
conversion, obtaining a large prime modulus arithmetic logic unit (ALU) whose
refreshing and conversion operations both take only O(1) CKKS bootstrapping
operations.

As an example, we instantiate the extended Gao—Zheng scheme for the primes
p and u in the elliptic curve secp256k1 and show its application to ECDSA. We
also show its applicability to Curve25519.

GPU implementation of end-to-end homomorphic ECDSA signing. We built a
GPU implementation” using OpenFHE [BAB*22] and FIDESlib [ADOVLG*25],
and report the end-to-end computation time of generating one signature to

be 56 seconds. Our homomorphic computation can be combined with existing
techniques to enable one-round threshold ECDSA [MHP 25, PPS26].

1.2 Technical Overview

The general idea of supporting high-precision integer arithmetic in FHE is to
decompose the integers into smaller units and use algebraic constraints to preserve
the target arithmetic. More concretely, a large integer is either decomposed into
digits [CPL26,PZZ26], factored into smaller RNS limbs [BK25|, or “flattened” into
a polynomial with small coefficients [CLPX18, GV25, CHM ™25, BEG™26, GZ26].

The actual difficulty, however, lies in the treatment of additional “overflow”
and ‘“noise” terms introduced during the homomorphic computation, which is
tightly coupled with the smaller units. For example, the multiplication of two
64-bit integers produces a 128-bit integer. While only the lower 64 bits might be
needed for later computation, the higher 64 bits are not automatically removed
and are also encoded somewhere. Typically, we can either refresh them to a
small enough size to enable further computation of the same type, or remouve
them to obtain the bit representation for logic operations and conversion to other
encodings. We denote the first operation as the homomorphic refreshing operation
and the second operation as the homomorphic canonicalization operation.

More formally, we study the isomorphism Z, = Z[X]/(Fy(X), X — 2) where
F,(2) = q. Let [m], = Z?;Ol b; X be the “flattened” polynomial for a scalar
m € Zq, with b; being the i-th bit of m and n being the bit-width of g. After
homomorphic encryption, a ciphertext encrypts an expression of the form [m]; +

4 https://github.com/RyanWei0224/FHE- ALU-ECDSA
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(X — 2)I + aFy(X), with I and « being integer polynomials. The refreshing
operation resets I and « to a smaller size so that later computation can continue
with small noise growth. The canonicalization operation removes both I and «
so that we obtain the bit representation.

The cost of both operations appears to be related to the bit-width of the
high-precision plaintext modulus ¢. Intuitively, this is because the size of both I
and « is related to the bit-width of ¢. Indeed, the Cha—Park-Lee scheme [CPL26]
requires iterative refreshing after arithmetic operations; after the refreshing
operation, its canonicalization operation LCtoC takes only a constant number of
bootstrapping operations through the carry-lookahead technique. dBFV [PZZ26]
can execute a modulo-by-lattice operation to restore a relaxed digit representation
and enable further arithmetic operations, but it still requires O(n) DM /CGGI-
style PBS to restore the exact representation. Gao—Zheng [GZ26] can use a
“truncate” operation (A2A-I) to reset the overflow terms when the plaintext
modulus can form a “triangle encoding”, but its canonicalization cost can only be
amortized to O(1) through a large batch of ciphertexts. Note that the constant
bootstrapping cost can be achieved for either operation, but not for both.

The question is therefore whether we can achieve constant bootstrapping
cost for both operations, and our answer is affirmative for the Gao—Zheng
scheme. Technically, an idea that naturally arises is combining both the “truncate”
operation and LCtoC to obtain an O(1) CKKS bootstrapping count for the
canonicalization operation. For ¢ = 2" with F,(X) = X" — X + 2, this is indeed
the case: we can merge the treatment of « into that of I using X™ = X — 2, and
the removal of I can be regarded as a carry-propagation problem (i.e., replacing
the multiple of 2 in lower bits with 1- X in higher bits). Note that the “truncate”
operation (A2A-I) can reset the overflow term I to be small, and LCtoC can
propagate carries in one bootstrapping when the base B of its digit vector is
properly chosen.’

For general prime moduli ¢, however, we need to treat o and I separately.
When we view the coefficients of the polynomial [m], + I(X —2) + aF,(X) as a
digit vector, the removal of I is a carry-propagation to higher bits, whereas the
removal of « is a wrap-around operation that moves higher bits into lower bits
(i.e., replacing A - 2™ with the bit string of A - 2™ (mod ¢)). Our key observation
is that the efficient wrap-around can be implemented as a LUT function that
outputs different bits of the multiplication result, because A is bounded.

We now explain the technical steps of our homomorphic canonicalization
operation for general prime moduli ¢; the overview is shown in Fig. 1:

— We apply A2A-T to refresh [m]; + I(X — 2) + aF,(X) with smaller I and c.

— To eliminate I, we use one multi-value functional bootstrapping to extract
all bits of [m]; + I(X — 2) + aF,(X), and get O(log K) bit strings. K is the
constant bound on |I|. We then contract the bit strings into a digit vector with
entries in {0, 1,2}, because we can compress three bit strings into two with a
full-adder-like circuit using two CKKS levels. We then convert the {0, 1,2}
digits into a single bit string b using LCtoC in Cha—Park-Lee [CPL26].

® This is one way of explaining the concurrent works [SLWL26, LMWW26].



Input 225 7 + [m]+ MYLT O(log K) bit str Contragtion g all alphabet Lo p

collected overflow A S7E4T q(0) Lete¢ [m]¢

Fig. 1. The overview of the homomorphic canonicalization operation A2Bc a. Here we
do not draw additional bit strings like d® for ease of understanding.

— To handle the wrap-around, we need to collect the additional bits A above
2" during the above carry-propagation process, and “multiply” them by the
constant 2" modulo ¢ to obtain another bit string d(®). This multiplication
can be carried out through a functional bootstrapping whose i-th output slot
is the i-th bit of Ag := [A-2"],; we call it slot-parallel functional bootstrapping.
Ignoring the redundant representation problem, we can directly apply LCtoC
on (d® + b) to produce [m];. To resolve that problem, we employ additional
LUTs that can be fused into previous steps with moderate overhead.

An FHE scheme for ALU over large prime moduli. We show that for any large
prime ¢, we can find a polynomial F;, with distinct complex roots, and we can
use it to construct the triangle encoding as
C™2 or CD/2 5 R +— R[X]/(Fy(X)) &2 Z[X]/(F,(X), X —2)

The exact complex embedding depends on the parity of n. This extends the
triangle encoding in Gao—Zheng [GZ26] to arbitrary prime moduli. We use the
aforementioned homomorphic canonicalization operation as its arithmetic-to-
Boolean operation, and therefore we obtain an FHE scheme for prime modulus
ALU with O(1) bootstrapping.

We specialize the generalized triangle encoding to the elliptic curve secp256k1
with defining field F,, and the group F,, of its base point, with p = 22°¢ —232 977,
Their exact polynomials can be found in Section 5.1. The procedure is as follows:
we apply A2BcLa to obtain a bit string, and apply B2A to get the triangle encoding
for F,,. Such modular reduction process actually works for any prime modulus p
and u, and it implies homomorphic ciphertext-plaintext division algorithm.

Using the FHE scheme above, we implemented the ECDSA signing process
with standard ECC techniques such as homogeneous projective coordinates and
the modular inverse chain [Det14,Smil7]. We use SHA3 as the hash function
because the required Boolean operations are more easily implemented using
discrete CKKS. After the signature generation, we convert the result to a bit
representation to allow noise flooding, in a way similar to THED [PPS26].

1.3 Concurrent Works

Two concurrent works also have arithmetic-to-Boolean conversion with O(1)
bootstrapping and O(logn) additional level consumption for the Gao—Zheng
scheme. Yet, the technical details are substantially different from our work.



The most significant difference is our formulation of the problem. While we
formulate the problem as a canonicalization problem from [m],+I(X —2)+aF,(X)
to [m];, a viewpoint that works for any modulus, they instead recover some
coefficients of I from the triangle encoding for power-of-two moduli.

In the triangle encoding, the i-th coefficient ¢; can be understood as ¢; =
I, — 0.b;b;_1---by when ¢y is processed in a special way. Shen, Li, Wang and
Lu [SLWL26] observed that by a proper choice of stride and scaling, the difference
of two coefficients (e.g., ¢; and ¢;15) in the triangle encoding gives ¢; — 32¢;45 =
I; — 32045 + bi15 - - bir1. Because the range of I; is [—15,15] for each i after
truncation, we can rewrite this as (I; +b;45 - - - bi+1) — 32I;45. By a modulo-by-32
operation, they can roughly separate the quotient I, 5 and the residue, with at
most one bit difference caused by the potential carry. The carry is then recovered
through LCtoC in [CPL26]. On the other hand, their method in the current form
could not be applied to arbitrary moduli. When counting the A2A-I preprocessing,
the bootstrapping count is the same as ours.

Liu, Ma, Wang and Wang [LMWW26| made a similar observation and gener-
alized the set of carry statuses to C. The main idea is to enumerate all possible
carry statuses and use indicators to select the only correct guess. Their method
does not rely on the triangle encoding for Zs» and can be extended to arbitrary
moduli through either a general triangle encoding or Montgomery form. For Zox,
their bootstrapping count is also the same as ours when counting the A2A-T
preprocessing. Their bootstrapping count remains 3. for prime moduli supported
by triangle encoding. However, the final functional bootstrapping would produce
hundreds of indicator ciphertexts. For example, according to their Appendix C.2,
when using |A| = 33, k = 0, |C| = 2 and n = 256, they require 198 indicator
ciphertexts, and each intermediate carry composition level consumes 264 ct-ct
multiplications and 132 CKKS rotations. There are [log [n/5]] = 6 intermediate
levels. A key-switching takes roughly 0.1s in our single-threaded CPU setting,
and we therefore estimate that the intermediate indicator combination process
alone takes roughly 237s.

Compared with [SLWL26], our solution uses a LUT with a larger width
(w=7) and our CKKS multiplicative depth is L = 29, while they can exploit a
LUT of slightly smaller bit width (w = 6) and obtain a slightly smaller CKKS
multiplicative depth (L = 26 for n = 64 and L = 28 for n = 256). On the other
hand, their method can only handle the case of Zgn.

Compared with [LMWW26], we would require a bootstrapping count of 5
instead of 3 to support the general triangle encoding, but our running time is
around 70s in Table 4. For the case of Zon, our performance is also comparable.
Our method is also conceptually much simpler.

Jang and Lee [JL26] discussed the support for large-characteristic extension
fields through bivariate polynomials. They do not discuss the conversion to
Boolean mode and are therefore orthogonal to our work.



1.4 Related Works

Small Characteristic Finite-Field Fxtensions to Gao—Zheng FHE Scheme. Seuré
and Suvanto [SS26b| and Kim et al. [KLN*26| extended the homomorphism
chain in Gao—Zheng to support finite-field arithmetic in the form of F», with
the idea that F,» = F,[X]/(F(X)) for some appropriate polynomial F(X). For
noise cleaning and arithmetic-to-Boolean conversion, they rely on the F,-module
isomorphism F,» 22 F® to embed entries in F, into the complex slots and use
discrete CKKS for noise cleaning; this approach is thereby only applicable to a
relatively small characteristic a. Our work instead focuses on finite-field arithmetic
F, for large prime p, and we can support arithmetic-to-Boolean conversion.

Other Arithmetic-to-Boolean Conversions. Kim [Kim26] focused on performing
non-arithmetic operations on the BFV and GBFV |GV25, CHM 25| schemes
from a discrete CKKS perspective. They start from a coefficient-encoded (G)BFV
scheme and reinterpret it as a coefficient-encoded CKKS scheme. If the encoded
coefficient is large, they iteratively use MSB bootstrapping [KN25] to decompose
it into digits in the format of [Kim25]. They then rely on homomorphic modular
reduction from Cha-Park-Lee [CPL26]| to reduce the (G)BFV message into its
unique representation and perform non-arithmetic operations. This approach has
two limitations: first, the available choice of plaintext modulus in (G)BFV is
limited due to algebraic constraints, SIMD concerns and noise growth, and the
approach does not directly apply to the primes in our elliptic curve application.
Second, assuming the bit-width of the (G)BFV plaintext is n, the reduction
process also relies on O(nlogn) or O(logn) CKKS bootstrapping operations,
compared with O(1) in our case.

Threshold Signature from Threshold FHE. THED [PPS26] also constructed a
threshold signature using threshold FHE. They constructed a two-round signing
protocol for threshold Dilithium from CKKS. With some preprocessing, its online
phase is a one-round signing protocol. Their total CKKS bootstrapping count
is 13 and their scheme performs decently on GPU. As we focus on different
applications, the performance is not directly comparable. Our main goal is to
achieve a one-round signing protocol, demonstrate the versatility of the encoding
framework, and serve as a potential benchmark.

Homomorphic SHAS. Seuré and Suvanto [SS26a| evaluate the Keccak permutation
by exploiting the free-XOR property in XBOOT [NHY25|. They enjoy a smaller
parameter of N = 2'® and they require one XBOOT for each round. We instead
compute XOR in discrete CKKS due to our sufficient level budget and larger
parameter N = 2'6 required by later workloads. We consume 16 B2B for 24
rounds.

Homomorphic ECDSA. There is also an ECDSA signing instance from TFHE."
It covers the point arithmetic part R = [k]G and the signature generation

% https://github.com/zama-ai/bounty-ecdsa-signature
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s = k7 1(H(M) + 1 -sk), requiring the user to provide an encrypted nonce k. The
running time for generating one signature on secp256kl is approximately one or
two days on a 64-core CPU. Compared with them, our estimated CPU running
time is 2.5 hours.

2 Preliminaries

Notation. For a positive integer m, we denote by [n],, the representative of the
integer n modulo m in the range [0,m). We deliberately use [m]; with t = X — 2
to denote its flattened polynomial [GV25]. We use bold font like v to denote a
vector of elements, and we use v; to denote the i-th element of vector v. For a
polynomial f(X), we use f to denote its coefficient vector, and f; will be the
coefficient of X* in f(X). When we define a polynomial f(X) € Z[X]/{(g(X)),
we use the representation of f with minimal degree by default. We use [m] for a
message m to represent the homomorphic encryption of m.

2.1 RLWE, CKKS, and Discrete CKKS

RLWE. The Ring Learning-With-Errors (Ring-LWE) problem is a hard problem
formulated in [LPR10]. We use the ring Rg = Z[X] /(X" + 1,Q) to instantiate
the RLWE problem, where N is a power of two and @ is a large integer [BCC™T24].
The RLWE problem allows the encryption of a polynomial m € R as follows

(—as+m+e,a) GRzQ

where a, e, s are polynomials in Rg. The decryption is an inner product with (1, s)
and results in m + e € Rq; how to extract m from the noise is scheme-specific.

CKKS. The CKKS scheme [CKKS17] further connects complex vectors to poly-
nomials using the ring isomorphism from CN/2 to R[X] / <X N4 1>. By properly
scaling the complex vector using a scaling factor A, CKKS can approximately
support complex arithmetic.

We use the term “slot” for an entry in the complex vector, and this encoding
is called slot encoding. In the bootstrapping process [CHK 18|, the complex
numbers need to move between the slots and the polynomial coefficients, using
the linear transformations CoeffsToSlots and SlotsToCoeffs. The modulus raising
operation ModRaise and the homomorphic sine operation EvalSine introduce and
remove the extra ggl in the coefficient encoding, respectively. Within this process,
a technique called sparse key encapsulation can be used to reduce the size of |I].

Lemma 1 ( [BTH22]). After the ModRaise operation, the new overflow I
satisfies ||1]|,, < K except with probability pjai.

By using the sparse-key encapsulation technique, where the encapsulated sparse
key has Hamming weight h = 32, we have Pfait = 279 for K =15 and pga is
negligible for K = 16.



Discrete CKKS. More recently, discrete CKKS [DMPS24, BKSS24, AKP25,

AKPZ26] focuses on encoding discrete numbers into the complex slots. It can

encode a vector of discrete messages m; € Zj,, with p being a power of two 2.
The key feature of discrete CKKS is the support for functional bootstrapping

with an arbitrary look-up table.

Definition 1 (CKKS Functional Bootstrapping). For a vector of discrete

messages m € Zf,v/g, the discrete CKKS functional bootstrapping (FBT ) evaluates
an arbitrary look-up table f : Z, — Zy,

FBT, (Am + e> LGOI
p p

with ||€’|| generally smaller than ||e||. For convenience, we use the notation
f(m) = (f(mo), f(m1),..., f(mn/a—1))-

It is observed that certain ciphertexts in the functional bootstrapping process
can be reused to efficiently support multi-value functional bootstrapping.
Definition 2 (CKKS Multi-Value Functional Bootstrapping). For a vec-

tor of discrete messages m € Z;,Vﬂ, for J look-up table functions fU) Ly = L,
the discrete CKKS multi-value functional bootstrapping supports

f(j)(m)

J—1
m :
MV-FBT{f(j)}jE[J] (Ap —+ e) = |:Ap + e(])

j=0

Another observation is that different CKKS slots are independent and can
evaluate different LUTs in one functional bootstrapping [Rov26]. We call this
slot-parallel functional bootstrapping and it is defined as follows
Definition 3 (CKKS Slot-Parallel Functional Bootstrapping). For a

vector of discrete messages m € Z,I,V/Q, for N/2 look-up table functions fU)
Ly — Ly, the discrete CKKS slot-parallel functional bootstrapping supports

(FO(mq),- -, f(N/Qfl)(mNm—l))
p

+ée

m
SP_FBT{f(j)}je[N/ﬂ <Ap —+ e> = A

with ||€’|| generally smaller than |e||.

As they exploit different forms of parallelism in the discrete CKKS functional
bootstrapping process, we can combine them to support slot-parallel multi-value
functional bootstrapping. The definition of SP-MV-FBT is straightforward.

2.2 The Gao—Zheng Scheme

The Gao—Zheng scheme supports both arithmetic and Boolean operations for a
vector of n-bit integers [GZ26]|. The key idea of the GZ scheme is to use multiple
complex slots to represent a single n-bit integer:

C2 = RIX]/(X"— X +2) &2 ZIX]/(X" - X +2,X —2) = Zyn

10



In this relation, the arrow in the middle stands for the triangle encoding, which
will be defined shortly. In the following text, we will use the notation Z =
ZIX]/(X™"— X +2) and t = X — 2. We will also use Zp = R[X]/(X" — X +2)
and Z; = Z[X]|/{( X" - X +2,X — 2).

For a message m from Zsn, its flattened polynomial in Z; is [m]; = Z;é b XF,
where by, is the k-th bit of m. Intuitively, the symbol [-]; can be understood as a
modulo-by-t operation in the ring Z.

To embed the flattened polynomial in the ring Zg so that the arithmetic
properties are preserved, the triangle encoding scales [m]; by a CKKS-style scaling
factor A and divides it by ¢, so that it has the form of Al + %[m]t +e € Zg.
The extra I, a polynomial with integer coefficients, represents the carries and
overflows that accumulate during computation. The low-bit e stands for noise
caused by encoding, homomorphic encryption and computation. The triangle
encoding can decode correctly as long as [[te|]| < A/2.

The complete picture is as follows using Rr = R[X]/<XN + 1>:

RQ R(Ed Re o (CN/Q _ ((Cn/Q)N/n o~ Z]}]gy/n E ZtN/n
Therefore, the GZ scheme allows one RLWE ciphertext to encrypt a vector of
n-bit integers of length N/n. This encoding supports arithmetic operations like
addition/subtraction and multiplication, and is therefore called the arithmetic
mode of the GZ scheme.

The Boolean mode for the GZ scheme is exactly the discrete CKKS for
bits [DMPS24, BCKS24], which supports bitwise operations and bit shifting using
CKKS multiplication and rotation.

Arithmetic refreshing. In the triangle encoding, both the overflow I and the
noise e must be properly controlled as their sizes generally grow in homomorphic
computation. The size of the overflow I is more crucial as it appears in cross
terms in homomorphic multiplication. We elaborate on the process of A2A-I.

The whole process of A2A-T is (1) linear transformation Z-to-R, (2) Truncate
and ModRaise, (3) linear transformation R-to-Z. Here these linear transformations
are similar to CoeffsToSlots and SlotsToCoeffs in CKKS bootstrapping. After the
linear transformation, the AI coefficient structure is moved to the ring Rg, and
it can be truncated away by proper scaling. Then we need to execute ModRaise
to regain the modulus and allow further computation, which introduces another
much smaller I’, especially when combined with the sparse key encapsulation
technique. We then move the coefficients in R back to Zg, so that we maintain
the original triangle encoding, with a much smaller overflow I’ introduced by
ModRaise.

3 Arithmetic-to-Boolean Conversion for Zgn

In this section, we instantiate the homomorphic canonicalization operation by
discussing the Arithmetic-to-Boolean conversion in the Gao-Zheng scheme [GZ26]
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for power-of-two moduli 2”. We present our new conversion method A2B¢ a for
the Gao—Zheng scheme.

3.1 Modulo-t Reduction as Canonicalization of Redundant Binary
Digits

Multiplication by t exposes a redundant Radiz-2 digit vector. In the Gao—Zheng

FHE scheme, an arithmetic-mode ciphertext is encrypted with the triangle

encoding in Zg = R[X]/(X™ — X 4 2) in the form of f,,, = AI+%[m}t+e, where

I is the polynomial representing overflow, and [m]; is the flattened polynomial.

Rather than exploiting the triangle form of f,, to recover [m]; iteratively as
in [GZ26], we instead work with a form that is multiplied by ¢t = X — 2:

tfm = A(tI 4 [m];) +te:= AM +¢' € Zg

tfm encodes an integer polynomial M = tI + [m]; € Z. Notice that M = [m];
(mod t), so the canonicalization process can be viewed as recovering the binary-
coefficient representative [m]; from the congruence class of M mod t.

From now on, when we use a polynomial in a vector context, we are referring
to its coeflicient vector M.

For a vector b = (by,...,b,—1), define the radix-2 value map as vala(b) :=
27:_01 b;2¢, which is the integer represented by b in radix 2. By definition,
valo(M) = M(2), so the coefficient vector M can be regarded as a redun-
dant radix-2 representation of M (2). The term redundant means that its digits
do not necessarily belong to {0,1}, and we will use its binary representation
as the canonical form. Now we show that M(2) is congruent to m modulo 2.
Hence [m]; is the last n bits in the binary representation of M (2), which can be
retrieved by canonicalizing M into a binary string and truncating higher-order
bits. This is formalized in the following proposition.

Proposition 1 (Modulo-t reduction is binary canonicalization). For M =
tI + [m]; € Z, we have the relation [M(2)]an = m. In other words, the binary
representation of m lies in the last n bits of the binary representation of M(2),
and can be recovered by canonicalizing M modulo 2™.

Proof. Since M = tI + [m]y in Z, there exists o € Z|X] such that
M=tI+[ml;+a (X"—X+2)

Fvaluating at X = 2 gives M(2) = 0-1(2) + m+ «(2)2", so M(2) = m (mod 2™).
Since m € [0,2™), we have [M(2)]2n = m.

By Proposition 1, the remaining question is: given a redundant radix-2 digit
vector M, how can we efficiently find its binary representation? We do so in
two steps: (1) reduce the redundant digits to the alphabet {0, 1,2}; (2) use a
carry-lookahead circuit to convert these digits into the canonical representation
[m]:. The second step can be accomplished using the LCtoC algorithm in [CPL26],
and in the following subsection we will describe the first step in detail.
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3.2 Reducing Redundant Digits to a Small Alphabet

In the first step, we want to reduce the redundant digit vector M to a digit
vector b = (bg,...,b,—1) with b; € {0,1,2}, while preserving its value modulo
2": vala(b) = M(2) (mod 2™).

We first add a public nonnegative offset vector that moves all digits into a
nonnegative range. This allows us to decompose the vector into several binary
strings using MV-FBT. We then compress them to two binary strings using a
tree of 3-to-2 compressor circuits, and add the two binary strings coefficient-wise
to obtain digits in {0, 1,2}.

Moving the redundant digits into a nonnegative range. Suppose that the digits of
M lie in [—H, H] for a bound H, and let h be the binary representation of H. To
make the digits nonnegative, we add the offset vector ry := (H, H,...,H) + h.
Note that vals(ry) =0 (mod 2"). We can obtain a new vector M+ := ry + M
using homomorphic addition, which has nonnegative digits in the range [0,2H +1],
while preserving valy(M 1) = valy (M) (mod 27).

Concretely, after the preprocessing A2A-I on the input ciphertext, we have
[ I]] < 15 except with failure probability pg.; ~ 278° by Lemma 1. Then we obtain
IItI]] < 4]|I]] < 60 using [GZ26, Prop 4]. Therefore, we can set H = 4K + 1 = 61,
and the digits of M lie in [0, 123], which can be represented by W = 7 bits. W
is a constant regardless of the bit-width n.

Use MV-FBT to extract the binary digits. Since the digits have a bounded
range of [0,2H + 1], we use multi-value functional bootstrapping (MV-FBT)
to efficiently reduce them to the small alphabet. We design an MV-FBT with
W := [log(2H + 2)| LUTs to extract all bits of M. The j-th LUT is defined
as the j-th bit in the binary representation of the input digit x:

LUT; (z) = H;H 0<j<W
After applying the MV-FBT, we obtain W binary strings b\ := LUT;(M™)
with M+ = ijigl 27p9),

Multiplication by 27 can be implemented as vector rotation. Indeed, if we
denote by rotj(v) the vector v rotated by j steps to the higher digits, we
have valy(rot;(v)) = 31" ;2047 = 2Jvaly(v). Therefore, we have the following
relation:

w—1 w—1
vala( 2Jvaly(b Z valy (rot; (1))
7=0 7=0

We use CKKS rotation to implement the vector rotation, and after rotating
each bit string, we obtain a new vector s = ZWOI rot; (b)) with the same
represented value. Since we only need to maintain the value modulo 2", we mask

out the higher-order bits of b() and maintain s as an n-slot vector.
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Summation using 3-to-2 boolean compressors. Instead of directly summing the
vectors b\, we exploit the fact that each of them is a binary string and use
binary circuits to add them.

We design a 3-to-2 compressor circuit to iteratively reduce the number of
binary strings. The functionality of the compressor circuit is the same as a full
adder, while it is designed to contain fewer multiplications and be more efficient
to implement using CKKS. The circuit takes three binary inputs z,y, z € {0,1}
and outputs two binary values, their sum s and carry c. The circuit is defined
as c:=yz+ (y+ 2z —2yz)r and s := z + y + z — 2¢. One can verify that s
and ¢ are both binary values satisfying s + 2¢c = x + y + z. The circuit can be
implemented in two multiplicative levels. In the concrete implementation, we
need to incorporate proper masking for the input binary strings; the formula is
given in Appendix B and has no additional level cost.

By homomorphically performing the circuit in a SIMD manner, we can reduce
three binary strings x, y, z into two binary strings s and ¢, while maintaining
their represented value vala(x + y + z) = vala(s + roty(¢)). Again we mask out
the highest bit of ¢ to maintain n-slot vectors.

For the input binary strings b), we build an O(log W)-level tree of 3-to-
2 compressors to reduce them to two binary strings, which costs O(log W)
multiplicative levels. For example, when W = 7, the 4-level tree has 7 — 5 —
4 — 3 — 2 binary strings in each level, respectively, which uses 8 multiplicative
levels. The final two binary strings are then added together to obtain the final
digit vector with digits in {0, 1, 2}.

Finally, reducing the vector with digit values in {0, 1,2} to the canonical
binary digits can be solved by performing carry-lookahead on the digits. Under
CKKS, this is optimized by [CPL26| using the LCtoC algorithm, and we adopt it
to perform the final step of A2Bc¢ia.

3.3 Complexity and Level Analysis

In this section, we analyze the consumption of CKKS bootstrapping operations
and multiplicative levels in the A2B¢c|a algorithm. First, the preprocessing A2A-T
consumes one CKKS bootstrapping; then the linear transformation Z-to-C takes
1 level; next, an MV-FBT with W LUTs over Z,w is applied to extract the binary
strings; after that, the 3-to-2 compressor tree takes O(log W) = O(loglog K)
multiplicative levels; finally, the LCtoC algorithm takes 1 FBT to convert the
symbols and O(logn) multiplicative levels, as described in [CPL26].

In total, A2Bcia consumes 3 CKKS bootstrapping operations, and O(loglog K+
log n) multiplicative levels. Since K is a constant determined by the CKKS scheme,
this can be seen as O(1) CKKS bootstrapping and O(logn) multiplicative levels
with respect to the plaintext bit-width n.

4 Extending Gao—Zheng and A2Bc a for Prime Moduli

In this section, we show how to extend the Gao—Zheng scheme and the A2B¢|a
conversion to support prime moduli. We also show that this conversion algorithm
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can be used to implement homomorphic modular conversion and homomorphic
division for a prime modulus.

4.1 Extending Gao—Zheng Scheme to Prime Moduli

While the Gao—Zheng scheme can already support arbitrary moduli through fold-
ing or the Montgomery form, as explored by the Cha—Park-Lee scheme [CPL26|,
these methods require a reduction operation consisting of multiple bootstrapping
operations after each multiplication. Moreover, to obtain the bit representation
from the Montgomery form, we need another Montgomery reduction before the
conversion to bits.

To natively support a prime modulus ¢ with bit-width n, we extend the
ring in Gao-Zheng Z = Z[X]/(X™ — X +2) to a more general ring Zp, :=
ZIX]/{Fy(X)). Here F,(X) is called the supporting polynomial for ¢, which
needs to satisfy the following properties: (1) Fy, is a degree n monic polynomial
with coefficients in {—1,0,1}; (2) F,(2) = ¢; (3) F, has n distinct non-real roots
when n is even; F;, has n — 1 distinct non-real roots and one real root when n is
odd. Property 1 gives a bound on |[tI|| < 4|I| in ZF,, which is used in A2Bc_a;
Property 2 guarantees that Zp, / (X —2) =2 TF,; Property 3 gives the isomorphism
Zr,p, = R[X]/(Fy(X)) = C"2 for even n, and Zg p, = R x C"~1/2 for odd n,
so we can efficiently encode the polynomial in complex slots. For any odd prime
g, its supporting polynomial F,(X) always exists (see Appendix D for the proof).
For a concrete instantiation, we perform a heuristic search over polynomials and
select the one with the minimal multiplication noise growth based on experiments.

In Zf,, the flattened polynomial [m]; for m € Z, is defined as [m]; =
E?:_Ol b; X where b; is the i-th bit of m, using its representative in [0, q). Note
that this is an unsaturated mapping from m to a length-n binary string. We can
similarly define the arithmetic triangle encoding A(I + [m];/t) + e in Zg F, to
support addition and multiplication in [F,. We can again define a homomorphic
linear transformation between Zg r, and C™/2 (or R x C»=1/2 if  is odd) using
the Vandermonde matrix of the roots of Fi,(X) in C. Moreover, conversions like
A2A; B2B and B2A can be performed using the same sequence of operations as
in the Gao—Zheng scheme.

The main difference is the arithmetic-to-Boolean conversion. The A2B conver-
sion and its batched version B-A2B in Gao—Zheng do not apply to the general
triangle encoding because we cannot extract the bits one by one.”

4.2 A2Bc_a for Prime Modulus

To obtain arithmetic-to-Boolean conversion for a prime modulus ¢, a natural
idea is to extend the A2B¢ a introduced in Section 3. However, the original
A2Bca canonicalizes M := tI 4+ [m]; € Z into a length-n bit vector, it cannot
be interpreted as [m];, and we need to preserve all bits in M (mod t):

7 For this reason, the arithmetic-to-Boolean conversion in the concurrent work of Shen,
Li, Wang, and Lu [SLWL26] does not apply to a general modulus q.
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Proposition 2 (Modulo-t binary canonicalization gives m modulo ¢).
For M :=tI + [m]; € ZF,, we have the relation [M(2)], = m. In other words, m
is the remainder of M(2) modulo q.

Proof. The proof is similar to Proposition 1 by replacing X™ — X + 2 with Fy(X).

To homomorphically compute modulo-by-t operation, we still follow the
template as in Section 3, but to maintain the value modulo ¢, we cannot discard the
higher-order coefficients of M, and the result will be a bit string a whose length
is longer than n. We therefore are required to “fold” the higher-order coefficients
into lower coefficients and produce a length-n vector a’ with valy(a’) € [0,2™).
It will be further canonicalized into the bit string [m]; as ¢ < n. They can be
carried out during the A2B¢ a process with moderate-overhead additional steps.

Overflow Gathering. As the first step, we still perform the A2Bc a algorithm
described in Section 3, but we additionally gather the discarded overflows into a
separate ciphertext. We regard the accumulated overflow A as a coefficient of
X" For coefficient by, at X" % we regard it as (2¥b;,) X™ and add 2b;, to the
accumulated overflow A. This process does not consume additional multiplicative
levels. After the A2Bca algorithm, we have a length-n bit vector b and a
gathered overflow A. Since the represented value is preserved in each step, we
have M T (2) = valy(b) + A - 2™

Overflow Wrap-around. We crucially find out that the binary representation d(©)
of Ag :=[A-2"], can be used to replace the term A - 2" because the modulo-¢
value is preserved. To obtain d(?) efficiently, we broadcast A in one slot to n slots
using rotate-and-sum, then apply a SP-FBT with its i-th slot outputing the i-th
bit of [A - 27], for input A. A is bounded due to the following observation:

Lemma 2. There exists a constant Cy > 0 such that A € [Cy, Co + 2K + 1].

The proof of Lemma 2 is given in Appendix C.1. With this lemma, we can
first subtract Cp from A and obtain A’ = A — Cj, then feed A’ into the SP-FBT
where the LUT at slot ¢ outputs the i-th bit of [(A’ + Cp) - 2"],. Then the LUT
has a bit-width of log(2K + 2) = 5 under the setting in Section 3.2, and outputs
the binary representation d(©).

Now we obtain s(9 := b + d©. The represented value is preserved as
valy(s(9) = valy(b) + Ag = valy(b) + A - 2" = M(2) mod q.

Final Canonicalization. Since the digits of (%) has a small alphabet {0, 1,2},
it seems that applying LCtoC gives us [m];. However, LCtoC may produce an
additional carry that should be wrapped around again. Moreover, the output
n-bit binary string might be a representation of m or m 4 ¢ and is not unique.

Instead, we produce flag bits for all possibilities of the represented value (e.g.
m or m+¢q), and use them to select the correct representation. In concrete, we find
out that valy(s(®)) = valy(b) + Ag < 2" 4 ¢ < 3¢, so we only need to distinguish
between three cases: valy(s(?)) = m € [0,¢), valy(s(?)) = m + ¢ € [¢,2¢) and
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valy(s(9)) = m+2q € [2q, 3¢). Then we need to subtract by ¢ and 2¢ in the second
and third case, respectively. The flag and subtracted value can be obtained by
three carry-lookahead circuit in parallel, which is formulated by the following
lemma (proof given in Appendix C.2).

Lemma 3. Let A; := Ao + (2" — q) and Ay := max(0, Ao + (2" — 2q)). For
i =0,1,2, consider the sum s; := vah(b) + A; and decompose it as s; = x; + ¢;2"
where x; € [0,2™). We have

xo+ c1(r1 — o) + ca(z2 — 1) =m  and A; €10,2"),¢; € {0,1}, i=0,1,2

We generate the binary representations of A; and A, denoted as d*) and
d® respectively, together with d(©) using a SP-MV-FBT. We want to obtain the
bit string s(¥) and ¢; such that valg(s(i)) + ;2" = s;.

This is done by b+ d(® in parallel using carry-lookahead that produces s(?)
and the overflow bit ¢;. The range in the lemma guarantees that d* can be
represented by n bits, and the overflow bit ¢; is either 0 or 1. At last, we perform
a MUX using s(9 + ¢;(s(V) — 5(0) 4 ¢5(s? — s(1) to obtain [m],, which finishes
the A2B¢ A conversion under modulus q.

The three carry-lookahead circuit needs special symbols and we can use a
single multi-value symbol-LUT to produce them by packing the four input binary
strings (d(o), dV, d®, b) as the input. Then the three carry-lookahead circuit
can be performed in parallel, consuming one MV-FBT and log(n) + 1 CKKS
levels.

Especially, we show that when ¢ is close to 2", A; and ¢ are always 0, and
d® and s® are not needed. This removes one output of the SP-MV-FBT, one
input width, and therefore one level, of the packed symbol-LUT, and one use of
the carry-lookahead circuit. The following lemma gives the concrete formulation
(see Appendix C.3 for its proof).

Lemma 4. When q > (1 — ﬁ) 2" we have As = 0.

Notice that both prime moduli p and u in the ECDSA signing protocol satisfy
the condition in Lemma 4, and therefore this optimization is applied to our
homomorphic ECDSA signing.

Remark on nonnegative redundant digits. Notice that under modulus ¢, the
offset vector riy := (H,H,...,H)+ h/ for h' being the binary representation of
[H(1—2")],, which is different from the construction in Section 3.2. Nonetheless,
the bound for the digits of M+ remains the same.

4.3 Complexity and Level Analysis

In this section, we analyze the number of FBTs and multiplicative levels con-
sumed in the A2Bcia conversion for modulus q. The overall level consumption of
A2Bc_a is presented in Table 2. First, the original A2B¢ia algorithm consumes 3
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Table 2. The level consumption of A2Bcia for Zz» and F,. The additional operations
or bootstrapping steps needed by A2Bcia for F, are marked with {. This table should
be read from left to right and top to bottom to understand the level consumption of
each operation. After each C2R, the ModRaise operation restores the available level to
L, and this is represented as a new line in this table.

Before BTS ZiC C;R
R2C C2z Z2C(t) Mask* C2R
A2A-L 3 1 1 1 2
i -~ .
MV-LUT RgC MVlgUT Contr;ctlon C;R
¥ | R2C  Symbol LUT Carry-lookahead* C2R'
LCtoC 3 11 log(n) + 1 2
f R2Cct  SP-MV-LUT' C2Rf
6-LUT 3 14 9
t t t ] tx t
LCtoC R2C" Symbol LUT" Carry-lookahead™ MUX
3 12 or 13 log(n) + 1 1

* Mask is designed to resolve the “breaking-into-halves” effect [GZ26] and gather each
word into consecutive slots. The original format is restored after the propagation,
which we can fuse into the final step of the last carry-lookahead.

¥ The overflow A is gathered during these two processes.

CKKS bootstrapping operations (including the bootstrapping for A2A-T), and
O(loglog K + logn) multiplicative levels; Then, in the overflow wrap-around
step, we apply SP-FBT to get the binary representation of A®, which is one
SP-MV-FBT and refreshes the level of the ciphertext; After that, the LCtoC
algorithm is applied to (d((0)),d™),d®, b) to get s;, which takes 1 MV-FBT over
Zsa to convert the symbols, and O(logn) multiplicative levels; Finally, we use the
overflow bits ¢; and co to select the final result s, which takes 1 multiplicative
level.

In total, the A2Bc A conversion under modulus ¢ consumes 5 CKKS boot-
strapping operations, and O(loglog K +log n) multiplicative levels. Similar to the
previous modulo-2" scenario, this can also be seen as O(1) CKKS bootstrapping
and O(logn) multiplicative levels with respect to the plaintext bit-width n.

4.4 Homomorphic Modular Conversion Using A2Bc a

Our A2Bc¢| A algorithm can also be used to convert ciphertexts between different
moduli. The core idea of the conversion comes from the fact that the inputs of
B2A do not need to be in binary form: if slots have a larger digit range, the
output arithmetic mode ciphertext will still be an encryption of [”21‘7 plus an
additional overflow I. This is exactly the triangle encoding, and we only need

one A2A-T to truncate [ if it is too large.
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In general, if we want to convert a ciphertext from a modulus p to a modulus
q with the same or larger bit-width, we can first convert the ciphertext to Boolean
mode using A2Bcia under F,, then pad the Boolean string to the bit-width of ¢,
and use B2A under F, to convert it back to arithmetic mode modulo g. The p to
u conversion in the ECDSA signing protocol is a concrete example. When the
bit-width of ¢ is smaller than that of p, an additional “overflow wrapping” turns
the high-order bits into the low-order bits. More specifically, if p has bit-width n
and ¢ has bit-width m, then a bit b; in the high-order slot ¢ € [m, n) should be
wrapped into the value [b; - 2] ¢- We can get its binary representation by preparing
the binary string of [2%], in plaintext at discrete CKKS encoding and multiplying
it by the slot value b;. Then we add these n — m strings and the original low-order
slots together, which will give a string with digits in [0,n — m 4 1). Then after
B2A under F, we can get the final result.

We note that such conversion implies homomorphic ciphertext-plaintext
division for a prime modulus ¢: for an encrypted value m modulo p, we can first
convert m to modulus ¢, which gives [m],. Then, we can convert [m], back to
modulo p, and compute (m — [m],)g~! (mod p), which is exactly [m/q].

5 One-Round Threshold ECDSA Using A2Bcia

In this section, we demonstrate the application of A2Bc a by constructing a
one-round threshold ECDSA scheme.

The deterministic ECDSA signing process over secp256kl consists of the
following steps: (1) from the message hash h and the signing key sks)g, derive the
nonce k = HMAC-DRBG(h, sksig) by a hash-based PRF; (2) compute the curve
point R = [k]G on E(F),), where G is the base point; (3) compute r = R, mod u,
where R, is the z-coordinate of R and u is the order of G; (4) compute s =
k=Y(h+ 1 - sksig) mod u; and (5) output the signature (r, s).

The above process is a mixed-mode, mixed-modulus workload. Step (1) is
Boolean, steps (2) and (4) are arithmetic over two different prime moduli (p for
the curve and u for the scalar field), step (3) requires a transformation from one
modulus to another, and step (5) must return to bits to perform noise cleaning
for threshold decryption. Therefore, the underlying FHE scheme must support
Boolean operations and arithmetic operations over different fields F,, and F,,, as
well as efficient conversion between them. We achieve this with our new A2Bcia
algorithm, which works for elliptic-curve moduli.

Fig. 5 provides the concrete algorithm of the proposed ECDSA protocol, and
Fig. 2 traces the data flow and the mode changes through the protocol. In the
rest of this section, we outline how the ECDSA signing protocol is evaluated
under our FHE scheme.

5.1 Supporting Polynomials for secp256k1

For the secp256k1 curve, we select the supporting polynomial F,(X) for modulus
p and F,,(X) for modulus u, with the criterion that their multiplication noise
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Fig. 2. Dataflow of one-round threshold ECDSA signature protocol. The rows correspond
to the three ciphertext modes: Boolean mode, arithmetic mode modulo u, and arithmetic
mode modulo p. The arrows indicate data flow, and the colored arrows between different
rows indicate a conversion using B2A or A2Bcia.

growth is minimal among the instantiations we searched. The concrete definitions
are as follows:

Fo(X) =X2%6 _ x32 _ x10 4 x5 4 X4 X +1
Fu(X) =X 43" X' =y " XJ
i€EA jEB
A ={0,6,8,14, 22,28, 30,31, 36, 39, 45, 46, 49, 52, 70,
77,79,83,86,99,104, 116,117, 119, 121, 126, 127}
B ={17,19,34,41, 54,62, 66, 88,92, 94,96, 101, 106, 109, 112, 123, 129}

5.2 Hash Function Evaluation

In step (1) of ECDSA, we evaluate the deterministic nonce-generation procedure
HMAC-DRBG on the message hash h and the signing key sksig. We instantiate
it with HMAC-SHA3-256, since SHA3-256 is relatively friendly to evaluate in
discrete CKKS and is recognized in FIPS-186-5 as a valid hash function for
ECDSA [Nat23]. We pack the Keccak states into one ciphertext in Boolean mode,
where each bit of the state is encrypted in a separate slot of the ciphertext, and
at most 16 states can be packed in parallel.

As the generated nonce k is required to lie in [1,u — 1], nonce generation
includes a rejection sampling process. Under homomorphic evaluation, we generate
a fixed number cand of candidates, compute their validity flags, and obliviously
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KeyGenThg,.G(l’\ 5 177, 19)

1: (Sks|(;, pks|G) < KeyGens|G(1)‘)

2:  (PPThFHE; PKThFHE, VKThFHE, {Sk(Ti;?FHE}ie[n]) — KeyGentpere(1*,17,1%)
3: [sksic] = Encrhere(sksic, pkThrHe)

4: pp < (ppThrHE, PKTHFHE, eVKThrHE, [Sksic])

5: return (pp‘7 pksic, {Sk'(l'ih)FHE}iE[n])
PartSignThsig (sk(Tﬁ?FHE, M)

1: h+ HM)
[[kﬂ — HMAC-DRBG(h, [[Sk5|G]]) // Homomorphically compute HMAC
[[R]] — [[[k‘]HG // Scalar multiplication in E(F))

[xr] < [R] / Affine recovery from projective coordinates

[r] < [zr] (mod w) / Modular reduction from F, to F,,

[s] ¢ K]~ (A + [r][sksic]) / mF.

[(r,s)] < Mask([r], [s], [k]) / Mask, bit conversion and bit cleaning

N O O s WN

8: part(T?SIG(M) + PartDecthene([(7, s, flag)]],sk(Ti}?FHE)
9: return part%?S,G (M)
Combinersi({partrisic(M) ies, s1-0)

1: o+ FinDecrnene({part}ys,c (M) }ies, s=0)

2: return o

Fig. 3. Our one-round threshold ECDSA signature protocol. The steps in blue are
homomorphic computations.

select the first valid candidate. We choose cand = 2, which gives a negligible
failure probability.

HMAC-DRBG needs eight HMAC evaluations to generate two candidates:
four for initialization, one per candidate, and two between consecutive candi-
dates [Por13]. One HMAC evaluation invokes two SHA3-256 hash function, each
with two blocks of input. We use SIMD and pack the first input block of both hash
function into one ciphertext, then evaluates them in parallel, resulting in three
Keccak permutation calls for each HMAC.We further reuse the two prefix states
across HMAC calls with the same key, which saves another four permutations,
resulting in 20 packed permutation calls.

Each Keccak permutation consists of 24 rounds [Nat15]. We carefully design
the homomorphic evaluation and implement each round in nine multiplicative
levels and three rounds can be refreshed using two B2B. Therefore, each Keccak
permutation uses 16 B2B. With 20 packed permutation calls, we have 320 B2B
operations. We need some additional comparison and masking for the validity
flag, which consumes 2 B2B.
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5.3 Scalar Multiplication on the Elliptic Curve

In the next step, we need to compute the scalar multiplication R = [k]G for a fixed
public base point G on the elliptic curve E(F,). To evaluate this homomorphically,
we first use the classical fixed-base window method [BGMW93,LL94]: we pack the
bits of k in groups of 4, and write it as k = 223:0 16“d,,, where d,, € [0, 15] is the
w-th digit of k in base 16. We precompute the 64 - 16 point table P, 4 = [d16"]G
in clear, and pack them into 8 plaintexts in Boolean mode. The lookup for
each point is a four-level multiplexer tree whose leaves are public table entries
Py, ..., Py and whose selectors are the encrypted digit bits d,,. The selection
of all 64 windows can be performed in parallel with the SIMD packing. After
the final 64 points are selected, they are converted to arithmetic mode modulo p
using one B2A conversion.

For the next step, we need to compute the sum of the selected points P, :=
Py 4, forw =0,...,63. Since point addition under the standard affine coordinates
(x,y) requires a modular inverse modulo p, which is expensive in the FHE setting,
we instead use homogeneous projective coordinates® (X : Y : Z) to represent a
point (XZ~1,YZ~1). Then no modular inverse is needed in the addition process,
and each point is stored as three 256-bit words modulo p. The point addition
is then performed by a multiplication tree with depth log(64) = 6. Since the
points are packed in one ciphertext, point addition on each level is performed
in parallel, and we design a dedicated SIMD-style homomorphic evaluation for
the point addition (see Appendix E for the detailed implementation). After the
addition tree finishes, we are left with the final point R = [k]G in homogeneous
projective coordinates (Xr : Yg : Zg), and the final step is to compute the
affine z-coordinate xgp = X RZlgl modulo p, which we will describe in the next
subsection.

5.4 Modular Inverse Computation

For the ECDSA signature, two modular inverse computations are needed: Z]El mod
p for the affine recovery discussed above, and £~! mod u for the computation of
the scalar s. Both are computed by Fermat’s Little Theorem (Z§_2 and k%2,
respectively) using a fixed multiplication chain [Smil7]. The p-inverse chain con-
tains 270 ciphertext multiplications and costs 270 levels, while the u-inverse chain
contains 290 ciphertext multiplications and costs 290 levels. A2A is performed
after each multiplication to refresh the overflow I and error e of the ciphertext.

5.5 The Conversion to Bits and Cleaning

Finally, we need to compute s = k~!(h + r - skgig) under F,. Since we have the
ciphertext for k!, r and sks)g in arithmetic mode modulo u, this is a simple
arithmetic computation.

8 We use homogeneous projective coordinates instead of Jacobian coordinates, since
only the former gives a uniform point addition formula even when the input is the
infinity point O, which is more efficient to implement in FHE.
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Table 3. Parameters for all experiments

RingDim Scaling Factor MulDepth! Modulus SK Dist
N log A L log QP (h; h)
216 43 29 1741 (Uniform Ternary ; 32)

T Refers to the CKKS multiplicative depth, not the available multiplicative depth for
arithmetic mode in our scheme.

Then we convert the results r and s back to Boolean mode using A2Bcia
for modulus u. With the Boolean mode ciphertext, we can evaluate the validity
predicate flag = [1 < k < u] A [r # 0] A [s # 0], and use it to mask the output
(r, s), converting it to (0,0) if the signature is invalid. Then r and s are packed
into a single Boolean ciphertext. To enable noise flooding, we apply the noise
cleaning polynomial h : z +— 322 — 223 that consumes two CKKS levels [CKK20).

5.6 Signature Failure Probability

A signing attempt fails if one of the following happens: k& ¢ [1,u — 1], r = 0,

or s = 0. Since the nonce k is pseudorandom, its value can be modeled as

uniformly distributed in [0,2%%%). Then with cand = 2, the failure probability of

kis p1 = (1 — %)% ~ 272553, Then by the uniformity of k, the value of r is

uniformly chosen among the coordinates of nonidentity curve points, where the
2

probability of r = 0 is p» = =3 ~ 27255.0. by similar analysis on s, we have the

probability of s = 0 is p3 < ﬁ ~ 272540 Thus the total failure probability of
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the signature is bounded by p; + p2 + p3 < 27°°°, which is negligible.

6 Experiments

6.1 Implementation and Parameters

Our implementation is based on the code from [GZ26], using OpenFHE [BAB'22]
v1.5.1. It uses the HEXL [BKS*21| backend for CPU experiments and the
FIDESIib [ADOVLG*25] backend for GPU experiments. Our CPU experiments
were conducted in a single-threaded setting on a Linux machine with an AMD
RYZEN AI MAX+ 395 CPU and 128GB RAM, running Debian 13. The compiler
used is clang 19. Our GPU experiments were conducted on a Linux machine with
110GB host memory and an NVIDIA RTX Pro 6000 with 96GB VRAM, running
Ubuntu 22.04.

Most parameters are summarized in Table 3. Compared with [GZ26], one
difference is that we select L = 29 to support MV-FBT with LUT over Zow, and to
accommodate the additional level consumption caused by the 3-to-2 contraction
circuit and the carry-lookahead circuit in LCtoC. Note that [GZ26] selected
L = 20. While we could in principle select a smaller L with more bootstrapping
operations, we use the current form for easier exposition.
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Table 4. Detailed performance numbers for A2Bcia. n is the bit-width of the modulus.
The first table reports single-threaded CPU times, and the second reports GPU times.
The first number in each cell is the total time of the operation, and the second number
is the amortized time per slot. We reuse the A2A-I data across different moduli with
the same bit-width.

Mod #Slot | A2A-1 | A2Bcia (w/o A2A-I) | A2Bcia | Noise
2°0 1024 | 6.972s / 6.809ms | 33.69s / 32.90ms | 40.66s / 39.71ms | -12.67
2% 512 | 7.788s / 15.21ms | 35.02s / 68.40ms | 42.81s / 83.61ms | -13.90
220 256 | 9.299s / 36.32ms |  35.19s / 137.5ms | 44.49s / 173.8ms | -14.05
256 | 9.299s / 36.32ms |  63.40s / 247.7ms | 72.70s / 284.0ms | -13.67
256 | 9.299s / 36.32ms |  63.05s / 246.3ms | 72.35s / 282.6ms | -13.51
passio 256 | 9.299s / 36.32ms |  63.16s / 246.7ms | 72.46s / 283.0ms | -13.13
Mod #Slot | A2A-1 | A2Bcia (w/o A2A-T) | A2Bcia | Noise
2% 1024 | 45.67ms / 44.60us | 231.4ms / 226.0us | 277.1ms / 270.6us | -13.51
2'% 512 | 52.33ms / 102.2us | 237.7ms / 464.3us | 290.0ms / 566.4us | -14.71
2% 256 | 60.03ms / 234.5us | 244.9ms / 956.6us | 304.9ms / 1.191ms | -13.15
256 | 60.03ms / 234.5us | 426.1ms / 1.664ms | 486.1ms / 1.899ms | -11.90
256 | 60.03ms / 234.5us | 428.0ms / 1.672ms | 488.0ms / 1.906ms | -13.52
passio 256 | 60.03ms / 234.5us | 431.6ms / 1.686ms | 491.6ms / 1.920ms | -12.93

Another difference is that we use a uniform ternary main secret key with an
encapsulated sparse secret key of Hamming weight h = 32. By using the scaling
factor log, A & 43, dnum=3, and 9 auxiliary primes (50-bit) to construct P, we
obtain log QP = 1741, which maintains 128-bit security according to [BCCT24]
and [BTH22|.

6.2 Performance of A2Bca

We report the latency and noise (in log,(|le]| /A)) for our A2Bcia algorithm in
Table 4. For modulus 2", the execution latency does not change significantly
with respect to the bit-width n, and only a slight increase is observed when n
increases from 64 to 256. This is because the cost of the MV-LUT, symbol LUT
and 3-to-2 contraction circuit is independent of the bit-width n; the only increase
in latency comes from the additional level consumption in LCtoC, which needs
O(logn) rounds. For the moduli p and u that are not powers of 2, the latency
is nearly doubled with the modulus 2" case, due to the computation of the two
additional LUTs and LCtoC.

24



Table 5. Comparison of the cost of one multiplication followed by conversion to a
bit representation. We use single-threaded CPU timings and normalize other methods
using their comparisons with Gao—Zheng [GZ26].

Method | Mod | #Slot | Mult + A2B (Lat./Amort.)
p 1 569s (GPU 16.0s)
TFHE-rs [Zam22]| 1 840s (GPU 21.1s)
204 1024 35.6s / 35ms
2256 256 66.5s / 260ms
[CPLQG] P25519 128 216.3s / 1.69s
D 128 ~~ 239s / 1.9s
u 128 ~ 518s / 4.1s
264 1024 80.5s / 79ms
[GZ26] 2256 256 327s / 1.3s
u 128 ~ 76min,/ 35s
204 | 16384 128s / 7.8ms
(GZ26] (Batched)| 256 | 1634, 823s / 50ms
264 1024 31.0s / 30.2ms
204 2048 37.6s / 18.3ms
[SLAVL26] 2256 256 49.2s / 192ms
2256 512 57.6s / 112ms
204 1024 28.0s / 27.3ms
[LMWW26] 2256 256 32.0s / 125ms
P25519 256 > 269s / > 1.04s
204 1024 40.7s / 39.7ms
2256 256 44.5s / 174ms
Ours D 256 72.7s / 284ms
u 256 72.4s / 283ms
p2ss19 | 256 72.5s / 283ms

6.3 Comparison with Other Schemes

We compare the cost of one multiplication and of converting the result to a bit
representation, and the results are presented in Table 5.

The performance data of [CPL26] are borrowed from [GZ26] as they were
measured in the same environment. We further estimate the performance of
multiplication and conversion to bit representation for F,, and F,, in [CPL26], using
their implementation of baseREDC and MontREDC, respectively, by multiplying
the bootstrapping count (18 and 22) with their bootstrapping latency. Note that
to obtain a bit representation from the Montgomery form, another MontREDC is
required and the additional bootstrapping count is 17. The comparison indicates
that our native support for large prime moduli gives at most 14.5x speedup
over Montgomery-based approaches when comparing the amortized latency. Our
performance for large bit-width power-of-two moduli is also 1.5x better.

25



The performance data of [GZ26] are borrowed from their paper, in both the
single-ciphertext setting and the batched setting. In [GZ26] the multiplication
is essentially one key-switching and only the data for A2B is used. We further
estimate the cost of modular multiplication and conversion to bit representation
using the Montgomery form, which requires 7 arithmetic-to-Boolean conversions
for Zgsi2. Compared with them for power-of-two moduli, we obtain a 2 ~ 18.5x
better latency for the single-ciphertext setting, but we still have 0.2 ~ 0.28 x worse
latency in the batched setting; for large prime moduli using Montgomery-based
approach, our latency can be 147X better.

The performance data of [SLWL26] and [LMWW26] are borrowed from their
papers, normalized according to their comparison with [GZ26], and we add
our performance data on A2A-I as it is not contained in their benchmark. The
performance of pass19 for [LMWW26] is estimated using their performance data
for 2256 and their intermediate carry combination process, as in Section 1.3.

We also carry out experiments using TFHE-rs 1.8.1 [Zam22] for both F,
and I, by adapting the TFHE-1s secp256k1 implementation.” We run it both
in single-threaded CPU setting with AVX512 and GPU setting in the same
way as ours. Arithmetic over F, is carried out through Mersenne-style folding.
Arithmetic over F, requires Barrett reduction. Compared with them, our overall
latency is significantly better, and our amortized latency can be ~ 3000x and
~ 19000x better for CPU and GPU, respectively.

For dBFV |[PZZ26| and REFHE |[BFG*26], the concrete performance com-
parison could not be carried out due to the lack of performance reports and
implementations at the time of writing, especially for moduli p and u at a
bit-width of 256 and the need for a generic modulo-by-lattice method.

6.4 Homomorphic ECDSA

We report the GPU latency for homomorphic ECDSA signing in Table 6. Using
the ratio in other CPU/GPU benchmarks, we estimate that the required CPU
time is roughly 2.5 hours. The GPU execution uses 89GB GPU memory, which
mainly includes 376 evaluation keys (26.22 GB) and 8510 plaintexts (54.54 GB).

7 Conclusion

We extend the Gao—Zheng [GZ26] scheme to support large prime moduli, and
we introduce a homomorphic canonicalization operation that can be used to
implement arithmetic-to-Boolean conversion for power-of-two moduli and prime
moduli. We additionally find modular reduction and ciphertext-plaintext division
algorithms for a prime dividend. Our bootstrapping count already does not
change with the bit-width of the plaintext modulus, but it is always interesting
to see whether it can be further reduced. Another interesting problem is whether
such an O(1) count could be achieved for scalar schemes.

9 https://github.com/RyanWei0224/tfhe-ecdsa-bench
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Table 6. Detailed GPU performance breakdown of homomorphic ECDSA signing on
curve secp256k1. The superscripts (p) and (u) indicate that the operation is performed
in F, and F,, respectively.

Step ‘ Technical Step ‘ FHE components ‘Time (s)
Nonce Gen | HMAC / SHA3 | 322xB2B, B2A™ | 19.577
kG in (X 1Y : Z)[12xA2A®) | 2xB2B, B2A®P)| 1.415
Elliptic Curve z1 271 x A2AP) 13.978
re=XZ71 A2A®P) 0.029
r=r, (mod u) A2BY)  B2B, B2A™ 0.460
Signature Gen k1 291 x A2A(™) 19.540
Compute s A2A 0.074
r, s bits 2xA2B{Y, 2% B2B 0.905
Prep Thres Dec| ity bit ! 0.011
Total \ \ | 55.989

As an application of our scheme, we demonstrate one-round threshold ECDSA
signing. While its performance is not entirely satisfactory, it is a new addition
to the broad landscape of FHE applications, and we are optimistic that its
performance could be further enhanced.
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A Additional Preliminaries

A.1 Deterministic ECDSA

Let E(F,) be an elliptic curve defined by some equation over a finite field F,
with prime p. For points P and @ on the elliptic curve, there are two operations:
point addition (P 4 @) and point doubling 2P. Therefore, for a scalar k € Z,
the scalar multiplication kP can be defined using point addition and doubling.
In our implementation, the scalar multiplication operation uses the fixed-base
window method, which requires the bit representation of the scalar k; we also use
homogeneous projective coordinates (X : Y : Z) for a point (x,y) with z = X/Z
and y = Y/Z, so that point arithmetic proceeds without a modular inverse at
each step. To recover from homogeneous projective coordinates to the usual affine
coordinates (z,y), we need the modular inverse operation Z~! in F,. We also
assume there is a base point G = (z¢g,yq) for E such that the group generated
by G is cyclic of prime order u.

The Elliptic Curve Digital Signature Algorithm (ECDSA) is a widely rec-
ognized and deployed signature scheme. We use its deterministic variant, since
our setting is distributed. Let H be the SHA3 hash function. The determinis-
tic ECDSA works as follows (we omit the description of range checks here for
brevity).

Definition 4 (Deterministic ECDSA). The deterministic ECDSA scheme
is a tuple of PPT algorithms (KeyGengig, Signsig, Verifysig) with the following
functionalities:

— KeyGens (1) takes the security parameter X and outputs a random sksig € Fy,
as the private key and pksig = sksig - G as the public key.

— Signsig(sksig, M) takes the private key sksic and message M, generates the
nonce k = HMAC-DRBG(H (M), sksig) based on H, and computes R = [k]G =
(1, 7y). It then computes r = 1, (mod u) and s = k= (H(M)+r-sksig) € Fu,
and outputs o = (r,s) as the signature.

— Verifysig(M, (1, s)) takes the message M and the signature (r,s), calculates
(Vg,vy) =V = s IH(M) - G+ s7'r - pksig and outputs 1 if v, =r (mod u),
and 0 otherwise.

From the perspective of computation, we remark that the elliptic curve point
arithmetic happens in F,,, but the calculation of s happens in F,,. We also have a
modular reduction operation from 7, € F, to r € F,,. The recovery of R from
the projective coordinates requires computing Z~! € F,,, and the computation
of k~! happens in F,. We use Fermat’s Little Theorem to compute them as
Z=t=27772 (mod p) and k~! = k*~? (mod u).
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A.2 Threshold FHE

Threshold FHE is an extension of FHE where the FHE secret key skpng is
distributed to n parties. By setting the threshold parameter 6, at least 6 of the
parties are required to collaboratively decrypt and recover the message. This
approach can be used to distribute trust across multiple operators and prevent
any operator from becoming a single point of failure. We use [m] for a message m
to represent the homomorphic encryption of m. A general definition of threshold
FHE is as follows.

Definition 5 (Threshold FHE). A threshold FHE scheme is a tuple of PPT
algorithms (KeyGenThFHE, EncThFHE, EvalThFHE, PartDecThFHE, FinDecThFHE) with
the following functionalities:

— KeyGenthrne (17,17, 19) takes the security parameter X, a number of parties
1 and a threshold 0 and outputs the public parameters pp (e.g., the FHE
scheme and encoding methods used), a public key pktnene, an evaluation key

evkThrHE, and a partial secret key sk-(lngHE for each party i with i € [n]. All
algorithms below implicitly take pp as input.
— Encrhrne(M, pkrhene) takes the message M and the public key pkrhene. It
encodes and encrypts M using the public key and outputs a ciphertext [m].
— Evalthene ({[M]}, C, evkrhrne) takes the ciphertexts {[M]} and the evalua-
tion circuit C, evaluates the circuit using the evaluation key, and outputs the
evaluated ciphertexts {[M']}.

- PartDecThFHE([[M]],sk(TiaFHE) for party i takes the ciphertext [M] and its
secret key sk(TZzFHE, decrypts the ciphertext using the partial secret key and
outputs the partial result part(T?]FHE(M).

— FinDecThFHE({partfrizFHE(M)}ies’|s|:9) takes 0 different partial results part-(riaFHE(M)
and recovers M.

We focus on threshold CKKS in this paper. For the key generation process, we
can either rely on a trusted key dealer, or use the recently proposed distributed
key generation (DKG) protocol for CKKS to generate a main secret key and an
encapsulated sparse key [MHP25|. After the key generation process, the thresh-
old CKKS homomorphic evaluation process is almost the same as regular CKKS
evaluation. Note that it also satisfies the encapsulated sparse key requirement of
the Gao—Zheng FHE scheme.

In the partial decryption process, the i-th party holding secret key sk%)]FHE

can decrypt [m] using its secret share to obtain part(TzzFHE(m) and broadcast the
result to all other parties. If partial decryption results from at least 6 parties are
received, the result can be recovered using FinDectnrye. The decryption process
only takes one round of communication.

To prevent the partial decryption results from revealing the evaluation noise
and then exposing the secret key, a large amount of fresh noise is added to
the partial decryption result. This technique is called noise flooding [Gen09].
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We employ the partial decryption process and the noise flooding procedure as
specified in THED [PPS26].

For security notions related to multi-party computation, we focus on semi-
honest security in this paper. We can achieve malicious security by adding a
zero-knowledge proof of the honest execution of the partial decryption process
for each party, as discussed in THED [PPS26].

A.3 Threshold Signature from Threshold FHE

A threshold signature can be constructed using threshold FHE to achieve a
one-round signing protocol [AJLT12, BGGT18, ASY22|. Intuitively, the signing
key is homomorphically encrypted. Each party then homomorphically performs
the signing process and obtains an encrypted signature. To recover the signature,
each signer partially decrypts the result and broadcasts it to the other signers. If
at least 6 partial decryption results are collected, the signature is recovered. We
summarize the threshold signature scheme with a one-round signing protocol as
follows:

Definition 6 (Threshold Signature with a One-Round Signing Proto-
col). A threshold signature scheme with a one-round signing protocol is a tuple
of PPT algorithms (KeyGenthsig, PartSignthsig, Combinerysig, Verifysig) with the
following specifications:

— KeyGenTpsig(1*,17,1%) takes the security parameter X, a number of parties n
and a threshold 6 and outputs the public parameters pp, a public key pksic,
and a partial signing key sk%:SlG for each party i with i € [n].

— PartSignThsm(sk(Tiﬂs,G,M) takes a partial signing key Sk(Tir)15|G and a message
M, and outputs part(ngsm(M).

— CombineThs|G({part(TizS|G(M)}ies"s‘zg) takes 0 partial signing results
{part(Tlr)&G(M)}iesy‘S‘:g, and outputs the signature o for M.

— Verifysig(M, o) is the same as defined in Definition /.

B Masked 3-to-2 Compressor

Let mg, my, m. be the masks for the input x,y, z, with = from the bit string with
the largest number of bits masked out; we can replace m, and m. by m, in the
second term of the expression for ¢, and we still consume only two multiplicative
levels.

c=ymyzm, + (y + z — 2yz)zm,

5 1= xmy + ymy + 2m, — 2c
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C Proofs

Before proving the lemmas, we first give the expressions for M and M. Notice
that the polynomial ¢I + [m]; has degree at most n, where the coefficient of X"
is I,_1. Since M = tI + [m]; under the ring Zp, = Z[X]/(Fy(X)), and F,(X) is
monic, M can be expressed as

M = tI + [m); — In_1F,(X) 1)

Therefore, evaluating at X = 2 gives M(2) = m — I,_1q. Similarly, for the
polynomial M T, we have

M1 (2) = M(2) +vala(ry) =m —IL,_1q+ H2" — 1)+ [H(1-2")], (2)

C.1 Proof of Lemma 2

Proof. Since M+ (2) = valy(b) + A- 2", and b is a length-n binary string, we have
A= M3 Tet ¢ = H(2" — 1) + [H(1 — 2")],. By equation 2, we have

C—K-q<M"(2)<C+K-q+ (2" -1)
Therefore, if we let Cy = L%J, we have
Co-2" < M+(2) < (Co-2" +2" — 1)+ 2Kq + (2" — 1) < (Co + 2K +2) - 2"

which gives Cy < A < Cp+2K + 1. Moreover, C > H(2" —1) > (4K +1)q > Kg,
hence Cy > 0.

C.2 Proof of Lemma 3

Proof. First, we have Ag € [0,q), so A1 = A+ (2" — ¢) € [2" — ¢,2™) and
Ap + (2™ — 2¢) < Ay < 2™, therefore we have Ay € [0,2™) as well.

Notice that valy(b) € [0,2"), thus s; = vala(b) + A; € [0,2-2™) for i = 0,1, 2.
Therefore we get ¢; € {0,1} for i = 0,1, 2.

Denote the sum by r = x¢ + ¢1 (21 — o) + c2(22 — 21). We prove the equation
by considering the possible ranges of sg = valy(b) 4+ Ag.

(1) When s € [0,q), m = so, and we have 57 = s9 + (2" — ¢q) < 2", and
So <81 <2". Thus ¢y =co =0, and r = zg = 59 = m;

(2) When s¢ € [g,2q9), m = so — ¢, and we have s1 = so + (2" — q) > 2™,
and sp = max(valz(b), so + (2" — 2¢)) < 2". Thus ¢4 = 1 and ¢ = 0, and
r=x1 =8 —2"=sy—q=m;

(3) When s € [2¢,3q), m = sg — 2q, and we have 51 = so + (2" — ¢q) > 2",
and sy > sp + (2" — 2¢q) > 2™. Thus ¢; = ¢co = 1, and then r = zo = 59 — 2" =
So — 29 =m.

Therefore we have proved r = m in all cases, finishing the proof of the lemma.
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C.3 Proof of Lemma 4
Proof. Since M (2) = vala(b) + A - 2", by equation 2 we have

A2" <MY (2)<Kq+(H+1D2"-1)+(q—1) < (K+H+2)-2"
which gives A < K + H+ 1 =5K + 2. Then we have

Ag=[A-2"), < A-2" — Ag < (5K +2) - (2" — q)

since ¢ > (1 — 5%_‘_4) 2™ we have

Ao+ (2" —2¢) < (5K +3)2" — (5K +4)¢ <0

Therefore we have Ay = max(0, Ag + (2" — 2¢)) = 0, which proves the lemma.

D Existence of Supporting Polynomials for Odd Prime
Moduli

We construct supporting polynomials for every odd prime, with the degree and
root signature required in Section 4.

Definition 7 (Radix-4 polynomial). Set H,(X) = 1. For an odd integer
m > 1, write

k—1
-1 .
mT =3, u e {0,1,2,3), wq £0,
j=0
and define
Py =0, P =X?-X, P, = X2, Py=X?+X,

k—1

Hp(X)=1+4> X¥P, (X).
7=0

Thus H,,(2) = m, since P,(2) = 2u.

Theorem 1. Let ¢ € (2"71,2") be an odd prime. Then

H,(X), n even,

F,(X) =
a(X) {XH—HQH_Q(X), n odd

is a supporting polynomial for q: it is monic of degree n, has coefficients in
{-1,0,1}, satisfies F;(2) = q, and has n distinct roots, exactly n mod 2 of which
are real.

We establish the real-root counts and the bounds needed to exclude repeated
roots in three lemmas.
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Lemma 5 (Roots of the radix-4 polynomial). For every positive odd integer
m, Hp(xz) >0 for x € R, and every complex root z of Hy, satisfies Rez < 3/2.

Proof. The case m = 1 is immediate. For m > 1, write deg H,,, = 2k. If || > 1,
every % P, () is nonnegative. For t = |z| < 1,

k—1 2%k
Hm(93) >1-— (1 *t)thjJrl =1- % > %
7=0
This proves positivity.
Suppose H,,(z) = 0 and Rez > 3/2. Since H,, is monic with coefficients
of modulus at most one, R = |z| < 2: otherwise R?¥ < Zfio_l R < R?*. By
conjugation, write z = Re? with

™

, 0<0<
- 4

3
§§R<2, Rcosf >

N W

Reversing the paired coefficients gives

Hy, (2) 00 iy i
j=>1

where og € {—1,0,1}, e; € {0,1}, and |o;| < e;. The constant term is represented
by (ex,or) = (1,0); ej = 0; = 0 for j > k. Consequently, for J > 1,

> Bj|<Ty(R):=> R ‘= m. (3)

i>J >27

Also, 4
Re B; = R™* " (e;Rcos(2j0) + oj cos((2j + 1)0)).

If 0 <0 < 7/8, then
1
0 < cos 36 < cos 20, cos46 > 0, —5 < cos H < cos46.

Hence Re By > 0 and Re By > —1/(2R5), so

Hp(2)
Z2k

RIS S I T S
2R5 =3 243 243 243 ’

If 7/8 <0 < 7/4, put t = cos@ > 3/4. For § < w/6, Re B; > 0 as above. For
6> /6, R? >3 and

Re >1-R ' —

0 < —cos30 = t(3 —4t%) < 3t(1 —t) < R*(1 — 1),
so Re By > —(1 —t)/R. In both cases,

Re(l14+o09/z+B))>1—t/R—(1—t)/R=1—-R"*.
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Moreover, R > 3/(2cos(r/8)) > ¢ = (1 ++/5)/2; indeed,

s om  (3+VB)(2+v2)  (3+9/4)(2+10/7) 9
p° cos i 3 < 3 =71

It follows that

S2k

CRXR-1)2-1

>1-R'-T = }
Re > R h(R) Y >0

Both cases contradict H,,(z) = 0.

Lemma 6 (Real root of the odd-degree construction). Let n =2k+1 >3
and let § be odd with 1 < § < 2771, Then F = X" — Hs has ezactly one real root,
and it is stmple.

Proof. Allowing leading zero pairs, write

k—1
Hs =1+ Z(erQj'*'2 + 0, X2 T, e; €{0,1}, |oj] <e;.

=0
Lemma 5 gives F(z) < 0 for x <0. For 0 < z < 1,

k—1

Hy(x)>1—(1—-2)) ¥t =
j=0

n

1+ 2™
— >,

1+

Thus F' has no real root below 1. Set S; = Z?;jl (e¢+0¢), with S = 0. Synthetic
division gives

byj =1-5j, 0<j<k,
bajy1 =1-Sj41—¢j, 0<j<k.

2k
F=(X-1)Q-S, Q=) bX" {
=0

Since S; > S,41 are integers and e; € {0, 1}, the descending coefficient sequence
of @ has at most one sign change, from positive to negative. Hence some r > 0
satisfies b;(¢ —r) > 0 for all 4. If Sy = 0, all b; > 0 and b, = 1, so 1 is the unique
real root and F’(1) = Q(1) > 0. If Sy > 0, then for z > 1,

CE@ N Nyt s, (D)
((m—l)w"> *;bl( ) TS0 ey 7

This quotient tends to —oo as x | 1 and is positive for sufficiently large . Its
unique zero, and hence that of F, is simple.

Lemma 7 (Nonreal roots of the odd-degree construction). Under the
hypotheses of Lemma 6, every nonreal root z of F = X™ — Hy satisfies Rez < 3/2.
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Proof. Suppose F(z) = 0 with z = a+ib = Re'?, a > 3/2, and b > 0. Conjugation
covers b < 0. Since F' is monic with coefficients of modulus at most one, R < 2,
as R > 2 would imply R" < 327" ' R" < R™. The inequality (§ —1)/2 < 2- 4%~
makes the highest base-4 digit zero or one. Reversing the coefficient pairs therefore
gives

_ Hs(2)

- =E(1—z2"")+ ZBj, Bj=ejz % 40,2771 (4)

Jjz1

z=r(z): ;

where E,e; € {0,1}, |oj| < ej, (ex,0r) = (1,0), and e; = 0; =0 for j > k. In
particular,

1
Bi|<y Rf=—r—.
Z i <2 R(R—1)
i>1 >2
If F =0, this gives R < 4/3 < 3/2 < R, a contradiction. Thus F = 1. Taking
real parts in (4) yields
1

-2y « L
a(l+ R )*1+R(R—1)’

(R—1)(R*+1)<2.

If R? > 5/2, the latter inequality would give R < 11/7 and R? < 121/49 < 5/2.

Consequently,
R? <

1
> ¥ =R?>-da%< -, 0<6<tanf=— <

2’ 4
For ¢ > 1, define

Q|

1
3

Imz—*  sin(¢0)
b R'flsing’
For 1 <j <4, (2j+1)8 < 3 < . Since sinz/x decreases on (0, 7),

he =

2 1
0 <sin((25 +1)0) < sin(256) < Rsin(2;0).

Thus hgj 2 |h2j+1| and

Imij = —ejhgj —0jhaj1 <0 (1< j<4).
Factoring z* — z* gives
|2t -z 1
el = |z —z|R? = ROHL
Therefore
Im (2 ¢ 4 2\ 16940
b( ) §R2+5§W§9+24(3> = Toess < 1

contradicting z = r(z).
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Proof (of Theorem 1). For even n = 2k, 45=1 < (¢ —1)/2 < 2-4¥"1 so H, is
monic of degree n. For odd n =2k + 1, § = 2" — ¢ is odd with 1 < § < 4*, so
deg Hs < n —1 and X™ — Hs is monic of degree n. In both cases the coefficients
lie in {—1,0,1} and F,(2) = ¢. Lemmas 5 and 6 give the required real-root count
and simplicity of every real root.

If F, had a repeated root, Gauss’s lemma would give a nonconstant monic
G € Z[X] with G? | F,. No root of G is real; Lemmas 5 and 7 place every root «
of G in Rea < 3/2. Hence

2—al? - |l —a*=3—-2Rea >0, |G(2)] > |G(1)| > 1.

But G(2)? | F,(2) = q forces |G(2)| = 1, a contradiction. Thus all roots of F, are
distinct, completing the proof.

E Parallel Point Addition in Homogeneous Coordinates

We describe the packed addition tree used in Section 5.3. All coordinate arithmetic
is over IF,,, where p = 2256 _ 232 _ 977. We use homogeneous coordinates on the
secp256kl curve

E:Y?Z=X34723, (X:Y:2)— (X)Z,Y]Z) (Z#0), O=(0:1:

Triples differing by a common nonzero factor represent the same point. Each
coordinate occupies one logical arithmetic word representing a 256-bit field
element; word indices below are not individual CKKS slot indices. We write
C1i] for the field value represented at word i. The selected window points P,, =
[dy16™]G enter the tree as

Coldw : 4w + 3] = (X, Yu, Zw,0), 0 <w <64, (5)

where Cfa : b] denotes the inclusive range of logical words a,...,b. For d,, =
0, the selected triple is (0,1,0); otherwise it is (z(Py),y(Py),1). Thus all 64
points, including zero windows, are valid curve points packed into one arithmetic
ciphertext with 256 logical words.

Complete addition with two multiplication layers. We specialize the complete
addition law of Renes, Costello, and Batina [RCB16, Algorithm 7] to the curve
constant 7. For P, = (X7 : Y1 : Z7) and P> = (X2 : Ya : Z3), compute

to = X1 X2, b1 =Y1Ya, to= 2125,

g3 = (X1 +Y1)(X2 + Y2),

a1 = Y1+ Z21)(Ya + Z2),

g = (X1 + 21)( X2 + Z2).

These six products are independent. Linear combinations give

aZQ3—t0—t1, b:t1—21t2, C:t1+21t2,
d:(I4—t1—t2, 6:21(Q5—t0—t2), fZStO
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The second multiplication layer computes the six products in
X3 =ab—de, Ys =be+ ef, Z3=cd+ fa. (8)

Thus each point addition uses twelve field products arranged in two layers. The
output represents P; + P,. Completeness applies to all pairs in E(F,), whose order
is the odd prime u, including doubling, inverse pairs, and infinity. In particular,
substituting P; = O gives (X3, Y3, Z3) = Y2(Xs,Ys, Z3). The factor Y3 is nonzero:
a finite point with Y5 = 0 would have order two. Hence zero windows require no
conditional selection during point addition.

Packed schedule. Let s € {4,8,16, 32,64, 128} be the spacing between input point
records at one tree stage. Pair j, for 0 < j < 256/(2s), occupies the block starting
at v = 2sj: its points are stored at v+ (0,1,2) and v+ s+ (0, 1, 2). The following
linear maps act independently on every such block and set unspecified output
words to zero:

— Packgh), for h € {0, 1}, reads the triple (X,Y,;Z) at v + hs + (0,1,2) and
writes (X, Y, Z, X +Y, Y+ Z, X+ Z) at v+ (0,...,5).

— Cycle, reads (to,t1,t2,93,94,95) at v+ (0,...,5) and writes (a,b, ¢, d, e, f,a)
at v+ (0,...,6), using (7).

— Outy reads (vo,...,vs) at v+ (0,...,5) and writes (vg — v3, v1 + v4, V2 + v5)
at v+ (0,1,2).

All three maps use public plaintext masks, rotations, and additions. Write
p1(C)[i] = C[(i + 1) mod 256] for a rotation by one logical word, and ® for a
short packed ciphertext multiplication, whose encoding correction is included in
the following arithmetic refresh. After the first multiplication, Cycle,, and refresh,
the intended field values satisfy

Ulv : v+7] = (a,b,¢,d, e, f,a,0), (Uop1(U)[v : v+7] = (ab, be, ed, de, ef, fa,0,0).

The zero padding prevents products between distinct blocks, including at the
cyclic boundary. Thus one packed multiplication evaluates an entire multiplication
layer for all active point pairs.

Here each A2A®) is the arithmetic refresh for a product ciphertext, applied
after the indicated linear map. It includes the product-encoding correction and
restores the arithmetic encoding while preserving the computed field values. The
logical arithmetic capacity remains 256 words at every stage.

Correctness and cost. At the start of stage £, the record at 4 - 2°j represents

2¢(j4+1)—1

S$O= 3N P,
J

w=2¢j

Equations (6)—(8) and the specified routing show that the stage replaces each pair

by Sé?—FSg?H = SJ(AHI)7 stored at 2sj = 4-2¢+1. Induction therefore gives S(()G) =
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Algorithm 1 Packed homogeneous addition tree

Require: Arithmetic ciphertext Cp with the layout in (5).
Ensure: Arithmetic ciphertext containing coordinates of Zi?:o P, in words 0, 1, 2; all
other words are zero.
1: C + Co
2: for (=0,...,5do
3: s 4-2°

4: L+ Pack?(C); R «+ Pack{’(C)
5: T« LOR

6: U+ A2A®P) (Cycle,(T))

T: V<« U®p(U)

8  C+« A2AP(Out,(V))

9: end for

10: return C

Y wldwl6™]G = [k]G. Each stage uses two packed ciphertext multiplications and
two arithmetic refreshes. The six stages perform 63 point additions using 12
packed multiplications and 12 arithmetic refreshes, with no field inversion inside
the tree. These counts exclude Boolean table selection, its refreshes, the initial
B2A, and the final affine conversion. They count multiplication layers and refresh
calls, not total CKKS levels: the routing and linear transformations also consume
levels. For a valid nonce 1 < k < u, the final point is finite, and ECDSA recovers
its affine x-coordinate as XRZ§1 mod p.
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