TACR Transactions on Symmetric Cryptology
ISSN 2519-173X, 45 pages.

A Quasidifferential Analysis of the Wrong-Key
Randomization Hypothesis

Tim Beyne! ©, Gregor Leander? @, Mariia Mutkovina? © and
Ricardo Rodriguez Reveco?

1 COSIC, KU Leuven, Leuven, Belgium
2 Faculty of Computer Science, Ruhr University Bochum, Bochum, Germany

Abstract

The Wrong-Key Randomization (WKR) hypothesis governs data-complexity
estimates in differential cryptanalysis: wrong-key guesses are assumed to behave as a
random permutation would. Exact computation of fixed-key differential probabilities
was, until recently, infeasible.

We use quasidifferential trails [BR22] to compute the exact wrong-key distribution
for the key-recovery map Gy = Fk_,lo Fi in PRESENT-like SPNs. A mask-first
reformulation exposes a Walsh—Hadamard structure; restricting the transform to the
low-dimensional support, together with SMT-guided trail enumeration, reduces the
cost: for a 16-bit toy cipher, from 280 to 2'3; for PRESENT, from 2'°? to 23°; and
for GIFT-64, from 2'9% to 232

For the toy cipher, PRESENT and GIFT-64, the computed distribution is a struc-
tured mixture: a large zero-probability class coexists with bottleneck classes orders of
magnitude above the random-permutation mean, and nothing lies between them. Such
a distribution is not unimodal, so no Poisson or binomial law fits it for any parameter
and the hypothesis is formally false for all three targets. For PRESENT, however, we
show that this deviation does not affect the security of Wang’s 14-round differential
attack. We cast the computed distribution as a structured composite hypothesis—the
differential counterpart of the random-permutation/composite-hypothesis model used
for wrong keys in linear cryptanalysis [BR25]—and show that the shape of the wrong-
key distribution, not merely its mean, governs how many wrong keys survive the
key-recovery filter. For PRESENT with Wang’s distinguisher, the structural signal is
carried only by the right pairs, whose weight is too small for the deviation to surface;
the hypothesis remains a safe heuristic in this case despite being formally false. Our
SMT-based enumeration tool is publicly available.
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1 Introduction

Differential cryptanalysis is among the oldest and best-studied attack vectors against
symmetric cryptography [BS91]. Since Biham and Shamir introduced it, cryptanalysts have
examined all aspects of differential cryptanalysis: finding optimal distinguishers, proving
resistance bounds, and automating the search for characteristics. There are many variants,
ranging from impossible differential [Knu98; BBS99] and multiple-differential [BG11] to
boomerang [Wag99] and differential-linear attacks [LH94]. Despite this maturity, still
fundamental questions remain.
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2 Quasidifferential Analysis of WKR
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Figure 1: S-box collapse in a key-recovery round. Nibbles where the correct and guessed
subkeys are equal (green): S followed by S~! reduces to the identity; the S-box layers
cancel out. Nibbles where the subkeys disagree (white): both S-box layers remain in the
path.

One is the key-recovery phase. In a standard differential attack, an attacker uses a
distinguisher over several rounds and guesses subkeys for r additional rounds to check
for consistency between the distinguisher and the guessed keys. The standard statistical
model relies on the Wrong-Key Randomization (WKR) hypothesis: for any wrong-key
guess, the cipher behaves like a random permutation. In practice the model is applied in
a simplified form, with the probability that the differential holds fixed at 27" for every
wrong key.

The problem: the WKR hypothesis is unverified. While the WKR hypothesis simplifies
analysis, it is rarely verified. Theoretical intuition suggests it should fail in several contexts.
For example, consider a key-recovery step with a single round. If a wrong-key guess differs
from the correct key by only a few bits, the decryption is almost identical to the correct
one, preserving the differential property with high probability (Figure 1).

Until recently, exact verification was infeasible. Computing the exact differential
probability for a fized key (rather than an average over all keys) was an open problem.
Standard tools only computed expected probabilities (pgpp) over random keys, hiding
the specific behavior of individual key candidates. In the linear-cryptanalysis setting, an
analogous limitation has been addressed through composite-hypothesis techniques and the
random-permutation model for wrong keys [BR25, §7.3.3].

The solution: quasidifferential trails. Beyne and Rijmen [BR22] made fixed-key proba-
bilities expressible exactly, through quasidifferential trails. This is what lets us test the
WKR hypothesis instead of assuming it: it is a claim about the wrong-key hit probabili-
ties, and quasidifferential trails are the first general method that expresses them exactly.
Key-averaged tools such as the DDT or the expected differential probability average them
away, and direct experiments cannot measure probabilities as small as 27 "—distinguishing
a fixed-key probability pg = 27" from pg = 0 would need on the order of 2" samples per
key. Expressing these probabilities and computing them are different problems, however:
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evaluated naively, the expression is a doubly exponential sum, infeasible even for our toy
cipher. Making it computable is the technical core of this paper (Section 4).

1.1 Related work

Fixed-Key Differential Behavior. The fact that differential probabilities depend on the
specific key has long been known. Knudsen [Knu93] already observed significant deviations
from stochastic equivalence for the iterative characteristics used in the differential analysis
of DES. Experimental studies, such as those by Heys [Hey20], further showed that such
deviations are the norm rather than the exception. Daemen and Rijmen [DR07a] analyzed,
for two rounds of the AES, the case of “plateau characteristics,” which take only two possible
values per key. This line of work was recently extended by Canteaut and Fruchon [CF25]
to cover more general structures. Beyne and Rijmen [BR22] introduced quasidifferential
trails, providing the first rigorous method to compute exact fixed-key probabilities. This
technique was later extended by Boura et al. [BDG25] to cover the expected differential
probability computation, while Peyrin and Tan [PT22] investigated key dependencies to
demonstrate that valid trails can often be incompatible with the cipher’s key schedule.
Exact computation matters in practice: for the SPEEDY family, Boura et al. [BDBN23]
mounted a full-round differential attack on SPEEDY-7-192, computing the distinguisher
probability under the standard product-of-DDT heuristic. Beyne and Neyt [BN24; BN25]
later showed, using quasidifferential trails, that the main characteristic underlying this
attack has probability zero. Similarly, Dobraunig et al. [DEKM16] showed, in a practical
attack on MANTIS5S, that some wrong keys are differentially equivalent to the correct
key. For PRESENT specifically, Tezcan [Tez16] showed that differential factors in the
PRESENT S-box reduce the advantage of Wang’s attack [Wan08] by a further 6 bits,
independently confirming that the attack’s key recovery is more constrained than the
nominal 32-bit claim suggests.

Statistical key-recovery models. Evaluating the success of a differential attack requires a
statistical model. Selguk [Sel08] formalized the ranking approach, using order statistics to
estimate the probability that the correct key ranks among the top candidates. Blondeau et
al. [BGT11] later introduced the hypothesis-testing formulation, which models key-recovery
as a binary classification problem and provides accurate data complexity estimates using
large deviation theory. Both approaches heavily rely on the WKR, hypothesis to model
the behavior of incorrect key candidates. While the WKR hypothesis simplifies analysis,
its validity has been questioned, particularly in the context of linear cryptanalysis, where
correlation biases for wrong keys are known to vary [BT14]; see [BR25, §7.3.3] for a
textbook treatment. In differential cryptanalysis, generic key-recovery tools like those by
Boura et al. [BDD™'24] optimize the search algorithmically but generally operate efficiently
under the assumption that the underlying statistical model (and the WKR hypothesis)
holds.

WKR Violations in Practice. Concrete deviations from the WKR hypothesis appear
across cipher families. In DEFAULT [BBBT21], whose equivalent-key structure is a design
property, Nageler et al. [NDE22] exploited large classes of equivalent keys: many wrong-
key guesses produce identical differential behavior rather than the uniform distribution
predicted by the WKR hypothesis, and combining information across rounds recovered
the full key with negligible complexity. In the ARX setting, probabilistic neutral bits
(PNB) [AFKT08; FT25] capture a structurally analogous phenomenon: wrong-key guesses
that differ from the correct key only in neutral bit positions preserve the elevated differential
probability, creating wrong-key distributions in which a subset of keys retains a high
differential probability instead of all wrong keys behaving alike. A third class of extreme
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WKR violation appears in LowMC [DEM16; LSW™T22], where a sparse S-box layer forces
the key-recovery map onto a near-linear structure, enabling algebraic attacks that exploit
predictable wrong-key behavior. The hypothesis also fails outside differential cryptanalysis:
Todo et al. [TIM " 18] showed that the corresponding assumption does not hold for fast
correlation attacks on stream ciphers, and exploited the resulting wrong-key behavior
to attack Grain-128a, Grain-128 and Grain-v1 in full. These examples underscore that
structured wrong-key distributions are not a curiosity but a recurring feature of lightweight
designs and that methods to compute, rather than assume, them are a necessary tool.

1.2 Our contributions

In this work, we revisit key-recovery differential attacks without relying on the WKR
hypothesis. Our contributions are threefold.

Formalization. We recast the WKR hypothesis as a falsifiable claim about the wrong-key
hit probability of the chain F,,! o Ej: for k' # k, the probability that a pair with input
difference a triggers the counter is distributed as it would be for a random permutation.
This fixes the whole law and not just a mean; the simplified form used in practice
replaces it by the single value 27™. The object we compute with is the key-recovery
map G = F, Lo Fy; the distinguisher Ej, enters through the right-pair probability pr
(Section 3.3). Quantitative wrong-key models exist for linear cryptanalysis [BT14; BR25];
in the differential setting the hypothesis is usually stated qualitatively. We state it as a
claim that can be tested cipher by cipher.

Tool. We develop a general method to compute the fixed-key probability distribution of
a differential through a keyed permutation; it may be of independent interest beyond the
key-recovery application. By reversing the summation order in the fixed-key characteristic
formula of [BR22], we expose a Walsh-Hadamard structure over the intermediate-mask
space and exploit that the relevant masks lie in a low-dimensional subspace. Combined
with an SMT-guided trail enumerator for PRESENT-like SPNs, this reduces a computation
exponential in both the state size and the number of rounds to one exponential only in
the dimension of the mask support. For PRESENT this is a reduction from 2192 to 23°,
and from 289 to 23 for the toy cipher of Section 2.5.3

Phenomenon and model. For the toy cipher, PRESENT and GIFT-64, we exhibit the
fixed-key spectrum of G, 1+ as a structured mixture rather than the dispersed but unimodal
law a random permutation would give. A large zero-probability class appears alongside
classes exceeding the random-permutation mean by several orders of magnitude, with
nothing in between. We compare throughout against the random-permutation model, not
against the point mass at 27" that the standard formulas use: a point mass is refuted
by any dispersion at all, so refuting it would establish nothing. Beyond the histogram,
we identify the algebraic structure behind the partition into equivalence classes: they
arise from cosets of a vector space determined by the quasidifferential trails. We use the
computed spectrum as the wrong-key model in a composite-hypothesis test, in place of the
single alternative that the WKR hypothesis assumes. Within this model we show that the
shape of the wrong-key distribution governs how many wrong keys survive the key-recovery
filter, a quantity the mean alone cannot capture. We also identify a bottleneck class: a
small set of wrong keys whose differential probability is so high that they pass the filter
almost as often as the right key. The two are separate effects, and we compute both. A
bottleneck limits how far ranking can narrow the candidate list, while its contribution to
the survivor count depends on how many keys it holds — for our toy cipher, four. Crucially,

3All of our source code can be found at https://doi.org/10.5281/zenodo.22129299.
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the method shows not only that the WKR hypothesis fails but whether the failure matters:
for PRESENT with Wang’s distinguisher [Wan08] we show, by direct computation, that
the deviation does not reach the attack, whereas for the toy cipher it does.

1.3 Outline

Section 2 fixes notation, recalls quasidifferential trails, and states the classical counter-
based key-recovery setup together with its standard Neyman—Pearson statistical framework.
Section 3 takes a closer look at wrong-key randomization: it introduces the key-recovery
map as a formal object, reviews the two pre-existing models of wrong-key behavior, states
our accurate refinement, and analyzes how the shape of the wrong-key distribution—not
just its mean—controls the post-filter survivor count. Section 4 gives the method: the
mask-first formulation, the dimension-reduction argument, the SMT trail enumerator,
and the certified mask dimensions of the three targets. Section 5 concludes with open
directions.

2 Preliminaries

This section fixes notation, recalls quasidifferential trails, and states the classical counter-
based key-recovery setup together with its standard Neyman—Pearson statistical framework.

2.1 Differential distinguishers

Differential cryptanalysis, introduced by Biham and Shamir [BS91], is a statistical method
used to distinguish a block cipher from a random permutation by analyzing how input
differences propagate to output differences.

2.1.1 Keyless case

For a function F': Fy — FZ, the differential behavior is captured by the Difference
Distribution Table (DDT), a 2™ x 2™ table where each entry

DDTp(a,b) == |{z € F} : F(z) ® F(z ® a) = b}| (1)

counts the number of input pairs with difference a that map to output difference b. We
call these input pairs right pairs. The differential probability of the input-output difference
tuple (a,b), called a differential, is
DDTpg(a,b)
pla,b) = 2 2)
When it is clear from the context to which differential we refer, we will drop the (a, b) from
the notation.

2.1.2 Keyed case

A block cipher with an I-bit key is a family of permutations Ej,: F§ — F3, where k € Fb.
The permutation being analyzed depends on the choice of key, making the differential
probability key-dependent:

DDTg, (a,b
p(a7 bv k) = % (3)
We call this the fized-key differential probability. The expected differential probability is
PEDP (a/a b) = Ek [p(a/a b7 kl)}v (4)

where the expectation is over uniform random keys.
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2.1.3 Differential characteristics

Usually, E}, is constructed as the composition of round functions: Ej = E,o0---0 Ej .
A differential characteristic (or differential trail) is a sequence of intermediate differences
a = (a1,as,...,a.11) specifying how a difference propagates through each round.

The probability of a characteristic is

Dehar(, k) = Pr[E; k(x;) ® B (v ® a;) = a;4q foralli e {1,...,r}], (5)

where x; = z is uniformly random, and z; = E;_ 0 --- 0 Ey y(z) for i > 1.

A single differential (a1, a,+1) may contain multiple characteristics with the same input
and output differences but different intermediate values. The total differential probability
is the sum over all such characteristics, and in practice, many low-probability trails can
contribute significantly to the overall differential probability.

2.1.4 Key-dependent behavior

Under the Markov Cipher Assumption, i.e., independent round behavior with independent
uniform round keys, and the hypothesis of stochastic equivalence, the probability of a char-
acteristic can be heuristically approximated as the product of round probabilities [LMM91]:

Pehar(@, k) ~ H Pr[E; k(z) @ Eik(z ® a;) = ai1]- (6)
=1

This “product of round probabilities” heuristic is accurate only for key-averaged proba-
bilities and does not capture key-dependent behavior. For a single round function, the
1-round differential probability is key-independent and captured by the DDT, but across
multiple rounds the differential probability becomes key-dependent. Traditional differen-
tial cryptanalysis focuses on expected probabilities pepp(a, ), but the actual fixed-key
probabilities p(k) can vary significantly, which is important for understanding the true
security of block ciphers against differential attacks.

2.2 Quasidifferential trails

Computing fixed-key probabilities requires a more sophisticated tool. Beyne and Rij-
men [BR22] introduced quasidifferential trails to address this limitation.

2.2.1 Quasidifferential transition matrix

The key computational tool is the quasidifferential transition matriz (QDTM) DF' | which
extends the difference-distribution table. The entries of this matrix are indexed by pairs
(u,a) and (v,b) in F} x F} where v and v are masks and a and b are differences. For
u,z € F} we write (u,z) = @], wz; for the dot product on F%; it is nondegenerate, but
not an inner product, since positive definiteness is meaningless in characteristic 2. Each
entry has the value:

Dy iy = (2Pr 10, F(@)) = (w,2) | F(z+a) = F(z) +1] — 1)

(7)
x Pr[F(x +a) = F(x) +8].
That is, va)b)’(uya) is the correlation of the linear approximation (u,v) restricted to

pairs that follow the differential (a,b), multiplied by the probability of the differential
(a,b). The DDT appears as a submatrix of D corresponding to zero masks (u = v = 0).
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Crucially, the quasidifferential transition matrices compose by multiplication: for
E = FE5 o Fq, it holds that
D¥ = DP2 D", (8)

This property, which does not hold for DDTs, enables efficient round-by-round analysis
through matrix multiplication and is fundamental to computing fixed-key probabilities.
For DDTs, composition only works on average under independence assumptions.

2.2.2 Fixed-key probability formula

The fundamental result for computing fixed-key differential probabilities is the following;:

Theorem 1 (Fixed-key probability for a characteristic [BR22, Thm. 4.1]). Let Fj, : F§ —
F% be a keyed function such that Fy, = F.j 0---0 Fyy, where F;j is round i under the

key k. The probability of a characteristic a with differences ay,...,ar+1 5 equal to:
pCh‘" a, k Z H u1+17 ait1), (ui,a:)’ (9)
U i=1

with uy = up41 = 0.

2.2.3 Quasidifferential trails

The sum in Theorem 1 ranges over all sequences of linear masks (us, ..., u,). Each such
sequence, together with the fixed differences (ay, ..., a,+1), defines a quasidifferential trail:
a sequence of mask-difference pairs (u;,a;) for i = 1,...,7 + 1. Each term in the sum

corresponds to one such trail and equals the product of the corresponding quasidifferential
transition matrix entries. When all masks are zero (u; = 0 for all i), a quasidifferential
trail reduces to an ordinary differential characteristic.

2.3 Key recovery

A differential (a,b) with probability pr > 27" across all but the last r rounds of a cipher
can be turned into a key-recovery attack against those last r rounds. Following Biham
and Shamir [BS91], the attacker collects a set

P = {(P P/ Ci Cz/) i=1s Pi@Pi/ =a, (CZ7CZI) = (Ek(Pl)ka(Pz/))v

of N known plaintext pairs with input difference a. For each candidate guess k' of the
subkey material in the last r rounds, the attacker partially decrypts each ciphertext pair
over those rounds and maintains a counter

= #{(P;, P/, C;,C}) € P : partial decryption under k" yields difference b}. (10)

The attacker hopes that the correct key will be among the guesses with the largest counter
values. In practice, a diffusion-based pre-filter discards pairs whose output difference
cannot propagate to the distinguisher’s output difference via probability-1 differentials;
the counter model applies to the surviving pairs.

2.3.1 Structured key guessing

An alternative approach, proposed by Boura et al. [BDD"24], incrementally builds partial
keys by solving S-boxes in an optimized order, pruning inconsistent candidates early.
Starting from P, the procedure maintains a list of triplets

L; ={(P;,P},C;,CL, kD) : (P, Pl,C;,C%) € P, kW € {0,1}™}, (11)
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where k() is a partial key of length m; after step i. We initialize the list of triplets as
Ly = {(Pj, P},C;,C},0)}, and then at each step the attacker guesses new key bits and
keeps only extensions consistent with local differential constraints. After the end of the
procedure, the output key candidate set is

’CZl = {k/ : E(PJ,PJ{,CJ‘,CJ{) eP, AG(CJ,CJI) = b} (12)

where AG(Cj, C%) denotes the output difference when partially decrypting (Cj, C}) over

the last r rounds under k’.

Equivalence to counters. By construction, ¥’ € K> <= T(k’) > 1. While several
algorithmic approaches exist for computing the set of keys with at least one hit, the
resulting statistical object is the same in all cases. The difference from classical counters is
algorithmic: structured key-guessing avoids storing 2™ values, achieving lower time and
memory complexity [BDD'24].

2.4 Statistical models for key recovery

Blondeau et al. [BGT11] recast the counter-based key-recovery attack as a binary hypothesis
testing problem, parametrized by two quantities: the success probability Ps (the probability
that the right key is included in the output set) and the gain g (measuring the reduction
in key space). When the attack outputs an expected 2™~ 9 candidates from a key space of
size 2™, the gain is g bits [Sel08].

We model the key-recovery procedure by viewing the counters T'(k’) as random variables.
Since structured key-guessing outputs exactly the set {k¥’ : T(k’) > 1}, the same model
applies to both approaches.

For the right key k, the key-recovery map is the identity function, so the probability that
a pair suggests the key equals the distinguisher probability pg, the fraction of pairs that
are right pairs. We assume this is a key-independent probability.* When the distinguisher
probability has heterogeneous behavior over keys, we are in the setting of weak key attacks.

Hence, the counter distribution after testing N pairs follows a binomial distribution:

T(k) ~ Binomial(N, pr). (13)

2.4.1 Hypothesis testing approach

Blondeau et al. assume the wrong-key randomization hypothesis (coined by Harpes, Kramer,
and Massey [HKM95] for linear cryptanalysis and first stated explicitly for the differential
setting by Blondeau and Gérard [BG11]), and apply it in its simplified form: the differential
hits a wrong key with probability 27", so the wrong-key counter follows Binomial(N,27").
We call this form the point-mass simplification and separate it from the hypothesis proper
in Section 3.2; the formulas of this subsection are the ones the literature derives from it.
For each key candidate k’, we test

Hy : T(K') ~ Binomial(N, pr)
H, : T(K') ~ Binomial(N,27").
Instead of ranking all counters and keeping a fixed-size list of candidates, we make

accept/reject decisions through a threshold 7: reject Hy (discard the key) if T(k') < T,
that is, keep k' only when T'(k") > 7.

4This assumption corresponds to the right key randomization hypothesis, a different topic from the one
of this work.
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In practical differential attacks, the distinguisher probability pg is typically such that
the expected number of right pairs for the correct key is small (often around one). In this
regime, keeping only the top-ranked key (ranking with r = 1) is equivalent to accepting
keys with at least one hit (hypothesis testing with 7 = 1). Moreover, this is precisely the
procedure implemented by structured key-guessing strategies. For these two reasons, we
focus on hypothesis testing throughout this work.

Classical hypothesis tests are parametrized by two types of errors:

o Non-detection probability Pxp: The probability of rejecting the right key (Type I
error).

e Fulse alarm probability Pra: The probability of accepting a wrong key (Type 1T
erTor).

The success probability and gain introduced earlier correspond to Pg =1 — Pyp and
g = —logy(Pra), respectively.

2.4.2 Neyman—Pearson test

The Neyman—Pearson lemma [NP33] provides the most powerful test for distinguishing
between two simple hypotheses at a given significance level. For our binary test with
threshold 7, we reject Hy if T'(k") < 7, where the threshold is chosen to satisfy:

7—1

Pr{T(k) < 7] =Y G)pﬂé(l ~pw)¥ I = P, (14)

J=0

The success probability is then P¢ = 1 — Pyp, and the false alarm probability under
H1 is:

P T(k') > 7] < Ppa. 5
Binomial(rN,Q—n)[ ( )—T]— FA ( )

2.4.3 Data complexity determination

To determine the required number of samples IV for given target probabilities Pyp and

Pra, we must find a solution (N, 7) to the system:
Pry, [T(K') < 7] < Pxp 16)
Prginomiai(v,2—=) [T (k") > 7] < Ppa

Blondeau et al. [BGT11] provided an algorithm to find the smallest N solving Equa-
tion (16) and also sharp asymptotic estimates using large deviation inequalities for the
binomial distribution [AG89].

2.5 Target ciphers

To validate our approach, we focus on PRESENT-like SPN block ciphers. These ciphers
operate on an n-bit state and employ a round function that consists of parallel 4-bit
S-boxes followed by a bit-permutation linear layer.

Assumption on round keys. Throughout this work, we analyze the key-recovery map
(defined formally in Section 3.1) under the assumption of independent round keys. That is,
we treat the subkeys in the backward and forward rounds as independent variables, ignoring
the constraints imposed by the cipher’s key schedule. Round keys are also the natural
granularity here: a key-recovery attack guesses the subkeys entering the key-recovery
rounds, not the master key. This simplifies the SMT modeling by avoiding the need to
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encode complex key-schedule relations. The computed classes then have to be reconciled
with a real key schedule, which we do for PRESENT in Section 3.4: there every class
turns out to be consistent with the key schedule and the relative frequencies are unaffected.
In general the key schedule is better encoded as a constraint in the enumeration itself
than applied as a filter to the classes it produces, since filtering can only discard what the
enumeration has already paid to compute.

We apply this model to three primitives: the 16-bit toy SPN of Boura et al. [BDD*24],
PRESENT [BKL"07] and GIFT-64 [BPP*17].

Toy cipher. The small cipher we obtained data for is the same SPN used by the authors
in [BDD"24]. It operates on a 16-bit state with 8-bit subkeys, applied on the two rightmost
bits of each nibble. The round function is a parallel application of a 4-bit S-box to each
of the 4-bit blocks of the state, followed by a bit permutation. The S-box is the same as
used by GIFT [BPPT17]. Both it and the bit permutation are given in Tables 5 and 6 of
Appendix A, which also depicts the round function in Figure 7.

GIFT-64. Our third target adds only two key bits per nibble: the round key is 32 bits
over a 64-bit state, reaching bits 4¢ and 4 4+ 1, while the other two bits of each nibble
receive no key material. The round function is again a parallel 4-bit S-box layer followed

by a bit permutation. Its S-box is the one of Table 6 and its permutation is given in
Table 10 of Appendix A.

PRESENT. We chose the lightweight block cipher PRESENT as our real-world target.
The state size is 64 bits and the round function is once again a composition of a simultaneous
application of a 4-bit S-box on each 4-bit word of the state and a linear bit permutation.
Both the S-box and the bit permutation are given in Tables 8 and 9 of Appendix A.

The point-mass hypothesis, together with the Neyman—Pearson test of Section 2.4,
determines the standard data-complexity formulas. The rest of this paper questions the
WKR side of Equation (16): the Binomial(N,27") term of Equation (15), which gives
every wrong key hit probability 27".

3 A closer look at wrong-key randomization

This section asks whether a more accurate model of wrong-key behavior could prevent
the failures collected in Section 1.1. Our answer is a model computed directly from
the differential transitions of the cipher at hand: the wrong-key distribution becomes
a composite hypothesis with a structured, cipher-specific prior instead of a law fixed
in advance. We do not claim the model is exact, and it probably is not. What is
exact is its computation, which quasidifferential trails (Section 2.2) carry out with no
statistical assumption. One simplifying assumption remains, made for feasibility: the prior
is computable for the on-diagonal transition, while the full prior over all transitions is
not (Section 4.6), so off-diagonal transitions keep the point mass at 27™. We then test
the model against the random-permutation hypothesis on three ciphers and find that, for
key-recovery attacks, the difference matters for the toy cipher and not for PRESENT.

Section 3.1 introduces the key-recovery map and Section 3.3 states the model. Sec-
tion 3.2 reviews the existing hypotheses, Section 3.4 computes all three distributions, and
Section 3.5 identifies the regime in which they remain safe heuristics despite being formally
wrong.
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Figure 2: Distinguisher rounds Ej, key-recovery rounds Fj and Fj/, and the key-recovery
map Gk,k’-

3.1 The key-recovery map

The counter model of Section 2.3 leaves one object implicit: the permutation that is
effectively applied to each ciphertext when a wrong key is tested. We define and study
this object. Our analysis uses this map. The statistical treatment appears in Section 3.3;
the computational treatment, in Section 4.

Write the cipher as Ej, = Fj, o E, where Ej absorbs the distinguisher rounds and Fy,
denotes the last r key-recovery rounds. Partially decrypting C = Fi(u) under guess k’
gives F,'(C) = (F,' o Fy)(u), the key-recovery map at the distinguisher-boundary state
u=E,(P).

Definition 1 (Key-recovery map). Let Ey = Fj, 0 E}, be a block cipher with r key-recovery
rounds Fy. The key-recovery map for the pair (k, k') is

th/ = Fk_,l o Fy.

Figure 2 illustrates the construction.

Two basic properties are used throughout. First, for the right key ¥’ = k, the map
Gy, is the identity, so every right pair contributes to T'(k). Second, Gy i+ depends only
on the partial subkeys involved in the key-recovery rounds, reducing the fixed-key analysis
to m < |k| bits rather than the full master key.

Define the wrong-key chain and wrong-key hit probability:

Dk,k’ = Gk,k,/ o Elllc = FW_,1 o Ek7 (17)
pw(k) = I?Dr[ Dy, (P)® Dy (P)=b| P P = a].
Then T'(k") counts pairs (P;, P/) for which Dy, x/(P;) @ Dy i (P}) = b.

3.2 Existing models of wrong-key behavior

Prior work has answered this question with two models of the wrong-key counter distri-
bution. We add a third, tractable model (Hypothesis 3) and the exact but intractable
ground truth. Hypotheses 1 and 2 are special cases of Hypothesis 3.
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Hypothesis 1 (Point-mass simplification). For every wrong key k' # k,
pw(k) = 27

Hypothesis 2 (Wrong-key randomization). For k' # k, the wrong-key chain Dy is
indistinguishable from a uniform random permutation.

3.2.1 Hypothesis 1: fixed probability

Hypothesis 1 is the form in which the hypothesis is normally applied: every wrong key
gives hit probability 27™. It is a simplification of Hypothesis 2 and not the hypothesis
itself. Blondeau and Gérard draw the same distinction, stating the hypothesis as uniform
behavior and then adopting 27" in place of 1/(2"™ — 1) for their analysis [BG11].

We state Hypothesis 1 because it is what the standard data-complexity formulas of
Section 2.4 use, and because our own model keeps it for the off-diagonal transitions
(Section 3.3). Tt is not what we test against. A point mass is refuted by any dispersion at
all, so refuting it would say nothing about wrong-key randomization. Every comparison in
this paper — the figures of Section 3.4, the survivor counts of Section 3.5, and the claims
of Section 5 — is made against Hypothesis 2.

3.2.2 Hypothesis 2: random permutation

Hypothesis 2 is the wrong-key randomization hypothesis proper. As mentioned in Sec-

tion 2.4, the term originated with Harpes, Kramer, and Massey [HKM95] and was first

stated for the differential setting by Blondeau and Gérard [BG11]. It allows hit probabilities

to vary across wrong keys, and it fixes the whole law rather than just a mean. A permuta-

tion of F% has 2"~! pairs with a given nonzero input difference, so p,, (k') = j2'~™ where

j counts the pairs mapped to the output difference b. For a uniform random permutation
ot 1

Prpu(k') = j2'~™] ~ Poisson(j; A), A= Tt (18)

by [DRO5, Cor. 4] (journal version [DRO7b]). The mean is 1/(2" — 1) rather than 27": a
permutation sends distinct inputs to distinct outputs, so a nonzero input difference never
gives a zero output difference, and each of the 2 — 1 nonzero output differences is on
average equally likely. The rate barely depends on n — it is 0.5000076 at n = 16 and 1/2
to twenty decimals at n = 64 — and the Poisson approximation is accurate to within 2717
and 2755 for those two block sizes.

What Hypothesis 2 predicts. The two hypotheses agree on the mean hit probability up
to a gap of order 2727, but they are not otherwise close. Hypothesis 1 is a point mass;
Hypothesis 2 is widely dispersed. The distribution in Equation (18) has standard deviation
\/m about a mean of 1/2, a relative dispersion of v/2, and it places

Pr[p, (k) =0] = e Y2 = 60.65%

of its mass at zero. A large class of wrong keys with hit probability exactly zero is therefore
not on its own evidence against the random-permutation model, and we do not treat it as
such; Section 3.4 makes the comparison quantitative.

3.3 A more accurate model

Constructing a better model requires computing fixed-key differential probabilities for
all transitions through Gy, i/. For the on-diagonal transition (b, b), quasidifferential trails
make this tractable. For off-diagonal transitions (v,b) with v # b, computing fixed-key
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differential probabilities for all 2™ values of + is infeasible (see Section 4.6). Hypothesis 3
computes the dominant on-diagonal contribution exactly and applies to the tail the residual
WKR assumption: the point-mass simplification of Hypothesis 1, at the constant 277,
retained for the off-diagonal transitions only. It is a modeling ingredient here, not a
benchmark; Section 3.5 states where it limits what the computed survivor counts can show.
Write pg(k, k';b) for the on-diagonal fixed-key probability,

pa(k,k';b) = ]-:;I‘[Gk,k’ (2) ® G (x®b) =b].

These values partition the key space into £ equivalence classes with representative proba-
bilities pg.1,...,pq.e and weights wi,...,wy given by the class sizes.

This partition reflects algebraic structure, not enumeration noise. The equivalence
classes arise from cosets of a vector space determined by the quasidifferential trails. The
computational consequences appear in Section 4.

The on-diagonal probability pg(k, k'; b) is computed exactly via quasidifferential trails
(Section 4). A pair contributes to the counter only if it carries the distinguisher output
difference b after Ej; this occurs with probability pr. For these pairs, the on-diagonal
differential through Gy, ;- holds with probability pg(k, k';b). The remaining fraction 1 —pg
of pairs carry a different output difference v # b; under the residual WKR, assumption,
each such pair satisfies the differential with probability 27 ". The wrong-key hit probability
pw (k') of Equation (17) is therefore

puw(k') =pr - pe(k,K';b) + (1 —pr) - 27"
Applying this per class gives
pi =pr-pai+ (1 —pr)-27", i=1,...,¢
with class weights w; proportional to the class sizes.

Hypothesis 3 (Structured mixture). The wrong-key counter distribution is a finite mizture

0
T(K') ~> w;Binomial(N,p;), K #k, (19)

i=1

where the weights w; are positive reals with 25:1 w; = 1, and both they and the probabilities
pi are determined by the fived-key differential probabilities of the key-recovery map.

Hypothesis 3 is exact for the on-diagonal transition (b, b) through Gy, xs. The residual
WKR assumption applied to off-diagonal transitions (v, b) with v # b is the sole remaining
approximation; resolving it exactly would require computing fixed-key probabilities for 2™
different differentials (Section 4.6).

Hypothesis 1 is recovered as ¢ = 1, p; = 27". Hypothesis 2 is recovered by taking
p; = j 217" with weights w; = Poisson(j;1/2), a mixture whose components are fixed by
the random-permutation model. Our refinement is structural: the w; and p; are computed
from the cipher by the tool of Section 4, rather than posited.

Table 1 summarizes the progression.

3.4 Structured mixture models of three ciphers

We compute the wrong-key probability distributions of Hypothesis 3 for three differential
key-recovery settings. In each of them we enumerate all pairs (k, k') the cipher can realise,
S0 a class counts pairs rather than the wrong keys for one particular k. An attacker instead
fixes k and varies only k’. Whether the two distributions agree is a property of the cipher,
not a general fact.
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Table 1: Progression of wrong-key models. Hypotheses 1-3 are modeling assumptions; the
exact benchmark is the ground truth, intractable because it needs fixed-key probabilities
for all 2™ output differences. Hypothesis 2 is the reference against which we compare
throughout; Hypothesis 1 is the simplification the standard data-complexity formulas use.

Hypothesis Model Wrong-key probabilities Status

Hyp. 1 Point mass p; =27 for all ¢ Simplified
Hyp. 2 Random permutation p; = j2'~", j ~ Poisson(1/2) Reference
Hyp. 3 Structured mixture On-diag. exact, off-diag. point mass This paper
Exact Full computation All transitions exact Intractable

3.4.1 Toy cipher

We consider the 1-round differential (a,b) = (0x0001,0x0800) of the 16-bit toy SPN
introduced in [BDD'24] as a distinguisher, and add three key-recovery rounds. In this
setting, we analyze the differential (b,b) = (0x0800,0x0800) through the key-recovery
map Gy = Fk_,1 o F, and compute the fixed-key probabilities pg(k, k') for all wrong-key
candidates k' # k. The attacker guesses 14 key bits (2 per active S-box across the three
backward rounds; Appendix A traces the propagation). One key bit is redundant, so
the effective key space contains 2! key pairs: four of them (the correct key and three
equivalent keys due to symmetries) satisfy pg(k, k') = 1, leaving 8,188 wrong keys. For a
16-bit state, Hypothesis 2 predicts p,, = j 27'% with j ~ Poisson(1/2): 60.65% of wrong
keys at p, = 0, a mean of 1/(2'¢ — 1), and fewer than one wrong key expected beyond
j=>5.

Table 2 and Figure 3 present the computed distribution of pg(k, k') across all 8,188
wrong keys. The mean over wrong keys is p = 30/2047 ~ 276:99  differing from the product-
of-DDT heuristic, which assumes independent round behavior; the toy cipher adds only 2
key bits per S-box, inducing inter-round correlation that the quasidifferential computation
captures. We find a large zero-probability class: 5,396 wrong keys (65.9%) have pg = 0,
i.e., the differential (b, b) never occurs through Gy s for these keys. Hypothesis 2 places
60.65% of its mass at zero, so this class is close to what the model predicts and is not on
its own the discrepancy; the discrepancy is in the tail. The non-zero probabilities cluster
into 14 equivalence classes with values ranging from 0.0078 (class 1, containing 1,152 keys)
to 0.625 (class 14, containing 4 keys). Read as pair counts, class 1 already has j = 256
of the 2!® pairs and class 14 has j = 20,480, against a Hypothesis 2 mean of j = 1/2 —
factors of 512 and 40,960. Nothing we compute lies between 7 = 0 and j = 256, where
Hypothesis 2 puts 39.3% of its mass.

Which right keys see this distribution. For the toy cipher, not every one of them. The
computed basis decides this: pg depends on the pair only through k & &’ when every basis
vector carries the same mask on the forward and the backward occurrence of a round
key, and then fixing k£ only relabels the classes. Here that fails, so pg depends on k itself.
Fixing k, the wrong keys reach an 11-dimensional subspace of the 13-dimensional class
space, so there are four right-key families, one for each of the four classes the diagonal
k = k' maps to. The four give only two distributions: they pair up, each pair assigning the
same multiset of probabilities under a relabelling of the classes, so the right key selects the
distribution through a single bit. The two have mean pg of 0.015144 and 0.014167, and
Table 2 is their average, class by class. Seven of the fourteen nonzero classes move between
them, by factors of up to four. The zero class does not move: the 65.9% of Figure 3 is
what every right key sees.
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Table 2: Distribution of wrong-key probabilities pg(k, k') for the toy cipher. For a right
key k, the guessed key k' ranges over the 8,192 values of the effective guessed subkey: 4
with pg = 1 (right key and equivalents) and 8,188 wrong keys shown here. The entries
are averaged over right keys: a fixed k sees one of two histograms, with mean pg equal to
0.015144 and 0.014167, and the table is their average, class by class. The last two rows
give Hypothesis 2 for comparison: pg = j 27! with j ~ Poisson(1/2), which puts 4,966 of
the wrong keys at pg = 0 and expects fewer than one of the remaining 3,222 above j = 5,
that is, above pg = 27127, Every computed class lies above it.

Class PG logy(pe) Keys % of Keys
0 0 —00 5,396 65.90%
1 0.0078125  —7.00 1,152 14.07%
2 0.0156250  —6.00 224 2.74%
3 0.0312500  —5.00 672 8.21%
4 0.0468750  —4.42 128 1.56%
5 0.0625000  —4.00 212 2.59%
6 0.0781250  —3.68 96 1.17%
7 0.1250000  —3.00 146 1.78%
8 0.1562500  —2.68 32 0.39%
9 0.1875000  —2.42 58 0.71%
10 0.2500000  —2.00 16 0.20%
11 0.3125000  —1.68 30 0.37%
12 0.3750000  —1.42 10 0.12%
13 0.5000000  —1.00 12 0.15%
14 0.6250000  —0.68 4 0.05%
Hyp. 2, p¢ =0 —00 4,966 60.65%

Hyp. 2, pc > 0 <127 3222 39.35%
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Figure 3: Computed wrong-key distribution for the toy cipher (Table 2) against the
random-permutation model of Equation (18). The zero class is drawn in its own panel
because pg = 0 has no place on a logarithmic axis: 65.9% of wrong keys have pg = 0,
against the 60.65% the model predicts. The computed classes begin at 2~7, by which point
the model is already below one expected key, and no class lies in between. The computed
bars, like the table, are averaged over right keys.

3.4.2 PRESENT

For the PRESENT block cipher [BKLT07], we use Wang’s 14-round differential (a,b) =
(0x0700000000000700, 0x0000000900000009) from [Wan08] as a distinguisher, and add
two key-recovery rounds on the ciphertext side. This allows us to recover 32 bits of the round
keys (232 key candidates). We then analyze the differential (b, b) = (0x0000000900000009,
0x0000000900000009) through Gy and compute the fixed-key probabilities pq(k, k')
for all wrong-key candidates. Here the state size is n = 64, so Hypothesis 2 predicts
Pw = j 275 with j ~ Poisson(1/2), again placing 60.65% of the mass at p,, = 0, with
fewer than one of the 23 candidates expected beyond j = 9.

Figure 4 presents the computed distribution for PRESENT against the random-
permutation model of Equation (18). A zero-probability class contains 35.4% of all
wrong candidates, and the non-zero probabilities span 271 distinct values. The model
places its nonzero mass on the multiples of 273, and by 27 it already expects fewer
than one wrong key. Every class we compute lies at 2716 or above.

These classes are computed under the independent-round-key assumption of Section 2.5:
the pair (k, k') ranges over all round-key values, not over those a PRESENT master key
can produce. We have checked that this costs nothing here. The count is exact: the key
schedule is affine apart from one S-box between consecutive round keys, so branching on
it splits the master keys into 16 pieces on which the class map is affine.’ Fixing a right
key and letting the wrong key range over all 28 PRESENT master keys, the class map
is onto and every class receives exactly 2°0 master keys, so all 23° classes—and therefore
every probability value in Table 11—occur for genuine key-schedule-consistent keys, with
the relative frequencies shown. The key schedule does constrain the classes: its linear
part alone reaches only a 28-dimensional subspace, and the two remaining dimensions are
supplied by the S-box in the key schedule.

5A solver-free checker for this count is available as supplementary material.
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Figure 4: Computed wrong-key distribution for PRESENT (Table 11) against the random-
permutation model of Equation (18). The zero class is drawn in its own panel because
pe = 0 has no place on a logarithmic axis: here the computed mass at zero is smaller than
the model predicts, 35.4% against 60.65%. The discrepancy is in the tail. The model’s
nonzero support ends at 2760 and the smallest computed class is 2716, a factor of 244 away,
while the largest gap within the computed distribution is a single factor of two.

Which right keys see this distribution. For PRESENT, every one of them. Here the
condition holds, and it is checked rather than argued: all 30 basis vectors carry the same
mask on the forward and the backward occurrence of a round key. Fixing k then translates
the class labels without changing the distribution over them; and since the wrong keys
are spread evenly over the 239 classes, that distribution is uniform for every choice of k.
Table 11 and Figure 4 therefore describe the wrong-key distribution seen by an attacker,
for every right key, not an average over k.

3.4.3 GIFT-64

For GIFT-64 [BPPT17] we use the 12-round iterative characteristic of Zhu, Dong and
Yu [ZDY18], Ajy = Agye = 0x0000000000001010 with pr = 279 as a distinguisher and
add two key-recovery rounds. The block size is again n = 64, so Hypothesis 2 predicts
Pw = 7279 with j ~ Poisson(1/2), placing 60.65% of the mass at p,, = 0 and expecting
fewer than one candidate beyond j = 5. The trail enumeration is uncapped: it returned
98 533 differential characteristics and a trail space of dimension dim W = 32, so the basis
is exact rather than a lower bound. We report the distribution over the 216 of those classes
that GIFT-64’s 32-bit round key can reach.

Figure 5 presents the computed distribution against the random-permutation model.
Of the 65520 wrong-key classes among them (listed in Table 12), 42.82% have pg = 0 and
the remaining 86 distinct values run from 2715 to 27191 with no gap inside that range
wider than a factor of 2'%°. The model’s own support ends at 2761, the largest value
whose expected population is one candidate, so the two are separated by a factor of 246
with nothing in between. Table 3 places the three ciphers side by side.
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Which right keys see this distribution. For GIFT-64, sixteen groups of them. Its
restricted trail space splits as 16 = 12 + 4, so a fixed right key reaches a 12-dimensional
subspace of the 16-dimensional class space and there are 2% = 16 right-key families, one
for each of the sixteen classes with pg = 1. They give ten distinct distributions: six pairs
of families share a histogram and four stand alone. As for the toy cipher, the families that
share one carry the same multiset of probabilities under a relabelling of the classes, and
no nonzero shift of the class space leaves pe unchanged, so the coincidence is one of values
and not a symmetry. What separates the families is shape rather than location: their
means span a factor of 1.07, from 27243 to 27992, while their mass at zero ranges from
41.6% to 45.4% and the number of distinct nonzero values they carry from 66 to 82. A
summary by mean alone would call all sixteen identical.

What the three ciphers have in common. The classes a cipher’s keys can reach split,
in each case, into the subspace the wrong keys reach for a fixed right key and the space
of right-key families: 30 = 30 4+ 0 for PRESENT, 13 = 11 + 2 for the toy cipher and
16 = 1244 for GIFT-64, whose 32-bit round key reaches 16 of the dim W = 32 dimensions
the enumeration returns. The second term is the part of the computed basis whose vectors
do not carry the same mask on the forward and the backward occurrence of a round key,
and it decides how many families there are: one, four and sixteen, each holding exactly
one class of probability 1. PRESENT is the only one of the three whose distribution a
single right key sees in full, and that is a property of its basis rather than a general fact
— all thirty of its vectors happen to be paired. The number of distinct distributions is
smaller than the number of families in both ciphers that have more than one, and by an
amount the dimensions do not predict.
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Figure 5: Computed wrong-key distribution for GIFT-64 (Table 12) against the random-
permutation model of Equation (18), over the 65520 wrong-key classes its 32-bit round
key can reach, averaged over its sixteen right-key families. The zero class is drawn in its
own panel because pe = 0 has no place on a logarithmic axis: 42.82% of the classes have
pa = 0 against the 60.65% the model predicts, so as for PRESENT the discrepancy is in
the tail. The model’s support ends at 271 and the smallest computed class is 271°, a

factor of 246 away, while the largest gap within the computed distribution is a factor of
21.09.



Tim Beyne, Gregor Leander, Mariia Mutkovina, Ricardo Rodriguez Reveco 19

Table 3: Computed wrong-key distributions against the random-permutation model,
Equation (18). The predicted class count is the number of values of j whose expected
number of wrong keys is at least one, over 8,188 wrong keys for the toy cipher, 232 for
PRESENT and 65520 for GIFT-64; the Poisson support is unbounded, so it is a typical
count rather than a maximum. These three figures are the same for every right key for
PRESENT and for the toy cipher, whose individual class weights are not (Table 2); for
GIFT-64 they differ, so its column gives the range over its sixteen right-key families.

Toy cipher PRESENT GIFT-64
Quantity Hyp. 2 Computed Hyp.2 Computed Hyp.2 Computed

Mass at p, =0 60.65% 65.9% 60.65% 35.4% 60.65% 41.6-45.4%
Mass beyond 3 std. 1.44% 34.1% 1.44% 64.6% 1.44%  54.6-58.4%
Distinct classes ~6 15 ~ 10 272 ~ 6 67-83

3.4.4 Comparison with Hypothesis 2

Table 3 puts the three computed distributions against the random-permutation model of
Equation (18). The mass at zero behaves differently in each: the toy cipher has somewhat
more zeros than the model predicts, PRESENT has considerably fewer, and GIFT-64 sits
between them. It is not the main discrepancy in any of the three. The tail is: essentially
every nonzero class we compute lies beyond three standard deviations of the model, where
it allows 1.44% of the mass, and the number of distinct classes exceeds the prediction by a
factor of two for the toy cipher, of twenty-seven for PRESENT and of eleven to fourteen
for GIFT-64.

All three rows point at the same thing. What Hypothesis 2 cannot produce is the shape
of the distributions we compute. They are not unimodal: a mass at zero, a second mass far
out in the tail, and nothing between them. For the toy cipher the smallest nonzero class
already has j = 256 pairs out of 21°, against a mean of 1/2; for PRESENT it has j = 24.

The obstruction is the family, not the value of its parameter. Call a distribution
on {0,1,2,...} unimodal if its probabilities are nondecreasing up to some point and
nonincreasing after it; the Poisson and the binomial laws are unimodal for every value of
their parameters. No such law describes the distribution of j across wrong keys. (This is a
different object from the counter T'(k’) of Section 2.4, which is binomial over the N pairs
of the attack for each fixed k’.) For the toy cipher Pr[j = 0] = 65.9% while Pr[j] = 0 for
1 < j <255, so the mode must be at 7 = 0 and the probabilities are nonincreasing from
there; hence Pr[j = 256] < Pr[j = 1] =0, yet 14.1% of wrong keys have exactly j = 256.
For PRESENT the empty range is 1 < j < 247,

Fitting the rate only moves the failure. For the toy cipher A = 0.417 reproduces
the mass at zero and leaves probability 27299 at j = 256, while A = 480.2 matches the
observed mean and gives Pr[j = 0] = 27993 against the 65.9% we observe. The class counts
move the same way: the rate matching the observed mean inflates the predicted count to
about 138 for the toy cipher and 229 for PRESENT, further from what we compute rather
than closer. No choice of rate removes these discrepancies together.

These deviations from the WKR hypothesis change the wrong-key counter distribution
and therefore can alter the post-filter cost of key recovery. We make this precise next.

3.5 Statistical impact: pairs and distribution shape

We now address two questions. First, among the N pairs used in the attack, which type
— right or wrong — contributes more to a wrong key’s counter on average? Second, when
does the shape of the wrong-key distribution, not just its mean, change the number of
surviving wrong keys?
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Pair origin and per-key hitting probability. Of the N pairs, a fraction pr are right and
1 — pr are wrong. Right pairs carry the distinguisher difference b into Gy, - and hit with
class-dependent probability p¢,;; wrong pairs carry a random v # b and hit with 27" under
the residual WKR assumption (Section 3.3). For a differential of probability pr = 2¢="
over an n-bit block, the per-key hitting probability of equivalence class 7 is

Pi =PrPG:+ (1 —pr)27".

Split the expected counter into the contribution C from wrong pairs and Cs from
right pairs:
E[Ci]=(1-pr)N27",  E[C2] =prN pg, (20)

where pg = ), w; pa,;i is the key-weighted mean class probability. Right pairs dominate
when E[Cs] > E[C4]. Since N > 0 we cancel it from both sides; dividing further by pg
and substituting pr = 21" yields

E[Cs] > E[C1] <= prpc > (1 —pr)27"

1-— 21
e po> —LRom g1t ) =9t 9 & 27, 21)
Pr
Equivalently, right pairs dominate iff
2" 2—"n 1 27"
PR ~ (22)

> — = — = — ~ —.
pe+27" 27 (1+427pg)  1+27pg jZe

The last step uses 2"pg > 1, which holds for all three targets. For the toy cipher (¢t = 13,
n = 16) we have pg ~ 2751, so the crossover sits at DR R 2799 well below the actual
pr = 207" = 273: right pairs dominate. For PRESENT (t = 2, n = 64) we have
Pa ~ 27105 giving PR~ 27535 above the actual pr = 272 wrong pairs dominate by
about 8.5 bits.

Bottleneck classes. A wrong key for which the differential b — b through Gy, - holds
almost always behaves like the right key on right pairs: its per-pair probability p; =~ pr
matches the correct key’s. We call its equivalence class a bottleneck. Such a key is hard to
separate from the correct one by counter value, so a bottleneck class limits how far ranking
can narrow the candidate list. How many keys the filter leaves is a separate question, since
that also depends on the class weight w;. A bottleneck of small weight obstructs ranking
and contributes almost nothing to the survivor count, which is what happens for the toy
cipher, as the survivor counts below show.

Does the shape matter, or only the mean? The crossover in Equation (22) settles which
pair type dominates. It says nothing about the second question. We answer that one with
a lemma, then evaluate it for the toy cipher and PRESENT.

Write IC,, for the set of wrong keys. Let D be the wrong-key distribution {(w;, p;)} from
Hypothesis 3: drawing a wrong key K,, € K,, uniformly selects class ¢ with probability
w;, giving per-key hitting probability px, = p;. Its mean is p = prpg + (1 — pr)2™"™.
Fix 7 > 1 and let ¢.(q) := Pr[Bin(N, ¢) > 7] be the probability that a wrong key with
hitting probability ¢ reaches the threshold. We write J\/'S(JRV for the expected number of
wrong keys that survive the filter at threshold 7. A second superscript marks the same

quantity computed under another model: N{75™™ evaluates every wrong key at the mean
; S(Jr){,HQ draws the wrong-key probabilities from Equation (18), and is the reference we

compare against; /\/'S(Q\}Hl evaluates every wrong key at 27".
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Lemma 1 (General wrong-key distributions govern post-filter complexity). The expected
number of surviving wrong keys for a filter threshold T, under any arbitrary wrong-key
distribution D, is

NG = Kol Exyoplpr ()] -

Approzimating by the mean alone assumes all wrong keys behave identically at p:
NGt = Kyl or(P).
Because . is nonlinear, the two values diverge depending on the threshold:

1. Threshold T = 1: Here p1(q) = 1 — (1 —q) is strictly concave on [0,1], so Jensen’s
inequality applies directly,

Ek,~ple1(pk,)] < ¢i(Ek,~plPk.]) = ¢1(D),

that is, ./\/'5(111]2v < ./\/S(&r){,mean: the mean-only approximation overestimates the surviving
keys, with equality iff all wrong keys in D share the same probability.

2. Higher thresholds (T > 2): Here ¢, is convex on [0,p*) and concave on (p*,1],
with inflection p* = (1 —1)/(N —1). Since Np* = 7 — 1, the inflection sits just below
the probability where a wrong key’s expected counter Np equals the threshold. The
sign of the mean-only error is fixed by where the wrong-key probabilities fall relative
to p*:

(a) all wrong-key probabilities below p*: , is convex, so Jensen’s inequality gives

the reverse bound and A/S(Jr)v > NS(JBV’“““ — the mean underestimates.

(b) all wrong-key probabilities above p*: p, is concave, as for T =1, so ./\/'S(Jr)V <
J\fs(lfr){,mean — the mean overestimates.

When the wrong-key probabilities fall on both sides of p*, curvature alone does not
fix the sign and the two values have to be compared directly. Since p* grows with
T while the probabilities do not, a single D is overestimated at low thresholds and
underestimated at high ones. Where the crossover falls is a property of D and is not
determined by p alone: for the toy cipher of Section 3.4 it lies between T = 2 and
7 =3, and for Dp of the bimodal example below near T = 5.6, against Np = 0.9 and
1 respectively.

Proof. By definition, the expected number of survivors is

N = )0 PrlT(Ky) 2 7] = Kol Elpr(px,,)]-
K'KUG]CU)

For a threshold of 7 = 1, the survival function ¢ (q) = 1 — (1 —q)¥ is strictly concave since
©l(q) = —N(N—-1)(1—-q)N=2 < 0 for N > 2. By Jensen’s inequality, E[p1 (px,, )] < ©1(p),
with equality if and only if pg,, takes a single value with probability 1 under D. For 7 > 2,
write ¢, (q) = Z;Y:T (ZJV) ¢ (1 — q)V~7 and differentiate term by term. Consecutive terms

cancel and only one survives:

N-1

¢r(a) = N<T 1) =N >0,

S0 ; is strictly increasing. Differentiating once more,

N -1

)N - ) - (- 1)),

v7(q) =N(
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whose sign is that of the bracket: positive for ¢ < p* := (7 — 1)/(N — 1) and negative for
q > p*. Hence ¢, is convex below p* and concave above it. When the support of D lies
entirely below p* — as in the sparse regime (Np < 1) for a concentrated distribution — ¢,
is convex there, so the inequality goes the other way and Elp,(pxk,, )] > ¢ (D) (case (a)).
Symmetrically, when the support lies entirely above p*, ¢, is concave and Jensen gives
the upper bound Elp,(pxk,, )] < ¢ (D) (case (b)); in both cases equality holds if and only
if pk,, takes a single value with probability 1 under D. O

Survivor counts against the random-permutation model. Lemma 1 says the survivor
count depends on the whole wrong-key distribution and not on its mean. We therefore
evaluate it under the computed mixture and under Hypothesis 2, which is the reference.
Under Equation (18) the wrong-key probability is j 21~" with j Poisson, so

NSy = 1Kl Y wieor(pi)s NG = [KCul Y Poisson(j; 1/2) o, (j2'77),

Jj=0

with p; = prpa,: + (1 —pr)2™" as above. Which of the two is larger depends on the
threshold, through the convexity switch of Lemma 1: below p* dispersion raises the
survivor count, above it lowers it. Table 4 evaluates both for the toy cipher and PRESENT,
together with N{™*®, which collapses our own distribution to its mean. The ratio
./\fs(Jr)v /N (Jr)\’zmcan is the part of the survivor count that the mean cannot account for. The
rest of the gap to Hypothesis 2 has two further sources: the difference between the two
means, and the dispersion of the reference model itself. The second is not always small,
contributing a factor of 1.01 at 7 =1 for the toy cipher and 249 at 7 = 5.

For the toy cipher the computed distribution puts 31 times more wrong keys through
the filter than Hypothesis 2 predicts at 7 = 1. Most of that comes from the means,
p = 27908 against the model’s 1/(2'6 —1): a ratio of 121, which the saturation of ¢, turns
into a factor of 79 in the survivor count. The shape works the other way here, lowering
the count by a factor of 2.6. Lemma 1 gives that direction at 7 = 1, where p* = 0 and ¢
is concave over the whole range. By 7 = 5 the shape has reversed and raises the count by
a factor of 21, with the crossover between 7 = 2 and 7 = 3. At 7 = 5 the inflection sits at
p* =7.8-1073, with 7,784 of the 8,188 wrong keys below it and 404 above, so this is the
lemma’s mixed case: curvature does not fix the sign, and we computed it.

The gap for the toy cipher comes from the whole nonzero part of the spectrum, not
from the bottleneck class. All 2,792 wrong keys with pg > 0 sit at p; > 9.9 - 1074, six
times the largest probability Hypothesis 2 assigns to any wrong key it expects among
8,188 (j =5, or 1.5-10~%). The bottleneck class contributes 4 of the 1,953 survivors, as
anticipated on Page 20: it obstructs ranking without moving the survivor count.

For PRESENT the shape contributes nothing measurable, N and N T)mean agreeing
to within 0.03% at every threshold. At pr = 2752 the structured term pgr pg ; is negligible
beside the residual term (1 —pg)2~" for every class, so the computed distribution is nearly
a point mass, with almost no dispersion left for the threshold to act on. The crossover of
Equation (22) reached this conclusion for the expected counters; the survivor counts now
show it directly.

The comparison with Hypothesis 2 nonetheless reverses at 7 > 2, the model predicting
more survivors than we compute. How much more depends on where it is read. At 7 =2
the factor is 1.5 and the right key still survives with probability 0.59; at 7 = 5 it is 47, but
Ps has fallen to 0.05, so the largest discrepancy sits at a threshold where the attack has
already failed.

That gap comes from the model’s own dispersion rather than from anything we compute
for PRESENT. All our probabilities satisfy p; < 0.44p* at 7 = 5, so ¢, is convex across
our whole distribution and case (a) of Lemma 1 applies exactly. The random-permutation
model instead places 0.02% of its mass at or above p*, which lifts its survivor count without
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Table 4: Expected surviving wrong keys under the computed mixture (Hypothesis 3),
under that mixture collapsed to its mean, and under the random-permutation model
(Hypothesis 2), for a filter threshold 7. The toy cipher uses N = 2° pairs, 64 expected
right pairs, over 8,188 candidates. PRESENT uses N = 263, which is the whole codebook:
a fixed input difference admits at most 27! pairs, so no attack on a 64-bit block has
more. That gives two expected right pairs at pr = 2792, over 232 candidates. Pg is the
probability that the right key survives, and is reported because the largest discrepancies
sit at thresholds where the attack itself is failing. The shape column is N /NN,
the part of the survivor count that the mean cannot account for. For the toy cipher it
crosses 1 between 7 = 2 and 7 = 3, in the direction Lemma 1 gives; for PRESENT it is 1
to within 0.03% at every threshold.

Expected survivors Ratio to
T -/\/'S(Jr)v J\/;(Jrvmean N'S(Jr)\;Hz Shape Hyp 2 Ps
Toy cipher, N = 2°, 8,188 wrong keys

1 1,953 5,008 63.2 0.39 31 1.00
2 1,262 1,997 0.73 0.63 1.7-10® 1.00
5 486 23.3 4.8-1077 21 1.0-10° 1.00
PRESENT, N = 263, 232 wrong keys

1 23066 230.66 230.12 1.00 1.46 0.86
2 22854 22854 229.13 1.00 0.66 0.59
5 21951 21951 225.06 1.00 0.021 0.05

changing the direction. Spreading mass below the inflection raises the count. The model
is dispersed and our distribution is not, so any cipher with a distinguisher probability this
small would behave the same way.

Two limits on what Table 4 shows. First, its PRESENT column agrees with the
point-mass value J\@(Jr)le = |Kuw|er(27") to within 1.4% at every entry, but the residual
WKR assumption produces that agreement, being itself the point mass at 27". It is
not independent evidence for Hypothesis 1. What the column does establish is that
the on-diagonal structure, the part we compute rather than assume, moves no survivor
count at this distinguisher probability. Second, Hypothesis 2 caps the survivor count at
(1 —e'/2)|K,|, because 60.65% of wrong keys have hit probability exactly zero and can
never survive. The computed mixture has no such cap, since the residual term keeps every
class strictly positive.

A 210 complexity gap hidden by the mean. The shape factors in Table 4 are limited by
how far apart the class probabilities of those ciphers happen to lie. The following example
shows there is no general bound. It is the same comparison as the shape column of that
table — a distribution against a point mass at its own mean — with the ratio quoted
the other way up, and it behaves the same way with 7: the mean overestimates at low
thresholds and underestimates above 7 ~ 5.6. Consider two wrong-key distributions with
an identical mean probability of p = 2740, using N = 2%° pairs (so Np = 1):

o D4 (point mass): Every wrong key has exactly Prlpg, =271 = 1.

o Dp (structured): A small fraction of keys hit a differential plateau, giving Prpx,, =
2739 = 2710 while the rest sit at 0.

Under a threshold of 7 = 1, Lemma 1 yields drastically different survivor counts:

240

Ep,le1(pr,)] = 1—(1-2792" ~ 1—¢! ~ 0.632,
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Ep,le1(pk,)] = 270(1-(1 _2—30)240) ~ 910

The residual exhaustive search complexity differs by roughly a factor of 21° (./\/S(lﬁl /J\/;(lﬁ\), ~

29-34) " despite identical means. This gap grows without bound as the structured mass
shifts to larger values, so collapsing the distribution to its mean is unsound.

However, this gap is highly 7-dependent. At a stricter threshold of 7 = 5, the flat
distribution D4 yields a binomial tail probability of ~ 0.0037, while the structured class
in Dp still contributes ~ 2719, The ratio collapses from roughly 2'° to 4. Higher filtering
thresholds compress the gap because the survival probability becomes dominated by the
binomial tail rather than the structural spikes.

When does p alone suffice? The mean is only an adequate proxy for E[p,(pk,, )] when
the wrong-key probabilities concentrate tightly around p. Let 6 = /Varg, (px,). A
second-order Taylor expansion at 7 = 1 shows how variance distorts the approximation:

Elpi(pk,)] = ¢1(0) — sN(N —=1)(1-p)~ 24

The correction term matters once ¢ is comparable to 1/N. In differential cryptanalysis,
this approximation fails because § grows when (i) the key-recovery map depends on only a
fraction of the wrong-key bits, so equivalent keys cluster; or (ii) the key schedule or the
differential trail makes the fixed-key probability take the same, larger value across a whole
subset of the wrong keys. A large expected hit count A = Np does not by itself make the
mean safe. Take a class of weight 2710 at 2729 with the remaining wrong keys at zero,
and N = 2%0: here A\ = 29, yet the mean overestimates the survivor count by a factor of
210: the correction term depends on §, not on .

Table 4 and the crossover of Equation (22) answer the two questions this subsection
opened with. The shape of the wrong-key distribution changes the survivor count when
the right pairs carry enough weight. For PRESENT with Wang’s distinguisher they do
not, and pr = 2752 leaves the residual term in control. The numbers use the spectra of
Section 3.4; Section 4 gives the method that produces them.

4 Computing fixed-key probabilities

This section describes the computation: the mask-first reformulation of the fixed-key
probability formula, the dimension-reduction argument, the SMT trail enumerator, and
the certified mask dimensions of the three targets, whose distributions Section 3.4 reports.

The mixture model requires the exact class weights w; and probabilities pg ; for Gy 1.
Computing these quantities directly from the quasidifferential formula is infeasible, and
even a naive application of the fast Walsh-Hadamard transform (FWHT) does not help.
We outline the two baselines before describing our method.

Naive double sum. Theorem 1 expresses the fixed-key probability ps (k) as a double
sum over all differential characteristics and all intermediate mask sequences (ug, ..., us) €
Fésfl)n. Evaluating this sum for a single key requires iterating over both spaces simultane-
ously, giving a doubly exponential cost in the number of rounds. For the toy cipher (r =3
key-recovery rounds, so s = 2r = 6 in the key-recovery map, n = 16), this is infeasible; for

PRESENT(r = 2, so s = 4, n = 64), it is entirely infeasible.

Naive FWHT. One can reorganize the computation by first assembling the full mask-
correlation function B: ng_l)" — R, which aggregates quasidifferential trail correlations
over all characteristics for each intermediate mask vector. The mask-correlation function

is formally defined in Section 4.1. We then apply the FWHT to recover all key values
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simultaneously. This eliminates the double sum, but the transform still operates over the
full (s — 1)n-dimensional space at cost O((s — 1)n - 2(5=I"). For the toy cipher, this is
80 - 289; for PRESENT, 192 - 2!92; both are entirely infeasible.

Our approach. For a mask vector u, let B(u) collect the correlations of all quasidifferential
trails carrying that mask vector; it is defined in Equation (24). We show that the support
= {u € ngfl)n : B(u) # 0} of the mask-correlation function lies in a subspace
W = span(T) of dimension d < (s — 1)n. Restricting the FWHT to W reduces the
transform cost to O(d - 2%), and a basis of W is recovered by an SMT-guided two-stage
search exploiting the algebraic structure of Proposition 1. The reduction is substantial:
for the toy cipher, d = 13 versus (s — 1)n = 80, cutting cost from 80 - 289 to 13 - 213; for
PRESENT, d = 30 versus 192, from 192 - 2'92 to 30 - 23°. This independently corroborates
Kumar [Kum12], who observed that Wang’s attack on PRESENT recovers at most 30 of
the 32 guessed subkey bits. The SMT basis construction is the dominant runtime cost in
practice; the FWHT step itself is negligible once the basis is known. Applying the same
two-stage basis search with r = 2 key-recovery rounds yields d = 35 for Rectangle [ZBLT15]
and d = 32 for GIFT-64 [BPPT17], against (s — 1)n = 192 in both cases, so the transform
cost falls from 192 - 2192 to 35 - 235 and 32 - 232 respectively. We carried the computation
through for GIFT-64 (Section 3.4); for Rectangle the restricted FWHT is at the edge of
practicality and partial trail enumeration via our SMT tool is future work. The dimensions
for PRESENT, Rectangle and GIFT-64 are each backed by a machine-checkable certificate
in the supplementary material: d independent quasidifferential trails, each checked against
the S-box tables without a solver, establish dim W > d, and the matching upper bound is
the completeness query of Section 4.3 returning unsatisfiable. The following subsections
present the method for a generic keyed permutation, then specialize to Gy, 1.

4.1 Mask-first fixed-key probability computation

Generic setting. Let G, : Fy — F4 be a keyed s-round permutation whose round keys
are independent (Section 2.5). Ouly the s — 1 round keys added between the rounds affect
the quantity we compute, since Theorem 1 fixes the outer masks to zero and a round key
paired with a zero mask contributes nothing; we write x € ngfl)" for their concatenation
and call it the round-key vector. We compute the distribution of fixed-key probabilities

pa (k) = Pry[AG,(z) = B | Az = a] over all &.

Application to key recovery. For the key-recovery map Gy = F, Lo F}, of Definition 1,
we specialize to («, 8) = (b,b) where b is the output difference of the distinguisher, with
s = 2r rounds (r forward in F}, r backward in F,'). The guessed pair k||k’ determines
the round-key vector k; the attacker’s m guessed bits per key therefore enter through an
embedding of F3™ into F(Qs_l)", and it is the latter over which the transform below runs.

From characteristics to masks. By Theorem 1, quasidifferential trails express the fixed-
key probability of the differential («, 8) through G, as a double sum:

Z Z H (u,+1 ait1),(us,a;)’ (23)

250505 UsenyUs =1

where the outer sum ranges over all characteristics (ag, ..., as41) with a; = c and asy; = S,
and the inner sum ranges over all intermediate mask sequences uo,...,us € Fy with
U1 = us41 = 0 (restricting to the DDT submatrix of the quasidifferential transition
matrix).
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Key idea: reverse summation order. Equation (23) can be computed in two ways: fix
characteristics first and sum over masks (as in [BR22]), or fix masks first and sum over
characteristics. We take the latter approach because it exposes Walsh—Hadamard structure
and sparsity in the mask space.

We define the mask correlation function. For each mask vector u = (ug,...,us) €

]Fés*l)n, we aggregate correlations over all characteristics:

S
B:FSTV SR, B =Y [ID% o wan (24)
ag,...,as i=1

where a; = a, asy1 = f and u; = usy1 = 0, following the convention of Theorem 1.
Most mask vectors u € Fés_l)” do not induce any quasidifferential trails with nonzero
correlation. High-correlation trails tend to be local [BR22, Sec. 4.3], with nonzero masks
concentrated in a few rounds rather than all (s — 1) intermediate states. Consequently,
the support T lies in a low-dimensional subspace with d = dim(span(T)) < (s — 1)n
(Section 3.4).

The key dependence of each entry factors as a sign (71)<“*“>: the mask vector u paired
with the round-key vector k, so that replacing x by x + ¢ multiplies the entry by (—1)<“’5>.
Reversing the summation order in Equation (23) yields:

pe(r) =Y Blu)(=1)"". (25)

ueT

Exploiting structure via the Fast Walsh—Hadamard transform. The sum in Equation (25)

is the Walsh-Hadamard transform of B over Fés_l)”
to pa(k); its preimages are the key classes.

The FWHT [Car21] computes B efficiently. However, applying the FWHT directly
over the full (s — 1)n-dimensional space yields complexity O((s — 1)n - 2(5=1)") which
remains prohibitively expensive.

. The transform B maps each key

4.2 Dimension reduction and algebraic structure

Recall from Section 4.1 that B(u) is nonzero only for masks in the support 7' = {u €
Fés_l)" : B(u) # 0}. Write W = span(T') for the subspace it spans and d = dim(W). We
restrict the FWHT to W.

Let {e1,...,eq} be a basis for W and define the change-of-basis matrix M = [ey | - - |

ed] c Fésfl)nxd.
We restrict B to W by defining h : F§ — R as
h(E) = B(M -¢) (26)
where £ € Fg represents coordinates in the basis {ej,...,eq}. Substituting into Equa-

tion (25) yields
B(r) =Y (=1)"M - h(g). (27)

£€Fd

Recursive FWHT. The FWHT can be computed recursively by decomposing along
coordinates. Partitioning F§ = =y U Z; where =, = {£ : &4 = b} gives

B(r) = > (~1)mMOp(g) 4 (—1)lmead 37 (—1) =M p(g),
£E€Eo §E€E

where M’ = [e; | --- | eq—1] and & = (&1,...,&4—1). Applying this recursively yields
complexity O(d - 24).
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4.2.1 Mask space structure

The basis computation exploits algebraic structure in the mask space. For a fixed differential
characteristic a = (a1, ...,as41) with a3 = « and as41 = 3, define

V(a) = {u e FS ™" B(u) # 0 and u induces a trail for a} (28)
as the set of mask vectors inducing trails for this characteristic. Equivalently, ' = J, V (a).

Proposition 1 ([BR22, Thm. 4.2(a)]). For a function G, = G5, 0- -0 Gy, and a
characteristic a = (a1, ...,as41), let pa denote the correlation of the quasidifferential trail
for a in which all masks are zero; by Section 2.2 this trail is the ordinary differential
characteristic, so pa is its probability. The following holds:

If (u1,a1), ..., (Ust1,as1) s a quasidifferential trail with correlation (—1)°pa where
b € {0,1}, then for every quasidifferential trail (v1,a1),..., (Vst1,asy1) with correlation c,

the trail (vi 4+ u1,a1),. .., (Vsp1 + Usy1,asq1) has correlation (—1)°c.

An immediate consequence is that Vy(a) = {u € V(a) : |B(u)| = pa}, the set of masks
preserving the characteristic’s correlation absolute value, forms a vector space. Moreover,
defining W (a) = span(V(a)), Proposition 1 implies that masks in the same coset v+ Vy(a)
induce trails with equal correlation absolute value. Thus, the quotient space W(a)/Vy(a)
partitions masks by correlation absolute values.

Basis computation. This analysis assumes a basis for W = span(T’) is available. To
enumerate all quasidifferential trails for a characteristic a, it suffices to compute two bases:
By for Vy(a) (correlation-preserving masks) and By for coset representatives of W(a)/Vy(a)
(distinct correlation absolute values). We recover them by SMT search and Gaussian
elimination (Section 4.3, Section 4.4).

4.3 Two-stage basis search (algorithm)

This section describes how we exploit this structure to avoid exhaustive enumeration of
the 2(*=Y" mask space. Our implementation uses SMT (Section 4.4).

The strategy applies to any s-round keyed permutation; our implementation specializes
to PRESENT-like SPNs.

Two-stage basis search. For each differential characteristic a separately, we compute
bases By for Vp(a) and By for representatives of W(a)/Vy(a) via SMT-guided enumeration:

Stage 1: Finding By. We query the SMT solver for masks u € Fésfl)n satisfying two
constraints:

e B(u) # 0 (induces at least one trail), encoded via QDTM (Section 2.2) consistency.
o |B(u)| = pa (preserves correlation absolute value).

Each solution is tested for linear independence from previously found basis elements; if
independent, it extends Bj.

Stage 2: Finding B;. We search for masks u with B(u) # 0 that lie in distinct cosets
u+ Vo(a). The SMT constraint u ¢ span(By U By) ensures each solution represents a
new coset. Stage 2 ends when this query returns unsatisfiable, certifying that no coset is
missing.
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Sieving invalid cosets. Not every vector in span(B;) induces valid trails; Proposition 1
guarantees structure only for V(a), not its span. After Stage 2, we enumerate all 2|B1|
linear combinations and verify each against the QDTM via direct table lookup (not SMT).
Invalid combinations are discarded.

This enumeration remains tractable because |B;| < (s — 1)n in practice: most trails
have similar correlation absolute values, yielding few distinct cosets. For the toy cipher
with (s — 1)n = 80, we observe |Bi| < 5; for PRESENT with (s — 1)n = 192, we find
|B1| < 8.

Merging across characteristics. After computing bases B(a) = By(a) U By (a) for each
characteristic a separately, we obtain the overall basis via Gaussian elimination on the
union S = (J, B(a). Since different characteristics may share mask vectors, |S| is typically
larger than the dimension d = dim(W). Gaussian elimination over Fy reduces S to a
linearly independent set {ei,...,eq} spanning W = >"_ W (a). This basis is used in the
FWHT (Section 4.2).

The per-characteristic dimension dim W (a) varies with a, though within a narrow
band: across the 160 characteristics of the toy cipher it ranges over {8,9,10}, from 16 to
22 across the 11,664 characteristics of PRESENT, and from 15 to 25 across the 98,533
characteristics of GIFT-64. The unions of those spaces have dimensions d = 13, 30 and 32,
respectively, matching the dimensions reported in Section 4.2. Thus, the merge recovers
the full trail space from the per-characteristic pieces.

4.4 SMT-based trail enumeration for PRESENT-like SPNs

We instantiate the two-stage basis search for PRESENT-like SPNs. The SMT solver
encodes trail validity as bit-vector constraints, enabling systematic enumeration without
exhaustive search.

4.4.1 SMT Model for Quasidifferential Trails

Variable encoding. A quasidifferential trail is represented by two families of bit-vector
variables (see Figure 6):

o Input variables (u;,a;) for i = 1,..., s, where u; € F} is the mask and a; € F} is the
difference at the input to the nonlinear layer in round .

o Output variables (v;,b;) for i = 1,..., s, representing the mask and difference at the
output of the nonlinear layer.

The first r rounds correspond to the forward direction (Fj) and the remaining r rounds to
the backward direction (F, !). The bit-permutation layer P enforces deterministic linear
constraints between consecutive rounds: u;11 = P(v;). For key-recovery on the plaintext
side, the model uses P~! and S~! instead.

Constraint types. We use the Bitwuzla SMT solver [NP23] with constraints in two
categories:

Validity: Each S-box transition must appear in the QDTM. For differential trails where
all masks are zero, the DDT suffices. Bit-permutation constraints are equality constraints
between bit-vector variables.

Cost: Each QDTM (or DDT) entry with correlation c¢ is assigned integer weight
w = —|log, |c|], following standard practice [ARST22; RR22]. Our basis search performs
full enumeration of all masks with B(u) # 0, but the cost function enables prioritized
search when only the highest-probability trails are needed.
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Figure 6: SMT variable structure for quasidifferential trails through the key-recovery map
Grp = Flg,l o Fj. The top path shows the forward direction (F}) and the bottom shows
the backward direction (F}, ). S denotes the S-box layer and P the bit-permutation layer.
Variables (u;, a;) represent masks and differences at S-box inputs; (v;, b;) at S-box outputs.

QDTM encoding strategy. The full QDTM for a 4-bit S-box has 26 entries (input
mask, input difference, output mask, output difference). Encoding the complete table is
feasible for small S-boxes but becomes prohibitive when considering all possible differential
characteristics simultaneously.

We fix a characteristic and enumerate trails for it. This allows encoding only the QDTM
submatrices corresponding to the differential transitions (a;,a;+1) in the characteristic,
reducing table size by orders of magnitude. When switching to a different characteristic,
we reset the solver and reload the relevant submatrices. This requires recomputation,
but the memory savings justify the overhead. This aligns with the two-stage search of
Section 4.3.

4.5 Performance and scope

Our implementation is available as open-source software at https://doi.org/10.528
1/zenodo.22129299 and consists of Python modules for SMT model construction, trail
enumeration, and post-processing (FWHT and Gaussian elimination for basis computation).
For the PRESENT experiments in Section 3.4, enumerating quasidifferential trails over
11,664 differential characteristics with » = 2 key-recovery rounds required approximately
8 hours on a single Intel Core i7-8665U CPU without parallelization. The dominant
cost is SMT solving during basis construction. Memory usage is controlled by processing
characteristics sequentially and resetting the solver between instances.

Our tool is specialized for 4-bit S-boxes and bit-permutations, but the algebraic structure
applies generically. Extending to more general linear layers would require encoding the
corresponding constraints.

4.6 Scope: On-diagonal vs. off-diagonal in key recovery

The method of this section computes fixed-key probabilities for a single differential (v, 8)
through G,. Its tractability depends only on the dimension d of the mask correlation
support, not on the specific differential.

In the key-recovery context of Section 3.3, the on-diagonal transition (b,b) requires
computing fixed-key probabilities for one differential. For PRESENT, our SMT search
finds d = 30, giving a cost of 30 - 230 (Section 4.5).

The off-diagonal transitions (vy,b) for v # b would require fixed-key probabilities for 2™
different differentials. Even with comparable dimension reduction for each, 2™ independent
searches would be infeasible. This asymmetry is handled by the residual WKR assumption.
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Clustering gives the distinguisher a set of likely output differences b1, ..., by rather
than a single b. Our method extends to that setting without change: once the cluster and
its probabilities are known, run the tool once per b; under the same key constraints, at £
times the cost. We did not do so for computational reasons and leave it to future work.

5 Conclusion

We gave the Wrong-Key Randomization hypothesis a concrete mathematical object—the
key-recovery map Gy = F; k_,l o Fy—and a computable quantity. Three advances made
this possible.

First, the mask-first reformulation of the fixed-key probability formula exposes a Walsh—
Hadamard structure in the intermediate-mask space. Second, exploiting the algebraic
structure of quasidifferential trails restricts the transform to a subspace of dimension
d < (s —1)n, reducing complexity from O(2(6=Y") to O(d-2). For the toy cipher d = 13;
for PRESENT, d = 30; for GIFT-64, d = 32. Third, an SMT-guided two-stage basis search
makes this subspace computable for practical targets.

The resulting wrong-key distributions are structured mixtures. For the toy cipher,
every wrong key with positive class probability pg sits well above anything the random-
permutation model expects, and by Lemma 1 the filter therefore leaves 31 times more
wrong keys than that model predicts at a threshold of 7 = 1. A bottleneck class—four keys
out of 2'3 with pg = 0.625—behaves almost like the right key on right pairs; it contributes
little to that count, but it is what makes those four keys hard to rank apart from the
right one. For PRESENT, the subspace dimension d = 30 independently corroborates
Kumar’s observation that Wang’s attack recovers at most 30 effective subkey bits [Kum12];
the analogous bottleneck class exists, but its signal reaches the wrong-key counters only
through the right pairs, whose weight is the distinguisher probability pr = 2762, which is
negligible. Even at the full codebook of 2% pairs the on-diagonal structure we compute
changes the survivor count by less than 0.03%. For GIFT-64 the mixture has the same
shape, but its sixteen right-key families give ten distinct distributions, so the one an
attacker faces depends on which right key is in use—and they differ far more in shape
than in mean.

WKR therefore remains a safe heuristic for PRESENT with Wang’s 14-round dis-
tinguisher even though it is formally false: the structured deviation is real, but at this
distinguisher probability it cannot surface. The random-permutation model still differs
from the computed survivor count, by a factor of 1.5 at a usable threshold, but that
difference comes from the dispersion the model itself carries, not from anything specific to
PRESENT. Whether it surfaces for other ciphers or distinguishers depends on the shape
of the computed distribution and on the attack’s data volume—exactly the quantities our
method makes accessible.

These conclusions rest on treating the round keys as independent, so the classes we
compute are classes of the pair (k, k') ranging over independent round keys rather than
over master keys. For PRESENT this costs nothing: every class is realised by key-schedule-
consistent keys, each by exactly 2°° master keys, so the classes, the weights w; and the
survivor counts are the same whether the round keys are treated as independent or derived
from a master key. The mask space and its dimension d are unaffected in either case,
being properties of the round function and the linear layer rather than of the key values.
We have not checked the other ciphers, and the independent-round-key model remains
an assumption for them. For those, the key schedule is better imposed natively—as a
constraint inside the trail enumeration—than as a filter on the classes afterwards: a filter
can only discard classes already computed, whereas a constraint keeps the enumeration
from producing them at all.

Several directions remain open. The SMT-based basis search is the runtime bottle-
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neck; specialised solvers exploiting the vector-space structure of Vy(a) could push the
method to ciphers with larger mask dimensions, such as Rectangle. Extending beyond
bit-permutations to MDS linear layers requires only new SMT constraint encoding, though
the growth of d under stronger diffusion is an empirical question. The method applies to any
keyed permutation—mnot only the key-recovery map—and applying it to the forward cipher
E} would provide per-key distinguisher probabilities, the natural companion to the present
work. Our tool is publicly available at https://doi.org/10.5281/zenodo.22129299.
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Figure 7: Schematic view of the round function of the toy-cipher (bit 0 on the right)

Table 5: Permutation table for the toy cipher

9 10 11 12 13 14 15
1 6 7 8 9 14 15

o)
-~
=
=~ O
Ut =

2 3 4 5 6 7 8 9 10 11 12 13 14 15
SE 1 10 4 12 6 39 2 13 11 7 5 0 8 14

Table 7: Active S-boxes per backward key-recovery round. S-box 1 is the rightmost nibble
(bits 0-3).

Backward round S-box 1 S-box 2 S-box3 S-box4 Key bits
(0-3) (4-7) (8-11)  (12-15)  guessed

1 (outermost) . . o o 8

2 ) ° - - 4

3 (innermost) - - . - 2
Total 14

A Cipher specifications

Toy cipher

The tables below give the S-box and the bit permutation of the toy cipher of Section 2.5,
and Figure 7 shows its round function.

Toy cipher key-recovery propagation

For the distinguisher output difference b = 0x0800, the backward key-recovery rounds
activate S-box nibbles as follows:

The attacker guesses 14 key bits, but dim(7¥) = 13 means one bit is linearly dependent
in the mask space and does not create a distinct counter-distribution class; the effective
key space under the mixture model is 2'3 = 8,192.
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Table 8: S-box of the PRESENT cipher
1 0 2 3 4 5 6 7 8 9 10 11 12 13 14 15
S(i) 12 6 11 9 0 10 13 3 14 15 8 4 7 1 2
Table 9: Permutation table for the PRESENT cipher
i o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
PHE) O 16 32 48 1 17 33 49 2 18 34 50 3 19 35 51
) 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
PHE) 4 20 3 52 5 21 37 53 6 22 38 54 7 23 39 55
1 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
PH) 8 24 40 56 9 25 41 57 10 26 42 58 11 27 43 59
i 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63
P() 12 28 44 60 13 29 45 61 14 30 46 62 15 31 47 63
Table 10: The GIFT-64 bit permutation
i o 1 2 3 4 5 6 7 &8 9 10 11 12 13 14 15
PG 0 17 34 51 48 1 18 35 32 49 2 19 16 33 50 3
i 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
PG 4 21 38 55 52 5 22 39 36 53 6 23 20 37 54 7
i 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
PG) 8 25 42 59 56 9 26 43 40 57 10 27 24 41 58 11
i 48 49 50 51 52 H3 54 55 H6 5T 58 H9 60 61 62 63
P(i) 12 29 46 63 60 13 30 47 44 61 14 31 28 45 62 15
PRESENT
The tables below give the S-box and the bit permutation of PRESENT, described in
Section 2.5.
GIFT-64

Table 10 gives the bit permutation of GIFT-64; its S-box is the one of Table 6, which the

toy cipher shares.

B Complete PRESENT wrong-key distribution
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Table 11: All wrong-key probability equivalence classes for
PRESENT. Here, probability is the class probability pg, nreprs
the number of classes at that probability, keys the number of 32-bit
subkey candidates those classes contain (four per class, Y = 232),
and rel_freq their fraction of the total. The 23° classes are realised
by key-schedule-consistent PRESENT-80 master keys, exactly 2°°
each, so this is the distribution an attacker sees for any fixed right
key rather than an average over right keys (Section 3.4).

probability nreprs keys rel freq
0.00000000 380209599 1520838396  0.35410
0.00001526 2359296 9437184  0.00220

0.00003052 7864320 31457280  0.00732
0.00006104 22282240 89128960  0.02075
0.00007629 5111808 20447232  0.00476
0.00008392 4718592 18874368  0.00439
0.00009155 5505024 22020096  0.00513
0.00009918 4718592 18874368  0.00439

0.00010681 1966080 7864320 0.00183
0.00012207 35528704 142114816  0.03309
0.00013733 786432 3145728  0.00073

0.00015259 10878976 43515904  0.01013
0.00016785 8847360 35389440  0.00824
0.00018311 11042816 44171264  0.01028
0.00019836 7864320 31457280  0.00732
0.00021362 4063232 16252928  0.00378
0.00024414 47046656 188186624  0.04382
0.00025940 589824 2359296  0.00055
0.00027466 3080192 12320768  0.00287
0.00030518 23035904 92143616  0.02145
0.00033569 18055168 72220672  0.01682
0.00036621 23134208 92536832  0.02155
0.00038147 2768896 11075584  0.00258
0.00039673 15728640 62914560 0.01465
0.00041962 5111808 20447232 0.00476
0.00042725 8306688 33226752  0.00774
0.00045776 6062080 24248320  0.00565
0.00046158 2359296 9437184  0.00220
0.00048828 40792064 163168256  0.03799
0.00049591 5111808 20447232  0.00476
0.00050354 5505024 22020096  0.00513
0.00051880 983040 3932160  0.00092
0.00053406 2129920 8519680  0.00198
0.00054550 4718592 18874368  0.00439
0.00054932 8978432 35913728  0.00836
0.00058746 1966080 7864320 0.00183
0.00059509 5505024 22020096  0.00513
0.00061035 21641216 86564864  0.02015
0.00064087 2293760 9175040 0.00214
0.00064468 2359296 9437184  0.00220
0.00067139 13737984 54951936  0.01279
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0.00068665 851968 3407872  0.00079
0.00069427 1966080 7864320 0.00183
0.00073242 20013056 80052224  0.01864
0.00074768 409600 1638400  0.00038
0.00075531 786432 3145728  0.00073

0.00076294 2555904 10223616  0.00238
0.00079346 9314304 37257216  0.00867
0.00082397 917504 3670016  0.00085
0.00083923 3424256 13697024  0.00319
0.00085449 7387136 29548544  0.00688

0.00089264 786432 3145728  0.00073
0.00091553 4939776 19759104  0.00460
0.00092316 983040 3932160  0.00092
0.00096130 327680 1310720  0.00031
0.00097656 28490304 113961216  0.02653
0.00099182 2359296 9437184  0.00220
0.00100708 3014656 12058624  0.00281
0.00103760 1966080 7864320 0.00183
0.00106812 1835008 7340032 0.00171
0.00109100 983040 3932160  0.00092
0.00109863 9981952 39927808  0.00930
0.00117493 1196032 4784128  0.00111
0.00119019 1867776 7471104  0.00174
0.00122070 17711104 70844416  0.01649
0.00123596 65536 262144  0.00006
0.00128174 1695744 6782976  0.00158
0.00129700 638976 2555904  0.00060
0.00134277 9542656 38170624  0.00889
0.00137329 2310144 9240576  0.00215
0.00138855 786432 3145728  0.00073
0.00142670 589824 2359296  0.00055
0.00146484 15718912 62875648  0.01464
0.00149536 327680 1310720  0.00031
0.00151062 1933312 7733248  0.00180
0.00152588 2826240 11304960  0.00263
0.00155640 688128 2752512  0.00064
0.00158691 5308416 21233664  0.00494
0.00164795 2375680 9502720 0.00221
0.00167847 3301376 13205504  0.00307
0.00168610 589824 2359296  0.00055
0.00170898 5484544 21938176  0.00511
0.00178528 1769472 7077888  0.00165
0.00181580 245760 983040  0.00023
0.00183105 5480448 21921792  0.00510
0.00184631 790528 3162112  0.00074
0.00192261 868352 3473408  0.00081
0.00195312 13657088 54628352  0.01272
0.00198364 2064384 8257536  0.00192

0.00201416 2863104 11452416  0.00267
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0.00207520 1164288 4657152  0.00108
0.00213623 1732608 6930432 0.00161
0.00218201 688128 2752512 0.00064
0.00219727 7393280 29573120  0.00689
0.00228882 106496 425984  0.00010
0.00233459 98304 393216  0.00009
0.00234985 892928 3571712 0.00083
0.00238037 1671168 6684672  0.00156
0.00244141 8559104 34236416  0.00797
0.00247192 294912 1179648  0.00027
0.00251770 98304 393216  0.00009
0.00256348 1523712 6094848  0.00142
0.00259399 294912 1179648  0.00027
0.00268555 3361280 13445120  0.00313
0.00274658 1556480 6225920 0.00145
0.00277710 442368 1769472  0.00041
0.00285339 122880 491520  0.00011
0.00292969 6968832 27875328  0.00649
0.00297546 98304 393216  0.00009
0.00299072 249856 999424  0.00023
0.00302124 679936 2719744  0.00063
0.00305176 1298432 5193728  0.00121
0.00311279 233472 933888  0.00022
0.00317383 897024 3588096  0.00084
0.00320435 40960 163840  0.00004
0.00329590 1208320 4833280 0.00113
0.00335693 1019904 4079616  0.00095
0.00341797 2623232 10492928  0.00244
0.00357056 196608 786432  0.00018
0.00363159 98304 393216  0.00009
0.00366211 2279936 9119744  0.00212
0.00369263 143360 573440  0.00013
0.00384521 450560 1802240  0.00042
0.00390625 5133504 20534016  0.00478
0.00396729 245760 983040  0.00023
0.00402832 755712 3022848  0.00070
0.00411987 16384 65536  0.00002
0.00415039 663552 2654208  0.00062
0.00427246 827392 3309568  0.00077
0.00439453 3429376 13717504  0.00319
0.00440979 36864 147456  0.00003
0.00457764 49152 196608  0.00005
0.00466919 221184 884736  0.00021
0.00469971 354304 1417216  0.00033
0.00476074 135168 540672  0.00013
0.00488281 3444224 13776896  0.00321
0.00494385 364544 1458176  0.00034
0.00503540 20480 81920  0.00002
0.00512695 681984 2727936  0.00064
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0.00518799 258048 1032192 0.00024
0.00537109 1068544 4274176  0.00100
0.00549316 978944 3915776  0.00091
0.00555420 147456 589824  0.00014
0.00570679 86016 344064  0.00008
0.00585938 2770752 11083008  0.00258
0.00598145 135168 540672  0.00013
0.00604248 323584 1294336  0.00030
0.00610352 587776 2351104  0.00055
0.00622559 208896 835584  0.00019
0.00634766 107520 430080  0.00010
0.00640869 16384 65536  0.00002
0.00659180 755712 3022848  0.00070
0.00671387 364544 1458176  0.00034
0.00683594 983040 3932160  0.00092
0.00714111 24576 98304  0.00002
0.00726318 55296 221184  0.00005
0.00732422 1067520 4270080  0.00099
0.00738525 50176 200704  0.00005
0.00769043 233472 933888  0.00022
0.00778198 12288 49152  0.00001
0.00781250 1257232 5028928 0.00117
0.00793457 12288 49152 0.00001
0.00805664 314880 1259520  0.00029
0.00823975 36864 147456  0.00003
0.00830078 112128 448512 0.00010
0.00854492 313344 1253376  0.00029
0.00878906 1023616 4094464  0.00095
0.00915527 43008 172032  0.00004
0.00933838 24576 98304  0.00002
0.00939941 95232 380928  0.00009
0.00952148 43008 172032 0.00004
0.00976562 818368 3273472 0.00076
0.00988770 77824 311296  0.00007
0.01007080 14336 57344  0.00001
0.01025391 255488 1021952  0.00024
0.01037598 30720 122880  0.00003
0.01074219 162432 649728  0.00015
0.01098633 227328 909312  0.00021
0.01171875 607968 2431872  0.00057
0.01196289 45312 181248  0.00004
0.01208496 33792 135168  0.00003
0.01220703 133632 534528  0.00012
0.01245117 16896 67584  0.00002
0.01269531 9216 36864  0.00001
0.01281738 9216 36864  0.00001
0.01318359 137216 548864  0.00013
0.01342773 56832 227328  0.00005
0.01367188 271744 1086976  0.00025

Continued on next page



42

Quasidifferential Analysis of WKR

Continued from previous page

probability nreprs keys rel_freq
0.01373291 1024 4096  0.00000
0.01452637 18432 73728  0.00002
0.01464844 212736 850944  0.00020
0.01538086 77824 311296  0.00007
0.01562500 234656 938624  0.00022
0.01586914 18432 73728  0.00002
0.01611328 28672 114688  0.00003
0.01647949 4096 16384  0.00000
0.01660156 13440 53760  0.00001
0.01708984 97280 389120  0.00009
0.01757812 171776 687104  0.00016
0.01831055 5120 20480  0.00000
0.01867676 3072 12288  0.00000
0.01879883 21504 86016  0.00002
0.01953125 151904 607616  0.00014
0.01977539 13312 53248  0.00001
0.02050781 72064 288256 0.00007
0.02075195 1536 6144  0.00000
0.02148438 20672 82688  0.00002
0.02197266 31488 125952 0.00003
0.02343750 119392 477568  0.00011
0.02392578 13824 55296  0.00001
0.02416992 3584 14336  0.00000
0.02441406 20992 83968  0.00002
0.02490234 5376 21504  0.00001
0.02539062 3072 12288  0.00000
0.02563477 3072 12288  0.00000
0.02636719 30464 121856  0.00003
0.02685547 5632 22528  0.00001
0.02734375 40928 163712  0.00004
0.02929688 39744 158976  0.00004
0.03076172 8448 33792  0.00001
0.03125000 36872 147488  0.00003
0.03222656 6272 25088  0.00001
0.03295898 512 2048  0.00000
0.03320312 1152 4608  0.00000
0.03417969 11904 47616  0.00001
0.03515625 30288 121152 0.00003
0.03662109 256 1024 0.00000
0.03906250 34240 136960  0.00003
0.03955078 1024 4096  0.00000
0.04101562 8256 33024  0.00001
0.04150391 2304 9216  0.00000
0.04296875 1984 7936 0.00000
0.04394531 9600 38400  0.00001
0.04687500 15736 62944  0.00001
0.04785156 2304 9216  0.00000
0.04882812 8704 34816  0.00001
0.05273438 2496 9984  0.00000
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0.05371094 2688 10752 0.00000
0.05468750 4736 18944  0.00000
0.05859375 9312 37248  0.00001
0.06152344 768 3072 0.00000
0.06250000 6433 25732 0.00001
0.06640625 384 1536 0.00000
0.06835938 2112 8448  0.00000
0.07031250 3328 13312 0.00000
0.07324219 384 1536 0.00000
0.07812500 5608 22432  0.00001
0.07910156 64 256 0.00000
0.08203125 1344 5376  0.00000
0.08593750 448 1792 0.00000
0.08789062 832 3328  0.00000
0.09375000 2332 9328  0.00000
0.09765625 976 3904  0.00000
0.10546875 224 896  0.00000
0.10937500 576 2304  0.00000
0.11718750 704 2816  0.00000
0.12500000 794 3176  0.00000
0.13671875 576 2304  0.00000
0.14062500 372 1488  0.00000
0.15625000 604 2416  0.00000
0.17578125 96 384  0.00000
0.18750000 172 688  0.00000
0.19531250 48 192 0.00000
0.21875000 96 384  0.00000
0.23437500 168 672 0.00000
0.25000000 79 316  0.00000
0.28125000 16 64  0.00000
0.31250000 44 176 0.00000
0.37500000 28 112 0.00000
0.39062500 36 144 0.00000
0.50000000 6 24 0.00000
0.62500000 12 48 0.00000
1.00000000 1 4 0.00000

C Complete GIFT-64 wrong-key distribution
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Table 12: All wrong-key probability equivalence classes for GIFT-
64 under the 12-round iterative characteristic A;, = Aour =
0x0000000000001010, over all combinations of & and k. Here
probability is the class probability pg, nreprs the number of key
classes with that probability and rel_freq their fraction of the
total. The classes listed are those GIFT-64’s 32-bit round key can
reach, which is why the column sums to 2'6 and not 232.

probability logy pe  nreprs rel freq

0.00000000 — 28058 0.42813
0.00003052  —15.0000 662  0.01010
0.00006104 —14.0000 1327 0.02025
0.00009155 —13.4150 616  0.00940
0.00012207 —13.0000 2848  0.04346
0.00015259 —12.6781 300 0.00458
0.00018311 —12.4150 971  0.01482
0.00021362 —12.1926 184  0.00281
0.00024414 —12.0000 3901  0.05952
0.00027466 —11.8301 162 0.00247
0.00030518 —11.6781 502  0.00766
0.00033569 —11.5406 124 0.00189
0.00036621 —11.4150 1422 0.02170

0.00039673 —11.2996 82 0.00125
0.00042725 —11.1926 226 0.00345
0.00045776 —11.0931 28 0.00043

0.00048828  —11.0000 4596  0.07013
0.00051880 —10.9125 106  0.00162
0.00054932 —10.8301 234 0.00357

0.00057983  —10.7521 56 0.00085
0.00061035 —10.6781 531 0.00810
0.00064087 —10.6077 8 0.00012
0.00067139 —10.5406 104  0.00159
0.00070190 —10.4764 8§ 0.00012
0.00073242 —10.4150 1424 0.02173
0.00076294 —10.3561 4 0.00006
0.00079346 —10.2996 59  0.00090
0.00085449 —10.1926 286  0.00436
0.00091553 —10.0931 15 0.00023
0.00097656  —10.0000 3991  0.06090
0.00103760  —9.9125 12 0.00018
0.00109863  —9.8301 192 0.00293
0.00115967  —9.7521 4 0.00006
0.00122070  —9.6781 759  0.01158
0.00128174  —9.6077 8 0.00012
0.00134277  —9.5406 140 0.00214
0.00140381  —9.4764 6 0.00009
0.00146484  —9.4150 1021 0.01558
0.00152588  —9.3561 8 0.00012

0.00158691 —9.2996 140  0.00214
0.00170898  —9.1926 284  0.00433
0.00183105  —9.0931 58  0.00089
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0.00195312  —9.0000 2933  0.04475

0.00201416  —8.9556 4 0.00006
0.00207520  —8.9125 48  0.00073
0.00213623  —8.8707 4 0.00006

0.00219727  —8.8301 192 0.00293
0.00244141  —8.6781 404  0.00616

0.00256348  —8.6077 20 0.00031
0.00268555  —8.5406 96 0.00146
0.00280762  —8.4764 8 0.00012
0.00292969  —8.4150 736 0.01123
0.00305176  —8.3561 8 0.00012
0.00317383  —8.2996 60  0.00092
0.00329590  —8.2451 4 0.00006
0.00341797  —8.1926 152 0.00232
0.00366211 —8.0931 52 0.00079
0.00390625  —8.0000 1968  0.03003
0.00402832  —7.9556 4 0.00006
0.00415039  —7.9125 8 0.00012
0.00439453  —7.8301 56 0.00085
0.00488281 —7.6781 372 0.00568
0.00561523  —7.4764 16 0.00024
0.00585938  —7.4150 320 0.00488
0.00634766  —7.2996 48  0.00073
0.00683594  —7.1926 64  0.00098
0.00732422  —7.0931 16 0.00024
0.00781250  —7.0000 584  0.00891
0.00830078  —6.9125 64  0.00098
0.00878906  —6.8301 64  0.00098
0.00976562  —6.6781 272 0.00415
0.01074219  —6.5406 16 0.00024
0.01171875  —6.4150 128 0.00195
0.01269531  —6.2996 16 0.00024
0.01367188  —6.1926 80  0.00122
0.01562500  —6.0000 596  0.00909
0.01660156  —5.9125 32 0.00049
0.02050781 —5.6077 16 0.00024
0.02246094  —5.4764 32 0.00049
0.02343750  —5.4150 80  0.00122
0.03125000  —5.0000 240  0.00366
0.03320312  —4.9125 32 0.00049
0.06250000  —4.0000 96 0.00146
0.07226562  —3.7905 16 0.00024
0.07812500  —3.6781 32 0.00049
0.12500000  —3.0000 32 0.00049
0.26562500  —1.9125 32 0.00049

1.00000000 0.0000 16 0.00024
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