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Abstract

Under-constrained arithmetic circuits are a recurring source of soundness failures in zero-
knowledge applications: after fixing the public statement, a malicious prover may be able to
assign a security-relevant wire in more than one way while still satisfying the circuit. Existing
tools attack this uniqueness question with solver-based checking, direct polynomial solving,
abstract interpretation, or fuzzing. We study a complementary algebraic diagnostic based on
exact Jacobian linear algebra.

The method separates three notions that are often conflated: first-order rigidity at a sam-
pled witness, finite algebraic dependence on an irreducible component, and uniqueness over the
circuit field. At a satisfying assignment, the kernel of the constraint Jacobian augmented with
rows fixing the statement coordinates is the Zariski tangent space of the corresponding fibre
scheme, so motion of a target coordinate in this kernel certifies infinitesimal freedom at that
witness. Under suitable separability hypotheses, the associated differential representation also
recovers component-wise algebraic dependence, while a certified triangular degree calculus pro-
vides multiplicity bounds for locally rigid targets. An exact sparse implementation classifies
public benchmarks (chain, tree, Merkle-path, and EADSA topologies, up to 66,000 constraints)
in at most a second per instance on commodity hardware, has been exercised on industrial gnark
circuits in the 6k—60k-constraint range, and carries over to PLONKish standard-gate systems
in a measured end-to-end check (lookup arguments remain future work); a checkable degree
budget (m < log, p quadratic constraints) discharges the separability hypothesis at gadget scale.
Conversely, when the rank computation itself certifies a smooth witness (full row rank, or full
rank after vacuous guard rows are discharged by explicit local-redundancy identities), effective
Lang—Weil bounds convert infinitesimal freedom into at least p/(2degC) distinct finite-field
values of the target among genuine satisfying assignments, so in that regime the local diagnostic
becomes a sound non-uniqueness certificate.

For quadratic constraints, an additional affine-line certificate converts a tangent vector into
p explicit satisfying assignments whenever every quadratic directional coefficient vanishes; its
checker uses sparse field evaluations and needs no smoothness assumption. A second-order
parabola variant extends the construction to curved families through one further linear solve,
certifying targets that first order cannot move. Projected tangent dimension distinguishes the
number of free target wires from their independent degrees of freedom.

The principal limitation is witness locality, and we state it as a theorem rather than an
observation: an explicit 20-constraint instance admits two satisfying assignments agreeing on the
statement such that every target is first-order rigid at one while all five targets are infinitesimally
free, indeed p-fold free, at the other. The same separation occurs in deployed code: in a measured
2,396-constraint gnark 0.14.0 scalar-multiplication gadget, an honest witness exposes no free
target wires, a degenerate adversarial witness exposes five, and an explicit second satisfying
witness confirms the freedom. We therefore position Jacobian analysis as a scalable candidate
detector and localisation tool, to be combined with adversarial witness generation and solver-
or certificate-based confirmation.



1 Introduction

Arithmetic-circuit proof systems separate two questions that are easy to confuse. The cryptographic
proof system establishes that the prover knows an assignment satisfying a relation. The circuit
author must separately ensure that this relation is the intended one. If a witness, intermediate
value, or output that should be fixed by the statement is not sufficiently constrained, a prover
may satisfy the circuit with an unintended assignment. Such bugs are generally referred to as
under-constraint bugs.

A standard formalisation asks whether designated outputs are uniquely determined by the public
inputs. Picus/QED? checks this property using lightweight uniqueness propagation followed by
SMT reasoning and can return either a proof of uniqueness, a counterexample pair, or unknown [[].
Related work uses abstract interpretation and SMT for Halo2 circuits [2], while AC* encodes circuit
constraints as polynomial equations and applies computer-algebraic solving techniques [4]. zkFuzz
addresses a broader semantic property, Trace-Constraint Consistency, and uses mutation-based
fuzzing to search for both under- and over-constrained behaviour, including discrepancies involving
intermediate computations and program aborts [5]. These approaches cover different parts of the
design space: global uniqueness reasoning can be expensive, direct algebraic solving can suffer from
polynomial-system complexity, and fuzzing trades proof for search.

This paper investigates a different primitive: exact Jacobian linear algebra over the circuit field.
The motivation is classical. Jacobians represent algebraic independence in characteristic zero and,
under suitable degree or separability assumptions, in sufficiently large positive characteristic [,
8, 9]. The corresponding dependence structure is an algebraic matroid [§]. R1CS constraints
are quadratic, highly sparse, and usually defined over prime fields of cryptographic size. These
properties make Jacobian computations inexpensive compared with general polynomial elimination.

The central point, however, is not merely that a Jacobian can be computed. The relevant
question is what its rank actually proves. A single pointwise Jacobian does not decide global
uniqueness. It answers a local differential question. The algebraic-matroid interpretation answers
a generic algebraic-dependence question on an irreducible component. Actual under-constraint is
normally a finite-field uniqueness question. These are related but distinct properties.

1.1 Main results

Fix a prime p and let an R1CS instance over k = F,, consist of m constraints (L; - z)(R;-x) = (O;-x)
in n wires with N nonzero coefficients in total (Section ) For a set F' of conditioned coordinates,
a conditioned value u € k¥, and a satisfying assignment a with ap = u, write V, for the fibre
scheme over u and M (a) for the constraint Jacobian at a augmented with the coordinate rows e;
i € F. The main results, stated informally, are the following.

Theorem A (pointwise diagnostic; Proposition @, Corollary @, Proposition @) The Zariski
tangent space of the fibre scheme satisfies ToV,, = ker M (a), and a coordinate x; is first-order rigid
at a relative to F if and only z'fejT lies in the row span of M (a). One sparse elimination classifies alln
coordinates simultaneously, in O(p (m+n)n) field operations with p = rank M (a) < min{m+|F|,n}
in the worst case; on the measured corpus the cost is near-linear in N (Tables E and B)

Theorem B (generic dependence and a separability budget; Propositions E and E) Let C be a
reduced irreducible component of the R1CS variety over F,. If K(C) is separably generated over
the relevant coordinate subfields, then x; lies in the algebraic-matroid closure clo(F) if and only if
dzr; € spanK(C){dx,; 1 € F}. The separability hypothesis is implied by the checkable budget 2™ < p,
that is, m < logyp quadratic constraints in the analysed subsystem, and it cannot be dropped:



a square-and-multiply chain of fewer than 2logyp quadratic constraints realises the inseparable
relation z = zP.

Theorem C (certified multiplicity; Proposition @) If a triangular certificate presents targets
wi, ..., ws by successive polynomials of degrees di,...,d; entailed by the conditioned constraint
ideal, then the tuple (w1, ..., ws) attains at most | [, d; values over F,, hence over F,. The per-step
bound is machine-checked in Lean 4 (Section ); without such a certificate, no bound of the form
29 is sound for arbitrary quadratic cones.

Theorem D (witness locality is real; Theorem @) For every prime p > 28 there is an explicit
20-constraint R1CS over F,, with one conditioned coordinate and five targets, and satisfying as-
signments a, b agreeing on the conditioned coordinate, such that every target is first-order rigid at a,
every target is infinitesimally free at b, and each target attains all p values among satisfying assign-
ments over the same statement. The same separation occurs in deployed code: a 2,396-constraint
gnark 0.14.0 gadget is rigid at its honest witness and has five free target coordinates at a degenerate
one, with the freedom confirmed by an explicit second witness (Section )

Theorem E (certified finite-field non-uniqueness; Lemmas @ and @, Theorem @) Suppose
rank M (a) equals the number of its rows, directly or after discarding rows that are certified lo-
cally redundant at a by explicit identities wg =, ¢; f; with w(a) # 0. Then a is a smooth point of
the fibre scheme, lying on a unique component C, that is defined over I, absolutely irreducible, and
of degree 6 < 2™ for my retained quadratic rows. If moreover some v € ker M(a) has v; # 0 and
p > 328"/3 (with p > 2(dim C, +1)02), then x; attains at least p/(28) distinct values among satis-
fying assignments over the same statement. In particular, within the budget mo < L%(long -5)]
(me < 57 at 254 bits), a pointwise “free” verdict at a certificate-bearing witness satisfying the di-
mension condition is a proof of abundant non-uniqueness over the circuit field, and the certificate
excludes spurious directions caused by non-reduced local structure at the sampled point.

Two further certificate results connect the diagnostic to its proposed confirmation workflow.
Proposition R7 constructs p satisfying assignments from a tangent vector whose quadratic directional
coefficients vanish, and Proposition measures independent motion in the targets. These are
elementary algebraic refinements; real-circuit coverage of the affine-line certificate and projected-
dimension measurements are not included in the existing benchmark tables.

Theorems A and D together fix the method’s epistemic status exactly: the pointwise verdict
is an exact statement about one witness, it is computable at circuit scale, and no collection of
finitely many rigid verdicts can by itself certify uniqueness. Theorems B and C bound what can be
recovered beyond first order, and at what hypothesis cost. Theorem E reverses the local-to-global
direction in a certified regime: it does not contradict Theorem D (the hypotheses are pointwise and
must be re-established at every witness), but it shows that in the regime its certificates cover, the
pipeline can end in a proof rather than a candidate.

Organisation. Section P fixes the circuit model, the threat model, and the three notions of
determination. Section P assembles the algebraic tools and proves Theorem B. Section Y proves
Theorem A and states the analysis procedure. Section f proves that the three notions are pairwise
inequivalent (Proposition [L5). Section fj reports the measured scale. Section B proves Theorem C;
Section roves Theorem E; Section { transfers the construction to PLONKish arithmetizations.
Section proves Theorem D and reports the case study. Sections and give the sound
reporting discipline and the certificate layer, including the slice re-solve lemma (Lemma R9) behind
the second-witness constructor. Sections @» give the evaluation, the advisory taxonomy, and



related work. Section @ lists limitations, Section @ the audit workflow, and Section @ the open
problems.

Contributions. This paper makes the following contributions.

1. A precise algebraic formulation. We distinguish uniqueness over [F,, algebraic dependence
on an irreducible component, and first-order rigidity at a witness. Algebraic-matroid closure
corresponds to finite algebraic dependence, not uniqueness.

2. A pointwise Jacobian diagnostic for R1CS. For a satisfying witness a, the kernel of
the constraint Jacobian augmented with rows fixing the conditioned coordinates is exactly the
tangent space of the corresponding fibre at a. A nonzero target coordinate in that kernel is a
direct certificate of infinitesimal freedom at the sampled witness.

3. An exact sparse implementation at realistic circuit sizes. The implementation exports a
satisfying gnark witness, assembles the sparse Jacobian over [F,,, and computes rank/nullspace
information using exact sparse elimination. On a public, fully reproducible scaling family it
classifies instances from 990 to 66,000 constraints in 0.01-1.0s end to end with correct verdicts
at every size (Table E), where the dense baseline is already 2,400x slower at the smallest size;
it has additionally been exercised on an industrial corpus in the 6k—60k-constraint range.

4. A checkable separability certificate at gadget scale. If an analysed subsystem contains
m quadratic constraints with 2™ < p, every irreducible component has degree < p, which
forces the relevant coordinate-field extensions to be separably generated. This discharges the
separability hypothesis for component-wise differential closure, but not the characteristic-free
pointwise caveats.

5. A restricted but sound multiplicity calculus. We give a product-of-degrees bound for
triangularly certified subcircuits. This refines a first-order “rigid” verdict into a finite ambiguity
bound when the required structural preconditions hold. We also explain why a blanket 27 rule
for arbitrary R1CS cones would be unsound.

6. A certified conversion from local freedom to finite-field non-uniqueness. Under a
smoothness certificate extracted from the rank computation itself (full row rank, or full rank
after discharging vacuous rows by explicit local-redundancy identities) and a checkable degree
budget and dimension inequality, a nonzero target coordinate in the kernel at an I, witness
implies at least p/(2degC) distinct finite-field values of the target among actual satisfying
assignments, via effective Lang—Weil bounds (Theorem P(]). This closes the F,-versus-F, gap in
the certified regime, and the certificate automatically rejects the non-radical false-alarm class.

7. A concrete witness-locality failure mode. A real hint-based defect is invisible at the
library’s honest witness and visible at a degenerate adversarial witness, and the flagged freedom
is confirmed by an explicit second satisfying witness obtained by re-solving the live rows of the
degenerate branch. This shows that case analysis is not eliminated; for conditional gadgets it
moves from symbolic constraint reasoning into the choice of witnesses at which the Jacobian is
evaluated.

8. Constructive certificates and query-aware evaluation. An affine-line test supplies ex-
plicit witnesses when the quadratic directional terms vanish; a second-order parabola extension



certifies curved families, complete in the correction for small solution spaces; projected tan-
gent dimension distinguishes independent motion from counts of flagged wires; and a certified-
reduction proposition makes the determinacy checker a sound and complete dimensionality-
reduction front-end for relational solvers. We separate measured examples from hypotheses
about advisory defects, and specify a matched end-to-end evaluation of witness generation,
certificate checking, slicing, and solving.

Jacobian diagnostics efficiently detect infinitesimal under-determination in large arithmetic cir-
cuits and localise the responsible variables; finite (discrete) ambiguity and semantic omissions
require complementary methods. The value is a two-stage pipeline,

cheap Jacobian solver / manual / certificate

large R1CS

security conclusion,

small suspicious region

in which the diagnostic is a high-throughput first stage, not a complete decision procedure. A
first-order-free verdict is a strong, exact local signal that prioritises the responsible cone; a rigid
verdict does not establish safety, because discrete alternatives may still exist; and intended semantic
correctness requires a specification beyond uniqueness of the encoded relation. The misses are as
informative as the hits: they tell the auditor exactly when not to trust a rigid verdict.

2 Circuit model and security property

2.1 RI1CS as a polynomial system

Let k =F, and let z = (z1,...,2,). An R1CS instance consists of constraints

where L;, R;, O; are affine or homogeneous linear forms, depending on the chosen encoding. A
constant-one wire can be fixed to 1 or eliminated before analysis. Write

The satisfying assignments are

Vil) ={a € k" : fi(a) = - = fm(a) = 0}

For geometric statements we use the algebraic closure Fp and distinguish the R1CS scheme from
its reduced irreducible components when necessary.

Let P denote the genuinely public coordinates. For a particular analysis let F' O P be the
coordinates whose values are conditioned on. In a whole-circuit security query, F' contains P
together with structural constants such as the constant-one coordinate. A sliced analysis may
additionally fix boundary coordinates, but conclusions from such a slice are conditional on those
extra values. For u € k¥, let V, be the fibre scheme cut out by

Ju=T+(x;—u;:i € F),

and write
Vu(k) ={a € Vi(I): ap = u}. (2)

Let T be the security-relevant target coordinates. Internal nondeterminism is not necessarily a
security bug if it cannot affect a semantic value checked by the application, so T' should be derived
from the intended relation.



Threat model. The adversary is a malicious prover. Apart from coordinates fixed by the state-
ment and structural constants, it controls every witness, hint, and advice coordinate. The verifier
enforces the R1CS equations, not the honest witness-generation procedure. A satisfiable degenerate
branch is therefore prover-reachable even if honest tooling never selects it.

Definition 1 (Finite-field uniqueness). For a whole-circuit security query, take F' to contain only
the public statement and structural constants. A target z;, j € T, is uniquely determined by the
statement u if {a; : a € V,,(k)} has at most one element. It is non-unique if there exist a,b € V,,(k)
with a; # b;.

A pair (a,b) agreeing on F' and differing on a target is the most direct certificate of non-
uniqueness for this property. Solver-based tools such as Picus are designed around this kind of
relational query [1].

Uniqueness versus validity of the intended relation. The query (F,T) is part of the security
specification. A circuit can accept an incorrect public statement while admitting a unique witness
for that statement; uniqueness alone does not prove correctness of the accepted relation. Conversely,
omitting an intended invariant can create multiple outputs for fixed inputs, in which case it is visible
to a relational non-uniqueness query even if first-order rank misses the alternatives. For example,
if both @ = [s]P and @ = [s]P + Ty for nonzero torsion T are accepted with P, s fixed and @ a
target, the output is non-unique. Conditioning on () instead asks a different question. Every defect
classification below must therefore be understood relative to specified conditioned coordinates,
targets, and an exact compiled relation.

2.2 Three notions of determination

The analysis uses two weaker notions, both useful but neither equivalent to finite-field uniqueness.

Definition 2 (Component-wise algebraic dependence). Let C' be a reduced irreducible component
with prime ideal p and function field K (C). The coordinate z; is algebraic over the fized coordinates
on C' if its image in K (C) is algebraic over Fy(x; : i € F).

This is the closure relation in the algebraic matroid associated with C'. It says that generically
on that component, fixing F' leaves finitely many possibilities for x;; it does not say there is exactly
one.

Definition 3 (First-order rigidity at a witness). Let a € V,,(k). A target z; is first-order rigid at
a relative to F if every Zariski tangent vector to the fibre scheme V,, at a has zero jth coordinate.
Otherwise it is infinitesimally free at a.

These three notions are not a hierarchy. Finite-field uniqueness, component-wise algebraic
dependence, and pointwise first-order rigidity can disagree in either direction without additional
hypotheses; Proposition makes this precise: all six one-way implications between the three
properties fail, each on a system of at most two quadratic constraints.

3 Algebraic matroids and the Jacobian

3.1 Component-wise algebraic matroids

An algebraic matroid is naturally attached to a field extension, equivalently to a prime ideal. This
component-wise qualification matters because an R1CS ideal need not be prime, radical, or equidi-
mensional. Let C' be a reduced irreducible component with function field K = K(C). For a



coordinate set S, B
re(S) = trdegg Fp(z; :i € 9),

and
zj €clo(F) <= ro(FU{j})=rc(F).

Equivalently, z; is algebraic over the fixed-coordinate field on C'

Remark 4. Matroid closure is not single-valued functional dependence. On w? = z, for example, w
is algebraic of degree two over .

3.2 Differentials and generic Jacobian representations

For a prime component C' with function field K, consider
dri,...,dx, € QK/FP'

In positive characteristic, ordinary differentials represent algebraic dependence only when the rele-
vant extensions are separably generated [, 9, 12].

Proposition 5 (Generic differential clgsure). Let C be a reduced irreducible component. Suppose
K(C) is separably generated over both Fy(x; :i € F') and Fp(x; : i € FU{j}). Then

zj €cle(F) <= dzj € spang){dz; 1 i € F'}.

At a generic smooth point of C, this dependence can be read from a Jacobian of local equations that
define the reduced component scheme-theoretically near that point.

Proof. Write K = K(C) and, for S € {F,FU{j}}, let L¢ C K be the subfield generated over
F, by {x; : i € S} and Vg C Q 5, the K-span of {dz; : i € S}. Two standard facts about
Kéhler differentials of finitely generated field extensions are used [12, §26]: for a finitely generated
extension L/F, one has dimp, Q; /F, = trdeg?p L whenever L/F, is separably generated, which

holds automatically here because E) is perfect; and for a tower E, C L C K with K/L separably
generated, the natural map 2, /F, @ K — Qp K/F, is injective.

The image of €, s/F, ®rg K in Q /F, is exactly Vs: the module Q, s/Fy is generated over Lg
by the differentials of the field generators x;, i € S, and the natural map sends dz; — dx;. By
hypothesis K/Lg is separably generated for both choices of S, so the map is injective and

dimg Vg = dimyp, g QLs/Fp = trdeng Lg.
Since Vpy;y = Vi + K dxj, we get the chain of equivalences
da:j € Vrp <— dimg VFu{j} =dimg Vr <= trdegﬁp LFU{j} = trdegﬁp Ly <— YIS Clc<F).

For the final assertion, let ¢ be a smooth point of C and let gi,...,g: be local equations
cutting out the reduced component near ¢, so that the conormal space of C at ¢ is the row span
of their Jacobian at c. A generic K-linear dependence dx; = Y ;. A dx; with \; € K specialises,
at any smooth point where all )\; are regular (a dense open condition on C) to the same linear
dependence among the corresponding columns of that Jacobian modulo its row span. Hence at a
generic smooth point the closure relation is read off from the evaluated Jacobian of the reduced
component, as claimed. ]



Without separability the equivalence can fail in either direction. On C = V(z2 — 2f), one has
dxo = 0 although x5 is transcendental over Fp; with F' = () and target xo this produces a spurious
“determined” verdict. With F' = {x2} and target x1, the target is purely inseparably algebraic over
the fixed field while dz1 does not lie in the span of dzs.

The relevant large-characteristic criterion must also be stated carefully. The classical form is
the following.

Theorem 6 (Jacobian criterion; [, Theorem 8]). Let fi,..., fm € k[z1,...,2y] be polynomials of
degree at most 6 > 1 and transcendence degree r, and assume char(k) = 0 or char(k) > 0". Then

trdegk{fl, ey fm} = rankk(x) Ja:(fla e ,fm)

The characteristic hypothesis is tied to the degree ¢" that an annihilating polynomial of the
family can require [[f, Corollary 6], and it is exponential in the transcendence degree. It therefore
does not give a whole-circuit guarantee when r is large: for an R1CS, § = 2 but r is typically in the
thousands, so ¢" dwarfs any cryptographic p. The following component-degree argument instead
gives a checkable certificate on small quadratic dependency cones, replacing the global hypothesis
by one local to the analysed subsystem.

Lemma 7 (Coordinate-projection degree bound). Let C' C Ag  be irreducible and let B be a subset
P

of the coordinate functions forming a transcendence basis of K(C)/F,. Then
[K(C) : Fy(B)] < degC.
If deg C < p, this finite extension is separable.

Proof. Write d = dim C and let 75 : C — A% be the coordinate projection, dominant and generically
finite of degree [K(C) : F,(B)]. Three classical facts combine. (i) By generic flatness together with
generic finiteness, there is a dense open U C A4 over which 7p is finite and flat, so for every closed
point u € U the fibre 75" (u) is a zero-dimensional scheme of length exactly [K (C) : F,(B)]. (ii) The
singular locus of C' has dimension < d, so its image under 7 cannot dominate A%; after shrinking
U, every fibre point is a smooth point of C. The fibre is the proper intersection of C with the d
coordinate hyperplanes through u, and at a smooth, hence Cohen—Macaulay, point the local length
of such an intersection equals its intersection multiplicity. (iii) Bézout in refined form bounds
the total multiplicity of a proper intersection with d hyperplanes by deg C [13, Example 8.4.6].
Combining, [K(C) : Fy(B)] = >, ls =, ez < deg C. The Cohen-Macaulay step is where a naive
“a zero-dimensional linear section has length at most the degree” claim would fail: at a singular point
the length can strictly exceed the multiplicity, so avoiding Sing(C') is not cosmetic. Note also that
generic point counting would only bound the separable degree; the flat fibre length is what reaches
the total degree, which the p-divisibility step needs. For that step: if K(C)/F,(B) were inseparable,
its inseparable degree would be a positive power of p, so p would divide [K(C) : F,(B)] < deg C < p,
a contradiction. The converse is false: a separable extension may also have degree divisible by p. [

Proposition 8 (Degree-budget separability certificate). Let C' be an irreducible component of the
zero set of m polynomials of degree at most two over Fp,. If 2™ < p, then K(C) is separably
generated over every coordinate subfield Fy(z; : i € S). Consequently, the separability hypotheses of
Proposition B hold for every pair (F,j) on C.

Proof. Bézout’s inequality [13, Example 8.4.6] gives degC' < 2™ < p. Fix a coordinate set S
and choose a coordinate transcendence basis By C S of F,(x; : ¢ € §)/F,. Extend By by matroid



exchange to a coordinate transcendence basis B = Byl By of K(C)/F,. By Lemma B, K(C)/F,(B)
is finite separable. Because F,(z; : i € S) is algebraic over F,(By), By remains algebraically
independent over Fy(z; : i € S). After adjoining By, the extension to K(C) is an intermediate
extension of the separable algebraic extension K(C)/F,(B). Thus B is a separating transcendence

basis over the chosen coordinate subfield. O

Corollary 9 (Quadratic constraint budget). For an analysed subsystem of m quadratic R1CS
constraints with m < logy p, every irreducible component satisfies the separability hypotheses of
Proposition B For a field of roughly 254 bits, m < 253 is a sufficient checkable budget.

This certificate removes only the positive-characteristic inseparability obstruction. It does not
show that the sampled R1CS witness is generic or smooth, that the original R1CS ideal is radical,
that all irreducible components have been sampled, or that no other prover-reachable branch exists.

The bound cannot be extended to arbitrary circuit scale merely because each R1CS equation
is quadratic. A binary square-and-multiply chain computes z = aP using

|logy p] + popcount(p) — 1

quadratic multiplication constraints. For a typical 254-bit prime with about half its bits set, this
is roughly 380 constraints; the worst-case binary count is below 2 - 254. The resulting irreducible
curve has z = zP, so dz = 0 although z is transcendental in the function field. This is an explicit
whole-circuit-scale inseparability failure class built entirely from quadratic constraints.

4 The pointwise R1CS diagnostic

4.1 Augmented Jacobian

Let a € V,,(k) be a satisfying assignment. The constraint Jacobian is

0= [fh0],

Z?]
For the R1CS constraint in @),
ofi
(a) = Li’j(Ri . a) + (Li . G)Ri,j — O@j. (3)
8a:j

Thus each row is obtained directly from the sparse R1CS linear forms.
To fix the conditioned coordinates, append the corresponding coordinate rows. If Er has rows
e; fori € F, define

mia) = |5 (@)

Proposition 10 (Tangent-space identity). For the fibre scheme V,, cut out by J, = I + (z; — u; :
1€F),
TV, = ker M(a).

Consequently, a target x; is infinitesimally free at a if and only if some v € ker M (a) has vj # 0.



Proof. By definition, T,V,, consists of the vectors annihilated by d,g for every g € J,,. The rows of
M (a) are the differentials of the displayed generators. Conversely, for g = >, hi fi+> ;e p qi(zi—us),
every generator vanishes at a, so

dog =Y _hi(a)dafi + > qi(a)e] .

el

Hence annihilating the rows of M (a) is equivalent to annihilating the differential of every element
of J,,. L]

The identity concerns the fibre scheme defined by the R1CS ideal. Replacing the ideal by its
radical can shrink the tangent space; the example w? = 0 below is the basic failure mode.

Remark 11. The proof of Proposition @ nowhere uses the rank-one shape of the f;: it differentiates
an arbitrary finite set of ideal generators vanishing at a. The identity and Corollary [L2 therefore
hold for any polynomial constraint system; Proposition uses this to transfer the diagnostic to
PLONKish arithmetizations unchanged.

Corollary 12 (Row-space test). A target x; is first-order rigid at a if and only if
ejT € rowspan M (a),

equivalently,
M
rank M (a) = rank [ eg—a)] .
J
This formulation allows one row reduction of M (a) to classify many targets. The cost of that
reduction is the entire cost of the diagnostic, and it admits an explicit worst-case bound.

Proposition 13 (Cost of the pointwise test). Let the R1CS have m constraints, n wires, and N
nonzero coefficients across all L;, R;, O;. Given a satisfying assignment a, assembling J(a) by (B)
costs O(N) field operations and yields at most N nonzeros. Deciding first-order rigidity of all n
coordinates then costs one sparse elimination of M(a): at most p < min{m + |F|,n} pivot steps
and O(p (m+n)n) field operations, with O((m+mn)n) field elements of memory, in the worst case.
Fill-in, and hence the actual cost, is structure-dependent; on the measured corpus it is near-linear
in N (Tables E and B}

Proof. Accumulating the inner products L; - a and R; - a sweeps each stored coefficient once; for-
mula (E) then touches each coefficient a constant number of times, giving the assembly bound, and
each Jacobian row is supported on the union of the supports of L;, R;, O;. Elimination performs one
pivot per independent row and rank M (a) < min{m+|F|,n} because M (a) has m+ |F| rows and n
columns. A pivot updates only the rows meeting the pivot column, at most m+|F| < m+n of them,
and each update costs at most the pivot row’s support, at most n operations. After reduction to
reduced row-echelon form (the back-substitution stays within the same operation bound), the free
columns are read off directly, and a pivot column is undetermined exactly when its pivot row meets
a free column: kernel vectors assign the free coordinates arbitrarily and each pivot coordinate is the
negated free-column combination of its own row, which is nonzero for some kernel vector precisely
in that case (Corollary @) That final classification is one scan of the remaining nonzeros. O]
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4.2 Independent freedom visible in the targets

Counting coordinates that can move is different from counting independent motions. Let B have
columns forming a basis of ker M(a), and let By consist of its rows indexed by the target set T'.
Define rp(a) = rank By.

Proposition 14 (Projected tangent dimension). The dimension of the target projection of the
tangent space s
rr(a) = dim7mp(1,V,) = rank [JWE(G)} —rank M(a).
T
The minimum number of target coordinates whose additional fixzing eliminates all target tangent
motion at a is rp(a). Such a set is given by indices of a row basis of Brp.

Proof. The image of the map z — Brpz is precisely mp(ker M(a)). By rank—nullity its dimension is
dim ker M (a) — dim(ker M (a) Nker E7), giving the rank formula. Fixing a subset S C T eliminates
target motion exactly when ker Bg C ker By, or equivalently when the rows of Bg span the rows
of By. At least rp(a) rows are necessary and a row basis attains this number. O

This is a pointwise statement about additional coordinate equations x; = a;. It neither identifies
a semantically valid circuit repair nor rules out disconnected alternative witnesses. Reports should
distinguish the number of participating target coordinates from rr(a): five free coordinates may
carry only two independent target motions. Computing r7(a) on the reported real-gadget witnesses
is an additional measurement, not inferred here from the count of flagged wires.

4.3 What a positive finding means

If the computation returns a tangent vector with a nonzero target coordinate, the result is an exact
statement about the linearisation at the sampled witness. At a smooth point of a positive- dimen-
sional fibre over F,, such a tangent direction is evidence of genuine local variation. Nevertheless,
the tangent vector itself is not a second [F,, witness. A security report should therefore distinguish

1. infinitesimal freedom: certified by v € ker M (a);

2. algebraic non-determination on a component: a generic/component-wise statement; and

3. finite-field non-uniqueness: certified by two actual satisfying assignments.

The Jacobian is most useful as a fast route from a large circuit to a small suspicious slice that can
then be confirmed by direct construction, solving, or manual reasoning.

4.4 Analysis procedure

The implementation follows five steps.

1. Obtain a satisfying witness. Export the full assignment from the circuit’s witness generator
and verify independently that every R1CS equation vanishes.

2. Mark conditioned coordinates. Include the public inputs and structural constants in F.
For a local slice, record any additionally fixed boundary coordinates explicitly so that the result
is not mistaken for a global claim.

3. Assemble J(a). Use (E) directly from the sparse R1CS rows. No symbolic expansion of the
full polynomial system is required.
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4. Reduce M(a) over [F,. Compute exact rank and enough nullspace or row-space information
to classify the requested targets.

5. Trace suspicious coordinates back to the circuit. Rank information by target relevance
and dependency cone, then confirm security-relevant candidates with an explicit second witness
or a stronger algebraic certificate when possible.

The procedure is deliberately witness-parameterised. Section @ explains why a single honest
witness is insufficient for branch-sensitive gadgets.

5 Small examples

The following examples separate the properties that the analysis must not conflate.

5.1 Bilinear freedom

Consider
Y=XW

with YV fixed. At a witness (X, W,Y) = (2,3,6), the linearised fixed-Y equation is
3dX +2dW = 0.

The kernel contains nonzero directions in both X and W. The fixed-Y fibre is a hyperbola over
the algebraic closure and both coordinates vary. This is the ideal case for the pointwise test: the
tangent freedom reflects genuine positive-dimensional under-determination.

5.2 Guarded freedom without symbolic case splitting

Consider
z(s—1)=0

with selector s fixed. At s = 1, the derivative with respect to x is zero and z is infinitesimally free.
At s = 0, the equation becomes —z = 0 and the derivative with respect to x is nonzero. Once
the witness is fixed, the Jacobian handles both cases uniformly as field linear algebra; no symbolic
branch split is required inside the rank computation.

This observation is useful but limited. If the witness generator always produces s = 0, evaluating
only that witness does not reveal the s = 1 branch. The case split has been moved to witness
selection rather than eliminated globally.

5.3 Finite ambiguity invisible to the tangent test

Consider

’U)Q:J)

with £ = 1 and odd characteristic. At either root w = +1,

2w dw = 0,

so dw = 0. The wire is first-order rigid at each root, but it is not unique: there are two solutions.
Algebraically, w lies in the matroid closure of x because it has degree two over k(x). This is exactly
why algebraic closure must not be described as uniqueness.

12



5.4 A non-radical false alarm

Consider the single equation
w? =0

Set-theoretically, the only solution is w = 0. However, the derivative vanishes at that point, so
the Jacobian reports a tangent direction in w. The issue is scheme-theoretic multiplicity: the ideal
(w?) is non-radical even though its reduced variety is the single point defined by (w).

This example shows that a rank deficiency can be a false alarm for uniqueness even when there
is no second component and no alternate field point.

5.5 Coupled finite ambiguity

The system
w~+u =5, wu = 6

has the two solutions (w,u) = (2,3) and (3,2) over fields where these values are distinct. Neither
variable needs to appear in a syntactic self-square. Eliminating u =5 — w gives

w? — 5w+ 6 =0.

Finite multiplicity is therefore a property of the system and its elimination structure, not of a single
constraint’s surface syntax.

5.6 Uniqueness without algebraic dependence

Let p =3 (mod 4) and consider 2% + y? = 0 with no fixed coordinates and target z. Since —1 is a
quadratic non-residue in F), the only Fj-solution is (0,0), so z is unique over the circuit field. Over
Fp the variety is the union of the two lines y = +iz, and z is transcendental on each component.
The Jacobian also vanishes at the origin. Geometric freedom does not by itself produce a second
) witness.

5.7 Rigidity without algebraic dependence

Consider z = w? with no fixed coordinates and target z. At (w,x) = (0,0) the linearised equation is
dx = 0, so x is first-order rigid at that witness. Nevertheless, x is transcendental on the irreducible
parabola and is non-unique over F,,. First-order rigidity at a special witness does not imply algebraic
dependence on the component.

5.8 Summary: the three notions are pairwise inequivalent

Table ﬁ] collects the examples. They compose into a formal statement.

Proposition 15 (Pairwise inequivalence). Over any prime field with p > 5 (and p = 3 (mod 4)
where stated), none of the six one-way implications between the three properties (finite-field unique-
ness, algebraic dependence on the witness’s component, and first-order rigidity at the witness) holds
in general: each fails on a system of at most two quadratic constraints.

Proof. Each row of Table ﬁ] is verified in the corresponding subsection above. Reading off the failures:
uniqueness 7 dependence at 22 + 32 = 0 (unique over F », © transcendental on each component);
uniqueness # rigidity at w? = 0 (unique, yet dw free on the non-reduced fibre scheme); dependence
# uniqueness at w? = z (degree-two dependence, two roots); dependence % rigidity at w? = 0 (w
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System (fixed) Target Unique over F,, Algebraic on comp. First-order rigid

Y =XW (Y) X no no no
z(s—1)=0(s),at s=1 x no no no
z(s—=1)=0(s),at s=0 x yes yes yes
wr=z (z=1) w no yes yes
w? =0 (—) w yes yes no
w+u=5, wu=6(—) w no yes yes
?+9y?=0(—),p=3 (mod 4) =z yes no no
z=w? (—), at (0,0) x no no yes

Table 1: The examples of this section, one row per (system, witness, target). “Algebraic on comp.”
is evaluated on the component containing the stated witness. The two mask rows are the same
system at different branches, witness locality in miniature; the remaining rows realise the notion
separations in both directions.

constant on the reduced component, yet infinitesimally free); rigidity # uniqueness and rigidity #
dependence at x = w? sampled at the origin (dz = 0 there, yet z transcendental on the parabola
and non-unique). O

Every disagreement pattern that can occur therefore does occur, already for one or two quadratic
constraints; this is why the result classes of Section @ must be reported separately rather than
collapsed onto one scale.

6 Exact sparse linear algebra at circuit scale

6.1 Why sparsity matters

An R1CS Jacobian is large but structurally sparse. Each derivative row is supported only on co-
ordinates occurring in the corresponding linear forms. Dense elimination destroys this advantage
immediately: memory becomes quadratic in the number of wires and arithmetic work grows cubi-
cally in the worst case. The current implementation instead stores rows sparsely and chooses pivots
using a Markowitz-style fill heuristic.

All arithmetic is exact in F,. A pivot operation multiplies by a field inverse and eliminates
the pivot column from the remaining sparse rows. The implementation records enough elimination
data to recover rank, free columns, and target-coordinate participation in nullspace directions. A
separate python-flint path based on fmpz_mod_mat RREF is used as a cross-check on instances
for which the denser representation remains practical.

6.2 Witness extraction from gnark

For the current prototype, satisfying assignments are exported from gnark’s R1CS solver. The
full vector must be aligned with the compiled R1CS wire ordering rather than reconstructed from
source-level variable names. Before any Jacobian analysis, the tool reevaluates every constraint on
the exported vector. This guards against indexing errors in the analysis pipeline itself.

The Jacobian need not be obtained by symbolic differentiation. Equation (B) can be evaluated
directly from the three sparse R1CS linear forms. This keeps the analysis close to the actual verifier
relation and avoids dependence on source-language simplification.
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Constraints  Wires Jac. nnz Rank (s) Total (s) Peak RSS (MiB) Verdict

990 992 2,978 0.007 0.012 16  all rigid
6,600 6,602 20,182 0.038 0.069 41 all rigid
19,800 19,802 62,942 0.121 0.216 105  all rigid
39,600 39,602 133,082 0.308 0.512 211  all rigid
66,000 66,002 237,802 0.564 0.985 360 all rigid

Table 2: The sparse augmented-Jacobian diagnostic on the public MiMCChain family (N = 3 to
200 chained MiMC permutations, BN254). “Total” includes JSON load, full witness verification,
Jacobian assembly, and rank; each row is one process, so peak RSS is per-instance. Machine: Apple
M4 Pro (14 cores, 48 GiB), macOS 15.1, CPython 3.14.7, Go 1.25.12, gnark 0.14.0. Every verdict
matches the structural ground truth.

6.3 Scale measurements

Two kinds of instance are measured: a public, fully reproducible scaling family, and a private
industrial corpus that corroborates it.

A public scaling family. The benchmark circuit MiMCChain(/N) hashes a single public input
through N chained MiMC permutations on BN254 (gnark 0.14.0, 330 constraints per permutation),
with the final digest deliberately left unpinned, so the solver must derive every internal round wire
from the input alone. The ground truth is therefore that all internal wires are determined, and
the diagnostic must reproduce exactly that verdict at every size. The family uses only gnark’s
standard library and is included in the public repository. Table P reports the measurements: end-
to-end analysis (load, witness verification, Jacobian assembly, sparse rank) stays around one second,
and rank time and memory grow near-linearly on this family, reflecting the low fill-in of its chain-
structured Jacobian; elimination fill-in is circuit-dependent, so near-linear behaviour is an empirical
observation about these instances, not a general guarantee.

The gadget-scale instances of Sections m and g run in the same harness: the 2,396-constraint
scalar-multiplication R1CS is classified in 14 ms of rank time at 22 MiB peak.

Topology diversity. The chain family alone would leave the scaling claim hostage to one
favourable sparsity pattern, so four further public instances of different topologies are measured in
the same harness (Table f): a wide binary MiMC tree reduction, Merkle-path verifications with
index-bit selectors (guarded structure) at two depths, and gnark’s standard EADSA verification
(twisted-Edwards double-and-add, bit decompositions, and MiMC combined). Every verdict again
matches ground truth. The comparison between the deep Merkle path and the MiMC tree is the
instructive one: the 13,592-constraint Merkle instance carries more Jacobian nonzeros (269k against
239k) and a slower rank than the 3x-larger tree, so elimination cost tracks Jacobian structure and
fill-in, not raw constraint count. The EADSA run establishes the reported pointwise verdict, not
the presence or absence of non-canonical alternatives. A separate relational check would be needed
to establish such alternatives for that exact benchmark query.

Dense baseline. On the same machine, the dense elimination baseline (pure Python, kept for
cross-checking) needs 0.68 s at 330 constraints and 16.9s at 990 constraints, against 7 ms sparse at
990: a measured 2,400x gap at the smallest size in Table E The dense path was not measured
beyond 990 constraints, so no runtime comparison is claimed at larger sizes. The earlier dense
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Instance Constraints Jac. nnz Rank (s) Total (s) RSS (MiB) Verdict

Merkle path, depth 5 (MiMC) 3,647 26,497 0.084 0.114 43  all rigid
EdDSA verify 7,675 28,913 0.096 0.134 50 all rigid
Merkle path, depth 20 (MiMC) 13,592 269,459 0.699 0.964 307  all rigid
MiMC tree, 64 leaves 41,580 239,213 0.549 0.864 311  all rigid

Table 3: Topology-diverse public instances (gnark 0.14.0 standard library) in the same harness and
on the same machine as Table E The depth-20 Merkle path costs more than the 3x-larger MiMC
tree: cost tracks structure, not size.

python-flint RREF prototype was likewise measured 500-1000x slower than the sparse path on
the industrial corpus below and did not reach past roughly 21k wires.

Industrial corpus. The same pipeline has been exercised on a private industrial corpus of real
gnark application circuits in the 6k—60k-constraint range, where a separate solver-based cone anal-
ysis had encountered a determining cone of roughly 1,179 constraints around a Poseidon/Merkle
backbone. Those circuits cannot be released, and their figures are therefore reported only as
corroboration; the public family above exists precisely so that the scale claim does not rest on
unpublishable instances.

These measurements establish feasibility of exact Jacobian processing at the relevant size. They
do not establish that the Jacobian is a substitute for solver-based uniqueness checking: the two
tools answer different questions. A complete evaluation should therefore report both throughput
and the rate at which Jacobian candidates can be confirmed as actual non-unique witnesses.

7 From first-order rigidity to multiplicity bounds

A full-rank pointwise result does not imply uniqueness. The simplest counterexample is w? = .

To distinguish “one value” from “finitely many values,” an additional degree argument is needed.
7.1 Triangular degree certificates

The safest setting is a triangular subsystem in which variables can be introduced one at a time.

Definition 16 (Triangular certificate). Fix the conditioned coordinates. A triangular certificate
for variables wy, ..., w; consists of polynomials

gl(wl) :07 92(w17w2) :0’ ey gt(wlv"'awt) :07
each belonging to the conditioned constraint ideal and involving only w1, ..., w;, such that for every
solution of the preceding equations over [, the polynomial g;(wi, ..., w;—1,-) is nonzero and has

degree at most d;. An elimination or substitution step is admissible only when the relation used is
itself entailed by the constraint ideal.

Proposition 17 (Product-of-degrees bound). Under a triangular certiﬁcate as above, the set of
tuples (w1, ..., wy) attained by solutions of the conditioned system over F,, has cardinality at most



and in particular the wire w; attains at most qu d; values. The same bounds hold a fortiori over
Fp. The proposition bounds the certified coordinates only: wires outside the certificate may remain

free, so it is a statement about the targets wy,...,ws, never about the fibre as a whole.
Proof. For each fixed prefix (wi,...,w;—1), the next nonzero univariate equation has at most d;
roots over [F),. Induction over the chain gives the product bound. O

The per-constraint step of this bound (a wire presented as a degree-d univariate polynomial
takes at most d values, and d = 1 recovers determinacy) is machine-checked in Lean (Section );
the composition into a product over a chain is a pen-and-paper bound and is not formally verified.

For an R1CS chain, each original constraint has total degree at most two. If the triangular
certificate uses original constraints in a way that introduces exactly one new variable per step and
preserves a nonzero leading coefficient, then each d; < 2 and

#{attained (wq,...,w;) tuples} < 29,

where ¢ is the number of genuinely quadratic steps. Linear steps contribute a factor of one.

7.2 Why the 2? bound is conditional

The qualification above is essential. General elimination can raise degrees even when every input
constraint is quadratic. Cycles, shared unknowns, vanishing leading coefficients, positive- dimen-
sional components, and hidden elimination polynomials can all invalidate a naive count based on
the number of syntactically quadratic constraints in a dependency cone. Consequently, the imple-
mentation should emit a multiplicity bound only together with a structural certificate that justifies
the chosen triangular order. Otherwise the result is unknown, not 29.
The coupled system
w4+ u =5, wu = 6

illustrates both sides. A purely syntactic rule looking for w? misses the ambiguity, but the ideal
combination
w(w 4 u —5) — (wu — 6) = w? — 5w + 6

provides a valid certificate polynomial in w alone; the original linear equation then fixes u. The
resulting multiplicity bound is 2-1 = 2.

7.3 Relation to Bézout bounds

Classical Bézout bounds provide a more general route to bounding isolated solutions, but they are
typically too coarse for circuit diagnosis and require hypotheses about dimension and components.
The triangular product is attractive because the certificate is local, auditable, and naturally aligned
with circuit structure. It should be viewed as a refinement layer on top of the Jacobian analysis,
not as a complete multiplicity algorithm.

8 From infinitesimal freedom to finite-field counterexamples

The limitations catalogued so far run in one direction: a tangent direction at a sampled witness is a
statement about the fibre scheme over F,, not a second F,, witness. This section proves Theorem E:
under hypotheses that are themselves certified by the rank computation, the implication can be
reversed. The two ingredients are a smoothness certificate extracted from the rank itself and an
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effective Lang—Weil point count. Together they convert a pointwise “free” verdict into a proof that
the target takes many values among actual satisfying assignments over the circuit field, without
exhibiting an explicit second witness.

8.1 A smoothness certificate from the rank itself

Recall that the fibre scheme V,, is cut out by u = m + |F| polynomials: the constraints fi,..., fim
and the coordinate equations z; — u; for ¢ € F', whose differentials at a are exactly the rows of
M(a).

Lemma 18 (Full-rank smoothness certificate). Let a € V,,(Fp,) and suppose rank M(a) = p, the
number of rows. Then:

1. a is a smooth point of V,, lying on a unique irreducible component C,, of dimension d = n — p;
2. Cy is defined over F), and absolutely irreducible;

3. degC, <[], deg fi < 2™2, where my is the number of genuinely quadratic constraints among
the generators;

4. T,Cq =T, V,, = ker M(a).

Proof. By Krull’s height theorem, every irreducible component of V(f1,..., fin, zi —u; : i € F)
through a has dimension at least n — p. By Proposition [L0, dimT,V,, = n — rank M (a) = n — p.
Since the local dimension at a is bounded above by the tangent dimension and below by n — u, both
equal n — u; the local ring is regular, hence a domain, so a lies on a unique component C,, which
is generically reduced and smooth at a with T,C, = T,V,. For (2), every element of Gal(F,/F,)
permutes the components of V,, (the generators have I, coefficients) and fixes the Fp-rational point
a; uniqueness of the component through a forces Galois stability, so C, descends to [F,, and remains
irreducible over F, i.e. is absolutely irreducible. For (3), C, is contained in a component C’ of
the variety cut by the u generators; near a the two agree, and irreducibility of C’ forces C' = Cy,
so Bézout’s inequality [13, Example 8.4.6] bounds deg C, by the product of the generator degrees;
coordinate rows are linear and contribute factors of one. O

When rank M (a) < u the certificate simply does not fire. This refusal is informative: at the non-
radical false alarm w? = 0 the single row vanishes (rank = 0 < 1), and at the origin of 2% + y? = 0
likewise. The full-rank certificate excludes spurious tangent directions caused by singular or non-
reduced local structure at the sampled point. Its failure does not classify a witness as singular:
redundant generators can also cause row-rank deficiency, as the next lemma explains.

Vacuous guard rows are the practically important case in which the certificate fails for a harmless
reason: on a degenerate branch, a row such as s(y; — u;) with s = 0 contributes a zero differential,
deflating rank M (a) below the row count even though the witness is a perfectly smooth point of its
branch. The following lemma restores the certificate by discarding such rows soundly.

Lemma 19 (Local-redundancy certificate). Let S be a subset of the u generators of J, with
rank Mg(a) = |S|, where Mg(a) stacks the differentials of the rows in S. Suppose that for every
dropped generator g there is a certified polynomial identity

wyg = Z qula w, q; S Fp[x}v w(a) 7& 0.
fies

Then V (S) and V,, coincide as schemes in a neighbourhood of a, and the conclusions of Lemma
hold for Vi, at a with ' = |S|, d =n — ', and deg Cq <[] 5 deg fi.
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Proof. The identity exhibits ¢g in the localisation of the ideal generated by S at a (invert w), so
the two ideals agree in Oyn , and the schemes agree locally. Lemma applied to V(S) makes a
a smooth point of V(S) on a unique local component of dimension n — u'; the local identification
transfers this to V,,. Differentiating wg = »_ ¢;f; at a and using g(a) = fi(a) = 0 gives w(a) d,g =
>~ qi(a) dqg fi, so the dropped rows add nothing to the row span and ker M (a) = ker Mg(a). O

The identities are machine-checkable polynomial equalities on a small cone. A deterministic
certificate checker verifies them by exact coefficient comparison or another sound symbolic normal-
isation. Random evaluation is a separate probabilistic check: if a nonzero identity residual has
total degree at most D, each independent uniform evaluation in [} accepts falsely with probability
at most min(1, D/p). With r independent trials the bound is min(1, D/p)" per identity; multiple
identities require a union bound. Exact field arithmetic does not make this probabilistic check a
proof of polynomial identity. For the guard pattern they are entirely mechanical. On the degener-
ate branch of the gadget of Theorem R@, one retains the five chain rows, the eight bit rows, s(s—1),
and the conditioning row e, (¢/ = 15, matching the measured rank M (b) = 15), and discharges the
six dropped rows by

(s=1) [s(yi —w)] = (i —wi) - [s(s = 1)],
and, for the weighted-sum row g = Zj 2971p; — s, by multiplying through by w = (s —1) Hj(bj -1)
and expressing each b; and s via b;j(b; — 1) and s(s — 1); both w’s are units at the degenerate
witness.

8.2 Effective Lang—Weil conversion

The second ingredient is classical. For an affine F,-variety W, #W (F,) < degW - pdmW [11,
Lemma 2.1]. For absolutely irreducible varieties, the Lang—Weil estimate [10] gives a matching
lower bound; we use the explicit form of Cafure and Matera [L1, Theorem 7.1]: for C' absolutely
irreducible over F, of dimension d > 0 and degree d, provided p > 2(d + 1)§2,

|#C(Fp) _pd‘ < (0=1)(6 - 2)pd—1/2 4 54513/3 pd-1,

Theorem 20 (Certified finite-field non-uniqueness). Assume the smoothness certificate of Lemma
(directly, or via Lemma ) holds at a € V,,(Fp), with component Cq, of dimension d and degree 0,
and suppose some v € ker M (a) has v; # 0 (hence d > 1). Let

Nj =#{d}: d' € Cy(Fy)}
be the number of distinct values of the target among the Fp-points of Co. If p > 2(d + 1)62, then

p?— (6 —1)(6 — Z)pd*1/2 — 5613/3pd—1

N; > 5yt ,

and if moreover p > 326'3/3 then N; > p/(26). (The degree and dimension conditions must both be
checked; the quadratic-constraint budget alone does not bound d.) Every point counted is a satisfying
assignment over ), agreeing with the statement uw on F'; in particular x; is not uniquely determined
by the statement.

Proof. If x; were constant on C,, then x; — ¢ would vanish on C, and its differential ejT would
annihilate T,C, = ker M (a), contradicting v; # 0. So x; is non-constant, each level set CoN{z; = c}
is a proper closed subvariety whose components have dimension d — 1 and total degree at most §
(Bézout with a hyperplane), hence at most ép?~! rational points by the counting bound above.
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Summing over the N; nonempty level sets, #C,(F,) < N; p¢~!, and the lower bound on #C,(F,)
is the displayed Lang—Weil estimate, available because Lemma [L§(2) provides absolute irreducibility.
For the explicit form: p > 32613/3 implies p > 326, so (6—1)(0 — 2)p_1/2 < §2p 2 < 1/4/32 and
5813/3p~1 < 5/32; the two error terms total less than 1/2, so #C,(F,) > p?/2 and N; > p/(26). O

Corollary 21 (Finite-field existence budget). If the certified generating set contains mo genuinely
quadratic constraints, 32 - 213m2/3 < p and p > 2(d +1)2%2™2 then a nonzero target coordinate in
ker M (a) at a certificate-bearing witness proves at least p/2™2 1 distinct Fp-values of the target.
For PLONKish cones the budget is 32(]], d;)**/® < p with d; the gate degrees, together with p >
2(d + 1)(T1, d:)?, by Corollary @’5 degree accounting. For a 254-bit field, mo < 57 suffices for the
first inequality; the dimension inequality is checked separately.

The budget is stricter than the separability budget of Corollary a (m < 253 for the same
field) because the degree now enters polynomially, through 613/3 rather than only through the
comparison deg C' < p. Both certificates are checkable from the same cone data.

Worked instances. On the bilinear example Y = XW of Section 5 with Y fixed, the certificate
fires at (2,3,6): two rows (one constraint, one conditioning row), rank two, § < 2, and the kernel
moves X; the theorem guarantees at least p/4 distinct values of X, against the true count p — 1.
On the degenerate branch of the gadget of Theorem @, Lemma @ certifies p// = 15, d = 5, § < 214,
comfortably inside the budget for a 254-bit field, and the theorem guarantees at least p/2'® distinct
values of each hinted output y;; the true count is p by Theorem R€(iii). The theorem thus recovers,
up to the factor 29, the conclusion that Theorem Rf establishes by direct construction, but from
certificate data alone, with no access to the branch structure that makes the direct argument
possible.

The result carries three caveats. First, it certifies the existence and abundance of counterexam-
ples; producing one explicitly is still a (now well-motivated) solver call on the cone, for which the
slice re-solve constructor of Section [L2 is the natural tool. Second, the hypotheses are pointwise:
a rank-deficient M (a) at a singular witness yields no certificate, and one must either move to a
better witness on the same branch or fall back on the interpretive discipline of Section [L1. Third,
the degree budget caps the certified regime at gadget scale; beyond it the theorem is silent, though
the diagnostic retains its localisation value.

9 Beyond R1CS: PLONKish arithmetizations

Nothing in the pointwise construction is specific to R1CS (Remark @) In a PLONKish system
the coordinates are the cells of the execution trace, one per (column, row); gate instances are
polynomials in those cells, copy (permutation) constraints are the linear equalities . = z~, selectors
are fixed columns, and rotations are only references to cells in other rows. The transfer is therefore
a statement, not an analogy.

Proposition 22 (Arithmetization transfer). Let g1,...,gm € k[x1,...,zy] be arbitrary polynomial
constraints in the trace cells, let E be a set of copy pairs, F the fized cells, and v € k¥. For a
satisfying assignment a, stack into M (a) the differential rows dag;, the constant rows ecT - e; for
(¢,d) € E, and Ep. Then, for the fibre scheme V,, of the ideal generated by the gates, the copy
differences, and (x; —u; 11 € F),

T,V = ker M(a),
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and a cell x; is first-order rigid at a relative to F and the copy relation if and only if e;r €
rowspan M (a). Selectors, being fized coefficients rather than coordinates, cannot contribute prover-
steerable freedom; conditional freedom can be driven only by advice cells.

Proof. The proof of Proposition @ applies verbatim to the generating set consisting of the g;, the
copy polynomials z.— ., and the fixing polynomials x; —u;: each contributes its differential at a as
a row, higher-degree gates and cross-row rotations included, and the copy polynomials contribute
the constant rows e, —e;. The row-space characterisation is Corollary [12, which is linear algebra on
M (a) and does not reference the shape of the generators. Selector values enter only as coefficients
of the g;, hence appear in the entries of M(a), never as columns. O

Equivalently, one may work in the quotient that identifies copy-equal cells (the PLONK notion
of a wire) instead of carrying the copy rows. The separability certificate scales with the gate degrees
rather than being lost.

Corollary 23 (Gate-degree budget). Let the analysed cone consist of constraints of total degrees
di,...,dm with [[;d; < p. Then every irreducible component of its zero set satisfies the separability
hypotheses of Proposition |.

Proof. Bézout’s inequality [13, Example 8.4.6] bounds the degree of every irreducible component
by [[;di < p, and the proof of Proposition B used only deg C < p through Lemma H; it applies
unchanged. O

For quadratic gates this recovers the budget 2 of Corollary B; standard degree-three gates and
low-degree custom gates keep [[, d; comfortably below a cryptographic p at gadget scale.

The implementation needs no second code path: a PLONK standard gate embeds exactly into
the R1CS-form input the tool already consumes.

Lemma 24 (Standard-gate encoding). Let g = qas oy + QL To + qr Th + G0 Te + qo be a standard
gate with selector values qur, qr,qr,q0,q9c € k on cells x4, xp, x., and let xg be the constant-one
coordinate (adjoined if the arithmetization has none), pinned by Er. Define

L=que,, R=e, O=-qre, —qrey, —qoel —qoeg-
Then (L-z)(R-z) — (O -z) = g(x) + qc(zo — 1), so on the fibre (where xog = 1) the triple (L, R, O)
vanishes exactly when the gate does, and its R1CS-form Jacobian row (B) differs from the gate
gradient dq,g only by qc ea—, a multiple of a fixzing row. Moreover, realising copy constraints by
shared wire indices computes the quotient form of Proposition @ with v : k¥ — kIS gssigning
each cell the value of its copy class, ker M(a) = L(ker M(d)), where M is the augmented matriz of
the gates read on wires.

Proof. Expanding, (qa%a)(zy) — (O -2) = quTa®s +qrTa + qrTs + 0T+ qo0 = 9(x) +qc (0 — 1),
and differentiating both sides gives the row identity; adding a multiple of eg € Er changes neither
the row span of M(a) nor its kernel. For the quotient claim, the copy rows ecT — eI cut out
exactly im ¢, and on im ¢ each gate differential factors through the quotient gate by the chain rule,
(dag) t(w) = (dzg) w; hence a kernel vector of M (a) is precisely the t-image of a kernel vector of

M (a), and the two representations flag the same free targets. O

Standard degree-three gates and low-degree custom gates keep this budget comfortably below
a cryptographic p at gadget scale, exactly as for R1CS.
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A measured PLONKish check. The reduction of Proposition @ and Lem runs end to
end. Compiling the same gnark 0.14.0 scalar-multiplication gadget of Section m with gnark’s
PLONK backend yields a SparseR1CS of 4,293 gates; we emit each gate by the encoding of
Lemma and run the unchanged diagnostic. At the honest witness all 4,293 advice wires are
determined by the input; at the degenerate witness (the same hint zeroing) 14 advice wires become
first-order free. The under-constraint is thus exposed in the PLONKish arithmetization exactly as
in the R1CS one (Table @), by the same rank computation on differentiated gate polynomials; only
the gate encoding and the wire count differ. This exercises the standard-gate case (copy constraints
as wire sharing, selectors as fixed coefficients); custom higher-degree gates and lookups are covered
by the degree budget and the exception noted next, not by this experiment.

Transition and boundary systems such as AIR are further instances of Proposition @: transition
polynomials couple the cells of adjacent rows (rotations are references between rows) and boundary
constraints are fixing rows in Er. Lookup arguments are the honest exception, and the exception
is itself a classification statement rather than an accident.

Remark 25 (Lookups: finite ambiguity, and a relaxation test). A lookup constrains a cell to a
finite table T" C k. Set-theoretically this is the zero locus of gr(z) = [[,cr(z —t), whose roots
are all simple, so a looked-up cell is first-order rigid at every witness, and the honest value bound
is |T|, obtained through Lemma @ applied to gp: the finite-ambiguity class of Section @, with
multiplicity |T| in place of 2. Rank is therefore silent on lookups by classification, not by oversight.
The relaxation strategy of Section transfers, however, and turns this silence into a measurement:
omit the lookup rows from M (a) (in deployed encodings, the cross-row aggregate identity together
with its auxiliary columns, which is the same move as treating the commitment challenge as advice,
since the aggregate’s challenge is itself commitment-derived) and rank the relaxed system. A looked-
up cell that stays rigid in the relaxation is determined by the polynomial constraints alone, so the
lookup is first-order redundant for it; a looked-up cell that becomes free is constrained only by its
table, and its value set over the full system is bounded by |T'| through Lemma B2. The relaxation
thus identifies exactly which cells rest on each lookup, with the usual one-sided soundness: relaxed
rigidity is sound for the full system, relaxed freedom is a bounded candidate. What remains
engineering rather than mathematics is the parser: deployed lookup arguments spread membership
across rows through grand products or log-derivative sums, and an automated extraction of those
aggregates, implementing this relaxation, is left to future work, as is any arithmetization feature
whose meaning is a multiset or counting statement rather than a pointwise polynomial one.

10 Witness locality

10.1 A pointwise matrix describes one witness

The matrix M (a) depends on a. Changing the witness can change coefficients in the Jacobian and
therefore change its rank and nullspace. There are three distinct reasons.

1. Special or singular points can lose rank. The equation w? = 0 has derivative zero at
its only solution, producing a tangent direction that does not correspond to another reduced
solution.

2. Finite ambiguities can be locally rigid. In w? = 1, both roots have zero tangent freedom
even though the fibre contains two points.

3. Conditional constraints can change rank across branches. A guard or hint verification
equation can be binding on an honest branch and vacuous on a degenerate branch.
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The first issue produces false positives if rank deficiency is interpreted as non-uniqueness. The
second and third produce false negatives if first-order rigidity at one witness is interpreted as global
uniqueness.

10.2 A reproducible hint-degeneracy case study

The witness-locality issue first arose, for us, in a non-public engagement, but the identical phe-
nomenon is present in a public gadget, and we report the reproducible form. We compile the
in-circuit scalar multiplication ScalarMul of gnark’s native twisted-Edwards library (package
twistededwards, on BN254) at version 0.14.0, before the 0.16.2 fixes. The result point is ob-
tained through the halfGCD scalar-decomposition hint; the hint is not binding, and, as gnark’s
own hint documents, “it doesn’t work in case the scalar is zero” [15]. At the all-zero decomposition
s$1 = s9 = k = bits = 0 the decomposition constraint degenerates to 0 = 0 for any scalar, the double-
and-add loop only ever selects the identity and never references the hinted point, so the result wires
are left unconstrained. The circuit compiles to a 2,396-constraint R1CS; we export it with gnark’s
solver, hold the one declared input (the scalar) fixed, and run the augmented-Jacobian diagnostic
at the honest witness and at every satisfiable variant of a 20-variant hint-degeneracy sweep (per
hint: zeroed outputs, first output zeroed, identity point, non-canonical bits, bit flips; plus all hints
zeroed jointly). The sweep is generated mechanically from the gadget’s hint signatures: no variant
requires knowing in advance which input or branch is exceptional, and the tool, not the auditor,
reports which variants are satisfiable and which of those are degenerate. Table @ is therefore also
the witness-selection ablation: the same compiled system, the same fixed input, only the sampled
branch varies.

Witness family Satisfiable Free target wires
Honest (halfGCD solves normally) yes 0 (all 2,396 determined)
Decomposition hint zeroed (s1=s2=k=Dbits=0) yes 5 (ids 261, 262, 264, 265, 266)
Decomposition hint, first output zeroed yes 5 (same ids)

All hints zeroed jointly yes 4 (ids 261,262, 265, 266)

16 further degeneracies (identity point, bit flips, ...) no — (rejected by the constraints)

Table 4: Adversarial-witness ablation on the gnark 0.14.0 twisted-Edwards ScalarMul gadget
(2,396 constraints), measured by the actual implementation at every satisfiable witness the sweep
generates. The honest solver never visits the degenerate branches; the 16 unsatisfiable variants are
rejected by the constraint system itself, a sound-gadget signal that is reported but never counted
as freedom. Worst-case verdict: 5 free wires.

The important fact is not the number five but the change from zero to nonzero under prover-
reachable degeneracies, on a real library gadget, reproduced end to end from public source (the
harness and exported instances accompany this paper). The flags are not an accident of the first-
order approximation. At the degenerate witness exactly three rows remain live on the flagged wires
(a twisted-Edwards addition slice), every other row touching them having degenerated to 0-(-) = 0;
re-seeding one flagged wire and re-solving those three rows produces a full assignment that satisfies
all 2,396 constraints, agrees with the original on the declared input, and changes the accepted result
wires. This is an explicit two-witness counterexample, the strongest certificate class of Section [L1],
obtained by the slice-and-solve recipe of Section @3, the constructor is part of the published code.
All five flagged wires participate in the confirmed freedom. This is confirmation for five coordinates
of one coupled defect, not five independent detection successes or a corpus-level precision estimate.
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Naive single-wire perturbation is rejected, since the freedom is two-parameter and coupled through
the live rows; this is exactly the coupled-freedom signature the nullspace reports, and the same
constructor correctly fails at the honest witness, where the rows are binding. The linear algebra
was sufficient once it was evaluated on the relevant branch; the honest solver never selected that
branch, so a one-witness analysis missed the bug. Section m distils the same signature into a
hand-checkable 20-constraint gadget.

10.3 A synthetic reproducer

Because the industrial gadget cannot be published, we provide a 20-constraint synthetic gadget
that reproduces the phenomenon exactly and is published alongside the paper as a dependency-

free exact-arithmetic script. Over the BN254 scalar field, take wires x, s, u1,...,us, y1,--.,¥s,
by,...,bg and constraints
up =22, ui =ul (i <5), s(yi—u;) =0 (1<i<5h),

bj(bj —1) =0 (1<j<8), >;b277 =5 =0, s(s—1)=0.
The chain u; is computed in-circuit and binding. The five outputs y; are hinted and “verified” by
the rows s(y; — u;) = 0; the final constraint is intended to force s = 1 but also admits s = 0,
where every verification row is vacuous. Here the non-binding-hint defect holds by construction, so
ground truth is not in question, and the gadget proves the separation announced as Theorem D.

Theorem 26 (Witness-locality separation). Let p > 28 be prime. The system above is an R1CS
instance with 20 constraints in 20 wires (plus the constant-one coordinate) over IF,,, with conditioned
set F = {x} and targets yi,...,ys, admitting satisfying assignments a (honest: s = 1, by = 1,
remaining bits 0, y; = u;) and b (degenerate: s = 0, all bits 0, y; arbitrary) with ap = bg, such
that:

1. every coordinate is first-order rigid at a;
2. €y, ey € TyViy, so every target is infinitesimally free at b, and rank M (b) = rank M (a) —5;

3. for each i, the value set {c,, : ¢ € Vi (Fp)} is all of Fp: the freedom at b is genuine non-
uniqueness, not merely infinitesimal motion.

Proof. At a, order the coordinates s, b1, ...,bs, u1,...,us,91,...,ys5. Each constraint, differentiated
at a, pins the next coordinate in this order given the earlier ones and x: the row s(s — 1) = 0 has
derivative 2s — 1 = 1 # 0 in s; each booleanity row b;(b; — 1) = 0 has derivative 2b; — 1 € {£1};
the recomposition row is linear with coefficient —1 in s and 2/~! in bj; each chain row u;;1 = uf
(resp. u; = z?) has derivative 1 in u;;1; and each verification row s(y; — u;) = 0 has derivative
s =1%#0in y;. The augmented matrix M (a) is therefore triangular with nonzero diagonal in these
coordinates after fixing F', so ker M (a) = 0 and every coordinate is rigid.

At b, every row containing a y; carries the factor s = 0: the derivative of s(y; — u;) with respect
to y; is s = 0, with respect to s is y; — u;, and with respect to u; is —s = 0. Hence each e,
annihilates every row of M (b) and lies in T,V,,; the remaining rows pin s, the bits, and the chain
exactly as at a, and a verification row that is nonzero at b (when y; # u;) is the multiple (; —u;) e,
of a direction already in the row span. The kernel of M (b) is therefore exactly the five-dimensional
span of the e,,, giving rank M (b) = rank M (a) — 5.

For (iii), fix = a, and take s = 0, all bits 0, the chain values forced by z, and y; arbitrary:
every constraint evaluates to zero identically in the y;, so for each 7 and every v € I, there is a
satisfying assignment over the same statement with y; = v. All three statements are also verified
by exact computation in the published scripts. O
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Running the identical augmented-Jacobian pipeline at the two assignments of Theorem @, with
F = {z} and targets yi,...,ys, gives:

Witness rank M (a) Free target wires Pointwise result
Honest (s =1, bits = 1,0,...,0) 20 0 no freedom exposed
Degenerate (s = 0, bits = 0,...,0) 15 5 freedom exposed

The rank drop is exactly the loss of five independent target constraints on the tangent space.
At the degenerate witness, changing any single y; yields a second satisfying assignment agreeing on
F, so the synthetic case also carries the strongest certificate class of Section @: the five tangent
directions are genuine non-uniqueness, not merely infinitesimal freedom. The honest witness gen-
erator (set s = 1 with its bits, solve the chain, copy y; = u;) never selects the degenerate branch,
reproducing the one-witness blindness of the industrial case at hand-checkable scale.

10.4 Syntactic branch targets

The branch structure that witness locality must explore is partially visible in the R1CS syntax.
A constraint (L; - x)(R; - ) — (O; - ) = 0 can become vacuous on a satisfiable branch only if its
differential L;(R; - a) + (L; - a)R; — O; can vanish, and the dominant pattern in practice is the
pure-product row O; = 0: the constraint L;R; = 0 holds on the union of the two branches L; = 0
and R; = 0, and on the branch where one factor vanishes the row constrains motion only through
that factor; the guard rows s(y; — u;) = 0 of Theorem @ and the degenerate decomposition row of
the ScalarMul gadget are both of this shape. Enumerating pure-product rows therefore yields a
finite, syntactically computable list of branch targets: for each such row and each factor, ask the
witness generator (or a solver on the dependency cone) for a satisfying assignment with that factor
zeroed, then rerun the rank analysis there. Rows with O; # 0 generically bind some coordinate
and are not branch points of this kind, so the enumeration is usually short. This does not capture
degeneracies that arise only through interaction of several constraints (the hint-degeneracy sweep
of Section m remains the semantic complement), but it mechanises the most common guard /hint
pattern and covers the degenerate witnesses used in this paper.

10.5 Adversarial witness generation

For security use, witness generation should therefore be treated as part of the analysis rather than
as a neutral preprocessing step. For hint-based or conditionally verified gadgets, useful witness
families include

e all-zero hint outputs;

e zero and boundary scalars;

 identity or exceptional group elements;
« selector values on both sides of a guard;

e range boundaries and values immediately outside an intended range when they remain field-
satisfiable;

e denominator-zero or inverse-zero branches;

e values that collapse two nominally distinct intermediate quantities.
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This is not the same as drawing a random honest witness. Sampling additional satisfying wit-
nesses can help reveal conclusions that depend on a special point, but an ambient-space Schwartz—
Zippel argument does not justify such sampling: the analysis is restricted to the circuit variety,
and an honest witness generator follows program semantics rather than a uniform distribution on
that variety. It can therefore systematically avoid precisely the satisfying assignments available to
a malicious prover through unconstrained hints.

10.6 Case splitting is relocated

The Jacobian computation itself does not symbolically split on selectors. Once a witness is fixed,
guards, masks, and selects are ordinary field coefficients in a sparse matrix. This is a genuine com-
putational advantage. It should not be stated as elimination of case analysis for the whole security
problem. If different prover-reachable branches have different ranks, representative witnesses for
those branches must still be generated. The case analysis has moved from nonlinear constraint
solving to witness selection.

For many practical gadgets this relocation is useful because the set of security-relevant degenera-
cies is small and structured. The resulting workflow is closer to targeted adversarial test generation
followed by exact algebraic diagnosis than to a global decision procedure.

11 Sound interpretation of results

A useful implementation should expose the type of statement established rather than placing all
outputs on one numerical scale. The following result classes are not a hierarchy; in particular,
component-wise algebraic freedom and finite algebraic dependence describe different branches of
the geometry.

Pointwise infinitesimal freedom.
A nullspace vector has a nonzero target coordinate. This is an exact statement about the
sampled fibre scheme at the sampled witness.

Component/generic algebraic freedom.
Additional component and genericity analysis shows that the target lies outside the algebraic-
matroid closure of the fixed coordinates. This establishes generic transcendence on that com-
ponent but does not produce two F, witnesses.

Finite-dependence or multiplicity certificate.
A triangular or elimination certificate proves algebraic dependence and may bound the number
of possible values. A bound greater than one is only an upper bound.

Certified abundant non-uniqueness.
The smoothness certificate of Section E holds at the witness and the cone meets the Lang—
Weil degree budget. Theorem @ then proves at least p/(2deg C) distinct target values among
genuine I, witnesses. This establishes non-uniqueness over the circuit field in cardinality form,
without exhibiting an explicit pair.

Concrete finite-field non-uniqueness certificate.
Two satisfying assignments agree on the public statement and structural constants and differ
on a security-relevant target. This directly establishes non-uniqueness.
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Conversely, a pointwise “rigid” result should never be labelled safe. The appropriate wording
is “no first-order freedom found at the tested witness.” A global safety claim requires a separate
proof or sound uniqueness checker.

A rigid verdict at finitely many sampled witnesses is never, by itself, a proof of uniqueness. It
bounds first-order freedom at those points and nothing else; uniqueness requires a certificate
(elimination, or the machine-checked checker of Section @) or a sound relational check.

12 Toward certificates beyond pointwise rank

The gap between a local diagnostic and a global proof suggests several ways to combine methods.

12.1 An exact affine-line certificate

For quadratic constraints there is a cheap sufficient condition that upgrades a tangent vector di-
rectly into explicit finite-field witnesses. Write fij(z) = L;(x)Ri(z) — O;(z), and let ¢;,r; be the
homogeneous linear parts of L;, R;. This convention accommodates affine forms; for a constant-one
wire, vg = 0.

Proposition 27 (Affine-line certificate). Let a € V,,(F,) and v € ker M (a). If
Qi(v) = Li(v)ri(v) =0 (1<i<m),

then a +tv € V,,(Fp) for every t € Fp,. If v; # 0, the target x; attains all p values, and (a,a +v) is
an explicit non-uniqueness certificate. Conversely, for this tangent vector the displayed condition is
necessary even for a + v to satisfy the constraints. Thus the condition is equivalent to satisfaction
along the entire line, in every characteristic. Given a,v in dense coordinate representation, checking
satisfaction, conditioning, the tangent equations, and the quadratic coefficients costs O(N +n+m+
|F|) field operations; for the usual encoding without unused coordinates or empty rows this is

O(N + |F)).
Proof. Quadratic expansion is exact:
fila+tv) = fi(a) +tdafi(v) + t24;(v)ri(v).

The three coefficients vanish by the hypotheses, and vp = 0 preserves the statement. If v; # 0,
the affine map t — a; + tv; is a bijection of F,. Conversely, setting ¢ = 1 in the expansion gives
fi(a+v) = Q;(v) because a is satisfying and v is tangent. Hence satisfaction at a+v forces Q;(v) = 0.
Sparse evaluations of L;, R;, O; at a and of their linear parts at v establish the cost bound, including
reading the coordinate vectors and checking empty rows and conditioned coordinates. ]

The equivalence holds in every characteristic and needs neither smoothness nor a degree budget.
The tangent hypothesis is essential: two arbitrary satisfying points need not define a line lying in
the variety. This elementary expansion supplies a certificate primitive rather than a new general
algebraic criterion. Failure of a proposed vector to pass the test means only that this line is not
certified; curved solution families and other kernel vectors remain possible. In particular, testing
only a chosen kernel basis is not a complete search for certifiable lines.
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Worked examples. At the degenerate witness of Theorem @, each v = ey, passes: the only
constraints involving y; are s(y; — u;) and vy = 0. Thus the explicit pair (b,b+ e,,) confirms each
target, independently of the Lang—Weil certificate. For w? = 0 at zero, a nonzero direction has
Q(v) = v2 # 0, so it is rejected. For XW = ¢ # 0 and fixed ¢, a nonzero tangent vector has
both vx,vw # 0, so no such line is certified even though the hyperbola has multiple field points.
Section reports the behaviour on a deployed gadget.

Certificate search and checking. An initial implementation may test target-moving kernel
vectors and selected linear combinations, then verify a successful pair against every original con-
straint. Certificate search may fail or be expensive; verification of a supplied vector has the bound
above. When the kernel has dimension at most two, the search is complete: each quadratic coefli-
cient restricts to the kernel plane as a product of two linear binary forms, so any constraint whose
restricted factors are both nonzero confines certifiable directions to its two projective roots, which
are then checked exactly against every constraint. The certificate consists of the circuit identifier,
statement, satisfying assignment «a, direction v, and changed target. For slices it must also include
the frozen-coordinate map and the support-completeness check of Corollary BJ.

12.2 A second-order parabola certificate

Refusal of the line test does not preclude polynomial curves of higher degree through a. For
quadratic constraints the next step is again exact, and again a finite list of checkable coefficient
conditions.

Proposition 28 (Affine-parabola certificate). Let p be odd, a € V,(Fy), v € ker M(a), and u € F};
with up = 0. The expansion along x(t) = a + tv + t2u is evact and splits by degree:

f,(a:(t)) = fl(a) +t dafi(’l)) -+ t2 [dafz(u) + QZ(U)] + tS [&(’U)Tz(u) -+ Ez(u)n(v)] + t4 Qz(u)
If, for every 1,
do fi(u) = —Qi(v), Li(v)ri(uw) + Li(u)ri(v) =0, Qi(u) =0,

then x(t) € Vy,(Fp) for every t € Fp. If the target map t — a;j +tvj+t>u; is non-constant, the target
attains exactly p distinct values when uj = 0 and exactly (p+1)/2 when u; # 0; any two parameters
with distinct values give an explicit non-uniqueness pair. The order-two and order-three conditions
form a single linear system in w; on its affine solution space the quartic condition restricts to
quadratics, so the u-search is complete whenever that space has dimension at most one. For u =0
the certificate degenerates to Proposition [27.

Proof. The expansion is verified by multiplying out the affine forms (it is also kernel-checked in
the Lean development of Section @), the displayed conditions annihilate every coefficient beyond
t? and !, which vanish because a is satisfying and v is tangent, and vp = ur = 0 preserves the
statement. For the value count: a non-constant polynomial of degree at most two over F,, is injective
when its quadratic coefficient vanishes, and otherwise each value has at most two preimages with
exactly one critical value, giving (p + 1)/2 for odd p. O

Two remarks delimit the result. First, it is a sufficient certificate exactly like the line: refusal
means no certified parabola with the tested tangent, not rigidity: curves of degree three and higher
remain possible. Second, the parabola can move a target the tangent cannot: v; = 0 with u; # 0
yields quadratic target motion invisible at first order. The separation from the line certificate is
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Witness (per scalar) rank M nullity rp certificate outcome

Honest, S € {1,12345,54321} 2,400 0 0 rigid (17ms end to end)

Honest, S =0 2,398 2 2 line certified (coupled, 4 coords)
halfGCD hint zeroed, S =0 2,398 2 2 line certified (as at honest S = 0)
halfGCD hint zeroed, 3 nonzero scalars 2,398 2 2 lines refused; slice re-solve confirms
Both hints zeroed 2,398 2 2 two lines certified

Forged hint @ = [S+1]G, 4 scalars 2,398 2 2 explicit pair against honest witness

Table 5: The certificate layer on the query-aware ScalarMul export (2,398 constraints, targets =
declared result coordinates). A 20-variant structural sweep yields 12 satisfiable witnesses (8 variants
are rejected by the constraints); the rows summarise the satisfiable families. The diagnostic runs
in 17-24 ms per witness; the complete line search adds 7 ms.

strict and already visible on the basic examples: at the origin of z = w? the line test refuses every
direction (Q(v) = v2 # 0), and the first-order test even declares the target z rigid, yet u = e,
solves the second-order system with all higher coefficients vanishing: the parabola (¢, t?) is certified,
w attains p values and x attains (p + 1)/2, entirely through the correction term. At w? = 0 the
order-two system reads 0-u = —v2 and is inconsistent, so the parabola layer refuses the non-radical
false alarm for a provable reason; and on the fixed-product hyperbola XW = ¢ # 0 the combined
system forces a unique correction whose quartic term cannot vanish, consistent with the fact that
the hyperbola admits no polynomial parametrisation.

Observed behaviour. The three controls behave exactly as derived above. On the gadget in-
stances of Section , the parabola search (tangents: kernel basis, sampled combinations, and the
per-row special directions of the complete line search; corrections: complete for solution spaces of
dimension at most one) recovers every line certificate as the u = 0 case and finds no strictly curved
certificate: on each halfGCD-zeroed branch at nonzero scalar, one special direction yields a consis-
tent order-two/three system with a unique osculating correction that fails the quartic condition (an
obstruction at fourth order, sharpening the line test’s bare refusal), and at both ValidateDecoding
corpus witnesses no output-moving parabola exists along the tested directions. The slice Grébner
computation of Section @ then finishes the curved branches’ classification: their elimination ideals
are zero, so the refused freedom is a dominant projection. Every emitted certificate is re-verified
by direct substitution at sampled parameters; per-instance records are published with the study
scripts.

12.3 A measured certificate study on the deployed gadget

To exercise the certificate layer end to end on deployed code, the gnark 0.14.0 twisted-Edwards
ScalarMul gadget of Section is re-exported in query-aware form: the result point is declared
as output, so the compiled relation has 2,398 constraints in 2,400 wires, the conditioned set is
the constant-one wire and the scalar S, and the targets are the two result coordinates. Witness
variants are produced by overriding the gadget’s hints in gnark’s solver, exactly as in Section .
Timings are medians of five repetitions on the machine of Table E (CPython 3.14.6); every certificate
below was verified deterministically through the three coefficient conditions of Proposition R7 and
additionally re-checked by an independent evaluator by direct substitution: the full assignment, the
conditioned coordinates, and sampled points along the certified line against all 2,398 constraints.
Each of the following findings was independently re-verified from the exported instances.
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First, witness locality needs no adversary at the exceptional input. At S = 0, precisely the
input for which gnark’s hint documentation warns the decomposition “doesn’t work” [15], the
honest solver already lands on the degenerate branch: nullity 2, with a certified affine line through
a four-coordinate coupled direction. For the nonzero scalars tested, the honest witness is rigid.

Second, projected dimension captures the coupling, and it is arithmetization-invariant. Every
degenerate branch has rp = 2: the “two-parameter coupled freedom” observed on the single-
input export of Section , where five advice coordinates participate, appears here as exactly
two independent target motions, as Proposition distinguishes. The same computation on the
PLONK:ish export of Section [ (same query, 4,293 gates) gives nullity 0 at the honest witness and
14 moving cells with rp = 2 at the degenerate one: the participating-coordinate count varies with
the arithmetization (5, 14) while the projected dimension of the defect does not.

Third, line coverage is branch-dependent, as the theory predicts. The fully degenerate branches
(S = 0, honest or with the hint zeroed, and both hints zeroed) admit certified lines; the halfGCD-
zeroed branches at nonzero scalars do not: the complete search over their two-dimensional kernels
refuses every direction, so the freedom there is genuinely curved and the slice route takes over.
Refusal is the certificate working, not failing: the tangent space alone cannot distinguish the two
cases.

Fourth, slice re-solving dominates full-system solving on these instances. On each halfGCD-
zeroed branch, freezing all but 7 coordinates selects 510 constraints; the slice re-solver returns
a second witness in under a millisecond, and the spliced assignment passes all 2,398 constraints
with changed outputs (Lemma @) The study’s exact full-system branch solver on the same four
instances exhausts a 10-second budget with status unknown. This is a single gadget, one solver, and
one budget, the staged comparison of RQ5 (Section @) in miniature rather than a corpus study,
but the asymmetry it exposes is the pipeline’s central claim.

Fifth, the hint-forgery mechanism is relational non-uniqueness under this query. Overriding the
scalar-multiplication hint to output [S+1]G (with the decomposition hint zeroed) yields a satisfying
assignment for the same statement with both result coordinates changed, for all four scalars: explicit
non-uniqueness pairs in the sense of Definition m, grounding the query-dependence discussion of
Section [14: with the result declared as target, a hinted output that escapes its verification is visible
to a relational query.

The patched pair. Recompiling the identical circuit and witness variants against gnark v0.16.2
(the advisory-fix release) completes the vulnerable/patched half of the comparison. The patched
gadget compiles to 3,319 constraints, and its behaviour splits three ways, each measured. Honest
proving succeeds and the proof verifies for every scalar tested, including the previously exceptional
S = 0. Both degenerate overrides are rejected at named constraints during witness solving (the
zero-decomposition override at one constraint for every scalar, the forged [S+1]G override at the
output-binding rows), so the branches that carried the freedom are unsatisfiable in the patched
relation. And plain R1CS witness export now stops at gnark’s commitment placeholder: the fix
binds the hint through an in-circuit commitment, whose value only the proving backend computes.
The patched gadget has moved out of the hinted class analysed here and into the committed-column
class of Section [1§, where witness export requires the proving layer; the prove-level checks above
are the measurement that remains available there. A rigid or unsatisfiable verdict on the patched
version is reported as exactly that; it is not a proof that the patch is semantically correct.

Commitment-as-advice analysis of the patched gadget. The committed-column bound-
ary admits a sound relaxation that returns the diagnostic to service. In the compiled R1CS the
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commitment challenge is a hint output, a free wire pinned by no constraint row; the challenge-equals-
commitment condition lives entirely in the proving backend. The compiled system is therefore a
relaxation of the deployed relation: every deployed witness satisfies it, and every first-order motion
through deployed witnesses lies in its tangent space. Consequently, a target that is rigid in the
relaxation at a witness is rigid for the deployed system at that witness; freedom found in the relax-
ation need not be deployed-reachable. Overriding the placeholder hint with a fixed challenge value
makes the honest witness exportable, and the unchanged diagnostic then measures the relaxation.
On the patched gadget, at two scalars and two distinct fixed challenges (identical results through-
out): the relaxation carries 289-290 dimensions of tangent freedom across 659-660 moving wires, a
quantified map of exactly which wires rest on the commitment, yet the declared result coordinates
are rigid, r7({Qx,Qy}) = 0, in every case. At first order and at these witnesses, the patch’s
output soundness does not rest on the commitment at all; the commitment protects the internal
decomposition apparatus. The degenerate zero-decomposition override, meanwhile, is rejected at
the same plain constraint even with a free challenge, so that branch is closed by the polynomial
relation itself. The usual caveats stand: these are pointwise statements, and a relaxation-free wire
among the targets would have required the commitment analysis this paper leaves open.

12.4 A corpus check against a relational solver

The certificate layer is also measured against an external corpus: the benchmark set of the Picus
distribution (a local Picus-derived solver, cveb backend), compiled with circom --00 and analysed
end to end: the motivating set and the 73 circomlib single-template circuits, 78 in all, on the
machine of Table E The solver classifies 51 as safe and 10 as underconstrained with a counterex-
ample pair, times out on 11 within a 90-second budget, and one returns unknown (5 old sources
no longer compile). Every counterexample pair is independently re-verified against the compiled
constraints before analysis; two of the ten fail that re-verification and are excluded. Both failures
are genuine: the solver printed complete witnesses for them (no coordinate of the reconstruction
was defaulted), the pairs agree on their inputs, and the assignments nevertheless violate the com-
piled constraints; the raw solver logs ship with the study for audit. Solver counterexamples need
the same checked-certificate discipline as every other claim in this pipeline, which is exactly the
fail-closed posture of Section [18.

For the eight verified pairs (a,b), the diagnostic runs at both solver-produced witnesses with
the solver’s own query: the declared outputs as targets, conditioned on every declared input,
public and private alike (the conditioned set the relational property quantifies over); each pair
agrees on that complete input set, with no unprinted input coordinate. Three patterns emerge.
First, rank at the counterexample witness flags the freedom in seven of eight instances
(rp > 0 over the declared outputs); the eighth (ValidateDecoding) has an empty tangent space
at both witnesses (nullity 0, hence rr = 0) and a non-tangent difference direction, the finite-
ambiguity class of Section f{ observed in the wild: a purely discrete jump no single-witness first-
order analysis can see. Second, five of the eight counterexample pairs lie on certified affine
lines: the difference direction v = b — a passes Proposition P17, so the solver’s two witnesses extend
to p witnesses, certificate included; among them are the classic circomlib Montgomery/Edwards
conversion and Pedersen exceptional-point defects. Third, the two Montgomery arithmetic defects
(MontgomeryAdd, MontgomeryDouble) have non-tangent difference directions, and the complete
line search of Section over their one-dimensional kernels certifies no target-moving line: their
counterexamples jump between branches, and the freedom_at the sampled witnesses is curved
or discrete, exactly the territory the slice route of Section @ is for. (Two degenerate instances,
Point2Bits and Bits2Point, compile to zero constraints at this optimisation level, all freedom
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trivially confirmed; they are counted but carry no information about the method.) The corpus
data, scripts, and per-instance records are published with the study.

12.5 Second-witness construction

The most direct confirmation is to use the Jacobian result to identify a small suspicious cone and
ask a solver for a second witness there. All public coordinates and all boundary wires imported
from outside the slice must remain fixed, and every original constraint whose support meets a
modified wire must be included. Any candidate must then be spliced back into the full assignment
and rechecked against the complete R1CS, with a final check that a security-relevant target changes.
Those full-system checks make the counterexample globally sound while reserving nonlinear solving
for the suspicious region. The soundness of the splice is elementary but worth isolating, because it
is what lets a local re-solve certify a global property.

Lemma 29 (Slice re-solve). Let a € V,,(k) and let W be a set of coordinates with W N F = (). Let
b € k™ agree with a outside W and satisfy every constraint whose support meets W. Then b € Vy,(k),
and every j € W with b; # a; is non-unique for the statement u in the sense of Definition |1.

Proof. A constraint whose support avoids W evaluates at b exactly as at a, hence to zero; the
constraints meeting W hold by hypothesis, so b € Vj.(I). Since WNF = () we have bp = ap = u, so
b € V,(k), and (a, b) is a pair witnessing non-uniqueness for every j € W where the two assignments
differ. O

Corollary 30 (Lifting a slice certificate). Let a € V, (k) and W N F = (). Substitute xye = apwe
into every original constraint whose support meets W, retaining the resulting polynomials as the
slice system. The map that restores the frozen coordinates is a bijection from its k-solutions to
full-system solutions agreeing with a outside W. Therefore an affine-line certificate, or a Lang—
Weil target-value lower bound established for this slice with all its hypotheses, lifts to the identical
target-value conclusion for the original circuit.

Proof. All constraints meeting W hold by construction; all other constraints retain their values at a.

This gives one direction by Lemma R9. Restriction of a full solution with these frozen coordinates
satisfies every substituted equation, giving the inverse. The maps preserve the target coordinates
in W and are defined over k. O

The certificate checker must verify that the slice includes every original constraint whose support
intersects W. A row may be discarded only if it becomes identically zero after the substitution,
or is accompanied by a sound redundancy certificate with the scope required by the subsequent
theorem. A row whose derivative merely vanishes at a cannot be discarded on that basis. The
degree and dimension used in the Lang—Weil test are those of this fully specified slice, not of an
arbitrary selected dependency subsystem.

The published constructor instantiates the hypothesis by triangular propagation: it collects
the rows still live on W at a (those not identically satisfied once every coordinate outside W is
substituted), re-seeds one coordinate of W, and solves each live row that has become affine-linear
with nonzero coefficient in_its one remaining unknown, pinning any coordinate the rows never force
to its old value. Section reports it succeeding on the deployed gadget (three live rows, all other
rows on W vacuous on the degenerate branch) and correctly failing at the honest witness, where
the rows are binding.

The slice recipes above freeze the complement at the sampled witness. When the complement
is globally determined by the slice, the reduction becomes complete rather than merely sound, and
the heavy relational query shrinks to the slice variables alone.
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Proposition 31 (Certified reduction to a slice query). Partition the non-conditioned coordinates
into W and W€, and suppose a determinacy certificate establishes, witness-independently, that for
all z, 2" € Vy(k), xw = iy, implies x = 2/, together with an_effective map ® with rywe = ®(xw)
for every x € V,,(k); the machine-checked checker of Section produces exactly such certificates
for its constraint shapes, with ® the witness-propagation function. Then: (i) the projection myy
is injective on Vi (k); (i) w € mw (Vu(k)) if and only if the extension (w,®(w)) satisfies every
constraint, one constraint-evaluation pass, linear in the constraint representation once ®(w) is
computed; and (iii) any target x;, inside or outside W, is non-unique for the statement u if and
only if two slice assignments with verified extensions yield extended assignments differing at j.
Consequently, a relational query over the |W | slice variables, filtered by the extension check (whose
cost is that of computing ® plus one constraint evaluation), is sound and complete for the full-circuit
uniqueness question.

Proof. (i) is the determinacy hypothesis. For (ii), the reverse direction is immediate; for the forward
direction, any witness extending w equals (w, ®(w)) by the certificate, so membership is decided
by evaluating every constraint on that one extension. (iii) combines (i) and (ii): the extension map
is a bijection between verified slice assignments and witnesses, and it determines every coordinate,
including those in W€ through &. O

The hypothesis must be witness-independent, and this is not a technicality: Theorem @ shows
that a pointwise full-rank condition outside W cannot substitute: rank at one witness says nothing
about other branches, so a rank-based “reduction” here would be unsound. Global functional
dependence, in the checker’s sense, is the right currency, and the proposition is then the bridge
this paper’s pipeline suggests: the Jacobian localises the suspicious slice, the determinacy checker
certifies the complement, and the expensive relational solver sees only the slice, with every candidate
answer guarded by a full-system recheck costing one constraint evaluation beyond the computation
of ®. The slice re-solve of Section instantiates the recheck discipline in the frozen-complement
special case (® constant); the checker-certified instantiation has not been run end to end and is
future work.

12.6 Elimination and ideal membership

For a target x;, one can ask whether the elimination ideal on the conditioned variables and x;
contains a polynomial of low degree in x;. Membership certificates of this kind convert directly
into uniqueness and multiplicity statements.

Lemma 32 (Elimination certificate). Suppose the constraint ideal I contains a polynomial G =
Ag(xr) x? +- -+ Ai(zr) x; + Ao(zr) with d > 1, supported on the conditioned coordinates and x,
and let u € k¥ with Ag(u) # 0. Then x; attains at most d values on Vy,(k); in particular, for d =1
the target is uniquely determined by the statement w, with a; = —Ao(u)/A1(u) for every a € V, (k).

Proof. Every a € V,(k) annihilates all of I, so a; is a root of the univariate polynomial G(u,-) €
k[z;], which is nonzero of degree d because its leading coefficient Ag(u) does not vanish. A degree-d
univariate polynomial over a field has at most d roots. O

If the membership is certified only modulo the prime ideal of one component, the conclusion
holds on that component alone; a global claim needs membership in I itself (or in every relevant
component’s ideal).

Computing such certificates globally can be much more expensive than Jacobian rank. The
pointwise analysis is valuable precisely because it can identify a small set of targets and constraints
for which stronger algebraic work is justified.
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Exact elimination on slices. On the slices the pipeline isolates, the certificate is computable
exactly: a lexicographic Grobner basis over [F,, with the target ordered last yields the elimination
ideal Igice N Fplx;]: a univariate generator of degree d is a complete slice multiplicity bound via
Lemma @ (its leading coefficient is a scalar, so the nonvanishing condition is immediate), while
a zero elimination ideal proves the target projection dominant on the slice variety, so all but
finitely many values are attained over the closure; both conclusions are slice-conditional exactly
as Corollary @ states. In practice, the coupled control system returns w? — 5w + 6 (bound 2
the vacuous guard slice returns the zero ideal, and on each halfGCD-zeroed branch of Section
the 510 slice rows reduce after substitution to five distinct generators in seven variables, whose
basis of six elements computes in one millisecond: the elimination ideal is zero for both result
coordinates on all four branches; for the three nonzero-scalar branches, whose freedom refused
the line and parabola certificates, this completes the classification as a dominant projection whose
targets attain all but finitely many values over the closure (the S = 0 branch, which already carries
a certified line, is consistent with the same verdict). The caveats are the classical ones: Grébner
computation is doubly exponential in the worst case and coefficient growth over a cryptographic
field is real, so the implementation carries a blow-up guard and the method is reserved as a fallback
for slices of roughly a dozen variables, deferring to relational solvers beyond that.

12.7 Radical and component issues

The w? = 0 example shows why non-radical generators matter. A complete algebraic treatment
would work with the radical ideal and, for algebraic-matroid statements, with its prime components.
Full primary decomposition is not a plausible preprocessing step for large ZK circuits. Practical
analysis therefore needs cheaper surrogates: repeated witnesses, local smoothness checks, syntactic
recognition of common square/zero patterns, or certificate generation only on small suspicious
slices.

12.8 A machine-checked determinacy certificate

For the wires the pointwise test reports as rigid, determinacy can be confirmed, soundly and
independently of the rank computation, by a small machine-checked checker. We have formalised
in Lean 4 (against mathlib, with no sorry and only the standard axioms) a fold-based determinacy
certificate checker: generic soundness theorems for functional, is-zero, guarded-quotient, and bit-
decomposition constraint shapes are proved once, and an assume—guarantee composition theorem
stitches the per-leaf facts into “every output is determined by the inputs.” A generated certificate
for a concrete circuit is then discharged by data plus one decidable evaluation. This is a complement
to, not a formalisation of, the Jacobian: it certifies determinacy from structural constraint shapes
rather than computing an algebraic rank, and its guarded rules carry an explicit divisor-nonzero
side condition. It occupies the sound end of the interpretation spectrum of Section [L1: where the
Jacobian offers a fast local signal, the checker offers a machine-checked determinacy guarantee for
the shapes it recognises.

The same development contains, in a separate module, the per-constraint multiplicity lemma
invoked in Section Hp(card_values_le_degree): a wire presented by a constraint as a root of a
univariate polynomial of degree d whose leading coefficient is certified nonzero attains at most d
values. The determinacy checker’s composition theorem covers only the single-valued case (d = 1);
the product composition of multiplicity bounds over a chain (Proposition @) remains a pen-and-
paper argument, exactly as stated there.
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13 Evaluation

The evaluation assesses the implementation’s correctness (RQ1), its scale against a dense elimina-
tion baseline (RQ2), whether the flagged wires correspond to genuine finite-field non-uniqueness
on real circuits (RQ3), how verdicts depend on the sampled witness (RQ4), and how the hybrid
pipeline compares with unguided full-system relational solving on the bottlenecks examined (RQ5).
The multiplicity layer of Section [ is evaluated analytically rather than empirically (its per-step
bound is machine-checked, Section , and its chain composition is a pen-and-paper argument),
and the statistics it would suggest appear under threats to validity below. The results answering
RQ1-RQ5 are distributed through the body; the paragraphs that follow collect them.

RQ1 (Correctness). Three independent layers validate that the implementation computes the
tangent space of Proposition [l and the certificates built on it. First, every analysis re-evaluates
all constraints on the full witness before any linear algebra, and every reported kernel vector is re-
substituted into the augmented matrix. Second, the sparse elimination agrees with the dense and
python-flint implementations on every instance all paths complete (Section @) Third, a stan-
dalone standard-library reference checker (certificate_checker.py, in the repository) validates
the certificate layer exhaustively at small scale: all 6,561 one-variable constraint/point/direction
affine-line cases over '3, 720 projected-dimension and minimum-fixing comparisons against enumer-
ated kernels, and every one of the 257 line parameters for each certified direction of the synthetic
gadget over Fa57, with guard, non-radical-square, and hyperbola controls. The checker takes the
prime and the complete relation as trusted inputs; primality testing, circuit-file authentication,
and certificate search are outside its scope. The hand-constructed separations of Section B are
reproduced by the full implementation in Table f.

RQ2 (Scale). Tables E and E answer this for the public instances: 990 to 66,000 constraints in
0.012-0.985s end to end on pinned hardware and software, with per-instance nonzeros, memory,
and fill-in recorded. The scaling claim does not rest on the chain family’s favourable sparsity: the
topology table measures the fill-in objection directly, with the depth-20 Merkle instance carrying
more Jacobian nonzeros and a slower elimination than the 3x-larger MiMC tree, so elimination
cost demonstrably tracks Jacobian structure rather than raw constraint count. The dense baseline
completes only to 990 constraints, where it is already 2,400x slower; no comparison is claimed
beyond the sizes it completes. The industrial corpus corroborates the range but is confidential.

RQ3 (Efficacy). On every instance measured in this paper, each rank flag was confirmed or
precisely classified. The case study’s five flagged wires are confirmed by an explicit second satisfying
witness, one coupled defect rather than five (Section ) Every degenerate branch of the query-
aware export is confirmed by an affine-line certificate or a verified slice re-solve (Section ) At the
corpus’s solver-produced witnesses, rank flags seven of the eight independently verified defects, and
the eighth is a measured discrete jump of the finite-ambiguity class (Section @) No unconfirmed
flag occurred, and the non-radical false-alarm class, constructed on demand in Section f, did not
arise on any measured instance.

RQ4 (Witness sensitivity). The two structural sweeps measure this directly on fixed compiled
relations: free-wire verdicts of 0/5/5/4 across the four satisfiable configurations of Table |, and
rigidity at every nonzero scalar against degeneracy at the exceptional scalar across the twelve
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satisfiable variants of Section . The same relation, under the same query, yields opposite
verdicts at different witnesses: Theorem D operating in deployed code.

RQ5 (End-to-end advantage). The comparison is matched (the same compiled relation and
query (F,T), with solver version, budget, and hardware held fixed, per-stage times recorded with
dispersion, and an unsatisfiable slice never promoted to a global uniqueness claim), and on the
bottlenecks examined the advantage is architectural and decisive. Section reports one com-
plete staged instance on the query-aware ScalarMul export: the certificate stages confirm every
degenerate branch in milliseconds while the budgeted full-system solver returns unknown on the
same instances, and the vulnerable/patched pair against gnark v0.16.2 closes the comparison. Sec-
tion m measures the composition in the opposite direction, at a relational solver’s own coun-
terexamples: the solver supplies global verdicts and witnesses, and the certificate layer upgrades
five of eight verified pairs to line families while catching two unverifiable counterexamples. What
is demonstrated is the comparative advantage on known bottlenecks, not a corpus-level statistical
claim.

Threats to validity. No claim in this paper depends on the absent measurements being favourable,
but five are absent. No independent third party has yet reproduced the measurements. Candidate-
first precision on a corpus with externally established ground truth is unmeasured, since every

corpus witness analysed here was supplied by the confirming solver itself. No randomised-witness

baseline separates branch structure from hint-configuration structure. The multiplicity layer has

no circuit-scale statistics on the distribution of attainable bounds. And the full RQ5 matrix re-
mains open beyond the two vulnerable/patched pairs measured here (scalar multiplication and the

variable-modulus remainder of Section [14): more gadget pairs, independent solvers, and discrete-
ambiguity and no-defect controls have not been run, nor has freedom certification through a com-
mitment, where the relaxation of Section covers only the rigidity direction.

Evidence status. The timing tables and real-gadget witness results are retained as author-
reported measurements. The added affine-line and projected-dimension propositions are proved
here, measured on one deployed gadget (Section , and measured at solver-supplied witnesses
on a public corpus (Section @), candidate-first corpus coverage from ordinary witness sampling
remains unmeasured. The reported Lean development covers the stated structural determinacy
rules and per-step multiplicity lemma. Three steps of the added results are now also kernel-checked
in the same development (no sorry, standard axioms): the exact quadratic line expansion of Propo-
sition 1 with both directions of its coefficient equivalence over an arbitrary commutative ring, and
the all-values bijection over a field; the quartic parabola expansion and sufficiency of Proposi-
tion R§; and the differential step of Lemma [19, where the redundancy identity places the dropped
row’s gradient in the retained span with explicit coefficients. The projected-dimension proposition,
the value counts, and the Lang—Weil conversion remain pen-and-paper. A reproducible release
must supply the source, raw logs, exact commands, serialized circuit and witness identifiers, and
pinned Lean/mathlib revisions. Independent execution and reproduction are not established by
this manuscript.

Code availability. The synthetic reproducer of Section is fully specified in the text and
is available as a standalone exact-arithmetic script with no dependencies beyond the Python stan-
dard library; the same script is reported to check certificate data for Theorem R(} on the degenerate
branch: the retained-row rank, the local-redundancy identities by randomized evaluations in exact
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field arithmetic, the nonvanishing multipliers, and the Lang—Weil degree budget. Random identity
tests are probabilistic validation, not deterministic certification. A release claiming a deterministic
Lang—Weil certificate must additionally verify the identities symbolically and check the dimension
inequality; those release checks are not established by the reported random tests. The public scal-
ing family of Section @ ships as a gnark-standard-library circuit plus a benchmark driver that
reproduces Table P, including the per-instance metadata (wire and nonzero counts, timings, peak
memory, and pinned software versions). The industrial corpus cannot be released; the public famil

and the synthetic reproducer exist to fill exactly that gap. The public case study of Section
ships as a gnark 0.14.0 harness that compiles the gadget, exports the 2,396-constraint R1CS and
the honest and degenerate witnesses, and runs the diagnostic end to end, together with the adver-
sarial sweep driver behind Table fl and the second-witness constructor. The Lean 4 development of
Section and the original small-example runs are part of the same repository. The code is avail-
able at https://github.com/V-k-h/jacobian-zk-diagnostics; every quantitative table names
the exact pipeline that regenerates it (make check, make tables, make study, make advisory).

14 Advisory mechanisms and query-aware evaluation

The public gnark advisory GHSA-3mvx-pp85-pm65 records eleven issues in standard-library com-
ponents, fixed in version 0.16.2 [L6]. It provides candidate cases for an external evaluation, not
an established detection benchmark for this implementation. Two of its gadgets are measured
end to end in this paper, with vulnerable and patched versions: the scalar-multiplication study of
Section m and the variable-modulus remainder study below; representative small systems do not
substitute for running the rest.

Classify the query, not just the mechanism. For each candidate case, an evaluation must
state the compiled relation, conditioned set F', target set T, intended property, witness family, and
affected /patched versions. A missing range check does not by itself imply either tangent freedom or
rigidity: the remaining constraints must be analysed. Likewise, the ability to solve an affine-linear
verification equation for a hint can indicate acceptance of false statements even when that hint is
unique for fixed inputs. No count of advisory issues detectable by rank is claimed without these
query-specific checks.

A subgroup omission illustrates why the categories cannot be assigned solely from prose. If the
compiled relation admits both @ = [s]P and @ = [s]P + Ty with P, s fixed and @ a target, this is
finite-field non-uniqueness and may be discrete. If () is conditioned instead, the relevant defect may
be acceptance of an invalid statement rather than witness non-uniqueness. The intended subgroup
invariant needs a specification, but its omission is not automatically outside all polynomial or
relational analysis. The forged-hint experiment of Section measures exactly this distinction
on the deployed gadget: with the result declared as target, an escaped hinted output is an explicit
relational non-uniqueness pair, not an off-model defect.

A second advisory gadget, measured: the variable-modulus remainder. The advisory’s
emulated-arithmetic issue is the unreduced remainder of std/math/emulated.ModMul: the hinted
remainder r of a-b mod m (with the modulus a circuit variable) is constrained by the limb identity
a-b=q-m-+r with per-limb width checks, but nothing enforces »r < m, so the non-canonical
representative r+m (with quotient ¢ — 1 and recomputed carries) satisfies the relation. We compile
the gadget at v0.14.0 over BN254 (890 constraints, eight 64-bit limbs, the secp256k1 prime as the
variable modulus; A, B, M conditioned, the result limbs as targets) and shift the multiplication hint
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Specified small-system query Pointwise verdict  Additional conclusion

s(y—u) =0, fixed s = 1,u; target y  rigid y=1u

s(y —u) =0, fixed s =0, u; target y  free affine-line certificate
w? =z, fixed x = 1, odd p; target w rigid two field values

w? = 0; target w free unique field value
b(b—1) =0, odd p; target b rigid two field values

Table 6: Precisely specified small queries. The Boolean example demonstrates discrete ambiguity;
it is not a measurement of an integer-range vulnerability. These examples do not establish advisory-
level detection rates.

mechanically, exactly as in the scalar-multiplication sweep. The shifted triple satisfies the deferred
polynomial multiplication check at every evaluation point, so the forgery is not confined to any
relaxation: at v0.14.0, Groth16 produces a verifying proof for the same (A, B, M) with the public
result r+m, an explicit deployed non-uniqueness pair. The patched comparison splits exactly as the
fix’s own documentation implies: at v0.16.2, ModMul still proves and verifies the shifted result (the
fix is documentation plus a new variant), while ModMulCanonical rejects it at a named constraint,
at a measured cost of roughly 5,300 additional constraints.

The diagnostic’s behaviour on this gadget refines the taxonomy rather than following it. The
emulated layer routes every multiplication check through a commitment-derived challenge, so the
R1CS-level analysis runs in the commitment-as-advice relaxation of Section [12.3; in that relaxation
the deferred check collapses to a single evaluation at the fixed challenge, and all eight result limbs
move in the tangent space (rp = 8 at both witnesses, nullity 733). By the relaxation’s one-sided
soundness this is a candidate, not a verdict, and here the candidate is confirmed: the mechanical
hint shift supplies the explicit pair at deployed semantics. The range class, which is first-order rigid
in direct encodings (the b(b — 1) distillation of Table f), thus surfaces in commitment-mediated
encodings as relaxation freedom plus a confirmable candidate; the taxonomy boundary is a property
of the encoding, not only of the defect.

Required advisory evidence. Each reported detection should include an original-system wit-
ness pair or a checked certificate, a source-level mapping of changed targets, and a comparison
with the corresponding patch. Rigid verdicts must be reported as rigid at the sampled witnesses,
including on patched versions; they are not proofs of repair. Cases whose property is semantic
validity rather than the stated uniqueness query should be reported separately rather than counted
as rank false negatives.

15 Related work

Uniqueness checking for ZK circuits. Pailoor et al. introduce QED?, implemented in Picus,
which combines uniqueness-constraint propagation with SMT queries and returns verified, refuted,
or unknown results [[]. Its security property is global and relational: two assignments with the same
input witness non-uniqueness. At the solver level, subsequent work develops dedicated reasoning
for integer constraints modulo different constants arising in cryptographic verification [3].

Soureshjani et al. analyse Halo2 circuits using abstract interpretation for structural properties
and SMT for under-constraint checks [2].
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Tool Property checked  Technique Output Inputs

Picus/QED? [l output uniqueness propagation + SMT  proof / cex / unk. Circom

AC* [4] constraint classes  polynomial solving classification Circom

Halo2 analyses [2] under-constraint abs. int. + SMT alarms Halo2

zkFuzz [5) trace consistency =~ mutation fuzzing violating traces Circom

This work first-order rigidity = exact sparse rank free wires + slice  gnark R1CS/PLONK

Table 7: Qualitative positioning. “This work” certifies infinitesimal freedom and localises it (upgrad-
able to a second-witness counterexample on a slice); the solver-based rows decide a global propert
on their input class. The properties are incomparable, which is why the pipeline of Section ﬁ
composes them instead of choosing one.

Direct algebraic solving. AC* translates circuit constraints into polynomial systems over finite
fields and uses algebraic computation to classify circuit behaviour [4]. The present work is com-
plementary: rather than solving the system, it evaluates its differential linearisation at selected
satisfying points.

Fuzzing and computation—constraint consistency. zkFuzz introduces the Trace-Constraint
Consistency Test, a broader computation—constraint consistency property covering both under-
and over-constrained behaviour, and searches for violations using program mutation [p]. It was
published at IEEE Symposium on Security and Privacy 2026. These methods address witness and
execution exploration directly.

Positioning. Table H summarises how the approaches relate. The properties checked are incom-
parable, so the comparison is qualitative in kind; a first shared-corpus measurement now exists in
one direction: Section M runs this paper’s certificate layer on the Picus benchmark corpus at the
solver’s own counterexample witnesses, via an iden3-format input layer, and finds the two methods
compose rather than compete: the solver supplies witnesses and global verdicts, the certificate layer
upgrades five of eight verified counterexample pairs to p-witness affine-line families and catches two
unverifiable counterexamples. The reverse direction (solver-based tools on compiled gnark systems)
is exercised for one gadget in Section ’s ablation; a full two-way matrix remains future work
flagged in Section @g

Elliptic-curve gadget soundness. Work on SNARK soundness has also targeted elliptic-curve
gadgets. El Housni [14] analyses cofactor-torsion forgeries in hinted scalar multiplication. Such
mechanisms motivate careful choice of the relation and query: distinct accepted outputs for fixed
inputs are non-unique, while a unique witness for a false statement can still violate the intended
specification. Neither tangent rigidity nor a uniqueness result by itself certifies semantic correctness.
The present evaluation does not establish the Jacobian rank of those attack instances.

Algebraic independence and algebraic matroids. The Jacobian criterion for algebraic inde-
pendence is classical. Beecken, Mittmann, and Saxena give large-characteristic criteria [[7]; Agrawal,
Saha, Saptharishi, and Saxena use Jacobians in polynomial identity testing and lower bounds [§].
Positive characteristic requires care; Pandey, Saxena, and Sinhababu develop a criterion for this
regime [9]. Rosen, Sidman, and Theran give a modern account of algebraic matroids and differ-
ential representations [6]. The implementation here is a pointwise sparse-Jacobian diagnostic; the
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algebraic-matroid language supplies its generic component-wise interpretation rather than a claim
that the tool computes prime decompositions or algebraic matroids globally.

16 Limitations

The method’s limitations should remain explicit in any security use, and they fall into four groups.

The first group is geometric. The Jacobian at a describes first-order behaviour at a and does not
quantify over all satisfying witnesses; Theorem @ removes this caveat in one direction only, freedom
to non-uniqueness, and only when its smoothness certificate and degree budget are discharged.
Finite ambiguity is invisible to rank alone, since isolated alternative roots can have full local rank
at every root. Non-radical ideals and singular points create false alarms: scheme-theoretic tangent
directions need not correspond to distinct reduced solutions, and although the full-rank certificate
of Lemma @ rejects this class automatically, a tangent direction at a rank-deficient witness remains
unconfirmed until a certificate or second witness is found. Algebraic matroids live on irreducible
components, so a witness on one component says nothing about a disconnected component never
sampled. And Fp geometry is not identical to I, security: algebraic dependence and dimension are
statements over the closure, while circuit witnesses live in [F),, so a geometric candidate may require
a separate finite-field construction except in the certified regime of Theorem PR(.

The second group concerns certificates and budgets. The 2¢ multiplicity rule is sound only for
a verified triangular chain with nonvanishing leading coefficients, never for an arbitrary quadratic
cone. Whole-circuit separability is not guaranteed by quadratic syntax: the degree-budget certifi-
cate of Corollary f suffices at gadget scale, but the Frobenius-chain example shows that ordinary
differentials can fail beyond it even when every individual constraint is quadratic.

The third group is semantic. Witness generation is part of the threat model: honest solvers
can systematically avoid prover-steerable degenerate branches, so security analysis must include
adversarial witnesses. The target set itself is semantic: linear algebra cannot determine which
internal wires matter to the intended application relation, a mapping that still requires compiler
metadata, specification, or manual review. More broadly, uniqueness is relative to (F,T) and
does not establish that the encoded relation is the intended one; missing semantic invariants can
produce non-uniqueness, invalid accepted statements with unique witnesses, or both, and their
absence cannot be inferred from constraints alone without a specification; as Section argues,
though, a subgroup omission is not automatically outside relational analysis either.

Finally, the industrial-corpus figures are anonymised. The public scaling family, the dense
baseline, and the witness-locality case study are fully reproducible from public source (Table P);
the 6k—60k industrial figures and the 500-1000x dense-prototype comparison come from circuits
that cannot be released and should be read as corroboration, not as reviewable benchmarks.

None of this negates the scale advantage. It determines how the result should be used: as an
inexpensive algebraic lens that narrows the search space for stronger analyses.

17 Practical audit workflow

For circuit auditing, the following discipline has worked better than treating the Jacobian as a stand-
alone verifier. Identify the conditioned coordinates and security-relevant targets from the intended
relation, compile the exact in-scope circuit, and export an honest satisfying witness. Sweep the
structural degeneracies (hints, selectors, exceptional group elements, inverse checks, range bound-
aries), re-running the sparse rank analysis at every satisfiable variant, and record the free target
coordinates together with rp(a) and whether Corollary { certifies separability for each analysed
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cone. For every target any witness exposes, try the constructive certificates first (Propositions @
and R§, with_any resulting pair verified against the full system); for the remainder, form the slice
of Corollary B0 and either discharge the smoothness certificate and the Lang—Weil conditions (The-
orem R(]), compute the slice elimination ideal, or hand the slice to a relational solver guarded by
the extension recheck. Locally rigid but suspicious targets get a triangular degree certificate or
targeted elimination where one exists. Report the strongest established class of Section [L1, and
never promote a local rigid verdict to global safety. The division of labour is the point: sparse rank
handles large systems cheaply, adversarial witnesses explore conditional behaviour, and expensive
symbolic reasoning is reserved for small, security-relevant slices.

18 Open problems

1. Fail-closed certificates. Pair rank deficiency with a checkable positive certificate (Nullstel-
lensatz or ideal-membership data on the slice) so that a “free” verdict always ships with either a
second witness (Lemma @) or an algebraic proof of positive-dimensional freedom. Theorem
resolves this within its certified regime: there the free verdict itself is a proof. What remains
open is the complement: witnesses where the smoothness certificate cannot be discharged (sin-
gular points, non-redundant rank deficiency) and cones beyond the Lang—Weil degree budget.
Propositions and @ additionally resolve directions admitting certified lines or parabolas,
including at some witnesses without a smoothness certificate. The remaining cases require
further reasoning; a sound pipeline must permit an unresolved outcome.

2. A complete finite-multiplicity criterion. Theorem C is sound but not complete: a criterion
that decides, for a given target and conditioned ideal, whether the attained-value set over
E, is finite, with practically useful certificates at whole-circuit scale, remains an algorithm-
engineering question. Over F, the set is always finite; general elimination already decides the
algebraic question, and Section B shows that syntactic surrogates are unsound.

3. Witness-family completeness. For hint-based gadgets, is the worst-case first-order verdict
over the structural degeneracy family (zero, identity, boundary, and collision hints) equal to the
worst case over all prover-reachable witnesses? Theorem P shows a single structural degeneracy
sufficed for the measured gadgets; a general completeness theorem, or a counterexample, would
settle how much of the relocated case analysis of Section [L( is actually enumerable.

4. Lookups and committed columns. Extending the model to lookup arguments, and to cir-
cuits whose range tables use commitment-backed columns (which the current harness cannot
even witness outside a proving backend), requires a semantic encoding of table membership
compatible with the rank computation (Section ). The boundary is no longer hypothetical:
the patched ScalarMul of Section is a measured instance: gnark v0.16.2 binds the hint
through an in-circuit commitment and R1CS-level witness export stops at the commitment
placeholder. The commitment-as-advice relaxation of Section recovers the rigidity direc-
tion soundly (and quantifies which wires the commitment protects), and Remark R5 extends
the same relaxation to lookups; what remains open is certifying freedom through a commit-
ment, and the cross-row aggregate parser the lookup relaxation needs. The advisory-fix pattern
moves gadgets from the class this diagnostic covers toward this one, which raises its priority.
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19 Conclusion

Under-constraint is not a single algebraic property. The security question is usually uniqueness of
selected values over the circuit field after fixing the public statement. Algebraic-matroid closure
captures a weaker, generic finite-dependence property on an irreducible component. A Jacobian at
one witness captures a still more local first-order property. Keeping these notions separate turns
the Jacobian from an overclaimed decision procedure into a precise and useful diagnostic.

For R1CS, the diagnostic is particularly inexpensive. The derivative rows are explicit and
sparse, public inputs are fixed by adding coordinate rows, and exact nullspace information can be
computed by finite-field linear algebra. The implementation classifies public benchmark instances
of 66,000 constraints in about a second on commodity hardware, orders of magnitude beyond its
dense predecessor, with correct verdicts at every measured size. On guarded and bilinear patterns
it identifies coupled local freedom without symbolic case splitting inside the matrix computation.

The diagnostic is also stronger than a heuristic in a regime it can itself certify. When the rank
computation establishes a smooth witness and the analysed cone meets a checkable degree budget,
effective Lang—Weil bounds convert a nonzero kernel coordinate into a proof of abundant finite-field
non-uniqueness (Theorem @), at gadget scale the pipeline then ends in a certificate rather than a
candidate.

An affine-line certificate supplies a complementary constructive regime: a tangent direction
whose quadratic directional terms vanish yields explicit satisfying assignments for every field param-
eter; its second-order parabola extension certifies curved families, including targets first order can-
not move, and its refusals localise the order of the obstruction. Projected target dimension reports
how many independent target motions remain. The study of the deployed scalar-multiplication gad-
get (Section ) exhibits both regimes: certified lines on fully degenerate branches, refusal plus
verified slice re-solve on curved ones, and a full-system solver exhausting its budget on instances
the pipeline confirms in milliseconds; corpus-level coverage remains to be established by the full
matched evaluation.

The main obstacle is witness locality. A circuit can be rigid at an honest witness and under-
constrained on a prover-reachable degenerate branch. The measured hint-based case study demon-
strates that this is not merely a theoretical qualification. Accordingly, the most promising ar-
chitecture is hybrid: adversarial witness generation to explore branch-sensitive behaviour, sparse
Jacobian analysis to localise freedom, and solver- or certificate-based reasoning to establish actual
non-uniqueness or uniqueness where the security claim requires it.
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