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Abstract. We put forward a generalization of attribute-based signcryp-
tion, called anonymous attribute-based signcryption (A2BSC). Beyond
message confidentiality and ciphertext unforgeability, A2BSC further
requires ciphertext anonymity : no information about the signcryptor’s
attributes or ciphertext-related attributes/policies is leaked, regardless
of the decryption outcome. Specifically, we begin by establishing the
syntax and security notions for A2BSC within a unified framework,
which encompasses various variants (key-policy, ciphertext-policy, dual-
policy, and a hierarchical dual-policy variant called Special A2BSC).
Then, we construct a Special A2BSC scheme for general policies (mod-
eled as bounded-depth Boolean circuits) from the succinct learning with
errors and the basis-augmented short integer solution assumptions in
the standard model, hence achieving post-quantum security. This nat-
urally yields lattice-based instantiations of both ciphertext-policy and
dual-policy A2BSC.

Beyond its independent interest, we also show the expressiveness and
generality of our A2BSC by exploring its application to matchmaking en-
cryption (ME) and arranged matchmaking encryption (AME) proposed
by Ateniese et al. (Crypto ’19). As a byproduct, we give generic con-
structions of both ME and AME for arbitrary policies against unbounded
collusions, and strengthen the CPA-privacy of (A)ME to achieve CCA
security. The latter is achieved for free in our construction, as A2BSC
natively provides CCA security. Overall, our new solution enhances the
diversity of approaches for building the advanced primitive (A)ME.
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1 Introduction

Signcryption. In the realm of public-key cryptography, message confidentiality
and authenticity are two fundamental security requirements. Signcryption [9,67]
was originally introduced to optimize efficiency, achieving these dual objectives
at a cost significantly lower than the traditional “sign-then-encrypt” sequential
composition. Subsequently, An, Dodis and Rabin [4] broadened this paradigm by
introducing the “commit-then-encrypt-and-sign” composition. They adopted the
term “signcryption” to broadly denote any scheme that simultaneously achieves
privacy and authenticity in the public-key setting, emphasizing that signcryption
should be explored as an independent primitive. Beyond its substantial efficiency
advantages, signcryption inherently provides several attractive security proper-
ties, including indistinguishability under chosen-ciphertext attacks (IND-CCA),
unforgeability, and resistance against “recipient transfer” forgeries [9].

Attribute-Based Signcryption. As application scenarios grow in complex-
ity, attribute-based signcryption (ABSC) [29] was introduced as a generalization
of signcryption, which integrates attribute-based encryption (ABE) [34, 51] and
attribute-based signature (ABS) [45] into a unified cryptographic primitive. In
ABSC, a trusted authority generates a signing secret key sskz for a signcryp-
tor with attribute z ∈ Z, and a decryption secret key dsky for a receiver with
attribute y ∈ Y. If C(z) = 1, the signcryptor can use sskz to produce a valid
ciphertext, which is encrypted with policy G : Y → {0, 1} chosen by the sign-
cryptor and signed with policy C : Z → {0, 1}. During decryption, if G(y) = 1,
the receiver can not only successfully decrypt the message, but also verify its
origin. The ABSC security properties are as follows:

a) Message Confidentiality. A property inherited from ABE.
b) Ciphertext Unforgeability. Inherited from ABS, it ensures that even if

multiple signcryptors with attributes {zi}i∈[Q] collude, they cannot forge a
valid ciphertext for policy C, as long as C(zi) ̸= 1 for all i ∈ [Q].

c) Signcryptor Anonymity. Inherited from ABS, it ensures that given a valid
ciphertext associated with policy C, if C(z0) = C(z1) = 1, then it is infeasi-
ble to distinguish whether the ciphertext originated from a signcryptor with
attribute z0 or z1.

Despite these appealing properties, ABSC still faces a limitation: it only pro-
tects message confidentiality but fails to provide privacy for the ciphertext
policy G (or attribute), which is transmitted alongside the ciphertext in the
clear. This is particularly concerning in privacy-critical scenarios such as health-
care [40,42,65,66], blockchain-based access control [25] and edge computing [61],
where policies/attributes are inherently sensitive and must remain hidden. In
contrast, in a simple setting, identity-based signcryption [16,20] (a variant with
weak expressiveness for policies) has achieved this security goal, namely cipher-
text anonymity. Moreover, surprisingly, compared to the rapid strides recently
made in ABE [2,12,22,23,37,56–58] and ABS [26,36,38,41,43,52] for general poli-
cies, foundational research on ABSC remains relatively sparse and fragmented.



4 Y. Lang et al.

At present, existing ABSC constructions [29, 48, 49, 64] suffer from limited ex-
pressiveness by only supporting the class NC1, unless one relies on heavier tools
such as indistinguishability obfuscation (iO) [24]. More critically, the community
appears to have paid insufficient attention to this independent primitive in its
own right, leading to an oversight of its deep connections with recent advanced
cryptographic primitives.

1.1 Our Contributions

In this work, we systematically study ABSC and introduce a novel primitive,
dubbed anonymous attribute-based signcryption (A2BSC). In a nutshell, A2BSC
not only inherits the message confidentiality and ciphertext unforgeability prop-
erties of ABSC, but also provides a new security notion, namely ciphertext
anonymity. This guarantees that no information about the signcryptor’s at-
tributes or the ciphertext-associated attributes/policies is revealed, regardless
of whether decryption succeeds. More concretely, we obtain:

– Formal Definitions and Security Notions of A2BSC. We present the formal
definition of A2BSC, which generalizes ABSC by introducing anonymity. We
also define three security notions for A2BSC: message confidentiality, cipher-
text unforgeability, and ciphertext anonymity. Notably, our definitions and
security notions are formulated for the full form of A2BSC over the relations
Rsign and Rdec. In particular, valid ciphertexts are generated only if the re-
lation Rsign is satisfied, and decryption succeeds only if the relation Rdec is
satisfied, where
• for Rsign, a signcryptor key is associated with both policy V : V → {0, 1}

and attribute z ∈ Z, which must satisfy the corresponding attribute
v ∈ V and policy C : Z → {0, 1} embedded in the signature component
of the valid ciphertext.

• for Rdec, a decryption key is associated with policy F : X → {0, 1} and
attribute y ∈ Y, which must satisfy the corresponding attribute x ∈ X
and policy G : Y → {0, 1} embedded in the ciphertext.

The full form of our A2BSC provides a unified framework that encompasses
a variety of concepts. By specializing these relations Rsign and Rdec, we ob-
tain the anonymous variants of the well-known key-policy ABSC, ciphertext-
policy ABSC, and dual-policy ABSC. Moreover, we present a variant of dual-
policy A2BSC with hierarchical signcryptor keys, dubbed Special A2BSC (see
Sect. 3.3).

– Constructions of Special A2BSC for Circuits from Lattices. We construct a
lattice-based Special A2BSC scheme for Boolean circuits of bounded depth
d, which naturally yields ciphertext-policy/dual-policy A2BSC from lattices.
In the standard model, our scheme achieves message confidentiality and ci-
phertext anonymity under the poly(d, λ)-succinct learning with errors (LWE)
assumption [57], and ciphertext unforgeability under the basis-augmented
short integer solution (BASIS) assumption [59]. Moreover, we extend it to
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Special A2BSC with separable decryption keys, which splits the decryption
key into two pieces: one associated with F and the other with y.

Application to (Arranged) Matchmaking Encryption. Beyond its inde-
pendent interest, we further show the expressiveness and generality of our A2BSC
by exploring its application to matchmaking encryption (ME) and arranged ME
(AME) [5,6]. Interestingly, we observe an in-depth connection between the secu-
rity requirements of (A)ME (i.e., strict “attributes” privacy and strong mutual
authentication) and the native guarantees (i.e., Items a)–c)) provided by our
A2BSC. Motivated by this, we offer a novel view of (A)ME from the A2BSC
perspective. Naturally, we give generic constructions of both ME and AME for
arbitrary policies against unbounded collusions,1 and enhance the security defi-
nition of (A)ME to achieve CCA security. This yields the following result:

Theorem 1 (Informal). Assuming the existence of a secure Special A2BSC
(resp., Special A2BSC with separable decryption keys) scheme for arbitrary poli-
cies, there exists an AME (resp., ME) scheme for arbitrary policies.

Crucially, this transformation inherently provides the resulting schemes with
CCA security. Plugging our lattice-based Special A2BSC constructions (Sect. 4)
and existing cryptographic tools, we obtain the first lattice-based CCA-secure
ME and AME schemes for circuits in the standard model.2

On a broader scale, we believe adding to the diversity of approaches for
(A)ME is valuable. As Waters [53] noted regarding CCA security, diverse research
pathways not only create a clearer picture but also enable broader applications.
We hope our approach, based on A2BSC, contributes to the diversity of (A)ME
and, in turn, encourages further study of A2BSC as an independent primitive.

1.2 Technical Overview

In this section, we provide an overview of our techniques. We begin by formalizing
the notions of A2BSC.

Formalizing Anonymous Attribute-Based Signcryption. Our full form
of A2BSC allows both the signcryptor and the receiver to possess a composite
“attribute”, which consists of a policy and an attribute. Unlike regular ABSC,
our A2BSC places both the signcryptor and the receiver under a dual-policy
framework, which supports bilateral access control. In our setting, the authority
generates

– a signing secret key sskV,z for a signcryptor with “attribute” (V, z) where
policy V : V → {0, 1} and attribute z ∈ Z;

1 We say that a scheme is secure against unbounded collusion attacks [6] if a malicious
receiver can make an unbounded number of queries to the decryption key oracles.

2 While prior black-box constructions of (A)ME [5,6,27,28] could yield similar results
by substituting lattice-based non-interactive zero-knowledge proofs for NP relations
(NIZKNP) in the standard model, almost all existing efficient lattice-based NIZKNP
[44, 63] are in the random oracle model.
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– a decryption secret key dskF,y for a receiver with “attribute” (F,y) where
policy F : X → {0, 1} and attribute y ∈ Y.

To encrypt a message µ, the signcryptor uses sskV,z to produce a valid ciphertext
ct, which is encrypted with (x ∈ X , G : Y → {0, 1}) chosen by the signcryptor
and signed with (v ∈ V, C : Z → {0, 1}). We say that a ciphertext is deemed
valid if the conjunction V (v) = 1 ∧ C(z) = 1 holds. On the other side, the
receiver can successfully decrypt if the conjunction F (x) = 1 ∧G(y) = 1 holds.
The security properties of A2BSC are as follows.

a) Message Confidentiality. For any ciphertext encrypted with (x, G), no
adversary can distinguish whether it contains µ0 or µ1, unless it possesses a
key dskF,y that satisfies F (x) = 1 ∧G(y) = 1.

b) Ciphertext Unforgeability. It ensures that no adversary can forge a valid
ciphertext signed with (v, C), unless it possesses a key sskV,z that satisfies
V (v) = 1 ∧ C(z) = 1.

c) Ciphertext Anonymity. Similar to regular ABSC, for a ciphertext ct signed
with (v, C), it provides signcryptor anonymity. In particular, if V0(v) =
V1(v) = 1 and C(z0) = C(z1) = 1, the adversary cannot determine whether
ct originated from a signcryptor with (V0, z0) or (V1, z1). Beyond this, it
introduces two levels of ciphertext “attribute” anonymity:
• 1-sided Ciphertext Anonymity: No adversary can distinguish whether ct

is encrypted with (x0, G0) or (x1, G1), unless it holds a decryption key
that can decrypt ct.

• 2-sided Ciphertext Anonymity: This is a stronger security notion, guar-
anteeing that even if the adversary can successfully decrypt ct, it still
cannot distinguish whether ct is encrypted with (x0, G0) or (x1, G1).

We construct a Special A2BSC scheme for arbitrary (bounded-depth) circuit poli-
cies from lattices, and further extend it to a variant supporting separable decryp-
tion keys. Due to the heavy notation, we defer its high-level overview to Sect. 4.1.

Background on Matchmaking Encryption. Before explaining how to con-
struct ME from Special A2BSC, we briefly recall the background of ME [5, 6]. It
enables both the sender and the receiver to specify policies that the other party
must satisfy, ensuring that a ciphertext can be decrypted if and only if both par-
ties’ policies are simultaneously satisfied. In an ME scheme, a sender encrypts a
message µ under an encryption key ekx associated with attribute x ∈ X , and a
policy G : Y → {0, 1} specifying which receivers may decrypt. On the receiver
side, one holds a key dky for attribute y ∈ Y, along with a key dkF for a policy
F : X → {0, 1}. Decryption succeeds if F (x) = G(y) = 1 (i.e., a match occurs).
Crucially, the security guarantees are privacy and authenticity:

– Privacy ensures that, in the case of a mismatch, the receiver learns nothing
beyond the failure of decryption; in the case of a match, nothing is revealed
except the message µ and the fact that a match occurred.

– Authenticity ensures that only holders of a valid encryption key ekx can
produce a valid ciphertext w.r.t. any policy that is satisfied by x.
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Along with ME, there are two variants: (i) AME is the same as regular ME, except
that the receiver holds a key dkF,y that combines the policy F and attribute y;
(ii) identity-based ME is a weak variant that only supports equality policies over
strings.

Rethinking the AME Construction. For ease of exposition, our starting
point is the relatively easy-to-construct AME. In the original work of [5, 6], a
black-box construction of AME is presented by considering functional encryption
(FE) [13] for the following functionality F : X × Y → {0, 1}∗ ∪ {⊥}:

F(F,y)(x, G, µ) =

{︄
µ, F (x) = 1 ∧G(y) = 1

⊥, otherwise.

Here, x and G are the sender’s attributes and the specified policy, respectively.
For the receiver’s attribute y and policy F , the authority issues the AME de-
cryption key dkF,y := skF,y, where skF,y is a functional key for F(F,y) in FE.
Naturally, AME privacy follows from the FE security. Without considering au-
thenticity, AME seems readily captured by other primitives, such as predicate
encryption [14, 39] or dual-policy ABE [7, 8]. However, when it comes to simul-
taneously achieving both privacy and authenticity, the challenge becomes non-
trivial. As noted by Ateniese et al. [5, 6], constructing (A)ME is quite difficult.
In other words, for the sender to generate a valid AME ciphertext, the following
challenge must be addressed:

How can the sender S convince a receiver that S possesses an attribute
x satisfying the policy F specified by the receiver, without revealing x?

Note that the sender S does not know the receiver’s policy F during encryption.
A direct (albeit somewhat brute-force) approach to address this is to leverage
the power of NIZK. This is exemplified by the construction of [6], which employs
both NIZKNP and signature techniques. Roughly speaking, the trust authority
generates a signature σ on x via signature scheme, which serves as the sender’s
encryption key ek = (x, σ). Then, during encryption, the sender constructs the
FE ciphertext ctFE followed by a NIZK proof π for the following NP relation:

R :=

⎧⎨⎩(︁(pk, ctFE,mpkFE), (x, σ)
)︁
:

∃r, µ,G s.t.
ctFE = EncFE(mpkFE, (x, G, µ); r)∧

Vrfy(pk, σ,x) = 1

⎫⎬⎭ (1)

where pk and Vrfy are the public key and verification algorithm of signature.
Here, we adopt the term “FE-then-NIZK” to refer to the paradigm for AME. Ob-
serve that this complex relation R within NIZK is designed precisely to achieve
the goal described above in italics. Unfortunately, despite the notable recent
progress on lattice-based NIZKNP in the standard model, it is still far from sat-
isfactory. Known constructions [17, 47, 53, 55] require additional building blocks
(e.g., correlation intractable hash functions, hidden bit generator) at a high cost.
Having clarified the role of NIZK, our motivation is to explore whether this goal
can be naturally captured via our A2BSC from lattices in the standard model.
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Warm-up: AME from A2BSC. At first glance, the AME security goals seem
to be a mixture of confidentiality, unforgeability, and anonymity. From this per-
spective, ME may bear certain similarities to our A2BSC. In this warm-up, we
attempt to construct AME from dual-policy A2BSC, addressing privacy and au-
thenticity in turn.
Achieving Privacy. We start by showing that AME privacy can be achieved using
dual-policy A2BSC. More specifically, we treat a signing secret key sskx (setting
z := x) of A2BSC 3 as an encryption key ekx of AME, and a decryption secret
key dskF,y of A2BSC as a decryption key dkF,y. During encryption, the sender’s
attribute x is assigned to the first slot of dual-policy A2BSC, while the policy G
is assigned to the second slot. Decryption succeeds only if a match occurs (i.e.,
F (x) = 1 ∧ G(y) = 1). Moreover, the ciphertext anonymity of A2BSC ensures
that x and G are not leaked regardless of whether the matching holds.
Achieving Authenticity. We turn to the AME authenticity. In [5,6], this property
is achieved via NIZKNP . Inspired by the work of [38], we treat a witness w
in NIZK as a signing secret key sskx. To prove that w is a valid witness for
the statement ϕ (i.e., (ϕ,w) ∈ R where R is an NP relation), we construct
a (policy) circuit Cϕ(w) := R(ϕ,w) with the statement ϕ hardwired. We then
use sskx to produce a ciphertext ct that is signed with Cϕ and encrypted with
(x, G), where the signature component is treated as the proof π. The receiver
validates the proof π by checking the validity of ct. Here, the soundness of NIZK
follows from the ciphertext unforgeability of A2BSC, while the zero-knowledge
property follows from the ciphertext anonymity of A2BSC. Unfortunately, the
circuit Cϕ(w) cannot be used directly to capture the relation (1) used in the
NIZKNP of [5, 6]. This is because the ciphertext-related (x, G) must be made
public as part of the statement ϕ. In our context, (x, G) must remain hidden
for AME. Despite this obstacle, A2BSC offers a strawman approach that achieves
the privacy of AME and a limited form of authenticity (where sender S can only
convince the receiver that S possesses some attribute key). This observation
suggests the plausibility of constructing AME from A2BSC.

Application of A2BSC to AME. Following the above discussion, let us iden-
tify what prevents this: if we were to encode (1) directly into a circuit Cϕ (where
EncFE is replaced by the encryption component of A2BSC), it would necessitate
that (x, G) be exposed as part of the statement ϕ. Intuitively, to achieve privacy,
the hardwired constants in Cϕ must exclude (x, G). To this end, we consider
a variant of A2BSC (denoted as Special A2BSC), which integrates hierarchical
signing secret keys into the dual-policy A2BSC framework. In Special A2BSC,
an authority generates a partial signing secret key sskx for a signcryptor with
attribute x. Moreover, for any x′, the signcryptor can locally derive a complete
signing secret key sskx||x′ from sskx. This capability allows the signcryptor to
generate valid ciphertexts containing signatures under a circuit C that satisfies
C(x||x′) = 1. In addition, we observe that functional commitment (FC) [59] of-

3 In this dual-policy A2BSC, the signcryptor’s key is associated solely with z, while
the policy V is set as the constant function that always outputs 1 (hence omitted).
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Setup : Run the Setup algorithms of A2BSC,FE and FC respectively, and output
mpk := (mpkA2BSC,mpkFE, crsFC),msk := (mskA2BSC,mskFE).

SKGen : The authority generates a partial signing secret key sskx of A2BSC and
issues it to a user with attribute x as the encryption key ekx.

RKGen : The authority generates a decryption key dkF,y := (dskF,y, skEvalF ) and
issues it to a user with (F,y), where dskF,y is the decryption secret key of
A2BSC, and skEvalF is the functional key of FE for the circuit FEval with crsFC
and F hardwired as follows: FEval[crsFC, F ](st) := FC.Eval(crsFC, st, F ).

Enc : On input mpk, ekx, G and µ, do the following.
1. Run (σ, st)← FC.Commit(crsFC,x), where st := (x, ˜︁st) is a state of FC.
2. Run ctFE ← FE.Enc(mpkFE, st).
3. Parse ekx as sskx and derive a complete signing key sskx||x′ from sskx,

where x′ := ˜︁st. Prepare a circuit C[σ] with σ hardwired such that

C[σ](x∥x′) :=
(︁
1 = FC.Verify(crsFC, σ, Fx, 1, πFx)

)︁
where Fx is an equality-test function for x that outputs 1 if the input
equals x and 0 otherwise, and πFx ← FC.Eval(crsFC, st, Fx). It then uses
sskx||x′ to produce an A2BSC ciphertext ct1 for the message µ′ := (µ, ctFE),
which is signed with C[σ] and encrypted with (x, G).

4. Output ct = (ct1, σ) .
Dec : If the Unsigncrypt algorithm of A2BSC outputs (µ, ctFE), compute an opening

πF via FE.Dec(skEvalF , ctFE). Output µ if FC.Verify(crsFC, σ, F, 1, πF ) = 1 and
⊥ otherwise.

Fig. 1. High-level construction of our AME.

fers a highly appealing property for our setting, namely private openings. In an
FC with private opening, given a commitment σ to an attribute x along with
its state st := (x, ˜︁st), one can invoke the Eval algorithm on st to compute an
opening πF for a function F . Here, the private opening of FC ensures that σ and
πF reveal nothing about x beyond the value F (x). This resolves the challenge
we face. On the sender’s side, by embedding σ as a hardwired constant within
C, the sender implicitly proves possession of the underlying attribute x without
compromising its privacy. On the receiver’s side, πF allows the receiver to ver-
ify whether x committed in σ satisfies F . Since the state st cannot be directly
provided to the receiver to compute πF , we encrypt st using FE. This allows the
receiver to derive πF from the ciphertext while st remains hidden. Rather than
remaining abstract, we jump straight into our construction. Fig. 1 illustrates a
high-level construction of AME from A2BSC and several tools, including FC with
private opening (Definition 14) and FE (Definition 17).

The encryption procedure can be intuitively summarized in three steps: (i)
commit to attribute x to obtain the commitment σ and the state st; (ii) encrypt
the state st via FE; (iii) construct a circuit C[σ], and use the A2BSC Signcrypt
algorithm to generate a valid ciphertext under C[σ], where its validity implies
that sender S proves to receiver that S possesses the attribute associated with σ.
In this way, the receiver
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– [First check] checks whether the sender possesses the attribute committed
to by σ through decrypting the A2BSC ciphertext;

– [Second check] if the above holds, the receiver further uses the FC verifica-
tion algorithm to verify πF , checking whether the attribute associated with σ

satisfies F (i.e., F (x)
?
= 1).

Crucially, the binding property of FC guarantees that the attribute verified in the
first check is consistent with the one confirmed in the second check. More-
over, the A2BSC anonymity, the FE security and the private opening of FC ensure
that the ciphertext (ct1, σ) does not leak any information about x.

Application of A2BSC to ME. Our generic construction is not limited to
building AME. By leveraging the modularity of our design, it can be adapted to
construct ME. We stress that this does not mean AME can be turned into ME,
as the two notions are incomparable [5, 6]. Instead, we observe that whenever
the underlying A2BSC scheme enjoys separable decryption keys, this naturally
yields an ME scheme from our generic construction (see Sect. 5.2). Simply put,
the dual-policy matching condition in ME is a conjunction F (x) = 1∧G(y) = 1.
Since the two clauses are logically independent, the underlying decryption secret
key can be split. In such a setting, the algorithm for generating dskF,y can be
separated into two independent parts: computing dskF for F and dsky for y.
Only by possessing both dskF and dsky can one reconstruct dskF,y. This can
be readily achieved in the lattice-based setting using a minor lattice “trick” (see
Sect. 4.3), which we do not detail here.

2 Preliminaries

Notations. For a positive integer k ∈ N, we denote the set {1, . . . , k} by [k].
Row vectors and matrices are denoted by bold lowercase letters (e.g., v) and bold
uppercase letters (e.g., V), respectively. We let 1k denote the k-dimensional row
vector with all entries being 1. For any v,V over Z, we use ∥v∥ and ∥V∥ to denote
the maximum absolute value over all their entries. For vectors u,v (resp. matrices
U,V), we use [u||v] (resp. [U||V]) to denote the horizontal concatenation of u
and v (resp. U and V). We write v ← D to denote sampling v from a distribution
D, and v ← S to denote sampling v uniformly from a set S. Let ⊗ denote the
Kronecker product of matrices. We use ≈s (resp. ≈c) to denote statistical (resp.
computational) indistinguishability. Roundβ(v) denotes a function that outputs 0
if ∥v∥ < β and 1 otherwise. We let poly(λ) and negl(λ) denote a fixed polynomial
in λ and a function that is o(λ−c) for all c ∈ N, respectively.

We recall the definitions of underlying building blocks, such as FC, FE, and
lockable obfuscation (LO), along with lattice background, in Appendix A.

2.1 Arranged Matchmaking Encryption

Definition 1 (Arranged Matchmaking Encryption [5, 6]). Let λ be a se-
curity parameter, Xλ and Gλ be sender’s attribute and policy spaces, Yλ and Fλ
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be receiver’s attribute and policy spaces, and M = M(λ) be a message space.
An AME scheme ΠAME consists of the following efficient algorithms:

– Setup(1λ) → (mpk,msk) : On input the security parameter λ, the Setup
algorithm outputs the master public key mpk and the master secret key msk.

– SKGen(mpk,msk,x)→ ekx : On input the master public key mpk, the master
secret key msk, and an attribute vector x ∈ Xλ, the SKGen algorithm outputs
an encryption key ekx.

– RKGen(mpk,msk, F,y) → dkF,y : On input the master public key mpk, the
master secret key msk, a policy function F ∈ Fλ and an attribute vector
y ∈ Yλ, the RKGen algorithm outputs a decryption key dkF,y.

– Enc(mpk, ekx, G, µ)→ ct : On input the master public key mpk, the encryp-
tion key ekx for x ∈ Xλ, a policy G ∈ Gλ and a message µ ∈ M, the Enc
algorithm outputs a ciphertext ct linked to both x and G.

– Dec(mpk, dkF,y, ct) → µ or ⊥: On input the master public key mpk, the
decryption key dkF,y for (F ∈ Fλ,y ∈ Yλ) and a ciphertext ct, the Dec
algorithm outputs a message µ or a failure symbol ⊥.

Correctness. For all inputs λ ∈ N, x ∈ Xλ, F ∈ Fλ, y ∈ Yλ, G ∈ Gλ and
µ ∈M, we require the following: if F (x) = 1 ∧G(y) = 1,

Pr [Dec(mpk, dkF,y,Enc(mpk, ekx, G, µ)) = µ] = 1− negl(λ),

where (mpk,msk) ← Setup(1λ), dkF,y ← RKGen(mpk,msk, F,y), and ekx ←
SKGen(mpk,msk,x).

Security Definition. For ΠAME, we focus on privacy and authenticity.

Privacy: A malicious receiver, even with adaptive access to the SKGen and RKGen
oracles, can only learn a single bit indicating whether a match occurs, with no
leakage of the sender’s sensitive information (attributes x, policy G). Following
the refined definitions in [27,28], we consider two levels of privacy:

– in the mismatch case (referred to as CPA-1 -sided privacy), the receiver can-
not decrypt the challenge ciphertext and cannot distinguish, except with
negligible probability, ciphertexts generated from (µ0,x0, G0) or (µ1,x1, G1);

– in the match case (referred to as CPA-2 -sided privacy), the receiver can
recover the message (requiring µ0 = µ1) but still cannot distinguish whether
the challenge ciphertext is generated from (x0, G0) or (x1, G1).

We further enhance these notions to the CCA setting. For the mismatch case
(CCA-1 -sided privacy), the adversary is allowed to query a decryption oracle
ODec; in the match case, however, the CCA notion is trivial, since the adversary
is already permitted to decrypt the challenge ciphertext.
Authenticity: Only senders holding legitimate encryption keys ekx can produce
ciphertexts that are successfully decryptable. A malicious sender cannot forge
valid ciphertexts without the corresponding attributes of the legitimate sender,
and the success probability of such forgery is negligible.
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EXPATK-t-Priv
AME,A (1λ)

1. (mpk,msk)← Setup(1λ)

2. (µ0, µ1,x0,x1, G0, G1, st)←
AOSKG,ORKG,ODec

1 (1λ,mpk)

3. b← {0, 1}
4. ekxb ← SKGen(mpk,msk,xb)

5. ct← Enc(mpk, ekxb , Gb, µb)

6. b′ ← AOSKG,ORKG,ODec
2 (1λ, ct, st)

7. If b′ = b, return 1; else return 0.

EXPAuth
AME,A(1λ)

1. (mpk,msk)← Setup(1λ)

2. (ct, F,y)← AOSKG,ORKG
1 (1λ,mpk)

3. dkF,y ← RKGen(mpk,msk,F,y)

4. µ = Dec(mpk, dkF,y, ct)

5. If ∀x ∈ QOSKG : (F (x) = 0)∧ (µ ̸=⊥),
return 1; else return 0.

Fig. 2. Games defining ATK-t-sided privacy (left, where ATK ∈ {CPA,CCA}) and
authenticity (right) of AME. Oracles OSKG, ORKG, and ODec are implemented by
SKGen(mpk,msk, ·), RKGen(mpk,msk, ·), and Dec(mpk,RKGen(mpk,msk, ·), ·), respec-
tively. List QOSKG stores all attributes that have been queried to OSKG. Components
only needed for the security experiment of CCA-1-sided privacy are written in blue.

Definition 2 (ATK-t-sided Privacy). Let t ∈ {1, 2} and ATK ∈ {CPA,CCA}.
An AME scheme ΠAME is said to satisfy ATK-t-sided privacy if for all valid PPT
adversaries A, there exists a negligible function negl(·) such that⃓⃓⃓⃓

Pr
[︂
EXPATK-t-Priv

AME,A (1λ) = 1
]︂
− 1

2

⃓⃓⃓⃓
≤ negl(λ),

where the experiment EXPATK-t-Priv
AME,A (1λ) is depicted in Fig. 2. A is called valid if

it satisfies the following restrictions:

1. Key Query Restriction: For any (F,y) queried to ORKG, the following
invariant holds:
– Case t = 1 (Mismatch only):

(G0(y) = G1(y) = 0) ∨ (F (x0) = F (x1) = 0)

∨ (G0(y) = F (x1) = 0) ∨ (G1(y) = F (x0) = 0) .
(2)

– Case t = 2 (Mismatch and match): Either Eq. (2) holds, or

(G0(y) = G1(y)) ∧ (F (x0) = F (x1)) ∧ (µ0 = µ1) . (3)

2. Decryption Query Restriction: If ATK = CCA, after the challenge ci-
phertext ct is released, A is prohibited from querying ODec on ct with any
(F,y) that satisfies the matching condition.

Next, we consider a weaker variant of privacy, namely selective privacy. This
notion follows the selective security notion commonly used in ABE [12].
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Definition 3 (Selective Privacy). We define selective privacy for AME as
the same as the above privacy, except that adversary A is required to submit the
challenge pairs (x0, G0) and (x1, G1) to the challenger before the setup phase.
We define the corresponding advantage of A as AdvSel-PrivAME,A(1

λ). If this advantage
value is negligible, the AME scheme is said to satisfy selective privacy.

Remark 1. By adapting the lemma in [10, 12] to AME, any AME scheme that
achieves selective privacy can also achieve privacy, although this comes at the
cost of an exponential loss in parameters.

Definition 4 (Authenticity). An AME scheme ΠAME is said to satisfy au-
thenticity if for any PPT adversary A, there exists a negligible function negl(·)
such that

Pr
[︂
EXPAuth

AME,A(1
λ) = 1

]︂
≤ negl(λ),

where the experiment EXPAuth
AME,A(1

λ) is depicted in Fig. 2.

2.2 Matchmaking Encryption

Definition 5 (Matchmaking Encryption [5, 6]). Let λ be a security param-
eter, Xλ and Gλ be sender’s attribute and policy spaces, Yλ and Fλ be receiver’s
attribute and policy spaces, andM =M(λ) be a message space. An ME scheme
consists of a tuple of efficient algorithms ΠME with the following syntax:

– Setup, SKGen,Enc : These are identical to those in AME.
– RKGen(mpk,msk,y)→ dky : On input the master public key mpk, the master

secret key msk and an attribute vector y ∈ Yλ, the RKGen algorithm outputs
a decryption key dky.

– PolGen(mpk,msk, F )→ dkF : On input the master public key mpk, the mas-
ter secret key msk and a policy function F ∈ Fλ, the PolGen algorithm
outputs a decryption key dkF .

– Dec(mpk, dkF , dky, ct) → µ or ⊥: On input the master public key mpk, the
decryption key dkF for F ∈ Fλ, the decryption key dky for y ∈ Yλ and a
ciphertext ct, the Dec algorithm outputs a message µ ∈M or ⊥.

Correctness. For all inputs λ ∈ N, x ∈ Xλ, F ∈ Fλ, y ∈ Yλ, G ∈ Gλ and
µ ∈M, we require the following: if F (x) = 1 ∧G(y) = 1,

Pr[Dec(mpk, dkF , dky,Enc(mpk, ekx, G, µ)) = µ] = 1− negl(λ).

where (mpk,msk)← Setup(1λ), dkF ← PolGen(mpk,msk, F ), dky ← RKGen(mpk,
msk,y) and ekx ← SKGen(mpk,msk,x).

Security Definition. For ΠME, we focus on privacy and authenticity.

Definition 6 (ATK-t-sided Privacy). Let t ∈ [2] and ATK ∈ {CPA,CCA}.
An ME scheme ΠME is said to satisfy ATK-t-sided privacy if for all valid PPT
adversary A, there exists a negligible function negl(·) such that⃓⃓⃓⃓

Pr
[︂
EXPATK-t-Priv

ME,A (1λ) = 1
]︂
− 1

2

⃓⃓⃓⃓
≤ negl(λ),
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EXPATK-t-Priv
ME,A (1λ)

1. (mpk,msk)← Setup(1λ)

2. (µ0, µ1,x0,x1, G0, G1, st)←
AOSKG,OPG,ORKG,ODec

1 (1λ,mpk)

3. b← {0, 1}
4. ekxb ← SKGen(mpk,msk,xb)

5. ct← Enc(mpk, ekxb , Gb, µb)

6. b′ ← AOSKG,OPG,ORKG,ODec
2 (1λ, ct, st)

7. If b′ = b, return 1; else return 0.

EXPAuth
ME,A(1λ)

1. (mpk,msk)← Setup(1λ)

2. (ct, F,y)← AOSKG,OPG,ORKG
1 (1λ,mpk)

3. dkF ← PolGen(mpk,msk, F )

4. dky ← RKGen(mpk,msk,y)

5. µ = Dec(mpk, dkF , dky, ct)

6. If ∀x ∈ QOSKG : (F (x) = 0)∧ (µ ̸=⊥),
return 1; else return 0.

Fig. 3. Games defining ATK-t-sided privacy (left, where ATK ∈ {CPA,CCA})
and authenticity (right) of ME. Oracles OSKG, OPG, ORKG, and ODec are
implemented by SKGen(mpk,msk, ·), PG(mpk,msk, ·), RKGen(mpk,msk, ·), and
Dec(mpk,PG(mpk,msk, ·),RKGen(mpk,msk, ·), ·), respectively. List QOSKG stores all at-
tributes that have been queried to OSKG. Components only needed for the security
experiment of CCA-1-sided privacy are written in blue.

where the experiment EXPATK-t-Priv
ME,A (1λ) is depicted in Fig. 3. A is called valid if

it satisfies the following restrictions:

1. Key Query Restriction: For any F and y that have been queried to OPG

and ORKG, the following invariant holds:
– Case t = 1 (Mismatch only):

(G0(y) = G1(y) = 0) ∨ (F (x0) = F (x1) = 0)

∨ (G0(y) = F (x1) = 0) ∨ (G1(y) = F (x0) = 0) .
(4)

– Case t = 2 (Mismatch and match): Either Eq. (4) holds, or

(G0(y) = G1(y)) ∧ (F (x0) = F (x1)) ∧ (µ0 = µ1) . (5)

2. Decryption Query Restriction: If ATK = CCA, after the challenge ci-
phertext ct is released, A is prohibited from querying ODec on ct with any F
and y that satisfy the matching condition.

Definition 7 (Selective Privacy). We define selective privacy for ME as the
same as the above privacy, except that adversary A is required to submit the
challenge pairs (x0, G0) and (x1, G1) to the challenger before the setup phase.
We define the corresponding advantage of A as AdvSel-PrivME,A (1λ). If this advantage
value is negligible, the ME scheme is said to satisfy selective privacy.

Definition 8 (Authenticity). An ME scheme ΠME is said to satisfy authen-
ticity if for any PPT A, there exists a negligible function negl(·) such that

Pr
[︂
EXPAuth

ME,A(1
λ) = 1

]︂
≤ negl(λ),

where the experiment EXPAuth
ME,A(1

λ) is depicted in Fig. 3.
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ssk:

ct:

dsk:

Signature attribute: (XS,0, XS,1) Ciphertext attribute: (XD,0, XD,1)

Signing key attribute: (YS,0, YS,1)

[RS,0 ∧RS,1]

Decryption key attribute: (YD,0, YD,1)

[RD,0 ∧RD,1]

Fig. 4. Relations over multiple attribute sets in A2BSC.

3 Anonymous Attribute-Based Signcryption

3.1 Syntax of A2BSC

Below, we provide the full form of A2BSC, adopting a unified framework designed
to capture diverse A2BSC variants within a single generalized model.

Notations for Composite Relations. Before defining the syntax, we intro-
duce a notation for the conjunction of relations. Following the notations in [2,8],
let RL : XL × YL → {0, 1} and RR : XR × YR → {0, 1} be two relations. We
define their conjunction, denoted as [RL∧RR], to be a relation over the product
space (XL × XR) × (YL × YR). Formally, for any inputs ((XL, XR), (YL, YR)),
where (XL, XR) ∈ XL ×XR and (YL, YR) ∈ YL × YR, we have

[RL ∧RR]((XL, XR), (YL, YR)) = 1 iff RL(XL, YL) = 1 ∧RR(XR, YR) = 1.

In our A2BSC, we employ this notation to specify two composite relations:

1. A signcryption relation Rsign := [RS,0 ∧ RS,1], determining the validity
of generated ciphertexts;

2. A decryption relation Rdec := [RD,0 ∧RD,1], determining the validity of
decryption capability.

Remark 2. Observe that this conjunctive formulation could be abstracted into
a single, generalized relation R. We opt for an explicit conjunction, as this ap-
proach is conceptually intuitive and directly covers the A2BSC variants we focus
on in this work.

Definition 9 (Anonymous Attribute-Based Signcryption). Let λ be a se-
curity parameter, and M = M(λ) be a message space. An A2BSC scheme for
the relations Rsign and Rdec (as defined above and illustrated in Fig. 4) consists
of the following efficient algorithms:

– Setup(1λ) → (mpk,msk) : It takes the security parameter λ as input, and
outputs the master public key mpk and the master secret key msk.
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– sExtract(mpk,msk, YS,0, YS,1) → sskYS,0,YS,1
: It takes (mpk,msk) and a pair

of signing key attributes (YS,0, YS,1) ∈ YS,0 × YS,1 as input, and outputs a
signing secret key sskYS,0,YS,1

.
– dExtract(mpk,msk, YD,0, YD,1) → dskYD,0,YD,1

: It takes (mpk,msk) and a
pair of decryption key attributes (YD,0, YD,1) ∈ YD,0 × YD,1 as input, and
outputs a decryption secret key dskYD,0,YD,1

.
– Signcrypt(mpk, sskYS,0,YS,1

, (XS,0, XS,1), (XD,0, XD,1), µ) → ct or ⊥: It takes
mpk, a signing secret key sskYS,0,YS,1

, a pair of signature attribute (XS,0, XS,1)
∈ XS,0 × XS,1, a pair of ciphertext attributes (XD,0, XD,1) ∈ XD,0 × XD,1

and a message µ ∈M as input, and outputs a ciphertext ct or ⊥.
– Unsigncrypt(mpk, dskYD,0,YD,1

, ct)→ µ or ⊥: It takes mpk, a decryption secret
key dskYD,0,YD,1

and a ciphertext ct as input, and outputs the message µ or ⊥.

Correctness. An A2BSC scheme for Rsign and Rdec is correct if for all λ ∈ N,
messages µ ∈M, and input tuples

(XS,0, XS,1, XD,0, XD,1 ) ∈ XS,0 ×XS,1 ×XD,0 ×XD,1,
(YS,0, YS,1, YD,0, YD,1 ) ∈ YS,0 × YS,1 × YD,0 × YD,1

satisfying Rsign((XS,0, XS,1), (YS,0, YS,1)) = 1 = Rdec((XD,0, XD,1), (YD,0, YD,1)),
it holds that

Pr

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣
µ = µ′

⃓⃓⃓⃓
⃓⃓⃓⃓
⃓⃓⃓⃓
⃓⃓⃓

(mpk,msk)← Setup(1λ);

sskYS,0,YS,1 ← sExtract(mpk,msk, YS,0, YS,1);

dskYD,0,YD,1 ← dExtract(mpk,msk, YD,0, YD,1);

ct← Signcrypt
(︁
mpk, sskYS,0,YS,1 , (XS,0, XS,1),

(XD,0, XD,1), µ
)︁
;

µ′ := Unsigncrypt(mpk, dskYD,0,YD,1 , ct)

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
= 1− negl(λ).

3.2 Security Definitions of A2BSC

In this section, we give three security definitions for A2BSC: message confiden-
tiality (or indistinguishability under selective attribute and adaptive chosen-
ciphertext attack: IND-Sel-CCA), ciphertext unforgeability (or existential un-
forgeability under co-selective attribute and adaptive chosen-message attack:
EUF-CoSel), and ciphertext anonymity (or anonymity under selective attribute:
Anon-Sel).

Definition 10 (IND-Sel-CCA). For an A2BSC scheme Π for [RS,0 ∧RS,1] and
[RD,0 ∧ RD,1], a message space M, an adversary A and a challenge C, let us
define the IND-Sel-CCA security experiment EXPIND

A2BSC,A(1
λ) as follows.

1. Init: A declares the challenge attributes (X∗D,0, X
∗
D,1).

2. Setup: C samples (mpk,msk)← Setup(1λ) and sends mpk to A.
3. Query Phase 1: Throughout the experiment, A adaptively performs the

following queries in any order, and C responds to these queries as follows.
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• sExtract OsE(YS,0, YS,1): A chooses an input (YS,0, YS,1), C replies with
sskYS,0,YS,1

← sExtract(mpk,msk, YS,0, YS,1).
• dExtract OdE(YD,0, YD,1): A chooses an input (YD,0, YD,1), it outputs ⊥

if RD,0(X
∗
D,0, YD,0) = RD,1(X

∗
D,1, YD,1) = 1. Otherwise, C replies with

dskYD,0,YD,1
← dExtract(mpk,msk, YD,0, YD,1).

• Signcrypt OSC((XS,0, XS,1), (XD,0, XD,1), µ): C samples a set of sign-
ing key attributes (YS,0, YS,1) s.t.

RS,0(XS,0, YS,0) = RS,1(XS,1, YS,1) = 1.

Then, C computes sskYS,0,YS,1
← sExtract(mpk,msk, YS,0, YS,1) and replies

to A with ct← Signcrypt(mpk, sskYS,0,YS,1
, (XS,0, XS,1), (XD,0, XD,1), µ).

• Unsigncrypt OUSC(ct, (YD,0, YD,1)): A chooses an input (ct, YD,0, YD,1),
C computes dskYD,0,YD,1

← dExtract(mpk,msk, YD,0, YD,1) and replies to
A with the output of Unsigncrypt(mpk, dskYD,0,YD,1

, ct).
4. Challenge: A issues a message pair (µ0, µ1) ∈ M2 and a set of signature

attributes (X∗S,0, X
∗
S,1). C samples α ← {0, 1} and a set of signing key at-

tribute (Y ∗S,0, Y
∗
S,1) s.t. RS,0(X

∗
S,0, Y

∗
S,0) = RS,1(X

∗
S,1, Y

∗
S,1) = 1, computes

sskY ∗
S,0,Y

∗
S,1
← sExtract(mpk,msk, Y ∗S,0, Y

∗
S,1). Finally, C replies to A with

ct∗ ← Signcrypt(mpk, sskY ∗
S,0,Y

∗
S,1

, (X∗S,0, X
∗
S,1), (X

∗
D,0, X

∗
D,1), µα).

5. Query Phase 2: A can issue queries analogous to those in Query Phase 1,
except for the following restricted queries: OUSC(ct

∗, (YD,0, YD,1)) for any
(YD,0, YD,1) with RD,0(X

∗
D,0, YD,0) = RD,1(X

∗
D,1, YD,1) = 1.

6. Output Phase: The experiment output is a guessed bit α′ generated by A.

In the above experiment, the advantage AdvINDΠ,A(1
λ) of A is defined as

AdvINDΠ,A(1
λ) :=

⃓⃓⃓⃓
Pr
[︂
EXPIND

A2BSC,A(1
λ) = α

]︂
− 1

2

⃓⃓⃓⃓
.

The A2BSC scheme Π is said to satisfy IND-Sel-CCA security if for any PPT A,
there exists a negligible function negl(·) such that AdvINDΠ,A(1

λ) ≤ negl(λ).

EUF-CoSel [38] requires the adversary to declare the attribute information for
key queries before the release of public parameters, while the challenge attribute
is adaptively chosen. This differs from selective unforgeability [52], which requires
the challenge attribute to be declared before the release of public parameters.

Definition 11 (EUF-CoSel). For an A2BSC scheme Π for relations [RS,0∧RS,1]
and [RD,0 ∧ RD,1], a message space M, an adversary A and a challenge C, let
us define EUF-CoSel security game as follows.
1. Init: A sends a set of signing key attributes {Y (i)

S,0, Y
(i)
S,1}i∈[N ] and U ⊆ [N ]

to the challenger, where N = poly(λ).
2. Setup: C samples (mpk,msk)← Setup(1λ) and sends mpk to A.
3. Query Phase: Throughout the experiment, A adaptively performs the fol-

lowing queries in any order, and C responds to these queries as follows.
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• sExtract OsE(YS,0, YS,1): Given an input (YS,0, YS,1) ∈ {Y (i)
S,0, Y

(i)
S,1}i∈U ,

C replies to A with sskYS,0,YS,1
← sExtract(mpk,msk, YS,0, YS,1).

• dExtract OdE(YD,0, YD,1): Given an input (YD,0, YD,1), C replies with
dskYD,0,YD,1

← dExtract(mpk,msk, YD,0, YD,1).
• Signcrypt OSC((XS,0, XS,1), (XD,0, XD,1), µ): C responds to such a query

as in Definition 10.
• Unsigncrypt OUSC(ct, (YD,0, YD,1)): C responds to such a query as in

Definition 10.
4. Forgery: A returns a ciphertext ct∗ with the signature attributes (X∗S,0, X

∗
S,1)

for message µ∗ ∈M, and a decryption key attribute (Y ∗D,0, Y
∗
D,1).

A wins the game if

a) [RS,0 ∧RS,1]
(︁
(X∗S,0, X

∗
S,1), (Y

(i)
S,0, Y

(i)
S,1)
)︁
̸= 1 for any i ∈ U ;

b) A did not issue a query of the form OSC

(︁
(X∗S,0, X

∗
S,1), (XD,0, XD,1), µ

∗)︁ for
any (XD,0, XD,1);

c) µ∗ ← Unsigncrypt(mpk, dskY ∗
D,0,Y

∗
D,1

, ct∗), where µ∗ ̸=⊥ and dskY ∗
D,0,Y

∗
D,1
←

dExtract(mpk,msk, Y ∗D,0, Y
∗
D,1).

In the above experiment, the advantage of A is defined as

AdvEUFΠ,A(1
λ) := Pr[A wins].

The A2BSC scheme Π is said to satisfy EUF-CoSel security if for any PPT A,
there exists a negligible function negl(·) such that AdvEUFΠ,A(1

λ) = negl(λ).

Following the work of [38], we consider a weaker security notion that is similar
to EUF-CoSel, except that it prohibits any signcryption query OSC.

Definition 12 (No-Signing EUF-CoSel). No-signing EUF-CoSel game modi-
fies the EUF-CoSel game by adding the following restrictions: A is prohibited
from making any signcryption queries and must have U ̸= ∅. The winning con-
dition and the definition of advantage are unchanged. Note that this trivially
satisfies the restriction in Item b). Hence, an ABSC scheme achieves no-signing
EUF-CoSel security if any PPT A has only negligible advantage in this game.

Remark 3. Following the general transformation technique in [38], we can derive
EUF-CoSel security from its no-signing-query variant. Thus, it suffices to prove
that our scheme satisfies no-signing EUF-CoSel security.

Next, we consider two levels of Anon-Sel. In particular,

– 1 -sided Anon-Sel: outside observers cannot infer any information regarding
the message or the attributes associated with the challenge ciphertext;

– 2 -sided Anon-Sel: even authorized users capable of decrypting the challenge
ciphertext learn nothing other than the message and signature attributes.

Definition 13 (t-sided Anon-Sel). Let t ∈ [2]. For an A2BSC scheme Π for
relations [RS,0∧RS,1] and [RD,0∧RD,1], a message spaceM, an adversary A and
a challenge C, let us define t-sided Anon-Sel security experiment EXPt-AnonSel

A2BSC,A(1
λ)

as follows.
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1. Init: A declares the challenge attributes (X
(0)
D,0, X

(0)
D,1), (X

(1)
D,0, X

(1)
D,1).

2. Setup: C samples (mpk,msk)← Setup(1λ) and sends mpk to A.
3. Query Phase 1: A is allowed to make adaptive queries as in Definition 10,

except that queries to OdE are subject to finer restrictions, detailed later.
4. Challenge: A issues a message µ, a set of signature attributes (X∗S,0, X

∗
S,1),

a set of signing key attributes
{︁
(Y

(0)
S,0 , Y

(0)
S,1 ), (Y

(1)
S,0 , Y

(1)
S,1 )

}︁
such that(︂

RS,0(X
∗
S,0, Y

(i)
S,0) ∧RS,1(X

∗
S,1, Y

(i)
S,1)
)︂
= 1 for i ∈ {0, 1}.

C samples α← {0, 1} and computes

ct∗ ← Signcrypt
(︂
mpk, ssk

Y
(α)
S,0 ,Y

(α)
S,1

, (X∗S,0, X
∗
S,1), (X

(α)
D,0, X

(α)
D,1), µ

)︂
,

where ssk
Y

(α)
S,0 ,Y

(α)
S,1

← sExtract
(︁
mpk,msk, (Y

(α)
S,0 , Y

(α)
S,1 )

)︁
. C sends ct∗ to A.

5. Query Phase 2: A can issue queries analogous to those in Query Phase 1.
6. Output Phase: The experiment output is a guessed bit α′ generated by A.

In the above experiment, the advantage AdvAnonΠ,A (1
λ) of A is defined as

AdvAnonΠ,A (1
λ) :=

⃓⃓⃓⃓
Pr
[︂
EXPt-AnonSel

A2BSC,A(1
λ) = α

]︂
− 1

2

⃓⃓⃓⃓
.

The A2BSC scheme Π is said to satisfy t-sided Anon-Sel security if for all valid
PPT A, there exists a negligible function negl(·) s.t. AdvAnonΠ,A (1

λ) ≤ negl(λ). A is
called valid if the following invariant holds for any (YD,0, YD,1) queried to OdE:

1. Condition for failure to decrypt ct∗ (Case t = 1):(︂
RD,0(X

(0)
D,0, YD,0) = RD,0(X

(1)
D,0, YD,0) = 0

)︂
∨
(︂
RD,1(X

(0)
D,1, YD,1) = RD,1(X

(1)
D,1, YD,1) = 0

)︂
∨
(︂
RD,0(X

(0)
D,0, YD,0) = RD,1(X

(1)
D,1, YD,1) = 0

)︂
∨
(︂
RD,0(X

(1)
D,0, YD,0) = RD,1(X

(0)
D,1, YD,1) = 0

)︂
.

(6)

2. Condition for successfully decrypting ct∗ (Case t = 2): Either Eq. (6)
holds or(︁
RD,0(X

(0)
D,0, YD,0) = RD,0(X

(1)
D,0, YD,0)

)︁
∧
(︁
RD,1(X

(0)
D,1, YD,1) = RD,1(X

(1)
D,1, YD,1)

)︁
.

3.3 Various Variants of A2BSC

Here, we give various variants of A2BSC by specifying the relations for Definition
9, namely key-policy A2BSC (KP-A2BSC), ciphertext-policy A2BSC (CP-A2BSC),
dual policy A2BSC (DP-A2BSC), and Special A2BSC.

KP-A2BSC for Circuits. To define KP-A2BSC for circuits considered in this
paper, we set
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– XD,0 = {0, 1}ℓ0 and YD,0 as a circuit class F = {Fλ}λ∈N that consists of
circuits with input length ℓ0 := ℓ0(λ) and depth d0 := d0(λ).

– XD,1 as a circuit class G = {Gλ}λ∈N which consists of circuits that output 1
for any input of length ℓ1 := ℓ1(λ), and YD,1 = {0, 1}ℓ1 .

– XS,0 = {0, 1}ℓa and YS,0 as a circuit class V = {Vλ}λ∈N that consists of
circuits with input length ℓa := ℓa(λ) and depth da := da(λ).

– XS,1 as a circuit class C = {Cλ}λ∈N which consists of circuits that output 1
for any input of length ℓb := ℓb(λ), and YS,1 = {0, 1}ℓb .

For (x ∈ {0, 1}ℓ0 , F ∈ F), (y ∈ {0, 1}ℓ1 , G ∈ G), (v ∈ {0, 1}ℓa , V ∈ V), (z ∈
{0, 1}ℓb , C ∈ C), we define the relations

[RD,0 ∧RD,1] ((x, F ), (G,y)) = F (x) and [RS,0 ∧RS,1] ((v, V ), (C, z)) = V (v).

Here, we omit the relations (depicted in gray ) that always hold, for simplicity.

CP-A2BSC for Circuits. To define CP-A2BSC for circuits considered in this
paper, we set

– XD,0 = {0, 1}ℓ0 , and YD,0 as a circuit class F = {Fλ}λ∈N which consists of
circuits that output 1 for any input of length ℓ0 := ℓ0(λ).

– XD,1 as a circuit class G = {Gλ}λ∈N that consists of circuits with input length
ℓ1 := ℓ1(λ) and depth d1 := d1(λ), and YD,1 = {0, 1}ℓ1 .

– XS,0 = {0, 1}ℓa and YS,0 as a circuit class V = {Vλ}λ∈N which consists of
circuits that output 1 for any input of length ℓa := ℓa(λ).

– XS,1 as a circuit class C = {Cλ}λ∈N that consists of circuits with input length
ℓb := ℓb(λ) and depth db := db(λ), and YS,1 = {0, 1}ℓb .

For (x ∈ {0, 1}ℓ0 , F ∈ F), (y ∈ {0, 1}ℓ1 , G ∈ G), (v ∈ {0, 1}ℓa , V ∈ V), (z ∈
{0, 1}ℓb , C ∈ C), we define the relations

[RD,0 ∧RD,1] ((x, F ), (G,y)) = G(y) and [RS,0 ∧RS,1] ((v, V ), (C, z)) = C(z).

Here, we omit the relations (depicted in gray ) that always hold, for simplicity.

DP-A2BSC for Circuits. To define DP-A2BSC for circuits considered in this
paper, we set

– XD,0 = {0, 1}ℓ0 and YD,0 as a circuit class F = {Fλ}λ∈N that consists of
circuits with input length ℓ0 := ℓ0(λ) and depth d0 := d0(λ).

– XD,1 as a circuit class G = {Gλ}λ∈N that consists of circuits with input length
ℓ1 := ℓ1(λ) and depth d1 := d1(λ), and YD,1 = {0, 1}ℓ1 .

– XS,0 = {0, 1}ℓa and YS,0 as a circuit class V = {Vλ}λ∈N which consists of
circuits that output 1 for any input of length ℓa := ℓa(λ).

– XS,1 as a circuit class C = {Cλ}λ∈N that consists of circuits with input length
ℓb := ℓb(λ) and depth db := db(λ), and YS,1 = {0, 1}ℓb .



Anonymous Attribute-Based Signcryption 21

For (x ∈ {0, 1}ℓ0 , F ∈ F), (y ∈ {0, 1}ℓ1 , G ∈ G), (v ∈ {0, 1}ℓa , V ∈ V), (z ∈
{0, 1}ℓb , C ∈ C), we define the relations

[RD,0 ∧RD,1] ((x, F ), (G,y)) = F (x) ∧G(y),

[RS,0 ∧RS,1] ((v, V ), (C, z)) = C(z).

Here, we omit the relations (depicted in gray ) that always hold, for simplicity.

Special A2BSC for Circuits. We consider a signing secret key with hierarchi-
cal structure for DP-A2BSC. Specifically, the signing key attribute YS,1 ∈ {0, 1}ℓb
is partitioned into a base layer YS,1,0 ∈ {0, 1}ℓb,0 and an extension layer YS,1,1 ∈
{0, 1}ℓb,1 , where ℓb = ℓb,0 + ℓb,1. In Special A2BSC, the signcryptor first obtains
a sskYS,1,0

← sExtract(mpk,msk, YS,1,0) from the authority. Subsequently, the
signcryptor can locally derive a complete signing secret key sskYS,1,0∥YS,1,1

for
any YS,1,1 ∈ {0, 1}ℓb,1 . Using sskYS,1,0∥YS,1,1

, the signcryptor can produce valid
ciphertexts w.r.t. any XS,1 ∈ XS,1 (such that RS,1(XS,1, YS,1,0∥YS,1,1) = 1).
Essentially, this hierarchy endows the signcryptor with delegation capabilities,
allowing for the arbitrary extension of the remaining attribute components to
generate signatures for XS,1. The hierarchical algorithm is defined as follows.

– Derive(mpk, sskYS,1,0
, YS,1,1) → sskYS,1,0∥YS,1,1

: On input the master public
key mpk, a partial signing secret key sskYS,1,0

, and an attribute YS,1,1, the
algorithm outputs a complete signing secret key sskYS,1,0∥YS,1,1

.

To define Special A2BSC for circuits considered in this paper, we set

– XD,0 = {0, 1}ℓ0 and YD,0 as a circuit class F = {Fλ}λ∈N that consists of
circuits with input length ℓ0 := ℓ0(λ) and depth d0 := d0(λ).

– XD,1 as a circuit class G = {Gλ}λ∈N that consists of circuits with input length
ℓ1 := ℓ1(λ) and depth d1 := d1(λ), and YD,1 = {0, 1}ℓ1 .

– XS,0 = {0, 1}ℓa and YS,0 as a circuit class V = {Vλ}λ∈N which consists of
circuits that output 1 for any input of length ℓa := ℓa(λ).

– XS,1 as a circuit class C = {Cλ}λ∈N that consists of circuits with input length
ℓb := ℓb(λ) and depth db := db(λ), and YS,1 = {0, 1}ℓb where ℓb = ℓb,0 + ℓb,1.

For (x ∈ {0, 1}ℓ0 , F ∈ F), (y ∈ {0, 1}ℓ1 , G ∈ G), ([z0∥z1] ∈ {0, 1}ℓb , C ∈ C), we
define the relations

[RD,0 ∧RD,1] ((x, F ), (G,y)) = F (x) ∧G(y) and RS,1(C, z0∥z1) = C(z0∥z1).

The security definition of Special A2BSC is identical to that of DP-A2BSC, except
for the following two aspects:

• For a sExtract query, the input is z0 ∈ {0, 1}ℓb,0 , and the output is sskz0 ←
sExtract(mpk,msk, z0).
• For a Signcrypt query, the input is (C ∈ C,x ∈ {0, 1}ℓ0 , G ∈ G, µ ∈ M).

It samples a set of signing key attribute [z0∥z1] such that C(z0∥z1) = 1.
The output is ct ← Signcrypt(mpk, sskz0∥z1

, C, (x, G), µ), where sskz0∥z1
←

Derive(mpk, sskz0
, z1) and sskz0

← sExtract(mpk,msk, z0).
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Remark 4. In the above model, the adversary does not need to query the com-
plete signing secret key, as it can derive the complete signing secret key by itself
from the result of the sExtract query.

4 Anonymous Attribute-Based Signcryption for Circuits
from Lattices

In this section, we present a Special A2BSC construction based on the lattice as-
sumptions BASIS and succinct LWE. Then, we show how to upgrade it to Special
A2BSC with separable decryption keys. Using these lattice-based constructions
together with appropriate building blocks, we can instantiate the generic con-
structions of Sect. 5 from lattice assumptions.

4.1 High-Level Overview

In this section, we provide a high-level overview for constructing Special A2BSC
from lattices. Our construction takes the ABS scheme from [38] and the ABE
schemes from [58] as the starting points.

Hierarchical ABS. In ABS [38], the signing key for attribute z0 ∈ {0, 1}ℓ0 is a
low-norm matrix RL such that As ·RL = Bℓ0 −z0⊗G. For a policy C such that
C(z0) = 1, we have BC = AsRL ·HC,z0

+ G, where BC and HC,z0
are calcu-

lated from lattice evaluation (Lemma 4). It then computes T[As∥BC ] for [As∥BC ]
from RLHC,z0 via ExtendLeft (Lemma 3), thereby generating a signature under
policy C. We observe that, by leveraging function commitments as in [59], one
can construct As · RR = Bℓ1 − z1 ⊗ G for any z1 ∈ {0, 1}ℓ1 , where RR,Bℓ1

are constructed from the state and commitment of function commitments. By
concatenating these, we obtain

As · [RL ∥ RR] = [Bℓ0 ∥ Bℓ1 ]− [z0 ∥ z1]⊗G.

For a policy function C with an input length of ℓ0 + ℓ1, if C(z0∥z1) = 1, we
similarly compute T[As∥BC ] from [RL∥RR]HC,[z0∥z1] via ExtendLeft. It then gen-
erates a valid signature for C. This realizes a hierarchical signing key structure:
the first layer is issued by the authority for partial attributes z0, while the user
can further delegate keys for any attribute z1 (second layer). Thus, the user can
generate valid signatures under policy C if C(z0∥z1) = 1.

Dual-Policy ABE. We adapt the ABE schemes from [58], which provide both
KP-ABE and CP-ABE schemes for circuits from (2m2, τ0)-succinct LWE, a falsi-
fiable assumption of recent interest. We conveniently fuse KP-ABE and CP-ABE
to construct a dual-policy ABE,4 which is enabled by the algebraic consistency
of their keys.

4 Distinct from the Boolean logic used in ABS, we follow the convention of lattice-based
ABE where F (x) = G(y) = 0 implies that the decryption condition is satisfied.
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Special A2BSC. In rough terms, our A2BSC framework follows the design prin-
ciples of the CHK paradigm [11, 18, 62], achieving CCA security via one-time sig-
natures (OTS) and the delegability of the above dual-policy ABE. Meanwhile,
we use the above hierarchical ABS to sign both the OTS verification key and
the message. Finally, to achieve ciphertext anonymity, we wrap the decryption
mechanism of ABE using LWE-based LO (Definition 19) [33]. The security of
LO ensures that the ciphertext-related attribute and policy information in the
dual-policy ABE remains hidden. This yields our construction satisfying 1 -sided
Anon-Sel (Definition 13). Note that achieving 2 -sided Anon-Sel for A2BSC is
beyond the reach of LO, as this stronger security implies iO [27, 28].5

4.2 Special A2BSC for Circuits from Lattices

Building Blocks. Our construction requires the following basic building blocks.

– An OTS scheme OTS = (OTS.KGen,OTS.Sign,OTS.Vrfy), where the verifi-
cation key ovk output by OTS.KGen satisfies ovk ∈ {0, 1}L−|µ| for L = L(λ).

– A LO scheme LO = (LO.Obf, LO.Eval) with lock space {0, 1}κ and input
{0, 1}u+|µ|, where κ = κ(λ), and u = u(λ) denotes the upper-bound on the
length of the signature that is generated by Signcrypt.

For simplicity, we assume the circuit classes C,G are identical to F = {F :
{0, 1}ℓ → {0, 1}}, and set its circuit depth to d, where ℓ = ℓ0 + ℓ1. We construct
a Special A2BSC scheme for circuit classes C,F ,G as follows:

– Setup(1λ): Define the universe of signing attributes as L = {z(i)0 }i∈[N ], where
z
(i)
0 ∈ {0, 1}ℓ0 and N = N(λ). Sample

(Ar,TAr)← TrapGen(1n, 1m, q), W← Z2m2n×m
q ,

T← SamplePre ([I2m2 ⊗Ar∥W], I2m2 ⊗TAr , I2m2 ⊗G, τ0) ,

A1,A2,A3 ← Zn×m
q , P← Zn×κ

q .

Pick
−→
B := [B

(1)
ℓ0
||...||B(N)

ℓ0
]← Zn×m′ℓ0N

q ,
−→
M := [M0∥...∥ML]← Zn×m′(L+1)

q .

Sample (As,TAs) ← TrapGen(1n, 1m, q), an invertible matrix Vi ← Zn×n
q

for i ∈ [ℓ1]. It then computes T′i = TAsG
−1(V−1i G) ∈ Zm×m′

q for i ∈ [ℓ1]
and samples T′ ← SamplePre(Cℓ1 ,TCℓ1

,Gnℓ1 , τ0) where

Cℓ1 =
[︂
diag(V1As, ...,Vℓ1As) ∥ −1⊤

ℓ1 ⊗G
]︂
, TCℓ1

=

[︃
diag(T′

1, . . . ,T
′
ℓ1
)

0m′×m′ℓ1

]︃
.

Output mpk := (ppcom,As, {Ai}i∈[3],
−→
B ,
−→
M,P,T′, {Vi}i∈[ℓ1]) and msk :=

(TAs ,TAr), where ppcom := (Ar,W,T).
5 Generally, ABE decryption algorithm can be modeled as a circuit Cdec with (x, G)

hardwired. Meanwhile, 2 -sided Anon-Sel requires that (x, G) remains hidden even
from users who successfully decrypt the ciphertext. Given two pairs (x0, G0), (x1, G1)
that yield the same decryption outcome, any user who evaluates Cdec using his/her
key cannot distinguish which pair was hardwired. This indistinguishability between
two functionally equivalent circuits implies iO.
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– sExtract(mpk,msk, z0): Identify the index i ∈ [N ] such that z0 = z
(i)
0 ∈ L.

Sample R
(i)
L ← SamplePre(As,TAs ,B

(i)
ℓ0
− z0 ⊗ G, τ1). Note that B

(i)
ℓ0

=

AsR
(i)
L + z0 ⊗G. Output sskz0

:= R
(i)
L .

– Derive(mpk, sskz0 , z1): Let z1 ∈ {0, 1}ℓ1 . Sample⎛⎜⎜⎜⎝
R1

...
Rℓ1

Q

⎞⎟⎟⎟⎠← SamplePre

⎛⎜⎝Cℓ1 ,T
′,

⎛⎜⎝ −z1[1]V1G
...

−z1[ℓ1]Vℓ1G

⎞⎟⎠ , τ1

⎞⎟⎠ .

Let RR := [R1||...||Rℓ1 ] and Bℓ1 := [V−11 GQ||...||V−1ℓ1
GQ] ∈ Zn×m′ℓ1

q . Note
that AsRR = Bℓ1 − z1 ⊗G. Output sskz0||z1

:= ([R
(i)
L ∥RR],Q).

– dExtract(mpk,msk, F,y): Compute

P
(1)
ℓ := Vervc(ppcom, 1

ℓ), B1 := −A1P
(1)
ℓ , BF := EvalF(B1, F ),

P
(2)
y,d := Verc(ppcom,y, 1

d), By := −A2P
(2)
y,d.

Sample D← SamplePre([Ar||BF ||By],TAr ,G, τ1). Output dskF,y := D.
– Signcrypt(mpk, sskz0||z1

, C, (x, G), µ): If C(z0∥z1) = 0, output ⊥. Otherwise,
do the following.
1. Sample (ovk, osk)← OTS.KGen(1λ).
2. Signature components: Compute the message encoding matrix M :=

M0 +
∑︁

k∈[L] m[k] ·Mk, where m := [µ||ovk] ∈ {0, 1}L. Compute

B
(i)
C := EvalF([B

(i)
ℓ0
∥ Bℓ1 ], C)

HC,[z0∥z1] := EvalFX([B
(i)
ℓ0
∥ Bℓ1 ], C, [z0 ∥ z1]).

Note that As · [R(i)
L ∥RR] = [B

(i)
ℓ0
∥Bℓ1 ]− [z0∥z1]⊗G. Since C(z0∥z1) = 1,

we have B
(i)
C = As[R

(i)
L ||RR] ·HC,[z0∥z1]+G. It then computes T

[As∥B(i)
C ]

from [R
(i)
L ∥RR]HC,[z0∥z1] via Lemma 3. Sample

u← SamplePre
(︂[︁

As ∥ B(1)
C ∥ ... ∥ B(N)

C ∥M
]︁
,T

[As∥B(i)
C ]

,0, τ2

)︂
.

3. Attribute-policy encoding component: Choose a lock string δ ← {0, 1}κ.
Compute Cx := Comvc(ppcom,x),CG := Comc(ppcom, G), and Covk :=
Comvc(ppcom, ovk). Sample

s← Zn
q , e0 ← Dm

Z,χ, e1 ← Dm
Z,χ′ , e2 ← Dm

Z,χ′ , e3 ← Dm
Z,χ′ , e← Dκ

Z,χ′ .

It then computes ˜︁ct as follows

(

c0⏟ ⏞⏞ ⏟
sAr + e0,

c1⏟ ⏞⏞ ⏟
s(A1 + Cx) + e1,

c2⏟ ⏞⏞ ⏟
s(A2 + CG) + e2,

c3⏟ ⏞⏞ ⏟
s(A3 + Covk) + e3,

c⏟ ⏞⏞ ⏟
sP + e + ⌊q/2⌋ · δ).
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Subroutine(dskF,y,Fovk , ˜︁ct)→ δ or ⊥: Parse dskF,y,Fovk as D′. Compute

1. P
(1)
ℓ := Vervc(ppcom, 1

ℓ),Zx := Openvc(ppcom,x),

B1 := −A1P
(1)
ℓ ,HF,x := EvalFX(B1, F,x).

2. P
(2)
y,d := Verc(ppcom,y, 1

d),ZG,y := Openc(ppcom, G,y),By := −A2P
(2)
y,d.

3. P
(3)
ovk := Vervc(ppcom, 1

|ovk|),Zovk := Openvc(ppcom, ovk),

B3 := −A3P
(3)
ovk,HFovk,ovk := EvalFX(B3, Fovk, ovk).

4. d1 := [c0 ∥ c1] ·
(︂ −Zx

−P
(1)
ℓ

)︂
·HF,x,

d2 := [c0 ∥ c2] ·
(︂−ZG,y

−P
(2)
y,d

)︂
,

d3 := [c0 ∥ c3] ·
(︂ −Zovk

−P
(3)
ovk

)︂
·HFovk,ovk.

Output Roundβ
(︁
c− [c0 ∥ d1 ∥ d2 ∥ d3]·D′)︁ .

Fig. 5. Description of the circuit Subroutine. Fovk is an equality-test function for ovk
that outputs 0 if the input equals ovk and 1 otherwise.

4. Anonymization: Prepare a circuit Subroutine as defined in Fig. 5 and run

P̃ ← LO.Obf
(︁
1λ, Subroutine(·, ˜︁ct), binq(u) ∥ µ, δ)︁ .6

5. Run σ ← OTS.Signosk(P̃ ∥ Q). Output ct := (ovk, P̃,Q, σ) with C.
– Unsigncrypt(mpk, ct, dskF,y)→ µ/ ⊥: If 0← OTS.Vrfyovk((P̃ ∥ Q), σ), output
⊥. Otherwise, do the following:
1. Derive the decryption key for ovk: Compute P

(3)
ovk := Vervc(ppcom, 1

|ovk|),
B3 := −A3P

(3)
ovk, BFovk

:= EvalF(B3, Fovk). Sample

D′ ← SamplePre ([Ar|BF ∥By∥BFovk
],D,P, τ2) .

2. Recover message and signature: Compute (u, µ)← LO.Eval(D′, P̃ ).
3. Verify: Compute M := M0 +

∑︁
k∈[L] m[k] ·Mk and

Bℓ1 = [V−11 GQ∥...∥V−1ℓ1
GQ], B

(i)
C := EvalF([B

(i)
ℓ0
∥Bℓ1 ], C).

If ∥u∥ ≤ τ2
√︁

m+ (N + 1)m′ and [As ∥ B(1)
C ∥ ... ∥ B(N)

C ∥M] ·u⊤ = 0⊤,
output µ; otherwise, output ⊥.

Correctness. The following is a step-by-step process to verify the correctness.

Step 1 : Let P
(1)
ℓ := Vervc(ppcom, 1

ℓ),Zx := Openvc(ppcom,x). By Lemma 5, we
have Cx ·P(1)

ℓ = −Ar · Zx + x⊗G. Observe that B1 := −A1P
(1)
ℓ , we have

[Ar||A1 +Cx] ·
(︃ −Zx

−P(1)
ℓ

)︃
= −A1P

(1)
ℓ −ArZx −CxP

(1)
ℓ⏞ ⏟⏟ ⏞

:=−x⊗G

= B1 − x⊗G.

6 For simplicity, Obf takes (binq(u), µ) directly as an input. This can be replaced by a
symmetric key K, with (binq(u), µ) encrypted using symmetric key encryption (SKE).
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Then, d1 is computed as

[c0∥c1] ·
(︃
−Zx

−P(1)
ℓ

)︃
·HF,x = sBF + e′1. (7)

Here, we use the key equation (Lemma 4)

(B1 − x⊗G) ·HF,x = BF − F (x)G with F (x) = 0.4

Step 2 : Let P
(2)
y,d := Verc(ppcom,y, 1

d),ZG,y := Openc(ppcom, G,y). By Lemma

6, we have CG ·P(2)
y,d = G(y)G−ArZG,y. Observe that By := −A2P

(2)
y,d, we

have

[Ar||A2 +CG] ·

(︄
−ZG,y

−P(2)
y,d

)︄
= −A2P

(2)
y,d−ArZG,y −CGP

(2)
y,d⏞ ⏟⏟ ⏞

:=−G(y)G

= By −G(y)G.

Then, for G(y) = 0,4 d2 is computed as

[c0∥c2] ·

(︄
−ZG,y

−P(2)
y,d

)︄
= sBy + e′2. (8)

Step 3 : Similar to Step 1, for Fovk(ovk) = 0, d3 is computed as

[c0∥c3] ·
(︃
−Zovk

−P(3)
ovk

)︃
·HFovk,ovk = sBFovk

+ e′3. (9)

Step 4 : Connecting (7), (8), and (9), we deduce that

c− [c0||d1||d2||d3]·D′ = sP+ ⌊ q2⌋δ − s[Ar||BF ||By||BFovk
] ·D′ + etotal

= ⌊ q2⌋δ + etotal,

where the total error term etotal := e − [e0||e′1||e′2||e′3] ·D′. From the above
argument, we have δ ← Subroutine(D′, ˜︁ct). By the correctness of LO (Defi-
nition 19), we recover (u, µ)← LO.Eval(D′, P̃ ).

Step 5 : Next, we verify the correctness of the signature. Given AsR
(i)
L = B

(i)
ℓ0
−

z0 ⊗G and AsRR = Bℓ1 − z1 ⊗G, if C(z0∥z1) = 1, then

As · [R(i)
L ∥RR] ·HC,[z0∥z1] =

(︂[︁
B

(i)
ℓ0
∥Bℓ1

]︁
− [z0∥z1]⊗G

)︂
·HC,[z0∥z1]

= B
(i)
C −G.

Therefore, we sample T
[As∥B(i)

C ]
from [R

(i)
L ∥RR]HC,[z0∥z1] using Item 3 of

Lemma 3. With this trapdoor, we can sample a low-norm vector u as a
signature such that

[︁
As ∥ B(1)

C ∥ ... ∥ B(N)
C ∥ M

]︁
· u⊤ = 0⊤. Furthermore,

by the definition of lattice trapdoors, we have ||u|| ≤ τ2
√︁
m+ (N + 1)m′.

Due to space constraints, we defer error bounds and parameters to Appendix B.
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Security Proof. We establish the security of our scheme via the following
theorems, with the full proofs deferred to Appendices C.1–C.3.

Theorem 2. Our Special A2BSC scheme satisfies IND-Sel-CCA security (Def-
inition 10), assuming (2m2, τ0)-succinct LWE (Assumption 4) is hard, Obf is
secure, and OTS is secure.

Theorem 3. Our Special A2BSC scheme satisfies no-signing EUF-CoSel security
(Definition 12), assuming BASISn,m,q,βSIS,τ1,ℓ1 (Assumption 2) is hard.

Theorem 4. Our Special A2BSC scheme satisfies 1-sided Anon-Sel (Definition
13), assuming (2m2, τ0)-succinct LWE (Assumption 4) is hard, Obf is secure,
and OTS is secure.

4.3 Special A2BSC with Separable Decryption Keys for Circuits
from Lattices

Our Special A2BSC with separable decryption keys is identical to the Special
A2BSC scheme in Sect. 4.2, except that we modify the algorithms as follows:

– dExtract0(mpk,msk, F ): Compute

P
(1)
ℓ := Vervc(ppcom, 1

ℓ), B1 := −A1P
(1)
ℓ , BF := EvalF(B1, F ).

Sample D0 ← SamplePre([Ar||BF ],TAr ,P0, τ1), where P0 ← Zn×m
q is the

additional random matrix introduced in mpk. Output dskF := D0.
– dExtract1(mpk,msk,y): Compute P

(2)
y,d := Verc(ppcom,y, 1

d),By := −A2P
(2)
y,d

and P1 := G−P0. Sample D1 ← SamplePre([Ar||By],TAr ,P1, τ1). Output
dsky := D1.

– Unsigncrypt(mpk, ct, dskF , dsky) → µ/ ⊥: If 0 ← OTS.Vrfyovk((P̃ ∥ Q), σ),
output ⊥. Otherwise, do the following:
1. Derive the decryption key for ovk: Parse D0 :=

(︁
D0,top

D0,bot

)︁
,D1 :=

(︁
D1,top

D1,bot

)︁
,

where (Di,top,Di,bot) ∈ Zm×m × Zm×m for each i ∈ {0, 1}. Compute

D :=

⎛⎝D0,top +D1,top

D0,bot

D1,bot

⎞⎠ .

Note that D is a trapdoor for [Ar ∥ BF ∥ By] s.t. [Ar ∥ BF ∥ By]·D = G.

It then computes P
(3)
ovk := Vervc(ppcom, 1

|ovk|), B3 := −A3P
(3)
ovk, BFovk

:=
EvalF(B3, Fovk) and samples

D′ ← SamplePre ([Ar|BF ∥By∥BFovk
],D,P, τ2) ,

...

Security Proof. We establish the IND-Sel-CCA security of our scheme via the
following theorem, with the full proofs deferred to Appendix C.4.



28 Y. Lang et al.

Theorem 5. Our Special A2BSC with separable keys satisfies IND-Sel-CCA se-
curity (Definition 10), assuming (2m2, τ0)-succinct LWE (Assumption 4) is hard,
Obf is secure, and OTS is secure.

Observe that the construction in Sect. 4.2 modifies only the structure of the
decryption secret key, which does not affect its unforgeability. Thus, the proof
strategy employed in Theorem 3 carries over directly, establishing the following
theorem.

Theorem 6. Our Special A2BSC scheme with separable keys satisfies no-signing
EUF-CoSel security (Definition 12), assuming BASISn,m,q,βSIS,τ1,ℓ1 (Assumption
2) is hard.

The following theorem follows readily from the proof strategy of Theorem 4.

Theorem 7. Our Special A2BSC scheme with separable keys satisfies 1-sided
Anon-Sel (Definition 13), assuming (2m2, τ0)-succinct LWE (Assumption 4) is
hard, Obf is secure, and OTS is secure.

5 Generic Constructions of Matchmaking Encryption

In this section, we present two generic constructions from A2BSC: one for AME
and the other for ME.

5.1 AME from Special A2BSC

Building Blocks. Our construction requires the following building blocks.

– An FC scheme ΠFC = FC.(Setup,Commit,Eval,Verify) for circuit class F =
{Fλ}λ∈N, where Fλ is defined as Fλ := {F : {0, 1}ℓ(λ) → {0, 1}}.

– A Special A2BSC scheme ΠA2BSC = A2BSC.(Setup, sExtract, dExtract,Derive,
Signcrypt,Unsigncrypt) for circuit classes C = {Cλ}λ∈N,F = {Fλ}λ∈N and
G = {Gλ}λ∈N, where Cλ,Fλ,Gλ are defined as

Cλ := {C[σ] | σ ∈ {0, 1}ζ(λ)},Fλ = Gλ := {G : {0, 1}ℓ(λ) → {0, 1}}.

Here, the circuit C[σ] with input space {0, 1}κ(λ) is formally defined in Fig. 6.
ζ(λ) denotes the upper bounds on the length of σ output by FC.Commit.

– An FE scheme ΠFE = FE.(Setup,KeyGen,Enc,Dec) for circuit class FEval,
where FEval ∈ FEval is defined as Eq. (10).

In the following, we describe our AME construction.

Setup(1λ) : On input the security parameter λ, it first runs (mpk0,msk0) ←
A2BSC.Setup(1λ), (mpk1,msk1) ← FE.Setup(1λ), crs ← FC.Setup(1λ). Out-
put mpk := (mpk0,mpk1, crs),msk := (msk0,msk1).

SKGen(mpk,msk,x) : On input (mpk,msk) and attributes x ∈ {0, 1}ℓ(λ), it com-
putes sskx ← A2BSC.sExtract(mpk0,msk0,x) and outputs ekx := sskx.
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C[σ](x ∥ ˜︁st)
Hardwired constants : A commitment σ of FC.

Output : The result of whether the circuit C passed or not.

1. Parse the input to retrieve x ∈ {0, 1}ℓ(λ), ˜︁st ∈ {0, 1}κ(λ)−ℓ(λ).

Output 0 if the input (x∥˜︁st) does not conform to the format.
2. Compute πFx ← FC.Eval(crsFC, st, Fx).

3. If x = x̂, output 1.
// x̂ is a “dummy” attribute introduced for the proof.

4. Output 1 if 1 = FC.Verify(crs, σ, Fx, 1, πFx) and output 0 otherwise.

Fig. 6. Description of the circuit C[σ]. Fx is an equality-test function for x that outputs
1 if the input equals x and 0 otherwise.

RKGen(mpk,msk, F,y) : On input (mpk,msk), a function F ∈ F , and attributes
y ∈ {0, 1}ℓ(λ), it computes dskF,y ← A2BSC.dExtract(mpk0,msk0, F,y) and
skEvalF ← FE.KeyGen(mpk1,msk1, FEval), where the circuit FEval with crs and
F hardwired is defined as follows:

FEval[crs, F ](T , st) =

{︄
FC.Eval(crs, st, F ), if T = 0

πF , if T = 1
(10)

The latter case of FEval only appears in the security proof, where πF is parsed
directly from st. Finally, output dkF,y := (dskF,y, skEvalF ).

Enc(mpk, ekx, G, µ) : On input the master public key mpk, an encryption key ekx,
a policy function G ∈ G and a message µ ∈M, do the following.
1. Compute (σ, st)← FC.Commit(crs,x), where st is composed of (x, ˜︁st).
2. Compute ctFE ← FE.Enc(mpk1, (T , st)), where the tag T := 0.
3. Parse ekx as sskx. Run sskx∥˜︁st ← A2BSC.Derive(mpk0, sskx, ˜︁st) and

ct1 ← A2BSC.Signcrypt
(︂
mpk0, sskx∥˜︁st, C[σ], (x, G), µ′

)︂
where µ′ := (µ, ctFE), and the circuit C[σ] ∈ C is defined in Fig. 6.

4. Output ct := (ct1, σ) .
Dec(mpk, dkF,y, ct) : On input the master public key mpk, a decryption key

dkF,y := (dskF,y, skEvalF ), and a ciphertext ct, it proceeds as follows:
1. Compute µ′ ← A2BSC.Unsigncrypt(mpk0, ct1, dskF,y). If µ′ ̸=⊥, parse µ′

as (µ, ctFE) and compute an opening πF ← FE.Dec(skEvalF , ctFE). Other-
wise, output ⊥.

2. If FC.Verify(crs, σ, F, 1, πF ) = 1, output µ. Otherwise, output ⊥.

Correctness. Since C[σ](x ∥ ˜︁st) = 1, ct1 is a valid A2BSC ciphertext. If
F (x) = G(y) = 1, the correctness of Special A2BSC further guarantees that
the message µ′ is recovered. By the correctness of the FE scheme, we obtain an
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opening πF for policy F . Then, we have FC.Verify(crs, σ, F, 1, πF ) = 1, which
follows from F (x) = 1 and the correctness of the FC scheme.

Security Proof. We establish the security of our construction via the following
theorems, with the full proofs deferred to Appendices C.5 and C.6.

Theorem 8. Let t ∈ [2]. If the FE scheme satisfies security (Definition 18), the
FC scheme supports private openings (Definition 16), the Special A2BSC scheme
satisfies IND-Sel-CCA (Definition 10) and t-sided Anon-Sel (Definition 13), then
our AME construction satisfies CCA-t-sided selective privacy (Definition 3).

Theorem 9. If the Special A2BSC scheme satisfies no-signing EUF-CoSel (Def-
inition 12), and the FC scheme is binding (Definition 15), then our AME con-
struction achieves authenticity (Definition 4).

5.2 ME from Special A2BSC

In this section, our building blocks for ME are identical to those in Sect. 5.1,
except that we consider an attribute-separable decryption key for Special A2BSC
(see 4.3). In particular, dskF,y ← A2BSC.dExtract(mpk,msk, F,y) can be sepa-
rated into two parts, one is dskF ← A2BSC.dExtract0(mpk,msk, F ) with F , and
the other is dsky ← A2BSC.dExtract1(mpk,msk,y) with y. Then, dskF,y can be
reconstructed by combining dskF and dsky. As a result, our ME construction is
similar to that in Sect. 5.1, except that we modify these algorithms as follows:

RKGen(mpk,msk,y) : On input the master public-secret key pair (mpk,msk) and
attributes y ∈ {0, 1}ℓ(λ), it outputs dsky ← A2BSC.dExtract1(mpk0,msk0,y).

PolGen(mpk,msk, F ) : On input the master public-secret key pair (mpk,msk)
and a policy function F ∈ F , it runs dskF ← A2BSC.dExtract0(mpk0,msk0, F ),
skEvalF ← FE.KeyGen(mpk1,msk1, FEval), where the circuit FEval, with crs and
F hardwired, is defined as in (10). Output dkF := (dskF , skEvalF ).

Dec(mpk, dkF , dky, ct) : On input the master public key mpk, the keys dkF :=

(dskF , skEvalF ) and dky := dsky, and a ciphertext ct, it proceeds as follows:
1. Compute µ′ ← A2BSC.Unsigncrypt(mpk0, ct1, (dskF , dsky)). If µ′ ̸=⊥,

parse µ′ as (µ, ctFE) and compute an opening πF ← FE.Dec(skEvalF , ctFE).
Otherwise, output ⊥.

2. If FC.Verify(crs, σ, F, 1, πF ) = 1, output µ. Otherwise, output ⊥.

Security Proof. Regarding security, we establish it via the following theorems.
Their proof strategies are similar to those of Theorems 8 and 9.

Theorem 10. Let t ∈ [2]. If the Special A2BSC scheme with separable keys sat-
isfies IND-Sel-CCA (Definition 10) and t-sided Anon-Sel (Definition 13), the FE
scheme is secure (Definition 18), and the FC scheme supports private openings
(Definition 16), then our ME construction satisfies CCA-t-sided selective privacy
(Definition 7).
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Theorem 11. If the Special A2BSC scheme with separable keys satisfies EUF-
CoSel (Definition 11), and the FC scheme is binding (Definition 15), then our
ME construction satisfies authenticity (Definition 8).
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Supplementary Material

A Cryptographic Building Blocks and Lattices
Background

A.1 Functional Commitment with Private Opening

Definition 14 (Functional Commitment with Private Opening [59]).
Let λ be a security parameter, F = {Fλ}λ∈N be a family of functions, where
Fλ is defined as Fλ := {F : {0, 1}ℓ → {0, 1}} for ℓ = ℓ(λ). An FC scheme
consists of a tuple of efficient algorithms ΠFC with the following syntax:

– Setup(1λ)→ crs : The algorithm takes the security parameter λ as input and
outputs a common reference string crs.

– Commit(crs,x) → (σ, st) : The algorithm takes the common reference string
crs and an input x ∈ {0, 1}ℓ as input, and outputs a commitment σ and a
state st.

– Eval(crs, st, F ) → πF : The algorithm takes the common reference string
crs, a commitment state st and a function F ∈ F as input, and outputs an
opening πF .

– Verify(crs, σ, F, v, π) → {0, 1} : The algorithm takes the common reference
string crs, a commitment σ, a function F ∈ F , a value v ∈ {0, 1} and an
opening π, and outputs a bit b ∈ {0, 1}.

Correctness. For all inputs λ ∈ N, x ∈ {0, 1}ℓ, F ∈ F , we require the following:

Pr

⎡⎢⎣Verify (crs, σ, F, F (x), πF ) = 1

⃓⃓⃓⃓
⃓⃓⃓crs← Setup(1λ);

(σ, st)← Commit(crs,x);

πF ← Eval(crs, st, F )

⎤⎥⎦ = 1− negl(λ).

Definition 15 (Binding). An FC scheme ΠFC is said to satisfy binding if for
any PPT adversary A, there exists a negligible function negl(·) such that

Pr [Verify (crs, σ, F, 0, π0) = 1 = Verify (crs, σ, F, 1, π1)] = negl (λ) ,

where crs← Setup(1λ) and (σ, F, π0, π1)← A(1λ, crs).

Definition 16 (Private Openings). An FC scheme ΠFC is said to satisfy
statistical (resp., computational) private openings if for any PPT adversary
A = (A0,A1,A2), there exists an efficient simulator S = (S0,S1) such that
the experiments EXPReal

FC,A(1
λ) and EXPIdeal

FC,A,S(1
λ) are statistically (resp., compu-

tationally) indistinguishable, where EXPReal
FC,A(1

λ) and EXPIdeal
FC,A,S(1

λ) are defined
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as follows:

EXPReal
FC,A(1λ)

1. crs← Setup(1λ)
2. x← A0(1

λ, crs), where x ∈ {0, 1}ℓ
3. (σ, st)← Commit(crs,x)
4. F ← A1(1

λ, σ)
5. πF ← Eval(crs, st, F )

6. b← A2(1
λ, πF )

7. Output b ∈ {0, 1}

EXPIdeal
FC,A,S(1

λ)

1. (crs, σ, st)← S0(1λ)
2. x← A0(1

λ, crs), where x ∈ {0, 1}ℓ
3. −
4. F ← A1(1

λ, σ)
5. πF ← S1(crs, st, F, F (x))

6. b← A2(1
λ, πF )

7. Output b ∈ {0, 1}

A.2 Functional Encryption

Definition 17 (Functional Encryption [13,32]). Let λ be a security param-
eter, Xλ and Yλ be two finite sets. Define {Fλ}λ∈N as a class of functions with
Fλ = {F : Xλ → Yλ}. An FE scheme consists of a tuple of efficient algorithms
ΠFE with the following syntax:

– Setup(1λ) → (mpk,msk) : On input the security parameter λ, the Setup
algorithm outputs the master public key mpk and the master secret key msk.

– KeyGen(mpk,msk, F )→ skF : On input the master public key mpk, the mas-
ter secret key msk and a function F ∈ Fλ, the KeyGen algorithm outputs a
function secret key skF .

– Enc(mpk, x) → ct : On input the master public key mpk and a message
x ∈ Xλ, the Enc algorithm outputs a ciphertext ct.

– Dec(skF , ct) → y : On input a function secret key skF and a ciphertext ct,
the Dec algorithm outputs a string y ∈ Yλ.

Correctness. For all inputs λ ∈ N, x ∈ Xλ, F ∈ Fλ, we require the following:

Pr [Dec(skF ,Enc(mpk, x)) = F (x)] = 1− negl(λ).

where (mpk,msk)← Setup(1λ) and skF ← KeyGen(mpk,msk, F ).

Definition 18 (Security). An FE scheme ΠFE is said to be secure if for any
PPT adversary A = (A0,A1), there exists a negligible function negl(·) such that⃓⃓⃓

Pr
[︂
EXP

(0)
FE,A(1

λ) = 1
]︂
− Pr

[︂
EXP

(1)
FE,A(1

λ) = 1
]︂⃓⃓⃓

= negl(λ),

where for each b ∈ {0, 1}, EXP(b)
FE,A(1

λ) is defined as follows:

1. (mpk,msk)← Setup(1λ)
2. (x0, x1)← AOKGen

0 (1λ,mpk) //A outputs a pair of messages (x0, x1)
3. ct← Enc(mpk, xb)
4. b′ ← AOKGen

1 (1λ, ct) //A outputs a guess b′

5. Output b′ ∈ {0, 1}

where Oracles OKGen is implemented by KeyGen(mpk,msk, ·). A is called valid if
for any F that has been queried to OKgen, we have F (x0) = F (x1).
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A.3 Lockable Obfuscation

Below, we recall the notion of LO introduced in [33, 60], which is based on the
standard LWE assumption. Intuitively, LO ensures that if the lock string is ran-
domly chosen and not revealed to the adversary, then the adversary learns noth-
ing about the program or the message beyond their sizes.

Definition 19 (Lockable Obfuscation). Let λ be a security parameter, and
let Cn,s,d(λ) denote the class of circuits of input size n = n(λ), output size
s = s(λ), and depth d = d(λ). Let M = M(λ) be a message space. An LO
scheme consists of a tuple of efficient algorithms ΠLO with the following syntax:

– Obf(1λ, P, µ, δ) → P̃ : The algorithm takes the security parameter λ, a pro-
gram P ∈ Cn,s,d(λ), a message µ ∈ M, a lock string δ ∈ {0, 1}s as input,
and outputs a program P̃ .

– Eval(x, P̃ )→ µ : The algorithm takes a string x ∈ {0, 1}n and a program P̃ ,
and outputs a message µ ∈M∪ {⊥}.

Semi-statistical Correctness. An LO scheme ΠLO for Cn,s,d(λ) is said to
satisfy semi-statistical correctness if it satisfies the following properties:

1. For all inputs λ ∈ N, x ∈ {0, 1}n, P ∈ Cn,s,d(λ), µ ∈ M, if P (x) = δ, we
require the following:

Pr
[︁
Eval(x,Obf(1λ, P, µ, δ)) = µ

]︁
= 1.

2. For all inputs λ ∈ N, x ∈ {0, 1}n, P ∈ Cn,s,d(λ), µ ∈ M, if P (x) ̸= δ, we
require the following:

Pr
[︁
Eval(x,Obf(1λ, P, µ, δ)) = µ

]︁
≤ negl(λ).

Definition 20 (Security). An LO scheme ΠLO is said to be secure if for any
PPT adversary A = (A0,A1), there exists an efficient simulator Sim such that
the experiments EXPReal

LO,A(1
λ) and EXPIdeal

LO,A,Sim(1
λ) are computationally indistin-

guishable, where EXPReal
LO,A and EXPIdeal

LO,A,Sim are defined as follows:

EXPReal
LO,A(1

λ)

1. (P, µ, st)← A0(1
λ)

2. δ ← {0, 1}s
3. P̃ ← Obf(1λ, P, µ, δ)

4. b← A1(1
λ, P̃ )

5. Output b ∈ {0, 1}

EXPIdeal
LO,A,Sim(1

λ)

1. (P, µ, st)← A0(1
λ)

2. δ ← {0, 1}s
3. P̃ ← Sim(1λ, 1|P |, 1|µ|)

4. b← A1(1
λ, P̃ )

5. Output b ∈ {0, 1}

A.4 Symmetric Key Encryption

Definition 21 (Symmetric Key Encryption). Let λ be a security parameter
and M = M(λ) be a message space. An SKE scheme consists of a tuple of
efficient algorithms ΠSKE with the following syntax:
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– Setup(1λ)→ pp : The algorithm takes the security parameter λ as input and
outputs a public parameter pp.

– Gen(pp) → K : The algorithm takes the public parameter pp as input and
outputs a symmetric key K.

– Enc(K, µ) → ct : The algorithm takes a symmetric key K and a message
µ ∈M as input, and outputs a ciphertext ct.

– Dec(K, ct)→ µ : The algorithm takes a symmetric key K and a ciphertext ct
as input, and outputs a message µ.

Correctness. For all inputs λ ∈ N, µ ∈M, we require the following:

Pr

⎡⎢⎣Dec (K, ct) = µ

⃓⃓⃓⃓
⃓⃓⃓pp← Setup(1λ);

K← Gen(pp);

ct← Enc(K, µ)

⎤⎥⎦ = 1− negl(λ).

Definition 22 (IND-CPA). An SKE scheme ΠSKE is said to satisfy IND-CPA
security if for any PPT adversary A = (A0,A1), there exists an efficient simula-
tor S := CTSamp such that the experiments EXPReal

SKE,A(1
λ) and EXPIdeal

SKE,A,S(1
λ)

are computationally indistinguishable, where EXPReal
SKE,A and EXPIdeal

SKE,A,S are de-
fined as follows:

EXPReal
SKE,A(1λ)

1. pp← Setup(1λ)
2. K← Gen(pp)

3. µ← AOEnc
0 (1λ, pp) //where OEnc

is implemented by Enc(K, ·)
4. ct← Enc(K, µ)

5. b← AOEnc
1 (1λ, ct)

6. Output b ∈ {0, 1}

EXPIdeal
SKE,A,S(1

λ)

1. pp← Setup(1λ)
2. K← Gen(pp)

3. µ← AOEnc
0 (1λ, pp) //where OEnc

is implemented by Enc(K, ·)
4. ct← CTSamp(pp)

5. b← AOEnc
1 (1λ, ct)

6. Output b ∈ {0, 1}

A.5 Lattices Background

We first recall the discrete Gaussian distributions over Z.

Definition 23 (Discrete Gaussians Distributions [30]). The discrete Gaus-
sian function over R with parameter χ > 0 is given by ρχ(z) := exp

(︂
−π |z|

2

χ2

)︂
with support R. The discrete Gaussian distribution over Z with parameter χ is
given by DZ,χ(z) :=

ρχ(z)∑︁
z′∈Z ρχ(z′) with support Z.

Assumption 1 (SIS [3]). Let λ be a security parameter. For any PPT adver-
sary A, given integers n = n(λ), m = m(λ), q = q(λ), β = β(λ), the SISn,m,q,β

assumption states that

Pr
[︁
0 < ∥z∥ ≤ β ∧A · z⊤ = 0|A← Zn×m

q , z← A(1λ,A)
]︁
≤ negl(λ).

We rely on the basis-augmented SIS assumption with structured matrices [59].
Unless otherwise noted, BASIS refers to this variant.
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Assumption 2 (Basis-Augmented SIS [59]). Let λ be a security parameter.
For any PPT adversary A, given integers n = n(λ),m = m(λ), q = q(λ), β =
β(λ), τ = τ(λ) and ℓ = ℓ(λ), the BASISn,m,q,β,τ,ℓ assumption states that

Pr

⎡⎢⎣0 < ∥z∥ ≤ β ∧A · z⊤ = 0

⃓⃓⃓⃓
⃓⃓⃓A← Zn×m

q , (C, aux)← Samp(1λ,A),

T← C−1τ (Gn′),

z← A(1λ,A,C,T, aux)

⎤⎥⎦ ≤ negl(λ)

where the PPT algorithm Samp samples Vi ← Zn×n
q for all i ∈ [ℓ] and outputs

C =
[︁
diag(V1A, ...,VℓA) ∥ −1⊤ℓ ⊗G

]︁
∈ Zn′×m′

q , aux = (V1, ...,Vℓ).

Assumption 3 (LWE [50]). Let λ be a security parameter. For any PPT ad-
versary A, given integers n = n(λ),m = m(λ), q = q(λ) > 2, χ = χ(λ), the
LWEn,m,q,χ assumption states that⃓⃓⃓⃓

⃓⃓Pr
⎡⎣A←Zn×m

q , s←Zn
q , e←Dm

Z,χ,

c = sA+ e :
A(1λ,A, c) = 1

⎤⎦− Pr

⎡⎣A←Zn×m
q ,

c←Zm
q :

A(1λ,A, c) = 1

⎤⎦⃓⃓⃓⃓⃓⃓ ≤ negl(λ).

Assumption 4 (ℓ-succinct LWE [57]). Let λ be a security parameter. For any
PPT adversary A, given integers n = n(λ),m = m(λ), q = q(λ) > 2, χ = χ(λ),
the (ℓ, τ)-succinct LWE assumption states that

⃓⃓⃓⃓
⃓⃓⃓⃓
⃓⃓Pr

⎡⎢⎢⎢⎢⎣
A←Zn×m

q , s←Zn
q , e←D

m
Z,χ,

c = sA + e,

W ← Zℓn×m
q ,

T← [Iℓ ⊗A∥W]−1(Iℓ ⊗G, τ) :

A(1λ,A, c,W,T) = 1

⎤⎥⎥⎥⎥⎦− Pr

⎡⎢⎢⎢⎢⎣
A←Zn×m

q ,
c←Zm

q ,

W ← Zℓn×m
q ,

T← [Iℓ ⊗A∥W]−1(Iℓ ⊗G, τ) :

A(1λ,A, c,W,T) = 1

⎤⎥⎥⎥⎥⎦
⃓⃓⃓⃓
⃓⃓⃓⃓
⃓⃓ ≤ negl(λ).

Lemma 1 (Leftover Hash Lemma [35, 59]). Fix some n,m, q ∈ N, if m ≥
2n log q, the leftover hash lemma states that for A ← Zn×m

q ,x ← {0, 1}m and
y← Zn

q , we have (A,Ax⊤) ≈s (A,y⊤).

Lemma 2 (Smudging Lemma [15,54]). Let λ be a security parameter. Choose
any ε ∈ Z such that ∥ε∥ ≤ B. Assume that χ ≥ B · λω(1). Then the statistical
distance between the distributions {e : e ← DZ,χ} and {e + ε : e ← DZ,χ} is
negl(λ).

The Gadget Matrix [46]. Let n, q ∈ Z+ and m = n ·⌈log q⌉. The gadget vector
and matrix are defined as

gq = (20, 21, . . . , 2⌈log q⌉−1) ∈ Z⌈log q⌉
q and Gn,q = In ⊗ gq ∈ Zn×m

q .

Given p ∈ Zn
q , G−1n,q(p) is defined as the m-bit vector (binq(p[1]), ..., binq(p[n])),

where binq(a) represents converting a value a ∈ Zq into its binary representation.
It holds that Gn,q ·G−1n,q(p) = p mod q. This notation applies column-wise when
extended to matrices, ensuring that Gn,q ·G−1n,q(P) = P mod q for any P ∈ Zn×k

q

and k ∈ N.
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Lattice Trapdoors. Let n,m, q ∈ N and consider a matrix A ∈ Zn×m
q . Given

any P ∈ Zn×k
q , we use A−1(P, τ) to denote the random variable whose distribu-

tion is the discrete Gaussian Dm×k
Z,τ conditioned on A ·A−1(P, τ) = P mod q.

If K ← A−1(P, τ), then ∥K∥ ≤ τ
√
mk with probability at least 1 − O(2−m).

For any P, a τ -trapdoor TA for A is a procedure that can sample from the
distribution A−1(P, τ) in time poly(n,m, k, log q). In a long sequence of works
[1, 19,21,30,46], the following properties have been established.

Lemma 3 (Properties of Trapdoors). There exist the following PPT algo-
rithms:

1. TrapGen(1n, 1m, q) that outputs (A,TA) where A ∈ Zn×m
q is 2−n-close to

uniform for some m = O(n log q) and TA is a τ -trapdoor for A with τ =
ω(
√
n log q logm).

2. SamplePre(A,TA,P, τ) that outputs a sample R from A−1(P, τ) for any
P ∈ Zn×k

q .
3. ExtendLeft(A,G,TG,R) that for all A ∈ Zn×m

q and R ∈ Zm×m, outputs a
τ -trapdoor T for [A||AR+G], where τ = m · ω(

√
logm) · ∥R∥.

In addition, the above algorithms have the following properties:

• For ∀ k = poly(λ), R0 ← Dm×k
Z,τ , B0 := AR0, R1 ← SamplePre(A,TA,B1, τ)

and B1 ← Zn×k
q , we have

(A,TA,B0,R0) ≈s (A,TA,B1,R1) .

• Given a τ -trapdoor TA for A ∈ Zn×m
q , one can obtain a τ -trapdoor T[A||B]

for [A∥B], where B ← Zn×m′

q . For simplicity, we write TA as a trapdoor
for [A∥B].

Lattice Evaluation. We review two fundamental algorithms for homomorphic
computation on matrices [12,31].

Lemma 4 (EvalF,EvalFX). Given inputs ℓ, n, q ∈ N, m = O(n log q) and a
function F : {0, 1}ℓ → {0, 1}, where F is computable by circuits of depth d and
size s, there exists a pair of efficient algorithms (EvalF,EvalFX) with the following
properties.

– EvalF(A, F ) → AF : Taking a matrix A ∈ Zn×mℓ
q and a function F as

inputs, it outputs AF ∈ Zn×m
q .

– EvalFX(A, F,x) → HF,x : Taking a matrix A ∈ Zn×mℓ
q , a function F and

x ∈ Zℓ as inputs, it outputs HF,x ∈ Zmℓ×m with ∥HF,x∥ = mO(d)s.
– It holds that (A− x⊗Gn,q) ·HF,x = AF − F (x) ·Gn,q mod q.

Succinct Commitments. Below we recall a succinct commitment scheme re-
cently introduced by Wee [58], which is used to handle the relation between
attributes and policies under succinct LWE.
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Lemma 5 (Commitment to Vectors). Given n,m, q ∈ N where m ≥ 2n log q,
there exist the following efficient and deterministic algorithms:

– Comvc(pp,x) → C: Taking public parameter pp and a vector x ∈ Zℓ
q as

inputs, it outputs C ∈ Zn×m
q .

– Vervc(pp, 1ℓ)→ Pℓ: Taking public parameter pp and a length parameter ℓ ∈ N
as inputs, it outputs Pℓ ∈ Zm×mℓ

q .
– Openvc(pp,x) → Z: Taking public parameter pp and a vector x ∈ Zℓ

q as
inputs, it outputs Z ∈ Zm×mℓ

q .

In addition, for all pp := (A,W,T) s.t. [I2m2 ⊗A ∥W] ·T = I2m2 ⊗G where
A ∈ Zn×m

q ,W ∈ Z2m2n×m
q ,T ∈ Z(2m2+1)m×2m3

q , the above algorithms have the
following properties:

C ·Pℓ = x⊗G−A · Z,

where ∥Pℓ∥ ≤ O(∥T∥ ·m4 log q) and ∥Z∥ ≤ O(∥T∥ ·m7 log q · log ℓ).

Lemma 6 (Commitment to Circuits). Let Fd,ℓ,s(λ) denote the class of cir-
cuits of depth d = d(λ), input size ℓ = ℓ(λ), and size s = s(λ). Given n,m, q ∈ N
where m ≥ 2n log q, there exist the following efficient algorithms:

– Comc(pp, F ): Taking public parameter pp and a function F ∈ Fd,ℓ,s as inputs,
it outputs CF ∈ Zn×m

q .
– Verc(pp,x, 1d)→ Px,d: Taking public parameter pp, an input x ∈ {0, 1}ℓ and

a depth parameter d as inputs, it outputs Px,d ∈ Zm×m
q .

– Openc(pp, F,x) → ZF,x: Taking public parameter pp, a function F ∈ Fd,ℓ,s

and an input x ∈ {0, 1}ℓ as inputs, it outputs ZF,x ∈ Zm×m
q .

In addition, for all pp := (A,W,T) set as above, the above algorithms have the
following properties:

CF ·Px,d = F (x)G−A · ZF,x,

where ∥Px,d∥ ≤ O(∥T∥ ·m9) and ∥ZF,x∥ ≤ ℓ ·O(∥T∥ ·m12)d.

B Error Bound and Parameters

Error Bound. The error term is bounded as follows. Observe that

∥e′1∥ =
⃦⃦⃦
[e0||e1] ·

(︂
−Zx

−P(1)
ℓ

)︂
·HF,x

⃦⃦⃦
≤ (χ+ χ′)τ0m

O(d)s · poly(λ,m),

∥e′2∥ =
⃦⃦⃦
[e0||e2] ·

(︂−ZG,y

−P(2)
y,d

)︂⃦⃦⃦
≤ (χ+ χ′)ℓ(τ0 ·m)O(d) · poly(λ,m),

∥e′3∥ =
⃦⃦⃦
[e0||e3] ·

(︂
−Zovk

−P(3)
ovk

)︂
·HFovk,ovk

⃦⃦⃦
≤ (χ+ χ′)τ0m

O(d)s · poly(λ,m).

Then, we obtain a bound for the error term as β, namely

∥etotal∥ = ∥e− [e0||e′1||e′2||e′3] ·D′∥ ≤ (χ+ χ′)ℓ(τ0 ·m)O(d)sτ2 · poly(λ,m) ≤ β.
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Parameters. We set the parameters as follows.

n = poly(λ, d),m = O(n log q),m′ = n⌈log q⌉,
τ0 = poly(λ,m), τ1 ≥ ℓ(τ0 ·m)O(d)s · poly(m,λ), τ2 ≥ τ1 · poly(λ,m),

χ = poly(λ, n), χ′ ≥ χτ0λ
ω(1), q/4 ≥ (χ+ χ′)τ1τ2 · poly(λ,m).

C Missing Proofs

C.1 Proof of Theorem 2

Proof. Before presenting the hybrid experiments, we first define the event Forge
and bound its probability. Let ct∗ = (ovk∗, P̃ ∗,Q∗, σ∗) be the challenge ci-
phertext generated by the challenger C. We define Forge as: the adversary
A submits a ciphertext (ovk∗, P̃,Q, σ) to its decryption oracle OUSC such that
(ovk∗, P̃,Q, σ) ̸= (ovk∗, P̃ ∗,Q∗, σ∗) and 1 ← OTS.Vrfyovk∗((P̃ ∥ Q), σ). Clearly,
we can useA to break the OTS with probability Pr[Forge]. Since the OTS scheme
is strongly unforgeable, it must hold that Pr[Forge] = negl(λ). We then define
the hybrid experiments as follows. A begins by selecting a challenge ciphertext
attribute (x∗, G∗).

Hyb0 In this hybrid, the challenge ciphertext ct∗ is generated honestly, as in
the game given in Definition 10.

Hyb1 This is the same as Hyb0, except that C samples P,A1,A2,A3 as
follows: sample U0 ← {0, 1}m×κ,U1,U2,U3 ← {0, 1}m×m and set

P := ArU0, A1 := ArU1 −Cx∗ ,

A2 := ArU2 −CG∗ , A3 := ArU3 −Covk∗ ,

where ovk∗ is the verification key of OTS selected from the challenge cipher-
text (the key generation for OTS can be pre-computed by C at the initial
stage). By the left-over hash lemma (Lemma 1), we have Hyb0 ≈s Hyb1.

Hyb2 This is the same as Hyb1, except that C computes ˜︁ct during the chal-
lenge phase as follows:

c1 := c0U1 + e1, c2 := c0U2 + e2, c3 := c0U3 + e3, c := c0U0 + e.

Observe that

c0U1 + e1 = (sAr + e0)U1 + e1 ≈s sArU1 + e1 = s(A1 +Cx∗) + e1,

c0U2 + e2 = (sAr + e0)U2 + e2 ≈s sArU2 + e2 = s(A2 +CG∗) + e2,

c0U3 + e3 = (sAr + e0)U3 + e3 ≈s sArU3 + e3 = s(A3 +Covk∗) + e3,

c0U0 + e = (sAr + e0)U0 + e ≈s sArU0 + e = sP+ e,

where the ≈s relies on noise smudging (Lemma 2), namely

e1 ≈s e1 + e0U1, e2 ≈s e2 + e0U2, e3 ≈s e1 + e0U3, e ≈s e+ e0U0,

which in turn follows from χ′ ≥ χτ0λ
ω(1). We have Hyb1 ≈s Hyb2.
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Hyb3 This is the same as Hyb2, except that C performs the following in the
dExtract algorithm:
a) if F (x∗) = 1, compute HF,x∗ := EvalFX(B1, F,x

∗) and sample D ←

SamplePre([Ar ∥ BF ∥ By],

(︃
(Zx∗+U1P

(1)
ℓ )HF,x∗

Im
0

)︃
,G, τ1) instead of D←

SamplePre ([Ar ∥ BF ∥ By],TAr ,G, τ1). This is due to the fact that

[Ar ∥
ArU1⏟ ⏞⏞ ⏟

(A1 +Cx∗)] ·
(︃
−Zx∗

−P(1)
ℓ

)︃
·HF,x∗ = Ar · (−(Zx∗ +U1P

(1)
ℓ )) ·HF,x∗

= BF − F (x∗)G.

Thus, we have [Ar ∥ BF ] ·
(︁(Zx∗+U1P

(1)
ℓ )HF,x∗

Im

)︁
= F (x∗)G as F (x∗) = 1,

where ||(Zx∗ +U1P
(1)
ℓ )HF,x∗ || = τ0 ·mO(d)s · poly(m,λ).

b) if G∗(y) = 1, compute ZG∗,y := Openc(ppcom, G
∗,y) and sample D ←

SamplePre([Ar ∥ BF ∥ By],

(︃
ZG∗,y+U2P

(2)
y,d

0
Im

)︃
,G, τ1) instead of D ←

SamplePre ([Ar ∥ BF ∥ By],TAr ,G, τ1). This is due to the fact that

[Ar ∥
ArU2⏟ ⏞⏞ ⏟

(A2 +CG∗)] ·
(︃−ZG∗,y

−P(2)
y,d

)︃
= Ar · (−(ZG∗,y +U2P

(2)
y,d))

= By −G∗(y)G.

Thus, we have [Ar ∥ By] ·
(︁(ZG∗,y+U2P

(2)
y,d)

Im

)︁
= G∗(y)G as G∗(y) = 1,

where ∥ZG∗,y +U2P
(2)
y,d∥ = ℓ(τ0 ·m)O(d) · poly(m,λ).

By the trapdoor sampling lemma, we have Hyb2 ≈s Hyb3.
Hyb4 This is the same as Hyb3, except that when A submits a query to the

decryption oracle OUSC(ct, (F,y)) with ct = (ovk, P̃,Q, σ), C responds as
follows:
a) if OTS.Vrfyovk((P̃∥Q), σ)→ 0, return ⊥ directly.
b) if the OTS verification is valid and ovk = ovk∗ (i.e., the forgery event

Forge occurs), abort the simulation and return a random bit.
c) if the OTS verification is valid and ovk ̸= ovk∗ (i.e., Fovk∗(ovk) = 1),

proceed as follows: compute HFovk∗ ,ovk = EvalFX(B3, Fovk∗ , ovk), sample

D′ ← SamplePre([Ar∥BF ∥By∥BFovk∗ ],

(︃
(Zovk+U3P

(3)
ovk)HFovk∗,ovk

0
0
Im

)︃
,P, τ1)

instead of D′ ← SamplePre([Ar∥BF ∥By∥BFovk
],
(︁
D
0

)︁
,P, τ1). This is due

to the fact that

[Ar ∥ (A3 +Covk)⏞ ⏟⏟ ⏞
ArU3

] ·
(︃
−Zovk

−P(3)
ovk

)︃
·HF∗

ovk
,ovk =Ar(−(Zovk +U3P

(3)
ovk)) ·HF∗

ovk
,ovk

=BF∗
ovk
− Fovk∗(ovk)G
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Thus, we have [Ar ∥ BFovk∗ ] ·
(︁(Zovk+U3P

(3)
ovk)HFovk∗,ovk

Im

)︁
= Fovk∗(ovk)G as

Fovk∗(ovk) = 1, where ||(Zovk+U3P
(3)
ovk)HFovk∗,ovk

|| = τ0·mO(d)s·poly(m,λ).
Finally, substitute D′ into the Unsigncrypt algorithm, and then return
the output to A.

By the trapdoor sampling lemma (Lemma 3), we have Hyb3 ≈s Hyb4.
Hyb5 This is the same as Hyb4, except that C samples c0 ← Zm

q . By the
(2m2, τ0)-succinct LWE assumption, we have Hyb4 ≈c Hyb5.

Hyb6 This is the same as Hyb5, except that C samples c ← Zs
q. By the

left-over hash lemma, (Ar, c0,ArU0, c0U0) is statistically indistinguishable
from random. Thus, we have Hyb5 ≈s Hyb6. Observe that in this hybrid
world, even if the lock δ ← {0, 1}κ is replaced with 0, this swap remains
indistinguishable from A’s view.

Hyb7 This is the same as Hyb6, except that C no longer computes P̃ ←
LO.Obf(1λ, Subroutine(·, ˜︁ct), binq(u)∥µ, δ) honestly during the challenge phase.
Instead, it uses the simulator to simulate

P̃ ← Sim
(︂
1λ, 1|Subroutine(·,

˜︁ct)|, 1u+|µ|)︂ .
We claim that Hyb6 ≈c Hyb7. We construct an algorithm B: if there exists a
PPT adversary A that can distinguish Hyb6 from Hyb7 with non-negligible
probability, then B can break the LO security. B is defined as follows:
1. Initially, receive the challenge ciphertext attribute (x∗, G∗) chosen by A.
2. Generate mpk as in Hyb6, and send it to A.
3. A is allowed to access oracles OsE,OdE,OSC,OUSC, where B responds in

the same manner as in Hyb6.
4. Receive the challenge (µ0, µ1) from A.
5. Generate ˜︁ct as in Hyb6 and send it to the LO challenger.
6. Receive the obfuscated program P̃ ∗ from the LO challenger.
7. Send the challenge ciphertext ct∗ := (ovk∗, P̃ ∗,Q∗, σ∗) to A, where P̃ ∗ is

from the LO challenger whereas all other components of ct∗ are computed
by B as in Hyb6.

8. Continue responding to subsequent queries from A as in Step 3.
9. Finally, return A’s guess.

If A guesses that B simulates Hyb6, the obfuscated program P̃ ∗ from the LO
challenger is the obfuscated Subroutine circuit; if A guesses that B simulates
Hyb7, P̃ ∗ from the LO challenger is sampled via Sim (simulator). Thus, if
A can distinguish Hyb6 from Hyb7 with non-negligible probability, then B
can also break the LO security with non-negligible probability.

In Hyb7, since the challenge bit α is not involved, the advantage AdvINDΠ,A(1
λ)

of A is negligible. Note that throughout the game, OsE,OSC respond to queries
honestly, and are independent of the challenge bit. This concludes the proof. □
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C.2 Proof of Theorem 3

Proof. We show that if there exists any PPT adversary A with advantage ϵ in
attacking no-signing EUF-CoSel of our A2BSC, then a PPT simulator S can be
constructed that solves the BASIS problem with probability at least ϵ− negl(λ).
Thus, under the hardness assumption of the BASIS problem, it follows that this
advantage ϵ is negligible. The proof proceeds by analyzing the following sequence
of games. Let Forgei represents the success probability of A in Gamei.

Game0 This is the same as the game specified in Definition 12. Thus, we have
Pr[Forge0] = ϵ.

Game1 This is the same as Game0, except that we sample
−→
M = [M0||...||ML],

−→
B = [B

(1)
ℓ0
||...||B(N)

ℓ0
] as follows:

1. Sample U0 ← Dm×m′

Z,τ1 ,Uk ← Dm×m′

Z,τ1 for all k ∈ [L], and set M0 :=
AsU0, Mk := AsUk for k ∈ [L].

2. Sample Ui ← Dm×m′ℓ0
Z,τ1 for i ∈ [N ], and set

B
(i)
ℓ0

=

{︄
AsUi + z

(i)
0 ⊗G, if i ∈ U

AsUi + z
(imin)
0 ⊗G, if i ̸∈ U

where imin := min{i|i ∈ U}.
In this game, C responds to A’s signing attribute key query with {ssk

z
(i)
0

:=

Ui}i∈U . Game0 ≈s Game1 follows readily from Lemma 3. Thus, we have
Pr[Forge1] ≥ Pr[Forge0]− negl(λ).

Game2 This is the same as Game1, except that the matrix As is sampled uni-
formly from Zn×m

q , instead of being generated via the trapdoor algorithm
(As,TAs) ← TrapGen(1n, 1m, q). Game1 ≈s Game2 follows from Item 1 of
Lemma 3. Thus, we have Pr[Forge2] ≥ Pr[Forge1]− negl(λ).

Reduction. We replace the challenger in Game2 with a PPT algorithm S that
solves the BASIS problem with probability Pr[Forge2] − negl(λ). By the above
analysis, this probability is at least ϵ− negl(λ). S is defined as follows:

1. Init: S receives an instance (As,Cℓ1 ,T
′, aux = (V1, ...,Vℓ1)) of the BASIS

problem. Then, it runs A with λ as input and obtains
(︂
{z(i)0 }i∈[N ],U ⊆ [N ]

)︂
from A.

2. Setup: S constructs the master public key mpk by embedding the problem
instance, where

−→
M,
−→
B are sampled as in Game1, and the remaining compo-

nents follow the real world. Output mpk to A.
3. sExtract Query OsE

(︁
z
(i)
0

)︁
: S replies with ssk

z
(i)
0

:= Ui, where Ui is sam-
pled as in Game1.

4. dExtract Query OdE(F,y): S honestly replies with dskF,y ← dExtract(mpk,
msk, F,y).

5. Unsigncrypt Query OUSC(ct, (F,y)): S responds to queries honestly as in
the real world.
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6. Forgery: A returns a forged ciphertext ct∗ := (ovk∗, P̃ ∗,Q∗, σ∗) under the
tuple (C∗, (x∗, G∗)) and message µ∗. S first honestly executes the Unsigncrypt
algorithm to recover a signature u on m∗ = [µ∗∥ovk∗] under C∗. Then, S
checks whether A wins the game: if A fails, S aborts immediately; otherwise,
S computes Si :=

[︁
Ui ∥ RR

]︁
H

C∗,[z
(i)
0 ∥z1]

for i ∈ [N ] and outputs

d⊤ :=

[︃
Im ∥ S1 ∥ ... ∥ SN ∥

(︃
U0 +

∑︂
k∈[L]

m∗[k]Uk

)︃]︃
· u⊤

as the solution to the BASISn,m,q,βSIS,τ1,ℓ1 problem.

Analysis. We show that algorithm S can solve the BASIS problem with a prob-
ability, where the gap between this probability and Pr[Forge2] is negligible.
Clearly, S perfectly simulates Game2. In Game2, observe that C∗(z

(i)
0 ∥ z1) = 0

for all i ∈ U , and similarly C∗(z
(imin)
0 ∥ z1) = 0 for i ∈ [N ] \ U . Hence, we set

Si :=

{︄
[Ui ∥ RR]HC∗,[z

(i)
0 ∥z1]

if i ∈ U ,
[Ui ∥ RR]HC∗,[z

(imin)

0 ∥z1]
if i /∈ U .

This yields B
(i)
C∗ = AsSi for all i ∈ [N ]. Furthermore, for m∗ ∈ {0, 1}L, we have

M∗ = M0 +
∑︂
k∈[L]

m∗[k]Mk = As

(︃
U0 +

∑︂
k∈[L]

m∗[k]Uk

)︃
.

Assuming that A produces a valid forgery u, we have [As ∥ B(1)
C∗ ∥ ... ∥ B(N)

C∗ ∥
M∗] · u⊤ = 0⊤ and ||u|| ≤ τ2

√︁
m+ (N + 1)m′. This implies that we get

[As ∥ B(1)
C∗ ∥ ... ∥ B(N)

C∗ ∥M∗]·u⊤

= As ·
[︂
Im ∥ S1 ∥ ... ∥ SN ∥

(︂
U0 +

∑︂
k∈[L]

m∗[k]Uk

)︂]︂
·u⊤

⏞ ⏟⏟ ⏞
d⊤

= 0⊤,

where ∥d∥ ≤ (m + (N + 1)m′) · ∥Si∥ · ∥u∥ ≤ (m + (N + 1)m′)3/2τ2m
O(d)s ≤

βSIS. Therefore, we conclude that S successfully solves the BASISn,m,q,βSIS,τ1,ℓ1

problem with probability at least ϵ− negl(λ). This completes the proof. □

C.3 Proof of Theorem 4

Proof. We first focus on the anonymity of the signing key attribute [z0||z1].

Anonymity of signing attributes. Our proof follows the framework for establish-
ing perfect privacy in ABS [38]. Specifically, due to lattice trapdoors (Lemma 3),
the distribution of any signature u generated for a message µ and policy C is
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statistically close to a fixed Gaussian distribution Dm+(N+1)m′

Z,τ2 . Crucially, u de-
pends solely on the master public key mpk, the message µ, and the policy C,
and thus does not leak information about [z0||z1]. Therefore, in the context of
the challenge ciphertext ct∗ (Definition 13), even if decryption is successful, the
distributions of the resulting signature u (whether using signing key ssk1 or ssk2)
remain statistically indistinguishable. This ensures the challenge bit is hidden.

Next, we address the anonymity of the “ciphertext attributes”, while the
anonymity of the signing attribute is not of concern in the following hybrid.
Anonymity of ciphertext attribute. We focus on Case 1 of Definition 13, where
the adversary A does not possess a valid decryption key for the challenge ci-
phertext. In this case, the experiment for Anon-Sel is consistent with that for
IND-Sel-CCA, except that two attribute-policy pairs {(x(0), G(0)), (x(1), G(1))}
are selected as challenges in the initial phase. Therefore, our proof invokes the
specific hybrid arguments established in Theorem 2.

The hybrid sequence is defined as follows:

Hyb0 In this hybrid, the challenge ciphertext ct∗ is generated honestly, where
the challenge bit is b ∈ {0, 1}.

Hyb0.1 ≈ · · · ≈ Hyb0.7 We apply the same sequence of hybrid swaps as de-
fined in the proof of Theorem 2 (from Hyb1 to Hyb7), but we apply them to
the ciphertext for

(︁
x(b), G(b)

)︁
. Let Hyb0.7 denote the final hybrid of this se-

quence (corresponding to the state where the ciphertext components are sim-
ulated or obfuscated). The indistinguishability between Hyb0 and Hyb0.7

follows directly from Theorem 2.
In Hyb0.7, the component related to the attribute/policy (i.e., the obfus-
cated program) is replaced by the output of the LO simulator Sim, since A
satisfies the condition of Case 1.

Hyb1.7 This is the same as Hyb0.7, except that the underlying simulator Sim
is invoked with respect to

(︁
x(1−b), G(1−b))︁ instead of

(︁
x(b), G(b)

)︁
.

Recall that the simulator Sim takes as input the circuit size rather than the
attribute values. Since the size parameters for

(︁
x(b), G(b)

)︁
and

(︁
x(1−b), G(1−b))︁

are identical, the internal operation of Sim remains invariant. Under the con-
dition of Case 1, it follows that from A’s view, we have Hyb0.7 ≡ Hyb1.7.

Hyb1.6 ≈ · · · ≈ Hyb1 We now apply a reverse sequence, following the strategy
of the swap sequence used in Hyb0.1 ≈ · · · ≈ Hyb0.7. We transform the
simulated ciphertext of (x(1−b), G(1−b)) back to the real experiment.

Hyb1 This is the real experiment where the challenge bit is 1− b.

In summary, the advantage AdvAnonΠ,A (1
λ) of A is negligible. This completes the

proof. □

C.4 Proof of Theorem 5

Proof. Our Special A2BSC construction with separable keys differs from the one
in Sect. 4.2 in that it splits dskF,y into dskF and dsky, thereby separating policy F
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from attributes y. Consequently, we use the same proof strategy as in Theorem 2,
except for the following modifications to the master public key and key queries:

...
Hyb1 This is the same as Hyb0, except that C samples the public parameters

with an embedded trapdoor according to a hidden partitioning bit. Specif-
ically, C samples a random bit β ← {0, 1} (representing the branch guess),
matrices U0 ← {0, 1}m×κ, and U′,U1,U2,U3 ← {0, 1}m×m. It then sets

P := ArU0, P0 :=

{︄
ArU

′, if β = 0

G−ArU
′, if β = 1

A1 := ArU1 −Cx∗ , A2 := ArU2 −CG∗ , A3 := ArU3 −Covk∗ .

(Note that implicitly P1 = G−P0, so the trapdoor U′ is embedded in Pβ).
By the Leftover Hash Lemma (Lemma 1), the distribution of these matrices
is statistically close to uniform, thus Hyb0 ≈s Hyb1 regardless of the value
of β.

...
Hyb3 This is the same as Hyb2, except that C answers the key extraction

queries differently depending on the random choice of the partitioning bit
β ∈ {0, 1} (sampled in Hyb1).
Recall that in Hyb1, if β = 0, the trapdoor U′ is embedded in P0; if β = 1,
it is embedded in P1. C answers dExtracti queries as follows:
a) Case: F (x∗) = 1 ∧G∗(y) = 1. (Simulatable regardless of β)

dExtract0(F ). compute HF,x∗ := EvalFX(B1, F,x
∗) and sample D0 ←

SamplePre([Ar∥BF ],
(︁
(Zx∗+U1P

(1)
ℓ )HF,x∗

Im

)︁
,P0, τ1) instead of D0 ←

SamplePre([Ar∥BF ],TAr ,P0, τ1). This is due to the fact that

[Ar ∥ (A1 + Cx∗ )⏞ ⏟⏟ ⏞
ArU1

]·
(︃−Zx∗

−P(1)
ℓ

)︃
·HF,x∗ = Ar(−(Zx∗+U1P

(1)
ℓ ))·HF,x∗ = BF−F (x

∗
)G.

Thus, we have [Ar ∥ BF ] ·
(︁(Zx∗+U1P

(1)
ℓ )HF,x∗

Im

)︁
= F (x∗)G as F (x∗) =

1, where ||(Zx∗ +U1P
(1)
ℓ )HF,x∗ || = τ0 ·mO(d)s · poly(m,λ).

dExtract1(y). compute ZG∗,y := Openc(ppcom, G
∗,y) and sample D1 ←

SamplePre
(︂
[Ar∥By],

(︁
ZG∗,y+U2P

(2)
y,d

Im

)︁
,G−P0, τ1

)︂
instead of D1 ←

SamplePre([Ar∥By],TAr ,G−P0, τ1). This is due to the fact that

[Ar ∥ (A2 +CG∗)⏞ ⏟⏟ ⏞
ArU2

]·
(︃
−ZG∗,y

−P(2)
y,d

)︃
= Ar(−(ZG∗,y+U2P

(2)
y,d)) = By−G∗(y)G.

Thus, we have [Ar ∥ By] ·
(︁(ZG∗,y+U2P

(2)
y,d)

Im

)︁
= G∗(y)G as G∗(y) = 1,

where ∥ZG∗,y +U2P
(2)
y,d∥ = ℓ(τ0 ·m)O(d) · poly(m,λ).



50 Y. Lang et al.

b) Case: F (x∗) = 0 ∧G∗(y) = 1. (Requires trapdoor for P0)
If β = 1: C outputs ⊥ and aborts (Simulation Failure).
If β = 0: C can simulate because it knows the trapdoor U′ for P0 =

ArU
′.

dExtract0(F ). Let Reval := (Zx∗ +U1P
(1)
ℓ )HF,x∗ . Since F (x∗) = 0, we

have [Ar ∥ BF ]·
(︁
Reval

Im

)︁
= 0. Let TP :=

(︁
U′

0

)︁
be the particular solution

for P0 satisfying [Ar ∥ BF ] ·TP = P0. Sample

VP ← SampleD

(︃(︃
Reval

Im

)︃
, τ1,TP

)︃
using the SampleD algorithm of [30]. Return D0 := TP −VP .

dExtract1(y). This is the same as Case a) (since G∗(y) = 1).
c) Case: F (x∗) = 1 ∧G∗(y) = 0. (Requires trapdoor for P1)

If β = 0: C outputs ⊥ and aborts (Simulation Failure).
If β = 1: C can simulate because it knows the trapdoor U′ for P1 =

ArU
′. The simulation is symmetric to Case b), using U′ to generate

dExtract1(y) and running dExtract0(F ) as in Case a).

Analysis of Simulation Failure: Let Fail be the event that C aborts. The simula-
tion fails if the adversary queries a key that requires a trapdoor for P1−β , while
C only knows the trapdoor for Pβ .

We categorize the valid adversary A’s queries into two types. Note that a
valid adversary cannot make queries satisfying both Case b) and Case c) in the
same experiment, as this would contradict the challenge phase restrictions.

Type0: A makes at least one query of Case b) (F (x∗) = 0), but none of Case c).
Type1: A makes at least one query of Case c) (G∗(y) = 0), but none of Case b).

Let p be the probability that A chooses a strategy of Type0. Since the view of A
is statistically independent of β, we have

Pr[¬Fail] = Pr[β = 0 ∧ A ∈ Type0] + Pr[β = 1 ∧ A ∈ Type1]

= Pr[β = 0] · p+ Pr[β = 1] · (1− p)

=
1

2
· p+ 1

2
· (1− p) =

1

2
.

Therefore, the simulation succeeds with probability exactly 1/2, introducing a
constant loss of 1/2 in the reduction advantage. This completes the proof. □

C.5 Proof of Theorem 8

Proof. We prove the theorem by defining the following hybrid sequence. The
differences between adjacent hybrids are highlighted in Green.

Hyb0 This is a real game, where the challenge bit is b ∈ {0, 1}.
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Hyb1 This is the same as Hyb0, except that the challenger computes ct∗1 ←
A2BSC.Signcrypt(mpk0, sskxb∥˜︁st, C[σ∗], (xb, Gb), µ

′
1−b) where µ′1−b consists of

(µ1−b, ct
∗
FE).

Hyb2 This is the same as Hyb1, except that the challenger computes ct∗1 ←
A2BSC.Signcrypt(mpk0, sskx̂∥˜︁st, C[σ∗], (x1−b, G1−b), µ

′
1−b).

Hyb3 This is the same as Hyb2, except that the challenger computes ct∗FE ←
FE.Enc(mpk1, (1, ˆ︁st)), where ˆ︁st := {πFi}Fi∈F . Here, πFi ← FC.Eval(crs, st, Fi).

Hyb4 This is the same as Hyb3, except the challenger samples (crs, σ∗, st)←
S0(1λ) instead of (σ∗, st)← FC.Commit(crs,xb).

Hyb5 This is the same as Hyb4, except that the challenger samples (σ∗, st)←
FC.Commit(crs,x1−b).

Hyb6 This is the same as Hyb5, except that the challenger samples ct∗FE ←
FE.Enc(mpk1, (0, st)).

Hyb7 This is the same as Hyb6, except that the challenger computes ct∗1 ←
A2BSC.Signcrypt(mpk0, sskx1−b∥s̃t, C[σ∗], (x1−b, G1−b), µ

′
1−b).

We observe that Hyb7 corresponds to the real game, where the challenge bit is
1 − b. Therefore, it suffices to show that Hyb1 and Hyb7 are computationally
indistinguishable. To this end, we establish through a sequence of Lemmas 7-13
that the view of any PPT adversary in adjacent hybrids is indistinguishable. □

Lemma 7. If Special A2BSC satisfies IND-Sel-CCA, then for any PPT adversary
A, we have Hyb0 ≈c Hyb1.

Proof. We construct a reduction algorithm B. Suppose there exists an adversary
A that can distinguish Hyb0 from Hyb1 with non-negligible probability. Then,
B can break the IND-Sel-CCA security of Special A2BSC. B is defined as follows:

1. Receive a challenge pairs (x0, G0), (x1, G1) specified by A.
2. Select challenge bit b← {0, 1} and send (xb, Gb) to the Special A2BSC chal-

lenger.
3. After receiving mpk0 from the challenger, run (mpk1,msk1)← FE.Setup(1λ),

crs← FC.Setup(1λ).
4. Send mpk := (crs,mpk0,mpk1) to A.
5. Answer the oracle query from A as follows:
• For SKGen, when the input is x ∈ {0, 1}ℓ, it is forwarded to the chal-

lenger. B receives sskx from the challenger and returns ekx := sskx.
• For RKGen, when the input is (F ∈ F ,y ∈ {0, 1}ℓ), it is forwarded to the

challenger. Receive dskF,y from the challenger, and compute skEvalF ←
FE.KeyGen(mpk1,msk1, FEval). Return dkF,y := (dskF,y, skEvalF ).

• For Dec, when the input is (ct, (F,y)), it is forwarded to the challenger.
Return the output from the challenger.
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6. Upon receiving the challenge (µ0, µ1) chosen by A, set t0 := (µb, ct
∗
FE), t1 :=

(µ1−b, ct
∗
FE) and send ((t0, t1), C[σ∗]) to the challenger. Here, the hardwired

constants σ∗ and ciphertext ct∗FE are computed in the same manner as in
Hyb0.

7. Upon receiving ct∗1 from the challenger, send ct∗ := (ct∗1, σ
∗) to A.

8. Continue responding to subsequent queries from A as in Step 5.
9. Return the output of A.

Let α be the challenge bit sampled by the Special A2BSC challenger. B perfectly
simulates the view of A. Moreover, A is a valid adversary satisfying the following
conditions: (mismatch) Eq. (2); (match) Eq. (3). We first consider the matching
condition, where Hyb0 and Hyb1 are trivially indistinguishable due to µb =
µ1−b. We then turn to the mismatch condition:

– if A guesses that B simulates Hyb0, then the challenge bit α = 0 from the
Special A2BSC challenger (i.e., Signcrypt is performed on t0);

– if A guesses that B simulates Hyb1, then the challenge bit α = 1 from the
Special A2BSC challenger (i.e., Signcrypt is performed on t1).

Thus, if A can distinguish Hyb0 and Hyb1 with non-negligible probability, B
can also break the IND-Sel-CCA security with non-negligible probability. □

Lemma 8. If Special A2BSC satisfies t-sided Anon-Sel, then for any PPT ad-
versary A, we have Hyb1 ≈c Hyb2.

Proof. We construct a reduction algorithm B. Suppose there exists an adversary
A that can distinguish Hyb1 from Hyb2 with non-negligible probability. Then,
B can break the t-sided Anon-Sel security of Special A2BSC. B is defined as
follows:

1. Upon receiving the challenge pairs (x0, G0), (x1, G1) specified by A, forward
them to the Special A2BSC challenger.

2. After receiving mpk0 from the challenger, run (mpk1,msk1)← FE.Setup(1λ)
and crs← FC.Setup(1λ).

3. Send mpk := (crs,mpk0,mpk1) to A.
4. Answer the oracle query from A as follows:
• For SKGen, when the input is x ∈ {0, 1}ℓ, it is forwarded to the chal-

lenger. B receives sskx from the challenger and returns ekx := sskx.
• For RKGen, when the input is (F ∈ F ,y ∈ {0, 1}ℓ), it is forwarded to the

challenger. Receive dskF,y from the challenger, and compute skEvalF ←
FE.KeyGen(mpk1,msk1, FEval). Return dkF,y := (dskF,y, skEvalF ).

• For Dec, when the input is (ct, (F,y)), it is forwarded to the challenger.
Return the output from the challenger.

5. Upon receiving the challenge (µ0, µ1) chosen by A, set

z(0) := [x0∥˜︁st] and z(1) := [x̂∥˜︁st].
Send (µ′1−b, (z

(0), z(1)), C[σ∗]) to the challenger. Here, σ∗ is computed in the
same manner as in Hyb1.
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6. Upon receiving ct∗1 from the challenger, send ct∗ := (ct∗1, σ
∗) to A.

7. Continue responding to subsequent queries from A as in Step 4.
8. Return the output of A.

Let α be the challenge bit sampled by the Special A2BSC challenger. B perfectly
simulates A’s view. We first observe that

C[σ∗]
(︁
z(0)

)︁
= C[σ∗]

(︁
z(1)

)︁
= 1.

By the anonymity of signing key attributes in t-sided Anon-Sel of Special A2BSC,
this remains indistinguishable from A’s perspective. Moreover, A is a valid ad-
versary satisfying the following conditions: (mismatch) Eq. (2); (match) Eq. (3).
We first consider the mismatching condition:

– if A guesses that B simulates Hyb1, then the challenge bit α = 0 from the
Special A2BSC challenger;

– if A guesses that B simulates Hyb2, then the challenge bit α = 1 from the
Special A2BSC challenger.

We then consider the matching condition (i.e., A can successfully decrypt ct∗),
and the reduction proceeds identically to the previous case. Thus, if A can
distinguish Hyb1 and Hyb2 with non-negligible probability, B can also break
the t-sided Anon-Sel security with non-negligible probability. □

Lemma 9. If FE is secure, then for any PPT adversary A, we have Hyb2 ≈c

Hyb3.

Proof. We construct a reduction algorithm B. Suppose there exists an adversary
A that can distinguish Hyb2 from Hyb3 with non-negligible probability. Then,
B can break the FE security. B is defined as follows:

1. At the beginning, receive mpk1 from the FE challenger.
2. Upon receiving (x0, G0), (x1, G1) specified by A, compute (mpk0,msk0) ←

A2BSC.Setup(1λ), crs← FC.Setup(1λ).
3. Send mpk := (crs,mpk0,mpk1) to A.
4. Answer the oracle query from A as follows:
• For SKGen, upon input x ∈ {0, 1}ℓ, return ekx := sskx, where

sskx ← A2BSC.sExtract(mpk0,msk0,x).

• For RKGen, upon input (F ∈ F ,y ∈ {0, 1}ℓ), compute

dskF,y ← A2BSC.dExtract(mpk0,msk0, F,y).

Then, construct the circuit FEval (as defined in Eq. (10)) and submit it to
the FE challenger. Upon receiving skEvalF , return dkF,y := (dskF,y, skEvalF ).

• For Dec, upon input (ct, (F,y)), dkF,y is obtained in a manner analogous
to that of ORKGen. Return the output of Dec(mpk, dkF,y, ct).
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5. Upon receiving the challenge (µ0, µ1) chosen by A, compute (σ∗, st) ←
FC.Commit(crs,xb) and πFi

← FC.Eval(crs, st, Fi) for Fi ∈ F . Set two chal-
lenge messages t0 := (0, st) and t1 := (1, ˆ︁st), where ˆ︁st := {πFi

}Fi∈F . Here, we
assume that t0 and t1 are bit strings of equal length (padded if necessary).
Send (t0, t1) to the challenger.

6. Upon receiving ct∗FE from the challenger, send ct∗ := (ct∗1, σ
∗) to A. Here,

ct∗1, σ
∗ are computed in the same manner as in Hyb2.

7. Continue responding to subsequent queries from A as in Step 4.
8. Return the output of A as the guess for the FE challenge bit.

Let α be the challenge bit sampled by the FE challenger.

– If α = 0, ct∗FE is an encryption of t0. In this case, B perfectly simulates Hyb2.
– If α = 1, ct∗FE is an encryption of t1. In this case, B perfectly simulates Hyb3.

Crucially, the reduction is valid (admissible) because for any policy F queried
by A (embedded in FEval), the circuit outputs are identical for both challenge
messages:

FEval[crs, F ](t0) = FEval[crs, F ](t1).

Therefore, if A can distinguish Hyb2 and Hyb3 with non-negligible probability,
then B can break the FE security with non-negligible probability as well. □

Lemma 10. If FC provides statistical private openings, then for any PPT ad-
versary A, we have Hyb3 ≈s Hyb4.

Proof. We construct a reduction algorithm B. Suppose there exists an adversary
A that can distinguish Hyb3 from Hyb4 with non-negligible probability. Then,
B can break the private openings of FC. B is defined as follows:

1. At the beginning, receive crs from the FC challenger.
2. Upon receiving (x0, G0), (x1, G1) specified by A, compute (mpk0,msk0) ←

A2BSC.Setup(1λ) and (mpk1,msk1)← FE.Setup(1λ). Send mpk := (crs,mpk0,
mpk1) to A.

3. Answer the oracle queries from A as follows:
• For SKGen, upon input x ∈ {0, 1}ℓ, return ekx := sskx where

sskx ← A2BSC.sExtract(mpk0,msk0,x).

• For RKGen, upon input (F ∈ F ,y ∈ {0, 1}ℓ), compute

dskF,y ← A2BSC.dExtract(mpk0,msk0, F,y),

skEvalF ← FE.KeyGen(mpk1,msk1, FEval).

Return dkF,y := (dskF,y, skEvalF ).
• For Dec, upon input (ct, (F,y)), dkF,y is obtained in a manner analogous

to that of ORKGen. Return the output of Dec(mpk, dkF,y, ct).
4. Upon receiving the challenge (µ0, µ1) chosen by A, sample b← {0, 1}. Send

xb to the challenger.
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5. Upon receiving σ∗ from the challenger, send all Fi ∈ F to the challenger.
6. Upon receiving πFi for Fi ∈ F from the challenger, compute ct∗FE as in Hyb3.

Then, send ct∗ := (ct∗1, σ
∗) to A. Here, ct∗1 is computed as in Hyb3.

7. Continue responding to subsequent queries from A as in Step 3.
8. Return the output of A.

Let α be the challenge bit sampled by the FC challenger. B perfectly simulates
A’s view:

– If A guesses that B simulates Hyb3, then the challenge bit α = 0 from the
FC challenger (i.e., σ∗ is the commitment to xb via the honest execution of
FC.Commit).

– If A guesses that B simulates Hyb4, then the challenge bit α = 1 from the
FC challenger (i.e., σ∗ is generated by simulator S = (S0,S1)).

Thus, if A can distinguish Hyb3 and Hyb4 with non-negligible probability, then
B can break the private openings of FC with non-negligible probability. □

Lemma 11. If FC provides statistical private openings, then for any PPT ad-
versary A, we have Hyb4 ≈s Hyb5.

Proof. This follows by adapting the strategy of Lemma 10 and reducing to the
private openings of FC, as this is the reverse direction from Hyb3 to Hyb4. □

Lemma 12. If FE is secure, then for any PPT adversary A, we have Hyb5 ≈c

Hyb6.

Proof. This follows by adapting the strategy of Lemma 9 and reducing to the
FE security, as this is the reverse direction from Hyb2 to Hyb3. □

Lemma 13. If Special A2BSC satisfies t-sided Anon-Sel, then for any PPT ad-
versary A, we have Hyb6 ≈c Hyb7.

Proof. This follows by adapting the strategy of Lemma 8 and reducing to the
t-sided Anon-Sel security of Special A2BSC, since

C[σ∗]
(︁
x̂ ∥ ˜︁st)︁ = C[σ∗]

(︁
x1−b ∥ ˜︁st)︁ = 1.

□

C.6 Proof of Theorem 9

Proof. We construct a PPT algorithm B as follows. Suppose there exists an
adversary A that breaks the authenticity of AME with non-negligible probability.
Then, B can break the no-signing EUF-CoSel security of Special A2BSC with non-
negligible advantage. B is defined as follows:

1. At the beginning of the game, B selects a set of signing key attributes
{x(i)}i∈[N ] and U ⊆ [N ], and sends them to the A2BSC challenger.
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2. Receive mpk0 from the challenger, and compute (mpk1,msk1)← FE.Setup(1λ),
crs← FC.Setup(1λ). Send mpk := (crs,mpk0,mpk1) to A.

3. Answer the oracle query from A as follows:
• For SKGen, when the input is x ∈ {x(i)}i∈U , it is forwarded to the

challenger. B receives sskx from the challenger and returns ekx := sskx.
• For RKGen, when the input is (F ∈ F ,y ∈ {0, 1}ℓ), it is forwarded to the

challenger. Receive dskF,y from the challenger, and compute skEvalF ←
FE.KeyGen(mpk1,msk1, FEval). Return dkF,y := (dskF,y, skEvalF ).

4. Upon receiving the forgery (ct∗, F ∗,y∗) from A, forward (F ∗,y∗) directly to
the challenger. After receiving the corresponding output dskF∗,y∗ , parse ct∗

as (ct∗1, σ∗). If µ∗ ← Unsigncrypt(mpk0, ct
∗
1, dskF∗,y∗), return (C[σ∗], (F ∗,y∗),

µ∗, ct∗1) as the forgery to the A2BSC challenger; otherwise, abort.

We observe that the simulation of oracle queries is perfect. Specifically, given
(mpk0,mpk1, crs), for x ∈ U and (F ∈ F ,y ∈ {0, 1}ℓ), all oracle queries made
by A can be perfectly simulated by B. Moreover, due to the binding property
of FC, the circuit C[σ] is strictly bound to the specific attribute x. Thus, if A
has not queried ekx such that F (x) = 1, any valid AME ciphertext output by A
allows the reduction B to extract a valid forgery against the underlying A2BSC
scheme. □
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