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Abstract

We consider methods for scalar multiplication on an elliptic curve where the scalar
digits are processed from left to right, that is, from most significant to least significant.
We analyze exceptions that may arise during point addition and doubling throughout
the multiplication. Eliminating such exceptions is critical for achieving constant-time
execution and preventing timing attacks. We establish conditions under which excep-
tions occur only at the final addition or not at all. Guided by these conditions, one can
ensure constant-time behavior by performing all doublings and all intermediate addi-
tions using fast formulas that require no exception handling. We examine two variants
of the Comb method: SAB-Set and LSB-Set. For both variants, we prove that the
constant-time conditions are satisfied under mild restrictions on the base point order
and Comb parameters. Additionally, we propose a convenient scalar recoding algorithm
for the SAB-Set variant.
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1 Results

Let G be a group of points on an elliptic curve over a finite field, let O € G be the point
at infinity (the identity of the group), and let P € G be a point of order ¢ > 1. Scalar

multiplication maps the point P and a scalar d € {0,1,...,¢ — 1} to the point

dP=P+P+...+P (0P =0).

d times

Scalar multiplication is the core primitive of elliptic curve cryptography [5]. It is essential

to use constant-time scalar multiplication methods—those whose execution time does not
depend on d (see, e.g., [10]). This is because the scalar d is typically secret and variations in

execution time can leak it through timing attacks [7].
In this paper, we analyze methods that process the pair (P, d) as follows.

1. Precomputations with P. Choose an alphabet of digits ‘D C Z and compute the table of

multiples { P[j] < jP: j € D}.
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2. Recoding. Choose a power of two B = 2° with b > 1, and write d in the form

h—1
d=> B, dieD. (%)

1=0

Here dy,dy, ... ,d,_1 are the digits of d, with dj_; being the most significant digit. The
total number of digits h is determined solely by ¢ and is independent of d. Traditionally,
digits are written from right to left, so dy is the rightmost digit and dj,_; is the leftmost.

We track two characteristics of the recoding scheme:

— m = ming dj_1, the minimum value of the most significant digit over admissible d,
and

— M = maxsep |d], the maximum absolute value of any digit in D.

3. Main Loop. Execute the following algorithm:

Q — P[dh_l]

fori=h—-2,...,1,0 do
Q < 2°Q {b doublings} (%)
Q + Q+ Pld;]

end for

Upon termination, the variable ¢) contains the scalar multiple dP. Since the digits of
d are processed in descending order from dj,_; down to dy, the scalar multiplication
follows the left-to-right scheme.

Let us make several remarks. First, rather than tracking separate lower and upper bounds
on digit values, we focus on the maximum absolute value M. This choice aligns with the
typical central (or near-central) symmetry of the alphabet D, where j € D usually implies
—j € D. Central symmetry of D is motivated by the fact that point negation in G is usually
inexpensive: determining —R from R is computationally cheap. Therefore, it is reasonable to
use methods in which {P[j]} contains both mutually inverse points, i.e., the indices j and —j
are either both included in D or both excluded. If central symmetry is maintained, the table
size can be halved by storing only the first of two points P[j] and P[—j] and computing the
second on the fly as P[—j] = —P[j].

Second, some recoding algorithms impose constraints on the scalar d, for example, requir-
ing d to be odd. When ¢ is odd, as is typical in cryptographic applications, an even scalar d
can be replaced with ¢ — d, and the resulting point ) = (¢ — d)P = —dP is then negated to
obtain —() = dP. To account for this possible replacement, we allow d = q.

Third, when P is a fixed base point, the table P[j] can be precomputed in advance.
Furthermore, the doublings @ < 2°Q in the main loop can be eliminated entirely by pre-
computing a two-dimensional table P[i][j] = (j(2°)")P and simplifying the addition step to
Q < Q + Pli][d;]. The cost of precomputation is irrelevant to our analysis and is not consid-
ered further.

Standard addition formulas on an elliptic curve operate differently depending on whether
the operands are equal, whether one of the operands is O, or whether the result of the addition
is 0. Varying the addition rules based on operand values breaks constant-time guarantees.
We therefore monitor the following exceptions during the execution of the main loop:

— an operand of an addition or a doubling is the point O;



— addition of mutually inverse points: @) = —P[d,];
— the addition @ + P[d;] is actually a doubling: () = P|d,].

In what follows, we establish conditions under which these exceptions do not occur at
any step of the main loop, except possibly the final one. At the final step, the absence of
exceptions is not guaranteed. To enforce constant-time execution at this step, special complete
addition formulas, which process all possible operand pairs uniformly, should be used.

Complete formulas could be used at all steps of the main loop, thereby eliminating the
need to care about exceptions. However, for some elliptic curves, for example, the Weierstrass
curves widely used in cryptography, complete formulas are more costly and their use should
be minimized.

Theorem 1. Let scalar multiplication (P,d) — dP, 0 < d < q, be performed using the
method described above, and let the following conditions hold:

(a) q is odd;
(b) 0¢D;

(¢) M < q(B—1)/2B +1);
(d) M <m(B - 1).

Then, in the main loop (ED, an exception can occur only at the final (i = 0) addition. This
conclusion also holds if condition 15 replaced by the following:

(e) D contains only odd numbers.

Even if the conditions of the theorem are satisfied and complete formulas are used for the
final addition, the scalar multiplication method is not automatically constant-time. It further
requires that the following operations are constant-time:

— doubling a non-zero point;
— addition of non-zero, distinct and non-mutually inverse points;
— table lookups from {P[j]}.

These requirements are expected and relatively straightforward to satisfy.
Under stronger assumptions, the absence of exceptions throughout the entire main loop
can be guaranteed.

Theorem 2. Let conditions f of Theorem 1| hold. If, in addition:
(f) d is odd and d < q;

(9) g+ 6 # B (mod 2B) for negative § € D,

then no exceptions occur in the main loop @

We illustrate the theorems with an example.



Example. The method of [9] uses D = {£1,43,...,£(B — 1)}. Only odd scalars d are allowed.
The number of digits in the representation of d is h =1+ |logp q].
The scalar d is initially written in the radix-B form:

h—1
d=> d;B', d;€{0,1,...,B-1}.
=0

Recoding is performed via the following algorithm:

fori=h—-1,h—2,...,1do
(di, dz’—l) — (dz +even(di), di—1— even(di)B)
end for

Here even(d;) is 1 if d; is even, and 0 otherwise.

We have (m, M) = (1, B—1). For odd ¢ > 2B+ 3, the conditions of Theorem [I] are satisfied, and
an exception can occur only at the final addition. Furthermore, if d < ¢ and ¢ mod B = g mod 2B,
no exceptions occur by Theorem [2| Similar results are established in [2, Proposition 1] and [1].

The condition ¢ > 2B + 3 can be omitted. Indeed, if B > 2, then for ¢ < B no additions are
performed in the main loop, whereas for B < ¢ < 2B + 3, exactly one addition takes place, which is
necessarily the final one. If B = 2 and ¢ < 2B + 3, an intermediate addition can occur only when
g = 5. A direct evaluation of the possible scalars d = 1, 3,5 shows that no exceptions arise during
this addition. O

2 The Comb Method

In this section, we analyze the Comb method proposed in [8]. The method is parameterized
by a positive integer w, the window width. From w and bitlen(q) = 1 + |log, ¢|, the number
of digits is determined as h = [bitlen(q)/w].

The parameters w and h govern the resource cost of the method: 2% points must be
precomputed and stored, and h — 1 doublings and the same number of additions must be
performed in the main loop. Because computing the table of multiples costs comparably as
the main loop, the Comb method should be used when the base point P is fixed.

Note that the method described in the example above can be configured for a fixed base
point P so that computing dP requires h — 1 additions and no doublings. However, this
configuration increases the multiples table size by a factor of h. Thus, Comb provides a
compromise between memory footprint and efficiency.

The digits of the scalar d are determined in three stages. First, the scalar is written in

binary form:
wh—1

d= Y e;2, ¢ €{0,1}.

J=0

Next, bit slices (also called combs or combsets) are formed:

Ei = (e(’wfl)thia E(w—2)h+iy - - - 76i)a 1= 07 17 B h—1.

Finally, the digits are constructed from the slices E; as

w—1

kh

dizg Ckhtil -
k=0

To ensure that Comb is constant-time, all slice digits must be made non-zero. One ap-
proach to achieving this is proposed in [6] and is known as SAB-Set (Signed All Bit Set).
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SAB-Set processes only odd scalars d (ep = 1) and instead of bits e; uses values from the set
{£1}. Let these values, in turn, be encoded via bits such that a bit €; represents the value
1 — 2¢;.

We propose to perform the recoding (€wn—1, €wh—2,---,€0) = (Ewh_1,Ewh—2,---,0) as fol-

lows:
Ewh—1 0

for j = wh —2,wh —3,...,0 do
€; <— (6j+1 + ].) mod 2
end for
Essentially, we merely invert and shifts the bits of the initial binary representation. The
proposed recoding is simpler than the original one from [6].
The proposed recoding is correct because

wh—1 wh—2
DUEESEEPTEEE pIe
=0 =0
wh—2
— 2wh—1 + Z (261‘_,_1 — 1)2Z
i=0
wh—2 wh—1
— 2wh71 o Z 21 + Z ei2i
=0 i=1
wh—1

=1+ Z e;2' = d.
=1

After recoding, the bit slices take the form (€(y—1)a+i; E@w—2)htis - - - » €i), yielding the digits
d; = (1 - 2€kh+z‘)2kh

The resulting alphabet is
D={+1+2"+ .. 20D

The representation @ is thus valid with B = 2.

Suppose Comb/SAB-Set is used with an odd g and h > w+3. We show that the conditions
of Theorem 1| are then satisfied, so an exception can occur in the main loop @ only at the
final addition.

Since the alphabet D consists of odd integers, it suffices to verify the inequality M <

q(B—1)/(2B +1). Here
w—1 2wh 1
M=) 2k = :

The inequality is satisfied:
avhv g q(B-1)
M<—<2=—7—-.
5 5 2B +1
We use the fact that h —w > 3 and therefore 5(2¥" — 1) < 2wh=w (2" — 1),
Another scheme for making Comb constant-time is LSB-Set, which forces the least signifi-

cant coordinate of each slice to be non-zero [3, |4, [11]. To achieve this, an additional (h+1)-th



digit is formed during recoding. As in Comb/SAB-Set, only odd scalars d are processed. The
alphabet used is

D={E£(1+p2"+...+ 8,12V : g€ {0,1}}.

For Comb/LSB-Set, Theorem |1| continues to hold when ¢ is odd and h > w + 3, ensuring
that an exception can only occur at the final addition. Moreover, if d < g and ¢ =1 (mod 4),
Theorem [2] implies that an exception cannot occur even here. These results are established
in [11] under the slightly stronger restriction h > 2w + 5.

The theorems apply to Comb/LSB-Set due to the following observations:

— M is the same as in Comb/SAB-Set, which again yields M < ¢(B —1)/(2B + 1);
— D consists only of odd digits;
— any negative digit 6 € D satisfies 6 = 3 (mod 4), so that ¢+ J # 2 (mod 4).

3 Proofs

3.1 Proof of Theorem 1
We need the following inequalities:
M<q/2, m(B-1)B"'"7"—M®B"1'"-1)>0, i=12...,h—2

The first inequality follows directly from the assumption M < ¢(B —1)/(2B + 1), and the
second—from M < m(B —1).

Let us analyze the main loop (ED At step i, prior to the addition @ + P[d;], the variable
() has the form s; P, where

After the addition, @ takes the form (s; + d;) P, and after the subsequent b-fold doubling it
becomes ((s; + d;)B)P. In general,

Si_lz(Si—i-di)B, i:h—l,h—2,...,17

with initial value s,_; = 0 and final value sqg = d — d.
We observe the following facts.

1. Since d; # 0 and |d;| < M < q/2, the initial point Q) = dj,_1 P and all second operands
in the additions @) + P[d;] are distinct from O.

2. For 7 > 1, we have s; < ¢ — M. Indeed,

h—1 » 1 h—1 ' 1 i ‘
si= Y d;B = o Y 4B | = o - > d;B
§=0

Jj=i+1 Jj=i+1

S L (g MBY DN 1 M(BH )
=B B_1 =g\ B_1 ‘

The right-hand side achieves its maximum at ¢ = 1, and this maximum is
1

E(q+M(B+1)) <q— M.

The inequality holds because M (2B + 1) < q¢(B —1).
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3. For 1 <i < h—2, we also have s; > M since

h—2
s; >mBM 1Tt M Z B~
j=i+1
) M Bh—l—i -1
:mBh—l—z_ (B_l )+M
1

=5 (m(B—-1)B""""" = M(B"'""" = 1)) + M > M.

4. For 1 <i < h — 2, from the inequalities
|di| < M < s;<q—M < q—|d

it follows that s; Z +d; (mod ¢). Therefore, the operands of the addition @ + P[d;] are
distinct and non-mutually inverse points. In particular, the sum cannot be O.

5. The doubling @) < 2@) cannot yield O because the point being doubled is a non-zero
element of the group (P) of odd order g.

Together, these facts guarantee that no exceptions can arise during point additions and
doublings, except possibly at ¢ = 0. Specifically, there is no addition involving O, no doubling
of O, no addition of mutually inverse points, and no instances of doubling instead of addition.

Finally, consider replacing condition @ with @ Although the lower bound s; > |d;]
no longer applies, the upper bound s; < ¢ — |d;| remains valid and can be strengthened to
|si] < q—M < g—|d;|. Consequently, the restriction s; Z +d; (mod ¢) could only be violated
if s; = d; or s; = —d;. However, these equalities are impossible because s; is even while d; is
odd.

3.2 Proof of Theorem 2

We adopt the formalism of the previous proof. At the final step of the loop , two exceptions
may arise: addition of mutually inverse points and doubling instead of addition. We show
that the conditions and prevent both exceptions.

If mutually inverse points are added, the resulting sum is () = O. This implies that d = 0
or d = ¢, which contradicts |(f)|

Doubling instead of addition occurs when sg = dy (mod ¢), or equivalently, when d = 2d,
(mod ¢). Since 0 < d < ¢ and —q < 2dy < g, only two cases are possible: d = 2d, with
positive dy and d = q + 2dy with negative one. The first case is impossible because d is odd.
It remains to examine the second case.

Here sop = q+ dy. By construction, sq is divisible by B, and the quotient sq/B = s; +d; is
odd being the sum of an even s; and an odd d;. However, the oddness of so/B = (¢ + dy)/B
contradicts |(g)}
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