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Abstract

We correct two errors in Section 8 of the above-mentioned paper concerning the seed
parameters proposed for BLS27 elliptic curves (embedding degree k = 27) at the 256-bit and
192-bit security levels. In both instances, the disclosed seeds produce a composite r(z), vio-
lating the primality condition essential for constructing pairing-friendly curves. Additionally,
for the 192-bit seed the characteristic p(x) is also composite. We provide verified corrected
seeds for each security level, obtained by exhaustive search, and confirm with SageMath that
both p(z) and r(x) are prime in each case. All other results of the original paper remain
valid.
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1 Background and Notation

The BLS27 family of pairing-friendly elliptic curves [2] is parametrised by an integer x via the
polynomials

p(z) = 2(z —1)*(2"® + 27 + 1) + 2, (1)
r(z) = 3(2"® + 27 +1), (2)
t(z) =z +1, (3)

where p is the characteristic of the base field, r is the order of the pairing-friendly subgroup, and
t is the Frobenius trace [6]. For the curve E/F, defined by these polynomials to yield a valid
pairing-friendly instance it is necessary that:

1. p(z) is prime (the base field characteristic);
2. r(z) is prime (the subgroup order);
3. =1 (mod 3) so that 3 | (#18 + 2% 4+ 1) and r(x) is an integer.

A composite r(x) admits small-subgroup attacks [§] and invalidates the hardness assumption
underlying every pairing-based protocol built on the curve [3] [4].

For resistance against the Sex TNFS discrete-logarithm algorithm, Barbulescu—Duquesne [I] and
Scott-Guillevic [9] require logy(p?”) > 27410 at the AES-256 level and log,(p?”) > 12871 at



the AES-192 level (Table 4 of [5]). Since degp = 20 and degr = 18 in x, one has logyp ~
(20/18) logy 7 (the p-value is 10/9).

Throughout, Mj, S1, I denote the costs of a multiplication, squaring and inversion in I, and
Ioyc denotes inversion in the relevant cyclotomic subgroup, following the notation of [5].

2. Error at the 256-Bit Security Level (Section 8.3)

In Section 8.3 of [5], the seed proposed for the 256-bit security level is

20) — 951 4 912 | 928 4 99 4 (4)
. (256) . . (256) . . .
Proposition 1. r(z; is composite. Hence x| does not define a valid pairing-friendly

(256

. N .
curve. The characteristic p(:cold is, howewver, prime.

Proof. The following SageMath [10] session verifies both claims:

sage: x0 = 2751 + 2742 + 2728 + 279 + 1
sage: R.<x> = ZZ[]

sage: r = (x"18 + x"9 + 1) // 3

sage: p = ((x-1)72*(x"18+x79+1))//3 + x
sage: r(x0).is_prime()

False
sage: p(x0).is_prime()
True
O
Corrected seed. We replace with
wld) = 2%1 4939 4 933 4 9% 4 96 4 1. (5)

Proposition 2. The seed xl(fe‘?,?) defined by is valid. Specifically:

(i) r(xﬁ%%vﬁ)> is a prime of 917 bits;
(ii) p(xl(q%‘;’vﬁ)) is a prime of 1019 bits;

(iii) logy (p*") = 27497.4 > 27410, satisfying the SexTNFS resistance bound of [1, [9];

(iv) 239 = (mod 3);

(v) The Hamming weight of xﬁ’?) is 6, one more than that of:c((i?G)

addition step in the Miller loop.

, resulting in one additional

Proof. sage: x_new = 2751 + 2739 + 2733 + 2725 + 276 + 1
sage: r(x_new).is_prime(), p(x_new).is_prime()

(True, True)

sage: r(x_new).nbits(), p(x_new).nbits()

(917, 1019)

sage: 27 * p(x_new).nbits()
27513

sage: x_new /% 3

1

sage: bin(x_new).count(’1’)
6



3. Error at the 192-Bit Security Level (Section 8.2)

In Section 8.2 of [5], the seed proposed for the 192-bit security level is
x(():]lgz) — 225 + 217 + 214 + 24 + 1 (6)
Proposition 3. Both r(ngQ)) and p(w&f)) are composite.

Proof. sage: x1 = 2725 + 2717 + 2714 + 274 + 1
sage: r(x1).is_prime(), p(x1).is_prime(Q)
(False, False)

Corrected seed. We replace @ with

new

This corrected seed was previously presented in [7].
Proposition 4. The seed xgle?f) defined by 1s valid. Specifically:
(i) r(mﬁ}ﬁ?) is a prime of 443 bits;
(ii) p(wl(ﬁfév?)) is a prime of 492 bits;
(iii) logy(p*") = 13264.9 > 12871, satisfying the SexTNFS resistance bound of [1, [9];

(iv) 292 = (mod 3);

(v) The Hamming weight of xl(é%?) 18 5, the same as that of acgf)
Proof. sage: x_new2 = 2724 + 2723 + 2720 + 2711 + 1
sage: r(x_new2).is_prime(), p(x_new2).is_prime()
(True, True)
sage: r(x_new2).nbits(), p(x_new2).nbits()
(443, 492)
sage: 27 * p(x_new2).nbits()
13284
sage: x_new2 % 3
1
sage: bin(x_new2).count(’1’)
5

O

Table [I] summarises the erroneous and corrected parameter sets, together with their primality
status and security properties.



Table 1: Erroneous and corrected BLS27 seeds. “X” denotes composite and “v” denotes prime.

Security Level Seed z nbits(r) nbits(p) logy(p?’) r prime p prime HW

956-bit 251 4242 4 228 4 29 41 (original) 917 1019 27498.7 X v 5
251 1239 4 233 4 225 4 26 1 1 (corrected) 917 1019 274974 v v 6

192-bit 225 4 217 4 21 4 24 41 (original) 449 499  13460.6 X X 5
224 4223 4 220 4 211 4 1 (corrected) 443 492 13264.9 v v 5

2 Costs using our new parameters

By analysing the present paper, we deduce the generic formulas for computing the costs of the
Miller loop and the final exponentiation of the optimal Ate pairing on the BLS27 curves for a
given seed. Let
z=2"4...+2°

where n is the highest exponent in the binary representation of x, and let h denote the Hamming
weight of z, i.e. the number of non-zero bits in its binary expansion. We assume that the seed
has no negative signed digits and that its least significant bit is 1, so that x — 1 also has no
negative digits and its Hamming weight is A — 1. These assumptions are satisfied by the two
seeds considered below.

2.1 Generic formulas

The original paper assumes that the addition step and the doubling step share the same cost.
For this reason, each doubling or addition step is referred to as a Miller step, and its cost is
given by:

Cstep = 9M1 + Ig + 259 + 3 M.

The Miller loop consists of n doubling steps and h — 1 addition steps, giving
(n4+h —1) Cstep
for the step part. The f-updates contribute
(n—1)S97 + (n 4+ h — 3) May.

Therefore, the total Miller-loop cost is

Cyiller(nyh) = (n+h—DIg+9(n+h —1)My +2(n+ h —1)Sy

+3(n+h—1)Mg+ (n—1)Se7 + (n + h — 3) Maz.

By deducing from the original paper, the final exponentiation costs

Iy + 2(71527 + (h — 2)MQ7) + 17(71527 + (h — 1)M27) + 11Mo7 + 21

#3(p9)

together with the Frobenius maps p, p?, p3, p*, p°, p%, p", p%, 2p°. The term 2[G¢3 ) arises from
the two exponentiations by x — 1 in the cyclotomic subgroup during the computation of the hard
part of the final exponentiation. We however remark that for both their seeds and ours, the least
significant bit is 1 and there are no negative digits. Hence z — 1 remains free of negative digits
and no cyclotomic inversion is needed. Therefore, the corrected final exponentiation formula for
this type of seed must not include the term 2IG¢3(p9)' Thus, for seeds with least significant bit
1 and no negative digits, the final exponentiation cost is

Cﬁna](n, h) = Iy7 + 19n So7 + (19h — 10)M27 + 228 M7, (9)

where 228 M7 is the total cost of the Frobenius maps, based on Table 2 in the original paper.



2.2 Application to 220

In this section, we use the arithmetic operations costs given in Table 2 in the original paper.
Consider the seed
2(256) _ 951 | 939 | 933 | 925 | 96 4 |

new

Here n = 51 and h = 6, so there are 51 doubling steps and 5 addition steps.

Miller loop. Substituting n = 51 and h = 6 into ({8]), we obtain

Omitter (51,6) = (51 +6 — 1)Ig +9(51 +6 — 1) M1 +2(51 +6 — 1)Sg + 3(51 + 6 — 1) My
+ (51 — 1)Sa7 + (51 4+ 6 — 3) Moy
=56lg+9-56 M1 +2-56S9+ 356 Mg + 50527 + 54 Ma7
= 5619 + 504 M, + 11259 4+ 168 My + 50527 + 54 Moy.
=561 + 21744 M, + 97225].

Final exponentiation. Substituting n =51 and A = 6 into @, we obtain

China1(51,6) = Io7 + 19 - 51 So7 + (19 - 6 — 10) Ma7 + 228 M,
= Io7 + 969527 + (114 — 10) Moy + 228 M,
= Io7 + 969527 + 104 Ma7 + 228M;
= I; +23079M; + 1211875;.

2.3 Application to 4.5

Consider the seed
2(192) _ 924 | 923 | 920 | oll | |

new

Here n = 24 and h = 5, so there are 24 doubling steps and 4 addition steps.

Miller loop. Substituting n = 24 and h = 5 into ({§]), we obtain

Chilier(24,5) = (24 + 5 — 1)Ig + 9(24 +5 — 1)M; + 2(24 +5 — 1)Sg + 3(24 + 5 — 1) My
+ (24— 1)Sor + (24 +5 — 3) Moy
— 2819 +9 - 28 M) + 2 - 28 Sg + 3 - 28 My + 23597 + 26 Moy
— 281 + 252M, + 5659 + 84 My + 23527 + 26 Moy
— 281 + 10656M, + 46115,

Final exponentiation. Substituting n = 24 and A =5 into @D, we obtain

China1(24,5) = In7 +19 - 24 So7 + (19 -5 — 10) Moy + 228M;
= Iy7 + 456597 + (95 — 10) Ma7 + 228 M,
= Iy7 + 456597 + 85May + 228 M,
= I + 18975M; + 570625

We summarise the costs of the Miller loop and the final exponentiation of the optimal Ate
pairing on BLS27 curve in Table [2| and give the costs reported in the original paper.



3

Table 2: Corrected costs for the BLS27 optimal ate pairing.

Level Miller loop Final exponentiation

Original [5] (invalid) 5517 + 21348M; + 966057 I +19191M; + 1223375,

]
Corrected (z(230))  56I, + 21744M; + 97225, I + 23079M; + 1211875,
]
(

256-bit

Original [5] (invalid) 2917 +11052M; +479851 I +19191M; + 595875

192-bit (192)
she)) 28I +10656M, + 46115, I, + 18975M; + 570625,

Corrected

conclusion

In this paper, we replaced the seeds associated with the parameters p and r of the BLS27 curve
presented in [5], which do not yield prime values of p and r, with seeds that ensure this primality.
We also observed that for seeds containing no negative digits and having a least significant bit
equal to 1, the final exponentiation formula involves no cyclotomic inversion.
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