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Abstract
Threshold signatures enable a set of n parties to jointly generate signatures under a single

public key such that any subset of at least t + 1 parties can produce a valid signature, whereas
any coalition of at most t parties cannot. They constitute a fundamental primitive for dis-
tributed trust and are widely deployed in systems such as certification authorities, blockchains,
and multiparty wallets. Modern applications require strong security guarantees under realistic
adversarial models, including resistance to adaptive corruptions, tight security reductions, and
low interaction complexity—most notably, a minimal number of communication rounds. Recent
progress has produced threshold signature schemes in pairing-free groups that achieve tight and
adaptive security with three rounds of interaction. This leaves open the central question of
whether one can simultaneously achieve tight security, adaptive security, and two-round signing
under a standard, non-interactive hardness assumption.

In this work, we resolve this question by presenting TZAR, the first two-round threshold signa-
ture scheme that is tightly and adaptively secure under the standard decisional Diffie-Hellman
(DDH) assumption in pairing-free cyclic groups. Our construction achieves full adaptive security
against up to t < n corruptions and admits a tight security reduction with only constant-factor
loss. Consequently, TZAR provides strong provable security guarantees and minimizes interaction
by requiring only two signing rounds, an important advantage for latency-sensitive distributed
environments.

Keywords. Threshold Signatures, Tight Security, Adaptive Security, Pairing-Free Groups

1 Introduction
Threshold signatures [Des88, DF89] allow a set of n parties to jointly generate signatures under
a single public key such that any subset of at least t + 1 parties can produce a valid signature,
whereas any coalition of at most t parties cannot. Threshold signatures constitute a fundamental
primitive for distributed trust. By eliminating single points of failure and compromise, they play
a central role in the security of distributed systems, including certification authorities, secure key
management services, blockchains, consensus protocols, and multiparty wallets. In these settings,
threshold signatures enhance security by preventing key exposure even in the presence of corrupted
parties and enable signing without reliance on a single trusted entity. Beyond correctness, modern
applications require strong security guarantees under realistic adversarial models. In particular,
adaptive security, where the adversary may corrupt parties dynamically during protocol execution,
and tight security reductions, in which the security loss is small and independent of the number of
participants, are both highly desirable. At the same time, minimizing interaction—most notably,
the number of communication rounds—is crucial for efficiency and practical deployability in latency-
sensitive distributed environments.
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Recent progress has led to threshold signature schemes with strong security guarantees. In
particular, recent works [Che25a,BW26] present threshold signature schemes over pairing-free cyclic
groups that achieve tight and adaptive security; however, this comes at the cost of a three-round
signing protocol. On the other hand, a more recent work by Bacho and Chen [BC26] presents tightly
secure two-round threshold signatures with only static security.1 This leaves open the following
central question, raised by Bacho and Chen [BC26]:

Is it possible to construct a tightly and adaptively secure two-round threshold signature scheme
based on a non-interactive and well-studied assumption?

1.1 Our Contributions
We resolve this question by presenting TZAR, a novel two-round threshold signature scheme. TZAR is
the first threshold signature scheme to simultaneously achieve the following properties:
• Tight Reduction. We prove security via a tight reduction to the standard decisional Diffie-

Hellman (DDH) assumption in pairing-free cyclic groups.
• Adaptive Security. The scheme achieves full adaptive security against up to t < n corruptions.
• Two-Round Signing. The signing protocol requires only two rounds of communication.

For a comparison with existing threshold signature schemes, see Table 1. We emphasize that our
construction does not rely on secure erasure or heavy cryptographic tools. Finally, we note that
TZAR is the first tightly and adaptively secure threshold signature scheme based solely on standard,
non-interactive assumptions. Additional related work is discussed in Appendix A.

2 Technical Overview
In this section, we give an overview of our techniques.

2.1 A Recap on Dazzle
We recall Dazzle [Che25a], a recent two-round threshold signature scheme that achieves full adaptive
security, albeit with a non-tight reduction. Its base construction is a threshold variant of the Chaum–
Pedersen signature scheme [CP93]. Let G be a cyclic group of prime order p with generator g.
The Chaum–Pedersen signature scheme has public key X = gx, where the secret key is x ← Zp.
A Chaum–Pedersen signature on a message m consists of the BLS-style signature element U =
ux [BLS01], where u = Hu(m), together with a Chaum–Pedersen proof that U is well formed with
respect to X, i.e., that logg X = logu U . The proof is a pair (c, z) satisfying Hc(X, R1, R2, U, m) = c,
R1 = gzX−c, and R2 = uzU−c.

To turn the Chaum–Pedersen signature scheme into a threshold scheme for n users with threshold
t, the secret key x is Shamir-shared [Sha79] as {xi}i∈[n]. For any authorized set S ⊆ [n] with
|S| = t + 1, the secret key can be reconstructed as x =

∑
i∈S λS,ixi, where λS,i denotes the

corresponding Lagrange coefficient. A signer set S then generates a Chaum–Pedersen threshold
signature via the following two-round protocol:

• In the first round, each signer i ∈ S samples ri ← Zp, sets u := Hu(m), and computes
Ui := uλS,ixi , R1,i := gri , and R2,i := uri . It then multicasts (i.e., sends to all parties)
(Ui, R1,i, R2,i) as its first-round message.

• In the second round, each signer i ∈ S computes U :=
∏

j∈S Uj , R1 :=
∏

j∈S R1,j , and
R2 :=

∏
j∈S R2,j . It then derives the challenge c := Hc(X, R1, R2, U, m) and computes its

response share zi := ri + cλS,ixi. It then multicasts zi as its second-round message.
1We note that their techniques crucially rely on corruptions being static and do not extend to the adaptive setting.

For a discussion of this point, we refer to Section 2.4 (“Open Questions”) of their paper.
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Scheme Rounds Assumption Security loss Adaptive AGM Signature

Crackle [KRT24] 5 DLOG Θ(q3/ε) ! % 2⟨Zp⟩
Glacius [BDLR25b] 5 DDH Θ(q/ε) ! % 2⟨Zp⟩
Classic-S [Mak22] 3 DLOG Θ(q/ε) % % 2⟨Zp⟩
Zero-S [Mak22] 3 DLOG Θ(q/ε) ! % 2⟨Zp⟩
Sparkle [CKM23] 3 DLOG Θ(q/ε) % % 2⟨Zp⟩
Sparkle [CKM23] 3 AOMDL Θ(q/ε) (!) % 2⟨Zp⟩
Sparkle [CKM23] 3 AOMDL, LDVR Θ(1) ! ! 2⟨Zp⟩
Gargos [BDLR25a] 3 DDH Θ(q/ε) ! % 2⟨Zp⟩
FROST-Mask [Che25b] 3 AOMDL Θ(q/ε) ! % 2⟨Zp⟩
Rackle [NRT25] 3 DLOG Θ(q3/ε) ! % 2⟨Zp⟩
Twinkle [BLT+24] 3 DDH Θ(q) ! % 2⟨G⟩+ 3⟨Zp⟩

FROST [KG20] 2 AOMDL Θ(q/ε) % % 2⟨Zp⟩
FROST [CKK+25] 2 AOMDL Θ(q/ε) (!) % 2⟨Zp⟩
FROST [CKK+25] 2 AOMDL, LDVR Θ(1) ! ! 2⟨Zp⟩
ms-FROST [BCL+25] 2 AOMDL Θ(1) ! ! 2⟨Zp⟩
FaFROST [BGC+25] 2 AOMDL Θ(1) ! ! 2⟨Zp⟩
GCRS [GCRS25] 2 DDH Θ(q/ε) ! % 2⟨Zp⟩
HBTS-Mask [Che25b] 2 DLOG Θ(q3/ε) ! % 1⟨G⟩+ 2⟨Zp⟩
TZ [TZ23] 2 DLOG Θ(q/ε) % % 3⟨Zp⟩
Dazzle [Che25a] 2 DDH Θ(q) ! % 1⟨G⟩+ 3⟨Zp⟩

Dazzle-T [Che25a] 3 DDH Θ(1) ! % 1⟨G⟩+ 3⟨Zp⟩
Twinkle-T [BW26] 3 DDH Θ(1) ! % 2⟨G⟩+ 4⟨Zp⟩
Earpicks-TS [BC26] 2 DDH Θ(1) % % 3⟨Zp⟩+ 1

TZAR (ours) 2 DDH Θ(1) ! % 1⟨G⟩+ 7⟨Zp⟩

Table 1: Comparison of threshold signature schemes over pairing-free cyclic groups. We consider
number of signing rounds, computational hardness assumption, security loss of the reduction (for
an adversary with advantage ε against the scheme, making at most q random oracle and signing
queries), adaptive security proof, reliance on the algebraic group model (AGM) [FKL18], and size
of signatures. We do not consider schemes executing DKG-type protocols over broadcast channels
during signing. We denote by ⟨G⟩ and ⟨Zp⟩ the sizes of a group element and a scalar field element,
respectively, and by λ the security parameter. Additional notes: (!) in column “Adaptive” means
the security proof assumes t/2 adaptive corruptions. Furthermore, Zero-S [Mak22] relies on erasures
for adaptive security, and GCRS [GCRS25] uses Bulletproof-type NIZK proofs.

• Finally, the response shares are aggregated as z :=
∑

j∈S zj . The signature is output as
(U, c, z).

Security. We first recall the security proof of the Chaum–Pedersen signature scheme under the
CDH assumption. Given group parameters (G, p, g), an element h ← G, and A = ga for a ← Zp,
the CDH problem is to compute ha. The security reduction sets the public key as X := A and
must simulate the security game without knowing the corresponding secret key x = a. To do so, it
partitions the message space into two sets:

• For messages m in the “signing partition”, the reduction programs u = Hu(m) as u = gb
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for b ← Zp. The reduction expects the adversary to request signatures only on messages in
this partition. It can then simulate a signature by setting U = Xb and using the standard
honest-verifier zero-knowledge (HVZK) simulator to generate the proof (c, z).

• For messages m in the “forgery partition”, the reduction programs u = Hu(m) as u = hgb

for b ← Zp. The reduction expects the adversary to output a valid forgery (U∗, c∗, z∗) on
some message m∗ in this partition. By soundness of the non-interactive proof, U∗ is a valid
BLS signature under X, namely U∗ = ux

∗ , where u∗ = Hu(m∗) = hgb∗ for known b∗. Since
X = gx, the reduction outputs U∗/Xb∗ = (hgb∗)x/(gx)b∗ = hx = ha, which solves the given
CDH instance.

The adaptive security of Dazzle relies on the algebraic one-more computational Diffie–Hellman
(AOMCDH) assumption. Given group parameters (G, p, g), an element h ← G, and challenge ele-
ments A1 = ga1 , . . . , Aq = gaq , the AOMCDH problem is to compute ha1 , . . . , haq using at most q−1
queries to a discrete-logarithm oracle DLog. On input an algebraic representation (β1, . . . , βq) ∈ Zq

p

of an element A =
∏

i∈[q] Aβi

i , the oracle returns the discrete logarithm of the input element
DLog(A) =

∑
i∈[q] βiai. The DLog oracle is used in two crucial steps of the adaptive-security

reduction:
• Signing queries. The HVZK simulator cannot be applied directly in the two-round signing

protocol. Instead, the reduction simulates signing with the help of DLog. For each signing
query, it embeds a challenge element in each commitment R1,i and uses the signing trapdoor
b to compute R2,i := Rb

1,i. In the second round, after the challenge c is fixed, the reduction
queries DLog to obtain zi := DLog(R1,iX

c
i ).

• Corruption queries. The reduction embeds challenge elements in the public key shares and
uses DLog to answer adaptive corruption queries, which require revealing the secret key shares
of an arbitrary set of up to t signers. Specifically, it embeds t + 1 challenge elements in the
public key and its shares. Upon a corruption query, it queries DLog to recover the requested
secret key share.

DDH-Based Schemes. The authors further transform the above AOMCDH-based variant of Dazzle
into a DDH-based one using the technique of Twinkle [BLT+24].2 At a high level, this transformation
proceeds as follows.

• First, the scheme is abstracted in terms of tagged linear functions. Exponentiation with base
g is viewed as the function Fg(x) = gx, while exponentiation with base u is viewed as the
function F′

u(x) = ux.
• Security is then based on “Algebraic Translation Resistance”, which can be viewed as an ana-

logue of AOMCDH for tagged linear functions. Given a tag g for F, a tag u for F′, and challenge
images Fg(a1), . . . , Fg(aq), the task is to compute the corresponding images F′

u(a1), . . . , F′
u(aq)

using at most q − 1 queries to an Fg-preimage oracle.
• Finally, the linear functions are replaced by more complex ones. Namely, F is replaced by

F(g,ĝ,h,ĥ)(x, x̂) = (gxĝx̂, hxĥx̂), and F′ is replaced by F′
(u,û)(x, x̂) = uxûx̂. Algebraic Translation

Resistance for these functions tightly reduces to the DDH assumption.
In this overview, we focus on the AOMCDH-based schemes. In the main body, we directly present

our DDH-based construction.

Looseness of Security Reductions. Dazzle incurs a security loss of Θ(qs), where qs denotes the
number of signing queries. This loss stems from the partitioning proof technique [Cor00], inherited
from the CDH-based proof for Chaum–Pedersen signatures.

Dazzle-T [Che25a], a three-round threshold signature scheme with a tight security reduction
proposed in the same work, avoids this loss by replacing the underlying one-party scheme with the

2Both Dazzle and Twinkle have a more efficient variant based on AOMCDH and a slightly less efficient variant based
on DDH.
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Chevallier–Mames signature scheme [Che05], a variant of Chaum–Pedersen in which u is computed
as Hu(R1, m) rather than as Hu(m). Here, the generation of R1 is independent of u. However,
thresholdizing the Chevallier–Mames scheme requires three rounds: the signers must first exchange
the commitments R1,i in order to compute R1 and hence derive u, after which they can compute Ui

and R2,i.

2.2 Our Construction
We begin with the observation that the Chaum–Pedersen signature scheme admits a tight security
reduction to the AOMCDH assumption. The reduction sets the public key to X := h and embeds
the challenge elements in the responses to Hu queries. Specifically, for each distinct query Hu(m),
the reduction programs the random oracle to return the next unused challenge element Ai. When
asked to sign such a message m, it queries DLog(Ai) to obtain the corresponding signing trapdoor
ai. It then computes the BLS element U := Xai = Ax

i and uses the HVZK simulator to generate
the accompanying Chaum–Pedersen proof.

The reduction is tight because it avoids the standard guessing or partitioning step at the time of
the Hu(m) query. Instead, access to the DLog oracle enables partitioning on the fly: the reduction
need not decide in advance whether a queried message will later be signed or forged.

However, proving adaptive security for the threshold variant introduces additional complications.
In the above reduction, the embedding positions of the second base h and the challenge elements
are swapped. Recall that in the proof for Dazzle, the AOMCDH challenge elements ga1 , . . . , gaq are
embedded in the public key shares and commitments R1,i, while h is embedded in the Hu outputs.
The DLog oracle can handle signing and corruption queries, as they only require the discrete
logarithms of linear combinations of public key shares and R1,i. On the contrary, to use DLog
oracle to obtain signing trapdoors, here the AOMCDH challenge elements have to be embedded to
Hu outputs. Consequently, h is embedded to the main public key to make U constitute a CDH
solution. This makes it unclear how to program the public key shares and commitments R1,i such
that signing and corruption queries can be handled by DLog, which only accepts linear combinations
of the challenge elements. Thus, to obtain a tight reduction under adaptive corruptions, we must
modify the scheme so that the reduction can operate within these restrictions.

Step 1: Homomorphic Dual-Mode Commitments. We first disregard adaptive corruption
queries and focus on static security. Recall that, in the proof of Dazzle, the reduction relies on the
DLog oracle to simulate the two-round signing protocol. In the absence of this oracle, we instead
employ homomorphic dual-mode commitments [BCJ08, PW23] to recover the HVZK simulation
strategy.

Such commitments admit two modes for generating the commitment key ck. In the hiding mode,
ck is generated together with a weak equivocation trapdoor D. In the binding mode, commitments
are statistically binding. In pairing-free groups, known dual-mode commitments provide only weak
equivocation: a commitment to an element R′ ∈ G can be opened, using the trapdoor, to an
arbitrary shift R = R′ · Xβ , where X is embedded in ck and the shift β ∈ Zp may be determined
only after the commitment is generated, for example from the challenge c. As a first step toward
the final construction, we use such a homomorphic dual-mode commitment to modify the threshold
signature scheme as follows.

• Setup. The public parameters additionally include a commitment key ck for the homomorphic
dual-mode commitment scheme.

• Signing protocol.
– In the first round, instead of sending (R1,i, R2,i) in the clear, each signer multicasts a

commitment comi to (R1,i, R2,i) under ck.
– In the second round, the signers aggregate the commitments as com :=

⊗
j∈S comj . By

homomorphism, com is a commitment to (R1, R2) :=
∏

j∈S(R1,j , R2,j). The challenge is
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then computed as c := Hc(pk, com, U, m). In addition to zi, each signer multicasts the
randomness ρi used to generate comi, i.e., the opening information for its commitment.

– In the final signature, the proof of validity of the BLS signature additionally includes
the aggregated commitment randomness ρ :=

∑
i∈S ρi. By homomorphism, ρ is a valid

opening of the aggregated commitment com.
• Signature verification. To verify a signature (U, c, z, ρ), the verifier first recomputes R1 and R2

from (c, z). It then recomputes the commitment com from (R1, R2) and ρ, and checks whether
c = Hc(pk, com, U, m).

We note that homomorphic dual-mode commitments have been used in several two-round multi-
signature schemes [PW23,BW25,BC26], including all known tightly secure constructions. However,
these constructions derive the commitment key from the message m to be signed, e.g., as ck := H(m)
for a random oracle H. Crucially, their security proofs still rely on partitioning the message space
into signing and forgery regions, possibly after applying the Katz–Wang technique [KW03,GJKW07]
to obtain the extended message spaces 0∥m and 1∥m. The commitment key is then generated in
hiding mode for the signing region and in binding mode for the forgery region. In Supp. Mat. A.1, we
explain in detail why these approaches fail to extend to the adaptive threshold setting. In particular,
using homomorphic dual-mode commitments in our setting requires a different proof strategy. For
the scheme described above, our proof strategy proceeds as follows.

Proving Security. The security proof proceeds via a sequence of hybrid games. First, we switch the
commitment key ck to binding mode. In this mode, every commitment com has a unique opening to
some (R1, R2). Moreover, the non-interactive proof remains statistically sound even though (R1, R2)
are committed rather than sent in the clear. Hence, any valid signature must satisfy U = ux = Xa,
where u = ga. We can therefore move to a game that, at the end, checks the forged signature by
testing whether U∗ = Xa∗ , where the signing trapdoor a is known for every message m, including
a∗ for the forgery message m∗. This replaces explicit verification of the forged signature.

Then, we switch ck to hiding/equivocable mode. In this mode, the game knows a trapdoor D
that allows it to (weakly) equivocate commitments. Hence, in the signing oracle, the game can defer
the choice of (R1,i, R2,i) until the second round, thereby enabling HVZK simulation. Specifically,
once the challenge c is fixed, the game samples zi ← Zp and sets R1,i := gziX−c

i , R2,i := uziU−c
i .

It then uses D to equivocate comi to (R1,i, R2,i). Thus, signing queries can be answered using only
the signing trapdoor a such that u = ga, together with the commitment trapdoor, and without
knowing the secret key share xi. Note that this strategy is compatible with weak equivocation: the
game samples zi and initially commits to (gzi , uzi) in the first round. In the second round, once
c is known, it equivocates the commitment by the shift (X−c

i , U−c
i ) = (X−c

i , X−ac
i ), where Xi is

embedded in ck.
There remains a gap in the above proof strategy: only one public key share Xi is embedded in

ck, which allows the reduction to simulate signing for signer i; however, in the threshold setting,
there may be multiple honest signers, each with a different public key share. A natural idea would
be to use separate commitment keys ck1, . . . , ckn, with Xi embedded in cki. This does not work,
since the known dual-mode commitments are homomorphic only under a common commitment key
ck; moreover, we want the final threshold signature size to remain independent of n. Embedding the
joint public key X = pk into ck is more promising, since it avoids committing in advance to which
signer will be simulated. Indeed, in the static-corruption setting, this already suffices: since the set
of honest signers is fixed in advance, the reduction can derive consistent signature shares from the
final threshold signature using interpolation.

Under adaptive corruptions, however, the above approach breaks down, since the adversary may
later request the secret key shares and internal randomness underlying the simulated shares. Of
course, we also have to consider the central challenge in the adaptive setting: how the reduction
answers corruption queries.
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Step 2: One-Time Masking to the Rescue. We now show how the above obstacles in the
adaptive-corruption setting can be addressed simultaneously using the masking technique [KRT24],
a tool used in many recent works on adaptively secure threshold signatures. In the original masking
technique, parties use one-time shares {∆i}i of zero to mask their signature shares. Consequently,
the signing oracle leaks no information to the adversary until a signing session is completed consis-
tently by all honest signers. At that point, the adversary receives only the final threshold signature,
but never any valid individual signature shares. Thus, each secret key share xi remains perfectly
hidden until it is revealed by a corruption query. In particular, the adversary never observes the
public key shares {Xi = gxi}i∈[n]; i.e., there are no individual public key shares Xi anymore. The
reduction can therefore answer each corruption query by sampling the corresponding secret key share
uniformly as xi ← Zp.

We use masking in two places. First, we mask the parties’ signature shares Ui and zi. Second, we
mask the individual opening randomness values ρi. The latter prevents the adversary from seeing
openings of the individual commitments before an adaptive corruption occurs; instead, it only sees
an opening of the aggregated commitment com =

⊗
i∈S comi. Since the joint public key pk is

embedded in ck, this aggregated commitment can be equivocated using the known trapdoor.
Specifically, the key generation algorithm additionally generates symmetric keys {seedi,j}i,j∈[n].

For each user i ∈ [n], the secret key share xi is augmented with {(seedi,j , seedj,i)}j∈[n]. In the first
round, signer i masks its signature share uλS,ixi using a mask ∆i,1 ∈ G derived from (seedi,S, m, 1),
and computes Ui := uλS,ixi∆i,1.3 In the second round, signer i masks its response share ri + cλS,ixi

using a mask ∆i,2 ∈ Zp derived from (seedi,S, m,M1, 2), where M1 denotes the set of first-round
protocol messages. It also masks its commitment randomness ρi using a mask ∆i,3 ∈ Zp derived
analogously from (seedi,S, m,M1, 3). If all masks are derived from consistent values of (S, m,M1),
then

∏
i∈S ∆i,1 = 1G and

∑
i∈S ∆i,2 =

∑
i∈S ∆i,3 = 0. We stress that the masks must be one-time:

reusing the same mask for two different values may leak information, such as their difference. Since
the first-round transcript M1 has high entropy, the second-round masks ∆i,2, ∆i,3 derived from
(S, m,M1) are one-time. For the first round, the crucial observation is that uλS,ixi is uniquely
determined by (S, m). Thus, masking it with ∆i,1, which is itself derived only from (S, m), is
sufficient. In contrast, the commitment comi is randomized and therefore should not be masked
using a mask determined only by (S, m). Nevertheless, the reduction can handle corruptions even
when comi is sent in the clear.

Conclusion. Finally, extending our techniques to the DDH-based scheme introduces several addi-
tional technical challenges, which we do not discuss here. While the preceding discussion gives an
intuitive overview of our proof, the full security proof (cf. Section 4.3) is considerably more deli-
cate: it proceeds through a careful sequence of 24 hybrid games, organized into three lemmas for
modularity. We also note that dual-mode commitments in pairing-free groups have previously been
used only for linear functions of the form x 7→ gx or x 7→ (g, h)x. In contrast, our setting requires
handling linear functions of the form (x, y) 7→ gxhy.

Although our signatures are twice as large as those of Dazzle, the best known fully adaptive
two-round threshold signature scheme, Dazzle does not achieve a tight security reduction. Our
work shows that tight adaptive security can be achieved in two rounds, thereby reducing the round
complexity of prior tightly secure adaptively secure threshold signatures by one round. Design-
ing tight two-round multi-party signing protocols is highly challenging, especially against adaptive
corruptions. Indeed, Chopsticks [PW23] and T-Spoon [BW25] were the first tight two-round multi-
signature schemes of their kind, without and with key aggregation, respectively: Chopsticks has
signatures of 14 field/group elements, while T-Spoon has signatures of 11 field/group elements.
Nevertheless, these works initiated a line of improvements, eventually yielding signatures with only

3For technical reasons, the masking terms applied to the shares uλS,ixi must themselves be group elements in
G. By abuse of terminology, we also call them zero-sharing masks, although they aggregate multiplicatively to the
identity element 1G ∈ G (or simply 1) rather than additively to the field element 0 ∈ Zp.
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3–4 elements [BC26]. We believe that our work will similarly serve as a starting point for further
improvements.

3 Preliminaries
Let λ denote the security parameter. For a finite set S, we write s← S to denote that s is sampled
uniformly at random from S, and we use |S| to denote the size of S. For a positive integer n ∈ N,
we write [n] to denote the ordered set {1, . . . , n}. Moreover, “:=” denotes deterministic assignment.
Unless explicitly stated otherwise, all algorithms are assumed to be probabilistic and are written in
uppercase serif font.

Shamir Secret Sharing. Shamir’s secret sharing scheme [Sha79] embeds a secret s ∈ Zp as the
constant term of a random polynomial f(X) = s + a1X + · · ·+ atX

t ∈ Zp[X], where the coefficients
a1, . . . , at ← Zp are sampled uniformly at random. The i-th share of the secret is defined as si := f(i).
Any t + 1 distinct shares suffice to recover the polynomial (and hence the secret s) using Lagrange
interpolation. For our construction, we denote by Shamir(n, t, s) the algorithm that outputs the n
Shamir shares s1, . . . , sn of s using a degree-t polynomial. Further, for any index i ∈ [n] and any
subset S ⊆ [n] of size t + 1 with i /∈ S, the value si = f(i) can be computed from the shares {sj}j∈S
as the linear combination si =

∑
j∈S λi,S,j · sj , where the Lagrange coefficient λi,S,j ∈ Zp is given

by λi,S,j =
∏

k∈S, k ̸=j(i − k)/(j − k). When i = 0, we write the Lagrange coefficient in short as
λS,j := λ0,S,j .

3.1 Computational Assumptions
Let GrGen be a group generation algorithm that, on input the security parameter 1λ, outputs group
parameters (G, p, g), where G is a cyclic group of prime order p and g ∈ G is a generator of G. Our
construction relies on the DDH assumption. For technical convenience, we also consider the closely
related uDDH4 and mDDH4 assumptions, both of which are tightly implied by DDH [EHK+13,
PW23,BCP02]. We formally define these assumptions below.

Definition 1 (DDH Assumption). The DDH problem is said to be (τ, ε)-hard for the group gener-
ation algorithm GrGen if, for all λ ∈ N and all algorithms A running in time at most τ , we have

|Pr
[
A(G, p, g, h, ga, ha) = 1 | (G, p, g)← GrGen(1λ), h← G, a← Zp

]
− Pr

[
A(G, p, g, h, ĝ, ĥ) = 1 | (G, p, g)← GrGen(1λ), h, ĝ, ĥ← G

]
| ≤ ε.

Definition 2 (uDDH4 Assumption). The uDDH4 problem is said to be (τ, ε)-hard for the group
generation algorithm GrGen if, for all λ ∈ N and all algorithms A running in time at most τ , we have

|Pr

A(G, p, g, (hi,j)i,j∈[4]) = 1

∣∣∣∣∣∣
(G, p, g)← GrGen(1λ),
a, b, c← Zp, h1,1, h2,1, h3,1, h4,1 ← G,
∀i ∈ [4] : hi,2 := ha

i,1, hi,3 := hb
i,1, hi,4 := hc

i,1


− Pr

[
A(G, p, g, (hi,j)i,j∈[4]) = 1

∣∣∣∣ (G, p, g)← GrGen(1λ),
∀(i, j) ∈ [4]× [4] : hi,j ← G

]
| ≤ ε.

Definition 3 (mDDH4 Assumption). The mDDH4 problem is (τ, ε)-hard for the group generation
algorithm GrGen if, for all λ ∈ N and all algorithms A running in time at most τ , we have

|Pr
[
A(G, p, g, h, (gai , hai)i∈[4]) = 1

∣∣∣∣ (G, p, g)← GrGen(1λ),
h← G, a1, . . . , a4 ← Zp

]
− Pr

[
A(G, p, g, h, (ĝi, ĥi)i∈[4]) = 1

∣∣∣∣ (G, p, g)← GrGen(1λ),
h, ĝ1, ĥ1, . . . , ĝ4, ĥ4 ← G

]
| ≤ ε.
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3.2 Two-Round Threshold Signatures
We define the syntax and security of (two-round) threshold signatures in the trusted key generation
model, which is standard in the recent threshold signature literature [BLT+24,KRT24].

Syntax. A (t, n)-threshold signature scheme is a tuple of algorithms TS = (Setup, KGen, Sign, Ver)
defined as follows. The setup algorithm Setup outputs system parameters par, and the key generation
algorithm KGen outputs a public key pk together with secret key shares sk1, . . . , skn. The signing
protocol Sign is further decomposed into three algorithms (Sign1, Sign2, Comb). Informally, each al-
gorithm Signj specifies how a signer locally computes its protocol message msgj+1 for the subsequent
round and updates its internal state. The combine algorithm Comb then converts the transcript of
all protocol messages into a single signature σ, which can be verified using the verification algorithm
Ver under the public key pk.

Completeness of the scheme requires that, for all parameters, keys, and messages, any signing
protocol execution among (at least) t + 1 honestly behaving parties outputs a signature σ for which
Ver(pk, m, σ) = 1. We model completeness using the algorithm TSJointSign in Figure 1.

Definition 4 (Two-Round Threshold Signature Schemes). A two-round threshold signature scheme
TS consists of the following algorithms:

• Setup(1λ) → par: On input the security parameter 1λ, the setup algorithm Setup outputs
global parameters par. All algorithms related to TS implicitly take par as input.

• KGen(n, t)→ (pk, {ski}i∈[n]): On inputs a number of user n and a threshold t, the key gener-
ation algorithm KGen outputs a public key pk and n secret key shares {ski}i∈[n].

• The signing protocol consists of three algorithms:
– Sign1(pk,S, m, i, ski) → (sti, msg1,i): On inputs a public key pk, a set of signer indices
S ⊆ [n], a message m, a signer index i, a secret key share ski, the first-round signing
algorithm Sign1 outputs a state sti and a first-round protocol message msg1,i.

– Sign2(sti, ski,M1) → msg2: On inputs a state sti, a secret key share ski, and a set of
first-round protocol messages M1, the second-round signing algorithm Sign2 outputs a
second-round protocol message msg2,i.

– Comb(pk,S, m,M1,M2)→ σ: On inputs a public key pk, a set of signer indices S ⊆ [n], a
message m, a set of first-round protocol messagesM1, and a set of second-round protocol
messages M2, the combining algorithm outputs a signature σ.

• Ver(pk, m, σ) → 0/1: On inputs a public key pk, a message m, and a signature σ, the deter-
ministic verification algorithm Ver outputs 0 (reject) or 1 (accept).

For completeness, we require that for all λ ∈ N, all par ∈ Setup(1λ), all t < n ∈ poly(λ), all
(pk, {ski}i∈[n]) ∈ KGen(n, t), all subsets S ⊆ [n] with |S| ≥ t + 1, and all messages m, we have

Pr[Ver(pk, µ, σ) = 1 : σ ← TSJointSign(pk,S, m, {ski}i∈S)] = 1,

where the algorithm TSJointSign, modeling an honest execution of TS, is defined in Figure 1.

Security. We define the security of two-round threshold signature schemes via the security game
TSUF described in Figure 2. We now give an informal description of this game. The adversary A
is given the system parameters par and the global public key pk as input. At any point during the
game, A may corrupt an honest party i by querying the oracle Corr(i), for up to t distinct parties in
total. Upon corruption, the adversary obtains party i’s secret key ski as well as all the randomness
that party i has used in signing sessions, including both ongoing and completed sessions. This allows
the adversary to recover the entire computational history of every session. In particular, we stress
that we do not assume secure erasures of secret state. The adversary may also concurrently initiate
multiple signing sessions with any honest signer. In each session, A specifies an honest signer index
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Alg TSJointSign(pk,S, m, {ski}i∈S):
1: for i ∈ S do
2: (sti, msg1,i)← Sign1(pk,S, m, i, ski)
3: for i ∈ S do
4: msg2,i ← Sign2(sti, ski, {msg1,j}j∈S)
5: return σ ← Comb(pk,S, m, {msg1,j}j∈S , {msg2,j}j∈S)

Figure 1: Algorithm TSJointSign for a (two-round) threshold signature scheme TS. The algorithm
models an honest execution of the signing protocol.

Game TSUFA
TS(1λ, n, t):

1: H := [n], C := ∅, Q := ∅
2: for i ∈ [n] do
3: ctri := 0
4: par← Setup(1λ)
5: (pk, {ski}i∈[n])← KGen(n, t)
6: Sign := (Sign1, Sign2)
7: (m∗, σ∗)← ASign,Corr(par, pk)
8: if m∗ ∈ Q then
9: return 0

10: return Ver(pk, m∗, σ∗)

▷ First-round signing oracle
Oracle Sign1(S, m, i):

11: if (i /∈ S ∩H) ∨ (|S| < t + 1) then
12: return ⊥
13: ctri := ctri + 1
14: sid := ctri

15: (Si,sid, mi,sid) := (S, m)

16: (sti,sid, msg1,i,sid)← Sign1(pk,S, m, i, ski)
17: roundi,sid := 1
18: Q := Q∪ {mi,sid}
19: return msg1,i,sid

▷ Second-round signing oracle
Oracle Sign2(i, sid,M1):

20: if (i /∈ H) ∨ (roundi,sid ̸= 1) ∨ (msg1,i,sid ̸=
M1[i]) then

21: return ⊥
22: msg2,i,sid ← Sign2(sti,sid, ski,M1)
23: roundi,sid := 2
24: return msg2,i,sid

▷ Corruption oracle
Oracle Corr(i):

25: if (i /∈ H) ∨ (|C| ≥ t) then
26: return ⊥
27: C := C ∪ {i}, H := H \ {i}
28: return (ski, (sti,sid)sid∈[ctri])

Figure 2: The TSUF security game for a (two-round) threshold signature scheme TS with adversary
A.

i, a signer set S, and a message m. This interaction is formalized via two signing oracles, Sign1 and
Sign2, and we use a session identifier sid to distinguish different sessions. At the end of the game,
the adversary outputs a purported forgery (m∗, σ∗) and wins if it never initiated a signing session
for message m∗ and if σ∗ is a valid signature on m∗ under public key pk. Finally, we note that there
is no oracle for Comb, which computes a threshold signature from individual signature shares. This
is without loss of generality, since Comb uses no secret state and can be executed publicly using the
transcript produced by Sign1 and Sign2.
Remark 1. An interesting open problem is to achieve tight and adaptive security under a stronger
notion of unforgeability that allows the adversary to initiate signing sessions for the eventual forgery
message m∗.

Definition 5 (Security of Two-Round Threshold Signature Schemes). Consider the security game
TSUF defined in Figure 2. A two-round threshold signature scheme TS is said to be (qs, τ, ε)-secure
if, for all λ ∈ N, all t < n ∈ poly(λ), and all adversaries A running in time at most τ = τ(λ) and
making at most qs = qs(λ) signing queries, we have Pr[TSUFA

TS(1λ, n, t) = 1] ≤ ε = ε(λ).
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4 Our Construction
In this section, we present our construction of a two-round threshold signature scheme and provide
a security proof based on the DDH assumption.

4.1 Special Commitment
Let par := (G, p, g)← GrGen(1λ) be a prime order group description. The commitment scheme has
key space K := G4×4, message space M := G3, randomness space R := Z4

p, and commitment space
U := G4. The sets R and U are naturally equipped with component-wise group operations, denoted
+ and ⊗, respectively. We now describe the algorithms of the commitment scheme.

We do not provide a standalone formal definition or security notion for the commitment scheme.
Rather, we specify the concrete commitment scheme used in our construction and prove security of
the resulting threshold signature scheme directly in the following sections.

• BGen(par)→ ck: Sample v, v̂, w, ŵ ← G and a, b, c← Zp. Then, set

ck := A :=


A1,1 A1,2 A1,3 A1,4
A2,1 A2,2 A2,3 A2,4
A3,1 A3,2 A3,3 A3,4
A4,1 A4,2 A4,3 A4,4

 :=


v va vb vc

v̂ v̂a v̂b v̂c

w wa wb wc

ŵ ŵa ŵb ŵc

 ∈ G4×4.

• TGen(par, (X, Y ))→ (ck, td): Sample di,j ← Zp for all (i, j) ∈ [4]× [4]. Then, set

ck := A :=


gd1,1 gd1,2 gd1,3 gd1,4

Xd2,1 Xd2,2 Xd2,3 Xd2,4

Y d2,1 Y d2,2 Y d2,3 Y d2,4

Xd3,1Y d4,1 Xd3,2Y d4,2 Xd3,3Y d4,3 Xd3,4Y d4,4

 ∈ G4×4.

Further, set td := (D, (X, Y )) with

D :=


d1,1 d1,2 d1,3 d1,4
d2,1 d2,2 d2,3 d2,4
d3,1 d3,2 d3,3 d3,4
d4,1 d4,2 d4,3 d4,4

 ∈ Z4×4
p .

• Com(ck, R; ρ)→ com: Parse ρ = (α, β, γ, δ) ∈ Z4
p and R = (R1, R2, R3) ∈ G3. Then, compute

com :=


C1
C2
C3
C4

 :=


Aα

1,1 ·A
β
1,2 ·A

γ
1,3 ·Aδ

1,4
Aα

2,1 ·A
β
2,2 ·A

γ
2,3 ·Aδ

2,4 ·R1

Aα
3,1 ·A

β
3,2 ·A

γ
3,3 ·Aδ

3,4 ·R2

Aα
4,1 ·A

β
4,2 ·A

γ
4,3 ·Aδ

4,4 ·R3

 = Aρ ·


1

R1
R2
R3

 ∈ G4.

• TCom(ck, td, m; ζ) → (com, st): Parse m = (m1, m2, m3) ∈ G3 and ζ = (ζ1, ζ2, ζ3, ζ4) ∈ Z4
p.

Then, set st := (td, ζ, m) and compute4

com := (C1, C2, C3, C4)T := (gζ1 , m1 ·Xζ2 , m2 · Y ζ2 , m3 ·Xζ3Y ζ4)T ∈ G4.

• Equiv(st, a, b, c) → (ρ, R)): Parse st = (td, ζ, m), where td = (D, (X, Y )). Furthermore, set
R1 := m1 ·X−c, R2 := m2 · Y −c, and R3 := m3 ·X−acY −bc, and let R := (R1, R2, R3). If the
matrix D is not invertible, return ⊥. Otherwise, compute

ρ := (α, β, γ, δ)T := D−1 · (ζ1, ζ2 + c, ζ3 + ac, ζ4 + bc)T ∈ Z4
p.

4By convention, all vectors are column vectors, and xT denotes the transpose of x.
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Alg ZeroShare(seedi,S, m, [M1], ℓ):
1: (seedi,j , seedj,i)j∈[n] := seedi

2: if ℓ = 1 then
3: ∆i,1 := 1G
4: for j ∈ S do
5: Gi,j := Hm(i, j, seedi,j ,S, m, 1)
6: Gj,i := Hm(j, i, seedj,i,S, m, 1)
7: ∆i,1 := ∆i,1 ·Gi,j ·G−1

j,i

8: return ∆i,1
9: ∆i,ℓ := 0

10: for j ∈ S do
11: Xi,j := Hm(i, j, seedi,j ,S, m,M1, ℓ)
12: Xj,i := Hm(j, i, seedj,i,S, m,M1, ℓ)
13: ∆i,ℓ := ∆i,ℓ + Xi,j −Xj,i

14: return ∆i,ℓ

Figure 3: The deterministic zero-sharing procedure ZeroShare using random oracle Hm. [M1] denotes
an optional input that is omitted when ℓ = 1.

4.2 Threshold Signature
We give a verbal description of our two-round threshold signature scheme TZAR next and present it
formally as pseudocode in Figure 4.

Setup. The global parameters of the scheme are defined as follows. Let (G, p, g) be a cyclic group of
prime order p generated by GrGen(1λ). Sample three additional independent and uniformly random
group elements ĝ, h, ĥ← G. Further, sample a uniformly random commitment key ck← G4×4. We
define the public parameters as

par := (G, p, g, ĝ, h, ĥ, ck).

Key Generation. The key generation algorithm KGen(n, t) samples two secret scalars x, x̂ ← Zp

and defines the public key as
pk := (gxĝx̂, hxĥx̂) ∈ G2.

It generates t-out-of-n Shamir secret shares {xi}i∈[n] of x and {x̂i}i∈[n] of x̂. For each pair (i, j) ∈
[n]× [n], a random seed seedi,j ← {0, 1}λ is sampled. Each signer i stores the secret key share

ski := (xi, x̂i, seedi),

where seedi consists of all pairwise seeds (seedi,j , seedj,i)j∈[n].

Deterministic Zero-Sharing. The procedure ZeroShare (see Fig. 3) deterministically derives a
masking value for signer i in a given signing session from its pairwise seeds and the random oracle
Hm. For each ℓ ∈ {1, 2, 3}, the hash function

Hm : {0, 1}∗ →


G if ℓ = 1,

Z4
p if ℓ = 2,

Z2
p if ℓ = 3,

is modeled as a random oracle. The parameter ℓ identifies the protocol component: ℓ = 1 corresponds
to first-round masks, ℓ = 2 to second-round commitment randomness masks, and ℓ = 3 to second-
round response masks. We use the notation ZeroShare(seedi,S, m, 1) for the first-round branch and
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ZeroShare(seedi,S, m,M1, ℓ) for ℓ ∈ {2, 3}; hence the first-round branch has no transcript input.
For any fixed session data (Si,sid, mi,sid, ℓ) for ℓ = 1 or (Si,sid, mi,sid,M1, ℓ) for ℓ ∈ {2, 3}, the masks
computed by ZeroShare satisfy∏

i∈Si,sid

∆i,1 = 1G and
∑

i∈Si,sid

∆i,ℓ = 0 for ℓ ∈ {2, 3}.

Signing Protocol. Suppose a set S ⊆ [n] of at least t + 1 signers want to sign a message m. We
describe the protocol from the perspective of signer i ∈ S holding secret key share ski = (xi, x̂i, seedi).
The protocol makes use of a hash function Hu to derive pairs of group elements from the message,
and a hash function Hc to derive a scalar challenge.

• Round 1 (Commitment Phase). The signer derives a pair of group elements (u, û) := Hu(m).
It samples randomness ri, r̂i ← Zp and commitment randomness ρi ← Z4

p, and computes

R1,i := gri ĝr̂i , R2,i := hri ĥr̂i , R3,i := uri ûr̂i .

It then commits to R := (R1,i, R2,i, R3,i) ∈ G3 using the commitment scheme under key ck,
obtaining commitment comi := com(ck, R; ρi).
Next, the signer derives a group-valued mask ∆i,1 ∈ G using the deterministic zero-sharing
procedure ZeroShare on inputs (seedi,S, m, 1), and computes

Ui := uλS,ixi ûλS,ix̂i∆i,1.

It sends the first-round message msg1,i := (comi, Ui) to all other signers in S, and stores the
local state consisting of all sampled randomness.

• Round 2 (Response Phase). Upon receiving all first-round messages {(comj , Uj)}j∈S , the signer
aggregates them into

com :=
⊗
j∈S

comj , U :=
∏
j∈S

Uj .

It derives a challenge
c := Hc(pk, com, U, m) ∈ Zp.

The signer then derives further masks ∆i,2 ∈ Z4
p and (∆i,3, ∆̂i,3) ∈ Z2

p using ZeroShare on
inputs (seedi,S, m,M1, 2) and (seedi,S, m,M1, 3), respectively, where M1 denotes the full
list of first-round messages.
It masks its commitment randomness as ρ̄i := ρi + ∆i,2, and computes response values

zi := ri + cλS,ixi + ∆i,3, ẑi := r̂i + cλS,ix̂i + ∆̂i,3.

It sends the second-round message msg2,i := (ρ̄i, zi, ẑi) to all signers in S.
• Combine Phase. Given all first-round messages {(comj , Uj)}j∈S and all second-round messages
{(ρ̄j , zj , ẑj)}j∈S , the signer aggregates

com :=
⊗
j∈S

comj , U :=
∏
j∈S

Uj , ρ :=
∑
j∈S

ρ̄j , z :=
∑
j∈S

zj , ẑ :=
∑
j∈S

ẑj .

It recomputes c = Hc(pk, com, U, m) and outputs the final signature

σ := (U, z, ẑ, c, ρ).

Verification. To verify a signature σ = (U, z, ẑ, c, ρ) on message m under public key pk = (pk1, pk2),
the verifier derives (u, û) := Hu(m), and reconstructs

R1 := gz ĝẑ · pk−c
1 , R2 := hzĥẑ · pk−c

2 , R3 := uzûẑ · U−c.

It recomputes the commitment com := Com(ck, R; ρ), and accepts if and only if c = Hc(pk, com, U, m).
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Setup(1λ):
1: (G, p, g)← GrGen(1λ)
2: ĝ, h, ĥ← G
3: ck← G4×4

4: return par := (G, p, g, ĝ, h, ĥ, ck)
▷ All algorithms take par as input

▷ Key generation
KGen(n, t):

5: x, x̂← Zp

6: pk := (gxĝx̂, hxĥx̂)
7: for i, j ∈ [n] do
8: seedi,j ← {0, 1}λ

9: (x1, . . . , xn)← Shamir(n, t, x)
10: (x̂1, . . . , x̂n)← Shamir(n, t, x̂)
11: for i ∈ [n] do
12: seedi := (seedi,j , seedj,i)j∈[n]
13: ski := (xi, x̂i, seedi)
14: return (pk, {ski}i∈[n])

▷ First signing round
Sign1(pk,S, m, i, ski):

15: (xi, x̂i, seedi) := ski

16: (u, û) := Hu(m)
17: ri, r̂i ← Zp, ρi ← Z4

p

18: R1,i := gri ĝr̂i , R2,i := hri ĥr̂i

19: R3,i := uri ûr̂i

20: R := (R1, R2, R3)
21: comi := Com(ck, R; ρi)
22: ∆i,1 := ZeroShare(seedi,S, m, 1)
23: Ui := uλS,ixi ûλS,ix̂i∆i,1
24: sti := (pk,S, m, i, ri, r̂i, ρi)
25: return (comi, Ui)

▷ Second signing round
Sign2(sti, ski,M1):

26: (xi, x̂i, seedi) := ski

27: (pk,S, m, i, ri, r̂i, ρi) := sti

28: (comj , Uj)j∈S :=M1
29: com :=

⊗
j∈S comj

30: U :=
∏

j∈S Uj

31: c := Hc(pk, com, U, m)
32: ∆i,2 := ZeroShare(seedi,S, m,M1, 2)
33: (∆i,3, ∆̂i,3) :=

ZeroShare(seedi,S, m,M1, 3)
34: ρ̄i := ρi + ∆i,2
35: zi := ri + cλS,ixi + ∆i,3

36: ẑi := r̂i + cλS,ix̂i + ∆̂i,3
37: return (ρ̄i, zi, ẑi)

▷ Combine algorithm
Comb(pk,S, m,M1,M2):

38: (comj , Uj)j∈S :=M1
39: (ρ̄j , zj , ẑj)j∈S :=M2
40: com :=

⊗
j∈S comj

41: U :=
∏

j∈S Uj

42: ρ :=
∑

j∈S ρ̄j

43: z :=
∑

j∈S zj

44: ẑ :=
∑

j∈S ẑj

45: c := Hc(pk, com, U, m)
46: return σ := (U, z, ẑ, c, ρ)

▷ Verification algorithm
Ver(pk, m, σ):

47: (pk1, pk2) := pk
48: (U, z, ẑ, c, ρ) := σ
49: (u, û) := Hu(m)
50: R1 := gz ĝẑ · pk−c

1
51: R2 := hzĥẑ · pk−c

2
52: R3 := uzûẑ · U−c

53: R := (R1, R2, R3)
54: com := Com(ck, R; ρ)
55: return [c = Hc(pk, com, U, m)]

Figure 4: Our two-round threshold signature scheme TZAR.

4.3 Security Analysis
We prove tight security of our threshold signature scheme TZAR under the DDH assumption. The
correctness of our scheme follows by inspection.

Theorem 1. If the DDH problem is (τddh, εddh)-hard for the group generation algorithm GrGen,
then TZAR is a (qs, τuf, εuf)-secure threshold signature scheme in the random oracle model (ROM)
against any adversary that makes at most qh hash queries, where τddh ≈ τuf and

εuf ≤ 3εddh + 2εuddh4 + εmddh4 + qh + 17 + q2
s

p
+ 3

p2 + 2
p4 + n2qh

2λ
.
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Game 1MoreImgA(1λ):

1: (G, p, g)← GrGen(1λ)
2: ĝ, h, ĥ← G
3: par := (G, p, g, ĝ, h, ĥ)

▷ All oracles take par implicitly as input
4: X, Y ← G
5: ctr := 0, Q := ∅
6: (i, U)← AChal,PreIm(par, (X, Y ))
7: if (i /∈ [ctr]) ∨ (i ∈ Q) then
8: return 0
9: if U ̸= Xai Y bi then

10: return 0
11: return 1

▷ Challenge oracle
Oracle Chal():

12: ctr := ctr + 1
13: sid := ctr
14: asid, bsid ← Zp

15: usid := gasidhbsid

16: ûsid := ĝasid ĥbsid

17: return (usid, ûsid)

▷ Preimage oracle
Oracle PreIm(sid):

18: if sid /∈ [ctr] then
19: return ⊥
20: Q := Q∪ {sid}
21: return (asid, bsid)

Figure 5: The one-more image game with adversary A.

We prove the theorem via the following sequence of lemmas.

Lemma 2 (Effect of Masking). The original security game can be simulated by a reduction that
plays as an adversary in the following ideal game5:

• Setup: Sample parameters par := (G, p, g, ĝ, h, ĥ, ck) as in the real game. Sample x, x̂ ← Zp,
and set pk := (gxĝx̂, hxĥx̂) as before. Note that there are no secret key shares {(xi, x̂i)}i∈[n]
and seeds {seedi}i∈[n] anymore.

• Sign1(S, m, i): Compute comi as in Sign1, using sampled randomness ri, r̂i and ρi. If this is
the first query on message m for any signer in H, also return U := uxûx̂.

• Sign2(i, sid,M1): If i ∈ H is the last honest signer on which Sign2 is queried for the tuple
(Si,sid, mi,sid,M1), define H := H ∩ Si,sid, and return

z :=
∑
j∈H

rj + cx, ẑ :=
∑
j∈H

r̂j + cx̂, ρ :=
∑
j∈H

ρj .

• Corr(i): If i ∈ H, return (ri,sid, r̂i,sid, ρi,sid) for every session sid ∈ [ctri].
• Winning condition: As in the real game, the adversary wins if and only if it outputs a valid

forgery (m∗, σ∗).
Concretely, for any group generation algorithm GrGen, if TZAR is (qs, τideal, εideal)-secure against an
adversary that makes at most qh random oracle queries, then TZAR is (qs, τuf, εuf)-secure against any
adversary that makes at most qh random oracle queries, where τuf ≈ τideal and

εuf ≤ εideal + n2 · qh

2λ
+ q2

s

p
.

Lemma 3. The above ideal game can be simulated by a reduction who plays as an adversary in the
following one-more image game6:

• Setup: Sample parameters par := (G, p, g, ĝ, h, ĥ), where ĝ, h, ĥ ← Zp. Further, sample group
elements X, Y ← G uniformly at random. Initialize a counter ctr := 0 and a set Q := ∅.

5See Fig. 6 for a formal definition in pseudocode.
6See Fig. 5 for a formal definition in pseudocode.
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• Chal(): Update ctr := ctr + 1, and let sid := ctr. Sample asid, bsid ← Zp uniformly and
independently, and let

(usid, ûsid) := (gasidhbsid , ĝasid ĥbsid).

Return (usid, ûsid).
• PreIm(sid): Require sid ∈ [ctr]. Update Q := Q∪ {sid}, and return (asid, bsid).
• Winning condition: Let (i, U) ← AChal,PreIm(par, (X, Y )) be the adversary’s output. Check

that i ∈ [ctr], i /∈ Q, and U = XaiY bi ; otherwise, return 0.
Concretely, for any group generation algorithm GrGen, if the one-more image game is (τone-more, εone-more)-
secure against an adversary that makes at most qh challenge oracle queries, then TZAR is (qs, τideal, εideal)-
secure against any adversary that makes at most qh random oracle queries, where τideal ≈ τone-more
and

εideal ≤ εone-more + 2εddh + 2εuddh4 + εmddh4 + qh + 15
p

+ 3
p2 + 2

p4 .

Lemma 4. If the DDH problem is (τddh, εddh)-hard for the group generation algorithm GrGen, then
the one-more image game is (τone-more, εone-more)-hard, where τddh ≈ τuf and

εone-more ≤ εddh + 2
p

.

Proof of Lemma 2. Since the proof follows from standard masking arguments that have appeared in
several prior works [BCL+25,Che25b], we defer it to Section B. We note that [BCL+25] also defines
a conceptually similar ideal game (and a corresponding lemma).

Proof of Lemma 3. We prove Lemma 3 via a sequence of games.

Game G0 (Ideal Game): This is the ideal security game as described above. We briefly recall the
game to fix some notation. First, the game samples public parameters par := (G, p, g, ĝ, h, ĥ, ck)←
Setup(1λ), where (G, p, g) ← GrGen(1λ), and ĝ, h, ĥ ← G and ck ← G4×4 are sampled uniformly at
random. The game also samples x, x̂ ← Zp for a group secret key sk := (x, x̂) ∈ Z2

p and public key
pk := (X, Y ) := (gxĝx̂, hxĥx̂) ∈ G2. In particular, there are no secret key shares and seeds. Then,
the game runs the adversary A on input (par, pk) with access to signing oracles, random oracles, and
a corruption oracle defined as follows.

• Signing Oracle Sign1: Whenever A calls the oracle Sign1(S, m, i) to start a new signing
session7 with user i for message m and signer set S, the game adds m to a list Q and keeps
track of the session using a signer-specific identifier (i, sid), where sid starts from 1. Further, the
game returns comi honestly as computed in Sign1, using sampled nonce randomness ri, r̂i ← Zp

and commitment randomness ρi ← Z4
p. If m is queried for the first time (for any honest user),

the game also returns U := uxûx̂, where (u, û) := Hu(m).
• Signing Oracle Sign2: Whenever A calls the oracle Sign2(i, sid,M1) to finish a signing session8

with user i for message mi,sid; signer set Si,sid, and first-round message list M1, the game
checks whether i is the last honest user for which Sign2 is queried under (Si,sid, mi,sid,M1).
In that case, the game computes and returns z :=

∑
j∈H rj + cx, ẑ :=

∑
j∈H r̂j + cx̂, and

ρ :=
∑

j∈H ρj . Here, rj , r̂j , ρj are the sampled randomness values from party j in the first
signing round under (Si,sid, mi,sid). (If i is the last honest user for which Sign2 is queried under
(Si,sid, mi,sid,M1), then by definition all other honest users have already completed the first
signing round under (Si,sid, mi,sid), and the respective randomness values are already defined.)

7W.l.o.g., we assume that all first-round signing queries are valid in the sense that i ∈ S ∩ H and |S| ≥ t + 1.
8W.l.o.g., we assume that all second-round signing queries are valid for the ideal oracle: i ∈ H, roundi,sid = 1, and

the commitment component of M1[i] equals the stored comi,sid. The real-game wrapper additionally checks equality
of the entire first-round message.
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Further, c is the hash value computed as Hc(pk, com, U, mi,sid) from the first-round messages
M1 =: (comj , Uj)j∈Si,sid , pk, and mi,sid.

• Random Oracles: The random oracles Hu and Hc are simulated honestly via standard lazy
sampling. Concretely, for each new query Hu(m), the game samples u, û ← G uniformly at
random and sets (u, û) := Hu(m). Likewise, for each new query Hc(pk, com, U, m), the game
samples c← Zp uniformly at random and sets c := Hc(pk, com, U, m).

• Corruption Oracle: Whenever A calls the oracle Corr(i) to corrupt a signer i ∈ H, the game
returns the randomness values (ri,sid, r̂i,sid, ρi,sid), computed in the first round, for all existing
sessions sid ∈ [ctri] of that signer.

At the end of the game, the adversary outputs a forgery (m∗, σ∗), and the game outputs 1 if and only
if: the message m∗ was never queried before, i.e., m∗ /∈ Q, and the signature σ∗ verifies for message
m∗ under public key pk i.e., Ver(pk, m∗, σ∗) = 1. From now on, we write σ∗ := (U∗, z∗, ẑ∗, c∗, ρ∗).
By definition, we have

Pr [G0 ⇒ 1] = εideal.

Game G1 (Program Hu with Trapdoor): In this game, we change how we program the random
oracle Hu that outputs the base elements (u, û) for the computation of U . Namely, for each new
query Hu(m), we sample am, bm ← Zp uniformly and independently, and then program the random
oracle as

Hu(m) := (um, ûm) := (gamhbm , ĝam ĥbm).

It is clear that this does not change the distribution of random oracle Hu outputs, unless (g, h, ĝ, ĥ)
is a DH tuple. But this happens only with probability 1/p, as the elements ĝ, h, ĥ ∈ G are sampled
uniformly at random at the beginning of the game. Therefore, the adversary’s view is statistically
close to before, and we get ∣∣Pr [G1 ⇒ 1]− Pr [G0 ⇒ 1]

∣∣ ≤ 1/p.

Game G2 (Compute U via Trapdoor): In this game, we change how we compute U = uxûx̂ in
Sign1(·, m, i) when m is queried the first time (for any i ∈ H). Recall that for a query Sign1(S, m, i)
with i ∈ H and |S| ≥ t + 1, where m has not appeared in any previous (valid) Sign1 query, the
game computes and returns U := uxûx̂ using x, x̂. In this game, we instead compute this value as
U := Um := XamY bm , where (am, bm) ∈ Z2

p are the values introduced in the previous game (i.e.,
Hu(m) := (um, ûm) := (gamhbm , ĝam ĥbm) and pk = (X, Y ). For this to be well defined, we may
assume without loss of generality that the adversary always queries the hash value Hu(m) prior to
issuing any signing request on m (for any honest user). We claim that this change does not affect
the adversary’s view. But this is clear from the identity

XamY bm = (gxĝx̂)am(hxĥx̂)bm = (gamhbm)x(ĝam ĥbm)x̂ = ux
mûx̂

m,

which is the correct value. Thus, we get

Pr [G2 ⇒ 1] = Pr [G1 ⇒ 1].

Note that the changes so far have the effect that we do not use the signing keys x, x̂ in the first
round anymore. In particular, only the randomness values ri, r̂i, ρi are used in the first round.

Game G3 (Switch ck to Binding): In this game, we change how we generate the commitment
key ck. Recall that in the previous game, the commitment key was generated by sampling it
uniformly at random from G4×4. In this game, we generate the commitment key in binding mode as
ck ← BGen(G, p, g). We can bound the distinguishing advantage between games G3 and G2 via a
reduction B to uDDH4. To this end, B gets a tuple (hi,j)i,j∈[4] of elements from G as input and then
simulates game G2 for A with the following changes. It defines the commitment key ck := A ∈ G4×4

as follows:
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• Let H ∈ Z4×4
p be the matrix of scalars of the (hi,j)i,j∈[4] to base g. Further, let H0 ∈ Z4×1

p be
its first column and let H1 ∈ Z4×3

p be the remaining submatrix, i.e., H = [H0|H1].
• It samples T← Z4×4

p and S← Z1×3
p . Now define D := TH + [0|TH0S] ∈ Z4×4

p .
• Then, it computes the commitment key as A := (g)D ∈ G4×4 (component-wise). It is not

hard to see that B can efficiently compute A, given T, S, and (hi,j)i,j∈[4].
In the end, B outputs whatever the game outputs. We analyze B’s success probability. We claim
that if there are a, b, c ∈ Zp such that hi,2 = ha

i,1, hi,3 = hb
i,1, and hi,4 = hc

i,1 for all i ∈ [4], then B
provides a simulation statistically close to game G3. On the other hand, if the (hi,j)i,j are uniform
and independent, then B provides a simulation statistically close to game G2. For the first claim,
observe that H1 can then be written as H1 = H0R where R = [a, b, c] ∈ Z1×3

p . With that, we get
the identity

D = TH + [0|TH0S] = [TH0|TH0(R + S)].
Assuming H0 ∈ Z4×1

p has full rank (i.e., at least one of h1,1, h2,1, h3,1, h4,1 is different from the neutral
element 1 ∈ G), which happens with probability at least 1− 1/p4, we see that the commitment key
A is distributed exactly as a (binding-mode) commitment key in game G3. For the second claim,
observe that a uniform H ∈ Z4×4

p is invertible with probability at least 1 − 4/p. Then, assuming
H to be invertible, the matrix TH ∈ Z4×4

p is also uniform and D thus also. From this, we can see
that the commitment key A is uniform and independent and thus distributed exactly as a (uniform)
commitment key in G2. Overall, we get∣∣Pr [G3 ⇒ 1]− Pr [G2 ⇒ 1]

∣∣ ≤ εuddh4 + 4/p + 1/p4.

Game G4 (Change Winning Condition): In this game, we change the winning condition. Re-
call that in the previous game, the winning condition was performed by checking that m∗ /∈ Q
and Ver(pk, m∗, σ∗) = 1, where σ∗ = (U∗, z∗, ẑ∗, c∗, ρ∗). From now on, we replace the signature
verification with checking whether U∗ = Xa∗Y b∗ , where (a∗, b∗) ∈ Z2

p is the trapdoor for Hu(m∗)
introduced in game G2, i.e., Hu(m∗) = (ga∗hb∗ , ĝa∗ ĥb∗). We claim that, except with probability
qh/p, the winning condition is equivalent to the winning condition in the previous game. For this,
consider any hash query Hc(pk, com, U, m). Since the commitment key ck is in binding mode due
to the previous change, it can only be opened to a unique value R. Now assume that U ̸= XaY b,
where (a, b) ∈ Z2

p is the trapdoor for Hu(m) = (u, û).9 Then, we claim there exists only one possible
answer c ∈ Zp to this hash query such that

(R1, R2, R3) · (pk1, pk2, U)c ∈ Span{(g, h, u), (ĝ, ĥ, û)}Zp ,

i.e., there exists (z, ẑ) ∈ Z2
p such that (g, h, u)z(ĝ, ĥ, û)ẑ = (R1, R2, R3) · (pk1, pk2, U)c (i.e., verifi-

cation succeeds) with component-wise multiplication. Suppose, towards a contradiction, that there
exist two distinct values c ̸= c′ ∈ Zp and (z, ẑ), (z′, ẑ′) ∈ Z2

p such that

(g, h, u)z(ĝ, ĥ, û)ẑ = (R1, R2, R3) · (pk1, pk2, U)c,

(g, h, u)z′
(ĝ, ĥ, û)ẑ′

= (R1, R2, R3) · (pk1, pk2, U)c′
.

Dividing the two equations yields

(g, h, u)z−z′
(ĝ, ĥ, û)ẑ−ẑ′

= (pk1, pk2, U)c−c′
.

Since c− c′ ̸= 0, we find that (pk1, pk2, U) ∈ Span{(g, h, u), (ĝ, ĥ, û)}Zp
. Thus, there exist a, b ∈ Zp

such that
(pk1, pk2, U) = (g, h, u)a(ĝ, ĥ, û)b.

9As before, we may assume without loss of generality that the adversary always queries the hash value Hu(m)
prior to Hc(·, m). Otherwise, the game itself can just make an internal query to Hu(m).
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Comparing the first two coordinates with (pk1, pk2) = (g, h)x(ĝ, ĥ)x̂ yields a = x and b = x̂, and thus
U = uxûx̂ = XaY b (see game G2 for the latter identity). This contradicts our initial assumption
that U ̸= XaY b. Thus, for fixed (pk, com, U, m) with U ̸= XaY b, there exists at most one value c
for which the verification relation can hold. Since the random oracle Hc samples c uniformly from
Zp, the probability that this unique value is chosen is at most 1/p. Thus, by a union bound over all
random oracle queries, we get ∣∣Pr [G4 ⇒ 1]− Pr [G3 ⇒ 1]

∣∣ ≤ qh/p.

Game G5 (Switch (g, ĝ, h, ĥ) to DH): In this game, we change the distribution of the public pa-
rameters (g, ĝ, h, ĥ). Instead of sampling ĝ, h, ĥ← G uniformly at random (as in the previous games),
we sample α ← Zp and set ĝ := gα and ĥ := hα, so that (g, ĝ, h, ĥ) = (g, gα, h, hα) forms a DH
tuple. We can bound the distinguishing advantage between games G5 and G4 via a straightforward
reduction B to DDH. To this end, B gets a tuple D := (g, ĝ, h, T ) ∈ G4 as input, where T is either hα

(the DH case) or a uniformly random group element (the random case). It then simulates game G4
for A as follows: it sets the public parameters to (g, ĝ, h, ĥ) with ĥ := T , and samples all remaining
public parameters exactly as in game G4. It answers all oracle queries exactly as in game G4. In
the end, it outputs whatever the game outputs. If T = hα, then the simulated game is distributed
identically to game G5. If T is uniform, then the simulated game is distributed identically to game
G4. Therefore, we obtain ∣∣Pr [G5 ⇒ 1]− Pr [G4 ⇒ 1]

∣∣ ≤ εddh.

Game G6 (Switch ck Back to Uniform): In this game, we change how we generate the commit-
ment key ck. Recall that in the previous game, the commitment key was generated in binding mode
as ck ← BGen(G, p, g). In this game, we generate the commitment key by sampling it uniformly at
random as ck ← G4×4. As before, we can bound the distinguishing advantage between games G6
and G5 via a reduction to uDDH4. The reduction is exactly the same used in game G3 (switching
from uniform to binding key), and we therefore omit the details here. We get∣∣Pr [G6 ⇒ 1]− Pr [G5 ⇒ 1]

∣∣ ≤ εuddh4 + 4/p + 1/p4.

Game G7 (Switch ck to Rank-3): In this game, we change how we generate the commitment
key ck. Instead of sampling it uniformly at random from G4×4, we generate it as follows. Sample
di,j ← Zp for all (i, j) ∈ [3]× 3 uniformly at random. Then set

ck := A :=


gd1,1 gd1,2 gd1,3 gd1,4

gd2,1 gd2,2 gd2,3 gd2,4

hd2,1 hd2,2 hd2,3 hd2,4

gd3,1 gd3,2 gd3,3 gd3,4

 ∈ G4×4.

We can bound the distinguishing advantage between games G7 and G6 via a reduction B to mDDH4.
To this end, B gets a tuple D := (g, h, (gi, hi)i∈[4]) of elements from G as input and then simulates
game G6 for A with the following changes. It sets the public parameters to (g, ĝ, h, ĥ), where (g, h)
is from D. Further, it defines the commitment key as follows:

ck := A :=


ga1 ga2 ga3 ga4

g1 g2 g3 g4
h1 h2 h3 g4
gb1 gb2 gb3 gb4

 ∈ G4×4,

where ai, bi ← Zp for all i ∈ [4] are sampled uniformly random. Otherwise, it behaves exactly as
in game G6. In the end, it outputs whatever the game outputs. Clearly, if D is a random tuple,
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then the key ck is identically distributed as a uniformly sampled key. In that case, the reduction
perfectly simulates game G6. On the other hand, if D is an mDH4 tuple, then the second and third
row are linearly dependent over (g, h) and identically distributed as in game G7. In particular, the
reduction then perfectly simulates game G7. Therefore, we obtain∣∣Pr [G7 ⇒ 1]− Pr [G6 ⇒ 1]

∣∣ ≤ εmddh4.

Game G8 (Switch ck to Equivocable): In this game, we again change how we generate the
commitment key ck. Namely, we generate the commitment key in trapdoor/equivocable mode as
ck← TGen((G, p, g), (X, Y )), where pk = (X, Y ) denotes the public key. We claim that the commit-
ment keys generated in this game and the previous game G7 are identically distributed, conditioned
on pk = (X, Y ) ̸= (1, 1) (which fails with probability at most 1/p). First, observe that

pk = (X, Y ) = (gxĝx̂, hxĥx̂) = (gx+αx̂, hx+αx̂) ∈ Span{(g, h)}Zp
,

as we have generated the parameters such that (g, ĝ, h, ĥ) = (g, gα, h, hα), see game G5. Now recall
the structure of a trapdoor commitment key: We sample di,j ← Zp for all (i, j) ∈ [4]× [4], and set

ck := A :=


gd1,1 gd1,2 gd1,3 gd1,4

Xd2,1 Xd2,2 Xd2,3 Xd2,4

Y d2,1 Y d2,2 Y d2,3 Y d2,4

Xd3,1Y d4,1 Xd3,2Y d4,2 Xd3,3Y d4,3 Xd3,4Y d4,4

 ∈ G4×4.

In game G7, for each column j ∈ [4], the pair (A2,j , A3,j) is of the form (gd, hd) for uniform d← Zp,
and the columns are independent. In particular, the second and third rows are linearly dependent
over (g, h). In this game, for each column j ∈ [4], the pair (A2,j , A3,j) is of the form (Xd, Y d) for
uniform d ← Zp, and the columns are independent. In particular, the second and third rows are
linearly dependent over (X, Y ), and thus also over (g, h). Therefore, conditioned on pk ̸= (1, 1), the
joint distribution of the second and third rows in games G7 and G8 is identical. It remains to argue
that the last row in game G8 consists of uniform and independent elements, just as in game G7.
Fix j ∈ [4]. Since pk ̸= (1, 1), at least one of X or Y is non-trivial. W.l.o.g, we assume X ̸= 1.
Then the map Zp → G, d 7→ Xd, is an automorphism of groups. Hence, for uniform d3,j ← Zp,
the element Xd3,j is uniformly distributed in G. Moreover, Y d4,j is independent of Xd3,j since d4,j

is sampled independently. Therefore, the product A4,j = Xd3,j Y d4,j is uniformly distributed in
G. Since the pairs (d3,j , d4,j) are sampled independently across j ∈ [4], the four elements in the
last row are uniform and mutually independent. In game G7, the last row consists of the elements
(gd3,1 , . . . , gd3,4) with independent uniform exponents, and thus also forms four independent uniform
elements of G. Finally, in both games the randomness used to generate the last row is independent
of the randomness used to generate the first three rows. Thus, the full commitment keys generated
in game G7 and G8 are identically distributed, and we conclude that∣∣Pr[G8 ⇒ 1]− Pr[G7 ⇒ 1]

∣∣ ≤ 1/p.

The purpose of the subsequent sequence of games is to gradually transition to a game in which the
trapdoor of the commitment scheme enables the simulation of both signing and corruption queries.
All these games are identically distributed; therefore, the simulations may be inefficient.

Game G9 (Sample Commitment Randomly): In this game, we change how we compute the
commitment comi whenever the adversary A queries the first-round signing oracle Sign1(S, m, i).
Recall that in the previous game, the commitment is honestly computed by sampling nonce random-
ness ri, r̂i ← Zp and commitment randomness ρi ← Z4

p, and then returning comi := com(ck, R; ρi),
where

R := (R1, R2, R3) := (gri ĝr̂i , hri ĥr̂i , uri ûr̂i) and (u, û) := Hu(m).
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In this game, we instead sample comi randomly from its distribution and return it in Sign1(S, m, i).
Given that the second and third row of the commitment matrix are linearly dependent over (g, h),
we generate comi := (ge1 , ge2 , he2 , ge3) ∈ G4 where e1, e2, e3 ← Zp are sampled uniformly at random.
In particular, we defer the generation of ri, r̂i and ρi until Sign2(i, sid,M1) or Corr(i) is queried.
Once any of these two events happens, we proceed as follows. First, sample ri, r̂i ← Zp uniformly
at random and compute R as defined above. Next, consider the identity comi = Aρi(1, R), and
let x0 := logg(X) = x + αx̂, where (ĝ, ĥ) = (g, h)α from the setup. Further, let β := logg h. Since
Y = Xβ , we have Y = gβx0 . Let R1 = gri ĝr̂i = gri+αr̂i and define r := logg(R1), r3 := logg(R3).
From comi = Aρi(1, R1, R2, R3) and comi = (ge1 , ge2 , he2 , ge3), we obtain

⟨d1, ρi⟩ = e1, ⟨d2, ρi⟩ = (e2 − r)/x0, ⟨d3 + βd4, ρi⟩ = (e3 − r3)/x0,

where for each i ∈ [4] we write di := (di,1, . . . , di,4) ∈ Z4
p for the i-th row of the trapdoor matrix

D ∈ Z4×4
p defined in the previous game G8. In matrix form, we thus have

Mρi :=

 d1
d2

d3 + βd4

 ρi =

 e1
(e2 − r)/x0
(e3 − r3)/x0

 .

Since the trapdoor matrix D ∈ Z4×4
p is sampled uniformly at random, the vectors d1, d2, d3+βd4 ∈ Z4

p

are linearly independent except with probability at most 3/p2. Conditioning on this event, the
linear system has rank 3. Thus, for every commitment com in the image of the commitment map
F (ρ) := Aρ(1, R), the set of solutions

S(com) :=
{

ρ ∈ Z4
p | F (ρ) = com

}
forms a one-dimensional affine subspace of Z4

p. As ρ is sampled uniformly in the previous game, its
conditional distribution given com is uniform over S(com). In this game, sampling uniformly from
S(com) therefore yields a value ρ that is identically distributed to the real ρ conditioned on com.
We therefore get ∣∣Pr [G9 ⇒ 1]− Pr [G8 ⇒ 1]

∣∣ ≤ 3/p2.

Game G10 (Sample Combined Randomness): In this game, we no longer generate the values
ri, r̂i and ρi inside Sign2(i, sid,M1) for each i ∈ H∩Ssid. Instead, once Sign2(i, sid,M1) is queried
for the last honest signer in Ssid,10 we generate only the combined values

r =
∑

i∈H∩Ssid

ri, r̂ =
∑

i∈H∩Ssid

r̂i, ρ =
∑

i∈H∩Ssid

ρi.

In more detail, we sample values r, r̂ ← Zp, and compute R := (R1, R2, R3) := (gr ĝr̂, hrĥr̂, urûr̂).
Next, we compute com := ⊗i∈H∩Ssidcomi. Note that this value is well defined, as all honest signers
already completed the first round. Then, from the identity com = Aρ(1, R), we can generate ρ as
in the previous game (i.e., by sampling ρ uniformly from the one-dimensional solution space of the
linear system over Zp). We claim that this game is identically distributed to the previous game. Fix
a session identifier sid and signer set Ssid, and let H := H∩Ssid denote the set of honest signers in this
session. Let T ⊆ H be the subset of honest signers for which the adversary queries the corruption
oracle Corr(·) before the final honest second-round query Sign2(·) for this session. By design of
the signing protocol, we have |T | ≤ |H| − 1, i.e., there always exists at least one honest signer in H
that is never corrupted.

In game G9, for each i ∈ H the values ri, r̂i ← Zp are sampled independently and uniformly,
and the aggregate values are defined as r :=

∑
i∈H ri and r̂ :=

∑
i∈H r̂i. Since |H \T | ≥ 1, it follows

10We stress that queries to Corr(i) for any honest signer i ∈ H ∩ Ssid are answered exactly as in the previous game.
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that, conditioned on the values {ri, r̂i}i∈T revealed via corruption queries, the sums r and r̂ remain
uniformly distributed over Zp. Equivalently, the joint distribution of

(
{ri, r̂i}i∈T , r, r̂

)
in game G9 is

identical to the distribution obtained by sampling r, r̂ ← Zp uniformly and independently, and then
defining the remaining shares {rj , r̂j}j∈H\T so that the sum constraints are satisfied. Next consider
the commitment randomness. In game G9, for each i ∈ H, the value ρi is sampled uniformly from
the one-dimensional affine solution space determined by comi and the corresponding Ri. Writing
ρi = ρi,0 + tiv for a fixed nonzero direction v ∈ ker(M) and a uniformly random scalar ti ← Zp, we
obtain

ρ :=
∑
i∈H

ρi = ρ0 +
(∑

i∈H

ti

)
v.

Since at least one coefficient ti corresponding to an uncorrupted honest signer remains hidden from
the adversary, the sum

∑
i∈H ti is uniformly distributed over Zp, even conditioned on the adversary’s

view. Consequently, the aggregate value ρ is uniformly distributed over the affine solution space
S(com) of the combined commitment com =

⊗
i∈H comi.

In game G10, we proceed analogously, but sample the randomness in a different order. Upon
the final honest second-round query for the session, we sample aggregate values r, r̂ ← Zp uniformly
at random and compute the corresponding aggregate R = (gr ĝr̂, hrĥr̂, urûr̂). We then samples ρ
uniformly from the affine solution space S(com) of the combined commitment com =

⊗
i∈H comi,

ensuring that com = Aρ(1, R) holds. For any subsequent corruption query Corr(i) with i ∈ H, we
lazily samples values (ri, r̂i, ρi) that are consistent with the already fixed aggregates, i.e., such that

r =
∑
i∈H

ri, r̂ =
∑
i∈H

r̂i, ρ =
∑
i∈H

ρi.

Since at least one honest signer in H is never corrupted, the values revealed through corruption
queries are distributed identically to those in game G9. Therefore, the adversary’s view in the two
games is identically distributed, and we conclude that

Pr[G10 ⇒ 1] = Pr[G9 ⇒ 1].

Game G11 (Sample Response First): In this game, we change how we generate the aggregate
nonce R = (R1, R2, R3) in the second round. Recall that by the end of the first round the challenge
value c = Hc(pk, com, U, m) ∈ Zp is already fixed, and the public values X = gxĝx̂, Y = hxĥx̂, and
U = uxûx̂ are already defined (and (u, û) := Hu(m) is fixed as well). In the previous game, we
sample r, r̂ ← Zp and set

R := (R1, R2, R3) :=
(
gr ĝr̂, hrĥr̂, urûr̂

)
.

Then we compute z := r + cx, ẑ := r̂ + cx̂; in particular, the following relations hold:

gz ĝẑ = Xc ·R1, hzĥẑ = Y c ·R2, uzûẑ = U c ·R3. (1)

In this game, we change the order of sampling as follows. Whenever the last honest second-round
query for a session is made, we first sample z, ẑ ← Zp uniformly at random, and then compute the
values R = (R1, R2, R3) by rearranging the above equation, namely:

R1 := gz ĝẑ ·X−c, R2 := hzĥẑ · Y −c, R3 := uzûẑ · U−c.

Afterwards, we generate ρ exactly as in game G10 from the well-defined identity com = Aρ(1, R),
i.e., we sample ρ uniformly from the (one-dimensional) affine solution space of the corresponding
linear system over Zp. We claim that the distribution of both games is identical. To this end, fix
c ∈ Zp and the public values X, Y, U (which are already determined after round 1). In game G10
we have

gz ĝẑ = gr+cxĝr̂+cx̂ with r, r̂ ← Zp uniform,
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hence (z, ẑ) = (r + cx, r̂ + cx̂) is uniformly distributed over Z2
p since it is obtained from (r, r̂) by an

invertible translation. Moreover, using X = gxĝx̂, Y = hxĥx̂, and U = uxûx̂, we can rewrite

R1 = gr ĝr̂ = gz ĝẑ ·X−c, R2 = hzĥẑ · Y −c, R3 = uzûẑ · U−c.

Therefore, the distribution of R induced in G10 by sampling (r, r̂) and setting (z, ẑ) = (r+cx, r̂+cx̂)
is exactly the same as the distribution in G11 obtained by sampling (z, ẑ) ← Z2

p uniformly and
defining R via Equation (1). Since the subsequent computation of ρ depends only on (com, R) and
is performed identically in both games, the adversary’s view is identically distributed in G10 and
G11, and we get Pr[G11 ⇒ 1] = Pr[G10 ⇒ 1].
Game G12 (Sample Per-Signer Responses): In this game, we change how the values revealed
by corruption queries are generated and how the aggregate response (z, ẑ) used to compute the
aggregate nonce R = (R1, R2, R3) in the second round is obtained. More precisely, upon each query
Sign1(S, m, i) with i ∈ H, we sample and store uniform and independent values zi, ẑi ← Zp as
internal state for signer i associated with this invocation of Sign1. Apart from storing (zi, ẑi), we
answer Sign1 exactly as in the previous game. Next, in Sign2(i, sid,M1) we proceed exactly as
before, except that when Sign2(·) is invoked for the last honest signer in Ssid, we first define the
aggregate responses as

z :=
∑

j∈H∩Ssid

zj , ẑ :=
∑

j∈H∩Ssid

ẑj ,

where the sums range over the values (zj , ẑj) stored at the corresponding Sign1(S, m, j) queries.
We then compute the aggregate nonce R = (R1, R2, R3) and the value ρ exactly as in the previous
game. Finally, upon a corruption query Corr(i) for an honest signer i ∈ H, instead of sampling
fresh values ri, r̂i ← Zp as in game G11, we set ri := zi, r̂i := ẑi, and output (ri, r̂i, ρi), where ρi is
generated exactly as before.

We claim that the distributions of values in both games are identical. For this, observe that
the only difference between games G11 and G12 is that in this game, we represent the aggregate
responses (z, ẑ) as sums of independently sampled values {(zj , ẑj)}j∈H∩S that are drawn already in
Sign1. Since each (zj , ẑj) is uniform over Z2

p, their sum (z, ẑ) = (
∑

j zj ,
∑

j ẑj) is uniform over Z2
p

as well, and therefore the induced distribution of the aggregate nonce R computed from (z, ẑ) is
identical to G11, where (z, ẑ) is sampled directly as uniform. Moreover, answering Corr(i) with
(ri, r̂i) = (zi, ẑi) does not change the distribution, because in game G11 the values (ri, r̂i) returned
upon corruption are uniform in Z2

p, and in game G12 the stored values (zi, ẑi) are also uniform
in Z2

p. Finally, ρ and each revealed ρi are generated in both games by sampling uniformly from
the same affine solution spaces determined by the corresponding pairs (com, R) and (comi, Ri),
respectively. Hence the adversary’s view is identically distributed in both games, and therefore
Pr[G12 ⇒ 1] = Pr[G11 ⇒ 1].

We introduce a purely syntactical change as follows. In addition to sampling the values zi, ẑi

upon each query Sign1(S, m, i) with i ∈ H, we also store the corresponding group elements

mi := (mi,1, mi,2, mi,3) :=
(
gzi ĝẑi , hzi ĥẑi , uzi ûẑi

)
as internal state. All other parts of the game remain unchanged. It is immediate that this mod-
ification does not affect the adversary’s view: the values mi are deterministic functions of the
already-sampled uniform randomness (zi, ẑi) and are never revealed independently. Consequently,
this change is purely syntactical and preserves the distribution of all values visible to the adversary.
Game G13 (Change Commitment Generation): In this game, we change the way the commit-
ment comi is generated upon a first-round signing query Sign1(S, m, i) with i ∈ H. In the previous
game, we sample e1,i, e2,i, e3,i ← Zp and return comi := (ge1,i , ge2,i , he2,i , ge3,i). In this game, we
instead sample ζi = (ζ1,i, ζ2,i, ζ3,i, ζ4,i)← Z4

p and return

comi :=
(
gζ1,i , mi,1Xζ2,i , mi,2Y ζ2,i , mi,3Xζ3,iY ζ4,i

)
∈ G4,
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where mi = (mi,1, mi,2, mi,3) is the internal state defined above. All other parts of the game remain
unchanged. We claim that the distributions of both games are identical, conditioned on X ̸= 1. Let
x0 ∈ Zp such that (X, Y ) = (g, h)x0 . Moreover, for each honest signer i, there exists si := zi + αẑi

such that mi,1 = gsi , mi,2 = hsi . Fix the internal state (si, ti), where ti := logg(mi,3). Define the
map Φsi

: Z4
p → Z3

p,

(ζ1,i, ζ2,i, ζ3,i, ζ4,i) 7→ (e1,i, e2,i, e3,i) :=
(
ζ1,i, si + x0ζ2,i, ti + x0ζ3,i + βx0ζ4,i

)
.

A direct calculation shows that comi = (ge1,i , ge2,i , he2,i , ge3,i), with (e1,i, e2,i, e3,i) = Φsi
(ζi). As-

suming x0 ̸= 0 (equivalently X ̸= 1), the map ζ2,i 7→ si + x0ζ2,i is a bijection on Zp, and the map
(ζ3,i, ζ4,i) 7→ x0ζ3,i + βx0ζ4,i is surjective with each value having exactly p preimages. Therefore,
(e1,i, e2,i, e3,i) is uniformly distributed over Z3

p whenever ζi is uniform over Z4
p. It follows that comi

is distributed identically to the commitment sampled in G12. Thus, we get∣∣Pr[G13 ⇒ 1]− Pr[G12 ⇒ 1]
∣∣ ≤ 1/p.

Game G14 (Trapdoor Equivocation): In this game, we change the way the commitment ran-
domness is computed upon the last honest second-round signing query and upon corruption queries.
Namely, instead of computing these values inefficiently as in the previous game, we now compute
them efficiently using the commitment trapdoor matrix D ∈ G4×4.

Efficient computation of the aggregate commitment randomness. Upon the last honest second-
round signing query Sign2(i, sid,M1), let H := H ∩ Ssid be the honest signers in that session. The
game computes the combined commitment and nonce as before, namely:

com :=
⊗
i∈H

comi =
(
gζ1 , m1Xζ2 , m2Y ζ2 , m3Xζ3Y ζ4

)
,

R := (R1, R2, R3) := (m1X−c, m2Y −c, m3U−c),

where
(m1, m2, m3) :=

(∏
i∈H

mi,1,
∏
i∈H

mi,2,
∏
i∈H

mi,3

)
, ζ :=

∑
i∈H

ζi

denote the component-wise aggregation of the individual values mi = (mi,1, mi,2, mi,3) and ζi =
(ζ1,i, ζ2,i, ζ3,i, ζ4,i) over all honest signers i ∈ H. Moreover, recall that U = XaY b for the trapdoor
values (a, b) associated with Hu(msid). By construction, the commitment must satisfy Equation 1,
i.e., com = Aρ(1, R). Substituting the above expressions yields

Aρ =
(
gζ1 , Xζ2+c, Y ζ2+c, Xζ3+acY ζ4+bc

)
. (2)

Recall that the trapdoor commitment key A ∈ G4×4 is generated together with a trapdoor matrix
D = (di,j) ∈ Z4×4

p such that for any ρ ∈ Z4
p,

Aρ =
(
g⟨d1,ρ⟩, X⟨d2,ρ⟩, Y ⟨d2,ρ⟩, X⟨d3,ρ⟩Y ⟨d4,ρ⟩).

Here, for each k ∈ {1, 2, 3, 4}, we write dk := (dk,1, . . . , dk,4) ∈ Z4
p for the k-th row of the trapdoor

matrix D, and ⟨·, ·⟩ denotes the standard inner product over Zp. Matching exponents yields the
linear system

D ρ =


ζ1

ζ2 + c
ζ3 + ac
ζ4 + bc

 .

The game computes ρ efficiently using the trapdoor as ρ := D−1(ζ1, ζ2 +c, ζ3 +ac, ζ4 +bc)T , aborting
if D is not invertible (which happens with probability at most 4/p).
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Efficient computation of individual randomness upon corruption. We also compute the individual
commitment randomness values ρi efficiently upon corruption queries. Namely, upon a corruption
query Corr(i) for an honest signer i ∈ H, the game proceeds as follows. As in the previous game,
it sets (ri, r̂i) := (zi, ẑi) and defines the individual nonce

Ri := (R1,i, R2,i, R3,i) :=
(
gri ĝr̂i , hri ĥr̂i , uri ûr̂i

)
,

where (u, û) = Hu(msid) is already fixed for the corresponding signing session. The commitment
comi must satisfy Equation 1, i.e., comi = Aρi(1, Ri). Writing

comi =
(
gζ1,i , mi,1Xζ2,i , mi,2Y ζ2,i , mi,3Xζ3,iY ζ4,i

)
,

and recalling that

(mi,1, mi,2, mi,3) =
(
gzi ĝẑi , hzi ĥẑi , uzi ûẑi

)
= (R1,i, R2,i, R3,i),

we obtain
Aρi = comi · (1, Ri)−1 =

(
gζ1,i , Xζ2,i , Y ζ2,i , Xζ3,iY ζ4,i

)
.

Using the trapdoor matrix D, we can then compute ρi efficiently as ρi := D−1(ζ1,i, ζ2,i, ζ3,i, ζ4,i)T ,
aborting if D is not invertible. Conditioned on D being invertible, we claim that the distributions
of the values in both games are identical.

Recall that in the previous game G13, after fixing (com, R), the commitment randomness ρ was
sampled uniformly from the one-dimensional affine solution space

S(com, R) :=
{

ρ ∈ Z4
p

∣∣ com = Aρ(1, R)
}

.

In this game, the value ρ is instead computed by solving the full-rank linear system D ρ = (ζ1, ζ2 +
c, ζ3 + ac, ζ4 + bc)T . Although this system admits a unique solution for fixed (ζ1, ζ2, ζ3, ζ4), this
does not eliminate the randomness in ρ when conditioning on (com, R). For this, observe that the
commitment

com =
(
gζ1 , m1Xζ2 , m2Y ζ2 , m3Xζ3Y ζ4

)
=

(
gζ1 , m1Xζ2 , m2Y ζ2 , m3Xω

)
,

where ω := ζ3 + βζ4, depends on the pair (ζ3, ζ4) only through the single scalar ω. Consequently,
conditioned on (com, R), the values ζ1, ζ2, and ω are fixed, while ζ4 remains uniformly distributed
over Zp, and ζ3 is uniquely determined as ζ3 = ω−βζ4. Substituting this relation into the expression
for ρ yields

ρ = D−1


ζ1

ζ2 + c
ω − βζ4 + ac

ζ4 + bc

 = ρ0 + ζ4 · v, ρ0 := D−1


ζ1

ζ2 + c
ω + ac

bc

 , v := D−1


0
0
−β
1

 .

Since ζ4 is uniformly distributed over Zp, it follows that ρ is uniformly distributed over the affine
line ρ0 +Span{v} (note that v ̸= 0). It remains to observe that this affine line coincides exactly with
the solution space S(com, R). Indeed, by definition D v = (0, 0,−β, 1)T , so ⟨d1, v⟩ = 0, ⟨d2, v⟩ = 0,
⟨d3 + βd4, v⟩ = 0, and therefore adding any multiple of v to a solution ρ does not change the value
of Aρ(1, R); recall that

Aρ =
(
g⟨d1,ρ⟩, X⟨d2,ρ⟩, Y ⟨d2,ρ⟩, X⟨d3,ρ⟩Y ⟨d4,ρ⟩).

Hence, ρ0 + Span{v} = S(com, R), and the value ρ computed in this game is distributed identically
to the value sampled in the previous game. The same argument applies to each individual value ρi

computed upon corruption queries.
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Uniformity of the aggregate value ζ4. Finally, we argue why ζ4 as a sum of individual (uniform
and independent) ζ4,i is uniformly distributed over Zp, even when the adversary chooses the signer
set Ssid adaptively after observing many first-round commitments. Let τ denote the full first-round
transcript available to the adversary, including all commitments {comi} revealed before the adversary
decides which signing session to complete. Suppose that the signer set Ssid is chosen as an arbitrary
(possibly randomized) function of τ , and let H := H∩Ssid be the resulting set of honest signers. Let
T ⊆ H denote the subset of honest signers corrupted by the adversary, and assume |T | ≤ |H| − 1,
so that there exists an uncorrupted honest signer j ∈ H \ T . For each signer i, we define

ωi := ζ3,i + βζ4,i, and ω :=
∑
i∈H

ωi =
∑
i∈H

ζ3,i + β
∑
i∈H

ζ4,i = ζ3 + βζ4.

Recall that the commitment comi reveals ωi through its last coordinate, but does not reveal any
additional information about ζ4,i beyond ωi. Now, since (ζ3,j , ζ4,j)← Z2

p is sampled uniformly and
independently, and the map (ζ3,j , ζ4,j) 7→ (ωj , ζ4,j) with ωj = ζ3,j + βζ4,j is a bijection on Z2

p, it
follows that (ωj , ζ4,j) is uniformly distributed over Z2

p. In particular, conditioning on τ (and hence
on ωj) and on the event that j ∈ Ssid, the value ζ4,j remains uniform over Zp. Writing

ζ4 =
∑
i∈H

ζ4,i =
( ∑

i∈H\{j}

ζ4,i

)
+ ζ4,j ,

we see that ζ4 is the sum of a value fixed by the adversary’s view and an independent uniform
term ζ4,j . Hence, the aggregate ζ4 is itself uniformly distributed over Zp, even under an adaptive
choice of the signer set Ssid. Since ζ4 =

∑
i∈T ζ4,i +

∑
i∈H\T ζ4,i and ζ4,j is uniform and independent

of the adversary’s view, it follows that the aggregate ζ4 remains uniformly distributed over Zp

even conditioned on all values revealed by corruption queries and on the value ω induced by the
commitment.

Although in the current game we compute a unique representative ρ (and similarly each ρi) by
solving a full-rank linear system, this merely fixes a canonical representative from the same one-
dimensional affine solution space that was sampled from in the previous games. As shown above,
these values remain uniformly distributed, and thus the joint distribution of all values visible to the
adversary remains unchanged. Unconditioning on the event that the trapdoor matrix D is invertible,
we conclude with

∣∣Pr[G14 ⇒ 1]− Pr[G13 ⇒ 1]
∣∣ ≤ 4/p.

Conclusion so far. The above sequence of games establishes that the simulator never needs
the signing secret key (x, x̂). For each message m queried for the first time, it obtains/programs a
trapdoor (am, bm) for Hu(m) and returns U = Um = XamY bm . All first-round commitments comi

are generated in trapdoor mode from uniformly random (zi, ẑi, ζi) using the commitment trapdoor
matrix D. The aggregate opening of com =

⊗
i comi is computed via trapdoor equivocation from

ζ =
∑

i ζi, (am, bm), and the challenge c. Corruption queries are answered by setting ri := zi,
r̂i := ẑi and using individual equivocation to compute ρi. Finally, upon a forgery (m∗, σ∗), the
winning condition is checked using the trapdoor (a∗, b∗) for m∗. We now switch (g, ĝ, h, ĥ) back to
the real distribution and give the reduction to the one-more image game.

Game G15 (Switch (g, ĝ, h, ĥ) to Random): In this game, we change the distribution of the pub-
lic parameters (g, ĝ, h, ĥ) again. Instead of generating (ĝ, ĥ) = (g, h)α, we instead sample them uni-
formly random. Concretely, we generate the parameters as ĝ, h, ĥ← Zp sampled uniformly random
and independent. We can bound the distinguishing advantage between games G15 and G14 via a
reduction B to DDH. To this end, B gets a tuple D := (g, ĝ, h, T ) ∈ G4 as input. It then simulates
game G14 for A with the following change: it sets the public parameters to (g, ĝ, h, ĥ) with ĥ := T .
Otherwise, it behaves exactly as the game. In the end, it outputs whatever the game outputs. If
D is a DH tuple, then B perfectly simulates game G14. On the other hand, if D is not a DH tuple,
then B perfectly simulates game G15. Therefore, we obtain

∣∣Pr[G15 ⇒ 1]− Pr[G14 ⇒ 1]
∣∣ ≤ εddh.
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Reduction to the One-More Image Game. We construct a reduction B that simulates the
final game for any adversary A and uses a successful forgery to win the one-more image game. The
one-more image challenger provides B with the public parameters par′ = (G, p, g, ĝ, h, ĥ) and two
group elements X, Y . The reduction samples the commitment key in trapdoor mode as in the final
game, that is, ck← TGen((G, p, g), (X, Y )). It then forwards the public parameters and public key

par := (G, p, g, ĝ, h, ĥ, ck), pk := (X, Y ),

respectively, to A as input. For each message m queried to Hu for the first time, B calls the
oracle Chal to obtain (um, ûm) = (gamhbm , ĝam ĥbm), programs Hu(m) accordingly, and records
the corresponding challenge index sidm. When the simulation requires the value U upon the first
first-round signing query Sign1(S, m, i), B queries the oracle PreIm on this challenge index sidm

to obtain (am, bm) and returns U = XamY bm . All signing and corruption queries are answered
exactly as in the final game, using only the programmed trapdoors and the commitment trapdoor,
and without reference to the secret key.

If A outputs a forgery (m∗, σ∗) on a fresh message m∗, then B outputs the corresponding challenge
index sidm∗ together with U∗. By the winning condition in the final game, we have U∗ = Xa∗Y b∗ ,
and since B never queried the oracle PreIm for this challenge index sidm∗ , this constitutes a valid
one-more image solution. We therefore conclude with Pr[G15 ⇒ 1] ≤ εone-more. Combining this
with the previous hybrids, we conclude the lemma.

Theorem 4. We prove Theorem 4 via a sequence of games. Let G0 be the original one-more image
game.
Game G1 (Switch (g, ĝ, h, ĥ) to DH): In this game, we change the distribution of the public pa-
rameters (g, ĝ, h, ĥ). Instead of sampling ĝ, h, ĥ← G uniformly at random (as in the previous games),
we sample w ← Zp and set (h, ĥ) := (gw, ĝw), so that (g, ĝ, h, ĥ) forms a DH tuple. We can bound
the distinguishing advantage between games G5 and G4 via a straightforward reduction B to DDH,
and therefore omit it. Thus, we have∣∣Pr[G1 ⇒ 1]− Pr[G0 ⇒ 1]

∣∣ ≤ εddh.

Game G2 (Sample asid + wbsid in Chal): Recall that in Chal the challenger samples asid, bsid ←
Zp uniformly and independently, and defines

usid := gasidhbsid = gasid+wbsid , ûsid := ĝasid ĥbsid = ĝasid+wbsid .

Thus, the values returned to the adversary depend only on the linear combination csid := asid+wbsid ∈
Zp. In this game, we instead sample csid ← Zp uniformly at random and set usid := gcsid , ûsid := ĝcsid .
Whenever (asid, bsid) are later required (e.g., in PreIm or in the final check), the game samples
bsid ← Zp and defines asid := csid − wbsid. Since for uniform (asid, bsid) the value csid = asid + wbsid is
uniform in Zp, and conditioned on any fixed csid the reconstruction (asid, bsid) = (csid−wbsid, bsid) with
uniform bsid is uniform over all pairs satisfying asid + wbsid = csid, the joint distribution is unchanged.
Therefore, we get Pr[G2 ⇒ 1] = Pr[G1 ⇒ 1].
Unconditional bound for G2: Let x and y be the discrete logarithms of X and Y , respectively.
Except with probability 1/p, we have y ̸= wx. When A outputs (i, U), bi is uniformly sampled, and
the game checks whether U = XaiY bi . We have

XaiY bi = gx(ci−wbi)+y(bi) = gxci+(y−wx)bi .

Since y ̸= wx, every possible value of bi yields a distinct value of XaiY bi . Therefore, U = XaiY bi

with probability 1/p. We have Pr[G2 ⇒ 1] ≤ 2/p, which concludes this proof.
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A More Related Work
We discuss related work with an emphasis on adaptively secure threshold signatures and tightness
in multi-party signature.

Adaptively Secure Threshold Signatures. The first adaptively secure threshold signature
schemes were independently introduced in 1999 by Canetti et al. [CGJ+99] and Frankel et al. [FMY99].
Their constructions rely on the single-inconsistent player (SIP) technique in combination with secure
erasures. Jarecki and Lysyanskaya [JL00] subsequently refined the SIP approach to eliminate the
requirement for secure erasures, and related techniques were later employed in [LP01,AF04] to con-
struct adaptively secure threshold signatures without erasures. Gennaro et al. [GJKR99, GJKR07]
also proposed adaptively secure threshold signature schemes, albeit still relying on secure erasures.
All of these early constructions require multiple rounds of interaction—often assuming the availabil-
ity of a broadcast channel—are restricted to corruption thresholds t < n/2, and fail to achieve tight
security reductions.

Threshold Schnorr signatures have recently received considerable attention, resulting in a number
of adaptively secure constructions [Mak22,CKM23,KRT24,BLSW24,BDLR25b,BDLR25a,CKK+25,
Che25b,GCRS25,BGC+25,BCL+25], including schemes tolerating a full corruption threshold t < n.
Among these, [CKM23, BLSW24, CKK+25, BGC+25, BCL+25] provide tight security proofs, but
rely on the AGM and the AOMDL assumption, with some additionally assuming LDVR. Other
constructions achieve adaptive security under standard assumptions; however, they either require
at least three rounds of communication or operate in non-standard models, additionally employing
heavy zero-knowledge proofs to establish deterministic nonce derivation. Furthermore, all AGM-free
proofs rely on the forking lemma, which inherently results in highly non-tight security reductions.
Moreover, existing impossibility results for Schnorr-type signatures rule out tight security reductions
in the random oracle model (ROM) from standard assumptions [Seu12].

More recent work constructs adaptively secure threshold signatures from standard assump-
tions [BLT+24,BW26,Che25a,Che25b]. Among these, [Che25a,Che25b] propose two-round signing
protocols; however, [Che25a] incurs a security loss at least linear in the number of signing queries,
while [Che25b] relies on the forking lemma and thus yields a highly non-tight reduction. In ad-
dition, [BW26, Che25a] present three-round constructions with tight security reductions. These
schemes employ the adaptive partitioning technique in the distributed signing setting, which ap-
pears to inherently require an additional round of interaction. We discuss these constructions in
greater detail in the technical overview.

In the pairing-based setting, Wang et al. [WQL09] proposed a non-interactive, adaptively secure
threshold Waters signature inspired by [AF04]. Libert et al. [LJY14] subsequently introduced an-
other non-interactive adaptively secure threshold signature producing BLS-like signatures. Bacho
and Loss [BL22] established adaptive security for Boldyreva’s threshold BLS signature [Bol03], and
more recently, Das and Ren [DR24] presented an adaptively secure threshold BLS signature based
on standard assumptions. Among these works, only [BL22] achieves a tight security reduction, al-
beit under the AGM and the OMDL assumption. The remaining constructions incur a security loss
linear in the number of hash or signing queries.

Other Multi-Party Signatures. Multi-signatures constitute a special case of threshold sig-
natures with threshold t = n − 1, in which all n participants are required to engage in the
signing protocol and each signer independently generates its own key pair. As a consequence,
multi-signature schemes avoid the need for an interactive distributed key generation (DKG) pro-
tocol [BK25], which is a central component of general threshold signature constructions.11 Since
their introduction by Itakura and Nakamura [Ita83], multi-signatures have been studied exten-
sively [MOR01,Bol03,BN06,LOS+06,BCJ08,BJ10], with renewed interest in recent years driven by

11We note, however, that efficient DKG protocols with quadratic communication cost are known in both the
synchronous [BLL+24] and asynchronous [ABLS25] network settings.
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practical and theoretical advances [BDN18,DEF+19,NRSW20,NRS21,AB21,BD21,BTT22,FSZ22,
TZ23]. Several works further focus on achieving tight security reductions in the multi-signature set-
ting [BN06,RY07,BNN07,BJ08,FH21,PW23,PW24,BW24,BW25]. Among these, only the schemes
in [PW23,PW24,BW25] admit two-round signing protocols in the pairing-free setting.

In contrast to threshold signatures, multi-signature schemes do not rely on a jointly generated
public key representing all signers. Moreover, adaptive security in the multi-signature setting can be
obtained from static security via a simple but non-tight12 reduction. As a result, the design space and
proof techniques for tightly and adaptively secure multi-signatures differ fundamentally from those
required for threshold signatures. Existing techniques for obtaining tight security in multi-signature
schemes include lossy identification-based approaches [AFLT12], constructions requiring multiple
public keys per signer [PW23], and the Katz–Wang pseudorandom bit sampling technique [KW03].
Importantly, none of these methods appear to extend to the threshold setting in the presence of
adaptive corruptions.

We briefly elaborate on the two-round constructions of [PW23, PW24, BW25]. The schemes
in [PW23, PW24] are technically similar, with the latter providing an optimized instantiation. In
these constructions, each signer possesses two public keys and pseudorandomly selects one of them
on a per-message basis. This design crucially relies on the independence of the signers’ keys and
induces an exponential number of possible public-key combinations—specifically, 2n combinations
for n signers. Consequently, it is unclear how such an approach could be adapted to threshold
signatures, where all signers are represented by a single public key. Furthermore, multi-signature
schemes typically assume the presence of a single honest signer and therefore avoid many of the
difficulties inherent to adaptive corruptions. The most recent construction [BW25] addresses key
aggregation by employing a different technique: for each message m, every signer pseudorandomly
chooses whether to sign (0, m) or (1, m). This effectively partitions the set of signers into two subsets
that independently produce aggregate signatures, which are then combined to form the final signa-
ture. Nevertheless, it remains unclear how this approach could be extended to threshold signatures,
particularly in the presence of adaptive adversaries. We elaborate on this below in Section A.1.
Furthermore, all three schemes critically rely on the lossy key technique, in which the public key
is programmed to a lossy mode for which no corresponding secret key exists. This approach fun-
damentally fails in the presence of adaptive corruptions: upon corrupting a signer, the adversary
would immediately detect the absence of a valid secret key. In summary, there are several obsta-
cles along different dimensions that prevent extending these tight two-round multi-signatures to the
tight, adaptive threshold setting.

A.1 Tight Two-Round Multi-Signatures
Tightly secure two-round schemes have been proposed in a highly related area, namely multi-
signatures [PW23,PW24,BW25]. These are n-out-of-n signatures with dynamically formed groups
of signers. Many multi-signature schemes have threshold counterparts with very similar construction
(e.g., [NRS21] vs. [KG20], [BD21] vs. [Che25b]). Therefore, transforming a multi-signature scheme
into a threshold scheme is naturally considered a promising approach. However, we explain why the
techniques from [PW23,PW24,BW25] do not apply in the threshold setting.

In fact, [PW23,PW24] require the verifier to take a list of individual public keys for verification
(i.e., they do not support key aggregation). This already prevents us from transforming them into
threshold signature schemes, where a signature is verified under a single compact key. On the other
hand, the scheme T-Spoon [BW25] indeed allows the verifier to take only a compact aggregated
public key. We explain why it cannot be directly transformed into a threshold scheme.

The basic framework of T-Spoon [BW25], which is a non-tight scheme proposed in [PW23],
12Specifically, one can guess the single uncorrupted signer, incurring a security loss of 1/n when reducing adaptive

security to static security. For general threshold signatures, such an approach would instead incur an exponential loss
in t and n.
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is as follows. A public key consists of four group elements (g, h, X, Y ). A functional public key
consists of a DH tuple, while one can indistinguishably generate a lossy public key as a non-DH
tuple. In the signing protocol, the message m is hashed to generate a message-specific commitment
key ck for a dual-mode commitment scheme, which has a hiding mode and a binding mode that are
indistinguishable. Signing is possible if the key is functional or ck is hiding (as it restores the HVZK
simulator like in our construction). In contrast, it is unconditionally hard under a lossy key with a
binding ck. In the security proof, we switch the public key to be lossy and partition the message space
into a hiding partition (where each message is hashed to a hiding ck) and a binding partition (where
each message is hashed to a binding ck). For a reduction to efficiently execute the security game,
we need the adversary to request signatures only on messages in the hiding partition, while making
a forgery for a message in the binding partition. Using Coron’s coin tossing technique [Cor00], we
can get the basic scheme with security loss Θ(qs), where qs is the number of signing queries.

To achieve fully tight security, the basic framework is combined with the pseudorandom bit
technique by Katz and Wang [KW03,GJKW07]. Now, each message is hashed to two commitment
keys ck0, ck1. In the signing protocol, each signer independently chooses a pseudorandom bit (as a
function of message m) to decide which commitment key to use. In the security proof, the public
key is again switched to be lossy, while for each message, one of {ck0, ck1} is hiding and the other is
binding, in a random order. In the n-out-of-n setting, the reduction only simulates one honest signer.
The reduction can set the honest signer’s pseudorandom bit to choose the hiding commitment key.
On the other hand, the adversary has to make a forgery for a message that the honest signer never
signed, for which it does not know which key is hiding. It has a 1/2 chance to choose the binding
key, which makes signing unconditionally hard.

In the t-out-of-n setting, however, the reduction needs to simulate multiple honest signers whose
public key shares are all lossy. Thus, they have to always choose the same bit rather than choosing
each bit independently, making the simulation distinguishable from the real game.

Finally, we note that a recent work [BC26] proposes Earpicks-MS, a tightly secure two-round
multi-signature scheme with key aggregation. The scheme also admits a tightly secure two-round
threshold variant, Earpicks-TS, but only in the static-corruption setting. As explained by the au-
thors in Section 2.4 (“Open Questions”), their proof of tight security for Earpicks-TS crucially relies
on corruptions being static and breaks down at two points in the adaptive setting. We quote
their explanation verbatim: “First, on behalf of an honest party i ∈ [n], the reduction outputs
a uniformly random group element Zi, together with a simulated proof, instead of the real value
Zi = HD(apk, µ)xi , where apk = pk denotes the group public key and xi is party i’s secret key
share. In the adaptive-corruption setting, the adversary may subsequently corrupt an honest party
i, at which point the reduction must reveal the corresponding secret key xi. Once xi is revealed, the
adversary can recompute the correct value of Zi and detect that it differs from the uniformly random
element previously output by the reduction. Hence, the simulation becomes inconsistent, and the
reduction fails. More generally, the pseudorandom-bit (or controllable branch-selection) technique
employed in the proof does not appear to extend to the adaptive setting.

Second, the proof involves switching the honest public key pk = (g, h)x to a lossy key, i.e., a
public key for which no corresponding secret key exists. Concretely, pk is replaced by a uniformly
random tuple (X, Y ) ∈ G2 In the threshold setting, the joint public key is derived from the n public
key shares of the parties. If more than t shares are honestly generated, then the resulting joint key
cannot be lossy. Consequently, at most t shares may be generated consistently with secret keys.
However, under adaptive corruptions, the reduction must be prepared to reveal a valid secret key
share for any party that is corrupted. This would require the reduction to guess in advance the
subset of at most t parties that will be corrupted and generate only their shares honestly. Such a
guessing strategy incurs a security loss proportional to

(
n
t

)
, which is exponential in the number of

involved parties.”
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B Proof of Lemma 2
In this section, we provide the proof of Lemma 2 (Effect of Masking).

Proof. We prove the lemma via a sequence of games.

Game G0 (Real Game): This is the real security game TSUF for threshold signatures as defined
in Fig. 2. By definition, we have

Pr [G0 ⇒ 1] = εuf.

Game G1 (Guessing Honest Seed): In this game, we introduce an abort condition to handle
the unlikely event that the adversary A guesses a secret seed shared between two honest par-
ties. Concretely, the game now aborts if A makes a query to the random oracle Hm of the form
Hm(i, j, seedi,j , ·) such that (i, j) ∈ H×H. The only difference between G1 and the previous game is
this additional abort event. Hence, the difference in the adversary’s success probability is bounded
by the probability that this abort occurs.

All seeds seedi,j are chosen independently and uniformly at random from {0, 1}λ during key
generation and remain perfectly hidden from the adversary as long as both i and j are honest.
Therefore, for any fixed pair (i, j) ∈ H×H and any single random oracle query, the probability that
A correctly guesses seedi,j is exactly 1/2λ. By a union bound over all random oracle queries and all
pairs of honest signers, we therefore get∣∣Pr[G1 ⇒ 1]− Pr[G0 ⇒ 1]

∣∣ ≤ n2 · qh/2λ.

Game G1.5 (Ruling Out First-Round Message Collisions): The game aborts if two distinct
successful queries to the first-round signing oracle for the same triple (i,S, m) return the same
first-round message msg1,i = (comi, Ui). Recall

Ui = uλS,ixi ûλS,ix̂i∆i,1

is determined by (i,S, m). Thus, such a collision occurs if and only if the two commitments comi

are equal.
Consider a newly generated commitment comi = com(ck, Ri; ρi), where R1,i = gri ĝr̂i . Con-

ditioned on the preceding view, r̂i, and ρi, the first coordinate of comi is a fixed group element
multiplied by gri . It is therefore uniform in G, since ri ← Zp is fresh, and matches the first
coordinate of any fixed earlier commitment with probability 1/p. Since equality of the complete
commitments requires equality of their first coordinates, a union bound gives

∣∣Pr[G1.5 ⇒ 1]− Pr[G1 ⇒ 1]
∣∣ ≤ qs

2

p
.

Conditioned on no abort, the own-message check in the second-round signing oracle ensures that,
for every signer i, each second-round tuple (S, m,M1) identifies at most one local session. Indeed,
otherwise the first-round messages of two distinct local sessions would both equal the entry for i
in M1, contradicting the absence of a collision. Consequently, the parties answering under a given
session tuple can be recorded by their identities, and the same masks ∆i,2 ∈ Z4

p and ∆i,3 ∈ Z2
p are

reused whenever signer i is invoked under the same tuple.

Game G2 (Lazy Evaluation of ZeroShare): In this game, we change how the signing oracle eval-
uates the procedure ZeroShare for honest signers inside Sign1 and Sign2. Recall that upon a query
Sign1(S, m, i), the first-round group mask is defined as

∆i,1 =
∏
j∈S

Hm(i, j, seedi,j ,S, m, 1) · Hm(j, i, seedj,i,S, m, 1)−1 ∈ G,
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and the second-round masks ∆i,2 ∈ Z4
p and ∆i,3 := (∆i,3, ∆̂i,3) ∈ Z2

p are defined by the corre-
sponding additive sums using (Si,sid, mi,sid,M1). In the previous game, whenever the signing oracle
executed ZeroShare(seedi,S, m, 1) (or the second-round analogues), all underlying Hm values were
evaluated independently according to the random oracle. In this game, we modify this as follows.
Namely, whenever the signing oracle receives a query Sign1(S, m, i) or Sign2(i, sid,M1) for the first
time for an honest signer i ∈ H, the game proceeds as follows:

• Upon a signing query Sign1(S, m, i), it computes the first-round group mask ∆i,1 = ∆1(i,S, m)
by evaluating the defining product above, using lazy sampling of Hm.

• Upon a signing query Sign2(i, sid,M1), it computes the second-round mask values

∆i,2 = ∆2(i,Si,sid, mi,sid,M1) and ∆i,3 = ∆3(i,Si,sid, mi,sid,M1)

by evaluating the defining sums, using lazy sampling of Hm.
• That is, whenever a term of the form Hm(i, j, seedi,j , ·) or Hm(j, i, seedj,i, ·) is required and has

not been queried before, the game samples its value uniformly at random from its prescribed
range: G for ℓ = 1, Z4

p for ℓ = 2, and Z2
p for ℓ = 3, and records it in the random oracle table.

• The entire group mask ∆i,1, or second-round vector mask ∆i,ℓ for ℓ ∈ {2, 3}, is thus determined
at once, and stored for future consistency.

Only honest–honest seeded entries are reordered in this way. Entries incident to a corrupted signer
remain ordinary random oracle entries and may already have been queried by the adversary; the
signing oracle simply reuses them.

We claim that this change does not affect the adversary’s view. Indeed, conditioned on no abort
in G1, the adversary never queries Hm on inputs containing seedi,j for (i, j) ∈ H×H. Therefore, all
honest–honest oracle evaluations occur only inside executions of ZeroShare by the signing oracle or
are deferred as described below. Sampling them lazily at that point, instead of conceptually fixing
them earlier, preserves their joint distribution exactly. Therefore, we get

Pr[G2 ⇒ 1] = Pr[G1.5 ⇒ 1].

Game G3 (Sample Masks First): In this game, we change how the masks are generated for
honest signers in a signing session. Recall that the masks satisfy∏

j∈S
∆j,1 = 1G,

∑
j∈Si,sid

∆j,ℓ = 0 for ℓ ∈ {2, 3}.

In this game, we reverse the generation order of the Hm values and the resulting masks ∆i,1, ∆i,2, ∆i,3.
Namely, instead of first sampling the underlying Hm values and then deriving the masks, we proceed
as follows whenever a new signing query Sign1(S, m, i) or Sign2(sid, i,M1) (for an honest i ∈ H)
is made:

• Let H := H∩S be the current set of honest signers for the relevant signer set (with S = Si,sid
in round two).

• For the first-round tag (S, m), sample each honest mask that becomes exposed uniformly as
long as another honest mask remains hidden. When only one honest mask remains to be fixed,
call its signer i∗ ∈ H and set

∆i∗,1 :=

 ∏
j∈S\{i∗}

∆j,1

−1

.

A value already fixed for the same triple (i,S, m) is reused; in particular, repeated first-round
queries never resample ∆i,1.
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• For each second-round tag (Si,sid, mi,sid,M1, ℓ) with ℓ ∈ {2, 3}, use the additive analogue:
sample masks uniformly as long as another honest mask remains hidden and, when only one
honest mask remains to be fixed, set it to

∆i∗,ℓ := −
∑

j∈Si,sid\{i∗}

∆j,ℓ.

After fixing all masks in this way, the game programs the random oracle Hm lazily and consistently
so that the defining equations of ZeroShare are satisfied. For ℓ = 1, the masks determine the
corresponding quotient of products of group-valued oracle outputs; for ℓ ∈ {2, 3}, they determine
the corresponding difference of sums. Since the individual oracle outputs are uniform in their
respective ranges, it is always possible to sample the Hm values consistently.

We claim that this modification does not change the distribution of the adversary’s view. Indeed,
in the previous game the honest first-round group masks are uniform subject to the single product
constraint after the already fixed corrupted masks are taken into account. Likewise, for ℓ ∈ {2, 3},
the honest masks are uniform subject to the corresponding additive constraint. Sampling all but
one honest mask uniformly and defining the remaining one deterministically produces exactly these
conditional distributions. Moreover, since the Hm values are uniform and independent, programming
them after fixing the masks preserves their marginal distribution. Therefore, we get

Pr[G3 ⇒ 1] = Pr[G2 ⇒ 1].

Game G4 (Sample Hm Upon Corruption): In this game, we further modify how the random
oracle Hm is implemented. Intuitively, each pairwise seed seedi,j is information-theoretically hidden
from the adversary until either i or j is corrupted. Hence, except with the negligible probability
captured by the abort event in G1, no oracle query issued by A can ever contain seedi,j while both i
and j remain honest. Therefore, we may postpone sampling such Hm values until the first moment
at which one of the two parties becomes corrupt.

Formally, the game maintains the standard random oracle table for Hm, but with the following
change for seeded inputs. For any session (Si,sid, mi,sid) and any ℓ ∈ {1, 2, 3}, whenever the signing
oracle needs a value of the form X(ℓ)

i,j := Hm(tag(ℓ)
i,j ), where

tag(ℓ)
i,j =

{
(i, j, seedi,j ,Si,sid, mi,sid, 1), ℓ = 1,

(i, j, seedi,j ,Si,sid, mi,sid,M1, ℓ), ℓ ∈ {2, 3},
; X(ℓ)

i,j ∈


G, ℓ = 1,

Z4
p, ℓ = 2,

Z2
p, ℓ = 3,

the game proceeds as follows:
• If neither i nor j is corrupted at that time, the game does not sample or store X(ℓ)

i,j yet. Instead,
it records a symbolic placeholder for this oracle input, to be instantiated later.

• If at least one of i or j is corrupted, then seedi,j is considered revealed. At this moment, if
X(ℓ)

i,j has not yet been defined, the game samples

X(ℓ)
i,j ←


G, ℓ = 1,

Z4
p, ℓ = 2,

Z2
p, ℓ = 3,

uniformly at random (or, if the oracle value has already been implicitly fixed by the conditional
programming step of G3, the game returns that fixed value). The sampled value is then stored
in the random oracle table and used consistently thereafter.
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We claim that this modification does not change the adversary’s view. Conditioned on the non-
abort in G1, the adversary cannot query Hm on any input containing seedi,j while both i and j are
honest. Hence, until one of i or j is corrupted, the exact value of Hm(i, j, seedi,j , ·) is never revealed
to A and has no externally observable effect beyond its contribution to the masks, whose distribution
was already fixed in G3. Therefore, delaying the sampling of these oracle values until seed reveal
is a pure reordering of lazy sampling and preserves the joint distribution of the adversary’s view.
Thus, we have

Pr[G4 ⇒ 1] = Pr[G3 ⇒ 1].

Game G5 (Last Mask Algebraically): In this game, we modify how a dependent honest mask
i∗ ∈ H ∩ Si,sid is computed when it is the last honest mask to be fixed for a session (Si,sid, mi,sid).
Recall that the first-round masks satisfy a product-one condition, whereas the two second-round
masks satisfy additive zero-sum conditions. In this game, we compute the dependent mask using
the same condition, but we rewrite each honest mask of every other honest signer j ∈ H ∩ Si,sid,
j ̸= i∗, using its defining relation with the corresponding masked protocol value. In more detail:

• First-round masks (ℓ = 1). For every honest signer j ̸= i∗, we have

Uj = uλS,jxj ûλS,j x̂j ∆j,1,

and hence
∆j,1 = Uj

(
uλS,jxj ûλS,j x̂j

)−1
.

This is a direct group computation and requires no representation of Uj with respect to (u, û).
Equivalently, the dependent mask is defined by

∆i∗,1 =

 ∏
j∈Si,sid\{i∗}

∆j,1

−1

,

where for honest j ̸= i∗ the terms ∆j,1 are expressed via Uj as above, and the masks of
corrupted signers are retained explicitly.

• Second-round commitment-randomness masks (ℓ = 2). For every honest signer j ̸= i∗, the
masked commitment randomness is

ρ̄j = ρj + ∆j,2.

Hence,
∆j,2 = ρ̄j − ρj .

Thus, in the zero-sum equation for ∆i∗,2, we replace every honest ∆j,2 (for j ∈ H ∩ Si,sid
and j ̸= i∗) by the algebraically equivalent difference ρ̄j − ρj . We keep the masks ∆j,2 for
corrupted signers j ∈ C ∩ Si,sid as they are.
Equivalently, using the identity

∆i∗,2 = −
∑

j∈Si,sid\{i∗}

∆j,2,

we can rewrite
∆i∗,2 = −

∑
j∈(H∩Si,sid)\{i∗}

(ρ̄j − ρj) −
∑

j∈C∩Si,sid

∆j,2.

• Second-round response masks (ℓ = 3). For every honest signer j ̸= i∗, the masked responses
satisfy

zj = rj + cλS,jxj + ∆j,3, ẑj = r̂j + cλS,j x̂j + ∆̂j,3.
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Hence,
∆j,3 = zj − (rj + cλS,jxj), ∆̂j,3 = ẑj − (r̂j + cλS,j x̂j).

Thus, in the zero-sum equation for ∆i∗,3, we replace every honest ∆j,3 (for j ∈ H∩ Si,sid and
j ̸= i∗) by the algebraically equivalent difference between the masked and the plain response.
That is, for such honest j, we use

∆j,3 = zj − (rj + cλS,jxj), ∆̂j,3 = ẑj − (r̂j + cλS,j x̂j).

We keep ∆j,3 for corrupted signers j ∈ C ∩ Si,sid as they are.
Equivalently, using the identity

∆i∗,3 = −
∑

j∈Si,sid\{i∗}

∆j,3,

we can rewrite

∆i∗,3 = −
∑

j∈(H∩Si,sid)\{i∗}

(
(zj , ẑj)− (rj + cλS,jxj , r̂j + cλS,j x̂j)

)
−

∑
j∈C∩Si,sid

∆j,3.

This modification is purely algebraic: we rewrite the product-one equation for the first-round masks
and the zero-sum equations for the second-round masks by substituting each honest mask (with
j ̸= i∗) by its defining masked-versus-plain form. Therefore, the joint distribution of all protocol
messages is unchanged, and

Pr[G5 ⇒ 1] = Pr[G4 ⇒ 1].

Game G6 (Reverse Generation of Masks and Masked Values): In this game, we reverse the
order in which masks and masked protocol values are generated inside Sign for honest signers.

First round (ℓ = 1). Fix a session (Si,sid, mi,sid) arising from queries to Sign1. Let

SH := H ∩ Si,sid, SC := Si,sid \ SH .

For every j ∈ Si,sid, write
Pj := uλS,jxj ûλS,j x̂j .

Let i∗ ∈ SH denote the signer whose contribution is fixed last under the first-round product con-
straint, whether because of a signing query or a later corruption. For every honest signer j ∈ SH

with j ̸= i∗ whose value is exposed first, we sample the masked value Uj uniformly from G and
define

∆j,1 := UjP −1
j .

The value Uj is sampled only once for each triple (j,S, m) and is reused on repeated first-round
queries, exactly as in the real protocol.

For every corrupted signer j ∈ SC , define its virtual honest-form contribution

Vj,1 := Pj∆j,1.

This virtual value is determined by the corrupted signer’s share, seeds, and the programmed Hm

table; it is not the arbitrary value that a corrupted signer may place in a first-round message list.
Let

Tm := uxûx̂.
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Since
∏

j∈S Pj = Tm and
∏

j∈S ∆j,1 = 1G, the real honest first-round outputs satisfy

∏
j∈SH

Uj = Tm

 ∏
j∈SC

Vj,1

−1

.

Accordingly, for the dependent honest signer i∗, we set

Ui∗ := Tm

 ∏
j∈SC

Vj,1

−1  ∏
j∈SH \{i∗}

Uj

−1

.

Equivalently, ∆i∗,1 = Ui∗P −1
i∗ is exactly the unique group mask that completes the product-one

constraint. This computation uses only group operations. In particular, it neither requires the
simulator to find scalar exponents for a dependent Ui∗ nor omits the corrupted parties’ virtual
contributions.

Second round (ℓ = 2, 3). Fix a second-round session (Si,sid, mi,sid,M1) arising from queries to
Sign2. Let

SH := H ∩ Si,sid, SC := Si,sid \ SH ,

and let i∗ ∈ SH denote the signer whose mask is fixed last under the zero-sum constraint for this
exact triple. This can occur on the final honest second-round query or when a corruption removes
the final unanswered honest signer. Let

(comj , Uj)j∈Si,sid :=M1, com :=
⊗

j∈Si,sid

comj , U :=
∏

j∈Si,sid

Uj ,

c := Hc(pk, com, U, mi,sid).

For every honest signer j ∈ SH with j ̸= i∗, we first sample the masked second-round values from
their distributions:

ρ̄j ← Z4
p, (zj , ẑj)← Z2

p,

and then define the corresponding masks as the “masked minus plain” differences

∆j,2 := ρ̄j − ρj ,

(∆j,3, ∆̂j,3) :=
(
zj − (rj + cλS,jxj), ẑj − (r̂j + cλS,j x̂j)

)
.

For corrupted signers j ∈ SC , we do not modify their protocol messages. Since all seeds are sampled
at key generation and revealed upon corruption, the game can compute the corresponding masks
∆j,2 and ∆j,3 deterministically according to the definition of ZeroShare (equivalently, using the
programmed Hm table entries). For the dependent signer i∗, we define the masked protocol values
ρ̄i∗ and (zi∗ , ẑi∗) so that the zero-sum constraints∑

j∈Si,sid

∆j,2 = 0 ∈ Z4
p,

∑
j∈Si,sid

(∆j,3, ∆̂j,3) = 0 ∈ Z2
p

hold for this session. Equivalently, solving these constraints yields the explicit equations

ρ̄i∗ =
∑

j∈SH

ρj −
∑

j∈SH \{i∗}

ρ̄j −
∑

j∈SC

∆j,2,
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and

(zi∗ , ẑi∗) =

 ∑
j∈SH

rj + cxH ,
∑

j∈SH

r̂j + cx̂H

− ∑
j∈SH \{i∗}

(zj , ẑj)−
∑

j∈SC

(∆j,3, ∆̂j,3).

where
xH :=

∑
j∈SH

λS,jxj , x̂H :=
∑

j∈SH

λS,j x̂j .

Indistinguishability. We claim that the adversary’s view in G6 is identically distributed to its
view in G5. Fix any session (Si,sid, mi,sid) (for ℓ = 1) and any second-round session (Si,sid, mi,sid,M1)
(for ℓ ∈ {2, 3}), and let SH = H∩ Si,sid, SC = Si,sid \ SH . In G5, for each ℓ ∈ {1, 2, 3}, the masks of
honest signers are uniform subject only to the corresponding cancellation constraint∏

j∈Si,sid

∆j,1 = 1G,
∑

j∈Si,sid

∆j,2 = 0,
∑

j∈Si,sid

∆j,3 = 0.

Moreover, conditioned on these masks, the protocol messages of honest parties are deterministic
functions of the masks and the honest “plain” values; e.g.,

Uj = uλS,jxj ûλS,j x̂j ∆j,1, ρ̄j = ρj + ∆j,2,

(zj , ẑj) = (rj , r̂j) + cλS,j(xj , x̂j) + (∆j,3, ∆̂j,3).

In G6, we instead sample the masked protocol messages of all but one honest signer uniformly from
their marginal distributions and then define the remaining honest masked message deterministically
so that the corresponding cancellation constraint holds. This produces the same joint distribution
by the following elementary fact: Let G be a finite abelian group and fix a target d ∈ G. A tuple
uniform subject to having product d can be sampled by choosing all but one entry uniformly and
defining the last by the product constraint. The additive version is identical with products replaced
by sums. We apply the multiplicative statement in G for ℓ = 1, and the additive statement in Z4

p

and Z2
p for ℓ = 2 and ℓ = 3, respectively. The target is determined by the already fixed masks of

corrupted signers. For ℓ = 2 and ℓ = 3, the masked values are obtained from the masks by adding
fixed “plain” terms in the additive groups Z4

p and Z2
p, respectively:

ρ̄j = ρj + ∆j,2,

(zj , ẑj) = (rj , r̂j) + cλS,j(xj , x̂j) + (∆j,3, ∆̂j,3).

Since addition by a fixed element is a permutation of a finite abelian group, sampling the masks
uniformly (subject to the zero-sum constraint) and then computing the masked values yields the
same distribution as sampling the masked values uniformly and defining the masks as “masked minus
plain.” For ℓ = 1, multiplication by the fixed plain contribution Pj = uλS,jxj ûλS,j x̂j is a permutation
of G. Hence a uniform ∆j,1 ← G makes Uj = Pj∆j,1 uniform in G, exactly as in G6, while the
dependent value enforces the same product constraint including the corrupted virtual contributions.
Hence, in all three cases ℓ ∈ {1, 2, 3}, sampling masks first and then computing masked values is
distributionally identical to sampling masked values first and defining the first-round group mask
by division and the second-round masks by subtraction.

Finally, corrupted parties’ messages are never modified in either game, and the corresponding
corrupted masks are well-defined deterministically from the revealed seeds and the programmed Hm

table. Therefore, for each session the joint distribution of all messages seen by A is unchanged, and
hence

Pr[G6 ⇒ 1] = Pr[G5 ⇒ 1].
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Game G7 (Deferred Masks and Secret Shares): In this game, the honest shares, masks, and
the as-yet-unexposed pairwise oracle values are sampled only when needed. For a first-round tag
τ1 = (S, m) and an exact second-round tag τ2 = (S, m,M1), the game keeps one honest contribution
undefined whenever the corresponding constraint has not yet become observable. While at least two
signers in S remain honest, one unrevealed pairwise oracle value shared by two honest signers can
be left undefined and later chosen so that the masks satisfy the required constraint. If a corruption
leaves a unique honest signer, the game fixes the last such oracle value before releasing the newly
corrupted signer’s seeds. Thereafter, no oracle value shared by two honest signers remains hidden,
but the corruption budget is exhausted, so the unique honest signer’s local share and nonce are
never exposed and can be chosen to satisfy the remaining protocol-output constraint. For every tag
created thereafter, the oracle values involving corrupted signers determine the unique honest mask,
while its protocol output is chosen to satisfy the corresponding aggregate constraint. When a query
or corruption exposes the currently undefined honest contribution, the game leaves another honest
contribution undefined whenever possible; if none remains, the newly exposed value is chosen as the
unique value completing the product-one or zero-sum constraint.

This online conditional sampling is possible because every valid signer set has |S| ≥ t+1, whereas
at most t signers are corrupted. The pairwise oracle values induce a uniform distribution over all
mask vectors satisfying the product-one constraint for ℓ = 1 and over all mask vectors satisfying
the zero-sum constraint for ℓ ∈ {2, 3}. When at least two honest signers remain, programming one
not-yet-exposed pairwise oracle value shared by two honest signers gives exactly the real conditional
distribution. In the one-honest-signer case, the last such oracle value was fixed before the preceding
corruption was answered; for tags first created afterward, the cancellation constraint uniquely de-
termines the honest mask from the oracle values involving corrupted signers, while the permanently
hidden local contribution is chosen to satisfy the remaining protocol-output constraint. Different
values of M1 give disjoint second-round oracle inputs and are handled independently.

When a returned first-round value of signer i later becomes exposed, the game samples its Shamir
shares and defines

Pi := uλS,ixi ûλS,ix̂i , ∆i,1 := UiP
−1
i .

This uses only group operations. In contrast, the former scalar-valued first-round-mask proof would
have had to find a representation of the already fixed group element Ui with respect to (u, û). For
an already returned second-round value, the game defines

∆i,2 := ρ̄i − ρi,

(∆i,3, ∆̂i,3) := (zi, ẑi)− (ri, r̂i)− cλS,i(xi, x̂i).

It then programs the hidden pairwise oracle entries, before their seeds are released, so that ZeroShare
returns these masks.

The Shamir shares may also be deferred: any set of at most t shares of a degree-t sharing is
uniform independently of the shared secret. Hence newly corrupted shares can be sampled lazily
with the same joint distribution. Conditioned on the non-abort event of G1, the adversary has
not queried an honest–honest seeded oracle input before the relevant seed is released. The change
therefore preserves the joint distribution of all protocol messages and all state revealed by adaptive
corruptions. Therefore,

Pr[G7 ⇒ 1] = Pr[G6 ⇒ 1].

Simulation of G7 via the Ideal Game. We describe a reduction B that simulates the oracles of
G7 while interacting as an adversary in the ideal game.

Setup. The reduction receives (par, pk) from the ideal game, where

pk = (gxĝx̂, hxĥx̂).
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It samples the pairwise seeds exactly as in real key generation, initializes empty tables for the lazily
sampled Shamir shares, masks, first-round values, answered sets, and completed aggregates, and
implements Hm using the online conditional sampling of G7. It forwards (par, pk) to A and keeps
its own copy of the real-game session counters and round flags. These outer round flags are set to 2
after every valid external second-round query, whether or not its exact tag is complete.

Simulation of Sign1(S, m, i). Upon a query Sign1(S, m, i) for i ∈ H, it does:

1. Forward the query to the ideal oracle Sign1(S, m, i) and obtain comi. If this is the first honest
query on m, also obtain and store Tm = U(m) = uxûx̂.

2. If Ui[S, m] was already fixed, reuse it. Otherwise use the online conditional sampler of G7.
While another honest virtual contribution for this tag remains hidden, sample

Ui[S, m]← G

uniformly.

3. If this is the last honest first-round value to be fixed under the product constraint, let H =
H ∩ S, C = S \H, and define it dependently as

Ui[S, m] := Tm

∏
j∈C

Vj,1

−1  ∏
j∈H\{i}

Uj [S, m]

−1

,

where Vj,1 = uλS,jxj ûλS,j x̂j ∆j,1 is the corrupted signer’s virtual honest-form contribution.
Actual values supplied by corrupted signers in M1 are not used in this equation.

4. Return (comi, Ui[S, m]) to A.

Simulation of Sign2(i, sid,M1). The reduction first performs the complete real-game validity
check, including equality of signer i’s entire stored first-round message withM1[i], and immediately
consumes the outer session. Fix the exact tag τ = (Si,sid, mi,sid,M1), let H = H ∩ Si,sid and
C = Si,sid \H, and compute c from the actual first-round listM1. The reduction adds i to the local
set Aτ , records this external call and its session identifier, but does not yet forward it to the ideal
second-round oracle.

If H ⊈ Aτ , the simulator samples

ρ̄i ← Z4
p, (zi, ẑi)← Z2

p

uniformly, stores them under the exact tag, and returns them to A.
If instead H ⊆ Aτ , this is the first completion of the tag. Without giving control back to A, the

reduction forwards one stored ideal query Sign2(j, sidOf[τ, j],M1) for every j ∈ H, ordering the
completing caller i last. Since no call for an incomplete tag was forwarded, the first |H| − 1 ideal
calls return ⊥ and the last returns

ρI =
∑
j∈H

ρj , zI =
∑
j∈H

rj + cx, ẑI =
∑
j∈H

r̂j + cx̂.

Define the corrupted offsets

xC :=
∑
j∈C

λS,jxj , x̂C :=
∑
j∈C

λS,j x̂j ,

∆C,2 :=
∑
j∈C

∆j,2, (∆C,3, ∆̂C,3) :=
∑
j∈C

(∆j,3, ∆̂j,3).
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The honest masked aggregates in the real game are therefore

ρ̄H = ρI −∆C,2,

zH = zI − cxC −∆C,3, ẑH = ẑI − cx̂C − ∆̂C,3.

If i = i∗ is the completing honest signer, set

ρ̄i∗ := ρ̄H −
∑

j∈H\{i∗}

ρ̄j ,

(zi∗ , ẑi∗) := (zH , ẑH)−
∑

j∈H\{i∗}

(zj , ẑj),

and return (ρ̄i∗ , zi∗ , ẑi∗). The aggregate and the current set H are cached under the exact tag τ ,
and Done[τ ] is set. Thus the dependent response removes the corrupted parties’ virtual mask and
key contributions before splitting the ideal aggregate among the honest signers.

Simulation of Corr(i). If i ∈ H, sample (xi, x̂i) ← Z2
p lazily and forward Corr(i) to the ideal

oracle, obtaining (ri,sid, r̂i,sid, ρi,sid)sid∈[ctri]. The ideal corruption updates H, but the reduction delays
its answer to A while it programs every mask that is about to become visible.

For every active first-round tag (S, m) containing i, the reduction programs i’s virtual group
mask. If i previously returned a first-round value, it defines

∆i,1 := Ui[S, m]
(
uλS,ixi ûλS,ix̂i

)−1
.

If i did not return a value for this tag, its virtual contribution is sampled according to the same
conditional distribution subject to the product-one constraint. If this corruption leaves no other
honest contribution undefined, so that all values Uj for j ∈ H have already been fixed, let C− =
(C ∩ S) \ {i} be the signers in S that were already corrupt and set

Vi,1 := Tm

 ∏
j∈H

Uj

−1  ∏
j∈C−

Vj,1

−1

, ∆i,1 := Vi,1P −1
i ,

where H = H ∩ S is the new honest set and Pi = uλS,ixi ûλS,ix̂i .
For every second-round tag on which i already returned a response, define

∆i,2 := ρ̄i − ρi,

∆i,3 := zi − ri − cλS,ixi, ∆̂i,3 := ẑi − r̂i − cλS,ix̂i.

If an aggregate for that tag was already cached while i was honest, update its current-honest form
by subtracting (ρi, ri, r̂i) from the cached tuple.

It remains to handle a tuple that becomes complete because of this corruption. For each exact
pending tag τ = (S, m,M1) with Done[τ ] = 0 for which the new honest set H = H ∩ S satisfies
H ⊆ Aτ , the reduction atomically forwards one stored ideal second-round query for every j ∈ H.
None of these calls was forwarded while the tag was incomplete; the first |H| − 1 calls therefore
return ⊥, and the last returns

ρI =
∑
j∈H

ρj , zI =
∑
j∈H

rj + cx, ẑI =
∑
j∈H

r̂j + cx̂.

Cache this aggregate under τ and set Done[τ ] := 1. Let

C− := (C ∩ S) \ {i}
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be the parties in S that were corrupt immediately before the corruption of i, and let

ρ̄H =
∑
j∈H

ρ̄j , zH =
∑
j∈H

zj , ẑH =
∑
j∈H

ẑj

be the already returned honest sums. Notice that i /∈ Aτ for a tag newly completed by this corrup-
tion; otherwise the tag was already complete before the corruption. Thus no response of i for this
tag has been returned. The newly exposed masks of i are programmed as

∆i,2 := ρI − ρ̄H −
∑

j∈C−

∆j,2,

∆i,3 := zI − zH − c

λS,ixi +
∑

j∈C−

λS,jxj

− ∑
j∈C−

∆j,3,

∆̂i,3 := ẑI − ẑH − c

λS,ix̂i +
∑

j∈C−

λS,j x̂j

− ∑
j∈C−

∆̂j,3.

Together with the first-round programming above, these equations enforce precisely the product-
one and zero-sum constraints with the newly corrupted party as the dependent contribution. A
single corruption may complete several differentM1 tags; the reduction performs the corresponding
programming separately for each such tag. For a tag that remains incomplete, it samples i’s newly
exposed masks conditionally and leaves the protocol output of a still-unanswered honest signer
undefined. When two or more honest signers remain, one not-yet-exposed pairwise oracle value
shared by two honest signers also remains undefined and can later be programmed to satisfy the
mask constraint.

Finally, the reduction programs all remaining incident Hm entries before releasing i’s seeds, and
returns the complete real-game state

ski = (xi, x̂i, seedi) and (sti,sid)sid∈[ctri].

Correctness of the simulation. For every first-round tag, the simulator samples the exposed
masked outputs uniformly subject to the single product constraint, including all corrupted virtual
contributions. For every exact second-round tag, it samples outputs uniformly while keeping one
unanswered honest output undefined. When the tag becomes complete, either through a second-
round query or through a corruption, it completes the stored ideal-oracle calls and enforces the
aggregate equations after subtracting all corrupted virtual mask and key contributions. On corrup-
tion, every returned first-round value is explained by group division and every returned second-round
value by scalar differences. These are exactly the real conditional distributions described in G7.
Therefore, the view of A under this simulation is identical to its view in G7, and

Pr[G7 ⇒ 1] = εideal.
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Game IdealA(1λ, n, t):
1: H := [n], C := ∅, Q := ∅
2: flag[·] := 0, LastHon[·] := ∅
3: for i ∈ [n] do
4: ctri := 0
5: (G, p, g)← GrGen(1λ)
6: ĝ, h, ĥ← G
7: ck← G4×4

8: par := (G, p, g, ĝ, h, ĥ, ck)
▷ All oracles take par as input

9: x, x̂← Zp

10: pk := (gxĝx̂, hxĥx̂)
11: Sign := (Sign1, Sign2)
12: (m∗, σ∗)← ASign,Corr(par, pk)
13: if m∗ ∈ Q then
14: return 0
15: return Ver(pk, m∗, σ∗)

▷ First-round signing oracle
Oracle Sign1(S, m, i):

16: if (i /∈ S ∩H) ∨ (|S| < t + 1) then
17: return ⊥
18: ctri := ctri + 1
19: sid := ctri

20: (Si,sid, mi,sid) := (S, m)
21: (u, û) := Hu(m)
22: ri, r̂i ← Zp, ρi ← Z4

p

23: R1,i := gri ĝr̂i , R2,i := hri ĥr̂i

24: R3,i := uri ûr̂i

25: R := (R1, R2, R3)
26: comi := Com(ck, R; ρi)
27: comi,sid := comi

28: sti,sid := (pk,S, m, i, ri, r̂i, ρi)
29: roundi,sid := 1
30: Q := Q ∪ {mi,sid}
31: if flag[m] = 0 then
32: flag[m] := 1

33: U := uxûx̂

34: return (comi, U)
35: return comi

▷ Second-round signing oracle
Oracle Sign2(i, sid,M1):

36: (com′
i, U ′

i) :=M1[i]
37: if (i /∈ H) ∨ (roundi,sid ̸= 1) ∨ (comi,sid ̸=

com′
i) then

38: return ⊥
39: (pk,S, m, i, ri, r̂i, ρi) := sti,sid
40: (Si,sid, mi,sid) := (S, m)
41: Hi,sid := H ∩ Si,sid
42: sinf := (Si,sid, mi,sid,M1)
43: LastHon[sinf] := LastHon[sinf] ∪ {i}
44: sidOf[sinf, i] := sid
45: if LastHon[sinf] ̸= Hi,sid then
46: return ⊥
47: roundi,sid := 2
48: (comj , Uj)j∈Si,sid :=M1
49: com :=

⊗
j∈Si,sid

comj

50: U :=
∏

j∈Si,sid
Uj

51: c := Hc(pk, com, U, mi,sid)
52: for j ∈ Hi,sid do
53: (pk,S, m, j, rj , r̂j , ρj) := stj,sidOf[sinf,j]
54: r :=

∑
j∈Hi,sid

rj

55: r̂ :=
∑

j∈Hi,sid
r̂j

56: z := r + cx
57: ẑ := r̂ + cx̂
58: ρ :=

∑
j∈Hi,sid

ρj

59: return (ρ, z, ẑ)

▷ Corruption oracle
Oracle Corr(i):

60: if (i /∈ H) ∨ (|C| ≥ t) then
61: return ⊥
62: C := C ∪ {i}, H := H \ {i}
63: return (ri,sid, r̂i,sid, ρi,sid)sid∈[ctri]

Figure 6: The ideal security game for TZAR with adversary A (Section 4.3).
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