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Abstract

Fully homomorphic encryption (FHE) enables computation
directly on encrypted data, but encrypting data under FHE
imposes client-side computational costs and produces large
ciphertexts. Transciphering addresses these costs by allowing
the client to upload symmetric ciphertexts while the server
homomorphically evaluates symmetric decryption to obtain
FHE ciphertexts. However, transciphering itself can become
a performance bottleneck, and a general framework for effi-
ciently supporting structurally diverse symmetric ciphers is
still lacking.

To fill this gap, we present CORAL, a general and effi-
cient transciphering framework built on TFHE. Rather than
mapping an entire decryption circuit to a uniform evaluation
strategy, CORAL decomposes it at operation boundaries and
provides optimized procedures for four recurring computa-
tional modules: linear Boolean operations, sparse low-degree
Boolean functions, modular additions, and small-domain sub-
stitutions. These procedures share compatible ciphertext in-
terfaces, allowing them to be reused and composed across
different ciphers. Together, these optimized procedures en-
able CORAL to achieve high efficiency without sacrificing
generality.

We instantiate CORAL for Trivium, AES, ChaCha20, and
ZUC, covering both individual and combined nonlinear struc-
tures. Compared with the corresponding baselines, our imple-
mentations achieve speedups of up to 4.055x for ZUC under
single-threaded execution and up to 5.517x for ChaCha20
under fully parallel execution.

1 Introduction

Fully homomorphic encryption (FHE) enables computation
directly on encrypted data and is therefore a fundamental
tool for privacy-preserving cloud computation [7, 8, 15, 16].
However, encrypting data directly under FHE imposes sub-
stantial costs on the client and produces ciphertexts much
larger than the underlying plaintext, resulting in considerable
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Figure 1: Transciphering workflow.

communication and storage overhead. Symmetric encryption,
by contrast, is lightweight and introduces little ciphertext
expansion. Transciphering bridges these two forms of encryp-
tion as shown in Fig. 1. The client encrypts the symmetric
key under FHE once and encrypts its data using the symmet-
ric cipher. The server then homomorphically evaluates the
symmetric decryption algorithm on the compact symmetric
ciphertext using the FHE-encrypted key, thereby obtaining
an FHE ciphertext of the plaintext without learning either
the key or the data. Subsequent computation can proceed un-
der FHE. This approach retains the low client-side cost and
compact ciphertexts of symmetric encryption while enabling
homomorphic computation at the server. However, the cost
of transciphering can itself become the primary performance
bottleneck.

Although FHE can evaluate arbitrary circuits in principle,
different homomorphic evaluation techniques exhibit substan-
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Figure 2: Classification of symmetric ciphers by their fun-
damental operations. L, S, A, and B denote linear Boolean
operations, small-domain substitutions, modular additions,
and sparse low-degree Boolean functions, respectively.

tially different performance across computational operations.
We observe that the diversity of symmetric ciphers arises
largely from different compositions of a small set of recur-
ring operations. As illustrated in Figure 2, their decryption
procedures can often be decomposed into four representa-
tive computational modules: linear Boolean operations, small-
domain substitutions, sparse low-degree Boolean functions,
and modular additions.

Most previous work summarized in [1] is generally opti-
mized for particular computational operations. For example,
the p-encoding approach [6] performs well for sparse, shal-
low Boolean circuits and can in principle be extended to
circuits of arbitrary size, but its efficiency degrades as circuit
complexity increases. Conversely, tree-based programmable-
bootstrapping methods [4] efficiently evaluate complex small-
domain functions such as the S-box, but incur substantial aux-
iliary processing when applied to bit-level operations. These
complementary strengths indicate that no single evaluation
method is efficient for all cipher components. Efficient tran-
sciphering requires different homomorphic evaluation pro-
cedures tailored to the computational structure of each com-
ponent. Consequently, a general and efficient transciphering
framework remains lacking.

Our goal is to build a general and efficient framework for
transciphering using only a small set of optimized, compos-
able modules. Our contributions are summarized as follows:

e The CORAL FRAMEWORK. We present CORAL, a
general transciphering framework built on TFHE [9]
for the homomorphic evaluation of symmetric ciphers.
CORAL partitions symmetric cipher evaluation at opera-
tion boundaries, assigns each module a suitable homo-
morphic representation and evaluation procedure mainly

based on circuit bootstrapping (CBS), and connects the
resulting modules through compatible GLWE/GGSW
interfaces.

* Optimized evaluation methods for four recurring
computational modules. We optimize each modules
by reducing the dominant cost. Since bootstrapping is
the most expensive operation in TFHE, our optimiza-
tions focus on reducing the number of bootstrapping
calls, lowering the latency of each call, and exposing
greater parallelism across independent bootstrapping op-
erations.

— Linear Boolean operations. We use single-bit en-
coding, under which XOR is evaluated by homo-
morphic addition and fixed permutations are imple-
mented by ciphertext reindexing, avoiding unnec-
essary bootstrapping.

— Sparse low-degree Boolean functions. We intro-
duce a maximum independent set based ANF eval-
uator for sparse low-degree Boolean functions. Un-
like other nonlinear modules, it allows a compatible
subset of inputs to remain in GLWE form, thereby
avoiding their costly conversion to GGSW cipher-
texts through circuit bootstrapping. Minimizing the
number of required CBS operations substantially
improves the efficiency of the overall circuit.

— Modular additions. We design a thermometer code
based adder for multi-operand additions. Although
carry propagation inherently proceeds sequentially
from lower to higher bit positions, our construction
allows the dominant computational operations to
execute fully in parallel, leaving only lightweight
state updates on the carry-dependent path. This
yields an efficient specialized adder when sufficient
parallelism is available.

— Small-domain substitutions. We use mixed-packed
CMux-tree lookup to pack multiple truth-table en-
tries into GLWE polynomials and select the desired
outputs using GGSW controls. Subsequent public
linear transformations are fused into the lookup
tables, eliminating separate linear operations. This
fusion reduces noise growth and enables tighter
parameter sets, resulting in faster bootstrapping.

* Representative instantiations and evaluation. We in-
stantiate CORAL for Trivium, AES, ChaCha20, and ZUC.
Trivium, AES, and ChaCha20 respectively emphasize
sparse low-degree Boolean functions, small-domain sub-
stitutions, and modular additions, while ZUC demon-
strates the composition of substitutions and modular
arithmetic. We evaluate both sequential efficiency and
parallel scalability under single-threaded and fully par-
allel configurations. Compared with the corresponding



baselines, our implementations achieve speedups of up
to 4.055x for ZUC in the single-threaded configuration
and up to 5.517x for ChaCha20 in the fully parallel
configuration.

2 Preliminaries

2.1 Notation

We use bold letters for vectors and matrices, and write | 7| for
the nearest integer to r. For a,b € R with a < b, we define
[a,b[={x € R:a < x < b}. When a and b are integers, we
write [a,b[ for ZNa,b|.

For an integer ¢, we identify Z, = Z/qZ with [—q/2,q/2[
and write [-], for reduction modulo ¢ into this interval. We
define B={0,1} and [n] = {1,2,...,n} for a positive integer
n, and use N for the set of positive integers. We denote the
multiplicative group of units in Z, by Z; .

For a power-of-two integer N, we define Ry[X] =
ZIX]/(XN +1). We further write R,y = Ry/qRy =
Zy[X]/(XN +1) and By[X] = B[X]/(X" + 1). For a prob-
ability distribution D, we write a <— D to indicate that a is
sampled from D. Unless specified otherwise, all logarithms
are base 2.

2.2 Ciphertext Forms

GLWE. LetSe f{é/k v be a secret key. We encrypt a message
M € R, y as the generalized LWE (GLWE) ciphertext

k

GLWE, s(A-M) = (Al,...,Ak,B: Y Ai-Si+ [M-A]q—f—E) .
i=1

i=

Here, we write S = (Sy,...,Sk), sample A; - R,y fori =
1,...,k, and sample E < Xs from a Gaussian error distribu-
tion ). We refer to kN and k as the GLWE dimension and
rank, respectively. As is common in TFHE implementations,
we assume binary secret keys. Setting N = 1 yields an LWE
ciphertext, whereas setting k = 1 yields an RLWE ciphertext.

Gadget Decomposition. Let B € N be a power of
two and ¢/ € N. We define the gadget decomposition
GadgetDecomp(B*a with base B and length ¢ as a mapping
that decomposes a € Z, into (ay,...,ar) € Zs such that

‘
a—= aj-vj+e,
j=1
where v; = [¢/B/] and a; € [-B/2,B/2[ for j=1,...,¢.
We bound the decomposition error e by |e| < [¢/(2B")] and
extend GadgetDecomp(B ) to polynomials in K, v coefficient-
wise.
GGSW. We use GGSW ciphertexts to represent encrypted

messages in a form suitable for homomorphic multiplica-
tion [9]. Let B € N be a power of two and ¢ € N. For a secret

key S € By[X]¥, a GGSW encryption of M € K, y with base
B and gadget length / is

(B,0)

GGSWS (M) == (GLWES (VJ”(*S,"M)))

(L) elk+1]x[]

We denote the resulting (k+ 1)¢ x (k+ 1) matrix over R, y

by C € Rq(f;vﬂ)zx(kﬂ).

2.3 Homomorphic Operation Interfaces

This subsection fixes the notation and input—output behavior
of the homomorphic operations used later. Appendix A gives
their detailed calculations and algorithms.
External Product and CMux. For messages M1,M> € R, v,
the symbol [] denotes the external product

GGSWS (M]) DGLWES (Mz) — GLWEs(Mle).

Thus, a GGSW ciphertext acts as the multiplicative operand
while the result remains in GLWE form. For a Boolean selec-
tor b € B, we write

CM UX(GGSWS (b) 5 GLWES (M()), GLWES (Ml ))
— GLWEg (Mh) .

CMux therefore selects between two GLWE messages with-
out revealing b.

Key Switching. For GLWE keys S and S’ with the same
polynomial size, KSg_,s denotes the key-switching key, and

GLWEKeySwitchg_,g : GLWEg(M) — GLWEg (M)

changes the encryption key while preserving the message. The
symbol AutoKey,; = KSgya)_,g(x) denotes the corresponding

key for restoring S(X) after the automorphism X ~— X<,

LWE Modulus Switching. Modulus switching maps an
LWE ciphertext ¢ € Z’é“ to € € Z43" while approximately
scaling its phase by 2N/Q. The output modulus 2N is the
rotation modulus used by blind rotation. We use mean com-
position introduced in [11] to get lower mudulus switching
noise.

Sample Extraction. For a GLWE plaintext M(X) =
N—1

j—0 mjX J, sample extraction is denoted by
SampleExtract; : GLWEs(M (X)) — LWE; (m;),

where s is the LWE key induced by the i-th GLWE coeffi-
cient. When the index is omitted, SampleExtract extracts the
constant coefficient my.

Programmable Bootstrapping. Programmable bootstrap-
ping (PBS) [9] refreshes an LWE ciphertext while evaluating
a public negacyclic function f, where f(x+N) = —f(x) for
0<x<N:

PBS; : LWEg(Ajnm) — LWEg (Aout f(m)).



Identity PBS refers to the case f(m) = m. We denote the boot-
strapping key by BSK = (GGSWs(s;)) |, and the encrypted
accumulator rotation inside PBS by BlindRotate.
PBSmanyLUT evaluates up to 2° negacyclic functions
Sfi,--., f>0 of the same encrypted input with one blind rota-
tion [9]. We use PBSmanyLUT for its LWE-output interface
and PBSmanyLUT ¢ \we when the refreshed accumulator is
returned directly in GLWE form without sample extraction.

Automorphisms and Reverse Homomorphic Trace. For
d € 73y, let t4(M(X)) = M(X). We write EvalAuto(C,d)
for applying T, to every component of C and then using
AutoKey, to restore the original GLWE key. Automorphisms
are used to calculate trace. For M(X) = YN ' m; X", reverse
homomorphic trace [20] has the interface

RevHomTrace : GLWEgx) (M (X)) — GLWEgx)(mo).

It removes the nonconstant coefficients without the phase
amplification of the standard homomorphic trace.

Circuit Bootstrapping. For a Boolean message m € B, cir-
cuit bootstrapping (CBS) [24,25] refreshes an LWE ciphertext
and converts it to GGSW form:

CBS : LWE,(Am) —» GGSWg (m).

The resulting GGSW ciphertext can be reused as the control
input of external products and CMux gates.

3 CORAL Transciphering Framework

CORAL represents the homomorphic decryption procedure of
a symmetric cipher as a composition of four computation mod-
ules: linear Boolean operations, sparse low-degree Boolean
functions, modular additions and small-domain substitutions.
Linear Boolean operations use achieved through single-bit
encoding. The three nonlinear classes use maximum inde-
pendent set based ANF evaluation, thermometer code based
modular addition and packed CMux-tree lookup with linear-
tail fusion respectively. A cipher constructed from these oper-
ation classes can reuse the corresponding implementations,
however any additional nonlinear structure requires its own
realization and is not covered in our framework.

These modules compose through a common data represen-
tation. Every module returns its result in GLWE form, and
GGSW is introduced only as an additional control represen-
tation for inputs used by subsequent nonlinear computation.
Linear Boolean operations consume GLWE ciphertexts di-
rectly. Maximum independent set based ANF evaluation re-
ceives inputs in GLWE form and additionally requires GGSW
representations for the promoted set *. Thermometer code
based modular addition uses GGSW operand bits and an in-
ternal GLWE carry state. While packed CMux-tree lookup

uses GGSW selectors. The interfaces are summarized as

Linear: GLWE" — GLWE",
ANF: GLWE" x GGSW!?'l — GLWE',
ModAdd : GGSW?" x GLWEgtate — GLWE" .
Lookup: GGSW" — GLWE",

Module composition must satisfy both ciphertext-format
and noise constraints. A GLWE output is passed directly when
its propagated noise bound is admissible; otherwise, identity
PBS refreshes it. If the next module requires a GGSW control,
CBS refreshes the value and produces its GGSW represen-
tation. PBS and CBS placement is determined during cipher
instantiation from the public module graph and conservative
noise bounds.

Each nonlinear module reduces a different source of homo-
morphic cost. Maximum independent set based ANF eval-
uation keeps as many GLWE form as possible to mini-
mize the number of circuit bootstrapping. Thermometer code
based modular addition replaces a monolithic lookup over all
operand bits with local carry transitions whose cost grows lin-
early with the word length and number of operands rather than
exponentially with the total input width. Linear-tail fusion
incorporates a subsequent public linear map into the LUT,
eliminating the corresponding GLWE operations and reduc-
ing noise growth, which result in compacting bootstrapping
parameters and faster bootstrapping.

The following subsections describe the four computation
modules and their homomorphic realizations.

3.1 Linear Operation Evaluation

We use single-bit encoding, in which a bit m € B is encoded
as Am with A = ¢/2. This encoding satisfies
[Ax+Ayl, =Alx®y), x,y €B.

Consequently, XOR is evaluated directly through GLWE ad-
dition:

GLWEg(Ax) + GLWEg(Ay) = GLWEg (A(x®y)).

Fixed bit permutations require no homomorphic opera-
tion. Given a public permutation T and a ciphertext vec-
tor (Co,...,Cp_1) encrypting (Axo, . ..,Ax,_1 ), the permuted
output is obtained by reordering the ciphertexts as

ngCn@, 0<i<n.
Thus, XOR and fixed permutations preserve the GLWE repre-
sentation and require no bootstrapping.



3.2 Maximum independent set based ANF
Evaluation

3.2.1 ANTF representation.

Every Boolean function admits a unique representation in
algebraic normal form (ANF). For a multi-output function
F=(f1,....f;) : B" —> B, we write

filxt,.x) =¢;® @ Hxi,

SE.ij icS

I<j<rt,

where c¢; € B and M; is a collection of nonempty subsets of
{1,...,n}. Each § € M; specifies the variables appearing in
the monomial [T;cgx;. A set with |S| = 1 represents a linear
term, whereas |S| > 2 represents a nonlinear monomial. The
ANF uses only AND and XOR operations and makes explicit
the number and degrees of the nonlinear monomials, as well
as any variable factors shared among them.

3.2.2 Mapping ANF to TFHE.

The sum-of-products structure of an ANF maps naturally to
TFHE operations. Under the selected bit encoding, GLWE
addition evaluates XOR, while the external product provides
the typed multiplication

GGSWs(x) [0 GLWEg (P) —» GLWEg (xP).

A monomial can therefore be evaluated from one GLWE fac-
tor and a sequence of GGSW factors. Every external product
returns a GLWE ciphertext, so the product remains in GLWE
form and can be added directly to the other ANF terms. A
nonlinear monomial therefore does not require all of its inputs
in GGSW form.

Let

My(F)=J{SeM;:|s|>2}
j=1

denote the distinct nonlinear supports of the complete multi-
output function. We partition the input indices into a GLWE-
only set I and a promoted set = [n]\ I. Every input remains
available in GLWE form, while the inputs in ? are addition-
ally converted into GGSW ciphertexts.

Because each external product requires a GGSW operand,
every nonlinear monomial may contain at most one GLWE-
only input. A valid assignment thus satisfies

ISNI|<1,  VSeMyF).

We express this constraint through a conflict graph Geonf =
(V,E) with V = [n]. Two inputs are adjacent if they occur
together in a nonlinear monomial, so a monomial of degree
greater than two induces a clique. A GLWE-only set is valid
exactly when it is an independent set of this graph. We select
a maximum independent set /* and promote its complement

Algorithm 1: GGSW Input Assignment

Input: Input indices V = [n] and nonlinear supports
M (F)
Output: GLWE-only set I* and GGSW-promoted set
fP*
1 E<+—o
2 foreach S € M, (F) do
3 L foreach unordered pair {i,i'} C S with i # i’ do

4 | E<EU{{i,i'}}

GConf — (V»E)

foreach v € V do

L Leonf(v) < {ueV:{uv}€E}
8 ["«+— O

9 Function Search (I,():

1 | if [I|+[C| < [I*| then

N S »

1 L return

12 if C = @ then

13 if |I| > |I*| then
14 L I« I

15 return

16 Select v € € maximizing |Teonf(v) N C|
17 Search (IU{v},C\ ({v}UTwonf(v)))
18 Search(I,C\{v})

19 Search(@,V)

20 P+ V\I*

21 return (I*,P*)

P* =V \ I*. When every input has the same conversion cost,
this choice minimizes the number of GGSW conversions.

For multi-output or repeated computations sharing the same
input representations, the conflict graph includes all nonlinear
monomials over the complete reuse interval. Algorithm |1
constructs this graph and computes its maximum independent
set using an exact branch-and-bound search.

The maximum-independent-set problem has exponential
worst-case complexity. However, the search operates only on
the public description of a nonlinear module and is performed
once before homomorphic evaluation.

3.2.3 Refined homomorphic evaluation.

After determining the type assignment, all inputs remain avail-
able in GLWE form, while those in * are additionally pro-
vided in GGSW form. Algorithm 2 selects one GLWE factor
for each monomial, evaluates its remaining factors through
external products, and adds the result to the output. The type
constraint guarantees that every remaining factor has a GGSW
representation.

For a multi-output function, common monomials can be
evaluated once and reused across the corresponding outputs.



Algorithm 2: Maximum independent set based ANF
Evaluation

Input: f = c® Bgear[licsxi

Input: X} = GLWEg(x;) fori € V, and

X, = GGSWs(x;) fori € P*
Input: GLWE-only set I*
Output: Y = GLWEg(f)
1 Y + GLWEY(c)
2 foreach S € M do

3 Select ip € SN I* if nonempty; otherwise select
any ip € S
4 | CeXp

5 foreach i € S\ {ip} do
:G

¢ | | ceXoc

7 | Y<Y+C

8 return Y

Further savings are possible when several monomials share a
promoted factor. For example, if g € P*, then

XgXq B XgXp = Xg(Xq B xp)

requires one external product after the GLWE ciphertexts
of x, and x; are combined. Such factorization factors out
only inputs in P* and therefore preserves the GGSW-GLWE
multiplication interface.

3.2.4 Applicability.

Maximum independent set based ANF evaluation is most
effective for functions with few low-degree nonlinear mono-
mials. A degree-d monomial induces a d-clique in the con-
flict graph, so at most one of its variables can belong to the
GLWE-only set. It therefore forces at least d — 1 variables to
be available in GGSW form, limiting the savings obtained
from the maximum independent set.

Before factorization, evaluating all distinct nonlinear mono-

mials requires
Y (sl-1)

SeM, (F)

external products. For each output f;, the external-product
contribution to its final GLWE noise grows with

Y (sl=1).
SeM;
|S|>2

Thus, even when the individual monomials have low degree,
a large number of them can lead to substantial noise, result-
ing in a large parameter set that allow high noise capacity.
This method therefore targets functions with few low-degree
nonlinear monomials, especially when monomials or outputs
share reusable factors.

3.3 Thermometer Code Based Modular Addi-
tion

Let Ag,...,Ac—1 be ¥ encrypted w-bit operands, where

w—1
A, = ZaanJ, a,‘jGIB%.
j=0

The input bits are provided as X,, j =GGSWgs(a,,j), and the
result bits are returned as GLWE ciphertexts. We evaluate
multi-operand addition through carry-state transitions.

3.3.1 Carry-state formulation.
At bit position j, the addition follows

K—1
t.
J
ti=cj+ E arj, sj=t;mod 2, Cjr1= LEJ

r=0
Since 0 < c¢; < k—1, we have 0 <t; <2k — 1. The carry
computation can therefore use a thermometer vector of length
L =2k — 1, independent of the word width.

3.3.2 Thermometer Code Based transition.

We represent a state v by a thermometer code with a list of L
GLWE ciphertexts:

U, = (GLWEg(A[y > 1]),...,GLWEs(A[v > L])).

Thus, U, contains v encryptions of one followed by encryp-
tions of zero. The entries are independent GLWE ciphertexts
rather than coefficients packed into one polynomial.
Let
Cone = GLWE2(A),  Cgero = GLWEL(0).
Incrementing the state shifts the list by one position and in-
serts Cone in the lowest position:

Inc(U) = (Cone, U[0], ..., U[L—2]).

For each input bit, a componentwise CMux selects either the
current state or its incremented form:

V[O] =CM UX(Kr,j 3 U[O] ) Cone),

V[h] = CMux(A,;,U[h],U[h—1]), 1<h<L.

Processing all k bits in column j, starting from Uy;, produces
Uy, '

The XOR of all state components gives the result bit and is
evaluated by GLWE addition under single-bit encoding:

L-1
Sj =Y Uy [h] = GLWEg(A(t; mod 2)).
h=0



Algorithm 3: Thermometer Code Based Carry Scan
(CarryScan)

Algorithm 4: Thermometer Code Based Modular Ad-
dition (ModAdd)

Input: A, ; = GGSWg(a,;) for 0 < r < k and
0<j<w
Input: Initial thermometer carry Cy = U,
Output: GLWE word S = (So,...,S,—1)
Output: Terminal thermometer carry C,,
1 L+2x—1
2 C+—Cy
3for j=0tow—1do
U+C
forr=0tox—1do
U™ «+ Inc(U)
forh=0toL—1do
| V[A] + CMux(A,;, U[], U [A])
9 U<V

0 | S;« YU
u | C« (U[1],0[3],...,U)2k — 3], Czero, - - - » Czero)
12 return (S,C)

e N & U A

The next carry state is obtained by placing the second, fourth,
and subsequent even-numbered components at the low posi-
tions:

C.,-H[u]:U,j[Zu—}-l], 0<u<x-—1.

The remaining positions are filled with C,eo, S0 the resulting
list represents ULtj 2 =U

cjtl

3.3.3 Carry scan and modulus processing.

Algorithm 3 applies the thermometer code based transition
across all w bit positions. It starts from an initial carry state
Co = U, and returns both the low w-bit word and the terminal
carry state.

For addition modulo 2", the scan starts from Uy and runs
once. The returned low word is the modular sum, and the
terminal carry is discarded.

For addition modulo 2" — 1, let

K—1
B=2", A=) A.
r=0

Since B=1 (mod B — 1), the terminal carry must be folded
back into the low word. A scan initialized with a carry ¢y
computes

A
Zd:(A+Cd) IIlOdB7 Cd+1 = { +CdJ.

B
We perform three scans over the same GGSW operands, using

the terminal thermometer state of each scan as the initial state
of the next.

Input: K encrypted w-bit GGSW operands
Ao, A

Input: M € {2¥,2¥ — 1}

Output: LSB-first GLWE word Z

1 Cy+ Uy

2 if M = 2% then - -

3 ‘ (Z,Cy) < CarryScan(Ao,...,Ax_1:Co)
4 else - -

5 (Zo,Cy) + CarryScan(Ay, ..., A¢_1;Co)
6 (Z1,Cy) < CarryScan(Ay,...,Ax_1;C))
7 (Z,C3) < CarryScan(Ay,...,Ax_1;C2)
8 717,

9 return Z

The first scan starts from ¢y = 0 and obtains the ordinary
terminal carry ¢; = |A/B]. Writing
A= Bc1 +r, 0<r<B,

the second scan folds ¢ back and produces

A
c) = \; ;CIJ =1+ \‘VECIJ S {Cl,Cl Jrl}.

Here, ¢; < B follows from 2 < x < B. If ¢; = ¢y, the carry is
already stable. Otherwise, r4+c; > B,and B<r+c;+1<2B
implies that the third scan gives c3 = ¢ + 1 = ¢;. Thus, the
carry is stable after the third scan.
The third scan also computes the low word with this stable
carry:
A+4cry=Bcr+72;.

Consequently,

A= (B—1)cr+2, Zy=A (mod B—1).

The Mersenne path preserves literal zero and represents a
positive multiple of 2" — 1 by the all-one word, as required
by ZUC. The first two low words Zy and Z; are discarded
and need not be retained in an implementation.

3.3.4 Applicability.

The current thermometer-code construction is specialized to
multi-operand modular addition and directly supports only
moduli of the form 2" and 2" — 1. Addition modulo 2" re-
quires a single carry scan and implements ordinary word-level
wraparound. Addition modulo 2" — 1 uses three scans to sta-
bilize and fold back the terminal carry, assuming 2 < x < 2".
Here, 2" — 1 is a Mersenne modulus and is not required to be
prime. Arbitrary moduli would require an additional modular-
reduction procedure and are outside the scope of the current
construction.



3.4 General CMux-Tree Lookup Evaluation
3.4.1 CMux tree and mixed packing.

For CMux-tree evaluation, the input bits are represented as
C; = GGSWg (m;) for i € [n] and serve as the controls of a
lookup table (LUT). We combine this construction with the
mixed-packing technique described for TFHE [9], using the
N coefficients of a GLWE plaintext polynomial to encode
multiple LUT entries.

Consider a function F : B" — B'. Its truth table has 2" rows,
each containing the ¢ output bits of F. We arrange these bits
in consecutive polynomial coefficients and pack as many com-
plete rows as possible into each GLWE ciphertext. Assuming

t | N, one ciphertext contains N/t rows, and M = {%_‘ GLWE

ciphertexts represent the complete table. Parameters may be
padded to powers of two when the divisions are not exact.
The evaluation proceeds in two stages. The first [log M]
GGSW ciphertexts select the packed GLWE ciphertext that
contains the desired truth-table row. This selection is imple-
mented as a binary CMux tree and requires M — 1 CMux
operations. The remaining n — [logM| GGSW ciphertexts
determine the position of the target row within the selected
plaintext polynomial. They are used to homomorphically ro-
tate the selected ciphertext until the corresponding ¢ output
coefficients occupy the first # slots. Under exact packing, this
stage requires n — [log M| additional CMux operations. Fi-
nally, sample extraction is applied to the first ¢ coefficients,
producing the LWE encryptions of F(my,...,my).

3.4.2 Linear-tail fusion.

Substitutions in symmetric ciphers are frequently followed by
a public linear transformation. We incorporate such a trans-
formation directly into the LUT instead of evaluating it after
the lookup. Given

Y =L(F(U))

for a public linear map L, we construct the table from

rather than from F (). The CMux tree then returns the trans-
formed output directly.

If alinear layer combines the outputs of several independent
substitutions, we decompose it as

m

L(S1(U1),...,Su(Un)) = @L,(Sj(Uj)).

The table for S; stores its contribution £;(S;(-)), and the
resulting GLWE ciphertexts are combined through homomor-
phic additions. Linear-tail fusion changes only the public ta-
ble contents and preserves the same GGSW-to-GLWE lookup
interface.

Nonlinear operation Cipher

Sparse low-degree -
; Trivium
Boolean functions

E

Standard / specification

ISO/IEC 29192-3

NIST FIPS 197
ISO/IEC 18033-3

S-box substitutions

>
o (4]

2 { 3GPP TS 35.221/35.222 }

ISO/IEC 18033-4:2011/Amd 1:2020

Modular addition

ChaCha20 IRTF RFC 8439

Figure 3: Representative ciphers, their nonlinear operations,
and the corresponding standards or specifications.

3.4.3 Applicability.

CMux-tree lookup serves as a general fallback for nonlinear
components that are not efficiently handled by the preced-
ing two specialized methods. In particular, it applies when
the target function neither has a compact low-degree ANF
nor corresponds to one of the supported forms of modular
addition. Because the evaluation depends only on the truth ta-
ble, it makes no assumption about the algebraic or arithmetic
structure of the function and can evaluate any function over
a sufficiently small input domain. Mixed packing reduces
the lookup cost, while linear-tail fusion allows a subsequent
public linear transformation to be absorbed into the same
lookup.

4 Representative Transciphering Instantia-
tions

We select four well-established ciphers from major standards
and protocol specifications: Trivium, AES, ChaCha20, and
ZUC. As summarized in Figure 3, they represent the nonlinear
component classes supported by our framework. Trivium uses
sparse low-degree Boolean functions, AES is dominated by
small-domain S-box substitutions, and ChaCha20 relies on
word-level additions modulo 232. These ciphers therefore
isolate type-aware ANF evaluation, packed CMux-tree lookup
with linear-tail fusion, and thermometer code Based modular
addition, respectively. ZUC combines S-box substitutions
with additions modulo 232 and 23! — 1, providing a mixed-
structure instantiation.

For each cipher, we summarize the plaintext computation,
identify the boundaries between linear and nonlinear modules,
and map each nonlinear module to the corresponding homo-
morphic realization. The resulting GLWE and GGSW inter-
faces are connected as described in Section 3. The first three
instantiations demonstrate the nonlinear modules separately,
whereas ZUC shows how they compose within a complete
transciphering procedure.
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Figure 4: Alternating GLWE/GGSW assignment over the
Trivium registers. Adjacent values eventually meet at a
quadratic tap.

4.1 Trivium Transciphering
4.1.1 Plaintext computation.

Trivium is a bit-oriented stream cipher standardized in
ISO/IEC 29192-3 [10]. Its 288-bit state consists of three shift
registers of lengths 93, 84, and 111. At each clock, Trivium
computes

S1 = u1 @ (s91592) B 5171,

uy =s162 @177, Sfo=u2® (s1755176) B 5264, (2)
u3 = 5243 D 5288, f3 = U3 ® (52865287) D 569,

up = Se6 D 593,

and outputs z = u; ® up ®uz. The values f3, fi, and f, are
inserted into the first, second, and third registers, respectively.
The cipher first executes 1,152 initialization clocks without
producing a keystream and then outputs one keystream bit per
clock. The only nonlinear operations are the three quadratic
terms in Equation (2).

4.1.2 ANF-based homomorphic evaluation.

The three nonlinear terms in Equation (2) are quadratic mono-
mials; all remaining operations are XORs and state permu-
tations. We therefore evaluate Trivium using the type-aware
ANF method from Section 3.2.

The GLWE/GGSW assignment must account for the com-
plete lifetime of each state value. Two values inserted consecu-
tively into the same register eventually become the two inputs
of a quadratic tap, so adjacent values cannot both remain
GLWE-only. Alternating the GLWE-only and GGSW-control
roles along each register maximizes the number of values that
avoid GGSW conversion.

Figure 4 illustrates this assignment. For the initial 288-bit
state, one alternating assignment retains 145 values as GLWE-
only and requires GGSW representations for the remaining
143 values. As the registers advance, each newly generated
feedback value receives the role opposite to the previously
inserted value. The role then moves together with the state
value throughout its lifetime.

Under this alternating assignment, the two inputs of every
quadratic tap have different ciphertext roles. Each of the three

AND terms therefore requires one external product. The re-
sulting GLWE ciphertexts are combined with the linear taps
through GLWE additions according to Equation (2). Register
shifts only move ciphertext references and require no homo-
morphic operation. One Trivium clock thus consists of three
external products and inexpensive GLWE additions.

After the initialization phase, the three linear output taps
are added to obtain the encrypted keystream bit. Adding this
GLWE ciphertext to the corresponding public Trivium ci-
phertext bit produces a GLWE encryption of the plaintext
bit.

4.1.3 Feedback noise and refresh.

Because feedback values return to later feedback computa-
tions, their noise accumulates across clocks. We estimate this
growth under the selected parameters and insert a refresh be-
fore the correctness bound is exceeded. The longest register
contains 111 bits, so every relevant use of a feedback value
occurs within at most 111 clocks.

The refresh method follows the assigned ciphertext role. A
feedback value that will serve as a GGSW control is refreshed
and converted through CBS, whereas identity PBS refreshes
a GLWE-only value. No additional PBS is needed when CBS
already provides the required refresh. The alternating type
assignment remains fixed, while the selected parameters de-
termine the precise refresh positions.

4.1.4 Parallel evaluation.

Although Trivium is defined as a recurrent computation, a
newly generated feedback value is not used immediately. The
feedbacks inserted into the first and third registers first reach
the taps at s¢6 and sp43 after 66 clocks.

Consequently, 66 consecutive Trivium clocks can be eval-
uated as one parallel batch: no clock consumes a feedback
value generated by another clock in the same batch. Once
the batch has produced its feedback ciphertexts, their PBS
or CBS operations have no mutual data dependencies and
can also run in parallel. The refreshed feedback values are
inserted into the registers before the next batch begins.

4.2 AES Transciphering

4.2.1 Plaintext decryption.

AES-128 decrypts a 128-bit state using an initial addition of
Kjo, nine inverse rounds, and a final inverse round without
InvMixColumns [21]. In each middle round, AddRoundKey
follows InvSubBytes, allowing the round key to be incorpo-
rated directly into the inverse-S-box lookup.



4.2.2 Homomorphic decryption.

We evaluate AES decryption with the packed-lookup method
from Section 3.4, using encrypted key-dependent inverse-S-
box tables. This organization resembles the lookup-oriented
AES evaluation of Wang et al. [24] but is adapted to the
inverse-round structure required for transciphering. During
preprocessing, the client expands the master key and encrypts
the resulting lookup tables. Separate round-key ciphertexts
and homomorphic AddRoundKey operations are therefore
unnecessary.

Let 1t(j) denote the source byte selected by InvShiftRows
for destination position j, and let 4 = {14,11,13,9} contain
the coefficients of InvMixColumns. We use three families of
encrypted tables:

Tmlt x ((x( X@Kl()n( ))@ng./‘))aeﬂ’
(x) (0(( @Krj))oceﬂa r=8...,1,
Tflnal(x) S~ 1( )@Koj

The initial and middle tables implement logical 8-to-32
lookups that return the four field-multiplication contributions
required by InvMixColumns. Each logical lookup consists
of four packed 8-to-8 component lookups. With N = 1024,
one fused 8-to-32 lookup uses eight accumulators. The fi-
nal round omits InvMixColumns and therefore uses a single
8-to-8 keyed lookup.

Since the AES ciphertext is public, the initial table en-
tries are selected using public accumulator rotations and re-
quire no CBS. Their GLWE outputs are combined to evaluate
InvMixColumns and then reindexed by InvShiftRows.

Each of the following eight middle layers converts the
128 state bits through CBS, evaluates sixteen keyed 8-to-32
lookups, and combines their outputs with GLWE additions.
A final CBS layer followed by sixteen keyed 8-to-8 lookups
returns the plaintext block directly. In total, AES decryption
requires 1,152 bitwise CBS operations.

4.2.3 Refresh and parallel evaluation.

Every encrypted-input lookup layer begins with CBS, which
refreshes the state while producing its GGSW controls. No
additional identity PBS is required between rounds. Our opti-
mized CBS supports a more compact parameter set than the
direct instantiation of Wang et al. [24], modestly reducing the
complete transciphering latency.

Within one layer, the 128 CBS operations and the sixteen
byte lookups are independently parallelizable. AES rounds
remain sequential because each layer consumes the state pro-
duced by its predecessor.
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Figure 5: Data flow of the ChaCha20 quarter round.

4.3 ChaCha20 Transciphering

4.3.1 Plaintext computation and quarter-round schedul-
ing.

ChaCha20 is a stream cipher specified in RFC 8439 [22]. Its
state contains sixteen 32-bit words arranged as a 4 x 4 matrix.
The initial state consists of four constants, eight key words,
one block counter, and three nonce words. ChaCha20 exe-
cutes ten double rounds, each consisting of one column round
followed by one diagonal round. The four quarter rounds in
each round operate on disjoint words:

column: QR(0,4,8,12), QR(1,5,9,13),
QR(2,6,10,14), QR(3,7,11,15),
diagonal: QR(0,5,10,15), QR(1,6,11,12),
QR(2,7,8,13), QR(3,4,9,14).

As shown in Figure 5, a quarter round alternates four addi-
tions modulo 23? with XORs and fixed rotations. After twenty
rounds, the working state is added word-wise to the initial
state to form the keystream block, which is then XORed with
the input message.

4.3.2 Homomorphic quarter-round evaluation.

We represent each ChaCha20 word with 32 GLWE cipher-
texts. GLWE addition evaluates XOR, while fixed rotations
only permute ciphertext references. The four additions in Fig-
ure 5 use the thermometer code based modular addition from
Section 3.3 with modulus 232.



The modular adder consumes GGSW input bits, so CBS
converts every bit of its two GLWE operands before each
ADD. A quarter round contains four ADD operations and
therefore requires 256 CBS operations. Each ADD returns
a 32-bit GLWE word that is used directly by the subsequent
XOR and rotation. If that word later enters another ADD, the
next CBS stage converts it to GGSW form.

CBS refreshes the input ciphertexts while producing the
representation required by modular addition. Each ADD there-
fore starts from refreshed inputs, and no additional identity
PBS is needed within the quarter round. The final word-wise
addition with the initial state uses the same modular-adder
construction. Adding the resulting GLWE keystream to the
public ChaCha20 ciphertext produces GLWE encryptions of
the plaintext bits.

4.3.3 Parallel evaluation.

The four quarter rounds in each column or diagonal round
operate on disjoint state words and form four independent
evaluation lanes. They can therefore execute concurrently.

Within a lane, the 32 bitwise CBS operations for each input
word are independent, and the two words can be converted
simultaneously. Across the four quarter-round lanes, a cor-
responding ADD stage therefore exposes up to 256 parallel
CBS operations. The four ADD stages within each quarter
round remain sequential because each consumes the result of
the preceding modular addition and XOR.

4.4 ZUC Transciphering
4.4.1 Plaintext computation.

ZUC is a stream cipher used in the 3GPP confidentiality and
integrity algorithms [14]. Its state contains sixteen 31-bit
LFSR cells and two 32-bit memory words R; and R,. Bit
reorganization selects portions of the LFSR cells to form four
words Xo, X1, X2, X3. The nonlinear function computes

W= (Xo®R)HB3 R,
Wi =R B3 X,
WZ :RZ @X27

where B3, denotes addition modulo 232

layer then updates

. The byte-wise S-box

R+ S(L
Ry, + S(L

1 (Wi L[Wam)),
2x(WaL | Wi m)),

where L1 and L, are fixed linear maps.
The LFSR feedback is

V= (2]5S15 +2513 4221510
+2%054 4+ (142%)s9) mod (2°' —1).
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Figure 6: Structure of ZUC

This is a six-operand modular addition. During the 32 ini-
tialization clocks, W > 1 is appended as a seventh operand.
After initialization and one discarded working clock, each
subsequent clock outputs Z = W ¢ X3.

4.4.2 Homomorphic module composition.

ZUC combines thermometer code based modular addition
with packed CMux-tree lookup. Persistent LFSR cells and the
memory words Ry, R, remain in GGSW form so that they can
serve directly as modular-adder inputs and CMux controls.
Intermediate arithmetic and S-box results remain in GLWE
form.

Bit reorganization, word splitting, concatenation, rotations,
and the maps L, L, require only ciphertext reindexing and
GLWE addition. For the LFSR feedback, multiplication by
a power of two modulo 23! — 1 becomes a cyclic bit rota-
tion. The resulting six GGSW operands, together with W >> 1
during initialization, are supplied to the Mersenne modular
adder. Strong CBS converts its GLWE output to GGSW form
before insertion into the circular LFSR buffer. The all-one
output for a positive multiple of 23! — 1 directly matches the
representation required by ZUC.

Within F, we form Xy & R; by componentwise addition
of their GGSW ciphertexts. When both input bits are one,
the resulting message is 2 rather than a normalized Boolean
value. Under without-padding single-bit encoding, this mes-
sage still produces the required XOR action in the modular
adder but introduces additional error. The second addition di-
rectly receives the GGSW representations of Ry and X;. Both
additions return GLWE words.

To form W,, each GGSW bit of R, and Xj is externally mul-
tiplied by a trivial GLWE encryption of one, and the resulting
GLWE ciphertexts are added. The words W) and W, are then
rearranged and transformed by L; and L, in GLWE form.

Before the S-box layer, weak CBS converts the two 32-
bit linear outputs to GGSW controls. ZUC applies four byte
substitutions to each word, giving eight packed 8-to-8 lookups
per clock. With N = 1024, each byte substitution uses two



packed accumulators. The lookups return the updated R; and
R, in GLWE form, and strong CBS then converts them to
GGSW form for the next clock.

During initialization, W > 1 is additionally converted
through strong CBS before entering the LFSR feedback. In
working mode, the six-operand feedback is independent of
the current W. The keystream word Z = W & X3 is returned
in GLWE form and added to the public ZUC ciphertext to
obtain encrypted plaintext bits.

4.4.3 Refresh and state maintenance.

The strong and weak CBS paths use different parameters but
produce compatible ciphertexts under the same final GLWE
key. Strong CBS handles persistent state, including the LFSR
feedback, W > 1, and the updated R, R,. Weak CBS handles
only the transient GGSW controls immediately preceding the
S-box layer.

The first addition in F requires two additional carry re-
freshes because the GGSW representation of Xy @ R; may
contain messages equal to 2. We refresh its active thermome-
ter carry after bit columns 10 and 21 using Boolean iden-
tity PBS. No carry refresh is required for Ry + X or for the
Mersenne LFSR feedback.

A working-mode clock performs 64 weak CBS operations,
95 strong CBS operations, and two identity PBS operations.
Initialization additionally converts the 31 bits of W > 1, in-
creasing the strong-CBS count to 126. Persistent LFSR and
memory values remain in GGSW form until they are replaced
by the next state update.

4.4.4 Parallel execution.

During initialization, the LFSR feedback depends on W > 1,
so F, the conversion of W >> 1, and the feedback computation
execute sequentially. In working mode, F' and the six-operand
LFSR feedback read the same pre-update state and can exe-
cute concurrently.

Within F, the L and L, branches are independent. Their
bitwise weak-CBS conversions expose up to 64 parallel tasks,
as do the strong-CBS conversions of the updated R and R;.
The current implementation evaluates the eight byte lookups
and the two modular additions sequentially because each
group shares one reusable workspace.

For the LFSR feedback, active thermometer positions are
divided into at most four parallel CMux groups. After modular
addition, the 31 feedback bits undergo strong CBS in parallel.
In working mode, this conversion can overlap with the 64-bit
CBS batches in F, exposing up to 95 independent CBS tasks.

5 Experiments and Results

We evaluate the four transciphering instantiations from the
preceding section: Trivium, AES, ChaCha20, and ZUC. For
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each cipher, we report single-threaded and multi-threaded
performance and compare it with the corresponding state-of-
the-art transciphering result.

We conduct all experiments on a server with two 48-core
AMD EPYC 9474F processors running at 3.6 GHz and 1.5 TB
of memory. The platform provides 192 hardware threads. The
multi-threaded experiments impose no additional concurrency
limit and may use all available hardware threads. For consis-
tency with prior work, AVX-512 is disabled in every exper-
iment. Each reported result is averaged over more than 100
executions.

5.1 Parameters and security

We use the Lattice Estimator' to verify that the underlying
LWE and GLWE parameter sets provide at least 128-bit se-
curity. Homomorphic operations subsequently increase the
ciphertext noise, and decryption remains correct only while
the accumulated noise stays within the corresponding decod-
ing interval. Following the noise-estimation methodology of
the refined TFHE evaluation [24], we select the parameters in
Table 1 so that the estimated decryption-failure probability is
at most 2740

In Table 1, Q is the ciphertext modulus; n and GLwg are the
LWE dimension and error standard deviation; and N, k, and
oGLwe are the polynomial size, GLWE dimension, and per-
coefficient GLWE error standard deviation,. A GLWE cipher-
text contains k mask polynomials and one body polynomial
over Zo[X] /(XN +1). The standard deviations are reported in
the integer scale modulo Q. For x € {ks, pbs, tr,ss}, (¢, B)
denotes the gadget-decomposition level and base used for
key switching, PBS, reverse homomorphic trace, and scheme
switching, respectively. The split-FFT parameter by, specifies
the coefficient-splitting bit position used during trace evalua-
tion, while (¢, B) denotes the gadget parameters of the GGSW
ciphertext produced by circuit bootstrapping. A dash indicates
that the corresponding operation is not used.

5.2 Results

Table 2 compares our implementations with the correspond-
ing state-of-the-art results for AES [24], ChaCha20 [17], Triv-
ium [2], and ZUC [26]. It reports the average processing time
per bit and the end-to-end latency under single-threaded (ST)
and multi-threaded (MT) settings. Latency is measured for a
128-bit AES block, a 512-bit ChaCha20 block, one Trivium
output bit, and a 32-bit ZUC word.

Each parenthesized factor is the baseline result divided by
ours under the same threading configuration. A value above
one means that our implementation is faster; a value below
one means that the baseline is faster. The final column reports
our internal speedup from ST to MT execution.

Ihttps://github.com/malb/lattice-estimator
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Table 1: Parameters used by the homomorphic cipher implementations.

Name QO n Std.Dev.IWE N k Std. Dev. GLWE {ys Bis lpbs Bpbs ltr Bir by lss Bss { B
AES 264640 1.2928 x 105 1024 2 5.4240x10° 4 23 1 22 2 2T 45 2 217 6 22
ChaCha20 2% 640 1.2928x 105 256 7 2.0282x10° 5 22 2 24 3 211 38 2 215 2 26
ZUC-Strong 2% 640 1.2928 x 10 1024 2 5.4240x10° 5 22 2 25 2 217 45 2 217 3 25
ZUC-Weak 2% 640 1.2928 x 105 1024 2 5.4240x10° 5 22 1 2B 2 217 45 2 217 4 24
ZUC-PBS 2% 640 1.2928 x 105 1024 2 5.4240x10° 5 22 2 215 _ _ _ _ _ _ _
Trivium-CBS 2% 640 1.2928 x 105 1024 2 5.4240x10° 5 22 1 2B 2 217 45 2 27 3 24
Trivium-PBS 2%* 640 1.2928 x 105 1024 2 5.4240x10° 5 22 1 2B _ - - - - _— _

Table 2: Average per-bit execution time and end-to-end latency compared with prior implementations.

Cipher Metric Ours Baseline Parallel Speedup

ST MT ST MT Ours

AES-128  Average (ms) 108.037 4.053 127.562 (1.181x) — 26.654 x
Latency (s) 13.829 0.519 16.328 (1.181x) —

ChaCha20 Average (ms) 662.228 15.247 265.598 (0.401x) 84.113 (5.517x) 43.434 x
Latency (s)  339.061 7.806 135.986 (0.401x) 43.066 (5.517x)

Trivium  Average (ms) 33.206 1.218 122.996 (3.704x) 5.815(4.772x) 27.253 %
Latency* (s) 2918 0.107 7.87 (2.69x) 0.37 (3.46x)

ZUC Average (ms) 73.206 6.236 296.880 (4.055x%) — 11.739x
Latency (s) 2343 0.200  9.500 (4.055x) —

5.3 Discussion
5.3.1 Comparision with AES transciphering

AES achieves a 1.181 x single-threaded speedup because its
baseline already uses a similar lookup-oriented evaluation;
the improvement mainly comes from tighter bootstrapping pa-
rameters. The baseline does not implement parallel evaluation,
so we leave that data empty.

5.3.2 Comparision with Trivium

For Trivium, Maximum independent set based ANF Evalu-
ation reduces the number of inputs requiring CBS. Under
current parameter setting, it will execute 132 normal step and
followed by 111 refresh step. resulting in end-to-end average
speedups of 3.704 x and 4.772x under the ST and MT setting
respectively. Different output bits incur different homomor-
phic workloads, so the slowest evaluation path determines
latency and yields a smaller improvement than the average
per-bit time. We estimate the latency of each 64 bits block
which achieve 2.69 x and 3.46x under the ST and MT setting
respectively.

5.3.3 Comparison with ZUC.

ZUC combines lookup-based evaluation with modular ad-
dition. Under the single-threaded configuration, CORAL
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achieves a 4.055 x speedup over the previously reported state-
of-the-art result. Because the prior work does not provide
a publicly available end-to-end implementation, we use the
performance reported in the corresponding article as the base-
line. This comparison should therefore be interpreted as a
cross-paper comparison rather than a direct re-execution of
the baseline. Notably, the baseline employs AVX-512 accel-
eration, whereas our implementation does not use AVX-512
instructions; nevertheless, CORAL still achieves a substantial
improvement. Since the prior work reports no multi-threaded
measurements, we mark the corresponding table entries as
unavailable rather than extrapolating unreported results.

5.3.4 Comparision with ChaCha20

ChaCha20 single-threaded execution is slower than the base-
line, as indicated by the 0.401 x relative factor, because the
thermometer code based adder performs substantial homomor-
phic work. The computation nevertheless exposes extensive
parallelism across the four independent quarter-round lanes
and the bitwise CBS conversions. As a result, the MT imple-
mentation is 5.517 x faster than the MT baseline and achieves
a43.434x internal ST-to-MT speedup.



Ethical Considerations

Research procedures and stakeholders. This work studies
the design, implementation, and performance of homomor-
phic transciphering. All experiments use randomly generated
keys and plaintexts or publicly available standard test vec-
tors. The study involves no human participants, personal or
proprietary data, user accounts, live services, third-party sys-
tems, or vulnerability exploitation. Its direct stakeholders are
cryptographic researchers, implementers, and potential sys-
tem operators, while its indirect stakeholders include users
whose data may eventually be protected by homomorphic
processing.

Benefits and potential risks. The intended benefit of this
work is to improve the practicality of privacy-preserving com-
putation by allowing compact symmetric-ciphertext inputs to
be processed homomorphically. The main potential risk is pre-
mature or incorrect deployment. An implementation error, an
unsuitable parameter set, or an incorrect interpretation of the
reported noise analysis could undermine the confidentiality
or correctness expected by users.

Mitigations and publication decision. To reduce the risk
of incorrect use or interpretation, we provide explicit parame-
ter sets, plaintext reference implementations, standard-vector
and end-to-end correctness tests, and documented benchmark
boundaries.
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Open Science

We embrace the principles of transparency, reproducibility,
and long-term availability in scientific research. All research
artifacts associated with this work are publicly available
through an anonymized repository at https://anonymous.
4dopen.science/r/transciphering-CBS-16D8.

The repository contains:

* Source Code: A complete Rust implementation of the
proposed bitwise homomorphic transciphering frame-
work, primarily based on TFHE-rs. It includes ho-
momorphic implementations of AES-128, ChaCha20,
ZUC-128, and Trivium, together with the shared crypto-
graphic components used by these constructions, includ-
ing circuit bootstrapping, programmable bootstrapping,
thermometer-state modular addition, GGSW addition,
and packed CMux-tree lookup tables.

* Correctness Tests: End-to-end tests compare the out-
puts of the homomorphic cipher implementations with
their corresponding plaintext reference implementations.
Additional unit tests validate the shared homomorphic
components, parameter compatibility, state transitions,
and standard test vectors where applicable.

* Benchmark Evaluation: The repository provides bench-
marks for both complete transciphering constructions
and their principal homomorphic building blocks. These
include:

— end-to-end performance evaluation of homomor-
phic AES-128 decryption;

— evaluation of the homomorphic ChaCha20 block
function;

— evaluation of the initialization and working phases
of homomorphic ZUC-128;

— evaluation of the initialization and keystream-
generation phases of homomorphic Trivium;

Parallel Evaluation: The implementations provide
dedicated single-threaded and multithreaded execution
paths. The number of worker threads can be selected
through the RAYON_NUM_THREADS environment variable,
enabling reproducible evaluation under different levels
of parallelism.

* Documentation: The top-level README .md provides in-
structions for compiling, testing, and benchmarking the
artifact. Layered documentation further describes the
homomorphic computation flow, state representation, re-
fresh strategy, and parallelization design of each sup-
ported cipher. An offline deployment guide is also in-
cluded for reproducing the experiments on Linux ma-
chines without network access.
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All input preparation, key generation, and correctness veri-
fication are performed outside the timed benchmark regions
unless explicitly stated otherwise. This organization enables
independent verification of both the functional correctness
and the reported performance of the proposed constructions.
To ensure long-term accessibility, we also intend to deposit
the artifact in a permanent, citable archive.


https://anonymous.4open.science/r/transciphering-CBS-16D8
https://anonymous.4open.science/r/transciphering-CBS-16D8
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A Detailed Homomorphic Operation Proce-
dures

This appendix gives the detailed calculations for the homomor-
phic interfaces summarized in Section 2.3. The notation and
ciphertext formats are defined in Section 2; here we retain the
full computational procedures, noise-related transformations,
and algorithms needed to reproduce the implementation.

A.1 Basic Homomorphic Operations

External Product. = The external product implements
the mapping (GGSW (M), GLWE(M;)) — GLWE(M| - M>).
Let C; be a GGSW encryption of Mi, and let C, =
(A1,...,Ar+1) be a GLWE encryption of M,. For each i €
[k+ 1], write (A 1,...,A; ) for the gadget decomposition of
A;. Their external product [-] is

_ k+1 ¢
CiCy=) Y A;;-GLWE (v;-(=S;-M))).
i=1 j=1

Here, GLWE (v;- (—S;-M;)) denotes the (i,j)-th GLWE
component of C;. Polynomial multiplication is applied to ev-
ery component of a GLWE ciphertext. The result is a GLWE
encryption of M| M.

CMux. We use the controlled multiplexer CMux to select
between two GLWE ciphertexts according to an encrypted
Boolean value. Given C = GGSWg(b) and two GLWE ci-
phertexts Cgp and C; under S, we define

CMux(C,Cy,C;) = Co+ CLE(C; — Cy).

The result encrypts the message in Cp,.

Key Switching. LetS = (Sy,...,5)and 8" = (S},...,S},)
be two GLWE secret keys with the same polynomial size
N. GLWE key switching converts a ciphertext under S into
a ciphertext encrypting the same message under S’. For
a decomposition base B and length ¢, we define the key-
switching key as KSg s = {KSs_;s'[i][j] }ic[], je[r, Where

KSs ,¢[i][j] = GLWEg (v;-S;) and v; = fLI/B’]
Given C = (Al, Ak,Ak+1) GLWEg (M), we initialize
C'=(0,...,0,Ax41) € ﬂql\fl For each i € [k], we decompose

Ajas A;=Y'_ A} ;-v;+E] and update

CC - ZZA “KSs_g [i][j]-

i=1j=

The resulting ciphertext C' = GLWEg (M) encrypts the same
message under S’. Its additional error comes from the gadget
decomposition and the key-switching ciphertexts. We denote
this operation by GLWEKeySwitchg_,g.
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LWE Modulus Switching. We use modulus switching to
map an LWE ciphertext from modulus Q to the rotation mod-
ulus 2N used by blind rotation. Let ¢ = (ay,...,a,,b) € Z’é“
be an LWE ciphertext under the secret key s = (s1,...,8,)-
We first compute d; = [ (2N/Q)a;| and the corresponding
rounding error u; = (2N/Q)a; — G; for each i € [n]. Follow-
ing mean-compensated modulus switching [11], we use the
public mean y; of the secret-key coefficients to correct the
ciphertext body before rounding:

A 2N L ~
b_\‘Qb ‘ufzul-‘v c:(dla"'v

i=1

an,b) € 753"
The phase of € approximates the input phase scaled by 2N/Q
under the new modulus. The compensation term centers the

rounding contribution associated with the secret-key coeffi-
cients and thereby reduces the modulus-switching noise.

Sample Extraction. We use sample extraction to convert a
selected coefficient of a GLWE ciphertext into an LWE cipher-
text. Let C = GLWEg(M (X)), where M(X)=YN ' miX"and
S=(S1,...,8). ForS;(X) =Y 's; X', we define the LWE
secret-key component associated with the coefficient of de-
gree i as TE,'(SJ‘) = (Sj.hsj,ifl yoos ,Sj7(), 7SJ'7N,| yoeoy 7Sj,i+1)7
= (mi(S1),-..,mi(Sk)). We then define

SampleExtract;(C)

and write s()
= LWES(,-> (m,)

The negacyclic arrangement of s(0) depends on the extracted
coefficient. In particular, extracting the constant coefficient
yields mo(S;) = (sj0,—SjN—1,--.,—8j1), whereas extract-
ing a higher-degree coefficient produces the corresponding
rotated and sign-adjusted key. When we omit the index,
SampleExtract extracts my.

A.2 Bootstrapping

Programmable Bootstrapping. Programmable bootstrap-
ping (PBS) refreshes an LWE ciphertext while evaluating a
public negacyclic function [9]. We call f : Zyy — Zyn ne-
gacyclic if f(x+N) = —f(x) for 0 <x < N. This property
follows from X**V = —X* in Ron v and allows us to encode
f as a test polynomial.

Given ¢ = LWEs(Am) € Z3', PBS encodes f in a
trivial accumulator C; = GLWEY, (Py) and uses BSK =
(GGSWyg(si))ic|n) to rotate the accumulator by the encrypted
phase of c. We denote this operation by BlindRotate. After
blind rotation, the designated accumulator coefficient con-
tains f(m), which can be converted into an LWE ciphertext
by sample extraction.

PBSmanyLUT evaluates up to 2° negacyclic functions
of the same encrypted input with one blind rotation [9]. It
rounds the LWE coefficients to multiples of 2% and encodes
fi,-.., f0 in consecutive coefficients of a redundant lookup
polynomial.



Algorithm 5: PBSmanyLUT
Input: ¢;, = LWEs(m- Ay,) = (ay,...,an,an+1 = b) €
735" under s = (s1,...,5,)
Input: BSK = (GGSWy (s;))1<i<n under
S =(8),...,S}) with decomposition base Bpps
and level £pps
Input: Py FASER: redundant LUT for the negacyclic
functions fi,..., f5»
Output: ¢y, ..., ¢y, where
¢j =LWEg((—1)P- f;(m') - Aout)
1 fori=1tondo
2 | dj[|ai-27%] 2%,
3 U< a;- 27— La,- . Ziﬂj
4d

0270 = X | 20

,,,,,

7 for j=1to 2% do
8 | ¢; < SampleExtract; ;(C)

9 returncy,...,Cyp

We also use PBSmanyLUT without the final sample-
extraction loop and denote this GLWE-output interface by
PBSmanyLUTGLWE.

Homomorphic Trace. For d € Z3y, we define the ring
automorphism 7, by 1, (M(X)) = M(X?). Applying 1, to a
GLWE ciphertext changes its secret key from S(X) to S(X4).
We therefore apply the automorphism to every ciphertext
component and then use GLWEKeySwitchg ya)_gx) to re-
store the original key. We denote the resulting homomorphic
operation by EvalAuto(C,d).

For M(X) = mg+mX +--- +my_1 XV, the field trace
satisfies

Tr(M(X)) = Y ta(M(X))=N-my.
delyy

Thus, homomorphic trace eliminates all nonconstant coeffi-
cients, but its standard evaluation also multiplies the message
and ciphertext error by N.

We use the amplification-removing reverse homomorphic
trace RevHomTrace of Lee and Yoon [20]. The algorithm
evaluates the automorphisms in reverse order and divides the
entire GLWE ciphertext by two before each automorphism
step. It therefore returns an encryption of myg rather than Nmy.
This removes the phase-amplification factor and reduces trace-
noise accumulation from O(N?) to O(NlogN).

Circuit Bootstrapping. Circuit bootstrapping converts an
LWE encryption of a Boolean message into a GGSW encryp-
tion of the same message:

CBS (LWEg(Am)) = GGSWg (m),  meB.
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Algorithm 6: Reverse Homomorphic Trace Evalua-
tion (RevHomTrace [20])
Input: C = GLWEgx)(M(X)), where
M(X) =mo+mX +--+my_ XN
Input: AutoKey, = KSg(ya)_,g(x) ford € Zyy
Output: C = GLWEs(X) (m())
1 C'+C
2 ford =1 to logN do
3 (A}, A« C

| ()
5 | C'+ C'+EvalAuto(C',2¢ +1)

6 return C/

PBSmanyLUTg1we RevHomTrace SchemeSwitch

‘ {GLWE (vm+R;(X))}jeq ‘*‘3»‘ {GLWEg (vjm)} ‘L» GGSWg (1)

LWE(Am)

Figure 7: The single-bit circuit-bootstrapping workflow. The
refresh step produces gadget-scaled GLWE encryptions with
redundant polynomial coefficients, while the conversion step
removes these coefficients and assembles the resulting cipher-
texts into GGSW form.

We follow the refined CBS construction of Wang et al. [24],
replacing its trace evaluation with RevHomTrace [20]. The
procedure has two stages: refresh and conversion.

The refresh step uses PBSmanyLUT g g to evaluate the
gadget-scaled functions f;(m) = v;m for j € [¢], where £ < 27
It returns one GLWE accumulator whose coefficient of degree
j — 1 contains vjm. We multiply the accumulator by X ~(/~1)
to move this coefficient to the constant position, obtaining
C; = GLWEg (vjm+R;(X)), where R;(X) contains the re-
maining redundant coefficients.

The conversion step independently applies RevHomTrace
to each C;, producing C; = GLWEg (v;m). We then apply
SchemeSwitch to the collection (Cf,...,C}). Scheme switch-
ing constructs the GLWE components encrypting v ;(—S;m)
for (i, ) € [k+ 1] x [£] and arranges them as the GGSW ci-
phertext defined in Equation (1).

The resulting GGSW ciphertext can be reused as the control
of external products and CMux gates.



Algorithm 7: Single-Bit Circuit Bootstrapping with
RevHomTrace

Input: ¢ = LWEg(Am), where m € B
Input: BSK and a redundant LUT Pcgs encoding
fi(m) =v;mfor j € [{]
Input: Evaluation keys for RevHomTrace and
SchemeSwitch
Output: C = GGSWg (m)
1 Cacc < PBSmanyLUT g we(c, Pcas, BSK)
2 for j =1 to ¢ in parallel do
3 Cj(-Xi(jil)'Cacc
// C;=GLWEg (vjm+R;(X))
4 | C) < RevHomTrace(C;)
// C; = GLWEg (v;m)

s C+ SchemeSwitch(CY,...,C))

6 return C
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