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Abstract. Accommodating cryptographic authenticity with strong user
privacy assurances has been the primary motivation for anonymous cre-
dentials systems. Their features have recently come into the spotlight
with the European Digital Identity (EUDI) wallet initiative, insisting
on the need for efficient and private solutions based on well-understood
security foundations for high assurances. This coincides with the post-
quantum transition, but current quantum-safe solutions based on stan-
dard assumptions are still lagging behind the ones on ad-hoc interactive
assumptions performance-wise.

In this paper, we present several techniques to improve the efficiency of
anonymous credentials from standard lattice assumptions, narrowing the
gap with more efficient but also more exotic ones. Alongside other opti-
mizations, our main contributions focus on the zero-knowledge protocol
of Lyubashevsky, Nguyen, Plangon (Crypto’22), currently the efficiency
bottleneck of lattice privacy-oriented constructions, for which we identify
several sources of improvements that may be on independent interest.

Keywords: Lattice-Based Cryptography - Anonymous Credentials - Pri-
vacy - Zero-Knowledge Proof

1 Introduction

An anonymous credential (AC) system allows users to request credentials on
a set of attributes from an organization (i.e., an issuer) and then to use them
to attest some rights to verifiers with very high privacy assurances. A typical
example is the one where the user is a citizen requesting a credential attesting
their attributes (e.g. name, birth date, address, city of residence, etc.) from a
government agency (playing the role of the organization) and then uses it to
prove to some service provider (playing the role of the verifier) that, e.g., their
city of residence is indeed the one they claim. Using digital signatures would be
possible here, but would require to reveal the full list of attributes to the verifier
which is clearly undesirable. The strength of anonymous credentials is that they
provide this user complete control of the disclosed information. They may decide
to reveal only a subset of their attributes to a verifier V; and a totally different
subset to a second verifier V. These two presentations remain unlinkable, unless
the revealed attributes trivially enable the verifiers to associate them. Better
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still, these privacy features also hold with respect to the organization that cannot
trace the issued credentials unless, here again, the revealed attributes inherently
allow it to do so. Similar privacy requirements may also be formulated for the
issuance process where the user can decide to hide some of the attributes to the
organization when receiving its credential.

After decades of academic scrutiny, anonymous credentials seemed to be
promised to a bright industrial future with the recent EUDI (European Digital
Identity) regulation [otEU24]| that lists the requirements which shall be fulfilled
by the future EUDI wallet. Indeed, this regulation requires that authentication
should ensure “selective disclosure of data”, “enable privacy preserving techniques
which ensure unlinkability”, and that organizations should not be able “to ob-
tain data that allows transactions or user behaviour to be tracked, linked or
correlated”. For readers familiar with AC, this looks like the legal transposition
of the AC security model. In parallel, constructions of pre-quantum anonymous
credentials have proved extremely efficient (e.g. [ASM06,PS16,T723|) and are
thus more than able to comply with real-world functional requirements.

Yet, the European Commission (EC) has so far favored alternative solutions,
which incited many cryptographers to publish a document [BBCT24] strongly
encouraging the EC to reconsider its position. Unfortunately, the latter is driven
by a very technical constraint. To avoid cloning, credentials should be linked
to a secure element, a property usually referred to as device-binding. While
there is no obstacle in theory, this conflicts in practice with the design choices
made by the cryptographic community that focused, for performance reasons, on
pairing-based constructions, proven under non-standard assumptions. Unfortu-
nately, national cybersecurity certification authorities have so far been reluctant
to approve such solutions, which explains why they are not listed in the so-
called SOG-IS documents [Sec23] and its successor, the Agreed Cryptographic
Mechanisms by ENISA [ENI26]. As a consequence, existing secure elements do
not support pre-quantum anonymous credentials, which is a strong challenge to
address when designing a real-world solution (see [TD24,Leh26| for more details
on the context).

This momentum for private authentication coincides with the post-quantum
migration that is urged by most cybersecurity agencies worldwide. While the
celebrated NIST competition did not consider anonymous credentials systems,
several post-quantum constructions, e.g., [JRS23,BLNS23,AGJ+24,JS26], were
recently published, with more and more attractive performance. As of writing,
we note that we can classify them into two main categories. Those proven under
standard lattice assumptions (M-SIS, M-LWE), where presentations are about 47
KB large [JS26], and those proven under interactive, ad-hoc assumptions with
presentation size below 30 KB [BLNS23]. While performance is obviously very
important for real-world systems, the pre-quantum experience shows that it is
not sufficient. In particular, the ability to rely on standard assumptions is at
least as important to get support from national cybersecurity agencies and thus
to be deployed in secure elements. In this work, we then focus on anonymous cre-
dentials proven under standard lattice assumptions and aim at improving their



performance, to close the gap with constructions based on interactive assump-
tions.

Current hurdles. Before presenting our contributions, we just recall that most
anonymous credentials follow a rather simple framework. A credential is a signa-
ture generated by the organization on a set of (potentially concealed) attributes
during the issuance phase. When presenting the credential, the user essentially
produces a zero-knowledge proof of knowledge of this signature that convinces
the verifier while ensuring anonymity. The key to performance is to associate
the right signature and zero-knowledge framework, so as to ensure smooth in-
teractions between these two crucial building blocks. Arguably, the recent works
have so far focused on the signature component, to reduce its size and thereby
that of the overall construction. It proved fruitful, but we note that it has led to
a clear imbalance, with a zero-knowledge proof that is by far the largest com-
ponent. For example, the construction in [JS26] yields credentials of only 3.52
KB (which is not much larger than ML-DSA) but presentation proofs of 47 KB.
We therefore believe that it is time to focus on the zero-knowledge component,
which is instantiated with the powerful LNP framework [LNP22] in most cases.

The key feature of the LNP framework is its ability to prove relations of the
form f(w) = 0 mod ¢R, for some modulus ¢ and quadratic function f, along
with ||wl|, < B, which covers the need of many privacy-preserving applications.
Without going into the technicalities of it, the LNP framework starts by comput-
ing an extension of the Ajtai commitment of w and then proves that the com-
mitted values satisfy all the relations above. This however raises a very practical
concern: this commitment must be computed in some quotient ring R, which
means that the relations we actually prove hold modulo ¢,. The main challenge
then is to transpose this argument (valid modulo ¢,) to relations in R, and
even Z in the case of the norm relation ||[w|, < B. One could try to simplify this
challenge by choosing a modulus ¢ dividing ¢, but this may create a series of
problems in practice. For example, one may want to select a small ¢ for efficiency
or security reasons (e.g. in the context of LWE encryption), but this leads ¢, to
have a small factor, which harms soundness of the LNP proofs. One must then
compensate by adding new elements in these proofs, which affects the overall
performance. Similarly, the LNP proof imposes certain arithmetic constraints on
qr, due to the challenge space C, which may conflict with other requirements on
q that comes from another system. In the end, this condition “q divides ¢,” may
lead to either selecting a ¢ that is not optimal for the targeted application or to
further complexifying the LNP proof.

More concretely, the challenge above is that we have proven some statement
P(w) = ¢j mod ¢.R, potentially with j = 0 (for relations in Z), and we want
to prove that it remains true without the “modg,R”. To address this problem,
the authors of [LNP22]| resort to approximate range proofs based on Johnson-
Lindenstrauss (JL) heuristics. In a few words, the latter allow for deriving a
bound on the norm of x based on that of z = y + Rx mod ¢,, where R has
small random coefficients and y is some mask. By properly selecting y, one can



derive an approximate bound B,,, on x while hiding it, which is essential for
retaining the zero-knowledge property. In our case, we can for example set x as
either w or j, or even their concatenation. Thanks to this approximate bound
Byrp, one can now derive an approximate bound on P(w) — gj and then select a
modulus ¢, that is large enough to ensure that no wrap-around occurs. In other
words, we are ensured that the relations we prove modulo ¢, actually hold in Z,
and in turn modulo ¢ when relevant, which concludes the proof from the security
standpoint.

From the efficiency standpoint, the situation is however far less satisfying.
The bound on P(w) is the one obtained from its evaluation in Z (without any
reduction), which can be quite large, especially for quadratic P, and we cannot
do better than ¢B,,, for bounding ¢j, which can be even bigger. Moreover, we
stress that B, is in practice much larger than the actual norms of w and j as
it is derived from a vector z whose norm is significantly larger than the one of
Rx (because of the masking term y) which is itself larger than ||x||. Finally, the
approximate range proofs in [LNP22] are based on a series of technical lemmas
that add other constraints on ¢, e.g., ¢ must be larger than 41mB,,, where
m is the dimension of approximate range proof witness x. All in all, it results in
a modulus ¢, which can be very large (e.g. 25° in the very recent construction
in [JS26]), which directly impacts overall performance.

The LNP proof additionally involves so-called garbage polynomials g to prove
quadratic evaluations like integer relations. This is typically done by embedding
the integer relation within the constant coefficient of a polynomial, and perform-
ing operations directly on the entire polynomial. The purpose of g is then to blind
the coefficients that are irrelevant for the relations we prove but that could still
leak information on the underlying witnesses, e.g., all but the constant one. As
g cannot be revealed and must not be chosen after seeing the verifier’s challenge
¢, it is committed to in the first steps of the protocol, which is not efficient as
most of its coeflicients are uniform elements modulo ¢,. In [LNP22], the authors
rely on an extension of the BDLOP hiding commitment scheme [BDLT 18] that
can deal with large elements but at some cost, as its size linearly grows with
the number of such elements. Although the resulting commitment is not the
largest part of the LNP proof, it still adds an overhead that is not insignificant
in practice.

1.1 Owur Contribution

In this work, we improve the performance of anonymous credentials proven un-
der standard assumptions, mostly by introducing several ways of improving the
LNP proof system. While most of our contributions target the AC construc-
tions (e.g. [AGJ124,JS26]) based on the gadget samplers [MP12,JS25b,JS26],
we note that they are generic enough to be transposed to similar contexts with
few efforts.

Relaxed Requirement for Lifting Proofs. Our first contribution starts
with the observation that the authentication mechanisms based on gadget sam-



plers [MP12,JS25b,JS26|, for example [dPLS18,AGJ"24,JS25a,J526], share a
similar structure. The signer usually starts with some public matrix A’ without
any specific property, from which it generates the remainder of its public key. The
signature is then a short vector v satisfying some relation [A’|B]v = 0 mod g,
where B is some public matrix that we leave unspecified. When proving un-
forgeability, the reduction selects the matrix A’ from a M-SIS instance and
then alter B in such a way that a forgery results in short vector x* such that
A’x* = 0mod ¢, which readily provides an M-SIS solution. In practice, it is
better to use a matrix A’ in normal form, that is, A’ = [I|A], as it allows to
reduce the size of the public key while retaining security under M-SIS. Plugging
an extractable zero-knowledge proof on top of that has no significant effect. In-
deed, thanks to the extractability property, the reduction can extract a forged
credential from an illicit presentation and then follow the same procedure to
derive an M-SIS solution.

As explained earlier, it is useful to decorrelate the signature modulus ¢ and
the zero-knowledge proof modulus ¢, but it leads to lifting problems. We indeed
recall that the key issue here is that proving that A’w = ¢j mod ¢, R does not
necessarily mean that A’w = 0 mod ¢R. In previous works, this was managed
by selecting a modulus ¢, that is so large that no wrap-around can occur.

In this paper, we show that this requirement is actually not necessary when
one aims at extracting an M-SIS solution. Indeed, let us assume that one has
extracted from a LNP proof some vector w such that [I|A]w = ¢j mod ¢, R with
[w|, < B and ||j||,, < Bi. For convenience, we write w = [wq|ws]?, where
wy € RY is the part of w that matches I. Let a < ¢ be such that ¢, mod g = a
and b be such that bg, > ¢B1+ Ba, where Bs is a bound on [I|A]w in R. One can
thus write [I|A]w = ¢j + ¢-h with ||h||_ < b. We thus have [I|A]w = ah mod ¢
and therefore [I|A]w’ = 0 mod ¢R where w’ is [w; —ah|wz]T. One can note that
|w’|l, < B+ a-bv/nd, which remains small compared to B, provided that one
enforces mild requirements on a and b. In other words, we are still able to extract
a short witness for the proven relation modulo ¢ if we have controlled (i.e., with b
not too large) wrap-arounds modulo g,. Of course, this approach entails a slack
on the extracted witness but we stress that this slack is additive with respect
to the M-SIS solution x* from above, and can be insignificant in practice by for
example choosing a not-too-small proof modulus ¢, such that ¢ = 1. In all cases,
this replaces the initial constraint g, > ¢By + B3 by bg, > qBy + B3, which is
significantly milder in practice.

Refined Johnson-Lindenstrauss Bounds. Our second contribution is to re-
visit the approximate range proof results in [LNP22] with the goal of supporting
smaller projection dimensions for R, i.e., the number of rows of R, while also
relaxing the constraint on ¢,. As mentioned above, there results are based on
very technical lemmas for which we propose different proof strategies. This re-
sults in several concrete optimizations. First, we manage to replace the original
constraint ¢, > 41mBy,p by ¢ > C1/mBy,, for some constant Cy, which is
significant in practice as the dimension m of the witness is usually quite large.



Second, we reduce the projection dimension to its minimum, that is A rows for
a security level of X\ bits, as opposed to 2A rows in [LNP22]. This reduces the
size of the masked opening z from above, as well as the commitment to the
mask y. Alternatively, one can see it as an opportunity to produce two sepa-
rate approximate range proofs for the same price, which can be interesting when
the approximate range proof witness vector x contains heterogeneous compo-
nents. Since this contribution is fairly technical, we postpone its presentation to
Section 4.3.

Revisiting Garbage Polynomials. Our next contribution focuses on the
garbage polynomials g whose purpose is to mask all the coefficients of f(w)
that are unnecessary for the relations we want to prove. More precisely, the
approximate range proof also relies on the fact that the masked opening z is
well-formed which involve integer relations that are functions of the witness
(and other committed values). These integer relations of well-formedness trans-
late into constraints on the constant coefficient of polynomials. This is also the
case of exact norm equations like |[w||, = B, which translate to the constant
coefficient of w*w — B? being 0. The resulting polynomials are aggregated, with
random challenge weights, to produce some polynomials f1,..., f; that must
then have their constant coefficient equal to 0. The entries g[i] are here to mask
all the remaining coefficients of f! that may leak information on the witness. To
still allow the verifier to check the f/ indeed have a zero constant coefficient,
g[i] must also have a zero coefficient at this position and be uniformly random
coefficients everywhere else!. As g serves as a mask, it cannot be revealed to
the verifier. Moreover it must not be changed after seeing the challenge so as to
retain soundness of the argument. As mentioned above, this has led the authors
of [LNP22] to commit to these garbage terms using the ABDLOP scheme, which
is rather costly.

If we look a bit closer at the details, this part of the commitment is t, =
Bs + g for some public matrix B and some short secret vector s. Note that s
is fixed (under the MSIS assumption) by the other parts of the commitment,
as proved in [BDLT18], hence the binding property despite the large norm of
g. If we take a step back, we can identify some source of inefficiency here. Bs
is indeed deterministically generated to mask g which is itself used as mask in
the protocol. Our key observation is that since Bs is deemed good enough to
serve as a mask, why not use it directly, instead of g? Of course, there are a few
subtleties to address as we need some zero-coefficients in g but we show that this
can be dealt with using the features of the LNP framework. This also affects the
zero-knowledge property of LNP as we can no longer readily rely on the hiding
property of the ABDLOP commitment scheme, but we show how to adapt the
proof to these specific masks. In the end, it results in a simpler protocol where
the commitment t, virtually becomes useless. More concretely, we only need to

1 An optimization of this approach, implemented in our paper, additionally requires
to set another coeflicient at 0 but we don’t consider it here for sake of clarity.



transmit two coefficients per entry of t,, which is a 32x improvement compared
to the previous situation.

A More Efficient Anonymous Credential System. Eventually, we plug all
these contributions in the anonymous construction from [JS26], which is itself
derived from [AGJ"24]. We inherit the security under the M-SIS and M-LWE
assumptions from these constructions, which we believe to be a very important
feature to be vetted by cybersecurity agencies. In the process, we implement a
few optimizations, e.g., related to the user’s secret key, to further improve per-
formance. This however leads us to question the models considered in [BLNS23]
and [AGJT24,JS26] (the latter two being based on the one in [FHS19]) which,
in our opinion, do not entirely reflect what is expected from an anonymous cre-
dentials. In a few words, the main problem stems from defining what a forgery is
when the organization does not even know what it has signed. The models cited
above address that by either extracting all the signed attributes or by following
a “one-more” approach (in the spirit of blind signatures) but this leads to some
limitations as we explain in Section 3. In parallel, anonymity is formalized in
both cases by the inability of an adversary to distinguish the presentation of a
credential credy from the one of a credential cred;. There is however a major
restriction. If {az(-J)}i is the set of attributes certified by cred; (for j = 0,1), then
one must have ago) = agl) for all i € Z, where Z is the set of indices of revealed
attributes. Although it may look like a natural restriction, this does not capture
the fact that the adversary may have obtained no information on these attributes
at the issuance time or during previous presentations. In other words, even if the
set of revealed attributes differ for these two credentials, the adversary should
remain unable to distinguish them unless a previous interaction trivially allows
it to do so.

Far from being subordinate, these questions raise very practical issues when
it comes to designing and proving the security of anonymous credentials. For
example, what is the point of hiding some user’s attributes at the issuance time
if the model only requires indistinguishability of credentials with the same subset
of revealed credentials? One could for example reveal all the attributes at the
issuance time and, during presentation, disclose the necessary attributes and
produce a proof of knowledge of the credential and of the concealed attributes.
Such a construction would easily achieve the previous anonymity notions and
would lead to more efficient constructions as there will be no need for randomness
at the issuance time (randomness that is then carried over to the credential,
affecting the complexity of all presentations). Similarly, what is the point of
binding credentials to the user’s secret key if the model does not allow the
adversary to observe presentations by honest users?

To provide a clearer baseline for assessing anonymous credential systems, we
therefore present a game-based model that includes the considerations above. We
believe it is necessary to better understand, and formalize, the differences with
previous works. Our model can then be seen as an extension of the models used
in prior constructions like [BLNS23,AGJ"24], supporting the blind issuance of



credentials and user secret keys for device-binding. Nevertheless, we stress that
we do not claim comprehensiveness for it as we, for example, do not consider
situations where one proves some predicate about a hidden attribute, e.g., age
proofs.

Performance. As our model is more permissive and gives more freedom to the
adversary, it imposes further constraints on the design and parameters to reach
the same security level. Nevertheless, even with this performance overhead, we
demonstrate significant improvements over the previous construction based on
standard assumptions [JS26|, with credential presentation proof sizes of 35.45
KB instead of 46.89 KB in [JS26] which represents a 25% gain.

Our performance then approaches the one of anonymous credentials based
on ad-hoc interactive assumptions [BLNS23], without needing the latter, which
we believe is a primary aspect for practical deployment. We compare our scheme
with existing anonymous credentials in Section 7, both in terms of performance
and security assurances provided by the security models, proofs and assumptions.

2 Preliminaries

For integers m < n, we define [m,n] = {m,...,n}, and [n] = [1,n]. The unit
group of a ring R is denoted by R*, and we abuse the notation by defining
N* = N\ {0}. We use bold font for vectors a (lower case) and matrices A (upper
case). The transpose is then denoted by a superscript as AT or a’. We denote
by a[j] the j-th entry of a vector a. Further, for ¢ € N*, we let Z, = Z/qZ which
can be identified by the set of representatives [0,q — 1] or (—¢/2, ¢/2]NZ. When
the centered representation of some a € Z, is needed, we use @ mod™ ¢. Finally,
|al|,, denotes the standard ¢ norm of a € R", and [|A[l, = maxxo||Ax||y /x|,
the spectral norm of matrix A.

2.1 Algebraic Number Theory

We now give the minimal notions in algebraic number theory to comprehend
our result. A more complete background can be found in the literature, and the
use of subrings in Appendix A.1.1. We present our results over a power-of-two
cyclotomic ring. We take n a power of two and let R = Z[z]/(z™ + 1) be the
power-of-two cyclotomic ring of degree n. We also define Ry = Zg[x]/(z™ + 1)
for any modulus ¢ > 2. We sometimes use real-valued polynomials and consider
elements in Kr = R[z]/(z™ + 1).

We use 7 to denote the coefficient embedding, i.e., for all a = Zie[o,nfl] a;xt €
R, 7(a) = [ao]|...|an—1]T. We sometimes use 7;(a) = a; to be the projec-
tion of 7(a) onto the i-th component. We also denote by M, the multiplica-
tion matrix map, defined by the relation 7(ab) = M, (a)7(b). In power-of-two
cyclotomic fields, this corresponds to the usual nega-circulant matrix featur-
ing the coefficients of a. Then, the conjugate is defined by a* = a(z™!) =



77 (Jao| = @n—1] - --|—a1]T). These notations naturally extend to other the base
rings R4 or Kgr, and also to vectors and matrices entry-wise, except that the
conjugate of a matrix actually corresponds to the conjugate transpose. For an
integer 7, we sometimes use the sets 7,, = 771([0,n]") and S,, = 77 *([-n,n]").
We also define the usual vector norms ||-||, over R by |[r||, := [[7(r)[|,, and the
spectral norm ||A ||, by [[M;(A)|l,.

||p7

2.2 Lattices

A full-rank lattice £ of rank d is a discrete subgroup of (R?, +). The dual lattice
of L is defined by L£* = {x € Spang(L) : Vy € L,xTy € Z}. A lattice over R?
is identified with the lattice corresponding to its embedding into R™?. For any
A € R¥*™, we define the lattice £; (A) = {x € R™ : Ax = 0 mod ¢R}, while
for any u € R¢, we similarly define L2(A) = {x € R™ : Ax = umod ¢R}.

2.3 Probabilities

For a finite set .S, we define |S| to be its cardinality, and U(S) to be the uniform
probability distribution over S. For n € N*| we define the centered binomial
distribution v, as the distribution of Zie[n] a; — b; for aq,bq,...,ay,b, indepen-
dently drawn from U({0,1}). The distribution 1, is supported over [—n, 7| and
has mass 1, (k) = 2727 (nz_fk) for all k € [—n,n]. We then use B, to denote the
distribution over R whose coefficients follow v, i.e., T‘l(w,?). We use x + P
to note the action of sampling x € S according to the probability distribution
P. In contrast, we use x ~ P when the random variable x follows P.

Discrete Gaussian Distributions. For a lattice (coset) A C R we define
the discrete Gaussian distribution D ANB.c of support A, positive-definite co-
variance S € R¥*? and center ¢ € R? by its density Dyyse i X €A
p\@@(x)/ZyGA p\@@(y), where p\/g’c(x) = exp(—7(x—c)TS71(x—c)). When
c = 0, we omit it from the notations. When S = s%I;, we use s as subscript
instead of v/S. For module lattice cosets M C ICD% with ¢ € ICH% and S € R#dxnd,
we extend the notation to D), g . = Tﬁl(IDT(M),\/g,T(C))' When M = RY,
7(M) = Z" which means the distribution corresponds to sampling an integer
vector according to DZWI’ V8,7 (c) and defining a vector of R via 771, As coined
by Micciancio and Regev [MRO7], we define the smoothing parameter of a lattice
L, parameterized by e > 0, by n.(£) = inf{s > 0: p;,,(L*) = 1 + ¢}. We first
need a Gaussian regularity lemma from [GPV0S8, Lem. 5.2| generalized to non-
spherical distributions. We state it over rings for coherence but it also applies to
the integers.

Lemma 2.1 (|GPVO08, Lem. 5.2] adapted). Let d,m,q be positive integers,
and A € RE*™ such that ARY* = RZ. Then, let € € (0,1) and S € R"™*"m

such that S — ﬁs(ﬁql(X))QInm is positive semi-definite. We finally define P =
KDRM’\@ mod qR. It holds that Vx € ’Rg,P(X) ell—e)/(1+e),1+¢)g .



We now give the standard discrete Gaussian tail bounds from [Ban93,Ban95|.

Lemma 2.2 ([Ban93, Lem. 1.5] & [Ban95, Lem. 2.10]). Let £ C R? be a
lattice of rank d, and s > 0. Then, for all ¢ > 1/+/27 and t > 0, we have

d
Px~p, . |IIXlly > CS\/E} < (cx/ﬂe*“‘:?)

x| > ts] < 2de”

]PXNDL,S [

Unless the tailcut probability is specified, we target a probability of at most
2-(A+0M) and let ¢4 be the smallest ¢ > 1/\/% such that (C\/ﬁe_”cz)d <
2~ (A+O0M) “where X is the implicit security parameter.

Gadget Sampler. Our construction leverages the preimage sampler TSampler
of [JS26]. For a matrix A; = [I4|A|qrtGr — (R1 + AR3)|a] mod ¢R, with ¢ =
by, A € R Gy = [1by|... [0} | ®@ 14, a € RE, Ry, Ry in RIXn
with small spectral norms, and ¢ € RbXH a tag, it samples, for any u € Rg,
a Gaussian v € R24+dku+1l guch that A;v = umod ¢R. More precisely, the
authors of [JS26] prove v follows a Gaussian statistically close to D £9(A)VS for
S = diag(s%Ind, S%Ind, SgIn(dkH-i-l)) with

4 bikL -1 4 4 4

2 SL SH 2 2 SH 2 2 SH
5T = . 3 R s5 =3 R s3 =3
1 S% _772 b% 1 + 5‘% _nQH 1”27 2 S%{ _772” 2”27 3 5%—[_772’

with ¢, = b]zL, sx = bxMe/ary (Z™) and n = ne(Zn4kLtkn))  The factors 3
can actually be tweaked with slack parameters 72,73 [JS26, Cor. 3.1]. We refer
to [JS26] for more details on the sampler and its security.

Rejection Sampling. Our security proof relies on a rejection sampling argu-
ment proven in [LNS21].

Lemma 2.3 ([LNS21, Lem. 3.2]). Let d be a positive integer, and S C R?
a set of vectors of Fuclidean norm at most T > 0. Let Ps be a distribution
over S. Let M > 1, a = \/w/In M and s > oT. We then define the following
distributions.

[ Sample s <> D5,y <> Dra , and set z =y + v. Then, sample u <= U([0,1)).
Pr o If(r(z), 7(s)) <0 orifu> 4 eXp(ﬂ'(HT(S)Hg —2(r(z), 7(s)))/s%), output L.
| Otherwise, output (s,z).

77( Sample s <> Ds, and z <> Dga . Then, sample v <> U([0,1)). If (7(z), 7(s)) <
I2 0 orif u > ﬁ, output L. Otherwise, output (s,z).

Conditioned on not aborting, it holds that Py and Ps are identical.

2.4 Hardness Assumptions

The security of our construction is based on the Module Learning With Errors
(M-LWE) and Module Short Integer Solution (M-SIS) problems [LS15]. For a
problem P where the advantage of an adversary A is called Advp[A], we define
the hardness bound of P by ep = sup 4 ppt Advp[A], where the parameters of
the problem are clear from the context.
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Definition 2.1 (M-SIS). Let R = Z[x]/{(z™ + 1) with n a power-of-two. Let
d,m,q be positive integers and f > 0 with m > d. The Module Short Inte-
ger Solution problem M-SIS, 4.m g3 asks to find x € L;([I4]A]) \ {0} such
that ||x||, < B, given A < U(RI*™~4). The advantage of an adversary A
is Advm.sis[A] = PxeA(A) [X S ACqL([Id‘A/]) N0 < ||X||2 < B] .

Definition 2.2 (M-LWE). Let R = Z[z]/(z™ + 1) with n a power-of-two. Let
d,m,q be positive integers and 2 be a distribution over R™. The Module
Learning With Errors problem, denoted M-LWE,, g 1, p.9 asks to distinguish be-
tween Py = U(RP™* x RY") and the distribution Py of (A, b = As+e mod ¢R),
where A ~ U(RI™?) and x = [sT]eT]T ~ 2. We define Advmawe[A] =
IP(Ab)~po [A(A, b) = 1] = P(a b)p, [A(A,b) = 1]| as the advantage of a PPT
adversary in solving M-LWE.

3 Security Models of Anonymous Credentials

Informally, anonymous credentials refer to a system involving three types of
entities, the organization (a.k.a the issuer), the users and the verifiers, where
users can request credentials from the organization on a set of attributes, some
of which may be hidden, and then present these credentials to verifiers to attest
the validity of some of their attributes. The key difference compared to standard
digital signatures lies in the privacy assurances for the users. The latter are
indeed ensured that no information will leak beyond what they agree to reveal,
which implies unlinkability and secrecy of undisclosed attributes.

Unfortunately the broad consensus on these general guidelines does not ex-
tend to formal security definitions that are quite difficult to identify for several
reasons. One of these reasons is the parentage from standard digital signatures
that incites to define a similar unforgeability notion. In particular, intuitively,
it is tempting to see an adversary that would make use of a forged certificate
as a valid attacker. However, to decide if a certificate is forged, one needs to
know which sets of attributes were signed during the issuance procedures. This
can be done by requiring that all the attributes are known to the issuer, as
in [FHS19] but one then loses a very important feature of anonymous creden-
tials, namely blind issuance. A more subtle approach, as in [LCLT23], is to allow
issuance on concealed attributes in the real world but to define a model where
issuance oracles can only be queried on fully disclosed attributes. The discrep-
ancy between the real world and the model is then managed by requiring from
the users, in the issuance process, a straight-line extractable proof of knowledge
of all the attributes. This way, the reduction can convert real-world queries into
model queries by extracting all the attributes. However, this comes at the cost
of significantly increasing the complexity of the issuance proof. Beyond that,
this model prescribes some components for the anonymous credentials systems,
which is not ideal. On this unforgeability aspect, we therefore prefer to follow
the model in [BLNS23] that we extend to cover some attacks that were not
considered, as we will explain.
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Another challenge when defining a formal security model is the user secret
key usk considered by some constructions. Concretely, the underlying question
is: should we bind the issued credential to a user’s secret key? Nowadays, this
question is often related to the notion of device-binding which requires that
a credential shall not be used without the support of a secure element that
would store the usk. However, the binding to a secret key serves a more general
purpose, which is to ensure that only the users can present the certificates they
receive. At first sight, this may seem unnecessary, in particular in cases such as
[BLNS23] where the presentation of the credential essentially consists in a zero-
knowledge proof of knowledge of the said credential. This way, the credential
remains perfectly hidden from the adversary that will never be able to use it.
Unfortunately, this would, here again, essentially prescribe some building blocks
for the presentation and thus make the model less general than it should be. In
particular, it would rule out constructions of anonymous credentials based on re-
randomizable signatures (e.g. [CL04,PS16]) where the (randomized) certificates
are sent in clear. If these certificates were not bound to a user’s secret key, then
any verifier (or adversary with access to the presentation data) would be able
to use these certificates, provided that it knows the associated attributes. The
latter condition may open up for an alternative to the user secret key that was,
for example, considered in [BLNS23]. Concretely, instead of formally defining a
user secret, key, one could prevent the previous attack by requiring that at least
one attribute (with enough entropy) remains undisclosed. In other words, this
attribute plays the role of usk. However, this is not optimal, as we will illustrate
with our construction. Intuitively, the key issue is that an attribute and the user’s
secret key face different requirements: while an attribute must be immutable, the
user’s secret key may be altered in some ways as long as it remains impossible
for an adversary that does not know it to use the associated certificates.

3.1 Syntax

We consider a system where the organization may issue credentials on a vector
m of m attributes. For each ¢ € [m], we denote by S; the i-th attribute space
that is clear from the context (e.g., the set of cities of a given countries, the
set of all possible birthdates up to some reasonable limit, etc.). We also define
the space for attribute vectors as S = X;c[,,S;. Said differently, an attribute
vector m should always lie in S, and by extension each attribute m[i] belongs
to S;. For Z C [m], we define m(Z) as the vector of x;c[m)(S; U {0}) such that
m(Z)[i] = m[i] if i € Z, and m(Z)[i] = 0 if ¢ € [m] \ Z. It can be seen as the
vector m whose entries have been redacted for indices outside of Z.

The credential issued on the attribute vector m fixes not only the values of the
attributes but also their position within m. In particular, an adversary managing
to derive from a credential cred on m a credential cred’ on a permutation of m is
considered successful. Reflecting our discussion above, we do consider a user key
pair that is not a mere attribute. When requesting or presenting a credential, the
user can define a vector of disclosed attributes m(Z) where 7 is some subset of
[m]. We define T = [m]\ Z. Note that the user is free to select different sets Z for
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each issuance or presentation. In particular, selecting some set Z when requesting
a credential does not preclude any option when presenting this credential.

Finally, we note that our model does not consider the case where one would
claim some statement about a hidden attribute (e.g., m[¢] > ). This is a delib-
erate choice as this feature dramatically increases the complexity of the model,
in particular in the anonymity experiment where the definition of a valid chal-
lenge becomes significantly more difficult to formalize. We nevertheless stress
that this feature can be readily added to our construction as we do not hash our
attributes, contrarily to, e.g., [BLNS23|.

Definition 3.1. An anonymous credentials system is defined as a set of algo-
rithms and protocols (Setup, OKeyGen, UKeyGen, Issue, Show) where

— Setup(1*). On input the security parameter A, it generates the public param-
eters pp (which include \);

— OKeyGen(pp). On input pp, it generates the organization’s key pair (opk, osk);

— UKeyGen(pp). On input pp, it generates the user’s key pair (upk, usk);

— lIssue{O(osk, opk, upk, pp, m(Z)), U (usk, upk, opk, pp, m,Z)). It is a protocol be-
tween an organization O, holding (osk, opk, upk, pp) and the user’s disclosed
attributes m(Z), and a user U holding (usk, upk, opk, pp) and their attributes
m (with the index set T corresponding to disclosed attributes). If the protocol
did not abort, the organization O gets the credential cred it produced for U,
while the user U gets a possibly unblinded version of the credential we call
credyn, on its attributes. In case of aborts, each party gets 1 ;

— Show(U (usk, upk, opk, pp, m, Z, cred,np ), V (opk, pp, m(Z))). It is a protocol be-
tween a user U holding (usk, upk, opk, pp, m,Z, cred,np) and a verifier V hold-
ing (opk, pp, m(Z)) where m(Z) are the attributes disclosed by the user. The
protocol outputs 1 to V if the unblinded credential cred,,y, is valid with respect
to the disclosed attributes, and 0 otherwise.

As opposed to previous models like [FHS19,BLNS23| where the Issue protocol
only specifies the output for the user, we allow the issuer to get an output in case
of a successful execution. The output cred essentially corresponds to what the
issuer generates, while cred,,, may differ from it based on the user randomness
in the protocol. Specifying the notations of what is known by the issuer and user
at the result of a successful issuance helps defining the desired security properties
we expect from anonymous credentials.

3.2 Security Model

Security Notations. Our security games will make use of the following vari-
ables and oracles. We start by defining the following variables.

HU: Set, initially empty, of honest user indices.

CU: Set, initially empty, of corrupt user indices.

ctr: Issuance counter, initially 0.

Ctreor: number of certificates owned by corrupt users, initially 0.
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Statec: Set, initially empty, tracking the knowledge of the challenger C in the
experiments. The set is populated after each issuance query (via Ooptiss,
Oobtains OF Ojssue) by tuples of the form (4,1, x;, attr;), where j is a user index,
[ an issuance index, x; the (possibly unblinded) credential produced in the
[-th issuance query, and attr; is a vector containing the attributes that are
certified by x; and known to C. Said differently, attr; € X;cpm)(S; U {0}). If
attr;[¢] = (), it means attr;[¢] is not currently known to the challenger C.

State 4: Set, initially empty, tracking the knowledge of the adversary A in the
experiments. In particular, we assume State4 is known to A at any stage
of the games. The set is populated after each issuance query (via Ooptiss,
Oobtains OF Ojssue) or show query (Osphow) by tuples of the form (j,1, x;, attr;),
where j is a user index, ! an issuance index, x; the (possibly unblinded)
credential produced in the [-th issuance query, and attr; is a vector containing
the attributes that are certified by x; and known to A. Said differently,
attr; € Xiepm (S U {0}). If attr[i] = @, it means attr;[i] is not currently
known to the adversary A.

We then define the following oracles which are used in either the anonymity
game or the unforgeability game, or both. These oracles potentially update the
above variables throughout the experiments.

Onu(j): It registers user j as an honest user, if it does not already exist. Given a
user index j, it returns L if j € HUUCU. Otherwise, it performs (upk;, usk;) =
UKeyGen(pp), updates HU = HU U {j} and returns upk;.

Ocu(j,upk): Tt corrupts user j, if it was honest, or registers user j as a corrupt
user. Given a user index j and (optionally) a public key upk, it registers a
new corrupt user with public key upk if j ¢ HU. This models the ability
to register users with malformed keys, i.e., who do not necessarily know
the associated secret key. Otherwise, if j € HU, it updates HU = HU \ {j}
and CU = CU U {j}, and returns usk; along with all the data in Statec
corresponding to user j, that is all the tuples (j,*,x,*) € Statec. Let k be
the number of such tuples, it then updates the counter ctreo, = ctreor + k.

Oobtiss(j, m): It generates a credential for an honest user j on the given attribute
vector m. Given an honest user index j € HU and attribute vector m, it runs
(cred, credynp) = Issue(O(osk, opk, upk;, pp, m), U; (usk;, upk;, opk, pp, m, [m]))
assuming the roles of both O and user j. If successful, it increments ctr,
and updates Statec = Statec U {(j, ctr, cred,np, m)} and State4 = Stateq U
{(j, ctr, credynp, m)}. We assume here the adversary may learn the unblinded
credential emitted to the honest user. This imposes the use of secret user
keys to ensure the adversary cannot show this credential. Note that the en-
tire attribute vector m is known in Statec and Statey. It then returns T if
the execution succeeded. If j ¢ HU, it simply returns L.

Oobtain(J, m(Z)): It generates a (possibly maliciously formed) credential to an
honest user j on the set of disclosed attributes. Given a user index j and
a vector of disclosed attributes m(Z), this oracles returns L if j ¢ HU.
Otherwise, it first completes m(Z) into m with random elements, i.e., for i €
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7, m[i] +> U(S;)? and m[i] = m(Z)[i] for i € Z. It then runs (cred, cred,np) =

Issue(A(-), U(uskj, upk;, opk, pp, m, 7)) with the adversary A posing as the
organization. If successful, it increments ctr, and updates State; = Statec U
{(j, ctr,credynp, m)} and State4 = States U {(j, ctr,cred, m(Z))}. Here, A
only gets the redacted attribute vector m(Z).

Ossue(j, m(Z)): It generates a credential to a corrupt user j on the given dis-
closed attributes. Given a user index j and disclosed attributes m(Z), it
returns L if j ¢ CU. Else, it runs (cred,credyn,) = Issue(O(osk, opk, upk;,
pp,m(Z)), A(:)) where the adversary plays the corrupt user. If successful, it
increments ctr and ctreor, and updates Statec = Statec U{(J, ctr, cred, m(7))}
and State 4 = State 4 U {(j, ctr, credynp, m(Z))}. Here, both C and A only get
the redacted attribute vector m(Z). As A plays the user, it potentially knows
other attributes, but it could also run the protocol dishonestly without hav-
ing other attributes.

Oshow (!, Z): It shows the I-th emitted credential for a given set of indices of
disclosed attributes. Given an issuance index [ and a set Z of indices of
disclosed attributes, it returns L if [ > ctr (meaning there is currently no
issuance with index [). If | < ctr, the oracle retrieves the corresponding
entry (j,l,x;,attr;) from Statec. It aborts if j ¢ HU. Else, it means x; has
necessarily been produced through Ogptiss 0r Ooptain, meaning attr; has no
redacted entries, and thus m = attr; € S. It also means x; is an unblinded
credential credynp,;, which can therefore be shown. It can then run (&,b) =

Show(U (usk;, upk;, opk, pp, m, Z, credynb 1), A(-)) with the adversary posing
as the verifier. It then updates the set of known attributes for A: it recovers
(4,1,x7, attr]) in State 4, and sets attr} [i] = m[i] for all ¢ € Z. Notice that this
set Z possibly differs from that of the issuance, in which case the adversary
can gradually learn more attributes from queries to Ospow-

Anonymity. In formalizing the anonymity and unforgeability, we use the sets
Statec and State4 to define the least possible restrictions on the adversary suc-
cess conditions. In the anonymity game, keeping track of what the adversary
knows about the honest users’ credential allows for significantly alleviating the
restrictions on the challenge certificates. In particular, we stress that the at-
tributes corresponding to these certificates may differ, even on the set of dis-
closed attributes (something that is forbidden in usual anonymity experiments,
e.g., [BLNS23]), as long as the adversary has not asked to reveal these different
attributes in an oracle query (either during issuance, or subsequent showings).

Definition 3.2. An anonymous credentials system is anonymous if, for any
PPT adversary A, Adv,,[A] = |P[Gameg,.o(A) = 1] — P[Gameg,1(A) = 1] is
negligible in X, where Game,,, (A) is defined in Figure 3.1 for b € {0,1}.

Unforgeability. As discussed above, defining unforgeability in a context where
the signed attributes may be unknown is quite difficult. Our definition uses

2 The completed attributes may be chosen arbitrarily rather than uniformly.
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Gamegn,-p(A):
1 HU, CU, Statec, State4 < @, and ctr < 0
2 pp <+ Setup(1?*)
3 (osk, opk) < OKeyGen(pp)
4 (lg,1h,T) + A©OHu:Ocu;Oobtain> Oshow (opk, osk)
5 if [min(lo, 1) > ctr] abort
6 Look up Statec for (jo, lo, creduns,iy, attr;,) and (41,11, creduns,i; , attry, )
7 Execute (&,1) < Show(C(usk;,, opk, pp, attry,, Z, credunp,1, ), A(+))
8 b* + A®HU:Ocu:O0btain: Oshow (opk, osk)
9 Look up Statea for (jo,lo,x1,, attr;,) and (j1, 11, %, attr},)
10 if [jo € CU] V [j1 € CU] abort
11 for each 7 € Z, abort if none of the following conditions hold:
(1) attr; [i] = 0 = attry, [¢]  (2) attry, [i] = attry, [4]
12 return b*

Fig. 3.1. Anonymity experiment

the “one-more” unforgeability experiment of [BLNS23] as a baseline. It requires
that no adversary can make more than ctre, inconsistent presentations if it has
received ctre,, certificates. By inconsistent presentations, we mean presentations
that would for example disclose an attribute m[i] the first time and another
one m'[i| # mli| the second time. This kind of success conditions, reminiscent
of blind signatures, avoids extraction of the full list of attributes each time the
adversary queries an issuance oracle, which in turn loosens constraints on the
design of the issuance process.

We nevertheless note that this does not cover all attack scenarios. In par-
ticular, let us assume that an adversary has made two issuance queries where
m(i] was systematically disclosed for some ¢ and then presents a credential with
a disclosed attribute m*[i] that differs from all the previous mli]. This is clearly
an attack as no credential should have allowed that. And yet this is not seen as
such in the previous model since there is only one presentation for two issuances.

To address that, we augment the success condition to cover both cases: an
adversary wins if it can make more than ctre, inconsistent presentations, as
in [BLNS23| or if it can make a presentation that is inconsistent with all the
issuances so far, as in [FHS19]. We additionally add a user key and allow the
adversary to win by proving a statement that only honest users’ certificates can
support. This models the fact that a credential is useless without the associated
user key.

Dealing with these different success conditions inherently complexifies the ex-
periment. To retain a simple presentation, we introduce the following notations.
First, we define States as the list of attributes m(Z) disclosed by the adversary
when running Show. Second, we introduce the notation -x, for X € {C,S},
which informally means that an element is inconsistent with all the entries in
Statex. More concretely:

— m(Z) ¢ Statec is defined as “V(j,1,x;, attr;) € Statec with j € CU, 3i; €
7,0 +# attr, [Zl] #+ m(T) [il]”.
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— m(Z) s States is defined as “vm’(Z’) € States,Ji € ZTNZ' m(Z)[i] #
m/(l’/)[i]ﬂ'

In both cases, it means that we are certain that no element in Statex can
support this list of presented attributes. Finally, our experiment involves an
additional counter, ctrinc_show, Which represents the number of inconsistent Show.

Definition 3.3. An anonymous credentials system is unforgeable if, for any
PPT adversary A, Adv,r[A] = PlGame,;(A) = 1] is negligible in A, where
Game,, ;(A) is defined in Figure 3.2.

Game,, f(A):
1 HU, CU, Statec, State 4, States < @ and ctr, Ctreor, Ctrinc-show < 0
2 pp + Setup(1?*)
3 (osk, opk) < OKeyGen(pp)
4 while ctrinc-show < Ctreor
5 m(Z) + AOHU1OCU1OObt|ssvolssuevoShow(Opk)
6  (@,b) < Show(A(-),C(opk, pp, m(Z)))

7 if [b=1]:
8 if [m(Z) ¢ Statec] then
9 return 1
10 if [m(Z) s States] then
11 Ctrinc-show < Ctfinc-show + 1

12 States = States U {m(Z)}
13 return 1

Fig. 3.2. Unforgeability experiment

The unforgeability thus covers the model of [BLNS23] through the one-more
behavior of step 10 of the game of Figure 3.2, that is we keep track of every
inconsistent showings (but possibly allow consistent ones, like showing the same
credential twice) and say the adversary wins if it presented more inconsistent
showings than corrupt credentials it received. As for the winning condition of
step 8, it aims at capturing the unforgeability notion of [FHS19], which is adapted
to the fact that attributes may be hidden during issuance. In particular, it en-
sures that an adversary shall not be able to present a credential with revealed
attributes m(Z), if no credential issued to corrupt users can support that. Note
that we do not include any restriction related to honest users’ credentials, which
means that a credential supporting this presentation may have been issued to an
honest user. Our model therefore also captures adversaries that would manage
to use a credential without knowing the associated secret key. Finally, one can
note that our unforgeability experiment is attribute-oriented, in the sense that it
ensures that an adversary cannot claim an attribute it does not have. Whether
the adversary uses valid or forged certificates during presentations is irrelevant
(and very complex to decide as discussed above) as long as it does not get more
power from them.
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4 Compact Approximate Range Proofs for LNP

As explained in Section 1, the bulk of the data transmitted when presenting a
credential is the zero-knowledge proof of knowledge of the credential and of the
concealed attributes, often instantiated with the powerful framework in [LNP22].
In our paper, we however observe that certain components of this framework are
suboptimal for the sort of relations we have to prove for anonymous creden-
tials, in particular those related to approximate range proofs. We then revisit
the framework of [LNP22| and some of its security proofs by proposing three al-
ternative techniques that can improve its overall performance. We present them
in the most general way possible so that they can likely be applied to other
instantiations and primitives based on [LNP22].

Let us first describe more formally the parts of [LNP22] that we improve
over. We recall that the main attractive feature of the zero-knowledge proof
of [LNP22| over previous ones is its ability to naturally handle quadratic lattice
relations, with exact Euclidean norm proofs. In our anonymous credentials (and
commonly in broader ranges of primitives in lattice cryptography), we have to
prove relations of the form f(w) = 0 mod ¢R,, and ||w||, < B, where f is a
linear or quadratic function. Notice that, at the expense of extending the witness
with a single element containing the four-square decomposition of B? — ||w||§,
we can reduce the relation to the equality on the norm part. We thus look at
the following modified relation

f(w) =0mod gR,, and |w|3= B2, (1)

where w is of dimension m, and R is the power-of-two cyclotomic ring of degree
n. of the proof system®. Note that the norm relation is just an instance of
(quadratic) integer relations that will be central in other components of the LNP
proof. The latter handles such integer relations by expressing them as evaluations
of relations over polynomials. Typically, ||w||§ = B? is equivalent to 7o(W*wW —
B?) = 0, where 7 gives the constant coefficient.

However, the proof system natively performs operations and proves relations
modulo ¢, where ¢, (which may be unrelated to ¢) must satisfy several arith-
metic properties for security and efficiency (prime or product of few primes,
adequate splitting of ¢; R, ¢ — 1 with a sufficiently large even divisor for com-
pression, etc.). We would then need to prove f(w) = ¢j in R, for the first part
of Equation (1), but through equations modulo ¢,. Integer relations like norms
should also be handled with care so as to avoid proving meaningless statements
due to wraparounds modulo ¢,. There is thus a discrepancy between the re-
lations we need to prove and the ones we effectively prove. To address it, the
framework of [LNP22] leverages so-called approzimate range proofs (ARP).

3 Using subring embeddings recalled in Appendix A.1.1, one can also natively tackle
relations over larger power-of-two rings R O Rr. For clarity of presentation, we
assume the relations have already been embedded in Rr.
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4.1 Current Approximate Range Proofs

We describe here the functioning of one ARP component but note that an LNP
proof may use several of them [LNP22|, to accommodate different constraints
more efficiently. We consider a generic vector x € ZM that we aim at approx-
imately bounding. In practice, this vector is likely to contain w or the lifting
term j mentioned above, or both.

Sampling Masks and Commitments. The ARP component starts by sampling

a mask 7(ys) < Dz ,, (Which defines a vector yz € Rfr/"”) where k is a
parameter we discuss below. It then commits to y3 in the so-called BDLOP part
of the commitment, denoted tp 4, as tp , = Bysa+y3 mod ¢, R .. Note that the
dimension of tp , grows with that of y3, and it is further increased in the case
where the proof involves several parallel ARP components.

To tackle the well-formedness of the ARP that we discuss later (as well as
other integer relations) using polynomial relations, the LNP proof also rewrites
these integer equations as the zero-evaluation of the constant coeflicient of care-
fully defined polynomials. This relies on the identity that (7(a), 7(b))+c¢ =0 is
equivalent to 79(a*b + ¢) = 0. The proof then constructs polynomials f1,..., f;
based on such a*b + ¢ (for each integer relations), while the verifier checks their
constant coefficient® is indeed 0. Unfortunately, as is, the other coefficients of
the polynomials f] may leak information on the witness (through non-constant
coefficients of a*b + ¢).

To avoid such leakage, the LNP proof samples a vector g of polynomials whose
coefficients are uniform modulo ¢,, except for the constant one (and possibly
that of degree n./2 with the technique of [LNP22, Sec. 4.4]) which is 0. The
polynomial g[i] then perfectly masks f! in f; = g[i] + f/ mod ¢, R, while still
enabling the verifier check that 7o(f;) = 0. It is however a perfect mask only if g
is itself hidden. Moreover, g must not allow the prover to cheat, which is why the
BDLOP commitment above is extended with some tp 4 = Bgss + g mod ¢ R,
giving ¢ additional uniform polynomials of R, 4. in the final proof.

Challenge and Response. The prover then receives a challenge projection
matrix R € {—1,0,1}**™ sampled from a centered binomial distribution (or
computes it from a hash when the proof is non-interactive). It then computes
the response z3 = 7(y3) +Rx. To ensure the zero-knowledge property still holds,
the prover must also perform rejection sampling so that zs does not leak 7(y3)
nor x, which thus enforces a condition on the Gaussian mask parameter 3.

Indeed, as we need to perform (bimodal) Gaussian rejection sampling, we
must ensure os is somewhat larger than [|[Rx||,, in turn requiring a bound
on the latter. This can be obtained from a Johnson-Lindenstrauss bound?,
giving that |Rx|, < B*[|x|, < /B*B, except with probability at most

4 A soundness boosting technique from [LNP22, Sec. 4.4], and implemented in our
paper, also leverages the coefficient of degree n /2 to embed other random combina-
tions for the proofs of integer relations. For simplicity, we only discuss the constant
coefficient.

5 Under the heuristic that the centered binomial distribution behaves as a Gaussian.
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27, From [GHL22,LNP22], we can choose the constant 8* ~ 337 for (k,\) =
(256,128), or B* ~ 231 for (k,\) = (128,128) for example. Then, for a given
rejection rate M3, one needs to take o3 = azy/B*B,, with az = +/7/In(M3)
(corresponding to the bimodal case). Such parameters allow for proving that zg
follows Dz ., after rejection sampling, while incurring (on average) M3 repeti-
tions.

Well-formedness of the Response. Giving z3 is not exactly sufficient to deduce
a bound on x because it could have been ill-formed by the prover. One must then
add a proof that z3 is well-formed from the committed values y3 € T\’,fr/ " and
w. As R is unstructured, this comes down to proving k integer relations of the
form (e;, 7(y3))+ (R%e;, 771(x)) —23[j] = 0, with e; the j-th canonical vector.
They can be rewritten as 7o(e »_ys3 417! (x) = 23[j]) = 0, for ej z, = 77" (e;)
and r; = 771 (RTe;).

Because the r; are public, as long as x is quadratic in the witness w, the
well-formedness can be proven in the subsequent components of the LNP proof
system, but only modulo ¢;. The k polynomials €} ys + r;fT’l(X) — 73[7]
defining the above integer equations are then aggregated with random challenge
weights uniform in Z,_ (along with polynomials for other integer relations, e.g.,
w*w — B2 for the equation m9(w*w — B2) = 0), and this random linear com-
bination is used to define the f/ from above. The f! are then masked with the
gli] as f; = g[i] + f/ mod ¢;R~. The next component of LNP proves the f; are
well-formed as polynomials, and the assurance that all the 7o(f;) are 0 convinces
the verifier that the integer relations above are indeed satisfied.

Choice of Norm and Extraction. At this stage, we need to distinguish two
different ways of concluding the ARP, depending on whether we want to prove
an approximate bound on ||x||, or [|x|| . For future reference in this text, we
specify ARPs or ARP, to designate these two types of ARP. Both come with
different constraints as we explain here.

First, if one aims at bounding |/x||,, the ARP is performed in Euclidean
norm, i.e., an ARP,. In that case, one sets a verification bound B,, on the ¢?
norm of the masked opening z3 using the Gaussian tail bound of Lemma 2.2,
that is B,, = cxo3V'k. When proving soundness and performing the extrac-
tion, we then know that the given z3 is bounded by B,, and is well-formed
as z3 = 7(y3) + Rx* mod ¢;Z. We can then invoke the modular Johnson-
Lindenstrauss result of [LNP22, Lem. 2.9] to obtain that the extracted value
x* satisfies [|[x*]|, < \/%BZS =: Barp, except with probability at most 27*. The
latter lemma imposes the additional constraints & = 256 and gr > 41M Bgyp.
The constant o* (for (k,\) = (256,128)) is o* ~ 13. Overall, it yields the fol-
lowing values for B, and the bitsize of zs.

2 IS
By, = —c ———V/337V256 -B, 2
»= 7% 256\/1n(M3)V % (2)

Qarp

1 ™
73| =~ 256 = +1 =128 (1+1 —_.337-B%2)). 3
|Z3| (2 + 0go U3> < + 089 <1H(M3) z)) ( )
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In such an ARPs, one can also directly deduce a bound on ||x
1x*[ly < Barp-

Alternatively, for an ARP,, one sets B, using the Gaussian tail bound
in £*° norm from Lemma 2.2, giving B,, = tro3. In the extraction, instead
of using [LNP22, Lem. 2.9], we invoke the modular Johnson-Lindenstrauss in
£2° norm of [LNP22, Lem. 2.7] to obtain that the extracted value x* satisfies
[x*||.. < 2B, =: Bayp, except with probability at most 27%. The latter does
not place any constraint on k nor g, as opposed to the ARPy case. One can
typically opt for £ = A = 128, yielding the following values for B,,, and the
bitsize of zs.

/ ™
Ban == 2t128 M V 231 B:E (4)

Qarp

1 T
73| =~ 128 = +1 s =64(1+1 —_.931-B%)). 5
|Z3| 8 (2 + 089 03) 6 ( + 0g9 (1H(M3) 3 I)) ( )

4.2 Relaxing Lifting Proofs

oo as ¥l <

Irrespective of the chosen norm, the ARP component allows for deriving an
approximate bound Bg,, on the concealed vector x and thus on each of its
components, e.g., the lifting term j. As the LNP framework only proves f(w) =
qj mod g R, LNP concludes by selecting a modulus ¢, that is sufficiently large
to ensure no wrap-around occurs. In particular, this means ¢, must be at least
larger than ¢B,,p, which is quite significant in practice. Our first optimization is
to observe that this last condition can be relaxed so as to allow for an additive
slack on the extracted lifting equation, slack that would be insignificant in many
situations. Going back to Equation (1), let us consider the slightly specified
relation

[I;|/Alw =umod ¢R,, and |wl,= B. (6)
The equation corresponds to taking a linear function f but we note that the
same reasoning applies to a quadratic one when A may depend on the witness,
which is the case in our anonymous credentials. The key specification however is
that the matrix has the identity block Ij. To tackle Equation (6), we follow the
methodology described in Section 4 by first rewriting the left part as [Ix|A]w =
u+ ¢j in R,. Now, instead of proving the equation holds in R, by essentially
proving || [IAlw —u — quOc < @¢r, we relax it by tolerating the latter norm to
exceed ¢, while remaining bounded by £ - ¢, for some relatively small integer
¢. Concretely, it means we proved that [I|A]w = u+ ¢j + ¢-h with ||h||_ < &.
Taking the equation modulo ¢ then gives [I|A]w = u + (¢ mod ¢)h mod ¢R,
which can be written as

1) (w = [0 ) — wmod g,
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In the soundness, it means we can extract a witness w’ for relation (6), but with
a slightly larger norm bound ||w'||, < B + (¢r mod ¢)§v/n-k. When the latter
extracted witness is leveraged to construct a solution of M-SIS for a matrix linked
to [IJA], we can keep similar security assurances as long as (g, mod q)év/n,k
remains small compared to B. For that, we can tweak g, to control the value of
¢ and in turn the growth of h. The factor g, mod ¢ however imposes a certain
relation between ¢ and ¢, to avoid blowing up the norm. As long as ¢, mod q is
small, we can relax the condition of the ARP while ensuring meaninful security
without needing ¢ to divide g,. Typically, we can easily enforce ¢, mod ¢ = 1
when selecting parameters so that the additive overhead on the norm of w is at
most Ev/ngk.

Note that this departs from the usual approach to build anonymous creden-
tials where the signature scheme and the zero-knowledge framework are treated
independently, the former defining relations to prove and the latter being some
kind of blackbox able to handle them. Here, we adapt the relations to prove
so that they can be more efficiently processed by the LNP framework. This is
formally done in Section 5.3. This also affects the security analysis as we need
to manage the small discrepancy between the proven relations and the ones un-
derpinning the signature scheme. Fortunately, this does not significantly impact
the overall security assurances, as demonstrated in Section 6.

Working Directly in Euclidean Norm. This methodology essentially re-
moves the constraint that ¢, should exceed ¢B,,p, at the expense of an additive
slack term (¢, mod ¢)h. When reducing to M-SIS, we are generally interested in
the £2 norm of the solution, which asks for an ¢2 norm bound on (g, mod ¢)h.
Following what we described above goes through the £°° norm as an intermediate
step and essentially gives

1 =~ .
Ily < = (I Alw = ][ + allillc) Vrrk
1 =~ .
. (| Alw — | + qllill,) vrrk

1 _
q: (H[Ik|A]w — uHoo + qu«p) k.

IA

IA

Proceeding as such in our anonymous credentials leads to the dominating term
being ¢Barpv/Nak/qx. The v/nyk factor comes from using the £ norm to derive
a bound on |/hl|,.

Here, as opposed to the prior situation when we required a bound in £*° norm
on j to argue that every coefficients of the extracted equation remained bounded
by ¢, we can now conclude more tightly directly from an ¢? bound on j. This
allows us to derive a direct bound on |h||, as

1 _ ) 1 _
bl < (Rl + alils) < (LA~ ul, + Ban).

In our anonymous credentials, and we believe in many other cases, the quantity
(| [k |A]w — uH2 remains small before ¢Bg,p. It means the dominating term is
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now ¢Bgyrp/qx, essentially saving a factor of v/n.k on the additive slack. Working
in £2 norm then reduces the slack, but it imposes to work with an ARP; for (at
least) the lifting term j. As mentioned in Section 4.1, ARPss come with addi-
tional constraints (on the projection dimension k and the modulus ¢, ) compared
to an ARP,. Our second technique aims at alleviating these specific constraints.

4.3 Refined Modular Johnson-Lindenstrauss Bound

The discussion above highlights the intricacies of the approximate range proofs
and the way one can leverage the respective features of ARPy, and ARP . Look-
ing at Equations (2) to (5), we make the following observations:

(1) ARP allows for choosing a smaller k (k = 128 rather than k = 256),
which reduces the size of z3 in Equation (5) compared to Equation (3). The
reduced dimension also reduces the size of the BDLOP commitment tg,, as
explained in Section 4.1.

(2) For a typical rejection rate Mz = /2, the value of Byrp is smaller for ARP,
in Equation (2) than for ARP, in Equation (4), by a factor of roughly 2.5.
This allows for choosing a slightly smaller g¢.

The loss factor of 2.5 on ¢, is vastly compensated by the smaller z3 and tp ,,
which then argues towards an ARP,,. The main drawback of an ARP» therefore
lies in its inability to use k = 128 (which would match ARP,) and the ad-hoc
condition ¢ > 41M By,,. Both are based on how [LNP22, Lem. 2.9] is proven.

We revisit said lemma so as to derive sharper bounds. The main goal is to
allow for other choices of k, while also reducing the ad-hoc constraint on ¢,. We
manage to do both, typically allowing for £ = 128, while reducing the constraint
on ¢, to ¢ > Cl(k,A)\/MBarp, where M is the dimension of the vector x
involved in the ARP. The constant C1 is larger than 41, but the condition now
scales with the square root of the dimension of x, which is relevant for typical
witness dimensions. We prove the following variant of [LNP22, Lem. 2.9]. The
latter applies to the coefficient vector of ring elements and we therefore express
everything over the integers. We present the lemma in full generality so that it
can be applied in place of [LNP22, Lem. 2.9] and not limited to our use-case
of lifting equations. Note that this also changes the values 8*, * mentioned in
Section 4.1. For a more complete view on these constants, we introduce functions
a(k,\), B(k,\) in Lemma 4.1, and discuss their value for different choices of k
later on.

Lemma 4.1. Let M,q.,\,k € N*, with k > X, and a(k, ), B(k,\) be two
functions defined such that for any x € ZM

Prs oy [R5 < v/2a(k, M) |[x]|,] < 272
Prs oy [R5 > v/28(k, A [1x]l,] < 27
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We let a = a(k,2A+1) and 8 = B(k,2A+1), and Bgrp < &ﬁ. Then, for all
y € Zk and x € (—qr/2,q=/2]M NZM such that ||x||y > Barp, we have

1
PRNMxM[Hy + Rx mod ¢:Z|, < 3V 20 By,p) < 27N

Proof. To avoid overloading notations, we use B instead of Bg., within this
proof. We distinguish the following two cases of whether ||w||, < 2‘1\/—”2? or ||wl], >
4z

2v2B°
Case 1. We first assume ||w|, < 2‘1\/—%. We have the following inequalities.

1
PRNwlfo[Hy + Rw mod ¢, Z|| < 5\/ 2aB]

1
=P, rymptx [Vi € {1,2}, [ly + Riw mod ¢-Z| < 5\/@9]1/2
< Pr, my~ypr v [[(R1 — Ro)w mod ¢ Z| < V2aB]'/?
= PRy ybxnm [|IR'w mod ¢Z|| < v2aB]'/?

Then, by definition of 3, it holds that ||R'w||, < v/28||w||, except with prob-
ability at most 272*~1. Conditioned on this event, we get that |R'wl| <
V2B||w|l, < gx/2. This means there is no wrap-around modulo ¢, and thus
R'w mod ¢,Z = R'w. As such, |R'w mod ¢.Z||, = |[R'w||,. Using the defini-
tion of «, we then get

Pryypon | [R'w mod g, Z]l, < v2alwlly| [R'wll, < v/28]wl,]
= Pry g [ IR, < V2awl),]
<272

Then, if we denote by E the event {||R'w mod ¢-Z||, < vV2a|w|,} and E' =
{IR'wll, < vZ3|wl,}. we have

Pr/[E] = Pr/ [E'|Pr/ [E|E'] + Pr/[~E'|Pr/ [E|-E'| < Pr/[E|E'] + Pr/[-E']
< 2—2)\—1 + 2—2A—1
=272

Then, because ||w|, > B, we have
PR,ngxM[HR/W mod ¢.Z||, < V2aB]
< Prooyghxm [[|R'w mod ¢-Z|, < V2a|w||,]
<27

Going back to our original calculation, this yields

1
PRNwlchM[”y + Rw mod ¢-Z||, < 5\/2aB] <27
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which concludes the first case.
‘We

Case 2. Let us now assume that ||w|, > 2\‘1/’5?. We define By, =
then first get that ||w||Oo > 2\/%’;371\/1 = 2Bw

We denote by r] the j-th row of R. Our goal is to show that the probability
that |y[j] +r; Tw mod ¢zZ| < Bu is at most 1/2 for all j € [k]. Let i € [M]
be the index such that |w[i]| = ||w| ., and let j € [k]. For a vector x € ZM,

we denote by x~* the subvector of Z»~! obtained from x by removing its i-th
entry. We then have

9
12BM *

Prj~¢ ‘y +r; Tw mod q,rZ‘ < B
Z Po—i - ir;” ‘= a|P,, oy, ’y +a’w ™' + r;wli] mod ¢,Z| < Bu|

J
ae[—1,1]M~1

We now look at the second term. Let a € [—1,1]M~! and consider the following
cases: (1) |y[j] + a’w ™" mod ¢x| < B, and (2) otherwise.

Case ( ). For clarity, we write z = y[j] +a’w~% mod ¢,Z. We show that we nec-
essarily have |z & w[i] mod ¢;Z| > Buo. For that, we look at |z £ |w][é]| mod ¢, Z|.
By assumption of case (1) and the fact that ¢./2 > |w[i]| > 2B, we have
that @ = z + |w[i]| is in (Beo, Boo + ¢x/2). If @ € (Bwo,qx/2], then a =
a mod ¢,Z and so a mod ¢;Z > By, On the other hand, if a € (¢ /2, Boo+4x/2),
then amod ¢;Z = a — gz € (—qx/2,Boo — qx/2). As 2B, < ¢r/2, we have
Boo —qx/2 < —By and therefore a mod ¢,Z < —By. In both situations, we get
|z + |wli]| mod ¢,Z| > Bwo

Similarly, we have that a = z — |w[i]| lies in (—Boo — ¢x/2,—Bx). If a €
(=G /2, —Bso), then a mod ¢;Z = a < —Bwo. And if a € (—Boo — ¢x/2, —¢x /2],
then a mod ¢;Z = a+ ¢r € (¢x/2 — Boo,qx/2] € (Boo,qx/2]. In any case,
|z — |w[i]| mod ¢;Z| > Bs. As {£wl[i]} = {£|w][i]|}, this indeed proves that
|z + w[i] mod ¢;Z| > By. As a result, we get

Py s LY 1] + 27w 4 15[l w []modqu|<B

= > Pupgen [rslil =] - 1(|y[i] + a7 w T + riwli] mod grZ| < Bo)
ri€[—1,1]

= Pr; [~y [T5[E] = O]
1
- 2.

Case (2). Then, by definition of case (2), it holds that |y[j] + a”w~* mod ¢-Z| >
B (corresponding to r; = 0). Hence

Py i [[Y 1] + 27w + 15[l w[i] mod ¢-Z| < Bu]

. 1 1 1

= Z Prj[i]~w1 [rj [Z] = ’I“i] = 1 + 1 _ 5
ri€[—1,11\{0}
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Overall, we have Py, (i), [|[y[j] +a"w ™ + r;[ilw[i] mod ¢,Z| < B] < 1/2.
Going back to our original computation, this shows

Py [yl + 1 wmod ¢:Z| < Bu] < Y P ualry =a]-
ag[—1,1]M-1

Thence, we get Py exn[|ly + Rw mod ¢-Z[| ,, < Bu] < 9=k < 9% Using
1
IIloo < II[l5, we then get

PRy [ly + Rw mod ¢-Z|, < Bo]
S PRrooghxn [ly + Rw mod ¢-Z|| ., < Boo]
<27

Finally, as %\/ 2aB < B, we get

1 _
PwalchAl[||y + Rw mod qﬂZHQ < §VQOLB] <2 )\,

which concludes case 2. Hence, for either case 1 and case 2, we have proven the
desired result, which yields the claim. O

Lemma 4.1 then states that if the Johnson-Lindenstrauss bounds hold with
a given probability, we can deduce a modular version when ¢, satisfies the con-
dition ¢, > Q(Ba,pm). We are then left with evaluating the constants «, (.
Using a similar heuristics as in [GHL22,LNP22] that ||R - 1MH§ follows % M x?[k]
for R following ,,, we get that

Proypim [[[Rx[ly < v/mallx]ly] S Povyeple < 2a] = cdfyepy (2a)
PRNwl;XZ\J[”RXHz > \/ﬁB”XHQ} ,S Pm~x2[k] [l‘ > Qﬂ] = Sfxz[k](Qﬂ)

where cdfyz2(x], 8 fy2[x) are the camulative distribution function and survival func-
tion respectively of the x? distribution with k degrees of freedom. We can then
evaluate the functions «, 8 at each given pair (k, A) as a(k, ) = cdfx_zl[k] (272)/2
and B(k,\) = sfx_zl[k] (27*)/2. In our case, we need to use Lemma 4.1 with
A = 128, but we are free to choose whichever k& > \ we want as opposed
to [LNP22]. This provides a tradeoff between the dimension of R (and thus
the masked opening z3) and the slacks «, 3.

The parameter Cy (k, \) = 4y/a(k, 2X + 1)B(k, 2) + 1) translates to the con-
dition the modulus ¢, must satisfy with respect to the bound B, and the
dimension M as ¢, > Cl(k,/\)\/MBa,«p. This contrasts with the condition
gr > 41M By, from ARPy which scales linearly with the witness dimension.
As shown in Table 4.1, we always have C; > 41. Typically, for £k = 256 as
in [LNP22], C; is about 7.7 times larger than in [LNP22]. But the constant be-
ing larger is compensated by the extra v/M factor of [LNP22| for typical values
of M.
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The choice of k also affects the bound on the extracted value of x from
the approximate range proof. As we have seen in Section 4.1, one must first
have a bound |Rx||, that is satisfied with probability at least 1 — 27* to
perform rejection sampling securely. Using the function £, we have |Rx|, <
VBE N x|y < /B(k,N\)B,, where B, is an a priori bound on the x. This al-
lows for defining the Gaussian parameter of the mask ys as o3 = ag\/8(k, \) By,
where a3 = y/7/In(M3). Then, the verification bound on zs is defined as
B, = cxo3Vk. From this bound, Lemma 4.1 then gives, during the extraction,
that [|wl|, < B., - 2/+/2a(k,2)\ + 1). Putting everything together, compared to
the initial bound B,, the bound obtained from the approximate range proof is

2e0y/F- BN

Bar =03 —F/—————— "Dy
P alk2a 1)
—_—

Ca(k,\)

The choice of k impacts the value of Cy(k, A), then determining the quality of
the approximate range proof. We give different choices of k and the associated
slacks below.

ko oa(k,2X+1)  Blk,22+1) Bk, \) Ci (K, \) Ca(k, \)
128  1.56263 345.57891 230.86567 92.95262 149.09047
192 6.07834 408.85694 285.44437 199.40600 93.31684
256 13.32599 467.66593 336.66396 315.77493 74.25522

Table 4.1. Modular Jonhson-Lindenstrauss slacks for different values of k and A = 128.

When k = 256, this matches the result of [LNP22, Lem. 2.9], albeit with
a different ad-hoc condition scaling with the square root rather than linearly.
However, when taking k = 128, we observe that a3Cy incurs an overhead factor
of 2 compared to the k = 256 case of Equation (2). Compared with an ARP,
above where this overhead factor was of 2.5 in Equation (4), our method for
ARP; with Lemma 4.1 then outperforms ARP., on all aspects. This overhead
factor of 2 is then compensated by the reduced dimension which improves the
sizes of z3 and tp 4.

This improvement of ARPss then makes them perfectly suited for the relaxed
lifting proofs in #2 norm mentioned in Section 4.2. Additionally, because lifting
ARPs are usually more demanding than ARPs used to prove w is short enough
so that ||w||§ = B?, we typically want to use two independent ARPs. One for
the witness, yielding a bound Bg,,,1 and a condition g, > O(Bg,%l), and one
for the lifting that proves ||j||, < Barp,2 and thus ||h|, < O(¢Barp,2/¢x). This
avoids requiring ¢r to scale with B} (B; being an a priori bound on ||jll,),
which would mean the lifting would still impact ¢, despite our relaxed lifting
technique. Thanks to Lemma 4.1 and the reduction of the projection dimension
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k, we figuratively have decoupled these two ARPs for the same price as the
original ARP from [LNP22], but with a much smaller modulus ¢.

4.4 TImplicit Garbage Polynomials

As described in Section 4.1, integer relations (including the well-formedness of
the ARP masked openings z3) are handled with random linear combinations of
polynomials whose coefficients of degree 0 (and 7, /2 with the soundness boosting
technique of [LNP22, Sec. 4.4]) evaluate to 0. These random combinations f/ are
masked by gli] which is uniform in the set {g € Rr 4, : 70(g) = 7, /2(g) = 0}.
Said mask vector g must however remain hidden to the verifier, and committed
to before receiving the challenge ¢, which is why it is committed to in the BDLOP
part tp 4 = Bgyse + g mod ¢-R.. This yields uniform elements in R, 4, whose
number grows with the dimension /¢ of g.

As explained in the introduction, our main observation here is that we are
actually concealing a mask, g, with an other mask, Bysa, which does not look
optimal. Our key idea is then to rely on the entropy of Bgsy to build g, which
requires some caution. Removing tp 4 altogether and directly using B,sg to mask
the f! is not that simple as we need to project Bysy on the set of polynomials
whose coefficients of degree 0 and n,/2 are 0. While this projection may seem
harmless, it creates some issues in the soundness proof as we still need to ensure
that the resulting polynomials are correctly derived from the witness s5. Since s
is not directly used in the proof but only through its masked version zo = ys+cso,
it creates some challenges as (1) the projection of ¢sy is not the product of the
respective projections and (2) the projection now affects y; and in turn several
other components of the LNP proofs, which drastically changes the soundness
analysis.

We thus proceed differently and generate tp ; = Bgsa+g mod ¢, R, as usual
except that we define each component g[i] of g as —(Bgs)[i] where we zeroized
its coefficients of degree 0 and n, /2. We thus define the function proj : r € R, —
r—To(r)— T, /2 (T)x”"/2, and extend it to vectors over R, entrywise. Then, we
define

g = —proj(Bgse mod ¢-Ry) = |— Z 7;((Bgsz mod ¢ R )[i])z’
70, /2 ie[l]

The main advantage of this technique, beyond simplifying the protocols and
avoiding the sampling of a fresh mask g, is the compression of the commitment
tp 4. Indeed, as it now lies in the set of vectors of polynomials with zero co-
efficients except those of degree 0 and n,/2, each entry of tp , only requires
sending 2 coefficients within the final proof. We thus compress the size of tp 4
from ¢-n[log, gx | to £-2[logs ¢r |, a nr/2 = 32x improvement over the original
one. Moreover, this approach has the merit of having no impact on correctness
and on soundness as g retains its key features. It thus only remains to check
that the zero-knowledge property is unaffected. This is formally done in Ap-
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pendix A for the relations of our anonymous credentials, but we provide the
core arguments below.

Concretely, in the security proof of [LNP22] for the zero-knowledge property
(also formally described in [AGJ'24, Lem. 7.3]), adapted to the notations of
our protocol, the challenger generates all the commitments involving s, as ran-
dom elements and argue indistinguishability from the previous game based on
the fact that the underlying masks are of the form Bso, which are themselves
indistinguishable from random elements under (knapsack) M-LWE. Note that B
is in fact the concatenation of By, B, and possibly other parts of the ABDLOP
commitment.

We proceed exactly in the same way in our case and, given an instance u of
the knapsack version of M-LWE, we let u, be the component corresponding to
B, and generate, for i € [{]:

g = —proi(uy), and b =y + g mod g Re = [(utgfi) + 7 sa(usfiha" 2]
In the case where these elements are built from a short vector s,, this is ex-
actly our protocol specification. If u, and thus ug, is uniform, we are ensured
that g is uniform in {g € Rrq, : 70(9) = 7p,/2(9) = 0}* and independent
of tp,g, which is itself uniform in {r + r'z"=/2; (r,r') € Z2_ }£. The rest of the
proof of the zero-knowledge property then falls back on the same arguments as
in [LNP22, AGJ*24]. This readily gives a zero-knowledge property based on the
hardness of (knapsack) M-LWE, as in the original LNP proof system.

5 An Improved Anonymous Credentials

5.1 High-Level Description

Our contributions presented above target the zero-knowledge proof component of
anonymous credentials but do not change the overall structure of such systems.
As a consequence, our construction follows the classical framework where the
users get signatures on their attributes during Issue and then prove knowledge
of them (and of the concealed attributes) during Show.

For the signature scheme, we choose to implement the one in [JS26] which is,
to our knowledge, the most efficient standard model construction proven under
well-known lattice assumptions. It works with a modulus ¢ = qrqn where qf, =
b]zL and qg = blf_lH , for some integers b;, and by . Note that this decomposition
is not ideal for standard LNP proofs, but this is no longer a problem thanks to
our results. In practice, a signature on a vector m is a short vector w such that

[I|Al¢LtGy — Bla]w = u + Dm mod ¢R

where A, D, a and u are public elements without any expected structure (e.g.
they can be generated as hash outputs), Gy is a gadget matrix, ¢ is some tag,
and B = [I|A]R for some short matrix R acting as the signer’s trapdoor.

In our system, m is replaced by the vector of attributes to sign, but it leaves
open the question of the user secret key. As in [JS26], it could be processed as
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any other attribute, but it seems suboptimal as it serves a different purpose. We
indeed recall that its only goal is to ensure that the signature is useless to any
adversary without access to this key, even one with knowledge of all the signed
attributes. If [s{|s2]7 is the user secret key, we can then add s; + As, to the
right-hand side of the equation which, eventually, allows for merging [s?|s]]”
with w. This reduces the size of the witness in the zero-knowledge proof, without
jeopardizing security, as we demonstrate in our security analysis.

If each user were limited to one credential per key, then we could have used
this secret key to hide the component Dm, and hence the set of signed attributes.
However, our model supports several issuances and thus requires an additional
source of entropy. This is done by adding ry + Ar, for some short vector ry,r;
that is also merged with w, thereby minimizing the impact on the credential.

Once the credential has been issued, the user is able to present them by hiding
all the necessary elements in the zero-knowledge proof, which can be done much
more efficiently thanks to our contributions.

5.2 Specifications

We now give the detailed specifications of our anonymous credentials scheme.
Below, the sampler uses the ring R = Z[z]/{z™ + 1) while the zero-knowledge
proofs miss and 7 are computed in the subring R, = Z[x]/(z"" + 1), with n,|n.

- Algorithm 5.1: Setup(1*) N
Choose n > n. > k to be powers of two, and define k. < n/n.

Choose w € N* s.t. (n;) > Qiss

To < {t € Ty : t = r(a*~) for some r € R, with 7(r) € {0,1}"~ and ||r||, = w}

Parameters of TSampler.

4. Choose d € N*

5. Choose m € N* > number of attributes

6. Choose by € N* to be prime s.t. by = 2k + 1 mod 4k and by > /K"

7

8

W e

. Choose kp,br,kr, € N*
kFr
. qL <_bL
9. qu « biH
10. q < qLqu
11. Br + 2(v'nd + v/ndkn + 6)
12. For z € {L, H}, define G, = [1]|...|bk= 1] @ I, € R4*dka

13. Choose € € (0,1) > typically e ~ 2740
14. sz < br - /In(2ndkyr /e) /7 > sp A~ brne(Z"L) > brnejar, (Z7)
15. sy + bH . 1H(2ndk‘H/8)/7T D> sy~ bHT]E(Z"dkH) > bH"?a/dkH(Zn)
16. n <+ /In(2nd(kr + ku)/e)/x > n R ne(ZrA kLR
s4 s ] s4
17, 14| b - + 35 L B
18. 52+ V3 %Bg.
sy

2
19. s34+ V3 \/ﬁ
20. Choose 7, € N*
21. B, + K\/TW > K =~ 1.15 (binomial tailcut)
22. a; + s1/(cny/md/2 + B, +vVnd+ B iss.1 + Bhiss,2) > ¢~ 1.061 [DFJS26]

23. as <+ s2/(cny/md/2 + B, + vVnd)
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24. M; « exp(w/a?) for ¢ € {1,2}

25. params < (n,d,m,bu,br, ku, k1, qm,qr, ¢, W, Br, Su, 51,1, S1, 52, 83, M, By, M1, Ma)

26. st 1 > It could also be sampled from U ({0, 1}2°6)
Expanded Public Elements.

27. seed < U({0,1}256)

28. A <+ H(seed,dsep,) > A~ URIX?)
29. u <+ H(seed,dsep,) >u~ UMRY)
30. a < H(seed,dsep;) >an~ U(RY)
31. D <« #(seed,dsep,) > D~ UMRI™)

- Output: pp = (params, seed)
- Algorithm 5.2: OKeyGen(pp) \

dxdk gy

1. R, Ry « B conditioned on ||R;||, < Br
2. B+ R; + AR: mod ¢R

~ Output: opk = B, osk = (R1, Ro»)

- Algorithm 5.3: UKeyGen(pp) N
1. Sl,Sg(—’U(Tld)
2. b+ s; + Ass; mod ¢R

- Output: upk = b, usk = (s1,s2)

—— Algorithm 5.4: Issue(O(osk, opk, upk, pp, m(Z), st), U (usk, upk, opk, pp, m,Z)) —
User U.
1. ri,ry < B;fr conditioned on ||r;||, < B,
2. ¢+ r; + Ars + upk + Dm mod ¢gR
3. mis < Prove.(statementis, (r1,r2, S1, Sz, m(f)))
4. Send (c,miss) to O
Organization O.
5. if [Verify,(statementis, mss) = 0] abort
6. t+ F(st) €T,
7. st st+1
8.
9

v + TSampler(R1,R2, A, u+ ¢ mod qR,t1, s1, S2, S3, 5L, SH)
10. Parse v as [vI|vI|vI]T with vi,ve € R? and v € Réka+1
11. while [[[vill, > Bi] V [lIvall, > B2] V [llvsll, > Bs]
12. Send (t,v2,vs) to U

User U.

13. vi+u+c— Avs — [qr.tGy — Bla]vs mod* ¢R
14. if [||vall, > Bi] V [llvall, > B2] V[|lvs]l, > Bs] V [t ¢ T..] abort
15. v <~ vy —r2

~ Output: O gets cred = (t,v2,Vv3), and U gets credys = (¢, v, v3)

~——— Algorithm 5.5: Show (U (usk, upk, opk, pp, m, Z, creduns ), V (opk, pp, m(Z)) ——
User U.
1. wo < V) —so
2. wi <+ u+Dm— Aw, — [¢.tGy — Bla]vs mod* ¢R
3. 7 < Prove(statement, (w1, wa, Vs, t, m(Z)))
Verifier V.
4. p < [Verify(m,statement) = 1]

~ Output: p (1 if valid, 0 otherwise)

The verification bounds on the preimage sent by the issuer, i.e., By, Bo, B3,
are set using the Gaussian tail bound of Lemma 2.2. More precisely, B, =
Cdim(r(v,))Si/ dim(7(v;)), with ey the Gaussian tailcut giving a tail probabil-
ity of at most p. To avoid too many repetitions, we take p = 2720,
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The function F' is an injective map from [1,|7,]|] to 7, so as to ensure that
O will never generate two credentials with the same tag.

Remark 5.1. For sake of simplicity, we describe the general issuance case where c
is generated as a hiding commitment. In the specific scenario where no attribute
is concealed, that is Z = [m], there is no need to hide m and one can then select
r; = ro = 0. In that case, cred and cred,n, match.

We define the unblinded credential cred,n, to be the certificate produced by
the issuer after merging the commitment randomness but before merging the
user secret key. Functionally, this avoids having to store the randomness ry and
merge it at every presentation of the credential. This also allows us to be coherent
with the security model where the adversary may learn the cred,n, but should not
have the ability to present it without the honest user’s secret key. If we were to
merge Sy in credynp, then knowing cred would suffice to present it. This subtlety
in vocabulary on what we really call “the (unblinded) credential” highlights the
peculiarities of device-binding and non-transferability of credentials. Here, the
unblinded credential may be transfered, but cannot be presented without the
user secret key, which, in practice, would be stored on a secure element of the
device, in turn tying the presentation ability to the device.

5.3 Zero-Knowledge Relations

Let us now describe formally the relations that are proven with (Prove;s, Verify,..)
and (Prove, Verify). A complete description of the protocols themselves can be
found in Appendix A for completeness. In particular, we describe how to seam-
lessly incorporate our optimizations within the LNP framework of [LNP22].

First, the issuance of credentials requires the user to prove the opening of its
commitment as well as the knowledge of the user secret key underlying upk. In
doing so, the user has the freedom to disclose or hide all or part of its attributes.
Decomposing the matrix D as D = [dy]...|d,,] allows for accomodating this
selective disclosure in the proven relation. With our technique of Section 4.2,
the equation is actually proven with a small additive slack (g, mod ¢)h;ss that
appears in the soundness proof. Although it does not prove the equation exactly,
we show the security analysis still goes through with only a very mild impact on
the M-SIS bound. Overall, the user proves knowledge of (ri,r2,s1,82, m(Z)) €
RAd+m—IZ] gych that there exists some hiss 1, hiss 2 € R¢ with Ihiss.ill, < Bhiss,i
for ¢ € {1,2} that verify

ri + Ars + Z d; - m(Z)[i] — (gr mod q)hiss 1
i€[m]\T
=c—upk — Zdi -m(Z)[i] mod ¢R
i€
s1 + Ass — (¢r mod ¢)hiss 2 = upk mod ¢R
[rill, < B, fori € {1,2}, s, € T{ fori € {1,2}, and Vi € [m]\ Z, m(Z)[i] € Ty
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As noted in the remark above, in the case where no attribute is concealed, we
have T = @ and r; = ry = 0, which means that the proof can be significantly
simplified as only s; and s; remain in the list of witnesses.

Then, whenever the user wants to anonymously present a credential to a
relying party through the Show protocol, it proves knowledge of the validity
of its credential as a signature on its hidden attributes. Here again, we apply
our relaxed lifting technique of Section 4.2 which incurs a small additive slack
(¢gr mod ¢)h. The term h from the extracted Show proof is taken into account
in the security proof, yielding only a negligible overhead on the M-SIS bound.
Overall, the user proves knowledge of (w1, W, v3,t,m(Z)) € R2d+dku+2+m=|Z|
such that there exists some h € R? with ||h||, < By, that verifies

Wi+ Aws + [q!Gy — Blalvs — Y d; - m(T)[i] — (¢x mod g)h
i€[m]\Z

=u+ Zdi -m(Z)[¢] mod ¢R
i€
HWL'HQ < Bi + Br + vnd =: Bwi fori e {1,2}7 ||V3H2 < Bg
t €Ty, and Vi € [m]\ Z,m(Z)[i] € T

The vectors higs 1, hiss 2, h are computed from the extracted witness at the end
of the soundness proofs of (Provei, Verify,..) or (Prove, Verify). As described in
Section 4.2, the bounds By, iss i, By, depend on the lifting bounds, the approximate
range proof bounds B,;,, and are divided by the proof modulus ¢,. In our case,
we have ¢ mod ¢ = 1 and By, iss,i, By, are much smaller than the other terms
they are added to, hence only entailing a negligible additive overhead.

6 Security Analysis

We now detail the security analysis of our anonymous credentials system. Both
anonymity and unforgeability rely on the standard lattice assumptions M-LWE
and M-SIS. We first prove the anonymity of our anonymous credentials system.

Theorem 6.1 (Anonymity). The anonymous credentials of Section 5.2 is €4y, -

anonymous with €4y, = 2Qiss(€zk’iss+5|(\;c_)|r_]€/\)/|5)+2Qissthow52k7 Exkiss) Ezk being the

respective zero-knowledge security of (Proveis, Verify,.) and (Prove, Verify) from
Lemma A.1 and A.2, and €|(\/C|(-)|T/\)/E the hardness bound of M—LWEn’d’d’q,ng. The
values Qiss and Qshow represent the maximal numbers of issuance per organization

key pair and showing per credential respectively.

Proof. Our proof of anonymity proceeds with successive game hops to eventually
make the entire view of the adversary independent of the bit b of the experiment
of Figure 3.1. Note that our more permissive success conditions makes the whole
reduction more challenging. Indeed, in the previous models where the revealed
attributes of the challenge credentials (with index Iy and [;) must be equal,
one must only ensure that the showing does not leak any information on the
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other attributes or on the credential itself, which readily follows from the zero-
knowledge property of 7. Here, we allow the revealed attributes to differ under
some natural conditions, which means that we must ensure that the adversary
has no way to link these attributes to their credential. This adds constraints to
the issuance procedure and all the previous showings of these credentials, and
actually to all the credentials as the adversary may dynamically choose [y and
l1. Concretely, we must ensure that the adversary’s view is exactly State 4, which
will be done by simulating all the issuance and showing queries.

Let us now prove it formally. We simulate both experiments Game,,.o and
Game,,_1 simultaneously. To detail the changes, we call Game( the original exper-
iment Game,, ; (regardless of the value of b) and Advg[A] the advantage of A
in Gamey, i.e., Advo[A] = Adv,,[A]. We then introduce games Game; and define
the advantage of A, denoted by Adv;[A], accordingly.

Game;. We first simulate all the proofs miss in all the queries to Ogptain. Concretely,
for each query, instead of generating the proof miss as miss = Prove;s(statement;gs,
(r1,12,81,82,m(Z))), it generates mss with the simulator of Lemma A.1 without
resorting to the witness. Distinguishing between Gamey and Game; then readily
gives an adversary capable of distinguishing between at most Qiss legitimate
proofs and the same number of simulated ones, which would attack the zero-
knowledge security of the issuance proof system. As a result, we directly get

|AdV0 [.A] - AdVl[AH < 2Qiss€zk,i557

where €,iss is the zero-knowledge security of (Provei, Verify), and the factor
2 comes from the fact that we need to simulate them in both experiments (b = 0
and b=1).

Games. We then simulate all the proofs 7 in all the queries to Ospoy as well
as that of the challenge showing. Just like in the previous game, we replace
the legitimately generated proofs ™ = Prove(statement, (wy, w2, vs,t,m(Z))) by
simulated ones. As there are at most Qghow showings of each credential, for each
l € [Qiss], the adversary may query Ospow (I, %) at most Qgpow times. This bound
can indeed be enforced by the challenger as the adversary gives out the issuance
index as input. In the end, we essentially simulate QjssQshow proofs. Based on the
zero-knowledge property of (Prove, Verify), we obtain

|AdV1[A} — AdV2[A]| < 2Qissthowgzlm

where ¢, is the zero-knowledge security of (Prove, Verify).

Game3. We now simulate the commitments in each query to Ogptain. In Games,
instead of sampling rq, ro, the challenger samples u, < U (Rg) and sets ¢ = u.+
upk+Dm mod gR. Note this change is licit because the commitment randomness
is no longer needed anywhere else than in generating the commitment. Indeed, in
queries to Opptain, the adversary never gets cred,n, (which would use ry) and only
gets cred. Also, in queries to Ospow, the zero-knowledge proofs m are simulated
as of the previous game, and thus do not use credy,, and in turn (ry,ry).

A distinguisher between Game, and Games can then be turned into a distin-
guisher for the multiple secret version of M—LWEn,d,d,%BTz];z, with at most Qjss
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secrets. Indeed, given the instance (A, uc 1, ..., U.q, ), the reduction would sim-
ulate the challenger by using A in the public parameters, and u.; in the i-th
query to Ooptain- If ue; =115+ Ars; mod ¢R for rj; ~ Bf]lT, the reduction per-
fectly simulates Games. If on the other hand u.; ~ U (RZ)7 it simulates Games.
We then have

|Adv,[A] — Advs[A]| < 2Qisse ST

The factor Qjss comes from the standard hybrid argument which reduces the mul-
tiple secret version from the single secret one. The term es?mE then corresponds
to the hardness bound of the single secret version M-LWE,, ; 4 ; g2d.

e
Game,. We finish the simulation of the commitments in the queries to Ooptain
by sampling the whole commitment uniformly. Hence, in Game,, the challenger
samples ¢ «+ U (Rfj). Because in Gamesz u. was uniform and independent of
upk + Dm, the distribution of ¢ in Games was exactly the uniform distribution
over Rg. As a result, both games are identical, yielding

AdV3 [.A} = AdV4 [.A}

In Gamey, we are ensured that the view of the adversary is exactly State 4 as
all the attributes unknown to A have been simulated in the previous queries.
If, Vi € Z, attry,[i] = attr,[i], then we can readily conclude as the showing
is completely independent of b. If 3i € T such that attry[i] # attry,[i], then
the success condition ensures that these attributes are unknown to A4 and so
that they were never involved in any previous oracle queries. Moreover, attry [i]
and attry, [i] have been selected by the reduction independently of all the other
elements involved in the credentials, and therefore independently of b.

In both cases, this means that the adversary’s view is independent of b and
so that Adv4[A] = 0. With the prior inequalities and the triangle inequality, we

then get Advgn[A] < 2Qiss(€2kiss + 5,(\203\),@ + 2Qiss QshowE 21 as claimed. O

Theorem 6.2 (Unforgeability). The anonymous credentials of Section 5.2 is
ey s -unforgeable with

k 1+4+¢
Euf = Esnd + |7:u| (Qshowgzk + Ezk,iss + m5|(\/r|)_|2WE + 17—6 <Esnd,iss

AN, M . .
+(1 _lp)?s -6 - pedhn (51(\§TWE +2(Qiss + 1) <5£/|le(\3\/5 + 6M-S|s))>> ,

where Ty, is the tag space, €snd,€xk,Esnd,iss, Exk,iss are the soundness and zero-
knowledge security of (Proveis, Verify,.) and (Prove, Verify) from Lemmas A.1
and A.2, and El(\/TI.?WE: El(\;,'f)ll_(\;VE, em-sis are the hardness bounds ofI\/I-LWEn,d’d,q,de,

M-LWE,, j.4.q,0(r2e) and M-SISy, q,24,q,5 Tespectively, for

8= \/(sz1 + Bhisst + Bhissa + Bn)? +4B2, + cVndy/AB2 + nm.
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Then, p is the tailcut probability with which the preimage bounds B; are verified,
and h°%5 s the dkg-th composition power of the function h defined by

1 1—5¢
K K K =35 2
h(z) = 51(\;|’-EWE +u <25§\2-2WE tu (el(\/'T-EWE + w) )

AN —1)(6% - 1)2>(Qi551)/2/\

with = (1-1— (25221

Finally, the term ¢ is the loss of TSampler from [JS26] which is equal to

dkr, dk g
14 & 14 -= 1 6d(n—1)+3
5= ("”“) (‘“ﬂf) ( + 5) ~ 14 (12d(n—1) + 10)e.

£ €
1_dkL 1_dkH 1-¢

The parameters h and ¢ are common for constructions based on TSampler
from [JS26] (and previous versions). We refer to [AGJ124] for a more detailed
discussion on h but we simply point out that its impact on the bit security of
the input is moderate.

Proof. We recall that the unforgeability experiment allows the adversary to win
in two different ways. Either it manages to run the Show protocol with revealed
attributes m(Z) that are clearly inconsistent with those owned by corrupt users
or it successfully produces ctrer + 1 inconsistent presentations, where ctree, is the
number of certificates it owns. What we aim at proving is that, in both cases,
the adversary must have used at some point a forged certificate or one that was
issued to an honest user and hence bound to their secret key. Unfortunately, it is
not always simple to decide when the adversary did that. More specifically, in the
former case, the answer is straightforward as the fraudulent presentation can be
identified from the revealed attributes. In the latter case, the answer is not that
easy as all we know is that (at least) one of the ctreor + 1 presentations should not
have happened. As we do not want to extract all the NIZK proofs, we will make
a guess on the fraudulent presentation and only extract the corresponding NIZK
proof. In all cases, this means that the probability to extract the right proof is
at least ﬁ Once this is done, we essentially fall back on the unforgeability
of the signature scheme in [JS26].

Formally, we proceed through a series of game hops that only rely on sta-
tistical arguments or standard lattice assumptions. To detail the changes, we
call Gameq the original experiment Game,; and Advo[A] the advantage of A in
Gamey, i.e., Advo[A] = Adv,s[A]. We then introduce games Game; and define
the advantage of A, denoted by Adv;[A], accordingly. To simplify notations, in
this proof, we use [p], to denote p mod ¢, where p is ¢ iss (resp. ¢r) is the proof
modulus for Issue (resp. Show).

Game;. A successful adversary A must have produced at least one valid presen-
tation at Step 6 of the unforgeability experiment. If this presentation fulfils the
condition in Step 8 of the same experiment, then we extract the proof 7* it con-
tains. If no presentation satisfies this condition, then the adversary can only win
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by producing ctre, + 1 inconsistent presentations. We then select a random £ in
[1, ctreor + 1] and extract the proof 7* included in the k-th presentation. In both
cases, unless the adversary broke soundness, the challenger is able to extract

(wi, w3, v3,t*, m(Z)*, h*) with the extractor of Lemma A.2, which satisfies

wi+Aws + [qrt"Gy — Blalvi — Y di-m(Z)"[i] - [¢x],h"
ielm\z
=u-+ Z d; - m(Z)*[i] mod ¢R
i€
|will, < Bi + By + Vnd =: By, for i € {1,2}, |[vi|, < Bs, |h*||l, < By
t* € T,, and Vi € (m]\ Z,m(Z)*[i] € Ty

We write m* the vector such that VS € {Z,7},Vi € S,m*[i] = m(S)*[i]. Said
differently, we complete the () entries of m(Z)* with the extracted attributes,

i.e., m* is the unique attribute vector such that m*(Z) = m(Z)* and m*(Z) =

m(Z)*. By Lemma A.2, we then have
AdV() [A] S AdVl[A] + Esnds

where 4,4 is the soundness error of (Prove, Verify) from Lemma A.2.

Gamey. We now introduce a guess on the tag t*, but somewhat indirectly as we
sample [T <= U([|T,|]) and define t* = F(st, + ["). When extracting 7* as in
Game;, the challenger now checks whether the guess was correct and aborts if
t* # 7. Because [t (and as such ¢7) is uniform and independent from the view
of A, it directly holds that

AdVl[.A} S ‘7;]‘ 'AdVg[.A],

Gamesz. The way ¢ is generated from [ implies that ¢tT will be used during the
IT-th query and most of the following games will describe how the challenger
should behave to handle this query. However, the adversary may make less than
It queries, in which case all the elements depending on this specific query would
be undefined. To avoid forking our security proof to tackle these two cases sep-
arately, we will simply force the challenger to locally generate the credential as
if it had received a [*-th query from the adversary. This way, all the elements
associated with the [T-th query will be properly defined in the remainder of this
proof. By locally, we mean that the adversary receives no information on this
credential, which ensures that its behaviour is not affected.

Concretely, if the experiment stops before the adversary makes the I query,
i.e., with ctr < [T, the challenger proceeds as follows. If HU # @, it samples
j < U(HU) and locally performs the query Oopss(j, m*) (where m* is the
attribute vector extracted from the selected Show in Game;) as if it was the {*-
th query (in particular, it uses t*). If HU = &, it locally creates an honest user
and proceeds as previously.
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As this extra local query is independent of the view of A, both games are
identically distributed. Thence, we have

AdV2 [.A] = AdV3 [.A]

Game,. We now proceed by simulating certain zero-knowledge proofs. Depending
on whether the [T-th issuance corresponds in the end to a credential of an honest
user or not, we may need to ensure that this honest user’s secret key did not
leak during the issuance or subsequent showings. We preemptively make the
following change. For each query Ospow(IT, %), the challenger simulates the zero-
knowledge proof 7 by using the simulator of Lemma A.2. Additionally, if the I*-
th issuance corresponds to a query to Ooptiss (as opposed to Ojssye ), the challenger
simulates the proof miss when running Issue in this query, by calling the simulator
of Lemma A.1. Indeed, in Ogpyss, the challenger generates a credential to an
honest user and thus assumes the roles of both the organization and the user.
In that case, it can simulate the issuance proof miss.

In the end, the challenger simulates at most Qghow proofs in Show in the
queries to Ospow, and at most one proof in Issue. We then have

Advs [-/4] < Advy [-’4] + QshowEzk + Ezk,iss»

where €, iss and €, are the zero-knowledge security bound of (Proveis, Verify,.,)
and (Prove, Verify) respectively, which are defined in Lemmas A.1 and A.2.

Games. We now simulate the commitment matrix D by embedding a hidden

short relation. More precisely, the challenger samples S1,So from fom and
sets D = S; + ASy mod ¢gR. It then programs H(seed,dsep,) to output D.

This correctly simulates D under the M-LWE™ | .52 assumption, which is the
@, 59,07

variant with m independent (secret,error) vectors.

Indeed, let D be a distinguisher of the views of A between Game, and Games.
We construct a distinguisher B for M-LWE as follows. On input (A, D) € Rng X
RI¥™ the reduction programs H(seed,dsep;) = A and #(seed,dsep,) = D. It
then proceeds as usual and calls D on the resulting view of A. If D returns 0
(for Gamey), B returns 0 (for uniform). Otherwise, it returns 1 (for M-LWE). Let
us now verify the reduction is correct. First, because A is uniform in RZXd, it is
perfectly simulated in the ROM. Then, if D is uniform, this perfectly simulates
Games. On the other hand, if D = S; + AS, mod ¢R for S; <> B*™, this
perfectly simulates Games. As a result, if s,(\,Fl’_kBWEm denotes the hardness bound
of the m-secrets version, we have

Adva[A] < Advs[A] + ehdyen < Advs[A] + meiye.

The last inequality comes from the standard hybrid argument showing a re-
duction from the single-secret version to the multiple secrets one, as long as m

is polynomial, which is our case. Here, E&JYWE denotes the hardness bound of
M_LWETL,d,d,q,B%d'
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Gameg. We now start changing the generation of the public syndrome u so as to
hide a preimage within it. This preimage later serves in a single query where the
trapdoor vanishes. The challenger samples vs 2 <= Dg s, and u’ <= U(RZ), and
sets u = u’ + a - v3 3 mod ¢R. It then reprograms #(seed,dsep,) = u. Because
u’ is uniform and independent of a - vs 2, it holds that u is exactly uniform as
desired. Hence, both games are identically distributed and

AdV5 [.A] = AdV6 [.A]

Game;. We now hide the rest of the preimage within u’. The challenger samples
v1 <> Drag,, Vo < Dra, and v31 <> Drary o, and sets u =vy 4+ Avy +
l[qrtT™ G — B]vs,; mod ¢R. It then defines u = u’ + a - v3 2 mod ¢R as before.
Defining vs = [v3|vs2]” yields u = vi + Avy + [qzt" Gy — Bla]vs mod ¢R.
Because of how the Gaussian parameters si, so, s3 of TSampler are set, we have
that \/diag(s3L,a, 5314, 53Lnaky ) = n-(LE([1a|Alqrtt Gy —B)). The regularity
lemma of Lemma 2.1 then gives
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AdvglA] = 1 € Adva[ Al

— &

Gameg. We now extract the issuance proof s used in the [T-th issuance if it
so happens that this issuance index corresponds to a query to Ojssue(j, m(Z')).
As the proof must be valid, unless the adversary broke soundness, the chal-
lenger is able to extract (r1,r2,s1,82, m(Z’), hiss 1, hiss2) With the extractor of
Lemma A.1, which satisfies

r; + Arg + Z d; - m(f) M - [Qﬂ,iss]qhiss,l
i€[m]\Z
=c —upk; — Zdi -m(Z')[i] mod ¢R
s
s1+ Asg — [¢r iss)ghiss,2 = upk; mod ¢R, ||rill, < B, for i e {1,2},
s; € T{ for i € {1,2}, and Vi € [m] \ Z/,m(Z')[i] € T}
Hhiss,ng S Bh,iss,i for i € {172}'

From the extracted values, we complete m(Z') and define m as the vector such
that VS € {Z',7'},Vi € S,mli] = m(S)[i]. We then have ¢ =r; + Ary + upk; +
Dm — [¢r iss]ghiss,1 mod ¢R. By Lemma A.1, it holds that

AdV7[.A} < AdVS [A] + Esnd,iss)

where €4,4,iss i the soundness error of (Proveis, Verify;) from Lemma A.1.

We note that if the {T-th issuance happens instead in a query Ooptiss(j, m)
or is dealt with locally as in Games, the challenger knows s;, s underlying upk;
as j must be in HU. It also selects ry, ro by itself, and the oracle is queried with
the entire attribute vector m. In that case, no extraction is needed, in particular
because the challenger generates s itself, and actually simulates it as of Game,.
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As the proof is not extracted, there is no longer additive slacks his; in the
equations above. Said differently, in this case we would have h;s ; = 0. To unify
further arguments, we keep the most general case where there is a slack hiss ,
which is possibly non-zero. Regardless, either way, the challenger knows some
ri,To,S1,S2, m satisfying the correct equations for the [T-th issuance. Note that
we could merge his 1 with ryi and his » with s; which could then be treated later
on as if there were no slack.

Gameg. Before making the trapdoor vanish to embed our guess tT within B, we
need to modify the response of the [T-th issuance query so as to still be able to
produce a credential. For that, we want to use the preimage vi, vo, vy embedded
in u, but it does not yet account for the commitment. Using the short relations
we introduced and the now known elements rq,r2,s1, 82, m, hiss 1, hiss 2, we can
tweak the response so as to ensure the correct equation is verified. This tweak
however skews the distribution of legitimate preimages. We then resort to rejec-
tion sampling to ensure the preimage tweak goes unnoticed for the adversary.
We thus prepare the rejection sampling progressively.

For the [T-th issuance query, the challenger samples wug,us <> U(]0,1)) and
aborts the game if one the following booleans is true:

[[ul > 1/M1]], [[UQ > 1/M2]],
[KT(Vl) 9 T(rl + S1 + Slm - [QW,iss}q(hiss,l + hiss,2))> < 0]]7
[(r(va), T(rg+s2+ Sam)) < 0].

If all false, the challenger continues the game as before. Because vy, vy are cen-
tered, the last two booleans are true with probability 1/2. It then holds that
the challenger continues with probability 1/(4M;Ms). If so, the view of A is
unchanged and therefore

AdVg [A} § 4M1M2 . AdV9 [A],

Game1y. We now tweak the values v1, v, v3 so that they satisfy the correct equa-
tion. But at this stage we keep generating the credential using TSampler regard-
less. Concretely, the challenger defines Vf =vi+r;+s;+Sim-— [qw,iss]q(hiSSJ +
his2), V§ = Vo + 12 + 8o + Som, and v§ = vj. It samples u1,us < U([0,1))
and computes §; = (7(v]), 7(r1 +s1 + S1m — [griss)g(hiss1 + hiss2))) and
8y = (1(v§), 7(ra + sy + Som)). Then, the challenger aborts if one of the
following booleans is true:

[ur > exp(m(||ry + 81 4+ S1m — [griss] g (hiss,1 + hiss,2)||§ —201)/s1)/Mi],
[ug > exp(m(||r2 + so + Sam||5 — 285 /s2) /Ma],
[61 < 0], [62 < 0].

Based on the parameters si, ss, a1, as, M1, Ms, when the challenger does not
abort, the game remains identically distributed by Lemma 2.3. In particular,
we note that, for now, the VZ-+ are never sent to 4. The response to the [T-th
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issuance is still sampled using TSampler. Hence,
AdVg [A} = AdVlo[A].

Game;;. Before being able to use the v;" in the [*-th query, we must ensure
they verify the correct norm bound. After rejection sampling, the challenger
aborts if [[va“Q > By or [[Hv2+H2 > Bs] or [[Hv;fH2 > Bs]. If on the contrary,
they all pass the bounds, the challenger continues. By the rejection sampling
result, it holds that vj‘ is Gaussian with parameter s;. Using the tail bound of
Lemma 2.2, it then holds that P[Vi € [3], ||V;"H2 < B;] > (1 —p)3, where p is the
tailcut probability for a single tail bound. Hence, we get

1
AdVlo[.A] S WAdVH[A]
Game;2. We now make the switch and use (vi,vj,vi) to answer the [*-th
issuance query. Hence, instead of using TSampler, the challenger simply sends
(t“‘,v;,v;{) in step 12 of Issue. Let us now analyze the distribution. As the
tail bound trunctation is applied in both games, the data processing inequality
allows us to study the untrucated distributions instead.
It holds that v;" (before truncation) follows a Gaussian with parameter s;.
Additionally, we have

vi+Av] + gttt Gy — Blalvy]
=u+ (r; +s1 4+ Sim — [¢r,iss)q(hiss,1 + hiss 2)) + A(rz + sz + Som) mod ¢R
=u+r;+ Ars + (s1 + Asy — [¢r,iss)qhiss 2)

+ (S1 4+ AS2)m — [gr iss]ghiss 1 mod ¢R
=u+r;+Ary + upk; + Dm — [@r,iss]ghiss,1 mod ¢R
=u+ cmod ¢gR.

The third equality holds because upkj = 81 + ASg — [¢n,iss]ghiss, 2 mod ¢R by the
extraction of Gameg (With hiss o = 0 if the [T-th issuance corresponds to a query
to Ooptiss), and because D = S; + AS; mod ¢R. The last equality holds also
by the extraction of Gameg (with hissq = 0 if the [T-th issuance corresponds
to a query to Ooptss)- As a result, vt = [vi 7 |vi T |viT]T follows the distribu-
tion Dpoarary+1 g conditioned on [Ig|Algrt* Gy — BlaJvt = u+ ¢ mod ¢R,
where S = diag(s114, $31nd, 5310 (4k,+1))- This conditional distribution exactly
matches DC;‘“([Id\A\qLﬁGH—Bla]),\@’ which is the ideal distribution targetted
by TSampler. By the security of TSampler proven in [JS26, Thm. 3.1 & Cor. 3.1],
it holds that the views of A are d-close. More precisely, we have

AdVll[A] S 5 . AdVlz[.A],

dk?L dkH
14+ & 14 - 1 6d(n—1)+3
— <d’2L> (C@H) ( * 5) ~ 14 (12d(n — 1)+ 10)e.

Te 1—¢
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Game;3. Now that we removed the need for a trapdoor for the [T-th query fea-
turing the tag guess t+, we can proceed with tweaking the organization’s public
key B so as to cancel the gadget matrix Gy for this specific tag. This step is
crucial for extracting a valid M-SIS solution at the end of the proof. For that,
we carry the exact trapdoor switching hybrid argument from [JS26]. To avoid
repetition with the latter work, we compact their whole hybrid argument into
one game hop and detail the complete loss at once. In Game;s, the challenger
changes the construction of B by instead sampling Ry, Ry < BfXdk " such that
|IR;|l, < Bgr and defining B = Ry + ARy + ¢ t" Gy mod ¢R. Using the hybrid
argument from [JS26, full version, Thm. 4.1], we obtain

Advip]A] < podks (Advy3[A]),

where h°@# is the dkp-th composition power of the function A defined by

1— L
k k k I-2x)
h(z) = ‘51(\/7 BWE +p (25|(\/7-L)WE +u <5|(vr|)-L)WE + 33) ’

and where 5,(\/'T_k£WE is the hardness bound of M-LWE,, 4 4,¢,52¢, and

_ 2 _ 1y2\ (Qis—1)/2A
u=(1+ A2A —1)(0% - 1) .
(2 — 62)22+1

The details regarding the overall loss and how the function h affect the bit-
security can be found in [JS26, full version|. The trapdoor switching argument
relies on the column a to hide a partial trapdoor to still be able to produce
credentials. The latter can be changed at each game hops by reprogramming
H(seed, dseps).

Gamey4. We further simulate the matrix by hiding a short relation within a.
The challenger samples z;,2o < B and defines a = z; + Az; mod ¢R. It then
reprograms 7 (seed, dsep;) = a. Using the same argument as in Gamey but in the
single secret case, we get

Adviz[A] < Advig[A] + 51(\/F|Jk|2WE

Gamejs. We now enforce a structured Johnson-Lindenstrauss bound on elements
recovered from the forgery vi, m*, and the elements vg', m used in the [T-th
query (which always exists as of Games). Namely, the challenger aborts at the

end of the game if

R1 —Z1
(LR

m —m

* _ oyt
> eVnd| Az ly,  with Asy, = {Vs* Vg}

By the concentration bound on |-, of a structured binomial matrix from
[AGJ*24,JS25a] and used in most prior works, the bound is satisfied with prob-
ability at least 1/2 for ¢ very close to 1. It was empirically verified in [DFJS26]
that ¢ =~ 1.061. Hence, we have

AdV14[.A} S 2- AdV15[.A}.
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Reduction from M-SIS. We now exploit a successful adversary winning Game;s
to solve M-SIS,, 424.4,8- The reduction receives the M-SIS instance [I4|A] and
is asked to produce x* # 0 such that |[|x*|, < 8 and [I;/A]x* = 0 mod ¢R.
The reduction programs H(seed,dsep;) = A and proceeds exactly as in Game;s.
Then, by Game; and Game,, we have

wi + Aw; + [-R1 — ARs|z1 + Azo)v] — [gx],h" = u+ (S1 + AS2)m™,

which can be re-written as
* v} * * V3 _
wi — [R1] — 21[S4] m*| [gx]gh™ | + A (W5 — [Ro| — 22|S5] m*| ] =W
From the [T-th query, we also have, for hiss = hiss 1 + hiss 2 for short, that

+
u= <V1i_ —ry —8;+ [qmiss]qhiss - [R1| - Z1|Sl] |:V3 :|)

m
T vy
+ A vy —ry —ss[Ro| — 22S9] n:; ;

Defining

& — Wi — vi 411+ 81— [qrisslghiss — [ax]gh*]  [R1 —2z1 S1] [v} — vi
- * _ R-> —z- S * )
W3 —Vy + T2+ 82 2 292 |m m

then yields [Iz/A]x* = 0 mod ¢R. It remains to show that ||x*||, < 8 and
x* # 0. We let Ay = w] — vf’ + 11 + 81 — [@n,iss]qhiss — [gr]oh* and Ay =
w5 — V; + 12 + sg. First, by the bounds proven on w;, the truncation in Gameq
for v;r, the bounds enforced at issuance on r;,s;, and the extraction bound on
hiss, h* (note that the bound is valid even if hiss; = 0), we get ||A4||y < By +
Bl + Br + \/@+ [qﬂ',iss]q(Bh,iss,l + Bh,iss,2) + [Qﬂ']th = 2Bw1 + [QW,iss]q(Bh,iss,l +
Bhiss,2) + [gx]qBp. Similarly, we have ||Asll, < 2B,2. We also have ||Agy, |, <

\/m. Because in practice we choose [¢r.isslq = [gr]q = 1, we omit them
to simplify the bounds. A different choice would need to account for these factors
in the final M-SIS bound. In the end, by the bound enforced in Game;s, we get

[x*l, < \/(23w1 + Bhjiss,1 + Bhiss,2 + Br)? + 4B2, + ¢Vnd\/4B3 + nm = 3

To show x* # 0, we need to distinguish several cases. Let (j, [T, cred;+, attr;+)
be the entry of Statec for the [T-th issuance. By Games, it always exists.

(1) If the credential associated to t* belongs to an honest user, i.e., j € HU,
(either because the IT-th issuance was made through a query to Ogptss Or because
the adversary made less than [T query, as detailed in Games), then we rely on
the unpredictability of (s1,s2). Indeed, as we ensured the view of the adversary
did not depend on (s, s2) but only on upk; (in particular with the simulation of
zero-knowledge proofs in Game,), an adversary managing to generate elements
so that x* = 0 could readily be used to solve search M-LWE,, ; ; ; 17(p2ay. In that
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case, we deduce Adv5[A] < E&JF,E(\,)VE +éeMm.s1s, where s&f’fv)vE is the hardness bound

of search I\/I—LWEn_’dwdyqu(de), and em.sis is that of M-SIS,, 4244,8. Note that in
this case his ; = 0, which could yield a slightly tighter M-SIS bound.

(2) In the second case, the credential associated to ¢ belongs to a corrupt
user, i.e., j € CU, and we need to consider two subcases. If the adversary wins by
satisfying the condition of Step 8 of Figure 3.2, then we have m*(Z) -¢ Statec.
We now formally show this means it is inconsistent with the attributes certified
by the organisation and in particular with the ones (m) certified during the -
th issuance query. Regardless of how the [T-th query was generated, there exists
T’ C [m] such that attr;+ = m(Z’). Indeed, if the [T-th issuance was performed
with a query Oopuiss(j, m) and followed by some corruption query Ocy(j), then
7' = [m]. If on the other hand, it was performed with an Ojssue(j, m(Z")) query,
then C stored attr;+ = m(Z") and so Z' = Z" fits. Then, by definition of ¢, we
have that for each (j’,l,cred;, attr;) € Statec with j° € CU, there is at least one
index 4; in Z for which attr;[¢;] is non-empty and differs from m*(Z)[i;]. Because
J € CU, this gives the existence of i;+ € Z such that ) # attrj+[i;+] # m*(Z)[i+].
Said differently, there is some i+ € Z' N Z such that mi;+] = m(Z")[i;+] =
attry+ [ij+] # m*(Z)[i;+] = m*[i;+]. Hence, m and m* differ in at least one
position.

The second subcase is when the adversary succeeds by performing ctreo, + 1
inconsistent presentations, each involving a vector of attributes m®|[Z;], for i €
[ctreor + 1]. The inconsistency condition of step 10 of Figure 3.2 then directly
implies that all the m( are pairwise distinct. As it only owns ctreo, certificates,
at least one of these vectors differs from those used during issuance queries
and therefore from m. Hence, with probability at least ﬁ > ﬁ, the
corresponding presentation will be selected by the challenger in Game; ensuring
that m*(Z) is inconsistent with m.

In both subcases, this formally means that there is at least one index i;+ € Z
such that m*[i;+] # m[i;+]. As a consequence, x* features an element (m*[i;+]—

mi;+]) 2; e; . and we rely on the same unpredictability argument as (1), but

for the 4;+-th column of (S;,Ss). This gives Advis[A] < (Qiss + 1)(5,(\}|J_kBWE +

emsis). We note that 6,(\/7_kBWE < ES?EV)\,E via a simple reduction. Indeed, as the

centered binomial B, is exactly equal to U(T;) — U(T}), an instance (A,b) of
M-LWE,, 4.4,q,u(72e) can be turned into one of M-LWE,, ; ; ; z2a by computing
b’ = b — (As’ + €/) for some s, « U(T{). Adding (s',e’) to the obtained
solution then recovers the secret underlying b.

Hence, in all cases, we have
Advi5[A] < (Qiss + 1)(55\:_‘)5\,)\,5 + emsis)-

Combining all the previous game hops yields the overall result. O
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7 Performance and Comparison

We assess the performance of our anonymous credentials by plugging concrete
parameters for the sampler and the different zero-knowledge proof systems. The
security is then assessed through Theorems 6.1 and 6.2 from the several M-LWE
and M-SIS assumptions (which also underly the security of the proof systems).
The latter are evaluated using the lattice estimator [APS15]. We select param-
eters so as to aim for A = 128 bits of classical security in the lattice sieving
cost model where the hardness bounds of M-LWE and M-SIS are estimated as
2—(0:292B+164) " with B the minimal BKZ blocksize. We also follow the standard
practice of not accounting for the loss factors of guessing arguments in the un-
forgeability proof, as long as the guessing loss is polynomially bounded. For that,
we instantiate our scheme with Qis = Qshow = 2°2 which are sufficient for most
practical use cases of anonymous credentials®. We suggest a complete parameter
set in Tables B.1, B.2, B.3, yielding the estimates reported in Table 7.1.

Keys
|opk| |osk| |upk| |usk|
19.03 xB 4.00 xB 2.41 B 0.25 xB
Transcript Credential Show Security
|e, miss, cred| |credunp| || Aanon, Auf
29.56 kB 3.52 kB 35.45 kB 128, 126

Table 7.1. Size and security estimates for the anonymous credentials of Section 5. The
quantities Aanon and Ays are the bit-security for the anonymity and unforgeability.

We then compare our scheme to the state-of-the-art constructions of [JS26]
and [BLNS23]. In addition to the credential presentation size, i.e., the size of ,
we report in Table 7.2 the size of the proof modulus ¢, to showcase the improve-
ment of our techniques. Compared to the construction of [JS26], we manage to
reduce ¢, by roughly 13 bits (and ¢ s by roughly 11 bits for the issuance).
Not only does it help improving the proof size, as commitment sizes scale with
it, but it also improves the zero-knowledge proof generation and verification
runtimes. Indeed, when ¢, exceeds 64 bits, operations in R, require higher-
precision integers (i.e., 128 bits, likely separated into limbs of 64 bits) which
slows computations down. Having a modulus ¢, fitting in 64 bits then results in
smaller runtimes. We however leave the implementation as future work to assess
the actual gain.

5 Actually, we can likely assume a user will present a credential much less than 23? ~
4.3 billion times over the credential’s lifetime. A smaller Qshow would require a lower
zero-knowledge security, and lead to smaller Prove parameters, and thus smaller
presentation proofs .
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Note that this comparison favours the schemes of [JS26] and [BLNS23] as
our model is stronger. For example, [BLNS23] would have to be extended with a
user secret key to match our model, which would increase its complexity. Despite
these discrepancies on the security model, we significantly outperform the scheme
of [JS26] by roughly 25%, while still being based on standard lattice assumptions.
Our scheme then narrows the gap with the performance showcased in [BLNS23],
without resorting to ad-hoc interactive assumptions. We thus believe it provides
a strong alternative to this scheme which is particularly well-suited for use-cases
like the EUDI wallet where reliance on well-studied assumptions is crucial.

SK Binding Blind Iss. Assumptions Show Size 7| ¢x

. 588
[BLNS23] No Yes Ad-hoc 122 x» ~2
Ad-hoc, Inter. 26 kB ~ 250
[JS26] Yes No Standard 46.89 ks ~ 26°
Ours Yes Yes Standard 35.45 kB ~ 252

Table 7.2. Comparison with state-of-the-art anonymous credentials. The “SK Binding”
and “Blind Iss.” columns specify if the security model of the scheme supports secret key
binding or blind issuance of credentials. The “Assumptions” columns specifies whether
or not the underlying lattice assumptions are standard and/or interactive.
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A Zero-Knowledge Arguments

In this section, we formally describe our modified zero-knowledge protocols for
our anonymous credentials, namely (Proveis, Verify,..) and (Prove, Verify). This
section is given for completeness and future reference of the zero-knowledge
protocols we use in our construction. For readers familiar with the framework
of [LNP22], we note that the main changes incurred by our techniques are located
in the conditions on ¢, (Sections A.3.6 and A.4.6), and the first round of each
protocol (Algorithms A.1 and A.8) in the definition of g, and finally in the num-
ber of rows of each ARP component. The other parts of the protocols adapt those
formally described in [LNP22|, and later works, e.g., [BLNS23,AGJ*24,JS25a],
to our specific relations.

A.1 Additional Preliminaries

A.1.1 Using Subrings. Following the subring embedding technique formal-
ized in [LNPS21, Sec. 2.8] or [AGJ 24, Sec. 2.1] and used in many subsequent
constructions, our anonymous credentials system primarily works in the ring
R = Z[z]/{x™ + 1) and performs the zero-knowledge proofs (in both Issue and
Show) in the subring R, = Z[z]/{z"" + 1), where n,|n are two powers of two.
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We can naturally leverage the tower of power-of-two cyclotomic rings to embed
relations over R into R,. We thus define k, = n/n, as well as the subring
embedding 0 : R — R~ by

ny—1

n—1
0 E a;x’ | = E A, j4i %7 € Rk,
=0 =0 i€[0,kn—1]

Notice that if 7 belongs to R, we can lift it to R as r(x*~). In that case, applying
¢ simplifies to O(r(z"=)) = [r[0]...]0]”. Then, for b = [bilicjo . —1] € RE,
we can define the inverse embedding by 6~!(b) = D ic(0kn—1] bi(xF)zt € R,
where the multiplication by 2% is performed in R. The embedding transforms
the multiplication over R into a matrix-vector product over RE= similarly to the
coefficient embedding”. More precisely, 0(ab) = Mg(a)0(b) € RE~ with My(a) =
[0(a)|f(az)]...|0(ax**~1)]. The embeddings § and My extend to vectors and
matrices entrywise.

A.1.2 Dilithium Compression. We recall here the decomposition functions
used in the framework of [LNP22] to compress the commitments so as to reduce
the size of the proofs. For these functions alone, we call k¥’ = k mod™ ¢ the
unique element in [0, ¢) such that ¥’ = k mod ¢, in opposition to the centered
representative with mod® q. A complete description of these functions is given
in [DLLT17,LNP22|.

Power2Round,, (1, D) Decompose,,_ (r,7v)
00 7 < r mod™ g 10 7 < r mod™ ¢
01 77, < r mod™ 2° 1lrp «7r modi’y

02 return (ru,rr) = ((r—re)/2°,70) 12ifr—rp, =qr — 1

13 (re,rr) < (0,7 — 1)
14 else rg < (r—rL)/y
15 return (rg,rr)

UseGHintg, (y,7,7)
03a<+ (gr—1)/v
04 ry + HighBits,_(r,7)
05 return (rg +y) mod' a HighBits,_(r,v)

16 (rm,r1) < Decompose, (r,7)

MakeGHintg,. (2,7, 7) 17 return ri

06 a4 (gr — 1)/

07 ru < HighBits,_(r,7)

08 vy < HighBits, (r + z,7)
09 return (vg — rm) mod¥ «

Fig. A.1. Functions for commitment compression.

" The coefficient embedding is actually an edge case of the subring embedding 6 when
ny = 1.
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A.2 Parameter Setting

The challenge space C for the zero-knowledge proofs is defined in accordance
with [LNP22]. We let p = [(223+D/m= —1)/2|, and define

C= {c e Y [=p,p|"") : ¢* = ¢ and HCM}H/M < 77} ,

where 7 is chosen so that at least half of the elements ¢ in 771([—p, p]"~) such
that ¢* = ¢ verify the norm bound. As we choose ¢, to be a sufficiently large
prime congruent to 5 modulo 8, it ensures that any difference of distinct elements
of C is invertible modulo ¢;R . In both proof systems, we let £ = [A\/21og, ¢ ],
and v, D € N be parameters for the Dilithium compression such that  is an even
divisor of ¢ — 1 and D = max(0, |1 + logy(7/(pnx))]) so that 2P~1pn, < 4.

A.3 Issuance Proof

Let us now describe how to prove the desired relation in the issuance protocol
Issue. The user proves knowledge the opening of its commitment c, in addi-
tion to showing it knows the secret key associated to the given user public key
upk. We explain how to transform the relation of Section 5.3 to our protocol
(Proveiss, Verify,..) before describing the latter in details.

A.3.1 Initial Relation. As described in Section 5.3, the issuance proves the
following relation. For a more concise notation, for m € R™, D = [d4]...|d] €
RIX™ and a set S C [m], we define mg = [m]i]];cs and D = [d;];cs. We also
let I =|Z|and I' = |Z| =m — 1.

ri + Ar; + Dzms = ¢’ := ¢ — upk — Dzmz mod ¢R (1a)
s1 + Asy = upk mod ¢qR (2a)
[v||5 < B for i € {1,2} (3a)
s; € T for i € {1,2}, and m7 € Tr (4a)

Although the user proceeds as if it were proving these equations, our optimiza-
tion of Section 4.2 only allows to extract (r‘{,rg,m%, s}, s%) that verify them
up to some short additive slacks (¢ mod ¢)hiss,1 and (g mod ¢)his o for Equa-
tions (la) and (2a) respectively that are also recovered during the extraction. As
these slacks only intervene at the end of the soundness proof and are not wit-
nesses whose knowledge must be proven, the actual relation the prover carries

the proof with is the one described in Equations (1a), (2a), (3a) and (4a)

A.3.2 Embedding into R,. We start by embedding the relation to be over
R rather than R. For that, we use the subring embedding 6 so that proving
the modified equations over R, is equivalent to the equations above via the
inverse embedding. Observing that the coefficient embedding 7(6(a)) is equal to
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a permuted version of 7(a), it holds that Equations (3a) and (4a) can directly
be expressed in terms of the embeddings. Then, using the multiplication map
My, we can transform Equations (1a) and (2a) accordingly. We then obtain

O(r1) + Mp(A)0(r2) + My(D7)0(m) = 6(c’) mod ¢R- (1b)
0(s1) + Mp(A)0(s2) = 6(upk) mod ¢R~ (2b)
lo(x:)ll5 < B for i € {1,2} (3b)
0(s;) € Ti*~ for i € {1,2}, and f(m7) € Tll/k’r (4b)

A.3.3 Turning Norm Inequalities into Equalities. To turn the norm
inequalities of Equation (3b) into equalities, we extend the witness with a four-
square decomposition as described in [BLNS23,AGJ*24|. For i € {1,2}, we let
ai0,.--,a;3 € N be such that B — ||9(rz)||§ = 2 e aj ;. We then define
a; =Y, iel0,3] a; jx’ € Ry. These elements are then included in the witness and
hidden in the zero-knowledge proof. We then prove the following equation, which
indeed implies Equation (3b).

Il

A.3.4 Bimodal Rejection Sampling. We then transform the relation to
support bimodal rejection sampling on the witness vector [LN22]. For that, we
sample a random sign b € {—1,1} beforehand and include it in the witness
vector, which then remains hidden throughout the proof. We then change the
relation to multiply the entire witness by b and reexpress all the above equations
equivalently in terms the signed witness. We also need to prove that b is a sign.
For the latter it suffices to prove that b, when seen as an element of R, is
a constant polynomial, that is (r(b), 7(z%)) = 0 for all i € [1,n, — 1], and
b2 = 1 mod ¢ R. As ¢, is prime, the combination of both statements ensures
be{-1,1}.

The norms of Equation (3c) are invariant with multiplication by a sign. For
the binary constraints of Equation (4b), we instead prove that the signed witness
has coeflicients in {0,b}. Using [LNP22, Lem. 5.2| or rather its generalization
to the bimodal case in [JS25a, Lem. A.1], 7(bx) € {0,b}" is equivalent to
(1(bx), 7(bx—b1)) = 0, where 1 is the vector of R, whose coefficient embedding
is the all-ones vector. With additional restrictions on ¢, the equation can be
proven modulo ¢, and is thus an evaluation modulo ¢, of a quadratic function
of the witness. Finally, Equations (1b) and (2b) can also be transformed to be
expressed with respect to the signed witness. We then have to prove the following
modified equations.

2
= B2 for i € {1,2}. (3c)
2

b0(r1) + Mp(A)b0(r2) + My(D7)b0(m=) — bO(c") = 0 mod ¢R, (1d)
bO(s1) + My(A)bO(s2) — bO(upk) = 0 mod ¢R (2d)
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b0 (r;)] |7
{ ba; ] 2
To((b0(s;))" (b0(s;) — blpars)) = 0 mod ¢ Z for i € {1,2},
and 7o((b0(m=))* (b0 (mz) — blRf,”“ﬂ)) =0 mod ¢,Z (4d)
02 —1=0mod ¢:R,, and Vi € [1,n, — 1],79(b2"""") =0 mod ¢;Z  (5d)

= B2 fori € {1,2} (3d)

A.3.5 Lifting. As our modulus ¢ is smooth due to ¢ = b¥#b¥- it is unsuited
to be a divisor of ¢, as this would place further arithmetic restrictions on by, by,
but it would also drastically hinder soundness. We instead work with a prime ¢,
and lift Equations (1d) and (2d) to be proven modulo ¢, instead. As described in
Section 4, it introduces a lifting term j for each equation. We prove each j is small,
i.e., bounded by some By, using the approximate range proof component. As
we also need to prove the witness is small for Equations (3d) and (4d), merging
the approximate range proofs would entail a constraint in g, > O(Bgrp). The
latter is very demanding on the modulus ¢,, whereas it comes from trying to
prove exact norms for witness that are extremely small. We thus perform two
different approximate range proofs, yielding some bound Bg,p,1 on the witness
and Bgyrp 2 on the lifting terms. Additionally, as described in Section 4.2, we
can relax the lifting condition on the modulus ¢, to limit the impact of the
large term qBgyp,2. This only incurs additive slacks his 1, hiss 2 in the extracted
solution which we account for in the security proof of our anonymous credentials.

More concretely, when writing Equations (1d) and (2d) in R, we have
j1= q_l (b@(r1)+M9 (A)bG(rQ) + My (Df)bﬁ(mf) — be(c/)) and jg = q‘l (59(81)4-
Mp(A)bO(s2) —bO(upk)). Using || Mx||, < [|M||z|/x]|,, we can deduce the follow-
ing a priori bound on ji, jo as

B’r 1 1 1
||J1||2 < Bj1:= ? + §ndBT + 571]/\/@—1— 5\/@
d 1 1
il < By = Y 4 Lavd + Lvma

Based on our optimization of Section 4.3, we need ¢, > C1(128,128)v2ndBgrp,2
with Byrpo = /7/In(Ms2)-C2(128,128), /BJ?’1 + Biz. From Table 4.1, we have
C1(128,128) =~ 93 and C2(128,128) =~ 150. In the end, Equations (1d) and (2d)

are implicitly proven with the approximate range proof, and thus transformed
into

Hq_1 {be(m) + Mo(A)b0(r2) + Mp(Dz)b0(my) — [19(C/):|

b0(s1) + Mg(A)bO(s2) — bO(upk) < Barp2 (1-2e)

2

A.3.6 Requirements on g,. Using the methodologies described in Sec-
tion 4, the final equations require additional constraints on ¢, to be verified
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in order to imply, in the end, Equations (la) to (4a). Let us gather all the
necessary conditions. First, Equation (3d) with the tighter approximate range
proof as detailed in Section 4.3 requires g, > C1(128,128)\/nyzm1Bayp,1 and
qr > maX(B,Q.,Bgrp,l — BE), with Barp,l = \/71'/ 1H(M371) . 02(128, 128)B@1 and
B, = \/QBf +2nd+nl’+1 is a bound on the witness (and m; the witness
dimension in R,). We also want the binary constraints of Equation (4d) to hold
over Z, which imposes ¢, > Bgml + Barp,lx/@ and ¢, > ng,l + Barp,1 Vnl'.
Then, the second part of Equation (5d) should also hold over Z, thus requiring
qr > Ba'r‘p,l-

Based on the above, the extraction would have proven that b is indeed a
sign, and that s;, r;, m= satisfy their respective constraints. Then, for the lifting
equation (1-2¢), the extractor would recover (br;)*, (bs;)*, (bmz)*, b* and define

the unsigned witnesses r}, s}, m%. It would then define

it = a7 (0(r]) + Mp(A)0(ry) + Mp(Dz)0(m%) — 6(c’)) mod ¢ R
5 = ¢~ (0(s7) + My(A)0(s3) — 6(upk)) mod ¢z R
and would deduce that
ri + Ar; + DzmZ — ¢’ — q0*(j7) = 0 mod ¢, R
st + Asy — upk — g0 '(j3) = 0 mod ¢, R
Rewriting it in R, computes his 1, hiss 2 such that
I‘I + AI‘; + Dfm% N — qeil(jgl() - Qﬂ'hiss,l =0
s} + Asy — upk — ¢071(j3) — ¢rhis2 =0

Instead of imposing demanding constraints on ¢, so as to ensure hj,; = 0, we
use the relaxed lifting of Section 4.2. In particular, we can deduce meaningful
bounds on the extracted slack his ;. We have ||hiss 1|, < Bpiss,1 with

1
Buis1 1= o (BT + gndBr n gnl’\/nd T g\/nd + qBaW> -

Bj,l + qBarp,2
dr

and Hhiss,2H2 < Bh,iss,2 with

1 Bjs + qBar
Buisz = - (\/nd + %nd\/nd + g\/nd n quQ) _ %

Taking the equations modulo ¢ then gives

r] + Ar; + DzmZ — ¢’ — (¢x mod q)hiss;1 = 0 mod ¢R
s} + As; — upk — (¢r mod ¢)hiss 2 = 0 mod ¢R

as desired by Section 5.3. This imposes no further constraint besides that (g, mod
q)Bh,iss,i should remain small compared to B, so as not to affect the final M-SIS
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bound in our security proof. We thus impose that ¢, mod ¢ = 1, but we insist
that we could tolerate ¢, mod g = for some small integer [. Then, we place no
further constraint on ¢, as our parameters already give (Bj; + ¢Barp2)/qx <
By1. In the end, ¢, must satisfy the following constraints in addition to being
prime and congruent to 5 modulo 8.

Ir > max(Bf, Bgrp,l - Bf, Barp,l)
qx > Barp,1 + Barp,1y/nmax(d, I') (Condiss)

g > C1(128,128) - max(y/nyzm1 - Barp,1, V2nd - Barp.2)

In our case, the limitting condition of Equation (Cond,s) is the last one, which
simplifies to ¢ > C1(128,128)v2ndBgrp 2.

A.3.7 The Provejis Protocol. We now give the protocol to prove Equa-
tions (1-2e), (3d), (4d) and (5d). To simplify the notations, we define

I b@(rl) ]
bay
b@{(rg) X1, = 00(r;) x,,;= bﬁ(rﬂ} , ie{1,2}
N bao and T i ba; (7>
! [19(81) ’ X1,s,i = be(sz)a i€ {172
bO(s2) Xi,m = b0(mz) X1, =0
L b ]
The witness dimension is then my = 2(dk,+1)+2dk,+ 'k, +1 = k. (4d+1")+3.
We also define the following public matrices and vectors.

Ay =My(A), Dy=My(Dz), c;=0(c'), upky=>0(upk).

The protocol consists of 5 rounds which we detail separately below. They follow
the blueprint of [LNP22,LN22|, which has been described in details in later
works [BLNS23,AGJT24,JS25a], adapted to our relation and implementing our
optimizations of Section 4.

- Algorithm A.1: Proveiss.Rd1(x1) <

mo—dx

X211 Bl , X2 2 < Bf‘"
Yy DRZH o1
Y212 Dpmy—dn Y224 Dpdr

;02

Y31 < D_128/n ¥3,2 < D_128/n
R /7'703,1’ Rz /"aa3,2

g « —proj(Byx2,1 mod ¢:R~) >gefacRrg, 10(a) =74, 2(a) = 0}*
ta < Aix; + Alxz 1 + X202 mod gz R~

W+ Ay + Ajyae1 +y2,2 mod ¢-Rx

. te,y1 < Byixa 1 +y31 mod g R,

. tpy2 < Byaxa1 +ys,2 mod ¢- R~

10. tp,4 < Bgxo1 +gmod ¢ R~

11. (wu,wr) < Decompose, (w,7)

12. (ta,m,ta,r) < Power2Round,, (ta,D)

AR R S e

~ Output: (x3,1,X2,2,¥1,¥2,1,¥2,2:¥3,1,¥3,2: 8 ba m,ta L, Wu, W, ts y1,t5,42,t8,9)
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Algorithm A.2: ProveiSS.Rdg(xl., V3,1,¥3,2; R17 RQ) —_—

1. 231 < 7(y3,1) + Ry - 7(x1)

—1 [X1,m1 + ApXy 2 +DoXim — X1,6C
2. X544 [ X151+A9X132—X1 b upky 8]
3. Fi;}yg (—T(y3’2)+R2 T(Xl)J)

~ Output: (23 1,23,2,X1 ;)

— Algorithm A.3: Proveiss.Rdg(xl, X1,j,¥3,1,¥Y3,2; 23’172372, Rl, RQ, (’}/1}),]) —_

1. for i € [2{] do

2. tMp; < 3 cpos) Vi (€ R, Y31 T L X1 — 23,1 [5]) + 20, 12g) Vii128+5 (€] = Y32 +
ry %y — Zaalj]) + viesr(Xi, X0 — BR) A+ viess(X),2"% ., — BX) +
’Yri,zsgxisyl(xl,s.l —x1,61) + ’Yi,zsoxis,g(xl,s,z —x1,61) + ’Yi,261x9{17n(x1,m —x1,61) +
Z_je[l,nﬂ-—l] Yi,26145%X1,6L"7

3. for ¢ € [¢] do

4. Ji = glil + 27 (tmpy; _, +tmp3, ;) +x"7/2 . 27 (tmp,,; + tmp3,) mod ¢=Rx

- Output: (fi,..., fr)

Recall that ejz, = 77 !(e;) where e; is the j-th canonical vector with a 1 at

position j and 0 elsewhere. In particular, e; z, € Rms/n” The vectors r; ; in

the first two sums (I = 1,2) are defined as r; ; = 7~ }(RY e;), meaning 7(r; ;) €
{—1,0,1}"™ corresponds to the j-th row of Ry and 7(r2 ;) € {—1,0, 1}~ 2dkx
corresponds to the j-th row of Ry. Then, by developping the expression of f;, we
can express it as follows:

fi = glil+

+ (v2i—1,257 + a2

! *_/
’Y2i,257)x1,r,1 X1,7,1

ng/2

/ *_ /
+ (v2i—1,258 + Yai, 258)X1 r2 X1,r2

-t Y2i—1,259 + X nx/ ’Yzz 259) (X1 .5, 1(x1,6,1 —X1,61) + (XT,S,l - XI,bl*)Xl,s,l)
X7 62(X1,5,2 = X1,61) + (X7 62 — X1,617)X1,5,2)
nr/2 -

27! Y2i—1,261 + T 72,261) (X7 ,m (X1,m — X1,61) + (XT 1 — X1 617)X1,m)

SR 21+ «" 2SR} 2i)X1 + 27 (SRi2i-1 + xn”/QSRQ,zi)XT
SR32i-1+ " /2SR 2i)X1j + 271(SR2,2¢71 + mn"/QSRZQi)X;j
SET 21+ 2" /2SE} 2i)y3,1+ 271(SE1,2¢71 + wn"/25E1,2i)y§,1
SE3 21+ wn"/QSEQ 21)y32 +2° (SE2,2¢71 + xn”/QSEz,zi)yé,z
+ ciX1,0 + C¢X1,b
—d;

+27( (xI
+ 27 (2i—1,260 + 2™ 221 260 ) (
( (
(
(
(
H

)
)
)
)

where for i* € [2/],

128/n, _
SEye= Y g€ €RZY™M, SRy = Y 7y Ty € RTY (8)
je[128] je[128]
128 /n, _ 2k,
SEy i = Z Vi*,128+j€; € Rﬂqw/n7 SRy i+ = Z Vir128+5T2,5 € Regrs
je[128] je128]
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and the polynomials ¢;, ¢; and d; for ¢ € [¢] are defined by

ng/2—1
-1 .
¢ =2 —Y2i,261+n,/2 T Z (Y2i=1,261+nr—j — V20,2614 /2 )T
j=1
ng—1
w/2 j
FY2i1,2614mr 22" 7 + D> (ie12614m0 5 + V20261480, 2—5)T )
j=ng/2+1
ng/2—1
/ —1 j 2
c; =2 V2i,2614n, /2 + Z (’Yzi,261+n,,/2+j - 72i—1,261+j)$J - 72i71,261+n,\-/2xn”/
=1
ng—1
— Z (v2i—1,26145 + ’Yzi,261+j—n,r/2)$3 (10)
j=na/2+1
~ . ~ . 2
di = Z Y2i-1,523,1[5] + Z Yai-1,128+4;23,2[3] + (V2i—1,257 + Y2i—1,258) By
jel12s] je[128]

+ z"/? Z Yoi,5Z3,1[7] + Z Yoi128+523,2[7] + (V24,257 + ’Y2i,258)B3 (11)
je[128] je[128]

Algorithm A.4: Proveiss.Rds(x1,X2,1,y1,¥2,1; R1, R, (Vij )iy (1)) ————

1. m,; + —B,1y2,1 mod ¢-R~
2. /Iﬁyz < 7By2y2,1 mod q'rrR'lr
3. m, < —Byyz1 mod ¢-Rn
4. Compute SE; ;,SE>;,SRi1,;,SR2,; for i € [2{] and ¢;,c] for ¢ € [{] as in Equa-
tions (8), (9), (10).
- 1,1+ Agyi,r2 +Doyi,m — Yi1,0€
5 Y+ (a7 mod gr) [y T ¥isa iyA91y1,5,2 iyyi,bUPi’g'b 9] mod gz Rox

6. eo < (Va2i—1,257 + 277 220 257) Y1 1 "Y1 T (Y2im 1,288 + X P 20258) Y1 0" Y e
27 (y2i-1,250 + z""/z’Yzi,zsta)(yf,s,l(yLs,l — y1,61) + (yf,s,l — yf,bl*)yl,s,l) +
27 (y2i-1,260 + z""/z’Yzi,zao)(yisg(yLs,z — y1,6l) + (yf,s,z — yI,bl*)yl,s,z) +
27 (v2i-1,261 + I""/z’Yzi,ztn)(yim(yLm —yi,el)+ (yi‘,m — yI,[,l*)yl,m)) +,Uz+1yib

7. e 4 Zie[e] pi(mgli] + 27'(SRy 5, + 5’3”1/2SRT,21'))’1 + 27 (SRi2i-1 +
a"m/2SRi2i)y; + 27'SR3s, + a"t/*SRiL)yiy + 4+27H(SRaeio1 +
In”/2SR2)2i)yfﬁj —+ 271(SE£21-71 —+ .’,En"/ZSEiQi)/H\Iyl + 271(SE1)2i71 —+
CC""/QSEqu;)/lT\l,Zl —+ 271(SE;721-71 + x""/QSE;Qi)/rﬁw + 271(SE2,21'71 —+
55"7'/2SE2,2i)ﬁ1\22 + cyie + cyi, + (V2i—1,257 + 33"7’/2’721',257)(}”1%1*)(’1%1 +
x’l,r,l*y/l,r.l)+(721171,258+xn"/272i,258)(y,1,r,2*x/1,r,2+x,1,'r,2*yim,2)+271(72i—1,259+
znyﬂ/272i,259)(§’is,1(xl,s,l —x1,61) + (YT,S,l - y;,bl*)xl,s,l + XT,s,l(yl,s,l —¥y1,61)+
(X5 01 =X5 g 1)¥1,6,0) + 27 (Y20-1,260 + 2™ 221,260 ) (Y7 5,2 (X1,5,2 = X1,6 1) + (V7 5 2 —
Yiel)X1s2 + X5 o(Vis2 — Yiel) + (Xi 0 — X7 41%)¥1,,2) + 27 (r2im1,2610 +
J»‘”"/2’Y2i,261)()’f,m(xl,m = x1,61) + (¥i, — yibl*)xl,m + X1, (Y1i,m — y1,61) +
(X}, = X5 519)Y1,m)) + 2pe41X1,6Y 1,0

8. to + bTys 1+ eo mod g-Rx

9. t1 + bTxs1 + e mod g-Rr

- Output: (to,t,)
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Algorithm A.5: Prove.Rds | *1¥1.3:¥2,1,X2,2,¥1,¥2,1,¥2.2, |
ta,L, WL, wu; Ri1, R27Z3A1.,Z3,2,C

Z1 < y1 +cxa

Zo1 < Y21 +¢X21 and 25 5 < Y22 + X2 2

Z2,1 X
’ ’ 2,1
2z} [z’g 2}, and X3 [xz,g

uy, uz < U([0,1))

LA e

2
2 2 RoT(xq1 3)
R .
oxp [ Lexp 1B IR TGeDIE | Rem el
71 73,1 73,2

5. rej; + |lur >

My Mg 1 Mg 5 CDS]j(% (r(z1), ;’(cxl)> RGN R;1T(x1)> yan(EB20 Rg"’("l,j)))
o1 73,1 73,2
. xp(llexal|3/03)
6. rej, + |lu exp 22
)2 |[ 2 > My cosh(2m(r(z}), 7(cx2))/o3)
7. Z2 2 < Zl212 — CtA)L — W,
8. Yeicomp < [llZ2,1113 + [|Z2,2]13 > Br.2]
9. h «+ MakeGHint,, (22,2, YWH — 22,2,7)
- Output: (rej,, rej,, r€jomp, 21, 22,1, h)
p Algorithm A.6: Proves(statementiss, X1) N
1. (%X2,1,X2,2,¥1,¥2,1,¥2,2,¥3,1,¥3,2, 8 ta v, 64,0, War, Wi, t 41,6542, tB g) A

Proveis;.Rd1 (x1)
2. msg, = (ta,m,ts,y1,tey2,tm,9, W)
3. (R1,07R1,17R2,07R2,1) < H(l,statementiss,msgl) (S ({071}128><n,rm1)2 X
({07 1}128><2nd)2
4. Ri1 <+ R10—R11, Ra <Ry 0 —Ra ;1
5. (Z3,1,23,2,X1,5) < Proveis.Rd>(x1,¥35,1,¥3,2; Ri, R2)
6. msg, = (23,1,’2372)
7. (yij) ez 4 H(2,statementi, msg,, msg,) € Z2LX (2604 n)
JE12604n 7]
8. (fis--s fe) < Proveis.Rds(x1,X1,5,¥3,1,¥3,2 23,1, 23,2, Ri, Ra, (7i,5)1,5)
9. msgs = (flv"'vfl)
10. (ps)icres) < H(3, statementis, msg,, msg,, msg;) € Rfrfqlw
11. (to,t1) < Proveis.Rds(x1,%2,1,¥1,¥2,1; R1, Ra, (74,5) 4,5, (16s)3)
12. msg, = (to,t1)
13. ¢ < (4, statement,, msg,, msg,, msg,, msg,) € C
14. (rejy, rejy, r€jcomps 215 Z2,1, h) = Provei. . Rds(x1, %1 5,X2,1,X2,2,¥1,¥2,1,¥2,2, 64,0, WL,
Wi R, R2, 231,232, ¢)
15. if [rej, = 1]V [rej, = 1] V [rej,m, = 1] goto 1.

~ Output: T, = (ta,u,tpy1,t,y2,t8.9,23,1,23,2, f1,- .-, fe,t1,¢,21,22,1,h)

A.3.8 Verification. The verification algorithm Verify,.. recomputes certain
elements (the commitments wy and tp) that are necessary to verify the proof.
The verification bounds By 1, B.31, B.32 are determined by the Gaussian tail
bound of Lemma 2.2, and By 2, which is also used in Provejs.Rds, uses both the
Gaussian tail bound and the compression norm bounds. In the end, we have

Bﬂ',l = Cn,om, 014/ N7xTN1

Bﬂ',2 = Cnprmy02y/MaMa + (772D_1 + %) VNgdy
B.3,1 = c12803,1V128

B.32 = c128032V128

Algorithm A.7: Verify, (statementiss, Triss)
. Parse s = (ta,m,tB,y1,tB,y2,tB,9,23,1,23,2, f1,---, e, t1,¢,21, 22,1, h)
. tmp <+ Az + Abzo — 2Pt 4 g mod ¢- R~

. wg  UseGHint,, (h,tmp,~)

. Zg < YWy —tmp

=W N =
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5. 7« [521]

6. msg, = (tA Hth ylth y2,tB g,WH)

7. msg, = (Z3 1723 2)

8. msgy = (f1,..., fe)

9. (R1,07 Rl,ly R2,07 R2,1) s H(l,statementiss, msgl)
10. (Ri,Rz) < (Ri,0 = R1,1,R20 = R21)
11. (7vi,5) iepzey < H(2,statementis, msg,, msg,)

JE[260+n1]
12. (,ul)le ¢+1] < H(3, statement;,;, msg, , msg,, msg,)
13. mzyl —ctp y1 —By122,1 mod ¢ R~
14. mzyz < CtB,yl — Byzzgyl mod qﬂRﬂ
15. m,, < ctp,y — Byz21 mod ¢-Rx
16. Compute SE; ;,SEs;,SR1,:,SRs,; for i € [2{] and ¢;,c},d; for i € [¢] as in Equa-
tions (8), (9), (10), (1)

- A D - 4
17, 2y e (a7 mod gn) [0 © M2 D0 B0 muod . R

18. to < (vy2i—1,257 + 33""/2721',257)ZI1,T,1*le,ryl + (Y2i—1,258 + I"”/2’72i,258)z/1m2*z/1,r,2 +
27 (y24-1,250 + 507”/2’}/21',259)@1,5,1(Zl,s,l — z1,51l) + (ZI,S,I - Zibl*)zl,s,l) +
27 (v2i—1,260 + SC""/2’}/21',260)(ZI,5,2(21,5,2 — z11) + (Zf,s,g - Zibl*)zl,sﬂ) +
271(’)/2i 1,261 + T/ 2y, 261)(2] 1 (Z1,m — Z1,61) + (27 ,, — 2] y17)Z1,m)) + M@+1Z? b

(e #i(Mzgli] + 271 (SR 5,y + 2™ /2SRY )21 + 27 (SRi2i-1 +
z"’ﬂ/QS’Rl,zz)z + 2= 1(SR2,2171 + on/?‘SRzzz)zle + +27 1(8R2v2’ 1+
:r"’f/2SR2,2i)z]‘,j + 2_1(SEI:27~'_1 + :E""’/QSE{"%)fn\zyl + 2_1(SE1721'71 +

x"m/2SE, 21)/\*1,1 + 271(SE5 2ic1 T I""/ZSESTZi)ﬁzﬁ + 27YSEz2,-1 +
""/QSE2 20)M 5 + CiZ1e + 2] )
(Zze 1e] Nt(d + fb) + /WJrl)
—c-t;1 +bTzy; mod ¢ R.
19. msg, < (to,t1)
20. ¢’ < H(4,statementis, msg,, msg,, msg,, Msg,)
2L b« [e = T Allzally, € Bral Alllz2ll, < Br2] AlllZsall, < Besal AlllZs2ll, <

Bes2] Al < 51 A IV € [0, 70(fi) = Tnr/2(fi) = 0]
~ Output: b (1 if valid, 0 otherwise)

A.3.9 Security. We now give the formal security result for the proof system
(Proveis, Verify,.) based on the framework (and security) from [LNP22,LN22|.
The latter are slightly adapted to embark our optimization of Section 4.

Lemma A.1 (Security of Issuance Proof). Let p = [(223+D/n= —1)/2],
and 17 € N* be defining the challenge space C as

c={ceRric'=c A lelu<p A " <0}

Let My, My, M3 1, M3 2 be in (1,00) be rejection rates, and let oy = \/m/1In M,
forx € {1,2,(3,1),(3,2)} be the associated rejection sampling slacks. We define
the witness x1 as in Equation (7), which is of dimension my = k,(4d+1")+3 in
R We let Byy = /2B2 +2nd +nl’' +1 be a bound on ||x1],. We also define
the lifting bounds

B,  vnd Vnd | Vnd

BJ,1:?+?(\/@BT+TLI/+1), and B‘]2_T+7( +1),

necessary when lifting the mod-q modulo q,.. We then define the Gaussian widths
of the masked openings by o1 = a1 Byg1, 02 = aoly/Mzmy for mg € N*, 031 =
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a314/0(128,128)B,1 and 032 = asz2+/5(128,128) Bj271 +BJ-272, where B(-, ")
is the function defined in Lemma /J.1. We also define approrimate range proof
bounds Baer = 0437102(128, 128)3301, Barp)g = 043)202(128, 128), /Bj2,1 + Bj2,2'

Then, let dr, 2, q, be in N* such that q, is prime with g, = 5 mod 8 and satisfies
the conditions of Equation (Condis), and £ = [A/2log, g |. For the Dilithium
compression of commitments, we also let v be an even divisor of ¢ — 1, and
D = max(0, |1 + logy(7/(pnr))|) so that 2P~ pn, < ~. Then, (Provei, Verify,.)
is knowledge sound with an expected-polynomial-time extractor with soundness
error

2 _ _ _ d,i
Esnd,iss = m + 4, nx/2 + 4 2 +2 A + EﬁjgléISS)

and zero-knowledge with l0ss €1, iss = Ef\ﬂzfcl_’\i,f,sE) + negl(\). The loss El(vslffscf’siss) is the

hardness bound of M-SIS,, 4. m1+ms.q..8. Where Biss is defined as

2
ﬂiss = 477\/40721ﬁm10%nﬂm1 + (2Cn.,rm2 024/ NpMg + (2Dﬁ+ 'Y) n‘l\'d’ﬂ'> ’

while e;h) is the hardness bound of M-LWEy ) a—956/m-——1.mn.q0 Bs 1 -
Proof. As the completeness and soundness proofs rigorously follow from that
of [LNP22] by simply substituting our new modular Jonhson-Lindenstrauss re-
sult of Lemma 4.1, we only show the zero-knowledge property to show the defini-
tion change of g does not impact it. For that, we show by a sequence of game hops
that valid transcripts are simulatable without resorting to the witness x; in a way
that is indistinguishable from legitimate proofs. As only the commitment simu-
lation game differs from previous works, e.g., [LNP22 LN22 BLNS23 AGJ*"24],
we may refer to these works for the other arguments. We denote by Adv;[A] the
advantage of an adversary to distinguish a legitimate proof from a simulated one
as described in Game;. In Gameg, the simulator generates the proof legitimately
using the witness, which means Advy = 0 by design.

Game;. In this game, the simulator simulates the random oracle queries by using
lazy sampling, i.e., when queried, it returns the corresponding output if the query
was already made, and samples a fresh one otherwise. This affects steps 3, 7, 10
and 13 of Prove;ss. In the random oracle model, we have

AdVo [A] = AdV1 [.A] .

Games. Here, the simulator samples the final challenge ¢ before step 1 of Prove;ss,
and reprograms the ROM call of step 13 to output c. For a polynomial number
of ROM queries, rejection sampling repetitions and simulator queries, the same
argument as in, e.g., [BLNS23] gives

|Advy[A] — Adva[A]| < negl(ngd,) = negl(\).

Games. Then, using the challenge ¢ sampled at the outset, the simulator con-
structs the openings z;, 25 directly in Provejss.Rd;. After step 3, the simulator
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defines z; = y1 4+ ¢cx1, 22,1 = y2,1 +cx2,1 and z’272 =Yy2,2 +cx22. It then defines
w = A1z + Az + 25, —cts instep 7.

Further, in Proveis.Rdy, the simulator adjusts some of the computations to
only use x2 1,22, and not yg ;. First, in step 1 to 3 of Provej,s.Rds, we define
my; = cBy;x21 — Byizo 1 mod ¢, R, and my = cByxa1 — Byzo 1 mod ¢-R~.
Then, later instead of performing steps 6 and 8 of Proveis.Rdy, the simulator
uses z1, 22,1, ¢ and defines ¢y exactly as in step 18 of Verify,..

By construction and definition of the verification, both games are identical.
We then obtain

AdVQ[.A] = AdV3 [A]

Gamey. Notice that ys 1, y2 2 are now used only to define z ;, z'2,2, but everything
else is simulated using X2 1,X22,%2,1, z'2$2 directly. The simulator then simulates
75,1 and zj 5 as follows. To properly set z5 (and thus z3 1,25 5 as per step 3 of
Proveiss.Rds) and rej, in step 8 of Provei,..Rds, we follow the bimodal rejection
technique of [LN22, Fig.5, Lem. 3.1]. It samples z5 <= Dpma .

It then sets zh, = sign({7(z,) , 7(cx2))) - zh with probability p and z) =
—sign((7(z4) , 7(cx2))) -z, with probability 1 — p for

exp (4W<T(E;Z§T(cxz))>

exp (L o)

93

p:

It then sets rej, = 0 with probability 1/Ms, and rej, = 1 otherwise. By [LN22,
Lem. 3.1] (adapted to our definition of Gaussian which differ by a factor v/27 in
the parameter), it holds that z/ is identically distributed to that of the previous
game. As such, so are zy 1 and 2z} , as z5 = [z3 |z ,7]”. Hence

AdV3 [.A] = AdV4 [.A]

As noted in [LN22], what is important here is that all these steps can be simu-
lated with z}, which is sampled at the outset, and (7(z5), 7(cx2)).

Games. We now simulate the ABDLOP commitment using M-LWE (or an ex-
tended version due to the bimodal optimization [LN22]). This is where we ever
so slightly update the simulation to our new definition of g. In this game, the
simulator samples everything as usual (including x5 = [x3,|x3,]") from steps
1, 2 and 4 of Provei.Rd; (step 3 is removed in the previous game) but also

u < U(Rifqt2'128/""+z+l). It parses u as [uf, [u]; [ulo[ulus,]” and defines

g = —proj(uy)
ta =us, + A1xy mod ¢ R~
tpy1 = Uy +ys31 mod ¢xRx
tpy2 = Uy2 +y3,2 mod ¢ Rx
tpg =uy+gmod ¢ R
t1 = uy +e; mod g Rx
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It also uses uy1, uy2, u, to define m,q, Mo, M, as per the modification in Games:

my; = cuy; — By1z21 mod ¢xRx
myo = cuyz — Byszs 1 mod ¢ Rx

my = cuy — Byzo 1 mod ¢: Ry

It still uses (7(z4), 7(cx2)) to set z) as in the previous game. We now argue
that distinguishing Game, from Games; comes down to distinguishing an extended
(knapsack) M-LWE instance from random. Indeed, given the instance

Aj 1a,
B, 0
EZ BHZ 0 y W, iév <T(i;)7 T(CX2)> 9
B, 0
b? 0

the reduction uses these elements to run the simulator of Games. Then, if u =
Bx3 mod ¢; R, this perfectly simulates Game,4 (in particular as uy, = Byx2 1 mod
G¢=Rz). On the other hand, if u is uniform, then it perfectly simulates Games.

As a result, if 5,(\/717_\;\5,? denotes the hardness bound of this extended (knapsack)
M-LWE problem, we have

|Advy[A] — Advs[A]| < R

As noted in [LN22], reductions from M-LWE to such extended versions exist in

the literature [AA16,LNS21,BJRW23,BJTW26]. The hint being a single short

integer, [BJTW26] typically show it would reduce the hardness bound by at

worse a factor [(7(z}), 7(cx2))|, simply by guessing this value. As it is usual to
. . . . . (zk,iss)

omit small polynomial guessing loss factors, we simply estimate ey, \y¢ through

the hardness bound of M-LWE,, ..., a. —256/n,—¢—1,ms,q, 1,51

Gameg. We now simulate specifically the commitment ¢; to ensure the simula-
tor does need to compute m,;,myo, my (which depend on uyi,u,2,uy). The
simulator then selects t1 <= U(Rr 4, ). Because u;, is uniform and perfectly in-
dependent of e; in Games, it holds that ¢; was already uniform, then matching
Gameg. Hence

AdV5 [A] = AdV(; [./4] .

Note that at this stage, the simulator no longer needs to compute e, and there-
fore does not need to use uy1, Uy, uy in Provejs.Rd,.

Game;. We further simulate the commitment, and in particular decouple the sam-
pling of tp 4, and g. More precisely, the simulator now samples t4 <= U(Rijqw),

and tp y1,tB 42 < U(R}f;{n“). It also samples

g U({g € Rug, : 10(g) = Tn, j2(g) = 0})
and tp g < U({r +r'z" /2 (r,r') € 22 }*).
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We now argue both games are identical. First, in Gameg, it holds that u;, , uy1, uys
are uniform and independent (among themselves and) of A1x1,y3,1,¥3,2 respec-
tively, and are used nowhere else. Hence, t4,tp 41,tB y2 in Gameg are uniform in
their respective space, thus matching Game;. For g and tp 4, we have in Gameg
that

g=—poj(ug) =— | > 7i(uyli))s’
J#0nx /2 icle)
and tp , = uy — proj(uy) = [To(ug[i]) + Tnﬂ/z(ug[i])m""/2 -
As all coefficients of each entry of u, are uniform and independent, it indeed

holds that g and tp 4 in Gameg are independent and uniform in their respective
space. As a result, Gameg and Game, are identical, yielding

AdV6 [.A] = AdV7 [.A]

The rest of the proof is carried as in previous works, leveraging that g is now
uniform in the polynomials with 0 coefficients in degree 0 and n, /2.

Gameg. We now simulate the f; as the g[i] now act as a perfect mask for them.
The simulator then samples each f; <= U({g € Rnq, : 70(9) = T, /2(9) = 0}).
Because g[i] in this space and independent of the rest, and because f; must
satisfy 7o(fi) = Tn,/2(fi) = 0 for valid proofs, it holds that both games are
identical. As a result, we get

AdV7 [.A] = AdVg [.A]

Gameg. At this stage, x; is used nowhere else than in constructing z, and z3 1, 23 2.
We thus simulate all of them at once using the bimodal rejection sampling. In-
deed, because x; = bx}, 7(x1) = br(x]) and 7(x1j) = br(x];) with b the
bimodal sign (used nowhere else as perfectly hidden by the simulated commit-
ments) and with x7, 7(x}), 7(x] ;) independent of b, we can apply bimodal re-
jection sampling, e.g., [LN22, Lem. 2.8 (2)]. In particular, the simulator samples
Z] DR:L1701, 23,1 — DZIQS70'3,1 and AZ/372 — D2128,03,2' By [LN22, Lem. 2.8 (2)]
which is attributed to [DDLL13], both games are identical, thus giving

AdVg [.A] = AdVg [.A]

The simulator in Gameg does not use the witness x; whatsoever. Combining all
the advantage equations then yields

Adv[A] < elZFi) 4 negl()),

as claimed. 0
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A.3.10 Proof Size. Using the rANS encoding for discrete Gaussian vectors,
we can compute the size of the zero-knowledge proof miss produced by Provei
using the following formula. Compared to [LNP22], we now have two ARP vec-
tors z3,; and zg 2 instead of one but each with a reduced dimension from 256 to
128 thanks to our optimized modular Jonhson-Lindenstrauss result. This also
transpires in the commitments tp ;1 and tp 2. Finally, the commitment tp g
can now be compressed to 2¢ integers modulo ¢, as the coefficients of each en-
try of tp 4 are zeros except for the coefficients of degree 0 and n,/2. All the
parameters are set according to Lemma A.1. This leads to

|iss| = nadr ([logy qr ] — D 4+ 2.25) + (256 + 2¢ + €ny + ny) [logs ¢x ]

1 1
+ Ny [10g2(2p + 1)1 + ngmy (2 + IOgZ Ul) + n'n’(m2 - dﬂ') (2 + 10g2 02>

1 1
+ 128 <2 + 10g2 0'371> + 128 (2 + 10g2 0'372) .

A.4 Credential Presentation Proof

We proceed with detailing the credential presentation proof needed in Show. The
user generates such a proof at each presentation of its credential. We present the
modified relation we effectively prove in our protocol and how it allows us to
conclude on the original one. We then give the full description of (Prove, Verify).

A.4.1 Initial Relation. Just like for the issuance proof, the relation the user
actually proves slightly differs from the equations presented in Section 5.3. This
is because our relaxed lifting technique of Section 4.2 only allows to extract the
witness and a small additive slack that appear in the proven equations. In this
case, it extracts (W, w3, v}, t*, m*) such that wi + Awj + [q.t*Gpy — Bla]v} =
u+ Dm* + (¢, mod ¢)h mod ¢R, for some short h that is also recovered during
the extraction. Again, as h only intervenes at the end of the soundness proof
and is not a witness whose knowledge must be proven, the actual relation the
prover carries the proof with is

wi 4+ Aws + [qu(xk”)GH — Bla]vs; — Dzm; = u+ Dzmz mod ¢R  (6a)
lwill3 < B2 for i € {1,2}, and |[vs|; < B3 (7a)
712 = w and 7(r) € {0,1}", and m; € T}’ (8a)

Due to the structure of our tag space 7s,, the tag t is of the form r(x*) for some
r € R, with binary coefficient and Hamming weight w. As a result, following the
strategy of [LNP22, Sec. 6.3], we can simply prove knowledge of  (an element
of degree n,) rather than the sparse element ¢ (of degree n = k,n,). As we later
embed the relation in R, this allows for proving tag membership more efficiently.
We use the same notations Dg,mg and I’ = m — |Z| as in the issuance proof
of Section A.3, but we recall that the set of disclosed attribute indices Z may
differ from that of the issuance, and also between different showings. For clarity
in the rest of the description, we define u’ = u + Dzmz mod ¢R.
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A.4.2 Embedding into R.. As in Section A.3.2, we can use the subring
embedding 6 from R to RE~ to work directly over R,. Every term is as straight-
forward to embed as in the issuance using the multiplication map My, except
for the quadratic term multiplying ¢ = r(x*7) and vs. We rewrite this term as

kg—1
lgzr(@*)Grl0]vs = 3~ qublyr(a*)va,
i=0
where each v3; € R and vy = [V§O| e |v§kH71|v3,a]T, with vs , matching

the column a (which does not intervene in this quadratic term). Applying 6 to
this quadratic term leads to expressing 0(r(z*~)vs ;). Notice that 6(r(zF~)) =
[r|0]7 € RE~. Hence, when applying @ to each of the d entries of r(x*=)vs;, we
have

00 vasli) = Matwa,li) || = ro(vasli:
When applied on the whole vector, it then yields

kg—1

0(lger(@*)Gr|0]vs) = Y arbiyf(vsi) = rMo([arGu|0])0(vs).
i=0

Note that My([qr, Gg|0]) simplifies to [¢r.(Gr @ Ik, )|0dk. xk,|. Overall, Equa-
tions (6a), (7a), (8a) become

O(w1) + Mg(A)0(ws2) +rMy([qrG1|0])0(vs) + Mp([—BJa])0(vs)

— My(D7)0(m7) = 6(u’) mod ¢R (6b)
10(w:)|l3 < B2, for i € {1,2}, and [|0(vs)|; < B} (7b)
||7||§ =w, and r € T1, and 0(m7) € T{,k” (8b)

A.4.3 Turning Norm Inequalities into Equalities. As in Section A.3.3,
we use four-square decompositions to turn Equation (7b) to norm equalities. We
thus define a1, as, a3 € R to be degree 3 polynomials containing respectively the
four-square decomposition of B2, —[|0(w1)||5, B2, —[|0(w2) |2 and B2—||6(vs)|3.
We then prove the following equation, which indeed implies Equation (7b).

o] [

A.4.4 Bimodal Rejection Sampling. As in Section A.3.4, we change the
relation to be able to perform bimodal rejection sampling, which requires to
encompass the sign b € {—1,1} beforehand. Concretely, we multiply the entire
witness by b and append b to the witness. We proceed in the same way as before
for proving norm and binary constraints. For equation (6b), we proceed slightly
differently than in the issuance proof. In the latter, the relation was purely linear,

2

= B2, fori € {1,2}, and < B} (7c)

2

2
2
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meaning that multiplying it entirely by b gave an equivalent relation that is linear
in the signed witness. In the show proof, the quadratic term would become cubic
when multiplied by b. We instead use the fact that b2 = 1 to obtain the following
equivalent relation.

b-b0(wy)+ Mp(A)b - bO(wo) 4+ brMy([qrG|0])60(vs) + My([—B|a])b - bl (vs)

— My(D7)b - b0(m7) = 6(u’) mod ¢R (6d)

’ {beb(wi)] "B foric {12}, and H [WV:‘)} o (7d)
a; ) bas )
6712 = w, and 7o((br)* (br — 61k, )) = 0 mod ¢Z,

and 7o((b0(m=))* (b0 (mz) — bl’lzi/’“")) = 0 mod ¢,Z (8d)

62 —1=0mod ¢ Ry, and Vi € [1,n, — 1],79(b2"" ") = 0 mod ¢,Z (9d)

A.4.5 Lifting. For the same reasons as in the issuance proof, our modulus
q requires a specific lifting to be able to prove the equation modulo ¢, instead.
We proceed exactly as in Section A.3.5, writing the equation without modular
reduction with a lifting term j as

gj = b - b0(w1) + Mo(A)b - b0(ws) + br M- ([qLG1]0])b8(v3)
+ Mo ([-Bla])b - b0(v3) — Mp(Dz)b - b(mz) — 0(u’)

Noting the bimodal sign and the embedding 8 or #~! do not affect the norm, we
can deduce a bound on j through the simpler equation ¢f0=*(j) = w1 + Awg +

f:o_l qrblyr(z*)vs;+[—Bla]vs — Dzmz—u'. In particular, we get ||j||, < B;

with

nd 1-1/¢?
Bi:=—w 1B H
j p + B w2 T W 21

B +

ny/d(dkg + 1)B n nl’'v/nd N vnd
3 —
2 2 2

As in the issuance proof, we do not commit to j in the witness but rather
prove it is short using the approximate range proof. As such, we need ¢, >
C1(128,128)V/ndBayp2 With Bayp o = /7/In(Mj2) - Co(128,128) B;. Hence, we
then transform Equation (6d) into

g™ (6 - bO(w1) + My(A)b - b0 (w2) + br My (Jq G 1]0])66(v)
+ My([—Blal])b - b0(v3) — Mg(D=)b - b0 (m7) — o(u'))]2 < Barp2. (6e)

A.4.6 Requirements on q,. To deduce the modified equations indeed prove
the desired relation, we again need to impose some lower bounds on ¢,. First,
Equation (7d) and the first part of Equation (8d) with the tighter approximate
range proof as detailed in Section 4.3 requires ¢, > C1(128,128)/nrm1Barp 1
and ¢r > max(B,, Bhy, B3,w) and ¢, > Bz, —min(B},, Bs,, B3, w), with

Burp1 = /7/In(Ms 1) - C2(128,128)B,1 and By is a bound on the witness
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defined by B, = \/B2, + B2, + B? + w+nl’ + 1 (and m; the witness dimen-
sion in R, ). For the binary constraint of Equation (8d), the one on the attribute
vector follows as in the issuance proof, requiring ¢, > Bgml + Barp,1vVnl’. That
on the tag is however simplified due to the exact norm proven on r, which then
gives ¢p > w + y/wn. Then, the second part of Equation (9d) should also hold
over Z, thus requiring ¢, > Bgrp,1-

There remains only Equation (6e). Following the same extraction strategy
as in the issuance proof of Section A.3.6, one can extract the sign b and the
signed witness, and define the unsigned witness (Wl,w2,V37r mf) It would
then define 071(j*) = ¢~ Y(w} + Aw3 + ZkH L qpbiyr* (2 m)vs, + [-Blalvy —
Dzmz — u’) mod ¢, R. Rewriting it in R, computes h* such that
—u' —¢07'(j*) — ¢zsh* =0,

wi + Aw; + [q.t"Gy — Bla]v; — DzmZ;

with t* = r*(2*). It then holds ||h*|, < Bj, with

1 (B, e ny/d dk 1
Bh::q<q1+ Bus + _/qu33 1t p,

oo, ﬂqu)

1
= —(Bj + qBarp)

T

Taking the equation modulo ¢ then gives
wi +Aw; + [¢1t" Gy — Bla]vi — DzmZ — (¢, mod ¢)h* = u+ Dzmz mod ¢R,

as desired in Section 5.3. This imposes no further constraint besides that (¢, mod
q)(Bj + ¢Barp)/¢x should remain sufficiently small compared to B, so as not
to affect the final M-SIS bound in our security proof. We thus impose that
¢ mod ¢ = 1, but we insist that we could tolerate ¢, mod ¢ = [ for some small
integer [. Then, we place no further constraint on ¢, (beyond the condition
¢x > C1(128,128)VndBarp 2 to apply Lemma 4.1) as our parameters already give
(Bj 4+ qBarp)/qr < Byi. In the end, ¢, must satisfy the following constraints
in addition to being prime and congruent to 5 modulo 8, and congruent to 1
modulo gq.

B121127B§> )
Gr > Barp . —min(B2,, B

qr > max(B? |,
wl wQ,Bg,w)
qr > Birnl + Baer\/W (Condshow)
qr > w+ Vnw
¢r > C1(128,128) - max(y/7xm - Barp.1, Vd - Baypo)
In our case, the limitting condition of Equation (Condshow) 1S gx > Bgrp’l +
Barpavnl'.
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A.4.7 The Prove Protocol. We now give the protocol to prove Equations (6e¢),
(7d), (8d), and (9d). We again simplify the notations with

F66(w1) ]
bay
bﬁb(r;z) X1w,i = 00(W;), X ;= beézjiq , 1e{1,2}
X1 = bf){(lz:j) , and X1 = bO(v3), X, = [b%(a‘/;s) (12)
bg(erg)f) X1, = br, X1 = 00(m7), X1 =0
b

As our witness has a very inhomogeneous norm, because wi, wo are much larger
than the rest, we use elliptic Gaussian masks as in the group signature con-
struction of [DFJS26]. In particular, we shall note x11 = [X] 17 |X] 0" "
and x19 = [x] 7 |x1.[x],,[x1,6]", which we later refer as the first and second
subwitnesses. The first has dimension my,; = 2(dk, + 1) while the second has
dimension my 2 = (dkg + 1)kr +1 4+ 1+ I'ke +1 = ko (dkg + 1+ I') + 3. We
also define the following public matrices and vectors.

Ay = My(A), Dy = My(Dz), Gg = 0([q. G[0]), By = 6([—Bla]), uy = 6(u’).

The protocol follows the same backbone as Proves but is specified for this rela-
tion. Notably, we split the mask and masked opening y1,z; in two subvectors for
the two subwitnesses. This leads to parameters that tightly match the constraint
of the given subvector and only slightly changes the final rejection step.

p Algorithm A.8: Prove.Rd;(x1) <
Xa,1 BI"’Z_d”, X9 = BT

Y11+ DRZLU,UM’ Yi2 < Dn;nl'z,ol,g’ v+ [yialyT.
V2,1 < 'DR?,Q—d,KQ, Ya,2 < 'DR?

]T

102

D +~— D ,
Y3,1 R}rzs/""vﬂs‘f Y3,2 R‘}rzzs/n,r’d&2

g < —proj(Bgxz2,1 mod ¢-R~) >gefacRag, 70(a) =74, /2(a) = 0}*
ta «— A1,1X1,1 + A1,2X1,2 + AI2X271 + Xa2,2 mod qW'RW

W < A1,1Y1,1 + A1,2)’1‘2 + A’g}'2,1 +y2,2 mod ¢-R~

te,y1 < Byixa 1 +ys1 mod ¢g-Rx

te,y2 < Byoxa1 +ys3,2 mod ¢g-Rx

10. tp,y < Byxs1 +gmod ¢-Rx

11. (wa,wr) < Decompose, (w,7)

12. (ta,m,ta,r) < Power2Round,, (ta,D)

©CONS O W N

~ Output: (x3,1,X2,2,¥1,¥2,1,¥2,2,¥3,1,¥3,2: 8 ba,m,ta L, Wa, W, ts y1,t5,42,tB.9)

g Algorithm A.9: Prove.Rdz(x1,y3,1,¥3,2; Ri,Rz) ~
2311 < T(y3,1) + Ry - T(xl)

X1, = g M (x1,0X1,w,1 + AoX1,0X1,w,2 +X1,-GoX1,0 + Box1,6X1,0 — DoX1,6X1,m —up)
Z3,2 < T(Y3,2) +Ry- T(xlyj)

uz <> U([0,1))
. 1 —2(Z3,2, R2T(X1,j)>+||R2T(X1,j)Hg
rej; < |us > Ms 2 exp =

A

~ Output: (rej,,Z3,1,2%3,2,%X1,j)
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Algorithm A.10: Prove.Rdg (Xl7 X1,j,¥3,1; y372;§34’17 213’2, R17 Rz, (’Yiﬁj)'i,]')

1. for i € [2¢] do

2. tmp; < Zje[ns] Yii (e;,nﬂ.y&,l +rijx1 Z3, 1[ D + Z]e 128] Vi, 128+J( ],RWYS,Q +
T3 X1 — E3,2[3']) + Yi257 (X w1 X1 wr = Bh1) + Yiess(X] w0 X1 w2 — Bio) +
Vi 250 (X4, " x4, —B3) 4, 260(X1 »X1,r —W)"F’Yz 261X} . (X1, =X, b1)+’Yz 262X}, (X1,m—
X1,01) + 276 1o —1] Yi,26245X1,6 L™ i

3. for i € [{] do

4. Ji = glil + 27 (tmpy; _, +tmp3, ;) +x"7/2 - 271 (tmp,,; + tmp3,) mod ¢=Rx

~ Output: (fl, B f/)

Recall that e; g, = 7 !(e;) where e; is the j-th canonical vector with a 1 at

position j and 0 elsewhere. In particular, e; z, € ng/n” The vectors r; ; in

the first two sums (I = 1,2) are defined as r; ; = 7~ !(R{ e;), meaning 7(r; ;) €
{—1,0,1}"=™ corresponds to the j-th row of Ry and 7(rs ;) € {—1,0, 1}~ =
corresponds to the j-th row of Ro. Then, by developping the expression of f;, we
can express it as follows:

fi = gli]
71(SR§,21'—1 + zn"/QSR;,zi)Xl,j +27 (SRy2i1 + xn"/QSRZ?i)XT,j
(V2i-1,257 + l‘n"/Q’}/Qi 257))(/1 w, 1*X/1 w1

(Y2i-1 258 + 2™ nx/2 V24,258 2 xl w,2

* /

)

+

+ )X 0

+ (Yoi—1,250 + 2"/ 204 250)X] "X

+ (V2i-1,260 + 2" n/2 ’Yzz 260)XT rX1,r

+ 27 (ai—1,261 + 2" 20 261) (X7 (X1 —X161) + (X7 . — X7 p17)x1,)

(Yai—1,262 + 2" 2y, 262) (X1 m (X1,m — X1,61) + (X7 ,,, — X7 617)X1,m)

TSR} 5y + " PSRY 5%t + 27 (SR i1 + 2"/ 2SRy )%}
THSET gy + 2" 2SET 5)ys1 + 27 (SE1 21 + 2" 2SE i)y,
71(SE;,21—1 + In"/QSE;,Qi)YSJ +271(SEz i1 + xn”/ZSEZQi)yg,Q

+ cix1,p + c;x*{)b

—d;

where for i* € [2/],

SEl,i* = Z Yi*,j€5 € R}fi{n”7 SRl,i* = Z Yi*,jT1,5 € Rma”, (13)
JE[128] JE[128]

SEQJ'* = Z Yi*, 12845 €5 c R}fi{nﬂ, SRQ,Z'* = Z Yi*, 1284512 5 € Rﬂ.dgﬂ_
j€[128] j€E[128]

and the polynomials ¢;, ¢; and d; for i € [{] are defined by

nag/2—1

—Y2i,2624n,/2 T E (V2i-1,2624n7 —f — V24,2624nr /2—7)T
j=1

ci =2 J
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ng—1

+Y2i-1,2624m 22" + > (ic12624ne— + V20262480, /2-5)2 (14)
j=na /241
ny/2—1
C; = 2_1 V2i,2624-n, /2 + Z (72i,262+n,r/2+j - 72i71,262+j)x] - 72i—1,262+n,,/2xn7r/2
j=1
Ng—1
- Z (Y2i-1,26245 + V21,2624 —nr /2)T (15)
j=na /241
di = Z Y2i—1,5Z31[4] + Z Yoi—1,128+;523,2[j] + ’Y2i—1,257B1201 + 721;1,258B3,2
je[128] je[128]
+ 72171,25935 + Y2i—1,260W
+ g /2 Z Y2i,;23,1[7 Z Y2i,128+523,2[7] + 721,2573121,1 + ’Y2i,258B5;2
je[128] je[128]

+ 721',259332, + v24,260W (16)

Notice that the term x;; is purely quadratic, except for a constant term in

q 1u9 When computing the garbage terms in round 4, and in the verification in

the recomputation of ¢y, we separate the purely quadratic part from the constant
part.

Algorithm A.11: Prove.Rd4(x1, X2,1,¥Y1,¥2,1; R17 RQ, ('Yiﬁj)i,ja (/,Lq,)l) —

my; + —By1y2,1 mod ¢ R~

fl’l\yz < —By2y2,1 mod q‘,rR

my < —Byys 1 mod ¢- R~

Compute SE; ;,SE>;,SRi1,;,SR2,; for i € [2{] and ¢;,c] for ¢ € [{] as in Equa-

tions (13), (14), (15).

5. yg?juad) — (¢7' mod ¢ )(¥1,0Y1,w,1 + AoY1,6Y1,w,2 + Y1,-GoY1,0 + Boyi,6y1,0 —
Doyi1,6Y1,m) mod ¢-Rx

6. eo «— qu[f]ﬂl(271(5R5,2i71 + x"”/ZSR;,21)Y§q_|Md) + 27M(SRo2i1 +
"7 /2SR, gl)y(q"ad)* + (Yaici2sr + 2" 2421 057)Y] w1 Yiwa + (Y2ic12ss +
xnm/? '721,258))’17“,72*}’,11“,12 + (y2i—1,250 + 36””/2721‘,259)3/'1,,,*}’/1,,, + (y2i-1,260 +
CE"”/2’721',260)YTYTY1,7- + 27 (y2i-1,261 + x""/272i,261)(yir()’1,7- — yi,6l) + (yf,r —
YielHyir) + 27 (y2ic1,262 + 2725 262) (¥ (Y1m — Y161) + (Yim
Yie1)y1m)) + pesay?

7. }/’}(1?;0551) — (¢7' mod ¢x)(¥1,6X1,0,1 + AoY1,6X1,0,2 + ¥Y1,rGoX1,0 + Boy1,6X1,0 —
Doy1,6X1,m) mod ¢-R~

8. @(15,;0532) — (¢! mod ¢ )(X1,0Y1,w,1 + A6X1,0Y1,w,2 + X1,-Goy1,o + BoX1,6y1,0 —
Doxi1,6y1,m) mod ¢-R

9. er — Nigmi(@gld + 271 SRy, + a"/2SRi,)y1 + 271 (SRi2i
e 2SRy o)yt 4+ 27N(SEf i+ a"/PSEf,)my + 271 (SEizio
an /281, oMy, + 27Y(SEZ,_, + on/ZSEz*,m)/rﬁy? + 271(SE22i1

a7 /28 Ey 5 )M, + Ciyie + Y, + 27 (SRs ., + a"/2SRy L) (yRIGOY

L e

+ o+ + +

69



@(1?;0832)) + 27 (SR2,2i-1 + x""/ZSRz,m)()/’)\(gc,;OSSI)* + xAyicjc’”Q)*) + (v2i-1,257 +
292 257) (V10,0 X0 0,1 FX w01 Y 1 w,1) F (V2im 1,258 H 2™ 2Y20,1258) (V1 0,2 X w2+
X w2 Y we) T (Vzicr2se + T Py2250) (¥1 X0, + X1,7V1L) + (Vzic,260 +
T/ 255 260) (Y5 X1 + X7, 10) + 27 (201,261 + 277 924 261 ) (YT (X1, —X1,01) +
i = ¥iel)xie + X7, (yi,r — yi01) + (X7, — X} ,19)y1,») + 27 (y2i-1,262 +
J»‘”"/2’Y2i,262)()’f,m(xl,m — x1,61) + (YI,m - yibl*)xl,m + Xim(yLm —yi,el) +
(X}, = X5 519)Y1,m)) + 2p0e41X1,6Y 1,0

10. to + bTy2 1+ €0 mod ¢-R~

11. t; <+ bTx2,1 + €1 mod ¢ R~

- Output: (to,t,)

—— Algorithm A.12: Prove.Rds [ ¥1.1,¥1,2,%X2,1,X2,2,¥1,1, ¥1,2, _
y2,1,¥2,2, b4, Wi, wr; Ri, 231, ¢

Z1,1 < Yi1,1 +cx1,1 and 212 < Y12 + X1 ,2

Zz1 < Y21 +cXo 1 and z5 5 < y2,2 + CXa 2

zl {:Zﬂ, and X, [igé}

u1,u2 < U([0,1))

losalf | loall | i)
-

1,1 71,2 73,1

AR e

num<—7r<

6. den <« 21 (("’(11,1)127(6’(1,1)) + ("’(11,2)»27(6’(1,2)) + (Z3,1, R21T(x1))
71,1 71,2 73,1

. exp(num)
7. rej; [[“1 > M1Y1M1Y2M3Y1cosh(den):|:|

exp(7r||cx2H%/o‘%) ]]
My cosh(2m(7(zh), 7(cx2))/03)
9. Zzp < 2Zh, —ctar —Wp
10. re-jr:c.\mp ~ [[”2211”2 + ”22:2”3 > BWwZ]]
11. h < MakeGHint,, (Z2,2, YWx — 22,2,7)

8. rej,  [uz >

- Output: (rejy, rejy, r€jcomps 21,1, %1,2, 22,1, h)

p Algorithm A.13: Prove(statement, x1) \
1 (%x2,1,%X2,2,¥1,¥2,1,¥Y2,2,¥3,1,¥3,2, 8 ta, 5, 64,0, Wa, Wi, te 51, 65,42, tB 4) —
Prove.Rd; (x1)
2. msgl = (tAﬁH,tgyyl,tByyg,tByg,WH)
3. (R1,0,R1,1,R2,0,R2,1) + H(1,statement, msg,) € ({0, 1}128xnam1)2 » ({(,1}128%nd)2
4. Ri < Ri0—R11, Ra < R0 —Ra ;1
5. (rej;,23,1,23,2,X1,5) < Prove...Rd2(X1,y3,1,¥3,2; R1, R2)
6. if [rej; = 1] goto 1.
7. msg, = (Z3,1,23,2)
8. (Vij) e < H(2,statement, msg,, msg,) € 7Z2¢x (2614 n)
JE[2614nx]
9. (fl, ey fz) <~ PI’OVG-Rdfs(Xl,Xl,j,)’3,1,)’3,2;23,17i3,2, R1, Rz, (’Y”)zj)
10 msg, = ([, fo)
11. (pi)ieper1) < H(3, statement, msg,, msg,, msg;) € RETL
12. (to,tl) $— PrOVE.Rd4(X1,X211,y1,y211; Rl, Rg, ('Yi,j)i,jy (/1,7)7)
13. msg, = (to,t1)
14. ¢ < H(4, statement, msg, , msg,, msg,, msg,) € C
15. (rejl,rejz,rejcomp,zlyl,z1,2,zQ,1,h) < Prove.Rds(x1,1,X1,2,X2,1,X2,2,¥1,1,¥1,2,¥2,1,
Y2,2,ta L, wr,wu;R1,2Z31,¢)
16. if [rej, = 1] V [rej, = 1] V [rejom, = 1] goto 1.

~ Output: 7 = (ta u,t5.y1,t5,42,t5.4,23,1,23,2, f1,. .., fe,t1,¢,21,1,21,2,22,1, h)

A.4.8 Verification. As in Section A.3.8, the verification algorithm recom-
putes wg and ty and essentially checks the final challenge c is coherent. It also
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checks the masked openings z1 1,21 2, z2 (recovered with the hints), z3 1,23 2 ver-
ify the desired bound. We define the following bounds, B, 2 being already used
in Prove.Rds.

Br1,1 = Cnpmi 101,1y/Tn M 1

Bri2 = Cnpmy ,01,24/MrMi 2

Br o = Cpomy02+/Tirma + (172D71 + %) Ned,
B.31 = 128031128

B.32 = c123032V/128

p Algorithm A.14: Verify(statement, ) A
1. Parse m = (ta,u,tB,y1,tB,92,tB,9,23,1,23,2, f1,. -, fe,t1,C,21,1,21,2,2%2,1, h)
2. tmp <+ A 1211 +A122Z1 2+ Abzo 1 — 2Pt 4 g mod ¢ R~
3. wg < UseGHint,, (h,tmp,~)
4. Z3 5 & yWpgy — tmp
5. Zo [ﬁgﬂ
6. msg, = (EA,HLtB,ylth,yQatB,gawH)
7. msg, = (Z3,1,2372)
8. msgy = (fi,..., fe)
9. (R1,0,R1,1,R2,0,R2,1) < H(1, statement, msg, )

10. (R17 Rz) — (R1,0 —Ri1,Rz0 — R2.1)
11. (7vi,5) iepzey < H(2,statement, msg,, msg,)
j€[260+nr]
12. (ps)icpesr) < H(3, statement, msg, , msg,, msg;)
13. /rﬁzyl < ctp,y1 — Byi122,1 mod ¢, R~
14. /l'ﬁzyz < CtB,yg — By2Z2,1 mod q.,rRﬂ-
15. m., < ctp,y — Byzo 1 mod ¢-Rx
16. Compute SE; ;,SE>;,SR1,:,SRs,; for i € [2{] and c;,c},d; for i € [¢] as in Equa-
tions (13), (14), (15), (16)
17. 25D (g7 mod ¢x)(21,6%1,w,1 + AeZ1,62%1,w2 + 21,,GoZ1s + Bozipzi, —
Dyz1,621,m) mod ¢ Rr
18. ZEC;“S“ + —(¢~* mod g~ )uj mod ¢-R~
19. o A Dicg Hi(2TH (SR 51+ IW'W/QSRS,zi)Zg?juad) + 27'(SR2p2i-1 +
In“/ZSRQ,Qi)Z(l?juad>* + (y2i—1,257 + 55”7(/2'721',257)%1,1”,1*Z/l,w,1 + (v2i-1,258 +
xn"/272i,258)z/1,w,2*z,1wag + (v2i-1,250 + l‘””/2721,259)Z/1,U*Z/1,u + (v2i-1,260 +
"/ 2y 260)25 21, + 27 (Y2im1.261 + T/ 2y2i 261) (2] (21,0 — Z1,61) + (2], —
z’{yb1*)Zl,r)+2_1(721‘—1,262“1‘-’57”‘-/272i,262)(zim(zl,m_Zl,h1)+(Zim,_zibl*)zl,m))+
Mtz+1zf,b
+ c- (Zie[l] :“i(ﬁl\zgm + 2_1(SR1‘,27‘,—1 + m"'ﬂ/2SRI,2i)Zl + 2_1(SR1,21‘—1 +
" /2SRy 2:)z] + 27Y(SEf,,_, + a"/2SEj,)m.,, + 2 '(SEis_1 +
Z"’“/QSELQ,;)/II\IZyI =+ 271(SE;12,L71 + mnﬂ/st;Qi)/n\lz‘yg + 271(SE2121'_1 =+
IE"”/2SE2,2i)fl’l\Zy2 +ciz1,e + 2] )
- (Zie[[] pildi + fi — 2_1(SR§,27:—1 + mnﬂ/ZSRE,m)ZgC,;nsw + 2_1(SR2,21‘—1 +
2w /2SRy 2:)2\ ") + prega)

—c-t1 +bTzy 1 mod ¢ R~.
20. msg, < (to,t1)
21. ¢’ < H(4,statementy, msg,, msg,, msg,, msg,)
22. b [e=c]Allzrally, € Braal Alllzizll; € Bra2] Alllz2ll, € Br2] AlllZsz2ll, <
Basa] Al[Zs.2ll; < Bes 2] Al < 5] A IV € (6, 70(fi) = Tug/2(fi) = 0]

~ Output: b (1 if valid, 0 otherwise)
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A.4.9 Security. We now give the formal security result for the proof system
(Prove, Verify) based on the framework (and security results) from [LNP22,LN22|.
The latter are slightly adapted to embark our optimization of Section 4.

Lemma A.2 (Security of Show Proof). Let p = [(22A1/n= —1)/2], and
1N € N* be defining the challenge space C as

C= {c ERr:c"=c N |l <p A ||c64||1/64 < 77}
Leteg o >0, and My 1, My o, Mo, M3 1, M3 2 in (1, 00) be rejection rates. We then
define as o = /m(y/In(1/e32) + In(M;s2)++/In(1/e52))/ In(Mjs2) (for unimodal
rejection sampling), and ax = /n/InMx for X € {(1,1),(1,2),2,(3,1)} be
the associated rejection sampling slacks. We define the witness x1 and subwit-
ness Xi1.1,X1,2 as i Equation (12). The subwitness are of respective dimensions
mi1 = 2(d/€ﬂ— + 1) and miy2 = kﬂ—(dkH +1 +I/) + 3. We let Bacll =1 B%ul + B1202
and By = \/Bg +w+nl"+1 be a bound the Fuclidean norm of each subwit-

ness. We then define B = \/B2, + B2, to be a bound on the entire witness.
We also define the lifting bound

B-:Bw1+n—dB G 1-1/¢% L n d(dkg + 1) +nI’\/nd+\/nd
1Ty T2 b2, —1 2 2 2

necessary when lifting the mod-q modulo q,. We then define the Gaussian widths
of the masked openings by 01,1 = a1 17 Bg11, 01,2 = a1 2M B2, 02 = qol)y/nrmy
for mg € N*, 031 = a314/5(128,128) B, and 039 = a3 2+/5(128,128)B; where
B(+,-) is the function defined in Lemma 4.1. We also define approzimate range
proof bounds Barp1 = a31C2(128,128)B and Barp2 = a3,2C2(128,128) B; where
Cy(+,-) is defined in Table 4.1. Then, let d, ¢, qr be in N* such that g, is
prime with ¢ = 5 mod 8, ¢, = 1 mod q and satisfies the conditions of Equa-
tion (Condshow), and £ = [A\/2log, qr|. For the Dilithium compression, we also
let v be an even divisor of ¢ — 1, and D = max(0, |1+ logs(v/(pnx))]) so
that 2P~Ypn, < «. Then, (Prove, Verify) is knowledge sound with an expected-
polynomial-time extractor with soundness error

2 _n _ _ snd
Esnd = m + qr ~/2 =+ qﬂ'ze +2 A + El(\/l—Slg

and zero-knowledge with loss €,j, = El(vfﬁ_)WE +e3,2/Ms o+ negl(N). The loss Eﬁjzﬂlg
is the hardness bound of M-SIS,, 4. m1 1 +mi1o+ma,q.,8 Where B is defined as

~ - 2
477\/4Cﬁ,rm1 LOT anamay 42 L 0f snamy e + (2cn,,m2 gav/Mamaz + (2P7 + 7))/ nwdw) ,

. k .
while 5[(\,7_BWE is the hardness bound of M-LWE,, ., _a. —256/n,—t—1,ms.qx,B1,B: -
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A.4.10 Proof Size. We estimate the size of the zero-knowledge proof 7 pro-
duced by Prove as in Section A.3.10. We simply note that the masked opening
z, is now composed of two subvectors z; 1,21 2 that are Gaussians with different
parameters, which then leads to two separate terms. Otherwise, the estimation
strategy remains the same. All the parameters are set according to Lemma A.2,
which leads to

|| = nxdy ([10gy gr | — D + 2.25) + (256 + 20 + Iny + ny) [logy ¢x |
1 1

+ nrllogye(2p + 1) + nama 1 (2 5

+ log, 0171> + nyzmi2 ( + log, 01,2>

1

+ ng(me —dy) (2

1 1
+ log, Uz) + 128 (2 + log, 03,1> + 128 (2 + log, 03’2> .

B Suggested Parameters
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Symbol Description Value

Parameters of TSampler

A Security parameter 128
n Signature ring degree 256
d Module rank 4
q Modulus 411853 ~ 218:65
kr,krx Low and High Gadget lengths 1,2
br,br  Low and High Gadget bases 2437,13
qr,qu  Low and High Moduli 2437,169
€ Smoothing loss for TSampler 2-40
jf; Gadget sampling widths 8111140234
S1 9468.026
S2 Gaussian widths in TSampler 4776.584
S3 76.497
w Hamming weight of tags 8
m Number of attributes 10
Nr Commitment randomness binomial parameter 2
a1,a2  Rejection sampling slacks (sec. proof) 6.400, 3.722
My, M> Rejection sampling repetition rates (sec. proof) 1.080,1.255
B 135196.305
Bo Credential bounds in Issue 68206.036
Bs 1579.926
g:; Gadget sampling widths 163852276 45..813022
Security Estimates
BKZ(°™ Required BKZ blocksize for M-LWE(©™ 498
BKZ®Y  Required BKZ blocksize for M-LWE® 462
BKZ"?Y Required BKZ blocksize for M-LWE P 423
BKZ  Required BKZ blocksize for M-SIS 554
5,(\,?&',\),E Hardness bound of M-LWE(©™ 2716205
E,(\,Fl’_kL)WE Hardness bound of M-LWE®¥ 215152
E,(\,LIJ_"LkV)VE Hardness bound of M-LWE () 214012
em-sis Hardness bound of M-SIS Q17843
Efficiency Estimates
lopk|  Size of issuer public key B (+seed) 19488 B
losk|  Size of issuer secret key Ri, Ra 4096 B
|upk|  Size of user public key b (+seed) 2464 B
lupk|  Size of user secret key s1,s2 256 B
|cred|  Size of credential (¢,v2,v3) 3607 B

Table B.1. Suggested parameter set for the sampler and credential generation.
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Symbol Description Value

Proof System Parameters

Asndy Azk Security for soundness and zero-knowledge 128,161
N Proof system ring degree 64
kr Subring embedding dimension 4
dr Module rank 16
qr Proof system modulus 117877270837
14 Soundness amplification dimension 2
mi Witness dimension 106
mo Dimension of ABDLOP randomness 55
p Infinity norm of challenges 8
n Manhattan-like norm of challenges 93
ax Gaussian rejection sampling slacks (for X = 3.011
1,2,(3,1),(3,2))
Mx Rejection sampling repetition rates (for X = V2
1,2,(3,1),(3,2))
o1 First Gaussian mask width 23949.530
o) Second Gaussian mask width 16612.366
03,1 Third Gaussian mask width (witness ARP) 3912.587
03,2 Third Gaussian mask width (lifting ARP) 2837348.222
¥ Mask commitment compression parameter 16836
D Witness commitment compression parameter 6
Ba1 Witness bound 85.534
gj; Lifting bounds igiégggg
Barp ARP proven bound (witness ARP) 38621.851
Barp,2 ARP proven bound (lifting ARP) 28007973.353
Bhiss,1 Relaxed lifting proof slack bound 1 98.066
Bhiss,2 Relaxed lifting proof slack bound 2 97.915
Security Estimates
BKZ*#)  Required BKZ blocksize for M-LWE (=F:i) 510
BKZ("4)  Required BKZ blocksize for M-SIS(57dis?) 386
5,(\,713,'\7? Hardness bound of M-LWEZ*) Tem. A.1 97 165.56
s,i,‘fg‘,iéiss) Hardness bound of M-SISC™®) Tem. A.1 9~129.29
Esnd,iss Soundness error g~ 128.02
€2k, iss Zero-Knowledge security 9~ 165.56

Efficiency Estimates

| Triss| Proof size 23.66 KB

Table B.2. Suggested parameter set for the anonymous credentials’ issuance proof
(Proveiss, Verify,..).
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Symbol Description Value

Proof System Parameters

Asnds Az Security for soundness and zero-knowledge 128,193
N Proof system ring degree 64
kr Subring embedding dimension 4
dr Module rank 21
qr Proof system modulus 4682043065044021
l Soundness amplification dimension 2
zii Subwitness dimensions ?7)3
mo Dimension of ABDLOP randomness 79
p Infinity norm of challenges 8
n Manhattan-like norm of challenges 93
£3,2 Unimodal rejection sampling loss o198
ax Gaussian rejection sampling slacks (for X = 3.011
1,1),(1,2),2,(3,1))
as,2 nimodal Gaussian rejection sampling slack 118.381
Mx Rejection sampling repetition rates (for X = V2
(1,1),(1,2),2,(3,1),(3,2))
gi:; First Gaussian mask widths 4iigggé39§g4
o2 Second Gaussian mask width 19909.653
03,1 Third Gaussian mask width (witness ARP) 6931839.324
03,2 Third Gaussian mask width (lifting ARP) 65135031171.822
¥ Mask commitment compression parameter 86703586
D Witness commitment compression parameter 18
gi; Subwitness bounds 1?;2(1)972(;7
B; Lifting bound 36212048.493
Barp,1 ARP proven bound (witness ARP) 68425429.610
Barp,2 ARP proven bound (lifting ARP) 642959578606.272
By, Relaxed lifting proof slack bound 56.561
Security Estimates
BKZ®®)  Required BKZ blocksize for M-LWE(**) 615
BKZG")  Required BKZ blocksize for M-S1S¢"® 384
El(\/T-ICL\)/VE Hardness bound of M-LWE®®) | Lem. A.2 9719627
sﬁ,f’é‘,is) Hardness bound of M-SIS¢™® | Lem. A.2 g~ 128.71
Esnd Soundness error Q12775
Eok Zero-Knowledge security 9—193.30

Efficiency Estimates

|| Proof size 35.45 KB

Table B.3. Suggested parameter set for the anonymous credentials’ show proof
(Prove, Verify).
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