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Abstract. In this work, we construct highly efficient pseudorandom cor-
relation generators (PCGs) over binary extension fields. PCGs allow for
the distribution of a great amount of correlated randomness by having
each party locally expand a short seed, enabling efficient multi-party
computation (MPC) protocols with silent and sublinear preprocessing.
Our PCGs achieve nearly linear time, both asymptotically and concretely,
where expanding N VOLEs (vector oblivious linear evaluations) over Fox
consists of O(N) PRG calls, O(N) multiplications in Fox and O(kN log N)
binary XORs. In fact, the O(kN log N) XORs are insignificant in practi-
cal parameter regimes where N = 22°. Concretely, we achieve a through-
put of = 5,000,000 VOLEs per second over Fyi2s, which is at least
4.7x, 1.9x and 1.6x faster than the state-of-the-art PCGs of Expand-
Accumulate (EA), Block-Accumulate (BA) and Expand-Convolute (EC)
codes, respectively. For oblivious linear evaluations (OLEs), expanding
N instances requires O(AN) PRG calls, O(N) multiplications in F,x and
O(kN log N) binary XORs, where A is the security parameter. Based on
the libOTe library, we also give the first full implementation of PCGs for
OLEs over extension fields, which shows a throughput of ~ 42,000 OLEs
per second over Fyi2s.

At the heart of our technical contribution is an efficient multivariate
FFT algorithm. It evaluates any n-variate polynomial f(z1,...,zn) over
For of individual degree< 2 using exactly %kN logs N additions and
ékN logs N multiplications in F4, where N = 3™ and k is an arbitrary
even integer. Note that this is considerably faster than normal FFT
algorithms that require O(N log N) multiplications in the underlying
field Fyr. Along the way, we generalize our approach to work over a
degree-k Galois extension of Z,e, denoted by GR(2, k). Similarly, our
algorithm takes only %kN logs N additions and %kN logs N multiplica-
tions in GR(2%,2) to evaluate f(z1,...,%,) € GR(2% k)[x1,...,2n]<2.
This implies practically efficient PCGs for (V)OLE over Galois rings.
As a side contribution of independent interest, we derive fast encoding
algorithms for a family of Quasi-Abelian codes, which are even con-
cretely 1.66x faster than Repeat-Accumulate-Accumulate (RAA) codes



over Fy125, whose encoding only involves a linear number of additions and
two random permutations. As Quasi-Abelian codes have been proven to
attain concretely large minimum distance in a recent work of Li et al.
(CRYPTO 2026), this opens a door to building more efficient succinct
arguments over extension fields.

Keywords: Pseudorandom correlation generators - Binary extension
fields - Galois rings - Quasi-Abelian codes - Multivariate FFT

1 Introduction

MPC and correlated randomness. Secure multiparty computation (MPC) is a
jewel of modern cryptography. Over the past few years, pseudorandom correla-
tion generators (PCGs) [11, 12] have received attention due to their promising
efficiency in MPC preprocessing, enabling practical implementations of mod-
ern MPC protocols. In PCG-based preprocessing, each party will be given a
short seed, which then can be efficiently and locally expanded into a long pseu-
dorandom string that satisfies a certain correlation. Typical and fundamen-
tal correlation types are oblivious linear evaluation (OLE) and vector OLE
(VOLE), which suffice for most MPC protocols. Thanks to the rich literature
[9, 11, 12, 14, 60, 25, 10, 52, 5, 45, 46, 42], so far we have already known how to
construct quasi-linear time PCGs for (V)OLE over arbitrary finite fields [45], or
more generally, arbitrary Galois rings [46], assuming the hardness of syndrome
decoding problems. Moreover, many of them have been implemented with prac-
tical efficiency [10, 52, 4, 45, 46, 42], for instance, binary OLE can be generated
with 2.2 million per second [45], while a recent work [43] reports a throughput
of 27,000/s for OLE over large prime fields. However, there remains a huge
efficiency gap for (V)OLE over binary extension fields as well as Galois rings,
where existing works either incur a large computational overhead [14, 5] or do
not support this regime [43]. Moreover, known constructions [4(] also suffer from
high costs of Galois ring operations, in particular, when the extension degree is
large.

Why do binary extension fields and Galois Rings matter? Most maliciously se-
cure MPC protocols work on a sufficiently large prime field, and focus on comput-
ing some arithmetic circuits that are defined over the same field. However, it is
not always the case in practice. In many real-world applications, the task might
be naturally expressed as a computer program, but converting it into an arith-
metic circuit over fields incurs substantial overhead, as field operations do not
align well with standard CPUs. Instead, computations over Fy and Z4¢ are often
more native, as they naturally support fundamental instructions such as compar-
isons and bitwise manipulations. Therefore, protocols tailored for Fy or Zse have
received particular attention and moreover, recent works have proven their prac-
tical efficiency. However, to realize malicious security, these works often resort to
their Galois extensions, i.e., For D Fo and GR(2¢, k) D Zy.. That is, although the
original task is over Fy (Zs:), they essentially deal with For (GR(2, k)), which



inevitably introduces an embedding overhead (2(k). To mitigate this overhead,
a line of works [21, 23, 27, 32] has developed a successful methodology, from
the use of reserve multiplication friendly embeddings (RMFEs) [21, 27]. Unfortu-
nately, RMFEs only amortize the online costs, while producing (V)OLEs in the
preprocessing phase remains expensive.

Additionally, we have also seen the significance of binary extension fields and
Galois Rings in building efficient proof systems [22, 33, 18, 47, 29, 19, 58, 39].
Remarkably, [29, 19] construct succinct non-interactive arguments over binary
extension fields via some linear-time encodable codes, such as Spielman’s codes
[54] and Repeat-Accumulate-Accumulate (RAA) codes [30]. Beyond that, [58, 39]
further generalize to Galois rings by introducing Galois ring analogues of Reed-
Solomon codes. In particular, an orthogonal work [47] also shows how to utilize
PCGs for VOLE over Galois rings and RMFEs to build efficient interactive
zero-knowledge protocols for Zye. Although these schemes over Galois rings are
as efficient as over finite fields in terms of the number of arithmetic operations,
they are in fact concretely much slower. Because, e.g., multiplication in GR(2¢, k)
requires O(£2k?) bit operations, which is much more expensive than Fyr for a
typical £ = 64. Moreover, unlike Fox, the additive FFT (Fast Fourier Transform)
algorithm [49] is not applicable to Galois ring GR(2¢, k). In contrast, multiplica-
tive FFT requires GR(2¢, k) to have an O(1)-smooth multiplicative subgroup G,
and there are only a few choices of k, e.g., k = 162 implies a G of size 3% [39].

Efficient linear codes over For and GR(2°,k). The key to improving concrete
efficiency is to find a linear code with a good minimum distance such that ex-
pensive operations in GR(2%, k) can be avoided as much as possible. In more
detail, let G € (GR(2%, k))V*“N denote a generating matrix of a linear code C
over a Galois ring. In PCG scenarios, the efficiency bottleneck lies at comput-
ing a syndrome G - €, while in succinct arguments, instead it is computing a
codeword mT - G. Both applications require C to have concretely high minimum
distance. However, known candidates of C all fall short in this case. For instance,
to encode a message of length N with rate 1/2, the Spielman-style code instan-
tiated in Brakedown requires 34.57 N multiplications in GR(2¢, k), which incurs
a large computational overhead. RAA codes seem more suitable for Galois rings,
since their encoding only consists of a linear number of additions and performing
random permutations. However, permutations actually are not that cheap in im-
plementation, and moreover, RAA codes suffer from a large failure probability
when adapted to Galois rings [58, 19].

1.1 Owur Contribution

As a stepping stone, we first propose efficient FFT algorithms for multivariate
polynomials of individual degree 2 over For and GR(2¢, k), where k > 2 is an
arbitrary even integer. In what follows, we view Fax as a special case of GR(2¢, k)
where ¢ = 1, and denote GR(2¢, k) by GR;, for simplicity. Unlike normal (univari-
ate) FFTs, our algorithm completely avoids expensive multiplications in GRy,
and does not rely on smooth multiplicative subgroups, making it suitable for



most k of interest, e.g., & = 64 or k = 128. Our results are summarized as
follows.

Theorem 1.1 (Informal). There exists an FFT algorithm over GR;, = GR(2¢, k)
that evaluates any n-variate polynomial f(x1,...,x,) with individual degree < 2
at N = 3" points in time O(kN log N).

We remark that the hidden constant of O(kN log N) is very small. Concretely,
when ¢ = 1, our FFT algorithm only performs %kN logs N additions and %kN logs N
multiplications over Fy. For £ > 2, it requires %kN logs N additions and %kN logs N
multiplications over GRy := GR(2¢,2). Note that performing k& multiplications
over GRj is significantly cheaper than one multiplication over GR;?, in particu-
lar, for a common k = 128. This means that our FFT is much faster than typical
quasi-linear time algorithms that perform O(N log N) operations in GRy.

Fast linear codes over For and GRy. Equipped with our new FFT algorithms,
we put forward efficient encoding (as well as syndrome computing) algorithms
for a family of Quasi-Abelian (QA) codes over GRy. A (rank-1) QA code Cq, ... q.
of length ¢N and index c is defined as follows:

Car,.ova. ={b-(a1,...,ac) | b € GR;[G]},

where GRg[G] is a group ring defined by GRy and an Abelian group G of order
N, and ay,...,a. € GRg[G]. In this paper, we particularly instantiate G with
Z%, and thus N = 3™. By our choice of G, GR;[G] is essentially the same as the
polynomial ring R = GRy[X1,...,X,]/(X3 —1,...,X3 —1), which is isomorphic to
GRQI . This is exactly the polynomial ring handled by our FFT algorithm: every
element of R has a canonical representation with individual degree at most 2.

Now the encoding algorithm is conceptually simple: (i) first perform our
FFT on b,aq,...,a. and obtain the evaluations 3, ai,...,dc € GR,]:’;4 (ii) second
compute b+ ay,... ,3* a. and then perform inverse FFT on them. The syndrome
computing algorithm is similar, where the goal is to compute a1e; + ...+ ac.e. €
GRi[G] for eq,...,e. € GRi[G]. We have the following results.

Theorem 1.2 (Informal). There exists an algorithm that computes a code-
word/syndrome of Cq, ... a. C (GRE[Z%])¢ in performing O(ckN log N) operations
over GRy and (¢ — 1)N multiplications in GRy.

Theorem 1.2 solves a common problem left in [43, 44], where they propose ef-
ficient encoding and syndrome computation algorithms for QA codes over arbi-
trary large fields except for Fox.

We implement our algorithms over Fyr and compare them to RAA codes
in Table 1, which is the state-of-the-art code used in the literature. Concrete
minimum distances of QA codes and RAA codes over Fyr are derived from recent
works [13, 44, 19]. Note that [19]’s analyses are only applicable to r < 1/4.

3 A school-book algorithm needs O(k?) multiplications over Z,¢, while a more involved
FFT algorithm over general commutative rings has complexity O(klogk loglog k)
[56, Theorem 8.23].

4@1,...,ac can be pre-computed.



N =3" k | Code | Rate r | Distance § | Time (ms) | Failure Probability

1/2 0.41 38 2127

1/3 0.60 68 27127

QA / —127
s 1/4 0.70 95 2

3 128 .
1/5 0.76 123 2

1/4 1 1 27254

RAA / 0.19 58 N

1/8 0.29 323 9-86.

Table 1: Encoding time of fast linear codes over Fyx.

PCGs over For and GRy. Following the blueprint of [12, 11], we construct effi-
cient PCGs for VOLE over Fyr and GRy from our QA code, under the hardness
of Quasi-Abelian syndrome decoding (QA-SD) problems [5, 46].

Moreover, since our QA code exploits a polynomial ring structure as in previ-
ous works [14, 5], we can build quasi-linear time programmable PCGs for OLEs
over Fyr and GRy. We emphasize that generally a fast linear code, e.g., RAA
code, only admits quadratic time PCGs for OLE [12, 14], which is impractical for
a typical N ~ 220, This is because a general linear code preserves only linear op-
erations, whereas OLE requires multiplication; without additional multiplicative
structure, all cross terms must be handled explicitly. Moreover, the univariate
ring approach [14] is also incompatible with this scenario, because GRj seems
not to have O(1)-smooth multiplicative subgroups that are as large as 22. The
largest smooth group we are aware of only has size 35 for k < 400 [39].

We fully implement our PCGs for both VOLE and OLE in the libOTe library.
Concretely, we achieve a throughput of ~ 5,000,000 VOLEs over Fo12s per sec-
ond, which is at least 4.7x, 1.9x and 1.6x faster than PCGs from EA, BA and EC
codes, respectively. For OLEs over Fauzs, it is &~ 42,000/s, where the slowdown
is mainly due to O(AN) PRG calls rather than O(N) required in VOLE setting.
We remark that recent advances in distributed multi-point functions (DMPF)
[15, 1] can further reduce the number of PRG calls to O(N), and we leave the
integration to future work. Concrete numbers are referred to Table 6 and Table
7. The code implementation is available at https://github.com/zh1i271828/
ExtensionFieldPCG.

SNARKs and More Applications. Following Brakedown’s template [37], we can
build an efficient polynomial commitment scheme (PCS) over Fyr and GRy via
our QA code. By further incorporating with different polynomial IOPs (interac-
tive oracle proofs) [53, 39, 58], we obtain transparent SNARKs over Foi, Zye,
and GRyg, respectively. Since our QA codes are concretely faster, and offer better
minimum distance [44], our PCS not only has faster proving algorithms, but
also has a smaller proof size and verification time. We note that our construc-
tions over For perfectly complement [44] over F,» with p > 2, together implying
efficient SNARKSs over arbitrary large fields from QA codes. We leave concrete
implementations as future work.
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Additionally, our programmable PCGs over Fyr and GRy can be used for
MPC preprocessing, especially for RMFE-based MPC protocols [23, 32]. These
works, though designed for Fy or Z,¢, consume a large number of authenticated
multiplication quintuples over Fy. or GR. Before this work, they had to use
OT (oblivious transfer) to generate those quintuples, which incurs a large com-
munication overhead. By adapting [51]’ approach, we show how to efficiently
generate those quintuples from our programmable PCGs, achieving a2 237(n —1)
times improvements in communication for [32], where n is the number of parties.
Finally, our PCGs for VOLE can be directly applied to [47] and improve their
concrete efficiency, which builds efficient interactive zero-knowledge protocols
over Zqe from VOLEs over GRg.

1.2 Technical Overview

Limitations of Univariate Polynomials. A degree-N polynomial f can be
represented either in the coefficient form f = Zil\;_ol fiX? or the point-value form
{(ev, f(@i)) }iepo,n—1)- Fast Fourier Transform (FFT) [24] provides efficient trans-
formation algorithms between these two representations, further supporting effi-
cient polynomial multiplication, evaluation and interpolation. In the PCG frame-
work [14], a single OLE correlation over a polynomial ring R[X]/(g(X)) is first
established, and by Chinese Remainder Theorem (CRT) it is decomposed into
multiple OLE instances over R. This “decomposition” essentially corresponds to
evaluating a polynomial in R[X]/(¢g(X)) at some points in R, namely the roots of
g(X). An FFT algorithm is the key to accelerating this evaluation process from
quadratic to quasi-linear time.

By choosing g(X) = ]‘[f\’:’ol(x —a;), where ay,...,ay_1 are distinct elements
in R, the above framework [14] in fact works for any commutative ring R. How-
ever, naively evaluating at N points needs 2(N?) time, and performing classic
FFT would introduce a stringent constraint on R. Unfortunately, for R = Fqyr or
R = GRj, = GR(2%,k) of this paper’s interest, existing FFT algorithms mostly
fail. In more detail, they require R to have large O(1)-smooth multiplicative
subgroups. However, this is not the case for For and GRy. To see this, we display
the factorization of 2¥ — 1 for typical integers k in Table 2. In addition, we also
show the largest smooth factor for £ < 400 in Table 3, which indicates that
k = 162 implies a practical FFT for polynomials of degree less than 3°. However,
35 = 243 is too small to be used in the PCG context, where the number of
(V)OLE instances N is usually as large as 22. Although there exists an FFT
algorithm over general commutative rings [56, Theorem 8.23], it is impractical
due to its O(N log N loglog N) complexity and a large hidden constant ~ 70.

Remark 1.3. We note that for binary extension fields Fqr, there exist efficient
additive FFTs [20, 34, 48, 49] in which the evaluation points consist of an affine
subspace of Fyr over Fo and ¢(X) is a linearized polynomial. However, additive
FFTs incur a large hidden constant and moreover, they are not compatible with
GRj,, whose characteristic is 2¢.



k Factor of 2¥ — 1
16 3 x5 x 17 x 257
32 3 x5 x 17 x 257 x 65537
64 3 x5 x 17 x 257 x 641 x 65537 x 6700417
128 3 X 5 x 17 X 257 x 641 x 65537 x 274177 x 6700417 x 67280421310721
256 3 x5 x 17 x 257 x 641 x 65537 x 274177 x 6700417
x67280421310721 x 59649589127497217 x 5704689200685129054721

Table 2: The factoring of 2% — 1 for some positive integers k

D Largest p-smooth factor p Largest p-smooth factor
3 35|216271 5 53|210071
7 72" —1 11 113 | 2110 1
13 13% | 2156 —1 17 1722136 1
19 19% | 2342 1 23 2322258 1

Table 3: The largest p-smooth factor of 2¥ — 1 for k < 400.

Our Approach Based on Multivariate Polynomials. We overcome the
above limitations by shifting to a multivariate polynomial ring R = Fox [Xy, - - - , X,]/(X¢—
1,---,X% — 1), where d | 2¥ — 1 guarantees the isomorphism ¢ := R — Fé\fc for
N = d". According to [5, Proposition 13], a standard multivariate FFT algo-
rithm can evaluate this isomorphism with O(N log N) additions and multiplica-
tions over Fyrx. However, when k is large, each multiplication in Fyx requires at
least O(k log k log log k) bit operations (generally with a large hidden constant).
Despite its asymptotic quasi-linear complexity, this FFT algorithm remains con-
cretely expensive for typical cryptographic parameters, e.g., k = 128.

To further reduce the computation complexity, we propose a non-trivial FFT
algorithm to push almost all computation down to a small base field. For simplic-
ity, let us consider R = For[Xy, -+ ,X,]/(X§ —1,--- ;X3 — 1), where k is an even
integer. Our core observation is that X* — 1 splits completely over the finite field
F4 with roots 1, a, « + 1, where « is a generator of Fy. Crucially, the extension
field Fy» contains [, as a subfield. Therefore, the same roots 1, o, a + 1 exist in
Fyr, and evaluating any polynomial f € R at all points in {1, @, @+ 1}™ induces
a natural isomorphism ¢ : R — IF‘é\,'c for N = 3™. This isomorphism depends only
on the existence of the subfield F4 and merely requires & to be even, allowing a
wide choice of k, such as k = 64,128, 256.

While the multivariate polynomials have coefficients in a large field Fqyx, all
evaluation points lie in the small subfield Fs. We exploit this feature to de-
compose a single computation over For into k/2 computations over Fy. Let
{1 = A% ~,---,4*/271} denote the basis of For over F,. Then any element

a € Fyr can be represented as a = 25420—1 ajv?, where each a; € Fy. In this



case, any f € R can be rewritten as f = Zfi 20_1 f9) .~ where every coefficient

of fU) lies in Fy. The evaluation of f then reduces to evaluating each polyno-
mial fU) € Ry = Fy[Xy, -+ ,X,]/(X3 = 1,--- ,X3 — 1) and merging these k/2
evaluations over [Fy as the evaluation of f over Fox.

Now we turn to the evaluation of a polynomial f() € Ry. We apply a ternary
transform, which refers to a quasi-linear time multidimensional FFT over Rq
based on the three roots of X3 — 1 over Fy4, to enable an efficient multivariate
polynomial evaluation. Here we briefly explain the main idea. The transformation
from the coefficient vector £U) to the evaluation vector ) at all points {1, a, a+
1}™ is given by the n-fold Kronecker power of a small 3 x 3 matrix A over Fy:

1 1 1
£) =A% . £f0) where A=[1 o a+1
la+1l «

This tensor product admits a classic divide-and-conquer structure. For complete-
ness, we describe the corresponding divide-and-conquer algorithm in Section B.
Similarly, the inverse FFT can be viewed as a matrix multiplication from B®",
where B x A = I3 and B is explicitly defined as

1 1 1
B=|la+1 «
1 a a+1
The above method can be generalized to ring R’ = For[Xy, - ,X,]/(X¢ —

1,--+,X% — 1) for any base field Fy. satisfying d | 2° — 1 and s | k.

This framework naturally extends to general Galois rings. Using Hensel’s
lemma (Lemma 2.3), we lift & € Fy to 3 € GR(2¢,2), yielding an analogous
matrix A’ for the ring GRy = GR(2¢,2). As Galois ring GR, = GR(2¢, k) can be
viewed as an extension of GRy for an even k, we can similarly apply the above
decomposition technique. Consequently, we obtain an efficient multivariate FFT
algorithm over GRy, which performs only O(kN logs N) operations within GRs.

2 Preliminaries

In this section, we focus on the notations, Galois rings and syndrome decoding
of Quasi-Abelian code (QA-SD) assumption. The formal definitions of pseudo-
random correlation generators (PCGs) and the two underlying cryptographic
primitives, function secret sharing (FSS) and puncturable pseudorandom func-
tions (PPRF), are deferred to Section A.1 and Section A.2 in the Supplementary
Material.

2.1 Basic Notations

We use Fy to denote a finite field Fo[z]/(z% +2 +1) € Fa[z]. Let o be the root of
22 + 2+ 1 € Fy[x], then we have that Fy = Fa(a) = {0, 1, o, « + 1}. In this work,



we mainly focus on the extension field Fyx, where the extension degree k is even.
Given ¢,r € Z, we use [¢,r] to denote the index set {¢,£+ 1,--- ,r}, as well as
[6,r)y={¢,+1,--- ,r—1} and [r] = [1,7] = {1,2,--- ,r}. Divisibility is denoted
as a | b, representing that a divides b. We use z & S to denote a uniformly
random sample drawn from set S. Let A denote the security parameter.

In this paper, we mainly consider a polynomial ring R = Fox [X1, - -+ , X,] /(X3 —
1,---,X3 — 1) with n variables {Xi,---,X,}. For a polynomial f € R, we use
fe Fé\i to denote the coefficients of f in the lexicographic order of the monomials
and f € IFQ,Z to represent the evaluation of f over {1,a,a + 1}™, where N = 3.
For a vector e € F7,, we denote wt(e) as its Hamming weight. Furthermore, for
a polynomial f with n variables, we use wt(f) to denote the Hamming weight of
the corresponding coefficient vector wt(f). A polynomial f € R with wt(f) =¢
is denoted as a t-sparse polynomial.

For two vectors u = (uy, - ,up),v = (v1, - ,v,) € R™ for some ring R,
we denote u ® v € R" as their tensor product, i.e., W ® v = (u; - vj); jem] =
(v1-u,- - ,vy,-u). Similarly, we write ulv € R™ to denote the outer sum of two
vectors, i.e., uBv = (u;+v;); jem) = (vi+u,- -+ ,v,+u). Weuse u+v € R" and
uxv € R” to denote the component-wise addition and multiplication of these
two vectors, respectively. The symbol (u,v) € R represents the inner product
between them, which equals to Zie[n] Ui - V.

2.2 Galois Rings

We briefly introduce Galois rings, and refer to the lecture notes [57] for more
details. Let p be a prime and Z,: be the integer residue classes modulo pt.

Definition 2.1 (Galois Ring). The Galois ring is a ring extension of Zye and
has characteristic p°. Specifically, let k > 1 be an integer and g(z) € Ly [x] be
a monic polynomial of degree k such that g(x) := g(x) mod p is an irreducible
polynomial over IF,. The Galois ring of extension degree k is defined as

GR(p', k) = Zye[2]/(9(x)).

Let ¢ = z+(g(x)) € GR(p’, k) be aroot of g(x). Then any a € GR(p*, k) = Z,¢[(]
can be expressed uniquely in the form of a = ag+a1(+- -+ ar_1C* 1 a; € Lipye .

Definition 2.2 (Monic Basic Primitive Polynomials). Let g(x) be a monic
polynomial over Z,e. We say g(x) € Z,e|x] is a monic basic primitive, if g(x) :=
g(x) mod p is a monic primitive polynomial over Fy, i.e., g(x) is irreducible and
any of its roots generates the multiplication group of F, x, where k is the degree
of g.

Lemma 2.3 (Hensel’s Lemma). [57, Lemma 13.6] Let f(x) be a monic poly-
nomial in Zye[r] and assume that f = fifs in Fylz], where f = f mod p and

ks

f1, f2 are coprime monic polynomials in Fy,[x]. Then there exist coprime monic
polynomials fi1, fa in Zye[x] such that

[ = fifz in Zyex], with fi=fi modp, and fo = f» mod p.



In this work, we focus on p = 2, and denote GR(2°,k) by GRj. We cru-
cially rely on the following ring isomorphism between R = GRy[Xy,. .., X,]/(X{ —
1,...,X¢ — 1) and GRZn7 where d divides 2F — 1. The interested reader can find
the proof in [16, Lemma 4.4].

Lemma 2.4 (The Multivariate Ring Isomorphism [46]). Let GR, := GR(2¢, k)

Zye(x)/(g(x)), where g(x) is the Hensel lift of a degree-k monic primitive polyno-
mial over Fy. Let R := GRy[X1,...,X,]/(X¢—1,..., X% —1) with d | (2¥—1). Then
there exists ¢ : R — GRkN, where N = d", such that ¢ is a ring isomorphism.

2.3 Syndrome Decoding of Quasi-Abelian Codes

Group ring. Before describing quasi-abelian codes, we first introduce the nota-
tion of group rings. We defer the properties of group rings to Section A.3 in the
Supplementary Material.

Definition 2.5 (Group Ring). Let R be a ring, and G be a group. Define the
set R[G] = {>_ ccaq9 | ag € R, and there are finitely many ag # 0}. The two
elements 3 g9: D e g9 € R[G] are said to be equal if and only if ay = by
for any g € G. Define addition and multiplication on R[G] as follows:

(> ag9) + (Y beg) =D (ag+by)g,

geG g€eG g€eG
(Z agg) : (Z bgg) = Z (Z(ahbh*g))!}
9€G geG g€G heG

R[G] with addition and multiplication defined as above is called a group ring.

Quasi-Abelian codes. Let GRy, = GR(2¢, k) be a Galois ring and G a finite abelian
group. Let ¢ be a positive integer, and consider the free GR;[G]-module of rank
c

(GRu[G))° := GRY[G] @ - - - ® GRy[G] = {(au, ..., ac) | a; € GRy,[G]}.

Any GRy[G]-submodule of (GR;[G])¢ is called a quasi-G code of index c. If G
is abelian, then a quasi-G code is quasi-abelian. Let G € (GRi[G])"“*¢ be a
generating matrix of rate 0 < r < 1. Then the quasi-G code given by G is
defined as follows:

<= {III -G | m = (mh s 7mcr) € (GRk[GDCT}

The quasi-G code € of index ¢ can be seen as a linear code of length |G| x ¢ over
GRj, where the generating matrix is formed out of er X ¢ square blocks of size |G|
(induced by G). Assume |G| = N, fix an ordering g1, . . ., gn of elements in G and
define the isomorphism ¢ : GRz[G] — GRY. Let HW,(GR;[G]) denote the set
{a € GRi[G] | wt(p(a)) = t}, from which the noise will be uniformly sampled. A
random quasi-G code of index 2, in systematic form, has a parity-check matrix
H € (GRg[G))? of the form H = (1 | a), where a is uniformly distributed in
GR[G].
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Syndrome decoding of quasi-abelian codes. As in [5, 15], we consider QA-SD prob-
lem over the group ring GRg[Z"], which is isomorphic to GRg[X1,...,X,]/(X{ —
1,..., X% —1) ~ GRY, where d | 2¥ — 1, and N = d".

Definition 2.6 (Search QA-SD). Let R = GRg[X1, ..., X,]/(X¢—1,...,X¢-1),
where d | 28 —1. Let ¢ > 2 be some constant integer called the compression factor.

Leta = (1,a1,...,a.—1), wherea; & R,i € [e—1]. Leteg,eq,...,e._1 be random
t-sparse elements of R. Given access to a pair of the form (a,{a,e)), the goal
is to recover e.

Definition 2.7 (Decisional QA-SD). Let R = GRy[X1, ..., X,]/(X¢—1,..., x4~
1), where d | 2% — 1. Let ¢ > 2 be some constant integer called the compression
factor. The goal is to distinguish the following two distributions:

Do: {(a1,-..,ac_1,u)}, where a;,u LRie [c—1]

Di: {(a1,...,ac-1,{a,e) + ey)}, where a; & R, eq,e; are random t-sparse ele-
ments of R,i € [c — 1].

The above problems are referred to as search QA-SD(c, R,t) and decisional
QA-SD(c, R, t), respectively. We say that the search (decisional) QA-SD(¢, R, t)
assumption holds when there exists no PPT algorithm that solves the problem
with a non-negligible advantage. For simplicity, we set the compression factor
¢ = 2 in our protocol, and we denote QA-SD(R,t) as QA-SD(2,R,t). In this
work, we mainly focus on the QA-SD problem over a large extension field Fqyx
or a Galois ring GRy = GR(2¢, k), where k is an arbitrary even integer and set
d = 3. Since R is essentially the same as GRy[Z]], we also abuse the notion
QA-SD(c, GRi[Z]],t) as of QA-SD(c, R, ).

3 Fast Multivariate Transforms over Galois Rings

In this section, we focus on Galois rings GR(2¢, k) for even k. We start with
the FFT algorithms over degree-2 Galois rings GR(2¢,2) in Section 3.1. These
algorithms are adapted from FFT algorithms over F4, which are presented in
Section B for completeness. With these algorithms as a building block, we present
a paradigm of FFT over Galois rings GR(2¢, k) in Section 3.2.

3.1 Fast Fourier Transform over Degree-2 Galois Rings

We first lift the ternary transform from F, to the Galois ring GRy = GR(2¢,2).
Our recursive structure is adapted from the ternary transform over Fy in [4].
When ¢ = 1, this ring coincides with F4. For ¢ > 1, the characteristic becomes
2¢. so the simplifications relying on the identity = —z over F4 no longer apply.
Consequently, the resulting divide-and-conquer algorithm uses different evalua-
tion points and incurs a slightly larger number of additions and subtractions.
To obtain efficient FFT and IFFT algorithms over GRg, the first goal is to
define the evaluation points. As discussed in Section 1.2, the ternary transform
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over Fy evaluates at the points {1, o, + 1}", where « is the root of irreducible
polynomial 22 + z + 1 € Fa[z]. To obtain the analogous transform over GRy, we
lift these points via Hensel’s lifting (Lemma 2.3). Let h(z) = 22 + 2+ 1 €
Zoe[z] and h = hmod 2, where h is a primitive polynomial over Fy and it
splits over Fy as h = (x — a)(x — a — 1). By Hensel lifting, the root a has
a unique lift 3 € GRy satisfying that 3 = amod 2, B2+ 8+ 1 = 0. Hence
% = —B — 1, and the three roots of X3 — 1 € GRy[X] are {1,3,—3 — 1}. Let
Ry = GRo[Xy, -+ ,X,]/(X3 —1,--- X3 —1) and N = 3". We use f € GRY to
denote the coefficients of f € Ra. The evaluations fe GRéV of fat {1,5,—8—1}"
can be computed from Eq.(1):

n Qn

/111 11 1
f=(18p| f=(1 B -B-1| ¢ (1)
1628 1-g-1 8

Based on Eq.(1), we present FFT over GRy in Algorithm 1. To see the correctness,
write the multivariate polynomial f as f = fr + fuX, + frX2. Algorithm 1
recursively evaluates fr, fas, fr over the first n — 1 variables and combines the
results for X, € {1,,3%}. Using % = —3 — 1 yields the evaluation matrix in
Eq.(1) and formulas in Step 6 of Algorithm 1.

Algorithm 1 Fast Fourier Transform over GRy: FFTgg,

Input: Polynomial f € Rs = GR2[X1,...,X,]/(X] — 1,...,%X3 — 1) with coefficient
vector £ = (fo,..., fnv—1) € GRY, where N = 3"
Output: Evaluation vector fe GRY of f at all points in {1,3, -8 — 1}"
1: if n =0 then
2:  Return f
3: else
4:  Split f into three vectors of length m = 3"~

fL = (foafla"%fm*l)
f]w = (fm» fm+17 .. '7f2m71)
fr = (fom, fomt1, .-, fam—1)

Compute f, = FFTer, (fL), T = FFTcr, (far) and fr = FFTcr, (fr)
Compute:

Y1 :/f\L +/f\M +/er
Y2 :AL —?R + (/f\M —/f\R)ﬁ
y3 =1, —fu — (/EJM _?R)ﬁ

7. Return f = (¥1,¥2,¥3)
8: end if
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Theorem 3.1. Algorithm 1 requires %Nlogg N additions and %Nlog?, N multi-
plications over GR,.

Proof. Let T, and T denote the number of additions/subtractions and multi-
plications to compute FFTggr, (f) for f € Ra. From the description of Algorithm
1, we observe that we need to compute 7 additions and 1 multiplication over

gn—1 .
GR;  in Step 6:
tyv=fp+fy y1=t1+fg to=Ffiyy —fr t3 Z:t2~ﬂ
ty=f, +t3 ts=fL—ty yr=ta+fr y3:=t5—fu

Then we have that T = ?)Trji1 +7-3""Land T = 3T | +3"1. By applying

this result recursively, we conclude that 7)) = % ‘n-3" = %N logg N and T, =

n~3"_1:%N10g3N. a

To compute the coefficients f from ?, we apply equation Eq.(2):

11 1\"" 11 1\
f=3n(152 8] F=3"(1-8-1 5 f 2)
18 p2 1 B —-p-1
Note that in (2), we multiply a scalar 37 ™. This is due to
11 1\ /1 1 1 \* /300\%"
1 B8 —B-1 1-8-1 B —(o030] =3I
1-8-1 B 1 8 —B-1 003

To reduce the number of multiplications, we present an unnormalized IFFT
algorithm over GR, = GR(2¢, 2) that outputs 3"- f instead of f, which is deferred
to Algorithm 7 in Section B in the Supplementary Material.

3.2 Fast Fourier Transform over Galois Rings

With a ternary transform over the base ring GRy = GR(2¢,2) at hand, we now
use it to evaluate multivariate polynomials over a larger ring GR, = GR(2¢, k)
for an even integer k. The key point is that GRy, is a free GRe-module of rank k/2.

For a multivariate polynomial f € R = GRy[Xy, - ,X,]/(X3 —1,--- ,X3 — 1), we
denote its coefficient representation as
f= Yoo Juea XXy
(i1, ,in)€{0,1,2}"
where f;, ... ;. € GR.
For simplicity, we map each n-dimensional multi-index i = (i1, ,i,) €

{0,1,2}™ into an integer ¢(i) = Zje[n] i;-3771. Conversely, ¢! gives the unique
ternary decomposition of an integer i € [0, N). In this case, we can equivalently
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represent f as f =3 .0 y_1) fi- X', where ¢~ (i) = (i1, yin)s fi = fiyom i
and X' = Xi ... Xin.

Since GRy, is a degree-(k/2) Galois ring extension of GRy = GR(2¢,2), we
can rewrite each a € GRg as a = ag + a1y + -+ - + ak/g,l'ykﬂ_l, where {1 =
70,7, ,4*/21} forms a basis of GR; over GRy. For any f € R, we have that

f= > X
]

i€[0,N—1

Z Z fz‘,ﬂj X'

i€[0,N—1] \j€[0,k/2—-1]

> > i XY

j€[0,k/2—1] \i€[0,N—1]

Let f0) € GRy[Xy, ..., X,]/(X3—1,..., %3 —1) be defined as f() = SN ' f; X"
Since all evaluation points belong to GRy, we can obtain all evaluations of f()
by applying FFT for multivariate polynomials over GRy. Then we combine the
evaluation of these sub-polynomials to obtain the final results. The concrete fast
evaluation algorithm is summarized as Algorithm 2 as follows.

Algorithm 2 Fast Fourier Transform over GRy: FFTgg,

Input: Polynomial f € R = GRg[X1,...,X,]/(X}—1,...,X3 —1) with coefficient vector
f=(fo,...,fn—-1) € GRY, where N = 3".
Output: Evaluation vector fe GRY of f at all points in {1,3, -3 — 1}"
1: for i € [0, N — 1] do
2:  Decompose coefficient f; as Zje[o,k/zq] fiiv?, where {1 =A% ~, - ,,yk/z—l}
forms a basis of GRy over GRy = GR(ZZ, 2).

3: end for

4: for j € [0,k/2 —1] do

5:  Define polynomial f(j> € GRz[Xy,: - ,Xn]/(X:f -1, ,%x3 — 1) with coefficient
vector (fO,ja e ,fN—l,j)-

6:  Compute f) = FFTer, (f9).

7: end forA R

8: Return f = Zje[o,k/Q—l] £0) . ~J

Theorem 3.2 (Theorem 1.1). When { =1, Algorithm 2 requires 3kN logg N
additions and %kN logs N multiplications over Fy. Otherwise, Algorithm 2 re-
quires %k‘N logs N additions and %kN logs N multiplications over GRg = GR(2¢,2).

Proof. Assume that the coefficients of input in R are represented in the GRs-
basis {1 = ~%,4,--- ,7’“/2_1}, and the output evaluations are represented in
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the same basis. Under this assumption, we observe that the computation is
dominant by k/2 invocations of FFTgg, in Step 6, while other steps only involve
data rearrangement. The proof is completed with Theorem B.1 and Theorem
3.1. a

By replacing FFTgr, with IFFTgg, for GRy = GR(2¢,2), we can obtain the
IFFT algorithm over GRg, which is deferred to Algorithm 8 in Section B in the
Supplementary Material. Note that we normalize the result by multiplying 37"
in the last step.

4 PCGs over Binary Extension Fields

In this section, we show how to utilize the algorithms presented in Section 3
to build efficient PCGs. While the FFT algorithms are developed over general
Galois rings GR(2¢, k), we present the main PCG constructions over binary ex-
tension field Fqr, corresponding to the case ¢ = 1. This is the primary imple-
mentation target in this work and enables a direct comparison with prior PCG
constructions. The constructions can naturally extend to general Galois rings
and we state the corresponding complexity in Corollary 4.2 and Corollary 4.4.

Algorithm 3 Computing syndromes of QA codes

Input: The input message e, ...,e. € GRi[Z}] ~ GRg[X1, -+ ,X.]/(X3 —1,--- X3 —
1), and evaluations of a1, -+ ,a. at {1,8,—3 — 1}", denoted as a, - - ,a., where
{1,8,—p — 1} are the roots of 2> — 1 over GRy = GR(2,2).

Output: A syndrome aier + -+ acec € GRy[Z3].

1: For i € [¢], compute e, = FFTGRk(eZ)
2: Compute b = Yoi_,aixe € GRY, where N = 3™.

3: Compute b = aier + -+ acec = IFFTgg, (b)

4.1 PCG for VOLE

In VOLE, two parties (Pg and P;) hold additive sharings of x - A, where x is
a length-N vector held by Py and A is a scalar held by P;. We first construct
PCGs for VOLE over an extension field Fyx for any even k£ € N under QA-SD
assumptions (Definition 2.7). The high-level idea is as follows:

1. The two parties are given short seeds that specifies additive sharings of
s-Aje- A, denoted by [s- A],[e - A], where s,e held by Py are t-sparse
elements in Fy:[Z%], and A € Foi is held by P;. This procedure can be
achieved by PPRFs in a standard way [9, 11, 12].

2. Let a € Fyx[Z%] be a random public value By linearity of additive secret
sharing, the two parties can compute

[(a-s+e)-Al«a-[s-A]+[e- A]
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By QA-SD assumptions, a - s+ e € For[Z}] is computationally indistinguish-
able from random.
3. OutputrTFFT[FQk ((a -s+e)- A)], which is a VOLE correlation over Fyr of

length N = 3™ as Far[Z5] ~ FN..
Note that Fox[Z%] is essentially the same as For [X1,...,X,]/(X3 —1,...,X3 —1).
Thus we can use Algorithm 3 to compute [(a - s + ¢) - A]. Moreover, as we are
interested in VOLE over Fyr and FFTr,, olFFTg,, is an identity map, it suffices
to end up with Step 2 in Algorithm 3. We give a self-contained PCG construction

. F.x
ok
in Cons\g, -

. Fox
. 2
Construction 1: Cor SVOLE

PARAMETER: Security parameter A\, Hamming weight ¢ = ¢(}\),
N = 3", R = For[X1,...,X,]/(X} — 1,...,X2 — 1). A PPRF scheme
(PPRF.Gen, PPRF.Puncture, PPRF.Eval) for sums of ¢ point functions,
with domain [0, N)* and range Fy«.

PUBLIC INPUT: A uniformly random a € R and its evaluation a =
FFTe,, (a).

CORRELATION: After expansion, outputs (x,zo) € FJ. x Fy. and
(A,2z1) € FY, x Far such that A-x =2y + 2.

Gen: On input 1*:

1. For ¢ = 0, sample random vectors A = (ai,...,a;),B =
(b1,...,b) <= [0,N)" and s = (s1,...,5¢),e = (e1,...,e) < Fh,.

2. For 0 = 1, sample A € Fyx.

3. Sample two PPRF keys k,,k. < PPRF.Gen(1%), and compute
two punctured keys k® <« PPRF.Puncture(k,,A) and kB <«
PPRF.Puncture(k,, B).

4. For i € [t], let s} = A-s; — PPRF.Eval(ks,a;) and e} = A -¢; —
PPRF.Eval(k,, b;)

5. Let ko = ((k A, ([s])iey) . (KB, B, ([e}])ier))) and ki =
(ks, ke, A).

6. Output (ko, kq).

Expand: On input (o,k,):

1. For o =0, parse ko as ((k2, A, ([si])iey) , (KB, B, ([@;])ie[t]?)-
— For j € [0,N), define v € F), as v[j] = s} if j € A and v[j] =
—PPRF.Eval(k2, j) otherwise, and define u € F}, as u[j] = ¢/ if

j € B and u[j] = —PPRF.Eval(kB, j) otherwise.
— Define elements of R
t ¢
s=Y sl-All, e=) e[l B[]
=1 =1

Interpret the coefficient vectors u and v as the corresponding
polynomials v and v, respectively.
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— Compute v = FFTy_, (v), U = FFTy_, (u), and 8 = FFTg,, (s),
e=FFTg,, (e).

— Letx=axs+eandzpg=axv+u

— Output (x,20).

2. For 0 =1, parse k; as (kg, ke, A).

— Compute wy < PPRF.FullEval(k,) and w; < PPRF.FullEval(k.)
in IE‘Q,C., and interpret them as the corresponding polynomials wyq
and wy, respectively.

— Compute wg = FFTE,, (wp), W1 = FFTE,, (wy) and let z; =
axwp+ Wi.

— Output (A4, z).

“ Each j corresponds to a basis Hie[n] Xfl of R, where j; € {0,1,2}.

Theorem 4.1. Assume a secure PPRF scheme for sums of point functions and
QA-SD(Fyr,t) is hard. Then there exists a PCG construction Consffok’LE that gen-
erates VOLE correlations over For. If the PPRF is based on a PRG : {0,1}* —
{0,1}%* via the PRG-based construction from [11], for generating N = 3" VOLE
correlations over For, we have that:

— For party with o = 0, the seed size is at most: 2t (A[log, &1 + [logy N + k)
bits.

— For party with o = 1, the seed size is at most: 2t(A + k) bits.

— For party with o = 0, the computation of Expand can be done with at
most (4 + f%] )N PRG operations, LkNloggs N additions and 2kN logs N
multiplications over Fy, and 2N additions and 2N multiplications over Fak .

— For party with o = 1, the computation of Expand can be done with at
most (4 + [51)N PRG operations, 3kNlogs N additions and kN logg N
multiplications over Fy, and N additions and N multiplications over For .

Proof. We defer the proof to Section C.1 in the Supplementary Material. ad

Corollary 4.2. Construction Consf/i)kLE could be generalized to a Galois ring
GRy = GR(2%, k) for any even integer k. To generate N = 3" VOLE correlations
over GRy, we have that:

— For party with o = 0, the seed size is at most: 2t (A[logy &1 + [logy N + k()
bits.

— For party with o = 1, the seed size is at most: 2t(\ + k€) bits.

— For party with o = 0, the computation of Expand can be done with at most
(4+ [E1)N PRG operations, 22kN logs N additions and 2kN logs N multi-
plications over GRy = GR(2%,2), and 2N additions and 2N multiplications
over GRy,.

— For party with o = 1, the computation of Expand can be done with at
most (4 + [51)N PRG operations, TkNlogg N additions and kN logg N
multiplications over GRy, and N additions and N multiplications over GRy.
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4.2 PCG for OLE

In OLE, two parties (Py and Pp) hold additive sharings of x¢ * x1, where x,
is a length-N vector held by P, for ¢ € {0,1}. We construct PCGs for OLE
over an extension field Fyr for any even k € N under QA-SD assumptions. The
high-level idea is similar to Section 4.1, and given as follows.

1. The two parties are given short seeds that specify additive sharings of sgs1, sge1,
€081, €pe1, where sy, e, held by P, are t-sparse elements in Fyr[Z%], for
o € {0,1}. This procedure can be achieved by DPFs in a standard way
[12, 14, 5]. Here the indices are directly represented as vectors in Z%, and
their additions are preformed component-wise modulo 3, without binary de-
composition or carry propagation.

2. Let a € For[Z%] be a random public value. By linearity of additive secret
sharing and Algorithm 3, the two parties can compute

[(a-s0+eo) (a-s1+e1)] < a®[sos1] +a- ([soe1] + [s1€0]) + [eoer].
By QA-SD assumption, (a - sy + e,) € Far[Z}] is computationally indistin-
guishable from random, for o € {0, 1}.
3. Output [FFT]FQ,C ((a-so+eo) (a-s1+ 61)):|7 which is an OLE correlation
over Foi of length N = 3" as For[Z5] ~ FL,.

Similarly, we can omit performing IFFTF,, in Algorithm 3 and the above Step 3.

We present a self-contained PCG construction in Cons]gﬁ_kE. Besides the extension
field Fox, we can apply the trace function over a multivariate polynomial ring
[16] to construct PCG for OLE over an integer ring Zye, which is deferred to
Section D in the Supplementary Material.

. F
Construction 2: Conso2|_'°E

PARAMETER: Security parameter A, Hamming weight ¢t = t(\), N = 3", R =
Fou[X1,...,Xn]/(X3I—1,...,X3 —1). An FSS scheme (SPFSS.Gen, SPFSS.FullEval)
for sums of ¢* point functions, with domain [0, N)* and range Fyy.

PUBLIC INPUT: A uniformly random a € R and its evaluation a = FFTE,, (a),
axa.

CORRELATION: After expansion, outputs (xo,2z0) € F), x Fl, and (x1,2z1) €
IFQL X IFQL such that xg * x1 = 2o + z1.

Gen: On input 1*:

1. For o € {0,1}, sample random vectors A%, AL + [0,N)" and s,, e, + F’;k
2. Sample FSS keys:
(K9, K?) & SPFSS.Gen(1*, AQE A, 50 ® 51),
(K, K1) & SPFSS.Gen(1*, AL E A, e0 ®51),
(K2, K?) & SPFSS.Gen(1*, AQE AL, 50 ® e1),
(K8, K?3) & SPFSS.Gen(1*, AL AL, eo @ e1),
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3. For o € {0,1}, let ko = ((K},)iem,g], (A%,s,), (A(l,,eg)).
4. Output (k07k1).

Expand: On input (o, ke ):

1. Parse k., as ((K;)ie[oyg], (Ag,so), (A},,eg)).
2. Define elements of R

so=3 o[l AS[l, es =) e[ AL,

3. For i € [0,3], compute u,; < SPFSS.FullEval(c, K.), viewed as R ele-
ments.

4. Compute Uy = FFT]F2k (uo,i) for i € [0,3], 86 = FFT]sz (s0) and €, =
FFTr,, (eo).

5. Compute

Zo =axaxUso +ax (Us1 +Up2) +Us3, Xo=ax%s,+€
6. Output (xo,2s).

“ Each j corresponds to a basis Hie[ Xfl of R, where j; € {0,1,2}. The

n]

addition on [0, N) is actually the addition on G = Z3.

\ J

Theorem 4.3. Assume a secure FSS scheme SPFSS for sums of points functions
and QA-SD(Fqx,t) is hard. Then there exists a PCG construction Consiﬁ_’“E that
generates OLE correlations over Fox . If the SPFSS is based on a PRG : {0,1}* —
{0, 133D wig the PRG-based construction from [/], for generating N = 3" OLE
correlations over For, we have that:

— The seed size of each party is around 4t* (3(X + 1) logg & + X + k)+2t([log, N
+ k) bits.

— The computation of Expand can be done with at most (1.5 + [%1)4]\[1& PRG
operations, 5kN logs N additions and kN logs N multiplications over Fu, and
AN additions and 3N multiplications over For.

Proof. We defer the proof to Section C.2 in the Supplementary Material. ad

Corollary 4.4. Construction ConsI(Ff,_kE could be generalized to a Galois ring GRy, =
GR(2%, k) for any even integer k. To generate N = 3™ OLE instances over GRy,
we have that:

— The seed size of each party is around 4t* (3(X + 1) logg &* + A + k€) +2t(k( +
[logy NT) bits.

— The computation of Expand can be done with at most (1.5 + [E])4Nt
PRG operations, TkN logs N additions and kN logs N multiplications over
GR(2%,2), and 4N additions and 3N multiplications over GRy,.
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5 Applications in MPC and ZK

5.1 Applications in SNARKSs

Linear error-correcting codes have been playing a crucial role in building practi-
cally efficient SNARKS (succinct non-interactive arguments of knowledge), lead-
ing to efficient implementations and numerous real-world applications. Thanks
to the rich SNARK literature [2, 6, 7, 37, 59, 3, 19, 44], there is a modular ap-
proach to building SNARKSs from any linear code, which is also known as the
Brakedown’s template [37]. Essentially, what we need is merely a fast linear code
with a concretely good minimum distance from Brakedown’s template, where a
fast encoding algorithm implies fast proving, and a high minimum distance trans-
lates to a small proof size and verification time. We refer the interested readers
to [55] for more details.

From our efficient FFT algorithms given in Section 3, we design a fast encod-
ing algorithm for QA codes over binary extension fields as well as Galois rings.
Although most SNARKSs focus on a large prime field, binary extension fields
and Galois rings have recently received attention due to their compatibility with
modern CPU architecture [19, 39, 58, 358]. Let GR;, = GR(2¢, k), where k is an
even integer. Note that for £ = 1, GR(2¢, k) = Fu is a binary extension field.
We consider a general QA code Cq, ... o, C (GRg[Z%])¢ with rank 1 and index c,
which is defined as follows:

Car,oeae = {(ba1, -+ ,ba.) : b € GRR[Z3]} € (GRy[Z5])¢,
where aq,---,a. € GRg[Z%]. Our encoding algorithm is given in Algorithm 4,
where we utilize the fact that GR;[Z}] is essentially nothing else than the poly-
nomial ring GRy[Xy, -+, X,|/(X3 —1,--- X3 —1).

Algorithm 4 Encoding of QA code: Enc
Input: The input message b € GRy[Z3] ~ GRg[X1, -+ ,X,]/(X3 —1,--- X3 — 1), and
evaluations of a1, -+ ,ac at {1, 8, —3—1}", denoted as a1, - - - , @., where {1, 3, —3—
1} are the roots of 2° — 1 over GRy = GR(2¢, 2).
Output: The codeword (baq,--- ,bac)
1: Compute b= FFTcr, (D).
2: Compute b; :B*ai for i € [].
3: Compute ba; = IFFTgr, (b;) for ¢ € [].

Theorem 5.1 (Theorem 1.2). It takes O(ckn-3™) operations in GRy and c-3™
multiplications in GRy, to encode a QA code Cq, ... 0. C (GRR[ZF])¢ of rank 1 and
index ¢ by Algorithm 4.

Proof. Efficiency directly follows from the cost of the component-wise multipli-
cations in GRy and the complexities of the FFT and inverse FFT over GRg,
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implemented via FFT and inverse FFT computations over GRy. The FFT and
inverse FFT algorithms are given in Algorithm 2 and Algorithm 8, respectively.
Correctness follows from the isomorphism GRy[Z3] — GRin given by the polyno-
mial evaluation at {1,8,—5 — 1}". O

Remark 5.2. Note that a naive encoding algorithm performs O(c - 32"*) opera-
tions in GRg, which is substantially more expensive than that of Theorem 5.1.
Concretely, Algorithm 4 performs Ik(c+ 1)n-3" additions and Lk(c+ 1)n - 3"
multiplications in GRy (from 1 FFT call and ¢ IFFT calls), and ¢ - 3™ multipli-
cations in GRg. We remark that in fact the normalization step in IFFT (i.e.,
multiplying by 37™) is not necessary, as scalar multiplication preserves distance.
Hence, performing IFFT has the same costs as FFT. In addition, by assuming a
systematic form, i.e., setting a; = 1, one can further save one IFFT call and 3"
multiplications in GRg from Theorem 5.1.

Moreover, as the complexity of multiplication in GRj scales quadratically
with both ¢, k, Theorem 5.1 is also faster than Reed-Solomon codes over Galois
rings, which need O(cn - 3™) operations over GRy [39]. Thus, we can plug in our
QA code into [39] to obtain faster SNARKs. Beyond that, [39] requires GRj to
have a large 3-smooth multiplicative subgroup for their FFT, and they suggest
using £ = 162 for 128-bit security. In contrast, our encoding algorithm has no
such restriction, and we can use k = 128. We refer to concrete encoding time in
Table 8.

5.2 MPC with Preprocessing

While most existing MPC protocols focus on arithmetic circuits over large prime
fields, a series of works [26, 28, 32] consider integer rings Zyc. On the one hand,
integer rings Z,: is naturally compatible with CPU architecture. On the other
hand, Boolean circuit can be regarded as a special case when ¢ = 1, which is
particularly suitable for non-linear operations such as comparison.

For dishonest majority MPC over integer rings, there exist two technical
lines: The first method [20] lifts the MAC of authenticated sharing from original
ring Zoe to Zge+s, where s denotes a statistical security parameter. Notably, our
PCG for OLE over integer rings Zye in Section D can be adapted to generate
authenticated Beaver triples of [20] by following [46]. However, its communication
cost depends on the security parameter, which is not suitable for the case of
small ¢. To cope with this problem, we can lift elements of Z,: to a large Galois
ring GR, = GR(2, k) to achieve a small soundness error 2~%. To amortize the
overhead of this lift, we follow [32] to apply the reverse multiplication-friendly
embedding (RMFE) technique [21, 27, 31].

Definition 5.3 (Reverse Multiplication-Friendly Embedding). Let Zoe

be an integer ring and let GRy, = GR(2%, k) be a Galois ring. An (m,k)-RMFE

is a pair of Zoe-linear maps ¢ : ZJ; — GRy and ¢ : GRy, — ZI;, such that for
m

any x,y € Zyy, it holds that ¢(p(x) - ¢(y)) = x * y, where - is multiplication in
GRy, and x is element-wise product in Z3; .
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The application of RMFE reduces the overhead of lift to a small ratio p = %,
which is shown to be around 4.92 in the asymptotic setting [27, 31]. However,
this introduction brings a new problem of re-encoding after each multiplica-
tion. This is because RMFE only supports a single multiplication®. To solve this
problem, we follow [32] to produce multiplication quintuples instead of Beaver

triples. Let [-] denote the authenticated sharing, then a multiplication quintuple

is ([a], [], [T (a)], [T (®)], [7(a)T(D)]), where a,b & GRg, 7 : GRy — GRy is de-
fined as 7 := ¢ o ¢. By consuming multiplication quintuples, each party locally
executes the re-encoding operation.

The generation of multiplication quintuples is based on the production of
random authenticated sharings and Beaver triples, which can be obtained by
invoking VOLE and OLE protocols over Galois rings, respectively. To generate
the MAC for a given additive sharing [z], all parties consume a random authen-
ticated sharing [r] by opening d < [z] — [r] and recompute [z] = d + [r]. To
prevent corrupted parties from delivering an incorrect share, we follow [32] to
add a verification after authentication. We summarize the steps of the generation
of multiplication quintuples as follows:

1. All parties obtain two random authenticated sharings as [a] and [b] from
VOLE correlations.

2. All parties locally execute re-encode operation to obtain [7(a)] and [7(b)]

from [a] and [b], respectively.

All parties obtain one Beaver triple [z], [y], [z] from OLE correlations.

4. All parties obtain authenticated sharings [7(a)], [7(b)], [z], [v], [2] by con-
suming 5 random authenticated sharings.

5. All parties open d < [7(a)] — [z] and e < [7(b)] — [y], then locally compute

[T(a)T(b)] = [2] +d[y] +e[z] +d-e

@

In our protocol, the generation of a single multiplication quintuple requires 7
openings, which incurs Tnkl = Tnlpm = 34.44nmf bits of communication. Note
that for two-party computation, we can directly generate authenticated Beaver
triples with sublinear communication [14], thus it is unnecessary to authenti-
cate [z], [y], [z] anymore. In this setting, the communication cost is reduced to
4 x 2¢pm = 39.36¢m bits. In contrast, [32] generates a single multiplication quin-
tuple based on OT, which requires 8161.6n(n — 1)m/ bits of communication. In
conclusion, the communication complexity of [32] is around 415 and 237(n — 1)
times larger than our protocol in two-party and general n-party settings, respec-
tively.

6 Security of QA-SD Assumption

In this section, we analyze QA-SD assumptions in the well-known linear test
framework [13]. Since the security of QA-SD over Galois rings reduces to QA-

5 Although degree-D RMFE [31] supports any number of multiplications, this increases
the ratio p rapidly.
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SD over finite fields [16], it suffices to consider Foi. We refer analyses of concrete
attacks on QA-SD assumptions to [5, 4, 45, 8, 46, 43].

6.1 Linear Test Framework over Large Fields

The linear test framework provides a unified template to analyze the security
of variants of the LPN or syndrome decoding assumptions against the most
common attacks. It was first explicitly formalized for linear codes in [13]. In
this work, we consider syndrome decoding assumptions, which is also known as
dual-LPN.

Informally, the dual-LPN assumption states that the syndrome of a sparse
vector is pseudorandom: for a random parity-check matrix H, a random sparse
vector e and a uniform random vector b, the distributions (H, He) and (H, b) are
computationally indistinguishable. In the linear test framework, a PPT adversary
B performs an attack against a dual-LPN instance (H,b) in two stages:

1. First, B is given access to an (unbounded) adversary .4, who on input H
returns a (nonzero) test vector v = A(H).

2. Second, B computes vT - b. The advantage of the adversary B in the linear
test framework is the bias of the induced distribution vT - H - e.

The bias of a distribution over a field F is defined as follows:

Definition 6.1 (Bias of a Distribution). Given a distribution D over F"™ and
a vector u € F™, the bias of D with respect to u is defined as follows:

biasu (D) = [Bxcoplu” 3] ~ Excag, [0 ]| = [Bxcomlu” -] = .

where Uy, denotes the uniform distribution over F™. The bias of D, is the mai-
mum bias of D with respect to any nonzero vector u.

Security against linear tests is formally defined as follows:

Definition 6.2 (Security against Linear Tests). Let R be a ring, D = {D,}
be a family of noise distributions over R™, and C be a probabilistic code gener-
ation algorithm such that C(m,n) outputs a generating matric H € R™*™. Let
€, : N [0,1] be two functions. We say that the (D, C, R)-LPN(m,n) assump-
tion is (e,n)-secure against linear tests if for any (possibly inefficient) adversary
A which, on input H outputs a non-zero v € R™, it holds that

Pr[H & C(m,n),v « A(H) : biasy(Dr) > ()] < n(N),

where Dy denotes the distribution induced by sampling e < D,,, and outputting
the LPN samples H - e.

Let d(H) denote the minimum distance of H, i.e., d(H) = minyerm-o wt(uT-H).
Following [13, 25, 10], we have the following theorem that translates minimum
distance into security under the linear test framework.
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Theorem 6.3. Let R, D, C be defined as in Definition 6.2. For any integer d,
the (D, C, R)-LPN(m,n) assumption is (€4, nq)-secure against linear tests, where

€q = max biasy(D,,), ng= Pr [§(H)<d.
wt(v)2d HiC(m,n)

As in the literature, a typical choice of D,, is a Bernoulli distribution. Let R
be a field Fy of ¢ elements. We denote by Ber,.(F,) the Bernoulli distribution that
output a random value in F,\{0} with probability r, and 0 with probability 1—r.
Then D,, = Ber,.(F g), i.e. the distribution obtained by independently sampling
Ber,.(F,) for n times. To compute the bias of the Bernoulli distribution, the well-
known piling-up lemma is required. In the following, we show a special case of
F5 as well as the general case.

Lemma 6.4 (Piling-up Lemma over Fy). For any 0 < r < 1/2 and any
integer n, given n random variables X1, ..., X, i.i.d to Ber.(Fs), it holds that
Pr[@;;l X;=0=1/24+(1-2r)"/2.

Lemma 6.5 (Piling-up Lemma over F,). For any 0 <r <1—1/q and any
integer n, given n random variables X1,..., X, i.4.d to Ber,.(F,), it holds that
Pri" X, =0 = 2+ q%ql (1= A5 - )" Moreover, for any y € Fq # 0,

Pr[Z?:lXi:y]:%—%'(l—qfql-r)”.

By Lemma 6.4 & Lemma 6.5, one can upper bound ¢4 for arbitrary finite
fields [13]. The results are summarized as follows:

Proof. The proof is deferred to Section C.3 in the Supplementary Material. O

— For R = Fo, D = Ber,, and any v € F} with wt(v) > d, we have ¢4

MaXyy(v)>q biasy (Ber,(F3)) = | Pr[X; ~ Ber.(F2) : @Y X; = 0] — 1/2| <
(1—2r)1/2 < e=2dr,

— For R = F,, D = Ber;, and any v € F; with wt(v) > d, we have ¢5 =
MaXyt(v)>q biasy (Ber, (7)) = | Pr[X; ~ Ber,(Fy) : i) X, = 0] — 1/4] <

%1 (11— qf—l ) < e~ T < e=dr for sufficiently large q.

Basically, (eq4, nq)-security under the linear test framework means that given
an unbounded adversary A that can produce a test vector v from H, with prob-
ability at least 1 — 7y (over the randomness of H), adversary B can distinguish
a dual-LPN sample (H,b) from uniformly random with advantage at most €4.
Note that computing an inner product vT - b requires n operations. As in the

literature, we require €4 to be as small as 27 19827 where ) is the security

parameter. In other words, if one wants (27219827 5;)-security under the linear

> (A—logy n)-In(2)

test framework, it suffices to set the expected noise weight rn d/m

in the binary case.
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6.2 QA-SD under Linear Test Framework

Very recently, Li et al. [44] analyzed the concrete minimum distance of rank-1
QA codes, with a special focus on group ring F,[Z3], where F,, is a prime field.
Their arguments essentially apply to QA codes over a general F,[Z[], where Fy
is a finite field of ¢ elements and d | ¢ — 1, hence fit our case of Fqr[Z%]. We
restate their results as follows:

Theorem 6.6. Let H,(-) be the q-ary entropy function and ¢ € N. Let G = Z
with N := d" and gcd(q, N) = 1. Assume that e := 1—Hq(5)—w > 0. Then,
a random (rank-1) QA code C C (Fy[G])¢ has rate 1/c and relative minimum

distance > § with probability

c—1

{ clc—1)N g [ Tee cN q—(ﬁce }
max {1 — .

2¢° (1—qgc)(qg—1) g (=g )(¢g—1)

By Theorem 6.6, we derive a concrete minimum distance of QA codes over
Fy«[Z%], which allows us to analyze the security of QA-SD assumptions un-
der the linear test framework. We then suggest various parameters for QA-
SD(c, For [Z%],t) (Definition 2.7) in Table 4, targeting a reasonable security level.
Thanks to the strong distance bound, we achieve 127-bit security level of 7, which
is substantially larger than those in the literature [10, 52, 19, 42]. We remark
that here we choose ¢ such that ¢ | N, which allows us to use a regular noise
distribution that will improve concrete efficiency in our PCG applications.

N =3" k Index ¢ | Rater | Distance § ct —log,(€) n

2 1/2 0.4118 162 96.2 2127

13 3 1/3 0.6054 81 70.7 2127

3 128 Ciom
4 1/4 0.7028 108 109.5 2

5 1/5 0.7616 135 148.3 27127

2 1/2 0.3933 162 91.9 2127

16 3 1/3 0.5930 81 69.3 27127

3 128 .
4 1/4 0.6935 108 109.0 2

5 1/5 0.7540 135 146.8 2127

Table 4: Conservative Parameters for QA-SD over Fox [Z%]

Aggressive parameters. We remark that parameters suggested by the linear test
framework are very conservative, since the complexity of finding a vector v such
that vT - H is a low-weight codeword is not taken into account. However, for
many codes such as EA/EC/BA/QA codes, it is believed be a very hard task,
which, like random linear codes, should take O(|F|°(™)) time by enumeration.
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Hence, in the PCG literature, many aggressive parameters are also suggested for
better practical efficiency. According to concrete attack analyses on QA-SD over
large fields [43] as well as Table 4, it is reasonable to use QA-SD(3,F,, 27) for
128-bit computational security, when F, is at least 128-bit.

QA-SD over modest-sized fields. QA-SD assumption was first proposed to build
programmable PCGs over small fields [5], such as F3, Fy. Follow-up works [4, 45]
develop techniques for constructing PCGs over Fy by relying on QA-SD over Fy.
However, a recent work [3] breaks QA-SD(c,Fy[Z}],t) when F, is a small field.
Specifically, their attack works only for the case that
n—1
log, (q) < -1
As long as ¢ > 16, their attack fails in most parameters of interest and our
cases (g > 254) are immune to it. On the other hand, analyzing the hardness of
QA-SD over modest-sized fields (16 < q < 23?) is of great importance, because
[15]’s trace-based approach for Fs can rely on QA-SD over arbitrary For, and a
smaller k& would yield better computational efficiency.

However, Theorem 6.6 does not lead to a good minimum distance for such q.
Towards understanding QA-SD over modest-sized fields, we give some concrete
analyses under the linear test framework for ¢ = 232, which is the smallest field
for which we can get good results, since we need either 2|F,|> > c¢(c — 1)N or
[F,| > ¢N by Theorem 6.6. The results are summarized as follows:

— A random QA code over Fys2[Z]] of index ¢ = 3, has relative minimum dis-
tance 0.3828 with probability at least 1—2742. Hence, QA-SD(3, Fq32[Z3], 27)
is (27449 2742)_secure against linear tests.

— A random QA code over Fgs2[Z13] of index ¢ = 5, has relative minimum dis-
tance 0.5149 with probability at least 1—2752. Hence, QA-SD(5, Fys2[Z1?], 27)
is (27100:3 2752)_gecure against linear tests.

7 Efficiency Analysis

We implement the multivariate polynomial evaluation based on FFT algorithms

in C, which is an essential part of our PCG construction. Our implementation fo-
cuses on the extension field Fai2s. This is because as a comparison, EC, EA, BA
and RAA codes are only available over fields instead of Galois rings. We perform

the experiment on a server with AMD EPYC 9754 Processor (2.25GHz CPU)
and 512GB of RAM. All experiments are averaged across ten trials and evaluated

on a single core. We refer to https://github.com/zh1i271828/ExtensionFieldPCG
for our full-fledged implementation of PCG and PCS over Fo12s.

Efficiency of Syndrome Encoding. We note that it is not practical to imple-
ment the FFT for the ring R = Fqx [X]/(XY — 1) as the smooth factor of 28 — 1
is very small. Thus, we only benchmark the syndrome encoding time of our QA

26


https://github.com/zhli271828/ExtensionFieldPCG

code and compare it with linear-time encodable codes. We implement the syn-
drome encoding of QA code with the compression factor ¢ = 2. The syndrome
encoding of QA code consists of two FFT transforms and a single component-
wise multiplication. To compare with state-of-the-art VOLE protocols, we use
the libOTe library [50] to benchmark the encoding time of expand-accumulate
(EA) code [10], expand-convolute (EC) code [52] and block-accumulate (BA)
code [12]. While the security of our QA-SD assumption is mainly determined
by the Hamming weight ¢ and compression ratio ¢, the security of syndrome de-
coding of other codes depends on more parameters. To make a fair comparison,
we choose the parameters of these codes with the same security level. For EA
code, we set the expander weight and rate to 21 and 0.2, respectively. For EC
code, we set the expander weight and convolution state size to 7 and 24, respec-
tively. For BA code, we set the depth and state size as 3 and 32, respectively.
The rate of BA and EC code is set to 0.5, the same as our QA code. We list
the elaborate encoding time of these codes in Table 5. The experimental result
shows that encoding of QA code is 7.7x-21.3x, 3.9x-5.8x, 2.7x-3.3x faster than
EA, BA and EC code, respectively.

N EA EC BA QA

313 302 ms 104 ms 208 ms 39 ms
314 975 ms 354 ms 724 ms 124 ms
3'° 3.06 s 1.14 s 1.72s 0.39 s
316 10.47 s 3.58 s 6.65 s 1.26 s
317 46.44 s 11.18 s 15.49 s 3.89 s
318 256.53 s 40.43 s 66.89 s 12.25 s

Table 5: The syndrome encoding time of expand-accumulate (EA) code, expand-
convolute (EC) code, block-accumulate (BA) code and quasi-abelian (QA) code
to generate a syndrome of length N over Fai2s. For QA code, we set the com-
pression factor ¢ = 2. For EA code, we set expander weight w = 21 and rate
R = 0.2. For EC code, we set expander weight w = 7, convolution state size
m = 24 and rate R = 0.5. For BA code, we set depth ¢ = 3, state size 0 = 32
and rate R = 0.5.

Efficiency of VOLE. We use libOTe library to fully implement our new VOLE
protocol in Section 4.1. Our implementation consists of the implementation of
PPRF and the encoding of QA code. As a comparison, we also use libOTe library
to implement the VOLE based on EA, EC and BA codes. Following Table 4, we

6 We use class block in CoeffCtx file to carry out the operations over Fyi2s. However,
since our QA code is defined over F 64 to be compatible with FFT algorithm, we
also add the support for field Fy64 in CoeffCtx file.

27



choose t = 81 and ¢ = 2 to achieve 128-bit computational security. We directly
follow libOTe to set the Hamming weight ¢ of EA, EC and BA code to 248, which
is due to the low minimum distance of these codes. The experimental results in
Table 6 show that our VOLE protocol is 5.3x-9.7x, 1.9x-2.5x and 1.7x-2.0x faster
than VOLE based on EA, BA and EC code, respectively.

N EA EC BA QA
313 1.44 s 0.47 s 0.68 s 0.27 s
3t 4.60 s 1.55 s 2.36 s 0.97 s
315 14.35 s 4.88 s 5.76 s 2.90 s
316 44.85 s 15.53 s 21.21s 8.98 s
317 189.89 s 47.63 s 51.86 s 27.47 s
318 803.94 s 163.76 s 210.89 s 83.94 s

Table 6: The runtime of VOLE protocols over Fy12s based on expand-accumulate
(EA) code, expand-convolute (EC) code, block-accumulate (BA) code and quasi-
abelian (QA) code to generate a VOLE instance of length N with 128-bit security.
For QA code, we set compression factor ¢ = 2 and Hamming weight ¢ = 81. For
EA code, we set expander weight w = 21 and rate R = 0.2. For EC code, we
set expander weight w = 7, convolution state size m = 24 and rate R = 0.5. For
BA code, we set depth ¢t = 3, state size o = 32 and rate R = 0.5. The Hamming
weight ¢t of EA, EC and BA code is 248, which is computed by the libOTe library.

Efficiency of OLE. We use libOTe library to fully implement our new OLE
protocol over Foi2s with a distributed setup in Section 4.2. Note that there are
two difficulties for implementing OLE protocol based on Ring-LPN assumption.
The first one is that we can not find a large smooth factor for an integer of the
form 2% — 1. Even if we overcome this obstacle, the next challenge is to construct
an efficient DPF protocol to be compatible with Ring-LPN assumption. It is
worth to mention that such DPF function requires expensive BitAdd calls that
are used to compute bit-wise shares over Zy as required by [14]. This DPF
function seems to have not been implemented yet. On the other hand, our QA
code is compatible with ternary DPF function which was first proposed in [1]
and was available in libOTe. Table 7 implies that our OLE protocol generates
roughly 42,000 OLEs over Fs12s per second.

Efficiency of Encoding for SNARKSs. In code-based SNARKSs, the efficiency
is mainly dominated by the time of encoding. To our best knowledge, the state-
of-the-art code constructed for large binary extension fields is RAA codes [19].
We compare the performance of our QA code with RAA codes over Fyi2s in
terms of the runtime. We benchmark RAA codes without puncturing, with rates

28



N (e, t) = (2,81) (e, t) = (3,27)
Runtime Communication Runtime Communication
of OLE (s) cost (MB) of OLE (s) cost (MB)

310 2.02 44.13 1.81 12.84
3t 6.17 51.35 4.17 14.65
312 17.66 58.57 12.48 16.45
313 50.99 65.79 37.40 18.26
3t 162.82 73.01 111.07 20.07
318 544.24 80.23 340.20 21.87

Table 7: Comparison of OLE protocols with different (¢, t) parameters to generate
N OLE instances over Fai2s.

1/2,1/4 and 1/8. We use systematic QA code of rate 1/2 whose encoding consists
of one FFT, one inverse FFT algorithm and one component-wise product. Table
8 shows our QA code is even 1.9x-2.75x faster than RAA code of rate 1/2. Note

that the current distance analyses for such RAA codes are restricted to rate
<1/47.

Message QA RAA RAA RAA
length (1/2) (1/4) (1/8)
313 38 ms 74 ms 156 ms 321 ms
314 121 ms 238 ms 491 ms 1013 ms
315 0.38 s 0.75 s 1.54 s 3.14 s
316 1.22s 2.33 s 4.73 s 9.80 s
317 3.80 s 7.19 s 16.49 s 45.08 s
318 12.15 s 31.01 s 75.97 s NA

Table 8: Comparison of encoding time for QA codes of rate 1/2, RAA codes of
rate 1/2,1/4,1/8.
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Supplementary Material

A More Preliminaries

A.1 Pseudorandom Correlation Generators

The notion of pseudorandom correlation generators PCG was first introduced
in [11, 12]. Informally, a PCG for some correlation allows for distributing short,
correlated seeds to the parties, such that each party can locally compute long,
correlated pseudorandomness (satisfying the desired correlation) from expanding
their own seed. Furthermore, programmable PCG enables the reuse of seed, and
allows for extending 2-party correlations from PCG to multi-party correlations.

To give a formal definition, we start with correlation generators and reverse-
sampleable correlation generators.

Definition A.1 (Correlation generator). A correlation generatorC is a PPT
algorithm that on input 1, outputs a pair of strings in {0,1}* x {0,1}*, where
£ € poly(A).

Definition A.2 (Reverse-sampleable correlation generator). Let C be a
correlation generator. We say C is reverse sampleable if there exists a PPT algo-
rithm RSample such that for o € {0,1}, the following distribution

{(Ry, R)) | (Ro, R1) & C(1"), R, := R,, R;_, & RSample(o, R,)}
is computationally indistinguishable from the distribution given by C(1%).

Definition A.3 (PCG). Let C be a reverse-sampleable correlation generator. A
PCG for C consists of two algorithms (PCG.Gen, PCG.Expand) with the following
syntax:

— PCG.Gen(1*) is a PPT algorithm that given the security parameter \, outputs
a pair of seeds (ko,k1).

— PCG.Expand(o,k,) is a polynomial-time algorithm that given a party index
i €{0,1} and a seed k,, outputs a bit string R, € {0,1}~.

The two algorithms (PCG.Gen, PCG.Expand) should satisfy the following:
— Correctness. The following distribution
{(Ro, R1) | (ko, k1) & PCG.Gen(1*), R, + PCG.Expand(c, k,)}

is computationally indistinguishable from the distribution given by C(1*).
— Security. For any o € {0, 1}, the following two distributions are computa-
tionally indistinguishable:

{(k1—0, Ry) | (ko k1) & PCG.Gen(1*),R, + PCG.Expand(, k,)} and
{(k1—0, Ry) | (Ko, k1) <& PCG.Gen(1*),R,_, + PCG.Expand(c, k;_,),
R, & RSample(o, R1_)},

where RSample is the reverse sampling algorithm for correlation C.
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To define programmability of PCG, suppose CV is a simple bilinear 2-party
correlation (specified by a bilinear map e : Gy x Go — Gr for some groups
le (G’Qa GT)

Definition A.4 (Programmability). We say a PCG PCG = (PCG.Gen, PCG.
Expand) for a simple bilinear 2-party correlation C satisfies programmability, if
PCG.Gen(1*) takes additional random inputs po, p1 € {0,1}, for a poly(\) size
0, such that:

— Programmability. There exist public efficiently computable functions vy :
{0,1}¢ — G¥, 1 : {0,1}* — G such that

Lo, P1 i {05 1}€a

pr | (ko.k1) & PCG.Gen(1*, py, p1) . Fo = wO(pO)} > 1 — negl()),
(Ro, So)  PCG.Expand(0,ko)  F&1 = ¥1(p1)
(R1,51) < PCG.Expand(1,k;)

— Programmable security. The following pair of distributions are computa-
tionally indistinguishable:

{01, (00, 1)) | po. 1 & {01}, (ko kt) & PCG.Gen(1%, po, p1) | and

{1, (0. p)) | p0. P10 & {01}, (o, K1) & PCG.Gen(1%, o, 1) |

as well as

3 3
{(k07 (,00701)) ‘ Po, P1 {07 1}Z7 (kOakl) <~ PCG'Gen(l)\?pOapl)} and

~ 8 $ ~
{(k(), (posp1)) | pos p1, 1 <= {0,1}, (ko, k1) ¢ PCG-Gen(l)‘,Poml)}

A.2 Function Secret Sharing and Puncturable PRF

Function secret sharing (FSS) [16, 17] allows to share functions succinctly among
two parties. More concisely, for some secret function f : I — G where G is
an Abelian group and [ is an input domain, an FSS scheme splits it into two
functions fo, f1, such that: (1) fo(z)+ f1(z) = f(x) for every input = € I, and (2)
fo, f1 can be represented by short keys Ky, K respectively, with each of K, K3
individually hiding f. We briefly introduce two special function secret sharing
schemes, distributed point function and puncturable pseudorandom function,
which are applied to PCG for OLE and VOLE, respectively.

Distributed Point Function. Distributed point function (DPF) [35, 16] is
a useful and fundamental kind of FSS schemes, specialized for sharing point
functions. We give a formal definition of DPF as follows.
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Definition A.5 (Distributed point function). Given an input domain I =
[0,N), and an Abelian group (G,+), the point function fo5: 1 — G is defined
by faplz) =B ife = a, and fop(x) =0 if x # o, where a € I,5 € G. A
DPF scheme for the class of point functions {fop: a € I, 3 € G} consists of the
following two algorithms.

— DPF.Gen(l’\,a,B) is a PPT algorithm that, given the security parameter
A, a position index o € I and an element B € G, outputs a pair of keys
(kdpf kdpf)

0 ™1 :

— DPF.Eval(o, k% ) is a polynomial-time algorithm that, given a key kvt

for party o € {0,1}, and an input x € I, outputs z, € G.

The above scheme should satisfy the following requirements.

— Correctness: For any a € I, 8,z € G, it holds that zg + 21 = f(x), where

%, < DPF.Eval(o, k%! z) for o € {0,1} and (k™' k%) & DPF.Gen(1*, o, ).
— Security: For any o € {0, 1}, there exists a PPT simulator S such that for

any point function f,_g, the distributions { (k4P : (k{Pf k{Pf) & DPF.Gen(1*, 0, 8))}
and {kdpt &s (1*,1,G)} are computationally indistinguishable.

In this paper, we will use a simple and generic extension of DPF to sums of
point functions. Let A = (aq,...,a;) € [0,N)!, B = (B1,...,B:) € G, the sum
of point functions fa g : [0, N) — G is defined by S'_, fa, s,- And it is direct
to see that an FSS for fa g can be realized by invoking ¢ parallel DPFs, with
each for f,, g,. Similarly, we define (SPFSS.Gen, SPFSS.Eval) as FSS for sums of
point functions, with security following that of DPF. For convenience, we define
SPFSS.FullEval as evaluations of SPFSS.Eval on all possible z € [0, N).

The typical DPF construction [17] uses an arbitrary pseudorandom generator
(PRG) G : {0,1}* — {0,1}?**2 and the parameter is given as follows. The
key size is at most [log N1 (A + 2) + A + [log|G]|] bits. For regular multi-point
distributions, the number of PRG calls is sheaved by a factor t. Notably, a recent
work [15] presents improved FSS constructions for multi-point functions.

Puncturable Pseudorandom Function. A puncturable pseudorandom func-
tion (PPRF) is a pseudorandom function F' (PRF) that, given an input = and
a PRF key, can generate a punctured key k{z} which can evaluate F at every
point except = and does not conceal any information about z. PPRF was first
introduced in [10] and then serve as an improvement to replace distributed point
function to design PCG for VOLE and OT [11].

Definition A.6 (t-Puncturable Pseudorandom Function). A puncturable
pseudorandom function (PPRF) with key space I, domain X and range Y, is a
pseudorandom function F with an additional punctured key space KC,, with three
probabilistic polynomial-time algorithms (F.Gen, F.Puncture, F.Eval) such that

1. F.Gen(1") outputs a random key K € K.

36



2. F.Puncture(K, S) receives the input S C X of size t and K and outputs a
punctured key K{S} € K.

3. F.Eval(K{S},x) receives the punctured key K{S} punctured at all points in
S and a point x € X output F(K,z) if x ¢ S and L otherwise.

A PPRF can be constructed from any length-doubling pseudorandom gener-
ator and the GGM tree [30]. Recall that in VOLE, the sender holds the vector
v = (v1,...,vn) and the receiver holds a value A. If v is a t-sparse vector, then
the support set S of v can be used as the input of PPRF. The output of the
receiver is a pseudorandom vector u evaluating F' at each index and the output
of the sender is a pseudorandom vector u puncturing out the indices in S. For
index ¢ in S, the sender will receive F'(k,i) + v;. In this case, the seed size of
PPRF is tAlog N bits, which is smaller than that of distributed point function.
Therefore, we can design a more efficient PCG for VOLE by replacing distributed
point function with PPRF.

A.3 Properties of Group Rings

Lemma A.7. Let R be a ring, G be a multiplicative group, and R[G] be a group
ring in Definition 2.5. The followings hold:

1. R[G] is commutative if and only if R is commutative and G is Abelian.
2. If R has identity 1, and G has identity e, then le is the identity of R[G].

In this work, we particularly instantiate R[G] with R a Galois ring GR; :=
GR(2, k) and G an Abelian group. By fixing an ordering g¢i,...,g, of the
elements in G, GRg[G] is isomorphic to GR} with respect to ¢ : GR;[G] —
GRy, > 1 aig; + (a1,...,ay,), where the multiplication over GR}, is defined as
follows:

(a1, an) - (b1, bn) = (> by, o, > aiby).

9i9; =491 9i9;=9n

In fact, the multiplication over GR} can be characterized by standard matrix
multiplications. For a := """, a;9; € GR;[G], define

p(a-g1)
A= : € GRy™™.
(p(a'gn)

Essentially, the matrix A defines the multiply-by-a map m — ma in GRy[G]
with respect to the basis (g1, ..., gn)-

p(ma) = p(m)A = (ma,...,my)
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Lemma A.8. Let Gy,Go be two finite Abelian groups. Then
GRi[G1 X Ga] =~ GR[G1] ®cr,, GRi[G2],

where x denotes the direct product, and ®qr, denotes the tensor product over

GRy.

Examples. We give concrete examples of group rings.

— Let G = {1} be the trivial group consisting of only an identity. Then GRy[G]
is isomorphic to GRy.

— Let G = Z/nZ be the cyclic group with n elements. Assuming that n is
coprime to p, then one can see GRi[G] is essentially the polynomial ring
GRy[X]/(X™ — 1), with respect to the ordering 0,1,...,n — 1 and the isomor-
phism ¢ : GRg[G] — GRy[X]/(X" — 1), X0 aii — S0 a;X.

— Let G =Zy, X Zy, with n1,ny coprime to p. Then by Lemma A.8,

GRk[an X ZHQ] ~ GRk[an] QGR;, GRk[ZHQ]
=~ GRy[X]/(X™ — 1) ®cr, GRi[Y]/(Y"* — 1)
~ GR[X, Y] /(K™ — 1,7 — 1),

Moreover, assuming n divides p — 1, and ag,...,a,_1 are n roots of X — 1
over GRg. Then, ¢ : f(X) — (f(ao),..., f(cn—1)) is a ring isomorphism of
GRi[X]/(X™ — 1) and the vector space GR}. Hence, ¢ o ¢ : GRi[G] — GR} is
a ring isomorphism. Finally let n | p — 1 and G = qu then by Lemma A.8,
GRi[G] ~ GRy[X1, ..., X]/(X} — 1,...,X} — 1) ~ GRY, where N = n’.

B Missing Algorithms

In this section, we first follow [4] to recall the ternary transform over Fy. Let
a € Fy be the root of irreducible polynomial 22 + x + 1 € Fa[z], satisfying
Fy = Fa(a). We work in the ring Ry = F4[Xy, -+, X,]/(X3 — 1, , X3 — 1) with
N =3".

Let f = (fo, -, fn_1) € FY denote the coefficients of f € Ry. The Fast-
Fourier transform is to compute f € FY, i.e., the evaluations of f at {1, o, a+1}".
We have that

/11 1\*" 11 1\
f=11ad? f=11 o a+1 f (3)
1a?at la+1l «

where H®" represents n tensor products of H. We construct the efficient FFT
algorithm based on Eq.(3), which is displayed in Algorithm 5 below.

Theorem B.1. Algorithm 5 requires %Nlogg)N additions and %Nlogg,N mul-
tiplications over Fy.
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Algorithm 5 Fast Fourier Transform over Fy: FFTy,

Input: Polynomial f € Re = F4[X1,...,X,]/ (X} —1,...,X3 — 1) with coefficient vector
f=(fo,...,fn-1) €FY, where N = 3"
Output: Evaluation vector fe FY of f at all points in {1, a,a + 1}"
1: if n =0 then
2 Return f
3: else
4 Split f into three vectors of length m = 3"~': //Recall that the coeflicients of f
are in the lexicographic order of the monomials.

fL - (anfla"me*l)

f]V[ = (fm,fm+17"'7f2m*1)
fr = (fom, fomt1, .-+, fam—1)

Compute f, = FFTr, (fr), fu = FFTg, (far) and fr= FFTg,(fr)
Compute:

Y1 :?L +/fM +/f\R
y2 :?L +/fR + (?M “F?R)Ol
ys3 :?L +/fM + (/f\M +?R)Ot

7. Return f = (¥y1,¥2,¥3)
8: end if

Proof. The proof is similar to that of Theorem 3.1. The only difference is the
number of additions/subtraction in Step 6, which is listed as follows:

t1 Iz/f:]\/[—F/f:R to =t -« t32=t2+/fL
Y1 = t1 +/fL Y2 = t3 +/f\R Y3 = t3 +/fM

Then we have that T;F = 3T, +5-3""! and T, = 3T, +3"~L. By applying

this result recursively, we conclude that 7 = 5 -n - 3" = 2N logy N and T, =

n~3"‘1:%N10g3N. O

Remark B.2. Note that the multiplication over F, can be replaced by a table
lookup, because the table for F, multiplication is simple.

Remark B.3. By setting £ = 1, we have that 1 = —1 mod 2 and 37! = 1 mod 2,
thus Algorithm 1 and Algorithm 7 are equivalent to Algorithm 5 and Algorithm
6, respectively.

In a similar way, we could define an inverse FFT algorithm over F4, which corre-
sponds to the multivariate polynomial interpolation. For f € Ro = F4[X1,- -+, X,]/(X3—
1,---,X3 —1) and N = 3", given the evaluations f € FY at {1, o, + 1}, we
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can compute the coefficients f as follows:

11 1\* /11 1
f = o? « f=[1a+1 « f (4)
1 a? 1 o a+1

The correctness of this IFFT algorithm is due to

11 1\ /1 1 1 \®" 100\ %"

la+1l « 1 a a+1 =1010 = I3n (5)
1 a a+1 la+1l « 101

where I3»n denotes a 3" x 3" identity matrix. The first equation in Eq.(5) holds
since A®"B®" = (AB)®. Note that the matrix in Eq.(3) has a similar form
as that in Eq.(4), thus we can follow Algorithm 5 to instantiate IFFT over Fy,
which is shown in Algorithm 6.

Algorithm 6 Inverse Fast Fourier Transform over F4: IFF Ty,

Input: Evaluations f € FY of polynomial f € Ry = F4[X1,...,X.]/(X3 = 1,...,%X3 — 1)
at {1,a,a + 1}", where N = 3™.
Output: Polynomial f
1: if n =0 then
2:  Return f
3: else
4:  Split f into three vectors of length m = 3"~

/EL = (.%7.;‘\17---7fm—1)
/f\‘M = (fmafm+1a .. -7}.\2m71)
/ER = (f/;m7f2m+la . ~7f3m71)

o~ o~ ~

Compute fL = |FFT}F4 (fL), fM = |FFT]F4 (fM) and fR = |FFT]F4 (fR)
Compute:

yi =fr +fy +1r
yo = fr + fur 4+ (fur + fr)a
vy =fL +fr + (fv + fr)a

7:  Return f € Ry with coefficients f = (y,,y,,y3) € FY
8: end if

For completeness, we present full-fledged algorithms for IFFT over degree-
2 Galois rings GRy = GR(2¢,2) and general Galois rings GR, = GR(2%, k) in
Algorithm 7 and Algorithm 8, respectively.
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Algorithm 7 Inverse Fast Fourier Transform over GRa: IFFTgg,

Input: Evaluations f € GRY of polynomial f € Ry = GRa[X1,...,X,]/(X3—1,...,%X3 —
1) at {1,3,—08 — 1}", where N = 3".
Output: Polynomial 3" - f
1: if n =0 then
2: Return f
3: else
4:  Split f into three vectors of length m = 3"~

/EL = (.%7}17"'7}:”71)
/f\lj\/f = (fmvfm-Fla o ~7]?2m—1)

?R = (.f/;m7 }\2771+11 ey }:’)mfl)
5: Compute £, = IFFTer, (1), far = IFFTeg, (far) and fr = IFFT g, (fr)
6:  Compute:

vy, =fr +fyu +1fr
yo =frL — v — (£ — fr)
vy =fL —fr+ (fur — fr)8

7:  Return f € R with coefficients f = (y,,y,,y5) € GRY
8: end if

Algorithm 8 Inverse Fast Fourier Transform over GRy: IFFTgr,

Input: Evaluation vector f € GRY of f € R = GRg[X1, -+ ,Xn]/(X§ —1,--- X3 —1) at
all points in {1,8,—8 — 1}" with N = 3"™.
Output: Polynomial f
1: for i € [0, N — 1] do
2:  Decompose evaluation f; as Zje[o k/21] fiiv?, where {1 = 4%, ~,--- ,,yk/2—1}
forms a basis of GRy over GRy = GR(2¢, 2).
end for
for j € [0,k/2 —1] do
PO ~
Define £ = (fo;, -, fn-1)-
Compute fO) = IFFTeg, 7).
end for _ '
Return f = E]’E[O,k/271] f(]) .3 n. fy]‘

41



C Missing Proofs

C.1 Proof of PCG for VOLE

Theorem C.1 (Theorem 4.1). Assume a secure PPRF scheme for sums of
point functions and QA-SD(Far,t) is hard. Then there exists a PCG construc-

tion ConsffOkLE that generates VOLE correlations over For. If the PPRF is based
on a PRG : {0,1}* — {0,1}** via the RPG-based construction from [11], for
generating N = 3" VOLE correlations over Fqr, we have that:

For party with o = 0, the seed size is at most: 2t (A[logy &7 + [logy N + k)
bits.

— For party with o = 1, the seed size is at most: 2t(A + k) bits.

For party with o = 0, the computation of Expand can be done with at
most (4 + [£])N RPG operations, kN logs N additions and kN logg N
multiplications over Fy, and 2N additions and 2N multiplications over Fox .
For party with o = 1, the computation of Expand can be done with at
most (4 + [51)N RPG operations, 3kNlogs N additions and kN logg N
multiplications over Fy, and N additions and N multiplications over Fox .

Proof. We assume the QA-SD assumption holding for regular noise distribu-
tion to optimize our parameters. We follow [11] to estimate the seed size and
PRG calls of PPRF. The correctness is straightforward and the security analy-
sis is based on the a QA-SD assumption and the underlying PPRF scheme. Let
ko, kq & PCG.Gen with associated expanded outputs (x,z0) and (A4,z;). We
first consider the view of Py, i.e., 0 = 0. We need to show that:

3 P AL Fa,
{(ko,(A,Z1))} = {(k07(A7Z1)) | 21:—Z0+A~*X }

To show this , we use a sequence of hybrid distributions.

— Replace z; by A *x — zg.

— Replace punctured PPRF keys k kB in kq by a simulated key generated
only with the range and the domain of the function. Due to the correct-
ness and the security properties of the PPRF scheme, this distribution is
indistinguishable from the original distribution.

— Since the simulated keys are independent of the output, we can then replace
A with a fresh A.

— Reverse step 2 by using PPRF security property once again.

Similarly, we consider the view of P; as follows:
% & FY
{kr, (x,20)} = {(ki, (®,20)) | X7 Fae
— Replace zg by A*xx — z;.
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— Replace PPRF keys kg, k. in k; by a simulated key generated only with
the range and the domain of the function. Due to the correctness and the
security properties of the PPRF scheme, this distribution is indistinguishable
from the original distribution.

— Since the simulated keys are independent of the output, we can then replace
x with a fresh X by the QA-SD assumption.

— Reverse step 2 by using PPRF security property once again.

C.2 Proof of PCG for OLE

Theorem C.2 (Theorem 4.3). Assume a secure FSS scheme SPFSS for sums
of points functions and QA-SD(Fyx,t) is hard. Then there exists a PCG con-

struction ConsifE that generates OLE correlations over Fqr. If the SPFSS is
based on a PRG : {0,1}* — {0,1}**A+1) wig the PRG-based construction from [/],
for generating N = 3" OLFE correlations over For, we have that:

— The seed size of each party is around 4t> (3(A + 1) logg & + X + k)+2t([log, N+
k) bits.

— The computation of Expand can be done with at most (1.5 + [£])4Nt PRG
operations, b5kN logs N additions and kN logs N multiplications over Fy, and
AN additions and 3N multiplications over For.

Proof. Regarding the size of the different parameters, we also follow optimiza-
tions of [14, 5, 4], e.g., assuming the QA-SD assumption holds also for regular
noise distributions. As for SPFSS scheme, since our domain size is N = 3™, we
follow the protocol of [1] to estimate the seed size and PRG calls of ternary DPF.

Correctness is straightforward given by the Construction Conslg-’l_kE. Security is
based on a QA-SD assumption and the underlying SPFSS scheme, and we prove
in a similar way to those of [14, 5, 4]. For completeness, we give a sketched proof

as follows. It suffices to consider Party Pgy’s view (i.e., 0 = 0). Let (ko, k1) &
PCG.Gen (1) with associated expanded outputs (Xg,2zo) and (x1,2z1). We need
to show that

{(ko, (x1,21))} = {(ko,(il,il)) | %, & F, }

21 = Xp * )~(1 — Zo
To show this, we use a sequence of hybrid distributions.

— Replace z; by x¢ * x1 — 2zg.

— Step by step replace each of the SPFSS key K¢ in kg by a simulated key
generated only with the range and the domain of the function. Due to the
correctness and the security properties of the SPFSS scheme, this distribution
is indistinguishable from the original distribution.

— Replace x; by a fresh X;. It is also impossible to distinguish this distribution
from the previous one, since the K} are now completely independent of x;,
and we can rely on the QA-SD assumption.
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— Reverse step 2 by using the SPFSS security property once again.

We remark that QA-SD assumption implies z; € R can not be distinguished
from uniform, and Lemma 2.4 implies that x; computed from a random z; € R
are uniformly distributed in IFQL a

C.3 Proof of Piling-up Lemma

Lemma C.3 (Lemma 6.5). For any 0 < r < 1—1/q and any integer n, given
n random variables X1,...,X, i.i.d to Ber.(F,), it holds that Pr[> " X; =
0] = % + q;fl (11— q%’l -1)". Moreover, for any y € Fy #0, Pr[>." | X; =y] =

1 1
PRl Gl U

Proof. We prove by deduction. Let P,, = Pr[}_; ; X; = 0]. It immediately fol-
lows that P, = 1 — r. Since Xi,..., X, are sampled independently, we have
that

Poji=Py-(1—7)+(1—P,)- rlan-(lf ¢_. !
-

Hence, P11 — % = (P, — %) (1 -4 r), and

1 q 4,1 1 g-1 q
Po=P—-)(1-—— "ty =421 —.(1- )"
(1q)(q—1) g q q(q—l)
For any y € F, # 0, it follows by symmetry that Pr[>"" | X; = y] = 1{;_1)1". O
D PCG for OLE over Integer Rings
In this section, we follow [16] to construct PCG for OLE over an integer ring

Zoe . This construction is based on QA-SD assumption over a Galois ring GRy =
GR(2¢, k) for an even k, which is a ring extension of Z,¢.. Our construction relies
on a trace function over a polynomial ring R = GRg[Xy, -+, X,]/(X3 -1, , X3 —
1), which acts as a bridge between Zqe and GRy. For completeness, we present the
definition of generalized Frobenius map and trace function over a multivariate
polynomial ring as follows.

Definition D.1 (Generalized Frobenius map). Let GR, = GR(2°, k) and
let R = GRg[Xy,...,X,]/(X3 —1,...,X3 —1). For f € R, f can be uniquely
represented in the coefficient form

= fi17"'7inX11 ...X’I’Ln
(i1,--nvin) €{0,1,2}"

The generalized Frobenius map 7 : R — R is defined by

TR(f) = Z TGRy, (fil,--- ,in)x%il mod 3. X72'L.i” mod 3
(i17~--ain)6{01172}n

where Tgr, denotes the generalized Frobenius automorphism for Galois ring GRy.
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Definition D.2 (Trace function over multivariate polynomial). For GR;, =
GR(2%,k) and R = GRg[X1, - ,X,]/(X3 — 1,--- X3 — 1), the trace function
Trr : R — R is defined as:

e
|
—

Trr(f) =Y (/)

J

Il
=)

i _ j—1 ..
where T, = TR 0 T~ denotes the composition of Tr.

Assume that each party P, holds a QA-SD instance ((Sy,€4), by := aSy+e€5),

where a & R and s,, e, are t-sparse elements of R. At a high level, our goal is
to share the product of Trgr(bg) - Trr(b1), and then locally convert the relation
over R to multiple OLE instances over Zy.. Furthermore, we can extract more
OLE instances over Z,: by computing the product of Trz (¢ bg) - Trr (¢ by) for
each j € [0,k — 1], where ( is the generator of GRy such that GRy = Zy¢(().
Following [16], we compute each Trg (¢? bg) - Trr(¢% b1) with Eq.(6).

Trr(¢% bo) - Trr(¢?'by)

=Y Tra(¢? - (aso +e0) - T (¢¥) - (as1 +er))
g

=" Trr(¢? - (aso +eo) -7 (C¥) - Th(asy + 1))
o - - | |

=Y Trx (CQJHJM - (ati(a)soTh (1) + TR (a)eoTr (s1) + asoTh (e1) + em’%(eﬁ))
=0

(6)

Note that there exist 4k cross-terms of
(s0 - Tr(s1), €0 - TR(51), 50 - TR(€1), €0 - TR (€1))

which can be computed with SPFSS scheme. We present a self-contained con-
struction in ConsgffE.

. z
Construction 3: Consof_gE

PARAMETER: Security parameter A\, Hamming weight ¢t = t(\), N = 3". Let
Galois ring GR, = GR(2%, k) = Z,:/(f(z)), where f(x) is the Hensel lift of a
primitive polynomial of an even degree k over Fa. Let ¢ € GR be the root of f(z)
with order 2 — 1. Then GRj = Z,¢(¢) and define R = GRg[X1, ..., Xn]/(X} —
1,...,X3 —1). An FSS scheme (SPFSS.Gen, SPFSS.FullEval) for sums of ¢* point
functions, with domain [0, N)* and range GR.

PUBLIC INPUT: A uniformly random a € R and its evaluation a =
FFTer, (a).
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CORRELATION: After expansion, outputs (xo,zo) € Z’;év XZ’;?’ and (x1,21) €
Z’;é\[ X Zgév such that xo *x1 = 29 + 21.
Gen: On input 1*:

1. For o € {0,1}, sample random vectors A%, AL < [0,N)" and s,,e, «
GRL.

2. For ¢ € [0,k — 1], sample FSS keys:
(K&, K4) & SPFSS.Gen(1*, AS B (A%)2', 50 ® 7 (51)),

3. For o € {0,1}, let k, = ((Kf,)ie[OAk,I], (Ag,sa), (Acl,,eg)>.
4. Output (ko,kl).

Expand: On input (o, ks ):

1. Parse k, as ((Kg)ie[o74k_1]7 (AS)s,), (AL, ea)).
2. Define elements of R

So = Zsam : Ag[ﬂ, €o = Ze"[g] A‘17[€]

3. For i € [0,4k — 1], compute u,,; < SPFSS.FullEval(o, K.), viewed as R
elements.

4. Compute ﬁo,i = FFTGR,C (uU,i) for 7 € [0,4.’{7 — 1], /S\o = FFTGR;C (50) and
80 = FFTGRk (60).

5. For i € [0,k — 1], compute®

yﬁf) =ax* TéRkN (a) * ao‘,4i P TéRkN (3) * ﬁa‘,4i+1 +ax ﬁo,4i+2 Sl ﬁo’,4i+3
6. For j € [0,k — 1], compute
x¥) = Trepy (g“?] (A xS, +€U))
k

3 J 4 od+i 4
2 = 3 Trgy (¢ 5)

i€[0,k—1]
7. Output ({ng), Zgj)}je[o,k—l])-

% Each j corresponds to a basis Hie[n] Xfl of R, where j; € {0,1,2}. The
addition on [0, N) is actually the addition on G = Z3.
® We can prepare TLan (a) and Toan (a) xa for i € [0,k — 1] in advance.
k k

Theorem D.3. Assume a secure FSS scheme SPFSS for sums of points func-
tions and QA-SD(GRy,, t) is hard for GRy = GR(2, k). Then there exists a PCG
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construction Cons(ZjT_ﬂE that generates OLE correlations over Zqe. If the SPFSS is
based on a PRG : {0,1}* — {0, 1}3*+D) wia the PRG-based construction from [/],
for generating N = k - 3™ OLFE correlations over Zq:, we have that:

— The seed size of each party is around 4kt (3(A + 1) logg & + A + k() +2t([log, N+
k0) bits.

— The computation of Expand can be done with at most (1.5+[£])4Ntk PRG
operations, %(2k +1)Nlogg N additions and %(2k + 1)N logs N multiplica-
tions over GR(2¢,2), and O(kN) operations over GRy,.

Proof. We follow Theorem 4.3 to calculate the seed size and computation com-
plexity of our PCG construction. Note that compared to the construction of [16],
the main difference is that we instantiate the isomorphism ¢ : R — GRj with
our efficient FFT algorithm. The security analysis is the same as that in [46],
since the FFT algorithm is only applied in the local computation. a
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