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Abstract. A multi-party distributed point function (DPF) compresses a point function instance fa, g,
i.e., f evaluates to 8 at « and to 0 otherwise, into short keys that are distributed to N parties. Each key
allows a party to locally derive an additive share of the point function evaluation. DPFs have become a
widespread building block for cryptographic protocols and sometimes rely on a distributed setup.

In this work, we present an N-party, full-threshold DPF for full-domain evaluation making black-box
use of oblivious tensor evaluation. Let L denote the domain size of the point function and A the security
parameter. Instantiated with the non-interactive oblivious tensor evaluation primitive (NIOTE) by
Abram et al. (STOC ’25) based on learning with errors (LWE), we obtain N-party DPFs with (i)
key-size O(N - poly(\) - log? L) with a log L-round distributed setup protocol, or (ii) similar key-size
with almost (loglog L)-rounds (asymptotically ©(log L) but for relevant values of L in practice equal
to loglog L), or (iii) key-size O(N - poly()) - log L - v/L) with (loglog L)-round distributed setup (also
asymptotically). Our construction improves over most of the state of the art either in terms of key-size
or in the setup round complexity.

1 Introduction

A point function f, 3 : X — Y is defined by a special position a € X and value 5 € Y, with
fap(a) = B and fq (/) =0 for all & # . An N-party t-private distributed point function (DPF)
compresses this object into short keys so that N parties, holding keys k1, ..., ky, can locally compute
additive shares of f, g(x) for any public z, without further interaction. Security demands that any
subset of up to ¢ — 1 keys hides («, ), while efficiency requires succinctness, namely, keys sublinear
in the domain size |X|. Intuitively, a DPF is a compact encoding of a unit vector scaled by /3, where
the “1”-position is set to a.

DPFs are a fundamental cryptographic building block. They enable function secret sharing for
comparison and mixed-mode MPC [BGI19, BCG 21, BDSS25], sublinear MPC in the preprocessing
model [Coul9], distributed ORAM [Ds17, VHG23], privacy-preserving ML [RTPB22, Wag22,
JGBT24], and multi-server PIR, [GI14], and they support private set operations [TSS*20, DIL"22,
GRS22, GGM24, BC25]. They are also at the core of several pseudo-random correlation generators
(PCGs) [BCGI18, SGRR19, BCGT19, BCG120, AS22, BCGT22, BBC™24, LXYY25, COPZ25],
which enable communication-efficient MPC in the correlated randomness model. In many deployments
the dealer is distributed across the parties, giving rise to two efficiency measures: the per-party
key-size, and the round and communication complexity of the distributed setup.

In the classical two-party setting, the best known DPFs achieve keys of size O()\log L) with
practical efficiency, where (from now on) L = |X| and A is the security parameter [BGI15, BGI16].

* This work was partially done while the author was affiliated with COSIC, KU Leuven.
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In contrast, full-threshold multi-party DPFs to date exhibit various trade-offs. Constructions for
three parties [BKK020, AS22] have good computational performance but O(poly(\,v'L)) key-sizes.
DPFs from succinct homomorphic secret sharing (HSS) either have O(poly()\, L€)) key-size, for
a constant 0 < € < 1 [ARS24], or achieve polylogarithmic key-sizes [AMR25], and admit setup
protocols with O(N) rounds.

Another line of work has explored non-interactive DPF setups, where parties each broadcast a
single message and then locally compute the output. Early feasibility results relied on heavy tools
like multi-key FHE: Each party’s key consists of a ciphertext encrypting bits of @ and an additive
share of the encryption key. The parties locally compute the DPF output, for instance, index-by-
index using an appropriate Boolean circuit. To obtain additive shares at the end, parties use the
AFS-spooky action when the FHE scheme has almost linear decryption [DHRW16, COS*22]. The
AFS-spooky encryption scheme needs to be either at least (loglog L)-layered, or allow bootstrapping,
and it further requires a circular security assumption. While FHE-based DPFs have short keys,
i.e., O(poly()) -log L), computing the circuit is computationally very expensive. We are not aware
of works that optimize the FHE-based approach for DPFs. Recent results [BDSS25] manage to
avoid FHE by using assumptions such as DCR, QR or LWE. However, these DPFs either focus
only on the two-party case or still suffer from large key-size, typically super-polylogarithmic in L.
In summary, there remains a gap between two-party DPFs with polylogarithmic key-size under
standard assumptions and full-threshold N-party DPFs, which either require much larger keys or
stronger assumptions.

1.1 Owur Contributions

We narrow this gap via a modular construction of full-threshold N-party DPFs that reduces the DPF
setup to a sequence of secure tensor products. Our DPFs only support full-domain evaluation, which
is sufficient for most applications requiring a distributed DPF setup. All our protocols make black-box
use of two-party OTE (Oblivious Tensor Evaluation) and differ only in the public tensoring schedule.
In this way, improvements in OTE protocols, in particular, more succinct non-interactive OTE
(NIOTE) schemes, directly translate into improved DPF instantiations. Concretely, we instantiate
the OTE with the succinct non-interactive scheme of Abram, Malavolta, and Roy [AMR25] based
on learning with errors (LWE).

The N-party DPF construction of [ARS24] can also be instantiated by the two-party public-key
HSS built from [AMR25], which obtains an asymptotically similar key-size of O(N - poly(\,log L)).
Our construction avoids the detour in [AMR25] (NIOTE — reverse trapdoor hashing — succinct
HSS — N-party DPF) by using NIOTE directly as the tensoring layer in the DPF setup computation.
This yields a more direct instantiation and improves concrete efficiency by eliminating intermediate
transformations. We view this direction as complementary to FHE-based non-interactive approaches,
which are typically less efficient due to the circuit evaluation. Our contribution is two-fold.

N-Party NIOTE. Our starting point is the two-party succinct NIOTE [AMR25], which lets two
parties obtain additive shares of a tensor product from a single simultaneous round of interaction.
The original construction lacks hasher privacy, which has later been addressed by the same authors
in [AMR26]. We revisit the primitive and add perfect correctness via a standard two-party non-
interactive rounding protocol. Both changes, adding hasher privacy following [AMR26] and the
rounding, keep the communication succinct (Section 3.1).

Then, we lift NIOTE to the N-party setting via pairwise composition. Each party broadcasts a
single message consisting of a digest and an encoding, and these same objects are reused by every



other party. From its own local state together with the broadcasts of the others, each party can
locally derive additive shares of all cross-terms. Combining these shares with the local term, each
party obtains an output share v* such that Y-, v' = (X, ") ® (X; ¥*) (Section 3.2).

Black-Box N-Party DPF with Polylogarithmic Key-Size. We reduce the DPF (setup)
computation to the evaluation of tensor products. Using the N-party NIOTE, we give a DPF
construction parametrized by the integer b > 1 with the following trade-off: For b = 1, the
DPF has key-size O(N - poly(A,log L)) and its distributed setup protocol has [log L] rounds. For
B = 2" = poly()), the DPF has key-size O(N - poly(\,log L)) (but with a larger poly()\) factor) and
O(loglog B +1logp L) rounds, which for practical values of L can be equal to loglog L with moderate
choices for b. Finally, for b = log L, the DPF keys are not polylogarithmic but still sublinear as
O(N -log L - /L - poly()\)) with a O(loglog L)-round setup protocol (Section 5).

Applications. Multi-party DPFs with polylogarithmic key-size improve communication cost in
various applications; some examples are given below.

— Distributed ORAM with low interaction. Many DPF- and FSS-based distributed oblivious RAM
(DORAM) constructions are organized so that, once a private point query has been generated,
each server can process its share using only a local linear pass over the relevant memory structure,
e.g., a bucket, with little additional interaction. In wide-area or cross-organization applications,
the end-to-end cost is often dominated by the latency of synchronous communication rounds
rather than by local computations. In this regime, reducing the address-to-point-query expansion
from O(log L) rounds to O(loglog L) rounds directly lowers the latency of each ORAM access
that internally requires one or more private point queries. In Section 6.1 and Appendix B, we
show how our multi-party DPF can be used as the address-to-point-query subroutine used inside
many DPF- and FSS-based distributed ORAM and RAM-MPC protocols.

— Improved key-size for PCF for OLE and multiplication triples. Hasler and Reisert [HR25]
construct a two-party pseudo-random correlation function (PCF) for OLE and Beaver-style
correlations by decomposing each correlated sample into a structured sum of sparse selector
vectors and, internally, distributing many tensor-product terms of the form (i, j) — e((fl). -e%) (i.e.,

entries of e((f) ® egg )). Their tensor-FSS instantiation requires an evaluation symmetry property,

which prevents asymmetric optimizations, e.g., exploiting that each party knows the support of
its own sparse vector, and leads to a dominant 2 contribution in the key-size expression, where ¢
is the sparsity parameter of the underlying sparse-LPN distribution used in [HR25]. We show in
Section 6.2 that these tensor-sharing instances can instead be realized by a direct NIOTE-based
outer-product primitive (NIOPE): the two parties hold asymmetric keys, and on input (7, j) they
locally compute additive shares that sum to e((fz . eglj;-), without reconstructing the full mgm;y
tensor. This replacement in the Hasler and Reisert protocol preserves correctness and removes
the symmetry constraint that produces the ¢? term, yielding a reduction in key-size under the
same parameter choices. In addition, we note that replacing the two-party NIOTE call by our
N-party NIOTE leads to an N-party outer-product-sharing. Integrating it into a full N-party
PCF is left for future work.

— N-party PCGs for authenticated correlations. Degree-2 correlations (such as multiplication
triples) need to be authenticated to be used in actively secure MPC [BDOZ11, DPSZ12], which
turns them into degree-3 correlations. Existing N-party pseudo-random correlation generators
(PCGs) for authenticated multiplication triples, e.g., [AS22], express the correlation as a sum of
three-party products and require three-party full-threshold DPFs. With an N-party DPF, this



Hasher (Alice) Encoder (Bob)
pk « Setup()

(d, %) + Ena(pk, z) d (B, ) + Enp(pk,y)
v < Dea(pk, E,v) E w + Deg(pk, d, ¢)

Figure 1: Syntax of succinct NIOTE from [AMR25].

workaround is no longer necessary and the framework of [BCG'20] can directly be generalized
for N parties. Moreover, instantiated with our DPF, the seed size, or the communication cost of
the setup protocol, is then polylogarithmic in the number of outputs of the PCG.

1.2 Technical Overview

We continue with a more detailed description of our techniques.

NIOTE. We start by revisiting the two-party non-interactive oblivious tensor evaluation (NIOTE)
protocol by Abram, Malavolta and Roy (AMR25) [AMR25]. In the protocol, the hasher Alice
compresses her input vector @ € Z;" into a short digest d. The encoder Bob encodes his input
vector y € Zf, and produces an encoding F. The hasher and encoder exchange d and F in a single,
simultaneous communication round. Then the hasher outputs v € ZZ"”Z, computed from the received
encoding F and her secret state 1. Likewise, the encoder outputs w € Z;”e that Bob obtained from
the digest d and his secret state ¢. The returned values are two-party secret shares v, w of the
tensor product, i.e., v+ w = ®y.

At the start, AMR25 provide an LWE-based instantiation for half-succinct NIOTE, where d
comprises ©(A) bits and the size of E' depends on m and ¢. Further, they build a succinct NIOTE
as follows: Fix a block size tn, where ¢ is a compression factor and n = n(\) is an LWE parameter.
Further let m = t"n. The hasher arranges her long input vector « into blocks of length tn. These
blocks form the leaves of a t-ary tree, and the hasher and encoder now want to obtain shares of
x; ® Yy, where x; € Z;”. The encoder provides a single encoding, and the hasher} computes t" !
digests; however, these digests are not sent. Bob’s decoding Deg is bilinear in d' and ¢, and in
AMR25, it can be expressed as P(d' ® ¢ @ g,) for a public matrix P, where g, = (1,2,... ,2l08q) T
is the gadget vector. Therefore, the parties now view d' ® (¢ ® g,) as input to a shorter NIOTE
instance, for which the hasher again provides t"~2 digests and the encoder provides a single encoding.
This is repeated until only a single digest is left, which is then sent. Crucially, the parties obtain
additive shares of d' ® ¢ ® g4, at each inner level of the tree, and can therefore compute additive
shares of Dep. Rearranging and summing gives additive shares of the proper x; ® y and thus of
x ® y. In total, the encoder provides one encoding for each level of the tree. This way, the digest
size is still ©(A) and each encoding size depends on tn and ¢ instead of m and ¢. A summary of the
succinct NIOTE primitive is depicted in Figure 1.

Hasher-Private and Perfectly Correct NIOTE. Our use of NIOTE requires hasher privacy
and a negligible correctness error.

To obtain hasher privacy, note that only the digest of the half-succinct NIOTE at the root is
revealed to the encoder. Therefore, we can replace this half-succinct call with another NIOTE that
is hasher-private but not succinct, such as the one given in [ARS24, AMR26]. This maintains the



communication efficiency because input parameters to the root NIOTE are @(\) for both parties,
i.e., independent of m or /.

To obtain a negligible correctness error, each party first locally rounds the output of the half-
succinct NIOTE at each level in the tree to control the error [DHRW16]. We then lift the shares of
each party, which have been rounded to the plaintext modulus p, into the ciphertext modulus ¢
using the LWE-based lifting from Boyle et al. [BKS19]. Since correctness depends on the magnitude
of the lifted message, our bootstrapping uses the tensor product of the bit-decomposed digest d
and encoder secret (:5 This unfortunately requires larger parameters* compared to AMR25 due to
lifting and bit decomposition but brings necessary properties for our usage. The modular structure
of our multi-party DPF construction compensates for this: any advances in efficiency of the NIOTE
primitive will be reflected in our design. We discuss more details in Section 3 and give the complete
protocol including proofs in Appendix A.

Multi-Party NIOTE. The goal, in the multi-party NIOTE, is that each party outputs v°, s.t.,
Yo' = (X a') ® (X y'), where &’ € Z7" and y' € Zf; are the inputs of P;. Note that the tensor
product can be written as pairwise products between all (P;, P;) as

Yo Yy)=Y oy,
4,7

Since the digest computation does not depend on Bob’s input y, and the encoding does not depend
on Alice’s input x, each party only creates one digest d* and one encoding E’ which every other
party P; can use to derive their share of x' ®y’ and of 7 ® y', respectively. The resulting N-party
primitive is non-interactive, where each party sends a single message that is succinct in m (the size
of x').

Multi-Party DPF. At the core of our DPF lies the following observation. A unit vector of length
L can be expressed as an iterated tensor product of small “selector” vectors corresponding to the
special position a. Concretely, if a is available as shared bits {ay },¢[g, as is typical inside RAM-style
MPC where addresses are already represented bitwise, or after an independent bit-decomposition
step, then each bit oy induces a length-2 selector s; := (1 — oy, ;) whose entries indicate whether
the bit is 0 or 1. The full one-hot vector is obtained by tensoring these length-2 selectors across all ¢
bits, which multiplies dimensions from 2 to 2¢ = L, i.e.,

Up] = S-1 0S8 2@ R 8. (1)

Combined with the multi-party NIOTE to evaluate the tensor products, we derive the following
evaluation strategies and corresponding trade-offs.

— A succinct N-party DPF with log L-round setup. Evaluating Equation (1) sequentially, i.e.,
(- ((50®81) ®82) ®---) ® sg_1 uses NIOTE instances with m = 27 and ¢ = 1 (for the tensor
((+++) ®sj)®---). Since the multi-party NIOTE is succinct in m, this construction has per-party
DPF keys of O(poly(\,log L)). Its sequential structure means the corresponding distributed
setup protocol has O(log L) rounds and the same communication cost as the key-size. We present
an alternative protocol with the same number of rounds but better concrete communication cost
in Figure 10 (Section 5.4).

* Our parameters are similar to the parameters of [BKS19].



— A succinct N-party DPF with loglog L-round setup. We can reduce the number of communication
rounds in the setup protocol to O(loglog L) by evaluating Equation (1) in a balanced binary
tree. Thus, in the first round, every two length-2 selectors are tensored, yielding a length-4 vector
that encodes two bits. In the second round, every two length-4 vectors are tensored, yielding
length-16 vectors that encode four bits, and so on. Since this doubles the number of encoded bits
per round, the parties have combined all ¢ bits after [loglog L] rounds where tensor products on
the same level are independent and can be executed in parallel. Note the following caveat: The
right input, i.e., £, of each NIOTE invocation doubles per level in the balanced tree. As such,
implementing the OTE with the NIOTE of AMR25, which is only succinct on the left input
size, this no longer leads to polylogarithmic DPF keys but the keys are still sublinear with size
O(N -log L - VL - poly(\)).

— A succinct N-party DPF with almost loglog L-round setup. We can get the best of both:
polylogarithmic keys while obtaining a setup protocol with the same number of rounds as
(loglog L) for values of L used in practice. We fix a block size b > 1 with B = 2° and split the ¢
bits of the special position « into K = [£/b] blocks. The length-2 selectors within each block

are tensored using the balanced tensor tree approach and form K length-B vectors, s) e Z%bj ,
with b; < b. This step takes exactly [log, b] broadcast rounds and never invokes NIOTE with
right-input length exceeding 2/%/2! ~ v/B. We then combine the K length-B vectors sequentially,
i.e., computing (s(Kfl) ® S(K*Q)) ® S(K*3)) ®---®8©). This requires K —1 = [£/b] — 1 rounds,
and crucially each NIOTE call in this second phase has right-input length at most B, which is
a public constant chosen as poly(}), avoiding the right-dimension blow-up. Overall, the round
complexity is R(b) = [logy b] + [£/b] — 1. Asymptotically, keeping B independent of L implies
R =0O(log L), so we do not achieve the @(loglog L) round bound of the previous DPF. However,
for practically relevant values of L, the total number of rounds R(b) changes only when b crosses
certain thresholds, since both terms are integers obtained via ceiling. Consequently, for many
values of L used in practice there exists a moderate block size b such that R(b) equals the
balanced-tree bound [loglog L], while the sequential chain phase keeps the right-input length
bounded by the public constant B = 2°. For instance, for £ = 20, choosing b = 7 (hence B = 128)
yields R = 5 = [log, 20], i.e., the same number of rounds as in the balanced tensor tree.
Notably, since the length of the right-input of any NIOTE is poly()), this DPF has polylogarithmic
key-size while its corresponding setup protocol has the same number of rounds as the balanced
tree approach for practical values of L.
In all constructions, the special value § can be integrated in different ways. Depending on the
application, 8 can be injected early, by scaling the appropriate leaf selector coordinate so that 3
is carried through the tensoring, or applied at the end by scaling the final one-hot sharing, with
no effect on round complexity. In both variants, correctness follows from the fact that exactly the
unique address consistent with « survives the structured cancellations induced by the selectors and
correction information, while all other coordinates remain shares of zero. Privacy follows from the
security of the N-party NIOTE sub-protocol. In Section 5, we give the general construction that
first computes length-B blocks via the balanced tensor tree followed by sequential chaining.

1.3 Related Work

Distributed point functions (DPFs), introduced by Gilboa and Ishai [GI14], have since been studied
in a range of settings. The literature typically considers two closely related models. In the dealer



Table 1: Overview of (N — 1)-private, N-party DPFs in the literature where N is the number of
parties, A is the security parameter and L is the domain size of the DPF. MRP+DlogVOH stands
for MinRank-Pair-Rerandomization and subspace DLog vector oracle heuristic.

Construction Assumption Key-Size
[CBM15, KPM24] DDH O(N-X-VL)
[BGI15] OWF o@2N?.\-VIL)
[GWW25] OWF O(N?-X\-VL)
[ARS24] DCR Vv DDH over class groups V LWE O(N - poly()\, \/Z))
[KPR25] Factoring A MRP+DlogVOH O(poly(N, A, log L))
[ARS24] using HSS from [AMR25] LWE O(N - poly(X,log L))
Ours LWE O(N - poly(\) -log? L)

model, a trusted algorithm runs Gen(1*, a, 8) and distributes one key to each party. In this case,
the main efficiency metric is the per-party key-size. However, when a trusted dealer is unavailable,
the computing parties run a distributed setup that emulates Gen or directly produces shares of the
full-domain evaluation. In this case, the key metrics are both communication and round complexity.
Accordingly, we review prior work along both axes: DPF evaluation (Table 1) and DPF setup
protocols (Table 2).

We start with DPF constructions, focusing on assumptions and key-size. In the original construc-
tion of Gilboa and Ishai, the full-domain evaluation of the point function is arranged into a square
matrix and each row-vector is compressed using a PRG, resulting in &~ v/L A-bit seeds. A correction
word and recursion are used to also compress the “special row” that contains the special value f.

Two-Party DPFs. In this setting, the smallest DPF key-sizes are O(Alog L) with small constants,
stemming from the line of work [BGI15, BGI16], where both keys have the same size. These works
instead arrange the full-domain evaluation as leaves of a binary tree and make use of a weak
homomorphism of two-party additively shared seeds to a (non-homomorphic) PRG. The “special
path” through the tree to the special leaf containing [ is encoded with correction words. In an
asymmetric setting, one of the keys can even have constant size O(\), with the other key-size still
being polylogarithmic O(poly(A,log L)), which is coined as programmability in [BGIK22].

Multi-Party DPFs. In the multi-party setting, the work of [BGI15] constructs (N —1)-private, N-party
DPFs with O(2Vpoly(\, VL)) key-size. The exponential factor in N was improved by [GWW25] to
O(N3poly(\, v'L)). The works of [CBM15, KPM24] extend the matrix template into the multi-party
setting using seed homomorphic PRGs based on DDH and thus achieve O(N )\\E) key-size. With
different techniques, [ARS24] show DPF constructions from succinct HSS built from DCR, DDH
over class groups or LWE with super-polynomial modulus-to-noise ratio, and obtain O(poly(\, /L))
key-sizes. One can also instantiate the DPF construction from [ARS24] using the succinct HSS built
from NIOTE [AMR25], which yields O(N - poly(A,log L)) key-size. Compared to our construction,
this approach relies on multiple intermediate transformations to turn NIOTE into a public-key
HSS, which impacts efficiency. Our DPF is a direct construction from NIOTE which provides a
complementary trade-off to [ARS24] for the DPF setup protocol. In unpublished work, [KPR25]
propose a DPF with polylogarithmic key-size O(poly(),log L)) assuming factoring and new ad-hoc



assumptions called subspace DLog vector oracle heuristic and MinRank-Pair-Rerandomization. Our
construction achieves polylogarithmic dependence on L under LWE (see Table 1), whereas many
prior full-threshold multi-party DPFs have key-size O(poly(A, \/D) under a range of assumptions.
Unlike [KPR25], which achieves the same sizes asymptotically, we base our construction on more
commonly studied lattice assumptions, which also make our DPF plausibly post-quantum secure.
Finally, [CKY25] build a 2™-party DPF with key-size O(\?) for the domain L = \¢ (for any constant
d) based on LPN and MQ. Their nesting approach targets 2™ parties, whereas our construction
applies to any number of parties N > 2. For completeness, we also note partial-threshold and
small-party constructions. In particular, the work [ZYP24] introduces 1-private, three-party DPFs
based on two-party DPFs with key-size O(\log L) but their technique does not generalize to N > 3.
A 2-private, three-party DPF was proposed by [BKK020] and [AS22] with key-sizes O(poly(\, VL))
for binary extension fields and prime fields, respectively. These two works generalize the matrix
approach used in the two-party case.
We summarize relevant full-threshold multi-party constructions in Table 1.

DPF Setup Protocols. In many applications, including sublinear communication for preprocessing in
MPC using PCGs [AS22] or distributed oblivious RAM [Ds17, BKK020, ZYP24, VHG23, SVG24],
the DPF dealer is distributed among all parties, necessitating setup protocols.

The setup for two-party DPFs based on the tree approach is efficient in log L rounds [Ds17]
in the semi-honest setting, yielding DPF protocols with O(poly(A,log L)) communication. Staying
in the two-party setting, the setup for [BGIK22] has O(1) rounds and the (non-interactive) DPFs
of [BDSS25, CKY25] only 1. All of them share the increased communication cost of O(poly(\, v'L)).

For three-party matrix-based DPFs, [BKKO20] and [AS22] provide setup protocols with
O(poly(\, VL)) communication in the semi-honest and malicious setting with O(loglog L) rounds,
respectively. The setup protocol implied by the multi-party DPF based on succinct homomorphic
secret sharing [ARS24] requires O(poly(\, /L)) communication in O(N) rounds. Our DPF con-
struction is based on NIOTE invocations structured in a balanced or unbalanced binary tree. Each
NIOTE invocation requires exactly one communication round where parallel invocations can be
sent in the same round. Consequently, depending on the structure of the tree, our setup protocol
requires between log L and loglog L rounds with polylogarithmic or sublinear communication. We
summarize the literature for DPF setup protocols in Table 2.

Other Related Works. Beyond DPFs, which can be viewed as a restricted function secret sharing
(FSS) specialized to point functions, general function sharing can be obtained via the additive-
function-sharing (AFS) spooky encryption of Dodis et al. [DHRW16]. The LWE-based instantiation
requires common public randomness and, for negligible correctness error, super-polynomial modulus-
to-noise regimes. Chillotti et al. [COS™22] propose Scooby, an N-party HSS for general circuits with
computation complexity O(|F| + log V) and per-party key-size of O(poly(A,log N)). For a circuit
that evaluates the DPF at a single point of the domain with size L, evaluating the equality circuit
costs O(log L), followed by the decryption-to-shares procedure that additionally traverses O(log V)
levels of an FHE-key tree at a per-level cost that is described as being comparable to an FHE
bootstrapping operation. Scooby is more expressive but requires a trusted setup, or MPC realization
of the setup whose round and communication costs are not analyzed. Our construction is more
specialized, only supports full-domain evaluation with explicit per-instance key-size, communication,
and round bounds for the distributed generation and avoids evaluating a point-function circuit with



Table 2: DPF Setup Protocols in the literature. We denote with IV the number of parties, A the
security parameter and L the domain size of the DPF.

Parties Communication Rounds
[Ds17] 2 O(poly(A,log L)) log L
[BGIK22] 2 O(poly (X, VL)) o(1)
[BDSS25, CKY25] 2 O(poly(X, VL)) 1
[BKKO20, AS22] 3 O - poly(\)) O(loglog L)
[CKY?25] om O3 (for L =\ 1
[ARS24] N O(N - poly (A, VL)) O(N)
[ARS24] using HSS from [AMR25] N N - poly(A,log L) O(N)
Ours[b = 1] (Figure 9) N (N —1) - (log? L) - poly()\) log L
Ours[b = log L] (Figure 9) N (N —-1)-O(logL-vL)-poly(A) O(loglogL)
Ours[2° = poly(\)] (Figure 9) N (N —1)-(log> L) - poly(\)  log, b+ logy L

FHE. The two approaches are complementary, offering different trade-offs between generality, setup
assumptions, evaluation functionality, and concrete efficiency.

2 Preliminaries and Notation

We start this section with our notation. We write N € N for the number of parties, L = 2¢ for a DPF
domain size, and A € N for the security parameter. In the context of LWE, we use a power-of-two
ciphertext modulus ¢ = 2P°Y™) | a plaintext modulus p with p | ¢ and let A =¢q/p > 2-poly(A). Let
k = ©(X) denote the LWE secret dimension, let ¢, := [log, ¢], and set n := k- {;,. We use m,f € N
for (arbitrary) message lengths. The column vector g, = (1,2,...,2'°89)T is the gadget vector and
x(1*) denotes a low-norm distribution over Z which is B(\)-bounded.

We write column vectors in bold, lowercase letters, e.g., v € Z,", and matrices as bold, uppercase,
eg., Me Zgbxe. We denote with ® the Kronecker product

a1B...a1,,B
AB=| : - (for A € ZJ¥™).
ang agmB

For = € Zy, Bits(x) € Zy °829 Jenotes the concatenated bit expansion with lowest-order bit first.

(t-£)yxm
q

For any matrix B € Z and vectors & € Zg' and s € Zg, we write the matrix linearization

Lin(B) € Z™9 st. Lin(B)(x® s) = (I, ® sT)Bz and ||Lin(B)]|os = ||Bl|o (see [AMR25, Lemma
2.1]).

We use [z] for the set [z] ={0,...,x — 1}, for € N. A unit vector with special position o and
special value [ is denoted as u, . In the context of secret sharing, (x) denotes a full-threshold
additive share of x.

We let |z] denote the rounding of a real number = to the nearest integer. For integers ¢ > p > 2,

we define the modular rounding function |-], : Zq — Zy, as |v], = Vé : U-‘. Throughout this paper,

we represent x € Zj, as x € {0,...,p —1}. Also define center,,(z) as the centered representative map



on Zp, mapping into (—p/2,...,p/2] and uncenter,(z) mapping back into {0,...,p — 1}, as

Yy ify>0,

— if x> p/2
cemten() = {95 el y+p else

uncenter,(y) := {
x else,

where y is in centered representation y € (—p/2,...,p/2]. For two moduli p, g with p < ¢, a PRF
Fi(cnt) : {0,1}* — Z, with key K, the value = € Z, and bit b € {0, 1}, we define the following
operation Lift} (x):

Lift} (z) = uncenter, (center, (center,(z) + (2b — 1) - center,(Fi(cnt)))) mod q.

Thus, Lifts (z) lifts a value in Zy, to Zg via the centered representation. This also works for secret-
shared z with high probability (see [BKS19] and Corollary 2)°. When writing Lift}; (2) it is implicitly
understood that the PRF input cnt is unique for each time that a party uses lifting. For example, the
party holds a counter and increments it after each use. For a vector x € Z;, we extend Lifth (x) € Ly
to component-wise lifting with a fresh PRF input.

2.1 Distributed Point Function

A point function f,g: X — ) parametrized by o € X and 3 € Y is defined as

g ifzx=qa,
x) = .
Jas(@) {0 otherwise
We often consider the point function evaluated at every input, resulting in a vector (fo,8(0), fa,5(1),...).
We refer to this full-domain evaluation as the unit vector u, g parametrized by «, 3, i.e., uqy g =
0,...,0,8,0,...).
———

07

Definition 1 (Distributed Point Function [GI14, BGI16]). Let X be a finite set of size
|X| = L and let G be a finite (abelian) group written additively. An N -party DPF is a pair of PPT
algorithms (Gen, FullEval) with:

— Gen(1M, a, ), where o € X and € G, outputs keys (ki, ..., kn).

— FullEval(k;) outputs a share (uq g); € GL.
It must satisfy the following correctness and security requirements:

Correctness: Foralla e X, 8 € G,

Pr| > FullEval(k;) = uag| (k1, ..., ky) < Gen(1*,a, 8) | =1,
1€[N]

where the probability is taken over the internal randomness of Gen.
Security: For every strict subset T C [N] there exists a PPT simulator Sim such that, for all
a€X and B €G, {kj}jer % Sim(1* X, G, T), where (ki,...,ky) < Gen(1*, o, B).

5 Note that the PRF is only used for correctness to rerandomize the two-party non-interactive lifting of a secret-shared
value.

10



2.2 Non-Interactive Oblivious Tensor Evaluation

We recall the non-interactive oblivious tensor evaluation (NIOTE) primitive, defined by [AMR25].
Two parties, Alice (the hasher) and Bob (the encoder), exchange a single simultaneous message
to obtain a two-party additive share of * ® y, where € Z' and y € Zf, are Alice’s and Bob’s
input, respectively. We write En 4 for Alice’s hashing and Eng for Bob’s encoding operations, and
De 4, Dep for their respective decoding operations.

Definition 2 (NIOTE [AMR25]). Let m = m(\), £ = £(\), p,q be positive integers. Then a
non-interactive oblivious tensor evaluation scheme NIOTE for Z;' @ Zf; is a tuple of five PPT
algorithms (Setup, En4,Enp, De g, Dep) with the following syntax:
— Setup(1?) is a probabilistic algorithm which takes the security parameter 1% as input and outputs
a public key pk.
— Ena(pk,x) is a probabilistic algorithm which takes a vector x € Zy' as input and outputs a digest
d and secret information .
— Enp(pk,y) is a probabilistic algorithm which takes a vector y € Zf; as input and outputs an
encoding E and secret information ¢.
— Dea(pk, E, ) is a deterministic algorithm which takes the encoding E and A’s secret information
Y as input, and returns v € Zg‘f.
— Dep(pk,d, ¢) is a deterministic algorithm which takes the digest d and B’s secret information ¢
as input, and returns w € Zzw.
We say a NIOTE is perfectly or fully correct, if there exists a negligible function negl(\) such that,
for all sufficiently large A € N, and for every @ € Z;' and every y € Zf;, we have

pk < Setup(1*) ;
Pr | [|Dea(pk, E,7) + Dep(pk,d, ¢) — € @ yllw > 0 (d,?) <~ Ena(pk,x); | < negl(}),
(E,¢) < Enp(pk, E,y)

where the probability is taken over the randomness in the evaluation of Setup, Eng and Eng.

Bilinear Encoder Evaluation. We say that a NIOTE has bilinear encoder evaluation if (i) d € Zy,

(i) ¢ € Z’;, and (iii) there exists a public matrix P € ngE)x(nkeq) , derivable from pk, such that:

DeB(pkad7¢) =P (d®¢®gq)’

where the computation is performed over Z, (ciphertext space) and reduced to Z, in the output.

Succinctness. Following [AMR25], we call the NIOTE half-succinct if the size of d is sublinear in
m (the size of F may be linear), and fully succinct if both |d| and |E| are sublinear in m.

Security. We formalize two security notions: hasher privacy and encoder privacy. These notions
guarantee that the digest and the encoding are simulatable, respectively, without knowing the input
vector.

Definition 3 (Hasher Privacy). Let Gi?gii\:n be the security game as defined in Figure 2 (left).
We say that a NIOTE scheme (Setup,Ena, Eng, Dea, Dep) is hasher-private, if there exists a PPT
stmulator Sim, such that for every PPT adversary A = (Ap, A1), we have

1 .
5 - e = 1] < negly,

11



G Hpriv G Epriv

A,Sim A,Sim

1: pk « Setup(1*) 1: pk « Setup(1*)

2: (x,aux) « Ao(1%, pk) 2: (y,aux) < Ao(1*, pk)

3: b<«s{0,1} 3: b+s{0,1}

4: if b=0: do + Ena(pk,x) 4: if b=0: Ey < Enp(pk,y)
5: else: d; < Sim(1%, pk) 5: else: By < Sim(1%, pk)
6: b <« Ai(dp,aux) 6: b <« Ai(FEy, aux)

7: return 1iff. b=10 7: return 1iff. b=10

Figure 2: Security games for hasher privacy Gipgi\; (left) and encoder privacy Gipgivm (right).

for every A € N, where the probability is taken over the randomness in Setup, En4 and the random
coins of Sim.

Definition 4 (Encoder Privacy [AMR25]). Let GPeY be the security game as defined in
Figure 2 (right). We say that a NIOTE scheme (Setup, Ena, Eng, Dey, Dep) is encoder-private if
there exists a PPT simulator Sim, such that for every PPT adversary A = (A, A1), we have

1 .
5 - Pr[E5En ) = 1]| < negi(n).

for every A € N, where the probability is taken over the randomness in Setup, Eng and the random
coins of Sim.

2.3 Learning with Errors

We use the same notation used in [AMR25]. In particular, we say that a distribution x(1*) over Z
is B(A)-bounded, if
Pr(le| < B(\) | e «s x(1M)] = 1.

When we write v < x(1?) and v is a vector, we mean that each entry of v is sampled from y(1*)
independently of all the others. The security of our protocols is based on the learning with error
assumption [Reg05].

Definition 5 (Learning with Errors [Reg05]). Let k := k(\), m := m(\) and q := q(\) be
positive integers. Let x(1*) be a low-norm distribution over Z. We say that the (x,k,m,q)-LWE
problem is hard if, for every PPT adversary A there exists a negligible function negl(\) such that,
for every A € N, we have

M s Z7>F, s s ZF
Pr | A(1* M, u) = 1|e <5 x™(1*) —Pr [A(l’\,M,u) =1
u+—M-s+e

M s Zm<F

< .
weszy || SmeE

Suppose that x(1*) is B(\)-bounded. We call the quantity o := ¢/B the modulus-to-noise ratio.

We also use the non-uniform LWE (NLWE) assumption, where the matrix M is no longer
uniformly random over Z™** but over Z3*F Tt is shown in [BLMR13] that non-uniform LWE is at
least as hard as LWE, with a slightly increased parameter size.

Theorem 1 (Non-uniform LWE [BLMR13]). Assume the hardness of (x,k,m,q)-LWE. Then,
(X k - logy ¢, m, q)-NLWE is hard.

12



3 Multi-Party NIOTE

In this section, we recall how to augment the two-party fully succinct NIOTE of Abram et al. [AMR25]
with hasher privacy and perfect correctness. Fully succinct refers to the sizes of digest and encoding(s),
which are succinct in Alice’s input Z;". Once we have hasher privacy and correctness, we show a
simple extension of the two-party construction into a multi-party fully succinct NIOTE. We use the
latter as a building block for our multi-party DPF setup protocols.

3.1 A Fully Correct, Hasher-Private, Succinct NIOTE for 2 Parties

The original construction by [AMR25] already provides encoder privacy, i.e., the encodings do not
reveal information about Bob’s input y. However, the digest d = AZ reveals information about
Alice’s input @, where Z is the bit decomposition of x.

The Bootstrapping Construction. The construction of [AMR25] bootstraps a half-succinct
NIOTE, where the digest is succinct but the encodings are not, into a fully succinct scheme. Recall
that in a NIOTE instance the encoder outputs (E, ¢) < Enp(:), where ¢ is the encoder’s secret
state that is later used by Dep.

The key observation is that the encoder’s decoding Depg(d, ¢) can be evaluated without revealing
the digest d, as long as the parties hold additive shares of d ® ¢. The authors call this the bilinear
encoder evaluation property. Since shares of d ® ¢ can themselves be generated as the output of
another NIOTE instance with smaller inputs, this idea can be applied recursively until only a single
digest needs to be sent.

More concretely, let r be the number of levels in a t-ary tree. The hasher splits its long input @
into chunks of constant size, say n, which form the leaves of the tree. At the leaf level, the hasher
groups the leaves into blocks of ¢ chunks and hashes each such block into a digest d’._;. In parallel,
the encoder computes (E,_1,¢,_1) < Enp(y) and keeps ¢,_; private.

Next, each internal node of the tree is computed similarly: every ¢ digests from level j + 1

(e.g., d;tll)tﬂ, e ,d;ﬁrl) together with the encoder’s secret ¢;;1 serve as input to a NIOTE for
(dy_:ll)tﬂ, ey dj»t_H) ® ¢;+1. The hasher obtains the parent digest d;, while the encoder produces a

single encoding and obtains ¢;, i.e., (E}, ¢;) <= Enp(¢j4+1). This process repeats level-by-level until
a single digest dp and a single encoder secret ¢¢ remain. Finally, the digest dy is sent to the encoder,
and all encodings E,_1,..., Fy are sent to the hasher.

Decoding starts at the root, where the parties obtain additive shares of dy ® ¢g. Using bilinear
encoder evaluation, the parties can combine their shares of d; ® ¢; with the encodings to derive
shares of dj1 ® ¢;11 at the next level. At the leaf level, the parties use their shares of d,_1 ® ¢,_1
to obtain shares of 2 ® y, which can be reshaped into the desired tensor evaluation. Figure 3
visualizes the bootstrapping for ¢ = 2.

Achieving Hasher Privacy. We follow the observation by [AMR26]: Only the root digest dy is
sent to the encoder, and the input size at the root is tn X n, i.e., independent of m or ¢. Therefore,
one can replace the half-succinct, not hasher-private NIOTE with a hasher-private, not necessarily
succinct NIOTE protocol, e.g., [ARS24], only for the final digest computation at the root. Since the
input sizes at the root are independent of m, this change preserves succinctness in m.
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Figure 3: Bootstrapping of [AMR25] for t = 2. The parties only exchange d and (Ey,...,FE,_1). To
achieve hasher privacy, we replace the root NIOTE (dashed box) by a non-succinct, hasher-private
construction.

Achieving a Negligible Correctness Error. Let v; and w; be the intermediate outputs of both
parties at level j. Correctness of the half-succinct NIOTE scheme guarantees that

v + wj modq:A-(dj,1®¢j,1)—|—e mod ¢,

where the error term e is bounded and A = ¢/p is the scaling term. Since using noisy v; and w; as
input to the bilinear encoder evaluation to derive shares of the next tensor d; ® ¢; leads to noise
growth, we use the standard trick [DHRW16] and locally round to obtain noise-free shares over
the plaintext modulus. However, the bilinear encoder evaluation requires additive shares over the
ciphertext modulus ¢. Following [BKS19], we therefore (non-interactively) lift the shares back to the
ciphertext modulus, which requires ||d;—1 ® ¢;_1|lcc < p to work with negligible correctness error.
We adapt the procedure such that both parties use bit-decomposed inputs, i.e., cAlj_l := Bits(d;_1)
and (%,1 := Bits(¢;), during hashing/encoding, and also adapt the bilinear encoder evaluation to
work over shares of cAij,l ® abj,l. With appropriate choices for p and ¢, the failure probabilities for
rounding and lifting can be made negligible in A. Thus we have,

(Hasher) (Encoder)
v; = [v5],, wj = [wj],
’lA)j = Lift%(’l}j), ’ﬁ]j = Llft}((’ﬂ)]) ,

where (0, w) form additive shares mod p, and (9, @) are shares mod ¢ of the same value. Since the
lifting correctness requires re-randomized shares, the parties use a PRF with key K, which is also
stored in the public key pk of the succinct NIOTE.

For completeness, we reproduce the half-succinct NIOTE from [AMR25] in Figure 12 and the
bootstrapping with hasher privacy in Figures 13 and 14 in Appendix A.The proposition below
follows from the correctness and security proof in [AMR25] and the correctness and security of
the hasher-private OTE® at the root of the tree. A complete proof of correctness can be found in
Appendix A.

6 We detail the bootstrapping with any hasher-private, non-succinct OTE at the root while [AMR26] give a concrete
protocol based on [ARS24].
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Multi-Party NIOTE

PARAMETERS: Number of parties N, plaintext modulus p, succinct NIOTE = (Setup, Ena, Enp, Dea, Deg) for
Zy ® k.
PARTY INPUT: 2' € Z)" and y' € Z},.
OuTpPUT: v', where v' +---+ v = (' +-- -+ V)@ (' + -+ 7).
The construction comprises three procedures (Setup, En, De), defined as follows:
— Setup(1*). Output pk < NIOTE.Setup(1*).
— En(pk, z*,y%). Compute (d’, ") < NIOTE.Ena(pk, ) and (E*, ¢') < NIOTE.Enp(pk, ‘). Output message
M':= (d', E') and secret state v’ := (z*, y*, ¢, ¢").
— De(pk,{d?, E7};2;,v"). Parse v as «*, y*, 9, ¢, then compute and output

v'i=2'®y' + ) (NIOTE.Des(E’,v') + NIOTE.Dep(d’, ¢')) € Z;'*.
Ji

Figure 4: Multi-Party NIOTE.

Proposition 1. The fully succinct protocol described in Figures 13 and 14 is hasher-private, encoder-
private, fully correct and succinct in m.

On the Efficiency of NIOTE. Bootstrapping a half-succinct NIOTE over a t-ary tree of depth
r = [log,(m/n)] yields a scheme succinct in the left length m and linear in /. Concretely, in the
AMR25 bootstrapping Alice sends a single digest d € Zj/, while Bob sends r encodings. The online
transcript is dominated by Bob and scales as O(r 2. n3) Zq-elements for a single right input, and
becomes O~(€ 712 n?) Zg-elements after splitting y into n-sized blocks. The main constant is
the digest dimension n, which in LWE/GSW-style instantiations grows linearly with the gadget
length, e.g., n =k - [log, q| for a base-b gadget. Hence moving to a larger-base gadget can reduce
communication by a polynomial factor in logb, at the cost of larger noise terms that must be
considered in the ¢/p slack. Orthogonally, a ring/module-LWE instantiation can pack S plaintext
slots per ring element, effectively replacing m by m/S in the tree depth r, which reduces the number
of bootstrapping levels and, in the perfectly-correct variant from Appendix A, also reduces the
number of lifted coordinates. Overall, these optimizations suggest that the transcript size can drop
by multiple orders of magnitude compared to an unpacked, binary-gadget baseline. A concrete
end-to-end ring implementation is left to future work.

3.2 Multi-Party NIOTE

Consider a multi-party version of NIOTE for N parties, Pi, ..., Pn, where each party P; holds
vectors x' € Z," and Yyl € Zf, as input (or alternatively P; holds additive shares of  and vy). Then,
we want the parties to output v’ € Z;”E after a single, simultaneous broadcast message to all other
parties, where

Due to the linearity of the tensor product and the two-party NIOTE, this can be achieved by
running the two-party NIOTE protocol pairwise among the parties. Intuitively, the inputs of each
party are kept private due to hasher and encoder privacy of the two-party scheme. We formalize
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the multi-party construction in Figure 4. Note that the parties now have symmetric roles, thus En
computes the message of a party to be broadcast and De decodes all received messages to output v’.
The construction is succinct if the underlying two-party NIOTE is succinct.

Correctness. Observe that we can express

(imi>®<§;y"):§:(mi®yi+ i mi®yj),

i=1 =L

by the linearity of the tensor product. Each pairwise tensor product «‘ ® ¢/ may be computed by a
NIOTE between P; and P;. Each P; therefore computes d’, ' := En4(z?) and E?, ¢' := Enp(y’), and
broadcasts (dli, E‘) Then, P; needs to compute vl= wi®yij—2j:1;j¢i (Dea(E7, 1/1‘) + Dep(d’, ¢)),
where Dey(E7, ") yields a share of ' ® y? and Dep(d’, ¢") yields a share of @/ ® y".

Remark 1. In our instantiation of NIOTE, correctness of the local rounding step in De4 and Dep
is unfortunately limited to the two-party case, see, e.g., [DHRW16], which limits the multi-party
construction to make pairwise use of the two-party NIOTE.

Our multi-party NIOTE therefore realizes the OTE functionality FoTg in Figure 5 for IV parties.

Proposition 2. The N-party NIOTE protocol in Figure j securely realizes the N-party OTE
functionality Fote (Figure 5).

Proof. We construct a simulator S that given inputs of the corrupted parties a/,y’, for j €
C, proceeds as follows. Let pk denote the public key, then the simulator computes (M7, 17) «+
NIOTE.En(pk, 27, y’). Further, let Simypriy denote the hasher-privacy simulator, and Simggyi, denote
the encoder-privacy simulator. S computes simulated messages M* of the honest parties i ¢ C
as M' = (d',E%) < (Simppriv(pk), Simgpriv(pk)) and then computes the expected output of the
corrupted parties v/ := NIOTE.De(pk, { M k}k#,uj ) using honestly computed M/ for corrupted
parties, and simulated M? for honest parties. Finally, S sends (z/,y’,v’), for j € C to FoTE.
Correctness follows from the construction and FoTg. For indistinguishability to the real protocol,
consider the following sequence of distributions. Let ¢ denote the number of corrupted parties. The
first distribution is the output of the simulator S. For each i € [N — ¢], in the i-th distribution,
we replace the simulated d* with a d’ obtained from En4(z?), i.e., correctly computed from honest
party P;’s input. Similarly, for each i € [N — ¢], in the (N — ¢ + i)-th distribution, we replace the
simulated encoding E* with a correctly computed one. Now, the final distribution is identical to
the real protocol execution. Each step between a distribution only differs in the changed digest or
encoding, which is indistinguishable by hasher and encoder privacy. O

4 Our OTE-Based Distributed Point Function

In this section, we present our OTE-based N-party DPF framework.
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Functionality Fote

PARAMETERS: Field Z, and parties P1,...,Pn. Let m, ¢ be integers and C the set of corrupted parties.
— Upon receiving «* € Zy,' and y' e Zf; from each P;, and a’ € ZZ“] from each corrupted P;, j € C: reconstruct
T=D e @ A Y =D e Y _ .
— Sample a’ for each ¢ € [N]\ C such that Zie[N] a' =z ®y. Return a’ to honest P;, i ¢ C.

Figure 5: Ideal functionality for OTE.

N-party DPF Functionality F.ppr

PARAMETERS: Field Z,, domain size L = 2¢ parties P1, ..., Pn, set of corrupted parties C. Outputs a sharing of
the unit-vector wa,g.

Setup: Upon receiving (Setup, {{aa)i}ieqy, (,B)Z) from each P;, where a; € {0,1} and § € Z,: reconstruct
o = ZiE[N] (au)i, set a = f;é a;2!, and reconstruct 8 := ZiE[N] (8):. Store (a, B).
Full Evaluation: Upon receiving (Eval) from all parties, and {Uj }jec from the adversary, sample honest shares

{v'}igc uniformly at random such that Zf\;l v' = U4 5. Return v’ to honest P;.

Figure 6: Ideal functionality for an N-party DPF with explicit setup and evaluation steps.

Overview. At a high level, we first design an N-party MPC protocol Il,,ppg that realizes the
ideal functionality F,ppr (Figure 6) in the Fore-hybrid model, and then compile I1,ppF into a
distributed point function as in Definition 1. The compilation is straightforward and the security of
the resulting scheme is directly derived from the simulation-based security of II,,ppF.

Later (in Section 5), we will instantiate I1,ppr with concrete protocols based on the OTE
primitive. These instantiations differ in how they arrange the necessary OTE invocations, and
therefore exhibit different trade-offs between the number of setup rounds and the total communication.
In particular, let L = 2¢ be the domain size of the DPF, then implementing the OTE primitive with
a succinct NIOTE, we obtain one instantiation with O(log L) setup rounds and total communication
O(Npoly()\)log? L), as well as alternative instantiations with fewer setup rounds and corresponding
changes in communication overhead.

From II,ppr to N-party DPF. Given an N-party MPC protocol II,,ppr that securely realizes
FnDpPE against a semi-honest adversary corrupting up to N —1 parties, the compilation to an N-party
DPF is described in Figure 7. At a high level, the setup algorithm emulates an execution of Il,ppr
on additive shares of (o, 3) and stores, for each party, its local shares, its private randomness, and
the messages it would receive during the emulation. This recorded local view is the party’s DPF key.
To evaluate, the party locally replays II,ppF using its key and outputs its final vector share.

Security follows directly from simulation-based security of II,ppg. Indeed, for any coalition C of
size at most N — 1, the joint distribution of keys {k;};cc is exactly the joint view of the corrupted
parties in the emulated execution of Il,ppr. Thus, distinguishing between keys for two choices
(a0, Bo) and (a1, f1) implies distinguishing a real joint view from a simulated one, contradicting
that II,ppr securely realizes FnppF.

Proposition 3. Let Il,ppr be an N-party protocol that securely realizes Fnppr against a semi-
honest adversary corrupting up to N — 1 parties. Let DPF[II] be the N-party DPF resulting from the
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DPF[II]: II.opr = N-party DPF

Let IT be an N-party protocol that realizes Fnppr and whose communication is a public transcript tr. Define
DPF[II] = (Gen, FullEval):

Gen(l’\, a, B):

Let (o, ...,a¢—1) = Bits(a) and create additive shares {{cy);}:,; and {(8):}: over Z,.

Sample a global seed s < {0,1}* and per-party seeds 1,..., 7" «s {0,1}*.

Emulate an execution of IT where party P; uses input ({(Oél>i}le[£]7 (B)z) and randomness derived from

W=

r%; all public coins are derived from s. Let tr denote the resulting transcript.
4. Output keys ki = (s,7°, {{au)i hiepe), (B)s, tr) for all 4.
FullEval(k;): Given k;, locally re-run party P;’s algorithm of IT using public coins from s, private coins from r°,
and using tr as the sequence of received messages. Output the resulting v* € ZZE.

Figure 7: Compiler producing an N-party DPF from any protocol realizing F,ppF.-

compiler in Figure 7. Then DPF[II| satisfies the standard (N — 1)-privacy game for N-party DPFs:
for any coalition C C [N] with |C| < N — 1, the joint distribution of keys {k;}icc is computationally
indistinguishable for any two choices of (a, B).

Proof. Suppose that there exists a PPT adversary A and a coalition C with |[C| < N — 1 that wins
the N-party DPF privacy game for DPF[II] with non-negligible advantage. We build a distinguisher
D against the security of II. On input either (i) a real joint view of the corrupted parties in an
execution of IT (real world) or (ii) a simulated joint view produced by the simulator for IT (ideal
world), the distinguisher D constructs keys {k;}icc exactly as prescribed by the compilation to
DPF[II] (i.e., by packaging the corrupted parties’ shares, randomness, and received messages) and
forwards these keys to A. Finally, D outputs whatever bit A outputs.

By construction, when D is given a real view, the resulting distribution of {k;};cc is exactly
the real key distribution in the DPF privacy game; when D is given a simulated view, it matches
the simulated key distribution for the same coalition. Therefore, any non-negligible distinguishing
advantage of A between real and simulated keys would imply a non-negligible distinguishing
advantage of D between the real and ideal executions of I, contradicting that II securely realizes
Fuoope. Hence, DPF[II] is (N — 1)-private in the standard DPF privacy game. O

5 Instantiating Il,ppr

We now instantiate I1,ppf, i.e., we give concrete N-party MPC protocols that realize the DPF
functionality F,ppr of Figure 6 in the FoT1e-hybrid model. As before, we fix L = 2¢ and assume
that each party inputs additive shares over Z, of the address bits «y, ..., a,—1 and of 3 € Zj, such
that o = 170 ;2.

We give several instantiations of Il,ppp. We first present our main protocol family H,JDBPF,
parameterized by a public block size B. Once we instantiate the functionality Fote (Figure 5)
using the multi-party NIOTE primitive described in the previous section, this parameter B trades
setup rounds for communication by ensuring that each NIOTE invocation has right-input length

bounded by B. Later, in Section 5.4, we give an alternative construction to I1 gp,:, called I Bhﬁ',ﬁ, which

requires ©(log L) rounds and polylogarithmic communication. 17, Bhlé’é has at least a factor-two lower
communication cost than the main protocol family when setting log B = 1 with the same number of

setup rounds, and can be instantiated with any non-interactive scalar-vector multiplication scheme.
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5.1 Unit Vector Tensor Representation

The core idea of our protocol is a tensor-tree technique that allows us to reduce the number of
synchronous rounds and that is based on the following lemma and its block generalization.

Lemma 1. Fiz a prime field Z, and let L = 2¢. Let a € [L] with binary decomposition o =
S8 w2t where each oy € {0,1} C Zy, and let B € Z,. For each t € [{], define the length-2 selector
vector s = (1 — oy, o) € ZIQ,. Define the £-fold tensor product

U=3£—1®Se—2®“'®80€Z§€- (2)

Then w is exactly the unit vector uq,1, i.e., ula] =1 and ulj] = 0 for all j # «. Consequently,
Ugpg =P -u=[ (512 @ 80).

Proof. We start by formalizing our indexing notation. For any j € [L] = {0,...,2¢ — 1}, we can write
its binary representation (LSB-first) as j = Zf;é 412!, where j; € {0,1}. Equivalently, j = 25" + jo
where 5/ € [2¢7!] has binary expansion j = Y j_1 j; 2t~ 1.

Let a € Z;' and b € Zj;. By definition, a ® b € Z;"" satisfies, for all i € [m] and r € [n],
(a @ b)[i - n+ r| = ali] - b[r]. Equivalently, for any j € [mn], writing ¢ = |j/n] and r = j mod n, we
have (a ® b)[j] = ali] - b[r].

Define u :=s¢p_ 1 ® 8y 9®---®8sg € de. We claim that for every j € [L] with bit representation
(Jos---»Je-1),

-1
ulj] = H 8t[jt]- (3)
=0

To see this, write u = ©' ® sg where ' == s)_1 8/ 9®---® 81 € deil. For any j € [2¢], write
j = 24" + jo. Since the right tensor factor has length n = 2, the tensor indexing rule gives

ulj] = (v’ @ $0)[25" + jo] = w'[§'] - s0[jo].

Applying the same argument recursively to u' (equivalently, by induction on ¢) yields (3).
Now evaluate each factor. Recall s; = (1 — ay, o) with oy € {0,1}. Hence for any j; € {0,1},

. 1 if jt = 04,
s = 4
tbt] {0 lf jt 75 Ot ( )

Fix any j € [L]. Combining (3) and (4), we get that u[j] = 1 iff j; = a4 for all ¢, ie., iff j = a.
Otherwise at least one factor is 0 and thus u[j] = 0. Therefore u = uq,1. Finally, uq g := 8- uq,1,
s0 Bu = u,g. O

Remark 2. We stress here that under the standard tensor indexing (a ® b)[i - n + r] = a[i] - b[r], the
rightmost tensor factor corresponds to the least-significant element in base n. Thus, with LSB-first
binary expansions j = f;é 5:2¢, the unit-vector identity is naturally written as u = s;_; ® - - - ® Sg.
If instead we define @ := sg ® - -+ ® sy_1, then @ is the unit vector at the bit-reversal of a.

Ezample 1. Let £ = 3, s0o L = 8, p a prime and o = 5 with binary representation (ag, ay,ag) =
(1,0,1). We can define the selector vector sp = (0,1), s;1 = (1,0) and s2 = (0,1). Lemma 1 defines

u =382 ®s; ®s9=(0,0,1,0)® (0,1) = (0,0,0,0,0,1,0,0).
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We can generalize the previous lemma to block selector vectors. As before, we assume L = 2¢.
We then choose a block size b > 1 and define the corresponding B = 2°. We partition the ¢ address
bits into consecutive blocks of size b, except possibly the last block, which may be shorter. In this
way, we can write £ = kb + bjas, with k := |£/b]| and b, € {0,...,b—1}. We also define the number

of blocks as
L if bast = 0,
" k41 if bag > 0,
and their block bit-lengths by setting b; := b for j € {0,...,k — 1} and bK,l := bjast if bjast > 0.

Let o € [L] have binary expansion a = Y-} ;2. For each block j € {() — 1}, we define

al rouping together the bits in that block, i.e., Qjbth = -1
() € [2%] by grouping together the bi thtblk () z%o ]+2 j=0,...K—1
Equivalently, a admits the representation a = ZK (]) 2317 J where the last

block may be shorter. For each block j, we define the length-2% selector vector s( 7) Z2 7 as the
standard basis vector at position a¥):

sOu] :=1[u=a] foru e [2%],

where 1[-] € {0,1} C Z,,
We can now prove the following lemma.

Lemma 2. Let L = 2¢ and let o € [L] with block representation o a1 g5 above. We
define the K -fold tensor product

HK 1 2b .
u=sFVgsEg...g ()EZ —ZIQ):ZIf.
Then w is exactly the unit vector us,1. Consequently, for any 8 € Z, we have uqg = 3 - u.

Proof. We use the standard tensor indexing rule: for a € Z;' and b € Z,

(a®Db)i-n+r]=ali-b[r], (i € [m],r € [n]).
Let z € [L] and write its mixed-radix expansion x = ZK,OI 20) . 27% where each z\9) € [2%] is the
block induced by the bits xjp, ..., zp1p;—1. By iterating the tensor indexing rule, the coordinate of

the K-fold tensor product satisfies

K-1
— H s()
j=0

By definition of sU) as a unit vector at o), each factor is 1 iff 2(9) = a¥) and 0 otherwise. Thus
ufz] = 1 iff z0) = aU) for all blocks j, i.e., iff z = o; otherwise u[x] = 0. Finally, scaling by 3 gives
Ugp = B - u. O

5.2 Owur Multi-Party DPF Protocol

Lemma 1 and its block version, Lemma 2, reduce the setup of our N-party DPF to evaluating an
iterated tensor product of selector vectors. To securely tensor secret-shared vectors, the protocol
makes black-box use of OTE (modeled as Fotg, Figure 5), which on input additive shares of (x,y)
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(A) Balanced tensor tree (B) Right-bounded schedule (¢{=8, b=2, B=4)

u=87Q R 8o (3) = p(2) x50
v =v\9'Q®s
len 256 len 256
v(?2) = (V) gg)
len 64
(D) = sB3)gs(2)
len 16
S7®86 so®s4 83®52 S1®So

len4 len4 len4 len4 _87®SG s )=S5®s4 (1)_83®82 [ {0)_81®80

84
éhéhébéb mggummgg

Figure 8: Small example for £ = 8. On the left we have a balanced tensor tree and on the right a
right-bounded schedule with b = 2 and B = 4.

(S7®sel) ® (685®84)

(s3®52) ® (s1®80)
len 16

en

returns additive shares of * ® y. Concretely, throughout this section we write each call to OTE by
one execution of our N-party NIOTE = (Setup, En, De) from the previous section: each party runs
En on its local shares, broadcasts once, and then runs De to obtain its output share. In this way,
one tensoring layer, that is, a set of independent tensorings executed in parallel, costs exactly one
synchronous broadcast round.

The core idea is that since ® is associative, we are free to choose how to organize the ¢-fold
tensor product computation. In particular, this choice will determine (i) the number of synchronous
rounds, and (ii) the input lengths in the underlying NIOTE calls.

Right-Bounded Tensoring and Polylogarithmic Key-Size. The protocol I1 gpF is fully described in
Figure 9. First, it fixes a public block size b > 1 and let B = 2°. Hence, it partitions the ¢ address bits
into K = [£/b] blocks and defines the corresponding block selectors s¥) € Zgbj, as in Lemma 2. The
protocol then proceeds in two phases: (i) it computes all block selectors s\9) using balanced tensor
trees of depth Rpjock = [logy b], where every NIOTE call tensors vectors of length at most B; and (ii)
it chains the blocks from most significant to least significant by computing v(") = v("—1 @ g(K-1-7)
for r =1,..., K — 1. The key property is that in every chaining step, the right input is a block
selector of length at most B, while the left input may grow up to L. This parametrization contains
two special corner cases. On the one hand, we have a fully balanced tensor tree by setting b = /.
In fact, this implies K = 1, so Phase (ii) vanishes and Phase (i) is a single balanced tensor tree of
depth [log, /] = O(loglog L) that directly outputs uq1 € Zﬁ. At the other extreme, setting b =1
gives K = ¢ and yields an O(log L)-round pure chaining schedule. This behavior is illustrated in
Figure 8, which compares the fully balanced tensor tree which achieves loglog L rounds with the
right-bounded schedule that we use to obtain polylogarithmic key-size.

Theorem 2. Let p be a prime and L = 2¢ the domain size. The protocol HDPF (Figure 9) securely
realizes Foppr against a semi-honest adversary corrupting up to N — 1 parties in the Fote-hybrid
model.

Proof. We begin with correctness in two steps: first for the balanced tensor tree sub-procedure, then
for the full evaluation.

Correctness of BalancedTensorTree. First, by correctness of the N-party NIOTE, we have
> Vhiy = (Z ”ﬁ%) ® (Z ”2,2#1) :

21



Let each binary leaf selector ), 'véyj = (1 — aj,q; ), for a;j € {0,1}, then the protocol computes
V0, 7-1 ® - ® v in a balanced binary tree, by always tensoring nodes 25 and 25 + 1. By Lemma 1,

Vo, 7-1 8 - QU0 = UT-1 ,
P ijo Oéjzj,l I
as desired.

Correctness of FullEval. By correctness of BalancedTensorTree, the shares of the block selector s,
for j € {0,..., K — 1}, are shares of the unit vector encoding a?) € [2%],

ZS(J) = Uy -
i

Note further, that for all » € {1,2,..., K — 1}, by the correctness property of the N-party NIOTE,

Zv(r),i _ (Z v(rl),i) ® (Z S(Klr),i) '

Thus,
ZU(K*D,Z’ - ((S(Kfl) ® S(K*Z)) ® S(K*3)> ® - ®s9,
7
and by Lemma 2, >, KD — Uq,1, Where oo = ZJK:_Ol a2V | Finally, the scaling by 3 indeed
outputs >, u' = u, g, again due to the correctness of NIOTE.
Security First, we can replace all calls to NIOTE with calls to Fotg without changing the output of
the procedure. Concretely,

— BalancedTensorTree: Each P; sends '0272 ; and v}'ﬂj 41 to FoTE, and receives a share of the tensor
product, 'U}ZH,]-.

— FullEval: Each P; sends oD and B g FoTe and receives a share of the tensor
evaluation v(". Further, each P; sends 6° and (B)i to Fote and receives a share of the tensor
evaluation u’.

Since now, all parties only interact with FoTg, security is immediate. O

Remark 8 (Incorporating the value B with no extra costs). For simplicity, Figure 9 produces shares of
Uq,1 and then performs one final scalar—vector multiplication by 3, implemented as a single NIOTE
call with right input dimension 1. Alternatively, one can avoid this explicit final scaling step by
injecting (3 into the tensoring computation itself: we can treat 5 as a length-1 vector (5) € Z}) and
compute a B-weighted block selector 3V) := (B) ® s for a fixed block j during Phase (i), and then
chain using 39 in place of sU). By bilinearity of ®, the final output is Uq 3 and the explicit final
scaling step can be removed.

Batched Broadcasts within a Tensoring Layer. At any tensoring layer h, the parties may need
to evaluate g, independent NIOTE instances in parallel. Rather than broadcasting g, separate
messages, party P; runs En independently for each instance and concatenates the resulting messages
into a single broadcast string

Mj, := My o[ Mj ol 1M g, 1.

while storing the corresponding local secrets v, := (y};,o, cee y,ih qh—l)' Upon receiving M} from other
parties, P; parses each M ,’f into its ¢; components and applies De component-wise. This realizes

exactly the same distribution as sending ¢, separate broadcasts, but reduces the number of network
messages to one broadcast per party per layer.
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Table 3: Required rounds of communication and number of NIOTE calls for representative values of
L and b. Highlighted values have the same number of rounds as the fully balanced tree (5).

L NIOTEb=5b=6b=7b=8 L NIOTEb=5b=6b=T7b=28
217 16 6 5 5 5 22t 90 7 6 5 5
218 17 6 5 5 5 222 921 7 6 6 5
219 18 6 6 5 5 2% 22 7 6 6 5
220 19 6 6 5 5 2% 23 7 6 6 5

5.3 Efficiency

Here we analyze the communication costs of our protocol. Phase (i) requires Rpjock = [logy b]
synchronous rounds, independent of L, since all K block-trees are executed in parallel level-by-level.
Phase (ii) requires K — 1 = [£/b] — 1 = logy L synchronous rounds due to the sequential chaining.
Including the single (optional) scalar—vector multiplication for 5 adds one further synchronous round.
Therefore the total depth is Riotal = [logy b] + ([€/b] — 1) +1 = O(logb + logp L). As mentioned
before, this interpolates between (i) the ©(loglog L) depth of the fully balanced tensor tree, obtained
by taking b = ¢, and (ii) a pure left-fold chain, obtained by taking b = 1, which keeps the right
dimension constant but offers no tree parallelism. Increasing b therefore reduces the number of setup
rounds while increasing the communication cost exponentially.

In the right-bounded protocol, every Phase (ii) NIOTE invocation has right input length m; < B.
Consequently, the communication per chaining step is bounded by O(Blog [v("~1|) < O(Blog L),
since |[v(""Y| < L throughout. There are exactly K — 1 = O(logg L) such steps, hence the total
Phase (ii) communication is

O(Blog L -logg L) = O(Blog L - log L/ log B).

Finally, choosing B = poly(\) makes B and log B depend only on the security parameter, so the
dependence on L is polylogarithmic. Phase (i) contributes an additional poly()) - polylog(L) term,
since every NIOTE call in the block trees has both inputs of length at most B and there are only
[logy b] synchronous levels. Table 3 lists the number of rounds and black-box NIOTE calls for
relevant practical parameters. Our N-party NIOTE based on pairwise two-party NIOTE has an
additional O(N) factor overhead (per party) for the communication cost.

5.4 An Alternative DPF Protocol with log L Rounds

We describe a DPF construction with asymptotic cost similar to IT% ¢ (Figure 9) with b = 1 but
improved concrete efficiency. We will use the NIOTE as a non-interactive scalar-vector multiplication
primitive by setting £ = 1. The resulting primitive over Z;' ® Zzl) has communication cost that is
succinct in m.

To sketch the DPF construction, we write the special position @ = Zle;é ;2" in binary with bits

aq. Our protocol outputs a secret-shared vector v := (0,...,0,3,0,...) € Zgé, which corresponds
———

o
to the full-domain evaluation of the DPF. Consider the j-th entry of v, denoted w[j]. It can be
expressed as
o] = w0 plj ® X0 ® - ® 2 o],
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Multi-Party DPF Protocol 115

PARAMETERS: Prime field Z,,, domain size L = 2°, public block size b > 1 with B = 2°, and a fully correct
N-party NIOTE = (Setup, En, De) over Zj.

PARTY INPUT: Shares {(at):}¢epq of bits a; € {0,1} and a share (3); € Z,.

OUTPUT: A vector u’ € ZL such that Zi\il u' = uq 5.

Setup: Parties run pk < Setup(1*) and get pk.

BalancedTensorTree: This is a sub-procedure of FullEval. On input T' shares of binary leaf selectors
V0,05 - -5 Vo 71, Where vy ; € Zg.

1. Initialize the level-0 list: V§ := (véyT,l,vé’T,m cee véyo),
2. For levels h =0,1,2,..., repeat until Vi = 1:
(a) Let tp := |V}]| (this value is the same for all parties).

(b) For each j € {0,...,|tn/2] — 1}, in parallel:
i. Each P; computes (beyj, V};’j) — En(pk,v}‘th,vZ’QjH) and broadcasts M}”
ii. Each P; computes 1,);14'1,]' := De(pk, {M,’f’j}k#? vh) € Ly 23204
(public) length of v}, ;. . ‘
(c) If ty is odd, append the last vector unchanged: Vi1, /2] = Vhytp—1-

(d) Set Viyr == (Vha1,00- 5 Vhy1,[ey, /2] -1)-

. . . T .
3. Let w* denote the unique remaining vector in Vy, so w" € Zg . Output w".

, where my, ; denotes the

FullEval: Parties proceed as follows.
1. PHASE (1): decompose into blocks and compute block selectors (Rpiock = [log, b] rounds).
(a) Let K = [£/b] and block lengths b;. For each block j € {0,..., K — 1}, let o' € [2%] denote the j-th
block digit and let s ¢ Zzbj be the corresponding selector vector.
(b) For each block j, the parties locally form additive shares of the b; binary leaf selectors
Sjvrh = (1 — ajpsn, Qjptn) € Zi, for h=0,...,b; — 1, and compute additive shares of the block selector

. b
s = Sjbtb;—1 & @ Sjp € ZZ" using the BalancedTensorTree procedure restricted to the b; leaves
of block j. All blocks are processed in parallel level-by-level.
b
2. PHASE (11): chain blocks: Initialize v») := 55~V ¢ 72 e
Forr=1,2,...,K —1do: o _ _ _
(a) Each party P; computes (M}, 1}) < En(pk, v("~ 1% s(E=1=m):%) and broadcasts M;.
) ) ) (r—1)|. 1 o(K—1—7)
(b) Each party P; computes v .= De(pk, { MF}x i, v2) where v € Z,I[,U e X
Let & := v(K— i € 71
3. SQALE BY . Each party P; computes (Mg, vs) < En(pk,d°, ((8):)), broadcasts Mg, and outputs
u’ := De(pk, { M} }rrzi, vh) € Z).

Figure 9: The protocol 1], gPF with bounded right input length of every NIOTE call by B = 2°.
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where ug 3 = (3,0,...) € ZIQ,Z. If j = a, then v[a] = upg[0] = S, so the special value is correctly
positioned. If j # «, then by the same argument v[j] = wug g[j'] for some j’ # 0, and therefore all
other entries are zero. Our DPF protocol starts with a secret share of vy := ug g and iteratively
applies a permutation to the vector. In iteration [ = 0,...,¢ — 1, we obliviously shift each element
by 2! positions, conditioned on the I-th bit oy, i.e.,

Vi1 = (1 — Oél) v+ - SHUF(U[, 2l) =v; + SHUF(OJ[ . Ul,2l) — o vy,
—_———

v [jlvi[i82!]

where SHUF denotes the permutation. Since SHUF only rearranges elements, «; - SHUF(v;, ) =
SHUF (o - vy, -). Note that if a; = 0, no permutation is applied; if o; = 1, the shift is applied. We
compute a; - v; using the non-interactive scalar-vector multiplication with sublinear communication
cost. More precisely, since our NIOTE-based instantiation of the non-interactive scalar-vector
multiplication produces digests/encodings of size O(Alog L), the DPF protocol’s communication
cost is O(¢- X\ -logL).

Note that the setup protocol described above requires log L rounds, since the vector input to
the non-interactive scalar-vector multiplication, v;+1, depends on the output of the previous round,
ay - v;. Figure 10 details the construction.

Remark 4. The scheme resulting from the compilation of ITSh_ can be instantiated with any non-

interactive scalar-vector multiplication scheme, defined as a variant of the non-interactive (matrix)
multiplication from [BDSS25]. Our instantiation, the non-interactive tensor product has the same
functionality but achieves logarithmic encoding sizes compared to [BDSS25].

Correctness. We write the index a = Zf;& a;2!, where each bit, ay, is additively-shared among

the parties We prove via induction over [ € {0,1,...,¢} the statement Zﬁil v} = ug, g, where
Z] —_o 27, ie., &y is the index comprlsmg the [ least significant bits.

The base case [ = 0 is evident, as Zz 1 'Uo = Zi]\il U (8), = U055 (clearly &g = 0). We now prove

the induction step from [ to [ 4 1. First, note that % w! = oy - v; by correctness of NIOTE where
o =N ()i and vy = N, vl Then,

N N
va+1:Z(vl+SHUle, ) wf)
=1 =1

N
= v; + SHUF (Z wf,2l> - Zw}‘ (SHUF is linear in w)
i=1 =
= v; + SHUF (¢ - vl,2l) — ;- vy
= Uq;,B + - (SHUF(’U,@Zﬁ, 21) - udlﬁ> (ind. hyp)
= g, o[k] + a1 - (wa, ok @ 2'] = way 6[k]) vk € [2°]
= ug, gk @ ;2] Vk € [21]

-1
= UO,,B[k D Z Oéj2] + Oq?l] = U418,
Jj=0
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Multi-Party DPF Protocol TS

PARAMETERS: Number of parties N, plaintext modulus p, output length L = 2¢, point function fap i [L] = Zp,
N-party NIOTE scheme NIOTE = (Setup, En, De) for Z], ® Zj,. Let

SHUF(z, 27) := (m[O @2, 2[1®27],...,2[L® 2j]) be a permutation over x € Z%.

PARTY INPUT: Shares {(at):}¢eq of bits a; € {0,1} and a share (5); € Z,.

OUTPUT: A vector u’ € ZL such that Zivzl u' = uq 5.

Setup: Parties run pk « Setup(1*).
FullEval: Each party P; holds {{au)i}icq and (5):.
1. Set vo := ((B):,0,...,0)" € ZL.
2. Forl € [{]:
(a) Compute (M}, v}) + En(pk, v, (a;);) and broadcast M;.
(b) Compute w; := De(pk, {M]};2i,v}) € ZE.
(C) Set V41 := v + SHUF(wl, 21) —w;y.
3. Output vy.

Figure 10: N-party Distributed Point Function with log L rounds using SHUF.

where the last two transformations used the fact that u, g[k] = ugg[k ® z],Vk € [2]. Since
Uy plz] = B = uppl0] = up [z ® z], and u, glz’] = 0 for any 2’ # x otherwise. We conclude the
correctness proof by noting that &, = o and therefore Zi\il v@ = Ugq g, as desired.

Security.

Theorem 3. Let p be a prime and L = 2¢ the domain size. The protocol Hﬁ'[‘)”FfF (Figure 10) securely
realizes Foppr against a semi-honest adversary corrupting up to N — 1 parties in the Fote-hybrid
model.

Proof. Security follows from the security of the N-party NIOTE (or the interaction with Fotg,
respectively). The parties only exchange messages M; (which can be simulated from the N-party
NIOTE security) and otherwise compute local operations on their shares. O

6 Applications

We discuss two applications in more detail.

6.1 Distributed ORAM and RAM-MPC: Private Point Queries from Secret-Shared
Addresses

Oblivious RAM (ORAM) hides memory access patterns by ensuring that transcripts corresponding
to any two logical access sequences of the same length are computationally indistinguishable
[GO96, LO13]. A common design pattern in distributed ORAM (DORAM) and in MPC with
RAM-style memory is to reduce each logical read and write to (i) generating a private point query
for an address « € [L], and (ii) applying this point query to the distributed memory representation.
In this subsection, we focus only on this address-to-point-query subroutine and we do not propose a
complete ORAM protocol. Many constructions implement point queries using DPF-style techniques
[Ds17, BKKO20, ZYP24, VHG23, SVG24]. Our multi-party DPF is well-suited for such settings:
it supports privacy against up to N — 1 semi-honest corruptions among N servers, and provides
succinct keys. In the RAM-MPC regime where the address itself is secret-shared, our II55¢ protocol
reduces the number of synchronous interaction needed to generate the point query.
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Point queries and block updates. We write [L] ={0,...,L —1}. Let ¢ € (Z}‘,”)L be an array
of L blocks, where each block x[j] € ZY consists of w field elements. For a € [L], let w1 € Z&
denote the unit vector with u, 1[a] =1 and 0 elsewhere. It chooses which block to read or update.
For a value B € Z,, we define the corresponding sparse block update vector U, g € (Z;’)L by
Uapljl = uaalj] - B, i-e., by component-wise scalar-by-block multiplication in Z;). Equivalently, if
we flatten @ into ZZ’L, then U, g is the tensor product u,,;1 ® B.

A point read returns x[a] € Z;’ and can be written as the block-wise inner product

L—1
wlo] = uaalj] - xlj] € ZY.
7=0

A point write which adds B at address « is the sparse update © < x + U, g, i.e., [a] < x[a] + B.
Both operations can be combined into one, oblivious operation if we introduce a write flag as a
selector to select the result of read or write. For simplicity of exposition, we keep the operations
separate.

Let L = 2¢. We consider the case where the address a is secret-shared with bit shares
{(ow)itveps, ie(v], where ap € {0,1} C Z,. We let the memory be either public & € (Z¥)" or
additively shared as {z'}ic(y) With >, ' = @.

Proposition 4 (Read & write from a secret-shared address). Assume a correct N-party
NIOTE primitive NIOTE owver Z, and a protocol HgPF that, on input additive shares of the address
bits {{cw)i foeq,ic(v) and additive shares of a scalar payload {(B)i}ic|n) € Zyp, outputs additive shares
{ug,g}ie[N] C Z£ such that Y, ugﬁ = Uqg. In particular, running I 5og with 8 =1 yields additive
shares of the selector uq,1 € ZIE.

Then there exist N-party MPC protocols that, on input additive shares of o (and optionally of
B € Z, ), implement:

1. READ: output additive shares of x[a] € Z});
2. WRITE: update shared memory from {x'}; to additive shares of x + U, g.

For block updates, one can obtain additive shares of U, g by executing HgPF independently on each
coordinate of B. The round complexity is unchanged.

Moreover, the address-to-selector step costs (logy b + logp L) rounds, where 1 < b < ¢ and
B = 2b. All remaining work is local linear algebra plus, for shared-memory reads, a single batched
multiplication-layer.

Proof. See Appendix B.1.

Many distributed ORAM and RAM-MPC designs invoke several private point queries per single
read/write operation, e.g., across tree levels, within buckets, and for auxiliary state such as position
maps and stashes, [Ds17, JW18, VHG23, SVG24]. Because our tensor-tree schedule is fixed and all
NIOTE instances within a level are independent, these point-query generations can be batched.

Remark 5 (Cost of Read in Shared Memory). If x is additively shared, then READ requires computing
the products wuq.1[j] - x[j] for all j € [L], i.e., L block multiplications. These can be performed in
a single batched multiplication layer using standard preprocessing (e.g., Beaver triples), but the
total number multiplication is linear in the size of the addressed array. In ORAM applications, this
subroutine is typically applied to small structures such as buckets, so the linear factor is in the
bucket size rather than in the full database size.
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Corollary 1 (Batched Point-Query Generation). Let oV, ... aT) € [L] be T secret-shared
addresses, and optionally let BV, ..., BT) ¢ L, be secret-shared values. There is a batched variant
of ng,: that produces additive shares of w,w) , and of U,w gw for all v € [T] using the same
O(logy b+ logp L) synchronous rounds as a single instance, by executing all NIOTE calls for all
in parallel within each tensor-tree level and concatenating the per-level broadcasts.

Structure- Aware Batching. In several ORAM protocols, the public control flow fixes a pattern of
subqueries, for example “read a full bucket” or “touch one bucket per level on a root-to-leaf path”.
In these cases, one can exploit the public prefix-sharing structure while keeping the transcript
independent of the secret addresses beyond the public pattern. We formalize an ORAM-compatible
leakage requirement and give two concrete structure-aware batch protocols in Appendix B.

6.2 PCF for OLE and Beaver-Style Correlations

Hasler—Reisert [HR25] construct a two-party pseudo-random correlation function (PCF) for OLE
and Beaver-style correlations. At a high level, a PCF compresses a large correlated object (e.g.,
a matrix of correlations) into two keys so that later, given a public query point, each party can
locally compute an additive share of the correlated value at that point. In the HR25 construction,
each correlated sample is expressed as a structured sum of outer products of two sparse “selector”
vectors e(()e) € 0 and e&el) € ™. A single outer-product term contributes the following value
to coordinate (i,7) € [mo] x [ma]: few(i,7) = el [i] - egw[j]. The overall correlation at (i, 7)
is obtained by summing fy¢(4,7) over the relevant pairs (¢,¢'), together with additional public
structure and scalings.

To support local evaluation at a queried coordinate (i,7), HR25 generates, for each required
pair (£,'), an FSS key pair for the bivariate function fy ¢ (-,-). Each party evaluates its FSS key at
(7,)) to obtain an additive share of fy (i, ), and summing across all pairs reconstructs the desired
correlation entry.

The dominant cost comes from realizing the per-pair sharings fo ¢ (4,j) = e(()é) [7] - egel)[j] when
the selectors are t-sparse, where t is their sparse-LPN sparsity parameter. HR25 implement these
sharings using a tensor-product FSS that requires an evaluation-symmetry property: the evaluation
algorithm must be independent of the party index. This symmetry requirement prevents asymmetric
optimizations and leads to a key-size expression with a dominant ¢> contribution.

Our Solution. We replace the tensor-FSS layer by an NIOTE-based asymmetric outer-product
primitive NIOPE (Non-Interactive Outer Product Evaluation). Instead of producing a symmetric
FSS key pair for fy,, NIOPE produces two party-specific keys whose evaluations may differ but still
add up to (i,7) — eég) [i] - egg )[j], i.e., to entries of e(oe) ® ege ). This preserves the correctness of the
overall PCF evaluation while removing the evaluation-symmetry constraint that leads to the t? in

the key-size.

NIOPE Syntax and Security. Let F be a finite field and let mg, m; > 1. Define the outer-product
function family F® = {fay : [mo] X [m1] = F | fzu(i,j) =i y;}.

mo,mi

Definition 6 (Non-Interactive Outer-Product Evaluation (NIOPE)). A two-party NIOPE
for F® is a pair of PPT algorithms NIOPE = (KeyGen, Eval) with:

mo,mi1
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— KeyGen(1*, z,y), where & € F™ and y € F™, outputs keys (ko, k1).

— Eval(o, ks, i, j) outputs y,(i,j) € F, for o € {0,1} and (i,7) € [mg] X [ma].
We require correctness and one-sided input privacy.

CORRECTNESS: The NIOPE is correct, if for all ¢,y and all (i, j), and given (ko, k1) <+ KeyGen(1*, z,y),
we have

Pr[Eval(0, ko, %, 5) + Eval(1, k1,4,7) = 2; - y;] > 1 — negl(\) .

It is perfectly correct if above holds with probability 1.

ONE-SIDED INPUT PRIVACY:

— Right-privacy: there exists a PPT simulator Sg such that for all x,y, the distribution of ko in
KeyGen(1*, x, y) is computationally indistinguishable from So(1*, x).

— Left-privacy: there exists a PPT simulator 81 such that for all x,y, the distribution of ki in
KeyGen(1*, x, y) is computationally indistinguishable from Sy(1*,y).

In the HR25 construction, the left and right sparse selector vectors are generated from the
parties’ local seeds and are therefore already known to their respective owners. Hence, for our
substitution it suffices that each party’s key may depend on its own selector but hides the other
selector: otherwise, a party could recover the other side’s sparse selector, or its support, and thus
compute the entire outer-product term on its own. Our NIOPE keys inherit exactly this property
from NIOTE via encoder privacy, hiding the right input in kg, and via hasher privacy, hiding the
left input in k;.

Constructing NIOPE from NIOTE. We now show that any two-party NIOTE for F™0 @ F™! yields a
NIOPE for Iﬁ‘ﬁmml. Let NIOTE = (Setup, En4, Eng, Dey, Deg) be a two-party NIOTE in F™0 @ F™1.
We additionally assume coordinate-decodability: For each (i, j) € [mg] x [m1], there are deterministic

polynomial-time algorithms De%’j ) and De%’j ) such that

Del{?) (pk, B, ) = Dea(pk, E,¢)[i,j], De\s’)(pk,d,¢) = Deg(pk,d,¢)[i, ],

and De(j’j ), Deg’j ) can be implemented without constructing the full length-mgm; output vector. In
the NIOTE, the encoder-side decoding is an explicit public linear map of the form Deg(pk,d, ¢) =
[Py (d®¢® gq)Jp, for a public matrix Ppy derived from pk (and a standard gadget vector gg).

- (i,3)
Hence for each (4,) we may define P’

o as the (mq - i+ j)-th row of Py and set

Deiy” (pk,d,0) := (P d @ 6 @ gg)] .

Importantly, Pp(i’j ) is never explicitly described and is instead generated on the fly from pk and

(,7). Our construction is given in Figure 11.

We show correctness of NIOPE directly follows from NIOTE correctness and coordinate-
decodability.

Lemma 3 (Correctness of NIOPE). If NIOTE is perfectly correct, then for all A, mg,m1 > 1, all
x cF", y e F™ and all (i,j) € [mo] x [m1], the outputs of NIOPE,,,; m, satisfy yo(i,7)+yi1(i,J) =
T Yj-
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NIOPE,..;,m, from NIOTE over F™° @ F™!
PARAMETERS: Integers mo, mi > 1.

NIOPE . m, -KeyGen(1*, x, y):
1. Sample pk < Setup(1*).
2. Compute (d, ) < Ena(pk,z) and (E, ¢) < Enp(pk,y).
3. Output ko := (pk, F, ¥) and k1 := (pk, d, ¢).
NIOPE g, m, -Eval(o, ks, 1, j):
1. Parse (4,7) € [mo] x [ma].
2. If 0 = 0: parse ko = (pk, E,¢) and output yo(i,7) := DeX’j)(pk,E, ) € F.
3. If o = 1: parse k1 = (pk,d, ¢) and output y1(i,7) := Defgi’j)(pk7 d,¢) €F.

Figure 11: Our NIOPE built from NIOTE.

Proof. By NIOTE perfect correctness, we have De(pk, E, 1) + Deg(pk, d, ¢) = x ® y. Projecting
to coordinate (i,7) and using coordinate-decodability gives DeX’J)(pk, E. ) + De%’])(pk, d,p) =
(@ y)[i, j] = ziy;. O

Lemma 4. If NIOTE is encoder-private, then NIOPE is right-private. If NIOTE is hasher-private,
then NIOPE is left-private.

Proof. Right-privacy: to simulate ko = (pk, E, 1) given x, the simulator samples pk < Setup(1?),
runs (-,1) « Ena(pk, ), and simulates E using the encoder-privacy simulator for NIOTE. The
resulting distribution matches kg. Left-privacy is analogous, using the hasher-privacy simulator to
simulate d and running Enp to obtain ¢ given y. O

The NIOPE in Figure 11 is already a two-party “PCF-like” primitive for the outer-product
correlation  ® y. On query (7,7), each party outputs a local share of x;y; and the shares add
up correctly. Therefore, in the HR25 construction one can replace each tensor-FSS instance for
foor(i,g) = e[()é) [i] - egé/)[j] by one call to NIOPE instantiated with (z,y) = (e[(f), ege/)), while leaving
the rest of their PCF unchanged.
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Additional Supplementary Material

A Details on the Succinct NIOTE

We will first give details on the half-succinct NIOTE with perfect correctness.

A.1 Half-Succinct NIOTE with Perfect Correctness

The protocol is depicted in Figure 12 in adapted form from [AMR25, Construction 3.4] with minor
changes: We use the standard technique to scale the message by A = ¢/p and use the two-party,
local rounding property to achieve perfect correctness. We also sample B uniformly in Z, (instead
of in Zy as done in [AMR25]).

Correctness. In the following, we recall perfect correctness of the construction for appropriately
chosen p and ¢, where p/q € A,
We first show that De(pk, d, ¢ = s) = DeB (pk,d, ¢ = 3), if d = Bits(d) and 3 = Bits(s).

B,raw
Note that for any vector & € Zg, the bit-decomposition is Z := Bits(z) € deq. Similarly, composing
the bits is © := G,Z, where G, =1, ® g(;r. Then it is easy to see that

DeBits (pk, a’ ¢ _ /S\) _ (Ime ® (Gk/s\)T> BT(Gna) = — (Img & ST) BTd7

B,raw

as desired.

Lemma 5 (Local-Rounding Correctness Modulo p). Let © € Z;fl and y € Zf,, and let
v, W € Zgw be produced by Figure 12. Then for all coins of the protocol,

v+tw=A-(xQy)+e,

where mps = m - £y and ||€e|lcc < (n + 1) mps By. Consequently, with local rounding and summation
modulo p,

o], +[w],=z@y (modp)
with probability at least 1 — (ml) - (|lef +1) - £.
Proof. From the algorithms in Figure 12, we get

vrtw=A (zQy)+ET(AZ)+E'z.

Each coordinate is bounded as |E'T(AZ)|looc < nmps By, |ETZ|lco < mps By, 50 |l€]l < (1 +

1) mns By. Applying the standard two-share rounding bound and a union bound over the mf
coordinates yields the stated overall success probability. O
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Fully Correct Half-Succinct NIOTE

PARAMETERS. Let ¢ = 2PN (power of two), p | q, A := q/p, £y :=log, q, k = O()\), n := k - £,. Choose m,{ € N
and set m :=m - £,. Let g, = (1,2,...,2% )T ¢ qu and G, = (I.®g,) € szaeq. Noise distribution x is
B()\)-bounded.
- Setup(1*): Sample A € Z2*™ and B € Z2*™**_ Publish pk := (A, B).
- Ena(pk,z € Z'): @ := Bits(z) € Z3*; Set d := Az € Z?. Output (d, ) := (z)).
- Enp(pk,y € Z5): Sample s +s ZF, E' +-s x"*™ and E s x™*™ . Let T :=B - (Im[ ® s) +E € zpxmt
and compute the encoding as

C=A"T+E+ (Im ®gq) . (Im ® AyT) c Z;nxme-
Send E := C and store ¢ := s. _
- De3"(pk, E = C,¢ = 2): Compute v:=C'Z € ZTf and return v.
- De"(pk,d, ¢ = s): Set w := —(Lne ® s )B'd € Zg" and return w.
- De%f?aw(pk,a,g): Set w := — (Imz ®§TG;€T) BTGna € ZZIM and return w.
- Dea := [De’gWJp
- Dep := [De"],

- Defs .= {DeBits Jp.

B,raw

Figure 12: Half-succinct NIOTE (adapted from [AMR25]) with full correctness.

Security. We show encoder privacy.

Lemma 6 (Encoder Privacy for Figure 12). Let m,{,q be positive integers, k = k(\), n =
klogsy q, then assuming the hardness of (x, k,n-mt, q)-LWE and (x, k, m+k, q)-LWE, the construction
in Figure 12 is encoder-private.

Proof. The proof uses the same strategy as [AMR25], adapted to our construction. Consider the
following hybrid distributions.

- (Hybrid 0) Given pk from Setup, the encoding C is computed as in the construction.

- (Hybrid 1) where U < Z?XTM is sampled uniformly at random and we compute the encoding as

C=A"U+E+ (1,29, In®Ay").

We can rewrite the result of B- (I, ®s) as T j = Zle B k(j—1)4. 8, forall 1 <i<n, 1 < j <ml.
So by chopping B into m¢ matrices of size n X k and stacking them vertically, we obtain the public
LWE matrix B’ € Z;”MX"/’ . Note that in hybrid 0, the encoding is computed using the LWE sample
U = B’s + E’ whereas in hybrid 1, U is uniformly random. Assuming (x, k,n - m¢, ¢)-LWE is hard,
this change is indistinguishable.
- (Hybrid 2) Instead of computing the encoding, we sample and return C < Z;”WM .

Note that in hybrid 1, we obtain C = ATT +E + (I, ® g,) - (I, ® Ay"), i.e., C is formed by
m{ independent (x,n,m,q)-NLWE instances, which are as hard to distinguish as (x, k, m, ¢)-LWE
(see Theorem 1). We conclude by noting that the simulator for Gi'?givm returns C sampled uniformly
at random (like in Hybrid 2). O
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A.2 Succinct NIOTE

We adapt the bootstrapping procedure from [AMR25, AMR26] that constructs a succinct, hasher-
private and encoder-private NIOTE from a half-succinct NIOTE scheme to obtain perfect correctness
as follows. We bootstrap tensor products of the bit-decomposition of d ® ¢ which allows us to round
to control the error and then lift the shares into Z, again at appropriate times, similar to [BKS19].

For p, g integers, our succinct NIOTE computes over Z;”@Zf) with communication O(¢poly(\) logm)
where m = t"n. Let {; = logq. Let n = k{,; be the size of the digest of the half-succinct NIOTE
(hOTE) instance and k be the size of the encoders secret. We use hOTE for two parameter regimes:

for Z;" ®Z§;, denoted hOTEy, and for Z;;neq ®Zy,, denoted hOTE,,. Further, the OTE instance (needed

for hasher privacy at the root) will compute over Z;neq ® Z,,. The protocol is given in Figures 13
and 14.

Protocol Description. The protocol in Figures 13 and 14 implements a NIOTE for Zj' ® Zf; that
is succinct in m by bootstrapping a half-succinct NIOTE along a t-ary tree. We set m = t"n and
interpret the m coordinates of & as being arranged into ¢"~! leaf blocks of length tn. At the leaf
level, party A encodes each block x; € ZZ” using hOTEy, obtaining a short digest hl ;| € Zq and
local decoding information . _;. All leaf digests are concatenated and then bit-decomposed to a
binary vector d,_; := Bits(hl_,|---||hL}).

This bit string is then compressed level-by-level towards the root. For each internal level
j=r—2,...,1, party A groups cAin into ¢/ blocks, each block representing the bit-decomposition
of ¢ child digests, and encodes each block using hOTE,,. This produces new digests h;- € Zy (one per
parent node) and corresponding local states w; Concatenating and bit-decomposing these digests
yields the next-level string cAij = Bits(hjl-|| e ||h§7) After r — 1 such compressions, party A reaches
cAll at the top internal level and finally runs the root protocol OTE.En4 on 31, producing the public

digest d € Zy and root state 1. Overall, Ena is thus a bottom-up tree reduction: the work within
each level is parallel across nodes, but levels depend sequentially on the digests produced below.

Party B proceeds dually. Starting from its input y € Zf,, it runs hOTE,.Enp once to obtain a leaf
encoding F,_; and an encoder secret ¢,_1; it then bit-decomposes ¢,_1 and repeatedly re-encodes
this bit-decomposed secret upwards using hOTE,,.Eng, producing encodings F; and secrets ¢; for
j=r—2,...,1. At the root it runs OTE.Enp on ggl to obtain Ey and the final secret ¢g. The overall
encoding is the tuple E = (Fy, ..., F,_1), while B keeps only the root secret ¢ = ¢y.

Decoding follows the same tree structure and is driven by two ingredients. First, by bilinear
encoder evaluation (Lemma 7), the “B-side” decoding of the half-succinct NIOTE can be expressed
as a public linear map (the matrices P, P’) applied to a tensor of bit-decomposed values; this enables
the parties to propagate shares across levels using only public linear operations. Second, to obtain
perfect correctness, each level produces local outputs in Z, that are locally rounded modulo p, and
the resulting Z,-shares are then lifted back to Z, via Lift)., Lift} so they can be fed into the next
layer without accumulating rounding error. At the leaf level, these operations yield additive shares
in Z;,”e of each block tensor x; ® y, and concatenating over all ¢ gives shares v, w € Zzw of z®y.

In the following we prove the correctness of our scheme, but before we need some preliminary
results.
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Succinct Hasher-Private NIOTE (Part I)

This is a NIOTE scheme for Z" ® Z succinct in m.

PARAMETERS: Let m = ¢"n. A half-succinct (not hasher-private) NIOTE scheme hOTE where n denotes the
digest size for ZL" ® Z% (denoted hOTE,) and for ZZM‘Z ® Zy (denoted hOTE,); A hasher-private (not succinct)
NIOTE scheme OTE (e.g., [ARS24]) for Z&"“" @ Z1';

Let P be the public matrix derived from pkygre, (for ZL" ® Z5) and let P’ be the public matrix derived from

Pkyore,, (for Zy" @ Z7).

Setup(1*): Run PkhoTe, < hOTE,.Setup(1%), pkyore, + hOTE,.Setup(1*) and pkore <~ OTE.Setup(1*).
Sample K s {0,1}*. Output pk := (Pknoe, » PnoTE,, » PKoTEs K)-
Ena(pk,z): Let ® € Z;' and m = t"n. Split x into t"~! blocks x; € Z,", then
1. (hy_1,¢;_1) < hOTEs.Ena(pkyore,, i), for i € {1,...,¢" 7}
hy_y
5 . . nt™"1le
2. Set dr—1 = Bits( : ) € Zy a4
htr711
3. For j € {r —2,...,1}, compute
(a) Reshape d,.1 into ' blocks 8; €z,
(b) (hi, %) + hOTEn-Ena(pkyore, » dy), for i € {1,...,7}.
h;
(c) Setd, :=Bits(| : |)ez".
hY
4. Compute (d, o) < OTE.Ena(pkore, d1)-
Return digest d € Z;" and secret information ¢ := {¢}}
Enp(pk,y): R
1. Compute (Er—1,¢r_1) < hOTEg.EnB(pkhOTEZ,y). Set ¢r_1 := Bits(¢r—1) € Z3.
2. For j € {r —2,...,1}, compute
(a) (Ej,¢;) < hOTE..Eng(pkyore, , ¢j+1)- Set ¢; := Bits(;) € Z3.
3. Compute (Eo, ¢o) < OTE.Eng(pkore, #1)-
Return encoding E := (Fy, ..., Er—1) and secret information ¢ := ¢q.

ie{1,...,t7}
je{0,1,...,r—1}"

Figure 13: Our perfectly correct, succinct and hasher-private NIOTE Part 1.

Useful Results. We first show that hOTE.DeB™ (Figure 12) can be evaluated distributively among
the two parties. Given v + w = d ® 3, where d := Bits(d) € deq and 8 := Bits(s) € Z, then
hOTE.De?"(pk, E,) + hOTE.DeB  (pk, d, 3)
=hOTE.Del" (pk, E,9) + P - v+ P w e Z*.

The existence of P is shown in Lemma 7 below.

Lemma 7 (Bilinear Encoder Evaluation of Figure 12). The half-succinct encoder-private

NIOTE in Figure 12 has bilinear encoder evaluation for bit-decomposed digest and encoder secret:

Tl xnke?
there exists a public matriz P € Z;n n *, derived from pk, such that for all d € Zy, ¢ € Z’;,

Def's, (pk,d, ¢ = (3)) = P-(d®3),

where d = Bits(d) € deq and s = Bits(s) € Z’;éq.
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Succinct Hasher-Private NIOTE (Part IT)

Dea(pk, E,v): Parse F as (Ey,...,E-_1), then
tn2eq Stn2lg

1. Compute @ := OTE.Dea(pkore, Fo, o) € Zy' . Lift vy := Lift% (80). // vo = (d\ @ ¢,) € 7,
2. for j ={1,...,r — 2},

(a) Reshape (vj_;... 'U;-j ) into ¢/ blocks D5,
(b) Compute &} := [hOTE,.De3" (pkyore,,» 5, 1))
(c) Lift v} := LIftK(~Z) foriec {1,...,t7} // v 1 \7/+|> ez “ta

3. Reshape ('U:,-,Q 1A ) into t"~! blocks #1_,,..., 9L | , where 9'_, € Zy
4. Compute v;_, = {hOTEf DeR" (Pknote, » rflﬂ/)Ll) +P- UrflJp forie{l,....t"" '} //

i < rrtnl
Vr_1 = <.’E, & y> € Lap

ot 2y
v] ,Wherev €Zg

+P U;JPEZM @ forie{l,...,t'}.
= (d,

nlq

r—1
Concatenate vertically v := (vi,l, i ) € Zg” and return v.

Deg(pk,d, ¢): Parse ¢ as ¢o.
2 o~ o~
1. Compute 0o := OTE.DeB(pkOTE,d, o) € Z . Lift wo := Liftk (@o). // wo = (dy @ ¢,) € Z"

2. for j € {1,...,r — 2}, compute:

(a) Reshape ('w]1 1. w;jill) into #/ blocks ﬁ)}, e w]j7 where w € Z

(b) Compute %’ := (P’ A;J € Ztn%“ forie {1,...,t7}.

(c) Lift w} := Lifty (® ) forie{l,...,¢9}. /) w) = <A/ L1 ® qb/H}
3. Reshape (w!_,. wh ) into t"~* blocks W} _,,..., W 11, where wr | € Zy Z"
4. Compute wi_; := [Pwi,ljp, foric {1,...,t" '} /) wl = (z' @) E:f,'”

r—1
Concatenate vertically w := (w,l,_l cwki_y ) S Z;”é and return w.

Figure 14: Our perfectly correct, succinct and hasher-private NIOTE Part II.

Proof. By construction, DeB™(pk, d ¢ = (8) = — (Img ® sTGT) B'G,d. By the linearization
identity (see, e.g., Section 2 or [AMR25, Lemma 2.1]),

_ (Im ®§TGZ) B'G,d=—Lin(B'G,) (d® (ETGZ)T>

We also recall the following lemma about lifting (with a proof in [BKS19]).

Lemma 8 (Lifting the Modulus of Shares [BKS19)]). Let p be even with p > (1), Let m € Z
with |m| < B and B < p/2. Sample zy <5 Z, uniformly and set z; = m — zp mod p. Then

centerp(zp) + center(z1) = m
with probability at least 1 — % over zy.

We will make use of the following observation that Lift% (a) + Liftk (y) lifts a secret sharing of
x +y (mod p) into a sharing mod q.
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Corollary 2 (Integer-Correct Lifting of Small Sums). Let B < p/2. Let &,§ € Z,, satisfy
1% + §lloo < B. Let X := Lifth (&) € Zy and Y = Liftk (g) € Zy. Then, over the choice of the
masks Fr(cnt) (equivalently over K ),
X+Y modg=&+ gy modp
1

holds coordinate-wise with probability at least 1 —n - BT

Proof. Consider one coordinate and write r := Fg(cnt) € Z,. Let m := 2 4+ g mod p, so |m| < B.
Define zp :=& — 1 € Zp and 21 :=§ + 1 € Zp, 50 29 + 21 = m (mod p). Since r is uniform in Z,, 2o
is uniform in Z, and (2, z1) is a uniformly random additive sharing of m. By Lemma 8,

center(zg) + center(z1) = m

with probability at least 1 — %. This implies center(zy) > center(z1) with the same probability.
Let Zp = center(2p), and 2; = center(z;). Note further that

uncenter, (£9) + uncenter, (£1) mod ¢

= 20+ coq + 21 +cigmod g = m,
since 2, + ¢,q < q, for 0 € {0,1} by definition of uncenter, and Zy + 2; = m over the integers. The

definition of Lift and the fact that 2y < p/2 < ¢/2 and p | ¢, together with a union bound over n
coordinates give the claim. O

Correctness.
Theorem 4 (Correctness of the NIOTE in Figures 13 and 14). Let integers p and q be
chosen s.t. p > A1) and p/q < AW then

v+w modp=xRy

—w(1)

with probability at least 1 — X in Figures 13 and 14.

Proof. We show correctness of outputs at different levels in the tree, starting from the root.

Root. We show that the root output vy and wg are additive shares of the tensor product of
bit-decomposed digest and bit-decomposed encoder secret of layer 1, i.e.,

vo+wy modg=d; ®p; mod p. (5)
Note that,
vo +wy mod g
= Lift% (o) + Liftk (o) mod g
= ¥p + Wo mod p (by Corollary 2, with B = 1)
= OTE.De(pkoTe, Eo, %0) + OTE.Dep(pkote, d, o) mod p
=d ® <Aﬁ1 mod p,

by construction and correctness of the OTE with probability at least 1 — (2¢tn?¢,/p), from the lifting
since each coordinate of d; ® ¢, lies in {0,1}.

Inner Level. We show the following invariant of the output v; and w; for each inner level j in the
tree in the following lemma.
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Lemma 9. Let m = t"n, then for any j € {0,...,r — 2},
vj+w; modq=(djt1®¢;) modp,
24541,

with probability at least 1 — (27?0, /p + 7702 ((n + 1)tnB + 1)p/q), where v; € Zq
2,541
Zg '

and

w; € ‘. denote the vertical concatenation of all vé- and wﬁ-, fori e {1,...,#}, respectively.

~

d ntitle, . . . .
j+1 € Ly is defined as in Figure 13.

Proof. We prove by induction over j. For j = 0, we have proven the statement already in Equation (5).
Assume the statement holds for j — 1 < r — 2, then, for all i € {1,...,#/},

v§ + 'w; mod ¢
= Lifth (7) + Liftj(®%) mod ¢
= '6;- + u?; mod p (see Corollary 2)

_ [hOTEn.DejW(pkhOTEn,Ej,¢;i) +P 9 o [P/.w;lJp mod p

= hOTE,,.De4(pknoTE,, s £, w;) +P- (ﬁ; + ’lf);) mod p (Lemma 5)

. . 2 o~ ~
Note that ﬁ;, Wi € ZZ ta, By assumption, we have v;_1 +w;_1 mod ¢ = d;®¢; mod p. Reshaping
v;—1 +w;_1 into ¢/ blocks yields

Al ~1 . 1
b4 (I Bits(h;)

: + = ® @j -
At Atd . tJ
e w4 Bits(hj )

Thus 'ﬁé» + 'li); mod ¢ = Bits(h;'-) ® 37; mod p, for i € {1,...,#/}. We continue,
hOTE,.Dea(pknote,  Ej, %) + P’ - (6% + %) mod p
= hOTE,.De(pkyote, . Ej %) + P’ - (Bits(hi) © ¢;) mod p
= cAi; ® (Aﬁjﬂ mod p (Lemma 7)
as required. a
Leaf Level. To complete the correctness claim, observe that, for i € {1,...,t""1},
v | +w,_; modgq
= [hOTE,.De}™ (pknore,, Br1,¥4_1) + P9}y | +[P-1d, 1], modp

= hOTE,.Dea(pknote, s Er—1,¥i_1) + P+ (¥L_) + Wr_1) (Lemma 5)

From Lemma 9, we have v,_2 + w,_o = ar_l ® a),_l, and by appropriate reshaping, we obtain
o)1 +j_y = Bits(hj_;) ® ¢,_, and thus

hOTE;.Dea(pknote,s Er—1,%1_1) + P+ (d._y + )_;) mod p
= hOTEDea(pkyore, Fr1,¥i_1) + P+ (Bits(hi_,) ® §,_;) mod p
=z'®y mod p (Lemma 7)
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Finally note that vertically stacking ' ® y yields the desired & ® y. The failure probability is at
most (Qtrigf)r?; from lifting and at most (nfgm - (n+ 1)tnlyB) ;75 + (ml - Ctn(n+ 1)B)E from hOTE
correctness.

O

B ORAM: Extensions and Proofs

In this section, we add supporting details for the ORAM application in Section 6.1. Throughout, we

emphasize that we are only addressing the address-to-point-query subroutine that appears inside

many DORAM and RAM-MPC protocols, and not proposing a complete ORAM construction.
We start with the proof of Proposition 4.

B.1 Proof of Proposition 4

Proof. We give explicit read and write protocols and prove correctness.

WRITE. Assume the memory is additively shared as © = 3, ° and the parties hold additive shares
of the address bits and of a value 8 = (f1,...,0u) € Zy,, . For each coordinate t € [w], run HgPF
in parallel on the shared address and the shared scalar payload S; to obtain shares {uza 8, Fie[N)
of ugp, € Z]% . Each party P; locally packs these w length-L vectors into a block-update share
Ug’ﬁ € (Z¥)* by setting, for every j € [L],

Ui plil = (w5, 1], u g, ) € Zy.
Then ), foﬁ = U, g, because for each j and each t, ), “fx,ﬁt 7] = uap,[J] = wa1lj] - Bi. Finally,
each party updates its local memory share by

IL'i — Cci + Ug,ﬁ7

component-wise in (Z;f})L. Correctness is immediate by linearity. No further interaction is required
after the I1, |]33PF calls.
READ. We distinguish public and shared memory.
Public memory. Let @ be public and assume the parties hold additive shares of the address bits.

1. Run II5.¢ with payload 3 = 1 to obtain shares {e }; of uq 1.

2. Each party outputs the block y* = f;ol el [j] - x[j] € Zy.

Correctness follows by:
>yt =33 el 2l =3 (X enlil) - ali] = Y waali] - @lj] = @o).
i ] J ( J
This requires no multiplication since « is public.
Shared memory. If the memory is additively shared as = 3", 2%, then the parties proceed as follows.

1. Run I155; with payload 8 = 1 to obtain shares {eZ}; of uq 1.

2. Define the (secret) blockwise inner product y = E]L:—()l Uq1[j] - z[j] € Z,. To obtain additive
shares of y, the parties compute, for each j € [L], additive shares of the product (z;) =
(eali]) - (z[j]) € Z}), using standard multiplication techniques (e.g., Beaver triples). This is w
parallel scalar multiplications per 7, and all j can be processed in parallel.
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L-1

3. Each party outputs y’ := =0 zé- €Zy,.

Correctness holds because Y, 2 = eq[j] - @[j] for each j, and then

PBED I ILEDOIENED RMRIEE

J 7
The only component whose depth depends on L is generating the selector shares from the shared
address, which is exactly the O(log, b + log L)-round protocol II5,c. The remaining read steps use
(i) local linear operations and (ii) at most one batched multiplication layer, whose round complexity
depends on the underlying MPC protocol and is typically constant in preprocessing-based MPC. In
particular, when b = £, the round complexity of I1 [?PF is O(loglog L). O

B.2 Batched Address Expansion

As mentioned before, in many ORAM and DORAM constructions, physical memory is partitioned
into buckets of a fixed public size Bkt, typically a small power of two, e.g., Bkt € {16, 32,64}. Bucket
T € [L/Bkt] contains the Bkt consecutive physical indices {7Bkt, 7Bkt+1, ..., 7Bkt+(Bkt—1)} C [L].
ORAM protocols often access memory at bucket level: they read or write an entire bucket so that
the transcript does not reveal which of the Bkt positions is the real target, while the remaining
entries may contain other blocks or dummies.

Optimization Idea. Suppose an ORAM scheme must touch all Bkt offsets in a bucket whose ID 7
is secret-shared, i.e., it needs unit vectors for the Bkt addresses 7Bkt + o for all o € [Bkt]. A naive
batched expansion would treat these as Bkt independent indices in [L].

Instead, we note that all Bkt indices share the same bucket-1D prefix 7 and differ only in the

public offset 0. We first expand only the bucket ID on the smaller domain [L/Bkt]: run II55¢ on the
k = £ —r high bits to obtain additive shares {4; };c[n) C ZZIJ/Bkt with }°; 8; = u, 1. Then, for each

public offset o € [Bkt], each party locally outputs
w = 5, @ e, € ZEHBOB _ g1

where e, € ngt is the public standard basis vector at position o. By the tensor indexing rule
(a ® b)[x - Bkt + y] = a[z] - bly], we have 3, u(®¥ = u,gyt1 1 for every o. The only interaction is
the single prefix expansion on domain size L/Bkt, while the embedding step is purely local and uses
only public offsets.

Tries and Prefiz-Collision Leakage. For binary addresses of length ¢, the prefix tree has one node per
prefix p € {0, 1}§£ and a leaf for each full address. Given a batch of secret addresses oV, ..., a(D),
the induced prefix tree is the minimal sub tree containing these T leaves. Its shape is determined by
the prefiz-collision pattern of the batch: for each depth d, which indices share the same d-bit prefix.

A tempting optimization is to execute NIOTE only on nodes in this induced prefix tree. However,
the number of executed nodes per depth, that is, the transcript size and instance structure, would
then depend on the prefix-collision pattern among the secret addresses. In an ORAM setting this is
not allowed, as it leaks nontrivial information about the hidden access pattern, e.g., whether two
secret indices share a long prefix.
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ORAM-Compatible Leakage Requirement. One possibility is to restrict to structure-aware batches,
where the prefix-sharing structure is fixed by the public ORAM control flow. Formally, for each
ORAM access primitive we define a public pattern that determines a fixed schedule of subqueries
and NIOTE invocations (independent of the secret indices). We allow the transcript to depend only
on

Leakoram := (N, ¢, T, pattern).

Concretely this means that once (N, ¢, T, pattern) is fixed, the set of NIOTE instances executed,
their input/output dimensions, and the message flow are input-independent.

In what follows we give two concrete ORAM constructions that exploit prefix sharing while satisfying
this requirement.

Let L = 2¢ and let o € [L] = {0,..., L — 1} have binary expansion o = Y/} a;2¢ with bits
ay € {0,1} C Z,. We use selector vectors s;(oy) = (1 — oy, 04) € ZZ% such that

4
U1 = Se—1(0p—1) ® -+ @ so(ag) € Zo .

We assume an N-party NIOTE primitive NIOTE = (Setup, En, De) that, on additive shares of (x,y),
outputs additive shares summing to (3>, z;) ® (3; vi)-

Full-Bucket Multi-Offset Queries. Every address o € [L] has a unique decomposition oz =
7 - Bkt + o with 7 € [2*] and o € [27]. In this case, we assume that the bucket ID T is secret-shared
among the parties, while the offsets oW ... oM ¢ [2"] are public constants, typically T' = Bkt and
o) =, — 1. The protocol proceeds as follows.

1. PREFIX EXPANSION (INTERACTIVE). Run our address-to-point compiler on the k high-order bits
of 7, obtaining additive shares {d;};cn) C ng such that Zf\il 0; =ur1 € Zf,k. This is the only
step that invokes NIOTE.

2. OFFSET EMBEDDING (LOCAL, FOR EACH QUERY). For each public offset o) € [27], let e ) € Z2
denote the public standard basis vector with a 1 at coordinate o). Each party outputs

uVi =g, ey €22 =22 = 7L,
Equivalently, w)[z - 2" 4 y] = §;[z] if y = o) and 0 otherwise.

Correctness. For every ¢ € [T],

N
Z ’U’(L)’Z - (Z 61) & eo(’-) = uT,l & eo(b) = u7-2’"+o(b), 1
i=1 )

The transcript consists of a single execution of the compiler on a domain of size 2¥ = L /Bkt.
Hence the number, dimensions, and round structure of all NIOTE invocations depend only on (N, k)
(equivalently on (N, ¢,Bkt)) and not on the secret bucket ID 7. The embedding step is purely local.
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Whole-Path Access. Tree-based ORAMs access one bucket per level along a root-to-leaf path. If
the accessed leaf label o € [L] is represented by secret-shared bits, then the bucket touched at depth
d is determined by the length-d prefix of a’s binary representation. Our goal is to generate, for
every depth d € {0,...,/¢}, an additive sharing of the unit vector selecting that depth-d bucket. For

de{0,...,0}, let pref () = {a/QK*dJ € [27], i.e., the integer encoded by the d most-significant bits

of &. We aim to output additive shares of U(®) = Upref y(a),1 € Zf,d (d=0,...,¢), without leaking
anything about a beyond the fact that this is a “path” access.

Let ag,a1,...,ay_1 denote the selector vectors for a’s bits in MSB-to-LSB order: ag =
Sp—1(ap—1),a1 = sp—2(ay—2),...,ap_1 = sp(ap). By the unit-vector identity, for each d > 1 we have
Ud =agy®a @ - ®@ag_1 € ng, and U®) = (1) € Zp. Thus, generating the whole path reduces
to computing all prefix tensor-products of the sequence (ao,...,ar_1).

Let n = 2[5+ and pad the list with identity elements so we have n leaves: for j < /£ set
Aj=ajand for £ < j<nset Aj:=(1) € Zzl,. Each party locally holds additive shares of every Aj;.

We compute the prefix products using a standard Blelloch scan [Ble89, Ble90], where every
combine step is implemented by one NIOTE call on the two shared child values. Concretely, the
protocol proceeds as follows.

1. Up-swEEP. Build a complete binary tree over the n leaves. At height h = 0,1,...,logon — 1,
for every node representing a segment of length 2"*1 compute additive shares of the tensor
product of its left and right child segment-values. At the end of the up-sweep, the root holds
additive shares of the full product Ag ® - ® A,_1.

2. DOWN-SWEEP (PROPAGATE PREFIXES). Initialize the root prefix to the identity (1). For each
internal node with left segment value L and right segment value R, and with parent prefix value
P, set:

prefix(left) := P,
prefix(right) := P ® L,

where the tensoring P ® L is computed by one NIOTE call on shared inputs. After this pass,
each leaf position j holds additive shares of the exclusive prefix Pj := Ay ® --- ® A;_1.

3. OuTpUT. For every d € {0,...,¢} output U@ := P;. For d = 0 this is the identity, for d > 1,
this equals ag ® - - - ® ag_1 since the padding identities contribute nothing.

Lemma 10 (Correctness). For everyd € {0, ..., L}, the protocol outputs additive shares {Ui(d)}ie[]v]
such that >, Uz-(d) = Upref ,(a),1-

Proof. By correctness of NIOTE, every combine step outputs additive shares of the tensor product of
the two reconstructed child values. Since ® is associative, the Blelloch scan invariants [Ble89, Ble90]
imply that each leaf d receives additive shares of P; = Ag® --- ® Ayg_1. For d < /¢, this equals
ap®---®agq—1 because A; = a; for j < £. Finally, by the unit-vector identity applied to the d MSB
selectors, this tensor product equals Upref,(a),1 € Z%d. O

Lemma 11. The full transcript, i.e., number of NIOTE calls, their input/output dimensions, and
message flow, depends only on (N,{) and the public tag pattern = path, and is independent of .

Proof. The scan executes a fixed complete-tree schedule for n = 21082+ D1 Jeaves, hence a fixed set
of NIOTE invocations. By NIOTE privacy, each NIOTE message is simulatable without knowledge
of the parties’ secret inputs. No branching depends on «. O
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The scan performs (n — 1) tensorings in the up-sweep and (n — 1) tensorings in the down-sweep,
ie, 2n —2 <40+ 2 NIOTE calls total, in 2logs n = O(log ¢) = O(loglog L) synchronous rounds.
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