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Abstract

Secret-shared SQL-style join is a fundamental building block in
secure collaborative data analysis. In practice, join operations fre-
quently involve duplicate keys, giving rise to one-to-many (Join-
OM) and many-to-many (Join-MM) relationships. Supporting such
joins requires obliviously materializing all matching row pairs. Ex-
isting protocols achieve this in two costly ways: they either perform
oblivious sorting over a larger expanded input or rely on multiple
aggregation trees that incur additional logarithmic rounds.

In this work, we present highly efficient protocols for Join-OM
and Join-MM over secret-shared databases in the standard semi-
honest setting. Our core contribution is Oblivious Sort Expansion
(OSE), a novel constant-round protocol that may be of independent
interest. Rather than obliviously sorting the expanded input from
scratch, we sort only the original input and use OSE to derive
the sorted order after expansion. For Join-OM, OSE eliminates
the redundant sorting overhead introduced by input expansion
in the state-of-the-art protocol by Asharov et al. (CCS 2023). For
Join-MM, we combine OSE with local linear operations to obtain
an aggregation-tree-free Join-MM protocol. Experimental results
show that our protocols consistently outperform prior protocols,
reducing both runtime and communication costs by approximately
27% and 65% for Join-OM and Join-MM, respectively.
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1 Introduction

Secure collaborative analytics is an emerging class of applications
that allow mutually distrustful organizations to jointly analyze
their combined data while preserving the privacy of individual
datasets. Real-world collaborative scenarios include medical stud-
ies, credit investigation, and private advertising. Secure multi-party
computation (MPC) [17] provides a cryptographic foundation for
this setting. Modern MPC-based collaborative analytics systems [9-
12, 16, 20, 25, 30, 36, 38—40, 43] typically support SQL-style rela-
tional queries, where joins are a fundamental operation for combin-
ing sensitive datasets on common keys. Since joins often lie on the
critical path of analytical workloads, efficient secure join protocols
are essential for practical privacy-preserving data analytics.

A common challenge is that join keys are often non-unique, so
the input tables may naturally induce one-to-many (Join-OM) or
many-to-many joins (Join-MM). For example, joining a user profile
table with a transaction history table on user identifier yields a
Join-OM, since each user appears at most once in the profile table
but may appear many times in the transaction history. By contrast,
joining ad-impression logs with purchase logs on user identifier
yields a Join-MM, since a user may generate multiple impressions
and multiple purchases. Supporting such joins therefore requires
obliviously materializing all matching row pairs, without revealing
the matching pattern or key multiplicities.

A straightforward way to support joins with multiplicity is to
compute the Cartesian product of the two input tables and then filter
matching pairs [25], which incurs an impractical O(n?) overhead
for large datasets. To reduce this cost, prior systems have explored
additional assumptions or optimizations, including controlled leak-
age [10, 11, 23, 24, 40], trusted helpers [39], workload-specific tech-
niques [9, 16, 36], and structural restrictions [12, 41]. While these
approaches improve efficiency, they may limit flexibility or weaken
the security guarantees.
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Table 1: Comparison of our join protocols with [6, 8, 20]. Here,
|X| = nx, |Y| = ny, and |Z| = m, and Z denotes the inner-join
result of tables X and Y.

- 2
Protocol Oth{ous Slo rt SOI.)RF Extra Rounds
on input on input
[20] Ny + 1y 2ny +ny O(log(nx +ny))
[8] Ny +n 0 O(log(ny +ny))
Join-OM o Blrtx iy
[6] 2ny +ny 0 0(1)3
Ours Ny +ny 0 0O(1)
[20] Ny +ny 2(nx+ny+m)4 O(log(nx+ny)+logm)
Join-MM  [8]  2(ny +ny+m) 0 O(log(ny + ny) +logm)
Ours Ny + 1y Ny + 1y O(1)

! The number of oblivious-sort rounds depends only on the key bit-length. > Shared
oblivious pseudorandom function. * Zero for right outer join, and O(1) otherwise.
* 2(ny + ny + m) is an upper bound.

More recently, a growing body of work [6, 8, 20] studies join
protocols in modern outsourced MPC settings [3, 12, 13, 20, 25,
26, 30, 43]. In this model, data owners secret-share their inputs
to a small set of non-colluding servers, which then evaluate joins
over secret-shared data. These secret-shared join protocols typi-
cally follow a common paradigm: the input tables are first merged
and obliviously sorted by the join key, and additional post-sorting
processing is used to materialize the join result. For oblivious joins
with multiplicity, this initial sorting step is the standard baseline
cost [6, 8, 12, 20, 22, 36, 41]. The main additional overhead lies in
post-sorting multiplicity handling. Earlier protocols [8, 20] rely on
tree-based aggregations after sorting, incurring additional O(n)
communication and O(log n) rounds. Asharov et al. [6] improve
upon [8] by eliminating aggregation trees. Instead, they perform
a single oblivious stable sort over an expanded table obtained by
vertically concatenating the inputs with their replicas. However,
this substantially increases the sorting input size, making oblivious
sorting the dominant cost. Moreover, this approach is tailored to
Join-OM and does not directly generalize to Join-MM.

In this work, we show that the extra costs introduced by both ag-
gregation trees and sorting the expanded table can be avoided. Our
key observation is that once the input has been stably sorted, the
stable order of its expanded version is determined by the equal-key
groups. One can therefore sort the input once, and then derive the
stable order of the expanded input directly. Under secret sharing,
however, the boundaries and sizes of these groups remain hidden.
We introduce Oblivious Sort Expansion (OSE) to enable this deriva-
tion obliviously, and build on it to design new protocols for both
Join-OM and Join-MM that: (i) avoid expanded sorting and (ii) elim-
inate aggregation trees. As a result, our protocols achieve strictly
better concrete efficiency, as confirmed by Table 1. Finally, our pro-
tocols can be instantiated in any semi-honest setting with efficient
secret-shared sorting and generic secure computation, and can be
extended to the honest-majority malicious setting.

Contributions. Our main contributions are as follows.

e Oblivious Sort Expansion. We introduce Oblivious Sort
Expansion (OSE), a novel constant-round protocol that, given
a vector and the permutation that stably sorts it, computes
the corresponding permutation for its replicated version,

Xiaoxin Du, Xiaojie Guo, Pinzhi Chen, Tong Li, and Zheli Liu

with all inputs and outputs secret-shared. OSE relies only on
local linear computation and simple secure primitives, and
may be of independent interest.

¢ Avoiding Expanded Sorting in Join-OM. Using OSE, we
improve the Join-OM protocol of [6] by reducing the sorting
input from three table-length blocks to two, while preserv-
ing its constant-round post-sorting overhead. This strictly
reduces the dominant sorting cost.

o A First Aggregation-Tree-Free Join-MM Protocol. We
introduce a new OSE-based Join-MM protocol that eliminates
tree-based aggregations without increasing the sorting input
size. This removes the logarithmic-depth dependence in [8,
20] and reduces the post-sorting round complexity to O(1).
Our construction supports inner, left, right, and full Join-
MM variants. To the best of our knowledge, this is the first
aggregation-tree-free Join-MM protocol.

¢ Implementation and Evaluation. We implement our pro-
tocols and evaluate them in the semi-honest setting under
both local and emulated WAN conditions. Our protocols out-
perform prior work across all evaluated settings. Join-OM
reduces both runtime and communication by approximately
27% compared with [6]. Join-MM reduces both runtime and
communication by approximately 65% compared with [8]
and reduces runtime by up to 53.3% compared with [20].

2 Technique Overview

In this section, we sketch the key ideas behind our constructions.
We introduce OSE and then show how it avoids expanded-input
sorting in Join-OM and, together with a prefix-sum-based design,
eliminates aggregation trees in our Join-MM protocol. For clarity,
we use informal notation here and defer the definitions to Section 3.

2.1 Oblivious Sort Expansion

Let k = (k1,ka, ..., kn) be an input vector of length n, and let
(1?||1?) = (k1,...,kn, k1,...,kn) denote its concatenation with itself.
We consider the problem of stably sorting (l_<)||lz) which serves as a
core building block in our Join-OM and Join-MM protocols.

A naive solution is to sort (E 1K) directly, which incurs roughly
twice the communication cost of sorting k. Alternatively, one may
first sort k and then merge the two copies using oblivious merging
networks or alternating merges. However, such approaches do not
preserve stability. Stability is crucial for both our constructions and
the Join-OM protocol of Asharov et al. [6], as it fixes a canonical
order within each equal-key group. A stable sort of (l?||l¥) must
place all first-copy elements before second-copy elements within
each group, while preserving the relative order within each copy.

To exploit this structure, we first compute a permutation o that
stably sorts k, and then use OSE to expand ¢ into a permutation
that stably sorts (k||k). Applying o to k yields kS°T't, in which equal
keys form contiguous groups. The target order of (ksert||ksert) i
therefore determined group by group.

For example, let Esort = (a, b1, by, ¢), where each subscript indi-
cates the occurrence index of the same key. Then the stable sorted
order of (Esort||ES°rt) is (a(l), a®), bil), bgl), biz), b;z), ), c(z)),
where the superscript indicates the originating copy. We treat the
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two copies as separate sequences, each indexed by (1,2,...,n). For
each element, its destination position in the expanded order equals
its original index plus a shift offset. In this example, the offsets for
the first copy are (0, 1, 1, 3), and for the second copy are (1, 3,3, 4).
Adding these offsets to the original indices (1,2, 3,4) yields the
destination positions (1, 3,4,7) and (2, 5, 6, 8), respectively.

At a high level, OSE computes these offsets from the equal-key
groups in kS°rt. An element in the first copy is shifted by the total
size of all preceding key groups, while an element in the second
copy is shifted by the same quantity plus the size of its own group.
OSE derives these offsets using prefix sums over group sizes, and
then combines the resulting destination positions with the base per-
mutation o to obtain the stable sorting permutation of (I: ||Iz) Thus,
OSE avoids sorting the expanded vector directly while preserving
stability. It incurs O(1) rounds and linear communication.

2.2 Join-OM and Join-MM Based on OSE

We consider secret-shared joins, where non-colluding servers com-
pute a shared result from secret-shared input tables X and Y. Let
l;X and f(y denote their join-key columns with sizes ny and ny,
respectively, and m be the actual Join-MM output size.

2.2.1 Join-OM. Assume that each join key appears at most once in
X, whereas duplicate keys may appear in Y. In the state-of-the-art
Join-OM protocol [6], the dominant cost stems from obliviously
sorting a three-table expanded vector (l_éx ||1;y||1;x). Using our OSE
protocol, we can avoid sorting replicated data from scratch. Specifi-
cally, we first compute the permutation which stably sorts the base
vector (EX ||§y). We then invoke OSE to expand it into the sorting
permutation for the vector (ﬁx||ﬁy||ﬁx||ﬁy) in constant rounds.
To match the exact structural requirement of Join-OM, we drop the
redundant l;y block by shifting it to the trailing end while maintain-
ing the relative stable order of the target vector (l_éx ||1;y||l_éx) By
fundamentally reducing the sorting input size, we strictly improve
both communication and computational efficiency of Join-OM.

2.2.2  Join-MM. In Join-MM, if a key k appears X (k) times in table
X and Y (k) times in table Y, then the join output contains X (k) -
Y (k) rows for that key. Consequently, for table X (resp. Y), rows
containing key k must be duplicated Y (k) (resp. X (k)) times.

To realize this output obliviously, a protocol must therefore ad-
dress two tasks: (i) compute, for each input row, how many times
it should be duplicated, (ii) materialize these duplicates without
revealing the hidden key multiplicities. A concrete example illus-
trating these tasks and the subsequent alignment step is provided
later in Figure 4.

Existing protocols [8, 20] first obliviously sort the merged key
vector (EX||Ey) and then rely on multiple tree-based aggregations
to realize both tasks. Each aggregation requires upward and down-
ward passes over the tree, introducing additional O(n) secure multi-
plications and O(log n) communication rounds. Our protocol starts
from the same sorted layout, but fundamentally changes the post-
sorting computation. Instead of aggregation trees, we exploit the
fact that linear operations over secret shares are local, and im-
plement both duplication counting and data materialization via
prefix-sum-based propagation with cancellation (or prefix-sum with
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cancellation for short) over carefully constructed sequences. This
removes all tree-based dependencies and reduces the post-sorting
round complexity to O(1).

Duplication Counts. Let c?25¢ be the stable sorting permuta-
tion of (l_éx ||1_£y) Using OSE, we compute the stable sorting permuta-
tion o of the expanded key vector (l_éx ||1_£y ||EX ||Ey) To compute the
duplication counts for rows of X, we construct an auxiliary vector
(0™x||1™¥ |0~ || —1"v) and apply o to it. Because o preserves the sta-
ble sorted order of keys, for each matched key k, the permuted vec-
tor forms a segment (0X ) |11 Y (R) |joX (k) || = 1Y(F)) where Y (k) is
exactly the number of times each row of X with key k must be dupli-
cated. A local prefix sum over the permuted vector transforms this
segment into (0X0) |1, 2, Y(K)|Y()X®|Y(k) - 1,...,1,0).
Then, we recover the original four-block layout obliviously, so that
each position in the third block yields the exact duplication count
of the corresponding row in X (zero if no match exists).

Data Duplication. Once the duplication counts are known, rows
can be materialized by the same propagation-with-cancellation
principle. We illustrate the idea on the join-key column. To do
this, we first construct an auxiliary vector for the entire column:
(f(X |- f(X [[0"™). We then compute a permutation 7 that rearranges
this vector so that, for each key k in X, the corresponding segment
takes the form (k||0Y(k> || = k). A local prefix sum over the per-
muted vector propagates k exactly Y (k) times, while the final —k
cancels the accumulated sum and resets the computation for the
next segment. Then, applying the inverse permutation 7! maps
these values back to their original layout, leaving the materialized
duplicated values in the final m elements. The same idea is applied
column-wise to each payload column of X. To compute the permu-
tation 7, a naive construction based on prior soPRF techniques [20]
requires 4ny + m evaluations. We instead design a refined method
with data-independent preprocessing, reducing the online cost to
ny soPRF evaluations.

3 Preliminaries

In this section, we introduce the necessary preliminaries, including
notation, secure multi-party computation, and the input and output
of secret-shared join.

3.1 Notations

Let o = (v1,0,...,0,) denote a vector and [n] denote the set
{1,2,...,n}. We sometimes write 3[i] to denote its i-th element,
ie, 8[i] = v; for i € [n]. A permutation o is a bijection on
a finite set, which can reorder the sequence (1,2,...,n) into
(6(1),0(2),...,0(n)). Let o - o denote applying o to U, and the
output is &, such that v/ = v,(;). Let 0! denote the inverse of 0.
It follows that applying o~ ! after o restores the original vector, i.e.,
o1 (c-%) = 5. We denote by & the vector of function values of
o,ie., o = (01,09,...,0,) where o; = o(i) for i € [n]. Given two
permutations o and p, we can compose them as p-(¢-3) = (p-0)-0.
In our protocols, we often directly compute the destination of each
element in a vector 3. We denote this permutation by ¢"V, where
o™ (i) specifies the destination of element v; (i.c., U;_inv(i) = v;).
Although 6™ is semantically equivalent to o1, it is obtained
directly without explicitly computing o.
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Parameters: Secret-shared permutation [¢] and input [7].
[Fsort] - Stable sorting

e GenPerm: Upon receiving (GenPerm, [d]) from all
parties, Fsort reconstructs o and computes the
permutation o such that applying o to U yields the
stable sort of d. It then provides each party with the
secret-shared permutation [4].

e ApplyPerm: Upon receiving (ApplyPerm, [c], [d]),
Fsort Teconstructs & and ¥, applies o to ¥ to obtain ¥’,
and sends each party the secret-shared vector [¢'].

e ApplyInv: Upon receiving (Applylnv, [d], [7]), Fsort
reconstructs & and 7, applies ¢~! to 7 to obtain 7’, and
then sends each party the secret-shared vector [¢'].

Figure 1: Stable sorting ideal functionality Fsort

3.2 Secure Multi-party Computation

(N,t)-Linear Secret Sharing. An (N, t)-linear secret sharing scheme
distributes a secret among N parties such that any coalition of at
most t parties learns nothing about the secret, while any coalition
of t + 1 or more parties can reconstruct it. A key feature of such
schemes is linearity: additions on secrets can be carried out locally
on the shares, without requiring any interaction among the parties.

We use [a] to denote a secret sharing of a value a among N
parties; [a]™ denotes a length-n vector with all entries equal to
[a]. For a vector @ = (ay, ..., an), its sharing is written as [d]] =
([a1], - - -, [an]))- We further use the operator || to denote concatena-
tion of two secret-shared vectors. For instance, if [a]] = ([a1], . .-,
[an]) and [6] = ([bxL, ... [bm]), then [@LIIE] = ([ai] .. [an],
[b1].-- -, [bm]). Given a vector @, —d denotes the vector in which
each element of @ is replaced by its additive inverse.

Basic procedures. All procedures below are implemented via
Fmpc and can be instantiated in constant rounds with linear com-
munication overhead. Fypc is given in Appendix D.1.

o [c] = [a] - [b]. We define the product of two secret-shared vec-
tors of length n as the element-wise product of their corresponding
shares, i.e., [¢] = [d] - [6] = ([a1] - [b1]..- .. [an] - [Dn]).

o [@'] = PrerixSum([d]): [[a;.]] = ¥7_, [ai]. Owing to the lin-
earity of the secret-sharing scheme, PREFIXSuM can be computed
locally on the shares without any interaction.

o [c] « EquaLr([d], [b]) outputs [1] if [a] = [#], and [0] oth-
erwise. This definition extends element-wise to vectors: [¢] «
Equac([d], [b]).

o [c] = Irruen([e] : [a], [b]): if [e] = [1], output [¢] = [a]-
Otherwise, output [c]] = [b]. This procedure can be implemented
through circuit computation as [c¢] = [e] - ([a] — [b]) + [?] G.e.,
one multiplication).

Ideal functionalities. We next define several ideal functionali-
ties that will be employed in our protocols.

® Frandom - Random secret generation ideal functionality. Frandom
provides secret sharings of any value. This functionality can be
realized efficiently and without interaction using pseudorandom
zero sharing [15].

® FsoPRF - Shared oblivious PRF ideal functionality [24]. Given
a random key [k] and input [x] € Z, the functionality outputs
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Table X Table Y
‘ Key H Values HValid‘ ‘ Key H Values HValid‘

kil || [X1a] |- | Xape] || Tead | | DeaD || DY2AD |- | [Yap,] || [oa]

[kn 0 || [Xne ]| [an,px]] [on,] IIk"y]] IIY"y:I]] [[Yny,py]] IIU"y]]

Table Z (the result of join of table X and Y)

‘ Key from X l Key from YH Values from X ‘ Values from Y HValid ‘
[k T | 1251 | | 1250 | 1200 | | 120, || [
[k KL ||12X0] |25, |122,0 |- |12 5,1 | Tom]

Figure 2: The inputs and output of secret-shared join.

[y] € le such that y = PRF(k, x). The ideal functionality can be
instantiated in constant rounds with linear communication over-
head using a lightweight LowMC circuit [2] or the PRF based on
the alternating moduli class of assumptions [1, 37].

® Fsort - The sorting ideal functionality. The ideal functionality
Fsort, illustrated in Figure 1, supports three commands: GenPerm
which computes the stable sorting permutation of a secret-shared
vector; ApplyPerm which applies the permutation to a secret-
shared vector; and ApplyInv which applies the inverse of the
permutation to a secret-shared vector.

Our protocol is compatible with any linear secret-sharing scheme
that supports efficient oblivious sorting, and thus applies to both the
two-party additive secret sharing [19] and three-party replicated
secret sharing [4]. Instantiations of the required sorting protocols
are given in [37] for the two-party setting and in [5, 14] for the
three-party setting.

The GENPERM command runs in a number of rounds linear in
the bit length of the input elements. Both APPLYPERM and APPLYINV
execute in constant rounds with O(n) communication. Hence, when
the input bit length is constant (e.g., 1 or 2 bits), GENPERM also runs
in O(1) rounds with O(n) communication.

3.3 Input and Output of Secret-Shared Joins

Figure 2 illustrates the inputs and output of our join protocols,
where all entries are secret-shared. The input tables X and Y contain
ny and ny rows, respectively, and the output table Z contains m
rows. We write X3°"t and Y3°"t for the tables X and Y stably sorted
by the join key. Throughout, we consider only equi-joins.

o Keys: The first column of each table stores the join key, rep-
resented as vectors [[KX]], [[Ey]] and [[EZ]] Keys may contain dupli-
cates, and all values are assumed to be positive integers.

o Values: Suppose table X contributes pyx payload columns and
table Y contributes py payload columns. The payload columns of
Z are obtained by concatenating those of X and Y: the first py
columns come from X, followed by the next p, from Y. We denote
the i-th payload column of X (resp. Y) by X (resp. Y;).

e Validity: The last column of each table is a validity bit, equal
to 1 for valid rows and 0 otherwise. Invalid rows are assumed to
contain zeros. The corresponding vectors are denoted [vx], [Vy],
and [vz].
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Protocol 1 ([3] «— OSE([K], [3°25¢])):

Protocol 2 (([7717St].[7*25t]) « GrourCounT([kSTt])):

Input: Secret shares of the vector HEH and its sorting permutation
[3°25¢] of length n.
Output: Secret shares of the sorting permutation [¢] for ([[1?]] [ [[l;]])
The protocol:
(1) Send (ApplyPerm,[5°35¢] [[Eﬂ ) to Fsort and receive [kS°Tt].
> Line 2: Encode group sizes sparsely.
@) ([F77st],[§%25t]) « GrourCounT([kS°Tt]).
> Lines 3—6: Compute destination indices.
(3) [[_]?]] — PREFIXSUM( [g°irst)).
(4) Vi€ [n], [h] = [fi] +1i.
G) [f] < PREFIXSUM(([[O]] [gest]. ...
(6) Vie [n],[H] =[f]+i
> Lines 7-8: Compose permutations.
(7) Vi€ [n],[0]] = [[abaseﬂ +n.
(8) Send <App1y1nv, (IR INTAD). ([3°2%¢T1[6'T)) to Frort and re-
ceive [a].
(9) Output: [].

[[glast]]))

I_é ]_c'sort gfirst j? }_{ g*last fl lfl'/
a a 2 2 3 0 0 1
b a 0 2 4 2 0 2
c b 3 5 8 0 2 5
b b 0 5 9 0 2 6
b b 0 5 10 3 2 7
a c 1 6 12 1 5 11

Figure 3: An example execution of the OSE protocol.

4 Oblivious Sort Expansion

In this section, we present Oblivious Sort Expansion (OSE), the core
building block underlying our Join-OM and Join-MM protocols. We
first describe the protocol, then analyze its correctness and cost.

We define the ideal functionality Fosg as follows. On input a
secret-shared vector [[l_c)]] together with its stable sorting permu-
tation [[Ebase], it reconstructs them, computes the stable sorting
permutation [3] of ([K]||[k]), and returns [3] to the parties. We
present OSE in Protocol 1, together with an illustrative example in
Figure 3. At a high level, OSE first applies the base permutation to
obtain the sorted vector [[l_ésort]] = [3°2se] - [K]. It then computes
the stable sorting permutation of ([kS°"t]||[kS°"t]) through the
following two steps.

Step 1: Encode group sizes sparsely. We invoke GROUPCOUNT
on HES°rtﬂ (Protocol 2), adapting the GRoUPBY.COUNT technique
of Asharov et al. [6] to compute group sizes and encode them at
group boundaries. The protocol outputs two secret-shared vectors
[§f17st] and [§25]. For each maximal group of equal keys, its size
is placed at the first element of the group in [§7175t] and at the last
element of the group in [§-25t]; all other entries are zero.

Step 2: Compute destination indices via prefix sums. We
treat the two copies as separate sequences, each indexed by (1,2, .. .,

Input: Secret shares of the sorted vector [isort] of length n.
Output: Secret shares of vectors [§7175t] and [§'25t], where for
each group in [[ESO“]], the group size is encoded at the first and last
positions of the group, respectively, and all other entries are zero.
The protocol:
> Lines 1-6: Generate the group-count vector [§F175].
(1) Vi € [2,n], set [si] < Equar([k;°"*], [k3°7°]). [s1] = [o]
and e;] =1 - [si].
(2) Send (GenPerm [€]) to Fsort and receive [5].
(3) Vi € [n], [ai] = IrraEN([e;] :n—i+1,n)
(4) Send (ApplyPerm [2].[4]) to Fsort and receive [[l;}]
(5) Vi € [n], [ci] = [bi] — [bi+1] with [bp+1] = [0].
(6) Send (ApplyInv [5]. [€]) to Fsort and receive [gFirst].
> Lines 7-12: Generate the group-count vector [§
(7) Vi e [1,n—1], set [e]] = [ei+1] and [ey,] = [1]
(8) Send (GenPerm (1= [€'])) to Fsort and receive [p'].
(9) Vi € [n], [a}] < IrTHEN([€]] : i, n)

)
)
)
(10) Send (ApplyPerm [7]. [@]) to Fsort and receive ['].
)
)
3)

lastﬂ

(11) Vi € [n], [c]] = [b{] - [b;_,] with [bg] = [o].
(12) Send (ApplyInv [5']: [€']) to Fsort and receive [§-25].
(13) Output: ([§"*], [§"**]).

n). For the second copy, the required offset of each element is
obtained by taking a prefix sum over [§71"St]. For the first copy,
we first right-shift [§125%] by one position and then take a prefix
sum. Adding the resulting offsets to the original indices yields
the exact destination indices of all elements. Collectively, these
destination indices define the inverse stable sorting permutation of
(e TE=r*D.

Finally, we compose this permutation with the duplicated base
permutation induced by [[obase]] obtaining the desired stable sort-
ing permutation [6] of ([[k]] I [[k]])

Correctness.Let G = (Gy, . . ., G;) denote the partition of [[1?50”1]
into maximal contiguous groups of equal keys, and let |G;| be the
size of group G;. Write s; = 1+ Zj;% |G| for the starting index of
G; in kSTt In the stable sorted order of ([[1?50“]] I [[1?50”]}), the two
copies of each group appear consecutively as (Gl(l), Gl(z), Gz(l), Géz),

" Gt(l), Gt(z) ). Hence, the starting positions of the first and second
copies of G; in the expanded sorted vector are ti(l) =1+ Z;‘; 2|Gjl
and t.(z) = t.<1) +|Gil, respectively. Therefore, the offset that must be

added to every element of G; in the first copy is t( )_ i= Z;‘;} |Gjl,
while the offset for every element of G; in the second copy is

ti(z) -5 = Zj‘:l |Gj|. These are exactly the quantities computed

by the protocol. The vector [§7175t] places |G;| at the first position
of each group and 0 elsewhere, so its prefix sum assigns Z;'=1 |G/l
to every element of group G;, which is precisely the offset needed
for the second copy. Similarly, after right-shifting [§125t] by one
position, the value |G;| is alignet_i with the first position of Gjy1. Its
prefix sum therefore assigns Zj.;% |G| to every element of group
G;, which is exactly the offset needed for the first copy. Adding
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these offsets to the original indices yields the destination indices
of all elements in the two copies. These destination indices de-
fine the inverse stable sorting permutation of ([Esort}] [ [[]'C'sort]]).
Composing this permutation with the duplicated base permutation
induced by [622%¢] therefore yields the stable sorting permutation
of (HEH I HEH), as required.

Cost analysis. OSE invokes EQuAL once, IFTHEN twice, 1-bit
GENPERM twice, and AppLYPERM and AppLYINV three times each.
By Section 3, these underlying subprotocols all run in constant
rounds with linear communication. Hence, OSE itself runs in O(1)
rounds and O(n) communication.

Comparison with [7]. Attrapadung et al. [7] propose a gen-
eral group-wise stable sorting technique, which can serve as a
building block for realizing the core step of OSE, i.e., computing
the stable sorting permutation of (ksort|ksort). Specifically, after
interleaving the two copies, we construct an alternating binary
source-indicator vector indicating which copy each element orig-
inates from, and the task reduces to stably sorting this indicator
vector within each equal-key group. Following Protocol 2 of [7],
such a realization requires one EQUAL, three IFTHENS, one 1-bit GEN-
PERM, and two calls each to AppLYPERM and ApPLYINV on vectors of
length 2n. In contrast, our OSE (lines 2-6) requires one EQUAL, two
IFTHENS, two 1-bit GENPERMs, and two calls each to APPLYPERM
and AppLYINV, all on vectors of length n. Based on the costs of these
primitives, OSE incurs only half the computation and communi-
cation cost of the [7]-based realization for computing the stable
sorting permutation of (Esort ||KS°rt).

Applications of OSE. When combined with prefix-sum with
cancellation, OSE supports group-wise operations such as oblivi-
ous data duplication and within-group index computation without
tree-based aggregation, thereby avoiding its O(log n) rounds and
2n online multiplications. Beyond joins, Appendix E extends this
technique to both whole-partition and prefix-running window ag-
gregates, supporting sum, count, and avg in both settings, as well
as min and max for whole partitions.

5 Secure Protocols for Join-OM and Join-MM

In this section, we present our protocols for Join-OM and Join-MM
over secret-shared tables. We begin with an overview, where Join-
OM is described end-to-end and Join-MM is introduced through its
high-level workflow. We then present the two main building blocks
of Join-MM, combine them into the Inner Join-MM protocol, and
finally discuss outer Join-MM, Self-Join, and cost analysis.

5.1 Overview

We begin with Join-OM, whose construction follows directly from
OSE and can therefore be described at the overview level. We then
turn to Join-MM, for which we present only the main workflow
and an illustrative example here, deferring the detailed procedures
and the complete protocol to the following subsections.

5.1.1 Join-OM. In the Join-OM setting, we assume that the join
keys in X are unique. Asharov et al. [6] proposed a secret-shared
Join-OM protocol that achieves, to the best of our knowledge, the
lowest communication cost among prior works. Their protocol re-
quires obliviously sorting the concatenated vector ([[I;X}] | [Ey] |

Xiaoxin Du, Xiaojie Guo, Pinzhi Chen, Tong Li, and Zheli Liu

Protocol 3 ([5] < GenPErMForJon-OM([kx]. [[l;y]])):

Input: Secret shares of the key vectors [[I_EX]] and [[f(y]]
Output: Secret shares of the sorting permutation [o] for

([ix Iy D D).
The protocol:

(1) Send (GenPerm, ([kx]|I[ky])) to Fsort and receive [3°25¢].

2) [3°°] — OSE([kx] I [ky ). [5°*>°]).

(3) Generate vector [é] = ([0]™|[[o]™¥|[[o]™*|I[1]™¥).

(4) Send (ApplyPerm,[3%*P], [€]) to Fsort and receive [f].
(5) Send (GenPerm,[[)?]]) to Feort and receive [].

(6) Send (ApplyPerm,[p], [*P]) to Fsort and receive [¢”].
(7) Output: [5] = ([o7].. .., [[aénxmy]]).

Protocol 4 ([Z] <« RicaTOUTERJOIN-OM([X], [Y])):

Input: Secret shares of the input tables [X], [Y], where the join
key in [X] is unique.
Output: Secret shares of the join result [Z].
The protocol:
(1) [3] < GenPerMForJorn-OM([kx], [ky])-
(2) For each column [¢] of table [X], do the following:
(a) Construct the augmented vector [¢¢*P] =
[eDiITo]™ I [-<].
(b) Send (ArpLYPERM, [G], [¢®*P]) to Fsort and receive [¢].
(c) [¢P°] « PreFixSum([c']).
(d) Send (AppLYINV, [5], [P3]) to Fsort and receive [¢9UP].

(e) Append ([[cii’il s [[cii’inyﬂ) as a column to [X9UP].
(3) [Z] « the concatenation of [X9P] and [Y] as illustrated in

Figure 2.
(4) Output: [Z].

[[I;X]]) which involves 2ny + ny sorting keys. Using OSE, we in-
stead compute the sorting permutation of ([Kxﬂ||ﬂﬁyﬂ) and de-
rive the permutation required for Join-OM in constant rounds, as
formalized in GENPERMFORJOIN-OM (Protocol 3). Consequently,
GENPERMFORJOIN-OM performs oblivious sorting over only ny +ny
keys, reducing the sorting cost by ny compared to [6].

For completeness, we provide the right outer Join-OM protocol
in Protocol 4. We replace the direct invocation of GENPERM through
Fsort used in the protocol of [6], which computes the sorting per-
mutation of ([[l_éxﬂ II Hl;yﬂ II [[l_éx]]), with our customized procedure
GENPERMFORJOIN-OM. The remainder of the protocol remains iden-
tical to that in [6]. As in [6], Protocol 4 can be extended to support
inner joins, left outer joins, and full outer joins.

5.1.2  Join-MM. We now present the detailed protocol for Join-MM.
The protocol proceeds in four stages: (1) merge the input tables
and apply an oblivious stable sort to the merged table by the join
key; (2) compute duplication counts for all rows; (3) materialize
the duplicated tables; and (4) align the duplicates so that all valid
cross-pairs are formed. Figure 4 illustrates Stages 2—4 on [X5°"t]
and [YS°"t], which are obtained from the merged sorted layout
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Figure 4: Example of Join-MM

produced in Stage 1. First, the protocol computes the duplication-
count vectors dx and dy for [XS°rt] and [YS°"t], respectively. For
example, if a row in [X] with key [a] has two matching rows in [Y],
then its duplication count in [[JX}] is [2], whereas an unmatched
key such as [b]receives a duplication count of [0]. Next, an oblivi-
ous data-duplication step materializes the duplicated tables [X9P]
and [Y9UP]. Because this step duplicates rows consecutively, di-
rectly concatenating the two duplicated tables would not produce
all required cross-pairs. Therefore, the protocol performs a final
oblivious alignment step that permutes [Y9P] into an interleaved
layout [Y21i8"]. A row-wise concatenation of [X9'P] and [Y21i&"]
then yields the exact Join-MM result.

5.2 Computing Duplication Counts

Protocol 5 presents DupCouNT, which computes duplication counts
for each row of [X] and [Y]. Specifically, for each row x € X, the
duplication count equals the number of rows in Y that share the
same join key, and the count for each row in Y is defined analo-
gously. DupCoOUNT takes as input the join-key columns ﬂl;X]] and
[[l_éy}] and a sort permutation [6°25¢] for ([[l_éx]] [ [[EY]]) It outputs
the following values:

e [ox] and [oy]: secret shares of the sorting permutations for
[[l?)d] and [ky], respectively;

. [[07 x| and [[Jy]]: secret shares of the duplication-count vectors
for [XS°"t] and [YS°"t], respectively. Each entry specifies
the number of times the corresponding row in [X°"t] and
[YS°rt] should be duplicated, respectively;

o [ay]: secret shares of the within-group index for the rows
of [Y°"t]). We output [@y] since the within-group indices
of [YS°rt] are required in subsequent protocols.

An execution of Protocol 5. To illustrate the procedure, we
use the same example in Figure 4.

Step 1: Generate the sorting permutation [6] over the secret-
shared join key vector (ﬂl;xﬂ”[[l;y]]”[[l;x]]”[[l;y]]) using OSE. For
clarity, although this reordering is not explicitly performed in the
protocol, we show below the input sequence and the resulting order
obtained by applying [], in order to demonstrate the effect of the
permutation.

wput: [a] [/] ][] O OO @QEEBI[HTOO®OO

Xa Xa Xb Xc Ya Ya Yc Yd -Xa -Xa -Xb -Xc -Ya -Ya -Yc -Yd

ouput: [2] 2] O O ][] @ O LIDBI[JOEOO®

Xa Xa Ya Ya Xa -Xa -Ya -Ya Xb -Xb Xc¢ Yc -Xc -Ye Yd -Yd
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Protocol 5 (([Gx].[3v].[dx].[dy].Jéy]) « DurCount([kx].
[ky[. [3°2°¢])) :
Input: Secret shares of the key vectors [[l?;d] and [[f(y]]

Output: See the description in Section 5.2.
The protocol:

(1) [3] — OSE(([kx]NITky]).[3°°]).
> Lines 2-5: Compute duplication counts.
(2) Generate vectors [fx],[fy]. [€], which are defined as

L] = ([o1™ N[0 o)™ I[-1]"),
[7] = (™ N[Ol =11l o}™).
[l = ([oo] ™ [Ifox]™¥{ITx0] ™~ [I[11]™¥).
(3) Seﬁnd# the commands (ApplyPerm, [d],[d]) for 7 €
{fx fv, €} to Fsort, and receive the corresponding outputs
[9x]. [gy]. and [€'].

(@) [g%] < PrerxSum([gx]).
(5) [9%] « PrerrxSum([gy]).
> Lines 6—11: Extract the duplication-count vectors.
(6) Send (GenPerm, [[€']) to Fsort and receive [p].
(7) Send (ApplyPerm, [5], [6]) to Fsort and receive [¢'].
®) [ox] < ([oy]. - .. [on, D).
©)
)

9) [oy] « ([[o;lxﬂ]] — Ny et [[o;’lxmy]] — nyx).
(10) Send the commands (ApplyPerm, [5], [d]) for 3 € {g,, gy}

to Fsort, and receive the corresponding outputs [[EX]][[ﬁy]]
(11) Extract the corresponding subvectors:

ldx] < ([hx[nx +ny +11],..., [Ax[2nx + nyl]),
ldy] < (Thy[nx + 111, [Ry [nx + ny]]),
[ay] « ([hx[nx + 11 ..., [hx[nx +nyl]).

(12) Output: ([3x], [3y]. [dx]. [dy]. [@y])-

Here, the keys enclosed in squares [x] originate from X, while
those enclosed in circles () originate from Y. Since two copies of
f(X and f(y are included, the second copies are shown with a gray
background, as [x] or (). Under each element, we also display Xi or
Yi in gray, indicating that the key is i and the element belongs to
table X or Y. In addition, the elements in the second copies of l;X
and ky are distinguished by a minus sign. In the output described
above, the key i from the second copy of EX (i-e., -Xi) is positioned
between the two copies of the matching key from ky, namely Yiand
-Yi. Similarly, the key i from the first copy of Y (i.e., Yi) is located
between the two copies of the matching key from table X, that is,
Xi and -Xi.

Step 2: Compute duplication counts using a prefix-sum tech-
nique. The protocol applies [¢] to two secret-shared vectors, [[fx]] =
([o™= I+ NIfo]™ [-1]") and [fy] = ([a]™[Ifo]"¥[I[-1]"
[[[o]"¥). Taking [fx] as an example, the two [0]™* blocks corre-
spond to the two copies of X, while the [1]™v and [-1]"v blocks
correspond to the entries of Y.

The protocol then applies the permutation [5] to [[f;d] and ob-
tains [gx]. For any join key k, if it appears X (k) times in X and
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matches Y (k) rows in Y, then [gx] contains a subsequence of the
form ([1]Y®)||[o]X®)||[-1]Y ). The resulting vector [§x] =
[o- J?X]] is shown below, where the subsequences corresponding to
this case are enclosed by gray rounded rectangles.

e L] [ DPI[J O OO ORIPRPO @O @

Xa Xa Xb Xec Ya Ya Yc Yd -Xa -Xa -Xb -Xc¢ -Ya -Ya -Yc -Yd

wx OO MNMOOMNHHNOMNOO

Xa Xa Ya Ya -Xa -Xa -Ya -Ya Xb -Xb Xc¢ Yc -Xc -Ye Yd -Yd

After that, the protocol computes a prefix sum over [gx ], denoted
by [§5]. As a result, each entry in [§x] that corresponds to the
second copy of X is replaced by the number of matching rows in Y,
yielding the desired duplication counts.

@@[@@II@@]@@E@@

Xa Xa Ya Ya -Xa -Xa -Ya a Xb -Xb Xc Yc -Xec -Ye Yd -Yd

Step 3: Extract the duplication-count vectors for [X5°"t] and
[YS°rt]. The protocol computes a permutation [5], which sta-
bly partitions the conceptual sorted order induced by [o] into
four contiguous blocks ordered as (X||Y||X]|Y), while preserving
the relative order within each block. By composing [5] and [5],
we derive the sorting permutations [Gx] and [3y] for [kx] and
[[f(yﬂ, respectively. When the permutation [[5] is applied to [[_é;(]],
we obtain the resulting vector [[EX]] The contiguous subvector
([[EX [nx+ny+1]],..., [[I_{X [2nx+ny]]) constitutes the duplication-
count vector for [XS°"t]. In addition, the contiguous subvector
([[EX [nx+1]1]s. .., [[}_{X [nx +ny]]) records, for each row of [YS°t],
its index within the corresponding join-key group.

@@@@[@@@@]{ll@l}@@@@

Xa Xa Xb Xec Ya Ya Yc Yd -Xa -Xa -Xb -Xc¢ -Ya -Ya -Yc -Yd

Similarly, [[Eyﬂ can be obtained in a similar manner. The subvec-
tor ([ay [nx +1]],..., [Ay [nx + ny]]) constitutes the duplication-
count vector for [YS°rt].

Illl@@@@l@@@@@@@

Xa Xa Xb Xc Ya Ya Yc Yd -Xa -Xa -Xb -Xc¢ -Ya -Ya -Yc -Yd

5.3 Data Duplication

In this subsection, we describe how to perform oblivious duplication
on [[k] based on its duplication-count vector [d]. We introduce two
subprotocols, GENDUPPERM (Protocol 6) and DATADUP (Protocol 7).
GENDUPPERM generates a duplication permutation consistent with
a given duplication-count vector. Given this permutation, DATADUP
implements oblivious data duplication. To illustrate this procedure,
consider the following example:

Example 1. Let [§] = ([a]. [a]. [o]. [c]) and [d] = ([2]. [2]. [o]
[1]). Duplicating [[kﬂ according to [[d]] produces [[kd“p]] = ([al, [a],

Xiaoxin Du, Xiaojie Guo, Pinzhi Chen, Tong Li, and Zheli Liu

Protocol 6 ([7] < GENDUPPERM([[J]])):

Input: A length-n secret-shared duplication-count vector [[J}]
Output: Secret shares of duplication permutation [[7].
The protocol:
[[J’ ] « PreFrxSum([d]).
( ) Openm « [[d ]] to all parties.
(3) For every i € [n] ([dg] = [0]):
[[a,-]] =[d_]+2(i-1)+1,
[5i] = [di] +2i.
[vi] = [4i] + 5.
> Lines 4-10: Identify the remaining positions in [m+2n]
excluding [a] and [f].
(4) [¢*™] < CompLETEPERM([Y], m + n).

(5) Generate vectors [[c_i]][[l_;}] via calls to Frandom, Which are
defined as

[a = (1™ [0]™). [] = ([2]" 1ol ™.

(6) Send the commands (Applylnv, [¢"], [3]) for & € {a, b} to
Fsort, and receive the corresponding outputs [@'], and [[l_v” I-
(7) [0"'] « PrerrxSum([b’]) with [¥]] = [1].
(8) Send (GenPerm, [@’]) to Fsort and receive [p].
(9) Send (ApplyPerm, [5], [[5”]}), to Fsort, and receive the cor-
responding outputs [¢].
(10) Construct [¢'] of length m such that, Vi € [m], [c;] = [ei] +i.
(1) [#™] = (GBI
(12) Send (Applylnv, [7'"], [[2n+m]]), to Fsort, and receive the
corresponding output [7].
(13) Output: [7].

[al. [a]. [c]), where each [k;] appears exactly [d;] times in the
output.

Generating Duplication Permutation. We present GENDup-
PERM in Protocol 6, which generates a duplication permutation [7]

from a duplication-count vector [[07]] of length n.

High-level idea. Define the augmented vector
N N N n
[k*€] = (IKIN[-KDN[o]™), wherem =" d;.
i=1

The goal of GENDUPPERM is to construct a permutation [7]] such
that, in the permuted vector [[r - Ea”g]], each element [[k;] is imme-
diately followed by exactly [[d;] copies of [0] and then a single copy
of H—k iﬂ .

Constructing destination indices. We first determine the destina-
tion positions of [k;] and [—k;]. Let [;] and [§;] denote their re-
spective destination indices, which are computed to satisfy [f;] =
[ai] + [di] + 1. This guarantees that exactly [d;] zero elements are
placed between [k;] and [—k;]. Next, we compute the destination
positions of the m zero elements [0]™, which correspond to the
remaining unassigned positions in [m+2n] after fixing [&] and [[,E]
By concatenating the destination indices of [l:]] [[—E]], and [0]™,
we obtain a vector that specifies, for each element in [[I;a“g]], its
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Protocol 7 ([k%P] — DaraDur([7], [K])):
Input: Secret shares of the duplication permutation [7], and the
vector [[l:ﬂ
Output: Secret shares of the duplicated vector [[I:d“p]].
The protocol:
(1) Generate vector [[Ea“g]] = ﬂEﬂ||ﬂ—Eﬂ||ﬂoﬂm
(2) Send the command (ApplyPerm, [7], [Eaugﬂ) to Fsort and
receive the corresponding output [[I_é’]]
() [F'] — PreFrxSum([K']).
(4) Send the command (Applylnv, [7], [I:' ) to Fsort and re-
ceive the corresponding output [[I;o”t]].
(5) Output: [K4P] = ([k$UC ..., [k$UE ]).

destination index in the permuted vector. Consequently, this vector
represents the inverse permutation of [7], denoted by [7'"]. For
Example 1, the corresponding k38 and 77" are as follows.

o [3] [2] [o] [¢] [ [] (3] [=] o7 (o Do [0 o
ams (1 (3] [3] (1] [3] () [m] [®] 2 (3 [ (7 e

Completing a permutation vector. To compute the positions of the
subvector [0]™, we introduce a subprotocol CoMPLETEPERM. It
takes as input a secret-shared vector [p] of distinct values in [M]
and a public integer M, and outputs ([p]||[F]), where [F] contains
all values in [M] that do not appear in [p]. Consequently, the out-
put forms a permutation of [M]. The protocol details are deferred to
Appendix C.1, where CoMPLETEPERM makes online calls to Fsoprr
on input [p]. A straightforward way to compute the desired dupli-
cation permutation is to invoke CoMPLETEPERM on ([[&] || [[E]]) with
M = 2n+m. However, this approach requires an online soPRF input
of size 2n. To further reduce the online cost, Protocol 6 (Lines 4-10)
halves this overhead and requires only an soPRF input of size n.
The key idea is to first invoke COMPLETEPERM to generate a per-
mutation that reorders [0]™|| [[—EH such that each element [—k;] is
preceded by exactly d; zero elements. This step fixes the relative
ordering between the elements of [[—E]] and the zero elements. We
then compute the exact destination indices of all zero elements in
[Ea“gﬂ in increasing order, thereby completing the construction of
the inverse duplication permutation [71"V].

Implementing Data Duplication. We introduce DaTaDUP
in Protocol 7, which duplicates the vector [[I_c)]] according to the
duplication permutation [7Z]. We now revisit Example 1 and show
how DaTADUP produces [k9UP].

At a high level, DATADUP uses a prefix-sum technique to prop-
agate the values in [[I:]] into the zero entries of the augmented
vector [[Eaug]], and then extracts the resulting duplicated entries.
Concretely, DATADUP first computes [l_c" I=1[r- ;a“gﬂ.

B (2] o fod [o] [o] Lo Lo [=] [] o

Protocol 8 ([Z] « INNERJOIN-MM([X], [Y])):
Input: Secret shares of the input tables [X], [Y].

Output: Secret shares of the join result [Z].
The protocol: Each party does the following:

(1) Send (GenPerm, ([[l?ﬂ]“[[l?y}])) to Fsort and receive [3°35€].

> Lines 2—4: Compute duplication counts.

(2) Invoke DurCOUNT on ([[I;X]], [Eyﬂ, [522%€]) and receive the
outputs [ax]. [6y]. [dx]. [dy]. [ay].

(3) For each column [¢] in [X] (resp. [Y]). send
(ApplyPerm, [6x], [c])  (resp. ~ (ApplyPerm, [Gy], [€]))
to Fsort, and collect the outputs to obtain [XS°"t] (resp.
[[YSOrt]]).

(4) Update [dx] — [dx] - [#52"*], [dv] < [dy] - [¥5°"*]-

> Lines 5-6: Data duplication.

(5) Invoke GENDUPPERM on [[JX]] and [[Jy]] and receive the cor-
responding outputs [7Zx] and [7y].

(6) Invoke DataDup on ([7x], [€]) (resp. ([7y], [€])) for each
column [[¢] in [X5°"t] (resp. [Y°"t]) and collect the outputs
to obtain [X9P] (resp. [Y9|P]).

> Lines 7-8: Align table [Y9"P].
(7) Invoke GENALIGNPERM on ([[&Y]],[[(ix]],ﬂjyﬂ,[[ﬁx]],[[ﬁy]]) and

ian.

receive output [z

(8) Send (AppryINv, [Ti"V], [€]) to Fsort for each column [€] in
[Y94P] and collect the outputs to obtain [Y2118].

(9) Concatenate [X9P] and [Y218"] column-wise as shown in
Figure 2 to obtain table [Z], where the validity vector [vZ]
is set to [1]™.

(10) Output: Secret-shared table [Z].

It then computes the prefix sum of HE' ] to obtain [[l_c” '], which
obliviously propagates each [k;] across [d;] consecutive positions.
The negative marker [—k;] cancels the propagated value at its cor-
responding position, thereby delimiting each duplication segment.

(o] lad ot [o] [a] tad fa o] [o] [o] [¢] [c]

Finally, we apply the inverse permutation to restore the original

order, obtaining [EOUtH =zt I:"]]. The subvector ([kgut ...,

[k9ut 1) then constitutes the duplicated vector [%d”pﬂ for [[E]]

zdup

poors[a] [2] [o] (o] [o] (o] (Ce Lot Do Dot e

5.4 Inner Join-MM

We present our inner Join-MM protocol in Protocol 8, which consists
of four stages:

Stage 1: Merging and Sorting Input Tables. Compute the
sorting permutation of (ﬂl;x]] [ [[l;y]])

Stage 2: Computing Duplication Counts. Compute the num-
ber of times each row in tables [X] and [Y] needs to be duplicated.
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Protocol 9 ([7i"] «— GenAvianPErM([dy ], [dx]. [dy]. [7#x]. [7v])):

Input: Secret shares of vectors [ay], [[JX]] [[Jyﬂ and permutations
[7x], [7v].-

Output: Secret shares of the inverse alignment permutation [7
The protocol:

inV]].

(1) Invoke Ipsrapyp three times:

([72y]. [ay]) = [ay].
([#v1.[dvD ~ [dy],
(Ix]. [dxD ~ [

(2) Generate vector ﬂﬁy]] = [[0]]"y||[[—jy]]||[[1]]m.

(3) Invoke a modified version of IIpsrapup, denoted H;‘) ATADUP®
which is identical to IIp,rapup except that line 1 is replaced
by [k3“€] « [k]. Use inputs ([7y], [fy]) and receive the
output [55].

@ [7™] = [[m1] = ([d5,] - [10™) - ([@,] - [10™) + ([d5 ] -
1™ - (03] - 1I™).

(5) Output: [7*"V].

(1) Invoke DurCoUNT with inputs ([[l_éx]], [[l_éy]] [6°2%€]) and re-
ceive sorting permutations and duplication-count vectors.

(2) Permute the tables [X] and [Y] according to the sorting
permutations, so that they are ordered by [[l_éx]] and [Eyﬂ
respectively. The result tables are [X°"t] and [YS°'t].

(3) Update the duplication-count vectors based on the validity
column, setting the duplication count of invalid rows to zero.

Stage 3: Data Duplication. Each row in [X5°"t] and [YS°"t]
is duplicated according to its corresponding duplication count by
invoking the GenDupPerm and DataDup protocols. The result tables
are [X9P] and [Y9UP].

Stage 4: Aligning Table [Y9"P] with [X9P]. To compute the
alignment permutation for table [Y9'P], we design the subprotocol
GENALIGNPERM in Protocol 9. It specifies the destination position
for each row in [Y9P] so that it aligns with the corresponding
row in table [X9UP]. Specifically, given the within-group index vec-
tor [@y] of [Y°'], the duplication-count vectors [[JX]] and [[Jy]]
and the duplication permutations [7Zx] and [7y], the subproto-
col outputs an inverse permutation [72"] such that applying it to
[Y9uP] yields the aligned table [Y2118"]. The final joined table [Z]
is obtained by concatenating [X9] and [Y2118"] column-wise.

5.5 Extensions

Our join constructions can be adapted to control output-size leakage
and extended to outer joins and self-joins. We defer the detailed
protocols to the appendix and summarize only the main ideas here.

Controlling Join-MM output-size leakage. In Stage 3, INNER
JoiN-MM reveals the exact size m of the output table Z to all parties.
Alternatively, the protocol may pad the output to either a fixed
public upper bound M > m or a differentially private upper bound
m’ > m [10]. In both cases, Z is extended to the selected bound
with all-zero dummy rows. Since INNERJOIN-MM does not directly
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Table 2: Comparison of round complexity.

Protocols Round Complexity
[20] Tsort + Ceq + Cprf + 21l0g(nx + ny) + 1
Join-OM [8] Tsort + Ceq + 21log(nx +ny) +c2
(6] Tsort + €3
Ours Tsort + Ceq + C4
[20] Fsort + Ceq + Cprf + 2(log (nx + ny) +logm) +c5

Join-MM [8] 3Fsort + Ceq + 2(log(nx + ny) +log m) +cg

Ours Tsort + Ceq + Cprf + €7

Tsort = I'gp + Cap + Cai, Where rgp, Cap, and c,; denote the round complexities of
GENPERM, APPLYPERM, and APPLYINV, respectively. Note that rgp, is O(£) and
independent of the data sizes. ceq and cp,f represent the constant rounds for
evaluating equality checks and pseudo-random functions on secret-shared inputs,
respectively. The terms c¢; (1 < i < 7) denote small constant overheads (e.g., ¢; < 5).

support padded outputs, we present a modified protocol supporting
both settings in Appendix C.2.

Outer Join-MM. We present the left outer join protocol in Ap-
pendix C.3. At a high level, it extends the result of INNERJOIN-MM
by appending [X] to the output of the inner join and setting the
validity bit of each row in [X] that matches a row in [Y] to [0]. The
right outer join and full outer join variants are obtained analogously
and are therefore omitted here for brevity. The results of the outer
joins are also illustrated in Appendix C.3.

Self-Join. A self-join is handled by viewing a single input table
as two logical aliases and then applying the same overall frame-
work. In particular, once the required base permutation is derived,
the remaining computation follows the corresponding Join-OM
or Join-MM pipeline. We defer the detailed self-join protocols to
Appendix C.4.

5.6 Cost analysis

Apart from the initial oblivious sort of the nx + ny join keys,
INNERJOIN-MM requires one invocation of OSE, two soPRF invo-
cations, seven APPLYPERM invocations, five APpPLYINV invocations,
and three auxiliary GENPERM calls (two on 1-bit keys and one on
2-bit keys). Since OSE, soPRF, AppLYPERM, and ApPpLYINV all run in
constant rounds with linear communication, and GENPERM runs
in constant rounds on constant-bit inputs, the entire post-sorting
phase of INNERJOIN-MM runs in O(1) rounds with linear commu-
nication. Table 2 summarizes the round complexity in detail.

6 Security Analysis

Due to space limitations, we present only the main security theo-
rems and concise proof sketches in the main body. Full proofs are
deferred to Appendix D. We define standalone ideal functionalities
only for OSE and the top-level join protocols. The remaining pro-
tocol boxes, including GRourCouNT, DuPCOUNT, GENDUPPERM,
ComPLETEPERM, DATADUP and GENALIGNPERM, are auxiliary sub-
protocols introduced solely for readability and are treated as being
inlined in the surrounding protocols.

THEOREM 1. Protocol 1 securely realizes Fogg in the (Frandoms
Fape,Fsort)-hybrid model against semi-honest adversaries.
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Parameters: Secret-shared input tables [X] and [Y].
[TJOIN-MM]

e Upon receiving (JoiN-MM, [X], [Y]) from all parties,
Fjom-MM reconstructs X and Y, computes their inner join
result Z and its size m = |Z|, sends each party the secret-
shared table [Z] and its length m.

Figure 5: Join-MM ideal functionality Fjoin-Mm-

Proor skeTcH. Correctness follows from Section 4. For security,
the view of each party consists of its input share, local randomness,
and the shares returned to it by Fandom, Fmpc, and Fsort during the
execution of Protocol 1. All remaining steps are local computations
on secret shares, and no intermediate value is revealed in the clear.
Given the corrupted party’s input and output shares, a simulator
samples uniformly random and independent shares for each invoca-
tion of Frandom> FMPC, and Fort. By the privacy of the underlying
secret-sharing scheme, the simulated view is indistinguishable from
the real-world view. The full proof is given in Appendix D.2. O

Let Fjom-MmMm denote the ideal functionality for many-to-many
joins, as defined in Figure 5.

THEOREM 2. Protocol INNERJOIN-MM securely realizes Foin-pm
in the (Fosg, Frandom Fmpc:Fsorts FsoPrF)-hybrid model against semi-
honest adversaries.

Proor skeTCH. For correctness, Protocol 8 correctly realizes the
semantics of the inner join except with negligible probability due
to possible encoding collisions in the soPRF-based COMPLETEPERM
subroutine (Protocol 10). With appropriately chosen parameters,
such collisions occur with probability at most 274,

For security, the proof follows the same overall simulation strat-
egy as in Theorem 1. All non-local interactions in Protocol 8 are
mediated through the ideal functionalities Fosg, Frandom> FMPCs
Fsort> and Fsoprp, while all remaining steps are local computations
on secret shares. Moreover, Protocol 8 explicitly reveals the join
result size m. This does not introduce additional leakage beyond
the ideal functionality, since m = |Z| is already determined by the
output length. Moreover, conditioned on the no-collision event, the
soPRF-based COMPLETEPERM subroutine can be simulated from the
public input sizes and the revealed output size m. Hence, by the
privacy of the underlying secret-sharing scheme and the security
of the realized soPRF, the simulated view is indistinguishable from
the real view. The full proof is given in Appendix D.3. O

Join-OM. We defer the formal security theorem and its proof for
the Join-OM protocol (Protocol 4) to Appendix D.4.

Remark. Our protocol can be extended to the malicious adver-
sary setting assuming an honest majority. We defer the formal
description of the modifications and the corresponding security
proofs to Appendix D.5.

7 Experimental Results

This section presents the experimental setup and evaluation of
our proposed OSE, Join-OM and Join-MM protocols, together with
comparisons against prior works [6, 8, 20].
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Table 3: OSE cost comparison with baseline.

Local Time (sec.) Comm. (MB)

Base Sort+OSE (OSE) Red. (%) Base Sort+OSE (OSE) Red. (%)

28 0.04  0.04(0.01) 0 210 1.16(0.12) 44.8
212 017 0.12(0.01) 29.4 321 17.25(1.89) 46.3
216 201 1.21(0.11) 39.8  491.6 275.4(29.58)  44.0
220 385  18.2(1.67) 52.7 7866 4454 (521.3)  43.4

7.1 Experimental Setup

All protocols are implemented within the SecretFlow framework,
using SPU [26, 42] as the underlying secure computation engine.
Unless otherwise specified, we instantiate SPU with the three-party
semi-honest ABY? [27] framework and set the input bit-length to
¢ = 32. We set the computational security parameter to k = 128 and
the statistical security parameter to A = 40. All join experiments use
two input tables of equal size, i.e., n = nx = ny. We consider table
sizes n € {28,212, 216 220} "and each table consists of two columns:
one key column and one payload column.

All experiments are conducted on a single workstation with 32
GB RAM and a 13th Gen Intel Core 17-13700KF CPU (16 cores, 3.4
GHz). In the default local setting, the three parties communicate
over localhost with sub-millisecond latency. Unless otherwise spec-
ified, we emulate WAN conditions using Linux Traffic Control on
the loopback interface, with the bandwidth limited to 1 Gbps and
the one-way delay set to 20 ms. All reported performance numbers
are averaged over multiple runs.

For the comparison with [20] in Tables 6 and 8, we adjust our
default setup to match their baseline implementation. Specifically,
we use the Semi2k framework for both implementations and evalu-
ate with an input bit-length of £ = 64, since the baseline is available
only in that setting.

7.2 OSE Evaluation

Table 3 reports a microbenchmark of OSE. Here, Base denotes the
baseline approach that directly invokes GENPERM on the expanded
vector (1?||i<'), while Sort+OSE first computes the stable sorting per-
mutation of k and then invokes OSE to derive that of (E ||E). The
values in parentheses report the standalone overhead of OSE once
the base sorting permutation is already available. The results show
that the Sort+OSE approach consistently outperforms this baseline,
reducing runtime by 29% — 53% and communication by about 45%.
These gains come from replacing a direct sort on 2n elements with a
sort on only n elements followed by OSE. The standalone overhead
of OSE is modest. At n = 22, for example, OSE itself costs only
1.67 seconds and 521.3 MB, much smaller than the corresponding
costs of the full Sort+OSE pipeline. This shows that the main benefit
comes from avoiding the expanded-input sort, while OSE adds only
a relatively small overhead.

7.3 Join-OM Evaluation

We implement both our Join-OM protocol and the protocol of [6]
in SPU. Table 4 reports runtime in the local and emulated WAN
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Table 4: Join-OM cost comparison.

Local Time (sec.) WAN Time (sec.) Comm. (MB)

n

[6] Ours Red. (%) [6] Ours Red.(%) [6] Ours Red. (%)
28 0.05 0.05 0

4.47 4.41 1.3 2.93 228 222

212 0.26 0.19  26.9 6.59 5.75 12.7 47.0 344  26.8

216 310 224 277 20.01 14.67 26.7 752.5 547.8 27.2

220 59.7 437 26.8 277.7 2043 26.4 12040 8738 27.4

settings, as well as total communication. For n > 2!2, our pro-
tocol reduces local runtime and communication by around 27%.
For n > 216, the runtime reductions under the WAN setting are
comparable to those under the local setting, demonstrating that
our optimization remains effective in high-latency environments.
This gain comes from reducing the sorting input size from 3n to 2n.
Since oblivious sorting dominates the cost of the protocol in [6],
removing one extra n-length table from the sorted input yields a
substantial reduction in both runtime and communication. The
observed improvement is slightly smaller than the idealized 33%
reduction suggested by the near-linear scaling of oblivious sorting
on SPU, because our protocol incurs an additional OSE step after
sorting. This gap indicates that the extra constant-round overhead
introduced by OSE is small in practice.

7.4 Join-MM Evaluation

We compare our Join-MM protocol with the protocols of [8, 20]
under both local and emulated WAN settings.

We first compare with [8]. Following its original experimental
setting, we set the input bit length to £ = 32 and implement both
protocols in SPU. The performance of our implementation of [8]
is comparable to that reported in the original paper. In addition to
m = n, we evaluate larger join outputs with m = 2n and m = 4n.
As shown in Table 5, when m = n, our protocol reduces both
runtime and communication by around 66%. As m increases, the
advantage generally becomes more pronounced, with runtime and
communication reductions reaching up to around 80%, respectively.
When n = 22° and m = 4n, the implementation of [8] exhausts
the available memory and cannot complete, whereas our protocol
completes in 93.52 s with a communication cost of 14,768 MB. These
results demonstrate the improved scalability of our protocol for
joins with high matching multiplicities.

We next compare with [20] using the semi-honest Join-MM
implementation provided by SecretFlow-SCQL [16], which is built
on the same SPU framework as ours. Since this implementation is
available only for 64-bit inputs, Table 6 reports local runtimes for
¢ = 64 under varying output sizes m.! For all evaluated settings
with n > 28, our protocol outperforms the protocol of [20], with
the improvements generally becoming more pronounced as the
input and output sizes increase. At n = 22°, the runtime reduction
increases from 43.6% for m = n to 53.3% for m = 4n, showing
that our advantage grows as more matching row pairs must be
materialized.

!SecretFlow-SCQL [16] does not provide direct access to communication statistics;
hence, we report only runtime.
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Table 5: Join-MM cost comparison with [8].

Local Time (sec.) Comm. (MB)

[8] Ours Red.(%) [8] Ours Red. (%)
28027 009 667 925 283  69.4
212 103 038 631 1353 453  66.5

m=n
2161055 3.69 650 2171 722.0  66.7
220 207.8 69.2  66.7 34535 11574  66.5
22 029 010 655 11.96 281 765
212 123 039 683 1835 50.42 725
m=2n
216 1317 3.65 723 3054 820.3  73.1
220 281.2 7548 732 47194 13184 72.1
22 035 011 686 17.82 341  80.9
212 179 055 693  259.1 54.44  79.0
m=4n

216 2137 447 791 3320 878.7 735
220 _1 9352 - — 14768 -

! The implementation of [8] ran out of memory at n = 220 and m = 4n.

Table 6: Join-MM local runtime comparison with [20] (¢ = 64),
in seconds.

m=n m=2n m=4n

[20] Ours Red. (%) [20] Ours Red.(%) [20] Ours Red. (%)

28 0.12 0.12 0 0.13 0.13 0 0.16 0.13 18.8
212 091 0.86 5.5 1.03 0.89 13.6 1.35 0.93 31.1
216 10.76 6.07 43.6 11.8 6.33 464 15.19 6.65 56.2

220 186.4 105.1 43.6 208.4 114.4 45.1 271.1 126.4 53.4

To identify the source of these improvements, we further break
down the runtime at n = m = 2%, In the comparison with [8]
at £ = 32, the initial sort over the merged 2n keys takes around
38 s in both implementations, whereas the subsequent phases take
approximately 170 s for the protocol of [8] and 31 s for ours, corre-
sponding to a speedup of roughly 5.5X. In the comparison with [20]
at £ = 64, the initial sort takes around 64 s in both implementa-
tions, while the subsequent phases take approximately 123 s for
the protocol of [20] and 41 s for ours, corresponding to a speedup
of roughly 3x. The subsequent phases account for approximately
82% and 66% of the total runtimes of the protocols in [8] and [20],
respectively. These breakdowns reflect the underlying protocol de-
signs. All three protocols begin by sorting the merged 2n join keys,
but they differ in the subsequent processing used to materialize
all matching row pairs. Our protocol eliminates tree-based aggre-
gations from duplication-count computation and data duplication,
thereby avoiding the associated O(log n) rounds and O(n) online
multiplications. For data duplication, we further adapt the soPRF-
based approach of [20] to reduce its online cost while avoiding the
additional oblivious sorts required by [8]. Since the initial sorting
cost is independent of m for fixed n and ¢, the post-sorting phases
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Table 7: Join-MM WAN runtime comparison with [8] under
different network latencies, in seconds.

20ms 40ms 60ms

[8] Ours Red. (%) [8] Ours Red.(%) [8] Ours Red. (%)
2% 32,05 7.80 75.7

63.53 15.29 759 94.63 23.73 74.9

212 42,91 11.23  73.8 85.43 22.16 74.1 122.7 33.63 72.6

210 81.10 23.47 71.1 136.4 36.65 73.1 188.0 46.75 75.1

2?0 813.3 283.9 65.1 1103 390.4 64.6 1406 492.7 65.0

Table 8: Join-MM WAN runtime comparison with [20] under
different network latencies (£ = 64), in seconds.

20ms 40ms 60ms

[20] Ours Red.(%) [20] Ours Red.(%) [20] Ours Red. (%)

28 185 129 30.3 36.1 25.5 29.4 57.4 37.7 34.3

212 243 143 41.2 46.0 27.1 41.1 69.0 39.9 422

216 704 355 49.6 1239 53.2 57.1 207.8 715 656

220 7185 457.1 36.4 1122 675.0 39.8 1809 917.5 49.3

account for a larger fraction of the total runtime as m increases,
making our optimizations increasingly beneficial.

We further evaluate the protocols under emulated WAN condi-
tions with m = n. In addition to the default one-way delay of 20 ms,
we consider delays of 40 and 60 ms while fixing the bandwidth at 1
Gbps. Table 7 shows that our protocol reduces runtime by around
70% compared with [8] across all available measurements. As shown
in Table 8, our protocol also consistently outperforms [20], achiev-
ing reductions of up to 65.6%. At n = 220, the reduction over [20]
increases from 36.4% at 20 ms to 49.3% at 60 ms. This trend is
consistent with the reduction in communication rounds achieved
by eliminating tree-based aggregation, whose cost is amplified by
higher network latency. Overall, these results confirm that our pro-
tocol remains effective and becomes increasingly beneficial under
high-latency network conditions.

7.5 Component-wise Analysis of Joins

Table 9 reports a component-wise breakdown of the local runtime
and communication costs of Join-OM and Join-MM. We separate
the total cost into three parts: GENPERM, which captures oblivious
sorting; soPRF, which is the main cryptographic primitive used
in data duplication; and Const-Op, which denotes the remaining
constant-round operations beyond sorting and soPRF, including
OSE, permutations, prefix sums. Notably, the contribution of Const-
Op remains stable across input sizes for Join-OM and Join-MM.

For Join-OM, the additional overhead beyond sorting is small. In
particular, the OSE-based step that derives the order of the expanded
input from the sorted original input accounts for only about 10%
of the total runtime and communication costs. This indicates that
replacing direct expanded-input sorting with OSE introduces only
modest overhead, while preserving the dominant benefit of sorting
fewer keys.
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Table 9: Component-wise cost analysis of Join-OM and Join-
MM. Runtime is in seconds; communication is in MB.

Protocol n Metric GENPERM soPRF Total Const. (%) '

y Time  0.04 0 005 200

Comm.  2.10 0 228 79

yz Time 017 0 019 105

_ Comm. 321 0 344 67
Join-OM yio Tme 201 0 224 103
Comm.  491.6 0 5478 103

o Time 385 0 437 119

Comm. 7866 0 8738  10.0

s Tme 004 0009 009 456

Comm. 210 020 283 187

yz Tme 017 012 038 237

, Comm. 321 312 453 223
Join-MM yio Tme 201 083 369 230
Comm. 491.6  50.0 7220 250

yo Time 385 138 602 244

Comm. 7866 832 11574  24.9

! “Const”” denotes the percentage of total runtime or communication attributed to

constant-round operations not included in GENPERM or soPRF.

For Join-MM, sorting remains the largest single component, but
the post-sorting phase is already entirely constant-round. Beyond
GENPERM, the remaining cost is split between soPRF and the other
constant-round components, namely OSE-based order derivation,
duplication-count computation, oblivious data duplication, and final
alignment. As shown in Table 9, these non-soPRF constant-round
components contribute about 23% of the total runtime and commu-
nication cost. Thus, while Join-MM necessarily incurs nontrivial
post-sorting work, our redesign removes the logarithmic-round
bottlenecks of tree-based aggregation and replaces them with light-
weight permutation- and prefix-sum-based operations.

8 Related Work

We review prior work on secure collaborative analytics with join
processing, focusing on settings where join keys contain duplicates.

PSI-based techniques [21, 28, 29, 31-35] can be highly efficient,
but they are primarily tailored to joins with unique keys and there-
fore do not address the join with multiplicity setting. Liagouris et
al. [25] support non-unique join keys by materializing the Cartesian
product of the two input tables and checking equality for every row
pair. This approach preserves strong privacy properties, including
hiding the exact join output size by padding to a worst-case bound,
but incurs O(nyxny) communication and is therefore impractical
for large datasets.

A number of secure collaborative analytics systems improve
efficiency by introducing additional assumptions or by exploiting
special workload structure. Several works [10, 11, 23, 24, 40] allow
controlled leakage, often combined with differential privacy, to
accelerate query processing. Volgushev et al. [39] introduce a se-
lectively trusted party and improve efficiency by sending plaintext
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data to that party. Other systems [9, 16, 36] assume that data owners
can reduce the input size in advance based on the target SQL query.
Wang et al. [41] and Baum et al. [12] focus on restricted query
classes, such as free-connex join-aggregate queries. While these
approaches improve performance, they inherently limit flexibility,
composability, or the strength of the security guarantee.

The most directly related line of work [6, 8, 20] studies join proto-
cols in modern outsourced MPC settings [3, 12, 13, 20, 25, 26, 30, 43],
where data owners secret-share their inputs to a small set of non-
colluding servers, which then evaluate joins directly over secret-
shared data. These protocols typically follow a common paradigm:
the input tables are first merged and obliviously sorted by the join
key, and then additional post-sorting processing is used to realize
the multiplicity-preserving join result. Han et al. [20] realize this
post-sorting phase using prefix-tree-based traversal networks and
soPRF. Their protocols support both Join-OM and Join-MM, but
incur additional O(log n) rounds and O(n) online multiplications
due to the traversal-network-based processing. Badrinarayanan et
al. [8] likewise support Join-OM and Join-MM, but rely on aggrega-
tion trees after sorting. These trees require upward and downward
passes, again introducing O(log n) additional rounds and O(n) on-
line multiplications. Moreover, their Join-MM construction per-
forms extra oblivious sorts over intermediate inputs. Asharov et
al. [6] eliminate aggregation trees for Join-OM by performing a
single oblivious stable sort over an expanded table obtained by con-
catenating the inputs with their replicas, followed by local prefix-
sum computations. This removes logarithmic-round post-sorting
aggregation, but substantially increases the sorting input size, mak-
ing oblivious sorting the dominant bottleneck. Furthermore, their
approach is tailored to Join-OM and does not directly generalize to
Join-MM, where both tables may require duplication.

Attrapadung et al. [7] propose a general group-wise stable sort-
ing technique for secure parallel computation. Their technique can
serve as a building block for realizing the core step of OSE, namely,
generating the stable sorting permutation of (ksort|[ksert). How-
ever, it is a general-purpose sorting technique and does not exploit
the replicated-vector structure that motivates OSE in our join pro-
tocols. We provide a detailed comparison in Section 4, showing that
our construction incurs only half the computation and communica-
tion cost of a [7]-based realization.

Our protocols in context. Taken together, the above works
expose two main sources of overhead in secret-shared joins with
multiplicity: tree-based post-sorting processing and sorting over
expanded inputs. Our protocols are designed to address both. OSE
is motivated by the replicated-vector structure arising in secure
joins and avoids redundant expanded-input sorting. For Join-OM,
it reduces the sorting input size of [6] from 2ny +ny to ny +ny. For
Join-MM, combining OSE with our prefix-sum-with-cancellation
technique enables an aggregation-tree-free construction without
increasing the sorting input size, yielding constant-round post-
sorting computation.
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A Open Science

We provide the artifacts supporting our results at the following
anonymous URL: https://anonymous.4open.science/r/Join-OSE/.
The repository contains the following components:

e Source Code: The full implementation of our protocols,
including OSE, Join-OM, and Join-MM.

e Documentation: A detailed README.md file with instruc-
tions for environment setup (via Docker) and reproduction
of the results.

e Data Generation: As the core contributions of this paper
do not rely on specific external datasets, the provided Source
Code includes the logic to generate synthetic/random data
used for evaluation.

B Ethical Considerations

This work does not involve human subjects, user data, or real-world
system deployment, and thus does not raise ethical concerns.

C Detailed Protocol Descriptions

C.1 Completing a position vector.

We present COMPLETEPERM in Protocol 10. Given inputs [p] and
M, CoMPLETEPERM computes the remaining positions in [M] that
are not assigned to [p] and appending these positions to [§]. Our
CoMPLETEPERM protocol is adapted from [20]. Importantly, the
computations in the first two steps can be shifted to the offline
phase. Specifically, we estimate an upper bound M’ on M and invoke
FsopRE on inputs [[M’]]. During the online phase, surplus elements
are discarded if M’ > M, while missing elements are generated
online if M’ < M.

C.2 Supporting Padded Join Sizes

In this subsection, we modify Protocol 8 to support either a fixed
public upper bound M > m or a differentially private upper bound
m’ > m, instead of revealing the exact join size m = |Z|. For the
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Protocol 10 ([7"V] « CompLETEPERM([p],M)):

Input: Secret shares of the vector [p] of length n, where p1, ..., pn
are distinct values in [M].
Output: Secret shares of inverse permutation [7
The protocol:
(1) Generate vector [@]] = ([1],..., [M]) and a random key [k]
by calling Frandom-
(2) [a*"] = Fsoprr([K]. [a])-
(3) Generate a random permutation [[ij] by calling Frandom-
(4) Send  (ApplyPerm, [77], [a]), (ApplyPerm, [i7], [@*"“]) to
Fsort> and receive the corresponding outputs [[l;]] and [[l;enc]].
) [7°"] = Fsopre ([K]. [P])-
(6) Open [b®"] and [p&"°].
(7) Generate a vector ¢ that contains the indices of all elements
belonging to b®"° but not to pene.
(8) Construct a secret-shared vector [r], where [r;] = [bg,].

(9) Output [A]I[F].

inV]].

Protocol 12 ([Z] « LertJorn-MM([X], [Y])):
Input: Secret shares of the input table [X], [Y].
Output: Secret shares of the result of left outer join [Z].
The protocol: Each party does the following:

(1) Execute Lines 1-7 of Protocol 8

> Lines 1-3: Obtain the unmatched rows

2) Set [3] < Equar([[dx], [0]™).
3) [o'] = [7] - "]
)
)

9 [57] = 1))

5) For each column [[¢] in [X5°"t], update [¢] « [¢] - [¢’']. The
result table is [X°Uter]

(6) Concatenate [X°t®"] and [Z] row-wise according to Fig-
ure 2, where the parts corresponding to table Y are filled
with zeros and the validity column is [dz]. The result table
is ﬂZOUter]].

(7) Output: [ZoUter].

Protocol 11 ([7] « GENALIGNPERM—PAD([[&y]],[[JX}],[[Jy]],[[ﬁX]],
[y L5"D):

Input: Secret shares of vectors [ay], [[JX]] [[Jy]] permutations
[7x], [7y] and valid vector [[\"/iuP]].
Output: Secret shares of the inverse alignment permutation [7].
The protocol:

(1) Execute Lines 1-3 of Protocol 9.

(2) For T € d{d’ LAy, ay, fyy and i € [m'], set [t]

ersen ([P [11] - [1:], [1]).
(3) Execute Lines 4-5 of Protocol 9.

latter setting, Bater et al. [10] proposed a truncated Laplace mecha-
nism that adds non-negative noise to the secret-shared join size [m]
and reveals the resulting upper bound m’. When M or m’ is used
in place of m, Stage 2 requires no modification: it automatically
produces M — m or m’ — m additional all-zero rows at the end of
[X9P] and [Y9UP]. However, Stage 3 must be modified to ensure
that these padded rows are properly aligned. Specifically, in Line 6
of INNERJOIN-MM, we replace GENALIGNPERM (Protocol 9) with
a modified version, denoted by GENALIGNPERM-PAD (Protocol 11),
in which the variables corresponding to padded rows are fixed to
[1], ensuring that these rows remain at the end of the aligned ta-
bles. Moreover, in Line 8, we set [vz] = [[ViuP]]. Consequently, the
modified protocol reveals only the fixed bound M or the differen-
tially private bound m’, while the padded rows remain invalid and
zero-valued and therefore do not affect the join result.

C.3 Outer Join-MM

We present the protocol for left outer Join-MM in Protocol 12. The
output table has size m + ny. It is obtained by augmenting the result
of the inner Join-MM with all rows of [X]). Rows of [X] that appear
in the inner join are marked invalid by setting their validity bits
to [0], whereas rows with no matches in [Y] are retained as valid

Parameters: Circuit C encoding the functionality to be com-
puted, and the corresponding secret-shared input [[x].
[#mpc] Upon receiving (C, [x]) from all parties,

(1) Reconstruct x and compute y = C(x).

(2) Return to the parties the secret sharing [y].

Figure 6: Secure computation ideal functionality Fypc

outputs. The results of the outer join operations are illustrated in
Table 10.

C.4 Self-Join

Self-join arises when the two sides of the join are aliases of the
same input table. We view the secret-shared table [X] as two logical
aliases, [X"] and [X®], joined on the same key column. When one
alias contains at most one anchor row per key, the query corre-
sponds to self-Join-OM; when both aliases may contain multiple
rows per key, it corresponds to self-Join-MM. Let [[E]] be the join-key
column of [X]. We first compute its stable sorting permutation [g],
and then invoke OSE on ([[lz]] [2]) to derive the stable sorting per-
mutation [o] of HEH [ HEH After deriving this base permutation, we
reuse the same high-level pipeline as the corresponding Join-OM
or Join-MM protocol.

D Formal Security Proofs

D.1 Secure computation ideal functionality

Figure 6 illustrates the ideal functionality Fypc, which realizes the
secure computation of an arbitrary circuit.

D.2 Semi-Honest Security of OSE

THEOREM 3. (Theorem 1, restated) Protocol 1 securely realizes
Fosk in the (Frandom-FMpc-Fsort)-hybrid model against semi-honest
adversaries.

Proor. Correctness follows from Section 4. For security, the real-
world view of each party P; consists of its input shares [k]; and
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Table 10: Definition of the output tables for the four Join-MM types, where |X| = ny, |Y| = ny, and m is their inner join size.

Join Type Key from X KeyfromY Valuesfrom X ValuesfromY valid Condition
Inner join kx[i] ky [j] Xitoo o Xipe  Yid..Yip, 1 kx [i] = ky[/]
For i < m, left outer join is the same as inner join; For m < i < m + ny:
Left outer join kx|i] 0 Xit - Xip, 0 1 Vj:kx[i] # ky[J]
0 0 0 0 otherwise
For i < m, right outer join is the same as inner join; For m < i < m+ny:
Right outer join 0 ky[i] Vit ... Yjp, 1 Vi kyli] # kx[Jj]
0 0 0 0 otherwise
Full join For i < m + ny, full join is the same as left outer join;

For m + ny < i < m+ny + ny, full join is the complement of right outer join.

[5P2%¢];, together with all messages received from the ideal func-
tionalities Frandom, FMPC, Fsort during the execution of Protocol 1.
The output of P; consists of its share of the resulting permutation
[c]i. Observe that in both the real world and the ideal world, the
final output received by each party is a secret share of the stable
sorting permutation for [[/?]] [ HEH By the security guarantees of the
underlying secret-sharing scheme, these output shares are indistin-
guishable from uniformly random shares and independent of the
party’s view. Consequently, it suffices to construct a simulator that
reproduces the distribution of P;’s view. We construct a simulator S
that, given [k];, [°2¢];, and [5];, generates a simulated view that
is indistinguishable from the real-world view of P;. The simulator
proceeds by simulating the outputs of the invoked ideal function-
alities. For each invocation of ¥ andoms FmpCs Fsort, the simulator
samples uniformly random output shares and return these. By the
security guarantees of the invoked ideal functionalities and the
privacy of the secret-sharing scheme, the simulated values gen-
erated by S are indistinguishable from those observed in a real
execution. Therefore, the real-world and ideal-world views of P;
are indistinguishable.

o

D.3 Semi-honest Security of Join-MM

In this subsection, we prove the semi-honest security of INNERJOIN-
MM in Protocol 8.

THEOREM 4. (Theorem 2, restated) Protocol 8 securely realizes

Foin-Mmt in the (Fosg, Frandom Fmpc-Fsort: Fsoprr)-hybrid model against

semi-honest adversaries.

Proor. We prove its correctness and security respectively.

Correctness. We first prove that Protocol 8 correctly implements
the semantics of the inner join, assuming that no encoding collisions
occur. The protocol proceeds in three stages, which we analyze in
turn.

Stage 2: Computing Duplication Counts. Protocol 8 first invokes
the DupCouUNT subprotocol to compute, for each row in the input
tables X and Y, its duplication count, i.e., the number of match-
ing rows in the other table with the same join key. We describe

the correctness argument for table X; the argument for Y is analo-
gous and therefore omitted. The DupCoUNT protocol constructs
the vector[[fx]] = [o]™ |[[1]™¥ |I[o] ™ ||[-1]™¥, and applies to it the
stable sorting permutation o induced by the concatenated key vec-
tor [[l_éx]] [ [[l_éy]] I [[l_éx]] [ [[l_éy]] Let [gx] denote the permuted vector.
By the stability of the sorting procedure, the permuted vector [§x]
decomposes into disjoint contiguous sub-sequences, each corre-
sponding to a distinct join key. There are three possible cases.

e Matching keys in both tables. Suppose a key k appears X (k)
times in X and Y (k) times in Y. The corresponding sub-
sequence in [gx ] has the form (0X (k) 1Y(K) oX(K) (_1)Y(k)),
Assuming the prefix sum entering this sub-sequence is zero,
the resulting prefix-sum values are 0X®) 1Y(K)], Y (k)X ®),
Y(k) - 1,Y(k)—2,...,0). Consequently, each row in X with
join key k receives the value Y (k), which is exactly its re-
quired duplication count.

o Keys appearing only in X. If a key k appears X (k) times in X
and does not appear in Y, the corresponding sub-sequence is
(OX (k), 0X (k)), and all prefix-sum values remain zero. Thus,
rows with no matching partner receive a duplication count
of zero.

e Keys appearing only in Y. If a key k appears Y(k) times
only in Y, the corresponding sub-sequence has the form
1Y®) (=Y, Assuming the prefix sum entering this
sub-sequence is zero, the prefix sum decreases from Y (k) to
0, and the final value is zero.

In all cases, the prefix sum at the end of each sub-sequence is
zero, ensuring that sub-sequences are independent and that duplica-
tion counts are computed correctly. The correctness of duplication
counts for table Y follows by symmetry.

Finally, since input tables may contain invalid rows whose join
keys are set to zero, the DupCOUNT protocol may assign non-zero
duplication counts to such rows. Protocol 8 explicitly resets the
duplication counts of invalid rows to zero (line 3 of the protocol),
ensuring that they do not contribute to the join result.

Stage 3: Data Duplication. Given the computed duplication counts,
Protocol 8 duplicates each column of the sorted table [X5°"] (resp.
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[Ys°"]) accordingly. For a column c, the protocol constructs an ex-
tended vector c|| — ¢||0™ and applies a suitable permutation so that
each value ¢ appears in a sub-sequence of the form (c, 0¥ (k) —¢).
Computing the prefix sum over this sub-sequence yields (c, AN
where the last element is zero. Extracting the appropriate positions
from the 0™ block therefore produces exactly Y (k) copies of c. Ap-
plying this procedure column-wise yields a table in which each row
of [X*°"t] (resp. [Y°"]) is duplicated according to its duplication-
count vector.

Stage 4: Aligning Duplicated Rows. In the final stage, the protocol
computes an alignment permutation for the duplicated table [[Yd“p]].
The definition of this permutation follows the same formulation as
in [20]. To this end, the parties invoke the protocol GENALIGNPERM
(Protocol 9) to securely compute the intermediate vectors required
for deriving the alignment permutation. Applying the resulting
permutation to [Y9UP] ensures that each duplicated row in [Y9UP] is
aligned with the corresponding duplicated row in [X9UP] having the
same join key. Consequently, rows with matching join keys appear
at identical positions in the two duplicated tables. By concatenating
the aligned tables column-wise, the protocol obtains exactly the
inner join result table [Z].

For encoding collisions, Protocol 10 is invoked twice indepen-
dently with different F5oprp keys. In these two invocations, Fsoprr
is evaluated on ny + m and ny + m distinct values, respectively.
Let n’ be an upper bound on these evaluation counts (i.e., n’ =
max(ny + m, ny +m)). By the standard birthday bound, for encod-
ings of length I bits, the probability of an internal collision within
a single invocation is at most 27/+21°8:("')~1 By the union bound
over the two independent invocations, the probability that any
collision occurs is bounded by 2 - 271*21og, (') =1 — y=l+2log, (n')
Therefore, choosing [ > A + 2log, n’ ensures that all encodings are
distinct except with probability at most 274,

Security. The security follows closely from the proof of Theo-
rem 3, with necessary modifications to the simulator S to account
for the additional invocations of ideal functionalities, the public
reconstruction of the output size m, and the opened encodings in
the CoMPLETEPERM subroutine.

Specifically, the real-world view of P; in Protocol 8 additionally
includes the messages received from Fosg and FsopRr, the recon-
struction transcript and the reconstructed value of the output size
m, and the reconstruction transcripts and opened values of the
encodings in the CoMPLETEPERM subroutine. For notational conve-
nience, let nj, and n, denote the public length parameters of one
invocation of COMPLETEPERM, where ny, is the length of the opened
universe-encoding vector b*"¢ and np is the length of the opened
selected-encoding vector p®"°. The secret-shared input vector p to
this invocation consists of n, distinct positions in [n]. In Proto-
col 8, the two invocations correspond to (np, np) = (m+ny, ny) and
(np,np) = (m + ny, ny), respectively. These parameters are known
to the simulator, since ny and ny are public input sizes and m is
revealed as the output size. Conditioned on no encoding collision,
be"C is a uniformly random permutation of the PRF encodings of
the public universe [np], and pe"° consists of the PRF encodings
of the secret positions p. Since every entry of p lies in [np], every
element of p°"° penc

appears in . Moreover, since the permutation
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used to form be"° is secret-shared and hidden from the adversary,
the positions of these selected encodings in bec are uniformly
random and independent of the actual secret positions p.

To construct the simulated view, S proceeds as follows. First,
similar to the simulation in Theorem 3, S simulates the outputs
of Fosg and Fgoprr by sampling uniformly random shares. By the
privacy guarantees of the secret-sharing scheme, these simulated
shares are indistinguishable from the real execution.

Second, S simulates the public reconstruction of the output size
m. Since m is the length of the final join output, it is deterministically
determined by the output of the ideal functionality Fjoin-Mm. Thus,
S obtains m from the ideal output. To simulate the reconstruction
transcript of m, S uses P;’s simulated share of m and samples the
other parties’ shares uniformly at random subject to the constraint
that all shares reconstruct the public value m. This matches the
real opening transcript, because the shares of an opened secret are
uniformly random subject only to the reconstructed value.

Third, the simulator S simulates the opened values in COMPLETEPERM

using only the public parameters nj, and n,. For one invocation,
S samples ny, distinct uniform ¢-bit strings (ry, ..., ry,) and uses
them as the simulated opening of be"C_ It then samples an ordered
np-tuple of distinct indices (j1, ..., jn,) uniformly from [n;], and
sets the simulated opening of p"° to (rj,, ..., Tjn,)- Conditioned
on no encoding collision, this distribution is identical to the real
distribution, up to the security of the realization of Fs,pgrp. To sim-
ulate the reconstruction transcript, S samples the other parties’
shares uniformly at random subject to the constraint that, together
with P;’s simulated share, they reconstruct the target opened values
defined above. This matches the real opening transcript, because
the shares of an opened secret are uniformly random subject only
to the reconstructed value. Since the target opened values have
already been sampled from the same distribution as in the real exe-
cution, the entire simulated opening of benC and pE"C is distributed
as in the real execution and reveals no information about p beyond
the public parameters nj, and n,. The remainder of the simulation
proceeds exactly as in Theorem 3. Because all simulated shares are
uniformly random and the opened values is perfectly simulated
using the ideal output, the real-world and ideal-world views of P;
remain computationally indistinguishable.

Hence, we conclude that Protocol 8 securely realizes Fjoin-Mm in
the (FosE, Frandom-TMPC:Fsort: FsoprE)-hybrid model against semi-
honest adversaries. O

D.4 Semi-honest Security for Join-OM Protocol

Let Fjoin—om denote the ideal functionality that, on input two
secret-shared tables [X] and [Y], reconstructs them, computes
their inner join Z, and returns the resulting secret-shared output
table [Z] to the parties.

THEOREM 5. Protocol 4 securely realizes Fyoin-om in the (Fosk,
FrandomsTMpC:Fsort)-hybrid model against semi-honest adversaries.

Proor. The correctness follows from the correctness of the OSE
in Protocol 1 and the correctness of the Join-OM protocol in [6].

The security argument closely follows the proof of Theorem 3,
as Protocol 4 operates in a similar manner but additionally invokes
the ideal functionality Fosg. Specifically, the real-world view of
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a party P; during the execution of Protocol 4 consists of its in-
put shares, its internal randomness, and the messages it receives
from the ideal functionalities F;andom> FmpCs> Fsorts and Fosg- To
construct a simulated view, the simulator S proceeds exactly as
in the proof of Theorem 3 for the functionalities Fandom> FMPCs
and Fsort, by sampling uniformly random shares. Furthermore, for
the invocation of Fogg, S similarly simulates the output messages
received by P; by generating uniformly random secret shares of the
appropriate dimension. Because the protocol operates in the Fogg-
hybrid model, the underlying OSE execution is perfectly secure,
meaning its intermediate outputs reveal nothing beyond the final
shares. By the privacy properties of the secret-sharing scheme, all
intermediate shares received by P;, including those from Fosg, ap-
pear uniformly random. Therefore, the simulated shares generated
by 8§ are indistinguishable from those in a real execution, render-
ing the real-world and ideal-world views of P; computationally
indistinguishable. O

D.5 Malicious Security Extensions

In this subsection, we show that our protocols can be extended
to achieve security against malicious adversaries under an honest-
majority assumption. Specifically, the protocols can be instantiated
using a maliciously secure three-party multiplication protocol with
honest majority [18] and a maliciously secure sorting protocol [5].

To model malicious behavior, we adopt the standard with-abort
ideal functionalities. In particular, the ideal functionalities FosE,
ﬁoin-MMa ﬁoin—OM’ Frandoms FMPC> Fsort, and Fgoprr are modified
as follows: (i) the ideal functionality receives inputs from the honest
parties and provides the input of the corrupted party to the ideal-
world adversary, and (ii) the adversary is allowed to choose the
output share of the corrupted party, upon which the functionality
computes consistent output shares for the honest parties or aborts.
For Join-MM, we let Fjoin-mm hand the output size to the adversary.
Note that this is not private information and is learned by the
adversary in the protocol anyway.

THEOREM 6. Protocol 1 securely realizes Fosg with abort in the
(Frandom> Fmpc, Fsort)-hybrid model against malicious adversaries
controlling any t < n/2 parties.

Proor. Correctness follows from Section 4. We next prove the
security. Let A denote a real-world adversary corrupting up to t <
n/2 parties, and let S be the ideal-world simulator interacting with
A and emulating the ideal functionalities Frandom, Fmpc, Fsort-

In the real-world execution, parties do not interact directly with
each other, but only submit inputs to and receive outputs from the
invoked ideal functionalities, interleaved with local computations.
By definition of the malicious (with-abort) ideal functionalities, the
adversary receives the input shares of the corrupted parties and is
allowed to choose their output shares. Between invocations of ideal
functionalities, the adversary performs local computations whose
results determine the inputs to subsequent invocations.

In the ideal world, the simulator S obtains from Fogg the input
shares of k and o corresponding to the corrupted parties. The execu-
tion then proceeds by having S faithfully emulate each invocation
of the ideal functionalities. Whenever the adversary outputs a share
in a given invocation, the simulator, having knowledge of this value,
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can locally compute the corresponding inputs required for the next
invocation and provide the adversary with a consistent view. At
the end of the execution, S forwards the adversary’s output shares
to Fose, which computes the corresponding output shares for the
honest parties or aborts.

Since the adversary’s interaction pattern, received messages, and
local computations in the ideal execution are identically distributed
to those in the real-world execution, the view of A in the ideal
world is identically distributed to its view in the real world. Thus,
the shares of the honest parties are uniform conditioned on the
shares of the adversary and the secrets. Consequently, the joint
distribution of the adversary’s view and the output shares of the
honest parties in the ideal world is indistinguishable from that in the
real world. Therefore, Protocol 1 securely realizes Fogg with abort
against malicious adversaries controlling any ¢ < n/2 parties. O

THEOREM 7. Protocol 8 securely realizes Foin-pm with abort in
the (FosE» Frandom> Fmpcs Fsorts FsoPRF) -hybrid model against mali-
cious adversaries controlling any t < n/2 parties.

Proor. Correctness follows from the same analysis as in Theo-
rem 4.

The security argument and the overall simulation paradigm
closely follow the proof of Theorem 6. The ideal-world simula-
tor S manages the adversary A’s local computations and faithfully
emulates the core ideal functionalities (Frandom» FMPC> Fsort) €X-
actly as described in the previous proof. Compared to Protocol 1,
Protocol 8 additionally invokes two ideal functionalities: Fosg and
FsoPrE- To simulate these, S proceeds in the standard manner for
with-abort functionalities: it perfectly emulates them by extracting
the inputs provided by the corrupted parties and allowing A to
dictate the corresponding output shares for the corrupted parties.
This maintains a consistent internal state for A. Beyond these ad-
ditional ideal invocations, Protocol 8 has two public reconstruction
steps that do not appear in Protocol 1: the reconstruction of the
output size m, and the reconstruction of the encoding vectors benc
and p®"° in the subroutine CompLETEPERM. S simulates the open
step without knowing the honest parties’ true inputs.

Specifically, for the reconstruction of m, S locally computes the
corrupted parties’ shares of m, denoted as [m] #. This is strictly
computable because these shares are derived via local linear opera-
tions over the output shares of the APPLYPERM command, which are
fully known to S. According to the modified definition of Fjoin-Mm,
the trusted party explicitly hands the actual output size m to the
adversary (and thus to S) prior to output delivery. Knowing both
m and [m] #, S samples the honest parties’ shares uniformly at
random under the strict constraint that, together with [m] #, they
perfectly reconstruct the target value m. S then sends these sim-
ulated shares to A. During this simulated reconstruction phase,
S awaits the shares sent back by A. If A provides inconsistent
shares (causing the reconstruction to fail) or explicitly aborts, an
honest party in the real world would abort. To mirror this, S sends
an abort command to the trusted party computing Fjoin-mm. Oth-
erwise, it sends continue and forwards A’s final output shares to
finish the execution. R

Next, consider the reconstruction of b"¢ and in each in-
vocation of the subroutine ComPLETEPERM. Conditioned on the

Aenc
p
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no-collision event established in the correctness analysis, S first
generates the target opened values exactly as in the semi-honest
proof (Theorem 4). To simulate the reconstruction transcripts of
these opened encodings, S locally computes the corrupted par-
ties’ shares of b and pe, denoted by [[l?enc}]g; and [p"°] «,
respectively. These shares are computable by S because they are
obtained from the output shares of the corresponding APPLYPERM
command and FopRr, respectively. Then, S samples the honest par-
ties’ opening shares uniformly at random subject to the constraint
that, together with the corrupted parties’ shares, they reconstruct
the target vectors b°"¢ and pe"C, respectively. These simulated
opening shares are sent to A as the messages that honest parties
would send during reconstruction. Again, if A sends inconsistent
shares, refuses to send shares, or explicitly aborts, then an honest
party would abort in the real execution. The simulator therefore
sends abort to Fjoin-Mm. Otherwise, the reconstruction transcripts

of b°"° and pe"C are distributed as in the real execution, and the
opened values reveal no information about the secret positions
beyond the public size parameters.

The remainder of the simulation proceeds exactly as in Theo-
rem 6. Since all invoked ideal functionalities are emulated with
abort, the public reconstruction of m is simulated from the out-
put size provided by ¥ * Join-MM, and the opened encodings in
CoMPLETEPERM are simulated as described above, the overall distri-
bution of A’s view is identical to that in a real execution. Therefore,
these protocol additions preserve the indistinguishability between
the real-world and ideal-world views, concluding the proof. O

THEOREM 8. Protocol 4 securely realizes Fyoin-om with abort
in the (Fosg, Frandom> Tmpcs Fsort) -hybrid model against malicious
adversaries controlling any t < n/2 parties.

Proor. Correctness follows from the same analysis as in The-
orem 5. For security, we observe that the structure of Protocol 4
is fundamentally identical to Protocol 1, with the sole exception
that it additionally invokes the ideal functionality Fosg. Notably,
unlike Protocol 8, it does not involve any public reconstruction
of intermediate values. Therefore, the security seamlessly follows
from the simulation paradigm established in Theorem 6. The ideal-
world simulator S proceeds exactly as before, faithfully emulating
all invoked ideal functionalities. For the newly introduced Fogg, S
simply extracts the inputs provided by the corrupted parties and al-
lows the adversary A to dictate their output shares, consistent with
the standard with-abort ideal functionality wrapper. Since the entire
protocol consists exclusively of local computations interleaved with
these perfectly emulated ideal functionalities, S trivially maintains
a consistent internal state for A without requiring any novel simu-
lation steps. Consequently, the joint distribution of the adversary’s
view and the honest parties’ outputs in the ideal world is identically
distributed to that in the real execution. ]

E Beyond Joins: Window Aggregates via OSE

We now show that OSE is useful beyond join processing. A window
aggregate produces one output value for each input row, rather
than collapsing each group into a single output row as in GROUP
BY. Here we focus on two common cases: whole-partition window

Xiaoxin Du, Xiaojie Guo, Pinzhi Chen, Tong Li, and Zheli Liu

Protocol 13 [w] « WINDOWAGGVIAOSE—SORTED([[I:S°rt]], [#D)

Input: Secret shares of a stably sorted key vector [[ESOrt]] and a
value vector [ii]] of the same length, represented in the same sorted
order.
Output: Secret shares of the window-aggregate vector [w].
The protocol: Each party does the following:

(1) Compute [c] < OSE—SORTED([[Esort]]).

(2) Form the auxiliary vector

[7] < E-a]-
Send (ApplyPerm, [o], [Lf]]) to Feort and receive [[f’}]
Compute [h] « PrerixSum([[f'])-

Send (Applylnv, [o], [[Zﬂ) to Fsort and receive [4].
Output the first copy of [g] as [w].

3
4
5
(6

NN NN

aggregates, where every row in a partition receives the same group-
level aggregate, and prefix running window aggregates, where each
row receives the aggregate over the prefix of its ordered partition.
When the sorted key vector is already available, we use a simplified
variant of OSE, denoted by OSE-SoRTED. It takes the stably sorted
key vector [Esortﬂ as input and outputs the stable sorting permu-
tation of [[Esort]] [ [[Es°rt]]. Compared with OSE, it omits the initial
application of [5°2%¢] and the final composition step. The key idea
is to use OSE-SORTED to convert partitioned window computation
into a prefix-sum-based propagation with cancellation.

Whole-Partition Window Aggregates. We first consider whole-
partition window aggregates, where every row in a partition re-
ceives the same group-level aggregate. Our method assumes a
sparse representative-row layout, where the aggregate value of
each partition is assigned to its first or last row and all other posi-
tions are zero. Such a layout may be available directly as a Group
By [6] intermediate result or obtained by one additional oblivi-
ous permutation. Accordingly, in Protocol 13, we instantiate [ii]
as this sparse aggregate vector. The resulting output assigns the
aggregate value of each partition to every row in that partition.
This directly supports whole-partition Sum, Count, Min, and Avg
(combining the corresponding sum and count vectors). For Max, set
If] — —[#]I[#] (line 2), compute suffix sum (line 4) and output
the second copy (line 6) in Protocol 13.

Prefix Running Window Aggregates. We next consider a
subclass of prefix running window aggregates, where each row
receives the aggregate over the prefix of its ordered partition. In
Protocol 13, we instantiate [i] as the value vector itself in this
sorted order. The resulting output yields the desired prefix running
aggregates for each partition. This directly supports prefix running
Sum, Count, and Avg.
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