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Abstract
In a widely publicized recent announcement, Google established

a formal 2029 deadline for completing its post-quantum cryptog-

raphy (PQC) migration—one that deliberately preempts the 2035

deadline set by NIST and the US federal government to complete the

deprecation of classical public-key algorithms. Google cited faster-

than-expected progress across three fronts: quantum computing

hardware development; quantum error correction; and revised esti-

mates of the resources required for quantum computers to break

current cryptographic schemes; as motivation for setting an ambi-

tious internal target ahead of the regulatory horizon. This tightened

deadline places particular pressure on existing cryptographic pro-

tocols that rely on classical key exchange primitives for secure

communication. Our work aims to ease this transition by construct-

ing a unified, formally analyzed security framework for migrating

classical key exchange constructions to their post-quantum coun-

terparts.
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Keywords
Key Exchange, Post-Quantum, Formalization, Provable Security

1 Introduction
In the three decades since Shor first published his seminal work

introducing a quantum algorithm for factoring large integers and

computing discrete logarithms in polynomial time [27], the prospect

of a quantum computer capable of executing it has progressed from

remote theoretical possibility through distant horizons, to an in-

creasingly present and imminent reality. The United States National

Security Agency published its CNSA 2.0 framework in 2022, pro-

viding a detailed roadmap for complete quantum-safe infrastruc-

ture migration by 2035—encompassing defence contractors, federal

agencies, and regulated industries within its compliance scope [21].

In the same year, NIST announced its first post-quantum cryptog-

raphy algorithm selections [16], three of which were subsequently

standardized in 2024 (ML-KEM, ML-DSA, and SLH-DSA) [18–20].

Following these developments, other bodies have followed suit: the

European Union, the United Kingdom’s National Cyber Security

Centre, and regulatory authorities in Canada, Australia, and Japan

have each published coordinated roadmaps converging on the same

2035 deadline for comprehensive quantum-safe migration [24].
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However, two concurrent yet independent events have have al-

tered the trajectory of the 2035 quantum migration deadline. First,

Google published a whitepaper [4] reporting a substantial reduc-

tion in the quantum resource estimates (in terms of qubit count

and gate complexity) required to execute Shor’s algorithm against

the 256-bit elliptic curve discrete logarithm problem (ECDLP-256),

which underlies widely deployed curves such as NIST P-256 [17]

and secp256k1 [28]. Shortly thereafter, Oratomic independently

published a new quantum error-correction architecture [7] capable

of breaking P-256 in as few as 10 days and RSA-2048 within 100

days on a neutral atom quantum computer. Together, these devel-

opments have prompted major industry stakeholders, including

Google and Cloudflare [1, 30], to advance their quantum migration

deadlines to as early as 2029.

Against this backdrop, we turn our attention to the impact of

the post-quantum transition on secure communication protocols

whose security rests on classical key exchange primitives rendered

vulnerable by Shor’s algorithm, specifically Diffie-Hellman and its

elliptic curve variants. We observe that there already exists a rich

body of literature proposing post-quantum-secure alternatives to

existing cryptographic protocols such as Transport Layer Security,

or the Signal Protocol. Notably, Schwabe et al. [25, 26] investigate

post-quantum variants of TLS 1.3, proposing a KEM-based construc-

tion termed KEMTLS. The authors formally analyze its security

within a multi-stage authenticated key exchange (AKE) model,

capturing properties analogous to those of TLS 1.3, including key

indistinguishability, forward secrecy, and both implicit and explicit

authentication of communicating entities. This work specifically fo-

cuses on round-trip and bandwidth efficiency in the post-quantum

transition, at the cost of deferring explicit server authentication

and full forward secrecy by one round-trip compared to TLS 1.3.

Angel et al. [2] propose a post-quantum variant of the Noise pro-

tocol framework [23], analyzing the security of their construction

within an adapted fACCE model [11] capturing confidentiality and

authentication guarantees. Their PQNoise gives a recipe for translat-

ing a Noise pattern into a PQNoise pattern that preserves confiden-

tiality and authenticity, at the possible cost of additional roundtrips.

Moreover, by abstracting keying material processing into a hash-

object, they further prove security for every valid PQNoise pattern

at once.

Note that KEM constructions are inherently unable to derive

shared secrets from static-static key combinations. In comparison,

in the Diffie–Hellman setting, a static-static token yields a shared

secret determined entirely by the two long-term keys, which sur-

vives compromise of either party’s randomness. For a KEM, en-

capsulating under a static key affords no such guarantee, since the

encapsulated secret depends on the sender’s randomness. PQNoise
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uses randomness hardening as a means of circumventing this flaw,

where static key material is mixed into the randomness source itself.

This approach effectively lifts the cryptographic secrets into the en-

tropy source itself, thereby exposing the cryptographic randomness

underpinning the security of the entire construction to protocol

implementers. We argue that this introduces unmitigated risks and

represents a design choice that should be avoided.

In terms of secure messaging protocols, a significant number of

works propose various post-quantum modifications to the Signal

Protocol. Brendel et al. [6] introduce a novel split-KEM notion to

adapt Signal’s X3DH handshake to the post-quantum setting, cap-

turing indistinguishability of encapsulated keys; Dodis et al. [9]

introduce Triple Ratchet, a hybrid post-quantum variant of the Sig-

nal Protocol, and analyze the security of their construction within

a novel CKA model capturing key indistinguishability. Apple up-

dated their iMessage secure messaging protocol to provide hybrid

post-quantum security [3], with Stebila [29] analyzing the security

of the PQ3 protocol within a multi-stage AKE model, capturing key

indistinguishability. Finally, Benčina et al. [5] analyze the security

of post-quantum SSH within an ACCE model, capturing notions of

authentication and channel security. We note that the ACCE model

presented in this work relies on a non-standard monolithic pseudo-

random function assumption to underpin its security guarantees.

Although we acknowledge the significance of these works in fa-

cilitating the quantummigration, we observe that their protocol-by-

protocol treatment introduces unnecessary fragmentation, wherein

each construction independently retrofits quantum-secure KEMs in

place of classical Diffie-Hellman exchanges and is analyzed within

its own bespoke security model. We argue that this fragmentation

is only compounded by the accelerated migration timeline, mo-

tivating the need for a unified, protocol-agnostic framework for

quantum-secure protocol construction and analysis.

We observe that achieving a faithful one-to-one mapping be-

tween classical non-interactive DH-based primitives—which un-

derpin a vast majority of deployed secure protocols—and their

post-quantum KEM counterparts is, in practice, deeply non-trivial

and that doing so without careful consideration of the associated

security implications risks introducing vulnerabilities that should

not be overlooked. For instance, Kret and Schmidt [13] propose a

post-quantum variant of the X3DH key agreement protocol that

incorporates an additional KEM key component as input to the key

derivation function alongside the classical DH components. How-

ever, this approach treats post-quantum KEMs as interchangeable

with their DH counterparts, overlooking fundamental structural

distinctions that preclude a drop-in replacement. Specifically, the

interactive nature of KEM primitives which consume fresh ran-

domness per encapsulation, obviates the establishment of shared

secrets from static key combinations in the wayDH permits. This is

precisely the limitation that Angel et al. [2] attempts to circumvent

via randomness hardening, a design choice we argue introduces

unmitigated security risks as discussed in the preceding section.

Furthermore, should Shor’s algorithm be realized and the classi-

cal security of DH completely broken, the security of the derived

PQXDH key would rest solely on the single KEM component. As

we demonstrate in Section 4.3, KEM constructions exhibit strictly

weaker resilience than theirDH counterparts against certain classes

of attacks—most notably, the inability to derive shared secrets from

static-static key combinations, which as a direct consequence pre-

cludes resilience against simultaneous randomness corruption of

both parties in a two-party key exchange.

In light of these limitations, and with the urgency of the quantum

migration increasing, this work aims to formally characterize the

structural gap between DH and KEM primitives—providing a rigor-

ous account of the security implications, tradeoffs, and constraints

that arise in such a transition, and offering a systematic framework

for reasoning about them in practice. With these goals in mind, we

propose a generic and unifying framework to facilitate the post-

quantum migration of key exchange constructions—herein referred

to as KEX. The broader vision of our unified KEX framework is

to equip practitioners with a general toolkit for streamlined and

systematic transition to post-quantum key exchange constructions,

offering the following capabilities:

− identification of the applicable DH-KEX pattern, its func-

tionality, and its formal security guarantees;

− identification of design priorities for the target use case—

resource constraints favoring lightweight constructions

versus resource availability (bandwidth, memory, and com-

putation) permitting stronger security guarantees;

− mapping theDH-KEX patterns to an appropriate KEM-KEX
pattern satisfying the ideal constraints, and;

− formal security analysis within a unified formal security

framework.

Our KEX framework thereby consolidates and offsets the ef-

fort of transitioning to post-quantum key exchange, whether by

retrofitting existing constructions or designing novel quantum-

resistant protocols, without compromising the rigor of the security

analysis. We illustrate this vision in Figure 1.

Next we discuss the main contributions of our work.

Identifying fundamental DH-KEX and KEM-KEX patterns. We

identify 29 fundamental patterns in total: 14 DH-KEX and 15

KEM-KEX. The patterns are underpinned by two axes: asymmet-

ric key ownership and key lifespan: who “contributes” keys, and

whether these keys are generated per session or reused across multi-

ple sessions. From this perspective, the KEX framework constitutes

a multi-user, multi-instance construction, where patterns emerge

from the static key ownership across users and the ephemeral keys

generated within independent instances. We construct our KEX
patterns within such a multi-user multi-instance setting where two

independent parties—an initiator I and a responder R—engage in a

key exchange to establish a shared key(s).

Characterizing security guarantees and their mapping between
DH-KEX to KEM-KEX. Of the 29 patterns identified, 12, 6 per KEX
variant, yield distinct combinations of security guarantees across

key indistinguishability, implicit authentication, and forward secrecy.
Where a pattern additionally admits anonymity, we note this as a
remark rather than a formally captured guarantee. This scoping

decision reflects our aim to ground each fundamental KEX pattern

in its minimal key exchange components, leaving practitioners free

to augment their security with additional notions as required. In

cases where patterns share identical security notions within a given

KEX variant, we analyze one and note the others. Additionally, we
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Figure 1: Overview of the KEX framework: practitioners (1) identify a DH-KEX pattern, (2) identify design priority, (3) match
with an appropriate KEM-KEX pattern, and (4) verify formal security guarantees within unified security model.

collate the communication and security trade-offs between each

DH-KEX pattern and its best-fit KEM-KEX migration target.

Formal security analysis of KEX within a unified security model.
We provide formal security proofs for each unique KEX pattern

within a unified security model. The model and its accompany-

ing analysis are designed to facilitate practitioners seeking to re-

place DH-KEX patterns in existing constructions with appropriate

KEM-KEX counterparts, with assurance of formal security guar-

antees and a systematized post-quantum migration process. We

further note that our model and analysis support not only secure

migration to post-quantum key exchange but also the design of

novel post-quantum secure key exchange constructions.

Application of Framework to Existing Constructions. Using TLS
1.3 and Signal Double Ratchet as exemplar case studies, we demon-

strate how our framework can be applied to systematically migrate

existing DH-based protocols to their KEM-based counterparts, up-

dating the associated security analysis to match the KEM primitive.

We further provide a general overview of the communication and

security implications arising from a DH-to-KEM transition across

identified fundamental protocol patterns.

Organization. The remainder of this paper is organized as fol-

lows. Section 2 introduces the fundamental KEX patterns. Section 3

formalizes the KEX framework and its associated algorithms. Sec-

tion 4 presents our security model, followed by the security analysis

in Section 5. Section 6 concludes the paper with a concrete instan-

tiation of our framework, using TLS 1.3 and Signal Double Ratchet

as case studies, followed by a concluding discussion.

2 Fundamental KEX Patterns
In this section we describe the fundamental KEX patterns that

underpin our framework. The notation for our KEX patterns draws

from that of the Noise Protocol Framework [23], adapted to the

specifics of our framework as described below. We emphasize that

our KEX framework borrows only the notational components from

Noise, not its design. We discuss in detail the distinctions between

the Noise protocol framework and our work in Remark 1.

We broadly describe KEX as a primitive abstraction that models

DH and KEM key exchange primitives uniformly and its KIND
guarantees hold independently of any surrounding protocol. Addi-

tionally, compared to PQNoise that uses randomness hardening as

mitigation, KEX treats the absence of a static-static contribution in

the post-quantum KEM setting as a property to be reflected rather

than repaired.

When our KEX primitive is applied to to an existing protocol,

we are able to re-use any existing analysis of that protocol: our

assumption establishes secrets exactly where the analysis estab-

lished the indistinguishable keys from the key exchange primitive

being replaced. It leaves the surrounding argument—its model, its

adversarial interface, its remaining hops—untouched. This allows

the KEX-based analysis to be re-used for any key exchange primi-

tive that realizes the necessary KEX guarantees which, in particular,

enables us to readily switch to post-quantum guarantees. We illus-

trate this versatility of KEX via its application to existing security

analyses of TLS 1.3 and Signal Double Ratchet in Section 6.

For novel protocol designs, KEX supplies the key exchange com-

ponent ready-made, with the security guarantees of the chosen

pattern already established. Furthermore, beyond the KIND guaran-

tees of the underlying key exchange primitive and a random oracle

for DH key derivation, the concrete proofs for all KEX patterns

depend on no further assumption.

Next, we describe our fundamental KEX patterns. The basic

DH-KEX pattern XXXX encodes static-key (spk) and ephemeral-key

(epk) ownership by the initiator I and responder R. Positions are
read left to right: the first two denote spk ownership by I and R,
respectively, and the last two denote epk ownership likewise. For

static keys, K indicates a preshared (or otherwise known) spk, T a

transmitted spk, and X the absence of a static key. For ephemeral

keys, E indicates presence and X absence.

The basic KEM-KEX pattern XXX encodes spk ownership by both

parties and epk presence or absence by a single party. In our fun-

damental patterns we assign epk exclusively to I: since a single

epk suffices to guarantee forward secrecy in KEM constructions,

and that guarantee is independent of which party generates it, the

distinction between I and R holding epk need not be represented.

The first two positions of XXX encode spk ownership identically

to DH-KEX; the third encodes epk presence (E) or absence (X ). We

omit KT patterns from our fundamental set for simplicity, as they

arise straightforwardly from combining KK and TT patterns. We

present our fundamental KEX patterns in Figure 2 along with their

respective communication flows.
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KKXX: <-/->

TTXX: -> spk
<- spk

XTEX: -> epk
<- spk

TXXE: -> spk
<- epk

TTEX: -> epk
<- spk
-> spk

TTEX’: -> epk, spk
<- spk

TTXE: -> _
<- epk, spk
-> spk

TTXE’: -> spk
<- epk, spk

XXEE: -> epk
<- epk

TXEE: -> epk
<- epk
-> spk

TXEE’: -> epk, spk
<- epk

XTEE: -> epk
<- epk, spk TTEE: -> epk

<- epk, spk
-> spk

TTEE’: -> epk, spk
<- epk, spk

KKX: -> sct
<- sct

TTX: -> spk
<- spk, sct
-> sct

XTE: -> epk
<- ect, spk
-> sct

XKE: -> epk, sct
<- ect

TXE: -> epk
<- ect
-> spk
<- sct

TXE’: -> epk, spk
<- ect, sct

KXE: -> epk
<- ect, sct

TTE: -> epk
<- ect, spk
-> sct, spk
<- sct

TTE’: -> epk, spk
<- ect,sct,spk
-> sct

KKE: -> epk, sct
<- ect, sct

XXE: -> epk
<- ect

TXX: -> spk
<- sct

KXX: -> _
<- sct

XTX: -> _
<- spk
-> sct

XKX: -> sct

DH Patterns

KEM Patterns

Figure 2: The fundamental KEX patterns, grouped by key con-
tributions: static spk contributed by neither/one/both parties,
and ephemeral epk contributed by neither/one/both parties.
For KEM-KEX patterns, at most three keys are considered:
spk for neither/one/both parties, and epk for I. Here 𝑠𝑐𝑡 and
𝑒𝑐𝑡 denote the ciphertexts produced by static and ephemeral
key encapsulation, respectively. Prime KEX patterns preserve
the key ownership of their non-prime counterparts while
completing the key agreement in fewer round-trips. In the
DH-KEX patterns, highlighted spk values indicate patterns for
which a K-variant is obtained by simply presharing the high-
lighted spk without any further modification. For KEM-KEX,
all K-variants are listed explicitly, since the interactive nature
of KEM constructions alter the communication flow when
spk is preshared.

Remark 1 (Comparison to the Noise Protocol Framework).

The Noise protocol [11, 23] framework (and its post-quantum counter-
part PQNoise) is a suite of lightweight secure-channel constructions
that provide practitioners with a set of ‘protocol patterns’ from which
a developer may choose a protocol befitting the specific security needs

of their application. In contrast, KEX is a primitive abstraction frame-
work that recognizes different ‘patterns of interaction’ between two
parties who communicate to establish a shared key through a cryp-
tographic key exchange primitive. In this sense, Noise and KEX are
markedly distinct in their functionality. Noise is a ready-made toolkit
that incorporates a variety of cryptographic primitives for deploy-
ing secure-channel constructions, with support for different use cases
and the associated trade-offs, such as latency and the need for key
pre-sharing. KEX, by contrast, is a primitive abstraction with a more
singular focus: capturing the KIND security of the underlying key ex-
change patterns and, in particular, preserving this security guarantee
during the transition from classical to post-quantum cryptography.
On the contrary, PQNoise cannot help any other protocol transition
to post-quantum security, its only application is the Noise Protocol
Framework. Our KEX primitive is distinct as well as narrower in its
scope, which allows it to be applied to a broad range of cryptographic
protocols, enabling generic transitions to post-quantum security

3 KEX Framework Construction
Here we formalize our KEX framework, explaining the expected

functionality, corresponding algorithms and their outputs.

We consider a multi-user multi-instance key exchange construc-

tion KEX executed between two parties: an initiator I and a respon-
der R. Such a KEX construction consists of a tuple of algorithms

KEX = (LKGen, Start,Reply, Proc, Fin,Accept). We describe the al-

gorithms below:

• LKGen(1𝜆) $→ (𝑝𝑘, 𝑠𝑘, pid) is a potentially probabilistic key
generation algorithm taking as input a security parame-

ter 1
𝜆
and outputting a public-key/secret-key pair (𝑝𝑘, 𝑠𝑘)

and (potentially) a party identifier pid. During execution

LKGen is independently run by each party engaging in

the KEX scheme. Depending on the instantiation, this algo-

rithm models either long-term key-pair generation or the

generation of reusable ephemeral key pairs by individual

participants—such as the ephemeral public keys used in the

Signal Double Ratchet protocol.

• Start(𝑠𝑘I, 𝑝𝑘R)
$→ (𝜋, out, 𝑘) is a potentially probabilistic

algorithm, run by initiator, that takes as input potentially

the output of the corresponding party’s LKGen execution,

potentially the secret key from its own LKGen execution

and outputs some state 𝜋 , an externally visible output out
(containing static and/or ephemeral public keys and/or en-

capsulated ciphertext) and a set of key(s) 𝑘 . Depending on

the instantiation Start may model,

- a non-interactive predistributed key agreement by the

initiator I or,

- the initial round of a shared-key computation (poten-

tially) involving ephemeral key generation and/or ci-

phertext encapsulation under R’s static public key.

• Reply(𝑠𝑘R, ctxtR, 𝑝𝑘I)
$→ (𝜋, out, 𝑘) is a potentially proba-

bilistic algorithm that takes as input potentially the output

of the corresponding party’s LKGen execution, potentially

the output of the corresponding party’s Start execution,
and potentially the secret key from its own LKGen execu-

tion, and outputs some state 𝜋 , an externally visible output
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out (containing static and/or ephemeral public keys and/or

encapsulated ciphertext) and key(s) 𝑘 . Depending on the

instantiation Reply may model,

- a non-interactive predistributed key agreement by the

responder R or,
- an intermediate round of a shared-key computa-

tion (potentially) involving ephemeral key gener-

ation and/or ciphertext encapsulation under I’s
static/ephemeral public key and/or ciphertext decap-

sulation under R’s static secret key or,

- final session key agreement and session update by

responder R.

• Proc(𝜋, ctxtI, 𝑝𝑘R)
$→ (𝜋, out, 𝑘) is a potentially probabilis-

tic algorithm that takes as input some state 𝜋 generated

during Start (which potentially contains secret keys from

I’s own LKGen and/or Start executions), and the public-key
output and/or encapsulated ciphertext of the correspond-

ing party’s Reply execution, and outputs some state 𝜋 , an

externally visible output out (containing I’s static public
key and/or the encapsulated ciphertext for R’s static public
key), and key(s) 𝑘 . Depending on the instantiation Procmay

model,

- the final session key agreement and session update by

the initiator I or,
- an intermediate round of a shared-key computation

(potentially) involving ciphertext encapsulation under

R’s static public key and/or ciphertext decapsulation

under I’s ephemeral secret key

• Fin(𝜋, ctxtI, 𝑝𝑘I)
$→ (𝜋, out, 𝑘) is a potentially probabilis-

tic algorithm that takes as input some state 𝜋 generated by

Reply (which potentially contains the secret key from its

own LKGen and/or Reply execution) and, the public-key

output and/or encapsulated ciphertext from the initiator

I’s Proc execution, and outputs some state 𝜋 , an externally

visible output out (containing potentially the encapsulated

ciphertext under I’s static public key), and key(s) 𝑘 . Fin
models the final session key agreement and session update

by the responder R.

• Accept(𝜋, ctxtI)
$→ (𝜋, out, 𝑘) is a deterministic algorithm

that takes as input some state 𝜋 , and the encapsulated ci-

phertext under initiator I’s static public-key and outputs

a set of key(s) 𝑘 and some output out which for Accept
contains either success (⊤) or failure (⊥). Acceptmodels an

additional final stage in KEM-based KEX constructions, cap-

turing session key agreement and the initiator I’s session
update.

Figures 3 and 4 illustrate the DH.TTEE and KEM.TTE patterns

respectively, as instantiated within our framework. The remaining

constructions are deferred to Appendix B.

Remark 2 (KEX Algorithms). Our framework employs five al-
gorithms to model key exchange between two parties for two reasons.
First, we wish to capture every conceivable KEX construction, includ-
ing settings where key predistribution is not possible. Second, the in-
herently interactive nature of KEM constructions requires additional
processing steps compared to their non-interactive DH counterparts.

I R

LKGen(11𝜆 ) $→ (𝑔𝑎, 𝑎, I) LKGen(11𝜆 ) $→ (𝑔𝑏 , 𝑏, R)

DH.KGen

𝑎
$← Z𝑞

DH.KGen

𝑏
$← Z𝑞

Start(𝜖, I) $→ 𝜋, out.𝑔𝑥

DH.KGen

𝑥
$← Z𝑞

out

Reply(𝑏,𝑔𝑥 , R) $→ 𝜋, out.(𝑔𝑦 ∥𝑔𝑏 ), (𝑘1, 𝑘2)
DH.KGen DH.Compute

𝑦
$← Z𝑞 𝑘1 ← RO(𝑔𝑥𝑏 )

𝑘2 ← RO(𝑔𝑥𝑦)
out

Proc(𝜋,𝑔𝑏 , 𝑔𝑦) → 𝜋, out.𝑔𝑎, (𝑘1, 𝑘2, 𝑘3, 𝑘4)
DH.Compute

𝑘1 ← RO(𝑔𝑥𝑏 ) 𝑘2 ← RO(𝑔𝑥𝑦)
𝑘3 ← RO(𝑔𝑎𝑦) 𝑘4 ← RO(𝑔𝑎𝑏 )

out

Fin(𝜋,𝑔𝑎) → (𝑘3, 𝑘4)

DH.Compute
𝑘3 ← RO(𝑔𝑎𝑦)
𝑘4 ← RO(𝑔𝑎𝑏 )

Figure 3: DH.TTEE Construction. Dashed boxes in blue pro-
vide cryptographic intuition behind each DH-KEX algorithm.
Specifically, DH.KGen describes key generation (static or
ephemeral), and DH.Compute describes the computation of
shared keys. All raw DH keys are passed through random
oracle RO. See Remark 5 for details.

A DH-KEX construction without static key predistribution, achiev-
ing the highest security level in our framework—key indistinguisha-
bility, forward secrecy, implicit authentication, and (informally)
anonymity—requires at most four algorithms (Start, Reply, Proc,
Fin) within 1.5 round trips. Achieving the same security level in the
interactive KEM-KEX setting incurs one additional round trip and
requires a fifth algorithm, Accept. This is because KEM encapsu-
lation under a public key requires an extra round trip when static
public key predistribution is not permitted. The five-algorithm design
therefore accommodates KEX constructions across both the interactive
and non-interactive paradigms, while handling restrictions on key
predistribution.

4 KEX Security Model
A multi-user multi-instance key exchange protocol is a two-party

protocol executed between an initiator I and responder R that se-
curely establishes a shared key(s) among communicating parties

over an insecure communication channel, ensuring that only the

intended parties can derive the same secret key without revealing

it to adversaries. The security of KEX is captured as a game played

between an adversary and a challenger simulating parties execut-

ing a KEX protocol. In the game, the adversary interacts with the

challenger’s KEX executions via oracle queries that represent and

abstract the capabilities of real-world attackers. For a KEX protocol,

the adversary aims to distinguish between a “real” session key and

a random key (as provided in the Test query) where breaking key
indistinguishability implies some adversarial knowledge of the keys
established in the KEX protocol. If the adversary can do this with
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I R

LKGen(11𝜆 ) $→ (spkI, sskI, I) LKGen(11𝜆 ) $→ (spkR, sskR, R)
KEM.KGen

(spkI, sskI)
$← KEM.LKGen(1𝜆)

KEM.KGen

(spkR, sskR)
$← KEM.LKGen(1𝜆)

Start(𝜖, I) $→ 𝜋, out.(epkI)
KEM.KGen

(epkI, eskI)
$← KEM.LKGen(1𝜆)

out

Reply(epkI, R)
$→ 𝜋, 𝑘1, out.(ctxtI∥spkR)

KEM.Encaps

𝑟R
$← {0 , 1}∗

(ctxtI, 𝑘1) ← KEM.Encaps(epkI; 𝑟R)

out

Proc(𝜋, ctxtI)
$→ 𝜋, 𝑘1, 𝑘2, out.(ctxtR∥spkI)
KEM.Encaps

𝑟I
$← {0 , 1}∗

(ctxtR, 𝑘2) ← KEM.Encaps(spkR; 𝑟I)
KEM.Decaps

𝑘1 ← KEM.Decaps(eskI, ctxtI)

out

Fin(𝜋, ctxtR, spkI)
$→ 𝜋, 𝑘2, 𝑘3, out.ctxtI

KEM.Encaps

𝑟R
$← {0 , 1}∗

(ctxtI, 𝑘3) ← KEM.Encaps(spkI; 𝑟R)
KEM.Decaps

𝑘2 ← KEM.Decaps(sskR, ctxtR)

out

Accept(𝜋, ctxtI) → 𝑘3

KEM.Decaps
𝑘3 ← KEM.Decaps(sskI, ctxtI)

Figure 4: KEM.TTE Construction. Dashed boxes in blue
provide cryptographic intuition behind each KEM-KEX al-
gorithm. Specifically, KEM.KGen describes key generation
(static or ephemeral), KEM.Encaps describes the encapsula-
tion of a party’s public key together with the encapsulating
party’s pseudorandom string 𝑟 , and KEM.Decaps describes the
decapsulation of a ciphertext ctxt under the corresponding
secret key to recover a shared secret.

any non-negligible advantage (i.e., better than random guessing),

then the KEX protocol is considered broken.

For all KEX patterns with distinct security guarantees, we prove

key indistinguishability KIND as a baseline. Implicit authentica-

tion follows trivially for T/K-variants, and forward secrecy for

EE-variants in DH-KEX and E-variants in KEM-KEX. Implicit au-

thentication captures the guarantee that only the intended com-

municating parties can compute the shared secret produced by the

KEX construction. For forward secrecy, we distinguish between

forward secrecy and weak forward secrecy: the former denotes for-

ward secrecy under mutual implicit authentication, while the latter

denotes forward secrecy where either no authentication guarantee

holds or implicit authentication holds for only one party.

A high-level description of a potential security game for an

KEX protocol follows; a detailed description is shown in Figure

5. First, the challenger initializes the game, sets-up any necessary

parameters, creates and records key pairs for the participating

entities The adversary can then interact with the challenger via a

series of adversarial queries, allowing them to direct the execution

of the KEX between many simulated parties. Finally, the adversary

outputs a bit guessing whether a given session key was honestly

computed, or instead randomly sampled from the same distribution.

Remark 3 (Additional Security Guarantees for AKE). Our
framework is explicitly designed to focus on KEX at the primitive level;
accordingly, indistinguishability (IND) serves as our primary security
objective. We recognize that authenticated key exchange (AKE) pro-
tocols may capture additional security properties at the construction
level, including transcript binding, deniability, and identity-hiding.
We therefore discuss how our model can be extended to capture such
additional properties.

We note that these security guarantees can be split into two cat-
egories: additive and subtractive. Additive properties are achieved
by the higher-level protocol logic, and the KEX primitive cannot
undermine them. Transcript binding is an example of an additive
property where the construction guarantees the security property at
the protocol-level (which holds independently of the constituent KEX
primitive). More precisely, a KEX primitive neither guarantees nor
undermines transcript binding; the protocol design achieves this (for
example) by KDFs binding the session key to the transcript.

Conversely, subtractive properties are tightly coupled with all con-
stituent cryptographic components of a construction, encompassing
both the KEX primitive and the protocol itself. If any individual com-
ponent violates the property, the corresponding guarantee does not
hold for the protocol as a whole. Deniability and identity-hiding fall
into this category. Consequently, for a protocol to guarantee these
properties, they must hold across all constituent cryptographic com-
ponents, including the underlying KEX primitive.

Broadly, we define an unlinkability (i.e., identity-hiding) property
for an AKE-like protocol relative to an attacker seeking to link a user
to particular session(s). Given the limited information provided by
our KEX patterns, an adversary can break unlinkability by either
linking a transmitted static public key (reused across sessions), or by
inferring from the transmitted ciphertext(s) which public key was used
to generate them, and thereby linking ephemeral ciphertexts. During
the design of KEX, we anticipated the risks associated with plaintext
transmission of public keys, and accordingly, several patterns are
designed to prevent such attacks. For instance, in patterns such as
TTEE and TTE, performing ephemeral shared key derivation(s) before
transmitting static public keys enable the protocol to encrypt them if
required.

With respect to ciphertext identity-hiding, the KEX framework in-
herits and preserves the property, but does not itself introduce it: if
the underlying primitive is identity-hiding for the ciphertext, then so
is KEX. We observe that Diffie-Hellman-based primitives are inher-
ently identity-hiding for ciphertexts. Modeling a DH-based primitive
as a KEM, the ‘ciphertext’—i.e., the responder’s public key-share—is
sampled uniformly at random, and is therefore independent of the
partner’s public key. Ciphertext identity-hiding in post-quantum KEM
constructions has been studied by Xagawa [31] and Maram and Xa-
gawa [15], who provide formal proofs of the property for numerous
schemes, including the NIST-standardized ML-KEM.1

1
These are QROM results resting on structural assumptions about the underlying PKE,

and they address Kyber as submitted to the NIST process rather than ML-KEM as

standardized.
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ExpKEX,clean,AK,𝑛𝑃 ,𝑛𝑆 (1𝜆):

1: 𝑏
$← {0, 1}, 𝑠, 𝑐𝑡𝑟 ← 0, KEY, IN, OUT← ∅, out, in← ⊥

2: for 𝑖 ∈ 𝑛𝑃 do
3: KEX.LKGen(1𝜆) $→ spk𝑖, ssk𝑖
4: PK

∪←− spk𝑖
5: end for
6: tested← (⊥,⊥,⊥)
7: 𝑏′← A(.)O(Start,Reply,Proc,Fin,Accept,Corrupt,CorruptRand,Reveal,Test)
8: (𝑖∗, 𝑠∗, ℓ∗) ← tested
9: if ¬clean(𝜋 𝑖∗

𝑠∗) then
10: return 𝑏
11: end if
12: return (𝑏′ = 𝑏)
OReply(𝑖, spk, in) → 𝑠, out:

1: PPK𝑖𝑠 ← spk
2: // Track received key values

3: IN𝑖𝑠 ← in

4: Reply(spk, in, R) $→ 𝜋 𝑖𝑠, out,
®𝑘

5: // Tracking sent values

6: OUT𝑖𝑠
∪←− out

7: // Tracking keys

8: KEY𝑖𝑠 [𝑐𝑡𝑟 ] .𝑘𝑒𝑦
∪←− ®𝑘

9: 𝑐𝑡𝑟 + +, 𝑠 + +
10: return 𝑠, out
OReveal(𝑖, 𝑠, ℓ):

1: KEY𝑖𝑠 [ℓ] .KFlag← corrupt
2: return KEY𝑖𝑠 [ℓ] .𝑘𝑒𝑦

OTest(𝑖, 𝑠, ℓ):
1: if (KEY𝑖𝑠 [ℓ] .KFlag =

corrupt) ∨ ((⊥,⊥,⊥) ≠

tested) then
2: return ⊥
3: end if
4: 𝑘0

$← K, 𝑘1← KEY𝑖𝑠 [ℓ] .𝑘𝑒𝑦
5: tested← (𝑖, 𝑠, ℓ)
6: return 𝑘𝑏

OStart(𝑖, spk) → 𝑠, out:

1: PPK𝑖𝑠 ← spk

2: Start(spk, I) $→ 𝜋 𝑖𝑠, out,
®𝑘

3: // Tracking sent key values

4: OUT𝑖𝑠
∪←− out

5: // Tracking keys

6: KEY𝑖𝑠 [𝑐𝑡𝑟 ] .𝑘𝑒𝑦
∪←− ®𝑘

7: 𝑐𝑡𝑟 + +, 𝑠 + +
8: return 𝑠, out
OProc(𝑖, 𝑠, in) → 𝑠, out:

1: // Track received key values

2: IN𝑖𝑠 ← in

3: Proc(𝜋 𝑖𝑠, in, I)
$→ 𝜋 𝑖𝑠, out,

®𝑘
4: // Track sent key values

5: OUT𝑖𝑠
∪←− out

6: // Track keys

7: KEY𝑖𝑠 [𝑐𝑡𝑟 ] .𝑘𝑒𝑦
∪←− ®𝑘

8: 𝑐𝑡𝑟 + +, 𝑠 + +
9: return 𝑠, out

OFin(𝑖, 𝑠, in) → 𝑠, out:

1: // Track received key values

2: IN𝑖𝑠 ← in

3: Fin(𝜋 𝑖𝑠, in, R)
$→ 𝜋 𝑖𝑠, out,

®𝑘
4: // Track sent key values

5: OUT𝑖𝑠
∪←− out

6: // Track keys

7: KEY𝑖𝑠 [𝑐𝑡𝑟 ] .𝑘𝑒𝑦
∪←− ®𝑘

8: 𝑐𝑡𝑟 + +, 𝑠 + +
9: return 𝑠, out

OAccept(𝑖, 𝑠, in) → out:

1: // Track received key values

2: IN𝑖𝑠 ← in

3: Accept(𝜋 𝑖𝑠, in, I) → ®𝑘, out
4: return out
OCorrupt(𝑖):

1: LSK𝑖 ← corrupt
2: return ssk𝑖

OCorruptRand(𝑖, 𝑠):
1: RAND𝑖𝑠 ← corrupt
2: return 𝜋 𝑖𝑠 .$

Figure 5: Experiment for an adversary A against the key-indistinguishability security of protocol KEX. Our model allows
adversary A to register dishonest long-term keys and inject adversarially chosen ephemeral keys into protocol executions.
Such adversarial behaviors are tracked via the registers IN, OUT, PK and PPK.

For deniability, we observe that protocol designs achieving KEM-
based authentication (such as ephemeral-static Diffie–Hellman) pro-
vide deniability guarantees—any ciphertext can be repudiated. Thus,
authentication in all our patterns are implicit: capturing explicit au-
thentication would be a protocol-layer decision. Similar to Noise, au-
thentication resting on a symmetric token derived from the keys gen-
erated by the KEX primitive would be computable by either party
and thus attributable to neither. Thus, since our corresponding KEX
framework provides deniability, this property would be preserved if
the composed protocol similarly facilitates deniability.

4.1 Execution Environment
During the experiment described in 5, the challenger maintains a

series of variables and session states. Each session 𝜋 that partici-

pates in the execution of the security model maintains the following

session variables:

• 𝜌 ∈ {I, R} : The role of the party in the current session.

• 𝑖 ∈ {1, ..., 𝑛𝑃 }: Index of the session owner.

• 𝑠 ∈ {1, ..., 𝑛𝑆 }: Current session index.

• 𝑐𝑡𝑟 : Counter for keys.
• out/in: Stores public values from adversarial queries, ini-

tialized to⊥ and updated to⊥/⊤ depending on the outcome.

out: output returned to the adversary following an oracle

query. in: input parsed from the adversary’s query prior to

algorithm execution.

• OUT/IN: Registers tracking the outputs out returned to the

adversary and the inputs in parsed from adversarial queries,

respectively. Indexed by party and session identifiers.

• PK: Register tracking the honestly generated static public

keys by the challenger.

• PPK: Register tracking static key input parsed from the

adversary’s OStart and OReply queries.

• KEY: Register tracking shared secrets. Indexed by party,

session and key identifiers.

4.2 Adversarial Interaction
Here we describe the queries the adversary can make to the chal-

lenger. These oracles model different kinds of information that the

adversary might gain access to in a real-world scenario. We thus

capture an active adversary in control of the network, who attempts

to compromise sessions via the following oracle queries:

- OStart(𝑖, spk) → 𝑠, out: allows A to initiate a KEX key

exchange on behalf of party 𝑖 with (potentially) static key

spk. If spk is adversarially specified, the challenger validates
and records it in the session state; in predistributed settings,

it is additionally recorded in the PPK register. These checks

allow the model to capture dishonestly generated static

keys. Challenger internally runs Start and returns session

identifier 𝑠 and some output out to A. Challenger also

records any out and shared keys ®𝑘 in OUT, and KEY registers
respectively.
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- OReply(𝑖, 𝑠, spk, in) → 𝑠, out: allowsA to create a respon-

der session 𝜋𝑖𝑠 with (potentially) static key spk and with in
set to the output of a preceding OStart query. If spk is ad-

versarially specified, the challenger validates and records it

in the session state; in predistributed settings, it is addition-

ally recorded in the PPK register. Challenger internally runs
Reply and returns session identifier 𝑠 and some output out
to A. Challenger also records all in, out and any shared

keys
®𝑘 in their respective registers.

- OProc(𝑖, 𝑠, in) → 𝑠, out: allows A to invoke Proc for ses-
sion 𝜋𝑖𝑠 , with in set to the output of a preceding OReply
query. The challenger runs Proc internally and returns the

session identifier 𝑠 and output out toA, recording in, out,

and any derived session keys
®𝑘 in their respective registers.

- OFin(𝑖, 𝑠, in) → 𝑠, out: allows A to invoke Fin for session

𝜋𝑖𝑠 , with in set to the output of a preceding OProc query.
The challenger runs Fin internally and returns the session

identifier 𝑠 and output out to A, recording in, out, and

any derived session keys
®𝑘 in their respective registers.

- OAccept(𝑖, 𝑠, in) → out: allows A to invoke Accept for
session 𝜋𝑖𝑠 , with in set to the output of a preceding OFin
query. The challenger runs Accept internally and returns

output out set to ⊥/⊤to A, recording in, and any derived

session keys
®𝑘 in their respective registers.

- OCorrupt(𝑖, 𝑠): allows A to recover the long-term secrets

of party 𝑖 , which enables the framework to capture perfect

forward secrecy. Challenger sets flag LSK𝑖 to corrupt to

track the corruption.

- OReveal(𝑖, 𝑠, ℓ): allows A to reveal 𝑘𝑒𝑦 at index ℓ of the

register KEY for session (𝑖, 𝑠). Challenger sets corresponding
flag KFlag to corrupt to track key reveals. During the

experiment, the adversary queries OReveal(𝑖, 𝑠, ℓ) with ℓ ∈
{1, 2, 3, 4}where each index targets a specific key as follows:
1 - ephemeral-static 𝑘𝑒𝑦

2 - ephemeral-ephemeral 𝑘𝑒𝑦

3 - static-ephemeral 𝑘𝑒𝑦

4 - static-static 𝑘𝑒𝑦

We note that our model enforces a global ordering on how

keys are identified for Reveal queries within our clean Defi-

nitions. As a consequence, our constructions may compute

shared secrets out of order, for instance, deriving 𝑘3 without

first computing𝑘0, 𝑘1 or𝑘2, which we consider a benign arti-

fact of the ordering convention. This convention is adopted

solely to maintain notational consistency and readability

across our clean Definitions and formal analysis.

- OCorruptRand(𝑖, 𝑠): allowsA to reveal the randomness for

session (𝑖, 𝑠). Challenger sets corresponding flag RAND𝑖𝑠 to
corrupt to track the corruption.

- OTest(𝑖, 𝑠, ℓ): returns to A the real-or-random 𝑘𝑒𝑦 at in-

dex ℓ of the register KEY, computed by the test session 𝜋𝑖𝑠 ,
allowing A to play the key indistinguishability game. This

query can only be called once. Challenger sets session (𝑖, 𝑠)
to tested once A invokes OTest.

4.3 Cleanness Predicates
In this section, we describe, for selectedKEX variants, the exact com-

binations of adversarial actions an adversary is allowed to perform

without trivially breaking the construction. We defer the complete

clean Definitions for all fundamental patterns to Appendix C, pre-

senting in the main body only the most straightforward (i.e., XXEE
and XXE) and most complex (i.e., TTEE and TTE) KEX pattern vari-

ants as representative cases. We note that we provide explicit clean
Definitions only for the K-variants KKXX and KKX as baseline cases.

Definitions for the remaining K-variants are omitted as they fol-

low directly from their T-variant counterparts, differing only by an

additional consistency check on the PPK register.

Remark 4 (Tradeoffs in Adversarial Actions). We observe
that there exists an inherent distinction between KEX-DH and
KEX-KEM with respect to the permitted or forbidden adversarial
actions necessary to guarantee KIND-security for each key, as sum-
marized in Table 1. We label the corruption of static keys by flag LSK,
indexed by party identifier, and the compromise of randomness by flag
RAND, indexed by party and session identifiers. We draw attention
to two observations.

First, the corruption LSK𝑖LSK𝑗 does not exist as a valid adver-
sarial action in KEX-KEM constructions, as KEM key pairs are in-
herently asymmetric—encapsulation is performed by one party and
decapsulation by the other. Second, simultaneous randomness com-
promise RAND𝑖𝑠RAND

𝑗
𝑡 for both parties cannot be permitted in any

KEX-KEM variant, since randomness is consumed during both static
and ephemeral key encapsulations—compromising both simultane-
ously would trivially reveal all shared secrets. These restrictions impose
certain limitations relative to the DH setting, where an attacker may
either fully compromise randomness or corrupt LSK𝑖LSK𝑗 , provided
at least one condition remains secure. This asymmetry must be ac-
cepted as an inherent cost of the DH-to-KEM transition, since KEM
constructions are interactive in nature and cannot be mapped to their
non-interactive DH counterparts in a one-to-one fashion.

In our construction described in Section 3 and the security model

presented in Section 4, we abstract away the structural specifics

of the variables out and in to avoid introducing unnecessary com-

plexity into the discussion. However, the clean predicates must

precisely capture the adversary’s capabilities, and therefore require

a more fine-grained characterization of out and in. In particular,

these variables may potentially contain ephemeral and/or static

public keys of the communicating parties, i.e. the initiator I and

the responder R. Since our model captures adversaries capable of

injecting both ephemeral and static keys, the clean predicates must

explicitly account for such behavior. Accordingly, within the clean
predicates, we enforce the following specific structure on the vari-

ables out and in, as well as on the registers OUT and IN, which
aggregate out and in, respectively:

- out ← (out0∥out1) (resp. in ← (in0∥in1)), where out0
(resp. in0) contains the ephemeral public values epk/𝑒𝑐𝑡 and
out1 (resp. in1) contains the static public values spk/𝑠𝑐𝑡 .

− For a given session 𝜋𝑖𝑠 , OUT
𝑖
𝑠 [0] and OUT𝑖𝑠 [1] contain the

sent ephemeral (epk/𝑒𝑐𝑡 ) and static (spk/𝑠𝑐𝑡 ) public values,
respectively.
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clean Pattern LSK𝑖LSK 𝑗 LSK𝑖RAND
𝑗
𝑡 LSK 𝑗RAND𝑖𝑠 RAND𝑖𝑠RAND

𝑗
𝑡

K
EX

P
a
t
t
e
r
n

DH.XXEE - - - ������corrupt

DH.TTXX ������corrupt - - -

DH.XTEX - - ������corrupt -

DH.TTEX ������corrupt - ������corrupt -

DH.TXEE - ������corrupt - ������corrupt

DH.TTEE ������corrupt ������corrupt ������corrupt ������corrupt

KEM.XXE N/A - - ������corrupt

KEM.TTX N/A ������corrupt ������corrupt -

KEM.TXX N/A ������corrupt - -

KEM.TXE N/A ������corrupt - ������corrupt

KEM.XTE N/A - ������corrupt ������corrupt

KEM.TTE N/A ������corrupt ������corrupt ������corrupt

Table 1: Comparison of clean Corrupt patterns for KEX vari-
ants. For a given KEX pattern����corrupt indicates an uncor-
rupted clean pattern where at least one pattern must hold.

����corrupt indicates a pattern the adversary is forbidden from
corrupting/injecting to preserve KIND security.N/A indicates
the pattern does not cryptographically exist for that KEX vari-
ant. − indicates the condition is not applicable.

− Similarly, IN𝑖𝑠 [0] and IN𝑖𝑠 [1] contain the received ephemeral

and static public values for that session.

We start with the cleanness predicates for the the Diffie-Hellman

KEX variants.

Definition 1 (cleanKEX−DH−XXEE). For the XXEE pattern de-
scribed in Figure 10, Test session (𝑖, 𝑠) is clean for key ℓ in the security
experiment defined in Figure 5, if the following conditions hold:

(1) RAND𝑖𝑠 ≠ corrupt (randomness not corrupted), AND
(2) ∃( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. IN𝑖𝑠 [0] = OUT𝑗𝑡 [0], RAND

𝑗
𝑡 ≠ corrupt

(randomness not corrupted nor injected for partner), AND
(3) Reveal(𝑖, 𝑠, ℓ) has not been issued:

if 𝜋𝑖𝑠 .𝜌 = I (resp. R):
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [0] = IN𝑗𝑡 [0] ∧ IN𝑖𝑠 [0] =
OUT𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 2) has not been issued.

Definition 2 (cleanKEX−DH−TTEE). For the TTEE pattern de-
scribed in Figure 3, Test session (𝑖, 𝑠) is clean for key ℓ in the security
experiment defined in Figure 5, if the following conditions hold:

(1) LSK𝑖 ≠ corrupt (static secret not exposed), OR
(2) RAND𝑖𝑠 ≠ corrupt (randomness not corrupted), AND
(3) ∃( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. IN𝑖𝑠 [1] = PK[ 𝑗], LSK𝑗 ≠ corrupt

(static secret not corrupted nor injected for partner), OR
(4) ∃( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. IN𝑖𝑠 [0] = OUT𝑗𝑡 [0], RAND

𝑗
𝑡 ≠ corrupt

(randomness not corrupted nor injected for partner), AND
(5) Reveal(𝑖, 𝑠, 1) has not been issued:

if 𝜋𝑖𝑠 .𝜌 = I:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (IN𝑖𝑠 [1] = PK[ 𝑗] ∧ OUT𝑖𝑠 [0] =
IN𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 1) has not been issued.

elif 𝜋𝑖𝑠 .𝜌 = R:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [1] = IN𝑗𝑡 [1] ∧ IN𝑖𝑠 [0] =
OUT𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 1) has not been issued, OR

(6) Reveal(𝑖, 𝑠, 2) has not been issued:
if 𝜋𝑖𝑠 .𝜌 = I (resp. R):
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [0] = IN𝑗𝑡 [0] ∧ IN𝑖𝑠 [0] =
OUT𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 2) has not been issued, OR

(7) Reveal(𝑖, 𝑠, 3) has not been issued:
if 𝜋𝑖𝑠 .𝜌 = I:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [1] = IN𝑗𝑡 [1] ∧ IN𝑖𝑠 [0] =
OUT𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 3) has not been issued.

elif 𝜋𝑖𝑠 .𝜌 = R:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (IN𝑖𝑠 [1] = PK[ 𝑗] ∧ OUT𝑖𝑠 [0] =
IN𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 3) has not been issued, OR

(8) Reveal(𝑖, 𝑠, 4) has not been issued:
if 𝜋𝑖𝑠 .𝜌 = I (resp. R):
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [1] = IN𝑗𝑡 [1] ∧ IN𝑖𝑠 [1] =
PK[ 𝑗]), Reveal( 𝑗, 𝑡, 4) has not been issued.

Next, we define the cleanness predicates for the KEM KEX vari-

ants.

Definition 3 (cleanKEX−KEM−XXE). For the XXE pattern de-
scribed in Figure 17, Test session (𝑖, 𝑠) is clean for key ℓ in the security
experiment defined in Figure 5, if the following conditions hold:

(1) RAND𝑖𝑠 ≠ corrupt (randomness not corrupted) AND
∃( 𝑗, 𝑡) ∈ 𝑛𝑃 ×𝑛𝑆 s.t. (OUT𝑖𝑠 [0] = IN𝑗𝑡 [0]∧IN𝑖𝑠 [0] = OUT𝑗𝑡 [0]),
RAND𝑗

𝑡 ≠ corrupt (randomness not corrupted for partner
session), AND

(2) Reveal(𝑖, 𝑠, 2) has not been issued, AND
if 𝜋𝑖𝑠 .𝜌 = I:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [0] = IN𝑗𝑡 [0] ∧ IN𝑖𝑠 [0] =
OUT𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 2)) has not been issued.

elif 𝜋𝑖𝑠 .𝜌 = R:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (IN𝑖𝑠 [0] = OUT𝑗𝑡 [0] ∧ OUT𝑖𝑠 [0] =
IN𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 2) has not been issued.

Definition 4 (cleanKEX−KEM−TTE). For the TTE pattern described
in Figure 4, Test session (𝑖, 𝑠) is clean for key ℓ in the security exper-
iment defined in Figure 5, if the following conditions hold:

(1) LSK𝑖 ≠ corrupt (static secret has not been exposed) AND
∃( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (PK[𝑖] = IN𝑗𝑡 [1] ∧ IN𝑖𝑠 [1] = OUT𝑗𝑡 [1]),
RAND𝑗

𝑡 ≠ corrupt (randomness not corrupted for partner),
OR

(2) RAND𝑖𝑠 ≠ corrupt (randomness not corrupted) AND
∃( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (IN𝑖𝑠 [1] = PK[ 𝑗] ∧ OUT𝑖𝑠 [1] = IN𝑗𝑡 [1]),
LSK𝑗 ≠ corrupt (static secret not exposed for partner), OR

(3) RAND𝑖𝑠 ≠ corrupt (randomness not corrupted) AND
∃( 𝑗, 𝑡) ∈ 𝑛𝑃 ×𝑛𝑆 s.t. (OUT𝑖𝑠 [0] = IN𝑗𝑡 [0]∧IN𝑖𝑠 [0] = OUT𝑗𝑡 [0]),
RAND𝑗

𝑡 ≠ corrupt (randomness not corrupted for partner
session), AND

(4) Reveal(𝑖, 𝑠, 1) has not been issued, AND
if 𝜋𝑖𝑠 .𝜌 = I:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (IN𝑖𝑠 [1] = PK[ 𝑗] ∧ OUT𝑖𝑠 [1] =
IN𝑗𝑡 [1]), Reveal( 𝑗, 𝑡, 1)) has not been issued.
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elif 𝜋𝑖𝑠 .𝜌 = R:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [1] = IN𝑗𝑡 [1] ∧ IN𝑖𝑠 [1]) =
OUT𝑗𝑡 [1], Reveal( 𝑗, 𝑡, 1) has not been issued, OR

(5) Reveal(𝑖, 𝑠, 2) has not been issued, AND
if 𝜋𝑖𝑠 .𝜌 = I:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [0] = IN𝑗𝑡 [0] ∧ IN𝑖𝑠 [0] =
OUT𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 2)) has not been issued.

elif 𝜋𝑖𝑠 .𝜌 = R:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (IN𝑖𝑠 [0] = OUT𝑗𝑡 [0] ∧ OUT𝑖𝑠 [0] =
IN𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 2) has not been issued, OR

(6) Reveal(𝑖, 𝑠, 3) has not been issued, AND
if 𝜋𝑖𝑠 .𝜌 = I:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [1] = IN𝑗𝑡 [1] ∧ IN𝑖𝑠 [1] =
OUT𝑗𝑡 [1]), Reveal( 𝑗, 𝑡, 3) has not been issued.

elif 𝜋𝑖𝑠 .𝜌 = R:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (IN𝑖𝑠 [1] = PK[ 𝑗] ∧ OUT𝑖𝑠 [1] =
IN𝑗𝑡 [1]), Reveal( 𝑗, 𝑡, 3) has not been issued.

Finally, we formalize the advantage of an adversaryA inwinning

the KEX key indistinguishability experiment in the following way:

Definition 5 (KEX Key Indistinguishability). Let KEX be a
multi-user multi-instance key exchange construction, and 𝑛𝑃 , 𝑛𝑆 ∈ N.
For a particular given predicate clean, an algorithm A, and some
keyspace distribution K , we define the advantage of A in the KEX
key-indistinguishability game to be,

AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆
(1𝜆) = 2 ·

����Pr [︂
ExpKEX,clean,AK,𝑛𝑃 ,𝑛𝑆

(1𝜆) = 1

]︂
− 1

2

���� . (1)

We say that KEX is post-quantum KEX-secure if, for all QPT algo-
rithms A, AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆

(1𝜆) is negligible in the security parameter

1
𝜆 . We say that KEX is classically KEX-secure if, for all PPT algo-
rithms A, AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆

(1𝜆) is negligible in the security parameter

1
𝜆 .

5 Security Analysis
In this section we analyze the cryptographic security of KEX funda-

mental patterns TTEE and TTE by utilizing the KEXmodel described

in Section 4. We defer the proofs for the remaining KEX patterns

to the Appendix D. We divide our analysis by the KEX pattern

variant—i.e., DH-KEX and KEM-KEX—and provide formal security

proofs for our selected exemplar patterns. We omit dedicated se-

curity proofs for prime KEX patterns and patterns with preshared

static keys (K-variants), as their analysis is identical to that of the

corresponding transmitted (T-variant) counterpart, to which we

direct the reader. We likewise omit explicit analysis for variants

related by a swap of key ownership that leaves security guarantees

unchanged, e.g. TTEX and TTXE.
Our formal analysis proceeds via a sequence of games. We bound

the difference in the adversary’s advantage in each game with the

underlying cryptographic assumptions until the adversary reaches

a game where the advantage of that game equals 0, which shows

that adversaryA cannot winwith non-negligible advantage.Where

a KEX variant produces multiple keys, we index the analysis by

case and defineA’s advantage in Case 𝑋 as AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆 ,𝐶𝑋
(1𝜆). We

present proof sketches in lieu of full proofs due to space constraints.

We begin by presenting the analysis ofDH-KEX variants. For our

DH-KEX analysis we index shared secrets as outputs of a random

oracle as follows, where the first exponent corresponds to a key of

I and the second to a key of R:

• 𝑘1 ← RO(𝑔𝑥𝑏 ) (ephemeral-static)

• 𝑘2 ← RO(𝑔𝑥𝑦) (ephemeral-ephemeral)

• 𝑘3 ← RO(𝑔𝑎𝑦) (static-ephemeral)

• 𝑘4 ← RO(𝑔𝑎𝑏 ) (static-static)

Remark 5 (Use of Random Oracles). Readers may question our
use of random oracles in the security analysis of DH-KEX patterns,
given that our constructions consist solely of pure KEX components
and do not incorporate additional post-processing of raw DH outputs
such as hashing or key derivation. Our reasoning is twofold. First,
we intentionally model keys as the raw output of the key exchange
operation, generalizing the construction so that the precise method
of key derivation is delegated to individual implementations rather
than rigidly enforced at the framework level. Second, to the best of
our knowledge, no DDH-like assumption exists that simultaneously
permits oracle access to secret keys and reasons about the indistin-
guishability of raw DH outputs without passing through a random
oracle—as discussed earlier, this is precisely what motivates our use of
GDH with a random oracle rather than a purely decisional assump-
tion.

Theorem 1 (TTEE.KEX Security). The TTEE construction is KEX-
secure with cleanness predicate Definition 2 (capturing implicit au-
thentication and forward secrecy). That is, for any PPT algorithm
A against the key indistinguishability game (defined in Figure 5),
AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆

(1𝜆) is negligible under the GDH assumption.

Proof. We split the analysis into four cases:

- Case 1: Corrupt has not been issued for spkR nor

CorruptRand has been issued for initiator session (i.e.,

ephemeral secret 𝑥
$← Z𝑝 of I and static secret 𝑏

$← Z𝑝 of
R remain secure).

- Case 2: CorruptRand has not been issued for initiator nor

responder sessions (i.e., ephemeral secrets 𝑥
$← Z𝑝 of I and

𝑦
$← Z𝑝 of R remain secure).

- Case 3: Corrupt has not been issued for spkI nor

CorruptRand has been issued for responder session (i.e.,

static secret 𝑎
$← Z𝑝 of I and ephemeral secret 𝑦

$← Z𝑝 of
R remain secure).

- Case 4: Corrupt has not been issued for spkI nor spkR (i.e.,

static secrets 𝑎
$← Z𝑝 of I and 𝑏

$← Z𝑝 of R remain secure).

Here we provide a proof sketch for Case 1. Game 0 is the initial

KIND security game. InGame 1we rule out the the low-probability
event that two randomly-generated DH keys collide. We do this

by programming the challenger to maintain a list L of all honestly

generated DH private keys. If a private key appears twice, chal-

lenger aborts the experiment and A automatically loses. We say

there are 𝑛𝑃 static keys in the game and a maximum of 2 ephemeral

private keys per session for a total maximum of 2𝑛𝑆 ephemeral

secrets. This yields a total of 𝑛𝑃 + 2𝑛𝑆 DH keys in the list L, every
pair of which must not collide—otherwise the challenger aborts

the experiment. There are

(︁ |𝐿 |
2

)︁
such pairs of DH keys to consider
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and each DH key in 𝐿 is in the same group of order 𝑞 so it collides

with another key in 𝐿 with probability 1/𝑞 and gives us the bound

(𝑛𝑃 +2𝑛𝑆
2
)

𝑞
. InGame 2, we guess the index (𝑖, 𝑠) of the session 𝜋𝑖𝑠 , and

the index ( 𝑗, 𝑡) of the partner 𝜋 𝑗𝑡 respectively, incurring a tightness

loss of 𝑛𝑃
2 · 𝑛𝑆 2. In Game 3, we replace the value 𝑔𝑥𝑏 used by the

test session (and potentially, its communicating partner) as the RO
input for computing 𝑘1 with an independent random 𝑔𝑧 ← G. We

argue that if an adversary can distinguish this change, then we can

build a reduction to break the GDH assumption. We construct a

reduction B that initializes a GDH challenger receiving (𝑔𝛼 , 𝑔𝛽 ),
which it uses to replace the static key 𝑔𝑏 and the ephemeral key 𝑔𝑥

respectively. For every RO query on input 𝑖𝑛, B submits (𝑔𝛼 , 𝑔𝛽 , 𝑖𝑛)
to the GDH’s DDH oracle. If the oracle returns true, then 𝑖𝑛 = 𝑔𝛼𝛽

and B submits 𝑖𝑛 as its GDH solution. If A never queries 𝑔𝛼𝛽 , re-

placing it with a uniformly random 𝑔𝑧 is undetectable since RO
outputs on unqueried inputs are uniformly random. The only way

for the adversary distinguish this change then is to query 𝑖𝑛 to

the RO. However, doing so allows our reduction to solve the GDH
challenge.

Since B does not know 𝛼 or 𝛽 , it must simulate computations

involving these values. For honest long-term keys 𝑔𝑡 , B computes

(𝑔𝛼 )𝑡 , (𝑔𝛽 )𝑡 using its knowledge of 𝑡 . We note that in order to handle

adversarially generated ephemeral keys 𝑔𝑡 in a consistent manner,

B samples random group elements 𝑔𝑧 to represent each such com-

puted DH value (𝑔𝛼𝑡 , 𝑔𝛽𝑡 , etc.) and records the associated tuples

(𝑔𝛼 , 𝑔𝑡 , 𝑔𝑧). Consistency is maintained by checking all adversarial

RO queries against stored tuples via the DDH oracle, reprogram-

ming the RO accordingly to ensure an indistinguishable simulation.

Proofs for Case 2, 3 and 4 follow identically to Case 1 up to a

change in notation, with A targeting keys 𝑘2, 𝑘3 and 𝑘4 respec-

tively. Thus we have:

AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆
(1𝜆) ≤

4

(︁𝑛𝑃+2𝑛𝑆
2

)︁
𝑞

+ 𝑛2𝑃𝑛
2

𝑆 ·
(︄
AdvGDH,AK,𝐶1

(1𝜆)+

AdvGDH,AK,𝐶2

(1𝜆) + AdvGDH,AK,𝐶3

(1𝜆) + AdvGDH,AK,𝐶4

(1𝜆)
)︄ (2)

□

Next, we proceed with the analysis of the KEM-KEX variants.

For our KEM-KEX analysis we index shared secrets as follows:

• 𝑘1 ← KEM.Encaps(spkR, 𝑟I) (ephemeral-static)

• 𝑘2 ← KEM.Encaps(epkI, 𝑟R) (ephemeral-ephemeral)

• 𝑘3 ← KEM.Encaps(spkI, 𝑟R) (static-ephemeral)

.

Theorem 2 (TTE.KEX Security). The TTE construction is KEX-
secure with cleanness predicate Definition 4 (capturing implicit au-
thentication and forward secrecy). That is, for any QPT algorithm
A against the key indistinguishability game (defined in Figure 5),
AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆

(1𝜆) is negligible under the ind-cca and ind-1cca secu-
rity of KEM primitives.

Proof. We split the analysis into three cases:

- Case 1: CorruptRand has not been issued for initiator nor

responder sessions.

- Case 2: Corrupt has not been issued for spkR nor

CorruptRand has been issued for initiator session.

- Case 3: Corrupt has not been issued for spkI nor

CorruptRand has been issued for responder session.

Here we provide a proof sketch for Case 1. Game 0 is the initial

KIND security game. InGame 1we rule out the the low-probability
event that two randomly-generated KEM keys collide. We do this

by programming the challenger to maintain a list L of all honestly

generated KEM private keys. If a private key appears twice, chal-

lenger aborts the experiment and A automatically loses. We say

there are 𝑛𝑃 static keys in the game and a maximum of 1 ephemeral

private keys per session for a total maximum of 𝑛𝑆 ephemeral se-

crets. This yields a total of 𝑛𝑃 + 𝑛𝑆 KEM keys in the list L, none
of which must collide—otherwise the challenger aborts the experi-

ment. Each KEM private key is sampled from the keyspace 𝑆𝐾 and

therefore the probability of collision is 1/|𝑆𝐾 | thus giving us the

bound
𝑛𝑃+𝑛𝑆
|𝑆𝐾 | . In Game 2, we guess the index (𝑖, 𝑠) of the session

𝜋𝑖𝑠 , and the index ( 𝑗, 𝑡) of the partner 𝜋 𝑗𝑡 respectively, incurring a
tightness loss of 𝑛𝑃

2 ·𝑛𝑆 2. InGame 3 challenger replaces the key 𝑘2
derived in the test session 𝜋𝑖𝑠 (resp. 𝜋

𝑗
𝑡 ) with the uniformly random

and independent value
˜︁𝑘2 by interacting with an ind-1cca KEM

challenger, which restricts A to a single decapsulation oracle call

in the following manner. We define a reduction B who interacts

with a ind-1cca challenger and replaces the public key epkI input of
the initiator with the public-key

˜︃epk received from the challenger.

When the responder should compute the ciphertext ctxtI, B instead

replaces ctxtI and 𝑘2 with ˜︃ctxt and ˜︁𝑘2 received from the ind-1cca
challenger, respectively. If A injects a malicious ciphertext to the

test session B will use their single call to ind-1cca decapsulation
to obtain some key 𝑘 ′. An adversary capable of distinguishing this

change is an adversary against the ind-1cca security of KEM.

Next, we proceed to Case 2. Game 0 is the initial KIND security

game. Game 1 follows identical to Case 1 Game 1. In Game 2,
we guess the index (𝑖, 𝑠) of the session 𝜋𝑖𝑠 , and the index ( 𝑗, 𝑡) of
the partner 𝜋

𝑗
𝑡 respectively, incurring a tightness loss of 𝑛2

𝑃
𝑛2
𝑆
. In

Game 3 challenger replaces the key 𝑘1 derived in the test session

𝜋𝑖𝑠 (resp. 𝜋
𝑗
𝑡 ) with the uniformly random and independent value

˜︁𝑘1
by interacting with an ind-cca KEM challenger. Game 3 follows

identical to Case 1 Game 3, up to a change in notation, except

whenever party 𝑗 requires the use of the secret key to decapsulate

a ciphertext ctxt′ ≠ ˜︃ctxt, B simply queries ctxt′ to the ind-cca
challenger, and replaces the computation of 𝑘 ′ with the output of

the challenger. An adversary capable of distinguishing this change

is an adversary against the ind-cca security of KEM. The analysis

of Case 3 is identical to Case 2, up to a change in notation, with

A trying to distinguish
˜︁𝑘3 from 𝑘3. Thus we have:

AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆
(1𝜆) ≤

3

(︁
𝑛𝑃 + 𝑛𝑆

)︁
|𝑆𝐾 | + 𝑛2𝑃𝑛

2

𝑆 ·
(︄
Advind-1cca,AK,𝐶1

(1𝜆)+

Advind-cca,AK,𝐶2

(1𝜆) + Advind-cca,AK,𝐶3

(1𝜆)
)︄
(3)

□
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6 Discussion and Applications
In this Section we discuss the practical applications and observed

implications arising from our KEX framework. Table 2 consolidates

the insights gained from our framework and its security analysis,

providing a broad characterization of the implications of migrat-

ing from DH-KEX to KEM-KEX constructions. The comparison is

intended to convey a realistic account of the unavoidable costs and

tradeoffs inherent to the post-quantum KEX migration.

6.1 Application to Transport Layer Security
In this section we discuss how to apply our techniques to existing

real-world cryptographic protocols, and how to update the analysis

to capture our new approach. For our first motivating example, we

use an existing game-based analysis of TLS 1.3 [10]. In TLS 1.3,

the handshake protocol is effectively divided into two phases: the

first phase (key exchange) establishes secret session keys between

the two parties using ephemeral Diffie-Hellman, and the second

phase (authentication) uses those keys to encrypt signatures that

authenticate one or both parties.

Thus, we identify the Diffie-Hellman pattern used in TLS 1.3 as

XXEE. Going to Table 2, we can see that the Diffie-Hellman pattern

XXEE maps to KEM pattern XXE, achieving the same security with

the same communication pattern. Thus, we are able to replace the

exchange of Diffie-Hellman public keys with a KEM public key (on

the first flow from the client) and a KEM encapsulating ciphertext

(on the second flow from the server) without difficulty.

Now we need to demonstrate how to transition an existing proof

of TLS 1.3 (that specifically uses Diffie-Hellman) to instead use our

generic KEX assumption that enables a proof of both Diffie-Hellman

and KEMs with the same security notions. We give a example high-

level replacement of the Diffie-Hellman operations with our KEX
syntax in Figure 6. Next, we identify the relevant proof step of the

analysis of TLS 1.3 [10].

In Theorem 5.2,Game B.2 the authors use a PRF-ODH assump-

tion to replace the output of HS = HKDF.Extract(dES, 𝑔𝑥𝑦)) with
a uniformly random string ˜︂HS. Our approach will now split this

into two game hops: the first replaces the output of 𝑔𝑥𝑦 with a

key sampled indistinguishable from the same distribution (or more

accurately, an output from a random oracle); the second replaces

the output of HKDF.Extract with a uniformly random string via a

PRF assumption. Since the latter is straightforward, we focus on

the first game hop.

Game B.2’: In this game, we replace the derivation of the key

𝑔𝑥𝑦 established by the test session and its partner session with

a uniformly random and independent ˜︃𝑔𝑥𝑦 . We employ the KEX
assumption with cleanness predicate cleanKEX−DH−XXEE (note that
the cleanness predicate cleanKEX-KEM-XXE matches identically).

Specifically, we turn any adversary that can distinguish this

change against the KEX security of DH − XXEE. In particular, at

the beginning of the experiment we initialize a KEX challenger.

When the guessed test session owned by party 𝑖 is required

to compute Start, we instead issue a OStart(𝑖,⊥) query to the

KEX challenge, which returns 𝑠, ˜︃out. The reduction saves 𝑠 and

replaces the out computed by the protocol with ˜︃out output by the

challenger. When the adversary issues a Send query to the guessed

partner session, we replace the computation of Reply with a query

Client Server

𝑟𝑐
$← {0, 1}256 𝑟𝑠

$← {0, 1}256

Start(⊥,⊥) $→ (𝜋, out,⊥)
𝑟𝑐 , out

Reply(⊥, out,⊥) $→ (⊥, out′, 𝑘)
𝑟𝑠 , out

′

Proc(𝜋, out′,⊥) → (⊥, 𝑘)
HKDF.Extract(dES, 𝑘) → HS

HKDF.Expand(HS, label, 𝐻𝑡 ) → CHTS

HKDF.Expand(HS, label, 𝐻𝑡 ) → SHTS

HKDF.Expand(HS, label, 𝐻𝑡 ) → dHS

HKDF.Expand(SHTS, label, 𝐻𝑡 ) → fk𝑠

SIG.Sign(𝑠𝑘𝑠 , label∥𝐻𝑡 ) → 𝜎𝑠

MAC(fk𝑠 , 𝐻𝑡 ) → 𝜏𝑠

Enc(SHTS, 𝑝𝑘𝑠 )
Enc(SHTS, 𝜎𝑠 )
Enc(SHTS, 𝜏𝑠 )

if SIG.Vfy(𝑝𝑘𝑠 , 𝜎𝑠 , label∥𝐻𝑡 ) ≠ 1, abort.

if 𝜏𝑠 ≠ MAC(fk𝑠 , 𝐻𝑡 ), abort.
HKDF.Expand(CHTS, label, 𝐻𝑡 ) → fk𝑐

MAC(fk𝑐 , 𝐻𝑡 ) → 𝜏𝑐
Enc(CHTS, 𝜏𝑐 )

if 𝜏𝑐 ≠ MAC(fk𝑐 , 𝐻𝑡 ), abort.

Figure 6: The TLS 1.3 full (EC)DHE handshake protocol with
our KEX syntax replacing the Diffie-Hellman operations,
highlighted in orange. Operations performed by both parties
are centered in green.

to the KEX challenge OReply( 𝑗,⊥,˜︃𝑜𝑢𝑡), which outputs 𝑡, ˜︃𝑜𝑢𝑡 ′,
which the reduction uses to replace the computation of out′. The
reduction immediately replaces the computation of 𝑘 in both the

test session and its communicating partner with the output of

the OTest(𝑖, 𝑠, 2) → ˜︁𝑘 query made to the KEX challenger. Thus, if

the bit 𝑏 sampled by the KEX challenger is 0, we are in Game B.1,

otherwise we are in Game B.2, and any adversary distinguishing

this change could be used to distinguish the bit 𝑏 sampled by the

KEX challenger and we have:

Adv𝐺𝐵.1

TLS1.3-full-1RTT,A (1
𝜆) ≤ Adv𝐺𝐵.2

TLS1.3-full-1RTT,A (1
𝜆) +

AdvXXEE,clean,AK,𝑛𝑃 ,𝑛𝑆
(1𝜆)

Remark 6 (Discussion on Tightness). We highlight a useful
feature of our KEX assumption. It is parameterized by 𝑛𝑃 and 𝑛𝑆 ,
denoting respectively the number of parties executing the protocol
and the number of sessions per party. This parametrization allows
KEX to be applied in two distinct ways: either as a security game
in its own right, as illustrated by the security proofs for the various
KEX patterns; or as an intermediate key establishment game-hop,
inheriting the ‘guessing’ of sessions and partners from earlier hops in
an existing security game without incurring additional security loss.
This second usecase allows an assumption to be tailored to the specific
game-hop in the security proof, thereby controlling the corresponding
loss in reduction tightness.

For TLS 1.3, setting 𝑛𝑃 = 2 and 𝑛𝑆 = 1 eliminates the tightness loss
introduced by the underlying security assumption, reducing it to a
single PRF-ODH assumption.



KEX: A Unified Framework for Key Exchange Security

6.2 Application to Signal Double Ratchet
For our second motivating example, we abstract an epoch of the

Signal Double Ratchet protocol using ourKEX primitive, andmodify

the existing game-based analysis of Signal Double Ratchet protocol

[8]. Within the Signal protocol, the key establishment comprises

two distinct phases: an initial key exchange, in which the X3DH

protocol establishes a master secret, and the subsequent Double

Ratchet protocol. The latter derives a root key and a chain key from

the master secret, advancing the chain key with each message sent

and the root key with each Diffie–Hellman ratchet step, thereby

providing forward secrecy and post-compromise security.

Given the interleaved evolution of the sending and receiving

ratchets, and the resulting complexity of capturing the protocol’s se-

curity within the KEX framework, we model the the Double Ratchet

protocol as an exemplar KEX use case, that highlights the flexibil-

ity of our framework. Unlike the symmetric ratchet, which solely

applies a KDF to existing state, the asymmetric ratchet introduces

new DH shared secrets into the protocol state. We capture this as

an instance of the DH pattern XKEE between two parties Alice and

Bob in Figure 7. Looking at Table 2, we see that DH pattern XKEE
(i.e., the preshared variant of XTEE) maps to the KEM pattern XKE
(i.e., the preshared variant of XTE′) that matches the roundtrip cost

of XKEE while preserving its security guarantees.

We next demonstrate how a proof of the Signal Double Ratchet

that relies on Diffie–Hellman can be transitioned to our generic

KEX assumption, which supports both Diffie–Hellman and KEM-

based constructions under the same security notions. We give an

example high-level replacement of the Diffie-Hellman operations

with our KEX syntax in Figure 7. We then identify the relevant proof

step of the analysis of Signal Double Ratchet [8]. The core chal-

lenge in capturing the security of the Signal Double Ratchet within

our framework is the reuse of ratchet keys both within and across

epochs. The robustness of KEX primitive is what allows us to over-

come this: because the primitive is flexible, we can choose a pattern

that extends naturally across consecutive ratchet epochs. In each

new epoch of asymmetric ratcheting, the last received ephemeral

ratchet key of Bob becomes the new ‘long-term’ known ratchet key

for Alice, thus illustrating an instance of reusable ephemeral keys

within KEX.
In Theorem 1 Case 3.1 the authors [8] substitute the ratchet

keys 𝑔
𝑟𝑐ℎ𝑘𝑢[0]

and 𝑔
𝑟𝑐ℎ𝑘𝑣[0]

with the values from the GDH challenger.

The original proof treats the two keys interchangeably. In contrast,

our approach separates the analysis into two subcases to explicitly

distinguish between ephemeral–static and ephemeral–ephemeral
shared keys and the corresponding adversarial capabilities in each

case.

Case 3.1.1: In this sub-case, we know that Corrupt has not
been issued for receiver’s long-term key nor CorruptRand has

been issued for initiator session (i.e., Alice’s ephemeral secret

rchk𝑥𝐴
$← Z𝑝 and Bob’s static secret rchk𝑥−1𝐵

$← Z𝑝 remain secure).

Case 3.1.2: In this sub-case, we know that CorruptRand
has been not been issued for either parties (i.e., Alice and Bob’s

ephemeral secrets, rchk𝑥𝐴 and rchk𝑥𝐵 , respectively, remain secure).

X3DH key exchange completed earlier; ms, and hence rk𝑥 ,
already established and, rchpk𝑥−1𝐵 sampled and preshared.

Alice 𝜋𝑖
𝐴

epoch = 𝑡 − 1 Bob 𝜋𝑖
𝐵

LKGen(1𝜆) $→ (rchpk𝑥−1𝐵 , rchk𝑥−1𝐵 )

Alice 𝜋𝑖
𝐴

epoch = 𝑡 Bob 𝜋𝑖
𝐵

Start(⊥, rchpk𝑥−1𝐵 )
$→ (𝜋, out, 𝑘1)

Alice Ratchet #1

tmp, cksym-ri:𝑥,0 ← KDFr(rk𝑥 , 𝑘1)

out.rchpk𝑥𝐴

Reply(rchk𝑥−1𝐵 , rchpk𝑥𝐴)
$→ (𝜋, out, (𝑘1, 𝑘2))

Bob Ratchet #1

tmp, ckr:𝑥,0 ← KDFr(rk𝑥 , 𝑘1)

Bob Ratchet #2

rk𝑥+1, cksym-ir:𝑥,0 ← KDFr(tmp, 𝑘2)

asym-ri
asym-ir

out.rchpk𝑥𝐵

Proc(𝜋, rchpk𝑥𝐵)
$→ (𝜋, out, 𝑘2)

Alice Ratchet #2

rk𝑥+1, cksym-ir:𝑥,0 ← KDFr(tmp, 𝑘2)

Figure 7: The Signal Double Ratchet protocol with our KEX
syntax replacing the Diffie-Hellman operations, highlighted
in orange. Operations necessary for the protocol but outside
KEX are shown in green. This highlights an instance of mod-
eling reusable ephemeral keys within KEX.

Next we provide a proof sketch for both subcases. We use the

KEX assumption with cleanness predicate cleanKEX−DH−XKEE, the
preshared variant of XTEE; the cleanness predicate for XKE, the
preshared variant of XTE′, matches identically. At the beginning of

the experiment for both subcases, we initialize a KEX challenger

who runs LKGen(1𝜆) $→ �rchk𝑥−1𝐵 , �rchpk𝑥−1𝐵 and embeds the long-

term key
�rchpk𝑥−1𝐵 into party 𝑖 for use in the simulation.

In Case 3.1.1 we replace the derivation of the key 𝑘1 for

initiator (resp. responder) with uniformly random and independent˜︁𝑘 . Specifically, we turn any adversary that can distinguish this

change against the KEX security of DH-XKEE. When the guessed

test session—from the MSKE game of [8], which our KEX game

inherits—owned by the initiator is required to compute Send

for stage asym-ri, we instead issue a OStart(𝑖, �rchpk𝑥−1𝐵 ) to the

KEX challenger, which returns 𝑠, ˜︃out. The reduction saves 𝑠 and

replaces the out computed by the protocol with ˜︃out output

by the challenger. When the adversary issues a Send query

to the guessed partner session, we replace the computation

of Reply with a OReply( 𝑗,⊥,˜︃𝑜𝑢𝑡) query to the KEX challenger

which outputs 𝑡, ˜︃𝑜𝑢𝑡 ′, which the reduction uses to replace the

computation of out′. The reduction may also issue Reveal queries
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DH Comm KEM Communication
Cost Sec KEM Security Cost

KKXX × no KEM equivalent — non-interactive pattern

TTXX TTX +0.5RTT, >[SIZE] TTX =[AUTH], ≠[KIND]

XTEX XTX +0.5RTT XTX =[SEC]

XTE +[FS,RANON]

TXXE TXX ✓ TXX =[SEC]

TXE’ +[FS]

XXEE XXEX ✓ XXEX =[SEC]

TXEE TXE’ −0.5RTT, >[SIZE] TXE =[SEC]

TXEE’ TXE’ ✓, >[SIZE] TXE’ =[SEC]

XTEE XTX +0.5RTT,�FS XTE =[SEC]

TTEX TTE’ ✓, >[SIZE] TTE +[FS,ANON]

TTEX’ TTE’ +0.5RTT TTE’ +[FS,RANON]

TTXE TTE’ ✓, >[SIZE] TTE’ +[FS,RANON]

TTXE’ TTE’ +0.5RTT,>[SIZE] TTE’ +[FS]

TTEE TTE’ ✓, >[SIZE] TTE’ =[SEC]

TTEE’ TTE’ +0.5RTT, >[SIZE] TTE’ =[SEC]

× no KEM match exists ✓ RTT-exact match =[SEC] identical security guarantees

+0.5RTT half RTT overhead −0.5RTT half RTT saving =[AUTH] authentication preserved

>[SIZE] increased message size �FS forward secrecy lost +[FS] additional forward secrecy

≠[KIND] differs in key indistinguishability +[ANON] additional anonymity +[RANON] additional responder anonymity

Table 2: Mapping from DH-KEX to KEM-KEX patterns, preserving key-ownership structure. Comm KEM is the closest match by
round-trip count; Sec KEM is the closest match by security guarantees—these may differ. Where two Sec KEM rows appear for
one DH pattern, both options are viable with distinct security trade-offs. The communication cost of the KEMmatch is relative to
its DH-KEX counterpart. For DH.TTXX security mapping, preserves =[AUTH] authentication security but key indistinguishability
(KIND) differs due to randomness sensitivity in KEM constructions. =[SEC]: all security guarantees preserved. +[ ]: additional
guarantee over the DH variant. ANON/RANON denote full and responder anonymity; FS denotes forward secrecy; KIND denotes
key indistinguishability. We note that the mappings identified represent best-case matches with respect to round-trip efficiency
and security guarantees, and are not claimed to be exhaustive. We further note that additional bandwidth and round-trip
optimizations may be achieved by mapping to KEM-KEX K-variants in settings where pre-distribution of static keys is feasible.

for any KEX key other than the Test-ed key 𝑘1, including 𝑘2. The

reduction immediately replaces the computation of 𝑘1, in both

the test session and its communicating partner, with the output

of the query OTest(𝑖∗, 𝑠, 1) → ˜︁𝑘 made to the KEX challenger,

where 𝑖∗ = 𝑖 if the test session is owned by the initiator and

𝑖∗ = 𝑗 if owned by the responder. Additionally, we need to

replace the computation of 𝑘2: the reduction does so by issuing

a Reveal(𝑖∗, 𝑠, 2) query and using that to compute the other key

generated within the KEX challenger. We note that when the bit

𝑏 sampled by the KEX challenger is 0, 𝑘1 is computed normally,

otherwise 𝑘1 is replaced with a uniformly and random value
˜︁𝑘 .

Thus, any adversary distinguishing this change could be used

to distinguish the bit 𝑏 sampled by the KEX challenger and we have:

Adv𝐶3.1.1,cleanEE (𝑢,𝑖,[0],[0] )
3

(1𝜆) ≤ AdvXKEE,clean,AK,𝑛𝑃 ,𝑛𝑆
(1𝜆)

Now we proceed to Case 3.1.2. Here we replace the derivation
of the key 𝑘2 with uniformly random and independent

˜︁𝑘 . This case
follows identically to Case 3.1.1 up to a change in notation, and

the protocol stage is now asym-ir. The reduction may also issue

Reveal queries for any KEX key other than the Test-ed key 𝑘2,

including 𝑘1. The reduction immediately replaces the computation

of 𝑘2, in both the test session and its communicating partner,

with the output of the query OTest(𝑖∗, 𝑠, 2) → ˜︁𝑘 made to the KEX
challenger, where 𝑖∗ = 𝑖 if the test session is owned by the initiator

and 𝑖∗ = 𝑗 if owned by the responder. Additionally, we need to

replace the computation of 𝑘1: the reduction does so by issuing

a Reveal(𝑖∗, 𝑠, 1) query and using that to compute the other key

generated within the KEX challenger. We note that when the bit

𝑏 sampled by the KEX challenger is 0, 𝑘2 is computed normally,

otherwise 𝑘2 is replaced with a uniformly and random value
˜︁𝑘 .

Thus, any adversary distinguishing this change could be used

to distinguish the bit 𝑏 sampled by the KEX challenger and we have:

Adv𝐶3.1.2,cleanEE (𝑢,𝑖,[0],[0] )
3

(1𝜆) ≤ AdvXKEE,clean,AK,𝑛𝑃 ,𝑛𝑆
(1𝜆)

6.3 Discussion on Applications
As our applications to TLS 1.3 and the Signal Double Ratchet demon-

strate,KEX can be used to accommodate both the TLS 1.3 handshake,
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where each session establishes its keys afresh, and the Signal Double

Ratchet, where the asymmetric ratchet reuses the same ephemeral

key-shares both within and across epochs. The two cases exercise

different aspects of the framework, and together they evidence

its robustness. We note that the application to the Signal Double

Ratchet proved the more nuanced of the two, further demonstrating

the adaptability of the KEX framework. Our final mapping adopts

the XKEE pattern, though the protocol admits several other valid

mappings (e.g., TXEE, KKEE); the choice among them rests on the

modeling requirements of the practitioner.

In each case, the security guarantees of the KEX assumption can

be chosen to match the existing security analysis without requir-

ing a complete re-proof of the protocol, and without introducing

further loss in reduction tightness. Our KEX assumption is scoped

specifically to the key exchange primitive guarantees of an analysis,

and therefore the changes to the existing proof are correspondingly

narrow: the only hops requiring replacement are those establish-

ing the indistinguishability of the established secret. Whether that

secret is established via DH or a post-quantum KEM makes no

difference to the KEX abstraction.

Additionally, the absence of a tightness penalty follows from

parameterizing the assumption by 𝑛𝑃 and 𝑛𝑆 . Because the existing

proof has already guessed the party and the session to be tested,

and the assumption is instantiated to match that guess, our game

hop need not guess further to capture all parties and sessions.

We acknowledge that adapting the KEX assumption to existing

analyses requires familiarity with the underlying security model

and the accompanying proof structure. An ad-hoc alternative, how-

ever, would demand a full re-proof, whereas our framework con-

fines the task to replacing the hops that establish key exchange

secret indistinguishability, leaving the existing analysis intact while

translating its guarantees to the post-quantum setting.

We further note that the framework does not currently capture

implicit failures; extensions capturing both implicit and explicit

failures is left for future work.
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A Open Science
All artifacts necessary for evaluating the contributions of this sub-

mission are self-contained within this manuscript. These comprise a

novel KEX framework capable of modeling both Diffie-Hellman and

Key Encapsulation Mechanism based key exchange constructions,

an accompanying security model capturing the desired security

properties of such constructions, and a security analysis of the

fundamental KEX patterns identified within our framework. We

further demonstrate the practical applicability of our framework

through a concrete instantiation using TLS 1.3 and Signal Double

Ratchet a case studies. This work has not produced any external

artifacts.

B Fundamental KEX Pattern Constructions

I R

LKGen(11𝜆 ) $→ (𝑔𝑎, 𝑎, I)
LKGen(11𝜆 ) $→ (𝑔𝑏 , 𝑏, R)

Start(𝑎,𝑔𝑏 , I) → 𝜋,𝑔𝑎𝑏

Reply(𝑔𝑎, 𝑏, R) → 𝜋,𝑔𝑎𝑏

Figure 8: KKXX

I R

LKGen(11𝜆 ) $→ (𝑔𝑏 , 𝑏, R)
Start(𝜖, I) $→ 𝜋, out.𝑔𝑥

out

Reply(𝑔𝑥 , 𝑏, R) → 𝜋, out.𝑔𝑏 , 𝑔𝑥𝑏

out

Proc(𝜋,𝑔𝑏 ) → 𝑔𝑥𝑏

Figure 9: XTEX

I R

Start(𝜖, I) $→ 𝜋, out.𝑔𝑥

out

Reply(𝑔𝑥 , R) → 𝜋, out.𝑔𝑦, 𝑔𝑥𝑦

out

Proc(𝜋,𝑔𝑦) → 𝑔𝑥𝑦

Figure 10: XXEE

I R

LKGen(11𝜆 ) $→ (𝑔𝑎, 𝑎, I)
LKGen(11𝜆 ) $→ (𝑔𝑏 , 𝑏, R)

Start(𝜖, I) $→ 𝜋, out.𝑔𝑥

out

Reply(𝑏,𝑔𝑥 , R) → 𝜋, out.𝑔𝑏 , 𝑔𝑥𝑏

out

Proc(𝜋,𝑔𝑏 ) → 𝜋, out.𝑔𝑎, 𝑔𝑎𝑏 , 𝑔𝑥𝑏

out

Fin(𝜋,𝑔𝑎) → 𝑔𝑎𝑏

Figure 11: TTEX

I R

LKGen(11𝜆 ) $→ (𝑔𝑎, 𝑎, I)
Start(𝜖, I) $→ 𝜋, out.𝑔𝑥

out

Reply(𝑔𝑥 , R) $→ 𝜋, out.𝑔𝑦, 𝑔𝑥𝑦

out

Proc(𝜋,𝑔𝑦) → 𝜋, out.𝑔𝑎, (𝑔𝑎𝑦, 𝑔𝑥𝑦)
out

Fin(𝜋,𝑔𝑎) → 𝑔𝑎𝑦

Figure 12: TXEE

I R

LKGen(11𝜆 ) $→ (𝑔𝑎, 𝑎, I) LKGen(11𝜆 ) $→ (𝑔𝑏 , 𝑏, R)
Start(𝜖, I) $→ 𝜋, out.𝑔𝑎

out

Reply(𝑔𝑎, 𝑏, R) → 𝜋, out.𝑔𝑏 , 𝑔𝑎𝑏

out

Proc(𝜋,𝑔𝑏 ) → 𝑔𝑎𝑏

Figure 13: TTXX

I R

LKGen(11𝜆 ) $→ (spkI, sskI, I)
LKGen(11𝜆 ) $→ (spkR, sskR, R)

Start(spkR, I)
$→ 𝜋, out.ctxtR, 𝑘1

out

Reply(spkI, ctxtR, R)
$→ 𝜋, out.ctxtI, (𝑘1, 𝑘2)

out

Proc(𝜋, ctxtI) → 𝑘2

Figure 14: KKX

I R

LKGen(11𝜆 ) $→ (spkR, sskR, R)
Start(𝜖, I) $→ 𝜋, out.epkI

out

Reply(epkI, R)
$→ 𝜋, 𝑘1, out.(ctxtI∥spkR)
out

Proc(𝜋, ctxtI, spkR)
$→ 𝜋, 𝑘1, 𝑘2, out.ctxtR
out

Fin(𝜋, ctxtR) → 𝑘2

Figure 15: XTE

I R

LKGen(11𝜆 ) $→ (spkI, sskI, I)
LKGen(11𝜆 ) $→ (spkR, sskR, R)

Start(𝜖, I) $→ 𝜋, out.spkI
out

Reply(spkI, R)
$→ 𝜋, 𝑘1, out.(ctxtI∥spkR)
out

Proc(𝜋, ctxtI)
$→ 𝜋, 𝑘1, 𝑘2, out.ctxtR

out

Fin(𝜋, ctxtR)
$→ 𝜋, 𝑘2

Figure 16: TTX

I R

Start(𝜖, I) $→ 𝜋, out.epkI

out

Reply(epkI, R)
$→ 𝜋, 𝑘, out.ctxtI

out

Proc(eskI, ctxtI) → 𝑘

Figure 17: XXE

I R

LKGen(11𝜆 ) $→ (spkI, sskI, I)
Start(𝜖, I) → 𝜋, out.spkI

out

Reply(spkI, R)
$→ 𝜋, out.ctxtI, 𝑘

out

Proc(𝜋, ctxtI) → 𝑘

Figure 18: TXX

I R

LKGen(11𝜆 ) $→ (spkI, sskI, I)
Start(𝜖, I) $→ 𝜋, out.epkI

out

Reply(epkI, R)
$→ 𝜋, 𝑘1, out.ctxtI

out

Proc(𝜋, ctxtI)
$→ 𝜋, out.spkI, 𝑘1

out

Fin(𝜋, spkI)
$→ 𝜋, out.ctxtI, 𝑘2

out

Accept(𝜋, ctxtI) → 𝑘2

Figure 19: TXE
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C Complete Cleanness Predicates
Definition 6 (cleanKEX−DH−KKXX). For the KKXX pattern de-

scribed in Figure 8, Test session (𝑖, 𝑠) is clean for key ℓ in the security
experiment defined in Figure 5, if the following conditions hold:

(1) LSK𝑖 ≠ corrupt ∧ PPK𝑖𝑠 .spk = PK[𝑖] (static secret not cor-
rupted ), AND

(2) ∃( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. PPK𝑗𝑡 .spk = PK[ 𝑗], LSK𝑗 ≠ corrupt
(static key not corrupted for partner), AND

(3) Reveal(𝑖, 𝑠, ℓ) has not been issued:
if 𝜋𝑖𝑠 .𝜌 = I(resp. R):
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (PPK𝑖𝑠 .spk = PK[𝑖] ∧PPK𝑗𝑡 .spk =

PK[ 𝑗]), Reveal( 𝑗, 𝑡, 4) has not been issued.

Definition 7 (cleanKEX−DH−TTXX). For the TTXX pattern de-
scribed in Figure 13, Test session (𝑖, 𝑠) is clean for key ℓ in the security
experiment defined in Figure 5, if the following conditions hold:

(1) LSK𝑖 ≠ corrupt (static secret not corrupted ), AND
(2) ∃( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. IN𝑖𝑠 [1] = PK[ 𝑗], LSK𝑗 ≠ corrupt

(static secret not corrupted nor injected for partner), AND
(3) Reveal(𝑖, 𝑠, ℓ) has not been issued:

if 𝜋𝑖𝑠 .𝜌 = I (resp. R):
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [1] = IN𝑗𝑡 [1] ∧ IN𝑖𝑠 [1] =
PK[ 𝑗]), Reveal( 𝑗, 𝑡, 4) has not been issued.

Definition 8 (cleanKEX−DH−XTEX). For the XTEX pattern de-
scribed in Figure 9, Test session (𝑖, 𝑠) is clean for key ℓ in the security
experiment defined in Figure 5, if the following conditions hold:

(1) RAND𝑖𝑠 ≠ corrupt (randomness not corrupted), AND
(2) ∃( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. IN𝑖𝑠 [1] = PK[ 𝑗], LSK𝑗 ≠ corrupt

(static secret not corrupted nor injected for partner), AND
(3) Reveal(𝑖, 𝑠, 1) has not been issued:

if 𝜋𝑖𝑠 .𝜌 = I:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (IN𝑖𝑠 [1] = PK[ 𝑗] ∧ OUT𝑖𝑠 [0] =
IN𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 1) has not been issued.

elif 𝜋𝑖𝑠 .𝜌 = R:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [1] = IN𝑗𝑡 [1] ∧ IN𝑖𝑠 [0] =
OUT𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 1) has not been issued.

Definition 9 (cleanKEX−DH−TTEX). For the TTEX pattern de-
scribed in Figure 11, Test session (𝑖, 𝑠) is clean for key ℓ in the security
experiment defined in Figure 5, if the following conditions hold:

(1) LSK𝑖 ≠ corrupt (static secret not exposed), OR
(2) RAND𝑖𝑠 ≠ corrupt (randomness not corrupted), AND
(3) ∃( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. IN𝑖𝑠 [1] = PK[ 𝑗], LSK𝑗 ≠ corrupt

(static secret not corrupted nor injected for partner), AND
(4) Reveal(𝑖, 𝑠, 1) has not been issued:

if 𝜋𝑖𝑠 .𝜌 = I:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (IN𝑖𝑠 [1] = PK[ 𝑗] ∧ OUT𝑖𝑠 [0] =
IN𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 1) has not been issued.

elif 𝜋𝑖𝑠 .𝜌 = R:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [1] = IN𝑗𝑡 [1] ∧ IN𝑖𝑠 [0] =
OUT𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 1) has not been issued, OR

(5) Reveal(𝑖, 𝑠, 4) has not been issued:
if 𝜋𝑖𝑠 .𝜌 = I (resp. R):
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [1] = IN𝑗𝑡 [1] ∧ IN𝑖𝑠 [1] =
PK[ 𝑗]), Reveal( 𝑗, 𝑡, 4) has not been issued.

Definition 10 (cleanKEX−DH−TXEE). For the TXEE pattern de-
scribed in Figure 12, Test session (𝑖, 𝑠) is clean for key ℓ in the security
experiment defined in Figure 5, if the following conditions hold:

(1) LSK𝑖 ≠ corrupt (static secret not exposed), OR
(2) RAND𝑖𝑠 ≠ corrupt (randomness not corrupted), AND
(3) ∃( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. IN𝑖𝑠 [0] = OUT𝑗𝑡 [0], RAND

𝑗
𝑡 ≠ corrupt

(randomness not corrupted nor injected for partner), AND
(4) Reveal(𝑖, 𝑠, 2) has not been issued:

if 𝜋𝑖𝑠 .𝜌 = I (resp. R):
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [0] = IN𝑗𝑡 [0] ∧ IN𝑖𝑠 [0] =
OUT𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 2) has not been issued, OR

(5) Reveal(𝑖, 𝑠, 3) has not been issued:
if 𝜋𝑖𝑠 .𝜌 = I:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [1] = IN𝑗𝑡 [1] ∧ IN𝑖𝑠 [0] =
OUT𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 3) has not been issued.

elif 𝜋𝑖𝑠 .𝜌 = R:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (IN𝑖𝑠 [1] = PK[ 𝑗] ∧ OUT𝑖𝑠 [0] =
IN𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 3) has not been issued.

Definition 11 (cleanKEX−DH−XTEE). For the XTEE pattern , Test
session (𝑖, 𝑠) is clean for key ℓ in the security experiment defined in
Figure 5, if the following conditions hold:

(1) RAND𝑖𝑠 ≠ corrupt (randomness not corrupted), AND
(2) LSK𝑗 ≠ corrupt (partner’s static secret not exposed), OR
(3) ∃( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. IN𝑖𝑠 [0] = OUT𝑗𝑡 [0], RAND

𝑗
𝑡 ≠ corrupt

(randomness not corrupted nor injected for partner), AND
if 𝜋𝑖𝑠 .𝜌 = I:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (IN𝑖𝑠 [1] = PK[ 𝑗] ∧ OUT𝑖𝑠 [0] =
IN𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 1) has not been issued.

elif 𝜋𝑖𝑠 .𝜌 = R:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [1] = IN𝑗𝑡 [1] ∧ IN𝑖𝑠 [0] =
OUT𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 1) has not been issued, OR

(4) Reveal(𝑖, 𝑠, 1) has not been issued:
if 𝜋𝑖𝑠 .𝜌 = I:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (IN𝑖𝑠 [1] = PK[ 𝑗] ∧ OUT𝑖𝑠 [0] =
IN𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 1) has not been issued.

elif 𝜋𝑖𝑠 .𝜌 = R:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [1] = IN𝑗𝑡 [1] ∧ IN𝑖𝑠 [0] =
OUT𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 1) has not been issued, OR

(5) Reveal(𝑖, 𝑠, 2) has not been issued:
if 𝜋𝑖𝑠 .𝜌 = I (resp. R):
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [0] = IN𝑗𝑡 [0] ∧ IN𝑖𝑠 [0] =
OUT𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 2) has not been issued.

Definition 12 (cleanKEX−KEM−TTX). For the TTX pattern de-
scribed in Figure 16, Test session (𝑖, 𝑠) is clean for key ℓ in the security
experiment defined in Figure 5, if the following conditions hold:

(1) LSK𝑖 ≠ corrupt (static secret has not been exposed) AND
∃( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (PK[𝑖] = IN𝑗𝑡 [1] ∧ IN𝑖𝑠 [1] = OUT𝑗𝑡 [1]),
RAND𝑗

𝑡 ≠ corrupt (randomness not corrupted for partner),
OR

(2) RAND𝑖𝑠 ≠ corrupt (randomness not corrupted) AND
∃( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (IN𝑖𝑠 [1] = PK[ 𝑗] ∧ OUT𝑖𝑠 [1] = IN𝑗𝑡 [1]),
LSK𝑗 ≠ corrupt (static secret not exposed for partner), AND

(3) Reveal(𝑖, 𝑠, 1) has not been issued, AND
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if 𝜋𝑖𝑠 .𝜌 = I:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (IN𝑖𝑠 [1] = PK[ 𝑗] ∧ OUT𝑖𝑠 [1] =
IN𝑗𝑡 [1]), Reveal( 𝑗, 𝑡, 1)) has not been issued.

elif 𝜋𝑖𝑠 .𝜌 = R:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [1] = IN𝑗𝑡 [1] ∧ IN𝑖𝑠 [1]) =
OUT𝑗𝑡 [1], Reveal( 𝑗, 𝑡, 1) has not been issued, OR

(4) Reveal(𝑖, 𝑠, 3) has not been issued, AND
if 𝜋𝑖𝑠 .𝜌 = I:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [1] = IN𝑗𝑡 [1] ∧ IN𝑖𝑠 [1] =
OUT𝑗𝑡 [1]), Reveal( 𝑗, 𝑡, 3)) has not been issued.

elif 𝜋𝑖𝑠 .𝜌 = R:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (IN𝑖𝑠 [1] = PK[ 𝑗] ∧ OUT𝑖𝑠 [1] =
IN𝑗𝑡 [1]), Reveal( 𝑗, 𝑡, 3) has not been issued.

Definition 13 (cleanKEX−KEM−KKX). For the KKX pattern de-
scribed in Figure 14, Test session (𝑖, 𝑠) is clean for key ℓ in the security
experiment defined in Figure 5, if the following conditions hold:

(1) LSK𝑖 ≠ corrupt (static secret not corrupted) AND
∃( 𝑗, 𝑡) ∈ 𝑛𝑃×𝑛𝑆 s.t. (PPK𝑖𝑠 .spk = PK[𝑖] ∧ IN𝑖𝑠 [1] = OUT𝑗𝑡 [1]),
RAND𝑗

𝑡 ≠ corrupt (randomness not corrupted for partner),
OR

(2) RAND𝑖𝑠 ≠ corrupt (randomness not corrupted) AND
∃( 𝑗, 𝑡) ∈ 𝑛𝑃 ×𝑛𝑆 s.t. (PPK𝑗𝑡 .spk = PK[ 𝑗]∧OUT𝑖𝑠 [1] = IN𝑗𝑡 [1]),
LSK𝑗 ≠ corrupt (static secret not exposed for partner ses-
sion), AND

(3) Reveal(𝑖, 𝑠, 1) has not been issued:
if 𝜋𝑖𝑠 .𝜌 = I:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (PPK𝑗𝑡 .spk = PK[ 𝑗] ∧ OUT𝑖𝑠 [1] =
IN𝑗𝑡 [1]), Reveal( 𝑗, 𝑡, 1)) has not been issued.

elif 𝜋𝑖𝑠 .𝜌 = R:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (PPK𝑖𝑠 .spk = PK[𝑖] ∧ IN𝑖𝑠 [1]) =
OUT𝑗𝑡 [1]), Reveal( 𝑗, 𝑡, 1) has not been issued, OR

(4) Reveal(𝑖, 𝑠, 3) has not been issued:
if 𝜋𝑖𝑠 .𝜌 = I:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (PPK𝑖𝑠 .spk = PK[𝑖] ∧ IN𝑖𝑠 [1] =
OUT𝑗𝑡 [1]), Reveal( 𝑗, 𝑡, 3) has not been issued.

elif 𝜋𝑖𝑠 .𝜌 = R:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (PPK𝑗𝑡 .spk = PK[ 𝑗] ∧ OUT𝑖𝑠 [1] =
IN𝑗𝑡 [1]), Reveal( 𝑗, 𝑡, 3) has not been issued.

Definition 14 (cleanKEX−KEM−XTE). For the XTE pattern de-
scribed in Figure 15, Test session (𝑖, 𝑠) is clean for key ℓ in the security
experiment defined in Figure 5, if the following conditions hold:

(1) RAND𝑖𝑠 ≠ corrupt (randomness not corrupted) AND
∃( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (IN𝑖𝑠 [1] = PK[ 𝑗] ∧ OUT𝑖𝑠 [1] = IN𝑗𝑡 [1]),
LSK𝑗 ≠ corrupt (static secret not exposed for partner), OR

(2) RAND𝑖𝑠 ≠ corrupt (randomness not corrupted) AND
∃( 𝑗, 𝑡) ∈ 𝑛𝑃 ×𝑛𝑆 s.t. (OUT𝑖𝑠 [0] = IN𝑗𝑡 [0]∧IN𝑖𝑠 [0] = OUT𝑗𝑡 [0]),
RAND𝑗

𝑡 ≠ corrupt (randomness not corrupted for partner
session), AND

(3) Reveal(𝑖, 𝑠, 1) has not been issued, AND
if 𝜋𝑖𝑠 .𝜌 = I:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (IN𝑖𝑠 [1] = PK[ 𝑗] ∧ OUT𝑖𝑠 [1] =
IN𝑗𝑡 [1]), Reveal( 𝑗, 𝑡, 1)) has not been issued.

elif 𝜋𝑖𝑠 .𝜌 = R:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [1] = IN𝑗𝑡 [1] ∧ IN𝑖𝑠 [1]) =
OUT𝑗𝑡 [1], Reveal( 𝑗, 𝑡, 1) has not been issued, OR

(4) Reveal(𝑖, 𝑠, 2) has not been issued, AND
if 𝜋𝑖𝑠 .𝜌 = I:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [0] = IN𝑗𝑡 [0] ∧ IN𝑖𝑠 [0] =
OUT𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 2)) has not been issued.

elif 𝜋𝑖𝑠 .𝜌 = R:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (IN𝑖𝑠 [0] = OUT𝑗𝑡 [0] ∧ OUT𝑖𝑠 [0] =
IN𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 2) has not been issued.

Definition 15 (cleanKEX−KEM−TXX). For the TXX pattern de-
scribed in Figure 18, Test session (𝑖, 𝑠) is clean for key ℓ in the security
experiment defined in Figure 5, if the following conditions hold:

(1) LSK𝑖 ≠ corrupt (static secret has not been exposed) AND
∃( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (PK[𝑖] = IN𝑗𝑡 [1] ∧ IN𝑖𝑠 [1] = OUT𝑗𝑡 [1]),
RAND𝑗

𝑡 ≠ corrupt (randomness not corrupted for partner),
AND

(2) Reveal(𝑖, 𝑠, 3) has not been issued, AND
if 𝜋𝑖𝑠 .𝜌 = I:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [1] = IN𝑗𝑡 [1] ∧ IN𝑖𝑠 [1] =
OUT𝑗𝑡 [1]), Reveal( 𝑗, 𝑡, 3) has not been issued.

elif 𝜋𝑖𝑠 .𝜌 = R:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (IN𝑖𝑠 [1] = PK[ 𝑗] ∧ OUT𝑖𝑠 [1] =
IN𝑗𝑡 [1]), Reveal( 𝑗, 𝑡, 3) has not been issued.

Definition 16 (cleanKEX−KEM−TXE). For the TXE pattern de-
scribed in Figure 19, Test session (𝑖, 𝑠) is clean for key ℓ in the security
experiment defined in Figure 5, if the following conditions hold:

(1) LSK𝑖 ≠ corrupt (static secret has not been exposed) AND
∃( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (PK[𝑖] = IN𝑗𝑡 [1] ∧ IN𝑖𝑠 [1] = OUT𝑗𝑡 [1]),
RAND𝑗

𝑡 ≠ corrupt (randomness not corrupted for partner),
OR

(2) RAND𝑖𝑠 ≠ corrupt (randomness not corrupted) AND
∃( 𝑗, 𝑡) ∈ 𝑛𝑃 ×𝑛𝑆 s.t. (OUT𝑖𝑠 [0] = IN𝑗𝑡 [0]∧IN𝑖𝑠 [0] = OUT𝑗𝑡 [0]),
RAND𝑗

𝑡 ≠ corrupt (randomness not corrupted for partner
session), AND

(3) Reveal(𝑖, 𝑠, 2) has not been issued, AND
if 𝜋𝑖𝑠 .𝜌 = I:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [0] = IN𝑗𝑡 [0] ∧ IN𝑖𝑠 [0] =
OUT𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 2)) has not been issued.

elif 𝜋𝑖𝑠 .𝜌 = R:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (IN𝑖𝑠 [0] = OUT𝑗𝑡 [0] ∧ OUT𝑖𝑠 [0] =
IN𝑗𝑡 [0]), Reveal( 𝑗, 𝑡, 2) has not been issued, OR

(4) Reveal(𝑖, 𝑠, 3) has not been issued, AND
if 𝜋𝑖𝑠 .𝜌 = I:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (OUT𝑖𝑠 [1] = IN𝑗𝑡 [1] ∧ IN𝑖𝑠 [1] =
OUT𝑗𝑡 [1]), Reveal( 𝑗, 𝑡, 3) has not been issued.

elif 𝜋𝑖𝑠 .𝜌 = R:
∀( 𝑗, 𝑡) ∈ 𝑛𝑃 × 𝑛𝑆 s.t. (IN𝑖𝑠 [1] = PK[ 𝑗] ∧ OUT𝑖𝑠 [1] =
IN𝑗𝑡 [1]), Reveal( 𝑗, 𝑡, 3) has not been issued.

D Full Proofs
Theorem 3 (XXEE.KEX Security). The XXEE construction is KEX-

secure with cleanness predicate Definition 1 (capturing weak forward
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secrecy). That is, for any PPT algorithm A against the key indistin-
guishability game (defined in Figure 5), AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆

(1𝜆) is negligi-
ble under the GDH assumption.

Proof. Here we provide a proof sketch. By definition of clean
we knowCorruptRand has not been issued for either parties. Hence,
the proofs for the theorem follows identical to Case 2 of Theorem

1 where A tries to distinguish 𝑘2. Thus we have:

AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆
(1𝜆) ≤

(︁𝑛𝑃+2𝑛𝑆
2

)︁
𝑞

+ 𝑛2𝑃𝑛
2

𝑆 · Adv
GDH,A
K,𝐶1

(1𝜆) (4)

□

Theorem 4 (TTXX.KEX Security). The TTXX construction is KEX-
secure with cleanness predicate Definition 7 (capturing implicit au-
thentication). That is, for any PPT algorithm A against the key in-
distinguishability game (defined in Figure 5), AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆

(1𝜆) is
negligible under the GDH assumption.

Proof. Here we provide a proof sketch. By definition of clean
we know Corrupt has not been issued for either parties. Hence, the

proofs for the theorem follows identical to Case 4 of Theorem 1

where A tries to distinguish 𝑘4. Thus we have:

AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆
(1𝜆) ≤

(︁𝑛𝑃+2𝑛𝑆
2

)︁
𝑞

+ 𝑛2𝑃𝑛
2

𝑆 · Adv
GDH,A
K,𝐶1

(1𝜆) (5)

□

Theorem 5 (XTEX.KEX Security). The XTEX construction is KEX-
secure with cleanness predicate Definition 8 (capturing implicit respon-
der authentication). That is, for any PPT algorithmA against the key
indistinguishability game (defined in Figure 5), AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆

(1𝜆) is
negligible under the GDH assumption.

Proof. Here we provide a proof sketch. By definition of clean
we knowCorruptRand has not been issued for initiator norCorrupt
for responder. Hence, the proofs for the theorem follows identical

to Case 1 of Theorem 1 where A tries to distinguish 𝑘1. Thus we

have:

AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆
(1𝜆) ≤

(︁𝑛𝑃+2𝑛𝑆
2

)︁
𝑞

+ 𝑛2𝑃𝑛
2

𝑆 · Adv
GDH,A
K,𝐶1

(1𝜆) (6)

□

Theorem 6 (TTEX.KEX Security). The TTEX construction is KEX-
secure with cleanness predicate Definition 9 (capturing implicit au-
thentication). That is, for any PPT algorithm A against the key in-
distinguishability game (defined in Figure 5), AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆

(1𝜆) is
negligible under the GDH assumption.

Proof. We split the analysis into two cases:

- Case 1: Corrupt has not been issued for spkI nor spkR.
- Case 2: CorruptRand has not been issued for initiator ses-

sion and Corrupt has not been issued for spkR.

Proofs for Case 1 and Case 2 follow identical to Case 4 and Case 1
of Theorem 1, respectively, whereA targets 𝑘4 and 𝑘1, respectively.

Thus we have:

AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆
(1𝜆) ≤

2

(︁𝑛𝑃+2𝑛𝑆
2

)︁
𝑞

+ 𝑛2𝑃𝑛
2

𝑆 ·
(︄
AdvGDH,AK,𝐶1

(1𝜆)+

AdvGDH,AK,𝐶2

(1𝜆)
)︄ (7)

□

Theorem 7 (TXEE.KEX Security). The TXEE construction is KEX-
secure with cleanness predicate Definition 10 (capturing initiator
implicit authentication and weak forward secrecy). That is, for any
PPT algorithmA against the key indistinguishability game (defined in
Figure 5), AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆

(1𝜆) is negligible under theGDH assumption.

Proof. We split the analysis into two cases:

- Case 1: Corrupt has not been issued for spkI nor

CorruptRand has been issued for responder session.

- Case 2: CorruptRand has not been issued for initiator nor

responder session.

Proofs for Case 1 and Case 2 follow identical to Case 3 and Case 2
of Theorem 1, respectively, whereA targets 𝑘3 and 𝑘2, respectively.

Thus we have:

AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆
(1𝜆) ≤

2

(︁𝑛𝑃+2𝑛𝑆
2

)︁
𝑞

+ 𝑛2𝑃𝑛
2

𝑆 ·
(︄
AdvGDH,AK,𝐶1

(1𝜆)+

AdvGDH,AK,𝐶2

(1𝜆)
)︄ (8)

□

Theorem 8 (TTX.KEX Security). The TTX construction is KEX-
secure with cleanness predicate Definition 12 (capturing implicit au-
thentication). That is, for any QPT algorithm A against the key
indistinguishability game (defined in Figure 5), AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆

(1𝜆) is
negligible under the ind-cca security of KEM primitives.

Proof. We split the analysis into two cases:

- Case 1: Corrupt has not been issued for spkI nor

CorruptRand has been issued for responder session.

- Case 2: Corrupt has not been issued for spkR nor

CorruptRand has been issued for initiator session.

The proofs of Case 1 and Case 2 follow identical to the proofs

of Case 3 and Case 2 of Theorem 2. Thus we have:

AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆
(1𝜆) ≤

2

(︁
𝑛𝑃 + 𝑛𝑆

)︁
|𝑆𝐾 | + 𝑛2𝑃𝑛

2

𝑆 ·
(︄
Advind-cca,AK,𝐶1

(1𝜆)+

Advind-cca,AK,𝐶2

(1𝜆)
)︄ (9)

□

Theorem 9 (XTE.KEX Security). The XTE construction is KEX-
secure with cleanness predicate Definition 14 (capturing implicit re-
ceiver authentication and forward secrecy). That is, for any QPT algo-
rithm A against the key indistinguishability game (defined in Figure
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5), AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆
(1𝜆) is negligible under the ind-cca and ind-1cca

security of KEM primitives.

Proof. We split the analysis into two cases:

- Case 1: Corrupt has not been issued for spkR nor

CorruptRand has been issued for initiator session.

- Case 2: CorruptRand has not been issued for initiator nor

responder sessions.

The proofs of Case 1 and Case 2 follow identical to the proofs

of Case 2 and Case 1 of Theorem 2. Thus we have:

AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆
(1𝜆) ≤

2

(︁
𝑛𝑃 + 𝑛𝑆

)︁
|𝑆𝐾 | + 𝑛2𝑃𝑛

2

𝑆 ·
(︄
Advind-cca,AK,𝐶1

(1𝜆)+

Advind-1cca,AK,𝐶2

(1𝜆)
)︄
(10)

□

Theorem 10 (TXE.KEX Security). The TXE construction is KEX-
secure with cleanness predicate Definition 16 (capturing implicit ini-
tiator authentication and forward secrecy). That is, for any QPT algo-
rithm A against the key indistinguishability game (defined in Figure
5), AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆

(1𝜆) is negligible under the ind-cca and ind-1cca
security of KEM primitives.

Proof. We split the analysis into two cases:

- Case 1: Corrupt has not been issued for spkI nor

CorruptRand has been issued for responder session.

- Case 2: CorruptRand has not been issued for initiator nor

responder sessions.

The proofs of Case 1 and Case 2 follow identical to the proofs

of Case 3 and Case 1 of Theorem 2. Thus we have:

AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆
(1𝜆) ≤

2

(︁
𝑛𝑃 + 𝑛𝑆

)︁
|𝑆𝐾 | + 𝑛2𝑃𝑛

2

𝑆 ·
(︄
Advind-cca,AK,𝐶1

(1𝜆)+

Advind-1cca,AK,𝐶2

(1𝜆)
)︄
(11)

□

Theorem 11 (XXE.KEX Security). The XXE construction is KEX-
secure with cleanness predicate Definition 3 (capturing weak forward
secrecy). That is, for any QPT algorithm A against the key indistin-
guishability game (defined in Figure 5), AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆

(1𝜆) is negligi-
ble under the ind-1cca security of KEM primitives.

Proof. Here we provide a proof sketch. By the definition of

clean we know CorruptRand has not been issued for initiator

nor responder sessions. Hence, the proofs for the theorem follows

identical to Case 1 of Theorem 2 Thus we have:

AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆
(1𝜆) ≤

(︁
𝑛𝑃 + 𝑛𝑆

)︁
|𝑆𝐾 | + 𝑛2𝑃𝑛

2

𝑆 · Adv
ind-1cca,A
K,𝐶1

(1𝜆) (12)

□

Theorem 12 (TXX.KEX Security). The TXX construction is KEX-
secure with cleanness predicate Definition 15 (capturing implicit initia-
tor authentication). That is, for any QPT algorithmA against the key
indistinguishability game (defined in Figure 5), AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆

(1𝜆) is
negligible under the ind-cca security of KEM primitives.

Proof. Here we provide a proof sketch. By the definition

of clean we know Corrupt has not been issued for spkI nor

CorruptRand has been issued for responder session. Hence, the

proofs for the theorem follows identical to Case 3 of Theorem 2

Thus we have:

AdvKEX,clean,AK,𝑛𝑃 ,𝑛𝑆
(1𝜆) ≤

(︁
𝑛𝑃 + 𝑛𝑆

)︁
|𝑆𝐾 | + 𝑛2𝑃𝑛

2

𝑆 · Adv
ind-cca,A
K,𝐶1

(1𝜆) (13)

□

E Mapped Protocols

I R

LKGen(1𝜆) $→ (𝑔𝑎, 𝑎, pid)
LKGen(1𝜆) $→ (𝑔𝑏 , 𝑏, pid)

Start(𝑎,𝑔𝑏 , I) $→ 𝜋, out.𝑔𝑥 , (𝑔𝑎𝑏 , 𝑔𝑥𝑏 )

out

Reply(𝑏,𝑔𝑥 , R) $→ 𝜋, out.𝑔𝑦, (𝑔𝑥𝑏 , 𝑔𝑥𝑦)

out

Proc(𝜋,𝑔𝑦) → 𝑔𝑥𝑦

Figure 20: SignalDR(XKEE Pattern)

I R

LKGen(1𝜆) $→ (𝑔𝑎, 𝑎, pid)
LKGen(1𝜆) $→ (𝑔𝑏 , 𝑏, pid)

Start(𝑎,𝑔𝑏 , I) $→ 𝜋, out.(𝑔𝑎 ∥𝑔𝑥 ), (𝑔𝑎𝑏 , 𝑔𝑥𝑏 )

out

Reply(𝑏,𝑔𝑎, 𝑔𝑥 , R) $→ 𝜋, out.𝑔𝑦, (𝑔𝑎𝑏 , 𝑔𝑎𝑦, 𝑔𝑥𝑏 , 𝑔𝑥𝑦)

out

Proc(𝜋,𝑔𝑦) → (𝑔𝑎𝑦, 𝑔𝑥𝑦)

Figure 21: WireGuard (TKEE Pattern)
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I R

LKGen(1𝜆) $→ (𝑔𝑎, 𝑎, pid)

LKGen(1𝜆) $→ (𝑔𝑏 , 𝑏, pid)

Start(𝑔𝑏 , I) $→ 𝜋, out.𝑔𝑥 , 𝑔𝑥𝑏

out

Reply(𝑏,𝑔𝑥 , R) $→ 𝜋, out.𝑔𝑦, (𝑔𝑥𝑏 , 𝑔𝑥𝑦)

out

Proc(𝜋,𝑔𝑦) → 𝜋, out.𝑔𝑎, (𝑔𝑎𝑦, 𝑔𝑥𝑦)
out

Fin(𝜋,𝑔𝑎) → 𝑔𝑎𝑦

XK; 𝑔𝑎𝑦, 𝑔𝑥𝑏 , 𝑔𝑥𝑦

N; 𝑔𝑥𝑏 only

NK; 𝑔𝑥𝑏 , 𝑔𝑥𝑦 only

Figure 22: Noise (TKEE/XKEX/XKEE Pattern)

F Security Assumptions
In this section we define the cryptographic formalisms and assump-

tions that we utilize for the formal analysis of KEX in Section 5.

Escala et al. [12] defines Decisional Diffie-Hellman as follows:

Definition 17 (Decisional Diffie-Hellman DDH Problem).

Let G be a group of prime order 𝑞 and 𝑔 be a generator of G, and
let 𝑎, 𝑏, 𝑐

$← Z𝑞 . The advantage of an algorithm A in solving the
DDH problem for (𝑔, 𝑞) is Advddh𝑔,𝑞 (A) is defined as Advddh𝑔,𝑞 (A) =
| Pr

(︁
A(𝑔,𝑔𝑎, 𝑔𝑏 , 𝑔𝑎𝑏 ) = 1

)︁
− Pr

(︁
A(𝑔,𝑔𝑎, 𝑔𝑏 , 𝑔𝑐 ) = 1

)︁
|. We say that

the DDH problem is hard if for all PPT A Advddh𝑔,𝑞 (A) is negligible.

Okamoto and Pointcheval [22] and Kudla and Paterson [14]

define Gap Diffie-Hellman as follows:

Definition 18 (Gap Diffie-Helmman GDH Problem). Let 𝑓 :

𝑋 × 𝑌 → {0, 1} be a relation on sets 𝑋 and 𝑌 . The computational

problem of 𝑓 is, given 𝑥 ∈ 𝑋 , to compute any 𝑦 ∈ 𝑌 such that
𝑓 (𝑥,𝑦) = 1 if such a 𝑦 exists, or to return ⊥ otherwise. The decisional
problem of 𝑓 is, given (𝑥,𝑦) ∈ 𝑋 × 𝑌 , to decide whether 𝑓 (𝑥,𝑦) = 1

or not. The gap problem of 𝑓 is to solve the computational problem of
𝑓 using an oracle which solves the decisional problem of 𝑓 .
Let 𝑝 and 𝑞 be primes where 𝑞 | 𝑝 − 1. Let G be a multiplicative
subgroup of Z∗𝑞 of order𝑞, and let𝑔 ∈ G generateG. Given𝑎, 𝑏, 𝑐 ∈ Z𝑞 ,
define the Diffie-Hellman relation 𝑓DH as:

𝑓DH : (G×G)×G → {0, 1}, 𝑤ℎ𝑒𝑟𝑒 𝑓DH (𝑔𝑎, 𝑔𝑏 , 𝑔𝑐 ) =
{︄
1 if 𝑔𝑎𝑏 = 𝑔𝑐 ,

0 otherwise.

This gives rise to three standard problems:

• Computational Diffie-Hellman (CDH): Given 𝑔𝑎, 𝑔𝑏 ∈ G
where 𝑎, 𝑏 ∈𝑅 Z𝑞 , compute 𝑔𝑎𝑏 mod 𝑝 .

• Decisional Diffie-Hellman (DDH): Given 𝑔𝑎, 𝑔𝑏 , 𝑔𝑐 ∈ G
where 𝑎, 𝑏 ∈𝑅 Z𝑞 , determine whether 𝑐 = 𝑎𝑏 mod 𝑞 or not.

• Gap Diffie-Hellman (GDH): Given 𝑔𝑎, 𝑔𝑏 ∈ G where
𝑎, 𝑏 ∈𝑅 Z𝑞 , as well as access to an oracle that solves DDH on
G, compute 𝑔𝑎𝑏 mod 𝑝 .

The corresponding assumptions are that the above problems are hard,
i.e. infeasible to solve in polynomial time in the security parameter.

Next we describe the assumptions for the post-quantum

KEM-KEX security of our framework by defining ind-cca security
for KEMs. Compared to an ind-cpa attacker, an ind-cca adversary
can encrypt messages of their choosing as well as access decryp-

tions/decapsulations of ciphertexts of their choosing even after

the challenge has been received. A special variant of ind-cca is

ind-1cca in which the adversary is allowed to make only one de-

cryption/decapsulation query.

Definition 19 (ind-cca Security of KEMs). A key encap-
sulation mechanism (KEM) is a triple of algorithms KEM =

{KGen, Encaps,Decaps} with an associated keyspace K .
We define the ind-cca security of a key encapsulationmechanism in

the following game played between a challenger C and an adversary
A.

(1) C generates a public-key pair KGen(1𝜆) $→ (𝑝𝑘, 𝑠𝑘)
(2) C generates a ciphertext and key Encaps(𝑝𝑘) $→ (𝑐, 𝑘0)
(3) C samples a key 𝑘1

$← K and a bit 𝑏 uniformly at random.
(4) A is given (𝑝𝑘, 𝑐, 𝑘𝑏 )
(5) The adversary may adaptively query the challenger; for

each query value 𝑐𝑡𝑥𝑡𝑖 the challenger responds with 𝑘𝑖 =

Decaps(𝑠𝑘, 𝑐𝑡𝑥𝑡𝑖 )
(6) The adversary outputs a guess bit 𝑏′

We say that A wins the ind-cca security game if 𝑏′ = 𝑏 and define
the advantage of an algorithm A in breaking the ind-cca security of
a key encapsulation mechanism KEM as Advind-ccaKEM,A (1𝜆) = |2 ·Pr(𝑏′ =
𝑏) − 1|. We say that a post-quantum KEM is ind-cca-secure if for
all QPT algorithms A, Advind-ccaKEM,A (1𝜆) is negligible in the security
parameter 1𝜆 .
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