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Abstract. Secure multi-party computation (MPC) traditionally assumes
that parties execute protocols on trustworthy machines. This assump-
tion fails under machine subversion, where compromised devices may
leak sensitive information through manipulated protocol transcripts. Re-
verse Firewalls (RFs), introduced by Mironov and Stephens-Davidowitz,
counter this threat by externally sanitizing messages in a functionality-
preserving manner, without trusting the internal execution environment.
Prior RF constructions are limited to Boolean-circuit-based MPC using
oblivious transfer (OT) and garbled circuits (GC). In contrast, many
high-performance MPC protocols are predominantly arithmetic, relying
on Oblivious Linear Evaluation (OLE) as a core primitive. Achieving
subversion resilience in this setting requires sanitizing OLE, a problem
that has remained open.

We initiate a systematic study of subversion-resilient arithmetic MPC
in the universally composable (UC) framework against semi-honest ad-
versaries. We formalize a sanitizable OLE functionality FsoLg, prove a
two-round impossibility for a natural class of additive homomorphic en-
cryption (AHE)-based protocols, and present a UC-secure three-round
construction from key-malleable AHE. To recover the full expressiveness
of plain OLE, we further introduce wrapped sanitizing OLE under a
covert adversary model, yielding an efficient UC-secure two-round pro-
tocol. Both constructions are instantiated using a key-malleable AHE
scheme from class groups that we construct.

Using OLE as a black box, we obtain the first subversion-resilient UC-
secure protocols for Oblivious Polynomial Evaluation (OPE), Oblivious
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Polynomial Addition (OPA), and Private Set Intersection (PSI), achiev-
ing optimal communication for PSI. A full end-to-end implementation
demonstrates that RF protection incurs only a 1.5-3x overhead, show-
ing that practical subversion-resilient MPC is attainable.
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UC RFs for OLE and Applications 3
1 Introduction

Secure multi-party computation (MPC) enables a set of mutually distrusting
parties to jointly compute any function over their private inputs, without reveal-
ing those inputs to one another. The security guarantees of such protocols rest
on a fundamental assumption: that each party’s machine faithfully executes the
prescribed instructions. However, this assumption breaks down entirely in the
presence of a subverted machine — one that has been compromised by an adver-
sary and may covertly leak sensitive information through the protocol transcript.
This threat became starkly concrete in the post-Snowden era, which revealed
that hardware and software could be silently backdoored to exfiltrate sensitive
data, often entirely without the user’s knowledge [MS15]. Addressing this con-
cern, [MS15] introduced the notion of a Reverse Firewall (RF), subsequently
developed in a line of follow-up works. An RF is positioned between the user’s
machine and the outside world, intercepting and sanitizing all incoming and
outgoing messages during a cryptographic protocol in a functionality-preserving
manner. More precisely, a Reverse Firewall achieves three core objectives:

— Functionality Preservation: Assuming the user’s machine is operating
correctly, the RF should not alter the functionality of the protocol.

— Security Preservation: If the underlying protocol is secure assuming an
uncompromised implementation, the RF maintains the same security guar-
antees regardless of the machine’s behavior.

— Exfiltration Prevention: If the user’s machine is compromised, the RF
ensures that no sensitive information can be leaked to the external world.

To achieve practical subversion resilience in secure computation, it is essen-
tial to construct reverse firewalls (RFs) for the core building blocks from which
larger protocols are composed. Prior works have developed RFs for variants of
Oblivious Transfer (OT) and garbled circuits [MS15, CGS23|, as well as RF-
protected MPC protocols [CDN20, CGPS21] based on GMW-style generic com-
pilers [GMWS87] in the stand-alone setting. Chakraborty, Magri, Nielsen, and
Venturi [CMNV22] later extended the RF framework to the universal compos-
ability (UC) setting, introducing the notion of subversion-resilient UC (srUC),
which guarantees that a protocol’s subversion resilience is preserved under ar-
bitrary composition with other protocols. Subsequent work [CMMV24] further
developed the srUC framework and constructed an efficient subversion-resilient
password-authenticated key exchange (PAKE) protocol in this setting by in-
troducing a sanitizable OT functionality and sanitizing the OT-based PAKE
construction of Canetti et al. [CDVW12].

Despite this progress, an important practical limitation remains. Existing RF
techniques based on OT and garbled circuits are naturally tailored to Boolean cir-
cuits, and evaluating arithmetic circuits over large fields using these approaches
incurs substantial overhead. Modern high-performance MPC protocols, how-
ever, are predominantly arithmetic in nature. Achieving practical subversion
resilience for such protocols therefore requires sanitizing the arithmetic analogue
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of OT, namely Oblivious Linear Evaluation (OLE) [NP99, IPS09a, GNN17,
ADI"17, BEPU 20, BDM22|, which serves as a fundamental primitive in arith-
metic MPC protocols [BDOZ11, DPSZ12, DGN*17|. In an OLE protocol, the
sender holds (a,b) € F?, the receiver holds x € F, and the receiver learns only
the value ax + b, while the sender learns nothing about z. In this sense, OLE
can be viewed as the arithmetic counterpart of OT. Despite its central role in
arithmetic secure computation, the problem of constructing subversion-resilient
OLE protocols has remained unexplored.

Our constructions further enable, for the first time, subversion-resilient real-
izations of several important higher-level arithmetic primitives, including Obliv-
ious Polynomial Evaluation (OPE), Oblivious Polynomial Addition (OPA), and
Private Set Intersection (PSI). Since these protocols admit constructions using
only black-box access to OLE, they are particularly well-suited to modular sani-
tization through reverse firewalls. We summarize our contributions next.

1.1 Owur Contribution

We initiate a systematic study of MPC protocols for arithmetic circuits in RF
setting. Specifically, we make the following contributions:

— Sanitizable OLE. We formalize a sanitizable OLE functionality FsoLg in
which both firewalls independently blind the sender’s affine coefficients. We
show that realizing sanitizable OLE with 2-round protocol is impossible for
a class of OLE protocols based on additive homomorphic encryption (AHE),
and circumvent this impossibility by constructing a srUC-secure 3-round
OLE protocol from key-malleable AHE. As an application, we obtain a ran-
domized equality protocol requiring only two symmetric calls to FsoLg, im-
proving upon the 2n invocations of the underlying subversion-resilient OT
required in the sanitizable OT-based instantiation of [CMNV22], where n is
the shared-key length of the randomized equality functionality.

— Wrapped Sanitizing OLE. The input masking enforced by FsoLg breaks
the input-output correlation between the sender and the receiver, rendering
sanitizable OLE unsuitable for building protocols that would otherwise be
achievable from plain OLE. To recover usability, we consider a relaxed notion
of wrapped sanitizing OLE, where the adversary is modeled as covert: it may
attempt to exfiltrate information by manipulating the protocol transcript,
but is not permitted to alter the honest parties’ inputs. Under this model,
we construct a 2-round wsrUC-secure wrapped sanitizing OLE protocol from
key-malleable AHE.

— Concrete Instantiation from Key-Malleable AHE. We instantiate
both the 3-round protocol realizing sanitizable OLE and the 2-round wrapped
sanitizing OLE protocols from key-malleable AHE. Key-malleability is cru-
cial in these constructions, as one party must sample and transmit its public
key to the other, which a subverted implementation could manipulate to
exfiltrate information. We propose a key-malleable AHE scheme from class
groups and use it to instantiate both the protocols.
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Fig. 1: A visual description of contributions in this paper. RF-{OLE, OPE, PSI} stands
for Sanitizing-{ OLE,OPE,PSI}. All the functionalitites are realized using wsrUC except
FsoLE, which is realized using srUC.

— Applications of RF-OLE. We consider cryptographic primitives that can
be constructed from OLE in a black-box manner — specifically, Oblivious
Polynomial Evaluation (OPE), Oblivious Polynomial Addition (OPA), and
Private Set Intersection (PSI). Since OPE and OPA admit black-box con-
structions from OLE, and PSI can in turn be built from either OPE or
OPA as a black box, sanitizing OLE naturally lifts to reverse firewalls for
all three primitives. To the best of our knowledge, these are the first univer-
sally composable subversion-resilient instantiations of OPE, OPA, and PSI.
Moreover, our subversion-resilient PSI construction from RF-OPA achieves
optimal communication complexity.

— Implementation and Benchmarks. We implement all protocols in C++
using the BICYCL class-group library [BCIL23]. Our experiments demon-
strate that the reverse-firewalled variants incur an overhead of roughly 1.5—
3x over their direct counterparts, confirming that subversion resilience can
be achieved at a modest and practical cost.

Scope and Outlook. We focus on AHE-based OLE protocols, as AHE mal-
leability enables a modular approach to RF construction and underlies many
practically efficient MPC protocols. We view this work as an initial step, and
expect future research to extend these techniques to other OLE instantiations
and arithmetic primitives. A visual description of the contribution is given in
the Figure 1.
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Fig. 2: Our sanitizable OLE functionality F.oLe, with x denoting an appropriate blind-
ing operation for the input domain.

1.2 Technical Overview

We give a high-level walk-through of the technical contributions of the paper.
Our development follows a modular path: starting from a sanitizing realization of
OLE at the bottom, we lift it through OPE and OPA, and finally compose them
into two subversion-resilient PSI protocols based on OPE and OPA. Additionally,
we gave an impossibility result about 2-round sanitizable OLE.

Sanitizable OLE Functionality. The plain OLE functionality Fo_g lets a
sender S choose a pair (a,b) € F? defining an affine map f, ,(X) = aX + b and
a receiver R choose an evaluation point x € F, only the receiver gets the output
ax + b, and sender learns nothing. This regular functionality is susceptible to
subversion attacks. A (specious) sender can encode internal state into the pair
(a,b) and route this state to a (specious) receiver through the output, while
a subverted receiver can pick a triggering value of z that activates a hidden
behavior on the sender’s side as soon as the input is processed.

Motivating from sanitizable OT in [CMMV24] our sanitizable OLE variant
FsoLe lets both firewalls blind the sender’s affine coefficients. Each firewall sub-
mits its own mask, and Fso g progressively folds these masks into (a,b) via
a generic blinding operation “x”, which can be instantiated as addition, mul-
tiplication, or any other operation compatible with the primitive used in the
instantiation. The receiver’s input z is not blinded as blinding (a,b) alone al-
ready neutralizes any triggering risk on the sender’s side. The net effect is that
what reaches the receiver is indistinguishable from a fresh affine evaluation under
honest inputs, no matter how the sender’s core sampled (a,b). This is depicted
in Figure 2.

Impossibility of 2-Round Sanitizable OLE. We prove that no 2-round AHE-
based protocol can srtUC-realize the natural sanitizable OLE functionality FsoLE,
in which both firewalls independently apply uniform blinding to the sender’s
coefficients (a, b), producing effective coefficients @ = axa’xa” and b = b b b’

At a high level, the impossibility stems from the limited algebraic expres-
siveness available in two rounds. Since sanitization must occur solely through
the homomorphic interface, each firewall can only apply affine transformations
to the underlying plaintext. Concretely, the ciphertext evolves as follows: the
receiver R encrypts its input x; the receiver-side firewall Fr applies its mask
(a”,b"), yielding plaintext a’z + b”; the sender S homomorphically evaluates
the affine map a(-) + b, obtaining aa”z + ab” + b; finally, the sender-side fire-



UC RFs for OLE and Applications 7

wall Fg applies its mask (a’,b'), resulting in aa’a”z 4+ aa’d” + a’b + V. After
the return-trip sanitization z — vz + § performed by Fg, the receiver outputs
v(ad'a"x+aa’t’ +a’b+b") +§. Correctness requires this expression to equal the
ideal output yigeal = aa’a” z+bb'b” as a polynomial identity in (x, a, b). However,
this is impossible. Matching the coefficient of ax forces v = 1, yet the cross-terms
aa’b’” and a'b appearing in the real-world execution have no counterpart in the
ideal functionality. Eliminating these terms would require v or ¢ to depend on
values such as a, b, or a’. This is impossible because Fr has access to none of
them: the sender’s coefficients (a, b) remain hidden inside the ciphertext by IND-
CPA security, while the mask o’ is sampled locally by Fgs, and the two firewalls
share no randomness. Consequently, the receiver-side firewall cannot disentangle
the unwanted cross-terms on the return path. Hence, two rounds do not provide
sufficient algebraic coordination to realize sanitizable OLE in this setting.

Motivated by the impossibility result above, we move to a three-round pro-
tocol and show that sanitizable OLE can indeed be realized in this setting.
The 3-Round Protocol Realizing Sanitizable OLE. Our three-round OLE
protocol proceeds as follows. In round 1 the sender relays encryptions of its inputs
a and b under its own AHE public key. In round 2 the receiver uses the additive
homomorphism to compute, under that same key, an encryption of a - x + b+ r,
where r is a fresh additive mask the receiver chose to hide a - x + b from the
sender. In round 3 the sender decrypts and forwards the plaintext value back to
the receiver, who simply subtracts r and obtains a -« + b. Due to the mask r the
sender remains oblivious about receiver’s output.

In order to instantiate Fso g, we sanitize this 3-round OLE protocol. We rely
on three modular transformations: maul the public key into a fresh-looking key,
align a ciphertext from one public key to its mauled version, and rerandomize
a ciphertext to randomize any information embedded in the ciphertext. These
operations are provided by our key-malleable AHE abstraction in Definition 4.

In round 1, each firewall sequentially applies its own additive mask (a’ and
a” respectively) to the encryption of a via homomorphic addition, align the ci-
phertext under a freshly mauled public key, and also rerandomize the encryption
of b. As a result, the receiver gets an encryption of @ = a+a’ +a’ and b under a
mauled public key that is statistically independent of the sender’s original key.

In round 2, the receiver samples a random r, encrypt it under the mauled
public key, homomorphically evaluates the encryption of ax + b + r, and the
resulting ciphertext travels back through each RF in reverse order, with each
firewall applying the inverse alignment and rerandomization, until it arrives at
the sender encrypted under its original key. On this return trip each firewall
also samples a fresh mask of its own (r” and 7’ respectively), encrypts it under
the public key it currently holds, and adds it to the ciphertext by homomorphic
addition.

In round 3, the sender decrypts and transmits axz +b+r+r" +r' in the clear.
Each RF then removes the return-trip mask it added in round 2 and additively
applies its own plaintext mask (' and b” respectively) to the outgoing message.
The receiver strips r and recovers (a +a’ +a”)x + (b+ b 4+ b"”). The correctness



8 Chakraborty, Ghosh, Ghosh, Kar, Katiyar, Mandal, Pal, and Sinha

of this construction follows from the separation of masking phases: the a-masks
are injected before the homomorphic evaluation, while the b-masks are applied
after decryption, and the return-trip masks r’ and r”’ cancel because each firewall
strips in the clear exactly what it added inside the ciphertext, thus realizing the
FsoLe correctly.

Application: Randomized Equality from Sanitizable OLE. The Random-
ized Equality functionality Fre lets an initiator I and responder R, each holding
a password, derive a shared high-entropy random key if and only if their pass-
words match; otherwise each gets independent random keys. As an application
of sanitizable OLE, we revisit the randomized equality protocol from [CMMV24].
Recall that, oblivious transfer (OT) lets a sender input (zg,z1) and a receiver
input a choice bit o, learning only x,. In randomized equality, each party picks
two random strings and acts as OT sender, while using its password bit as the
receiver’s choice in the symmetric OT. Each party XORs the string it sent on
its own password bit with the string it received; the results agree if passwords
match. For an n-bit password, n OTs handle each bit pairwise, and symmetry
between sender and receiver roles doubles this to 2n OTs.

Since we are considering OLE over a large field, each party’s password can be
hashed into a single field element and handled by two symmetric sanitizable OLE
calls with the roles reversed. Let w! and w® for the hashed passwords held by I
and R. In the plain protocol, I inputs (a!,0) and R inputs its password w?, so
that R learns w™a'; the second call swaps the roles and let I learn a®w!. Adding
the locally computable term w'a! (resp. wa®), the parties obtain w!(a! + aft)
and wR(a' + a®) on their own, which agree exactly when the two passwords
match. Sanitization is achieved by having both firewalls mask the inputs of 1
and R in each sOLE call, removing any triggering value or subliminal leakage.
The 2n sanitizable OT invocations of the prior construction thus collapse into
just 2 calls to sanitizable OLE, yielding an efficient instantiation of Frg.

2-Round Sanitizing OLE. Before going into the details of the construction of
the sanitizing OLE, let us highlight the key difference between the sanitizable
OLFE functionality Fso g and the wrapped sanitizing OLE functionality. FsoLg
sanitizes inputs: each firewall independently blinds the sender’s affine coefficients,
preventing triggering values and input-embedded leakage, but destroying the
correlation between the sender’s and receiver’s inputs. Consequently, it cannot
be realized in two rounds using AHE-based OLE protocols. In contrast, wrapped
sanitizing OLE sanitizes only the transcript: honest inputs remain unchanged,
while the firewalls ensure that every message on the wire appears freshly sampled.
This comes at the cost of a weaker adversary, covert rather than fully malicious
subversion that exfiltrates only through the transcript without tampering with
honest inputs. In return, input-output correlation is preserved and a two-round
construction becomes possible.

The AHE-based two-round OLE is straightforward: the receiver encrypts x
under its public key; the sender homomorphically evaluates ax + b and returns
the result; the receiver decrypts to obtain ax + b. Sanitization is achieved by
having both firewalls ensure that all in-transit message is indistinguishable from
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freshly sampled values. In the forward direction, each firewall successively mauls
the public key and re-randomizes and re-aligns the ciphertext, scrubbing any sub-
liminal payload a subverted receiver may have embedded. In the return direction,
the firewalls reverse this process — re-aligning then re-randomizing — restoring
the ciphertext to the original key for correct decryption. The construction re-
alizes the wrapped FoLg functionality, neutralizing every subliminal channel a
subverted implementation could exploit, and yields an efficient 2-round sanitiz-
ing OLE that serves as the basic building block for all higher-level constructions
in this work.

Instantiating Key-Malleable AHE from Class Groups. All our AHE-based
constructions use a single primitive: a key-malleable additively homomorphic
encryption scheme. Beyond the standard KeyGen, Enc, Dec and homomorphic-
evaluation interface, we require four key-malleability properties: (KM1) key
correctness—mauling a public key admits a matching secret-key transformation
that still decrypts; (KM2) ciphertext translation—mapping a ciphertext under
a key to one under its mauled neighbour; (K M3) key rerandomization, the tech-
nical heart, requiring the mauled key to be statistically close to a fresh KeyGen
output and carry no information about its predecessor; and (KM4) encryption
alignment, like (KM2) but aligning between the mauled and original keys in
either direction. Our protocols use (KM4) only. We instantiate this abstrac-
tion in the class-group framework of [CL15], working in the easy-DL subgroup
FcL = (f) of prime order ¢ inside a class group G¢i. An ElGamal-style cipher-
text is (R, E) = (gg, f™ pk") under pk = gf]k; decryption recovers f™ by group
inversion and solves discrete log in F¢ . Key-mauling is multiplicative: MaulPK
samples a fresh exponent ' and sets pk’ = pk - gg/, with the matching transfor-
mation adding 7’ to sk. Translation and alignment multiply (resp. divide) E by
R", and (KM3) follows from statistical uniformity of gg/ in the easy-DL sub-
group. Efficient scalar multiplication of a ciphertext by a field element lets the
sender homomorphically evaluate aX + b on the receiver’s encryption. Plugging
this instantiation into our generic constructions yields sanitizing 3-round and
2-round OLE protocols.

Sanitizing OPE from Sanitized OLE. In OPE the sender holds a polyno-
mial p(X) of degree d and the receiver holds a € F; the receiver learns p(«)
and the sender learns nothing. We use the Horner-style construction of Naor
and Pinkas [NPO06]: the parties maintain additive shares of the Horner suffix,
advancing one coefficient per Fo g call. The sender masks its share with a fresh
field element at each step, making the receiver’s view of every OLE output
information-theoretically uniform and simulation straightforward. Lifting to the
subversion-resilient setting routes each of the d OLE calls through the 2-round
wrapped sanitizing OLE, which independently scrubs any subliminal channel a
corrupted core might exploit. Since all Horner bookkeeping is local and no alge-
braic message is exchanged at the OPE layer beyond the OLE sub-transcripts,
sanitation lifts cleanly from the sub-OLEs, yielding a subversion-resilient OPE.

PSI from OPE and its Sanitizing Version. A standard one-sided PSI from
OPE has Alice encode her set as the polynomial whose roots are her elements,
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and Bob call OPE once per element in his set, adding it to the intersection iff
the OPE returns zero. Correctness follows from the root-encoding. OPE security
hides Alice’s polynomial beyond a single value per query, uniform over the field
when the query lies outside the intersection. Thus n OPE calls suffice for a
receiver set of size m. To lift this to a subversion-resilient protocol, we again
proceed modularly: replace each ideal OPE call with our sanitizing OPE. The key
structural fact is that one-sided OPE-based PSI carries no PSl-layer messages
beyond the OPE sub-transcripts—Alice only feeds her polynomial to each OPE,
and Bob assembles the output locally. Every channel a corrupted core could
exploit is therefore already a channel of the underlying sanitizing OPE, and
sanitation lifts directly. The result is, to our knowledge, the first subversion-
resilient PSI construction in the cryptographic reverse firewall model.

OPA from OLE and its Sanitizing Version. The OPA functionality takes
a sender’s polynomial p, of degree at most 2d and a random polynomial ra
of degree d and a receiver’s polynomial pg of degree at most d, and delivers
Pa + Pgra to the receiver, this multiplier prevents the receiver from cancelling
its input to recover p,. Following [GN19], we realize OPA from plain OLE by
evaluating each polynomial at 2d + 1 public points, running one OLE per point,
and letting the receiver interpolate the resulting degree-2d output. Lifting to a
sanitizing OPA is modular, mirroring the OPE case: replace each of the 2d 41
OLE calls with the 2-round wrapped sanitizing OLE. No algebraic message is
exchanged at the OPA layer beyond the OLE sub-transcripts—evaluations and
interpolation are local to each core so sanitation of the OPA inherits directly
from that of its sub-OLEs.

Sanitizing PSI from Sanitized OPA. Our PSI construction follows the
polynomial-encoding paradigm and is realized through a single invocation of
the OPA functionality. Each party encodes its input set as a polynomial p, and
Pg, whose roots are exactly the elements of the corresponding set. The sender
additionally masks its polynomial using independently sampled random poly-
nomials ra and rj. Both party run OPA with the input (r) - pa,ra) and pg
Through the OPA functionality, the receiver obtains the randomized polynomial
Pn = Iy Pa+Ta-Pg, Which evaluates to zero on every element in the set intersec-
tion and, except with negligible probability, is nonzero on all other elements. The
receiver therefore recovers the intersection by evaluating p~ on its own inputs.
The protocol is communication efficient, requires only a single OPA invocation,
and derives its security from the underlying OPA functionality. The sanitizing
PSI protocol is obtained by replacing the standard OPA invocation in the PSI
construction with the sanitizing OPA protocol. Since the PSI protocol requires
only a single OPA invocation and no further interaction, the resulting construc-
tion directly inherits the sanitization and security guarantees of the underlying
OPA protocol.

In two-sided PSI both parties receive the intersection. The two-sided PSI proto-
col is obtained by extending the one-sided PSI construction so that the receiver
additionally sends the computed intersection to the sender. In the subversion-
resilient setting, the extra communication is made leak-free by sanitizing the
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underlying message transmission protocol. By composing the firewalls of sani-
tizing OPA with those of sanitized message transmission, we obtain a modular
construction of sanitized two-sided PSI.

2 Related Works

Oblivious Evaluation and Private Set Intersection. Naor and Pinkas [NP99] intro-
duced OLE as a natural algebraic extension of oblivious transfer (OT) [EGLS85,
Rab05]. Since OLE enables secure multiplication over arithmetic domains, it has
become a fundamental building block for secure arithmetic computation [IPS09b,
GIP*14, DGNT17], much as OT serves as a basic primitive for evaluating
Boolean circuits [GMW87, Kil88]. Vector OLE (VOLE) [ADI"17] extends OLE
to vectors and has become an important tool for efficient correlation generation.

Oblivious polynomial evaluation (OPE) [NP99] generalizes OLE by allowing
a party to securely evaluate a polynomial on a private input. OPE can be con-
structed using black-box access to OLE [NP99, NP06, GNN17]. It also provides
a natural approach to private set intersection (PSI), but a direct construction
incurs quadratic overhead in the set sizes. Ghosh and Nilges [GN19] introduced
oblivious polynomial arithmetic (OPA), enabling PSI from a linear number of
OLE calls and achieving optimal communication in the balanced setting.

Private set intersection (PSI) [Mea86] enables two or more parties to compute
the intersection of their private sets. Its broad applicability in privacy-preserving
systems has led to numerous constructions based on different cryptographic prim-
itives [FNP04, KS05, HL08, KKRT16, HV17, GN19, PSTY19, PRTY20, RR22|,
as well as several variants targeting different settings and functionality [GS19,
GRS22, GS23, CFR23, vBP24].

In this paper our goal is to design subversion-resilient PSI protocols. For

the balanced setting, we build on the OLE-based PSI protocol of Ghosh and
Nilges [GN19]; for the unbalanced setting, we use an OPE-based approach. Since
both constructions ultimately reduce to OLE, a reverse firewall for OLE provides
a common foundation for both settings.
Reverse Firewalls and Subversion Resistance. Reverse firewalls (RFS), intro-
duced by Mironov and Stephens-Davidowitz [MS15], aim to protect crypto-
graphic protocols against subverted implementations. Subsequent work has de-
veloped RF techniques for a range of cryptographic settings [AMV15, CMY ™16,
DMSD16, BBF+20, CGS23, CMMV24]. More recent applications include inter-
active proof systems [GMV20], MPC protocols [CDN20, CGPS21], and real-
world secure messaging systems such as Signal [DMSDT25]. Chakraborty et
al. [CMNV22] further extended the original framework to universally compos-
able (UC) subversion-resistant cryptography.

Despite this progress, subversion resilience has not been studied for oblivi-
ous evaluation primitives such as OLE, OPE, and OPA. In particular, existing
reverse-firewall constructions do not provide a subversion-resilient treatment of
these primitives or of the PSI protocols built from them. Our work fills this
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gap by developing reverse-firewall constructions for OLE and using them as a
common foundation for subversion-resilient OPE, OPA, and PSI.

3 Preliminaries

3.1 Notation

Throughout the paper, A denotes the security parameter and negl()) a negligible

function in A. For a finite set or distribution S, we write x & S for uniform
sampling from S, and more generally x < D when zx is sampled according
to a distribution D . We denote by Z and N the sets of integers and natural
numbers, respectively. Let F be a finite field and F[X] the ring of univariate
polynomials over F; for f € F[X], deg(f) denotes its degree. For sets P,Q,

we write P N @ for their intersection. Finally, X ~ Y denotes computational
indistinguishability of ensembles X and Y, while X = Y denotes identical or
statistical indistinguishability, depending on the context. All other notation is
defined where needed throughout the paper.

3.2 Relevant UC Functionalities

We describe the relevant ideal functionalities that are used throughout this paper.
In Appendix A, we present a discussion on the UC framework of [Can00)].
Oblivious Linear Evaluation (OLE). OLE is a two-party primitive for se-
cure arithmetic computation over a finite field F. The sender A holds (a, b) € F?,
defining the affine map f,(X) = aX + b, while the receiver B holds z € F
and obtains only y = az + b. Security ensures B learns nothing about a,b be-
yond ax + b, and A learns nothing about z. OLE is the arithmetic analogue of
oblivious transfer, widely used as a building block for secure computation over
fields [DGNT17, Gil99, BEPU"20|. The ideal functionality Foig is in Figure 3.
Oblivious Polynomial Evaluation (OPE). OPE allows two parties to pri-
vately evaluate a polynomial held by one party at a point held by the other [NP99,
NPO06]. The sender A inputs p € F[X] and the receiver B inputs o € F; B obtains
p(«a) while A gets no output. Security ensures B learns nothing about p beyond
p(«), and A learns nothing about a. OPE is a standard building block for secure
arithmetic and polynomial-based protocols such as PSI. The ideal functionality
Fope is given in Figure 4.

Oblivious Polynomial Addition (OPA). OPA allows two parties to compute
a randomized sum of their input polynomials without disclosing them individu-
ally. Following Ghosh and Nilges [GN19], the sender holds a,r € F[X] (where r is
a randomizing polynomial) and the receiver holds b € F[X]. The receiver obtains
s(X) = a(X) + r(X)b(X); the sender gets no output. The random multiplier r
prevents the receiver from recovering a by subtracting b. The ideal functionality
Fopa is in Figure 5.

Private Set Intersection (PSI). PSI is a fundamental two-party computation
task in which Alice holds X = {aq,...,a,} and Bob holds Y = {by,...,by}
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Parameters: sid, ¢, k € N; finite field F known to both parties.

— On (sid, (a,b) € F x F) from S: store (a,b); ignore future
messages from S with the same sid.

— On (sid, z € F) from R: if (a,b) is stored, compute z = az +b,

send (sid, z) to R and (sid, receipt) to S, then halt; otherwise

wait.

Sender holds p(z) = Y1 jaix’ of de-
gree n; receiver holds o € F.

— On (inputS, p) from sender: store p.
— On (inputR, @) from receiver: com-
pute and send (output, p(cv)) to re-
ceiver.

Fig. 3: OLE Functionality FoLg. Fig. 4: OPE Functionality Fope.

—_Fopa

Parameterized by d (maximal input degree).

— On (inputS, (a,r)) from sender, a,r € F[X]: check r # 0, and
either deg(r) < d with deg(a) = 2d, or deg(r) = d with
deg(a) < 2d. If valid, store (a,r) and send (input) to A.

— On (inputR, b) from receiver, b € F[X]: check deg(b) < d and
b # 0. If valid, retrieve (a,r), compute s = r-b+a, and send
(res, s) to receiver. Ignore further messages.

Alice holds X := {ai,...,an}; Bob

holds Y := {b1,...,bm }.

— On (inputA, X) from Alice: store X.

— On (inputB,Y’) from Bob: store Y
compute Z = X NY and send Z to
Bob.

Fig. 5: OPA Functionality Fopa. Fig. 6: PSI Functionality Fps;.

(elements in random order), and Alice learns only the intersection Z := X NY
while Bob obtains no output. Security ensures Alice learns nothing about Y
beyond elements in Z, and Bob learns nothing about X. When n = m, this is
balanced PSI; when m < n, it is unbalanced PSI. The ideal functionality Fpg is
given in Figure 6.

3.3 Reverse Firewalls via Sanitizable Functionalities

We follow the UC modeling of reverse firewalls introduced in [CMNV22|. In this
model, each logical party P; is represented by two separate UC parties: a core C;
and a firewall F;, with distinct party identifiers (pid, C) and (pid, F), respectively.
We use pid to refer to the logical party as a whole, while C; and F; denote its
two components. This separation is needed so that the usual UC composition
theorem can be applied in the presence of reverse firewalls.

Since C; and F; are distinct parties, they do not communicate directly. In-
stead, their interaction is mediated by a sanitizable ideal functionality G. The
functionality G provides an input-output interface 10; connected to the core and
a sanitation interface S; connected to the firewall. Whenever G receives a mes-
sage from C;, it may forward the message, or suitable information about it, to
F; through S;. The firewall may then modify the message before G processes or
delivers it. This modification is called sanitization.This is illustrated in Figure 13
of Appendix A.3.

Thus, the firewall sanitizes the communication of the core without learning
or holding the party’s secret inputs. The exact form of sanitization is not fixed
by the framework; rather, it is specified by the particular functionality G. In
this way, reverse firewalls are modeled as separate components that can inspect
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and sanitize the core’s communication while still fitting naturally into the UC
framework and its composition theorem:.

3.4 Corruption Model

We adopt the corruption model of [CMNV22|. Each party P; splits into two in-
dependent components: a core C; holding private state and generating messages,
and a firewall F; sanitizing all communication to and from the core. The two
may be corrupted independently.

The core admits three modes: honest (follows the protocol), malicious (arbi-
trary adversarial control), and specious—a subverted Ei that is computationally
indistinguishable from C; under any efficient black-box test, yet may leak via sub-
liminal channels or misbehave on a triggering input. Specious corruption mod-
els undetectable subversion that survives all audits. The firewall admits honest,
semi-honest (follows the protocol but leaks its state), and malicious.

Since UC functionalities act at the party level, the joint status of (C;, F;) is
mapped to a single party-level corruption via the corruption translation table
(Table 1) from [CMNV22]. Notably, a specious core with an honest firewall is
treated as honest—precisely the guarantee reverse firewalls aim to provide. An
honest core with a malicious firewall yields an isolate corruption: a rogue firewall
severing the core’s channel, which collapses to standard malicious (or man-in-the-
middle in the unauthenticated setting) and is subsumed accordingly.

Core C; Firewall F; Party P, = (C;,F;)

Honest Semi-Honest Honest
Specious Honest Honest

Honest Malicious Isolate
Malicious Malicious Malicious

Table 1: Corruption translation table, as in [CMNV22].

A central security notion tied to this model is that of strong sanitation. A firewall
F; is said to be strongly sanitizing if no efficient environment can distinguish a
protocol execution in which core C; is speciously corrupted (with F; honest)
from one in which C; is entirely incorruptible (with F; honest). As established
in [CMNV22], whenever the firewalls are strongly sanitizing, the specious/honest
combination is effectively equivalent to the honest/honest combination for the
purposes of UC security, justifying the entry in Table 1.

Definition 1 (Strong sanitation [CMNV22]). Let (C;,F;) be the core and
firewall pair of party P; in the G-hybrid model, and let 61 denote the correspond-
ing incorruptible, honest core. Let MN; be the execution where party i runs (C;, F;),
and let T} be the execution where party i runs (6“ F:), with all other parties being
dummy parties. We say that F; is strongly sanitizing if, for every polynomial-
time environment Z that does not corrupt F; but may speciously corrupt C;, the
two executions are computationally indistinguishable: Execz n, 4 ~ Execz /4,
where adversary A is a dummy adversary. /
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3.5 Subversion Resilient UC Paradigm

The subversion resilient UC (stUC) framework distinguishes two types of ideal
functionalities. A sanitizable functionality interacts with both components of
each party P; = (C;,F;): the core via an I/O interface 10;, the firewall via a
sanitation interface S;. A regular functionality is a standard UC functionality,
unaware of the core/firewall decomposition. Regular functionalities remain use-
ful for tasks like coin tossing or key exchange, but lack sanitation interfaces. The
framework therefore considers their wrapped version Wrap(F), which translates
joint core/firewall corruption into a party-level status and forwards every output
for P; to both C; and F; preventing trivial distinguishing attacks against real pro-
tocols run by separate components. This yields two notions: wsrUC security for
sanitizing protocols realizing wrapped regular functionalities (Definition 2), and
srUC security for protocols realizing sanitizable functionalities (Definition 3),
both in the G-hybrid model. We will use “sanitizing” and “sanitized” to convey
the same meaning.

Definition 2 (Wrapped subversion-resilient UC security [CMNV22]).
Let F be a regular ideal functionality for the parties {Pi,...,P,}. Let I be a
sanitizing protocol described by a collection of cores {Cy,...,C,} together with
their corresponding firewalls {F1,...,F,}, and let G denote the sanitizable ideal
functionality available to T as in Figure 13. We say that Tl wsrUC-realizes F in
the G-hybrid model if, in the presence of only specious environments and specious
adversaries, the protocol N UC-realizes the wrapped functionality Wrap(F) in the
G-hybrid model.

Definition 3 (Subversion-resilient UC security [CMNV22]). Let F be
a sanitizable ideal functionality for the parties {P1,...,P,}. Consider a san-
itizing protocol M specified by cores {CT,...,C.} and corresponding firewalls
{Ff,...,Fl}. Let G be a sanitizable ideal functionality to which TN has access
via the input-output and sanitation interfaces. We say that T srUC-realizes F
in the G-hybrid model if F is well-formed and sanitizable, and, against only

specious environments and specious adversaries, the protocol I UC-realizes F in
the G-hybrid model.

Lemma 1 (Reduction via Strong Sanitation [CMNV22]). Let I be a pro-
tocol such that, for every party P; = (C;, F;), the firewall F; is strongly sanitizing.
Then, to prove subversion-resilient UC security of I, it suffices to consider only
the following corruption patterns:

1. C; is MALIcious and F; is MALICIOUS;
2. C; is HONEST and F; is SEMIHONEST;
3. C; is HONEST and F; is MALICIOUS.

Furthermore, if the ideal functionality treats an ISOLATE party as MALICIOUS,
then the third case is also subsumed by the first one. Hence, it is enough to prove
security only for the cases where either both C; and F; are MALICIOUS, or C; is
HONEST and F; is SEMIHONEST.
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Sanitizable Authenticated Transmission (SAT). The functionality SAT
Fsat provides the communication backbone of the srUC framework by mediating
all communication between protocol cores through reverse firewalls. Concretely,
when a core sends a message, it is first delivered to its local firewall through
a sanitation interface, allowing the firewall to sanitize, rerandomize, or modify
the message before forwarding it to the recipient’s firewall, which then delivers
it to the receiving core. Thus, authentication is guaranteed only at the firewall
level, while malicious firewalls may still alter or inject messages before they
reach the cores. The functionality also supports a setup phase distributing cor-
related public parameters, while leaking firewall state to the adversary to ensure
that firewalls hold no secrets. Overall, Fsar captures a communication model in
which reverse firewalls systematically eliminate subliminal channels and leakage
attempts from potentially subverted cores, thereby enabling the construction of
subversion-resilient protocols in the UC framework. All our sanitizing protocols
are written in Fsar-hybrid model even if it is not specified explicitly. We have
written the functionality of SAT in Appendix A.2

4 Sanitizing Oblivious Linear Evaluation

4.1 Sanitizable OLE Functionality

We define the sanitizable OLE functionality FsoLg in Figure 7. The plain Forg
lets a specious sender encode hidden state into (a,b) € F? and route it to a
corrupted receiver via the output a - x + b, and symmetrically lets a specious
receiver pick z as a triggering value activating hidden behavior in the sender’s
code. In FyoLg, both firewalls blind the sender’s inputs via an operation “*”’
by sending BLIND message to FsoLg with their blinding masks. The sender’s
firewall Fg sanitizes (a,b), washing out subliminal information from the core’s
randomness, and Fr does the same on the inbound side. The receiver thus obtains
a-x+b. The receiver’s input x is not blinded: in OLE the receiver chooses its own
point, and triggering risk on the sender’s side is already neutralized by blinding
(a,b). The output is indistinguishable to both cores.

The functionality is parameterized by = : F?2 — F, instantiable as additive,
multiplicative, or any operation compatible with F. The sender’s core feeds (a, b)
via the input-output interface 10g, the receiver’s core feeds = via IOg, and the
receiver’s output is released only after both firewalls have had the chance to
blind—ensuring no sanitation step is silently bypassed. Until delivery, FsoLe
continues to accept BLIND messages. Each firewall gets one effective BLIND per
session, with subsequent commands ignored. Fg’s blinding inputs (a’, b’) updates

the record to (Zi,~) = (a*a’,bxb'). Then, FR’s blinding inputs (a”,b"”) updates
it to (a,b) = (5*(1”,3* b"). Fr may act only after Fg, with the usual exemption
when the sender is malicious, according to the corruption translation Table 1,
reflecting that Fg is the last sanitation layer before the receiver’s core.

Distinction between F,o g and FoLe. Note that, Fso g is not a drop-in re-
placement for OLE. Its firewalls add their masks into (a, b) inside the functional-

ity, so the receiver obtains ax + b. This suits exactly those protocols in which the
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sender’s coefficients are randomness the core samples itself: Randomized equal-
ity is such a case. OPE, OPA and PSI are not. There (a,b) encode the actual
polynomial, and blinding would destroy the structure of the output. For them
we realize Wrap(FoLg), whose wrapper only translates corruptions and leaves
ax + b intact.

4.2 Impossibility of 2-Round Sanitizable OLE

We first define the notion of key-malleable additive homomorphic encryption
(AHE) scheme. Then, we prove that no 2-round OLE protocol based on key-
malleable AHE scheme srUC realizes FsoLE.

r-| FsoLE N

FsoLE is a sanitizable ideal functionality parameterized by a field F and a blinding
operation x : F?2 — F. It interacts with a receiver R = (Cgr,Fr) holding x € F
and a sender S = (Cs, Fs) holding (a,b) € F2.

Interface 10;:

On (SENDER,sid, (a,b)) from Cs via 10s:
Record the tuple, forward on Ss, and ignore future (SENDER,sid,-) com-
mands.

On (RECEIVER,sid, z) from Cgr via IOg:
If a record (SENDER, sid, (,b)) exists, verify that (BLIND,sid,-) was sent on
both Sg and Sr (each check auto-passes if the corresponding party is mali-
cious per the corruption translation table). If satisfied, output (sid, a -z + B)
to R and sid to S, then halt.

Interface S;:

On (BLIND,sid, (a’,b)) from Fg via Sg:
If S is malicious, ignore. Otherwise, if a record (SENDER,sid, (a,b)) exists,
update it to (SENDER, sid, (@, b)) where @ = axa’ and b = b b'. Ignore future
(BLIND, sid, -) on Ss.

On (BLIND,sid, (a”,b”)) from Fgr via Sg:
If R is malicious, ignore. Otherwise, if a record (SENDER,sid, (a,b)) exists
and (BLIND, sid, -) was sent on Sg (auto-passes if S is malicious), update the
record to (SENDER, sid, (@ a”, b+ b")). Ignore future (BLIND, sid,-) on Sg.

Fig. 7: The Sanitizable OLE Functionality.

Definition 4 (Key-Malleable AHE). Let M = (M, ®,0.) be a finite abelian
group, called the plaintext group, whose group operation, identity, and inver-
sion are computable in time poly(X\) given a succinct description of M. A key-
malleable AHE scheme over M consists of eight PPT algorithms (KeyGen, Enc,



18 Chakraborty, Ghosh, Ghosh, Kar, Katiyar, Mandal, Pal, and Sinha

Dec, HomOp, MaulPK, MaulSK, MaulCT, AlignEnc) together with a ciphertext
rerandomization algorithm ReRand, satisfying:
— Correctness: For anym € M and (pk,sk) + KeyGen(1*), Pr[Dec(sk, Enc(pk,m)) =
m] > 1 — negl(A).
— Additive Homomorphism: There exists HomOp on ciphertexts s.t. for any
my,mg € M and ¢; = Enc(pk, m;), Dec(sk, HomOp(c1, c2)) = m1 @ ma.
— IND-CPA Security: Standard chosen-plaintext indistinguishability over mes-
sages in M.
— Ciphertext Rerandomization: The PPT Rerand, with access to pk, satisfies
for all m € M: if ¢ = Enc(pk,m), then Dec(sk, Rerand(pk,c)) = m, and
(¢, Rerand(pk, ¢)) ~ (c, Rerand(pk, Enc(pk, 0))).
Key-malleability properties. For (pk,sk) < KeyGen(1*, M) and (pk’, 7) <~ MaulPK(pk):
(KM1) Key Correctness: sk’ := MaulSK(sk, 7) satisfies Pr[Dec(sk’, Enc(pk’,m)) =
m] > 1 — negl(\) for allm € M.
(KM2) Ciphertext Alignment: for any ¢ < Enc(pk, m), MaulCT(c, 7) = Enc(pk’, m).
(KM3) Key Rerandomization: the marginal distribution of pk” from MaulPK(pk)
for (pk,sk) < KeyGen is statistically close to a fresh public key: {pk’ :
(pk,sk) «+ KeyGen, (pk’,7) <+ MaulPK(pk)} = {pk* : (pk*,sk*) «
KeyGen}. Moreover, (pk, pk’) is statistically close to (pk,pk™) with pk*
independently sampled, i.e., pk’ carries no information about pk.
(KM}4) Encryption Alignment: For any (pk,sk) < KeyGen(1*, M), (pk’,7) +
MaulPK(pk), and m € M, let ¢ + Enc(pk’,m). Then AlignEnc(c, pk,7) =
Enc(pk, m).

Efficient Addition and Scalar Multiplication. If M is additionally a commutative
ring, the scheme supports efficient scalar multiplication if there exists a PPT
algorithm CMult s.t. for any ¢ = Enc(pk,m) and o € M, Dec(sk, CMult(c, o)) =
a - m, where “- 7 is ring multiplication in M, and CMult(c, ) runs in time
poly(\) independent of the magnitude of .. For two elements mi, ms € M, we
often write m1 ® ma as ADD(mq,ms).

Remark 1 (On Encryption Alignment). We define both MaulCT and AlignEnc
as KM2 and KM4, respectively. Although we emphasize that KM2 can be
achieved using KIM4 and vice versa. Another way to look at AlignEnc is that, it
can be thought of as the inverse direction of MaulCT along the same mauling pair
(pk, pk’). While MaulCT (-, 7) pushes a ciphertext from pk to pk’, AlignEnc(-, pk, 7)
pulls back a ciphertext under pk’ back to a ciphertext under pk of the same plain-
text, statistically close to a fresh encryption. For any (pk, sk) < KeyGen(1*, M),
any pk’ < MaulPK(pk,7), and any m € M, let ¢ < Enc(pk’,m). Then

AlignEnc(c, pk’, 7) = Enc(pk’,m) = MaulCT(c, 7).

For the simplicity of notation, we will only use AlignEnc throughout the paper
in the subsequent protocols we design.

Impossibility of 2-Round Sanitizable OLE from AHE We show that
no 2-round AHE-based OLE protocol can srUC-realize this natural sanitizable
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OLE functionality defined in Figure 7. The impossibility already appears in the
weakest setting considered by the srtUC framework: a specious environment and
honest firewalls. In particular, the problem is not caused by malicious behavior
or firewall subversion. Rather, the limitation is inherent to the protocol struc-
ture itself. Informally, in two rounds, independently sampled firewall randomness
cannot reliably sanitize the sender’s coefficients inside a single ciphertext.
Main ideas behind the obstruction. The proof tracks how the plaintext
evolves through the protocol. In any 2-round AHE-based OLE protocol, firewalls
can only manipulate ciphertexts via the scheme’s homomorphic operations, so
each induces an affine transformation on the plaintext. The ciphertext undergoes
four successive transformations: (1) R encrypts z; (2) Fr blinds it, yielding
an encryption of a”x + b”; (3) S homomorphically evaluates a(-) + b, giving
aa”x + ab” + b; (4) Fg blinds again, producing aa’a”x + aa’d” + a’b+b'. On the
return trip, Fg has one final chance to apply an affine transformation z +— vz +4
before decryption.

The core difficulty: the real plaintext does not match the ideal output. Follow-
ing Fsot from [CMMV24, Section 3.1], FsoLg applies independent multiplicative
masks, so with firewall masks (a’,’) and (a”,b”) the sanitized coefficients are
a = ad’a”, b = bV, and the receiver obtains Yideal = aa’a” - x + bV'Y" fully
factorized: the masking of a never interacts with that of b. The real protocol,
by contrast, accumulates mixed terms like aa’d” and a’b. Matching real to ideal
becomes a polynomial equality in (x,a,b), forcing (v, d) into incompatible con-
ditions. Two independent obstructions emerge:

1. The cross-term aa’b” appears in the real output but not the ideal one. Remov-
ing it would require the final firewall transformation to depend on a, which
is hidden by IND-CPA security.

2. The cross-term a’b similarly appears only in the real output. Eliminating it
would require Fr to know both b (hidden by encryption) and o’ (known only
to Fs, whose randomness is independent of Fr under srUC).

Conceptually the ideal functionality assumes perfectly factorized masking, while
homomorphic affine composition necessarily mixes masks and secrets. Undoing
the mixed terms requires information no single firewall possesses, and with only
two rounds there is no way for firewalls to coordinate enough algebraic informa-
tion.

Semantics of the blinding. Both firewalls blind the sender’s coefficients multi-
plicatively: a — a-a’-a” and b+ b-b -b", givinga =a-a'-a” and b=1b-b-b",
so the receiver obtains @ -z + b = ad’a” - x + bb'b".

When the firewalls’ contributions are dropped. FsoLg disregards F;’s contribu-
tion if the entire party P; is malicious per the corruption translation table
of [CMNV22, Table 1]. This is reasonable under static corruption: each com-
ponent’s status is fixed in advance, and a malicious party’s joint behavior need
not be simulated internally.

The Class of 2-Round AHE-Based Protocols. We now formalize the class
of protocols against which the impossibility is stated. Following [CMNV22, Def-
inition 2|, a sanitizing protocol I for an n-party functionality consists of n cores
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{Cy,...,C,} and n firewalls {Fy,...,F,}, where each F; mediates the commu-
nication of C; on both inbound and outbound channels (with secure channels
between a core and its own firewall).

Before formalizing the protocol class, we make precise the entropy requirement
on the firewalls’ blinding masks. Without some lower bound on the entropy of
the masks, a firewall could trivially sample (a’,b') = (1,0) (the identity trans-
formation), in which case there would be no sanitation to speak of and the
impossibility would be vacuous.

Definition 5 (Well-spread mask distribution). A mask distribution D over
the ring R is well-spread if its min-entropy is super-logarithmic in the security
parameter, i.€.,

H. (D) := —logrrne;%(T*PED[r =r] =w(log\).
Equivalently, max,cg Prr«plr* = r] = negl(\). A pair of mask distributions
(D,,Dy) over R? is well-spread if both marginals are well-spread.

The well-spreadness condition is the weakest non-triviality assumption possible:
each firewall mask must be sampled with enough randomness that no specific
value is predictable. This holds automatically if masks are sampled uniformly
from R (which has super-polynomial cardinality), or from any distribution with
super-polynomially large, roughly balanced support. The condition is necessary
because the impossibility relies on mask unpredictability—a corrupted firewall
that always samples (1,0) acts as no firewall at all, leaving no obstruction to
overcome.

Definition 6 (2-round AHE-based sanitizing protocol). A sanitizing pro-
tocol T for OLE in the Fsat-hybrid model is 2-round AHE-based with bilateral
plaintext-masking firewalls if there exists an AHE scheme (KeyGen, Enc, Dec, Eval)
over plaintext ring R, and well-spread mask distributions Dg, Dr over R? (in
the sense of Definition 5), such that:

(i) Round 1 (receiver — sender): Cgr computes (pk,sk) < KeyGen(1*) and
c1 < Enc(pk, z), and sends (pk,c1) to Fr. Fr samples masks (a”,b") +
DR, applies the homomorphic affine transformation z — a’’z +b" to c;
(and possibly mauls pk), and forwards the result to Fg.

(ii) Round 2 (sender — receiver): Upon receiving the round-1 message, Cg
computes a ciphertext co whose encoded plaintext is a - Py + b, where Py
is the plaintext underlying the round-1 ciphertext it received. Cg sends co
to Fs. Fs samples masks (a’,b") < Dg, applies the homomorphic affine
transformation z — a'z + b’ to co, and forwards the result to FR.

(ii) Receiver output: Fr may apply an additional homomorphic affine trans-
formation z — vz 46 to the inbound round-2 ciphertext before forwarding
it to Cr, who decrypts to obtain y.

(iv) Firewall independence: Fs and Fr share no state or random coins; in
particular, Dg and Dr are sampled independently.
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This class captures the natural 2-round AHE-based template: the receiver en-
crypts, the sender homomorphically evaluates, and the firewalls sanitize by ap-
plying plaintext-level affine transformations to the in-transit ciphertexts. The
plaintext-level affine form of the firewall operations is forced by the AHE: the
only plaintext operations available via the homomorphic interface are affine. The
protocol may otherwise maul public keys, rerandomized ciphertext noise, or per-
form any other ciphertext-level sanitization.

Theorem 1 (Impossibility of 2-Round Sanitizable OLE from AHE).

Let R be a finite ring with super-polynomial cardinality. Let 1N be any 2-round
AHE-based sanitizing protocol with bilateral plaintext-masking firewalls in the
sense of Definition 6. Then N does not srUC-realize FsoLg. In particular, there
exist a PPT environment Z and a PPT adversary A such that for every PPT sim-

ulator S, we obtain | Pr [Execﬁfﬁz = 1| — Pr[Execrg,,s,2 = 1] | > 1 — negl(A),

where Z uses only specious corruptions of cores and honest corruptions of fire-
walls.

The obstruction is a correctness obstruction: the real and ideal executions diverge
even under honest firewalls, so no simulator can reconcile them. The proof of
this theorem is postponed to Appendix B.2

4.3 3-Round Protocol Realizing Sanitizable OLE

In light of the impossibility result of the previous section, we move our attention
to the 3-round setting. The extra round buys exactly the room that two rounds
could not afford: a return trip on which firewalls can clean up the in-transit
values without having to undo any algebraic mixing of the sender’s inputs with
their masks.

A Regular 3-Round OLE Protocol. Before turning to the sanitized protocol,
we propose the standard non-sanitized three-round template, in which an AHE
scheme is used in a natural way. The sender S publishes encryptions of its inputs.
The receiver R homomorphically evaluates the affine map at its own input while
adding a fresh random mask and storing it in its state. Then the sender decrypts
and returns the masked value. The receiver removes the mask. Construction
in Figure 8 formalizes this idea.

Protocol: I'Ig,_)E

Let AHE be a key-malleable AHE scheme as in Definition 4. The protocol run
between the sender S with input (a,b) and the receiver R with input z.
Round-1: The sender S runs (pk,sk) < KeyGen(1*). Compute: (a) < Enc(pk, a)
and (b) < Enc(pk,b). Send (pk, (a), (b)) to R.

Round-2: The receiver R does r <~ M and compute (r) + Enc(pk,r), then
compute t = CMult({a), z), u = HomOp(t, (b)), and y = HomOp(u, (r)). Send y to
S
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Round-3: The sender S decrypts z = Dec(sk, y) and send z to R.
Output: R outputs ADD(z, —7).

Fig. 8: 3-Round OLE Protocol.

Correctness of the protocol is immediate: by additive homomorphism, the mes-

sage decrypted by the sender carries the desired OLE output plus the receiver’s

own mask, which the receiver then removes. As for security, the protocol UC-
realizes the regular OLE functionality FoLg against semi-honest adversaries, un-
der the standard IND-CPA assumption on the underlying encryption scheme.

We formally state Theorem 2, the proof is deferred to Appendix B.5.

Theorem 2. If the key-malleable AHE is IND-CPA secure, then the protocol
I_I(O?’,_)E of UC-realizes the ideal functionality FoLe against semi-honest adversary.

Sanitizing 3-Round OLE Protocol. The sanitizing OLE protocol introduces
two layers of cleanup. In the first round, both firewalls maul the receiver’s public
key into a fresh, independent one and re-randomize the in-transit ciphertexts

using the key-malleable properties of AHE defined in the Definition 4. No sub-

liminal information that the sender’s core may have planted into its key or into
its encryptions can survive this cleanup. In the second and third rounds, each
firewall additively masks the OLE output with a fresh random value, and then

strips that mask on its way back to the receiver. The protocol is depicted in Fig-

ure 9. We formally state the security Theorem 3. The proof is postponed to
Appendix B.7.

Protocol: I'Ig,_)E

The protocol is executed in the Fsar-hybrid model between a sender S = (Cs, Fg)

and a receiver R = (Cgr, Fr). Let AHE be a key malleable, additive homomorphic

encryption scheme as in Definition 4. The protocol runs between the sender S with

input (a,b) and the receiver R with input z.

Round 1:

— Cs runs (sk, pk) < KeyGen(1*) and encrypts a and b: (a) < Enc(pk,a) and
(b) < Enc(pk, b) and sends (pk, (a), (b)) to Fs.

— Fs samples @’ < F and compute (a’) < Enc(pk,a’). Then does (pk,7) <
MaulPK(pk). Then it computes {a) = Rerand(AlignEnc(HomOp({a), (a’)), pk, 7))
and (b) = Rerand(AlignEnc((b), pk, 7)). Forward (pk, (a), (b)) to Fr

— Fr samples a” & F and subsequently computes (CTI> «— Enc(;f)?, a”) and

(ﬁ,p) +— MaulPK(ﬂ) and @ = Rerand(AIignEnc(HomOp((a),(a”)),ERp))

and </b\> = Rerand(AIignEnc((fl\)S,;/);7 p)). Forward (BR, (a), (b)) to Cgr.
Round 2:
— Cg samples r & Mand computes (r) <= Enc(pk, r). Evaluate t = CMult({a), z),

I

and u = HomOp(t, (/i)\)) Compute ¥ = HomOp(u, (r}). Send y to Fr.
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— Fr samples r” & M and computes (7\”> — Enc(?)R r"”). Tt masks
the reply under pk as §* = HomOp(7, <7'/7)) Then it computes § =
Rerand(AIignEnc(@\*,;)\lz, p)) and forwards y to Fs.

— Fgs samples r’ & Mand computes (76 — Enc(glz, r’). It masks the reply under
pk as §* = HomOp(7, m) Then it computes y = Rerand(AlignEnc(y ™, pk, 7))
and forwards y to Cs.

Round 3:

— Cs decrypts and obtains z = Dec(sk, y). Then it relays z to Fs.

— Fs samples v’ & F, removes its own mask ' and applies its plaintext mask:
Z = ADD(ADD(z, —r'),b’). It sends Z to Fgr.

— Fr samples b” & , removes its own mask 7’/ and applies its plaintext mask:
z = ADD(ADD(z, —r"),b"). It sends Z to Cr.

Output: Cr outputs: ADD(Z, —r)

Fig. 9: 3-Round Sanitizing OLE Protocol ﬁg_)E Realizing FsoLE

Theorem 3. If the key-malleable AHE is IND-CPA secure, then ﬁggE srUC-
realizes FsoLe in the Fsar-hybrid model against semi-honest adversary.

Proof Overview of Theorem 3. It will be sufficient to write simulator for any
adversary A that corrupting one party and firewall of the other party; along with
showing that the firewalls are strongly sanitizing. Corrupt sender. S knows (a, b),
masks (a’, '), (a”,b") of firewall and the return-trip masks r’, 7" € M sampled
inside the two firewalls. S forwards them to Fso g and through BLIND commands.

S simulates only the round-2 ciphertext : sample z* & F, set y < Enc(pk,, 2*),
run firewall code, and emit z = z* + 7' + " as the round-3 plaintext. The
real plaintext (a + o’ + @)z + b + r is uniform because r is, and the sender
decrypts it shifted by ' + r”; distributions match. Corrupt receiver. S knows
x,r, both firewall masks together with their return-trip masks r/, 7", not (a,b).
It queries FsoLe on the receiver’s interface, obtains the target output y = Qx+b.
S generates a fresh key pair, sets (a) < Enc(pk, 0) and (b) + Enc(pk,0) i.e., two
fresh encryptions of 0, runs the firewall code through rounds 1 and 2, and emits
z + g—=b'=b"4+r+r'+r" as the round-3 plaintext. Substitution gives z = (a+a’+
ax+b+r+r'+r", the exact real-world decryption; the firewall chain then strips
r’ and r” and yields Z = g+, so the receiver’s local computation ADD(Z, —r) =4
matches the ideal. Strongly sanitizing firewalls. Each firewall touches the wire
at three points. Outbound key: MaulPK output is statistically fresh by (KM3),
destroying subliminal patterns in pk. Outbound/inbound ciphertexts: ReRand +
AlignEnc make every aligned ciphertext statistically close to a fresh encryption
of the same plaintext, eliminating both leakage and trigger conditions on the bit-

level encoding; on the return trip the fresh mask r’ & M additionally blinds the
plaintext carried by the reply. Round-3 plaintext: the firewall first removes its
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own mask 7/, and then the fresh additive mask b’ & F overwrites z information-
theoretically. The symmetric argument handles Fy.

Application: Randomized Equality from Sanitizable OLE. As an applica-
tion of FsoLe we discuss the possibility of Randomized Equality built from FsoLg.
Each party hashes its password into the field, w' = Hash(pwl), wht = Hash(pr),

with |F| > 2", and samples a uniform scalar a', a® ﬁ F. Two symmetric FsoLg
calls (with swapped roles) are made, C; obtains v! = (a® +a’ + " )w' + V' +b”
and Cg obtains v® = (a' + a’ + a”)w™. Each party finalizes

skey' := alw! + o' = (a' + a® +d/ +a ) + 0 + b’

skey™ 1= aRwl + o = (ol + a® + ' + ") + 0 + V.

When w! = w?® the keys match; otherwise the difference is (a! + a® + o’ +
a”)(w' — w?) which is uniform in F* since at least one of a!, a® is uniform and
a’,a’ are uniform firewall masks. A detailed discussion on Randomized Equality
is postponed to Appendix C.

4.4 2-Round Sanitizing OLE Protocol

OLE underlies a wide range of cryptographic protocols. Its sanitizable coun-
terpart, however, has limited reach: the firewalls’ two-sided masking breaks the
sender-receiver correlation that higher-level protocols rely on, making derandom-
ization and composition syntactically awkward. Broader applications of FoLg
are left as a future direction. We therefore study a restricted setting, where a
sanitizing realization of the regular OLE functionality suffices.

Regular 2-Round OLE Protocol. The starting point of this section will be
realizing the regular OLE functionality FoLg in two rounds. It will incur less
communication cost when used in other protocols. We start by recalling the
familiar 2-round template. We begin with the textbook 2-round OLE protocol:
Sender S with (a,b) and receiver R with x participates in the protocol with
access to a AHE scheme. In Round-1, R runs (pk,sk) < KeyGen(1%). Compute
(x) + Enc(pk, ). Send (pk, (x)) to S. In Round-2, S encrypts b with pk: (b) +
Enc(pk, b) then computes: y = HomOp(a(z), (b)) homomorphically and send y to
R. Finally, R outputs Dec(sk,y). This 2-round generic OLE construction I'Igl_)E is

depicted in Figure 17. The protocol I'I(OQI_)E correctly UC-realizes Fo_g against semi-
honest adversaries under the IND-CPA assumption on the underlying encryption
scheme, as captured by Theorem 4 below, proof of which is obvious, for the sake
of completeness the proof is deferred to the Appendix B.9.

Theorem 4. If the key-malleable AHE scheme is IND-CPA secure, then the
2)

protocol H(OLE UC-realizes FoLe against semi-honest corruptions.

Sanitizing 2-Round OLE Protocol. We lift this to the subversion-resilient
setting. We do not realize F¢oLg, which is impossible in two rounds. Instead, we
realize FoLg in the wsrUC sense, where the wrapper absorbs the firewall layer and
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firewalls neutralize subliminal channels rather than inject independent masking.
The sanitized protocol layers key-mauling and ciphertext re-randomization on
the plain template, applied symmetrically on the forward and return trips. In
round one, the receiver’s and sender’s firewalls successively maul the public key
and align the ciphertext with each new key; by key-malleability, every mauled
key is statistically independent of its predecessor, washing out any subliminal
information the receiver’s core planted in its key or ciphertext. In round two, the
firewalls reverse the process, aligning the sender’s reply back to the receiver’s
original key and rerandomize the ciphertext to wash out any injected covert
randomness.

Protocol: ﬁ(o2£E

Let AHE be a key-malleable additive homomorphic encryption scheme as in Def-
inition 4. The protocol is executed in the Fsar-hybrid model between a sender
S = (Cs, Fs) and a receiver R = (Cg, Fgr).

Round 1: Cr: (pk,sk) < KeyGen(1*) and compute (z) = Enc(pk,z). Send
(pk,(z)) to Fr. Then, Fr computes (pk’,p) < MaulPK(pk) and (z)' =
Rerand (AlignEnc((z), pk’, p)). Forward (pk’,(z)’) to Fs. Finally, Fs computes
(pk,7) < MaulPK(pk’) and () = Rerand (AlignEnc((z)’, pk,7)). Send (pk, (z)) to
Cs.

Round 2: Cs computes (b) < Enc(;ﬂ)\lz, b), t = CMult((z),a), and z =
HomOp(t, (b)). Send Z to Fs. Then, Fs computes z’ = Rerand (AlignEnc(Z, pk’, p)).
Forward 2’ to Fgr. Finally, Fr computes z = Rerand (AIignEnc(z', pk, 'y)) Relay z
to Cr.

Output: The core Cr outputs Dec(sk, z).

\ J

Fig. 10: 2-Round Sanitizing OLE Protocol
We formally state, Theorem 5, the proof is postponed to Appendix B.11.

Theorem 5. If key-malleable AHE is IND-CPA secure, then the ﬁgBE protocol
wsrUC-realizes FoLg in the Fsar-hybrid model.

Proof Overview of Theorem 5. We will show that the protocol ﬁg,_)E real-

izes Wrap(FoLg) for both corruption cases. The adversary corrupts one party
and the firewall of the other party. Corrupt sender. A three-hybrid argument
moves from the real encryption Enc(pk’,z) to Enc(pk’,Z) for uniform z, via
one IND-CPA hop on the freshly distributed key pk’ produced by MaulPK.
Corrupt receiver. S obtains z* = ax + b from Wrap(FoLg) and re-encrypts
2" + Enc(pk’, z*). In the real protocol, the sender’s Z is computed homomorphi-
cally as HomOp(CMult((z), a), Enc(pk, b)), which by the homomorphic correct-
ness of AHE plus the fresh randomness contributed by Enc(pk,b) is distributed
as a fresh encryption of az + b under pk;. Applying MaulCT and ReRand on
the return trip yields a ciphertext statistically close to a fresh Enc(pk’, az + b),
exactly matching the simulator’s choice. Strongly sanitizing firewalls. By defini-
tion, a SPECIOUS core is computationally indistinguishable from the honest one
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under any efficient black-box test. (KM3) in Definition 4 makes every MaulPK
output statistically close to a fresh KeyGen output. (KM2)/(KM4) in Definition 4
combined with ReRand make every transformed ciphertext statistically close to
a fresh encryption of the same plaintext.

4.5 Instantiation with Class Group

Building on the foundations developed in [CL15|, [CCL*19|, and [KMM™24],
we briefly review the background of class-groups of imaginary quadratic fields
before revisiting the encryption scheme.

Group Structure. The class group framework considers a finite abelian group
Gev of unknown order ¢ -3, where ¢ is a publicly known prime, while 5 is secret
and co- prlme to ¢q. Let Fc. = (f) denote a cyclic subgroup of G¢ of order g.
The set GCL = {g? : 9 € GCL} obtained as the image of the g-power map,
forms a subgroup of GCL of order 5. As 8 and ¢ are co-prime, the group GCL
admits the decomposition G¢p ~ Fep x (GCL. We further assume that U € Z is a
known upper bound on 5. Rather than working directly with @CL, we consider
a cyclic subgroup Ge¢p of G¢p of order ¢ - s, where s is an unknown divisor of s.
Consequently, F¢| also serves as a cyclic subgroup of G¢|, and the corresponding
g-power image G¢, = {¢9? : g € GcL} forms a cyclic subgroup of order s. Since ¢
and s are likewise co-prime, we obtain the direct product decomposition G¢| =~
Fer x G¢, . We additionally assume that both s and § are odd, and that each of
s, 8, q grows exponentially with respect to the security parameter A. Moreover,
despite the group orders being unknown, we assume that group operations such
as exponentiation and inversion can still be performed efficiently.

Algorithmic Framework. The feasibility of this framework stems from the
fact that although the discrete logarithm problem is computationally hard in
the groups GCL,GCL and their corresponding g-power subgroups GCL,GCL, it

can be solved efficiently in Fc,. More specifically, the following two efficient algo-
rithms are available: (i) (U, Gew,Fel, f, 9q: D, Dy, p) « CGen(1*,1*¢ q). Given
the computational security parameter A, the statistical security parameter Ay,
and a prime ¢, this algorithm outputs the class group parameters together with
the randomness p employed during their generation. For simplicity, we also in-
clude the specifications of the distributions D and Dy, which are defined below.
(ii)  + Solve(X = fx,U,q7@CL,IFC|_,gq,f). This algorithm deterministically
and efficiently computes the discrete logarithm in the group Fc.

Sampling Distributions. We consider two efficiently samplable distributions D
and D, over Z such that {g* | x <~ D} and {g7 |  +~ D,} produce distributions
over GeL and G¢, respectively, which are statistically close (within distance
272t for a statistical security parameter Ay, typically set to 40 in practice) to
uniform distributions over G¢. and G¢| respectively.
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Scheme: CG.AHE

CG.KeyGen(ppcg): ReRand(pk, ¢) for ¢ = (R, E):

— Sample sk + D,. — Sample r < D,.

— Sample pk := g;k. — co = CG.Enc(pk,0) = (gg, pk").
— Output (sk, pk). — Output HomOp(c, co).
CG.Enc(pk,m) for m € Zy: MaulPK(pk) for pk = g5*:

— Sample 7 < Dy. — Sample 7’ « Dj.

- R=ygy, E=[f"pk". —azggl.

— Output ¢:= (R, E). — Output pk’ :=pk-a, 7=1".
CG.Dec(sk, ¢): MaulSK(sk, 7) for sk « Dy, 7 = 1"
— Parse c= (R,E); M =E-(R*)™". | — Output sk’ := sk + 1.

— Solve m = Solve(ppcg, M).

— Output m.

HomOp(c1, c2): MaulCT(e, 7) for c = (R, E), T =1":
— Parse ¢; = (R1,E1), Cco = (RQ,EQ). — B =E. R’"/.

— HomOp((Ry1, E1), (R2, E2)) = | — ¢ = CG.Enc(pk’,0).

(R1R2, ErE?). — Output ¢ = HomOp(c, cp).
CMult(e, a): AlignEnc(¢, pk, 7) for ¢ = (R, E), 7 =
— Parse c = (R, E). '

— CMult((R, E), o) := (R*, E®). - E=E-R".
— ¢o < CG.Enc(pk,0).
— Output ¢/ = HomOp((R, E'), co).

Fig. 11: Key-malleable AHE from Class Group
We discuss the correctness and security guarantee of Class Group based Key-
mallebale AHE in Appendix D. The OLE protocols, I'Ig,_)E, and I'Ig’,_)E along with
their sanitizing variants, can be instantiated by the construction stated in Fig-
ure 11 in a natural way. Instantiation with post-quantum encryption schemes
based on Lattices is not obvious, we leave it as a possible future work.

5 Applications of Sanitizing OLE

5.1 Oblivious Polynomial Evaluation

In the OPE setting, the party A holds a degree-d polynomial p(X) =
E?:o a; X7 € F[X], while the party B holds an evaluation point a € F. At
the end of the protocol, B learns only p(«), whereas A obtains no output.
Following the ideas of [NP99, Gil01|, our protocol MNopg in Figure 18 real-
izes OPE via a Horner-style decomposition using d sequential invocations of

A B

FoLe- The protocol maintains additive shares s, s; € F satisfying the invariant

sf‘ + sz =aqa’ +ag_107 1+ -+ a4, for every i € [d— 1]. In the i-th invoca-
tion of OLE, party A inputs (A;, B;) = (sf‘_l, aq—; — pi), where p; & F, while
party B inputs « and receives y; = s’?_la + aq—; — p;, after which it updates
sB + y; + asB |. In the final invocation, A inputs (44, By) = (s4_,,a0) and B
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inputs «, obtaining y; = Aga + By and outputting yq + ass_l = p(a). We mod-
ify the final Fo_g invocation so that Mopg uses only black-box access to Forg,
without requiring to send any additional messages to the receiver. For readabil-
ity, we defer the complete protocol specification to Appendix E.1. We formally
state the security of our OPE protocol in Theorem 6, the proof is deferred to
Appendix F.2.

Theorem 6. The Protocol Nope UC-realizes Fope in FoLe-hybrid model against
semi-honest adversary.

Sanitizing OPE. The protocol ﬁopE is obtained from lMopg by replacing each
of the d ideal Fo_g calls with an invocation of the wsrUC-secure OLE protocol
ﬁgL)E. For i € [d], in the i-th OLE sub-instance: Party A’s core acts as a sender (S)
and feeds the input (A;, B;), where (A4;, B;) = (5?71a Od—i — pi) for i € [d—1],
and (Ag4, Bq) = (s4_1, ao). Bob’s core acts as a receiver (R) and feeds the input

a. Let F§ and F§ denote the sender- and receiver-side firewalls of the i-th ﬁOLE
sub-protocol. We define the parallel composition of the per-instance firewalls as

FOPE = FLoFio--oFL,  FPE:=FL o F o --- o F4,

where “¢” denotes parallel composition: the composed firewall has one saniti-
zation interface S’ per OLE sub-instance i. On input addressed to instance 4,
FQPE (resp. F9PE) behaves exactly as F§ (resp. F%), without sharing any state
across instances. Equivalently, FRPE and FSPE run independent copies of the
per-instance firewalls with the d OLE sub-protocols. each sub-firewall sanitizes
its own sub-transcript, and the OPE-level view of the environment is the joint
view across the d instances. The complete proof of Theorem 7 is postponed to
Appendix F.3.

Theorem 7. There exists a protocol Tope that wsrUC-realizes Fope in
(Fsat, FoLe)-hybrid model.

Proof Overview of Theorem 7. Define hybrids Hg, ..., Hg where H; replaces

the first ¢ invocations of ﬁg,_)E inside ﬁOPE by ideal Wrap(FoLg) calls. Theorem 5

gives H; 1 ~ H; for each i; chaining yields Hg ~ Hs. Up to wrapper bookkeep-
ing, Hy is an execution of MNppg in the FoLg-hybrid model, for which Theorem 6
already supplies a UC simulator. The composed simulator is the obvious concate-
nation. Strong sanitation of firewalls lifts by decomposing the composite OPE
core into d parallel OLE sub-cores: a SPECIOUS composite induces SPECIOUS
marginals on the sub-cores, per-instance strong sanitation comes from Theo-
rem 5, and a d-step hybrid, as the parallel composition ¢ shares no state across
instances, yields joint strong sanitation.

5.2 Oblivious Polynomial Addition

We recall the OPA functionality in Figure 5. Party A holds a polynomial a
of degree at most 2d and party B holds b of degree at most d; then B learns
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r - b+ a for a fresh random masking polynomial r of degree at most d chosen
by the sender, and nothing else about a. The protocol lNppa realizes oblivious
polynomial addition in the Fog-hybrid model between A holding a(X) € F[X]
with deg(a) < 2d and B holding b(X) € F[X] with deg(b) < d, over distinct
public points ay, ..., az+1 € F. Party A samples a random masking polynomial
r(X) & F<4[X] and, for each i € [2d + 1], computes a; := a(;) and 7; := r(;),
invoking Fo_g with sender input (r;, a;). In parallel, for each i € [2d 4 1], party
B computes b; := b(q;) and invokes FoLg with receiver input b;, obtaining
¢; = rib; + a,. Finally, B interpolates and outputs the unique polynomial ¢(X) €
F[X] of degree at most 2d satisfying c(o;) = ¢; for all i € [2d + 1]. The mask r
prevents party B from subtracting its own input to recover a. The protocol is
depicted in Figure 19. We formally state Theorem 8, the proof is postponed to
Appendix F.5.

Theorem 8. The protocol Nopa UC-realizes the Fopa in the FoLe-hybrid model.

Sanitizing OPA. We lift [Nppa to the subversion-resilient setting. Since Mopa
uses FoLg as its only cryptographic primitive, it suffices to replace each of the
2d + 1 ideal calls with a sanitizing OLE protocol and compose the per-instance
firewalls in parallel following the same template for Mopg. As all FoLg sub-calls
are independent, no shared state is needed: each sub-firewall sanitizes its own
sub-transcript, and the OPA-level view of the environment is the joint view
across the 2d + 1 instances.

Protocol. The protocol lMopa is obtained from Mppa by replacing each of the
2d + 1 ideal Fog calls with an invocation of the wsrUC-secure OLE protocol
MoLe in Figure 10. For ¢ € [2d + 1], the party A as a sender in OLE feeds
(riya;) := (r(a;),a(e;)) and party B as a receiver feeds b; := b(qy) into the
i-th internal OLE instance. Let F4 and F§ denote the sender- and receiver side
firewalls of that i-th OLE instance. We define the parallel composition of these
per-instance firewalls as,

FRA = F{oFg o - o FE™ FR™ = FR o FR o - o FRT,

where “¢” denotes parallel composition: the composed firewall has one saniti-
zation interface S per OLE instance i, and on input addressed to instance i
behaves exactly as FY (resp. F§), without exchanging any state across instances.
Equivalently, FSPA and FSPA run independent copies of the per-instance firewalls
with the 2d+1 OLE sub-protocols. The proof of the Theorem 9 is postponed to
Appendix F.6.

Theorem 9. The protocol ﬁopA that wsrUC-realizes Fopa in (Fsat, FOLE)-
hybrid model.

6 Sanitizing Private Set Intersection

6.1 Subversion-Resilient PSI from OPE

PSI from OPE. One-sided Private Set Intersection obtained from OPE as fol-
lows: the party A encodes her set Sa = {71, ...,7m} as the vanishing polynomial
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Pa(X) =[], cs,(X —7), and for each element 3; € Sp the parties invoke one

instance of Fope to compute 7;.pa(8;), where 7; EF \ {0} is sample randomly
in each invocation; the party B adds 3; to the intersection set if and only if
r;.Pa(B;) = 0. We call this protocol Mps;. We state the relevant results and dis-
cuss the proofs formally in Appendix G. In particular, the proof of Theorem 10
is available in Appendix G.2.

Theorem 10. The protocol Mpsy UC-realizes Fpgy in the Fope-hybrid model.

Sanitizing PSI from Sanitized OPE. We lift lpg) to the subversion-resilient
setting by replacing each of the n Fope calls with the sanitizing OPE proto-
col MNopg, with party-level firewalls obtained as the parallel composition of the
per-instance OPE firewalls. Since the only cross-party messages are OPE sub-
transcripts, strong sanitation of the PSI firewalls reduces to that of the underly-
ing OPE firewalls. N N
Protocol. We obtain lpg from [lps; by replacing each Fopg call with MNopg,
indexed by j € [n]. In j-th OPE instance, party A is acting as the OPE sender
with input p,(X) and party B acts OPE receiver with input 3;. Let Fg), Fg)
denote the sender- and receiver-side firewalls of the j-th ﬁopE invocation. The
PSI firewalls are

FKSI = F(Sl) S e O F(Sn)7 FESl = F(Fi) DY Fg)a

where “o” is parallel composition: one sanitization interface S/ per sub-instance,
behaving as Fg) (resp. Fg)) on inputs addressed to j-th OPE call, with no
state shared across instances. The one-sided OPE-based PSI exchanges no fur-
ther communication at the PSI layer beyond the OPE sub-transcripts: party A
feeds pp to every instance and receives L, while B feeds fi,..., 5, and locally
assembles the intersection from z1, ..., z,. The complete proof of Theorem 11 is
postponed to Appendix I.

Theorem 11. The protocol ﬁp5| that wsrUC-realizes Fpsi in (FsaT, FOPE)-
hybrid model.

Proof Overview for Theorem 11. The one-sided OPE-based PSI exchanges
no additional message at the PSI layer beyond the OPE sub-transcripts. Every
channel a subverted PSI core could exploit is therefore already a channel of some
underlying OPE, so sanitation lifts modularly. (i) UC realization. Define hybrids
Ho, ..., H, in which the first j invocations of Nope are replaced by Wrap(Fopg).
Theorem 7 gives H;_y & H; for each j, so Hog & H,; by the corruption trans-
lation Table 1, H,, is statistically lps; in the Fopg-hybrid model, which UC-
realizes Fps; by Theorem 10. Hence, chaining yields the simulator. (i7) Strong
sanitation. By construction FES' = F{) o ... o FY and FES' = F) o ... o FI,
with no shared state. A specious PSI core projects to a specious marginal on
each OPE sub-instance; each marginal is neutralized by the corresponding per-
instance OPE firewall, strongly sanitizing by by Theorem 7. A n-step hybrid lifts
marginal indistinguishability to joint view.
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Complexity of OPE based PSI. Since lNopg evaluates a degree-d polynomial
via d calls to Forg, and party A’s polynomial pa(X) = ][ cg, (X —7) has
degree m = |Sa|, the PSI protocol uses mn = |Sa| - |Sg| FoLe calls, becomes
O(n?) for balanced sets. This is fine in the unbalanced setting but motivates the
OPA-based construction of the next section for balanced PSI.

6.2 Subversion-Resilient PSI from OPA

Obtaining PSI from OPA. There has been a development by Ghosh and
Nilges [GN19] on obtaining two-sided PSI from OPA. Their protocol uses two
OPA invocations along with an additional communication round. We develop
a one-sided PSI protocol using only one invocation of OPA and no additional
communication rounds. The protocol I13%] realizes Fps from a single Fopa call.
Each party encodes its size-n set as the polynomial vanishing on it: Party A builds
pa with roots Sa, and party B builds pg with roots Sg. A samples random ra, ',
of degree n, forms qa = P, - Iy, and inputs (qa, ) to Fopa as sender; B inputs
pg as receiver and obtains p, = qa + ra - Pg. Any S € Sg N Sa zeroes both
summands, so p~(8) = 0; for 5 ¢ Sa, the random ra masks the value. B outputs
Sn = {B € Sg : p~(B) = 0}. We formally describe our protocol in Figure 21.
The proof of Theorem 12 follows from the proof of Theorem 8, thus postponed
to Appendix H.2.

Theorem 12. The protocol 135, UC-realizes Fps) in the Fopa—hybrid model
against semi-honest adversary.

Sanitizing PSI from Sanitized OPA. The PSI protocol 3% (formally, in Fig-
ure 21) invokes the Fopa functionality once and no additional communication
rounds are required between the parties. Only, a local computation of party B re-
mains after Fopa invocation. Thus, to sanitize PSI based on OPA we will replace
the standard OPA invocation Fopa in the M3% with the sanitizing OPA protocol

ﬁopA derived in the previous section. So, the sanitizing PSI protocol becomes
a direct application of sanitizing OPA protocol. Let us call this protocol 3%,
The proof of correctness and security directly follows from that of OPA. For the
sake of completeness, we provide the formal analysis of Mg in Appendix J. The

proof of Theorem 15 is postponed to Appendix J.1.

Theorem 13. The protocol ﬁ,?,%al wsrUC-realizes Fps) in the (Fsat, Fopa)-hybrid
model.

Two-Sided PSI from OPA. Given the one-sided PSI protocol M%), a two-sided
PSI protocol M35, is obtained by having B forward the intersection Sn to A. For
the subversion-resilient version, we build on ﬁ;”sﬁ and ensure that this additional
communication round does not leak information, by routing it through a simple
sanitizable message transmission protocol. The firewalls of OPA composed with
those of message transmission then yield firewalls for l‘lgf’;sI7 giving a subversion-
resilient two-sided PSI. A formal treatment is deferred to Appendix K.
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7 Experimental Results

All protocols were implemented as a prototype® in C++ using the BICYCL li-
brary [BCIL23], which provides efficient ideal class-group arithmetic over imagi-
nary quadratic fields. The encryption scheme was instantiated at a 128-bit secu-
rity level.

Setup. Benchmarks were run on two LAN-connected machines (1 Gbps, 0.2 ms
RTT): the receiver on an Intel Core i9-14900K (32 threads) and the sender on
an Intel Xeon w5-2565X (36 threads), with each party and its RF co-located on
the same machine.

The parameter N defines the problem size: the number of instances in Batched
OLE, the sender’s polynomial degree in OPE and OPA, and each party’s set size
in PSI. We benchmark over N € {210 211 215}

Table 2 reports total execution times across the parameter sweep; Figure 12
illustrates the key trend. The relative RF overhead decreases as the local compu-
tational complexity of the protocol increases: at N = 2%, the RF layer imposes
a 2.8x latency increase on Batched OLE, but only 1.25x on PSI, confirming
that subversion resilience is achievable at a modest and practical cost.
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Fig. 12: Wall-clock time (sec), regular vs. RF protocol variants at N = 2'5. PSI-1:
one-sided PSI from OPA; PSI-2: two-sided PSI from OPA.

Parallelism and Transport. Cryptographic work is parallelized via a persis-
tent worker pool (28 threads on the receiver, 32 on the sender). Ciphertext traffic
is split across eight TCP connections (network lanes); batched protocols process
ciphertexts in chunks of 128 OLE instances to bound memory and overlap com-
putation with I/0.
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Table 2: Total time (in sec) for all protocol variants, for N = 210 to 2*5.

Protocol [ 29 | 27 [ 2% | 2° | 27 [ 2©
Oblivious Linear Evaluation
Batched OLE 2.73 4.21 7.3 13.56 | 26.73| 53.18
Batched RF OLE 6.89 13.10 21.27 39.20 74.36 | 144.32
3-Round OLE 3.88 6.46 11.59 21.81 42.30| 84.81

3-Round RF OLE (FsoLg) 10.27| 18.32| 34.75| 66.80| 131.55| 260.80

Oblivious Polynomial Evaluation

33

OPE 3.85 6.23 10.92| 20.41 39.09| 77.16

RF OPE 6.87 12.13 21.10 30.01 74.32| 146.45
Oblivious Polynomial Addition

OPA 5.07 7.40 12.12| 21.49| 40.37| 78.18

RF OPA 8.22 13.73| 23.03| 38.20| 76.67| 147.27
Private Set Intersection

PSI (one-sided) 11.42| 20.82| 39.80| 77.70| 154.14| 424.31

RF PSI (one-sided) 23.50| 39.17| 80.36| 145.29| 288.53| 696.52

PSI (two-sided) 11.46 20.85 39.82 T7.76 | 154.49| 424.84

RF PSI (two-sided) 26.13| 45.19| 81.79| 158.84| 297.65| 703.10

language of the manuscript. This work originated from discussions among the
authors at the First Crypto Winter School 2025, held at IIT Bhilai, India. Satra-
jit Ghosh acknowledges the support of SRIC, IIT Kharagpur, which partially
funded this work through the FSRG grant and the 50-100 Academia-Industry
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A Background on Universal Composability

A.1 The Universal Composability Framework: A Brief Overview

The Universal Composability (UC) framework [Can00] provides a rigorous
paradigm for defining and analyzing the security of cryptographic protocols. A
protocol 1 specifies the code executed by each party Pq,...,P,, where parties
may invoke certain ideal functionalities G. Formally, each party is modeled as
an interactive Turing machine parameterized by a party identifier pid, which
determines the corresponding party code to be executed.
A party P; invokes an ideal functionality by specifying the functionality G, a
session identifier sid, and an input . The tuple (sid, pid, z) is then delivered to
G, which is instantiated if it does not already exist. The execution also involves
an adversary A, who may corrupt parties through special corruption commands
according to the underlying corruption model. In addition, an environment Z
provides inputs to the parties, observes their outputs, and can communicate
freely with the adversary during the execution.
A protocol MM is said to UC-realize an ideal functionality F if there exists an
efficient simulator S such that no efficient environment Z can distinguish a real
execution of N from an ideal execution involving F and S. Formally, this is
written as

1S VZ : Execn 4,z = Execr s =z,

where A denotes the dummy adversary, which acts as a transparent proxy for
the environment.

A key feature of the UC framework is its composition theorem. Suppose 1 UC-
realizes F in the G-hybrid model, and I" UC-realizes G. Let M9~! denote the
composed protocol obtained by replacing every call to G in I1 with an invocation
of I'. The composition theorem guarantees that M9~ UC-realizes F. Thus,
protocol components can be analyzed independently and then securely composed,
even in the presence of arbitrary concurrent executions.

A.2 Sanitizable Authenticated Transmission (SAT)

A useful abstraction in the paper [CMNV22] is the notion of sanitizable authen-
ticated transmission, formalized via the functionality Fsat. At a high level, this
functionality models message transmission where all communication between
protocol cores is mediated by reverse firewalls, which are responsible for sanitiz-
ing messages before they are delivered. Concretely, when a core sends a message,
it is first exposed to its local firewall, which may modify or re-randomize it; only
the sanitized version is then forwarded (via the adversary-controlled delivery in-
terface) to the recipient’s firewall, and finally passed to the receiving core. This
ensures that any subliminal channels introduced by a potentially subverted core
can be neutralized at the firewall layer. Importantly, while the functionality guar-
antees authentication between firewalls (i.e., firewalls know the sender identity),
it does not guarantee that cores receive truthful metadata, since a malicious
firewall may alter or inject messages arbitrarily. The functionality also includes
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a setup phase distributing correlated parameters (e.g., common reference string)
to cores and firewalls, with firewall state being adversarially visible to prevent
it from holding secrets. Overall, Fsat captures a communication model where
correctness and authenticity are preserved at the firewall level, while enabling
systematic sanitation of all transmitted data, thereby forming the backbone for
constructing subversion-resilient protocols in the UC framework.

A.3 UC Modeling of Reverse Firewalls
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Fig. 13: Implementing a functionality F via a sanitizing protocol M = (C,F) using
a sanitizable functionality G. Each party consists of a core and a firewall, where the
firewall sanitizes all communication through the sanitation interface of G.

B Missing Proofs in section 4

B.1 Schematic Diagram of 3-Round OLE Protocol Realizing
Sanitizable OLE

B.2 Proof of Theorem 1

Proof. We exhibit an environment Z that distinguishes the real and ideal execu-
tions with probability 1 — negl()).

The environment. Z samples x, a,b € R uniformly and delivers « to Cr and (a, b)
to Cg on the appropriate 10; interfaces. All four components are honest. The
adversary A is the dummy adversary. After the protocol terminates, Z inspects
R’s output y, reads the blinding masks (a’,b’,a”,b”) from the simulator’s S;
messages (visible in the stUC transcript), computes yigeal := aa’a”x + bb'b"”, and
outputs 1 iff ¥ = Yigeal-

Ideal world. By the S; composition rules, the functionality produces a@ = aa’a"
and b = bb'b”, so R outputs exactly yqeal and Z outputs 1 with probability 1.
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— Initially sample ((vs,ws), (vr, wr)) < setup(1*) and output vs on I0sg,
vr on IORr, ws on Ss, and wr on Sr. Leak ws and wgr to the adversary
S.

— On input (SEND, a, R) on |0g, output (SEND, a,R) on Ss. To keep the
description simple, we assume honest parties send the same a at most
once. Adding fresh message identifiers can be used for this in an
implementation.

— On input (SEND, b, R) on Sg, leak (SEND, S, b, R) to the adversary S and
store (SEND, S, b, R).

— On input (DELEVER, (SEND, S, b, R)) from the adversary S, where
(SEND, S, b, R) is stored, delete this tuple and output (receive, S, b) on Sg.

— On input (receive, S,c) on Sgr, output (Receive, S, c) on IOg.

Fig. 14: The sanitizable authenticated transmission functionality.

Cs(a,b) Fs Cr(z)
pk, (z) (Bk,T) — MauIP'K(pk) . pk,(z) (x)  Enc(pk, z)
(z) = Rerand(AlignEnc((z), pk, 7))
(b) « Enc(pk, b) )
y=CMult((z),a) —— 2= Rerand(AlignEnc(Z, pk, 7)) —=—  Output: Dec(sk, z)

Z = HomOp((b),y)

Fig. 15: Schematic Diagram of Sanitizing 2-round OLE Protocol

Real world. Tracing the plaintext through the four protocol steps yields
Py=d - (a-(d"z4+b")+b) +b =add’z+ adt" +a'b+ V.

On the return trip, Fr applies a homomorphic affine transformation z — vz + 9§
(the most general operation it can perform via the AHE), yielding the receiver’s
output

YReal = Y(aad'a"z + aa'b” +a'b+b') 4 6.

The mismatch. For Z to output 1 in the real world, we need Yreal = ¥ideal-
Equating the two and viewing the equation as a polynomial identity in the
formal indeterminates (x,a,b) over R (with the firewall masks held fixed), we
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Cs(a,b) Fs Cr(z)
$
a < F
(pk, sk) < KeyGen(1*) (a’) < Enc(pk, a’) o
(a) < Enc(pk, a) Pl (pk, 7)  MaulPK (pk) LLIGEUN
(b) < Enc(pk,d) (a) = Rerand(AlignEnc(HomOp({a), (a'))pk, 7))

ZE) = Rerand(AlignEnc((b), Pk, P))

ré&M
(r) + Enc(pk, )
ey~ Rerand(AlignEnc(7; pk, 7)) T - CMult((a), )

)

u = HomOp(t, (b).
= HomOp(u, (r)).

$ ~
2 + Dec(sk, y/") =, VeF —
Z =ADD(z,b)
Output:
z=ADD(Z,—r)

Fig. 16: Schematic Diagram of Sanitizable 3-Round OLE Protocol

match coefficients:

"

ax coefficient :  vad'a” =d'd’ = y=1, (1)
ab” coefficient :  va' =0, (2)
b coefficient :  va' =0, (3)
constant : b + 6 = bb'b". (4)

Combining (1) and (2) forces a’ = 0. But by the well-spreadness of Dg ( Defini-
tion 5, invoked in Definition 6), ¢’ has min-entropy w(log ), so

Prja’ = 0] < 279008 = negl(N).

Moreover, (4) requires ¢ to depend on b i.e., the sender’s secret coefficient, hidden
from Fg by IND-CPA security of the AHE. Either obstruction alone shows that
Pr[yreal = Yideal] = negl(N\) over the joint randomness of the firewalls and the
IND-CPA game.

Conclusion. Z outputs 1 with probability 1 in the ideal world and with proba-
bility negl()) in the real world. No simulator can close this gap. O

Specious adversaries suffice. The impossibility holds against the weakest ad-
versarial setting in the srUC framework: a specious environment with honest
firewalls. We did not need to invoke malicious corruption of any component.
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This is because the obstruction is a correctness obstruction: the protocol fails to
compute the right function even when no party is acting adversarially. In partic-
ular, the impossibility extends a fortiori to specious corruptions of the cores: a
specious core can only do less than an honest core (in terms of preserving correct-
ness under firewall blinding), so the impossibility holds for the strong sanitation
regime as well.

Composition. A virtue of casting the result in the stUC framework is that it
lifts to arbitrary compositions. Any larger protocol that uses FsoLg as a hybrid
functionality inherits the impossibility: there is no way to instantiate Fyo g with
a 2-round AHE-based sub-protocol that respects the bilateral plaintext-masking
design pattern. Conversely, if a higher-level protocol can be designed to use a
weaker variant of FsoLg (e.g., one without bilateral plaintext masking), it may
still admit a 2-round subversion-resilient implementation.

B.3 2-Round OLE Protocol

Protocol: ﬂ(ozl_)E

Let AHE be a key-malleable, additive homomorphic encryption scheme as in Defi-

nition 4. The protocol run between the sender S with input (a,b) and the receiver

R with input x.

— Round-1: The receiver R runs (pk,sk) « KeyGen(1*). Compute (z) <«
Enc(pk, z). Send (pk, (z)) to S.

— Round-2: Upon receiving (pk,(z)) from R the sender S compute: t =
CMult({z),a), u = Enc(pk,b), and y = HomOp(t, u). Send y to R

Output: R outputs Dec(sk, y).

Fig.17: 2-Round OLE Protocol.

B.4 Proof of Lemma 2

Lemma 2. The protocol I'Ig’BE 18 correct.

Proof. By the scalar-ciphertext multiplication and homomorphic operation prop-
erties of AHE, the Round-2 ciphertext satisfies

Y= HomOp(HomOp(CMuIt ((a),z), (b)), <r)) = Enc(pk, a-x+b+ r).

By correctness of AHE, the sender obtains z = Dec(sk,y) = a-x+b+r in Round
3. The receiver then outputs ADD(z, —r) = a - « + b, which is the correct OLE
output. O
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B.5 Proof of Theorem 2

Proof. Fix any PPT environment Z and any PPT semi-honest adversary A
statically corrupting a single party I € {S,R}. We exhibit a simulator S; such
that

c
Execn(3> ~ EXGC]:OLB‘ghg.

ole A2

We treat the two corruption cases separately. Each hybrid is described by how
it generates the components of the joint view (View 4, zout)-

Case 1: Corrupt Sender

The corrupted party Ag produces (pk, (a), (b)) in round 1, receives y in round 2,
and produces z in round 3. The simulator must generate the round-2 message y
without knowing the receiver’s input x.

Simulator Sg

1. Receive Ag’s round-1 message (pk, (a), (b)) and read (a,b) from Ag’s
input tape.

2. Submit (sid, (a,b)) to FoLe-

3. Sample u & M and send ¥ < Enc(pk,u) to Ag as the round-2 mes-
sage.

4. Receive Ag’s round-3 message z and discard it.

Hop. This is the real world. The honest receiver, on the round-1 message

(pk, {a), (b)) produced by Ag, samples r & M and replies with the honest
evaluation y = HomOp(HomOp(CMult({a), z), (b)), (r)). On round-3 input z,
the receiver outputs ADD(z, —r).

H;. y is replaced by a fresh encryption y « Enc(pk,u) for @ &M sampled
independently. The receiver’s output is delivered as a - x + b (directly by
FoLe in the ideal experiment).

Ho ~ H;. The only difference is the Round-2 ciphertext: an encryption of an x-
dependent plaintext (which is itself uniformly random due to the mask r) versus
an encryption of an independent uniform plaintext . We claim that

y = HomOp (HomOp(CMult({(a), z), (b)), (r)) ~ § = Enc(pk, )

directly by IND-CPA security of AHE. A distinguisher D with advantage ¢ be-
tween H; and Hsy yields an IND-CPA adversary B with the same advantage. B
runs Z and Ag internally, obtaining the public key pk from Ag’s Round-1 mes-

sage, extracting (a,b) from Ag’s input tape and x from Z. It samples r & M and
U < M, submits the challenge pair (mg,m1) = (ax + b+ r,u) to its IND-CPA
challenger against the key pk produced by As, and receives ¢* < Enc(pk, mg).
B delivers ¢* to Ag as the Round-2 message, computes the receiver’s output
algebraically as ax + b, and outputs D’s decision bit. The joint view matches H;
if 5 =0 and Hs if 8 =1, so B’s advantage equals ¢.
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Hi = Execry c,s6,2z. Inspection of Sg confirms that H; is the ideal-world execu-
tion.

Chaining: Execes)

(&
@) A2 ~ Execroe,ss,2-

Case 2: Corrupt Receiver

The corrupted party Ag receives (pk, (a), (b)) in round 1, produces y in round
2, and receives z in round 3. Here the simulator generates (pk,(a), (b)) and z
without knowing (a,b), using only z* = a -« + b obtained from Fo g and the
masking scalar r extracted from AgR’s random tape. Since Agr does not hold sk,
IND-CPA security of AHE is available and is used to switch (a), (b) to encryptions
of 0.

Simulator Sg

1. Read = from Ag’s input tape and the masking scalar r € M from
Ag’s random tape.

2. Submit (sid, z) to FoLe and receive z* = a -z +b.

3. Sample  (pk,sk) — KeyGen(1*) and discard sk. Send
(pk7 Enc(pk, 0), Enc(pk,O)) to Agr as the round-1 message.

4. Receive AR’s round-2 message y.

5. Send Z < z* +r to Ag as the round-3 message.

We define the sequence of hybrids as follows,

Ho. This is the real world. (pk, (a), (b)) = (pk, Enc(pk, a), Enc(pk,b)); on receiv-
ing the honestly-produced y from Ag, the sender returns z = Dec(sk, ).
H;. Identical to Hg, except z is computed algebraically as z < a-x+b+1, where
r is read from AR’s random tape. Decryption with sk is no longer used.

Hs. Identical to Hy, except (a) is replaced by Enc(pk,0).
Hs. This is the ideal world. Identical to Ha, except (b) is replaced by Enc(pk, 0).

Ho = H;. Semi-honest Agr computes y as a fresh Enc(pk, az+b+r) (homomorphic
freshness). By correctness, Dec(sk, y) = ax+b+r = (ax+b)+r. This hop removes
sk from the computation of z, enabling the IND-CPA reductions below.

Hi ~ Hs. The only difference is the plaintext underlying (a): real a versus 0.
By IND-CPA security of AHE, ciphertexts under pk hide their plaintexts, so

Enc(pk, a) =~ Enc(pk, 0).

Hy &~ Hs. Symmetric: embed the IND-CPA challenge as (b) with challenge pair
(0,0).

Hs = Execry;.sp.2- - By definition of FoLg, 2* = ax +b, so z* +r = (ax+b) +r.
The receiver’s output, computed by Agr as ADD(z, —r), equals ax + b in both
Hs and the ideal world.

Chaining: Execng ¢ 4,2z = Hi ~ Ho ~ Hs = Execryp.8n,2-

This completes the proof of both corruption cases, and hence of Theorem 2. O
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B.6 Proof of Lemma 3

Lemma 3. The Protocol ﬁ(O?’BE is correctly realizes the functionality FsoLE-
Proof. Write a = (a+a’ +a”) and b = (b+ b +b"). As in the original protocol,

HomOp(u, (/r\>) = Enc(gk, ar+b+r).

In the second round the firewalls now add their own masks homomorphically:
Fr adds r” under pk and then Fg adds 7’ under pk. Thus, by the correctness of
HomOp, Rerand and AlignEnc we obtain that

y = Enc(pk,az +b+r +7 +r").

Eventually, in the third round we obtain that az + b+ r + ' + r” = Dec(sk, y).
Each firewall then strips the mask it added and applies its plaintext mask, first
Fs with (—/,¥’) and then Fr with (—r”,0"”). The masks ' and " cancel, so
we obtain 2 = az + b+ r. At last the receiver obtains az + b after removing the
random mask r it applied in round 2. Thus the protocol correctly realizes the
functionality FsoLg- a

B.7 Proof of Theorem 3

Proof. To simplify notation, we write n:= I'Ig,_)E and G = ]-'SOLE Recall that,

by the definition of subversion resilience, we need to show that n uc- realizes,
realizes Q in the Fsar-hybrid model, and that g can be written as well formed san-
itizing ideal functionality. Towards this we first build a simulator communicating
with G that simulates an execution of M for the cases of one party semi-honestly
corrupt and the firewall of the other party is semi-honestly corrupt. Next, we
show that the firewalls for both the sender and receiver are strongly sanitizing.

Lemma 4. For every PPT adversary A that corrupts one party semi-honestly
and the firewall of the other party semi-honestly in an execution of I in the
Fsat-hybrid model, there exists a PPT simulator S such that for every PPT
environment Z,

C
=~ Exec .
= G.5.2

Proof. Following the corruption translation table (Table 1), we have two sym-
metric cases: the corrupted party may be either the sender or the receiver. We
describe a simulator for each.

Case 1: Sender semi-honestly corrupted. Here Cg, Fg are semi-honest, Fr
is semi-honest, and Cg is honest. Since all three semi-honest components follow
the prescribed algorithms, the simulator S learns their inputs and random tapes:
the sender’s input (a,b) € F? on I0g, the sender’s firewall mask (a’,b') € F? on
Ss, the receiver’s firewall mask (a”,b”) € F? on Sg, and the return-trip masks
r’,r" € M sampled inside the two firewalls. The simulator proceeds as follows.
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1. Upon activation of Cg with input (a,b), send (SENDER, sid, (a, b)) to FsoLE
on IOS

2. Upon activation of Fg, forward (BLIND,sid, (a’,b’)) to FsoLg on Ss.

3. Upon activation of Fg, forward (BLIND,sid, (a”,b")) to FsoLe on Sr.

4. Simulating the honest receiver’s outbound message y. Without access to Cr’s

input x, the simulator samples z* Er uniformly and sets
y « Enc(pk, 2°),

using BE as produced inside the simulated run of Fgr. The simulator then
executes the protocol code of Fr and Fg on y, which masks it with r”
and then with 7/, to compute ¥ and the value 7 delivered to Cg, and emits
z = z*+7r'+7r" as the Round-3 message of (the simulated) Cg on the wire to
Fs. Subsequent computations (the mask removals and additive blindings z =
ADD(ADD(z,—7"),b") and z = ADD(ADD(z, —r"),b")) follow the protocol
code of Fg and Fg.

Indistinguishability. In the real execution, the plaintext underlying y equals (a +

a'+a")-x+b+r, where r & Fis the mask sampled by Cgr in Round 2, and the
value decrypted by Cg is this plaintext shifted by 7’+r". Because r is uniform and
independent of all other variables, both are uniform over F. The simulator’s z*
is also uniform over F and it emits z = z* + 7/ + r”’; hence the value z observed
by the corrupted sender side has the same distribution in the two executions.
After the chain of (KM4)-alignments and rerandomizations, ¥ is statistically
close to a fresh Enc(pk, z* + '+ ") in the simulation and to a fresh Enc(pk, (a +
a +a")x+b+r+r +r"”) in the real execution; the marginal distributions
over g coincide. All other messages in the corrupted parties’ view are produced
by deterministic firewall code on values that are identically distributed in both
worlds. The honest receiver’s output is delivered directly by FsoLe in the ideal
world, and equals @ - x + bwhere d=a+a +a” and b= b+ b + ", which by
the correctness of M (Lemma 3) is exactly the value Cr would output in the real
protocol. Thus

FsaT

Execl_I = Execs

g,§8,2°

Case 2: Receiver semi-honestly corrupted. Here Cg,Fr are semi-honest,
Fg is semi-honest, and Cg is honest. The simulator S learns the receiver’s in-
put x € T, the receiver’s mask r € [F chosen in Round 2, the firewalls’ masks
(a’, V'), (a”,b") € F2, and their return-trip masks /, 7" € M. The simulator does
not know (a,b). It proceeds as follows.

1. Upon activation of Cr with input z, send (RECEIVER,sid,z) to FsoLg on
IORr. Do not yet deliver the response.

2. Upon activation of Fg, forward (BLIND, sid, (a’,b')) to FsoLg on Ss.
3. Upon activation of Fg, forward (BLIND,sid, (a”,b"”)) to FsoLe on Sg. The

functionality FsoLg now returns y := @ -z + b with @ = a + a + @ and
b=0b+V +b", to be delivered to Cgr; the simulator records 7.
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4. Simulating the honest sender’s outbound messages. The simulator runs
KeyGen(1*) to obtain (pkg,sks) and sets

(a) + Enc(pkg, Op), (b) < Enc(pkg, OF),

relaying (pkg, (a), (b)) on the wire from Cg to Fg.

5. Simulating Cg’s Round-3 message. After running the protocol code of the
(simulated) firewalls through Rounds 1 and 2, the simulator outputs, on the
wire from Cg to Fg:

ze=g=b =" +r+r" 0"

The remaining messages z = ADD(ADD(z,—r'),') and Zz =
ADD(ADD(z, —r"),b") are produced by the firewall code; note that z = 5+,
so Cr’s computed output ADD(Z, —r) = ¥, matching the value FyoLg already
returned to Cg.

Indistinguishability. We argue via a single hop based on the IND-CPA security
of AHE. Consider the hybrid H obtained from the real execution by replacing the
plaintexts of (a) and (b) with encryption of Op. The view of any PPT environment
in H is computationally indistinguishable from its view in the real execution by
IND-CPA, since none of the corrupted components knows sk (which is held only
by the honest Cg). All downstream ciphertexts (a), (b), @, @,y derived from
(a), (b) through key-malleable operations HomOp, AlignEnc, Rerand remain IND-
CPA secure (they are functions of the public parameters and IND-CPA-secure
ciphertexts).

It remains to verify that the field element z produced in the simulation matches
that of H. In H, Cg decrypts 7 to obtain zy = (a+a’ +a”)-x+b+r+7" +7";in
the simulation, the simulator emits zs =75 — b — b” + r + v’ + 7", Substituting
g=(a+d +a )+ (b+V +1b") yields

2s=(a+ad +a")x+b+r+1" +1" =24

Hence zs = zy identically. All other messages in the simulation agree with
H by construction (the simulator executes the same firewall code on the same
masks). Therefore the simulation is computationally indistinguishable from H,
and consequently from the real execution:
Fsar S .
Exec Wk Execs s -

SA, 19y

Lemma 5. The sender’s firewall Fg in ﬁg’l_)E is strongly sanitizing.

Proof. We show that no environment Z that allows specious corruptions of the
core Cg but keeps Fs honest is able to distinguish an execution of 1 with an
incorruptible Cg from one in which the corruption Cg is accepted. There are
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three places in which C'g interacts with the outside world: the outbound Round-
1 message (pk, (a), (b)), the inbound Round-2 message y (which Cg decrypts),
and the outbound Round-3 message z. We argue that Fg neutralizes leakage in
each direction. _

Round 1 (outbound leakage). The specious core Cg may generate the keypair
(pk, sk) and the ciphertexts (a), (b) from a biased distribution in order to encode
a subliminal signal. The firewall replaces pk by BE + MaulPK(pk, 7). By property
(KM3) of Definition 4, ;/)vk is statistically close to a freshly sampled public key
whose marginal distribution carries no information about pk. The ciphertexts

are then replaced by (a) and (b)

(a) = Rerand (AlignEnc(HomOp((a), (a')), pk, 7)), (b) = Rerand (AlignEnc((b), pk, 7)),

with a’ « F sampled inside Fg. By Definition 4 and the freshness guarantee
of Rerand, (a) and (b) are statistically close to fresh encryptions Enc(pk,a + a')

and Enc(pk,b) respectively, regardless of how (a), (b) were originally produced.
If any of pk, (a), (b) cannot be parsed correctly, the message is dropped. Hence
the outbound tuple carries no subliminal information.

Round 2 (inbound triggering). The only inbound message Cg receives is y (the
ciphertext returned by Fg after masking the value y obtained from Fr and apply-
ing RerandoAlignEnc). This is the channel through which a potentially adversarial

receiver might attempt to inject a triggering input. The firewall samples 7’ & M
and computes

y = Rerand(AlignEnc(HomOp(y, (r')), pk,7)).

By (KM4) of Definition 4 together with Rerand, the ciphertext y is statistically
close to a fresh Enc(pk,m + r’), where m is the plaintext underlying y. The bit-
level encoding of y is therefore uniformly distributed over the ciphertext space
and, since 7’ is fresh and independent of m, so is the field element that Cg
decrypts. Hence any trigger condition on the encoding of y or on its decryption
fires with probability negl(A). If ¥ is not a well-formed ciphertext, the message
is dropped.

Round 3 (outbound leakage). The specious core may attempt to leak via the field

element z = Dec(sk,y) that it forwards to Fs. The firewall samples &’ & F,
strips its own mask 7’ and outputs zZ = ADD(ADD(z, —r'),b’) to Fr. Since V' is a
fresh element of F drawn independently of z, the value 2 is uniformly distributed
over F regardless of z. Any subliminal payload embedded in z by Cg is therefore
information-theoretically destroyed.

Combining the three steps, the joint view of Z in the execution with 65 is
statistically close to its view in the execution with an incorruptible Cg. a

Lemma 6. The receiver’s firewall Fr in ﬁg’,_)E is strongly sanitizing.
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Proof. The argument is symmetric to that of Lemma 5. Cgr interacts with the

—

outside world through the inbound Round-1 message ([/)F, (a), (b)), the outbound
Round-2 message y, and the inbound Round-3 message Z.

Round 1 (inbound triggering). The firewall computes (;/)R p) MauIPK(E)I) and
then

— —_~ — o~ —

(a) = Rerand(AlignEnc(HomOp({a), <a”>),5§, p)), (b)=Rerand (AIignEnc((b},BR7 p))s

with a” & F chosen inside Fr. By (KM3) the key BE is statistically close to
a fresh public key; by (KM2)/(KM4) and Rerand, (a) and (b) are statistically

close to fresh encryptions of a + a’ + @’ and b under BE Hence the tuple de-
livered to Cg is uniformly distributed independently of any subliminal pattern
that the (possibly malicious) sender’s side might have planted in the incoming

(;)\E, (a), (b)). Malformed inbound messages are dropped.

Round 2 (outbound leakage). The specious core Cr might produce the cipher-

text y from a biased distribution. The firewall samples r” & M and returns
y = Rerand(AlignEnc(HomOp(y, W),EIZ, p)) to Fs. By (KM4) and Rerand, ¥ is
statistically close to a fresh encryption of Dec(sAk,y) + 7" under ;’)\IZ, so its bit-
level encoding is uniform and, since v’ is fresh, so is its plaintext; it carries no
signaling information.

Round 8 (inbound triggering). The firewall samples b” & IF, strips its own mask
r” and delivers Z = ADD(ADD(z, —r""),b") to Cg. Since b” is drawn fresh from
F, the value Z is uniformly distributed over F irrespective of Z; thus no specific
triggering field element can be steered to Cr except with probability negl(\).

Combining the three steps, the view of any environment Z in the execution with
CRr is statistically close to its view with an incorruptible Cg. a

By the corruption translation table (Table 1) and Lemma 1, in the semi-honest
setting it suffices to handle two corruption configurations: the one where the
corrupted party has both its core and its firewall semi-honestly corrupted (and
the firewall of the other party is semi-honestly corrupted while its core is honest),
and the one where the honest party’s core is SPECIOUS. By Lemma 5 and 6,
both firewalls are strongly sanitizing. Hence by Lemma 1 the SPECIOUS-core
and HONEST-firewall configuration is computationally indistinguishable from the
HONEST-core and HONEST-firewall configuration, which is itself subsumed by the
HONEST-core and SEMIHONEST-firewall configuration. We conclude that ﬁg}BE
srUC-realizes FsoLg in the Fsat-hybrid model under semi-honest corruptions.
O

B.8 Proof of Lemma 7

Lemma 7. The protocol ﬂg,_)E 18 correct.
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Proof. In the protocol, the receiver computes (z) = Enc(pk, ) and sends (pk, (z))
it to the sender. The sender computes: t = CMult({x), a) = Enc(pk, ax) followed
by u = Enc(pk,b) by the homomorphic property. Finally the sender compute
y = HomOp(t,u) = Enc(pk,az + b). The receiver decrypts: Dec(sk,y) = az + b,
where the last equality follows from the correctness and additive homomorphism
of AHE. Hence the receiver obtains the correct output. a

B.9 Proof of Theorem 4

Proof. For each non-trivial corruption I € {S,R} we exhibit a PPT simulator
Sy such that for every PPT environment Z

C
Exec ~ Execry,s;,2-

(2)
NoesAZ

We argue each case by an explicit hybrid sequence over the transcript v =
(Pk, (), ).

Case 1: Corrupted Sender. The corrupted party Ag sees (pk, (z)) and pro-
duces y. The simulator must generate (pk, (z)) without knowing the receiver’s
input x.

Simulator Sg

1. Sample (pk, sk) < KeyGen(1*) and & < M.

2. Send (pk, Enc(pk, Z)) to Ag as the simulated round-1 message.
3. Read (a,b) from Ag’s input tape and submit (sid, (a,b)) to Fore.
4. Receive Ag’s round-2 message y and discard it.

We now show that for every PPT environment Z, the two executions Execy ) Az
OLE’Y™
and Execr, . ss,z are indistinguishable. Consider the following series of hybrid

experiments.

Ho. This is the real world. Ag receives (pk, (x)) with () = Enc(pk, z); the honest
receiver outputs Dec(sk, y).

Hi. Identical to Hg, except the receiver’s output is computed algebraically as
a - x + b, rather than by decrypting y. The rest of the transcript shown to
Ag is unchanged from Hy.

Hs. This is the ideal world. Identical to Hy, except (x) is replaced by Enc(pk, T)

for a fresh uniform & & M.

Ho = Hi. The view of Ag is sampled identically in both hybrids. Since Ag is
semi-honest, y is the honest evaluation and, by correctness of AHE together with
the homomorphism of HomOp and CMult, Dec(sk, y) = a -« + b, which coincides
with the value computed in H;. Hence the joint distributions are identical.

H; ~ Hs. The only difference between the two experiments is that the plaintext
encrypted under pk switches from = to an independent uniform z. Any PPT
distinguisher with advantage ¢ yields an IND-CPA adversary with the same ad-
vantage: on receiving challenge ¢* <— Enc(pk, mg) for (mg, m1) = (x, ), simulate
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the rest of the joint view (in particular, z = ax + b is computed algebraically
without invoking sk), and output the distinguisher’s bit. If 8 = 1 the joint view
matches Hy; if 8 = 0, it matches Hs. Hence the two hybrids are computationally
indistinguishable. Hence, H; ~ Hs.

Ho = Execr,,;,s5,2z by inspection of Sg: the simulated round-1 message is exactly
(pk, Enc(pk, Z)), and the receiver’s output a - x + b is delivered by FoLe.

. . _ <
Combining, we obtain Execp ) =Hy = H; = Hy = Execry ;56,2

WAs, 2
Case 2: Corrupted ReceoiL\Efer. The corrupted party Agr produces (pk, (z))
in round 1 and receives y in round 2. The simulator must produce y without
knowing the sender’s input (a,b), using only the output value z* = a -2z +b
obtained from Fg k.

Simulator Sg

1. Receive Ag’s round-1 message (pk, (x)) and read z from Ag’s input
tape.

2. Submit (sid, z) to FoLe and obtain 2* = a -z +b.

3. Send y < Enc(pk, z) to Ag.

We define the following sequence hybrids,

Hp. This is the real world. The sender returns y =
HomOp(CMuIt(<x>,a), Enc(pk,b)); Ag outputs Dec(sk, y).

Hy. This is the ideal world. Identical to Hg, except y is replaced by y <+
Enc(pk, a - 4+ b), a fresh encryption of a -« + b.

Ho = H;. Apply, in order, the euality guarantees of CMult and HomOp:

CMult((z),a) = Enc(pk,a - x)
HomOp (Enc(pk, a - ), Enc(pk, b)) = Enc(pk,a - 2 + b),

where the second relation uses that Enc(pk, b) is sampled with independent fresh
coins by the honest sender. Hence in Hg the ciphertext y is distributed as a fresh
encryption of a - x + b under pk, identically to ¥ in H;. The receiver’s output
agrees: Dec(sk,y) = a - x + b by correctness of AHE.

H; = Execry¢,sr,2z by inspection of Sr. Therefore we obtain,

Exec = Ho = H; = Execrg;,si,2- This completes the proof. O

ngﬂ;’AR,Z
B.10 Proof of Lemma 8

Lemma 8. The Protocol ﬁgl_)E s correct.

Proof. Cr encrypts = under pk. The firewalls Fr and Fg successively apply
MaulPK to change the public key to pk’ and then pk, and then rerandomize and

align the ciphertext so that Cg receives (x) encrypting = under EIZ Then, Cg
computes,

Z= HomOp(CMuIt ((?E),a) ,Enc (;)vk, b) ) = Enc(fJE, a-x+ b),
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by the homomorphic properties of AHE. The firewall Fg aligns Z back under pk’:
2’ < Rerand (AIignEnc(E7 pk’, p)) By Definition 4, AlignEnc(Z, pk’, p) is a cipher-
text under pk’ encrypting a-z+b, and Rerand preserves this plaintext. The firewall
Fr then aligns 2z’ back under pk and obtaining z < Rerand (AIignEnc(z’, pk,y)),
which is a ciphertext under pk encrypting a - x + b. a

B.11 Proof of Theorem 5

To simplify notation, write = ﬁgl_)E and G = FoLe. We first construct a simu-
lator covering the corruption pattern “ HONEST core and SEMIHONEST firewall”
on the unaffected party, and then show that the firewalls Fg and Fr are strongly
sanitizing.

Lemma 9. For every PPT adversary A corrupting the core and firewall of at
most one party semi-honestly in an execution of Tl in the Fsar-hybrid model,
there exists a PPT simulator S such that for every PPT environment Z,

c
Exec% P =~ ExeCWrap(g),S,Z~

Proof. There are two corruption cases: corrupted (Cg,Fg) and corrupted
(Cr,FRr). We treat each of them separately.

Case 1: Corrupted Sender. On reading (a,b) from Cg’s tape, Sg forwards
(sid, (a,b)) to G and simulates the honest receiver side

. Sample (pk,sk) < KeyGen(1%), & & M.

. Set (pk’,7) - MaulPK(pk) and (z)’ + Rerand(AlignEnc(Enc(pk, Z), pk’,7)).
. Submit (pk’, (x)") on Fgr’s sanitization interface to A.

. Receive A’s round-2 message 2z’ and discard it.

=W N =

Ho. The honest Cgr, Fr produce (pk’, (x)") with
(r)" = Rerand(AlignEnc(Enc(pk, x), pk’,¥))

the output is Dec(sk, z).
Hi. Replace (z)’ by a fresh Enc(pk’, z), and replace the receiver’s output by the
algebraic value a - x + b. By properties of AlignEnc and Rerand,

Rerand(AlignEnc(Enc(pk, z), pk’,y)) = Enc(pk’, z);

and by correctness of the inner OLE evaluation Dec(sk, z) = a -z + b. Hence
Ho ~ Hj.

Hs. This is the ideal world. Replace the encrypted plaintext = by = & M, this
is the view produced by Sg, with the output delivered by G.
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H; ~ H,. The only difference between H; and Hs is the plaintext encrypted
under pk’. Given a distinguisher D with advantage e, construct an IND-CPA
adversary B: on receiving the challenge key pk*, B sets pk’ := pk* (this matches

the honest distribution of pk’ by (i) above), extracts z from Z, samples Z & M,
submits the challenge pair (mg,m1) := (x,), and uses the challenge ciphertext
¢* as the round-1 message (z)’. The receiver’s output is computed algebraically
as a-x + b. The joint view matches H; when the challenge bit is 1 and Hy when
it is 0. This is precisely the reduction used in Case 1 of Theorem 4, with pk
replaced by pk’.

Case 2: Corrupted Receiver. The simulator Sg reads x from Cg’s tape,
observes A run the honest receiver side to produce (pk, sk, v, pk’, (), (x)) on its
tapes, queries G on (sid,z), and obtains z* = a -z + b. It then simulates the
sender-side return message:

1. Sample z’ < Enc(pk’, 2*) with fresh randomness.
2. Submit Z’ on Fg’s sanitization interface; the firewall then proceeds honestly
to produce z delivered to CR.

Ho. This is the real world. Cg computes z HomOp(CMuIt((;}, a), Enc(glz, b)),
and Fg outputs 2’ = Rerand(AlignEnc(z, pk’, p)).
H;. This is the ideal world. Replace 2’ by a fresh Enc(pk’, a - z +b).

By the homomorphism and correctness of AHE together with the distribution-
preserving properties of CMult and HomOp, the cipherteX‘EVE produced by Cg in
Ho is distributed as a fresh encryption of a - 2 + b under pk (because Enc(pk, b)
contributes fresh independent randomness). Applying properties of AlignEnc and
Rerand produces an output independent of its input among encryptions of the
same plaintext), Rerand(AlignEnc(Z, pk’, p)) is computationally indistinguishable

from Enc(pk’, a-x+b). Hence Hg ~ H; = Execg sg,z- The receiver’s final output,
computed by A as Dec(sk, Rerand(AlignEnc(Z’, pk,~))), equals a -  + b by cor-
rectness of AHE. This is exactly the simulation strategy of Case 2 of Theorem 4
lifted through the firewall layer by properties of Rerand and AlignEnc. O

Lemma 10. The sender’s firewall Fg is strongly sanitizing.

Proof. Fix a PPT environment Z that does not corrupt Fg but mounts
(SPECIOUS, Cg) on the sender’s core Cg, and let A be the dummy adversary,
so that Z plays the receiver side. We must show
Fsar

(&
Exec ~ Execk
f,A4,z n,A,z

where T replaces ES by an incorruptible core Es. The round-1 pair

(;)\lz, (x)) delivered to the sender’s core, and the round-2 ciphertext 2/ =
Rerand(AlignEnc(z, pk’, p)).
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For the round-1 message, the firewall’s input (pk’, (z)’) is produced entirely by
the receiver side, which is played by Z and acts before any sender message arrives;
its distribution therefore has no dependence on which sender core is plugged in.

The honest firewall samples a fresh p & {0,1}" together with fresh internal ran-
domness for Rerand, then deterministically computes pk <~ MaulPK(pk’, p) and

(x) = Rerand(AIignEnc((x)’,Elz, p)). With identically distributed inputs, (EIZ, @17})
is identically distributed in the two executions. B R
For the round-2 message, write 2z and z¢ for the outputs of Cs and Cg on input

(a,b) and round-1 message (;)\E, (x)). Speciousness of ES, instantiated with any
tester that runs Fg honestly to generate the round-1 message and then feeds it
together with (a,b) to the target core, gives

((z),pk. Z¢) ~ ({z), pk, Z¢).

The firewall transforms 2 via the PPT map &(Z;pk,p) =
Rerand(AlignEnc(Z,pk’, p)), which depends on (Z,pk’,p) and fresh Rerand
randomness. Since computational indistinguishability is preserved under PPT
transformations, applying @ to both sides yields indistinguishability of z’. Com-
bining the two messages, Z’s joint view is computationally indistinguishable
across the two executions. O

Lemma 11. The receiver’s firewall Fg in the protocol is strongly sanitizing.

Proof. Fix a PPT environment Z that does not corrupt Fgr but mounts
(SPECIOUS, CR) on the receiver’s core, and let A be the dummy adversary, so Z
plays the sender side and additionally observes the receiver’s final output. We
must show - . -
Execﬁ’si P Execﬁf”j’z.

where 11’ replaces ER by an incorruptible éR. Three quantities produced or
routed by Fg enter Z’s view: the round-1 message (pk’,(z)’), the round-2 ci-
phertext z delivered to the receiver’s core, and the receiver’s final output yout-

For the round-1 message, the firewall receives (pk, (x)) from the receiver’s core.
Speciousness of 6R, applied with the tester that samples a random input x, deliv-

ers it, and records the emitted public key and ciphertext, gives (z, pk, <m>)\ER ~

(z, pk, (z))[¢, - The firewall then samples fresh & {0,1}" together with fresh
Rerand randomness and deterministically computes pk’ < MaulPK(pk, ) and
(z)" = Rerand(AlignEnc({x), pk’,7)). Property (KM3) ensures that for uniform
v, the key pk’ is statistically close to a fresh KeyGen output and statistically
independent of pk; property (KM2) followed by Rerand ensures that (x)’ is sta-
tistically close to a fresh Enc(pk’, ). Hence (pk’, (x)’) is statistically close to the
same distribution in both executions.

For the round-2 message, z = Rerand(AlignEnc(z’, pk,v)) is a deterministic PPT
function of (2’, pk, ) and fresh Rerand randomness. Inside Z’s sender simulation,
2’ is computed from Z’s local randomness and the round-1 message (pk’, (z));
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conditioning on the same realization of (pk’,(z)’), which is statistically close
across the two experiments by the previous paragraph, and using that v and pk
are sampled identically, z is statistically close in 1 and ",

For the final output, in M’ the incorruptible core decrypts to yout = Dec(sk, z) =
a-x+b by correctness of AHE and plaintext-preservation of AlignEnc. Speciousness
of GR on the same input distribution z then yields yout‘ER ~ yout|6R' Combining
all three contributions, Z’s view in the two executions is computationally indis-
tinguishable. a

C Randomized Equality

Recall the Fre functionality from [CMMV24|. We instantiate randomized equal-
ity in the FsoLg-hybrid model, following the template of [CMMV24| but replacing
Fsot with our sanitizable OLE functionality of Figure 7. Because each invoca-
tion of F,oLe accepts inputs from a field F with |F| > 2", a password pw! is first
hashed into the field F as w' = H(pw') and viewed as a n-bit element. Then w'
is processed as a single field element. Hence, our construction requires only two
symmetric invocations of FsoLg, in contrast to the 2n sOT invocations needed
in [CMMV24, Fig. 4].

Protocol ﬁRE. Let w',w® € F denote the hash of passwords of the initiator
I = (C1,Fy) and the responder R = (Cg, Fr), respectively. The cores sample

. . $ . . .
uniform masking scalars a', a® < F and invoke FioLg twice, with swapped roles:

— First invocation. Cy plays the sender with input (a!,0), and Cg plays the
receiver with input w™. After sanitation by both firewalls via BLIND masks
(a/,b") and (a”, "), the functionality delivers

o= (' +d +a )+ +0"  to  Cg.

— Second invocation. The roles are reversed: Cg plays the sender with input
(a®,0), and C; plays the receiver with input w'. The functionality delivers

vl = (B4 d +ad)w' +0 +V o Cr.

Each core then locally derives its session key by adding the contribution of its
own mask against its own password:

skey! := alw! + o' = (' + a® + ' + ") + ' + 0",

skey™ 1= aRwl +0R = (a! + a® + d’ + )R + 0 + 1",
Lemma 12 (Correctness). If w! = w?, then skey! = skey®. If w! # w?&,
then skeyI and skeyR are uniform over F.

Proof. Substituting the values delivered by FoLE,

skey! := alw! + o' = (o' + a® + ' 4+ ") + 0 + 0"

skey™ == aRwl + 0 = (ol + a® + ' + ") + 0 + V.
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When w! = w® = w, both keys equal a'w! +v' = (a' +a®+a' +a”)w! +b +0".
When w! # w®, we have skey' — skey™ = (a! + a® + o/ 4 a”)(w' — w); since at
least one of a!,a® is uniform and unknown to the peer and a’,a” are uniform,
(w! — w®) € F*, the difference is uniform in F. O

The protocol MNgg can be shown secure in Fyo g-hybrid model. We leave any fur-
ther developments on Randomized Equality from Fso g as an avenue for future
work.

Theorem 14. The protocol Mge wsrUC-realizes Fre in (Fsat, FsoLE)-hybrid
model.

Proof (Proof Sketch). The argument follows the template of the proof
of [CMMV24, Theorem 3, Appendix C.3|, with the two batches of n sanitizable
OTs collapsed to two symmetric calls to FsoLg over a single field element (the
hashed password). By the corruption translation Table 1 together with Lemma 1,
it suffices to argue (¢) strong sanitation of F; and Fr, and (i¢) the existence of
a UC simulator against malicious corruption of either party. For (i), in each
FsoLe invocation the honest firewall submits a uniform blinding mask (a’, )
(resp. (a”,b")) on its Sg/Sr interface, and FsoLg folds this mask multiplicatively
into the sender’s coefficients before they are consumed. Hence any subliminal
payload that a specious core may have embedded in its F¢oLg input is destroyed
inside the functionality, while any triggering value reaching the specious core
through the Fio g output is uniform over F. Because the peer firewall’s mask
is unknown to the corrupted side. So trigger inputs fire only with probability
1/(JF| — 1) = negl()\) (this is the OLE-level analogue of the “pf blinding” argu-
ment of [CMMV24, Lemma 8]). For (i7), the simulator S plays the hybrid FioLe
toward the adversary A and thereby learns the corrupted party’s password w®
from its receiver-input to the FioL g call in which it plays the receiver; S for-
wards w” to Fgre, locally assembles the key skeyp = vP + aPw® exactly as the
corrupted core would, and issues a matching NEWKEY query to JFgreg on behalf
of both parties. By correctness of Frg, the assembled key matches the value Fre
delivers to the honest peer whenever w' = w®, and the difference is uniform in
IF otherwise (since at least one of al, a® is uniform and unknown to A, and a’, a”
are uniform firewall masks). Treating ISOLATE as MALICIOUS corruption of the
peer and combining the two configurations yields

Fsat,Fsole S
ExecﬁREyA,Z ~ Execwrap(Fe), 5,2

which is the wsrUC guarantee of Theorem 14. a

D Correctness and Security of Class Group based Key
Malleable AHE

Hardness assumption on class groups. All the assumptions presented below
are based on a common setup. Given the computational security parameter A,
the statistical security parameter A5, and a prime ¢, let the public parameters
be generated as ppcg = (U, q, Ger, Fer, GE\, 9q, f: D, Dy, p) CGen(1*, 172+t q).
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Definition 7 (Hard subgroup membership assumption [CLT18]). Draw

z & D, and u & Zg. Let b & {0,1} be sampled uniformly at random. If b =0,
set h* « gy, whereas if b =1, set h* < f" - gg. We say that the hard subgroup
membership assumption holds in the class group framework if, for every PPT
adversary A, we obtain |Pr[b = b* | b* < A(ppcg, h*)%°V¢")] — 1| < negl(}) .

Correctness follows from the ElGamal-type structure of the class group encryp-
tion. For a ciphertext ¢ = (R, E) = (g;, ["pk") under pk = gflk, decryption
computes M = E - (R*)™! = f™pk” - (¢;)~! = f™, and hence Solve(ppcg, M)
recovers m € Z, from the easy-DL subgroup (f). The homomorphic operations
are also correct, since (Ry, E1) B (Ra, E2) decrypts to mq + mo mod p, while
CMult((R, E), ) decrypts to am mod p. Rerandomization preserves the plain-
text because it adds an encryption of 0. The key-malleability procedures are
correct as well: if pk’ = pk - gg, = gfzk'”’/, then sk’ = sk 4 7/ decrypts ciphertexts
under pk’; moreover, MaulCT(c,7) transforms ¢ = (R, E) into an encryption
of the same message under pk’, since E' = E - R" = fmpkrg;’", = fm(pk)",
and AlignEnc performs the inverse transformation by multiplying by ]%""/,
thereby bringing a ciphertext under pk’ back to a ciphertext under pk, followed
by fresh re-randomization. Security follows as in the Castagnos Laguillaumie
scheme [CL15]: the encryption is IND-CPA-secure under the DDH assumption
in the underlying class group G; equivalently, any adversary distinguishing en-
cryptions of two messages can be turned into an adversary distinguishing a
Diffie-Hellman tuple from a random tuple in G. The paper [CL15] also shows
that one-wayness under chosen-plaintext attack is equivalent to the hardness of
the Lift Diffie-Hellman problem, and hence to the Partial Discrete Logarithm
problem, while the class group instantiation relies on DDH in a non-maximal
imaginary quadratic order and not on integer factorization. The additional oper-
ations ReRand, MaulPK, MaulSK, MaulCT, and AlignEnc do not harm CPA secu-
rity: MaulPK produces a rerandomized public key distributed as a fresh key, and
MaulCT and AlignEnc output ciphertexts statistically close to fresh encryptions
of the same plaintext under the corresponding keys. Thus the scheme remains
CPA-secure under the same DDH assumption even in the presence of these key-
malleability properties.

E OPE and OPA Protocol Specifications

E.1 OPE Protocol

Protocol: Mopg

Let FoLe be an ideal OLE functionality. The protocol runs between party A with
input (ag,a1,...,aq) € F4 defining the polynomial p(X) = Zj:o a; X7 and
party B with input o € F. Bob obtains p(a), while A obtains L.

Party A:

1. Initialize s§ + aq
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2. For each i = 1,2,...,d — 1: Sample a fresh mask p; E T Set A; + s, and
B; < aq—i — p;. Invoke FoLe with sender input (A;, B;). Set sf‘ — pi
3. For the d-th OLE party A provide FoLg inputs Aq = 59_1 = pa—1 and Bg = aop.

Party B:

1. Initialize sf < 0.

2. For each i = 1,2,...,d — 1: Invoke FoLg with receiver input «. Receive y; =
Aia+ B; = st a4+ aq_i — pi. Locally compute s? < y; + as2 |, equivalently,

B A B
si = oafsiy + sii1) + @a—i — pi-

3. For the d-th OLE call B provides a to FoLE.
4. B receives yq = Aga + Bg from the d-th Forg.
Output: Party B outputs yq + as5 ;.

Fig. 18: OPE Protocol

E.2 OPA Protocol

Protocol: lNgpa

Let FoLe be a ideal OLE functionality. The protocol runs between the sender A
with input a(X) € F[X] with deg(a) < 2d and the party B with input b(X) € F[X]
with deg(b) < d with the distinct public points a1, ..., a+1 € F.

Party A: Sample a random polynomial r(X) & F=<?[X]. For each i € [2d + 1],
compute: a; := a(a;), 7i:=r(a;). For each i € [2d+ 1], invoke Fo_e with sender
input (r;, a;).

Party B: For each i € [2d 4 1], compute b; := b(a;). For each ¢ € [2d + 1],
invoke FoLg with receiver input b;, and receive ¢; = 7;b; + a;. Interpolate the
unique polynomial ¢(X) € F[X] of degree at most 2d satisfying c(a;) = ¢; for all
i€2d+1].

Output: B outputs ¢(X).

\. J

Fig. 19: OPA Protocol MNopa

F Missing Proofs in section 5

F.1 Proof of Lemma 13
Lemma 13. The protocol Mopg is correct.

Proof. We prove correctness using the invariant after the i-th Horner step where
i < d—1, A and B hold shares s#* and s? such that s +s? = aga’ +ag_10 71 +
ce g

Recall that Alice initializes s{! < aq, and Bob initializes s§ « 0. Therefore,
s + 5P = ag Hence, the invariant holds for i = 0.
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Now suppose that after the (i — 1)-th Horner step, for some 1 < i < d — 1, the
parties hold additive shares satisfying s{ | + s2 | = aga’™ ' + ag_10"2 + - +

Gd—i+1- In the i-th OLE call, Alice samples p; & F and sets A; +— 524717 B; «+
aq—; — p;- Bob inputs « to FoLg and receives y; = A;a+ B; = sf{la +aqg—; — pi-
Bob then computes s? « y; + asP ;. Since Alice sets s;' < p;, we have

s{+sP=pi+ (yi + 04551)

=pi+ (8 10+ aa—i — pi) + as?

=a(si +s7) + aai.
By the induction hypothesis 5;4_1 + 851 = aga’ P ag_ 102+ ag_ig
Therefore,

st 458 =a (ado/_l +ag1 4+ ad7i+1) + ad—;
=aqd’ +ag_10"7 "+t agiio+ ag_g.

Thus, the invariant holds for every ¢ = 0,1,...,d — 1. In particular, after the
(d — 1)-th Horner step 521471 + ,sd]i1 =aga® P+t ag_10% 2+ +a.
For the final d-th OLE call, Alice inputs Ay = 52‘71 and By = ag, while Bob

inputs «. Hence Bob receives yq3 = Aga + By = sf_la + ag and Bob outputs
ya + asf . Substituting the value of y,, we get

Yd + cvsdB_1 = sf_la +ap + asf_l
= a(sj_1 +sL1) + ao-
Using the invariant for ¢ =d — 1,

a(si_y +s51) +ao=a(aa® ' +a4_107 2+ +a1) +a

=aga +ag_ 1047 4+ aja+ag

d
=2 e’
=0
=p(a).

Therefore, Bob outputs the correct value p(«). Alice receives no output except
L by the specification of the protocol. This proves correctness. a

F.2 Proof of Theorem 6

Proof (Sketch of Theorem 6). The protocol Mopg invokes the ideal functionality
FoLe as a subroutine in each of its d Horner steps; all other operations per-
formed by Alice and Bob are local computations on their respective inputs and
on the values returned by FoLg. By Theorem 4, the underlying OLE protocol

I'I(O2L)E UC-realizes FoLg against semi-honest corruptions. By the UC composition
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theorem [Can00], it therefore suffices to exhibit a simulator in the Fopg-hybrid
model.

Corrupt Alice. The simulator Sa reads (ao, ..., aq) from Aa’s input tape, for-
wards the induced polynomial p to Fopg, and emulates each Fo g instance by
recording Aa’s sender inputs (4;, B;) and replying with the receipt token. Since
Alice receives no protocol messages and outputs L, the joint view of Ap and Z
is identically distributed in the real and ideal executions.

Corrupt Bob. The simulator Sg reads « from .Ag’s input tape, submits (sid, «)
to Fope, and obtains p(«a). For the first d — 1 OLE calls, Sg samples y; Er
uniformly and returns it to Ag as the i-th Fo g output. For the final call, Sg
returns

gd = p(a) - Sr]lg—l’

where sf_l = Zf;ll %17y, is computed exactly as Bob would. In the real
execution, each y; = s{‘fla + aq—; — p; is uniformly distributed in F by the

perfect masking of Alice’s fresh p; & F, independently of all other transcripts;
hence the distribution of (yi,...,y4—1) is identical to (¥1,...,74—1). By the
correctness invariant of Lemma 13, the honest Bob’s final output equals p(a),
which matches g4 + asf | by construction. Hence the joint view of Ag and Z is
identically distributed.

Combining both cases and invoking the UC composition theorem to replace each
FoLe call by Mg g yields the claim. O

F.3 Proof of Theorem 7

Proof. Let A be the dummy adversary mounting at most one specious corruption
and let Z be any PPT environment. We must build a simulator S such that,

FsaT s F ¢
FSAT,SOLE o Ex

Exec
Morpe, A,

€CWrap(Fope),S, 2 - (5)

We use a sequence of d + 1 hybrid experiments Ho,Hy,...,Hq. In hybrid H;,
the first ¢ invocations of lMpg inside Mopg are replaced by invocations of the
wrapped ideal functionality Wrap(FoLg), while the remaining d — i invocations
are still executed as ﬁOLE. In particular:

— Hpy is the real-world execution Exec#”’i"?: all d OLE invocations are run
OPE v,

as [NoLg instances over Fgat.

— For i € [d], H; differs from H,_1 in exactly one place: the i-th ﬁOLE invocation
is replaced by an ideal call to Wrap(FoLg) that takes sender input (A;, B;)
and receiver input « and returns A;a + B; to Bob.

Lemma 14. Hg ~ Hg.

Proof. For each i € [d], the only difference between H;_; and H; is the imple-
mentation of the i-th OLE invocation: in H;_; it is realized by MNoLg, whereas in
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H; it is replaced by Wrap(FoLg). By Theorem 5 (in the 2-round case), the pro-
tocol ﬁOLE wsrUC-realizes Fo_g in the Fsar-hybrid model; equivalently, ﬁOLE
UC-realizes Wrap(FoLg) in the Fsar-hybrid model under specious environments
and adversaries. Hence there exists a PPT simulator S; such that, for every
specious PPT environment,

Chaining these d steps yields Hg ~ Hg. a

The hybrid Hy is, by construction, an execution of Mopg in which each OLE call
is to Wrap(FoLg). Because Wrap(FoLe) behaves on the input-output interface
exactly as FoLg does (under the standard corruption translation table Table 1),
H, is statistically equivalent to an execution of MNMopg in the Fopg-hybrid model.
By Theorem 6, Mopg UC-realizes Fopg in the FoLg-hybrid model; instantiating
that simulator yields a simulator S such that

c
Hq =~ ExeCWrap(]-'opE),S,Z'

Combining with Lemma 14,

Fsar,Fole 4 S H, L
Execﬁ::;vg; = Ho = Hg ~ Execwrap(Fope),s,2>
which establishes (5).
We now show that both composed firewalls

to conclude the proof.

FgPE and FgPE are strongly sanitizing

OPE
FA

Lemma 15. The composed Alice firewall 18 strongly sanitizing.

Proof. Let Z be any PPT environment that does not corrupt FXPE but is allowed

to mount a specious corruption (SPECIOUS, EA) on Alice’s OPE core. We must

show
[
ExeCfSAT,]"OLE ~ ExeCZ:,SAT’]:OLE,
Mope, A, 2 Mope, A2

where ﬁ’OPE runs with the incorruptible Alice core Ca (which ignores all
SPECIOUS commands and keeps running the honest code of Ca) in place of Ca,
and A is the dummy adversary, so Z plays Bob’s side (Cg, F9FF).

By construction, Alice’s OPE core Ca feeds, into the i-th OLE sub-protocol,
only the sender input (A;, B;) computed from its local state. Equivalently, Ca
decomposes into d parallel sub-cores Cj,...,C4%, where C} is exactly the OLE-
sender core supplying the i-th OLE instance with (4;, B;). Since Ca is specious
for Cp, it follows that the marginal (NZ,K induced on the i-th OLE sub-core is
specious for Cj.

By Lemma 10 (in the 2-round case), the per-instance sender firewall FY is
strongly sanitizing for Cj. Consequently, for every i € [d], the marginal view
of Z on the i-th OLE sub-protocol is computationally indistinguishable in the
two experiments. Because the firewalls F},...,F4 run in parallel and share no
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internal state, the joint view of Z across all d OLE sub-protocols is computa-
tionally indistinguishable in the two experiments, by a standard d-step hybrid
argument over the OLE instances.

It remains to observe that the only further messages produced by FgPE7 beyond
those produced by the underlying F4’s, are inputs and outputs on the Fsar-
interfaces of the OPE layer; these are determined by the OLE sub-transcripts
already sanitized above (the Horner masks p; and shares s are computed inter-

i
nally by Ca and never leave Alice’s party). Hence FEPE is strongly sanitizing. O

Lemma 16. The composed Bob firewall FgPE is strongly sanitizing.

Proof. Symmetric to the proof of Lemma 15, using Lemma 11 (in the 2-round
case) for the strong sanitation of each per-instance receiver firewall F. Bob’s
OPE core Cp likewise decomposes, in the MNppg protocol, into d parallel sub-cores
CL,...,Cd, each feeding the corresponding OLE sub-protocol with the receiver
input a. A specious Cs projects to specious sub-cores 6@ on each instance, and
the firewall-composition shares no state, so the joint view of Z across all d OLE
sub-instances is computationally indistinguishable in the two experiments by a
standard d-step hybrid argument.

The remaining messages produced by FgPE beyond the OLE sub-transcripts are
the relayed Horner-step outputs yi,...,yq delivered to Cg on Fsat. The local
post-processing s <+ y;+asP | and the final output yd+o¢s§71 are deterministic
functions of these outputs and of «, both of which lie inside Cg. Conditioning on
the per-instance OLE views being computationally indistinguishable across the
two experiments, Bob’s final output is also computationally indistinguishable.
Hence FOPE is strongly sanitizing. O

Combining the hybrid argument with the strong sanitation guarantees
of Lemma 15 and Lemma 16, we conclude that MNgopg wsrUC-realizes Fopg in
the (Fsar, FoLe)-hybrid model. This completes the proof of Theorem 7. O

F.4 Proof of Lemma 17
Lemma 17. The protocol Mopa s correct.

Proof. Let aq,...,as411 € F be distinct public points. The sender computes,
for each i € [2d 4+ 1], a; = a(«;),7; = r(a;). The receiver computes b; = b(«;)
for every i € [2d + 1]. For each ¢, the parties invoke one instance of FoLg, where
the sender inputs (r;, a;) and the receiver inputs b;. By correctness of FoLg, the
receiver obtains ¢; = r;b; + a;. Substituting the definitions of a;, r;, b;, we obtain
¢i =r(a;)b(oy) +a(ay). Define ¢(X) = r(X)b(X) +a(X). Since deg(r) < d and
deg(b) < d, we have deg(r - b) < 2d. Also, deg(a) < 2d. Therefore, deg(c) < 2d.
Moreover, for every i € [2d + 1], c(a;) = r(a;)b(a;) + ala;) = ¢;. The receiver
interpolates the unique polynomial of degree at most 2d passing through the
2d + 1 points (ay, ci)?f{l. Since a polynomial of degree at most 2d is uniquely
determined by its values on 2d + 1 distinct points, the interpolated polynomial
is exactly ¢(X) = r(X)b(X) + a(X). Hence Mopa correctly computes the OPA
output. O
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F.5 Proof of Theorem 8

Proof (Sketch). The proof follows [GN19, Lemma 9|, which establishes the anal-
ogous statement in the Fq g+-hybrid model against malicious adversaries. Two
simplifications apply here. (i) Semi-honest parties execute the prescribed code, so
every JFoLg input is a faithful evaluation of a well-formed polynomial of the pre-
scribed degree; no zero-polynomial or degree-violating input arises. Plain FoLg
thus suffices in place of Fq g+, and the random-challenge consistency checks of
[GN19, Fig. 7, Steps 3-6] become vacuous and are omitted in our OPA protocol
. (ii) The simulator reads (a,r) (resp. b) directly from the corrupted party’s
input tape and forwards it to Fopa. Indistinguishability follows from the perfect

masking by the sender’s fresh r & F<9[X], exactly as in [GN19]. O

F.6 Proof of Theorem 9

Proof. Let A be a dummy adversary corrupting at most one party (specious
corruption) and let Z be any PPT environment. We build a simulator S such
that

FSAT,

Foie S
EXGCAOPA ~ ExeCWrap(}—opA),S,Z . (6)

We use a sequence of 2d + 2 hybrid experiments Hg, Hy,...,Ha441. In hybrid
H;, the first ¢ invocations of the sanitizing OLE protocol ﬁOLE inside ﬁopA are
replaced by invocations of the wrapped ideal functionality Wrap(FoLg), while
the remaining 2d+1—i invocations are still executed as the protocol ﬁOLE. In
particular:

— Hy is the real-world execution ExecJﬁTSAT’ FoLe, a1l 2d 4+ 1 OLE invocations are
OPA A,

run as [NpLg instances over Fsat.

— For i € [2d + 1], H; differs from H;_; in exactly one place: the i-th ﬁOLE
invocation is replaced by an ideal call to Wrap(FoLg) that takes sender input
(r(oy),a(ey)) and receiver input b(a;) and returns a(«;) + r(o;) - b(ay).

Lemma 18. Hj ~ Hogt1.

Proof. For each i € [2d+1], the only difference between H;_; and H; is the im-
plementation of the i-th OLE invocation: in H;_; it is realized by ﬁOLB whereas
in H; it is replaced by Wrap(FoLg). By Theorem 5 (in the 2-round case) or Theo-
rem 3 (in the 3-round case), the protocol ﬁOLE wsrUC-realizes FoLg in the Fsat-

hybrid model; equivalently, Mog UC-realizes Wrap(FoLg) in the Fsar-hybrid
model under specious environments and adversaries. Hence there exists a PPT
simulator §; such that for every specious PPT environment,

c
Hi,1 ~ H,L

Chaining these 2d+1 steps, Hg ~ Hogy1- a
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The hybrid Hogyq is by construction an execution of MNMopa in which each OLE
call is to Wrap(FoLg). Because Wrap(FoLg) behaves on the input-output interface
exactly as FoLg does (under the standard corruption translation tableTable 1),
Hog11 is statistically equivalent to an execution of MNppa in the Fopg-hybrid
model. By Theorem 8, MNopa UC-realizes Fopa in the Fopg-hybrid model; instan-
tiating that simulator yields a simulator & such that

C
Hag11 ~ ExeCwrap(Fom),s, 2 -

Combining with the previous chain,

Fsat, FOLE __ £ L
Execﬁo’:A’A’LZE = Ho =~ Hag11 ~ Execwiap(Fopn),s, 2
Now, we show that both composed firewalls FgPA and FgPA are strongly sanitizing

to conclude the proof.
Lemma 19. The composed sender firewall F(S)PA is strongly sanitizing.

Proof. Let Z be any PPT environment that does not corrupt FgPA but is allowed
to mount a specious corruption (SPECIOUS, Cs) on the OPA sender core. We must
show

Exec’ Z

Fear.Fore C Fent T
sar.TOLE & el sAToFoLE
Mopa,A, 2 MopasAs 2

where ﬁ’OPA runs with the incorruptible OPA sender core 65 (which ignores all
SPECIOUS commands and keeps running the honest code of Cg) in place of Cg,
and where A is the dummy adversary.

By construction, the OPA sender core Cg feeds, into the i-th OLE sub-protocol,
only the values a; := a(«a;) and 7; := r(«;). Equivalently, Cg decomposes into
2d+1 parallel sub-cores C, ..., C%‘Hl, where C§ is exactly the OLE-sender core
supplying the i-th OLE instance with its inputs. Since Eé is specious for Cg, it

follows that the marginal E; induced on the i-th OLE sub-core is specious for
Cs.

By Lemma 10 (in the 2-round case) the per-instance sender firewall FY is strongly
sanitizing for C§. Consequently, for every i € [2d+1], the marginal view of Z
on the i-th OLE sub-protocol is computationally indistinguishable in the two
experiments. Because the firewalls Fé, ceey FédH run in parallel and share no
internal state (this is the very content of the ¢-composition), the joint view
of Z across all 2d+1 OLE sub-protocols is computationally indistinguishable in
the two experiments, by a standard (2d+1)-step hybrid argument over the OLE
instances.

It remains to observe that the only further messages produced by F(S)PA, beyond
those produced by the underlying F&’s, are inputs and outputs on the Fsar-
interfaces of the OPA layer; these are determined by the OLE sub-transcripts
already sanitized above. Hence FOPA is strongly sanitizing. ad

Lemma 20. The composed receiver firewall FORPA 1s strongly sanitizing.
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Proof. Symmetric to the proof of Lemma 19, using Lemma 11 (in the 2-round
case) for the strong sanitation of each per-instance receiver firewall F; . The OPA
receiver core Cr likewise decomposes, in the [Nppa protocol, into 2d+1 parallel
sub-cores Cf, ..., Cf{dﬂ, each feeding the corresponding OLE sub-protocol with
the value b; := b(a;). O

Thus, we conclude that ﬁopA wsrUC-realizes Fopa in (Fsat, FoLg)-hybrid model.
This completes the proof of Theorem 9. O

G PSI from OPE

We begin with describing our protocol.

Protocol: [pg

Let Fope be the ideal OPE functionality. The protocol lps; runs between the
sender A and the receiver B. The sender A has input Sa = {v,...,vym} C F,
and the receiver B has input Sg = {f1,...,8n} C F. The receiver B obtains the
intersection Sa N Sg, while the sender A obtains L.

Sender A (Input Sa): Encode the set Sa as the polynomial p,(X) = [[ ¢, (X —
7). Participate as the sender in one invocation of Fope with input 7;.p,(X), where

r; EF \ {0}. In every invocation, A receives L.
Receiver B (Input Sg): Initialize Sn + 0. For each 8; € Sg: (i) Invoke Fope
with receiver input 3;, (i¢) Receive the value z; < 7;.pa(8;) from Fope. (4i7) If
z; = 0, then add f; to the intersection set: Sn <= Sn U {3;}. Finally, output: Sn.
Output: A outputs L. B outputs Sn = Sa N Sk.

Fig. 20: One-Sided PSI Protocol from Fope

G.1 Correctness of the PSI protocol lNpg,
Lemma 21. The protocol MNps) correctly realizes Fpg;.

Proof. Party A encodes its set Sa as the polynomial p,(X) = [] X —7).

’YGSA(
Therefore, for any element z € F and r EF \ {0}, we have r.pp(z) = 0 <—
r ]l es (@ —7) =0.

Since F is a field, a product is zero if and only if one of its factors is zero. Hence,
r.pa(z) = 0 <= Jy € S such that x — v = 0. Equivalently, r.ps(z) = 0 <=
T € Sa.

Now consider any element §; € Sg. In the j-th invocation of Fopg, party A
inputs the polynomial p,(X), and party B inputs the point ;. By correctness
of Fope, party B receives z; = pa(8;). The protocol adds §; to Sn if and only
if zj = 0 <= pa(B;) = 0 <= [, € Sa. Since f; is already chosen from Sg,
we get z; = 0 <= B; € Sa N Sg. Thus, the protocol includes exactly those
elements of Sg that also belong to Sa. Therefore, at the end of the protocol,
Sh = {ﬁj € Sg: pA(ﬂj) = 0} = SA N Sg.
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Hence, party B outputs the correct intersection. Party A receives no output in
each invocation of Fopg and outputs L by the specification of the protocol. O

G.2 Proof of Theorem 10

Proof. Let A be any real-world adversary attacking lNpg) in the Fopg-hybrid
model. We construct an ideal-world simulator & such that for every environment
z,

FopE =
Execnorfy 2z ~ Execrg s 2.

We treat the two corruption cases separately.

Case 1: Corrupt Sender (A). The corrupted party Aa holds input S4 and
participates as the sender in all n invocations of Fopg, one for each element
B; € Sp. In each invocation, A inputs the polynomial 7;.p 4 (X) = r;. H’YESA (X—

), 75 EF \ {0} and receives no output. The simulator Sim 4 proceeds as follows.

Simulator Simy:

1. Read Sa from Aa’s input tape. Encode S4 as the polynomial p,4(X) =
H«,eSA (X - 7)-

2. Submit S4 to Fps; on A’s input interface and receive nothing.

3. For each of the n Fope invocations, record Aa’s sender input 7;.p 4 (X) and
reply with the receipt token 1 on A’s output interface. A receives no output
from any Fopg call by the specification of Fop.

4. Output whatever Aa outputs, which is L.

Indistinguishability. A receives no protocol messages beyond the Fopg receipts
and outputs L in both the real and ideal executions. The Fopg calls are each
realized by the ideal functionality Fopg, so A’s View consists only of her own
input tape and the L tokens. The joint view of Ap and Z is therefore identically
distributed in the real and ideal executions.

Case 2: Corrupt Receiver (B). The corrupted party .Ag holds input Sp =
{f1,...,Pn} and participates as the receiver in all n invocations of Fopg. In the
Jj-th invocation, B inputs ; and receives z; = p4(5;). B then locally computes
Sn = {B; € Sp : z; = 0} and outputs it. The simulator Simp must generate
a simulated view for Ag without knowing A’s polynomial p 4, using only the
intersection Sn returned by Fps.

Simulator Simp:

1. Read S = {f1,..., B} from Ag’s input tape.
2. Submit Sp to Fps on B’s input interface and receive the intersection S =
SaNSg.
3. For each j € [n], simulate the output of the j-th Fopg invocation as follows:
= If B; € Sn, set Z; < 0.

— If B; ¢ Sn, sample ; & F*.
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4. Deliver z; to Ag as the output of the j-th Fopg call.

Indistinguishability. We argue via the following hybrid sequence over the tran-
script (21, ..., 2n) seen by Ag.

Ho (Real world): For each j € [n], B receives z; = r;.p4(53;) from Fope. By
correctness of lps) , z; = 0 if and only if 3; € Sy, ie., B; € Sn.
H; (Ideal world): For each j € [n], B receives z; as defined by Simp above.

We claim Hyg = H;. Counsider any fixed j € [n]:

— Case B; € Sn: In Hy, z; = r;.p4(B;) = 0 since 5; € Sa; in Hy, Z; = 0 by
construction. The distributions are identical.

— Case B ¢ Sn: In Hy, z; = r;.p4(8;) # 0 since 8; ¢ Sa, and py(X) =
[I,es,(X —7) is a nonzero polynomial of degree [Sa| evaluated at a point
outside its root set. Since Ag is semi-honest and does not know S4 or the
coefficients of p, beyond what is revealed by the Fope outputs, the secu-
rity of Fope guarantees that B learns nothing about p 4 beyond the single
evaluation p 4(53;). For 8; ¢ S4, this evaluation is a nonzero element whose

distribution, from B’s View, is uniform over F*. In Hy, Z; & p by construc-
tion. The two distributions are therefore statistically identical conditioned

on fB; ¢ Sn.

Since the n Fopg invocations are independent and the argument applies identi-
cally for each j € [n], the joint distribution (Z1,...,Z,) is identically distributed
in Hyp and H;. Furthermore, B’s final output

Sn = {ﬁjESB : %ZO}

is computed deterministically from (%1, ...,2,) and Spg, and matches the output
delivered by Fpg| in the ideal execution. Hence, the joint view of Ag and Z is
identically distributed in the real and ideal executions.

Combining both corruption cases, for every PPT semi-honest adversary A cor-
rupting at most one party, there exists a PPT simulator S such that

Fope 5
Exec it 4 z =~ Execryg s,z

for every PPT environment Z. Hence [lNps; UC-realizes Fps in the Fopg-hybrid
model. a

H PSI from OPA

We begin with describing our OPA based PSI protocol in Figure 21.
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Protocol: 7%

Let Fopa be the ideal OPA functionality. The protocol n;ﬁ; is run between two
parties A and B with respective input sets Sa and Ss.

Inputs. Party A holds Sa, and party B holds Sg each of size n.

Setup. Party A computes a polynomial p, of degree n such that p,(a) = 0 for
every a € Sa. It samples two random polynomials ra,r of degree n, and forms
the degree-2n polynomial q, = p, - ra. Party B computes a polynomial pg of
degree n such that pg(8) = 0 for every S € Sg.

OPA Invocation. The parties invoke a single instance of Fopa as follows: In Fopa,
party A acts as the sender and inputs the polynomial q, (of degree 2n) and rj (of
degree n). Party B acts as the receiver and inputs pg. Party B receives the output
Pn = dap t+ Ta:Pg.

Output. Party B recovers the intersection by evaluating p~ on its own input
elements. Party B initializes Sn = 0. For every 8 € Sg, it computes p(8), if
P~ (8) =0, party B adds 8 to Sn. Party B outputs Sn.

\. J

Fig. 21: PSI Protocol from OPA M3

H.1 Proof of Lemma 22

Lemma 22. The protocol 1133, is correct.

Proof. We show that Sy = Sa N Sg holds with overwhelming probability. For
any 3 € Sg, since pg(f) = 0, the intersection polynomial evaluates to

Pn(B) = da(B) + ra(B) ps(B) = da(B).
——

=0

If 8 € Sa, then po(B8) = 0, s0 p~(8) = 0 and 3 is correctly added to Sn. If 8 ¢ Sa,
then pa(8) # 0, and p,(8) = 0 only if r, (8) = 0, which by the Schwartz-Zippel
lemma occurs with probability at most n/|F|. By a union bound over all 5 € Sg,
the probability of any false positive is at most n?/|F|, which is negligible for
|F| > n?. Hence 3%, is correct. 0

H.2 Proof of Theorem 12

Proof. Let A be any real-world adversary attacking 3% in the Fopa-hybrid
model. We construct an ideal-world simulator S such that, for every environment
z,

FopA <
I'I‘;,g,A,Z ~ EXE‘C]:PSI)S7Z.

Exec
We consider the two corruption cases separately.

Case 1: Corrupt Party A. The corrupted party Aa holds input Sa and acts
as the sender in the single invocation of Fopa. It inputs the pair of polynomials
(qa,ra) and receives no output. The simulator Sim4 proceeds as follows.

Simulator Simy:
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1. Read Sa from Aa’s input tape.

Submit Sa to Fps; on A’s input interface.

3. Upon the invocation of Fopa, record the sender inputs (qa,ra) provided by
Apa and return the receipt token 1, exactly as specified by Fopa.

4. Output whatever Aa outputs, namely 1.

o

Indistinguishability. Since A receives no protocol messages beyond the receipt
from Fopa, its view in the real execution consists only of its own input and
the local randomness used to generate (qa,ra). The simulator forwards exactly
the same interaction to Aa. Hence the joint view of Ax and Z is identically
distributed in the real and ideal executions.

Case 2: Corrupt Party B. The corrupted party Ag holds input set Sg =
{B1,...,Pn} and acts as the receiver in the single invocation of Fopa. It inputs
the polynomial pg and receives the polynomial

P (X) = qa(X) +ra(X) - pa(X).

Party B then evaluates p, on each 8; € Sg and outputs Sq = {5; € Sg :
P~ (B;) = 0}. The simulator Simp must generate a polynomial whose evaluations
on Sp reveal exactly the same intersection pattern.

Simulator Simp:

1. Read Sg = {f1,...,Bn} from the input tape of Ag.
2. Submit Sg to Fps; on B’s input interface and receive the intersection S =
Sa N Sg.
3. Construct a degree-2n polynomial p(X):
— sample a random polynomial T(X) of degree 2n — |Sn|.
— Then compute p(X) = [[5cq. (X — B) - T(X);
4. Deliver p to Ag as the output of the Fopa invocation.

Indistinguishability. We compare the following hybrids.

Ho: This is the real world. B receives p, = qa + ra - pg from Fopa.
Hi: This is the ideal world. B receives the simulated polynomial p generated
by Simp.

For every 3; € S, since pg(8;) = 0, in the real execution we have

Pn(8i) = aa(Bi) = Pa(Bi) - TA(Bi).
Now:

— If B; € Sn, then B; € Sa, hence pa(8;) =0, and therefore p(5;) = 0.
—If B; ¢ Sn, then B; ¢ Sa, so pa(B;) # 0. Since rj is a uniformly ran-
dom degree-n polynomial, r(8;) is uniformly distributed over F, and thus

P~ (B;) is uniformly distributed over F* except with negligible probability
that ) (8;) = 0.
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Thus, on each point 3; € Sg, the evaluation distribution of p, matches that
of the real polynomial: zero exactly on the intersection and uniformly random
otherwise. Since a degree-2n polynomial is fully determined by its evaluations
on 2n+ 1 points, and the simulator samples uniformly from the set of all polyno-
mials consistent with these constraints, the full distribution of p is statistically
indistinguishable from the real p.

Finally, B computes its output only by evaluating the received polynomial on ele-
ments of Sg, and hence outputs exactly S in both the real and ideal executions.
Therefore, the joint view of Ag and Z is statistically indistinguishable in Hy and
H;. Combining both corruption cases, for every PPT semi-honest adversary A
corrupting at most one party, there exists a PPT simulator S such that

Fopa £
Execn;,;a“A,Z ~ Execrpg 5,2

for every PPT environment Z. Hence I_Igpszi UC-realizes Fps) in the Fopa-hybrid
model. O

I Proof of Theorem 11

Proof. Let A be a dummy adversary mounting at most one specious corruption,
and let Z be any PPT environment. By definition of wsrUC security, we must
construct a simulator S such that

Fsnt,Fore <,
ExecAPSI ~ ExeCwrap(Frs)),S,2 - (7)

We use a sequence of n+ 1 hybrid experiments Hg, Hy, ..., H,. In hybrid H;, the
first ¢ invocations of the sanitizing OPE protocol MNppg inside lNpg| are replaced by
invocations of the wrapped ideal functionality Wrap(Fopg), while the remaining
n — 1 invocations are still executed as ﬁOPE. In particular:

— Hp is the real-world execution Exec%—S”’fO"E: all n OPE invocations are run

PSI», A,
as ﬁOPE instances over JFgar. R
— For j € [n], H; differs from H;_; in exactly one place: the j-th Mopg invo-
cation is replaced by an ideal call to WrapFope that takes sender input pa
and receiver input §;, and returns z; = pa(5;) to Bob.

Lemma 23. Hj ~ H,.

Proof. For each j € [n], the only difference between H;_; and H; is the imple-
mentation of the j-th OPE invocation: in H;_; it is realized by MNopg, whereas
in H; it is replaced by Wrap(Fope). By Theorem 7, the protocol Mopg wsrUC-

realizes Fopg in the (Fsart, FoLe)-hybrid model; equivalently, ﬁopE UC-realizes
Wrap(Fope) in that hybrid model under specious environments and adversaries.
Hence there exists a PPT simulator S; such that, for every specious PPT envi-
ronment,

H,_1 ~ H;.

J J

Chaining these n steps yields Hg & H,. O
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The hybrid H,, is, by construction, an execution of lpg| in which each OPE call
is to Wrap(Fope). Because Wrap(Fope) behaves on the input—output interface
exactly as Fope does (under the standard corruption translation table Table 1),
H,, is statistically equivalent to an execution of Nps in the Fopg-hybrid model.
By Theorem 10, Mps; UC-realizes Fpg) in the Fope-hybrid model; instantiating
that simulator yields a simulator S such that

C
H, ~ Execwrap(fPSI)@Z.
Combining with Lemma 23,

Fsat, FoPE __ £ £
Execﬁps|,A,Z = HO ~ Hn ~ ExeCWrap(fps|),S,Za
which establishes (7).

We now show that both PSI firewalls are strongly sanitizing.
Lemma 24. The composed firewall FKS' s strongly sanitizing.

Proof. Fix a PPT environment Z that does not corrupt FiS' but mounts a
specious corruption (SPECIOUS, Ca) on Alice’s core. We must show

Fsar,Fore ExeCZ:SAT7]:OPE

Exec
Mpsi, A, Z Mhg AZ

where ﬁ§>5| runs with the incorruptible Alice core EA that ignores all SPECIOUS
commands and keeps executing the honest code of Ca, A is the dummy adversary,
so Z plays party B = (Cg, FES') in addition to mounting the specious corruption
on A.

By construction, Alice’s PSI core Cp feeds the OPE layer with the same sender
input pa(X) = [[,es,(X —7) into all n OPE sub-protocols. Equivalently, Ca

decomposes into n parallel sub-cores C(Sl)A7 cee Cén), where C(SJ )A is exactly the
OPE-sender sub-core supplying the j-th OPE instance with input p 4. Since GA
is specious for Ca, it follows that the marginal C(AJ) induced on the j-th OPE

: : @)
sub-core is specious for CS7 A

) is strongly sanitizing

By Lemma 15, the per-instance OPE-sender firewall F(SJ
for Cg )A. Consequently, for every j € [n], the marginal view of Z on the j-th
OPE sub-protocol is computationally indistinguishable in the two experiments.
Because the firewalls F(Sl)7 ey F(S") run in parallel and share no internal state
(this is the very content of the ¢-composition), the joint view of Z across all n
OPE sub-protocols is computationally indistinguishable in the two experiments,
by a standard n-step hybrid argument over the OPE instances.

It remains to observe that, in the one-sided OPE-based PSI, the only messages
produced by F/'is' beyond those produced by the underlying F(SJ )’s are the inputs
and outputs on the Fsar-interfaces of the PSI layer; Alice’s core receives no
protocol message outside the OPE sub-transcripts and outputs L. In particular,

no additional algebraic value crosses the network at the PSI layer. Hence the
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joint view of Z in the two executions is determined entirely by the n OPE sub-
transcripts already shown to be computationally indistinguishable. We conclude
that Fis' is strongly sanitizing. a

Lemma 25. The composed firewall FES' 1s strongly sanitizing.

Proof. Symmetric to the proof of Lemma 24. Fix a PPT environment Z that
does not corrupt FES' but mounts a specious corruption (SPECIOUS, Cg) on Bob’s

core. We must show
F F c F F
S SAT,SOPE ) Exc? AT/ OPE

Exec
Mpsi, A, Z Mhe AZ

where ﬁps| runs with the incorruptible Bob core EB in place of Cg, A is the
dummy adversary, and Z plays Alice’s side A = (Ca, FR>!) in addition to mount-
ing the specious corruption on B.

By Lemma 16, the per-instance OPE-receiver firewall Fg)

is strongly sanitizing
for C(P{?B. Consequently, for every j € [n], the marginal view of Z on the j-th
OPE sub-protocol is computationally indistinguishable in the two experiments.
Because the firewalls Fg), cee Fg ) run in parallel and share no internal state,
the joint view of Z across all n OPE sub-instances is computationally indistin-
guishable in the two experiments, by a standard n-step hybrid argument over
the OPE instances.

O

Combining the hybrid argument of Lemma 23 with the strong sanitation guar-
antees of Lemma 24 and Lemma 25, we conclude that MNpg; wsrUC-realizes Fps)
in the (Fsart, Fope)-hybrid model. This completes the proof of Theorem 11. 0O

J Sanitizing PSI from OPA

We lift the one-sided PSI protocol M3 of Figure 21 to the subversion-resilient
setting. Recall that the sender A encodes its set Sa as the degree-n polynomial pu
vanishing on Sa, samples random ra, 7 of degree n, and forms g, = pp - 7'a; the
receiver B encodes Sg as pg. The parties invoke a single Fopa call: A as sender
with input (qa, 7)) and B as receiver with input pg, obtaining p = qa +ra - Pg-
B then evaluates pn on Sg and outputs Sn = {8 € Sg : p,(8) = 0}.

The key structural observation simplifying the lift is that the only message
that crosses the network between the parties at the PSI layer is the OPA sub-
transcript: the post-OPA computation by B is local, A produces no message
outside the OPA call, and the polynomial encodings are formed inside the re-
spective cores. Sanitizing M3, therefore amounts ezactly to replacing the Fopa

call with an invocation of MNgpa from subsection 5.2

Construction. The sanitizing protocol ﬁ?f;‘ is obtained from 3% by replacing

the single Fopa call with an invocation of ﬁopA, where A plays the OPA sender
with input (ga, ) and B plays the OPA receiver with input pg. Since the OPA
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call is the only ideal-functionality invocation mediating communication, the PSI
firewalls collapse to the OPA firewalls:

FRs' == FS™,  FB® = FR™A,

where FPA FOPA are themselves the parallel composition () of the 2d + 1 per-
OLE-instance firewalls. No further composition is needed at the PSI layer; every
property of the underlying OPA firewalls — in particular, strong sanitation — is
inherited verbatim by the PSI firewalls. Correctness of M3% follows from the

correctness of Mopa and of MY

Lemma 26. The protocol ﬁg‘; s correct.

Proof. When both parties run honestly ﬁOPA delivers to B exactly po(X) =
da(X) +ra(X) - pg(X), the same polynomial an ideal Fopa would deliver. Sub-
stituting this back into M3 makes ﬁ;‘; semantically equivalent to M3 in the
Fopa-hybrid model; by correctness of 135, B outputs Sn = Sa N Sg with over-
whelming probability (via the Schwartz—Zippel argument), and A outputs L. 0O

J.1 Proof of Theorem 15

Theorem 15 (Security of Sanitizing PSI from OPA). The protocol ﬁg‘;ﬁ
wsrUC-realizes Fpg) in the (Fsat, Fopa)-hybrid model.

Proof. Let A be the dummy adversary mounting at most one specious corruption
and Z any PPT SPECIOUS environment. We must build & with ExecZsAT7op ~

e A2
Execwrap(Fps)),s,2z- Define the hybrid H by replacing the single Mopa invoca-
tion inside ﬁ;‘; with a call to Wrap(Fopa). By Theorem 9, Mopa UC-realizes

Wrap(Fopa) in the (Fsar, FoLg)-hybrid model under specious environments, so
Fsat, Fopa ’\,fj
MpgA. 2

Wrap(Fopa) behaves on the input—output interface exactly as Fopa; thus H is
statistically equivalent to Mg, in the Fopa-hybrid model. By Theorem 12, M2

there exists S; with Exec H. By the corruption translation Table 1,

UC-realizes Fpg) there, yielding Sy with H ~ Execwrap(Fps), s,z for S the standard
composition of §1,Ss. Chaining gives the claim.

Strong sanitation. As noted, FR>' = FQPA and FES' = FSPA by definition, since
ﬁg‘;ﬁ introduces no algebraic message at the PSI layer beyond the OPA sub-
transcript and all post-OPA processing is local to the cores. Lemma 19 and
Lemma 20 give strong sanitation of FgPA, F%PA; hence FRS' and ng' are strongly
sanitizing. No additional hybrid is needed at the PSI layer. a

K Sanitizing Two Sided PSI

K.1 Correctness and UC Security of M35,

Lemma 27 (Correctness of MM¥5g). If the AHE is correct, M3%5s, correctly
realizes JFo_ps).
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Proof. By Correctness of Mpy,, B obtains Sn = Sa N Sg except with probability
n?/|F| = negl(\). Then A runs KeyGen honestly and sends pk to B; for every
B € Sn, B sends Enc(pk, 8), and by correctness of AHE, Dec(sk, Enc(pk, 8)) = 8
except with negl(\) probability. Hence A recovers S, and both parties output
Sh. O

Theorem 16 (UC Security of M5°%5,). If the AHE is IND-CPA secure, M35,
UC-realizes Fo_psi in the Fopa-hybrid model against static SEMIHONEST adver-
sares.

Proof. Let A be a semi-honest PPT adversary corrupting at most one party. We

: : Fopa £
build S with Execn;i,;S”Az ~ Execr, pq,5,2-

Case 1: Corrupt A. The simulator Sa:

1. reads Sa from Ap’s input tape, submits it to F,.pg|, and receives Spn;

2. simulates the Fopa invocation exactly as in Case 1 of Theorem 12 (records
Ap’s sender input (ga, ), returns the receipt L);

3. receives pk from Aa;

4. delivers the batch T := {Enc(pk,3) : 8 € Sn} with fresh independent ran-
domness per ciphertext, as the simulated message from B.

The view of Ap consists of Sp and its randomness, the Fopa receipt, and T'. The
first three are produced identically in real and ideal (Theorem 12, Case 1); the
batch T is identically distributed since in the real execution B encrypts the same
set Sn under the same pk with fresh independent randomness.

Case 2: Corrupt B. The simulator Sg:

1. reads Sg from Ag’s input tape, submits it to F,_ps|, and receives Sn;

2. simulates the Fopa output as in Case 2 of Theorem 12 (returns a polynomial
Dn vanishing on S and uniform elsewhere);

3. samples (sk, pk) < KeyGen(1*) and delivers pk to Ag as the message from
A;

4. receives and discards Ag’s outbound batch (the output for A is delivered by
Fo.ps) in the ideal world).

The simulated Fopa output is computationally indistinguishable from the real
one; the simulated pk is identically distributed (honest KeyGen); and Ag, being
SEMIHONEST, produces T' deterministically from Sn, pk and its tape. a

K.2 Message Transmission

The regular ideal functionality Fyt is given in Figure 22. The textbook real-
ization Myt is the PKE channel: the receiver samples (pk,sk) «+ KeyGen(1?*)
and sends pk to the sender; the sender returns (m) < Enc(pk,m); the receiver

~

outputs m = Dec(sk, (m)). The sanitizing variant Myt is given in Figure 23.

Theorem 17. If (KeyGen, Enc, Dec) is IND-CPA secure, Myt UC-realizes Fut
against static semi-honest adversaries.
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‘FMT p

Parameters. A key-malleable AHE scheme (KeyGen, Enc, Dec) with message
space M, and a session identifier sid.
Parties. Sender S, receiver R.

— On (sid, pk) from R: if no record exists, store (sid, pk) and leak it to S.
Ignore further pk-messages.

— On (sid,m) from S, m € M: if (sid, pk) is stored, compute ¢ < Enc(pk,m),
output (sid, c) to R, (sid, receipt) to S, leak (sid, c) to S, halt.

Fig. 22: The Message Transmission Functionality.

Proof. For a corrupted sender, Sg reads m from the sender’s tape, submits
(sid,m) to Fmr, and forwards the leaked pk to the sender. The resulting
Enc(pk,m) is identically distributed to the Fyt-leaked ciphertext. For a cor-
rupted receiver, Sg forwards the received pk to Fyt and relays the leaked ci-
phertext to the receiver. Joint views are identically distributed; IND-CPA hides
m from Z. O

Protocol: ﬁMT

Let AHE be a key-malleable AHE with message space M. Parties S =

(Cs,Fs) and R = (Cg, Fr). S with input m.
— Round 1: Cr samples (pk,sk) + KeyGen(1*) and sends pk to Fg.
Fr computes (pk, p) < MaulPK(pk) and sends pk to Fs. Fs computes

(pk’, 7) <= MaulPK(pk) and hands pk’ to Cs.
— Round 2: Cg computes (m)’ «— Enc(pk’,m) and sends it to Fg. Fg

sets (m) = Rerand(AIignEnc((m)’,;)\lz7 7)) and forwards it to Fr. Fr

sets (m) = Rerand(AlignEnc({m), pk, p)) and delivers it to Cg.
Output: R outputs m = Dec(sk, (m)).

Fig. 23: 2-Round Sanitizing MT Protocol ﬁMT

Theorem 18. If AHE is a key-malleable AHE defined in Definition j that is
IND-CPA secure, then Myt wsrUC-realizes Fyt in the Fsat-hybrid model, and
both firewalls F¥T FYT are strongly sanitizing.

Proof. The wsrUC argument is the restriction of Theorem 5 to a single homo-
morphic operation: by (KM3) both pk and pk’ are statistically close to fresh
KeyGen outputs, and by (KM2) followed by Rerand each aligned ciphertext is
statistically close to a fresh encryption of the same plaintext under the target
key; switching the encrypted plaintext between m and 0 reduces to IND-CPA.
Strong sanitation of F¥T and FMT follows by the same template as Lemma 10
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and Lemma 11 for the 2-round OLE firewalls, thus preserves indistinguishabil-
ity. a

The two-sided variant M75g, extends Mg with a reverse channel that conveys
the intersection from B back to A:

1. The parties run M3%,. After this phase, B holds Sn = Sa N Sg (with over-
whelming probability) and A holds L.

2. A runs (sk, pk) « KeyGen(1*) and sends pk to B.

3. Bencrypts each 5 € S as () < Enc(pk, 8) and sends the (unordered) batch
T={(B):6€Sn}toA.

4. A outputs Sn := {Dec(sk,c) : c € T'}.

The corresponding ideal functionality F»_ps is the natural two-output extension
of Fpg) delivering S to both parties.

K.3 Sanitizing Two-Sided PSI from OPA

M35, is the composition of (i) the one-sided PSI phase, whose only cross-party
message is the Fopa call; and (ii) the reverse channel transmitting pk from A to
B and the batch T from B to A. We sanitize (i) by replacing Mpg; with ﬁps| from
the previous section, and (ii) by a single invocation of the sanitizing message-
transmission protocol ﬁMT of Figure 23, with A playing the MT receiver (it
provides pk and gets the encrypted batch) and B the MT sender (it inputs the
plaintexts to be encrypted).

A single batched MT instance ﬁ,\t},a-ﬁ’:h. A naive sanitation would invoke ﬁMT
once per ciphertext in 7', yielding |Sn| parallel MT instances. We instead use a
single MT instance handling the entire batch: one MaulPK chain on the forward
trip, followed by per-ciphertext AlignEnc + Rerand on the return trip with fresh
randomness per ciphertext.

Round 1 (public-key forward, A — B):

— Ca runs (sk, pk) « KeyGen(1*) and sends pk to its firewall.
— FNMT computes (pk’, p) < MaulPK(pk) and forwards pk’ to FMT.
— FMT computes (pk, 7) +— MaulPK(pk’) and hands pk to Cg.

Round 2 (ciphertext batch return, B — A):

— For each f3; € Sn, Cg computes (5;) + Enc(E)\lZ7 B:;) and sends the batch
T = ((B1)s...,(Bk)") to FMT, where k = |Sn|.

— FMT  computes, independently  for  each 4, (Bs) —
Rerand(AlignEnc({f;)’,pk’, 7)) with fresh Rerand randomness, and for-
wards T" to FN'T.

— FMT computes, again with fresh per-ciphertext randomness, (3;) <

Rerand(AlignEnc((5;), pk, p)) and delivers T to Ca.
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Output: Ca outputs {Dec(sk,c) : c € T}.
The firewalls’ work is independent of k at the public-key level but applies per
ciphertext on the batch with fresh independent randomness for each AlignEnc +
Rerand. The IND-CPA argument extends from one ciphertext to the batch by a
standard k-step hybrid (proved below).

Construction of Ma.psi and composed firewalls. Maps is obtained from M3%es)
by replacing the embedded Npg; with ﬁps|, and the reverse channel with ﬁﬁ#c".
Since the two sub-protocols execute on disjoint time windows of the network,
the party-level firewalls are the sequential composition (X ) of the corresponding
sub-firewalls:

F,%\_PSI — FKSI X FI\AAT’ FE_PSI = FESI X FEAT;

where Ff\s' = F(S)PA and FES' = FgPA as in the previous section. The sub-firewalls

share no internal state; F,FA>SI is active during [pg), then F,'\(IT takes over for the
reverse channel.

Lemma 28 (Correctness of ﬁ2_P5|). If the AHE is correct and satisfies the
key-malleability properties of Definition 4, then MNa_ps) correctly realizes Fo_ps;.

Proof. The embedded ﬁp5| leaves B with Sn = Sa N Sg with over/v\\ihelming
probability. For each 5 € Sn in ﬁ,\ljfl}Ch: Cg produces (8)" < Enc(pk, 5); by
(KM4) of Definition 4 followed by Rerand, (3) = Rerand(AlignEnc({3)’, pk’, 7))
is distributed as a fresh Enc(pk’,3); applying (KM4) and Rerand again in-
side FMT yields (B) distributed as a fresh Enc(pk,8). Correctness of Dec gives
Dec(sk, (8)) = B, so Ca recovers Sn. The argument is generic, relying only on
correctness of ﬁps|, properties (KM3),(KM4), plaintext-preservation of Rerand,
and correctness of Dec. ad

Theorem 19 (wsrUC Security of ﬁz_Ps|). If the AHE is IND-CPA secure
and satisfies the key-malleability properties of Definition 4, then My_psy wsrUC-
realizes Fa_ps in the (Fsat, Fopa, FmT)-hybrid model.

Proof. Let A be the dummy adversary mounting at most one specious cor-

ruption and Z any PPT SPECIOUS environment. We must exhibit & with
ExecfSAT,]:opA,
Mopsi, A, Z

H; replaces the embedded ﬁps| with Wrap(Fps)); Ha further replaces ﬁ,\lﬁd‘ with
Wrap(Fur)-

Step 1: Hyg ~ Hi. As, ﬁp5| UC-realizes Wrap(Fps)) in the (Fsar, Fopa)-hybrid
model under specious environments, yielding S;.

Fi c . .
MT X EXeCwrap(F,pe),5,2- Define: Hg is the real-world execution;

Step 2: Hy ~ H;. We extend Theorem 18 from a single ciphertext to a batch of
k = |Sn| via a standard hybrid. For ¢ € {0,1,...,k}, let Hy; be H; with the
first ¢ ciphertexts in T replaced by encryptions of Op (firewall transformations
applied as in the real protocol).
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— Hi,0 = H; by construction.

— For each i € [k], the only difference between Hy ;_1 and Hy ; is the plaintext of
the i-th ciphertext in 7. A distinguisher with advantage ¢ yields an IND-CPA
adversary against the AHE on key pk (statistically close to a fresh KeyGen
output by (KM3)) with the same advantage: embed the IND-CPA challenge
as the i-th slot, simulate the other &k — 1 encryptions, and apply the firewall
code to the whole batch with fresh Rerand randomness. Hence Hy ;_; ~ Hi;.

— Chaining the £ steps gives Hjg ~ Hik; in Hyx the batch T” carries no
information about Sn.

By (KM4) followed by fresh Rerand, each (8;) and (3;) are statistically close to
fresh encryptions of 8; under pk’ and pk respectively, independently across 3 since
the Rerand operations use fresh per-ciphertext randomness. The simulator S
therefore extracts the batch from Wrap(Fut), samples one keypair, and applies
the firewall code symbolically to Sn; the resulting transcript is statistically close
to the one in Hj.

Step 3: Hs ~ EXeCwrap(F,.ps),5,2- By the corruption translation table (Ta-
ble 1), Wrap(Fopa) and Wrap(Fut) behave on the input-output interface as
their unwrapped counterparts, so Hy is statistically equivalent to M35, in the
(Fopa, Fmt)-hybrid model. By Theorem 16, M575¢, UC-realizes Fy.pg| in the Fopa-
hybrid model; extending that simulator to additionally extract the batch from
Fumt (resp. submit pk on behalf of a corrupted receiver) yields Ss, and we set
S 2253082 051.

Strong sanitation of Fi‘Ps', F2B'PS'. We argue strong sanitation by leveraging the
strong sanitation guarantees already established for the sub-firewalls:

— By Theorem 15, Fﬁs' and FES' are strongly sanitizing.

— By Theorem 15, FX'T and F',‘g’IT are strongly sanitizing for single-instance
MT; the batched ﬁ,\lﬁd‘ inherits strong sanitation from the same proof, since
firewall transformations are applied per ciphertext with fresh randomness (a
per-ciphertext invocation of (KM3), (KM4) and Rerand).

Sequential composition on disjoint time windows with no shared state preserves
strong sanitation: a SPECIOUS core decomposes into a PSI-phase sub-core and
an MT-phase sub-core; the marginal speciousness on each sub-core is neutralized
by the corresponding strongly sanitizing sub-firewall; and a two-step hybrid over
the two phases yields the joint indistinguishability of F5PS" and FZP!. 0
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