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Abstract

DuX and YuX are two recent families of FHE-friendly block ciphers, designed
for efficient evaluation under fully homomorphic encryption. Both keep a state of
sixteen words of a large finite field, arranged in four blocks, and each round applies a
block-wise S-box of low degree followed by a circulant linear layer. We show that, in
the chosen-ciphertext model, the algebraic degree of their decryption functions grows
far more slowly than the designers’ evaluation of the encryption direction suggests,
and we turn this observation into practical key-recovery attacks.

The starting point is a sufficient criterion for zero sums. It treats affine subspaces
in characteristic 2, full prime fields, multiplicative cosets and arbitrary point sets in
one statement, and over prime fields it is tight on every cell we could compute exactly.
Three techniques turn the criterion into attacks. Full block structures make the first
S-box layer free. Cheap coordinate elimination extracts equations from states that
are only partially balanced, helped in characteristic 2 by a second cheap coordinate
that exists only there. Weighted moments yield thousands of equations from a single
structure, and weights with several indices take the place of further structures.

We recover the master key of the full twelve-round DuX over Fgss37 from 22° chosen
ciphertexts and over Fy16 from 232, in both cases in complete runs on random keys,
the former in 20 hours on one processor core. For YuX, we recover the key of eleven
of the fourteen rounds of Yu,X-65537 and of YusX-16 from 232 chosen ciphertexts,
again in complete runs, where the best previous attack on YusX-16 needed 2°. Our
distinguishers on DuX coincide with those of concurrent and independent work by Liu
and Sun (eprint 2026/1907). Furthermore, our key recovery attacks lower the data of
their full-round attacks from 257-° and 267-32 chosen ciphertexts to 22° and 232.

Keywords: DuX, YuX, higher-order differential attack, zero-sum distinguisher, key recovery

1 Introduction

A block cipher evaluated under fully homomorphic encryption pays for every multiplication
it performs, so ciphers built for that setting keep both the number and the depth of their
multiplications small. The deployment that motivates them is hybrid homomorphic encryp-
tion [LNV11], in which the client encrypts with a symmetric cipher and the server evaluates
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the decryption of that cipher homomorphically. LowMC [ARST15], Kreyvium [CCFT18],
FLIP [MJSC16], MiMC [AGR*16], HERA [CHK'21], Rubato [HKL*22], Pasta [DGH 23]
and Chaghri [AMT22] all follow this pattern, and all of them draw their efficiency from
round functions of low multiplicative complexity, over Fy or over a large field.

An algebraic degree that stays low and grows slowly with the number of rounds is also
the property that integral and higher-order differential attacks exploit, and the original
design of Chaghri fell to a higher-order differential attack for that reason [LAW™T23].

DuX [WDL*26] and YuX [LLC"24] are two recent families of FHE-friendly block
ciphers of this kind. Both are substitution—permutation networks whose state consists of
sixteen words of a finite field IF,, arranged in four blocks of four, and each round applies a
4 x 4 S-box to every block and a circulant linear layer to the sixteen words. DuX comes in
three instances, over Faos, Fo16 and Fgs537, each with twelve rounds and a claimed security
level of 128 bits. YuX has two members over binary fields, YusX-8 over Fos and YusX-16
over 16, and one over the prime field Fgs537, Yu,X-65537. YupX-8 has twelve rounds, the
other two have fourteen, and all three claim 128 bits of security.

The two directions of these ciphers are far from symmetric. The S-box of DuX is the
fourth power of a four-branch generalised Feistel round, and the coordinates of its inverse
have degrees (2, 3,4, 2) where those of the S-box itself have (5, 3,2,8). For YuX the inverse
has degrees (2,2, 3,4) against (8,5, 3,2).

The designers of both families evaluate integral and higher-order differential attacks in
the encryption direction only. We work in the chosen-ciphertext model instead, in which
the structures are chosen on the ciphertext side and every coefficient of our equations is
a sum of returned plaintext words.> Throughout, complexities are compared with the
claimed level of 2'?® rather than with the size of the key space.

Our Approach. We bound the formal degree of every state word in the decryption
direction by a max-plus recurrence and prove a single sufficient criterion for zero sums,
Theorem 1. A word is balanced over a structure as soon as its degree bound stays below a
threshold that depends only on the active words, whether these range over affine subspaces
in characteristic 2, over a full prime field or over multiplicative cosets. The same threshold
holds when cosets and fields are mixed in one structure and, under a divided-difference
mask, for arbitrary point sets, whose size then becomes a free parameter of the data.

For DuX the bound takes the same value on every position of a class and obeys an exact
linear recursion, Corollary 1, so it grows by a factor 2 + /3 per layer rather than 4. After
eleven layers its value at position 3 is 262 087, just below the four-word threshold 262 140,
which gives an eleven-layer distinguisher on ¢* chosen ciphertexts. Over prime fields the
bound agrees with the exact degree on every cell we computed. In characteristic 2 it does
not, and Observation 2 identifies the mechanism.

A distinguisher becomes an attack only if the rounds in front of it can be removed at
a cost that the available data supports, and this is achieved by three techniques. A full
block structure lets one whole block range over Fé, and by Lemma 2 the first inverse S-box
layer then costs nothing.

Cheap coordinate elimination replaces the four equations per block of a two-round
extension by the left kernel of the linear layer restricted to the expensive coordinates, so
that by Lemma 3 a state in which only some positions are balanced still yields equations.
In characteristic 2 a one-dimensional kernel provably collapses, because Theorem 3 shows
its combined row to be a relative trace over a group of order four, in which 4 = 0. The same

5The designers of DuX exclude the chosen-ciphertext model from their evaluation on the grounds that
the intended deployment is hybrid homomorphic encryption, in which the server only ever decrypts. We
do not present our results as a violation of their chosen-plaintext claim. Both families are published
as block ciphers with a security claim in bits, and the decryption direction is where their algebra is
weakest. The previous analysis of YuX [NWL26] and the concurrent analysis of DuX [LS26] use the same
chosen-ciphertext model.
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characteristic also offers the remedy. Squaring is additive there, so the cubic coordinate of
the DuX S-box becomes a second cheap coordinate, and by Lemma 5 it turns the collapsed
kernel into a usable one of dimension four.

Weighted moments, which are inner product masked sums in the sense of Wang, Tang
and Wang [WTW25] with monomial values as the mask, turn one structure into one batch
of equations per admissible weight. Theorem 4 gives the admissible range, and a slice
decomposition computes every batch from a single pass over the structure followed by
one matrix product. With a weight that carries several indices, one structure yields the
equations that several structures would.

With these tools we recover the master key of the full twelve-round DuX(65537) from
a single structure of 22° chosen ciphertexts per key, in 20 hours on one processor core,
and the master key of the full twelve-round DuX(2'6) from a single structure of 232, Both
attacks were run to completion on three random keys. Eleven rounds of DuX fall from
215 chosen ciphertexts over Fgss37 and from 21535 over Fai6. For YuX, we recover the
key of eleven of the fourteen rounds of Yu,X-65537 and of YusX-16 from 232, and eight
of the twelve rounds of YupX-8 and of DuX(2®) fall from one structure of 232 and of 224
respectively.

Twelve of the fourteen rounds of YupX-16 and of Yu,X-65537 would cost 264 chosen
ciphertexts. That route and a thirteen-round route on DuX(65537) were not executed at
full scale, and they are marked as theoretical wherever they appear. Table 1 collects the
results, together with the number of field multiplications of every attack and the time and
memory of one run of every executed one.

Our Contributions. The contributions of this paper are summarised as follows.

e We prove a sufficient criterion for zero sums, Theorem 1 in Section 4, which covers
affine subspaces, full prime fields, multiplicative cosets, mixed structures and arbitrary
point sets in one statement. We show that it is tight over prime fields on every cell
we could compute exactly, explain the mechanism behind its slack in characteristic 2,
and identify the key-independent constants that appear at its boundary over prime
fields.

e We develop three techniques that turn a distinguisher into a key-recovery attack,
presented in Section 5, namely full block structures, cheap coordinate elimination
and weighted moments. They include the characteristic-2 collapse theorem for
cheap coordinate elimination and its remedy through the cubic coordinate, weighted
moments on cosets, mixed structures and point sets, and a template bound that
predicts the rank of the linearised systems without a single decryption.

e We present the attacks of Sections 6 and 7, namely the executed full-round attacks
on DuX(65537) at 222 and on DuX(2'6) at 232 chosen ciphertexts, and reduced-round
attacks on the other four instances, among them eleven-round Yu,X-65537 and
YuyX-16 at 232 and eight-round DuX(28) at 224

e We record four corrections to the literature in Sections A and C. The Boolean degree
of the two-round extension used by [NWL26] is 7 rather than 6, four distinguishers
are missing from their published tables, a six-round integral example in the DuX
design paper does not hold, and the key-dependent linear layer of DuX is transparent
to this kind of analysis.

Related and Concurrent Work. Ni, Wang and Li [NWL26] analyse the two members of
YuX over binary fields in the same chosen-ciphertext model, tracking the algebraic degree
through sets of achievable exponents. They attack seven rounds of YusX-8 with 248 data
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Table 1: Master key recovery attacks of this paper, in bold, next to the best previous or
concurrent result on the same instance and round number.

Instance Rounds Model Data  Mult. Time Proc. Memory Reference
DuX(65537) 11/12 CC 23532 23532 decr. — @ — [LS26]
DuX(65537) 11/12 CC 215 24415 16 h 1 20.8 GB Section 6.2
DuX(65537) 12/12 CC 26759 267-59 decr. — @ — [L.S26]
DuX(65537) 12/12 CC 229 246:50 19.7 h 1 13.8 GB Section 6.1
DuX(216) 11/12 CC 23532 23532 decr. — @ — [L.S26]
DuX(216) 11/12 CC 21535 24059 2039 s 1 6.21 GB Section 6.2
DuX(216) 12/12 CC 26732 26732 decr. — @ — [LS26]
DuX(216) 12/12 CC 232 24812 75} 19 26.1 GB Section 6.3
DuX(28) 7/12  CC 21932 21932 decr. —  — [LS26]
DuX(28) 7/12 CC  212.70 238.60 g4 g 1 2.06 GB Section 6.5
DuX(28) 8/12 cc 29132 29132 decr. — @ — [LS26]
DuX(28) 8/12 CC 224 24479 g1 h 1 16.3 GB Section 6.5
DuX(26) 8/12 CP 216 23658 73905 1 1.94 GB Appendix D
DuX(65537) 8/12 CP 216 23659 125 1 3.73 GB Appendix D
Yu,X-65537 11/14 CC 232 24838 46 24 19.4 GB Section 7.2
Yu,X-65537 12/147 cCc 264 28031 __ — 1.87 GB Section 7.3
YuzX-16 11/14 CC 29 — 296 decr. — @ — [NWL26]
YuzX-16 11/14 CC 232 24732 41 h 36 5.48 GB Section 7.2
YuzX-16 12/14 CC 21204 21204 decr. —  — [NWTL26]
YuzX-16 12/14t cc 264 27929 —  0.53 GB Section 7.3
YuzX-8 7/12 CcC 248 — 249 decr. — @ — [NWL26]
YuzX-8 7/12 CC 21758 24245 98| 1 6.68 GB Section 7.4
YuzX-8 8/12 CC 232 24732 36h 19 4.56 GB Section 7.4
Yuz X-8 10/12 CC 295 21153 decr. —  — [NWTL26]

CC: chosen ciphertext, CP: chosen plaintext. Data is per key in logy chosen texts. Mult. is the number of
field multiplications of the attack in log,, counted by the formula of Section 8, the same for executed and
theoretical rows. Time and Proc. describe one executed run on the machine of Section 8: the elapsed time,
in seconds below one hour and in hours above, and the number of processes, where 1 is a single thread on
one reserved core. Memory is the peak resident size of that run in gigabytes. Rows marked T are
theoretical: every component was executed, but the assembly of the equations over the full structure was
not. [LS26] count time in full decryptions, equal to their data, and [NWL26] in decryptions of the
attacked rounds, and one twelve-round DuX decryption is about 27-6 field multiplications. The ten-round
attack of [NWL26] on YuzX-8 remains the round record on that instance.

and ten rounds with 2955 data and 2'!5-3 time, and on Yu,X-16 they reach eleven rounds
with 296 and twelve with 21294, leaving the member over the prime field as future work.
Their ten-round attack on YusX-8 remains the round record on that instance.

Liu and Sun [LS26] analyse DuX concurrently and independently of this work, in the
same model, and their degree bounds coincide with ours. The class-wise recursion with
base 2 + /3, the eleven-layer distinguisher on ¢* chosen ciphertexts with margins 53 and
57, the 288 seven-layer distinguisher on DuX(2%), the identity between the two linear layers
and the correction of the six-round examples of the design paper were all obtained on both
sides.

The key-recovery attacks, however, differ. They remove one round in front of the
eleven-layer distinguisher with linear masks sorted into three stages, which needs ten to
twelve subspaces of ¢* ciphertexts, 26732 to 26759 data and time, and was verified on
reduced-round configurations. We remove two rounds in front of the ten-layer distinguisher
by structured linearisation, survive its partially balanced pattern with the cheap coordinate
kernel, and extract with weighted moments every equation a single structure can yield.
The full cipher then falls to one structure of 22% chosen ciphertexts over Fgss37 and of 232
over Fo16. Weighted moments alone would already reduce their data to a single subspace
of 264, and on their own reduced-round configuration one subspace with weights attains
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Figure 1: One round of DuX and YuX: a block-wise S-box on the four blocks of the
sixteen-word state, the circulant linear layer and the round key addition.

the ranks of their three stages, as Section C reports.

We also reproduce their known-key zero-sum partitions and extend them to YuX in
Table 10. Section C gives the correspondence in detail, together with the relation to the
wider literature on integral attacks over large fields.

Organisation. Section 2 fixes the notation, the two specifications and the model. Section 3
proves the structural properties on which the analysis rests. Section 4 states and proves
the criterion and studies its tightness. Section 5 turns distinguishers into key-recovery
equations. Sections 6 and 7 give the attacks on DuX and YuX, Section 8 reports what
was executed and how it was measured, and Section 9 concludes. Section A collects the
specification notes, Section B the deferred proofs and Section C the comparison with prior
and concurrent work. Section D gives the chosen-plaintext results with Table 9, Section E
the known-key partitions, Section F the optimality of the structures inside our framework
with Table 11, and Section G the numerical tables.

2 Preliminaries

2.1 Notation

Both ciphers keep a state of sixteen words Xo,...,X15 € Fy, grouped into four blocks
By = (Xup,. .., Xapts3). The index p =i mod 4 of a word is its position and the set C), =
{i:i=p (mod 4)} is its class. We write Rot; for the rotation (Rot;X); = X(;1}) mod 16-
A circulant matrix Circ(my,...,mi5) then acts as (M X); = Zj M X (i45) mod 16- Lhis
convention reproduces the printed prime field matrices of both design papers.

Round keys are k0, ..., rk", with k° = K the master key in both families. One round
applies a block-wise S-box layer SL, a linear layer L on the sixteen words and a round key
addition, and the last round has no linear layer, as Figure 1 shows:

zg = P41k, z; = L(SL(zi—1)) + k' (1<i<r-1), C =SL(z,_1)+7k". (1)

Decryption applies the inverse operations in the reverse order.

The state after £ inverse S-box layers of decryption is z,_;, and we call ¢ the number
of layers. The first layer is S~! applied to C' — rk" directly, so an ¢-layer computation
contains ¢ — 1 inverse linear layers.
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R (DuX) Pf (YuX)

Xo X1 xro XT3 Xo T X2 xrs3
] ) P

T T

x1 x2 Y2 Zo x1 x2 x3 Y3

Figure 2: The four-branch Feistel rounds R(x) = (21, z2, y2, xg) of DuX, with y, =
zor1 + 23+ «, and Pf(x) = (x1, x9, x3, y3) of YuX, with y3 = 2o + 2122 + 23 + «, whose
fourth powers are the two decryption S-boxes. A dot is a tap or a junction, a gap is a
crossing without contact, the adder on the target branch also adds the constant «, and
the diagonals at the bottom are the branch rotation.

2.2 DuX

DuX [WDL"26] has three instances, over Fas with the polynomial 2% + z% + 23 + 2 + 1,
over Foie with 26 + 212 + 23 + 2 + 1 and over Fgs537, all with » = 12 rounds, the constant
a =179 and a claimed 128-bit security level. The master key is sixteen words, so DuX(2'6)
and DuX(65537) have a key space larger than their claim. The S-box is built from the
four-branch generalised Feistel round of Figure 2

R(xg, 1,22, 23) = (71, X2, Tox1 + T3+ @, T9),

R (yo,y1,y2,y3) = (Y3, Yo, Y1, Y2 — Yoys — @),

as S~! = R* for decryption and S = (R~1)* for encryption.
Expanding,

f=mmi+asta, g=mzetazota, S'(z)= (g, v2f+z1+a, fgtaata, f), (2)
of coordinate degrees (2,3,4,2), and
a=x9—Tor3—0, b=2x1—230—0, Cc=2x9—ab—a, S(x)= (c7 b, a, xg—bc—a), (3)

of degrees (5,3,2,8). The unique quadratic coordinate of S is the one at position 2, and
in the following we refer to it as the cheap coordinate.
The linear layer is one of two circulants selected by a round key bit. In the decryption

direction
Ly'= >  Rot;, ILi'= )  Rot
j€{1,4,8,9,13} j€{1,5,8,12,13}

over both kinds of field. In the encryption direction Lg is the sum of the rotations
{0,1,3,4,7,8,9,10,12, 14,15} over Fon and the dense circulant inverse of LO_1 over IF,,.
Round i uses L; with ¢ the XOR of the two low bits of 7k}s.

The key schedule iterates the four-branch map Rf(zq, z1, 2, z3; rc) = (S(xo) + 22 +
re, S(x1) + xo+ x3 +re, S(x1) + a3 + 220 + e, x1) on blocks of four words, four times
per round key with four sub-constants, the constants being S(t+1,t+2,t+3,t+4) for
t = 16t + 47. Because it is invertible, recovering any round key recovers the master key.
Section A lists the typographical points of the design paper and the readings we adopt.
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2.3 YuX

YuX [LLC"24] uses the same state and round structure of equation (1) with a single
linear layer and no key-dependent selection. Its S-box comes from Pf(zg, z1, z2,2z3) =
(1, Ta, T3, To+T1T2 + 23+ ) as ST = Pf* and S = Pf~*, with o = 205:

Yo = 2o +T122 + 23 + @, Y1 = 21 + 2223 + Yo + @,

(4)

Y2 = T2 +x3Yo + Y1 + Q, Y3 = T3+ Yoy1 + Y2 + o
of degrees (2,2,3,4), and

20 = X3 — Tox1 — T2 — &, %1 = &2 — 2oTo — L1 — @,

(5)

29 = X1 — X120 — Lo — Q, Z3 = Xy — k221 — 20 — @,

with S(z) = (z3, 22, 21, 20) of degrees (8,5,3,2). The cheap coordinate of S is at position 3.

The decryption linear layer is L™ = Zj€{0’3’4’8’9’12’14} Rot; over both kinds of field.
Its inverse is the rotation sum {1,2,3,5,6,7,8,12,13,14, 15} over Fon and a dense circulant
over [F,. The key schedule is a four-branch non-linear feedback register on blocks, X, =
Xo+ S((X1 + X3 + X3) <« 3) + r¢, also invertible.

The instances are YusX-8 over Fos with twelve rounds, YusX-16 over Foi16 with fourteen
rounds and Yu,X-65537 over Fgs537 with fourteen rounds, all with a claimed 128-bit security
level. In characteristic 2 the S-boxes of the two families are affine equivalent word by
word, as Appendix B of [WDL™26] shows, whereas over prime fields they are not. The
two families therefore differ mainly in their linear layers.

2.4 Structures, Zero Sums and the Model

A structure is a set P of chosen ciphertexts in which s words range over prescribed subsets
Ui,...,Us C F, and the other 16 — s words are constant. A state word Z after ¢ layers is
balanced on P if )~ Z(x) = 0. We record a layer’s behaviour as a four-bit pattern, bit p
set when position p is balanced in all four blocks. The pattern 1111 is a full zero sum, and
1101 means that positions 0, 1 and 3 are balanced. All attacks are in the chosen-ciphertext
model. The structure is submitted to a decryption oracle, and every coefficient of the
equations below is a sum of returned plaintext words. The attacks address the security
claim of the ciphers themselves, and what they imply for the homomorphic setting, in
which the designers exclude chosen ciphertexts, is left to the designers.

2.5 The Two Extension Regimes

Given an /(-layer zero sum on an r-round cipher we recover the key by peeling rxkg =7 — £
rounds off the plaintext side. With 7gr = 1 the balanced state is 21 = L(SL(P+7k"))+rk".
With rgg = 2 it is 2o = L(W’) + rk* where W’ = SL(z;) is the outer S-box layer and
Y = SL(P + 7k") the inner one.

Summing over the structure removes the round keys, because |P| = 0 in F,. The
equations then involve only rk° and, through x4, rk*. The unknowns are linearised over
the monomials that occur.

For the two-round extension these are the monomials of the products of two inner
S-box outputs of different blocks, and their number is

M = 38051 (DuX, F,), 18025 (DuX, Fyn), 53857 (YuX, F,), 27895 (YuX, Fan),

against (2<5$) ~ 243-6 for the Boolean linearisation used in [NWL26]. Section 5 gives the
equations.
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3 Structural Properties of DuX and YuX

The key-dependent choice of linear layer in DuX is invisible to the analysis, the inverse
layer of DuX mixes only two positions into each output position, and the inverse layer of
YuX contains a summand of rank four. Everything that follows rests on these properties of
the linear layers.

Proposition 1 (transparency of the key-dependent linear layer). L; = Rotia o Lo,
equivalently L7' = Roty o Ly". Since Roty is a whole block rotation it commutes with SL
and with every circulant, and Roty(z) + k = Roty(z 4+ Roty2k). Pushing every rotation to
the output,

DuX(P; k", .., k") = Rotiar (DUXLO (P; 7k°, Rotur, k", ..., Rot4TrkT)),
Ty=11 4+t T="T,_1,

where DuXp,, uses Lg in every round.

Proof. The rotation sets satisfy {1,5,8,12,13} = {1,4,8,9,13} +4 (mod 16), which is the
first identity. The rest is the commutation relations and induction on the round. Over IF,,
the design paper itself notes that M, is My shifted by one block. O

As a consequence, the choice of linear layer is irrelevant to any zero-sum distinguisher,
and for key recovery it amounts to a rotation of the output by two bits, so all analyses
below fix Lg. In particular, the claim of the design document that multiplying the state
by key material adds non-linearity does not hold in view of this identity.

Proposition 2 (positional lag in DuX). Ewvery rotation offset of Ly* and LT is =0 or
1 (mod 4): output position p receives only positions p and p + 1 of the S-box layer, as
Figure 3 illustrates. YuX’s offsets {0,3,4,8,9,12,14} cover all four residues. Consequently
the formal degree of DuX grows at 2 + /3 ~ 3.73 per layer by Corollary 1 while that of
YuX grows at 4, and in DuX position 3 lags about one layer behind the others.

Proof. The offsets 1,4,8,9,13 are 1,0,0,1,1 (mod 4) and the offsets 1,5,8,12,13 are
1,1,0,0,1 (mod 4), so (L;'Y); is a sum of words of positions i and i + 1 mod 4 only. For
YuX the offsets 0, 3,4,8,9,12, 14 reduce to 0, 3,0,0, 1,0, 2. The growth rates are Corollary 1
and the recurrence of Section 4. O

Proposition 3 (low-rank part of the YuX layers). With Ay = Zgzo Rotyy the operator
of rank 4 that replaces every word by the sum of the four words in its class, L' =
Ay + Rots + Rotg + Roty4, and over Fon, L = J + I + Rot4 + Rotg + Rotyg + Roty1 with
J the all-ones matriz of rank 1.

Proof. The offsets 0,4, 8,12 of L™ are the four whole block rotations, whose sum is Ag, and
the remaining offsets are 3, 9 and 14. Over Fa» the rotation set {1,2,3,5,6,7,8,12,13,14, 15}
of L is the complement of {0,4,9,10,11} in Z;4, and the sum of all sixteen rotations is
J. O

It is these low-rank summands that make the cheap coordinate kernel of Section 5.4
non-trivial for YuX, and the sparse {p,p + 1} mixing plays the same role for DuX.
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DuX: Lg! Rot; YuX: L' = Rot;

Eje{0,3,4,84,9,12,14}

76{1 4,8,9,13}

S-box output ﬁ
output

T T T
920 | thresholds s(q — 1)7 q = 65537,
s =1,2,3,4 from bottom to top

"

max-plus bound D

—e— DuX, class maximum at position 2
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22 [ PR —#— YuX, class maximum at position 3
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layer ¢

Figure 3: Positional lag: in DuX every output position of the inverse linear layer receives
only positions p and p+1 of the S-box layer, the black and grey arrows, in YuX all four,
and the resulting degree bounds for one active word from Table 2 cross the thresholds
s(q — 1), ¢ = 65537, one layer later in DuX than in YuX, with position 3 of DuX trailing
its class maximum.

4 A Degree Criterion for Zero Sums

4.1 The Bound and the Threshold

Let the s active ciphertext words range over Uy X --- X Ug. For every state word we track
an upper bound D on its formal total degree, the total degree of the unreduced polynomial
in the s active words, by the max-plus recurrences of the two inverse S-boxes,

DuX: dp = max(e;+es, ey), d3 = max(egteq, e3),
d1 = max(62+d3, 61) d2 = max(d3+d0, 62), (6)
YuX: do =max(eg, e1+es, €3), di = max(ey, eates, do),
do = maX(ez, es+do, dl) ds = maX(eg, do+dy, dg), (7)
where (eq,...,e3) are the bounds on the four inputs of a block, followed by e, =

max; d(;1 ;) mod 16 OVer the rotation offsets of the inverse linear layer.

Each recurrence is read off the closed forms of equations (2) and (4). A coordinate is a
sum of products of earlier coordinates, and the degree of a product is at most the sum of
the degrees. The encryption direction uses the same rule on equations (3) and (5) with
the forward linear layer.

Theorem 1 (unified zero-sum criterion). Let Z be a state word with formal total degree
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at most D in the active words. Then ) i . wy. Z(w) =0 whenever D < T', where

Si_ (2™ —1)  over Fon, U; an affine subspace of dimension m;,

T=4¢s(p—1) over Fp, U; =Fp,
Sy ki over Fy,, U; a coset of the subgroup of order 2k
where m; = n s the full field, and in the coset case the sum is the signed 2°-term

inclusion—exclusion over two cosets per variable.

Proof. Z is an F4-linear combination of monomials, and for a monomial the sum factorises
over the product set: > [T, 2" = [1;(3,,c0, 2{*)- A factor with a; = 0 equals |U],
which is 0 in I, for an affine subspace of positive dimension in characteristic 2 and for
the full prime field, and is cancelled by the signed difference in the coset case, where the
signed inclusion—exclusion over the 2° coset tuples subtracts, for each variable, two cosets
of the same subgroup.

A factor with a; > 0 is non-zero only in three cases. Over F,, it requires (p—1) | a;, hence
a; > p— 1. Over a coset aH of the subgroup H of order 2%, 3> _ % =q% Y, . h%
is non-zero only if 2% | a;, hence a; > 2*. Over an affine subspace U; of dimension m; in
characteristic 2, » i, 2% is the m;-th order derivative of 2%, which vanishes when the
Boolean degree wt(a;) is below m;, and 0 < a; < 2™ — 1 implies wt(a;) < m; — 1, hence
a; > 2™ — 1.

All s lower bounds must hold simultaneously for the product to survive. A surviving
monomial therefore has total degree at least T', and a word of formal degree below T' sums
to zero. O

The full field prime case is Proposition 1 and Corollary 1 of Out of Oddity [BCD™T20]
and Theorem 1 of [LS26], and sums over multiplicative subgroups appear in Proposition 2
of [BCD'20]. Theorem 1 adds the joint bookkeeping.

A single threshold thus covers the three types of structure, both characteristics and
both directions, and it depends only on one number per word. Note that the threshold
grows linearly in the number of active words, whereas the bound D of a word that already
ranges over the whole field does not depend on the field at all. Once a word is saturated,
adding a further active word is therefore the only way to extend a distinguisher, and each
such word gains whole layers.

The theorem provides a sufficient condition only, since it ignores the reduction z? = «z,
and Sections 4.3 and 4.5 quantify the cases in which it is not tight.

4.2 The Class Recursion of DuX

Corollary 1 (class-wise recursion). For DuX in the decryption direction let the active set
be a whole class Cp, or one word from the second layer on with the block-symmetric bound.
Then the bounds are constant on classes, and writing (do, dy,ds,ds) for the class values
after a layer, the next layer satisfies

d6:2d2, dé:d1+d2, dll :d1+2d2, dg:dl +3d2

as soon as dy > di > dy > ds and the sums dominate in equation (6), which holds from
the second layer on. Hence each class value obeys d“+1) = 4d®©) — d“=1) and grows like

(2+V3)L

Proof. By Proposition 2, e}, = max(dy, dp11), so under the stated order (eo, e1, ez, e3) =
(d1,da,ds,dp). Substituting into equation (6) with the sums dominating gives the four
formulas. The pair (dy, d) is then multiplied by the matrix (1 %) of characteristic polyno-

mial A2 — 4\ + 1, whose roots are 2 & /3. The values dj, and dj are linear in (d;, dz) and
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Table 2: Per-position max-plus bounds, the maximum over the four blocks, in the
decryption direction for one active ciphertext word, from the recurrences of Section 4: DuX
started at position 3 and at position 0, and YuX started at position 0. The thresholds are
g — 1 for one full word, 2(¢ — 1) for two, 3(¢ — 1) for three and 4(¢ — 1) for four words or a
full block.

DuX, word 3 DuX, word 0 YuX, word 0
¢ pos. 0 1 2 3 pos. 0 1 2 3 pos. 0 1 2 3
1 0 1 1 1 1 1 2 1 1 1 1 2
2 2 3 4 2 4 5 7 3 3 4 5 7
3 8 11 15 7 14 19 26 12 13 14 20 26
4 30 41 56 26 52 71 97 45 52 52 78 104
5 112 153 209 97 194 265 362 168 204 208 308 412
6 418 571 780 362 724 989 1351 627 816 824 1228 1633
7 1560 2131 2911 1351 2702 3691 5042 2340 3265 3266 4898 6530
8 5822 7953 10864 5042 10084 13775 18817 8733 13023 13060 19553 26083

9 21728 29681 40545 18817 37634 51409 70226 32592 52041 52166 78124 104178
10 81090 110771 151316 70226 140452 191861 262087 121635 208260 208356 312438 416520
11 302632 413403 564719 262087 524174 716035 978122 453948 832800 833040 1249320 1665840

satisfy the same recursion one step later. The order and the domination are checked at
layer 2, where the class vector is (2,3,4,2), and are preserved by the formulas. O

Table 2 lists the resulting numbers for one active word of each cipher. The position-3
value of DuX after eleven layers is 262 087, against the four-word threshold 4(¢g—1) = 262 140
over Foi6 and 262144 over Fgss37. This yields the eleven-layer distinguisher on ¢* chosen
ciphertexts.

Tables 3 and 4 collect the zero-sum distinguishers the attacks use. Each row gives the
structure, its size, the first layer that is not fully balanced with its pattern, and the margin
T — D at the position that matters. Each attack below refers to the cell from which it
starts.

4.3 Tightness

Observation 1 (equality of the bound over prime fields). For Yu,X-65537 with one active
ciphertext word, the exact formal degree of every state word, computed by dense symbolic
expansion without truncation, equals the maz-plus value of equation (7) for ten layers, all
sizteen words and three random master keys, 480 cells in all. For DuX(65537) the exact
univariate polynomials of the first nine layers attain the bound on three keys, and the
character sum spectrum confirms equality at layers 4 to 9 for DuX(2') as well. At layer
10 of DuX(2'%) the exact degrees are (81090,110771,151316,70226), equal to the bound.

This observation rests on computations for three keys and is not a theorem valid for
all keys. On these cells the criterion is exact, and the three-word structure of DuX(2!%) in
Section 6.3 relies on the exact value 151 316. In characteristic 2 the situation is different
for YuX.

Observation 2 (key-independent exact degrees in characteristic 2). For Yus X-16 with
one active word, the exact formal degrees computed by dense symbolic expansion up to
layer 10 are identical for three random master keys at every layer and every word, and fall
short of the maz-plus bound by a gap that grows from 4.7% at layer 2 to 7.4% at layer 9
and 7.5% at layer 10. At layer 9, block 0 has exact degrees (48 128,48 224,72 240, 96 352)
against the bound (52 041,52166,78 124,104 178).

The gap accumulates only for YuX in the decryption direction in characteristic 2. Over
F, it is zero by Observation 1, and the encryption direction of YuX and the decryption
direction of DuX each lose once, at layer 3, by 1.4% and 6.7% respectively, and nothing
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Table 3: Zero-sum distinguishers on DuX in the decryption direction: the structure, its
size, the first layer that is not fully balanced with its pattern, and the margin T'— D at
the position that matters.

Instance Structure Data Layers / next Margin
pattern

65537, 216 1 word, position 2 or 3 216 9 / 0000 —
65537, 216 1 word, position 0 or 1 216 8 /1101 —
65537 difference of two order-210 211 6/ — —

cosets
65537 difference of two order-215 216 8 / 1101 178

cosets
65537, 216 2 words (3,7) 232 9/ 1101 20301 at position 1
65537 3 words (3,7,11) 248 10 / 0000 45292
216 3 words, dims (16, 16, 15) 247 10 / 0000 125212
65537 4 words or a full block 264 10 / 0001 57 at position 3
216 4 words or a full block 264 10 / 0001 53 at position 3
28 1 word 28 5/ — —
28 2 words 216 5/ 1001 —
28 3 words 224 5/ 1101 —
28 4 words 232 6/ — 240
28 4 words, dims (8,8, 8, 5) 229 6 / 0000 16
28 full block 4+ words 6, 10, 247 6 / 0001 179

dims (8,7)
28 11 words 288 6 / 0001 103

“Layers” counts inverse S-box layers from the ciphertext, and a pattern has bit p set when position p is
balanced in all four blocks. # T'— D = 163837 — 151 316, where D is the exact degree of Observation 1.
Which cells were measured, and on how many keys, is stated in Section 8.

afterwards. Along the structure axis the gap is 7.4% for one active word, at most about 2%
for two, where the scan ran to completion, and zero for a full block.

The mechanism behind this gap is explained by Lemma 6 in Section B. With one
active word the outputs of the first layer on the active block satisfy Y7 = Yy 4+ ¢ for a
constant g, and the row sum u; + u3 of L~! that feeds block 1 equals g in characteristic 2.
The quadratic term of one coordinate degenerates, and the exact degree drops below the
bound. Over F, the same row sum is Yy 4+ Y7 + 2Y3. This sum is not constant, so no
cancellation occurs. After the substitution of Lemma 2 the four variables of a full block
are independent, the relation disappears, and the gap vanishes. The observation does
not change any attack, and the gaps that would be required for a change are listed after
Lemma 6.

4.4 Boundary Cells over Prime Fields

Over a prime field the criterion agrees with the exact degree on every cell we computed,
and the cell at which D reaches T therefore deserves a closer look. For a full block, the
sum at such a cell turns out to be a constant.

Proposition 4 (key-independent constants at the boundary). Let ¢ = p be prime, let
one full block of the ciphertext range over IF; with the other twelve words fized, and write
Yo, - - -, Y3 for the outputs of the first layer on that block after the substitution of Lemma 2.
For a state word Z after £ layers let P be the homogeneous part of degree D of Z as a
polynomial in y. (i) P depends neither on the round keys nor on « nor on the twelve
inactive words. (i) If D =T = 4(p—1) then ), Z = Zyelb‘g P(y), a constant independent

of the key. (iii) For YuX in the decryption direction the leading position is 3 with D = 4°~1,
s0 the boundary p — 1 = 42 is met at layer 3 for p =5, layer 4 for p =17, layer 6 for
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Table 4: Zero-sum distinguishers on YuX in the decryption direction, with layers, patterns
and margins as in Table 3.

Instance Structure Data Layers / next Margin
pattern

YugX-16 1 word, position 0 216 8 / 1100 13494, 13 369
YupX-65537 1 word, position 0 216 8 / 1100 13495, 13370
YusX-16 1 word, position 3 216 8 / 1100 1327, 1283
YupX-65537 1 word, position 3 216 8 /1100 1328, 1284
YuzX-16 2 words (0,4) or (0,1) 232 9 / 0000 10223
Yu,X-65537 2 words (0,4) or (0, 1) 232 9 / 0000 10225
YuzX-16 2 words, dims (16, 14) 230 9 /1110 —
YusX-16 full block 264 10 / 1110 (131068, 131 068, 65 532, —4)
YupX-65537  full block 264 10 / 1110 (131072, 131072, 65 536, 09)
YusX-8 full block 232 6 / 1110 (508, 508, 252, —4)
YuaX-8 4 words (0,4,8,12) 232 6 / 1100P —4, —4
YugX-8 1 word 28 4 / 1100 1¢
YupX-65537  one order-219 coset, 210 5/ — —

weights a #Z 0
YupX-65537  one order-2'2 coset, 212 6/ — —

weights a #Z 0
YupX-65537  one order-2'4 coset, 214 T/ — —

weights a #Z 0
YupX-65537  one order-2'° coset, 215 8/ — —

weights a #Z 0

Two margins are the positions 0 and 1 of the pattern 1100, four margins are the four positions. The coset
cells hold for the weighted sums of Proposition 8. P Measured pattern, where the criterion gives 0000, a
Frobenius boundary. ¢ Margin at a position-3 start, still balanced. ¢ A boundary cell, whose sum is a
key-independent constant by Proposition 4.

p = 257 and layer 10 for p = 65537, and the constants of the four blocks are (3,0,0,2),
(1,0,4,13) and (86,231,222,244) for the first three primes.

Proof. (i) The maximiser of each max-plus recurrence of equations (6) and (7) is unique
except for y; of YuX, whose two maximal terms are both free of constants, and the top
parts of the layer-2 inputs are the 0/1 linear forms of L=! in y; the claim follows by
induction on ¢. (ii) By the proof of Theorem 1 every monomial of degree below T' sums
to zero, and Zyemg y© # 0 requires every e; to be a positive multiple of p — 1, so at total

degree T only e = (p—1,...,p— 1) survives, with sum 1. That coefficient lies in P, and it
equals > s P by the same count. (iii) is the recurrence and an evaluation of P, which is
p

homogeneous of degree T', on the p® + p® + p + 1 points of P3(F,,). O

Since these constants are non-zero, the boundary cell of Yu,X-65537 at layer 10 gives a
sum with a known right-hand side rather than a balanced word, and its value for p = 65537
has not been computed. In the encryption direction the boundary cells behave differently
for the two families.

Proposition 5 (boundary cells in the encryption direction). In the encryption direction the
leading position is 0 for YuX and 3 for DuX, with D = 8‘=1, so the boundary 8°~' = 4(p—1)
is met only for p = 3 at layer 2, p = 17 at layer 3 and p = 65537 at layer 7. For YuX the
sum over a full block at the boundary cell is O for every such p, and the layer-7 full block
pattern of YupX-65587 is 1111.

Proof. The top form of S = Pf~* involves only the inputs at offsets 0 and 1 of its block,
so every top form from the second layer on lies in the subring generated by the rows
0,1,4,5,8,9,12, 13 of the forward circulant restricted to (yo,. .., ys). Each of these rows has
equal yo- and ys-coefficients, hence is of the form ayg + by; + co with o = yo +y1 + y2 + y3,
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and the eight rows have rank 3. The map y — (yo,y1,0) is onto IFI3) with fibres of size p,
so the sum over IF;‘) of any polynomial in these three forms is 0. O

For DuX the corresponding eight rows have rank 4, so the argument yields nothing
beyond the second layer, where each block involves only two linear forms. The proposition
is used for Yu,X-65537 in Section D.

4.5 Frobenius Cells and the Next-to-Leading Coefficient

In the encryption direction the degree grows by a factor 8 per layer and crosses g quickly, so
a criterion based on the unreduced degree soon becomes uninformative in the direction the
designers consider. For one active plaintext word the reduction is governed by the classical
identity erqu f(X)= 6Zk21 Cr(¢—1), Where € is 1 or —1 according to the characteristic
and c. is the coefficient of X¢. When D = ¢ the sum has the single term c,—1 = cp_1.

Theorem 2 (vanishing next-to-leading coefficient). For DuX in the encryption direction
with one active plaintext word at position 1, from the fourth S-box layer on the coefficient
of XP=1 in every state word, D its maz-plus degree, is identically zero, for every master
key. Consequently a word with D = q is balanced over the full field.

The proof is given in Section B.2. It tracks the leading pair of coefficients through one
S-box layer, where vanishing next-to-leading coefficients of the inputs force those of all four
outputs to vanish and only the degree-8m coordinate can reach the top after the linear
layer, and it establishes the base case at layer 4 from the rotation set of Lg, including
the degenerate keys for which the leading coefficient itself vanishes. The consequence is
one more chosen-plaintext layer for DuX(216) than for DuX(65537). At layer 6 position 3
has D = 65536 on both instances, and this value is ¢ for Fai6, where the sum picks up
the next-to-leading coefficient, which is zero, and g — 1 for Fgs537, where it picks up the
leading coefficient, which is not.

5 Key Recovery from Zero Sums

A zero sum after /£ layers gives equations in the round keys of the rkr = r — £ rounds
between the balanced state and the plaintext. In this section we first derive these equations
for one and for two extension rounds, and then present the three techniques that determine
how much data the equations require, that is, full block structures, cheap coordinate
elimination and weighted moments.

5.1 One Extension Round

Lemma 1 (vanishing of the pure-key terms). Let |P| =0 in Fy, which holds for a full
product set in characteristic 2 and for a full prime field. In ) p.p f(P+k) every monomial
whose plaintext exponent vanishes carries the factor |P| = 0. Hence in the equation
[L(>p SL(P+ )])i = 0 of a balanced word i of zy the degree in rk° drops by one in every
monomial. The coordinate-2 equation of a DuX block, —ko > Ps—ks > Po+> (Po—PyP3) =
0, is linear in (ko, ks3), and one-round key recovery is linear algebra.

Which key words a given coordinate determines can be read off a small table, Ta-
ble 5, and this table matters because a fully balanced layer makes some of the equations
degenerate.

Proposition 6 (determinacy, DuX). Write W = S(P + k) for one block and k its four
whitening words, and sum the four coordinates of W over a structure. Table 5 lists, for
each coordinate, its degree, the way ki occurs in it and the whitening words it determines.
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Table 5: The four coordinates of one DuX block W = S(P + k) after summation over a
structure: their degree, how the whitening word k; occurs in them and which whitening
words they determine, from Proposition 6.

Coordinate Degree How k1 occurs Words determined

2 (a) 2 not at all ko, k3, linearly

1 (b) 3 only as |P| k1, killed by the sum ko, k2, k3

0 (¢) 5 only through —k1 )", a(P +k) ki iff position 2 of W is not balanced
3 (y3) 8 always all four

In particular the degree-2 coordinate a is linear in (ko, ks) and free of ki, the degree-3
coordinate b determines kg, ko and ks, the degree-5 coordinate ¢ determines ki if and only
if position 2 of W is not balanced, and the degree-8 coordinate determines all four words.

The rank of the assembled system has a closed form in terms of the template of the
coordinates used and the span of the reachable moment vectors, proved in Section B. When
W is fully balanced, coordinates 0, 1 and 2 together cannot determine ki, because the
only place k; appears in coordinate 0 is multiplied by ), a. That sum is the coordinate-2
equation itself.

Either the degree-8 coordinate is linearised as well, with 39 unknowns, or the words
are substituted sequentially, 2 — (ko, k3) = 1 — ko — 3 — k1. The sequential route needs
two or three structures because the coefficient of kf in coordinate 3 is again Y, a = 0.
For YuX the order is 3 — (ko, k1) > 2 — ks — ko = 1 — ko — 0.

When the next layer has the pattern 1100, both coefficients of the position-3 equation
vanish at once. This can be remedied by choosing a weight of Theorem 4 beyond the
margin of the next layer, which makes the two sums non-zero again. A one-round extension
from the layer-8 zero sum of YuX uses this remedy, and in characteristic 2 the usable
weights are then measured rather than predicted, for the reason given in Observation 2.

The dense L~" of YuX means that no word of W = SL(P + rk°) is balanced when only
some positions of x; are. A partially balanced layer such as the layer-9 pattern 1100 is
not usable backwards.

It is usable forwards, through forward combined equations: for each balanced word i,

(S w)], =0

one equation per balanced word, linear in the union of the four coordinates’ monomials
over the four blocks, that is 4 - 80 = 320 unknowns over F,, and 200 in characteristic 2, as
counted in Section B. With the weights of Theorem 4 one 2! structure gives 60 x 8 = 480
equations of rank 136 over F, and 104 in characteristic 2, enough to pin the sixteen
degree-one columns. This route recovers the master key of Yu,X-65537 and YupX-16 at
ten rounds in seconds.

5.2 Two Extension Rounds

With rgr = 2 the balanced state is x5 = L(W')+7k*, W' = SL(zy), #1 = L(Y)+7k*, Y =
SL(P + rk"). Reading the cheap coordinate of outer block j of DuX, Wijio = 22— 2023 —
with z = (21)4;..4j+3, and summing over the structure,

S w T = > ABQey — Kiyys > AT — ki Y BT, = 0, (8)

s,t

where A, B and w are the rows 4j, 4j+3 and 4j+2 of L, k' = rk', T, = > pYs and
Qst = Zp Y,Y; are the moments of the structure. For YuX the rows are 45, 4j+1 and
4743 minus 45+42.
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The unknowns are the monomials of 74° inside T and Qs+, together with the products
k' - mon(rk°) from the last two terms. A moment Q,, with s and ¢ in different blocks is a
product of two block polynomials, and this keeps M at 38 051 rather than a Boolean (2<5$)
Each structure gives four rows, one per outer block, or dim K rows with Lemma 3, and
one such batch per weight with Theorem 4. The assembly is dominated by the block pair
moments @, computed as a handful of matrix products per slice as in Section 5.5, and the

solve is one elimination over F,.

The rank of the system is determined almost entirely by the template.

Proposition 7 (template bound). Every equation row is a fized linear image ® ;mp of
the moment vector mp of its structure, so rankpy.x < rank(®|Vy), where Vj is the span of
the realisable signed measures of total weight zero. The right-hand side can be measured
with pseudo-structures, random points with random signed weights summing to zero, that
is, without a single encryption or decryption, and it gives Ny < [rank(®|Vp)/neq| for
the number of equation batches needed.

The measured bounds are 4 766 in characteristic 2 and 8 618 over Fgs537 for DuX, and
4950 and 8 618 for YuX, the same prime field value for the two ciphers despite a 42% larger
monomial set. The attacks solve after moving the 11 normalisation columns, the constant
column and the monomials with zero inner exponent, to the right-hand side, of which 10
carry rank, and the ceilings measured the same way are then 4756 and 8 608. No real
structure and no combined row fell short of its ceiling, as Table 13 in Section G shows.

The template bound predicted the number of weights an attack needs three times,
namely N,, = [4950/4] = 1238 for YuzX-16 at ten and eleven rounds and [8618/4] = 2155
for Yu,X-65537 at ten rounds, and the point set attacks of Sections 6.2 and 7.1 reach
their ceilings with N,, = rank.x/4 and not one weight more. We treat this as an
empirical rule whose upper bound the proposition proves. The rule holds when the rows
of successive weights stay independent until the system saturates. The extended system
of Lemma 5 shows that this is not automatic. Its four combined rows per weight are not
independent up to saturation, the sixteen key columns are determined only at 14 400 rows,
1.19 times its ceiling of 12056, and before that point the system rests on a plateau of 1122
determined monomials and no key word, which is the saturation value of the collapsed row
of Corollary 2. The same plateau and the same crossing point appear on pseudo-structures
over three fields and on the two real instances that use the system. Whether a system
determines the key must therefore be judged from a rank curve rather than from a single
point.

The cost of an attack is counted in field multiplications by one formula, the same for
executed and for theoretical rows. Let the structures hold N points in all, streamed in ng
slices along the weight axis, and let W be the width of the moment layout, that is, the
number of point sums a structure keeps. The assembly costs

passes - N - W + Ny, - W - ng 4 Nrows - Ncols (9)

multiplications, one term each for the per-point moments, the Vandermonde products of
Section 5.5 and the row assembly, where the number of passes over the structure is one for
a one-dimensional weight and one per inner index otherwise, and the elimination costs
Nrows * Neols - Tank. The data is N and the memory is one slice table plus V,, moment
vectors. The widths are W = 56 550 for DuX over Fgs537 and 25200 over Fan, 65400 for
the extended system of Lemma 5, and 81 360 and 39 942 for YuX in the two characteristics.
Section 8 gives the measured time per multiplication, which depends on the field and on
the phase, and the tables of Sections 6 and 7 give the count of every attack.
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5.3 Full Block Structures

Lemma 2 (full block). Let a whole four-word block of the ciphertext range over Fg,
the other twelve words being constant. Since S™' is a bijection of F;, the substitution
y = S~Y(x+k) turns the four outputs of the first layer on that block into four free variables.
The first S-box layer is free on that block, the maz-plus recurrence starts at degrees (1,1,1,1)
there, and the threshold of Theorem 1 counts s = 4 full field variables. The same holds in
the encryption direction with S in place of S™'.

Proof. Reparametrising the point set by y is a bijection of the structure onto Fg, and
every state word after the first layer is a polynomial in y whose formal degree is the value
that the recurrence computes from (1,1,1,1). The sum over the structure is the sum over

Yy € Fg, to which Theorem 1 applies with s = 4. O

The restriction to a whole block is essential, since S~! maps an affine subspace of
dimension below 4 to a variety that is not affine. For DuX a full block reaches the same
layer as four words in different blocks, namely layer 11 with pattern 0001. For YuX it is
the only 254 structure that reaches layer 10 with a usable pattern, 1110, by the search of
Section F, and it makes the eight-round YusX-8 attack possible.

5.4 Cheap Coordinate Elimination

The two-round extension reads the outer S-box through its cheap coordinate only. For DuX
this is the coordinate a = x9 —xgx3—a at position 2, and for YuX it is zg = z3—zox1 —T2—
at position 3. Both are bilinear, so their linearisation set stays at M columns. The other
coordinates have degrees 3, 5 and 8. Over a prime field they would blow the system up,
and in characteristic 2 the cubic coordinate of DuX is the one exception, the subject of
Lemma 5 below.

The equation of outer block 7 needs the four words of W’ at position 2 for DuX and
position 3 for YuX, and the backward form W’ = L' (x5 — rk®) reads x5 at the positions
the rotation offsets reach, positions 2 and 3 for DuX by Proposition 2 and all four for YuX.
If the layer-¢ pattern has a zero at one of those positions the plain equations do not hold.
The following lemma resolves this problem.

Lemma 3 (cheap coordinates). Let S be the set of balanced positions of x4 and R = {i :
it mod 4 € 8} the corresponding rows of the forward linear layer L, and call a column of L
expensive if its position is not the cheap one. Every vector of the left kernel

K={ye IE‘IqRI :y - LR, expensive columns] =0}

yields one linearised equation containing only cheap coordinates, Y, (yL)aptc D p Wib+c =
0 with ¢ the cheap position, whose unknowns are the ones the system already has. FEach
structure yields dim K equations, and so does each weight under Theorem 4.

Proof. For i € R, Y p(x¢)i = Y _p[L(W')]i + |P| k=3, Lis > p» W, = 0. Combining
these rows with the coefficients y kills every expensive column by definition of K, and what
remains is the stated equation. Its unknowns are the linearisation of the cheap coordinate
over the inner monomials, the same for every row. O

The kernel dimensions of all fifteen non-trivial patterns, both ciphers, both directions
and six fields are tabulated in Table 12 in Section G. The attacks use the following cells.

For DuX in the decryption direction the patterns 0001, 1001 and 1101 have dim K = 1,
spanned by y = (1,—1,1,—1) over F,, and by (1,1,1,1) over Fan. The combined row is
the signed sum of the four position-3 rows, —W3 + Wg — Wi, + W, = 0 over F,, drawn
in Figure 4. For YuX the pattern 1110 has dim K = 3, with kernel vectors (1,1,0,0),
(0,1,0,1) and (0,1,1,0) on (W4, W7, W{,, W/;), whose rows are W5 + Wy, W, + W/ and
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inner block 0 inner block 1 inner block 2 inner block 3

column s 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

y0:+1, row 3 Mi13 Mi4 Mis5 Mo m1 T2 Mm3 Mg ms Mme My Mg mg Mmio Mi11 ™Mi12

y1 = —1, row 7 mg mip Mi1 Mi2 M13 Mi4 Mis Mo mi mz M3 M4 ms me My Mg
y2 = +1, row 11 ms me m7 msg mg Mmip Mi1 Mi2 Mi3 Mig Mi5 Mo mi M2 M3 M4
y3 = —1, row 15 mi1 ma m3z mg ms Me M7 Mg mg Mip Mi1 M12 M13 Mi14 M15 Mo
i L[4j4+3,] —A1 Az _A,+A0 +A1+A, —Ap —A1 —Asx _A,+A0 +A1+A —Ag

Zj y; L[45+3, ] =0 =0 Az =0 =0 =0 +A3 =0 =0 =0 Az =0 =0 =0 +A3 =0

Ac = mMc — Meyg + Megg — Meg12, and for the DuX layer Ag = A; = Az = 0 while Az # 0.

Figure 4: Cheap coordinate elimination on the DuX pattern 0001 over [F,: the four
rows ¢ = 3,7,11,15 of the circulant L, with entry m(s_;) mod 16 in column s, are block
shifts of one another, so their combination with y = (1,—1,1,—1) has the alternating
block sums A, as entries. Every expensive column cancels and only the cheap columns,
shaded at position 2 of each inner block, keep a coefficient +A3, which gives the row
Wy + W§ — Wi, + Wi, = 0 of Section 5.4 up to a common factor. Over Fa» the only
kernel vector is (1,1, 1,1), the four surviving coefficients are equal, and only the orbit sums
ke + kgyc + kstc + k124 of the key columns remain, as Theorem 3 states.

W4 + W/, up to sign. In the encryption direction the patterns 0001 and 1110 of DuX and
0111 and 1110 of YuX have dim K = 4.

The two-round extension of DuX therefore needs only position 3 balanced. The
two-word 232 structure with layer-10 pattern 1101 supports twelve rounds, and the 264
structures with layer-11 pattern 0001 support thirteen. For YuX, whose dense L' makes
“one position balanced” equivalent to “all sixteen words balanced” in the backward form,
the requirement drops to the pattern 1110 that the full block delivers.

5.4.1 Collapse of the Combined Row in Characteristic 2

Lemma 3 counts equations rather than rank. In characteristic 2 the combined row of a
one-dimensional kernel turns out to be useless, for a reason that comes from representation
theory. Let p be the rotation of the inner blocks by one, acting on the moment vector
of a structure, the vector of all sums )", Y,Y; and )", Y, the equations are built from,
and 7w the same rotation acting on the linearisation columns, inside each monomial as
(b,u) — (b+1,u) and on the outer key slot as (7,7) — (j+1,1%).

Lemma 4 (block equivariance). Let ®; be the template of outer block j: the fized linear map
sending a structure’s moment vector to that block’s equation row. Then ®; = mI o ®g o pl.

Proof. The coefficient attached to inner word s in the equation of outer block j is the entry
L{(s — 47 — off) mod 16] of a fixed row of the circulant, for a fixed offset off determined by
the cheap coordinate. Replacing (j, s) by (j+1, s+4) leaves it unchanged. So the equation
of block j+1 is that of block j with every inner block relabelled b — b+1 and the outer
key slot relabelled j +— j+1, which is the claimed conjugation. O

Consequently the combined map for a kernel vector y is the twisted relative trace

\I/y:Zyjﬂ'jo(IDOopj, (10)
JELy

and relative traces behave differently according to whether the group order 4 is invertible.
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Theorem 3 (characteristic-2 collapse). (i) Over F,, with p odd, the DuX kernel vector is
the mon-trivial character y; = x(j) = (—=1)7 of Zs. Decompose the moment space into the
isotypic components V¥ on which p acts by the character 1. Then

Ulyy = (Z(Xlﬂ)(j)ﬂj) 0 &g = 4 Py )1 0 Po,

J

4 times a projector onto one mw-eigenspace, and as Y ranges over the four characters all
four eigenspaces are reached.

(i) Over Fon the only kernel vector is y = (1,1,1,1) and 4 =0. Put 7 =1+ 7 and
o =1+ p, both nilpotent of order 4. Then

U = E TaO(I)()OO'b,
a,b<3
alb=3

the sum over the pairs whose bitwise or is 3. Fvery term sits at depth a +b > 3 of the
7/o filtration, and the only term with b = 0 is 73 o ®y. On the p-invariant part of the
moment space the combined row is therefore T3®¢ = (Z] 79)®q, whose image consists of
w-orbit sums: the sizteen degree-one key columns appear only through the four orbit sums
kc + k4+c + k8+c + k12+c-

Proof. (i) is the expansion of equation (10) on V¥, where p? acts as 9(j), together with the
fact that 2 > ;00 ) is the projector onto the ¢ ~!-eigenspace of 7 for any character ¢. For
(ii) write 7/ = (14+7)7 =3, (i)r“ and p/ =3, (})o®. By Lucas’ theorem (7) = [a C j]
(mod 2) for j < 3, so E?:o (V) = #{j - a|b C j} = 227"4l) which is odd exactly
when a |b = 3. On a p-invariant vector o = 0, leaving 73®¢, and 73 = 1 + 7 + 72 + 73 in
characteristic 2, whose image on a length-four orbit is the orbit sum and on shorter orbits
is zero. O

Corollary 2 (usability criterion). Fy[Z4] = Fa[7]/(7*) is a local ring, so every kernel
vector is TV times a unit. The combined row restricted to the p-invariant moments then has
rank rank(tV) = > .. max(0, A — v) over the m-orbits of length A. A combined row is
usable in characteristic 2 only if some kernel vector has T-valuation v < 2, that is, only if
the kernel is not spanned by (1,1,1,1). DuX’s 0001 kernel is spanned by (1,1,1,1) = 73, of
valuation 3, leaving one coefficient per orbit. YuX’s 1110 kernel vectors (1,1,0,0), (0,1,0,1)
and (0,1,1,0) have valuations 1, 2 and 1. When the cheap set has two coordinates a kernel
vector has one such component per coordinate, its valuation is the smaller of the two, and
a kernel that contains a unit component is usable in full.

The proof is in Section B. Measured against the template bound of Proposition 7, that
is, for every possible set of real structures, the combined system of DuX in characteristic 2
saturates at rank 2 168 of 18 025 columns after normalisation. It determines 1122 monomials
and none of the sixteen key words, where the four plain rows reach 4 756. Over ), the
same construction keeps 8 188 of 8 608 and determines all sixteen. This is the full-round
DuX(65537) attack of Section 6 with these numbers. For YuX the three combined rows
keep 3822 of 4940 in characteristic 2 and 98.4% over Fy, in line with Corollary 2.

5.4.2 The Cubic Coordinate in Characteristic 2

As a result of the collapse, the two-word structures of DuX(2'6) and DuX(2®) have no
usable row in front of the pattern 1101, and a second cheap coordinate is needed to restore
one. Since the squaring map is additive in characteristic 2, the cubic coordinate of the
DuX S-box becomes a sum of products of two sums, as the following lemma states.
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Lemma 5 (cubic coordinate). Ouver Fon the coordinate b = x1 + x3a + « = x1 + o3 +
x0x§ + ax3 + « of the DuX S-bozx, read on the outer block j with x = (x1)4j. 4543 and
summed over a structure, is linear in the moments Ty, Qs+ of equation (8) and in the two
further families Q(ft) =>p Y.Y? and Tt(2) =>p Y2, with unknowns the monomials of
rk° inside these moments and the products of Kyjis khjras (Kijig)® and ki, with them.
Together with the rows of the coordinate a the linearisation has M, = 47749 columns.
For the cheap set {1,2} the kernel of Lemma 3 for the pattern 1101 has dimension four
and is generated under block rotation by the vector that combines rows 3, 1 and 9 of the
balanced positions. Its combined equation reads Y (Wi + Wy + Wi + Wi, + Wi3) =0,
the four kernel vectors have valuations 2, 0, 0 and 2 in the sense of Corollary 2, and all
four combined rows are usable.

The expansion of the summed coordinate into its six terms, of which three are new,
is written out in Section B.4. The term z¢z3 is a product of two sums because 2% =
>, Wslt]2 Y2 + (K4)? is additive in characteristic 2, and every pure-key term still carries
the factor |P| = 0. Over a prime field the same coordinate is a genuine cubic, and there
the one-dimensional kernel is a projector by Theorem 3 and needs no second coordinate.
The moments Q(?) are sixteen further block pair products per slice, computed by the same
kernel as ) with one factor squared, so the layout grows from W = 25200 to 65400 and
the assembly costs about 2.6 times more per point.

Measured against the template bound of Proposition 7, the extended system saturates
at rank 12056 with 5812 monomials determined, the sixteen degree-one key columns among
them, on pseudo-structures over Fos, Fos and Fois alike. The bound is independent of n
as it is for the original system, and the two real instances that use the rows, twelve-round
DuX(216) and eight-round DuX(2®) in Section 6, reach it with the same two numbers. The
same construction for YuX, with the cheap set {2, 3}, raises the kernel of 1110 from three
to four but opens no pattern that 1111 does not already open, since every new usable
pattern needs position 3 balanced.

5.5 Weighted Moments

Theorem 4 (weighted moments). In the setting of Theorem 1, for every a € N° with
la| =>,a; <T—D,

€Uy X---xXUg

The key-recovery equations of Section 5 remain valid with every sum ), h(P) replaced
by > p x*h(P), with the same unknowns. Consequently one structure yields one batch of
equations per admissible weight.

Proof. Each monomial of 2%Z(z) has exponent vector a + e with |e| < D, so |a+e| <T
and the proof of Theorem 1 applies verbatim. The key-recovery equations are obtained
from the identity 35 x¢ = L(>.p W) + [P|rk" and its expansion in the round keys. Every
pure-key coefficient there is a sum ZP % =0 for a > 1 as it is for a = 0, whether over
the full field, over a coset of order 2* { a or over an affine subspace, where it vanishes
because wt(a) < m. The linearisation is therefore unchanged, and only the moments
become weighted. O

The sums of Theorem 4 are inner product masked integral sums in the sense of Wang,
Tang and Wang [WTW25], whose Definition 2, in the full version, lets every point of the
structure carry its own coefficient. Here the coefficient of the point x is the monomial value
%, a mask fixed by the structure and independent of the key, and for a coset difference or
the inclusion—exclusion of Theorem 1 the sign of the term is part of the mask. What the
theorem adds is the admissible range |a| < T — D, read off the degree bound of Theorem 1,
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and the fact that the key-recovery equations of Section 5 survive the masking with the same
unknowns. The batches of different weights are not independent in general. Their joint
rank is the subject of Propositions 6 and 7 and was measured in every run of Section 8.

Computing the weighted moments one weight at a time would require one pass over
the structure per weight, which a slice decomposition avoids. Fix the weight axis x;
and write G, for the ordinary moment vector of the slice {x; = v} of the structure.
Then M, =), v*G,, a Vandermonde matrix times the per-slice ordinary moments. All
weights together cost one ordinary pass plus one matrix product, with no number-theoretic
transform. This reduces the eleven-round attacks from thousands of structures to one.

The weight may be a multi-index on several active words. The slices are then the
fibres of the weighted coordinates, the Vandermonde matrix is the tensor product of one
matrix per axis, and a joint decomposition along the first m weighted words computes
every (ag,...,am—1) from one pass, while each further index costs one more pass with
its monomial folded into one factor of the moment product. In this way, multi-index
weights take the place of additional structures. A margin that admits n; one-dimensional
weights admits about n?/2 two-dimensional ones, and the rows of one structure under
two-dimensional weights span the same space as the rows of several structures under
one-dimensional weights, with the same ceiling and the same determined monomials, as
every attack of Sections 6 and 7 that uses them shows. The data complexity decreases by
the number of structures saved, while the time complexity remains the same.

Proposition 8 (single coset zero sums). Over F, let one active word range over a
single coset aH of the subgroup H of order 2¥, and let Z have formal degree D. Then
Y scaH 2% Z(x) = 0 for every weight 0 < a' < 2¥ — D with 2¥ ta’. The plain sum o/ =0
is not zero in general.

Proof. >, cop @° = a®> o h® is non-zero exactly when 2¥ | e. For a monomial zte
with0<e<DandO0<d <28 —-Dwehave 0 < a +e < 2’“, so it never vanishes as a
multiple of 2% unless a’ + e = 0, which is excluded. For a’ = 0 the constant term e = 0
survives with >, . ;; 1 =2F #£0. O

This halves the data of the coset variants. The ten-round Yu,X-65537 attack runs
on one 2% coset instead of the 2!¢ field, with the same number of weights, as Section 7
reports. Proposition 2 of [BCD'20] obtains zero sums over a subgroup by subtracting the
constant term |H|F(0). The non-zero weight removes it without any additional cost.

A coset may also be combined with full field words in one structure.

Proposition 9 (mixed structures). Over F, let the active words range over Uy X - - - x Uy
with U; =F, fori € I and U; = g;H; a coset of the subgroup of order 2% fori € J, and let
Z have formal degree D. Then ) x*Z(x) =0 for every weight a with |a| < T — D, where

T=|I|(p—1)+> 2",

icJ

provided that a; > 1 and 2% { a; for every i € J. Without a weight the sum vanishes only
below the threshold |I|(p — 1) of the full field words.

Proof. For a monomial z°t¢ with |e| < D the sum factorises over the axes. A full field
factor Zmemp z%*¢ is non-zero only if (p — 1) | (a; + ¢;) and a; + e; > 1, hence only if
ei > (p—1) —a;. A coset factor >°  , 2%T% = gLy e, hTe is non-zero only if
2% | (a; + e;), which under a; > 1 and 2% { a; forces a; + e; > 2%, hence e; > 2% — qa,.
Summing, a surviving monomial has |e| > T' — |a|, which contradicts |e] < D < T — |a].
Without a weight a coset factor with e; = 0 equals |H;| = 2% # 0, so only the full field
factors can vanish and the threshold drops to |I|(p — 1). O
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Proposition 8 is the case I = ), s = 1. The twelve-round attack on DuX(65537) in
Section 6.1 uses one coset of order 2% or 2'# times one full field, at 22° or 239 points instead
of 232, and Section 8 reports the threshold as tight on the toy instance over Fyg3, where
the weighted sums vanish for every weight below 7' — D and fail from T"'— D on. Since
22" is constant on the coset, two weights whose coset exponents agree modulo 2% give
proportional rows. The same holds on every axis: the rows of the exponents a and a +m
on an axis of m points are dependent, because 1,z,...,2™ ! already span the functions
on it, so an axis contributes at most as many independent weights as it has points.

In fact, the active words need not fill a field, a subspace or a coset at all.

Proposition 10 (point sets). Let U; C F, be any set of n; > 2 points and w;(u) =
[Loev,, vpu(u — v)~L its divided-difference weights. Then for a state word Z of formal

S

degree D and every a with |a| <T" — D, where T' =3, _,(n; — 1),

S ([Lwlen)a 2) ~o.

xeUy X---xUs i=1
in both characteristics.

Proof. 3, cy, wi(u) u® is the leading coefficient of the Lagrange interpolant of u® on U,
that is, the divided difference of order n; — 1 of u®, which is 0 for e < n; — 1 and 1 for
e = n; — 1. A monomial 2%¢ therefore survives only if a; + e; > n; — 1 on every axis,
hence only if |e| > T" — |a| > D. O

The masked sum is an inner product masked integral sum of [WTW25] whose charac-
terisation of the vanishing exponents is this 77. What we use here is the freedom to choose
n; as the smallest size whose margin 7" — D still admits the NV,, weights a key recovery
needs, so that the data becomes a quantity that can be chosen freely between two powers
of ¢ rather than a power of ¢q. The eleven-round attacks on DuX and the ten-round attack
on Yu,X-65537 in Sections 6.2 and 7.1 use point sets of 41 735 and 28 239 points in place
of the field. The key-recovery equations survive the mask with the same unknowns, and
the moments carry the weights w; as a factor.

The admissible range of weights, |a| < T — D, must use the largest D among the state
positions the rows read, which for a combined row of Lemma 3 are the balanced positions
only, and five rules fix the range in the cases that occur:

o Full domain words: the range is T'— D.

o Full block structures: the weights can only be put on the ciphertext words of the block,
and after the substitution y = S~!(z + k) the word at position p has degree deg, in y,
namely (5,3,2,8) for DuX and (8,5, 3,2) for YuX. A weight Hp xp” costs Zp ap deg,
degree units, and a one-dimensional weight on the cheapest word, position 2 for DuX
and position 3 for YuX, ranges over the a with 2a < T — D.

o Subspace words: the range is (2™ — 1) — D.

« Cosets: the range is 2 — D with the multiples of 2* excluded as in Proposition 8,
and in a mixed structure 7' is the sum of Proposition 9.

o Point sets: the range is T — D of Proposition 10.

e Chosen-plaintext rows on a Frobenius cell: a word balanced by Theorem 2 has D = g,
and nothing is known about the coefficient a weight would select. Such rows admit
a = 0 only.
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These rules give 126 usable one-dimensional weights for the eight-round YuyX-8 route,
half its margin of 252, 29 for the thirteen-round DuX(65537) route from its margin of
57, and 32 768 for the twelve-round Yu,X-65537 route, half of 65536. With multi-index
weights the same two margins admit 5376 vectors on the two cheapest words of YusX-8
and 3158 on the four words of DuX(65537). The full block cost and the coset exclusion
are the two rules that are most easily overlooked. The control experiment on the YuX
toy instance in Section 8 shows what happens when a weight beyond the margin is used.
The system can still be solved, but the solution is wrong and nothing in the computation
indicates it.

6 Key Recovery on DuX

Table 6 lists the chosen-ciphertext key recoveries on DuX. We describe the full-round
attacks on the two large instances first and the other rows after them.

Table 6: Master key recovery on DuX in the chosen-ciphertext model, by instance and
number of attacked rounds.

Instance Rounds Data Mult. Time Proc. Memory
DuX(65537) 10/12 2'6 22275 43¢ 1 0.06 GB
DuX(65537) 11/12 2% 2415 16h 1 20.8 GB
DuX(65537) 12/12 229 21650 q197h 1 13.8 GB
DuX(65537) 12/12 230 21693 171h 19 19.6 GB
DuX(65537) 13T 20559 98138 —

DuX(2'%) 10/12 26 2227 93¢ 1 1.06 GB
DuX(2'6)  11/12  2'%35 21059 90395 1 6.21 GB
DuX(2'%) 12/12 232 2812 75h 19 26.1 GB
DuX(2®) 7/12 21270 93860 gog s 1 2.06 GB
DuX(2%) 8/12 224 247 91h 1 16.3 GB

Data is one structure per key except for DuX(28) at seven rounds, which uses 26 structures. The two
twelve-round rows of DuX(65537) are the two mixed structures of Section 6.1, and the ten-round times are
per key. Mult., Time, Proc. and Memory are as in Table 1, and T marks a theoretical row. The
thirteen-round row holds over the prime field only, and nine rounds of DuX(28) are out of reach, as
Section 6.5 shows.

6.1 The Full-Round Attack on DuX(65537)

The attack uses one structure per key. In its simplest form, ciphertext words 3 and 7
range over Fgs537 and the other fourteen words are random constants, so the structure has
655372 = 232 chosen ciphertexts, all decrypted through the full twelve rounds. The two
mixed structures below reduce the data to 23° and 2%° with the same equations.

After ten layers the pattern is 1101, as Table 3 shows. The margins at the four positions
are 49982, 20301, —20 244 and 60846, so position 2 is not balanced while position 3 is
balanced with a margin of 60846. The four plain rows of equation (8) read position 2 of
19 and therefore do not hold.

The kernel of Lemma 3 for the pattern 0001 is one-dimensional, spanned by y =
(1,65536,1,65536) o< (1,—1,1,—1), and it gives one row per weight that reads position 3
only. By Theorem 4 the admissible weights of that row are a < 60846 on the word z3,
of which N,, = 9000 are used. That number is the ceiling 8 608 of Proposition 7 plus
about 5%. Figure 5 shows the whole attack in this form. Its upper row is the cipher
between the plaintext and the structure: the two extension rounds, read through the cheap
coordinate a = x5 — xgx3 — @ of the outer S-box as in Section 5.2, stand in front of the
ten inverse layers that lead from the ciphertexts to xs. Its lower row is the path from the
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rk° rk! rk?
P »®—> S P L —>®—> S P L —>®—> T2 ten inverse layers C
1101 32 .
two extension rounds, coordinate a 277 chosen ciphertexts
w3
W L-11-1) x5, a < 9000
/6 one row > 9000 x 38040 > k0 = K
Wi
Wi, rank 8188

Figure 5: The twelve-round attack on DuX(65537) in its full field form. Above, the cipher
between the plaintext and the structure of 232 chosen ciphertexts, with the two extension
rounds in front of the ten inverse layers. Below, the four position-3 rows of the blocks
combined by the kernel vector y into one row, multiplied by the 9000 weights into the
linear system, whose degree-one columns are the master key. Section 6.1 explains each
step and the two mixed structures that reduce the data to 239 and 22°.

four position-3 rows of the blocks, through the kernel vector y and the 9000 weights, to
the linear system whose degree-one columns are the master key.

The assembly streams the structure in slices {x3 = v} of 65537 points. For each slice
the sixteen plaintext words are decrypted, the np = 75 plaintext monomials per block are
formed and the ten block pair moments ) are computed as one matrix product. The slice
moments are then accumulated into the 9000 weighted moments by the Vandermonde
product of Section 5.5, and the 9000 rows are formed from the weighted moments and
combined with y.

The system to solve is 9000 x 38 040 over Fgs537. Its columns are the 38 051 monomials
with the 11 normalisation columns moved to the right-hand side. Its rank is 8 188, and
2592 monomials are determined uniquely. Among them are the sixteen degree-one columns
rk?, and these equal the master key. The recovered key is checked by re-encryption.

The word z3 need not range over the whole field. By Proposition 9 a coset of the
subgroup of order 2'4 on word 3 times the full field on word 7 has threshold T = 2% 465 536,
and the layer-10 pattern is then 1001 with a margin of 11694 at position 3. The same
0001 row with the 9000 weights a = 1,...,9000 on the coset word gives the same system,
of the same rank 8 188 with the same 2592 monomials determined, from 24 . 65537 = 230
chosen ciphertexts. A coset of order 2! leaves a margin of 3502 only, below the 8 608
weights one axis would need, and a two-dimensional weight (ag,a;) with ag > 1 on the
coset word and a; € {0,1,2} on the full field word restores the count. The three passes
give 3501 + 3500 + 3499 = 10500 rows from 229 chosen ciphertexts, and the system has
again rank 8 188 with the same 2592 monomials determined. The three structures give
the same linear system up to the choice of rows, and each recovers the sixteen key words.

The 22° run on a single thread took 19.7 h at a peak of 13.8 GB, of which the three
passes over the structure took 23922, 23150 and 21212 s and the elimination 1127 s. The
230 run on 19 processes took 1.1 h and 11.5 core-hours at 19.6 GB. The structure with
the smallest data therefore requires the most time, since the passes are repeated and the
elimination does not become smaller, and Table 6 lists both runs.
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6.2 Ten and Eleven Rounds

Eleven rounds start from the layer-9 zero sum of one active word with the four plain
rows, and the ceilings are 8 608 over Fgs537 and 4 756 over Fais. On DuX(2!6) a point
set of n = 41735 values on word 3, with the divided-difference mask of Proposition 10,
leaves the N, = 1189 = ranky,,x/4 weights the ceiling needs and not one more, and the
4756 rows have rank 4756 with 2 188 monomials determined. The data is 2'°3% chosen
ciphertexts, against 2'¢ for the full field, and a single-thread run takes 2039 s at 6.21 GB.
On DuX(65537) the layer-9 pattern of a single coset of order 2! is 1101, so the plain rows
do not hold there, and the 0001 row of Lemma 3 with the weights a € [1,13951), 215 { q,
of Proposition 8 gives 9000 rows of rank 8 188 with 2592 monomials determined. The
data is 215 chosen ciphertexts, and the run takes 1.6 h on one thread at 20.8 GB. Without
weighted moments the full field attack on DuX(65537) would need 2152 structures and
227-07 chosen ciphertexts. In other words, one weight takes the place of one structure.

Ten rounds use the layer-9 zero sum with the one-round extension of Lemma 1. Two
structures of 216 suffice without weights, and one structure with eight weights, a =0,...,7,
does the same from 2'6 chosen ciphertexts in a few seconds per key. Over Fais the weighted
sums go through logarithm tables and the single structure costs nine times the two, still
under ten seconds per key.

6.3 Twelve Rounds of DuX(2'%)

The two-word structure over Foi6 has the same layer-10 pattern 1101 as over the prime
field, but its combined row for the cheap set {2} is the all-ones kernel vector, of 7-valuation
3, and by Theorem 3 the system cannot separate the four key words of a rotation orbit.
The measured ceiling is rank 2178, or 2168 after normalisation. That is 45.8% of the
4756 of the four plain rows and independent of n, and zero of the sixteen key words are
determined.

The cheap set {1,2} of Lemma 5 replaces that row by four. The margins at positions
0, 1 and 3 of the layer-10 pattern are 49980, 20299 and 60 844, so the weights on word 3
range below 20299, and N,, = 3780 of them, the crossing point 3600 of Section 5.2 plus
5%, give 15120 rows over the 47738 columns that remain after normalisation. The rank is
12056 and 5812 monomials are determined, the sixteen key words among them, the two
numbers of the template bound of Section 5.4.2. The rows of the first 3 600 weights already
give them, and the rows of the first 3200 stop at rank 11 768 with 1122 monomials and no
key word, the plateau of Section 5.2. The data is one structure of 232 chosen ciphertexts
per key, as for DuX(65537), and the moments Q(®) make the pass over the structure the
dominant cost. The run took 7.5 h on 19 processes and 133.6 core-hours at a peak of 26.1
GB.

The route of the first version of this paper made all four positions balanced at layer 10
with three active words of subspace dimensions (16,16, 15), for which T = 163837 >
D = 151316 with D exact by Observation 1, at 247 chosen ciphertexts and about 262
multiplications. That structure was never assembled, and the cubic coordinate makes it
unnecessary.

6.4 Thirteen Rounds over the Prime Field

A full block at 264 has the layer-11 pattern 0001 with margin 57, as listed in Table 3.
The combined row of Lemma 3 gives one equation per weight. The weights must sit on
the ciphertext words of the block and cost 2, 3, 5 and 8 degree units per power on the
four positions, which leaves 29 one-dimensional weights on the cheapest word or 3158
multi-index weights on all four. Recovering the key takes [8608/3158] = 3 structures, or
26559 chosen ciphertexts and 28'-38 multiplications, where one-dimensional weights would
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need 308 structures and 2723, and it applies to a thirteen-round DuX over Fgs537, one
round more than the cipher has.

Over Fai6 the same combined row is unusable by Corollary 2, the cheap set {1, 2} leaves
the pattern 0001 with a kernel of valuation 2 that determines none of the key words, and
the row holds for the prime field only. None of this was executed. Nevertheless, in this
model the twelve-round design has no round margin left.

6.5 DuX(2®)

Seven rounds fall from chosen ciphertexts. The data consists of 26 single-word
structures of 28, used with the layer-5 zero sum and 46 weights each, and a single-thread
run takes 824 s.

Eight rounds use three active words at 224, whose layer-6 pattern is 1101 with margins
347, 194, —15 and 403, the cheap set {1,2} of Lemma 5 and a two-dimensional weight. The
first index ag sits on word 3 and the second, a; € {0,...,19}, on word 7, with ag+a; < 194,
which gives 3690 weights and 14 760 rows from one structure. The system has rank 12 056
with 5812 monomials determined, the two numbers of the twelve-round DuX(2'¢) attack,
and recovers all sixteen key words from 224 chosen ciphertexts. A single-thread run takes
9.1 h at 16.3 GB, of which the twenty passes take 29182 s and the elimination 3 641 s.

With one-dimensional weights the same structure gives 776 rows and 17 structures are
needed, or 228:99 chosen ciphertexts. Twelve to sixteen structures stop at 1122 determined
monomials and no key word, and the seventeenth, at 13 192 rows, crosses to 12056 and
5812, on two keys with the same curve. Four active words at 232 with the layer-6 zero sum,
the four plain rows and 240 weights need five structures for the ceiling 4 756 of the four
plain rows, or 23432 and the subspace structure of dimensions (8,8, 8,5) at 229 reaches
that ceiling from one structure with a weight of four indices and 1445 vectors. The attack
with one structure at 224 is the cheapest of the four.

Nine rounds are out of reach. The only pattern any structure achieves at layer 7 is
0001, cheapest at 247 with a full block plus two words of dimensions (8,7) and margin 179,
and that pattern is unusable in characteristic 2 by Corollary 2, with either cheap set.

212.70

7 Key Recovery on YuX

Table 7 lists the chosen-ciphertext key recoveries on YuX. We describe ten to twelve rounds
of the two large instances first and then YusX-8.

7.1 Ten Rounds

Ten rounds start from the layer-9 pattern 1100 at 26 of Table 4, and three routes reach
the key. The first uses the forward combined equations of Section 5.1 with 60 weights,
which give 480 equations from one structure and recover the key in 115 s per key on
Yu,X-65537 and 55 s on YuyX-16, on one thread.

The second is the two-round extension from the layer-8 zero sum. On Yu,X-65537
a point set of n = 28239 values on word 0 with the mask of Proposition 10 leaves the
N, = 2155 = [8618/4] weights the ceiling needs, and the 8 620 rows have rank 8 608, the
normalised ceiling, with 2 088 monomials determined. The data is 2'*™ chosen ciphertexts,
and a single-thread run takes 1706 s at 16.7 GB. The full field gives the same attack from
216 with rank 8576, and on YusX-16 the full field with N,, = 1238 = [4950/4] gives rank
4916 in minutes.

The third is the same two-round extension on a single coset of the order-2'® subgroup of
F 5537, as Proposition 8 allows. It uses 2! chosen ciphertexts per key, weights a € [1, 6 685)
with 215 t @ and the same N,, = 2155, and a single-thread run takes 1.4 h at 22.4 GB. The
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Table 7: Master key recovery on YuX in the chosen-ciphertext model, by instance and
number of attacked rounds.

Instance Rounds Data Mult. Time Proc. Memory
YupX-65537 10/14 2! 23025 1155 1 0.10 GB
Yu,X-65537 10/14 2147 24392 17065 1 16.7 GB
Yu,X-65537 10/14  2'* 29330 14h 1 22.4 GB
Yu,X-65537 11/14 232 24838 46h 24 19.4 GB
Yu,X-65537 12/141 264 28081 — 1.87 GB
YuzX-16 10/14 26 22957 5545 1 0.09 GB
YuzX-16 11/14 2% 24732 41h 36 5.48 GB
YusX-16 12/147 264 97929 — 0.53 GB
Yuo X-8 7/12 21758 04245 98 h 1 6.68 GB
Yuo X-8 8/12 232 24732 36h 19 4.56 GB

The three ten-round Yu,X-65537 rows are the three routes of Section 7.1. Data is one structure per key
except for YuaX-8 at seven rounds, which uses three structures. Mult., Time, Proc. and Memory are as in
Table 1, and T marks a theoretical row. Ten rounds of YuaX-8 are beyond the routes of this paper, and
the attack of [NWL26] at 2955 data and 21153 time stands.

coset structure halves the data, and it also reaches the normalised ceiling 8 608 where the
full field single-word structure stops at 8 576, as the point set does. Removing a = 0 from
the full field run does not change its rank, so the missing 32 dimensions belong to the full
field single-word structure and not to the weight set.

7.2 Eleven Rounds

Eleven rounds use two active words (0,4) at 232, whose layer-9 zero sum has thinnest
margin 10225 on Yu,X-65537 and 10 223 on YupX-16, the two-round extension and the four
plain rows. On Yu,X-65537, IV, = 2400 weights give 9600 equations from one structure
and rank 8608. A run takes 4.6 h on 24 processes, 92.9 core-hours, at 19.4 GB peak.

On Yu2X-16 the arithmetic is over Faoie, with NV, = 1300 weights against the minimum
1238 of the template bound. The resulting 5200 x 27884 system has rank 4940, the
normalised ceiling, and 1606 monomials are determined. One two-word structure therefore
spans V exactly. A run takes 4.1 h on 36 processes, 144.4 core-hours, at 5.48 GB.

7.3 Twelve Rounds

Twelve rounds need layer 10, and only the full block reaches it. Its pattern is 1110 at 254,
with margins (131072,131072, 65536, 0) for Yu,X-65537 and (131068, 131 068, 65532, —4)
for YusX-16.

The three-dimensional kernel of Lemma 3 gives three equations per weight. By
Corollary 2 its vectors have valuations 1, 2 and 1, so the rows are usable in characteristic 2,
with ceiling 3832 or 77.4%. The halved full block weight budget leaves 32 768 weights
against the N,, = [8618/3] = 2873 required on Yu,X-65537 and [4950/3] = 1650 on
YusX-16. One structure therefore suffices.

The bottleneck lies in the assembly. By equation (9) the attack costs 280-31 multipli-
cations on Yu,X-65537 and 2792 on YusX-16, with 1.87 GB of memory for Yu,X-65537
and 0.53 GB for YuyX-16, and at the 43 us per point of the prime field pass measured in
Section 8 the assembly on Yu,X-65537 would take about 2.6 - 107 core-years. Thirteen
rounds are out of reach, because no admissible pattern exists at layer 11 for any structure
with at most one free block and any set of words, by the search of Section F.
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7.4 Yu,X-8

Seven rounds fall from 278 chosen ciphertexts. The attack uses two active words at
216 and the layer-5 zero sum with margin 34, the four plain rows and a two-dimensional
weight on the two words, whose (325) = 595 vectors give 2380 rows per structure. Two
structures give 4 760 rows of rank 4 760 and no key word, three reach the ceiling 4 940 with
1606 monomials determined, and a fourth adds nothing, so three is the minimum. With
one-dimensional weights the margin admits 34 per structure and 40 structures are needed,
or 22132 A single-thread run of the attack with three structures takes 2.8 h at 6.68 GB.

Eight rounds are the one key recovery in this paper that uses a full block. At 232 the
layer-6 pattern is 1110 with margin 252, and the three combined rows give three equations
per weight. A two-dimensional weight on the two cheapest ciphertext words of the block,
positions 3 and 2 at costs 2 and 3, admits the 5376 vectors with 2ag + 3a; < 252, of
which the 1400 cheapest are used, all computed in one pass by the joint decomposition of
Section 5.5. The 4200 rows have rank 3822, the normalised ceiling, with 1296 monomials
determined, and one structure recovers the key. With the 126 one-dimensional weights each
structure gives 378 equations and eleven structures are needed, or 23546 where nine and
ten stop at ranks 3402 and 3 780, equal to their row counts. The run with one structure
took 3.6 h on 19 processes, 67.2 core-hours, at 4.56 GB.

The ten-round attack of [NWL26], a Boolean linearisation over four extension rounds
at 295 data and 2'!5-3 time, remains the round record on this instance. Qur route stops
at eight rounds because layer 7 is unreachable, as Section F shows.

8 Experimental Verification

Every key recovery in Tables 1, 6 and 7 without a dagger was executed end to end on
the real instance with its real key schedule and recovered all sixteen words of the master
key. The three rows marked T are thirteen-round DuX(65537), twelve-round Yu,X-65537
and twelve-round YusX-16, for which every component was executed but the assembly of
the equations over the full structure of 26 points was not. The twelve-round attacks on
DuX(65537) and DuX(2'®) are executed attacks on full parameter sets. All other executed
rows concern reduced-round versions.

Table 8 lists, for every executed attack, the one run whose figures the tables report
and the number of independent random master keys the attack was repeated on. The
ten-round attacks on DuX, which take seconds per key, were run on fifty keys each. The
attacks of the bold rows of Table 1 were repeated on three keys and the remaining ones on
two, and on every key of an attack the rank, the number of determined monomials and
the saturation curve over structures or weights were the same. Data is counted per key,
and a row with one structure per key has data equal to the structure size.

Distinguishers. On the real instances we measured by direct summation, in the decryption
direction, the single-word and two-word structures of the two large DuX instances and
the coset differences of DuX(65537), the one- to four-word structures of DuX(28), the
single-word and two-word structures of YupX-16 and Yu,X-65537, the single-word, four-
word and full block structures of YusX-8, and the single coset sums of Yu,X-65537. In the
encryption direction we measured the single-word structures of both large DuX instances,
the two-word structures of DuX(2!%) and the six-round examples of the design paper. Each
cell was measured on three independent random master keys, except the single-word cells
of DuX(65537) at positions 2 and 3 on five and the single coset cells and the six-round
examples on two, and the exact degrees of Observations 1 and 2 were computed on three
keys. The constants of Proposition 4 were checked on three real master keys with two sets
of inactive constants each for p =5 and p = 17, and by direct summation over F3; for
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Table 8: The run reported for every executed attack: the number of processes, the elapsed
time, the processor time, the peak resident memory, the rank of the linear system and the
number of independent random master keys the attack was repeated on.

Attack Model Data Proc. Elapsed (s) CPU (h) Memory (GB) Rank Keys
DuX(65537) 10/12 cc 218 1 215 0.060 0.06 — 50
DuX(65537) 11/12 cc 215 1 5597 1.555 20.76 8188 3
DuX(65537) 12/12 cc 22 1 70753  19.523 13.84 8188 3
DuX(65537) 12/12 cc 230 19 4069  11.510 19.63 8188 3
DuX(216) 10/12 cC 216 1 464 0.129 1.06 — 50
DuX(216) 11/12 cc 2153 2039 0.566 6.21 4756 2
DuX(216) 12/12 cC 232 19 26840 133.631 26.13 12056 3
DuX(28) 7/12 cc 21270 g 824 0.229 2.06 4756 2
DuX(2%) 8/12 cc 2 1 32834 8.484 16.33 12056 3
YupX-65537 10/14 (i) CC 216 1 115 0.032 0.10 136 3
YupX-65537 10/14 (i) CC 2479 1 1706 0.474 16.67 8608 3
YupX-65537 10/14 (iii) CC 25 1 4988 1.337 22.40 8608 2
YupX-65537 11/14 cc 232 24 16427 92.9 19.4 8608 3
YuzX-16 10/14 cc 216 1 55 0.015 0.09 104 3
YuoX-16 11/14 cC 232 36 14636 144.4 5.48 4940 3
YuaX-8 7/12 cc 2178 9947 2.763 6.68 4940 3
YuzX-8 8/12 cc 232 19 13108  67.172 4.56 3822 3
DuX(65537) 7/12 CP 218:8 42 0.012 0.06 44 2
DuX(216) 7/12 CP 2186 1 2.8 0.001 0.06 40 2
DuX(65537) 8/12 CP 216 1 125 0.035 3.73 1234 2
DuX(216) 8/12 CP 216 1 1190 0.331 1.94 1086 2
DuX(216) 8/12 CP 22338 1 774 0.215 0.15 1336 3

CC: chosen ciphertext, CP: chosen plaintext. Proc. is the number of processes, where 1 is a single thread
pinned to one reserved physical core. Elapsed is the wall-clock time and CPU the user plus system time of
the whole process tree in core-hours, both from the operating system, and Memory the peak resident size.
The ten-round DuX rows report one run over all fifty keys and their elapsed time is the total. The
ten-round Yu,X-65537 routes are those of Section 7.1.

p = 257.

The remaining eight cells of Tables 3 and 4 rest on Theorem 1 alone. They are the
three-word, (16, 16, 15) and four-word cells of the large DuX instances, the (8,8, 8,5), full
block and eleven-word cells of DuX(2%), and the (16, 14) and full block cells of YuX.

The criterion of Theorem 1 reproduced every measured cell of our own grid with one
exception. The grid has 39 cells, all but two on the real instances, and 21 more on the toy
instances with thin margins, —12, 5 and 22 at the thinnest, together with 17 YuX cells on
three keys each. The exception is the four-word layer-6 cell of YusX-8, which is balanced
at positions 0 and 1 where the criterion gives 0000, a Frobenius boundary at margin —4.
The threshold of Proposition 9 is tight on the toy instance over Fig93 with one coset of
order 26 times the full field: at layer 5, where D = 209 against 7' = 256, the weighted
sums vanish for every weight below 47 and fail from 47 on, on three keys.

The multi-word Frobenius cells, namely the two-word layer-7 pattern 0010 of DuX(216),
the four-word layer-4 zero sum of DuX(2®) and that YusX-8 cell, are supported by mea-
surement on three keys only, while the single-word cells are covered by Theorem 2 for all
keys. The pattern of each attack’s structure was checked on the instance before the attack
was run.

Machine and Measurement. All runs used one server with two Xeon Gold 6230R
processors, 52 physical cores and 104 hardware threads at a base frequency of 2.10 GHz
and a turbo frequency of up to 4.00 GHz, and 251 GB of memory, shared with other jobs.
Every run reported in the tables was pinned to physical cores reserved for it, with the
sibling hardware threads left idle. An attack that one thread completes within 36 hours is
reported from a single-thread run: one process on one core, every BLAS and OpenMP



30 Practical Key Recovery Attacks on Full DuX and Reduced-Round YuX

thread pool set to one thread and the elimination single-threaded, the number of threads
sampled every ten seconds and never above one, and the ratio of elapsed time to processor
time at most 1.1, a run that exceeded it being discarded and repeated. An attack beyond
that limit that consists of one structure is reported from a run on P single-threaded worker
processes plus a P-threaded elimination, completed in one piece without a restart, with P
stated next to its elapsed time. Processor time is the user plus system time of the whole
process tree as reported by the operating system, and memory is the peak resident size of
the tree, which for a single-thread run counts the shared slice tables once and can exceed
the figure of a multi-process run of the same attack.

A reserved core does not run at a fixed speed. The same single-thread run, same
command and same key, took 1222 s with 51 cores of the machine active and 824 s with
27, at a ratio of elapsed to processor time of 1.000 both times, because the all-core turbo
frequency falls with the number of active cores. The single-thread times of the tables were
therefore all measured in one window in which three to eight cores were in use for them,
and comparisons with other machines rest on the multiplication counts of equation (9)
rather than on times. Processes beyond the number of cores cost processor time without
saving elapsed time. For instance, the 230 attack of Section 6.1 took 1.1 h on 19 processes
and 11.5 core-hours, and 1.2 h on 32 processes and 20.8 core-hours, and the eleven-round
YusX-16 attack cost 245.5 and 207.0 core-hours in two runs on 72 processes against 144.4
on 36.

The time per field multiplication of equation (9), measured on the single-thread runs,
is 1.3 to 1.7 ns for the moment assembly in characteristic 2 and 0.14 to 0.73 ns over Fgs537,
where the weighted accumulation is one matrix product against a gather through logarithm
tables, and 0.40 to 0.48 ns and 0.23 to 0.35 ns for the elimination in the two characteristics.
Per point of a structure, decryption and moments included, the passes cost 43 us over
Fg5537 and 87 us over Fos with the wider layout of Lemma 5. The five multiplication counts
of the theoretical rows were the same, to their stated precision, when recomputed with
equation (9) from the single term of the pass over the structure.

Controls. On a truncated structure, a proper subset of the 232 points, the assembly

detects the truncation. Coefficients appear outside the predicted monomial set, because
the monomials dropped by the linearisation are those whose coefficients vanish by the
structure identities.

The toy instances over F1g93, Fo57 and Fos serve to measure tightness and to test the
attacks at small scale, and they are not attacks on DuX or YuX. The twelve-round attack
of Section 6.1 has an exact scaled-down analogue on the toy instance of DuX over Fas7,
with the same S-box and linear layers, o = 179 and twelve rounds. It attacks eight rounds
with two active ciphertext words at 2'6-°1 per structure, the layer-6 pattern 1101, the
0001 combined row of Lemma 3 and one-dimensional weights a < 150 on word 3, and 60
structures with 150 weights each give 9000 rows over 38 040 columns. The system has
rank 8 188 with 2592 monomials determined and all sixteen inner key words correct, the
same rank and the same number of determined monomials as in the real attack and equal
to the pseudo-structure ceiling of the combined row. On the toy instance over Fig93 one
coset of order 25 times the full field gives, at 8 648 rows, the same rank 8608 and the
same 2592 determined monomials as the full field times the full field. On the toy instance
over Foa the rows of Lemma 5 recover the key from a single-word structure at the third
layer, where the cheap set {2} gives no usable row, with the rank 12056 and the 5812
determined monomials of the real attacks, and a two-dimensional weight on one structure
reaches the ceiling 4 756 of the four plain rows at 4 756 rows where one-dimensional weights
on 85 structures need 5 040.

On the YuX toy over Fo4, a weight beyond the admissible margin produces a system
that solves to sixteen “determined” key words of which zero or one is correct, with no
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visible sign of failure.

The identity of Lemma 4 and the eigenvalue statements of Theorem 3 were checked on
random moment vectors over s, the eigenvalue +1 case with orbit sums, and over Fa57,
the eigenvalue —1 case. The identity of Proposition 1 was verified numerically on all six
instances, and the rank formula of Section B matched the measured rank in all six cells
tested.

Implementation. The implementation is written in Python with NumPy, with the inner
loops of the moment assembly and the characteristic-2 elimination in C. All six instances
and the toy instances share one code base, parametrised by the field, the S-box and the
linear layer. The criterion, the kernel dimensions, the template bounds, the weight ranges
and the multiplication counts of the tables are computed by the same code that runs the
attacks. Every attack was run from a fresh random master key, and the recovered key was
verified by re-encryption.

9 Conclusion

In the chosen-ciphertext model, the full twelve-round DuX over both large fields falls to a
key-recovery attack that was executed on random keys, from 22° chosen ciphertexts over
Fes537 and 232 over Faus, and eleven of fourteen rounds of Yu,X-65537 and YusX-16 as
well as eight of twelve rounds of YupX-8 and DuX(28) fall far below their claims. These
results stem from three properties that the two FHE-friendly block cipher families share.
The coordinate degrees of the decryption S-boxes, (2,3,4,2) and (2,2, 3,4), are far below
those of the encryption S-boxes, (5,3,2,8) and (8,5, 3,2), which the designers evaluate.
The linear layers have a low-rank part, described in Propositions 2 and 3, which slows
the degree growth of DuX to 2 + /3 per layer and makes the cheap coordinate kernel
non-trivial in both families. No key material is added between the S-box layer and the
linear layer within a round, so a sum over a structure removes every pure-key term, as in
Lemma 1, and the two-round linearisation stays at about 2'® columns. We do not develop
design recommendations here.

Several questions remain open. The full field single-word YuX structures fall short of
the normalised rank ceiling by 24 dimensions in characteristic 2 and by 32 over the prime
field, while every other structure reaches it, and we do not have an explanation for this
gap. The prediction of N,, by the template bound is an empirical rule that holds only for
systems whose rows stay independent until saturation, as the extended system of Lemma 5
shows, and the three theoretical rows await an assembly at full scale. Finally, the equality
of the max-plus bound with the exact degree over prime fields rests on computations for
three keys and is not a theorem for all keys.
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A Specification Notes and Errata

DuX. The specification is the definitional sections, the algorithms and the figures of the
design paper [WDL'26], and its security analysis section is not normative. We read the
constant as a = 179, the round number as r = 12 and the security target as 128 bits
for all three instances, the master key as sixteen field words, and the third branch of the
key schedule map Rf as S(z1) + a3 + 2x¢ + rc, the formula of their Section 4.3 rather
than the expansion of their Section 5.5.1, which drops every 2(-) term and is right only in
characteristic 2. These readings were confirmed with the design team, as was the position
that the choice of security model is the analyst’s.

The printed expansions of R~2 and S in the design paper each lack a —a term, which
we corrected against the definitions and confirmed with the designers, and the printed
quadratic system, one line of their Algorithm 3 and one six-round example carry further
slips that do not affect the cipher. The public implementation of the designers differs from
the paper in several points, « among them, and we did not use it.

The Six-Round Integral Examples of the DuX Paper. Section 5.3 of [WDL126] lists
four six-round integral distinguishers with one active plaintext word and one balanced
output word. They are active word 3 with balanced word 0, and then 7 — 7, 11 — 4 and
15 — 12. These four claims contradict each other, because the cipher is equivariant under
the whole block rotation Roty, so the balanced sets for active words 3,7,11, 15 must be
translates of each other by four.

Our measurement by direct summation, on two keys and all sixteen active positions,
gives the pattern 1111 at layer 5 on both large instances. At layer 6, DuX(2'¢) has 1111
for active positions = 1, 1110 for = 0,2 and 0110 for = 3, and DuX(65537) has 1110 for
=0,1,2 and 0110 for = 3. At layer 7 no word is balanced. The four claimed positions are
not balanced at layer 6 under either round-counting convention. Appendix B of [L.S26]
reports the same conclusion, with the balanced set C 2 for those active words.

YuX. The specification source is Sections ITI-IV, Algorithms 1-3, Table II and footnote 2
of [LLC%24]. One ambiguity is relevant here. Line 2 of Algorithm 1 indexes the master
key by four sliding windows (key;, ..., key;ys3), ¢ = 0..3, which use only seven key words
and leave the round keys 7k', ..., k" with 7n bits of entropy, whereas Section VI-D uses
the non-overlapping blocks ky4;. 4;+3. We adopt the latter reading. Neither reading affects
rk® = K, which every attack recovers, and running the two-round extension under both
readings gives byte-identical systems.

Five further ambiguities of the specification, namely the embedding of the round
constants into the field, the sharing of a between the instances, the rotation in the key
schedule, the round numbers and the range of n, do not affect rk° either and are resolved
as in Section VI-D of the design paper. The four quadratic S-box relations printed in
Section VI-D are the characteristic-2 form and have wrong signs and constants over Fy,
the first differing from zy by a sign.
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B Deferred Proofs
B.1 Lemma 6

Lemma 6 (layer-2 collapse of YuX in characteristic 2). Consider YuX with one active
ciphertext word at position 0 of block 0, and write Yy, ...,Ys for the output of the first
layer on that block. Then Y1 =Yy + g with g = ¢1 + cac3 + « a constant, and among the
sizteen rows of L™ ezactly the two feeding positions 1 and 3 of block 1 satisfy ui + ug =
(Y1 +Y3)+ (Yo+Y3) =Yy + Y1 = g. In characteristic 2 the second coordinate of S~*
expands as y1 = ug + u1 + us + ua(ug + uz). On block 1 its quadratic term therefore
degenerates to gus and its degree drops from 3 to 1, and the degree of y3 drops from 6 to
5. The exact layer-2 profile of block 1 is (3,1,5,5) against the maz-plus (3,3,5,6). Over
F), the same row sum is Yy + Y1 4 2Y3, which is not constant, and no cancellation occurs.

Proof. Substituting (X + ¢o, c1, ¢2, c3) into equation (4) gives Yo = X + (co+c1¢2 + 3+ @),
Y1 = Yo+g, Yo = c3Yp+Yi+co+aand Y = YY1 +Ya+c3+a, of degrees (1,1, 1,2), whence
Yy +Y1 = g in characteristic 2. Keeping only the non-constant indices 0, ...,3 in (L71Y); =
Zj€{0,3,4’8)9’12’14} Yi4;, the four inputs of block 1 are (Yp + Ya, Y1 + Y3, Y2, Y, + Y3).
Hence uy + ug = Yy + Y7 = g, while for the other three blocks u; + ug has degree 2. On
block 1, ug + w1 + ug = Y7 + Y5 has degree 1 and us(u1 + us) = gY> has degree 1. Hence
degy; = 1. Then yy = ug + uyus + ug has degree 3 and yo = us + usyg + y1 has degree 5.
For y3 = us + yoy1 + y2 the product has deg(yoy1) = 4 < 5, so degys = 5. Over F,,
Y1 = uq + ugusz + yo + « with yo > ujus gives ug(uy +uz) and ug +uz = Yo +Y1 +2Y;. O

The lemma also shows how far the gap would have to grow before any attack changed.
Turning the layer-9 pattern 1100 of YusX-16 into 1110 would need a 16.1% gap at position 2,
where the exact degree 72240 exceeds T = 65535, the two-word layer-10 cells need 45.7%,
and the best three-word structure, (0,1,8) by exhaustive search with D = 218454 against
T = 196 605, needs 11.1%.

What the gap does buy is an explanation of a practical effect. At layer 9 the exact
margin at position 0 is 65535 — 48128 = 17407, and the weight range that the ten-round
attack measures on the instance is about 17400. When comparing against SMT-based
tables the gap is the reason the two can differ in the conservative direction.

B.2 Theorem 2

Write every state word, as a polynomial in the active plaintext word X, by its max-plus
degree m and its top two coefficients (p,p’) of X™ and X™~ 1.

One S-box layer in the encryption direction maps four block inputs of degree at most
m, with top pairs (po,pj) and (ps, p4) at positions 0 and 3, to

output degree leading coefficient next-to-leading coefficient

a 2m Pop3 Pops + Pop3
3m pop3 P3P0
¢ 5m Pop3 PEPIDS
Ys 8m Paps pepa(pops + Pops)

valid for m > 2 and verified by symbolic computation over Fy for m € {2,3,8,128}. For
m = 1 the leading coefficient of x5 would land in the next-to-leading slot of a, and from the
second layer on m € {16,128,1024, ... }. The cross terms cancel pairwise in characteristic 2.
Hence if p{, = p§ = 0 then all four next-to-leading coefficients vanish.

After the linear layer the output degree 8m is attained only by the ys-type coordinates,
since the next candidate, 5m, is below 8m — 1. The next-to-leading coefficient of every
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output of the linear layer is therefore a sum of those of ys3-type words, and these vanish.
The property is self-sustaining once it holds for all sixteen inputs of a layer.

Base case, active word 1. After the first layer only word 3 has degree 2, with leading
coefficient A = 79 + rkJrk§ +a. Word 3 feeds Lo-output i exactly when (3 — i) mod 16 lies
in the rotation set {0, 1,3,4,7,8,9,10,12, 14,15}, which fails for i € {1,6,8,13,14}. Hence
at the second layer the position-0 input of block 2 has degree < 1 and that block’s y3 has
degree 13, while the other three blocks have degree 16 with the same leading coefficient A8.

At the third layer the leading coefficient of input u; is |T; N {0, 1, 3}| - \® where T} is
the set of full-degree y3 blocks feeding i. For ¢ = 4, 8,12 the intersections {0, 1}, {1, 3},
{0,3} have even size, so those inputs lose their leading term and blocks 1, 2, 3 drop below
full degree. Only block 0 keeps it, with 7o N {0,1,3} =75 N {0,1,3} = {0,1,3}. Hence
po = ps and pj, = p§, and the next-to-leading coefficient of a, pops + pps, vanishes.

Consequently all sixteen inputs of the fourth layer have vanishing next-to-leading
coefficient, as checked on both instances for three random keys each, and the induction
takes over.

In the degenerate case A = 0 the true degrees collapse to (0,1,0,1) at the first layer,
and the tracked top window is identically zero from the third layer on for both instances
and three random round key sets. Hence cp_1; = 0 holds as well. O]

B.3 Corollary 2

In Fy[r]/(7*) every non-zero element is 7w with w a unit, so ¥, = u(r) 7"®go-terms.
The rank of the combined row on the p-invariant moments is therefore that of 7¥ on the
column space, that is, on each 7-orbit of length A, which is a free Fo[r]/(7")-module of
rank one, the rank of multiplication by 7¥. That rank is max(0, A — v).

For v = 3 every orbit of length four keeps one coefficient, the orbit sum, and the
degree-one key columns, which form four orbits of length four, are seen only through their
sums. The 7-valuations of (1,1,0,0) = 1+¢, (0,1,0,1) = ¢(1 +¢)? and (0,1,1,0) = (1 +1¢)
in Fo[t]/((14t)*) are 1, 2, 1, and that of (1,1,1, 1) (141¢)%is 3. O

B.4 The Cubic Coordinate of Lemma 5

With @ = (21)4j.4543, ©i = u; + Kk} and u = L(Y") restricted to the block, write W;
for the row of L that produces ul, SO that u; = . Wi[s]Y,. In characteristic 2, b =
T1 + X273 + wox3 + axs + a and 23 = uj + (k%)? with w3 = >, W3[t]? Y2, Summing over
the structure and dropping every term with the factor ), 1 =0,

D ob=> (Wi+aWs)s T+ZW2 Ws[]Qst+k32W2 T+k22w3
P s

+ 3 Wols) Wt Q) + (k) ZWO T+kOZW 2T,

s,t

with Ty = Y 5 Y5, Qoe = > p ViV, Q S t = Z:pYY2 and T( =>r Y. The first four
terms are those of the coordinate a in equation (8) with other rows of L, and the last three
are new. Under a weight x® the same expansion holds with weighted moments, where
T®) is no longer the square of T and is accumulated separately. The unknowns are the
monomials of 7° in T, @, Q® and T®, the latter two being the monomials of Q and T
with one exponent doubled, together with the products of kj, kb, (k%)? and k), with the
monomials of T or T2, Counting them as in Section 2 gives M, = 47 749 columns against
M = 18025, with the same 50 monomials per block in Y.

The kernel statement is a computation. For the pattern 1101 the rows of L at positions
0, 1 and 3 are combined so that every column of the coordinates ¢ and ys cancels, which
leaves a four-dimensional space, and the vector that combines rows 3, 1 and 9 has the
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stated support {1,2,6,10, 13} on the coordinates b and a. Its components on the four
blocks, read on the coordinate a, are (1,1,1,0), a unit of Fo[Z4], and on the coordinate b
they are (1,0,0,1), of valuation 1. The four block rotations of this vector span the kernel
and have minimal valuations 2, 0, 0 and 2 over the two coordinates. For the pattern 0001
the same cheap set gives a two-dimensional kernel spanned by (1,0, 1,0) and (0,1,0,1) on
the position-3 rows, both of valuation 2, and the rows determine none of the key words. [

B.5 Forward Combined Equations

With W = SL(P + 7k°) and x; = L(W) + rk', summing word 7 of ; over a structure gives
Sp(@1)i = [L(Zp Wi + [P| 1k} = [L(3.» W)]i, which is zero when word i is balanced.
The unknowns are the monomials of 7k occurring in the four coordinates of W after
summation, which number 80, 24, 7 and 3 by position for YuX over F, and 80 in the
union, replicated over the four blocks that row i of L touches. With a weight % the same
derivation holds because ), 2% = 0 for a > 1. O

B.6 The Rank Formula of Proposition 6

The rank of the assembled system is rank(A) = rank(®) — dim (im ® N (Vl)|C°°rdS|), where
® is the template map of the coordinates used, V' the span of the reachable moment vectors,
and each already-balanced coordinate of W contributes one vector to V+. The prediction
matches the measured rank in all six cells we tested.

C Relation to Prior and Concurrent Work

C.1 Related Work

Analyses of YuX and DuX. The exponent set technique of Ni, Wang and Li [NWL26] is
the direct predecessor of this work. It tracks, for each state word of YusX-8 and YusX-16,
the set of achievable exponents, reads the algebraic degree off as the maximum Hamming
weight, refines the first layers with the general monomial prediction of [CHWW22], and
builds key recoveries with Grobner bases over one extension round and with a Boolean
linearisation over two to four rounds. Our criterion replaces the exponent set by a single
max-plus number per word and gains uniformity at the price of being looser on cross-block
cells, as Section C.3 quantifies, and the structured linearisation of Section 5.2 replaces
their Boolean one.

Liu and Sun [LS26] analyse DuX concurrently and independently in the same model.
The relation is spelled out in Section 1 and below.

Integral and Zero-Sum Properties over Large Fields. The degree criterion Zzqu fz) =
0 for deg f < ¢ — 1, its multivariate form on affine subspaces, and sums over multi-
plicative subgroups of F; are Proposition 1, Corollary 1 and Proposition 2 of Out of
Oddity [BCD'20], where they give integral and zero-sum distinguishers on GMiMC and
HadesMiMC. Theorem 1 is the joint bookkeeping of those facts with the characteristic-2
subspace threshold, in both directions.

Wang, Tang and Wang [WTW25] generalise the integral distinguisher over a large field
to the inner product masked form ;G E (xj) = 0, in which every point of the structure
carries its own coefficient, and they characterise a structure by the exponents whose
masked power sums vanish, the IPM integral sets of their Section 4 in the full version.
Additive subgroups, multiplicative subgroups and merged cosets are their examples, and
the subgroup sum of Out of Oddity is the masked sum with the mask (1,...,1,—|G]) on
G U {0} in their Theorem 2. The weighted sums of Theorem 4 are masked sums in this
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sense, with the monomial values 2 as the mask, and the identity > z°f(z) = —cq—1-a
they rest on is classical.

Here we use these masks as a source of key-recovery equations. Theorem 4 reads
the admissible exponents off the degree bound of Theorem 1, carries the masked sums
into the equations of Section 5 with unchanged unknowns, and combines them with the
structured linearisation of Section 5.2 and the cheap coordinate rows of Lemma 3. The
slice decomposition of Section 5.5 computes every admissible weight from one pass over
the structure and one matrix product. How many independent equations the weights yield
is the question of Propositions 6 and 7, and the ranks were measured in every attack of
Sections 6 and 7. Proposition 8, the zero sum over a single coset with a non-zero weight, is
the same mechanism on a coset: the weight 2 removes the constant term that the mask
entry —|G| removes in their Theorem 2 and in Proposition 2 of Out of Oddity. Its role in
this paper is to halve the data of the ten-round Yu,X-65537 attack of Section 7.

Beyne and Verbauwhede generalise integral and ultrametric integral cryptanalysis [BV24]
to rings of prime characteristic, with automated tools [BV25], and Li et al. [LCCT25]
build integral distinguishers over F, from exact coeflicients of monomials. The leading
coefficient argument of Theorem 2 works with exact coefficients as well, by hand and for
one family of S-boxes.

Zero-sum distinguishers in the known-key setting go back to Aumasson and Meier [AMO09]
and Boura and Canteaut [BC11, BCD11], and the partitions of Section E apply the same
idea, both directions from an intermediate state, over large fields. The classical refer-
ences for the bit-level setting are the square and integral attacks [DKR97, KW02] and
higher-order differentials [Lai94, Knu95].

Degree Growth and Its Exact Value. The division property [Tod15, XZBL16] and its
algebraic reformulation as monomial prediction [HSWW20] are the standard bit-level tools.
They are not competitive here because the state is sixteen large field words. The influence
of the linear layer on the degree growth of an SPN is studied by Cid et al. [CGG'22].
Proposition 2 and Corollary 1 are a concrete instance of that influence, and Boura and
Canteaut’s bound on the degree of G o F in terms of the degree of F~1 [BC13] is the
classical statement that the degrees of a permutation and of its inverse constrain each
other, the asymmetry this paper exploits.

Exact degrees below the trivial bound have been established for iterated power functions
by Bouvier, Canteaut and Perrin [BCP23], for MiMC by Eichlseder et al. [EGL*20], who
also give the algebraic key-recovery model we follow in spirit, and by coefficient grouping
in characteristic 2 by Liu et al. [LAW*23]. Observation 2 and Theorem 2 are the same
question for an SPN with a Feistel-derived S-box, answered by dense symbolic expansion
and by a leading pair recursion. Interpolation attacks [JK97] were the first to work with
the exact polynomial of a cipher, the object the exact degree computations here compute.

FHE-Friendly Designs. The deployment setting is hybrid homomorphic encryption [LNV11],
which motivated LowMC [ARS T 15], Kreyvium [CCF 18], FLIP [MJSC16], MiMC [AGR " 16],
HERA [CHK™"21], Rubato [HKL"22], Pasta [DGH"23] and Chaghri [AMT22], and is the
designers’ reason for restricting attention to chosen-plaintext adversaries. DuX and YuX
belong to the subfamily that evaluates the decryption circuit homomorphically. That is
the direction in which their algebra is weak.

C.2 The Concurrent Analysis of DuX by Liu and Sun

Five findings were obtained independently on both sides. The zero-sum criterion is their
Theorem 1 and our Theorem 1, which adds subspaces, cosets and the second direction. The
class recursion with base 2 + /3 is their Theorem 2 and Corollary 1 and our Corollary 1.
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The identity L1 = Rotis o Ly of the two linear layers is their Propositions 1 and 2 and
our Proposition 1. The eleven-layer distinguisher at ¢* with margins 53 and 57, together
with the ten-layer distinguisher at ¢ and the nine-layer one at g, is their Corollary 2 and
Table 3 and our Table 3. The correction of the six-round examples of the design paper is
their Appendix B and our Section A.

The key-recovery layers, however, differ. [LS26] take the deepest distinguisher, eleven
layers at ¢* per subspace, and one extension round with masks. This costs ten to twelve
subspaces, 26732 to 26759 data at twelve rounds and 23°-32 at eleven. We take the ten-layer
distinguisher at ¢2, two extension rounds by structured linearisation, the cheap coordinate
kernel to survive the pattern 1101, and weighted moments to get all the equations from
one structure. This gives the 229 and 232 of Table 1 at twelve rounds and 2'® and 25-3°
at eleven. At ten rounds they use four subspaces of ¢ and we use one structure of ¢ with
eight weights, 2'® against 26, and on DuX(28) the gap at eight rounds is 267, their 291-32
against our 24,

Weighted moments alone, applied to their eleven-layer setting, would reduce their data
to one subspace of 264, because the position-3 margin 53 leaves at least the eight rows of
their first stage, and the further factor 232 comes from the second extension round. On the
reduced configuration of their Section 7, seven rounds of DuX(28) with three active words
at 224 per subspace and a margin of 41 at the balanced position, one subspace with the
weights a = 0, ..., 40 attains the ranks 8, 4 and 7 of the three stages of their Theorem 3 on
three random master keys, where their runs use ten, four and four subspaces, and without
weights one subspace gives the ranks 1, 1 and 2 of their Proposition 4. Their attack keeps
a constant number of field elements in memory and solves systems of at most 44 columns,
where our twelve-round DuX(65537) attack holds 13.8 GB for an elimination over 38 051
columns, both of which fit on a workstation.

The Mask Formulation. [LS26] phrase the one-round extension with masks, in their
Theorem 3 and Proposition 4. A row vector v supported on the balanced words B of
x1 and its transport w = v L through the linear layer give )", Zp pr(P(p) +k®) =0,
and the spaces Vo = {v : supp(v) C B, supp(vL) C C¢}, sorted by the degrees of the
coordinates they touch, give a three-stage elimination. In our language V¢ is the left kernel
of Lemma 3 for the one-round extension with “cheap” meaning “of position in C”, the
stages are the sequential substitution above, and the rank formula of Proposition 6 is a
closed form for their rank condition, which they check during the attack. We adopt their
formulation where it is cleaner and keep the closed form.

C.3 The Exponent Set Tables of Ni, Wang and Li

The tables of [NWL26] give, for each structure, layer and output word, an upper bound
on the Boolean degree. For s active words in characteristic 2, the Boolean degree implied
by a formal total degree D is the knapsack value hw(D, s, n) = max{}_, wt(a;) : >, a; <
D, a; < 2™ — 1}, and for s = 1 this is their own [logy(D + 1)|. Since hw(D, s,n) = sn
exactly when D > s(2™ — 1) = T, the Boolean criterion deg < sn and D < T are the same
condition. We transcribed all 772 printed cells of their Tables 3, 4, 6 and 7 and compared
them with the criterion. Of these, 353 agree exactly, 361 have a looser max-plus value
and 58 a tighter one. The looser cells are all cross-block cells, in which the total degree
cannot see that only same-block variables reach a word in the first layers, and for the 180
same-block cells the two agree in 156 and max-plus is tighter in 22. Only 21 cells change
the balance verdict. In 17 of them the SMT table is stronger, every one at a Frobenius
boundary, where the formal degree is exactly a power of two and the margin 0 or —4, and
in the other 4 the criterion is stronger and yields distinguishers the published tables do not
contain, namely the layer-9 pattern 1100 of YuyX-16, the layer-5 pattern of YuyX-8 started
at position 3, and two eight- and nine-word cells of YuyX-8 at layer 6. The single-word
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Table 9: Master key recovery on DuX in the chosen-plaintext model, the model of the
design paper.

Instance Rounds Data  Mult. Time

DuX(65537) 7/12 218:8 92400 4o g
DuX(2'6) 7/12 2186 92377 98¢
DuX(2'%) 8/12 216 23658 1190 s
DuX(65537) 8/12 216 2%0-59 195
Dux(216) 8/12 935.46  9d2.46
DuX(2'9) 8/12 22338 93633 774 5
DuX(65537) 9f 264 — —

Data is in log, chosen plaintexts, Mult. is as in Table 1, times are the elapsed seconds of one single-thread
run, and T marks the theoretical row. The 23546 route was not run at full scale and carries its operation
count only.

cell at position 0 of Table 4 agrees with their Table 3, and the single-word cell started
at position 3 is not in their tables. Their four-word structure (0,4, 8,12) at 2% gives the
pattern 1100 for the full block, and the four-word YusX-8 cell, balanced at 1100 where the
criterion gives 0000, agrees with their Table 6. We also note that the two-variable rows
of their Table 4 print output positions 0 and 1 on one line although their bounds differ,
D =12 against 14 at layer 3.

D Chosen-Plaintext Results

In the encryption direction the S-box degrees are (5,3,2,8) and the linear layer is dense.
The criterion reaches layer 6 with one word, for DuX(2'%) by Theorem 2 and for DuX(65537)
with position 3 left unbalanced in the pattern 1110. It reaches layer 7 with two words
at 232 in the pattern 0010 on DuX(2'6), or with three words at 2*%, and layer 7 with
a full block at 2% in the pattern 1110. Layer 8 is unreachable for any structure in the
search space of Section F. The design paper estimates that integral distinguishers of this
kind reach at most six rounds. Its four explicit six-round examples are not balanced, as
Section A records, a finding shared with Appendix B of [LS26].

The same key-recovery machinery applies with the cheap coordinates f and g of S~*
at positions 3 and 0. Table 9 lists the routes.

Seven rounds fall to the one-round extension from the layer-5 zero sum, from 2188
chosen plaintexts on DuX(65537) and 2!%:6 on DuX(2!6), in seconds. Eight rounds fall
to the two-round extension from a single 26 structure on both large instances. The
layer-6 pattern 1110, the four-dimensional kernel and 400 weights give 1600 equations of
rank 1086 on DuX(2'%) and of rank 1234 on the M = 3307 columns of DuX(65537). A
single-thread run takes 1190 s on DuX(2!®) and 125 s on DuX(65537), the former slower
because the weighted sums over Fsi16 go through logarithm tables.

A route independent of the two-round machinery cross-validates that result on DuX(2'6).
The two-word layer-7 pattern 0010 with the one-round extension on the single balanced
position reaches eight rounds from 23°46 chosen plaintexts in 24246 multiplications. So
does the two-round extension without weights, which needs Ny, = 167 structures, or 223-38
chosen plaintexts. Nine rounds would need the full block at 264 and the four combined
rows, and are theoretical.

YuX. In the encryption direction the criterion reaches layer 6 with one word, in the
pattern 0111 with kernel dimension 4 for the cheap coordinates yo and y; — yo of S~1, and
layer 7 only with a full block at 254, in the pattern 0111 on YuyX-16 and, by Proposition 5,
in the full zero sum 1111 on Yu,X-65537, whose position-0 word sits at the boundary
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D =T. The corresponding eight- and nine-round key recoveries are theoretical, because
we did not implement the assembly for YuX in this direction, and no exact degree gap
exists in this direction from layer 4 on. YusX-8 caps at layer 4.

E Known-Key Zero-Sum Partitions

In the known-key model the intermediate state may be placed anywhere and the criterion
applied in both directions [AM09, BC11, BCD11]. With the state immediately after a
diffusion layer, as in [1.S26], the cosets of the coordinate subspace spanned by an active
set A of s words partition the state space into sets of ¢° elements. Every backward group
is (L71,571), with a leading inverse diffusion layer, and every forward group is (S, L).
The threshold is s(¢ — 1) on both sides, and a zero-sum partition over r, + r; rounds of
the iterated structure, with arbitrary fixed round keys and branch bits, follows when all
sixteen words clear it on both sides.

For DuX our splits reproduce Corollary 5 of [L.S26] number by number, namely 13 and
16 rounds with ¢ and ¢* texts per part on the large instances and 8 and 10 rounds with
216 and 296 on DuX(28), and an exhaustive search over active sets modulo block rotation
confirms that their sets maximise r;, +r¢. Table 10 lists the partitions that are new in this
paper.

Placing the state before the diffusion layer, which [LS26] do not consider, lets a whole
block pass its first S~1 without cost by Lemma 2 and gives DuX(2®) nine rounds with 232
texts per part where [LS26] need 2% for ten. YuX, which [LS26] do not treat, admits 13,
14 and 15 rounds with ¢, ¢% and ¢° texts.

All splits were checked by direct summation on the toy instances over Fos, Fos7 and their
YuX counterparts with two keys each. These are distinguishers of an idealised structure,
not attacks on the twelve-round ciphers.

Table 10: Known-key zero-sum partitions that are new in this paper.

Instance Active set A Texts per part 7, + 1y
DuX(216), (65537) {0,1} q? 9+6=15
DuX(28) full block, before L 232 6+3=9
YupX-65537, YuaX-16 {0} q 8+5=13
YupX-65537, YuaX-16  {1,2} q? 8+6=14
YupX-65537, YuaX-16 {0, 3,8} ¢ 9+6=15
YupX-65537, YusX-16  {0,2,3,6} q* 94+6=15
YupX-65537, YuaX-16  full block, before L q* 94+5=14
Yuz X-8 {1} 28 4+3=7
YuoX-8 {0,1,3,5} 232 5+3=8

“Before L” places the state between the S-box layer and the diffusion layer instead of after the diffusion
layer, the placement of Lemma 2.

F Optimality of the Structures Inside the Framework

The data figures above are the smallest the framework allows. We searched exhaustively
over structures with zero or one free block, any subset of the remaining words and, in
characteristic 2, any allocation of subspace dimensions, for the cheapest structure making
each pattern class hold at each layer, for both ciphers and both directions. Because
the max-plus profile depends only on which words are active, the search factorises. We
enumerate active sets modulo the four block rotations and then solve a one-dimensional
convex allocation problem for the cheapest dimension budget clearing the degree. Since
2™ — 1 is convex in m, the extreme allocation is optimal for a fixed bit budget.
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The pattern classes are the ones the key recoveries consume. They are 1111, which
gives the four plain rows, xxx1 for DuX with dim K = 1, x1x1 for DuX in characteristic 2
with the cheap set {1,2} of Lemma 5 and dim K = 4, 1110 for YuX with dim K = 3 and,
in the encryption direction, 0111 and 1110. Table 11 gives the result.

Table 11: The deepest layer with a usable pattern for each instance and direction, with
the cheapest structure that reaches it.

Instance Direction  Layer Pattern Cheapest structure Data
DuX(65537) decryption 11 0001 four words, or a full block 264
DuX(216) decryption 10 1101, cheap set {1,2} two words 232
DuX(28) decryption 6 1101, cheap set {1,2} three words 224
YupX-65537, YuaX-16  decryption 10 1110 full block 264
Yua X-8 decryption 6 1110 full block 232
DuX(65537), DuX(216) encryption 7 1110 full block 264
YupX-65537, YuaX-16  encryption 7 0111 full block 264

Layer 11 of DuX(2'6) and layer 7 of DuX(28) admit only 0001, which is unusable in characteristic 2 by
Corollary 2 with either cheap set, and full balance at layer 10 of YuX would need 2'12. With the cheap set
{2} alone the two DuX rows in characteristic 2 need 1111, at 247 with dimensions (16, 16,15) and at 229
with dimensions (8, 8,8,5). Every other next layer is unreachable for any structure in the search space,
and in the encryption direction DuX(2%) and YuzX-8 cap at layer 4.

“Optimal” here means optimal inside this framework, that is, Theorem 1 plus the three
tools, and not an absolute lower bound. It also refers to the shape of a structure, a full
field, a subspace, a coset or a full block, since the point sets of Proposition 10 make the
data of a given shape a quantity chosen freely between two powers of ¢, and multi-index
weights change how many structures a shape needs and not which shapes reach a layer.
Observation 2 shows where the framework is conservative, and Section C.3 where a finer
bookkeeping of exponents is sharper. The cheapest distinguisher is also not always the
cheapest attack, because the degree margin has to be budgeted together with the data.
For DuX(28) at layer 6 the allocation (8,8,8,5) costs 22 instead of 232, but it shrinks the
weight margin from 240 to 16. With one-dimensional weights the attack then needs 75
structures instead of five and ends at 23°2 rather than 23432, and only a weight with four
indices allows a single structure of it to suffice, as Section 6.5 reports. The three-word
structure at 224 with the cubic coordinate is cheaper than both.

G Numerical Tables

Table 12 gives dim K of Lemma 3 for every pattern, where bit p set means that position p
is balanced, computed over Fos, Fos, Fois, F193, Fos7 and Fgs537. The values agree across
the six fields except in the two DuX/encryption cells marked, 0110 with 2 over Fon against
1 over F, and 0111 with 6 against 5, because L™! is a 0/1 matrix whose Fa-rank can
be smaller. Neither of these cells is used in the attacks. The last row is the cheap set
{1,2} of Lemma 5, which exists in characteristic 2 only, and its two cells 0001 and 1001
would be 1 over a prime field. Table 13 gives the pseudo-structure bounds rank(®|Vp)
of Proposition 7 on the whole column space, and the ceilings after normalisation, which
moves eleven columns to the right-hand side, ten of which carry rank. For the extended
system of Lemma 5 the bound was measured after normalisation only.
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Table 12: Kernel dimensions dim K of the cheap rows of Lemma 3 for the fifteen non-trivial
patterns, both ciphers and both directions.

pattern 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111
DuX, dec 1 0 4 0 1 0 4 0 1 0 4 0 1 0 4
DuX, enc 4 1 5 0 4 2/1 6/5 0 4 1 5 0 4 4 8
YuX, dec 0 0 0 0 0 0 0 0 0 0 0 0 0 3 4
YuX, enc 0 0 0 0 0 0 4 0 0 0 4 4 4 4 8
DuX, dec, cheap set {1, 2} 2 1 5 0 4 4 8 0 2 1 5 0 4 4 8

2/1 and 6/5: characteristic 2 / prime field. The cheap set {1,2} row is the characteristic-2 count of

Lemma 5.

Table 13: Template bounds of Proposition 7 and the ceilings after normalisation, with the

attacks that attain them.

system field M  bound normalised ceiling attained by

DuX, four rows Fan 18025 4766 4756  1l-round DuX(2'®), 7-round DuX(2%)

DuX, four rows Fes537 38051 8618 8608  11-round DuX(65537)

DuX, 0001 row Fan 18025 2178 2168 mo attack, 0/16 key words

DuX, 0001 row Fp 38051 8198 8188  12-round DuX(65537), 11-round coset route

DuX, 1101 rows, cheap set {1,2}  Fan 47749 — 12056 12-round DuX(2'%), 8-round DuX(2%)

YuX, four rows Faon 27895 4950 4940  1l-round Yu2X-16, 7-round YuaX-8

YuX, four rows Fess37 53857 8618 8608 11-round Yu,X-65537, point set and coset 10-round Yu,X-65537
YuX, 1110 rows Fan 27895 3832 3822 8-round YuzX-8

YuX, 1110 rows Fp 53857 8478 —  12-round route, not run
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