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Abstract. We study the regular indifferentiability of the sum of two
n-bit permutations. Previous work proved 2n/3-bit security and gave a
5n/6-bit attack against the uniform simulator. We prove 3n/4-bit se-
curity for the simulator and give a matching attack. Our proof bounds
the KL divergence between response distributions by tracking the bias
in unrevealed construction values through their conditional distribution,
which was not analyzed in detail in previous work. To exceed this thresh-
old, we introduce the Gyroscope simulator, which adjusts inverse-query
acceptance probabilities to compensate for the bias left by earlier re-
sponses. The Gyroscope simulator achieves 4n/5-bit security.
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1 Introduction

Constructing pseudorandom functions from block ciphers is a basic problem in
symmetric cryptography. The sum of permutations (SoP), proposed by Bellare,
Krovetz, and Rogaway in 1998 [1], is one of the most widely studied construc-
tions. For two independent random permutations Π0, Π1 on Fn

2 , it computes

SoP(x) = Π0(x)⊕Π1(x).

When the permutations are secret, the construction achieves n-bit secu-
rity [15,6,8]. An optimal bound of O(q/23n/2) on the distinguishing advantage
is also known [9,7].

When the permutations are public, however, the exact security of SoP under
regular indifferentiability [13,5] remains unresolved.

Previous results. Mandal et al. [12] claimed 2n/3-bit indifferentiability of SoP
from a random function. Mennink and Preneel [14] identified a flaw in their proof
and gave an alternative proof of the same bound. Bhattacharya and Nandi [2]
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later claimed n-bit indifferentiability. Gunsing et al. [10] clarified that the proof of
Mennink and Preneel establishes only sequential indifferentiability and identified
further flaws in the proof of Bhattacharya and Nandi [2]. They proved 2n/3-
bit regular indifferentiability of SoP and gave a 25n/6-query attack against the
uniform simulator. Bhaumik et al. [3] subsequently gave a simpler proof of the
2n/3-bit regular indifferentiability bound.

This leaves two questions: what is the exact security level of the uniform
simulator, and can a different simulator achieve higher security? We resolve
both questions.

1.1 Our results

We prove tight 3n/4-bit security for the uniform simulator (USim) and design
the Gyroscope simulator (GSim), which achieves 4n/5-bit security. With N = 2n,
our results are summarized as follows:

Simulator Result Reference

USim q = o(N3/4) : Adv = o(1) Theorem 1
USim ∃D : q = O(N3/4), Adv(D) > 1/2 Theorem 2
GSim q = o(N4/5/n1/5) : Adv = o(1) Theorem 3.

The Gyroscope simulator makes a constant number of construction queries per
primitive query and admits an efficient implementation (Proposition 3).

1.2 Proof strategy and simulator design

The security and limit of uniform simulation. To answer an inverse query, the
uniform simulator tries a random input. The construction oracle fixes what the
other permutation must return at that input. If this would reuse an occupied
output, the simulator rejects the candidate and tries again. This keeps each
answer consistent with the permutation tables and the construction oracle. Even
though candidate inputs are sampled uniformly, earlier inverse responses bias the
construction values that remain unrevealed [10].

Earlier proofs lose precision in two places. Their lower bounds on transcript
probability ratios charge the number of coincidences between construction values
and XORs of permutation outputs. A sum-capture bound controls this number,
but the calculation loses the cancellation with its average that is present in the
exact response probabilities. The resulting loss limits these bounds to 2n/3-bit
security [14,3]. The analyses of inverse queries in [14,3] introduce another loss.
To lower-bound transcript probabilities, they retain only executions in which
rejected candidates satisfy additional freshness conditions. Even with more trials,
the lower bound on transcript probability does not account for these excluded
executions if the same freshness restrictions are retained.

We retain this cancellation by bounding the divergence between response
distributions. To include the dependencies caused by rejected candidates, we
compute the conditional distribution of unrevealed construction values, sum-
ming over all rejected trials. Bounding the average squared bias gives a smaller
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divergence bound than bounding the maximum bias alone. Section 3.5 illustrates
both improvements for a fresh construction query.

We compare the real and ideal worlds through a hybrid, classifying queries
according to their type and the values already revealed. In both comparisons, the
conditional KL divergence between response distributions is O(q3/N3) for every
query type, including the contribution from simulator failure. Summing over q
queries gives an O(q4/N3) bound, yielding 3n/4-bit security. We construct a
matching attack by using inverse queries to bias unrevealed construction values.

Design rationale for the Gyroscope simulator. We quantify the bias that the
uniform simulator introduces in unrevealed construction values when answering
inverse queries. We then design the Gyroscope simulator to counteract this bias
through an additional random acceptance test. The test uses each earlier inverse
query and the simulator’s state immediately before it to reduce the acceptance
probability of candidates whose construction values earlier responses made more
likely.

For 3n/4-bit security, it suffices to bound the KL divergence between re-
sponse distributions uniformly over all possible sequences of preceding queries
and responses. Our proof of 4n/5-bit security requires a sharper bound that de-
pends on those queries and responses. For the comparison of the real and hybrid
worlds, we bound the second moment of the discrepancy between their response
distributions over interactions in the real world.

Section 2 defines the security model and introduces the probabilistic tools.
Section 3 proves security for the uniform simulator, and Section 4 presents a
matching attack. Section 5 presents the Gyroscope simulator, and Section 6
explains its security proof. The appendices give the detailed security proofs for
the uniform and Gyroscope simulators and analyze the implementation of the
Gyroscope simulator.

2 Preliminaries

2.1 Notation and the SoP construction

Let G = Fn
2 and N = 2n. For T ⊆ G and z ∈ G, we write T ⊕ z = {t⊕ z : t ∈ T}.

For permutations Π0, Π1 of G, the sum-of-permutations construction is defined
by SoPΠ0,Π1(x) := Π0(x)⊕Π1(x).

Let Unif(E) denote the uniform distribution on a nonempty finite set E.
Similarly, Perm(G) and Func(G,G) denote the uniform distributions over per-
mutations of G and functions from G to G, respectively. For a random variable
X, L(X) denotes its distribution, and L(X | C) denotes its conditional distribu-
tion given information C of positive probability. We write 1[A] for the indicator
of a condition A and 1C(x) = 1[x ∈ C] for a set C.

For a real function f on a nonempty finite set E, we define

∥f∥1,E =
∑
x∈E
|f(x)|, ∥f∥2,E =

(∑
x∈E
|f(x)|2

)1/2

, ∥f∥∞,E = max
x∈E
|f(x)|.
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For E = ∅, we define all three norms to be zero. We omit E when the domain
is clear and use the same notation for vectors indexed by E. For f : G → R, we
write f◦ := f − N−1

∑
z∈G f(z). Unless stated otherwise, we assume N ≥ 64

and q ≤ N/64 in the security proof.

2.2 The (regular) indifferentiability game

Game. Fix a simulator S = (S0, S1) with access to a uniformly random con-
struction oracle. The two worlds are

Real : Π0, Π1 ← Perm(G) independently, F = SoPΠ0,Π1 ,

Ideal : Γ ← Func(G,G), (S0, S1) = SΓ .

In Real, the distinguisher has access to (F,Π±0 , Π
±
1 ). In Ideal, it has access to

(Γ, S±0 , S
±
1 ). For b ∈ {0, 1} and O ∈ {Πb, Sb}, O± denotes access to the forward

and inverse interfaces. The simulator may query Γ , but it is not notified of
construction queries that the distinguisher makes directly to Γ . The construction
value at x is F (x) in Real or Γ (x) in Ideal. This value need not be known to the
distinguisher. A construction response is the value returned by a construction
query. The simulators may fail and return ⊥ in Ideal; this never occurs in Real.

Distinguisher. A distinguisher D makes adaptive construction and primitive
queries, in any order, and outputs one bit. We assume that D makes no query
whose response is already determined by its previous queries and responses. We
work in the information-theoretic setting and assume that D is deterministic.
Let qc and qp denote the numbers of construction and primitive queries made
by D, respectively, with qc + qp ≤ q. The distinguishing advantage is defined as

AdvindiffF,S (D) :=
∣∣∣Pr[DF,Π±

0 ,Π±
1 = 1]− Pr[DΓ,S±

0 ,S±
1 = 1]

∣∣∣ ,
AdvindiffF,S (q) := sup

D makes at most q queries
AdvindiffF,S (D).

2.3 Transcripts and query notation

In a world W , the transcript is the sequence of all query-response pairs (Qi, vi),
where Qi is the ith query and vi its response. We pad shorter transcripts to
length q with a fixed dummy pair. Its first k pairs form the transcript prefix of
length k, denoted by

TrkW := ((Q1, v1), . . . , (Qk, vk)).

A transcript prefix τ of length k is W -attainable at step k + 1 if PrW [TrkW =
τ ] > 0. For a W -attainable prefix and a possible response v to query k + 1, put

pτW,k+1(v) := Pr
W
[vk+1 = v | TrkW = τ ].
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We introduce notation for queries to the SoP construction and the permuta-
tion interfaces. For b ∈ {0, 1}, let Ob denote the permutation interface on side b
in each world. Thus Ob = Πb in Real and Ob = Sb in Ideal. We write

Con(x), Fwdb(x), Invb(y)

for construction queries, forward primitive queries, and inverse primitive queries.
In the case of a forward primitive query Fwdb(x) or a successful inverse primitive
query Invb(y) with inverse output x = O−1b (y), we call O1−b(x) the companion
output. It is the output at the same domain point of the other permutation
interface, namely the one not addressed by that primitive query. In the analysis,
the transcript includes

(x,O0(x), O1(x))

for every successful primitive query at domain point x. Construction responses
and ⊥ responses are unchanged. Projecting this triple to the requested output
recovers the ordinary interface, so this augmentation cannot decrease the distin-
guisher’s advantage. Write TV for total variation distance and TrW,aug for the
complete augmented transcript in world W . Then

AdvindiffF,S (D) ≤ TV
(
L(TrReal,aug),L(TrIdeal,aug)

)
.

Henceforth, we assume that transcripts are augmented, except in the attack
analysis of Section 4. We call the construction value at x revealed if the transcript
contains that value or both permutation outputs at x, and unrevealed otherwise.
An unrevealed value may already have been read privately by the simulator.

In the response analysis, we omit queries whose responses are already deter-
mined by the transcript.

A construction query is fresh if no earlier query involved its input. A forward
primitive query is fresh if the transcript contains no permutation outputs at its
input. An inverse primitive query Invb(y) is fresh if y does not appear among
the outputs of Ob in the transcript. Freshness is determined after augmenting
the transcript.

2.4 Statistical tools for the proof

We introduce the statistical notation and tools used in the security proof. All
distributions here are on finite sets and are identified with their probability mass
functions. For a real function g on a nonempty finite set E, write oscE(g) :=
maxx∈E g(x) − minx∈E g(x). We omit E when the domain is clear. A variable
subscript, as in oscx g(x), means that both the maximum and minimum are
taken over x.

Let P and Q be probability distributions on the same finite set. Their total
variation distance is TV(P,Q) = 1

2∥P −Q∥1. In the divergences below, we call
Q the reference distribution. When supp(P ) ⊆ supp(Q), their chi-squared and
Kullback–Leibler (KL) divergences are

χ2(P∥Q) :=
∑

ω:Q(ω)>0

Q(ω)

(
P (ω)

Q(ω)
− 1

)2

,
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DKL(P∥Q) :=
∑

ω:P (ω)>0

P (ω) log
P (ω)

Q(ω)
.

For a fixed construction value z, either permutation output determines the other.
Likewise, for a fixed inverse query Invb(y), the construction value z and the
companion output y ⊕ z determine each other. Thus, including the determined
output leaves both divergences unchanged.

We use the bound DKL(P∥Q) ≤ χ2(P∥Q) together with Pinsker’s inequality
and the triangle inequality:

TV(P,Q) ≤
√
DKL(P∥Q)/2, TV(P,R) ≤ TV(P,Q) + TV(Q,R).

Both chi-squared divergence and KL divergence are convex in each argument
when the other is fixed.

Write VarQ(Z) = EQ[(Z −EQ[Z])
2]. For a distribution P on a nonempty set

E, the chi-squared divergence from UE = Unif(E) is

χ2(P∥UE) = VarX←UE
[|E|P (X)] = |E|

∑
x∈E

(P (x)− 1/|E|)2. (1)

The KL chain rule. Let W0,W1 be two worlds with the same deterministic
distinguisher. For W ∈ {W0,W1}, let TW := L(TrqW ) denote the complete tran-
script distribution. If every transcript possible in W0 is also possible in W1, the
KL chain rule gives

DKL(TW0∥TW1) =

q∑
i=1

Eτ←Tri−1
W0

[DKL(p
τ
W0,i∥p

τ
W1,i)]. (2)

Both response distributions are conditioned on the same prefix, sampled from
W0. This identity, DKL ≤ χ2, and Pinsker’s inequality give the chi-squared
method of Dai, Hoang, and Tessaro [6, Lemma 3].

Reweighting. The simulator’s sampling and acceptance rules can bias the con-
ditional response distribution. In our proofs, we express response distributions
as weighted versions of a reference distribution, which need not be uniform. The
following lemma bounds their divergence and total variation distance from that
reference using the variance or range of the logarithms of the weights.

Lemma 1 (Reweighting a finite distribution). Let Q be a distribution on
a finite set Ω and let w : Ω → (0,∞) assign a positive weight to each outcome.
Multiplying each probability Q(x) by its weight w(x) and normalizing gives the
distribution

P (x) =
Q(x)w(x)∑
y∈Ω Q(y)w(y)

.

Set g(x) = logw(x) and
d = oscsupp(Q)(g).
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Then

χ2(P∥Q) ≤ e2d VarQ(g), (3)

DKL(P∥Q) ≤ min{ 12e
d VarQ(g), d

2/8},
DKL(Q∥P ) ≤ d2/8, TV(P,Q) ≤ d/4.

(4)

The proof is given in Appendix A.

2.5 Handling simulator failure

For each query, we condition the response distribution on success and account
for failure separately. With the same assumptions onW0,W1 as in Section 2.4, fix
a W0-attainable transcript prefix τ of length k and let pfail,τ := pτW1,k+1(⊥) < 1.
The distribution of successful responses in W1 is

pτ,+W1,k+1(v) :=
pτW1,k+1(v)

1− pfail,τ
, v ̸= ⊥.

If pτW0,k+1(⊥) = 0, then

DKL

(
pτW0,k+1∥pτW1,k+1

)
= DKL

(
pτW0,k+1∥p

τ,+
W1,k+1

)
+ log

1

1− pfail,τ
.

(5)

We bound the two terms separately, then average over prefixes and sum over
queries using the KL chain rule.

Comparison with previous analyses. The analyses in [14,10,3] use probabilities
of complete transcripts without conditioning on simulator success. Bhattacharya
and Nandi [2] analyze response distributions for individual queries, but likewise
do not condition on success. We instead condition the response distribution on
success for each query and account for failure separately.

3 Security of the Uniform Simulator

In this section, we define the uniform simulator, compute the conditional re-
sponse distributions, and introduce a hybrid world to compare the real and ideal
worlds. Subsection 3.7 combines the divergence bounds to prove 3n/4 security.
The bias from earlier inverse responses will motivate the Gyroscope simulator.

3.1 The uniform simulator

For an integer m ≥ 1, Algorithm 1 defines the uniform simulator USimm, with
access to a uniformly random construction oracle Γ : G → G. It maintains partial
permutations P0,P1, with

Dom := dom(P0) = dom(P1), Ranb := ran(Pb), U := G \ Dom,
P0(x)⊕ P1(x) = Γ (x) (x ∈ Dom),
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where b ∈ {0, 1}. It also maintains a terminal flag Failure, initialized to zero.
Once Failure = 1, every primitive query returns ⊥.

Algorithm 1 The uniform simulator USimm.

1: function Sb(x)
2: if Failure = 1 then return ⊥
3: if x ∈ Dom then return Pb(x)
4: z ← Γ (x)
5: yb ←

Unif(G \ (Ranb ∪ (Ran1−b ⊕ z)))
6: Pb(x)← yb; P1−b(x)← yb ⊕ z
7: return yb

1: function S−1
b (y)

2: if Failure = 1 then return ⊥
3: if y ∈ Ranb then return P−1

b (y)
4: for j = 1, . . . ,m do
5: x← Unif(U); z ← Γ (x)
6: if y ⊕ z /∈ Ran1−b then
7: Pb(x)← y; P1−b(x)← y⊕ z
8: return x
9: Failure← 1; return ⊥

Let Idealm denote the ideal world with simulator USimm. We fix m = 3 for
the rest of this section.

Inverse responses with a fixed construction oracle. We first compute the distribu-
tion of inverse responses with Γ fixed. Their likelihoods determine the conditional
distribution of construction oracle values not revealed in the transcript.

Proposition 1 (Inverse distribution for a fixed Γ ). Fix Γ and the current
tables P0,P1 with Failure = 0, and let y /∈ Ranb. Put

L := |U |, Eleg := {x ∈ U : y ⊕ Γ (x) /∈ Ran1−b},

I := L− |Eleg|.

Then

Pr[S−1b (y) = x | Γ ] = 1[x ∈ Eleg]

L

(
1 +

I

L
+

(
I

L

)2
)
,

Pr[S−1b (y) = ⊥ | Γ ] =
(
I

L

)3

.

If Eleg ̸= ∅, then conditional on success and on Γ , the inverse output is uniform
on Eleg.

Proof. The simulator’s three sampling trials are independent. Each rejects with
probability I/L and selects a specified legal input with probability 1/L, giving
the first formula. The second follows because the simulator returns ⊥ if and only
if all three trials are rejected. ⊓⊔

3.2 Query classification

To classify queries in each world, we partition G according to a transcript τ con-
taining no failure response: inputs involved in primitive queries, inputs queried
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only to the construction oracle, and inputs not involved in either type of query.
Let

Domprim
τ := {x : x is a forward primitive input or inverse output in τ}.

For a fixed transcript τ , let Ranb be the range of the recorded permutation
table on side b, and put

Ran0 := O0(Dom
prim
τ ), Ran1 := O1(Dom

prim
τ ),

sprim := |Domprim
τ | = |Ran0| = |Ran1|.

Let Cons denote the list of query–response pairs for inputs queried only to the
construction oracle in τ , in the order in which they are queried. Define

scon := |Cons|, s := sprim + scon

and write

Cons = ((x1, z1), . . . , (xscon , zscon)).

Its input set is dom(Cons) := {x1, . . . , xscon}. Define

Enew := G \ (Domprim
τ ∪ dom(Cons)).

The construction values are revealed at Domprim
τ ∪dom(Cons) and unrevealed at

Enew. In Ideal, the simulator state satisfies

Dom = Domprim
τ , Ranb = ran(Pb), U = G \ Domprim

τ .

These sets partition the input space as

G = Domprim
τ ·∪ dom(Cons) ·∪ Enew.

Figures 1–3 use this partition to illustrate the queries in each world.
Among queries whose responses are not already determined, we distinguish

four cases:

1. A construction query Con(x) with x ∈ Enew, in the green input region.
2. A forward primitive query Fwdb(x) with x ∈ dom(Cons), in the blue input

region.
3. A forward primitive query Fwdb(x) with x ∈ Enew, in the green input region.
4. An inverse primitive query Invb(y) with y /∈ Ranb. If the query succeeds, its

inverse output lies in the blue or green input region.

3.3 Response distributions in Real

Fix a transcript τ in Real. Figure 1 illustrates construction and primitive queries.
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Construction and forward queries sample u← Unif(Comp(Ran0,Ran1,Cons))

Π0 output Input Π1 output

Ran0 Domprim
τ Ran1

u u⊕ zxi ∈ dom(Cons)

F (xi) = zi

G \ Ran0,u G \ Ran1,ux ∈ Enew

F (x) unrevealed

ui ui ⊕ zi

y0 y1
uniform uniform

y0 ⊕ y1
Con(x)

Cons = ((x1, z1), . . . , (xscon , zscon))

Inverse query Π−1
0 (y), y /∈ Ran0 sample u← Unif(Comp(Ran0,Ran1,Cons))

Π−10 input Inverse output x Π1 output

Ran0 Domprim
τ Ran1

u dom(Cons) u⊕ z

y = ui
x = xi

probability 1
y1 = y ⊕ zi

G \ Ran0,u Enew G \ Ran1,u

y x← Unif(Enew) y1 ← Unif(G \ Ran1,u)

Fig. 1. Fresh queries in Real, conditional on the sampled vector u. The blue output
regions represent the coordinate sets of u and u⊕z, where z = (zi). The two remaining
bijections between the green regions are independent and uniform.

To obtain the response distributions in Real, we average over the compatible
Π0-output vectors at dom(Cons). These form the set

Comp(Ran0,Ran1,Cons) :=X ∈ Gscon :

Xi /∈ Ran0 (1 ≤ i ≤ scon),
Xi ⊕ zi /∈ Ran1 (1 ≤ i ≤ scon),
X1, . . . , Xscon distinct,
X1 ⊕ z1, . . . , Xscon ⊕ zscon distinct

 .
(6)

Each compatible vector u specifies both permutation outputs (ui, ui ⊕ zi) at
dom(Cons). Since Π0 and Π1 are independent uniform permutations, all permu-
tation pairs consistent with the transcript are equally likely. Thus, conditioned
on Ran0,Ran1,Cons, the output vector is uniform on Comp(Ran0,Ran1,Cons).
Equivalently, the unexposed permutation values have conditional distribution

L
(
(Π0(xi))

scon
i=1 | Ran0,Ran1,Cons

)
= Unif

(
Comp(Ran0,Ran1,Cons)

)
. (7)

For a fixed u ∈ Comp(Ran0,Ran1,Cons), put

Ran0,u = Ran0∪{ui : 1 ≤ i ≤ scon}, Ran1,u = Ran1∪{ui⊕zi : 1 ≤ i ≤ scon}.
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Conditioned on u, the two permutations on Enew are independent uniform bi-
jections onto G \ Ran0,u and G \ Ran1,u, respectively. At xi ∈ dom(Cons), the
pair is already fixed as (ui, ui ⊕ zi). A fresh inverse query Π−10 (y) returns xi
if y = ui; otherwise its inverse output is uniform on Enew, independently of a
uniform companion output on G \ Ran1,u. The case of Π−11 (y) is symmetric.

3.4 Response distributions in Ideal3

We call the collection (Γ (x))x∈G the table of Γ . Figure 2 illustrates the responses
in Ideal3.

For fixed Γ and a fresh inverse query, define

ϑL(I) :=
1

L

(
1 +

I

L
+

(
I

L

)2
)
,

where L is the number of available inputs and I the number of illegal ones. By
Proposition 1, each input in Eleg is returned with probability ϑL(I). The Unif
labels in Figure 2 describe the distribution conditional on the inverse output lying
in the indicated region. The failure probability is (I/L)3 and the probability of
a successful response is (L− I)ϑL(I) = 1− (I/L)3.

Fix an augmented transcript prefix τ containing no failure response. Let
Dompub

τ = Domprim
τ ∪ dom(Cons) be the inputs whose construction values are

revealed. Let Φτ : G → G denote a table agreeing with these revealed values.
Let µτ be the distribution on these tables under which all unrevealed values are
independent and uniform on G. Sums over Φτ range over these tables. For each
earlier fresh inverse call j, let τj be its preceding prefix, bj its side, and yj its
target. With Ranb,j denoting the range on side b at that prefix, put

Ej = G \ Domprim
τj , Lj = |Ej |, Forbj = yj ⊕ Ran1−bj ,j .

Define
Ij(Φτ ) =

∑
x∈Ej

1[Φτ (x) ∈ Forbj ].

Lemma 2 (Conditional distribution of Γ ). In Ideal3, the construction or-
acle Γ conditioned on a transcript prefix τ containing no failure response has
distribution πτ , where

Wτ (Φτ ) :=
∏
j

ϑLj
(Ij(Φτ )), πτ (Φτ ) :=

Wτ (Φτ )

Eµτ
[Wτ ]

µτ (Φτ ). (8)

Proof. For a fixed table Φτ , the likelihood of the observed inverse response is
its legality indicator times ϑLj

(Ij). Compatibility with the augmented response
fixes that indicator to one. Conditional on the recorded construction values, the
probabilities of the observed forward responses and the constraints on revealed
construction values do not depend on the unrevealed values. Multiplying the re-
maining likelihoods and applying Bayes’ rule gives the formula. This calculation
sums over all rejected candidates, including candidates tested in earlier calls. ⊓⊔
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Construction and forward queries

O0 output Input O1 output

Ran0 Domprim
τ Ran1

y0 ← Unif
(
G\

(Ran0 ∪ (Ran1 ⊕ z))
) y1 = y0 ⊕ z

forward
query

forward
query

dom(Cons)
(x, z) ∈ Cons

Enew

Φτ ← πτ , z = Φτ (x)Con(x)

Inverse query Inv0(y), y /∈ Ran0 sample Φτ ← πτ

O−10 input Inverse output x O1 output

Ran0 Ran1

y

Domprim
τ

Unif(dom(Cons) ∩ Eleg)
z ∈ Forb

probability 0

Unif(Enew ∩ Eleg)
Φτ (x) ∈ Forb

probability 0

(x, z) ∈ Cons

y1 = y ⊕ z

y1 = y ⊕ Φτ (x)

⊥ with probability (I/L)3

Fig. 2. Fresh queries in Ideal3, conditioned on the transcript τ . For the inverse query,
the responses are conditional on the sampled construction-oracle table Φτ .

Construction and forward responses. A construction response at an input x with
an unrevealed construction value has distribution

Pr
Ideal3

[Γ (x) = z | τ ] =
∑
Φτ

πτ (Φτ )1[Φτ (x) = z].

A fresh forward primitive query uses the same distribution for its construction
value, unless that value is already fixed by the transcript. Given this value,
Algorithm 1 samples the two permutation outputs uniformly among the legal
pairs. The construction value can be nonuniform because πτ is conditioned on
earlier inverse responses.

An inverse response conditioned on success. For a fresh Invb(y), put L = |U | and
Forb = y ⊕ Ran1−b, and let I(Φτ ) be the number of inputs x ∈ U with Φτ (x) ∈
Forb. For the table Φτ , the current call succeeds with probability 1−(I(Φτ )/L)

3.
Conditioning on this success therefore changes the distribution of the table of Γ
to

π+
τ (Φτ ) =

πτ (Φτ )
(
1− (I(Φτ )/L)

3
)

Eπτ [1− (I/L)3]
. (9)

Given Φτ and success, the inverse output is uniform among the legal inputs by
Proposition 1. Combining this conditional distribution with π+

τ gives the joint
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distribution of the table of Γ and the inverse output:

Q+
τ (Φτ , x) =

πτ (Φτ )1[Φτ (x) /∈ Forb]ϑL(I(Φτ ))

Eπτ
[(L− I)ϑL(I)]

. (10)

Its marginal
∑

Φτ
Q+

τ (Φτ , x) is the distribution of the inverse output. The pair
(x, Φτ (x)) determines the full augmented response. Thus this joint distribution
determines the conditional response distribution pτ,+Ideal3,k+1. The normalization
accounts for the different success probabilities of the tables compatible with τ .

3.5 Where the sharper bounds come from

For a fresh construction query at x ∈ Enew, let pRealτ and pIdeal3τ denote the
response distributions given a prefix τ possible in both worlds and containing
no failure response. For u← Unif(Comp(Ran0,Ran1,Cons)), define

cu(z) := |Ran0,u ∩ (Ran1,u ⊕ z)|, pu(z) :=
N − 2s+ cu(z)

(N − s)2
.

Here pu is the response distribution in Real conditioned on u. The distributions
above give the direct comparison

pRealτ (z)− pIdeal3τ (z) =
Eu[cu(z)]− s2/N

(N − s)2
− 1

N

(
Eµτ

[Wτ | Φτ (x) = z]

Eµτ [Wτ ]
− 1

)
.

The first term comes from the occupied permutation ranges; the second comes
from earlier inverse responses in Ideal3.

Retaining cancellation in Real. The following bound illustrates the loss in earlier
proofs [14,3]:

1

Npu(z)
= 1− cu(z)− s2/N

N − 2s+ cu(z)
≥ 1− cu(z)

N
.

This drops the subtraction of s2/N , the average of cu(z) over uniform z. The
average alone contributes s2/N2 to the loss for each query, giving O(q3/N2) over
q queries. We retain the cancellation in the divergence bound. Since

∑
z cu(z) =

s2 and cu(z) ≤ s,

χ2(pu∥Unif(G)) = N

(N − s)4
∑
z

(cu(z)− s2/N)2 ≤ Ns3

(N − s)4
= O(s3/N3).

Averaging over u preserves this bound.

Including rejected trials in Ideal3. The analyses in [14, Section 4.4] and [3, Ap-
pendix D] lower-bound transcript probabilities by excluding certain executions.
Mennink and Preneel require rejected candidates to avoid the inputs in the fi-
nal transcript and all earlier rejected candidates. Bhaumik et al. require the
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rejected candidate to avoid inputs queried to the construction oracle in the final
transcript.

In these calculations, the freshness condition excludes O(q) candidate inputs.
Conditional on this condition, the rejection probability is sprim/N , where sprim
is the size of each permutation range before the query. This restriction intro-
duces a term of order qsprim/N

2 in the lower bound on the ratio of transcript
probabilities for that query.

More trials can reduce the s2prim/N
2 term caused by stopping after two tri-

als. However, the separate O(qsprim/N
2) loss remains if the same freshness re-

striction is retained. Our weight Wτ accounts for rejected candidates without
these restrictions. Conditional on the other unrevealed values, the probability of
Γ (x) = z is proportional to eb(z), where

b(z) =
∑
j

δj1[z ∈ Forbj ], δj := log
ϑLj (I

−
j + 1)

ϑLj
(I−j )

, 0 ≤ δj ≤
4

N
,

and I−j is the number of illegal candidates other than x at query j. Using only

0 ≤ b(z) ≤ 4q/N gives a KL bound of order q2/N2. Using |Forbj | ≤ q also gives

Ez←Unif(G)[b(z)
2] ≤

∑
j

δj

∑
j

δj
|Forbj |
N

≤ 16q3

N3
.

The reweighting lemma gives χ2(Unif(G)∥pIdeal3τ ) = O(q3/N3), including averag-
ing over the other unrevealed values; see Appendix D. The hybrid below sepa-
rates these two contributions in the security proof.

3.6 The hybrid Hyb

The hybrid Hyb answers fresh construction queries uniformly and, given a con-
struction value, samples forward outputs uniformly among legal pairs. We com-
pare Real with Hyb to bound the effect of the permutation constraints, and Hyb
with Ideal3 to bound the bias from earlier inverse responses and account for
simulator failure.

The hybrid uses the notation of Section 3.2. Recording a primitive response
(x, y0, y1) adds x to Domprim

τ and yb to Ranb for both sides, and removes (x, y0⊕
y1) from Cons, if present. Figure 3 illustrates the hybrid’s query procedures.

For a fresh inverse query Invb(y), let

Forb = y ⊕ Ran1−b,

Eleg
con = {x : (x, z) ∈ Cons, z /∈ Forb},

k = |Eleg
con|, u = |Enew|, ρ = (N − sprim)/N, NHyb = k + ρu.

A candidate with a revealed legal construction value is accepted with probability
one; a uniform unrevealed construction value avoids Forb with probability ρ.
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Construction and forward queries

O0 output Input O1 output

Ran0 Domprim
τ Ran1

y0 ← Unif
(
G\

(Ran0 ∪ (Ran1 ⊕ z))
) y1 = y0 ⊕ z

forward
query

forward
query

dom(Cons)
(x, z) ∈ Cons

Enew

z ← Unif(G)Con(x)

Inverse query Inv0(y), y /∈ Ran0

O−10 input Inverse output x O1 output

Ran0 Ran1

y

Domprim
τ

Unif(Eleg
con)

z ∈ Forb

probability 0

Unif(Enew)

(x, z) ∈ Cons

y1 = y ⊕ z

y1 ← Unif(G \ Ran1)

Fig. 3. Fresh queries in Hyb, conditioned on the transcript τ . For the inverse query,
red marks construction-only inputs whose revealed values are forbidden. All inputs in
the green region remain eligible.

Algorithm 2 The hybrid Hyb: fresh queries.

1: function Con(x)
2: z ← Unif(G)
3: Append (x, z) to Cons; return z

4: function Fwdb(x)
5: if x ∈ dom(Cons) then
6: Read (x, z) from Cons
7: else
8: z ← Unif(G)
9: Sample y0 /∈ Ran0, y1 /∈ Ran1

uniformly with y0 ⊕ y1 = z
10: Record and return (x, y0, y1)

1: function Invb(y)
2: Sample x assigning probability

1/NHyb to each x ∈ Eleg
con

and ρ/NHyb to each x ∈ Enew

3: if x ∈ Eleg
con then

4: Read (x, z) from Cons
5: y1−b ← y ⊕ z
6: else
7: y1−b ← Unif(G \ Ran1−b)

8: yb ← y
9: Record and return (x, y0, y1)

Accordingly, each input in Eleg
con is returned with probability 1/NHyb, and each

input in Enew with probability ρ/NHyb. The Unif labels in Figure 3 describe the
distributions conditional on the inverse output lying in these sets. Algorithm 2
specifies the query procedures.

We write X for the inverse output, Kout
Hyb for its distribution, and Kcomp

Hyb,x for
that of y1−b given X = x.
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Every transcript prefix in Hyb is attainable in Ideal3, since its inverse re-
sponses can occur on their first trials. This gives the support condition for the
KL chain rule.

The KL chain rule (2) averages the conditional divergences over prefixes of
the first world in each comparison. Equation (5) accounts for simulator failure.

3.7 Security bound

The following proposition bounds the divergence between response distributions
and the failure probability. Here s = sprim+scon is the number of distinct inputs
whose construction values are revealed in the prefix, so s ≤ q.

Proposition 2 (Conditional divergence and failure probability). The
conditional KL divergences at an attainable prefix containing no failure response
are bounded as follows. The last column conditions the next response in Ideal3
on success.

Response Real to Hyb Hyb to Ideal+3
(1) Fresh construction response 4s3/N3 20q3/N3

(2) Forward at a construction-only input 320s3/N3 0
(3) Forward with an unrevealed construction value 324s3/N3 20q3/N3

(4) Inverse response 101s3/N3 21q3/N3.

At each attainable prefix in Ideal3 containing no failure response, a fresh inverse
call fails with probability at most 10q3/N3. Consequently,

Pr
Ideal3

[Failure = 1] ≤ 10q4/N3. (11)

For (1), Subsection 3.5 gives the calculation for a fresh construction response.
For (2), we compare the permutation outputs conditioned on the revealed con-
struction value; their distributions in Hyb and Ideal3 coincide. For (3), we first
compare the construction values, then the permutation outputs conditioned on
those values. For (4), we first compare the inverse outputs, then the companion
outputs conditioned on them. The KL chain rule combines the two bounds in (3)
and (4). Appendices B.1–C.3 prove the bounds from Real to Hyb. Appendix D
uses the conditional distribution (8) to prove the bounds for the comparison
with Ideal3, including the failure probability.

The following theorem bounds the indifferentiability advantage for USim3.

Theorem 1. Let N = 2n ≥ 64 and q ≤ N/64. Then

AdvindiffSoP,USim3
(q) ≤ 17

q2

N3/2
. (12)

Proof. Proposition 2 bounds the conditional KL divergence between response
distributions by 324s3/N3 from Real to Hyb, and by 21q3/N3 from Hyb to the
distribution of successful responses in Ideal3. It also bounds the failure probability

16



for each query by 10q3/N3. Since q/N ≤ 1/64, the failure contribution to KL is
at most log(1/(1− 10q3/N3)) ≤ 11q3/N3. By (5) and the KL chain rule,

DKL(TReal∥THyb) ≤ 324q4/N3, DKL(THyb∥TIdeal3) ≤ 32q4/N3.

Using Pinsker’s inequality, we obtain

TV(TReal, TIdeal3) ≤ (
√
162 + 4)

q2

N3/2
≤ 17

q2

N3/2
. (13)

⊓⊔

4 A Matching Attack on the Uniform Simulator

The following attack distinguishes Real from the ideal world with USimm using
O(N3/4) primitive queries, matching the security bound for USim3.

4.1 Distinguisher

Throughout this section, N = 2n ≥ 64, m ≥ 1, and r is a power of two satisfying

64n ≤ r ≤ min

{
N

211
,
N

24n

}
. (14)

Fix a subspace V = {v1, . . . , vr} ≤ G of size r and a vector c /∈ V . Let yi := c⊕vi
and C := c⊕ V = {y1, . . . , yr}.

Phase 1 queries O−10 (v) for every v ∈ V . For a fresh query O−11 (v) in Phase 2,
the forbidden set contains v⊕ V = V . These inverse responses make unrevealed
construction values more likely to lie in V . In Phase 3, the distinguisher queries
O−10 at values in C and tests whether the construction values lie in V more often
than expected in Real. Algorithm 3 specifies the distinguisher.

4.2 Analysis of the attack

Each phase has r iterations, each making at most two primitive queries. Thus
every execution makes at most 6r queries.

We first analyze the auxiliary world Ideal∞. A fresh inverse query returns a
uniformly chosen input from Eleg if this set is nonempty. Otherwise it sets the
terminal flag Failure = 1 and returns ⊥. Assuming that Eleg ̸= ∅, this is the
response obtained by uniform sampling without a trial limit.

The attack statistic. In iteration k of Phase 3, suppose O−10 (yk) returns a fresh
input xk. Let τk be the transcript observed by D up to and including this re-
sponse, before the query O1(xk). Thus xk is known, but Zk = yk ⊕ O1(xk) has
not yet been revealed to D. Put Tk = 1[Zk ∈ V ]− πk.

In Real, Zk is uniform on Zk conditional on τk, so Tk has conditional mean
zero. In Ideal∞, earlier inverse responses change the distribution of the unrevealed
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Algorithm 3 The distinguisher DO±
0 ,O±

1 .

1: Ran0 ← ∅; Ran1 ← ∅;
Tatk ← 0

Phase 1.
2: for i = 1, . . . , r do
3: x← O−1

0 (vi)
4: if x = ⊥ then return 1
5: y ← O1(x)
6: Ran0 ← Ran0 ∪ {vi};

Ran1 ← Ran1 ∪ {y}
Phase 2.

7: for i = 1, . . . , r do
8: if vi ∈ Ran1 then continue
9: x← O−1

1 (vi)
10: if x = ⊥ then return 1
11: y ← O0(x)
12: Ran0 ← Ran0 ∪ {y};

Ran1 ← Ran1 ∪ {vi}

Phase 3.
13: for k = 1, . . . , r do
14: if yk ∈ Ran0 then continue
15: xk ← O−1

0 (yk)
16: if xk = ⊥ then return 1
17: Ran1,k ← Ran1;

Zk ← G \ (yk ⊕ Ran1,k)
18: πk ← |V ∩ Zk|/|Zk|
19: wk ← O1(xk);

Zk ← yk ⊕ wk

20: Tatk ← Tatk + 1[Zk ∈ V ]− πk

21: Ran0 ← Ran0 ∪ {yk};
Ran1 ← Ran1 ∪ {wk}

22: return 1

[
Tatk ≥

r3

64N2

]
. (15)

construction values. With all other construction values fixed, assigning to xk a
value forbidden in an earlier call removes xk from that call’s legal candidates.
This makes the observed inverse response more likely. Conditioning on that
response therefore favors such values at xk. Phase 1 ensures that V is contained
in the set of construction values forbidden at each fresh inverse query in Phase 2,
so these queries contribute a positive bias toward V . Appendix E.4 gives a lower
bound on the conditional mean of Tk.

In Ideal∞, define

dk = EIdeal∞ [Tk | τk], M∞ = Tatk −
r∑

k=1

dk.

We set Tk = dk = 0 when the inverse query is skipped because its response is
already known, or when the algorithm has terminated on failure. Note that Tk
in Real and Tk−dk in Ideal∞ are martingale differences. We call

∑
k dk the drift.

Write θ = r3/(64N2) for the threshold in (15). Let Bad be the event that
all three phases complete but

∑
k dk ≤ 2θ. The bounds below, proved in Ap-

pendix E, control the martingale parts on the scale r/
√
N . On completed execu-

tions outside Bad, the drift in Ideal∞ exceeds 2θ = r3/(32N2). Its ratio to this
scale is at least of order r2/N3/2, explaining why r ≍ N3/4 suffices.

Lemma 3 (Bounds for the attack statistic). For every power of two r
satisfying (14),

EReal[T
2
atk] ≤

2r2

N
, EIdeal∞ [M2

∞] ≤ 5r2

N
, (16)

Pr
Ideal∞

[Bad] ≤ 128
r

N
+

r2

N2
. (17)
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These bounds give the following advantage guarantee for every trial budget.

Theorem 2 (Indifferentiability attack on the uniform simulator). Let
N = 2n ≥ 64 and m ≥ 1, and let r be a power of two satisfying

64n ≤ r ≤ min

{
N

211
,
N

24n

}
.

The distinguisher D in Algorithm 3 makes at most 6r primitive queries and
satisfies

AdvindiffSoP,USimm
(D) ≥ 1− 28672

N3

r4
− 129

r

N
.

Proof. We couple Idealm and Ideal∞ using the same construction oracle Γ and
sampling the same input at each of the first m trials of an inverse query. They
agree until Idealm fails. If Eleg = ∅, both fail; otherwise Ideal∞ continues sam-
pling. Since D outputs 1 on failure, extending the trials cannot decrease the
probability that D = 0. Hence PrIdealm [D = 1] ≥ PrIdeal∞ [D = 1] for every
m ≥ 1.

In Ideal∞,D = 0 and ¬Bad imply Tatk < θ and henceM∞ < −θ. Chebyshev’s
inequality and (16)–(17) give

AdvindiffSoP,USimm
(D) ≥ 1− Pr

Real
[D = 1]− Pr

Ideal∞
[D = 0]

≥ 1− EReal[T
2
atk] + EIdeal∞ [M2

∞]

θ2
− Pr

Ideal∞
[Bad]

≥ 1− 28672
N3

r4
− 128

r

N
− r2

N2

≥ 1− 28672
N3

r4
− 129

r

N
. ⊓⊔

For n ≥ 64, taking r = 2⌈3n/4⌉+4 gives 6r < 162N3/4 and advantage greater
than 1/2 (Appendix E.6).

5 The Gyroscope Simulator

We derive an acceptance rule from the bias accumulated under uniform simula-
tion, then use it to define the Gyroscope simulator.

5.1 Deriving the correction

Bias under uniform simulation. Fix an augmented transcript prefix τ in Ideal3
containing no failure response. Earlier inverse responses bias the construction
values that remain unrevealed. Let Iτ index the earlier fresh inverse queries in
query order. For query j, let bj be its side and yj its target. Immediately before

19



that query, let dj be the number of assigned inputs and let Ran0,j ,Ran1,j be the
occupied ranges. Thus

Lj := N − dj , Forbj := yj ⊕ Ran1−bj ,j

are the number of available candidates and the set of forbidden construction
values, as in Section 3.4.

For m trials with rejection probability t, the possibilities of zero through
m − 1 rejections before the observed inverse response give the factor Hm(t) :=∑m−1

ℓ=0 tℓ. Lemma 2 weights the table by
∏

j L
−1
j H3(prej,j). A higher rejection

probability increases H3, making the observed inverse response more likely. Thus
the observed responses favor unrevealed values that would have been rejected in
earlier calls. An input x whose construction value is still unrevealed was available
at every earlier inverse call. Fix the other construction values as w, and let uj(w)
be their contribution to the rejection probability in call j, with denominator Lj .
If Γ (x) = z, then

prej,j = uj(w) +
1[z ∈ Forbj ]

Lj
.

The coefficient 1/Lj is the probability of selecting x in one trial. Up to a term
independent of z, the log likelihood contributed by call j is therefore

logH3

(
uj(w) +

1[z ∈ Forbj ]

Lj

)
− logH3(uj(w)).

Assuming that the rejection probability is small, its leading dependence on z is
L−1j 1[z ∈ Forbj ]. The leading contributions add over the earlier inverse calls. We
denote their sum by

Corrτ (z) :=
∑
j∈Iτ

1

Lj
1[z ∈ Forbj ].

We write Corr for Corrτ when the prefix τ is clear. This suggests approximating
the conditional distribution of Γ (x), given w, by a distribution proportional to
eCorrτ (z).

Choosing the acceptance probability. For a fresh inverse query Invb(y) in Real,
conditional on an inverse output x ∈ Enew, the companion output is close to
uniform over G \ Ran1−b (Lemma 8). Since it equals y ⊕ z, the corresponding
construction value is close to uniform on G \ Forb.

The uniform simulator accepts every legal candidate, so its acceptance rule
does not remove the accumulated factor eCorrτ (z). To offset this factor in inverse
responses, we instead accept a legal candidate with construction value z with
probability

ατ (z) := e−Corrτ (z).

Multiplication by this probability cancels the leading factor in the distribution of
accepted values. Each earlier query j then multiplies the acceptance probability
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by e−1/Lj for construction values in Forbj . This is the acceptance rule of the
Gyroscope simulator, defined below. Appendix L bounds the error under the
modified rule, including the effect of its additional rejections. The leading bias
in unrevealed construction values also appears in Real; Appendix I quantifies the
discrepancy.

5.2 Simulator definition and implementation

We define GSimm with m ≥ 1 trials per inverse query and analyze GSim5.
The simulator uses the tables P0,P1, terminal flag, and forward procedure of

Algorithm 1 without change. Compared with USimm, the simulator changes the
procedure for fresh inverse queries. It also stores enough information to recon-
struct the permutation tables as they were immediately before each successful
fresh inverse query.

Using the notation of Section 5.1, the simulator records its inverse his-
tory Histτ :=

(
(bj , yj , Lj , dj)

)
j∈Iτ

and uses the acceptance probability ατ (z) =

e−Corrτ (z) derived there.
Algorithm 4 defines the inverse primitive oracle of GSimm.

Algorithm 4 The inverse primitive oracle of GSimm.

1: function S−1
b (y)

2: if Failure = 1 then return ⊥
3: if y ∈ Ranb then return P−1

b (y)
4: U ← G \ Dom; L← |U |; d← |Dom|; Forb← y ⊕ Ran1−b

5: for ℓ = 1, . . . ,m do
6: x← Unif(U); z ← Γ (x)
7: if z /∈ Forb then
8: accept← 0
9: With probability ατ (z), set accept← 1
10: if accept = 1 then
11: Pb(x)← y; P1−b(x)← y ⊕ z
12: Append (b, y, L, d) to Histτ
13: return x
14: Failure← 1; return ⊥

Them trials sample from U with replacement; U,Forb,Corrτ stay fixed during
the call. From here on we take m = 5, and let IdealGSim denote Ideal with GSim5.
Five trials make the failure contribution small enough for the 4n/5 security
bound; Appendix L.4 gives the calculation.

Implementation. GSim5 answers qp primitive queries using at most 5qp queries
to the construction oracle. The implementation with exact sampling procedures
has expected total running time O(q poly(n)). For every fixed A > 0, an imple-
mentation with total variation error at most N−A uses q polyA(n) worst-case
time and O(qn) bits of memory (Proposition 3).

We use the exponential Bernoulli sampler in [4, Algorithm 2] to accept each
legal candidate with probability e−Corrτ (z) without summing Corrτ (z) explicitly.
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Limiting the sampling iterations gives the stated error and worst-case time.
Appendix F gives the proof and details of implementing the sampling procedures.

5.3 Conditional response distributions

We use the notation of Section 3.2. We first fix Γ , then average over its condi-
tional distribution.

Lemma 4 (Inverse-response distribution). Fix Γ and the simulator state
before a fresh inverse call with Failure = 0. For x ∈ U , put

pacc(x) := 1[Γ (x) /∈ Forb]e−Corrτ (Γ (x)), prej := 1− 1

L

∑
x∈U

pacc(x),

with H5 as defined in Section 5.1. Then

Pr[the call returns x | Γ ] = pacc(x)

L
H5(prej), Pr[Failure = 1 | Γ ] = p5rej.

Proof. The simulator’s five sampling trials are independent, and each accepts
a specified x with probability pacc(x)/L. The identities follow by summing the
geometric series and by requiring all five trials to reject. ⊓⊔

For GSim5, we reuse the notation Wτ , πτ from Lemma 2. Fix an augmented
transcript prefix τ containing no failure response. As in Section 3.4, Φτ : G → G
agrees with the construction values fixed by τ . Under µτ , the remaining values
are independent and uniform on G. For each earlier fresh inverse query j that
succeeded, put

prej,j(Φτ ) = 1− 1

Lj

∑
x∈Uj

1[Φτ (x) /∈ Forbj ]e
−Corrj(Φτ (x)),

where Uj ,Forbj , Lj ,Corrj are taken immediately before query j. In IdealGSim, the
table of Γ conditioned on τ has distribution

Wτ (Φτ ) :=
∏
j

H5(prej,j(Φτ )), πτ (Φτ ) :=
Wτ (Φτ )

Eµτ
[Wτ ]

µτ (Φτ ).

The factors H5(prej,j) are the parts of the observed inverse-response likelihoods
that depend on the unrevealed values. Lemma 25 proves the formula by Bayes’
rule, integrating out rejected candidates.

For a construction or forward query at an input x with an unrevealed con-
struction value, Γ (x) = z with probability πτ [Φτ (x) = z]. Given z, the for-
ward procedure samples unused permutation outputs y0, y1 uniformly subject
to y0 ⊕ y1 = z. For a fresh inverse query, conditional on this response being
successful, the inverse output and its construction value have joint distribution

P+
τ (x, z) =

EΓ←πτ [1[Γ (x) = z]pacc(x)H5(prej)]

LEΓ←πτ
[1− p5rej]

.
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Here pacc(x), prej are from Lemma 4. For the query Invb(y), the permutation

outputs at x are yb = y and y1−b = y ⊕ z. We write RIdealGSim,+
inv for the resulting

distribution of successful responses.

5.4 The hybrid HybGSim

We define a hybrid world HybGSim that retains the leading bias in unrevealed
construction values and applies the same acceptance correction as the simulator.

For construction queries and forward queries at inputs with unrevealed con-
struction values, the hybrid uses the leading factor derived in Section 5.1 and
samples the value from

νCorr(z) :=
eCorr(z)

ZCorr
, ZCorr :=

∑
w∈G

eCorr(w).

For an inverse output whose construction value is unrevealed, weighting this
distribution by the acceptance probability gives

νCorr(z)1[z /∈ Forb]e−Corr(z) =
1[z /∈ Forb]

ZCorr
.

Thus, conditioned on acceptance, the construction value is uniform on G \ Forb.
The mean acceptance probability is αCorr := (N − |Forb|)/ZCorr.

Algorithm 5 gives the full query procedures for HybGSim. The hybrid maintains
the state of Hyb in Section 3.6 and Histτ . It records each primitive response
(x, y0, y1) as in that section and computes Corrτ from Histτ as for GSim5. For
an inverse query, let U = G \ Domprim

τ and Forb = y ⊕ Ran1−b. The weights for
selecting its inverse output are

wx =

{
1[zi /∈ Forb]e−Corr(zi), x = xi ∈ dom(Cons),

αCorr, x ∈ U \ dom(Cons).

Write RHybGSim

inv for its augmented inverse-response distribution. The hybrid
uses Cons, which is unavailable to the simulator. For q ≤ N/64, an input with
unrevealed construction value remains and has positive weight, so the rules are
well defined.

Every prefix in HybGSim is attainable in IdealGSim by the argument of Sec-
tion 3.6: each inverse query can succeed on its first trial, since the extra accep-
tance probability e−Corrτ (z) is positive.

6 Security of the Gyroscope Simulator

We compare Real with HybGSim, and then HybGSim with IdealGSim, to obtain the
following security bound.
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Algorithm 5 The hybrid HybGSim: fresh queries.

1: function Con(x)
2: z ← νCorr
3: Append (x, z) to Cons
4: return z

5: function Fwdb(x)
6: if x ∈ dom(Cons) then
7: Read (x, z) from Cons
8: else
9: z ← νCorr
10: Sample y0 /∈ Ran0, y1 /∈ Ran1

uniformly with y0 ⊕ y1 = z
11: Record (x, y0, y1)
12: return (x, y0, y1)

1: function Invb(y)
2: Sample x ∈ U with probability

wx/
∑

u∈U wu

3: if x ∈ dom(Cons) then
4: Read (x, z) from Cons
5: else
6: z ← Unif(G \ Forb)
7: yb ← y; y1−b ← y ⊕ z
8: Append (b, y, |U |, |Domprim

τ |)
to Histτ

9: Record (x, y0, y1)
10: return (x, y0, y1)

Theorem 3. Let N = 2n ≥ 220 and q ≤ N/64. For the regular game with at
most q direct construction and primitive queries,

AdvindiffSoP,GSim5
(q) ≤ 11n3/2 q

3/2

N3/2
+ 11
√
n
q5/2

N2
+ εimpl. (18)

Here εimpl = 0 for the exact sampler in Appendix F. For every fixed κ ≥ 20,
Proposition 3 gives an implementation with εimpl ≤ N−κ and worst-case time
q polyκ(n).

The full proof is in Appendix G. We explain the two comparisons below. The
comparison with Real uses a second-moment bound over its transcript distribu-
tion; the comparison with IdealGSim bounds the divergence at each prefix.

6.1 Comparison with Real

Construction responses in Real. Fix a prefix τ after r < q queries in Real, and
let pRealτ denote the response distribution for a fresh construction query. For
the calculation, we reveal permutation outputs as primitive queries occur. After
query r, we also reveal the outputs at inputs queried only to the construction,
conditioned on the transcript. Let X denote this assignment. Together with
the recorded outputs, it fixes both permutations at S ≤ r inputs, with ranges

R̃an0,S , R̃an1,S . The response distribution pX for a fresh construction query, con-
ditioned on this assignment, satisfies

cS(z) = |R̃an0,S ∩ (R̃an1,S ⊕ z)|, pX(z) =
N − 2S + cS(z)

(N − S)2
.

Here cS(z) is the number of pairs of occupied outputs whose XOR is z. Each
occupied range excludes S output pairs with XOR z, and cS(z) of them are
excluded by both ranges.
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An inverse query j fixes one output to yj . Its XORs with the previously
occupied outputs on the other side contribute exactly 1[z ∈ Forbj ] to the count
cS(z). Its coefficient in NpX is N/(N − S)2, whereas the correction derived in
Section 5.1 uses 1/Lj . Both have leading term 1/N when r/N is small. We bound
their difference together with the contributions from the sampled outputs.

Averaging over compatible assignments gives pRealτ = E[pX | τ ]. To compare
this distribution with νCorrτ , we use the centered log-likelihood ratio

ℓresτ := (log(NpRealτ )− Corrτ )
◦, εresτ :=

∥ℓresτ ∥2√
N

.

Centering removes the normalization constant of νCorrτ . Appendix I subtracts
the leading correction from NpX − 1 and applies Jensen’s inequality to average
over compatible assignments. It then bounds the error from taking logarithms.
This gives √

DKL(pRealτ ∥νCorrτ ) ≤ 2εresτ ,√
Eτ←TrrReal

[(εresτ )2] ≤ 3
r + 1

N3/2
+ 2

(r + 1)2

N2
.

The first bound holds at each prefix; the second averages over prefixes that
arise in Real. The size bound r + 1 also covers a forward query that reveals a
construction value before its permutation outputs are compared.

Primitive responses and transcript distributions. For primitive queries, we also
bound the probabilities that the required permutation outputs remain unused,
conditional on the revealed construction values. Appendices J and K relate these
probabilities to the same construction-response distribution.

The primitive-response bounds also depend on repeated construction values
and pairs with a given XOR. List these values as Z1, . . . , Zs, in order of first
revelation. Even if several construction or primitive queries involve the same
input x, record its construction value only once: for example, Con(x) followed by
Fwd0(x) contributes one entry. Distinct inputs contribute separate entries even
when their values coincide. We call τ good if, for every 1 ≤ k ≤ s,

max
z∈G
|{i ≤ k : Zi = z}| ≤ 2n,

max
a∈G
|{(i, j) : i ̸= j, i, j ≤ k, Zi ⊕ Zj = a}| ≤ 3k2/N + 42n2.

(19)

The ordered pairs in the second line have distinct indices. The first bound con-
trols how many inputs share a construction value; the second controls how many
pairs of constraints involve a given XOR. At a good prefix, each construction
value appears at most 2n times in Cons, so

1

N

∑
(x,z)∈Cons

ℓresτ (z)2 ≤ 2n

N

∑
z∈G

ℓresτ (z)2 = 2n(εresτ )2.

This prevents one value with a large discrepancy from being counted too many
times in the comparison of inverse outputs. The XOR bound plays the cor-
responding role when comparing the availability of permutation outputs. The
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normalization and availability calculations are given in Appendices J and K.
Lemma 13 shows that all prefixes in Real are good with probability at least
1−N−8.

Lemma 22 bounds the conditional KL divergence in the excluded cases by
one, so their total contribution to the transcript KL divergence is at most qN−8.

Combining the query types and summing their conditional divergences by
the KL chain rule gives√

DKL(TReal∥TGSim
Hyb ) ≤ 14n3/2

q3/2

N3/2
+ 13
√
n
q5/2

N2
+
√
q N−4.

Lemma 24 and its proof in Appendix K.6 give the full calculation.

6.2 Comparison with IdealGSim

Here we bound the divergence at each prefix. The conditional table distribu-
tion πτ from Section 5.3 includes the additional rejections introduced by the
Gyroscope simulator.

Construction and forward responses. Fix an input x with an unrevealed con-
struction value, and let w denote the other construction values. In an earlier
inverse query j, the contribution of x to the rejection probability is 1/Lj when
z ∈ Forbj , and (1 − e−Corrj(z))/Lj otherwise. The expansion of logH5 therefore
retains the leading term L−1j 1[z ∈ Forbj ]. Summing these terms gives Corrτ (z).

Appendix L.2 bounds the remaining variation by

Ew

[
oscz(log πτ [Γ (x) = z | w]− Corrτ (z))

2
]
≤ 81q4

N4
,

where w follows its marginal distribution under πτ at the fixed prefix. The
reweighting lemma and averaging over w give

DKL

(
νCorrτ ∥LIdealGSim(Γ (x) | τ)

)
≤ 11q4

N4
.

This also bounds the divergence for a forward query at such an input: conditioned
on the construction value, the permutation outputs have the same distribution
in both worlds. At an input with a revealed construction value, the forward-
response distributions coincide.

Inverse responses conditioned on success. We first compare the inverse output,
then its construction value. The possible rejected trials before a return contribute
the factor H5(prej). For an input x with an unrevealed construction value, its
mean acceptance probability after this reweighting is

θ :=
EΓ←πτ [H5(prej)pacc(x)]

EΓ←πτ
[H5(prej)]

.
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Symmetry makes θ independent of the choice of x. For selecting the inverse out-
put, IdealGSim, conditioned on success, assigns weight θ to these inputs; HybGSim

assigns weight αCorr. Both use the same weights at available inputs with revealed
construction values. Appendix L.3 proves

|θ − αCorr| ≤
4q2

N2

and bounds the divergence after normalizing these weights.
Conditional on selecting an input with an unrevealed construction value,

acceptance cancels the leading factor eCorrτ (z) on the legal set. The leading con-
tribution from rejected trials in the current call is supported on Forb, so it van-
ishes on accepted values. The appendix bounds the remaining departure from
uniformity, including the effect of conditioning on the inverse output. If the se-
lected input already had a revealed construction value, the query and that value
determine the companion output and add no divergence.

Failure and the transcript comparison. For every query type, the divergence from
the response distribution in HybGSim to the distribution of successful responses in
IdealGSim is at most 11q4/N4. An inverse call fails only when all five trials reject.
Candidates with construction values revealed in τ or read earlier in the current
call occupy only a small part of the available set. For the other candidates,
Lemma 26 bounds the probability of a value in Forb, and the bound on Corrτ
controls the extra rejection.

Conditional on the earlier rejected trials and the construction values read
in those trials, the rejection probability of the next trial is at most 4q/N . This
bound includes repeated candidates. Multiplying the five conditional bounds
gives pfail,τ ≤ (4q/N)5.

At a fixed prefix τ , let Pτ be the response distribution in HybGSim and Qτ

that in IdealGSim, including failure. Let Q+
τ denote Qτ conditioned on success.

Equation (5) gives

DKL(Pτ∥Qτ ) = DKL(Pτ∥Q+
τ ) + log

1

1− pfail,τ

≤ 11q4

N4
+ log

1

1− (4q/N)5
.

The KL chain rule sums these bounds over at most q queries, giving

DKL(T
GSim
Hyb ∥TGSim

Ideal ) ≤
11q5

N4
+ q log

1

1− (4q/N)5
.

The full calculation is in Appendix L.4, with Lemma 30.

AI use disclosure. Most results of this paper are discovered with the assistance
of ChatGPT 5.6 and ChatGPT 6.0. The manuscript is written by the author
based on the initial draft generated by AI. The author verified the technical
content and takes full responsibility for the manuscript.
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Supplementary Material

Appendix A proves the reweighting lemma. Appendices B–D analyze uniform
simulation, and Appendix E proves the attack. Appendix F implements the
Gyroscope simulator. Appendix G proves Theorem 3 from the two transcript
comparisons. Appendix H bounds multiplicities and XOR counts; Appendices I–
J analyze construction and primitive responses in Real. Appendix K combines
these bounds in the comparison of Real and HybGSim, and Appendix L compares
HybGSim with IdealGSim, including simulator failure.

A Proof of the Reweighting Lemma

We prove Lemma 1 with g = logw and

P (x) =
Q(x)eg(x)

EQ[eg]
, d = oscsupp(Q)(g).

Proof (Lemma 1). For any constant c, replacing g by g− c multiplies all weights
by e−c and leaves P , d, and VarQ(g) unchanged.

Chi-squared divergence. Subtract minx∈supp(Q) g(x) from g, so 0 ≤ g ≤ d on

supp(Q). Since |ea − eb| ≤ ed|a − b| for a, b ∈ [0, d], the identity VarQ(h) =
1
2

∑
x,y Q(x)Q(y)(h(x)− h(y))2 gives

χ2(P∥Q) =
VarQ(e

g)

(EQ[eg])2
≤ e2d VarQ(g).

KL divergence in terms of VarQ(g). Subtract EQ[g] from g, so EQ[g] = 0 and
|g| ≤ d on supp(Q), and put Z = EQ[e

g] ≥ 1. The exponential power series
gives, for |u| ≤ d,

ueu − eu + 1 =
∑
k≥2

(k − 1)uk

k!
≤ 1

2e
du2.

Using logZ ≥ 1− 1/Z, we obtain

DKL(P∥Q) ≤ 1

Z

∑
x

Q(x)(g(x)eg(x) − eg(x) + 1) ≤ 1
2e

d VarQ(g).

KL divergence in terms of d. Hoeffding’s bounded-variable inequality [11, (4.16)],
applied to −g(X) for X ← P , gives

DKL(P∥Q) = log
∑
x

P (x) exp
(
−g(x) + EP [g]

)
≤ d2/8.

Weights 1/w give DKL(Q∥P ) ≤ d2/8 by the same argument.

Total variation distance. Pinsker’s inequality gives TV(P,Q) ≤ d/4. ⊓⊔
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B Uniform Simulation: Construction and Forward
Responses in Real

We use Ran0,Ran1,Cons from Section 3.2, with s = sprim + scon ≤ N/4. We
bound the divergences between response distributions for construction and for-
ward queries in Proposition 2.

B.1 Construction query at a fresh input

Fixing the unexposed pairs expresses the response bias through the overlap of
occupied ranges. Averaging gives the following bound.

Lemma 5 (Construction query at a fresh input). At an input x with no
previous construction or primitive query, the response Z = Π0(x) ⊕ Π1(x) in
Real satisfies

χ2(L(Z | Ran0,Ran1,Cons)∥Unif(G)) ≤ Ns3

(N − s)4
≤ 4

s3

N3
.

Proof (Lemma 5). Let X = (Π0(x1), . . . ,Π0(xscon)) and condition on X = u ∈
Comp(Ran0,Ran1,Cons). Put

Ran0,u := Ran0∪{u1, . . . , uscon}, Ran1,u := Ran1∪{u1⊕z1, . . . , uscon⊕zscon}.

Then |Ran0,u| = |Ran1,u| = s, and at a fresh input x,

L(Π0(x), Π1(x) | Ran0,Ran1,Cons, X = u) = Unif(G\Ran0,u)⊗Unif(G\Ran1,u).

For z ∈ G, define
cu(z) := |Ran0,u ∩ (Ran1,u ⊕ z)|,
pu(z) := Pr[Π0(x)⊕Π1(x) = z | Ran0,Ran1,Cons, X = u].

Thus

pu(z) =

∣∣G \ (Ran0,u ∪ (Ran1,u ⊕ z)
)∣∣

(N − s)2
=
N − 2s+ cu(z)

(N − s)2
,

pu(z)−
1

N
=
cu(z)− s2/N
(N − s)2

.

For W ← Unif(G),∑
z

cu(z) = s2, 0 ≤ cu(z) ≤ s,
∑
z

cu(z)
2 ≤ s3,

and hence

E[cu(W )] =
s2

N
, Var[cu(W )] ≤ s3

N
.

Identity (1) yields

χ2(pu∥Unif(G)) = N2

(N − s)4
Var[cu(W )] ≤ Ns3

(N − s)4
.

By convexity, averaging over X given (Ran0,Ran1,Cons) preserves the bound.
Since N − s ≥ 3N/4, we have Ns3/(N − s)4 ≤ 4s3/N3. ⊓⊔
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B.2 Forward query at a construction-only input

The forward-response distribution is obtained by reweighting the uniform dis-
tribution on legal outputs, according to the probability that the corresponding
pair avoids all unexposed outputs. We bound the variance of these weights.

Suppose (x, z0) ∈ Cons and put

Cons−x := Cons \ {(x, z0)}, s(−x)con := |Cons−x|, s−x := sprim + s(−x)con ,

E0 := {a ∈ G : a /∈ Ran0, a⊕ z0 /∈ Ran1}.

We use the same definition of Comp with the indicated occupied ranges and list,
replacing scon by the length of that list. For a ∈ E0, let

wa :=
∣∣Comp(Ran0 ∪ {a},Ran1 ∪ {a⊕ z0},Cons−x)

∣∣.
The conditional distribution of Π0(x) assigns mass wa/

∑
c∈E0

wc to a, while the
corresponding distribution in Hyb is uniform on E0.

Lemma 6 (Forward query after F (x) = z0). For every compatible state with∑
c∈E0

wc > 0 and s−x ≤ N/4, including states with repeated construction values
in Cons−x,

χ2(L(Π0(x) | Ran0,Ran1,Cons) ∥Unif(E0)) ≤
40(s

(−x)
con )2s−x

(N − 2s−x)3
≤ 320

s3−x
N3

.

Proof (Lemma 6).

Reduction to a variance bound. Write

Cons−x = ((ui, zi))
s(−x)
con

i=1 , X ← Unif(Comp(Ran0,Ran1,Cons−x)),

let di = zi ⊕ z0, and put

Occ(X) := {X1, . . . , Xs
(−x)
con
} ∪ {X1 ⊕ d1, . . . , Xs

(−x)
con
⊕ d

s
(−x)
con
}.

For a ∈ E0, compatibility is equivalent to a /∈ Occ(X). For all a ∈ G, put

pa := Pr[a ∈ Occ(X)], πa := 1− pa, p :=
1

|E0|
∑
a∈E0

pa, π := 1− p.

Let Rfwd
Cons−x

be the conditional distribution of Π0(x) and let U fwd
Cons−x

= Unif(E0).
On E0,

Rfwd
Cons−x

(a)

U fwd
Cons−x

(a)
=
πa
π
, χ2(Rfwd

Cons−x
∥U fwd

Cons−x
) =

VarW0←Unif(E0)[pW0 ]

π2 .
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Bounding the variance of each term. Fix i and put X−i = (X1, . . . , Xi−1,
Xi+1, . . .). Conditional on X−i, the legal set for Xi is

Di = G \ (Ran0 ∪ (Ran1 ⊕ zi) ∪ {Xj : j ̸= i} ∪ {Xj ⊕ zj ⊕ zi : j ̸= i}) .

Every element of Di extends the other coordinates in exactly one way, so

L(Xi | X−i) = Unif(Di), |Di| ≥ N − 2s−x.

Let W ← Unif(G), independently of X, and define p
(0)
i (a) = Pr[Xi = a]. For

every nonempty D ⊆ G,

EW [Unif(D)(W )] =
1

N
, VarW [Unif(D)(W )] =

N − |D|
N2|D|

.

Since the first expectation is 1/N , Jensen’s inequality gives

VarW [p
(0)
i (W )] ≤ 2s−x

N2(N − 2s−x)
≤ 2s−x
N(N − 2s−x)2

. (20)

The values Xi are distinct, as are the values Xi ⊕ di. Counting their union
without duplication gives

1[a ∈ Occ(X)] =
∑
i

1[Xi = a] +
∑
i

1[Xi ⊕ di = a,Xi ⊕ di /∈ {X1, . . . , Xs
(−x)
con
}].

Let p
(1)
i (a) be the probability of the second event. Conditional on X−i, let ℓi =

|Di|. If di = 0, put Ei = ∅; otherwise put Ei = (Di ⊕ di) \ {Xj : j ̸= i}. Define

ei := |Ei|, φi(a) :=
1[a ∈ Ei]

ℓi
.

Then

p
(1)
i (a) = EX−i

[φi(a)], VarW [φi(W )] =
ei(N − ei)
ℓ2iN

2
.

When di = 0, this variance is zero. Otherwise,N−ei ≤ 2s−x+(s
(−x)
con −1) ≤ 3s−x.

Applying Jensen’s inequality after subtracting each function’s uniform mean
gives

VarW [p
(1)
i (W )] ≤ EX−i [VarW [φi(W )]] ≤ 3s−x

N(N − 2s−x)2
. (21)

Combining the variance bounds. Thus

pa =

s(−x)
con∑
i=1

p
(0)
i (a) +

s(−x)
con∑
i=1

p
(1)
i (a).
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Put pG = EW←Unif(G)[pW ]. Applying Cauchy–Schwarz to the centered versions

of these 2s
(−x)
con summands and using (20)–(21) gives∑

a∈G
(pa − pG)2 = N VarW←Unif(G)[pW ]

≤ 2Ns(−x)con

∑
i

(
VarW [p

(0)
i (W )] + VarW [p

(1)
i (W )]

)
≤ 10(s

(−x)
con )2s−x

(N − 2s−x)2
.

Since |E0| ≥ N −2s−x and the average over E0 minimizes the squared deviation
on E0,

VarW0←Unif(E0)[pW0
] ≤ 10(s

(−x)
con )2s−x

(N − 2s−x)3
.

Since |Occ(X)| ≤ 2s
(−x)
con , we have 1− π ≤ 1/2. These bounds give

χ2(L(Π0(x) | Ran0,Ran1,Cons) ∥Unif(E0))

≤ 40(s
(−x)
con )2s−x

(N − 2s−x)3
≤ 320

s3−x
N3

.

⊓⊔

C Uniform Simulation: Inverse Responses in Real

C.1 Distribution of the inverse output

We separate the inverse output from its companion output. For the inverse out-
put, we bound the contribution of construction-only inputs and then that of
inputs with unrevealed construction values.

By symmetry, fix a fresh query Π−10 (y) with y /∈ Ran0, and let X = Π−10 (y).
Use u, k, ρ,NHyb,K

out
Hyb from Section 3.6 for this query, with u = N − s.

For U ← Unif(Comp(Ran0,Ran1,Cons)), put

ιi := 1[y ⊕ zi /∈ Ran1], ri := Pr[Ui = y].

The distribution of the inverse output in Real is

RCons(xi) := ri, RCons(x) :=

(
1−

scon∑
i=1

ri

)
Unif(Enew)(x) (x ∈ Enew).

Lemma 7 (Inverse output for a fresh query). For s = sprim+ scon ≤ N/4,

χ2(RCons∥Kout
Hyb) ≤ 93

s3

N3
.
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Proof (Lemma 7). Conditional on the other coordinates, Ui is uniform on at least
d = N − 2s values. If ιi = 1, then y /∈ Ran0 and y ⊕ zi /∈ Ran1, so y is excluded
only by one of 2(scon − 1) possible collisions with the other coordinates. Each
collision has probability at most 1/d. Averaging over those coordinates gives

1− 2(scon − 1)/d

N
≤ ri ≤

1

d
, |ri − 1/N | ≤ 2s

Nd
≤ 4s

N2
.

If ιi = 0, then ri = 0.
The normalizing constant in Hyb satisfies

N −NHyb = 2sprim + scon − k −
sprim(sprim + scon)

N
, N − 2s ≤ NHyb ≤ N.

For each legal construction-only input xi, the probability of returning xi in Hyb
satisfies |Kout

Hyb(xi)−1/N | ≤ 4s/N2. The inputs in dom(Cons) therefore contribute

at most 64scons
2/N3 to χ2(RCons∥Kout

Hyb).

Let ∆ =
∑

i(RCons(xi) − Kout
Hyb(xi)). Both distributions are uniform within

Enew, where their total masses differ by −∆, and |∆| ≤ 8sscon/N
2. Moreover,

u ≥ 3N/4 and every x ∈ Enew has Kout
Hyb(x) ≥ 3/(4N), so the coordinates in

Enew contribute at most

∆2

uKout
Hyb(x)

≤ 114
s2cons

2

N4
≤ 29

s3

N3
.

Summing the contributions from dom(Cons) and Enew gives χ2(RCons∥Kout
Hyb) ≤

93s3/N3. ⊓⊔

C.2 Companion output

For an inverse output whose construction value is unrevealed, the distribution
of the companion output depends on which outputs are occupied. Its divergence
is controlled by their occupancy probabilities.

For the companion output, condition on X ∈ Enew and put

Vcomp := Π1(X), Rcomp
Cons (v) := Pr[Vcomp = v | X ∈ Enew] (v /∈ Ran1).

Lemma 8 (Companion output when X ∈ Enew). Let URan1 := Unif(G \
Ran1). For s ≤ N/4− 1,

χ2(Rcomp
Cons ∥URan1) ≤ 8

s3

N3
.

Proof (Lemma 8). Write t = sprim, h = scon, and M = N − t. If h = 0, the
companion output is uniform on G \Ran1 and the claim is immediate. Otherwise
put ℓ = N − 2s+1. Condition on X ∈ Enew, equivalently Ui ̸= y for every i. For
v /∈ Ran1, let

pv := Pr[some Ui ⊕ zi = v | X ∈ Enew].
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Given U and X ∈ Enew, the companion output is uniform over the M − h
unoccupied outputs. Thus

Rcomp
Cons (v) =

1− pv
M − h

.

Conditional on the other coordinates and X ∈ Enew, Ui is uniform on its allowed
values. Its forbidden set is contained in

Ran0 ∪ (Ran1 ⊕ zi) ∪ {y} ∪ {Uj : j ̸= i} ∪ {Uj ⊕ zj ⊕ zi : j ̸= i}.

At most 2t+1+2(h−1) = 2s−1 values are excluded, leaving at least ℓ choices.
Hence Pr[Ui⊕zi = v | X ∈ Enew] ≤ 1/ℓ. Since the h outputs Ui⊕zi are distinct,
for W ← URan1 we have

0 ≤ pv ≤
h

ℓ
, E[pW ] =

h

M
.

Using p2W ≤ (h/ℓ)pW gives directly

Var[pW ] ≤ h

ℓ
E[pW ]− (E[pW ])2 =

h2(M − ℓ)
ℓM2

.

Consequently,

χ2(Rcomp
Cons ∥URan1) =

Var[pW ]

(1− h/M)2

≤ h2(t+ 2h− 1)

ℓ(N − s)2
≤ 8

s3

N3
,

where we used h ≤ s, t+ 2h− 1 ≤ 2s, ℓ ≥ N/2, and N − s ≥ 3N/4. ⊓⊔

C.3 The augmented inverse response

We combine the divergence bounds for the inverse output and companion output
using the KL chain rule. For the augmented inverse response, let Vcomp = Π1(X)
and put Rinv

Cons = L((X,Vcomp) | Ran0,Ran1,Cons). Write K inv
Hyb for the joint

response distribution in Hyb from Section 3.6, whose marginal distribution of
the inverse output is Kout

Hyb.

Lemma 9 (Augmented inverse response). For a fresh query Π−10 (y) and
s ≤ N/4− 1,

DKL(R
inv
Cons∥K inv

Hyb) ≤ 101
s3

N3
.

Proof. When X ∈ dom(Cons), the companion output is the same fixed value in
both worlds. For each x ∈ Enew, its conditional distributions given X = x are
Rcomp

Cons and URan1 by exchangeability. The KL chain rule thus gives exactly

DKL(R
inv
Cons∥K inv

Hyb) = DKL(RCons∥Kout
Hyb) +RCons(Enew)DKL(R

comp
Cons ∥URan1).

Bound the branch probability by one and use DKL ≤ χ2 with Lemmas 7 and 8.
The two bounds sum to 101s3/N3. ⊓⊔
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D Responses and Failure in Ideal3

D.1 Conditional distribution of an unrevealed construction value

We control how each inverse-response likelihood changes with one unrevealed
construction value, then apply the reweighting lemma.

Lemma 10 (Conditional distribution of one construction value). Con-
sider the conditional distribution πτ of the table of Γ in Ideal3, given by (8),
optionally reweighted by the current factor ϑL(I). Fix all but one of the unre-
vealed construction values. The conditional distribution P of the remaining value
satisfies

1

N
e−4q/N ≤ P (z) ≤ 1

N
e4q/N .

For V = G or any fixed set of legal construction values with |V | ≥ N − q,

χ2(Unif(V )∥P (· | V )) ≤ 20q3/N3.

The same chi-squared bound holds after averaging over the other coordinates
under their conditional distribution, including after the legal restriction.

Proof (Lemma 10). Write ϑ̃L(I) := LϑL(I). For integers 0 ≤ I ≤ L−1, ϑ̃L(I) ≥
1 and

ϑ̃L(I + 1)− ϑ̃L(I) =
1

L
+

2I + 1

L2
≤ 3

L
≤ 4

N
.

The last inequality follows from L ≥ N − q ≥ 63N/64 and N ≥ 64. Thus
0 ≤ log(ϑL(I + 1)/ϑL(I)) ≤ 4/N .

Fix an input x with an unrevealed construction value and fix all the other
coordinates. Let I−j denote the number of illegal candidates other than x at query

j. The illegal count is I−j +1[z ∈ Forbj ] when x ∈ Ej , and otherwise is constant.
The current factor, when included, has the same form. Taking logarithms of these
factors shows that the conditional distribution of Γ (x) is obtained by reweighting
Unif(G) by eb(z), where

b(z) =
∑
j

δj1[z ∈ Forbj ], 0 ≤ δj ≤ 4/N, 0 ≤ b(z) ≤ A := 4q/N ≤ 1/16.

There are at most q factors, including the current one when used, and each
|Forbj | ≤ q. Weighted Cauchy–Schwarz gives

Ez←Unif(G)[b(z)
2] ≤

∑
j

δj

∑
j

δj
|Forbj |
N

≤ 16q3/N3.

Reweight U = Unif(V ) by eb to obtain Ub. Since |V | ≥ N−q, the second moment
of b under U is at most N/(N−q) times its second moment under Unif(G). Since
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oscV (−b) = oscV (b) ≤ A, apply (3) to Ub with weights e−b, which gives U . Using
Ub(z)/U(z) ≤ eA, we obtain

χ2(U∥Ub) ≤ e2A VarUb
(b) ≤ e3AEU [b

2] ≤ 16e3/16

1− 1/64

q3

N3
< 20q3/N3.

Before restricting to V , the probability ratio to Unif(G) lies between e−A and eA.
For fixed V , convexity in the second argument preserves the chi-squared bound
when the other coordinates are averaged under their conditional distribution. If
the construction value is restricted to V , this average uses the distribution of
the other coordinates conditioned on Γ (x) ∈ V . ⊓⊔

D.2 Distributions of successful responses

We now use the bound for unrevealed construction values to compare successful
responses. For inverse queries, we separate the inverse output from its companion
output.

Proof (Response bounds in Proposition 2). Lemma 10 bounds the divergence
between the distributions of a fresh construction response. For a forward prim-
itive query at an input with an unrevealed construction value, the same bound
applies to the distributions of that value. Conditional on it, the permutation
pair is uniform among the legal pairs in both worlds. If the construction value
is revealed, the conditional pair distributions agree.

For a fresh inverse call, write t = |Dom|, h = |Cons|, L = N − t, and u =
N − t − h. Let Forb be the set of forbidden construction values, |Forb| = t,
and let k be the number of legal inputs in U with revealed construction values.
Reweight πτ by the current factor ϑL(I) and call the normalized distribution πϑ

τ .
Its unrevealed entries are exchangeable: their inputs belonged to the available
set of every earlier inverse call, and every likelihood factor is invariant under
permuting these entries. Put

θ = Pr
πϑ
τ

[Γ (x) /∈ Forb], ρ = 1− t/N

for any input x with an unrevealed construction value. Summing Q+
τ (Φτ , x) in

(10) over Φτ gives the distribution of the inverse output

Pret(x) =

{
1/(k + uθ), x ∈ dom(Cons) and legal,

θ/(k + uθ), x with unrevealed construction value.

The hybrid distribution Kout
Hyb uses this formula with θ replaced by ρ. Direct

summation over the two groups gives

χ2(Kout
Hyb∥Pret) =

ku(θ − ρ)2

θ(k + uρ)2
. (22)

When k = 0, both distributions are uniform over the inputs with unrevealed
construction values.
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With A = 4q/N , the density bounds in Lemma 10 imply

|θ − ρ| ≤ (eA − 1)t/N ≤ 8qt/N2, θ ≥ e−Aρ.

Since k ≤ q, u ≥ N − q, and ρ ≥ 63/64, the coefficient of (θ − ρ)2 in (22) is at
most q/(uθρ2) ≤ e1/16(64/63)4q/N < 2q/N . Hence

χ2(Kout
Hyb∥Pret) ≤ 128q5/N5 ≤ q3/N3.

Conditional on returning a specified input x whose construction value was
unrevealed, the distribution of the table of Γ is precisely πϑ

τ conditioned on
Γ (x) /∈ Forb. Lemma 10, averaged over the other coordinates under this condi-
tional distribution, bounds the divergence from Unif(Forbc) to this distribution
of the construction value by 20q3/N3. XOR with the target gives the companion
output, whose distribution in Hyb is uniform over the unused outputs of the
other permutation. If the inverse output has a revealed construction value, the
companion output is deterministic. We apply the KL chain rule to the inverse
output and its companion output. Bounding the probability in Hyb of return-
ing an input with an unrevealed construction value by one gives the KL bound
21q3/N3. ⊓⊔

D.3 Failure probability

We control rejection at each of the three trials, then sum the failure probabilities
over all queries.

Proof (Failure bound in Proposition 2). Write t = |Dom|, h = |Cons|, and L =
N − t, so h + t ≤ q. For q = 1, a fresh inverse call has Forb = ∅ and cannot
fail. Assume q ≥ 2 and condition on the candidate identities and construction
values tested so far in the current call. The rejection indicators and sampling
probabilities add no factor depending on the remaining unrevealed construction
values, so each remaining construction value has conditional probability at most
e1/16/N by Lemma 10. Earlier calls are represented by πτ , which averages over
their rejected candidates.

There are at most h inputs with revealed illegal values and at most two
additional inputs whose construction values were read during earlier rejected
trials in this call. Sampling with replacement may revisit these inputs. Every
trial is uniform on the same set of size L, so its conditional rejection probability
is at most

h+ 2 + e1/16t

L
≤ 16q/15 + 2

63N/64
.

Multiplying the three conditional rejection bounds and using q ≥ 2 gives

Pr[the call fails | τ ] ≤
(
16q/15 + 2

63N/64

)3

< 10q3/N3.

A union bound over at most q calls gives PrIdeal3 [Failure = 1] ≤ 10q4/N3. ⊓⊔
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E Analysis of the Uniform Simulator Attack

We prove the bounds on the attack statistic in Lemma 3. Throughout, r is a
power of two satisfying

64n ≤ r ≤ min

{
N

211
,
N

24n

}
.

There are at most 3r fresh successful inverse responses, and each forbidden-value
set has size at most 3r.

E.1 The attack statistic and the good event

Let Rep2 and Rep3 denote the numbers of iterations skipped in Phases 2 and 3,
respectively, because the target of the inverse query is already in the recorded
range. Let Ran1,fin be the value of Ran1 when the query procedure terminates,
and let Bot∞ be the event that at least one inverse response in Ideal∞ is ⊥. Put

Nhit
C := |Ran1,fin ∩ C|,

Goodatk := (¬Bot∞) ∩ {Rep2 ≤ r/8,Rep3 ≤ r/8, Nhit
C ≤ r/8}.

Let K be the indices of fresh successful inverse responses in Phase 3, and set

Tk := 1[Zk ∈ V ]− πk (k ∈ K), Tk := 0 (k /∈ K).

Thus Tatk =
∑r

k=1 Tk. Write τk for the ordinary transcript after the range check
and any inverse query in iteration k of Phase 3, before the companion query.
Membership in K is determined by this prefix.

For W ∈ {Real, Ideal∞} and k ∈ K, put

ρWk := Pr
W
[Zk ∈ V | τk], ∆W

k := 1[Zk ∈ V ]− ρWk ,

and set both variables to zero for k /∈ K. The ∆W
k are the martingale differences

from Section 4.2, with

M∞ :=

r∑
k=1

∆Ideal∞

k .

The cumulative drift is
∑

k dk, where

dk = ρIdeal
∞

k − πk (k ∈ K), dk = 0 (k /∈ K),

and

Tatk =

r∑
k=1

dk +M∞.
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E.2 Legal candidate counts

Fix an ordinary transcript τ of Ideal∞ with no ⊥ response. Let Rτ be the inputs
whose construction values remain unrevealed, and let Jτ index the fresh success-
ful inverse responses in τ . If τ ends just after a fresh inverse response, these sets
include the inverse output and the current response, respectively. For j ∈ Jτ ,
let Rj and Forbj be the available inputs and forbidden construction-value set at
call j.

Let Φτ : G → G agree with the construction values fixed by τ . Let µatk
τ be the

distribution on these tables with independent uniform values in G at inputs in
Rτ , subject to the inverse output’s legality when its value is still unrevealed. For
every event E determined by Γ , let Pr∞τ [E] denote its conditional probability in
Ideal∞ given the ordinary transcript τ . Write

Vj(Φτ ) = V pub
j +

∑
y∈Rτ

1[y ∈ Rj ]1[Φτ (y) /∈ Forbj ].

Here V pub
j is the fixed contribution of coordinates that have been revealed since

call j. For a table Φτ with µatk
τ (Φτ ) > 0, the observed inverse responses con-

tribute the likelihood factor
∏

j∈Jτ
1/Vj(Φτ ). The conditional distribution of Γ

given τ is therefore

∞
Pr
τ
[Γ = Φτ ] =

µatk
τ (Φτ )

∏
j∈Jτ

Vj(Φτ )
−1

EΦ′
τ←µatk

τ
[
∏

j∈Jτ
Vj(Φ′τ )

−1]
. (23)

For T ⊆ Rτ , |T | ≤ 1, let V
(−T )
j omit the coordinates in T . If the inverse output

has an unrevealed value restricted by legality, require that it belong to T . Define

Denseatkτ,T := {V (−T )
j ≥ N/2 for every j ∈ Jτ}.

Lemma 11 (Lower bounds on the numbers of legal candidates). Uni-
formly over τ and every admissible fixed T of size at most one,

∞
Pr
τ
[(Denseatkτ,T )

c] ≤ r2

32N2
. (24)

Proof. Every coordinate whose construction value is still unrevealed was avail-
able at each earlier call. After omitting T , at least N − 3r − 1 independent
uniform unrevealed values of Γ remain, and each is legal for call j with proba-
bility 1 − |Forbj |/N ≥ 1 − 3r/N . The range assumptions imply that the mean
is at least 7N/8. Hoeffding’s inequality [11, Theorem 2] bounds the probability
that this sum is below N/2 by e−9N/32 ≤ e−N/4. A union bound over at most
3r factors gives

µatk
τ ((Denseatkτ,T )

c) ≤ 3re−N/4 <
1

2
.

Put W =
∏

j∈Jτ
1/Vj . On the dense event, W ≥ N−|Jτ |. For every assign-

ment compatible with τ , each Vj ≥ 1, so W ≤ 1. Comparing numerator and
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denominator in (23) gives

∞
Pr
τ
[(Denseatkτ,T )

c] ≤ 2N |Jτ |µatk
τ ((Denseatkτ,T )

c) ≤ 6rN3re−N/4.

Since rn ≤ N/24, we have N3r ≤ eN/8, so the last expression is at most 6r/eN/8.
Since 1 ≤ r ≤ N/211, the exponential series gives

192N2

reN/8
≤ 192 · 5! · 85

rN3
< 1.

Thus 6r/eN/8 ≤ r2/(32N2). ⊓⊔

E.3 Construction value at the inverse output

Write Denseatkτ,x for the event with T = {x}. The following calculation applies
to every fresh inverse response, using x = xk for an iteration of Phase 3. Fix
all construction oracle values except Γ (x), and write z = Γ (x). Let Jhist

k index
the fresh successful inverse responses strictly before the current inverse query, so
|Jhist

k | ≤ 3r. For j ∈ Jhist
k , let Forbj be its forbidden construction-value set and

V
(−x)
j its number of legal candidates other than x. Suppose these values satisfy

Denseatkτk,x
. An earlier inverse response contributes the likelihood factor

1

V
(−x)
j + 1[z /∈ Forbj ]

=
1

V
(−x)
j + 1

(
1 +

1

V
(−x)
j

)1[z∈Forbj ]

.

For z ∈ Zk, the likelihood factor for the current inverse response is constant in
z and cancels on normalization. Let ν̃k be the conditional distribution of Γ (x)
with the other values fixed, and put νk = Unif(Zk). Then

ν̃k(z)

νk(z)
=

eΨk(z)

Ew←νk
[eΨk(w)]

, Ψk(z) =
∑

j∈Jhist
k

λj1[z ∈ Forbj ], (25)

where λj = log(1 + 1/V
(−x)
j ). We average ν̃k over the other construction values

under their distribution given τk, which records the current inverse response. On

Denseatkτk,x
, N/2 ≤ V (−x)

j ≤ N , and hence

1

2N
≤ λj ≤

2

N
, oscz(Ψk) ≤

6r

N
. (26)

Hit probabilities and the good event. On the dense event, (25)–(26) bound the
conditional probability of each construction value by e6r/N < 2 times its uniform
probability. After averaging over the other values and applying (24), we obtain
the following bound on the conditional probability that a new companion output
lies in any fixed set of size r:

4r

N
+

r2

32N2
. (27)
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At most r companion outputs contribute to each of Rep2 and Rep3, and at most
2r contribute to Nhit

C . Markov’s inequality at threshold r/8 and a union bound
give

Pr
Ideal∞

[(¬Bot∞) ∩ Goodcatk] ≤
128r

N
+

r2

N2
. (28)

E.4 Drift of the attack statistic

For k ∈ K, suppose that Phase 2 contains at least 7r/8 fresh successful inverse
responses and |V \ Zk| ≤ r/8. These conditions depend only on τk and hold on
Goodatk. Fix the other construction oracle values so that Denseatkτk,xk

holds. For
each fresh inverse query j in Phase 2, V ⊆ Forbj . We also have |G \ Zk| ≤ 3r.
Therefore, for every such index j from Phase 2,

7r

8N
≤ πk ≤

2r

N
, νk(V ∩ Forbj)− πkνk(Forbj) ≥

21r

32N
. (29)

There are at most 2r forbidden sets from inverse calls outside Phase 2. For each
such index j, positivity of the intersection term and |Forbj | ≤ 3r give

νk(V ∩ Forbj)− πkνk(Forbj) ≥ −
8r2

N2
. (30)

Since

Ez←νk
[(1[z ∈ V ]− πk)Ψk(z)] =

∑
j∈Jhist

k

λj
(
νk(V ∩ Forbj)− πkνk(Forbj)

)
,

combining (26)–(30) and r ≤ N/211 gives

Ez←νk
[(1[z ∈ V ]− πk)Ψk(z)] ≥

3r2

16N2
. (31)

Let
inck(z) :=

∑
j∈Jhist

k

1[z ∈ Forbj ].

On the dense event, 0 ≤ Ψk(z) ≤ 2 inck(z)/N . The sum of these counts is at
most 9r2, each count is at most 3r, and |Zk| ≥ N − 3r. Thus

EW←νk
[inck(W )2] ≤ 54r3

N
.

Hence

VarW←νk
[Ψk(W )] ≤ 216r3

N3
.

To bound the nonlinear contribution in (25), let g and a have mean zero
under ν, and put ω = osc(g), σ2 = Varν(g), Z = Eν [e

g], h = eg − 1 − g, and
Rg = eg/Z − 1− g. Since Eν [a] = 0,

Eν [aRg] =
Eν [ah]− (Z − 1)Eν [ag]

Z
.
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Here Z ≥ 1, |g| ≤ ω, and the exponential power series gives(
Eν [h

2]
)1/2 ≤ 1

2e
ωωσ, 0 ≤ Z − 1 ≤ 1

2e
ωσ2.

Cauchy–Schwarz and σ ≤ ω therefore imply

|Eν [aRg]| ≤ 1
2e

ω(1 + ω)ω
√

Varν(a)Varν(g).

Apply this with g = Ψk−Eνk
[Ψk] and a = 1V −πk. By (26), ω ≤ 6r/N ≤ 3/1024.

Using Varνk
(a) ≤ 2r/N and the variance bound for Ψk above gives

|Ez←νk
[(1[z ∈ V ]− πk)Rg(z)]| ≤ 64

r3

N3
≤ r2

32N2
. (32)

Equations (24), (31), and (32), after adding the contribution of the complement
of Denseatkτk,xk

, show that, under these prefix conditions, the conditional mean for
each fresh successful inverse response in Phase 3 satisfies

dk ≥
r2

16N2
.

On Goodatk, at least 7r/8 such increments contribute to the drift, so∑
k∈K

dk >
r3

32N2
. (33)

E.5 Second moments of the martingale parts

For W ∈ {Real, Ideal∞}, martingale orthogonality gives

EW

( r∑
k=1

∆W
k

)2
 =

r∑
k=1

EW [(∆W
k )2] ≤

r∑
k=1

EW [ρWk ].

In Real, Zk is exactly uniform on Zk, so ρ
Real
k = πk and Tatk =

∑
k∆

Real
k . Since

|Ran1,k| ≤ 3r, one has πk ≤ r/(N − 3r) < 2r/N , and hence

EReal[T
2
atk] ≤ 2r2/N.

Equation (27) gives ρIdeal
∞

k ≤ 5r/N , so EIdeal∞ [M2
∞] ≤ 5r2/N . By (33), a com-

pleted execution with drift
∑

k dk ≤ r3/(32N2) lies in (¬Bot∞)∩Goodcatk. Equa-
tion (28) bounds its probability by 128r/N + r2/N2.

E.6 Choice of parameters

Set r = 2⌈3n/4⌉+4 and suppose n ≥ 64. Then

r

N3/4
= 2⌈3n/4⌉−3n/4+4 ≤ 219/4, 6r < 162N3/4.
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Moreover, for n ≥ 64,

r ≥ 23n/4+4 ≥ 64n,

N

r
= 2⌊n/4⌋−4 ≥ 24n,

N

r
≥ 212,

so both upper bounds on r in (14) hold. Finally,

N3

r4
≤ 2−16, 28672

N3

r4
≤ 7

16
.

Since r/N ≤ 2−12,

28672
N3

r4
+ 129

r

N
<

1

2
.

F Implementing the Gyroscope Simulator

We describe the data structures and exact acceptance sampler for GSim5, then
prove the memory, time, and implementation-error bounds stated in Section 5.2.

The sets Forbj need not be stored explicitly. Index the points of Dom in the
order in which they are added. When the kth point is added with outputs y0, y1,
store

birth0(y0) = k, birth1(y1) = k.

Then membership in Forbj is recovered exactly from entry j of Histτ :

z ∈ Forbj ⇐⇒ birth1−bj (yj ⊕ z) exists and is at most dj .

Exact acceptance sampling. Algorithm 6 implements the exponential Bernoulli
sampler of [4, Algorithm 2] using Histτ . For a candidate with construction value
z, it returns one with probability e−Corrτ (z).

Algorithm 6 Exact acceptance sampling for the Gyroscope simulator.

1: function Accept(z,Histτ )
2: minv ← |Histτ |
3: if minv = 0 then return 1
4: for k = 1, 2, . . . do
5: J ← Unif(Iτ )
6: V ← Unif({1, . . . , kLJ})
7: if z /∈ ForbJ or V > minv then
8: return 1[k is odd]
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For minv > 0, write Corr = Corrτ (z). Since minv ≤ q ≤ N/64 and Lj ≥ N−q,
we have minv ≤ kLj . The probability of continuing at iteration k is therefore

1

minv

∑
j∈Iτ

1[z ∈ Forbj ]
minv

kLj
=

Corr

k
.

The integer draws use unbiased random bits and rejection sampling.
The data structures and sampler give the following implementation guaran-

tee.

Proposition 3 (Efficiency of GSim5). For interactions of at most q ≤ N/64
direct queries in total, including at most qp primitive queries, GSim5 stores O(q)
entries in its permutation tables and Histτ and makes at most 5qp internal Γ -
queries. The implementation with exact sampling procedures has expected total
running time O(q poly(n)).

For every constant A > 0, there is an implementation of GSim5 with total
variation error εimpl ≤ N−A, worst-case running time q polyA(n), and O(qn)
bits of memory.

Proof (Proposition 3). The tables P0,P1, their inverse maps, the dictionaries
recording when outputs were assigned, and Histτ contain O(q) entries. A for-
ward call reads at most one new Γ -entry and a fresh inverse call reads at most
five. Since there are at most qp primitive queries, the total number of internal
construction queries is at most 5qp.

Fix a candidate with construction value z and abbreviate Corr = Corrτ (z) ≤
1/63. The acceptance sampler reaches iteration k with probability Corrk−1/(k−
1)!. It therefore terminates almost surely, and its probability of returning one is

∑
j≥0

(
Corr2j

(2j)!
− Corr2j+1

(2j + 1)!

)
= e−Corr.

It uses eCorr < 2 iterations in expectation. Iteration k requires a constant number
of dictionary operations and draws from sets of size at most kN . Uniform integers
are sampled by rejecting out-of-range bit strings; each attempt uses O(n+log k)
bits and succeeds with probability greater than 1/2. Since the probability of
reaching iteration k decreases exponentially, the acceptance sampler runs in ex-
pected poly(n) time. Dictionary lookups also cost poly(n), proving the expected
running-time bound. These data structures use O(qn) bits, and iteration k uses
O(n+ log k) additional working bits.

For the worst-case implementation, limit every acceptance sampler and every
uniform rejection sampler to R iterations. An acceptance sampler exceeds this
limit with probability

CorrR

R!
≤ 63−R.

There are at most 5q acceptance calls and at most 10qR integer draws within
them. Each integer sampler exceeds its limit with probability at most 2−R. Sam-
pling a new forward primitive output rejects with probability at most 2q/N ≤
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1/32 per trial, and sampling an unused inverse-query input rejects with proba-
bility at most q/N ≤ 1/64. These samplers are called at most q and 5q times,
respectively.

Couple the exact and bounded implementations using the same random bits.
They agree until a sampling limit is reached. On that event the bounded imple-
mentation returns ⊥ on the current and all subsequent primitive queries, while
leaving the construction oracle available. A union bound gives

εimpl ≤ q32−R + 5q64−R + 5q63−R + 10qR2−R.

Taking R = ⌈CAn⌉ for a sufficiently large constant CA makes this at most N−A.
Every integer then has OA(n) bits, and each primitive query requires at most
O(R2) sampling trials and a constant number of updates to the stored data. ⊓⊔

G Proof of Theorem 3

We prove Theorem 3 by comparing Real with HybGSim, and then HybGSim with
IdealGSim. The hybrid is defined in Section 5.4. This appendix combines the
two transcript bounds. Appendices H–K prove the comparison with Real, and
Appendix L proves the comparison with IdealGSim, including simulator failure.
Throughout these comparisons, N = 2n ≥ 220 and q ≤ N/64.

Lemma 24 bounds the divergence from TReal to THybGSim , and Lemma 30
bounds that from THybGSim to TIdealGSim . Their statements and proofs are in Ap-
pendices K.6 and L.4, respectively. These bounds give the security theorem as
follows.

Proof (Theorem 3). Using q/N ≤ 1/64 in Lemma 30 gives

DKL(THybGSim∥TIdealGSim) ≤
28q5

N4
.

Combining this with Lemma 24, Pinsker’s inequality and the triangle inequality
gives, for n ≥ 20,

TV(TReal, TIdealGSim) ≤ 11n3/2
q3/2

N3/2
+ 11
√
n
q5/2

N2
,

where the term
√
q/2N−4 is absorbed into the first term. This bounds the

advantage with exact sampling; Proposition 3 adds at most εimpl when sampling
loops are limited. ⊓⊔

H Bounds on Repeated Values and Pairs with a Given
XOR in Real

Assume N = 2n ≥ 220 and q ≤ N/64, and put

Bocc := 2n, Bxor(s) := 3s2/N + 42n2.
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H.1 The sequence of newly revealed construction values

Run Real with augmented transcripts. List, in chronological order, every con-
struction value when it is first revealed:

Z1, Z2, . . . , Zρ, ρ ≤ q.

The list contains construction values first revealed by construction queries, fresh
forward primitive queries, and fresh inverse primitive queries returning an in-
put whose construction value was unrevealed. Distinct inputs may have equal
construction values. If only ρ construction values are revealed, keep all counts
unchanged for ρ < j ≤ q.

The convention for recording each input once and the definition of a good
prefix are given in Section 6.1.

We first bound the probability of each newly revealed value.

Lemma 12 (Conditional distribution of a revealed construction value).
Suppose q < N/2. Let F rev

j−1 contain all publicly revealed information immediately
before the jth revelation of a previously unrevealed construction value, but no
unused permutation entry. Then

max
z∈G

Pr[Zj = z | F rev
j−1] ≤

1

N − q
<

2

N
. (34)

Proof. Condition on the unexposed permutation outputs at inputs whose con-
struction values have already been revealed. Condition also on the input at which
Zj is revealed and on one of the two permutation outputs there, taking the tar-
get for an inverse query. The other output is uniform on a remaining range of
size at least N − q. Each XOR value determines at most one of these outputs, so
its probability is at most 1/(N − q). Averaging over the additional conditioning
preserves this bound, and 1/(N − q) ≤ 2/N . ⊓⊔

The one-value bound gives simultaneous control of repeated construction
values and pairs with a given XOR. The next lemma proves that the good-prefix
conditions (19) hold throughout the interaction with high probability.

Lemma 13 (Bounds on repeated values and pairs with a given XOR).
Except with probability at most N−8, the first k newly revealed construction
values satisfy, simultaneously for every k ≤ ρ,

max
z
|{i ≤ k : Zi = z}| ≤ 2n,

max
d
|{(i, j) : i ̸= j, i, j ≤ k, Zi ⊕ Zj = d}| ≤ 3k2

N
+ 42n2.

The same bounds hold for any subset of the first k indices, with the original value
of k on the right-hand side.
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Proof. For a fixed value z, let Multk(z) denote the number of its occurrences
among the first min{k, ρ} revealed construction values. By (34), the sum of the
conditional expectations of its increments is at most 2q/N ≤ 1/32. Iterating the
conditional exponential-moment bound for Bernoulli increments gives, for every
θ > 0,

Pr[Multq(z) > B] ≤ exp
(
(eθ − 1)/32− θB

)
.

The counts are nondecreasing, so this also controls every prefix. For B = 2n,
choose θ = 6. Since (e6− 1)/32 < 13 < 12n(1− log 2) for n ≥ 20, a union bound
over z gives failure probability at most N−11.

For a fixed difference d, put Sk =
∑

j≤k Yj , where

Yj = 1[all earlier multiplicities are at most B]
∑
i<j

1[Zi ⊕ Zj = d],

with Yj = 0 for j > ρ. Here Ej−1[·] conditions on F rev
j−1. Then 0 ≤ Yj ≤ B,

including the first revelation that violates the multiplicity bound, and Ej−1[Yj ] ≤
2(j − 1)/N . Convexity on [0, B] yields

Ej−1[e
θYj/B ] ≤ exp

(
(eθ − 1)Ej−1[Yj ]/B

)
.

For each fixed k, iterating this inequality gives

E[eθSk/B ] ≤ exp

(
(eθ − 1)k(k − 1)

BN

)
.

Markov’s inequality therefore gives

Pr

[
Sk >

eθ − 1

θ

k(k − 1)

N
+
B

θ
x

]
≤ e−x.

Choose θ = 3/4 and x = 11 logN . Since 2(e3/4 − 1)/(3/4) < 3, this gives, for
each fixed (d, k), except with probability N−11,

2Sk ≤
3k(k − 1)

N
+ 30B logN ≤ 3k2

N
+ 42n2.

A union bound over all Nq ≤ N2 pairs (d, k) gives failure probability at most
N−9. When no construction value occurs more than B times, the indicator in
Yj is always one, and 2Sk is the number of ordered pairs of distinct indices
whose construction values have XOR d. The total failure probability is at most
N−11 +N−9 ≤ N−8. Deleting indices can only decrease all counts. ⊓⊔

H.2 Matching XOR values and squared sums

For C ⊆ G, write hC := 1C − |C|/N for its centered indicator.
For a set C ⊆ G and construction values (zj)j∈J , allowing repetitions, put

rC(d) = |{(c, c′) ∈ C2 : c⊕ c′ = d}|, rJ(d) = |{(j, k) ∈ J2 : zj ⊕ zk = d}|.
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Writing FC,J(v) =
∑

j∈J hC⊕zj (v), we have

∥FC,J∥22 =
∑
d∈G

rC(d)rJ(d)−
|J |2|C|2

N
. (35)

Indeed, if M(v) =
∑

j∈J 1C⊕zj (v), then
∑

vM(v)2 is the number of tuples
(c, c′, j, k) satisfying c ⊕ c′ = zj ⊕ zk, and hence equals

∑
d rC(d)rJ(d). Cen-

tering M subtracts |J |2|C|2/N from this squared sum.

Corollary 1 (Bound on matching XOR values for a subset of indices).
On the event of Lemma 13, let C ⊆ G have size t ≤ s, and let J contain h ≤ s
indices among the first s newly revealed construction values. Then∑

d∈G

rC(d)rJ(d) ≤ th+Bxor(s)t
2. (36)

Proof. Separate the h diagonal index pairs at difference zero. Every off-diagonal
difference count is at most 3s2/N + 42n2, including at zero. Now use rC(0) = t
and

∑
d rC(d) = t2. ⊓⊔

I Construction Responses in Real

We compare the conditional distribution of a fresh construction response with
νCorrτ in HybGSim.

Let N ≥ 220 and fix a query stage 0 ≤ r ≤ q ≤ N/64 in Real. Let 0 ≤
s ≤ q be a deterministic upper bound on the number Sr of inputs with revealed
construction values, so Sr ≤ s on every path. This count is nondecreasing, so
the same bound holds at every earlier state. We use the norms from Section 2.1.
Put hC = 1C − |C|/N for C ⊆ G, as := s/N3/2, and bs := s2/N2. The empty
case is immediate; below assume s ≥ 1 and put η = s/N .

I.1 Marginal distributions of permutation outputs

We first control the marginal bias of unexposed permutation outputs; this will
bound the drift terms when pairs are revealed.

Lemma 14 (Unexposed permutation outputs). Suppose primitive queries
have fixed t permutation pairs, and h other inputs have revealed construction
values but unexposed permutation outputs, with t + h ≤ s. At a construction-
only input, conditional on the permutation pairs at all other such inputs, either
output is uniform on a legal set of size at least N − 2s. Thus each value has
conditional probability at most (N − 2s)−1, also when only a subset of those
pairs is fixed. The marginal distribution ρ of either permutation output satisfies

∥ρ−Unif(G)∥1 ≤ 4s/N. (37)

For a permutation output at a new input, the bound is 2s/N . For the companion
output of a fresh inverse query, without conditioning on which input it returns,
the bound is 5s/N . These assertions remain valid when further permutation pairs
are exposed and removed from the list of unexposed pairs.
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Proof. At a construction-only input xi, conditional on the permutation pairs at
the other such inputs, Π0(xi) is uniform on its legal set Di, where |Di| ≥ N−2s.
For any nonempty D ⊆ G,

∥Unif(D)−Unif(G)∥1 = 2

(
1− |D|

N

)
.

Applying this identity to Di and then averaging the conditional distributions
proves (37). Translation gives the same bound for the other permutation output.

For an output at a new input, condition on the unexposed permutation out-
puts X at the construction-only inputs. Let Ranb be the exposed range on side
b and X(b) the set of these unexposed outputs on that side. The new output has
distribution

Pr[Y = y | X] =
1[y /∈ Ranb ∪X(b)]

N − t− h
.

The same identity now bounds its distance from uniform by 2(t+h)/N ≤ 2s/N ,
before and after averaging over X. For an inverse query, the target is fixed
by the current prefix. Its probability of matching an unexposed output at a
construction-only input on the queried side is at most h/(N − 2s), by the condi-
tional probability bound. Conditional on avoiding these outputs, every compat-
ible assignment still leaves N − t−h unused outputs on the opposite side, so the
companion output has distance at most 2s/N from uniform. On the remaining
event, use the general bound 2 for the distance between probability distributions.
The unconditional companion distribution therefore satisfies

∥ρ−Unif(G)∥1 ≤
2s

N
+

2h

N − 2s
<

5s

N
.

Exposing further coordinates only fixes more permutation entries; all conditional
support bounds continue to hold with the same upper bound s on the total
number of inputs. ⊓⊔

Let E be the information immediately before a permutation output is ex-
posed, and let Y be an output covered by the lemma. If C is E-measurable,
|C| = v, and V = hC⊕Y , then

E[∥V − E[V | E ]∥22,G | E ] ≤ v, ∥E[V | E ]∥2,G ≤ 5(s/N)
√
v. (38)

Indeed, every translate has squared norm v − v2/N , and its expectation under
uniform Y is zero. For two translates from one permutation pair, ∥v1 + v2∥22 ≤
2∥v1∥22 + 2∥v2∥22.

I.2 Decomposing the overlap of the occupied ranges

Let τ = TrrReal. Conditional on τ , let X be uniform on Comp(Ran0,Ran1,Cons).
Its coordinates are the unexposed Π0-outputs at inputs in dom(Cons). For u ∈
Comp(Ran0,Ran1,Cons), its joint distribution is

Pr[TrrReal = τ, X = u] =
PrReal[Tr

r
Real = τ ]

|Comp(Ran0,Ran1,Cons)|
. (39)
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Let Fk contain the information revealed through step k. The first r steps follow
the distinguisher’s queries. During the next r steps, the remaining permutation
pairs at inputs in dom(Cons) are revealed in construction-query order; unused
steps reveal nothing. Each step uses the conditional distribution given Fk−1.
Let (u1, v1), . . . , (uS , vS), with S = Sr ≤ s, denote the pairs in this order. Put

R̃an0,ℓ = {u1, . . . , uℓ}, R̃an1,ℓ = {v1, . . . , vℓ}, and cℓ(z) = |R̃an0,ℓ ∩ (R̃an1,ℓ ⊕ z)|.
The additional pairs counted by cℓ combine uℓ with each previous right output,
each previous left output with vℓ, and uℓ with vℓ. Each pair contributes at its
XOR value. Subtracting the mean gives

c◦ℓ − c◦ℓ−1 = h
uℓ⊕R̃an1,ℓ−1

+ h
vℓ⊕R̃an0,ℓ−1

+ h{uℓ⊕vℓ}. (40)

Conditional on R̃an0,S , R̃an1,S , the two outputs at a fresh input are independent
and uniform on their respective unused ranges. There are N output pairs with
XOR z. The two occupied ranges each exclude S of them, and cS(z) pairs are
excluded by both ranges. Thus the distribution of the fresh construction value
satisfies

pX(z) =
N − 2S + cS(z)

(N − S)2
,

vX(z) := NpX(z)− 1 = αSc
◦
S(z), αS =

N

(N − S)2
.

(41)

For every fresh inverse call j, let Forbj be its set of forbidden construction
values and Lj = N − |Forbj |. One of the first two terms in (40) is hForbj : it
combines the query’s target with the previous outputs on the other side. The
sum of these terms is ctgtS . The other contributions from the first two terms sum

to cremS , and the terms h{uℓ⊕vℓ} sum to cdiagS . In particular, cremS includes the
contribution from the companion output of every fresh inverse query, regardless
of which input it returns. Using the index set Iτ of the fresh inverse queries in
τ , we have

c◦S = ctgtS + cremS + cdiagS , Corr◦τ =
∑
j∈Iτ

L−1j hForbj .

The coefficient of each hForbj in vX is αS , whereas the correction uses 1/Lj . Both
have leading term 1/N when s/N is small. We bound their difference along with
the contributions of the sampled outputs.

The final number S of inputs with revealed construction values may not be
known when an earlier query is answered. We therefore separate the coefficient
αS into the fixed part 1/N and the remaining part αS − 1/N , which gives

vX − Corr◦τ =
∑
j∈Iτ

(N−1 − L−1j )hForbj +N−1(cremS + cdiagS )

+ (αS −N−1)c◦S . (42)
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I.3 Bounding the centered log-likelihood ratio

We bound the martingale and drift parts of cremS and the other terms in this
decomposition to control the centered log-likelihood ratio.

Lemma 15 (Centered log-likelihood ratio). Given τ , let pRealτ be the re-
sponse distribution for a fresh construction query in Real. Put

ℓresτ := (log(NpRealτ )− Corrτ )
◦, εresτ := ∥ℓresτ ∥2,G/

√
N.

Centering removes the normalization constant, so ℓresτ is also the centered log-
likelihood ratio of pRealτ to νCorrτ . Then√

1

N
E[∥ℓresτ ∥22,G ] ≤ 3as + 2bs. (43)

Proof. Write ∥V ∥2L2
= E[∥V ∥22,G ], where the expectation uses the joint distribu-

tion of the transcript and X in (39), and put ψ = s5/2/N5/2 =
√
η bs. Let Vk be

the sum of the one or two translates contributing to cremS at step k, or zero if no

pair is exposed. In cremS = crem,mg
S + crem,drift

S , the martingale part and drift are

crem,mg
S =

2r∑
k=1

(Vk − E[Vk | Fk−1]), crem,drift
S =

2r∑
k=1

E[Vk | Fk−1].

Since N−1 is deterministic, martingale orthogonality and (38), together with∑s−1
j=0

√
j ≤ (2/3)s3/2, give

1√
N
∥N−1crem,mg

S ∥L2
≤
√
2 as,

1√
N
∥N−1crem,drift

S ∥L2
≤ 7ψ.

The martingale bound sums conditional variances of at most 4j when j pairs
have already been exposed. The drift bound sums at most two conditional means
per pair, each of norm at most 5(s/N)

√
j. For inverse queries, the moments are

taken over the companion-output distribution without conditioning on the in-
verse output. The remaining components satisfy, for every transcript and com-
patible assignment X,

1√
N
∥N−1cdiagS ∥2 ≤ as,

1√
N

∥∥∥∥∥∥
∑
j∈Iτ

(N−1 − L−1j )hForbj

∥∥∥∥∥∥
2

≤ ψ

1− η
,

1√
N
∥(αS −N−1)c◦S∥2 ≤

2− η
(1− η)2

ψ.

For the first, nz is the number of indices ℓ with uℓ ⊕ vℓ = z. Then

∥cdiagS ∥22 ≤
∑
z

n2z ≤ s2.
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For the second, there are at most s calls, Lj ≥ N − s, and ∥hForbj∥2 ≤
√
s. For

the third, use ∥c◦S∥22 ≤ S3 and αS −N−1 ≤ (2− η)s/[N2(1− η)2].
Averaging over X conditional on a fixed prefix gives

pRealτ = E[pX | τ ], vτ = NpRealτ − 1 = E[vX | τ ].

Since Corrτ is determined by τ , Jensen’s inequality gives

∥vτ − Corr◦τ∥22 ≤ E
[
∥vX − Corr◦τ∥22 | τ

]
.

Averaging over transcripts in Real transfers the second-moment bounds for the
terms in (42) to vτ − Corr◦τ . Moreover, (41) gives

∥vτ∥∞ ≤
η

(1− η)2
,

1√
N
∥vτ∥2 ≤

s3/2

N3/2(1− η)2
.

The inequality | log(1+x)−x| ≤ x2/[2(1−|x|)] and the contraction of centering
imply

1√
N
∥(log(1 + vτ )− vτ )◦∥2 ≤

ψ

2[1− η/(1− η)2](1− η)4
.

Combining these bounds, the coefficient of as is at most
√
2 + 1 < 3. The

coefficient of bs is at most

√
η

7 +
1

1− η

+
2− η

(1− η)2
+

1

2[1− η/(1− η)2](1− η)4


∣∣∣∣∣∣∣∣
η=1/64

< 2.

All summands increase with η ∈ [0, 1/64]. ⊓⊔

Reweighting bounds the KL divergence between pRealτ and νCorrτ ; the second-
moment bound then controls its expectation.

Corollary 2 (KL bound for a fresh construction query). For every com-
patible prefix, √

DKL(pRealτ ∥νCorrτ ) ≤
2√
N
∥ℓresτ ∥2,G . (44)

Consequently, averaging over τ = TrrReal,√
E[DKL(pRealτ ∥νCorrτ )] ≤ 2(3as + 2bs).

Proof. By the definition of ℓresτ and normalization,

pRealτ (z) =
νCorrτ (z)e

ℓresτ (z)

EνCorrτ
[eℓ

res
τ ]

.
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Since 0 ≤ cS(z) ≤ S and 0 ≤ Corrτ (z) ≤ s/(N − s),

osc(ℓresτ ) ≤ log
N − s
N − 2s

+
s

N − s
< 0.032,

νCorrτ
Unif(G)

≤ e1/63.

Apply (3) with VarνCorr
(ℓresτ ) ≤ (e1/63/N)∥ℓresτ ∥22,G , then use DKL ≤ χ2. The

resulting multiplier e0.032+1/126 is less than 2. Average over transcripts and apply
Lemma 15. ⊓⊔

J Permutation Outputs in Real

Fix a compatible augmented prefix with state Ran0,Ran1,Cons. Put t := |Ran0| =
|Ran1|, h := |Cons|, and s := t + h. Write the construction-only list as Cons =
((xj , zj))j∈I , where I = {1, . . . , h}. Assume N ≥ 220 and 1 ≤ s ≤ q ≤ N/64. Put
η = s/N , as = s/N3/2, and bs = s2/N2. For C ⊆ G, write hC = 1C − |C|/N .
The identities below hold at every compatible prefix. Bounds on squared sums
additionally assume the event in Lemma 13, with

Bocc = 2n, Bxor(s) = 3s2/N + 42n2.

These bounds remain valid after deleting indices, with Bxor(s) computed using
the original value of s.

J.1 Conditional output distributions

For J ⊆ I put

Ej = G \ (Ran0 ∪ (Ran1 ⊕ zj)), Lj = |Ej | ≥ N − 2t,

and let

CompJ =

u ∈∏
j∈J

Ej :
uj ̸= uk,
uj ⊕ zj ̸= uk ⊕ zk (j ̸= k)

 .

Write µJ = Unif(CompJ), let X = (Xj)j∈J ← µJ , and put L∗(J) = N − 2t −
2(|J | − 1) ≥ N − 2s.

Lemma 16 (Conditional and marginal output distributions). Under
µJ , conditional on all other coordinates, Xj is uniform on

Dj(u−j) = Ej \
⋃
k ̸=j

{uk, uk ⊕ zk ⊕ zj}, |Dj(u−j)| ≥ L∗(J). (45)

After fixing any subset of the other coordinates, each value of Xj therefore has
conditional probability at most L∗(J)

−1. Moreover,∣∣∣∣PrµJ

[Xj = c]− L−1j

∣∣∣∣ ≤ 2(|J | − 1)

L∗(J)Lj
(c ∈ Ej), (46)

Pr
µJ

[Xj = c,Xk = d] ≤ L∗(J)−2 (j ̸= k). (47)
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Proof. Conditional on all other coordinates, every value in (45) determines one
compatible assignment. Averaging gives the conditional probability bound, and
applying it twice gives (47). Put m = |J |−1 and ℓ = L∗(J). For c ∈ Ej , at most
2m collision events can remove c from Dj , each with probability at most 1/ℓ.
Also Lj − 2m ≤ |Dj | ≤ Lj . Hence

1− 2m/ℓ

Lj
≤ Pr[Xj = c] = E

[
1[c ∈ Dj ]

|Dj |

]
≤ 1

Lj − 2m
.

Since Lj − 2m ≥ ℓ, the distance from 1/Lj is at most 2m/(ℓLj). Repeated
construction values can merge collision events and do not increase their number.

⊓⊔

J.2 Forward response at a construction-only input

Fix i ∈ I, let J = I \ {i}, and take a ∈ Ei. Put dij = zi ⊕ zj , Bj(a) = {Xj =
a} ∪ {Xj = a⊕ dij}, and

Wi(a) = Pr
µJ

⋂
j∈J
Bj(a)c

 .
Let Rfwd

i be the conditional distribution of the Π0-output at input xi. Inserting
(a, a⊕ zi) into an assignment in CompJ gives

Rfwd
i (a)

Ui(a)
=

Wi(a)

Eb←Ui [Wi(b)]
, Ui = Unif(Ei). (48)

For Y ← Unif(Ej) define qij(a) = Pr[Y = a or Y = a⊕ dij ].

Lemma 17 (Logarithm of a collision avoidance probability). Uniformly
over legal a, ∣∣∣∣∣∣logWi(a) +

∑
j∈J

qij(a)

∣∣∣∣∣∣ ≤ 10h2

(N − 2s)2
.

If each collision event specifies a single value of Xj, the bound is 4h2/ℓ2, provided
both |Ej | and every full conditional support size |Dj | are at least ℓ ≥ N − 2s.

Proof. Let βj = PrµJ
[Bj(a)] and p = PrµJ

[∪jBj(a)]. Equation (46) gives total
marginal error

∑
j |βj−qij | ≤ 4h2/(N−2s)2. For j ̸= k, the intersection of Bj(a)

and Bk(a) specifies at most four possible pairs (Xj , Xk), so 0 ≤
∑

j βj − p ≤
2h2/(N − 2s)2. Finally p ≤ 2h/(N − 2s) < 1/16 and | log(1 − p) + p| ≤ p2 ≤
4h2/(N − 2s)2. The three coefficients sum to 10. With one possible value per
event they become 2, 1/2, and 1, whose sum is less than 4. ⊓⊔
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Membership in Ej gives, when dij ̸= 0,

qij(a) =
2− 1Ran1⊕zj (a)− 1Ran0⊕zi⊕zj (a)

Lj
.

When the construction values repeat, the two specified values coincide:

dij = 0 =⇒ qij(a) = L−1i .

Define

Ti(a) =
1

N

∑
j∈J

(
hRan1⊕zj (a) + hRan0⊕zi⊕zj (a)

)
, Ctrif = f − EUi

[f ].

A summand for repeated construction values is constant on Ei and vanishes after
Ctri. Since |L−1j −N−1| ≤ 2t/[N(N − 2t)],

Ctri logWi = CtriTi +Ri, ∥Ri∥∞ ≤ 26bs.

Centering bounds the supremum norm of the logarithmic remainder by 20bs/(1−
2η)2. The nonconstant error from replacing L−1j by N−1 is a sum of at most
two indicators per index, with nonnegative weights. Using maxa∈Ei |Ctrif(a)| ≤
oscEi(f), its centered supremum is at most 4bs/(1 − 2η). The two coefficients
sum to less than 26 for η ≤ 1/64.

In the notation of (35), Ti = (FRan1,J + FRan0,J(· ⊕ zi))/N . Translation pre-
serves the ℓ2 norm. Thus (35) and (36) give

1√
N
∥Ti∥2,G ≤ 2

√
1 + 42n2 as + 2

√
3 bs.

Since N/|Ei| ≤ 32/31, VarUi(Ti) ≤ 32
31N ∥Ti∥

2
2,G . The union bound gives Wi ≥

1 − 2h/(N − 2s) ≥ 30/31. Since Wi ≤ 1, we have oscEi
(logWi) ≤ log(31/30).

Applying (3) with ∥Ri∥∞ ≤ 26bs and substituting the preceding bounds yields√
χ2(Rfwd

i ∥Ui) ≤
31

30

√
32

31
2
√

1 + 42n2 as

+
31

30

(
2

√
96

31
+ 26

)
bs

≤ 4n3/2as + 7
√
n bs.

(49)

J.3 Companion output at a new input

Fix an inverse query Inv0(y) with y /∈ Ran0, and let X ← µI . Conditional
on y avoiding the unexposed Π0-outputs, X is uniform over the compatible
assignments with supports

E′j = G \ (Ran0 ∪ {y} ∪ (Ran1 ⊕ zj)).
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Their full conditional supports have size at least N−2s+1. Conditioning further
on a particular inverse output with unrevealed construction value leaves this
distribution unchanged: each compatible assignment assigns probability 1/(N −
s) to that return. For v /∈ Ran1 define the events Boppj (v) = {Xj⊕zj = v}, and let
W opp(v) be the probability that none occurs. Let Ropp be the companion-output
distribution under this conditioning. Counting the compatible assignments gives

Ropp(v)

URan1(v)
=

W opp(v)

Ew←URan1
[W opp(w)]

, URan1 = Unif(G \ Ran1). (50)

The corresponding collision probability under Unif(E′j) is

qoppj (v) =
1− 1Ran0⊕zj (v)− 1{y⊕zj}(v)

|E′j |
.

Define the centered sum

T opp(v) =
1

M

∑
j∈I

(hRan0⊕zj (v) + h{y⊕zj}(v)),

M = N − t, CtrRan1f = f − EURan1
[f ].

The two indicator sets are disjoint because y /∈ Ran0. The single-value collision
bound in Lemma 17 gives∣∣∣∣∣∣logW opp(v) +

∑
j

qoppj (v)

∣∣∣∣∣∣ ≤ 4h2

(N − 2s+ 1)2
.

Moreover ∣∣|E′j |−1 −M−1∣∣ ≤ t+ 1

(N − 2t− 1)(N − t)
.

When h ≥ 1, h(t + 1) ≤ s2. Centering increases the supremum bound on the
logarithmic remainder by at most a factor of two. For the weighted indicator
sum, use maxv/∈Ran1 |CtrRan1f(v)| ≤ oscG\Ran1(f). Consequently

CtrRan1 logW
opp = CtrRan1T

opp +Ropp, ∥Ropp∥∞ ≤ 10bs,

because 8/(1− 2η)2 + [(1− 2η − 1/N)(1− η)]−1 < 10.
Here T opp = FRan0∪{y},I/M . Since t + 1 ≤ s when h ≥ 1, applying (35)

and (36) with C = Ran0 ∪ {y} yields

1√
N
∥T opp∥2,G ≤

64

63

(√
1 + 42n2 as +

√
3 bs
)
.

Since N/M ≤ 64/63, VarURan1
(T opp) ≤ 64

63N ∥T
opp∥22,G . The union bounds give,

without multiplicity or collision assumptions,

30/31 ≤Wi ≤ 1, 61/62 ≤W opp ≤ 1, (51)
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so oscG\Ran1(logW
opp) ≤ log(62/61). Applying (3) with ∥Ropp∥∞ ≤ 10bs gives

√
χ2(Ropp∥URan1) ≤

62

61

(√
64

63N
∥T opp∥2,G + 10bs

)

≤ 62

61

(
64

63

)3/2√
1 + 42n2 as

+
62

61

(
√
3

(
64

63

)3/2

+ 10

)
bs

≤ 2n3/2as + 3
√
n bs.

(52)

If h = 0, the sum, remainder and divergence all vanish.

J.4 Collision avoidance for an inverse query

Fix y /∈ Ran0. A construction-only input xi is legal when ιi = 1[y⊕ zi /∈ Ran1] =
1. Returning xi requires the pair (y, y ⊕ zi) to be compatible with the other
unexposed pairs, whereas returning an input with an unrevealed construction
value requires y to avoid the unexposed Π0-outputs. We compare these two
probabilities; Appendix K uses their ratio to compare the distributions of the
inverse output. Define

πi(y) = Pr
µI\{i}

[Xj ̸= y, Xj ⊕ zj ̸= y ⊕ zi for all j ̸= i], (53)

π0(y) = Pr
µI

[Xj ̸= y for all j]. (54)

Put v = N − s, M = N − t, d = v + 1, and, for legal i,

Ai(y) = log πi(y)− log π0(y) + log
vM

d2
. (55)

Let J ̸=i = {j ̸= i : zj ̸= zi}, mi = |{j ̸= i : zj = zi}|, and

Fi(y) =
1

N

∑
j∈J ̸=

i

hRan0⊕zi⊕zj (y).

Lemma 18 (Comparison of collision avoidance probabilities). For every
legal i,

Ai(y) = Fi(y) +mi/N + ϵi(y), |ϵi(y)| ≤ 23bs. (56)

Proof. Apply the two bounds of Lemma 17 to πi and π0, respectively, and sub-
tract. Their total error is at most 14h2/(N−2s)2. For j ∈ J ̸=i , the terms involving
Ran1 cancel:

−qij(y) + q0j(y) = [−1 + 1Ran0⊕zi⊕zj (y)]/Lj , q0j(y) = 1[y ∈ Ej ]/Lj .
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For repeated construction values, qij(y) = q0j(y) = 1/Li, and the omitted index
contributes q0i(y) = 1/Li. Therefore

Ai(y) = log
vM

d2
+

1

Li
−
∑
j∈J ̸=

i

1

Lj
+
∑
j∈J ̸=

i

1Ran0⊕zi⊕zj (y)

Lj
+ ei,

|ei| ≤
14bs

(1− 2η)2
.

The power series for the three logarithms in log(vM/d2) gives∣∣∣∣log vMd2 − h− 2

N

∣∣∣∣ ≤ 2bs
1− η

.

Replacing each remaining reciprocal by 1/N changes the expression by at most
4bs/(1 − 2η). Its constant part is (2 − h + mi)/N , so the leading constants
cancel and leave mi/N . Finally, changing the indicator sum into Fi changes it

by |J ̸=i |t/N2 ≤ bs. The sum of the four error coefficients is

14

(1− 2η)2
+

2

1− η
+

4

1− 2η
+ 1 < 23.

The term mi/N accounts for repeated construction values, for which the two
collision events coincide. ⊓⊔

We next bound the sum of Ai(y)
2 over legal construction-only inputs.

Lemma 19 (Bound on the sum of Ai(y)
2). On the event of Lemma 13, the

following bound holds simultaneously for every y /∈ Ran0:(
1

N

∑
i:ιi=1

Ai(y)
2

)1/2

≤ 10n3/2as + 4
√
n bs. (57)

Proof. Let Iy = {i ∈ I : y⊕zi /∈ Ran1}. We bound the sum over Iy using sums of

F 2
i and m2

i over all of I. Put Cy = y⊕Ran0 and degi = |{j ∈ J
̸=
i : zi⊕zj ∈ Cy}|.

Then Fi = (degi−|J
̸=
i |t/N)/N . The multiplicity and collision bounds give

max
i

degi ≤ tBocc,
∑
i

degi ≤ tBxor(s),
∑
i

deg2i ≤ BoccBxor(s)t
2.

Thus

∥F∥2,I ≤
√
BoccBxor(s) t

N
+
h3/2t

N2
, ∥(mi/N)i∥2,I ≤

√
BoccBxor(s)

N
.

For the second inequality, use maximi ≤ Bocc and
∑

imi ≤ Bxor(s), with the
diagonal h removed from the zero-difference count. Since t+ 1 ≤ s when h ≥ 1,
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(56) gives  1

N

∑
i∈Iy

Ai(y)
2

1/2

≤ 10n3/2as +
(
3
√
n+ 3

)
bs

≤ 10n3/2as + 4
√
n bs.

Here h3/2t/N5/2 ≤ bs/8 and 23
√
h/N bs ≤ 23bs/8, since

√
s/N ≤ 1/8. The final

rounding uses n ≥ 20. For h = 0 the sum is empty. ⊓⊔

K Real to HybGSim

This appendix proves the transcript comparison in Lemma 24. We combine the
construction-response bounds in Appendix I with the bounds on permutation
outputs in Appendix J to bound the divergence between the distributions of the
next response. We first work at good prefixes and then include the contribution
of bad cases.

Suppose N ≥ 220 and q ≤ N/64. Fix r ∈ {0, . . . , q− 1}, and let τ = TrrReal be
the transcript after r queries. Let Rτ and KGSim

τ be the conditional distributions
of the response to query r+1 in Real and HybGSim, respectively, and put dr(τ) =
DKL(Rτ∥KGSim

τ ).
We use the notation of Section 3.2, with

|Ran0| = |Ran1| = t, Cons = ((xi, zi))
h
i=1, s = t+ h, η = s/N ≤ 1/64.

Put as = s/N3/2 and bs = s2/N2. Use the good prefixes defined in (19): among
the first k newly revealed construction values, each value occurs at most 2n times
and each XOR value occurs for at most 3k2/N + 42n2 ordered pairs of distinct
indices, for every k ≤ s. We use Bocc = 2n. At bad prefixes, dgoodr = 0. At a
good prefix, dgoodr = dr except for forward queries at x ∈ Enew. In that case,
we retain the full KL term for the construction value. The conditional KL term
for the permutation outputs includes only values that preserve the good-prefix
conditions. Their probability weights are unchanged. The omitted contribution
is dbadr = dr − dgoodr . We first bound dgoodr (τ) at each prefix, then average over
transcripts in Real.

At a good prefix, each construction value appears at most 2n times in Cons,
so

1

N

∑
(x,z)∈Cons

ℓresτ (z)2 ≤ 2n

N

∑
z∈G

ℓresτ (z)2 = 2n(εresτ )2.

We use the bounds in Appendix J on the probabilities that the required per-
mutation outputs remain unused. Lemma 13 shows that all prefixes in Real are
good with probability at least 1−N−8.

The current state has size at most r. A forward query may reveal one addi-
tional construction value, so every state used below has size at most r + 1 ≤ q.
Empty states are handled directly.
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K.1 Removing one construction constraint

For a primitive query at an input with a revealed construction value, the re-
sponse must satisfy that value as well as the permutation constraints. For an
inverse query, the inverse output must also be chosen. The comparison therefore
uses both the construction-response distribution and the probabilities that the
required outputs are still available.

Write µCons = Unif(Comp(Ran0,Ran1,Cons)) for the distribution of compati-
ble assignments, and let Cons−i be the list Cons with its ith constraint removed.
For X = (X1, . . . , Xh)← µCons, overlap counting gives

dX(z) = N − 2s+ cX(z),

cX(z) = |(Ran0 ∪ {Xi : 1 ≤ i ≤ h})
∩
(
(Ran1 ∪ {Xi ⊕ zi : 1 ≤ i ≤ h})⊕ z

)∣∣ .
There are (N − s)2 ordered pairs of unused permutation outputs, so

pX(z) =
dX(z)

(N − s)2
, pRealCons(z) = EX←µCons

[pX(z)].

For the current list, pRealCons = pRealτ . Since 0 ≤ cX(z) ≤ s,

N − 2s

(N − s)2
≤ pRealCons(z) ≤

1

N − s
. (58)

Define the log-likelihood ratios

ℓCons = log(pRealCons/νCorr), ℓ−i = log(pRealCons−i/νCorr),

ℓresCons = ℓresτ = ℓ◦Cons = (log(NpRealCons)− Corr)◦.

The function Corr and the distribution νCorr = eCorr/ZCorr remain fixed when the
constraint is removed.

Fix a fresh inverse query Inv0(y) with y /∈ Ran0; the other side is symmetric.
For a construction-only input xi with y ⊕ zi /∈ Ran1, let ri be the probability
of returning xi in Real, and set d = N − s + 1. Under µCons−i, let πi(y) be the
probability that no remaining pair uses left output y or right output y⊕zi. Then

ri =
πi(y)

d2pRealCons−i(zi)
.

The denominator is the expected number of legal pairs with XOR zi under
µCons−i; the numerator is the probability that the particular pair (y, y ⊕ zi) is
legal. Indeed, let C−i denote the number of compatible assignments for Cons−
i. The count with left output y is C−iπi(y), while the number of compatible
assignments for Cons is

C−id
2pRealCons−i(zi).
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A forward query toΠ0 at xi returns y exactly when the assigned pair is (y, y⊕zi).
Counting the compatible assignments containing this pair gives the response
distribution in (48).

The following lemma bounds the change in the distribution of a fresh con-
struction response when one constraint is removed. Together with the availability
bounds in Appendix J, it connects the distribution of the inverse output to εresτ .

Lemma 20 (Removing one construction constraint). For every compati-
ble Cons and 1 ≤ i ≤ h,

∥pRealCons − pRealCons−i∥∞ ≤
2

(N − s)2
+

s2

4(N − s)2(N − 2s)
, (59)

∥ℓ−i − ℓCons∥∞ ≤
3

N
+

s2

N2
.

Proof. Writem = s−1 and d = N−m, and sampleX ← µCons−i. Let p
(m)
X be the

response distribution for a fresh construction query, given X and before inserting
the removed pair. Let Li(X) be the set of first outputs b for which (b, b ⊕ zi)
is a legal insertion. Then N − 2m ≤ |Li(X)| ≤ N −m and oscX |Li(X)| ≤ m.

For b ∈ Li(X), let p
(m+1)
X,b be the corresponding response distribution after fixing

(b, b⊕ zi). Since µCons is uniform on Comp(Ran0,Ran1,Cons), we obtain

pRealCons(w) =
EX [|Li(X)|p̄X,i(w)]

EX [|Li(X)|]
, p̄X,i(w) =

1

|Li(X)|
∑

b∈Li(X)

p
(m+1)
X,b (w).

(60)
Fixing the additional pair removes at most two legal output pairs with XOR w.
If their original number is c ≤ d, the change in the probability of w is bounded
by ∣∣∣∣ c− δ

(d− 1)2
− c

d2

∣∣∣∣ = |(2d− 1)c/d2 − δ|
(d− 1)2

≤ 2

(N − s)2
, 0 ≤ δ ≤ 2.

Also oscX p
(m)
X (w) ≤ m/d2. Decomposing (60) into the change caused by fix-

ing the pair and the covariance of |Li(X)| with p(m)
X , and using |Cov(U, V )| ≤

osc(U) osc(V )/4, proves (59). Both distributions assign probability at least (N−
2s)/(N − s)2 to every value. The common factor νCorr cancels in the log-ratio
difference. The inequality | log a− log b| ≤ |a− b|/min{a, b} for a, b > 0 gives

∥ℓ−i − ℓCons∥∞ ≤
2

N − 2s
+

s2

4(N − 2s)2
≤ 3

N
+

s2

N2
.

The last rounding uses η ≤ 1/64. ⊓⊔

K.2 Log-likelihood ratios at revealed construction values

Normalization gives pRealCons = νCorre
ℓresCons/Z and ℓCons = ℓresCons − logZ, where Z =∑

z νCorr(z)e
ℓresCons(z). Jensen’s inequality, applied to eℓ

res
Cons under νCorr and to e−ℓ

res
Cons

under pRealCons, gives
EνCorr

[ℓresCons] ≤ logZ ≤ EpReal
Cons

[ℓresCons].
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Both densities relative to Unif(G) are less than 1.1: NνCorr(z) ≤ e1/63 < 1.1 and
NpRealCons(z) ≤ 64/63 < 1.1. Thus Cauchy–Schwarz gives

| logZ| ≤ 1.1EUnif(G)[|ℓresCons|] ≤ 1.1εresτ .

Since EUnif(G)[ℓ
res
Cons] = 0, it follows that

1

N
∥ℓCons∥22,G = (εresτ )2 + (logZ)2 ≤ (1 + 1.12)(εresτ )2 ≤ 1.52(εresτ )2.

Let Iy = {i ∈ {1, . . . , h} : y ⊕ zi /∈ Ran1}. At a good prefix, the multiplicity
bound gives

1

N

h∑
i=1

ℓCons(zi)
2 ≤ Bocc

N
∥ℓCons∥22,G .

The stability lemma,
√
h ≤ s, and

√
h/N ≤ 1/8 imply

1√
N
∥(ℓ−i(zi))i∥2,Iy ≤ 1.5

√
2n εresτ + 3as + bs. (61)

K.3 Distribution of the inverse output

Put ιi = 1[y ⊕ zi /∈ Ran1], M = N − t, and u = N − s. The probabilities of the
inverse output in HybGSim are given by

ZCorr =
∑
z

eCorr(z), αCorr =M/ZCorr,

Zret =
∑
i

ιie
−Corr(zi) + uαCorr, ki =

ιie
−Corr(zi)

Zret
, u0 =

αCorr

Zret
.

Here ki is the mass of input xi, whose construction value is revealed, and u0 is
the mass of each input with an unrevealed construction value. Let π0(y) be the
probability under µCons that no unexposed left output equals y. By exchange-
ability, the probability that a fixed input with an unrevealed construction value
is the inverse output in Real is

r0 = π0(y)/u.

Indeed, conditional on y avoiding the unexposed Π0-outputs, the inverse output
is uniform among the u inputs with unrevealed construction values. Set kf = uu0
and rf = u r0. For i ∈ Iy, define

bi = log
ri/rf
ki/kf

.

Substituting the identity for ri and the weights in HybGSim gives

bi = Ai − ℓ−i(zi), Ai = log πi − log π0 + log
uM

(u+ 1)2
, (62)

64



Here ebi = riαCorr/(r0e
−Corr(zi)) and αCorr = M/ZCorr; the normalizing factor

ZCorr is included in ℓ−i.
The following bounds also hold at bad prefixes. Pair availability, the identity

for ri, and the conditional probability bound in Lemma 16 imply

30

31N
≤ ri ≤

32

31N
,

1− s/(N − 2s)

N − s
≤ r0 ≤

1

N − s
. (63)

Writing β = 1/63, one has αCorr ≥ (1− η)e−β and Zret ≤ N . In particular

ki ≤
eβ

N(1− η)2
<

1.1

N
, |bi| < 0.1.

For the second assertion, multiply ri/r0 by αCorre
Corr(zi). This factor lies between

(1−η)e−β and eβ . The resulting lower and upper bounds on ebi are respectively

30

31
(1− η)2e−β > e−0.1,

32

31

1− η
1− η/(1− 2η)

eβ < e0.1.

Lemma 21 (KL divergence between distributions of the inverse out-
put). Combine all inputs with unrevealed construction values into one outcome
f. Let Q assign masses ki, kf to the legal indices i ∈ Iy and f, and set bf = 0. Mul-
tiplying these masses by ebi and normalizing gives the corresponding distribution
in Real:

P (i) =
kie

bi

D
, P (f) =

kf
D
, D = kf +

∑
i

kie
bi . (64)

Moreover, √
DKL(P∥Q) ≤

√
1.1e0.2

2N
∥(bi)i∥2,Iy ≤

1√
N
∥(bi)i∥2,Iy . (65)

Proof. The definition of bi and normalization give (64). Apply (4) with osc b ≤
0.2 and VarQ(b) ≤

∑
i kib

2
i ≤ (1.1/N)

∑
i b

2
i . ⊓⊔

K.4 The augmented inverse response

Let RReal
inv denote the augmented inverse-response distribution in Real, and use

RHybGSim

inv from Section 5.4 for the hybrid. Conditional on f, the inverse output is
uniform over the u inputs with unrevealed construction values in both worlds,
so revealing it adds zero KL divergence. Conditional on any fixed inverse output
with an unrevealed construction value, the companion-output distribution is
Ropp from (50); when the inverse output has a revealed construction value, the
companion output is deterministic in both worlds. The KL chain rule therefore
gives exactly

DKL(R
Real
inv ∥R

HybGSim

inv ) = DKL(P∥Q) + rfDKL(R
opp∥Unif(G \ Ran1)).

Use rf ≤ 1, the companion-output bound (52), the bound on
∑

i:ιi=1Ai(y)
2 in

(57), and (62). Together with (61) and (65), they give at a good prefix√
DKL(RReal

inv ∥R
HybGSim

inv ) ≤ 1.5
√
2n εresτ + 13n3/2as + 8

√
n bs.
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K.5 Combining response bounds and handling bad prefixes

For a forward query at a construction-only input, the divergence between the
response distributions satisfies (49). For a forward query at an input whose
construction value is still unrevealed, we first compare the distributions of that
value: pRealCons in Real and νCorr in HybGSim. Conditional on the construction value,
the pair has the forward-response distribution for the enlarged list. Write Rz,pair

and Kz,pair for the joint distributions of the construction value and the two

permutation outputs in Real and HybGSim, respectively. Let Rpair|z and Upair|z
be the corresponding distributions of the two outputs given z. The KL chain
rule gives

DKL(Rz,pair∥Kz,pair) = DKL(p
Real
Cons∥νCorr) + Ez←pReal

Cons
[DKL(Rpair|z∥Upair|z)]. (66)

The reweighting bound (44) gives
√
DKL(pRealCons∥νCorr) ≤ 2εresτ . In the second

term, conditioning on the newly revealed construction value gives an enlarged
state of size at most r+1. The bound for the forward response applies whenever
adding z preserves the good-prefix conditions.

In dgoodr , the second term retains only values z that preserve the good-prefix
conditions, with unchanged probability weights. The bound for a forward query
is no larger than the inverse-response bound above, and 2 ≤ 1.5

√
2n. Thus every

fixed prefix satisfies√
dgoodr (τ) ≤ 1.5

√
2nεresτ + 13n3/2ar+1 + 8

√
n br+1.

Averaging over τ ← TrrReal gives√
Eτ [d

good
r (τ)] ≤ 1.5

√
2n
√

Eτ [(εresτ )2] + 13n3/2ar+1 + 8
√
n br+1.

Using (43) with size bound r + 1 gives coefficients

13 +
4.5
√
2

n
< 14, 8 + 3

√
2 < 13. (67)

To include the omitted bad cases, we need a divergence bound that holds
also at bad prefixes. The following bound on likelihood ratios provides it.

Lemma 22 (Bounded response likelihood ratios). At every compatible
prefix of size at most N/64, the likelihood ratios of the conditional distributions
in Real relative to those in HybGSim are less than 2 on their common legal support.
Thus every conditional KL is less than log 2 < 1.

Proof. For a fresh construction query, (58) and 0 ≤ Corr ≤ 1/63 bound the
response likelihood ratio by e1/63/(1 − η) < 1.1. Given the construction value,
the likelihood ratio for the permutation pair is at most 31/30 by (51). For a legal
return at a construction-only input xi, ki ≥ e−1/63/N , so (63) gives ri/ki <
1.1. For an inverse output with an unrevealed construction value, u0 ≥ (1 −
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η)e−1/63/N gives r0/u0 < 1.1. Finally, the probability of avoiding all collision
events satisfies 61/62 ≤ W opp ≤ 1, so (50) bounds the likelihood ratio of the
companion output by 62/61. The entire forward and inverse response ratios
are thus bounded by 1.1(31/30) and 1.1(62/61), respectively, both less than 2.
Availability lower bounds ensure common legal support. ⊓⊔

We now average over prefixes in Real and include the bad cases.

Lemma 23 (Conditional divergence from Real to HybGSim). Suppose N ≥
220 and q ≤ N/64. Fix r ∈ {0, . . . , q−1}, and let τ = TrrReal be the transcript after
r queries. Let Rτ and KGSim

τ be the conditional distributions of the response to
query r+1 in Real and HybGSim, respectively, and put dr(τ) = DKL(Rτ∥KGSim

τ ).
Averaging over τ , we have√

Eτ←TrrReal
[dr(τ)] ≤ 14n3/2

r + 1

N3/2
+ 13
√
n
(r + 1)2

N2
+N−4.

Proof (Lemma 23). Lemma 13 bounds multiplicities and collisions simultane-
ously at every prefix. The omitted contribution is dr(τ) at a bad prefix. When
a forward query makes a good prefix bad, only the KL divergence between the
distributions of the two permutation outputs, conditional on the newly revealed
construction value, is omitted. These cases are disjoint and their total probabil-
ity is at most N−8. Lemma 22 therefore gives Eτ [d

bad
r (τ)] ≤ N−8. Combining

this with (67) and substituting the definitions of ar+1 and br+1 yields

√
Eτ [dr(τ)] ≤

√
Eτ [d

good
r (τ)] +N−4

≤ 14n3/2
r + 1

N3/2
+ 13
√
n
(r + 1)2

N2
+N−4.

For the empty state, the distributions of fresh construction, forward, and
inverse responses coincide in Real and HybGSim. ⊓⊔

K.6 From response distributions to transcript distributions

The conditional divergence bound now gives the following transcript bound.

Lemma 24 (KL divergence between transcript distributions). For N ≥
220 and q ≤ N/64,

√
DKL(TReal∥THybGSim) ≤ 14n3/2 q

3/2

N3/2
+ 13
√
n
q5/2

N2
+
√
q N−4. (68)

Proof (Lemma 24). For r = 0, . . . , q − 1, Lemma 23 gives√
Eτ←TrrReal

[dr(τ)] ≤ 14n3/2
r + 1

N3/2
+ 13
√
n
(r + 1)2

N2
+N−4.
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By the KL chain rule,

DKL(TReal∥THybGSim) =
q−1∑
r=0

Eτ←TrrReal
[dr(τ)].

Therefore,

√
DKL(TReal∥THybGSim) ≤

14n3/2

N3/2

(
q−1∑
r=0

(r + 1)2

)1/2

+
13
√
n

N2

(
q−1∑
r=0

(r + 1)4

)1/2

+
√
q N−4

≤ 14n3/2
q3/2

N3/2
+ 13
√
n
q5/2

N2
+
√
q N−4,

where
∑

r<q(r + 1)2 ≤ q3 and
∑

r<q(r + 1)4 ≤ q5. ⊓⊔

L HybGSim to IdealGSim

This appendix proves the transcript comparison in Lemma 30. We first derive the
conditional response distributions, then bound their divergence and the failure
probability. Throughout, let N = 2n ≥ 220 and q ≤ N/64, and put

β :=
q

N − q
≤ 1

63
, c∗ :=

32

31
.

L.1 Conditional distribution of the construction oracle

We use the exact inverse-response distribution from Lemma 4 and the notation
of Section 5.3.

For GSim5, we reuse the notation Wτ , πτ from Lemma 2. Fix an attainable
augmented transcript prefix τ in IdealGSim containing no failure response, imme-
diately before the next query. Let Dompub

τ = Domprim
τ ∪dom(Cons) be the inputs

with revealed construction values, so |Dompub
τ | ≤ q. As in Section 3.4, Φτ : G → G

agrees with these values. Under µτ , they are fixed and the remaining values are
independent and uniform on G.

For each past fresh successful inverse call j, fix its available set Uj , size Lj ,
set of forbidden construction values Forbj , and correction term Corrj . Define

qj(z) = 1− 1[z /∈ Forbj ]e
−Corrj(z), prej,j(Φτ ) =

1

Lj

∑
x∈Uj

qj(Φτ (x)).

Use index 0 for the analogous quantities in a current inverse call. Write H5(v) =
1 + v + v2 + v3 + v4 and f(v) = logH5(v). The factors H5(prej,j) account for
the rejected candidates preceding each observed inverse response. The following
lemma gives their effect on the conditional distribution of the table of Γ .
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Lemma 25 (Conditional distribution of the table of Γ ). In IdealGSim, the
table of Γ conditioned on a prefix τ containing no failure response has distribu-
tion πτ given by

Wτ (Φτ ) :=
∏
j

H5(prej,j(Φτ )), πτ (Φτ ) :=
Wτ (Φτ )

Eµτ
[Wτ ]

µτ (Φτ ).

Proof. By Lemma 4, conditional on Γ , an observed successful response at
xj has likelihood pacc,j(xj)H5(prej,j)/Lj . The augmented response determines
pacc,j(xj)/Lj , so only H5(prej,j) depends on the remaining values. The rejected
candidate inputs, their construction values, and the random coins used in those
trials have been summed out. Construction and forward responses fix revealed
coordinates. Conditional on the recorded construction values, the probabilities
of the observed forward responses do not depend on the remaining values. Query
choices are determined by the fixed visible prefix and add no factor depending
on the remaining construction oracle values. ⊓⊔

For u, v ≥ 0 with u+ v ≤ 1, the function f = logH5 satisfies

v ≤ f(u+ v)− f(u) ≤ min{2v, v + 2uv + v2}. (69)

Indeed, direct differentiation gives

1 ≤ f ′(t) = 1 + 2t+ 3t2 + 4t3

H5(t)
≤ min{2, 1 + 2t} (0 ≤ t ≤ 1).

Integrate over [u, u+ v].
The increment bound controls how Wτ changes when one unrevealed con-

struction value changes. Normalization then gives the following conditional prob-
ability bounds.

Lemma 26 (Conditional distribution of an unrevealed construction
value). For each input x with an unrevealed construction value, write Γ−x for
the other unrevealed construction values. For every setting of Γ−x,

1

c∗N
≤ πτ [Γ (x) = z | Γ−x] ≤

c∗
N
.

The same bounds hold after fixing any subset of coordinates other than x, and
after multiplying πτ by H5(prej,0) and normalizing.

Proof. Changing one construction value changes prej,j by at most 1/Lj . Thus,
with the other coordinates fixed,

oscz(log πτ [Γ (x) = z | Γ−x]) ≤ 2
∑
j

L−1j ≤ 2β.

Since e2β < c∗, normalization relative to the uniform distribution gives the
claimed bounds.

Averaging over unfixed coordinates preserves the resulting bounds. Including
the current call, there are at most q factors, so the same bound holds after
including H5(prej,0). ⊓⊔
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L.2 Comparing construction responses

We compare νCorr with the distribution of a fresh construction response in
IdealGSim given τ . We first bound the second moments of the rejection proba-
bilities that determine the conditional distribution of the table of Γ .

Lemma 27 (Second moment of the rejection probability). For the rejec-
tion probabilities in earlier calls and the current probability prej,0,

Eπτ
[p2rej,j ] ≤ 11β2.

The same bound holds for prej,j,−x, obtained by omitting one coordinate while
retaining Lj, and after reweighting by H5(prej,0).

Proof. Let Bj denote the number of inputs in Uj with an unrevealed construction
value in Forbj . For their indicators Iy, Lemma 26 gives E[Iy] ≤ c∗|Forbj |/N and,
by conditioning on all coordinates except y, E[IyIv] ≤ (c∗|Forbj |/N)2 for y ̸= v.
Consequently

E[Bj ] ≤ c∗q, E[B2
j ] ≤ c∗q + c2∗q

2.

There are at most q revealed coordinates, and qj(z) ≤ 1[z ∈ Forbj ] +Corrj(z) ≤
1[z ∈ Forbj ] + β. Hence prej,j ≤ (2q +Bj)/(N − q) and

E[p2rej,j ] ≤ (4 + 5c∗ + c2∗)β
2 ≤ 11β2.

Omitting a nonnegative summand decreases the average. The same conditional
probability bound holds after reweighting by H5(prej,0), so the calculation also
applies under that distribution. ⊓⊔

We reuse the likelihood calculation of Section 5.1, now with five trials and the
additional acceptance probability e−Corrj(z). For an input x with an unrevealed
construction value, fixing w = Γ−x gives the exact increments

∆j,x(z) = f

(
prej,j,−x +

qj(z)

Lj

)
− f(prej,j,−x).

For z ∈ Forbj , the contribution of x to the rejection probability is 1/Lj . Outside
this set it is (1− e−Corrj(z))/Lj , arising from the additional acceptance test. The
leading term is still L−1j 1[z ∈ Forbj ]; the earlier correction and prej,j,−x determine
the error. Every input whose construction value is currently unrevealed belonged
to the available set of every earlier inverse call. Define

rx(z) =
∑
j

∆j,x(z)− Corrτ (z), Corrτ (z) =
∑
j

L−1j 1[z ∈ Forbj ].

Applying (69) gives

0 ≤ ∆j,x(z)−
1[z ∈ Forbj ]

Lj
≤ 2prej,j,−x

Lj
+

β

Lj
+

1

L2
j

. (70)

Indeed, take u = prej,j,−x, v = qj(z)/Lj in that inequality and use 0 ≤ qj(z) −
1[z ∈ Forbj ] ≤ β and 0 ≤ qj(z) ≤ 1. The lower bound follows from v ≥ L−1j 1[z ∈
Forbj ].
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Lemma 28 (Oscillation of the log-likelihood remainder). With oscilla-
tion over z at fixed w,

osc(rx) ≤ 2β,
(
Eπτ

[osc(rx)
2]
)1/2 ≤ 9q2/N2.

The same bounds hold after reweighting by H5(prej,0).

Proof. Every summand of rx is nonnegative by (70), and rx ≤
∑

j ∆j,x ≤ 2β.
Thus its oscillation is bounded by the sum of the upper bounds in that equation.
The second-moment bound gives

(Eπτ
[osc(rx)

2])1/2 ≤ 2
∑
j

(Eπτ [p
2
rej,j,−x])

1/2

Lj
+ β

∑
j

L−1j +
∑
j

L−2j

≤ (2
√
11 + 2)β2.

Here
∑

j L
−1
j ≤ β and

∑
j L
−2
j ≤ q/(N−q)2 ≤ β2. Finally (2

√
11+2)(64/63)2 <

9 and β ≤ (64/63)q/N . The same calculation applies after reweighting by
H5(prej,0). ⊓⊔

For νCorr(z) = eCorrτ (z)/ZCorr, Bayes’ rule gives

πτ [Γ (x) = z | w]
νCorr(z)

=
erx(z)

EνCorr
[erx ]

.

Write Pw for this conditional distribution. Using weights e−rx in Lemma 1 takes
Pw to νCorr and gives DKL(νCorr∥Pw) ≤ osc(rx)

2/8. Convexity in the second
argument and averaging over the w-marginal of πτ now give

DKL(νCorr∥L(Γ (x) | τ)) ≤
92q4

8N4
<

11q4

N4
.

This bounds the divergence between the distributions of the construction value
revealed by a fresh construction or forward primitive query. Conditional on that
value, the pair of permutation outputs has the same distribution in IdealGSim

and HybGSim. At an input with a revealed construction value, the two forward-
response distributions coincide.

L.3 Inverse responses conditioned on success

For a successful inverse query, we first compare the inverse output and then its
construction value. Given the query, these determine the augmented response.

We use the joint distribution P+
τ and the resulting distribution RIdealGSim,+

inv from
Section 5.3.

For the current inverse query, write the acceptance probability as a function
of the candidate’s construction value z:

pvalacc(z) = 1[z /∈ Forb]e−Corrτ (z), q0(z) = 1− pvalacc(z),

prej,0 =
1

L

∑
x∈U

q0(Γ (x)), wcur = H5(prej,0).
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The possible rejected trials before the return contribute wcur. We include this
factor in the auxiliary distribution πcur = wcurπτ/Eπτ

[wcur]. For a specified input
x with an unrevealed construction value, define its mean acceptance probability
and the distribution of the table of Γ conditional on returning x:

θ = Eπcur [pvalacc(Γ (x))], πsel(Φτ ) =
pvalacc(Φτ (x))

θ
πcur(Φτ ).

Lemma 26 applies to πcur, so

θ ≥ e−β
(
1− c∗q

N

)
≥ 61

63
, πsel ≤ 63

61
πcur. (71)

Indeed e−β ≥ 1 − β ≥ 62/63 and c∗q/N ≤ 1/62. The same pointwise compari-
son holds for the marginal distributions of the other coordinates. In particular
Eπτ

[pvalacc(Γ (x))wcur] = θEπτ
[wcur] ≥ 61/63.

For the current inverse call, the contribution of Γ (x) = z to logH5(prej,0) is

∆0,x(z) = f

(
prej,0,−x +

q0(z)

L

)
− f(prej,0,−x).

Put ℓ(z) = L−11[z ∈ Forb] and ζx = rx + ∆0,x − ℓ. By (70), this is a sum
of nonnegative remainders from at most q past and current calls. The proof of
Lemma 28 gives

osc(ζx) ≤ 2β,

Eρ[osc(ζx)
2] ≤ 92q4

N4
(ρ = πτ , π

cur),

Eπsel [osc(ζx)
2] ≤ 63

61

92q4

N4
.

The final line applies (71) to the w-marginals of πsel and πcur.

Distribution of the inverse output. Partition U according to whether the con-
struction value is revealed or unrevealed. Let u denote the number of inputs with
unrevealed values, and put

wpub =
∑

x′∈U∩Dompub
τ

pvalacc(Γ (x
′)), αCorr = EνCorr

[pvalacc] =
N − |Forb|
ZCorr

.

Exchangeability makes θ the same for every input with an unrevealed construc-
tion value. By Lemma 4, the probability of returning x, before conditioning on
success, is

1

L
Eπτ

[wcurp
val
acc(Γ (x))].

Dividing these masses by the total success probability gives

Pret(x) =

{
pvalacc(Γ (x))/(wpub + uθ), x with revealed construction value,

θ/(wpub + uθ), x with unrevealed construction value.
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HybGSim replaces θ by αCorr and keeps the same weights for inputs with revealed
construction values. This changes the total weight of all available inputs. Direct
summation gives

χ2(PHybGSim

ret ∥Pret) =
wpubu(θ − αCorr)

2

θ(wpub + uαCorr)2
. (72)

When wpub = 0 both distributions are uniform over the inputs with unrevealed
construction values.

Lemma 29 (Acceptance weights for inputs with unrevealed construc-
tion values). The mean acceptance probabilities θ and αCorr satisfy

|θ − αCorr| ≤
4q2

N2
. (73)

Proof. For fixed w, the distribution of the construction value under πcur is pro-
portional to νCorre

ℓ+ζx . Since pvalacc = 0 on Forb, reweighting νCorr by eℓ and
normalizing gives expectation

EνCorr
[pvalacce

ℓ]

EνCorr
[eℓ]

=
αCorr

1 + (e1/L − 1)νCorr(Forb)
.

Its difference from αCorr is at most (e1/L − 1)νCorr(Forb). Now

νCorr(Forb) ≤
63q

62N
, e1/L − 1 ≤ 1

L− 1
≤ 32

31N
,

since eβ ≤ 63/62 and L ≥ N − q ≥ 63N/64 ≥ 63. Thus the change is less than
1.1q/N2. Further multiplication by eζx and normalization change the expectation
of pvalacc ∈ [0, 1] by at most osc(ζx)/4, by (4). Average under the πcur marginal of
w and use Cauchy–Schwarz to obtain

|θ − αCorr| ≤
1.1q

N2
+

9q2

4N2
<

4q2

N2
.

⊓⊔

Here wpub ≤ q, u ≥ N − q, and αCorr ≥ e−β(1− q/N) ≥ 31/32. Hence

q

(N − q)θα2
Corr

<
9q

8N
.

Equations (72) and (73), with q/N ≤ 1/64, imply

DKL(P
HybGSim

ret ∥Pret) ≤
9

32

q4

N4
.
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Construction value at the inverse output. Conditional on returning an input
x with an unrevealed construction value, the table of Γ has distribution πsel.
The leading factor eCorrτ (z) is canceled by the acceptance probability: on Forbc,
νCorr(z)p

val
acc(z) = 1/ZCorr. The leading contribution ℓ(z) from rejected trials

in the current call also vanishes on this set. Thus, with the other coordi-
nates fixed, the conditional distribution of Γ (x) under πsel is proportional to
eζx(z) Unif(Forbc)(z). Lemma 1 with weights e−ζx , the second-moment bound
under πsel, and convexity in the second argument give

DKL(Unif(Forbc)∥L(Γ (x) | τ, x is the inverse output)) ≤ 63

61

92q4

8N4
.

Here the average over w is conditional on returning x. When the inverse
output has a revealed construction value, that value and the companion output
are deterministic. We apply the KL chain rule to the inverse output and its
construction value. Bounding the probability in HybGSim of returning an input
with an unrevealed construction value by one gives

DKL(R
HybGSim

inv ∥RIdealGSim,+
inv ) ≤

(
63

61

92

8
+

9

32

)
q4

N4
<

11q4

N4
. (74)

L.4 Failure probability and divergence of transcript distributions

The bounds on divergence between distributions of successful responses hold
uniformly over attainable prefixes containing no failure response. We now include
failure and prove the bound for transcript distributions.

Lemma 30 (KL divergence from HybGSim to IdealGSim). For N ≥ 220 and
q ≤ N/64,

DKL(THybGSim∥TIdealGSim) ≤
11q5

N4
+ q log

1

1− (4q/N)5
. (75)

Proof. Fix an attainable prefix τ containing no failure response and its next
query. Sections L.2 and L.3 bound the KL divergence from the response dis-
tribution in HybGSim to the distribution of successful responses in IdealGSim by
11q4/N4 for every query type. Only inverse queries can fail.

Conditional on Γ , a current inverse call fails with probability p5rej,0. Fix the
candidates and construction values tested earlier in this call. Conditioning on
their rejection contributes likelihood factors independent of the remaining un-
revealed values, so Lemma 26 still bounds the probability of each possible con-
struction value at a newly tested input by 32/(31N). Rejected candidates from
earlier calls are averaged out.

Before the first query, Forb = ∅ and Corr ≡ 0, so failure is impossible.
Otherwise let r ≥ 1 denote the number of previous queries, so r ≤ q − 1. At
each of the five trials, at most r + 4 available inputs have a construction value
revealed in τ or read in an earlier trial of the current call. At any other input,
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the construction value lies in Forb with probability at most 32r/(31N), and its
acceptance coin rejects with probability at most r/(N −r). Thus, conditional on
the earlier rejections and the construction values read in those trials, the next
rejection probability is at most

r + 4

N − r
+

32r

31N
+

r

N − r
<

4q

N
.

Multiplying the five conditional bounds gives

pfail,τ = Eπτ
[p5rej,0] ≤ (4q/N)5. (76)

Let Pτ be the response distribution in HybGSim and Qτ that in IdealGSim,
including failure. Let Q+

τ denote Qτ conditioned on success. Equation (5) gives

DKL(Pτ∥Qτ ) = DKL(Pτ∥Q+
τ ) + log

1

1− pfail,τ
≤ 11q4

N4
+ log

1

1− (4q/N)5
.

Every prefix in HybGSim is attainable in IdealGSim by Section 5.4. Applying the
KL chain rule with prefixes sampled from HybGSim yields

DKL(THybGSim∥TIdealGSim) =
q−1∑
r=0

Eτ←Trr
HybGSim

[DKL(Pτ∥Qτ )]

≤ 11q5

N4
+ q log

1

1− (4q/N)5
. ⊓⊔
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