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Abstract. We give a lattice identity-based signature scheme from an-
nular NTRU trapdoors and Fiat—Shamir with aborts (FSwA). Counter-
based hashing maps each identity to its first invertible NTRU syndrome
a. Extraction returns a short witness to so + sih = a mod ¢, and sign-
ing normalizes this relation to a fixed-target two-response equation with
public commitment recovery. Gértner’s iterative rejection method fits
naturally into this signing layer: processing the challenge monomials sep-
arately reduces the Gaussian mask width and expected signing attempts,
yielding shorter signatures. Under heuristic direct-attack estimates, our
three main parameter sets target NIST security categories 2, 3, and 5,
with fixed signature sizes of 8488, 11309, and 12734 bytes, respectively;
we also report a lighter profile.

Keywords: identity-based signatures - lattice cryptography - Fiat-
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1 Introduction

Identity-based signatures (IBS) let a verifier check a signature using the master
public key and the signer identity, while a private-key generator issues the cor-
responding identity signing key. In settings where the generator is already part
of the trust model, this removes the need for a verifier to obtain and validate a
separate certificate for an identity-specific public key.

Bellare, Namprempre, and Neven [3] identify two generic routes to IBS:
certificate-based constructions and transformations from convertible standard

* This is the full version of a paper presented at CANS 2026. It includes retuned
parameters and the integer-only fixed-point realization of Setup, Hybrid-Sampler
extraction, and signing (Appendix B). Sections B.1-B.4 apply equally to ANSA-
IBKEM, which uses the same annular trapdoor generator and Hybrid-Sampler in-
terface. Appendix C specifies Falcon-style key generation and extraction with un-
changed user-side signing and verification.
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identification or signature schemes. They also give BNN-IBS as a dedicated ex-
ception based on an extended Fiat-Shamir transform for canonical identity-based
identification. In lattice settings, the certificate route can use Falcon/Antrag-
based message-recovery signatures for compact IBS [30,14,17,5], while [22] mir-
rors BNN-IBS by concatenating Dilithium-style credential/message signatures
[11].

For the convertible-identification approach, a natural lattice instantiation
starts from the Ducas-Lyubashevsky-Prest (DLP) NTRU relation [12]: the
master public key is an NTRU public key h, an identity is mapped to a syn-
drome a € R,, and extraction returns (sg,s1) with so + s1h = amod ¢. A
direct Lyubashevsky/Dilithium-style Fiat-Shamir-with-aborts (FSwA) layer
[23,24,11,26] would sign with two responses (yo + ¢so, %1 + ¢s1), as in NTRU
identity-based signatures such as [32]. The difficulty is quantitative: extraction
produces wider witnesses than Dilithium-style module-signature secrets, forcing
large moduli and response bounds for rejection sampling and simulation. Even
with response compression, this direct route gives much larger signatures.

Our signing layer builds on bimodal rejection sampling. BLISS introduced bi-
modal Gaussian responses for hiding secret-dependent shifts [9]; HAETAE gives
a modern FSwA analysis [6], and NTRU+Sign applies the idea to an NTRU
relation with recoverable hinted commitments [31]. In its usual single-step form,
bimodal rejection must accommodate the full secret-dependent shift ¢(sg,s1).
Gértner retains its two signed branches but applies them sequentially to the
nonzero monomials of a sparse challenge, coupling each sign choice with the
corresponding rejection decision [16]. In ANSA-IBS, each step therefore handles
X7 (s0,s1) rather than c(sg, s1), permitting a narrower Gaussian mask, fewer
expected signing attempts, and smaller signatures. The one-response hint of
NTRU+Sign does not apply directly to this normalized two-response represen-
tation because normalization multiplies the omitted response by an identity-
dependent unit. ANSA-IBS therefore retains both response polynomials and
combines iterative rejection with public commitment recovery.

The main technical step is to normalize the DLP identity relation. We require
the identity map to output a unit label @ € R} and, with ¢ = 271 mod g, rewrite
50+ hs1 = amod q as Agsg + Ars; = § mod ¢, where (Ao, A1) = (Ga™', gha™1).
The identity dependence moves into the public coefficients, while the target be-
comes the fixed scalar ¢. Unit labels are obtained by counter-based hashing: the
identity map hashes (h,id, j) until the candidate is invertible, and the signature
carries the counter so that verification recomputes the first valid label. If the
irreducible factors of ¢ mod ¢ have degrees f;, the expected number of trials is
[1,(1 — ¢=f9)~1; it is below 1.000245 for our parameters.

For efficient user-key extraction, ANSA-IBS follows ANSA-IBKEM [5]: it
combines Prest’s Hybrid-Sampling [28] with Antrag annular NTRU trapdoor
generation [14]. A user key remains a DLP-style preimage of the identity syn-
drome. To sign, the user samples y = (yo,y1), commits to [Agyo + A1y1]a,, and
derives a fixed-weight binary challenge. The selected branch signs form a ternary
lift ¢ with ¢ = ¢ mod 2. For the response z = y + ¢’ S, where S is the user key,
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and u = Agyo + A1y, this gives Agzg + A121 + ¢§ = u + d with a binary d;
a public filter on the high bits then guarantees that the verifier recovers the
commitment [u]q,, .

The security analysis separates the adaptive identity layer from the fixed-
statement signing layer. The identity layer follows a witness-first path: deter-
ministic extraction tapes are replaced by independent random tapes, Hybrid-
Sampler witnesses are compared with ideal conditional witnesses through Rényi
divergence, unit labels are programmed from witnesses, and the forgery iden-
tity is localized to one normalized signing statement. In the underlying public-
coin protocol, the ideal iterative sampler, conditioned on success, yields an ex-
act centered-Gaussian response independent of the witness. A maximum point-
probability bound then controls the FSwA loss [2,8], and a single no-message
forgery yields the bimodal self-target RSIS (BMST-RSIS) relation used in differ-
ent forms by HAETAE and NTRU+Sign [6,31]. A fork satisfying the additional
no-wrap conditions yields an auxiliary ordinary-RSIS solution, whose concrete
estimates are weaker at the selected modulus (Section 5.6).

ANSA-IBS shares ANSA-IBKEM’s annular-trapdoor design and ML-DSA
modulus ¢ = 8,380,417, allowing reuse of its modular arithmetic [5].

In this work, we make three contributions. First, we realize the convertible-
identification route of Bellare, Namprempre, and Neven for the DLP/NTRU
relation through a normalized two-response protocol with public commitment
recovery and iterative bimodal rejection. Second, we give a loss-explicit adaptive-
identity reduction and concrete parameters that separately account for the lattice
security and challenge-space entropy of the self-target signing relation. Third, we
give an integer-only fixed-point realization of Setup, Hybrid-Sampler extraction,
and signing (Appendix B). The Setup and extraction comparison also applies to
ANSA-IBKEM instantiated with the same generator policy and Hybrid-Sampler
interface.

2 Preliminaries

We use standard annular-trapdoor, Hybrid-Sampling, and Rényi conventions,
and recall only the interfaces needed here.

Throughout, x & S denotes uniform sampling from a finite set, and x <«
D denotes sampling from a named distribution or randomized algorithm. An
explicit randomness argument, as in A(-; rnd), makes the output deterministic
once the inputs and rnd are fixed.

2.1 Algebraic and Probabilistic Notation

Let R = Z[X]/(¢(X)) be the degree-N NTRU ring and let R, = R/¢R for an
odd prime g. We work throughout with cyclotomic rings: ¢ = ®,; and R =
Ox = Z[Cum], where K = Q({ar). The power-of-two rings have M = 2N; the
trinomial rings have M = 3N and ®p(X) = XV — XN/2 + 1. We require
@ to be squarefree over IFy; its factorization determines the Chinese remainder
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theorem (CRT) representation and the unit probability used below. Unless stated
otherwise, elements of R, are represented coefficientwise in [—(¢ — 1)/2, (¢ —
1)/2]. We write center_mod,(-) for this map, can, : R — R, for coefficientwise
reduction followed by centered representation, and qu for the unit group.

Let ¢1,...,6x : K = C be the complex embeddings, and let coef(z) € RY
denote the power-basis coefficient vector of x, extended componentwise to tuples
over R. We equip R with the normalized canonical inner product

1 & —
(@, Y)can = & > 6i@)di(y), el = (@) can:
=1

Let Hy be the Gram matrix of this inner product in the power basis. For a
power-of-two ring, Hy = Iy. For a trinomial ring, write N = 2m and pair
coordinates (i,7 + m); then Hy is block diagonal with m copies of

1 1/21

G =
1/2 1

Fix Wy such that W;,WN = Hpy and set Ky = H&l. Thus ||%]/can =
[IW coef(z)]|2-

For © € R, ||z||2 and ||z||c are the Euclidean and maximum norms of its
coefficient vector; for pairs in R?, norms use concatenated coefficients. For a
challenge ¢ € {0, 1}, ||c[|o is its Hamming weight and ||c||2 = /||c[lo-

For 0 > 0 and center ¢, Dz, . assigns to x € Z probability proportional
to po.c(x) = exp(—(z — ¢)?/(20%)); we omit ¢ when it is zero. Let Dg, be the
coefficientwise product of N copies of Dz ,; this is the response distribution
used by the signing algorithm. Write D2V for D3, ., viewed as a distribution
on coefficient vectors in Z2". For a power-of-two ring, the ambient witness dis-
tribution is D%‘;‘}; = Dg, X DR . For a trinomial ring, D%‘E}; is the centered
canonical discrete Gaussian on R?, with mass at S = (s, s1) proportional to
exp(— [ S]2,0/(20%)), where [1S]2,, = [150]24, + 1512, Bauivalently, WE? coef
maps this distribution to the spherical discrete Gaussian of width ¢ on WJE\‘?QZQN .
In coefficient coordinates, each paired block of its continuous covariance o2 Ky

is
o261 = ég2 L =172 .
3 -1/2 1 |’

the corresponding continuous-Gaussian coefficient marginals have standard de-
viation 4/4/3 o, and paired coefficients have correlation —1/2.

For a Euclidean lattice L, with L* its Euclidean dual in its real span, define
the standard-deviation smoothing parameter by

ne(L) :=infd o >0: Z e 27 vl < ¢
0#yeL*
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For an algebraic lattice A C R", 1.(A) denotes the smoothing parameter of its
normalized canonical image under Wﬁ?’“ coef. This agrees with Prest’s standard-
deviation convention [28] after rescaling the trace metric and every Gaussian
width by 1/ V/N, a common rescaling that leaves the sampler theorem invariant.
We use the same convention for the Micciancio-Regev smoothing bound [25]
and its Gram—Schmidt refinement [15], as well as for the quotient-Gaussian and
Rényi comparisons below.

2.2 NTRU Relation and Extraction Interface

The master public key is an NTRU public key h € R,;. A classical NTRU trap-
door consists of short polynomials (f, g, F,G) € R* satisfying fG — gF = q.
When f is invertible in Ry, the public key is h = gf ! mod ¢, and it defines the
rank-two NTRU lattice Ay, := Ap, = {(u,v) € R? : u+ vh = 0mod ¢q}. The
public key h itself need not be a unit. Smoothing expressions involving A , use
its normalized canonical image from Section 2.1. With the basis convention used
in this paper, the corresponding trapdoor basis is written
9 —f
B= [ ‘- F} .
Changing signs or transposing this basis only changes conventions; compatibility
with h means that the rows of B form an R-basis of Ay, 4.

The scheme uses Antrag annular NTRU trapdoor generation [14] through
(B, h) < AnnularTrapdoorGen(N, ¢, Ctann, &), where aan, is the accepted quality
target and ¢ selects the middle fraction of the pre-rounding annulus. For complex
embeddings ¢;, set s; = |¢:(f)|?+|¢i(g)|?. Antrag enforces q/a2,, < s; < a2,.q,
giving Quy,(B) := max; max(,/54,¢/1/5;) < Qanny/q- The generator includes the
finite candidate evaluation, cutoff rejection, and deterministic NTRU-solver pol-
icy of Sections B.1-B.3, together with the second-row norm test. Its public-key
law conditioned on success before Galois screening is denoted Hann (Assumption
4.1). For the smoothing and Hybrid-Sampler checks, set

pryb(N,€) = i\/w pu(N,e) = i\/ln(‘w(l;l/e))

Lemma 2.1 (Canonical NTRU smoothing specialization). For every
compatible rank-two basis B and every € € (0,1),

Ne(R) < puyb(NV, €), Ne(Ang) < pu(N,€)Qnyn(B).

Consequently, for 0 < g, < 1/12, the condition o1 > phyb (N, €,)Qnyb(B) suf-
fices for Prest’s rank-two Hybrid-Sampler comparison [28, Theorem 5.10], whose
restriction € < 1/(6r) specializes to 1/12 at module rank r = 2. The condition
01 > pu(N,eu)Quyn(B) likewise suffices for quotient smoothing over Ap 4. A
proof covering both ring families appears in Appendix A.1.

As in the DLP-style NTRU IBE relation [12], an identity maps to a public
syndrome a € Ry, here conditioned on a € R;. An identity signing key is
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a short witness (sg,s1) € Pu(a) = {(s0,81) € R? : sop + s1h = amod g}.
Given B, h, a, Prest’s Hybrid-Sampling kernel [28] deterministically produces a
raw witness (sg, s1) from (B, h, a,01; mnd). Let C, reduce every coefficient to its
unique centered representative modulo ¢:

C,: R* — R*
Cq(80781) = (§07§1)7
Sk =Sk (mod q), Sk €[—(¢—1)/2,(¢—1)/2]NZ,

for k € {0,1} and 0 < i < N. We write SamplePreimage®**" for the raw kernel
followed by C,. Appendix B specifies its fixed-point realization, including an
additional admissibility gate. The extraction width is calibrated as

g1 = Rextaann\/(L (1)

where aan, and Rey are specified in Section 5. The parameter o is the width
of the ambient witness distribution D%%lzl: coeflicient-spherical for the power-
of-two profiles and canonical for the trinomial profiles. Let Dyyn(- | B, h,a)
denote the raw Hybrid-Sampler distribution, and let Dpyup (- | h, a) denote Dé}%‘?};l
conditioned on P}, (a). Define their centered pushforwards by
Digy = (Cq)« Dy, Diily, = (Cq)+ Dpub-
We model the sampler’s domain-separated extendable-output function (XOF)
as an ideal random function that assigns an independent lazy uniform bit tape
to each distinct input transcript and reuses that tape when the transcript re-
peats. The exact Gaussian subroutines consume an almost surely finite prefix
and induce Dyyy(- | B, h,a); applying C, induces Dﬁgfb(- | B,h,a).
Because a is a unit, the DLP relation normalizes to a statement whose first
coefficient is a unit: with ¢ = 27! mod ¢ and A = (Ag, A1) = (Ga™',gha™?t) €
Ry x Ry, the signing relation is AS = Agso+A15; = ¢ (mod q) for S = (so, s1)T.

2.3 Signature Security Definitions

Definition 2.1 (Identity-based signature scheme). An identity-based sig-
nature scheme is a tuple IBS = (Setup, Extract, Sign, Verify).

1. Setup(1*) outputs public parameters pp, a master public key mpk, and a
master secret key msk, or L.

2. Extract(pp, msk, mpk, id) outputs an identity signing key usk;q, or L.

. Sign(pp, mpk, id, msg, uskq) outputs a signature sig, or L.

4. Verify(pp, mpk, id, msg, sig) outputs 1 or 0.

w

Definition 2.2 (Adaptive identity-based unforgeability). The adaptive
identity-based existential-unforgeability experiment ID-UF-CMAgs(.A) is defined
as follows. The challenger runs Setup(1*), returns 0 on failure, and otherwise
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gives (pp, mpk) to A. Identities are arbitrary byte strings within the scheme’s
encoding length bound (Section 3.1). Concrete bounds are stated for adversaries
that reach a bounded number of distinct identity-label states (Section 4.1). The
adversary has access to an extraction oracle Ogy(id) := Extract(pp, msk, mpk, id)
that extracts and caches the key for id if necessary, and to a signing oracle
Osig(id, msg) := Sign(pp, mpk, id, msg, uskig). If a signing query is made for an
identity whose key is not cached, the signing oracle first extracts and caches
uskiq internally; this implicit signing-key generation does not make id non-fresh
unless id was explicitly queried to Ogx. An extraction failure is cached as L for
that identity; subsequent extraction or signing queries for it return L. A signing
failure returns L without changing the cached key. Explicit extraction queries
and signing-query pairs are recorded even when they fail. The adversary outputs
(id*, msg*, sig*). The experiment returns 1 iff Verify(pp, mpk, id*, msg*, sig*) = 1,
the identity id* was never queried to Ogyt, and the pair (id*, msg*) was never
queried to Og. The advantage is Advfé)S‘UF'CMA(A) := Pr[ID-UF-CMAgs(A) =
1]. In the random-oracle model, A also has oracle access to the scheme’s random
oracles, including Hcand, Hen, and the digest hash.

Definition 2.3 (Fixed-statement and planted-witness public-key
signing games). A fixed normalized statement is A = (Ao, 41) € R} x Ry,
with signing witness S = (so, s1)7 € R? satisfying AS = § mod ¢. The induced
signing layer signs digest messages pu € {0,1}?* using the Section 3 algorithms
after identity-label normalization.

In PKS-UF-CMA 4.5 the adversary receives A, has signing-oracle access un-
der S, and wins with an accepting signature on a previously unsigned digest. In
PKS-UF-NMA 4 it receives A but no signing oracle, and wins with any accept-
ing digest-signature pair; this no-message game is meaningful for every public
normalized statement A.

The annular planted-witness scheme induced by the signing layer is de-
noted ANSA-PKS*™". Tts key generation samples an accepted setup (B,h) <
AnnularTrapdoorGen before Galois screening and discards B. For this fixed
h, it samples (sg,s1) D%@lgl conditioned on a = sg + s1h mod ¢ lying in
Ry, normalizes to A = (Ga=',Gha='), and uses A as the public key. It re-
tains the sampled S = (sg,s1)? as the signing key without applying Cq. The
uniform variant ANSA-PKS" is identical except that it samples h + U(R,) be-
fore the per-h conditional witness draw. The games PKS-UF-CMAansa-pksann,
PKS-UF-NMAansa-pksann, PKS-UF-CMAaNsa-pks», and PKS-UF-NMAansa-pks®
use the corresponding planted-witness key generation with the signing and veri-
fication algorithms of Section 3. The reduction also uses a centered witness-first
intermediate game that preserves the ambient draw and public label but signs
with C4(S). Theorem 4.2 bounds its transition to the corresponding planted-
witness game by the probability that C,(S) # S.
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3 The Two-Response Bimodal ANSA-IBS Construction

3.1 Scheme Syntax and Auxiliary Maps

An ANSA-IBS instance is determined by the parameters N,q, A, aann,&, 01,
K, Bsnitt, 0y, dn, ZBoUuND, and Miier, together with the identity-label map,
extraction-tape rule, challenge map, high-bit map, and fixed-length signature en-
coding. Here, (N, ¢) fix the ring and modulus, (aann, £) and o1 are the trapdoor-
generation and extraction parameters from Section 2.2, and A is the security pa-
rameter and digest half-length. The signing parameters are the challenge weight
x, monomial-shift bound Bgis, mask width o, high-bit drop dj, public response
bound Zpounp, and one-step rejection constant Miger.

All hash and pseudorandom function (PRF) inputs are serialized by a fixed
injective encoding: byte strings are length-delimited where stated, ring elements
use canonical coefficient encodings, integers use fixed little-endian encodings
of the stated width, and literal tags are leading one-byte domain separators.
The symbol || below denotes concatenation of these encoded fields. Set pkh :=
Hash('H' || h, 256).

The public candidate map Heanda(h,id, j) € Ry, for 0 < j < 216 is defined by

Hana(h,id, j) = HashToRq('I' || pkh || id || ul6le(y)) € R,.

The fixed lengths of pkh and the trailing counter make this input encoding
injective in (pkh,id, j). We write apid,j = Hecand(h,id, j). The map HashToRq
expands its input with a domain-separated XOF and fills the ring element with
coefficients sampled exactly uniformly from Z, by rejection sampling.

The identity-label wrapper has output interface

Hiq(h,id) € ({0,...,2"° =1} x RX) U{L}.

It scans the 16-bit counter range and returns the first pair (j,a) such that a =
anid; € Ry. If no such counter exists, the map returns L. Extraction and
verification apply this public rule: the returned a must be a unit and every
earlier candidate ay ig,; with ¢ < j must be a nonunit.

The deterministic extraction tape is

kext(B) := Hash('B' || B,512),
Gext<kext<B)7 |d7]> = PRFkat(B)('G' || id || 1].1616(])7 512)
The internal extraction and signing samplers use leading tags 'E' and 'S',
respectively, followed by their root or seed and a one-byte stream index (Ap-
pendix B).

For a message msg and an identity id of byte length |id| < 232, signing and
verification compute the public digest

11 = Hash('M" | pkh || u32le(|id|) || id || ul6le(j) || msg, 2)) .

Let ANSA-IBS” denote the digest-message variant in which signing and verifi-
cation take (id, u) as the message input and use the same call Hep,(p, w). Let
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ANSA-IBS*°"™ denote the wrapper-induced proof game that lazily assigns each
public digest input « = (pkh, id, j, msg) a cached digest p and records the proof-
only owner map own(u) = z. Set
-1

Oéh:2dha Ph = {qmlJ , Th = (qfl)fahph, Rh:2dh71+7ﬂh+1~ (2)
For x € Ry, let ¢; € [—(¢ —1)/2,(¢ — 1)/2] N Z be the unique centered rep-
resentative of its ith coefficient. The coeflicientwise high-bit map [x]q, € Z]JD\;
is

Jei| + 2%

(o) = (senten | L5 Y o g san(o) 0.

The formula rounds each ¢; to the nearest multiple of «y, resolves exact mag-
nitude ties away from zero, and reduces the quotient to its canonical integer
representative in {0,...,p, — 1}. Products with «p use that representative.
Each output coefficient determines a rounded multiple modulo ¢ and has at
most 2%+ + 2 centered-residue preimages; this conservative bound allows for
both wraparound boundaries. Consequently, each high-bit vector has at most
(29n+1 4 2)N yesidue preimages, and every coefficient satisfies a[v]q, = = + e
(mod ¢q) with |e] < Ry,.

The challenge space is C, = {c € R : ¢; € {0,1}, ||c[o = k}. The map
Hy, (p, w) expands 'C' || p||w with a domain-separated XOF, where w is encoded
by packing its representatives in {0,...,p, — 1} into consecutive [log, pp,]-bit
fields, least significant bit first (10-bit fields for Table 1), and samples uniformly
from C, using the binary fixed-weight challenge-sampling method of HAETAE
and NTRU+Sign [6,31].

Algorithm (H.,: fixed-weight challenge sampling)

Input: a digest € {0,1}** and commitment w € Z)) .

Output: ¢ € Cy, with support £1 < -+ < ly.

1. Form the byte stream SHAKE256('C' || u || w || u32le(t),256) for ¢t = 0,1,.. .,
concatenated in order, with w encoded as above; each block is the first 256
output bytes. Read the bytes in order and each byte’s bits from least to most
significant.

2. Set cg=-+--=cny_1=0.

3. Fort=N—-—x,....,N—1:

1. Set b; = [logy (i +1)].

2. Repeatedly read the next b; bits ug, ..., us,—1 and set j = Z?;_Ol u, 2"
until j <. If b; = 0, set 5 = 0 without reading bits. Discard rejected
draws and retain all unread bits for subsequent draws.

3. Set ¢; < ¢j, then ¢; + 1.

N-1 i . o . .
4. Return ¢ = ),  ¢; X" and enumerate its nonzero positions in increasing
order.

In the ideal-XOF model, each accepted index is uniform on {0, ...,i}. Induc-
tion on Step 3 shows that the final support is a uniform s-subset of {0, ..., N—1},
so ¢ is uniform in C,.
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One-step Gaussian transport. The signing sampler uses the randomized
procedure R, of Gértner [16]. Its input is a state y € R? and a nonzero shift
v € R? with |[v|lz < Bgpire- The width oy > 0 and normalizer M > 1 are
public and fixed independently of y and v. Norms and inner products use the
2N coefficient coordinates. Set

X
) =en(-LA2), vl 7=,

and define the absolutely convergent series

k Poy (y + kv)

A
S

I
M8

(1)

50 pay(y) 3)
o, by (KT + KV
—kZ:O( 1) p( T2 )

The minus- and plus-branch probabilities are

_ 1 ]S(y), T>V, 1 [1-8(@y), T>-V,
foly) =47 {1_Sv(_y)’ TV, 9v(W) =57 {Sv(—y), T v

For o > 0, put

200/ 21 exp(—72a? /2)
exp(—1/(202))(1 — exp(—272a%)’
The scheme fixes M = Mijier > Ma,,,,, Where aiter = 0y /Bshigs- This common

choice makes f,(y), g»(v), and 1 — f,(y) — g, (y) nonnegative for every admitted
shift and state. With a fresh independent U < U([0,1)), the procedure returns

y—v, U< fv (y)7
Ro(y) = qu+v, fuly) U< fuly) + 90(v),
L U= fo(y) + g0(y)-
The additions and subtractions take place in the integer coefficient lattice of R2,

without coefficient reduction modulo g. Section 4.3 establishes the validity and
Gaussian output law of this procedure.

M, =1+

3.2 Setup and Master-Key Generation

Algorithm 3.1 (Setup)

Input: the selected parameter set.

Output: public parameters pp, master public key mpk, master secret key msk,
or L.

1. Run (B,h) < AnnularTrapdoorGen(N,q, ®ann,§), including the Galois
screen of Section 5.3; return L on failure.

2. Set mpk = h, msk = B, and let pp contain the selected parameter tuple, ring
description, map definitions, response-bound rule, and encoding parameters.
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3.3 Identity-Key Extraction

Algorithm 3.2 (Extract)
Input: pp, msk = B, mpk = h, and identity string id.
Output: identity signing key uskiq = (4, a, So, $1), or L.

1. Compute (j,a) = Hiq(h,id); if the map returns L, output failure.

2. Derive seedg = Goxt (kext(B),id, 7).

3. Sample (sg,51) < SamplePreimage?™ (B, h,a,01; seeds) satisfying so +
s1h = a mod gq.

4. Output uskiq = (7, a, sg, $1).

3.4 Signing

Algorithm 3.3 (Sign)

Input: pp, mpk = h, identity id, message msg, and identity signing key
(j7a780781>‘

Output: signature sig = (j, ¢, 2o, 21)-

1. Set ¢ = 271 mod ¢, A = (Ao, A1) = (Gga~*,Gha™1) € Ry x Ry, and S =
(s0,51)T. Compute y as in Section 3.1.

2. Sample y = (yo,y1) + D%)ay.

3. Compute u = Agyo+A1y1 mod q, w = [u]g,, and ¢ = Hep (p,w) = Y5, X,
where 0 < /¢y <--- < /{, < N.

4. Set (20,21) = (yo,y1). For t = 1,... K, set vy = XS restart from Step 2
if ||v¢|l2 > Bsnie, and update (2o, 21)7 < R, ((20,21)T) with M = M, as
specified in Section 3.1. Restart from Step 2 if any call returns L.

5. Reject and restart from Step 2 unless ||z;|lco < Zpounp for i =0, 1.

6. Reject and restart from Step 2 unless

[A()Zo + A1z + Cé]dh = [AQZO + Ayz1 +¢q — C]dh-
7. Output sig = (4, ¢, 20, 21)-

The unbounded exact signer is a reference kernel: a nonterminating invoca-
tion yields no completed transcript and cannot produce a winning execution.
The stopped games in Appendix A.5 terminate on an inadmissible shift; the
shift-failure term in Theorem 4.2 accounts for the exceptional witnesses without
conditioning their extraction law. The Step 4 norm checks only cause internal
restarts. They always pass for a monomial-shift-bounded witness. Lemma 4.12
bounds the probability that a witness-first (ambient) draw falls outside this class;
the distributional comparisons of Theorem 4.2 transfer this bound to extracted
witnesses. A bounded implementation makes at most Ty, attempts (Section
B.5) and returns L on exhaustion. For a bounded witness, the independent-
challenge reference execution exhausts with probability at most (1 — py,)75en,
where py, is the non-abort probability of Lemma 4.13; Appendix B accounts for
the random-oracle freshness and implementation errors. Lemma 4.8 gives the
truncation bound needed to implement each ideal call R,,.
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3.5 Verification

Algorithm 3.4 (Verify)
Input: pp, mpk = h, identity id, message msg, and signature sig = (J, ¢, 2o, 21).
Output: accept or reject.

1. Query Hiq(h,id) and reject unless it returns a label (j,a) whose counter
equals the signature’s j; use this a below.

2. Compute p as in Section 3.1.

3. Reject unless ¢ € C,, ||ZO||Oo < Zpounp, and ||Zl||oo < ZBOUND-

4. Set ¢ = 27'mod q and A = (Ao, A1) = (Ga~!,Gha™"), and recover w' =
[Aoz() + A121 + C(j]dh.

5. Accept iff ¢ = Hep (p, w').

Correctness follows from Lemma 4.11 and the equality check in Step 6 of
the signing algorithm. Although the x hidden signs need not agree, the public
predicate guarantees that the verifier recovers the original commitment w =
[u]dh'

Appendix B gives fixed-point realizations of Setup, extraction, and signing
and relates their output laws to the exact algorithms above. For extraction, Sec-
tion 4 analyzes the centered, ungated Hybrid-Sampler law and its transition to
the planted-witness game, while Appendix B accounts separately for the admis-
sibility gate.

4 Security Analysis

This section proves adaptive identity-based unforgeability in the random-oracle
model. It gives the reduction plan and assumptions, identity-layer tools, fixed-
statement signing analysis, and full IBS reduction; proofs are in Appendix A.

4.1 Proof Plan, Games, and Assumptions

The reduction for the unscreened public-key law H,,, has three stages. First, the
wrapper assigns each public input (pkh,id, j, msg) a cached digest u € {0,1}2*
and reduces to the owner-tagged game ANSA-IBS*°™" with freshness on (id, 11).
Second, identity-layer hybrids replace deterministic extraction tapes and real
Hybrid-Sampler witnesses by independent tapes and ideal conditional witnesses,
then program unit labels witness-first. Third, the forgery identity is localized
to an annular planted-witness instance; annular NTRU switches h to uniform,
iterative FSwA removes the signing oracle, a unit-label hop randomizes the nor-
malized statement, and Lemma 4.16 maps an accepting no-message forgery to
BMST-RSIS.

Running times count expected total work, including exact sampling [2, Sec-
tion 2]. Oracle-query budgets are worst-case and global unless stated otherwise:
Qp counts distinct identities for which witness generation is attempted, in-
cluding cached failures, Quiq distinct reached identity-label states, including the



ANSA-IBS Bimodal 13

label state of the forgery identity, and Qg signing queries. Each identity has one
cached label state under the master public key, so repeated calls and candidate-
counter queries do not increase Qiq. Identities hashed without extraction count
toward Quiq, so a bound on issued keys alone does not bound Quiq. @5 counts
explicit Hcy queries plus the final fresh verification point, while @), counts dis-
tinct public digest inputs (pkh,id, j, msg). Lemma 4.17 charges signing-oracle
programming through Qg; rejection-loop attempts enter the non-abort denom-
inator, not another Qy multiplier. Challenge queries made while signing for
non-target identities are answered locally by the reduction (proof of Lemma
4.18) and are not charged to Q.

The random-oracle model exposes the candidate oracle Hc.nq and its de-
terministic first-unit wrapper Hiq. On input (h,id,j), Heang lazily samples and
caches independent elements ay, ia; < U(R,) for each missing 0 < ¢ < j, then
returns ap,i4;. The wrapper Hiq queries Heand(h,id, j) for j =0,1,..., 216 _ 1
and returns the first (j, ania ;) wWith apa; € Ry, or L if no unit occurs.

The identity-layer reduction generates labels when candidate or wrapper
state is needed, but samples witnesses only for extraction, non-simulated signing,
or the hidden target slot. The first hop replaces each Section 3.1 extraction tape
by an independent cached 512-bit tape when its witness is first needed. The tape
key is setup-derived from the hidden basis B, which is never a public input.

To simulate Gext, ExtRand® samples an accepted setup (B, h), exposes its
public transcript, and answers the IBS state interface. When a witness is first
needed, it caches a tape 74, using Gext(kext(B),id, j) for b = 0 and an indepen-
dent 512-bit string for b = 1; later requests reuse the tape, witness, counter, and
label. Let Badexi-con be a collision among cached tapes, and define

AdVext-rand (Fa.,.) = |Pr[ExtRand’(F¢,,,) = 1] — Pr[ExtRand' (F¢,,,) = 1]|

+ max Pr[Badextcon in ExtRandb].
be{0,1}

ext ext

In the ideal keyed-stream model for the internal PRF, the distinguishing term
is zero and the collision term is at most (Q2ID)2_512, below 27417 for Qip = 2%8.

Witness replacement and witness-first label programming incur Rényi trans-
fers over Qp witnesses and Quiq labels. The following assumptions quantify the
post-localization public-key and statement switches at the reductions’ expected
running times and query budgets; efficiency means expected polynomial time.

Assumption 4.1 (Decisional annular NTRU). Fix the profile and the
candidate-evaluation and NTRU-solver policies of Sections B.1-B.3. Let Hann
be the master-public-key law of AnnularTrapdoorGen conditioned on successful
output, including cutoff and prescribed solver rejections but omitting the Galois
screen. For any efficient distinguisher D, define

Ad dec-ann-NTRU D) = P D(h) =1] — P D =11.
v (D) he?-{mm[ (h) =1] u<—Uqu)[ (W =1

We assume this advantage is negligible for efficient distinguishers, following
the decisional NTRU hypotheses used in NTRU-based encryption and KEM
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analyses [21,19]. The Galois screen of Algorithm 3.1 changes this public-key law
by total variation distance at most Agab, p +Estab, p (Section 5.3), giving the ad-
ditive screening term in Corollary B.2. In the ideal-XOF realization of Appendix
B, the assumption concerns the joint law of the oracle and h conditioned on suc-
cessful unscreened Setup. The uniform experiment retains that oracle marginal
and samples u < U(R,) independently; the distinguisher has the same oracle
interface in both experiments.

Assumption 4.2 (Unit-conditioned one-sample label distinguish-
ing). Sample h < U(R,); for this fixed h, sample (sg, s1) from the ambient wit-
ness distribution Dgggl conditioned on sp +s1h € R;; and sample u < U(Ry)
independently. For any efficient distinguisher D, define

AdvET*P(D) = |Pr[D(h, 50 + s1h mod q) = 1] — Pr[D(h,u) = 1]|.

This assumption concerns unit syndromes of ambient Gaussian witnesses,
rather than Ring-LWE with small secrets. Lemma 4.4 gives a statistical compari-
son under quotient smoothing, established here for annular keys; the uniform-key
game retains Assumption 4.2.

After these hybrids, independent h - U(R,) and u < U(R/) give uniform
Ag = qut e Ry . For fixed Ag, h — hAp is a bijection of Ry, so A1 = hAy is
uniform and independent of Ay, as Assumption 4.3 requires.

Assumption 4.3 states the BMST-RSIS relation underlying HAETAE and
NTRU+Sign [6,31] in ANSA-IBS form; it is the ring analogue of Dilithium’s
self-target MSIS relation [11,2].

Assumption 4.3 (Bimodal self-target RSIS). Fix the parameters
(Rg,N,q,k,dn, BsT, BsT,00). Sample Ay U(qu) and A; + U(Ry). The ad-
versary receives A = (Ao, A1) and random-oracle access to Hey, : {0, 1}*AxZN —
C,.. It wins if it outputs (u, ¢, Yo, Y1) € {0,1}** x C, x R? such that

Hch (/’[’a [AOYO + AlYl + cé]dh) =6

and
|(Yo,Y1)|l2 < Bsr, (Y0, Y1)||oo < BST,00-

The corresponding random-statement advantage is denoted

BMST-RSIS
AdVy> Ry Nq.dn.Bsr.Bsr e (C)-

For fixed A, the fixed-statement version includes A in the subscript.

Lemma 4.16 maps one accepting no-message forgery to the relation in
Assumption 4.3; the high-bit map contributes a bounded lift residual, and
Y = (Y5,Y1) may be zero. Ordinary RSIS instead needs two accepting forked
transcripts with the same recovered commitment, distinct challenges, and the
lemma’s no-wrap conditions. Thus it is only a conditional fork consequence,
whereas BMST-RSIS is the direct one-forgery target.

The self-target condition also permits direct challenge search: fix ¢ € C; and
bounded Y (even Y = 0), set wey = [AoYy + A1Y1 + ¢dla,, and vary p until
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Hen(p, we,y) = c. Each trial succeeds with probability 1/|Cx|, so the challenge-
space entropy is Ac, := log, |Cx| = log, (ZZ)

Definition 4.1 (Auxiliary ordinary-RSIS fork instance). Sample Ay +
U(RY) and Ay < U(R,) and set A = [Ag | Ay | 1] € R*3. Find nonzero
(X0, X1, X2) € R3 such that ApXo + A1 X7 + X5 = 0mod ¢ and, in centered
representatives,

||(X07X17X2)||2 S BRSIS? H(X07X17X2)H00 < (q - 1)/2

For the fork output of Lemma 4.16 under its ordinary-fork conditions,
BRSIS - 2\/B§T+4NR;2L+ V 2537 ||<X07X17X2)||oo S Bforkpo- (5)

4.2 Distributional Tools

The identity layer compares real extraction and label distributions with
trapdoor-free witness-first distributions. The following Rényi tools control
these replacements over adaptive queries.

Definition 4.2 (Rényi divergence factor). For distributions P,Q on a
common countable support and order o > 1, let

1/(a—1)
Ra(PQ) = <2P<x>m<m>1-a> .

Lemma 4.1 (Rényi event transfer; [29]). If R,(P||Q) < r and FE is an
event, then Prp[E] < (r Prg[E])(@~ 1/,

Lemma 4.2 (Sequential Rényi accumulation; [5, Lemma 5.4]). Let
Lawyea and Law;gear be two laws on transcript chains T; = (T;—1, Z;) with a com-
mon initial distribution. Suppose that, for every i < m, the real prefix support
of T;_1 is contained in the ideal prefix support of T;_; and, for every prefix 7 in
that real prefix support,

Ra(LaWrcaI(Zi ‘ E—l = T)||L3Widcal(Zi | T’i—l = 7_)) S T.

Then R (Lawreal (Tin)||LaWideal (Tim)) < 7.

Lemma 4.3 (Canonical Hybrid-Sampler extraction comparison).
Prest’s Hybrid-Sampler/Rényi comparison [28,29], in the rank-two NTRU form
of [5, Lemma 5.3], gives the following bound. Fix a compatible rank-two NTRU
trapdoor basis B for h and syndrome a. Let Dy, (- | B, h, a) be the exact Hybrid-
Sampler extraction distribution and Dpun(- | h,a) be Dj}‘?gl conditioned on
Py, (a). If the normalized canonical Hybrid-Sampler admissibility condition holds
with parameter ¢,, then for every Rényi order a, > 1 there is an explicit factor

rp = p(ap, €p) such that

Rap(Dhyb(' | B, h,a)||Dpun(- | hya)) < 7p.
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Rényi data processing under the deterministic map C, also gives

R, (Digy (| B, hya)|Dgi, (- | by a)) < 7.

pub

Both inequalities hold for every syndrome; the IBS reduction needs them only
for unit labels. Lemma 2.1 establishes the normalized-canonical width condition
for both ring families, and Appendix A.1 identifies the pushforward of Prest’s
lattice Gaussian at the appropriate affine center with Dy, (- | k, a). In the small-
ep regime, use the conservative relative-error bound 6, = ((14¢,)/(1—¢;))® —1
and assume §,, < 1. The resulting bound is

o V(ap—1)
. (1 (/2 - 1><6p>2> |

(1 _ 5;)ap+1

Lemma 4.4 (Unit-label witness programming). Let @), be the distri-
bution of a = sy + sih mod ¢ for S D;gg}jn. Fix 0 < g, < 1/3 and assume
01 > Ne, (An ) in the normalized canonical metric. The quotient-Gaussian bound
[5, Lemma 5.7] gives U(Ry)(a)/Qn(a) € [(1 —eu)/(1 4+ ), (1 +e4)/(1 — &4)]
for every a. Set ¢, = (1 +¢&,)/(1 —&,) and § = ¢2 — 1, and assume §° < 1.
After conditioning on a € RY, Qy(a)/U(R))(a) € [c;?,¢c}] for every unit a.
Moreover, for Rényi order a, > 1,

Ra, (U(RDIQR) <7y

where

(au/2)(an — 1)(55)2‘>1/<au—1>
(1 — 6 )autl .

Writing px = |qu| /q", a witness-programmed unit label has probability at

rqf§<1+

most 'y < 2 /(¢N pyx). Because C, preserves the syndrome modulo ¢, adjoining
to either unit-label law a witness drawn from the common conditional kernel
Dt (- | hya) leaves the displayed Rényi factor unchanged.

Lemma 4.5 (Counter-based unit-label abstraction and counter ex-
haustion). Let the identity map scan Jmax independent candidates from U(R;)
and return the first unit. With at most Quiq identity-label states,

Jmax _
€unit < QHidynonuniﬁ Vnonunit = a<—5(qu)[a ¢ R;]
Conditioned on no counter exhaustion, the returned unit label is uniform in R
and independent of the counter j, where

y : Vflonunit(l B Vnonunit)
Pr[j = ¢ | no exhaustion] = 5 , 0<t< Jpax-
1- Vhonunit

Prior candidates are simulated as independent uniform nonunits for the public
first-unit check, and later Hcang candidates are sampled lazily from U(R,). Thus
the witness-programming Rényi factor applies only to the returned unit label. If
¢ = 11, ¢: is squarefree with deg ¢; = f;, then vnonunic =1 — [[;(1 — qa').
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4.3 Fixed-Statement Bimodal Signing Security

Fix normalized A = (4p, A1) € Ry x Ry and witness S = (s0,51)T with AS =
g mod g. Say S is monomial-shift-bounded when ||(X7sg, X7s1)||2 < Bspigs for
all 0 < j < N. The efficiently checkable event SG requires this bound for all
shifts selected by generated signing challenges, including those not reached after
an earlier transport rejection. The global shift event implies SG.

We establish the exact response law of the transport specified in Section 3.1.
On the coefficient lattice Z?"V, the centered Gaussian has probability mass

Po, (:C)
ZuEZQN Paoy (u) .

Lemma 4.6 (One-step transport identity; [16]). Let Y and Z have
probability masses py and pz. If f,(y),g.,(y) >0, fu(y) + g»(y) <1, and

Po, (z) =

z
Py (= + 0)fulz +0) + py (2~ v)ga(z —v) = P22 (0
for every z, then Pr[R,(Y) #.1] = 1/M and the output conditioned on success
is distributed as Z.
For the Gaussian case, let K, = {y : |{y,v)] < ||v||3} denote the central strip.
Lemma 4.7 (Gaussian transport functions; [16]). Suppose

M > max (1 - Z(l)kpgy(yw> . (7)

yeK, ke? Po, (y>

The branch functions f,, g, specified in Section 3.1 satisfy Lemma 4.6 with
Y =7 =D,
Lemma 4.8 (Finite evaluation of S,; [16, Lemma 2]). Let

Jor

tr + k'l))

S0 () = Z 1 5Py, (Y .
) k:f e ®

For Ji; > 1 and (y,v) > —||v||3,

Po, Juv)
Sv(y)‘*»séJ“)(y)’<< (e

< o) = po @) ®)

The bound also applies to S,(—y) under its displayed condition, so interval
evaluation bounds every branch probability. If one implemented step is within
€step Of ideal in total variation, the k-step kernel, including abort, is within
KEstep- Lt €impl uniformly bound the statistical distance between the complete
implemented and ideal signing-output distributions, including retries and the
public filter.

Lemma 4.8 gives the per-output interface required by the abstract exact-
signer reduction. For the fixed-point scheme, Appendix B proves a sharper like-
lihood /additive transfer over the entire () g-query transcript. After this transfer,
Lemma, 4.17 applies to the exact signer with €jmp1 = 0.
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Lemma 4.9 (Uniform one-step constant; [16]). Let M, be defined by
Eq. (4) for a > 0. The function M, is strictly decreasing. If ||v|2 < Banit,
Qiter = 0y/Bshire, and M > M, .., then the branch functions of Section 3.1
define a valid one-step sampler for v, with success probability M ~!. Its abort
probability is pointwise at least

1— Maiter

M

Lemma 4.10 (Iterated response distribution). Fix ¢ € C,, with support
0 < - < Ly, let vy = X%S, and suppose |[v¢||2 < Bgnigs for every t. Starting
with 2(0) « D?,iv, apply z(!) <~ R, (2(t=1) sequentially with a common My, >
M,,,.., aborting on L. For every ¢, conditioned on the first ¢ steps succeeding, z(*)

is exactly Dgiv : hence so is z := z(®) conditioned on success. All steps succeed
with probability M, and

z=y+cS, c’:ZetXe‘, e € {—1,1}, d=c (mod?2). (9)
t=1

Lemma 4.11 (Mixed-sign commitment recovery). Let u = Ay, AS = ¢,
and let z, ¢’ be as in Lemma 4.10. Set d = (¢’ +¢)/2, whose coefficients are binary
and whose support is contained in that of ¢. Then

Az+cj=u+d (mod q). (10)

If [Az+c¢q§la, = [Az+c{—c]a,, the recovered value [Az+c§lq, equals the original
commitment [u]g,, .
Lemma 4.12 (Monomial-shift and centering-change bounds). For
fixed h, set px(h) := PI‘S<_D;L;21b [so + s1h € R]. Assume pyx(h) > px min > 0
o1

uniformly over the accepted annular public keys, and assume, as in [5], the
Lemma 4.4 smoothing condition o1 > 7., (Ap,q). For Table 1, one may take
Dx,min = ey tpx. Given Ag, > 0, define

to = (Asn + logy Qmia) In 2, t3 = (Ash + logy Quia + logy N) In 2.

Set

01V 2N + 2V2N15 + 2t5, R=1Z[X]/(XN +1),
gl\/sg +24/40 5 4+ 4t5, R=7Z[X]/(XN - XN/241).

Bshift =

Over at most Quiq ambient witness-first draws, the probability that any witness
is not monomial-shift-bounded is at most 27*<»; in the unit-conditioned game,
5:;{ < 27)\Slj/p><,min-

To bound the effect of coefficient centering, put m, = (¢ — 1)/2 and set
vr = 1 for a power-of-two ring and vg = 4/3 for a trinomial ring. Couple each
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ambient draw S with C,(S). Over at most Quiq unit-conditioned witness-first
draws, the probability that any coupled pair differs is at most

4N i m2
et <QHdexp<— 4 )

wrap — 2
P Px min 2VR01

For every profile in Table 1 with Quiq < 2%4, this bound is smaller than 27497000,

Lemma 4.13 (Scheme-level iterative rejection). For a monomial-shift-
bounded fixed statement and fixed ¢ € Cy, the pre-filter response conditioned on
iterative success is exactly Dgiv and witness-independent. Success has probability

M. >, independent of ¢ and the emitted response.

For A = (Ag, A1), ¢ € Cy, and z = (20, 21), set 7 = Agzo + A121 + ¢d. Let

Eecap = {]|20]lc £ Zounp and ||21]|ec < ZBoUnD},
Eeq(A,c) = {[7]a, = [T — cla, },
and let Epyn (A, ¢) = Ecap N Eeq(A4, ¢). Define

0 e, s gy O
chC»<, !

Pna = pPUb/Mil:er'
The event Ep,u,(A4,c) is a deterministic post-rejection filter; given A, ¢, z, it de-
pends on neither hidden signs nor the witness. Set b, = pr, +1 4+ 1,, 0ada. With

=max Pr [xr =17 mod
Pgo, =Max DM[ q]

14 2e-0/200) (1 — =34/ (207)) (11)
< 9
- V2moy

the public-event probability satisfies

N
ZBOUND
Ppub > (1 — erfc(\/gay — I'ibhpq,ay. (12)

Lemma 4.14 (Accepting-HVZK and commitment recovery). For a
monomial-shift-bounded fixed statement, the public-coin protocol samples its
challenge uniformly and independently of the first message. For fixed ¢, a simu-
lator trial samples z < D?,Jyv, sets 7 = Az + ¢§, and accepts on Epyup (A, ¢) with
w = [7]a, - The full simulator repeats complete trials, freshly sampling ¢ < U(C,;)
and z each time, until acceptance; it uses only (A, ¢) and the public filter, while
verification reconstructs w = [Agzo + A121 + ¢{lq,. Exact sampling therefore
gives accepting-HVZK with zero statistical error for Lemma 4.17.

Lemma 4.15 (Maximum commitment probability). For every fixed
statement with Ag € R and arbitrary A; € Ry, the maximum point probabili-
ties of the raw and simulator-recovered commitment distributions are at most

— N
€com = ppulb ((2dh+1 + 2)pq70y> . (13)
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Lemma 4.16 (One-forgery self-target extraction and ordinary-RSIS
fork consequence). For the ordinary-RSIS fork, define on canonical ring inputs

H, (1, cang (2 w)) = Hen(p,w),  w € ZY,

and answer independently outside the lifted image. Every accepting no-message
forgery for fixed A gives a solution to
Hen (1, [AoYo + A1Y: + ¢qla,) = ¢
with
Bgt = V2N Zpounp, Bst .00 = ZBOUND- (14)
The high-bit lift also determines E with

2dh' [AOY() + Alifl + C(ﬂdh = AOYO + A1Y1 + Clj + E mod q, HE”oo < Rh.
For the auxiliary ordinary-RSIS fork consequence, suppose in addition that
Biork,co = max{2Zgounn, 4R, + 1} < (¢ —1)/2, (15)

and that two accepting forks have the same recovered commitment and dis-
tinct challenges. Their lifted difference solves ordinary RSIS for A = [24¢ |
2A; | 1], which has Definition 4.1’s distribution since ¢ is odd. Here Brgis =

2y/B%; +4NR? + 2k, and independent challenges collide with probability
/()
Lemma 4.17 (Commitment-recoverable FSwA transfer). For a
monomial-shift-bounded fixed statement, set Reca(c, 2) := [Az + ¢dq, - Lemmas
4.13-4.15 give worst-case non-abort probability pn., accepting-HVZK error
€, = 0, and accepted honest and simulated commitment point probabilities at
most €com- For budgets Qg, Qg, set

LBM o 2QS’(QH + QS’ + 1)€com QS(QS + ]-)5com
FSwA — + 202
Pna Pna

+ Qs€impl. (16)

Then a UF-CMA forger can be converted to a no-message forger with additional
loss LEM .

The tables use ideal exact samplers, for which iy = 0.

For fixed A, Lemma 4.16 reaches BMST-RSISy,, A R, N,q,dn,Bst,Bsr,o0; SAM-
pling Ag «~ U(R)) and A; + U(R,) gives Assumption 4.3’s random-statement
setting.

Proposition 4.1 (Fixed-statement signing reduction). For every
monomial-shift-bounded fixed statement (A4, .S) and every forger respecting the

QRs, Qg budgets,
AdViIfsS_UF_CMA(A) < AdViMST_RSIS(CA) + Lgls\/[WA.

Under the additional ordinary-RSIS conditions in Lemma 4.16, the transcript-
difference argument also gives the auxiliary fork instance of Definition 4.1, in-
cluding the challenge-collision term.
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Theorem 4.1 (Unit-conditioned ANSA-PKS" signing bound). In the
planted-witness ANSA-PKS" game of Definition 2.3, let SG be the event defined
above. If A stays within the fixed Qg, @y budgets, then there exist a unit-label
distinguisher Dy, and a self-target solver C such that

Pr[A wins A SG| < Advi ™ (Dy,y,) + AdvBMS TR () 4+ LBM

4.4 Full IBS Reduction

This subsection assembles the identity-to-signing reduction. The deterministic
extraction-tape hop contributes Advextrand(Fa.,, ). The extraction-distribution
replacement affects only identity-key generations; pure identity-label queries do
not generate real extraction witnesses. Witness programming affects all gener-
ated identity labels.

Let r, be the per-key Rényi factor from Lemma 4.3, and let r; and 'y,
be the unit-label quantities from Lemma 4.4. Let €;q.con be the label-collision
probability after Lemma 4.5:

. o (@Qma) 1 _ (Quma) _1
id-coll > 9 |R¢;< ‘ 9 qux

for Table 1. The external-message public-digest collision term is added in Corol-
lary 4.1.
After witness-first programming, the collision term is bounded using I'j,

from Lemma 4.4:
Ewf-coll < (QHid> F‘;(,p-

2
Define
APKs = Advzﬂigii\lr?q,dhﬁw,BST,QO(C) + Lpgua-
Set
AP = Appn + Apab + AR,
where A,n, is the advantage from Assumption 4.1 and Ay, = Advgi'lab is the

uniform-key advantage from Assumption 4.2.

Lemma 4.18 (Identity localization and lower-game bound). Let ¢ be
the success probability in the owner-tagged uncentered witness-first game on the
event that all sampled witnesses are monomial-shift-bounded. Then there exist
an annular-NTRU distinguisher, a unit-label distinguisher, and a BMST-RSIS

solver whose advantages are collected in AE{\V/I such that

BM
€ < 3QuidAlgw + Ewt-coll-

The proof localizes first in the annular-key game, then switches the resulting
planted-witness signing game to uniform h and applies Theorem 4.1.

Let % and agﬁap be the monomial-shift failure and centering-change proba-
bilities from Lemma 4.12. Define their aggregate contribution by

BM wif wif
Owt = 3QHidAlgw T Ewtcoll T Egh + Exrap-
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Theorem 4.2 (Owner-tagged digest-message IBS reduction). Let A
be an ID-UF-CMA adversary against ANSA-IBS*°™" in the random-oracle model
that respects freshness on pairs (id, 1) and the budgets above. For Rényi orders
Qp, Gy, > 1 and eypiy as in Lemma 4.5, there exist Fg Danns Dian, and C such
that

ext?

ID-UF-CMA,ROM
AdVANSA—IBS‘“’W“ (A) < €unit + €id-coll + Achxt-rand (FGext)

an—1)/a,] @p—1)/ap
+ [ ()2 0u) ] .

Reduction work. The BMST solver uses one adversary run and one local-
ization guess, aborting if a sampled non-target witness is not monomial-shift-
bounded (Lemma 4.18). Let ¢4 be the adversary’s expected work, mpup a uni-
form upper bound on the expected cost of one public-simulator trial, and 7Ty
a corresponding bound for one ambient witness proposal, including syndrome
computation and the unit test. For the selected profiles, the sampling bound in
Appendix A.5 gives

QSTpub

ppub

tC S t.A + + 1267(¢2H1d + l)wa + tloc + tauxa

where t)o. is the expected work for local signing under non-target identities,
including all mask and transport retries, and t,,x is the expected cost of the
remaining candidate-counter simulation, witness-bound checks, key preparation,
hashing, ring arithmetic, oracle bookkeeping, and final verification. Appendix
A.6 uses the resulting solver-to-adversary work ratio rr = t¢/t 4.

Corollary 4.1 (External-message wrapper). Let A be an adaptive
ID-UF-CMA adversary against the external-message construction with public-
digest budget Q. Then there is an adversary A, in ANSA-IBS"°*" with the
same identity, signing, and Fiat-Shamir query counts such that

ID-UF-CMA,ROM ID-UF-CMA,ROM
Adv (A) < Advnsapseosn  (Ap) + Epco,

ANSA-IBS
Qu o2
€ p-coll < ( 2M 2 )\-

Because the digest-collision event precedes the owner-tagged digest-message re-
duction, its probability enters the bound once. Appendix A.6 evaluates the con-
crete reduction losses.

where

5 Concrete Parameters and Security Estimates

We instantiate four parameter sets. Under the direct-attack estimates below,
IBS-1/2/3 target NIST security categories 2, 3, and 5, respectively; IBS-1s pro-
vides a lighter profile without a category claim. The analysis covers master-
trapdoor recovery, preimage recovery at the sampled-key radius, alternate user-
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key recovery, and generic forgery against the fixed-statement BMST-RSIS rela-
tion. These heuristic estimates use the GSA and Core-SVP conventions speci-
fied below. Appendix A.6 separately quantifies the guarantees and losses of the
classical-ROM reduction.

5.1 Parameter Selection and Proof Conditions

For every parameter set, ¢ is squarefree modulo ¢q. Writing ¢ = Hle ¢; over
F,, where deg(¢;) = f;, the Chinese remainder theorem gives R, =~ H:Zl Fos-
A uniform output of H¢.ng is therefore invertible with probability

t

Px = H(l - qifi)~

i=1

Thus Hiq uses 1/py trials on average, and a union bound over at most Quiq
label states bounds exhaustion of its 16-bit counter by

216

Eunit < Quid(1 — px)

We set dj, = 13 and derive py, v, and Ry, from Eq. (2).

The evaluation takes the identity-label budgets Quiq < 22 for IBS-1s and
Quiq < 28 for IBS-1/2/3 as premises on the adversary, like Qy and Qg; they
count identities queried without extraction. Since witnesses are generated only
for reached label states, Qip < Qmia. All profiles allow Qg, Qn, Q, < 2°4; these
queries may reuse identities.

All four sets use & = 0.9, @ann = 1.17, and Reyt = 1.29. Equation (1) de-
termines o1, and the bound Quyn(B) < Ganny/q ensures 01/Qnyb(B) > Rext in
both the Hybrid-Sampler and quotient-smoothing analyses.

The choice aann = 1.17 matches Falcon’s conventional Gram—Schmidt qual-
ity target [30] and supports an alternative private-key generator if a weakness
specific to Antrag is found. Appendix C specifies Falcon-style key generation
and Gaussian preimage sampling over the same (R, q) at the current witness
width o;. After issuing new master and identity keys, the user-side signing and
verification implementations, parameters, and key and signature formats remain
unchanged. Theorem C.1 establishes this substitution under decisional NTRU
for the specified Gaussian key distribution, with explicit extraction-error bounds.

In the trinomial rings, o1 denotes a canonical width; the corresponding
continuous-Gaussian coefficient marginal scale is /4/3 1. The thresholds in
Table 1 use Lemma 4.12 with the conservative design allowance Qg, = 2%¢ and
Ash = (110,163,234, 271). This gives the reported ceilings Bgpigy and also covers
the smaller identity-label budgets: the lifetime shift-tail bound improves by the
factor Quia/Qsh. The remaining signing parameters satisfy

Oy

_ _ 9—20
Uiter = , €1 = 2 )

Bghitt
(1 - sl)Miter Z M

Qiter *
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For each profile, Mite, is the least rational with its indicated denominator
that satisfies this inequality; explicitly,

10174425311254520 100182058729041
Mitcr,ls = 1016 5 Mitcr,l = 1014 y
~ 1000917274631927 _10125832749231644
iter,2 — 1015 ) iter,3 — 1016

Lemma 4.9 therefore gives the uniform pointwise bound Pr[R,(y) =1] > 2720
for every admitted shift and input.

We set Zgounp = [4.250, ] for IBS-1s/1/2. For IBS-3, we choose o, = 507600
with Zpounp = 2018750 fixed, balancing transport rejection against response
filtering while retaining 22-bit response fields. Using oy = 475000 instead would
facilitate a common mask sampler across IBS-1/2/3, with mean signing-attempt
bounds of approximately 3.4482 for x = 40 and 2.9902 for x = 35.

These choices are made as follows. Since ¢ — 1 = 1023 - 213, d;, = 13 gives
rp, = 0 and hence R;, = 4097, whereas d;, = 14 would give R; = 16385. The
multiplier 4.25 balances response-cap rejection against the BMST-RSIS bound
within the 22-bit fields. Each Ay, exceeds the classical BMST-RSIS estimate
in Table 2 by 4 bits (10 for IBS-1s), keeping the shift-failure term below that
estimate. The challenge weights give 192.3 bits of entropy for IBS-1, close to ML-
DSA-44’s 192.8 bits, and 287.1 bits for IBS-3, about 31 bits above the 256-bit
reference. Challenge entropy and lattice-work estimates are reported separately
in Table 2.

The resulting upper bound on the expected number of signing attempts
is M. /ppub- For Qs = Qu = 2%, Appendix A.6 evaluates ppup, the fixed-
statement FSwA loss from Eqgs. (11)—(16), and the remaining proof conditions.
The fixed-format signature length in bytes is

{16 + k[logy N+ 2N [logy(2Zsounp + 1) ] -‘
8 )

where the three terms encode, respectively, the identity-label counter, the chal-
lenge support, and the two centered response polynomials.

5.2 Master-Key Security

Direct annular-NTRU recovery. We estimate direct trapdoor recovery using
Antrag’s projection-and-sieving analysis [14, Sec. 4.2.1]. Define the normalized
pre-rounding radii

—1
Qann + Oy g -1
9 + 5 (aann - aann)a

—1
Qann + Qonn § -1
Alow = B - 5 (aann - aann)a Ahigh =
and put
2 2
N Alow + a‘high

Aann = =
6q 2
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Table 1. Proposed parameters and repetition bounds for two-response bimodal
ANSA-IBS. Attempt bounds are rounded upward.

metric IBS-1s IBS-1 IBS-2 IBS-3
N 1024 1536 2048 2304
ring P2048 P4608 P 4096 Pgo12
q 8380417 8380417 8380417 8380417
digest bit-length | u | 256 256 384 512
K 20 27 31 40
o1 4369.265 4369.265 4369.265 4369.265
Bgnirt 250356 362289 348139 442113
Qliter 1.118 1.311 1.364 1.148
Miter 1.017443 1.001821 1.000917 1.012583
M, 1.413 1.050 1.029 1.649
oy 2.800 - 10° 4.750 - 10° 4.750 - 10° 5.076 - 10°
ZBOUND 1190000 2018750 2018750 2018750
response bits/coeff 22 22 22 22
dn / Rp 13/4097 13/4097 13/4097  13/4097
expected identity-map trials 1.0001222 1.0000000 1.0002444 1.0000000
proof signing-attempt bound 1.523 1.151 1.157 2.381
fixed signature size 5659 B 8488 B 11309 B 12734 B

For a power-of-two ring, Aan, is the squared-norm scalar in Antrag’s ,/q nor-
malization. In either trinomial ring, the normalized canonical root determinant

is /g(3/4)'/4. Accordingly, define

Aannv M = 2N7
Adir = iAann, M = 3N.
V3

For the trinomial profiles, the coefficient-basis moment bound of [14, Appendix
B] is looser and yields a higher block size. We report the smaller, attacker-
favorable canonical estimate.

o 1/(2(8-1))
3)/83

2me

)

the reported block size is the least 3 satisfying

8N ca(a-N)+2

Agir <
d _36 B

(17)
For a rank-d lattice, the GSA convention used here assigns the ith Gram-—
Schmidt length det(A)Y/ d5g_2i+1 and evaluates the projection screen at the ad-
jacent profile point ¢ = d— f3, including its extrapolated endpoint 7 = 0. Squaring
gives exponent 45 — 2d + 2, hence Eq. (17) for d = 2N. This adjacent-vector
convention is more favorable to the attacker than evaluation at i = d — 8 + 1.
Table 2 reports the resulting block sizes and no-offset Core-SVP costs [0.292/
and |0.26553].
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Overstretched-NTRU attacks. The attacks of Kirchner-Fouque and Ducas—
van Woerden exploit the unusually dense rank-N submodule generated by
the ring multiples of a conventional small NTRU secret [20,13]; Karenin and
Kirshanova formulate this phenomenon in a broader dense-submodule frame-
work [18]. For reference, writing ¢ = N gives a = 2.300,2.173,2.091, 2.059 for
IBS-1s/1/2/3, all below the Kirchner-Fouque asymptotic crossover a =~ 2.783 for
ternary secrets. The finite-dimensional diagnostic points in the other direction:
extrapolating the Ducas-van Woerden empirical proxy g, =~ 0.0038/N2-484
places ¢ above this proxy by factors of approximately 73,27,13,10 for the
four sets, respectively. The former threshold is asymptotic, whereas the lat-
ter includes an empirically fitted constant. More importantly, both assume
constant-width, small-coefficient secrets and therefore do not directly apply to
the Antrag distribution.

The appropriate diagnostic for annular keys is instead the covolume of this
submodule. Let A, = {(rf,rg) : v € R} and put s; = |¢;(f)|* + |¢:(g)|. In the
canonical embedding, its root covolume relative to the domain lattice R is

(i) (1) <R

i=1

The rank-two NTRU lattice has relative root determinant ,/q. The annular ac-
ceptance condition therefore keeps the secret-generated submodule within a fac-
tor aann = 1.17 of the balanced scale, rather than at the substantially smaller
scale required by the overstretched-NTRU mechanism. These attacks conse-
quently do not supersede the direct annular-recovery estimate above. They do
not, however, account for the distribution-specific information in ff* 4+ gg*,
which motivates the relative-norm analysis below.

Relative-norm recovery. Antrag’s second strategy uses H = hh* to expose
an approximate relation in the maximal real subfield X*. Put Rt = RN KT,
A= ff* B=gg*,and W = A+ B. The lattice

A={AW)e(R): A1 +H) =W (modq)}
contains (A, W). Let s = N /2 and define the real-subfield covolume factor

|Ag+]V/*

Cy = vol(RT)?/s = .

The normalized squared root determinant of A is therefore

21=2/N M =2N
V2 =det(N)N =Crq, Oy = 7 ’
(A) +4d + V3, M = 3N,
For the trinomial case, this follows from [Ax+|? = |Ax| and |[Ax|Y/N = Nv/3/2.
The analysis below therefore uses the exact real-subfield volume rather than
extending the power-of-two factor to ®4608 and Pgo12.
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To formulate the decoding problem, we center both public coordinates. Put
pt = qai,, and pﬁ_ = qaiigh, and let

NNZ

where the sum ranges over the primitive embeddings. Here Sy =0for M =2N
and Sy = 3N /4 for M = 3N with 4 | M, as in both selected trinomial profiles.
Under Antrag’s Heuristic 1, define

sin(IVO)

Csinf

and

J:

N(p% +p2) N N2+ Sy
12 2

The moments induced by Antrag’s Algorithm 4, expressed in the normalized

canonical metric, are

(b3 —r2)°
12

4 2 2 4
L+ pLpt + ot
¢’y =E||E|? = +J, v =E[D|* = =—¢ +J.

Appendix A.7 derives these moments and their component normalization, in-
cluding the distinction from the total energy in [14, Lemma 5].

The public center defines the target t = (W /2, W), whose offset from (A, W)
is (A —W/2, E). Exchange symmetry gives the normalized second-moment ma-

e [@ o yf]

Its determinant factor is z = yv/4, and the optimal determinant-one quadratic
twist has expected squared offset 2¢%\/z = ¢?,/yv. Combining this twist with
the GSA projection radius used for the direct attack gives the no-drop condition

q /iyv < C+54ﬁ 2N+2 (18)

The right-hand coefficient specializes to SN2-2/N /(33) for a power-of-two ring
and 4N /(v/3 8) for a trinomial ring.

The dimension-dropping construction of [14, Eq. (12)] does not directly apply
to this instance. Its k& = 0 specialization does not recover the no-drop bound,
and deleting identity-type basis vectors would require corresponding coordinates
of the dense element A = ff* to vanish (Appendix A.7).

We nevertheless evaluate an attacker-favorable relaxation that permits the
deletion of k error coordinates, centers the target, applies the optimal correlated
twist, and uses the more favorable projected covolume factor 2 in the trinomial
cases. Exhaustive optimization over 0 < k < N/2 and 50 < 3 < N selects k =0
for every parameter set. Equation (18) has no solution with 8 < N; even at
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its closest point, its left-hand side exceeds its right-hand side by factors 6413,
4953, 3228, and 3314 for I1BS-1s/1/2/3. Relative-norm decoding is therefore well
outside the predicted BDD regime, leaving direct recovery as the controlling
master-key attack. This conclusion inherits Antrag’s Heuristic 1, its idealized
rounding model, and the GSA; it does not rule out unrelated algebraic attacks.

5.3 Galois-Symmetry Attacks

Relative-norm descent does not require h to lie in a proper subfield; exact Galois
contraction does. Define

Ly ={(u,v) € R*:uh=v (mod q)},

and
Stab(h) = {0 € Gal(K/Q) : o(h) = h}.

If G C Stab(h) has order g > 1, then Lj is G-stable. Under the relevant
unramified-discriminant condition, the contraction theorem of Cramer, van
Gent, Lesavourey, and Pellet-Mary [7] realizes Lj, over the fixed field without
loss in the approximation factor and reduces its integer rank from 2N to 2N/g.
The relevant failure event is the per-key equality o(h) = h for some nonidentity
o, not Galois invariance of the public-key distribution.

Such a contraction would substantially reduce the direct estimates. At g = 2,
the classical costs for IBS-1s/1/2/3 would fall to 128, 199, 263, and 303 bits; at
g = 4, they would fall further to 61, 96, 128, and 148 bits. Independence across
Fourier representatives is therefore a security requirement: KeyGen must neither
generate unsampled representatives from Galois orbits nor reuse randomness
within an orbit.

The specified generator independently samples one representative from each
conjugate pair. Hermitian symmetry supplies the other representative solely to
obtain real coefficients and imposes no additional Galois symmetry. The imple-
mentation also rejects any public key fixed by a prime-order Galois element.
This test detects every nontrivial exact stabilizer because each nontrivial finite
subgroup contains an element of prime order.

The ideal AnnularTrapdoorGen distribution analyzed in Section 4 is defined
before this screening step. Let Dgq = Hann denote that public-key distribu-
tion, let Egtap be the event Stab(h) = {1}, and define the uniform-key failure
probability and the corresponding Assumption 4.1 distinguishing advantage by

Estab,P = Pr [_‘Estab]a
u+U(Ry)
AStab,P = Advdec—ann—NTRU (Dstab,P)a Dstab,P(h> == 1[_‘Estab]-

Algorithm B.2 computes the predicate Dsap, p by public automorphism tests, so
it is efficient. Assumption 4.1 therefore gives

E:Eari),P = h(—Plg d[_‘ stab} < Estab,P T Astab,P- (19)
st
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For a fixed candidate map, screening gives Dgq | Fstab, at total variation dis-
tance €2}, p from Dgq. When the candidate map uses an ideal XOF, the same
distance bound holds for the joint oracle/key laws by the first-success argument
in Section B.3. Thus Eq. (19) contributes a single additive term, independent of
the numbers of identity and signing queries.

For the uniform term, squarefreeness of ®,; modulo ¢ identifies R, ®r, Fq
with N coordinates indexed by the primitive M-th roots. An automorphism
of prime order ¢ acts on these coordinates in N /¢ cycles, so its fixed subspace
has F,-dimension N/¢. A uniform u € Ry is therefore fixed with probability
q~NU=1/0 For IBS-1s/1/2/3, Algorithm B.2 tests, respectively, 3,7,3,7 non-
identity elements of order two and 0,2, 0,2 elements of order three. Since every
nontrivial stabilizer contains an element of prime order, a union bound gives

3q~012 < 9- 11773 P = IBS-1s,
7q7 708 4241024 < 2717660 p —|BS-1
e p< T 1024+ q ’ ’ (20)
, 34~ < 923548 P =IBS-2,

7q—1152 + 2(_]_1536 < 2—264917 P = |BS-3.

These probabilities are negligible at the precision reported in Table 2.

5.4 Sampled-Key-Radius Preimage Diagnostic

The ambient Gaussian used in the extraction comparison provides a reference
scale for affine-preimage recovery. Following the affine-CVP convention of [5], we
evaluate this scale in both coefficient and normalized canonical coordinates. Put

153 1, P is power-of-two,
GH(B) =1/ —, vp =
(8) 2me P 4/3, P is trinomial,
and let yp = 1 for a power-of-two ring and yp = (3/4)'/* for a trinomial ring. In

coefficient coordinates, the continuous-Gaussian RMS proxy is 01v/2Nvp, and
its affine-CVP crossing condition at block size 3 is

o1V 2Nvp > GH(B)?N/B=V /g

In normalized canonical coordinates, the corresponding condition is
o1V2N > GH(B)?N/ B~ /g ~p.

For each profile, we take the least § in 50 < § < 2N satisfying each crossing
condition and retain the smaller result. This gives 984,1507,2173,2386 for
IBS-1s/1/2/3. The two metrics coincide for the power-of-two profiles; for the tri-
nomial profiles, the selected coefficient-coordinate values 1507 and 2386 compare
with canonical-coordinate values 1538 and 2431. Applying the no-offset Core-
SVP conversions |3log, /3/2] and |Slog,+/13/9] gives 287/261, 440/399,
635/576, and 697/632 bits, as reported in Table 2. These figures describe the
sampled-key scale, not recovery of the particular extraction sample. Section 5.5
considers alternate user-key recovery with a larger witness-norm allowance.
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5.5 Alternate User-Key Recovery

An affine-preimage attack seeks another witness for the targeted user’s identity
relation, allowing larger witness norms than the sampled-key scale of Section
5.4. Fix an identity with label (j,a) and normalized statement A = ga='(1,h).
For Sau = (s),51)T € R?, invertibility of a and § gives

ASax =4 (mod q) <= sj;+hsi=a (mod q).

Thus the recovered preimage satisfies the same witness relation as the issued
user key. We call it an alternate user key when it supports repeated signing
through the attacker’s procedure; it need not equal the issued witness or satisfy
the honest signer’s norm-admission checks. To sign a message with digest u,
choose Y € R? and set

wy = [AY mod ¢lq,, ¢=He(p,wy), z2=Y —cSau.

Since Az + ¢§ = AY (mod q), verification recovers wy and accepts whenever
Iz0lloos 121 lloc < ZBounp. These bounds also imply the Euclidean bound of
Eq. (14). The larger witness-norm allowance leaves this public response bound
unchanged. Efficient use of one recovered key requires a sufficient probability of
passing the response test, with fresh commitments wy on retries for a prescribed
digest u; repeating (p,0) reuses the same oracle answer.

For the single-forgery estimate, take ¥ = 0, so wy = 0 and z = —cSptk.-
Each trial decodes a new preimage and uses a fresh input (u,0) to Hcy, giving
a uniform challenge in C,. The affine-CVP model of Section 5.4 uses radius

Lp(8) = GH(B)*M =D y/gp

and models independent decodes, conditional on the reused basis, by identically
distributed vectors with canonical norm at most Lp(3) and uniform spherical
directions in R?V, independent of the challenges. The radius and decoder-output
law are heuristic; the probabilities in this calculation condition on that basis. For
M, : x + cx, orthonormality gives || M., = K in a power-of-two ring. In a
trinomial ring, write N = 2m and

p(C): ‘{OS]<mC]:C]+m:1}’

The exact support-dependent norm is

4
||MC||3an—>oo = g (H + p(C)) .

Identify linear functionals with their coefficient vectors and use the dual inner
product (u,v)ean« = u'Hy'v. For T, j(z) = coef(X7x),, the relation X?™ =
X™ —1 gives

2

4
<Tr,j7Tr,k>Can,* = gljzk + gl\jfld:m-
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Summing over the support gives every output row squared dual norm 4(x +
p(c))/3, proving the formula.

A uniform weight-x support contains p complete pairs with probability
() ()2

P/ \K=2p

2

)
Here max{0,x — m} < p < |k/2]. Write Zp = Zpounp. Set (Dpo,wpo) =
(VK,1) in a power-of-two profile, and Dp,, = \/4(k + p)/3, wpp = Wm kp Oth-
erwise. Conditional on the support class p, each squared response coefficient,

divided by (Dp,Lp(3))?, is stochastically dominated by V ~ Beta(1/2, (2N —
1)/2). A union bound over 2N coefficients therefore lower-bounds the modeled

success probability p;p by
Zp >2
V>|=——F—-—
(DP,pLP(ﬁ) H

Here [z]; = max{z,0}; no independence among response coefficients is required.
Reusing one block-reduced basis for independent randomized affine decodes gives
modeled expected work

Wm,k,p =

T8, p = ZWRP |} — 2N Pr
p +

1 1
Wip =2 <29+ —  (map>0).
B,P pzslg T8.P (s, )

Use sc = log, m and sq = log, 1/13/9, classical repetition in both columns,
and unit cost for the polynomial-time trial work. Minimizing the bound over 50 <
B < 2N gives block sizes 485/485, 776/776, 1114/1114, and 1332/1332, with
floored costs 141/128, 226,/205, 325/295, and 389/353 bits for IBS-1s/1/2/3. The
corresponding success lower bounds 7g p are about 7.02%, 0.43%, 3.62%, and
0.06% per trial in profile order. These are sufficient-success estimates under the
decoding model, not lower bounds on attack cost. A zero certificate is vacuous,
without implying prﬂe’S}E =0.

The certificate bounds success averaged over decoded preimages and chal-
lenges; it does not give the same bound for every fixed preimage. A deterministic
sufficient condition for reuse is

ZBOUND
maXeec,, ||Mc||can—>oo

HSatkH(:an S

Indeed, the operator-norm bound then gives ||¢Satkllco < Zounp for every
challenge, so Y = 0 signs every message. At the reported block sizes, Lp(8) ex-
ceeds this threshold; the modeled norm bound alone therefore does not establish
universal success.

For the alternate user-key recovery screen, we grant the attacker a usable
fixed witness at expected one-time cost at most 2% + 1/7m5 p. We further as-

sume efficient generation of fresh oracle inputs for each prescribed digest, with
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response-test success at least mg p conditional on every preceding trial. This
assumption includes the contribution of Y to the response bound. Obtaining
an alternate key with this per-trial signing guarantee is an attacker-favorable
assumption, beyond the spherical average. For QQr prescribed messages, each
allowed at most T fresh trials, define

Qr +1

7(8) 3B
Wrellge = 2 +
se.8,p(QF) Top

(7T57p > O)

This upper-bounds expected total work: key recovery is paid once, and each mes-
sage uses at most ZtT;Ol(l —7g,p)t < 1/ma p trials in expectation. Conditional
on obtaining the granted alternate key, the signing procedure succeeds on any
prescribed message with probability at least 1 — (1 — 7 p)T. High success there-
fore comes from retries with the same key. Over QQr messages, the probability
that at least one remains unsigned is at most Qp(1 — 7g, p)T. These bounds
require fresh oracle inputs throughout the retry budget.

5.6 BMST-RSIS Screen and Consolidated Estimates

The fixed-statement BMST-RSIS relation governs the signing reduction. For its
one-message lattice screen, fix w, set ¢ = Hep (1, w), and consider the lift

AYo 4+ A1Y: +¢j+ E=2%w  (mod q),

where ||Y;|loc < Zpounp for i = 0,1 and || E|/s < Rj. For an attacker-favorable
lattice screen, we discard the Euclidean restriction in Eq. (14), assign all three
blocks the common bound EST’OO = Zpounp + R, and apply the forgotten-¢
£5o-SIS convention of Dilithium Appendix C.3. The BMST-RSIS costs use the
no-offset Core-SVP conversions |Slog, 1/3/2] and |SBlog, 1/13/9].

Under the distinct-challenge and no-wrap conditions of Lemma 4.16, a
successful forgery fork yields an ordinary-RSIS solution with common bound
Brork,00- This implication is one-way: an ordinary-RSIS solver does not by itself
produce a forgery. The conventional forgotten-g screen gives 89/81, 143/130,
209/189, and 242/220 classical/quantum bits for 1BS-1s/1/2/3.

For small moduli, however, ¢g-ary lattices may retain the exploitable Z-shaped
BKZ profile analyzed in [10]. Combining its moving-window profile with the
closed-form ¢, tail model of [1] gives first-hit diagnostics of 100/90, 51/46,
71/64, and 81/74 bits; allowing independent retries and taking the minimum of
the two screens gives 89/81, 50/46, 71/64, and 81/73 bits. Both cited analyses
concern unstructured matrix ISIS, not structured homogeneous Ring-SIS. These
values are therefore sensitivity diagnostics for the auxiliary fork relation, rather
than direct forgery costs. Table A.1 separately verifies the coefficientwise no-wrap
condition required by the fork.

The quantum columns describe lattice-algorithm costs; the reduction applies
in the classical ROM.

The corresponding BMST-RSIS Z-shape screen gives higher costs than the
generic-forgery row in Table 2. Across all four profiles, that row gives the lowest



ANSA-IBS Bimodal 33

Table 2. Concrete security estimates and structural screens for the parameter sets in
Table 1.

estimate IBS-1s IBS-1 IBS-2 IBS-3
master-key recovery 903 1395 1843 2111
master-key recovery classical/quantum 263/239 407/369 538/488 616/559
relative-norm BDD crossing for g < N none none none none
sampled-key-radius key recovery f3 984 1507 2173 2386
sampled-key-radius key recovery classical/quantum 287/261 440/399 635/576 697/632
alternate user-key recovery 8 (model bound) 485 776 1114 1332
alternate user-key recovery classical/quantum (model upper bound) 141/128 226/205 325/295 389/353
generic forgery BMST-RSIS /., screen 3 344 545 788 914
generic forgery BMST-RSIS screen classical/quantum 100/91 159/144 230/209 267/242
challenge-space entropy Ach 138.7 192.3 228.0 287.1

reported lattice-work estimate for a first forgery among the four assessed attack
classes.

Larger fully split modulus. Choosing the larger 24-bit prime ¢ = 16588801
fully splits all four rings and improves the auxiliary ordinary-RSIS estimates
under the adapted Z-shape model, which accounts explicitly for g. Preserving
the Table 1 proof-attempt bounds for 1BS-1s/1/2, and taking o, = 738545 for
IBS-3, gives Z-shape diagnostics of 101/91, 150/136, 216/195, and 233/212 clas-
sical/quantum bits, respectively. The IBS-3 retuning has a 1.600 proof-attempt
bound and fork margin 2016766; 1BS-1/2/3 then require 23-bit response coeffi-
cients. Complete splitting could also improve arithmetic performance for IBS-1
and IBS-3. By comparison, the nearby prime g = 8404993 fully splits all four rings
and preserves the sizes in Table 1, but enlarges the fork margin only slightly.
These auxiliary ordinary-RSIS figures are not signing-security estimates. We re-
tain the ML-DSA modulus to reuse its modular-reduction machinery and keep
signatures smaller.

6 Fixed-Point Implementation and Performance
Evaluation

The implementation follows the integer realization specified and proved in Ap-
pendix B. For the Apple M5 measurements, we compile with Apple Clang 21.0.0
using -03 -mcpu=native, -march=armv8.2-a+crypto+sha3, and loop unrolling.
This build enables the two-lane Arm SHA3/SHAKE routines, Arm Montgomery
NTT arithmetic with signed-Barrett reduction, and the profile-specific Karat-
suba and Toom-3 transforms for the incompletely split rings. Setup and ex-
traction use fixed-capacity integer arithmetic; the independent multiprecision
reference uses GMP 6.3.0.

IBS-1s and IBS-2 use full radix-two NTTs of lengths 1024 and 2048, respec-
tively, with arithmetic derived from ANSA-IBKEM [5]. IBS-1 and IBS-3 use
incomplete NTTs with degree-three and degree-nine residues, respectively.

Setup. Measurements use the hardened generator of Appendix B. Candi-
date evaluation makes one Q128 pass, and unresolved comparisons reject the
candidate. At the upper five power-of-two levels, the NTRU solver lifts with ex-
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act small-prime NTT/CRT arithmetic and reduces with scheduled 32-bit fixed-
point Babai rounds; below them, and throughout the trinomial towers, it uses
scheduled fixed-capacity integer lifting and reduction. Setup includes candidate
rejection, the Galois screen, the second-row norm check, and master-key encod-
ing.

Extraction. Extraction starts from a prepared master state. It hashes the
identity to its first unit label, derives the extraction tape, and runs the fixed-point
Hybrid-Sampler. Its statistical-isochrony guarantee concerns the proposal-count
and randomness-consumption transcript; complete calls retain the bounded re-
jection loop of Appendix B.

Signing and verification. Signing starts from a loaded identity key and
uses Q128 transport and Bernoulli evaluation. Measurements cover the complete
signing call, including retries, encoding, and temporary-data clearing. Hardening
fixes the designated arithmetic schedules within each attempt; the outer retry
loop remains variable. Uncached verification includes identity hashing and state-
ment preparation, while cached verification reuses the transformed identity row.
Both include message hashing, decoding, and signature checks.

Measurement protocol. Table 3 reports median throughput from three
ten-second runs per setting on Apple M5. Signing cycles through 1000 messages
of 32 bytes. Both verification modes use the ordinary optimized build and the
same signature pool for each profile. Implementation source and benchmark data
are provided in the artifact.

Table 3. Measurements on Apple M5. Throughput rows are medians of three runs in
ops/s; attempt counts are pooled means, total attempts divided by total signatures
over the three runs.

Metric IBS-1s IBS-1 IBS-2 IBS-3
fixed signature 5659 B 8488 B 11309 B 12734 B
Setup 58.697 6.751 18.880 3.547
isochronous Extract 4110.666 2096.642 1990.769 1300.452
variable-time fixed sign 11086.096 7648.270  6047.464  2554.131
hardened fixed sign 8692.555 5820.770 4890.023 2067.371
fixed verify 40860.051 25347.970 20173.500 16605.297
fixed verify, per-ID cache 100704.550 48051.747 48989.117 30474.018

avg. sign attempts (ordinary/hardened) 1.479/1.482 1.125/1.126 1.129/1.126 2.298/2.296

Table 4 reports measurements of the IBS-1 configuration on an STM32F407
Cortex-M4 at 168 MHz, using Keccak and ML-DSA-compatible NTT assembly.
Working memory is confined to SRAM1, with CCM disabled. Setup and ex-
traction run off-device. Cycle counts are means of 100 complete operations. The
non-hardened and hardened signing batches produced 100 signatures in 116 and
107 attempts, respectively.

SDK Flash is the linked image size, excluding key objects, Setup and Extrac-
tion code, and the test harness. Peak RAM includes working state, the 8488-byte
signature buffer, and the measured operation stack, but excludes application
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Table 4. STM32F407 measurements for IBS-1; memory in bytes and cycles in millions.

SDK Peak Sign Peak Verify Sign Verify
Build Flash RAM RAM cycles cycles
non-hardened Q128 37780 28984 28564 52.851 3.726
hardened Q128 44776 31296 29780 116.285 3.730

state and interrupt-stack allowance; keys reside in flash. The hardened build
uses fixed-work sampler, transport, challenge-support collection, and evaluator
kernels within each attempt; the outer signing loop stops at the first accepted
attempt.

Published lattice IBS sizes serve only as bandwidth references because their
assumptions and analyses differ. At about 120-bit security, the earlier SIS- and
Ring-SIS-based hash-and-sign schemes have signatures above 5 MB and 1 MB,
respectively [22, Table 2]. The same table reports a 12918-byte signature at 60-
bit security for the NTRU/Ring-SIS IBS of Xie et al. [32], whereas IBS-1 has an
8488-byte fixed signature and a 159-bit classical BMST-RSIS core estimate. Luo
et al’s construction concatenates two Schnorr-type lattice signatures; its 136-
and 200-bit rows have 9738- and 14680-byte signatures [22, Table 1]. The fixed
IBS-1 and IBS-2 signatures are 12.8% and 23.0% smaller than those two rows,
respectively. Their classical BMST-RSIS core estimates are numerically 23 and
30 bits higher, respectively, although the notions and analyses differ. ANSA-IBS
signs the normalized DLP/NTRU relation directly.

7 Conclusion

This work instantiates the convertible identification approach of Bellare, Nam-
prempre, and Neven for the DLP/NTRU identity relation. The normalized
two-response bimodal signature enables public commitment recovery, while
Gértner’s iterative rejection narrows the Gaussian mask and reduces signing
attempts. The proof separates the adaptive identity-extraction loss from fixed-
statement signing, reducing the latter to BMST-RSIS with explicit rejection-
sampling, commitment-probability, and ordinary-RSIS fork conditions. The
finite-extraction and signing analyses extend this reduction to the integer-only
implementation.
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A Security Proofs and Auxiliary Analysis

The following table summarizes the notation used in the proofs and the fixed-
point analysis.

Symbol Meaning

Q1p, Quid witness-generation states (including
failure) and reached identity-label states

Qs, Qu, Qu signing calls, challenge queries, and
distinct digest inputs

Mioc, Lioc localization multiplier 3Quia and its
log,

ap,Tp Rényi order and factor for
Hybrid-Sampler witnesses

o, T Rényi order and factor for unit-label
programming

SG all shifts selected by generated signing
challenges satisfy their norm bound

Lp(B) heuristic affine-decoding radius in
Section 5.5

Jir last retained index in Lemma 4.8

Nword fractional-storage word count in Table
B.3

Kacc discrete-sampler acceptance scale in

Section B.4

A.1 Distributional and Label-Programming Proofs

Proof of Lemma 2.1. For a power-of-two ring, the power basis is orthonormal
in the normalized canonical metric. For a trinomial ring, the Ramanujan-sum

formula gives

i:ja

1 o .

~ T/ (gSNJ): 1/2, i—j=+N/2, 0<ij<AN.
otherwise,

Thus the normalized canonical Gram matrix has the blocks G of Section 2.1.
Let e; = X7 and m = N /2, and order the power basis as

s €m—1,€m, .. ~7€2m71)~

The first m Gram—Schmidt vectors then have length 1, and the remaining m
have length v/3/2. The Gram-Schmidt norm of the power basis is therefore 1 in
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either ring family. For a real d-dimensional lattice L with ordered basis C, the
Micciancio-Regev smoothing bound [25], in its Gram—Schmidt refinement [15]
and the standard-deviation convention, is

In(2d(1 + 1/¢))

Cllas.
5 1Cllas

1
< =
ne(L) < -

Here ||6 llcs is the maximum Gram-Schmidt length. Applying the bound in
dimension N to the normalized canonical image of the power basis yields 7. (R) <

phyb(Na 6)'
Let by = (g, —f) and bs = (G, —F) be the rows of B. Expanding this R-basis
gives the ordered Z-basis

Bexp = (eobi,...,en—1b1,eqba, ..., en_1b2)

of Ap 4. Write * for complex conjugation in K and set Dg = ff* + gg*. Gram—
Schmidt orthogonalization over IC gives

_Ge+Ff (af a9t
Dy ' \Dp Dg)’

by = by, by = by

where the final identity follows from fG —gF = q. For u,v € K2, write (u,v)x =
upv§ + u1vj. The vectors 51 and 52 are K-orthogonal, and their squared lengths
at embedding ¢; are respectively s; and ¢?/s;. This field-level Gram-Schmidt
calculation [28, Lemma 6.7] takes place over K and therefore applies equally
to the nonorthogonal trinomial power basis. The corresponding real canonical
spans are also orthogonal: for z,y € K ®g R,

(b1, yb2)can = %TTIC/Q (xy*<b1, b2>1c) =0.

For d = (do,d;) € K?, Parseval’s identity in normalized embedding coordi-
nates gives

ldl|Ean < max {|i(do)[* + |6i(d1)|* } [ l|Ean-

Consequently, the linear map = — xd has canonical operator norm at most the
square root of the displayed maximum. Applied to the first block of Bexp, this
bounds its Gram—Schmidt lengths by max; \/s;. Projecting the second block or-
thogonally away from the full span of Kby yields (ngg) j» whose Gram—Schmidt
lengths are at most max; ¢/,/s;. Hence the normalized canonical image of Beyy,
has Gram-Schmidt norm at most Qny(B). Applying the basis bound in dimen-
sion 2N gives
Ne(Ang) < pu(IN,€)Quyb(B).

Finally, Prest’s generalized K-Gram-Schmidt envelope has embedding lengths
V/5i and ¢/./s;, all bounded by Qpy1,(B). Together with the estimate for 7.(R),
this proves the stated Hybrid-Sampler width implication. a

Proof of Lemma 4.3. By Lemma 2.1, Prest’s Hybrid-Sampler theorem
applies with the required embedding-wise width. Choose a lift a € R of a, set t, =
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(@,0), and write Ay, 4 = Spang(B). The theorem compares the exact sampler at
center ¢, with the canonical lattice Gaussian Dy, , o, .t,- Consider the affine map

Yi, t Apg — Pr(a), vV —> tg — 0.

If v=(z,y) € Ap,q, then the syndrome of t, —v = (a—2,—y) isa— (x +yh) =
a mod ¢; conversely, every S € Pp(a) satisfies t, — S € Ap 4. Thus ¢y, is a
bijection. Moreover,

||U - ta”can = ||¢ta (U)HCSLH’

so the bijection preserves the relevant Gaussian norm. Its pushforward of
D, ,.01,t. is therefore exactly Dpup(- | h,a). The choice of lift is immaterial:
replacing a by another lift translates ¢, by an element (¢r,0) € Ay, 4 and leaves
the pushforward distribution unchanged.

For module rank r, Prest’s likelihood-ratio argument gives the conservative
bound ((1+¢,)/(1—¢,))3>" —1 on the relative error [28, Theorem 5.10 and proof].
At rank two this is (51’). Affine bijections preserve likelihood ratios, so the relative-
error-to-Rényi conversion of [29] and [5, Lemma 5.2] yields the displayed factor
rp for the raw distributions. Rényi data processing under C, yields the same
factor for their centered pushforwards. a0

Proof of Lemma 4.4. Define the canonical images

Lo=WZ*N | Ly, = W2 coef(Ay, ).

The syndrome map (sg, s1) — So+$1h mod g is surjective with kernel Ay, ,. Since
WIG\?Q is invertible, it induces an isomorphism

W2 coef(S) + Ly, g — so + s1h mod g

from Lg/Lp,q to Rq. Section 2.1 identifies D*}{QZI with the spherical discrete
Gaussian on Ly under this map. Consequently, @)} is precisely the quotient
Gaussian on Lg/Ly, 4, transported to R, by the displayed isomorphism. More-
over, the condition o1 > 1., (Ap,4) is exactly the smoothing condition for Ly, 4.
The quotient-Gaussian bound [5, Lemma 5.7] therefore gives U(R,)(a)/Qnr(a) €
[en !, cul, equivalently Qp(a)/U(Ry)(a) € [c,h, ¢y, for every a.

Conditioning both distributions on Rj multiplies this ratio by the inverse
ratio of their probabilities of landing in R}, and this probability ratio also lies
in [¢; !, eu]. Therefore Q) (a)/U(RY)(a) € [c;?,c2] for every unit a.

Equivalently, U(R))(a)/Qj (a) lies in the same interval [c,?,cZ]. Write
U(RY)(a) = Qp(a)(1 + 6,). With 6 = ¢ —1 < 1, the ratio bound implies
|0.] < 6. Applying the relative-error-to-Rényi conversion used in [5, Lemma

5.2] and [5, Proposition 5.1] gives the displayed bound for . Finally,

mase 0 (a) < /|,

For squarefree ¢ = [[; ¢; with deg¢; = fi, the CRT gives |R)| = VL -
g7 = q"px. O
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Proof of Lemma 4.5. For one (h,id) label state, let Cy,...,Cy . 1 be

the independent U(R,) candidates underlying the lazy oracle Hcang, and let
T = min{i : C; € RS}, with T =1 if no such index exists. The counter-

exhaustion event has probability ylmax and a union bound over at most Quia

nonunit?
label states gives the displayed term.
Conditioned on T = t, the variables Cy,...,C;_1 are independent samples

from U(R,) conditioned on being nonunits, C; is an independent sample from
U(R)),and Cyy1,. .., Cy,, —1 remain independent unrestricted uniform samples
from U(R,). This follows because the candidate labels are independent, exactly
uniform elements of R, and the event T" = ¢ factors across the candidates. Hence,
conditioned on no counter exhaustion, the visible counter has the truncated
geometric distribution stated in Lemma 4.5, the returned unit is uniform in R},
and the returned unit is independent of the visible counter.

This decomposition can be simulated in any adversarial query order: sample
T from the truncated geometric distribution, cache C'r, fill ¢ < T as independent
uniform nonunits, and fill ¢ > T as independent unrestricted uniform elements.
The oracle returns only requested candidates and reuses hidden cached entries if
a later Hjq query scans the state, so candidate-only queries before the wrapper
query have the lazy H.anq distribution conditioned on no counter exhaustion.

Thus the Rényi witness-programming step in Lemma 4.4 is applied to the
returned unit label only, while the prior nonunit candidates, later unrestricted
candidates, and counter distribution are simulated exactly. The CRT identity
Vnonunit = 1 — px gives the final claim. O

A.2 Tterative-Rejection Proofs

Proof of Lemma 4.6. An output z can arise only from input z+ v through the
minus branch or from input z — v through the plus branch. Hence Eq. (6) gives

Pr[R,(Y) = z] = py (2 + v) fu(z + v) + py (2 = v)gu(2 —v) = pz(2)/ M.

Summing over z gives success probability 1/M; division by this probability leaves
the law Z. a

Proof of Lemma 4.7. We give the argument in the Gaussian notation of this
paper. First suppose (z,v) > 0. Then (z + v,v) > |[v||3 and (z — v,v) > —||v]||3,
so the definitions give

Po, (2 +0) fo(z +v) + po, (2 — v)gu(z — v)

= % (P, (2 +0)Su(z +v) + ps, (2 = v)(1 = Sy(z —v))) = pUI’T(Z)
The last equality follows by expanding the two alternating series and cancelling
adjacent terms. The case (z,v) < 0 is the same calculation after replacing (z,v)
by (—z,v). Normalization therefore gives Eq. (6) with Y = Z = D?Tiv

It remains to check that the displayed quantities are probabilities. If (y, v) >
0, the terms in S,(y) decrease in magnitude, so pairing consecutive terms gives
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Su(y) = 0. If (y,v) = —||v]3, then

Po, (Y +v)

Suly) =1~ P, ()

Su(y+v) <L

These inequalities, and their versions with —y, show f,,g, > 0. Their sum is
1/M when {y,v) > [[v]3 or {y,v) < —[loll3. For —[loll3 < (y,v) < [Jol]3, direct
substitution gives

fo(y) + g0(y) = ﬁ (1 — Z(—l)kw> <1
keZ Ty

by Eq. (7). O
Proof of Lemma 4.8. Expanding the Gaussian ratio gives
o,y + o) _ exp(kznvna 2l
pUy (y) 20y

so S,(y) depends only on (y,v) and ||v||3. Put

_Jol3
205 '

Under (y,v) > —||v]|3,

Poy, (y + ij)
Po, (Y)

Writing k = Ji, + 1+ h and using (Ji, + h)? — J2 = 2Jh +h% > 3h for Ji, > 1
and h € Z>g, the unsigned tail satisfies

S PR S (< (e 4 1)~ 1)a)

k=dut1  Pou () h=0
< exp(—(Jfr —1)a) pay(JtrU)

1- eXp(—Sa) B Po, (U) — Po, (QU) .

<exp(—((k—1)>—1)a).

This proves Eq. (8). The total-variation statement follows by a standard k-hybrid
composition of the one-step kernels. a

A uniform truncation schedule requires control of o, /||v||2. For example, at
oy = 55, |v]]2 = 1, and y = 0, truncation before index 20 leaves absolute error at
least ¢=20°/(2:55%) _ ¢=21%/(2:55%) 5 (. 00632. This precludes the uniform twenty-
term precision claimed in [16, Section 3.3] without a lower shift-norm bound, as
imposed in Section B.5.

Proof of Lemma 4.9. Put o = 0,/||v||2. Poisson summation on the one-
dimensional coset y + Zv gives, uniformly for y € K,

B ok Po, (Y £ Kv) 200/21 = ox _7r2a2(2m—1)2
L= Oy S et/ an) 2 p( 2 )

kEZ m=1
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Since (2m — 1)? > 1+ 4(m — 1), the series is at most

exp(—m2a?/2)
1 — exp(—272a2)’

which is Eq. (4). The excess M, — 1 is strictly decreasing in « [16]. For ||v|j2 <
Banifs, we have o, /||v]|2 > aiter and hence M, > My, /jjv|l,- Lemma 4.7 there-
fore applies for every common constant M > M,,,...

When (y,v) > ||v||3 or (y,v) < —|[v||3, the proof of Lemma 4.7 gives f,(y) +
gu(y) = 1/M. In the remaining strip —||v||3 < (y,v) < ||v||3, the same proof and

the bound above give

ll2-

M - M
Since My,,.. > 1, both regions have abort probability at least 1 — M,,,../M. O
Proof of Lemma 4.10. Conditioned on success of the first step, Lemmas 4.6

and 4.9 give z(1) ~ D?,]yv and success probability Mi;elr. Inductively, conditioned

MO’ Vll2 M
Foly) + goly) < =2l o

on success through step ¢, the state z(*) has the same Gaussian law, and the
probability that all t steps succeed is Mi;etr. Taking ¢ = k proves the final-
distribution and success-probability claims. Each successful step adds either v,

or —vg, SO

K
2 =y 4 ZetXefS =y+S.
t=1
Every nonzero coefficient of ¢’ is odd and has the same support as c, hence
¢ = cmod 2. O
Proof of Lemma 4.11. From AS = ¢ and Eq. (9),

d+c
2
where the second equality uses 2¢ = 1 mod ¢q. If ¢; = 0, then d; = 0 and the
recovered coefficient is the corresponding coefficient of u. If ¢; = 1, then d; €
{0,1}. For d; = 0 recovery is again immediate; for d; = 1, the public equality
between 7 = Az + ¢d and 7 — ¢ identifies its high bits with those of w. This holds
coeflicientwise. a0

Az+ci=u+(d+c)Gg=u+ =u+d (mod q),

A.3 Monomial-Shift and Centering-Change Bounds

Proof of Lemma 4.12. Write s € Z2V for the coefficient vector of S and
set ¢ = o71. For the coefficient-spherical power-of-two row, set ¥ = Isx. For a
trinomial row, set ¥ = diag(Ky, Kn). In either case, the exact zero-centered
discrete Gaussian satisfies

Ee(®®) < exp(o?u” Lu/2) for every wu.

For a trinomial row, each coefficient pair within either copy of R has probability
proportional to exp(—z”Gxz/(20?)). For a pair direction r € R2?, completing the
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square expresses its moment-generating function as exp(o?rf’G~1r/2) times the
ratio of shifted to zero-centered G-Gaussian masses on Z?; Poisson summation
bounds this ratio by 1. Multiplying these bounds over all pairs and both ring
components gives the stated matrix 3.

Every diagonal entry of ¥ is at most vg. Taking u = te; in the linear moment
bound and optimizing over t > 0 gives

m2
max{Pr[s; > mq], Prls; < —mq|} < exp <_ QVRZQ .

Because ¢ is odd, [—mg, mg] is the unique centered residue interval. Hence

Cq(S) # S if and only if at least one coefficient lies outside this interval. A

union bound over both tails, all 2N coefficients, and Qg;q witnesses gives the

factor 4N Quiq before unit conditioning. Conditioning on a unit label increases

the bad-event probability by at most 1/px min, which proves the centering bound.
For A > 0, set

B=x'1245Y2 L=|B|2 V=tr(B?.
Then, for every 7 > 0,

Pr [STAS > o? (tr(ZA) +2VVT + 2L7‘)} <e .

The claim is trivial for L = 0, so assume L > 0. It is enough to prove the
moment-generating-function domination

Ee™ 4% < det(I — 2002B)~"/2,  0<n<1/(20°L).
For 0 <7 < 1/(20%L), use the Gaussian integral identity
eanAx

=Ey n(0, 204y,

with Y supported on the image of A if A is singular. By Fubini and the linear
MGF domination,

]Ese"STAS < Ey@”zYTEY/Q = det(] — 27702B)_1/2.

It remains to optimize the Chernoff bound. Let A; be the eigenvalues of B and
set 0 = 2n02. For 0 <0 < 1/L,
62V

n(sTAsfa2 tr(32A)) < 1 o _ ) N -
log Ee < 2;( log(1 —0A;) — 0A;) < A(1=6L)

The last inequality uses —log(1 — z) — 2z < 22/(2(1 — z)) for 0 < z < 1. With

2VT

NI
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Chernoff’s inequality gives
Pr [STAS —*tr(TA) > o2 (2VVT + 2LT)] <e ",

which is the claimed quadratic-form failure bound. The statement is for the exact
sampler; approximate samplers add the corresponding statistical-distance term
to the reduction loss.

For a monomial X7, let T; denote its coeflicient-basis multiplication matrix
and set A; = diag(T} Ty, T} T;). Then

|(X7s0, X7s1)|I3 = 7 Ays.

In the power-of-two ring, T} is a signed permutation. Thus A; = I for every j,
and the single norm event has

tr($A;) =2N, V =2N, L=L

The quadratic-form bound with 7 = t5 gives the power-of-two expression for
Bty -

For the trinomial ring, let G be the block-diagonal canonical Gram matrix
and Ky = G;,l. Multiplication by a monomial preserves the canonical inner
product, so T]»TGNT]- =Gy and

U; = GY TGy

is orthogonal. For one witness polynomial, the whitened quadratic-form matrix
is
KPTIT K\ = UT KnU;.

It therefore has the spectrum of K, namely 2/3 and 2, each with multiplicity
N /2. Accounting for both witness polynomials gives

8N 40N
V=—r

tr(XA;) = —
r( ]) 3 9

L=2.
The quadratic-form bound with 7 = t¢3 gives the stated trinomial threshold
for one shift. Union-bounding over the N possible monomials accounts for the
log, N term in t3; no such factor is needed in the power-of-two case because
all monomial shifts have the same Euclidean norm. A further union bound over
Quiq witnesses gives unconditioned failure probability at most 2 Ash,
Conditioning a witness on sg + s1h € R increases this probability by at
most 1/px min. Lemma 4.4 and [RY|/|Ry| = px give Py min > ¢ px- O

A.4 ANSA-PKS" Iterative FSwA Proofs

Proof of Lemma 4.13 and Eq. (12). Fix ¢ € C,. On a monomial-shift-
bounded statement, all « shifts selected by ¢ satisfy the hypothesis of Lemma
4.10. Conditioned on iterative success, the response is therefore exactly Dgiv and
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independent of the witness. The success probability is M. for every fixed e,
and the successful response has the same law for all such challenges.

For Eq. (11), Poisson summation gives the lower bound \/ﬂay on the scalar
Gaussian normalizer and shows that the periodized numerator is maximized at
residue zero. The geometric bound Y,-, e *t < e~t/(1 — e73t) for t > 0 then
gives the stated residue-mass bound.

For the displayed lower bound on ppyupb, & one-dimensional discrete-Gaussian
coefficient satisfies

ZBOUND
Pr x| > Z <erfc| ————— | .
sy, 1> Zmounn] < ( V2, )

This follows by bounding the two tails by the corresponding Gaussian integral
and using the same normalizer lower bound. Independence of the 2N response

coefficients gives
P 2N
Pr[Beay] > [ 1 — erfc| ZBQUND .
[ Cdp] = < ( \/iay

For an index i with ¢; = 1, the equality [r;]q, = [1i — 1]a, can fail only if
7; mod ¢ lies immediately after a coefficientwise high-bit boundary. Enumerating
the centered rounding intervals, including wraparound, gives at most b, = pp, +
14 1,, oda such residues; the last term accounts for the two distinct centered
tie endpoints when py, is odd. Since Ag is a unit, row ¢ of multiplication by Ay
has a nonzero entry. Condition on z; and on all coefficients of zy except one
coefficient with nonzero scalar in row i. Then 7; mod ¢ is a nonzero affine image
of this remaining one-dimensional Gaussian residue, with maximum probability
of any one residue at most py o,. Therefore

Pr([rila, # [ — ¢ila,] < brpg.o,-
A union bound over the x nonzero coefficients of ¢ gives
Pr[_‘Eeq(Aa c)] < "‘fbhpq,oy

Combining the response-cap and equality-check bounds yields the stated lower
bound on ppub. Applying ELun(A,c) after iterative rejection gives non-abort
probability at least ppun/M,,. O

Proof of Lemma 4.14. Consider an honest trial of the public-coin identifi-
cation protocol: the prover samples its first message, and the verifier then chooses
an independent uniform challenge c. For a monomial-shift-bounded statement,
the Step 4 norm checks always pass. By Lemma 4.13, for each fixed ¢ the joint
mass of iterative success and final response z is Mi;e";DngV (z). This factor is
independent of both ¢ and z.

Lemma 4.11 shows that the equality check [Az + ¢§lq, = [Az + ¢§ — d]a,
recovers the original commitment. Honest and simulated trials therefore apply
the same public filter to the same (¢, z) law and set w = [Az+¢{§lq, . Resampling
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(¢, z) until acceptance gives the same joint law of (w, ¢, z), proving accepting-
HVZK for the identification protocol. a

Proof of Lemma 4.15. First consider the raw first commitment. Condition
on y;. Since Ay is a unit, the map

yo mod g — Apyo + A1y mod ¢

is a bijection on R,. The product distribution of ¢y mod ¢ assigns probability at
most pfl\{ -, tO each residue vector. Every output of the high-bit map has at most

(29n+1 4+ 2)N residue-vector preimages, so
max Pr{[Ayla, = w] < (2" + 2)pgo, )’

For fixed ¢, the unfiltered simulator commitment has the same form with z <
nglv and the public shift ¢, so it obeys the same bound. Conditioning on

Epun(A, ) increases the probability of any fixed value by at most p;ulb. Lemma
4.14 identifies this accepted simulator distribution with the accepted honest dis-
tribution, proving the claim. a

Proof of Lemma 4.16. Let (u, ¢, 20, 21) be an accepting no-message forgery
and set x = Agzo + A121 + ¢ mod ¢ and w = [z]g,. By the high-bit lift, there
is a residual £ € R with ||E||s < Ry such that 29w = 2 + E (mod ¢). With

Yy = 29 and Y7 = 21, the verification equation becomes
Hen(p, [AoYo + ArY1 +cdla,) = c.

The public response caps give the displayed Euclidean and infinity bounds. The
same transcript has the lifted representation

H:h(,u, cang(AgYp + A1Y1+ ¢+ E)) =,

which is used in the fork calculation below.

For the auxiliary ordinary-RSIS fork consequence, suppose two accepting
transcripts have the same recovered high-bit commitment w and challenges ¢ #
c. Let E, E’ be their deterministic high-bit lift residuals. They satisfy

AoYo + A1Y1 +cq+ E = AgYy + A1Y] + g+ E"  (mod q).
Multiplying by 2 and using 2¢ = 1 mod ¢q gives the ordinary-RSIS relation
Yo-Y;

[2A0 | 2A1 | 1] Yl — Yl/ =0 (mod q)
c—c +2FE —2F'

The Euclidean norm is at most 24 /BgT + 4N R,Ql + v/2k. The scheme-level tran-

script bounds give

Bork,0o = max{2Zpounp, 4Rn + 1} < (¢ —1)/2
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as the centered-integer condition needed before interpreting the fork output as
an ordinary-RSIS instance. Since distinct unsigned challenges have different sup-
ports, some coefficient of ¢ — ¢’ is &1; adding the even vector 2E — 2E’ leaves
an odd, hence nonzero, integer coefficient. The fork bound puts every coefficient
of the third component in (—(¢ — 1)/2,(¢ — 1)/2), so this nonzero coefficient
remains nonzero modulo ¢. For a no-message forger of success ¢ making at most
Q classical challenge queries, including final verification, the general forking ar-
gument [4] gives two accepting transcripts at the same query point with distinct
challenges with probability at least e(e/Q — 1/ (];[ ))- O

Proof of Lemma 4.17. We instantiate the corrected ROM FSwA theorem
of [2, Theorem 3] with the commitment-recoverable specialization of [2, Section
6.3]; [8, Theorem 10] is the bounded-abort analogue. In that theorem’s notation,
€ bounds commitment point probabilities, p bounds the abort probability, (,x is
the accepting-HVZK error, and  bounds the probability of a key pair violating
these conditions. Its additive loss is

2qs(qu +1)e  qs(gs +1)
1—p 2(1 —p)?

€
+ QSCZk +9.

We use the corresponding unbounded-loop denominator form. The first-message
space is the high-bit commitment space, the challenge space is Cx, and the
response is (zg,21). In the commitment-recoverable interface, the theorem’s
random-oracle-query count is qg = Qu + Qg, accounting for the recovered-
commitment queries that translate standard (w,z) signatures into compact
(¢, z) signatures. The recovery map is

Reca(c, z) := [Az + ¢, , z = (z0,21),

which is exactly the verifier’s recovered commitment in each accepting transcript.

Thus the recovered value Rec4 (¢, z) is the canonical first message used by the
FSwA theorem; Lemmas 4.14 and 4.15 give accepting-HVZK and min-entropy
for the honest and simulated distributions of recovered first messages.

Lemmas 4.13-4.15 give € = €com, P = Pthm < 1 — Pna, and (i = e, = 0.
These bounds hold uniformly for monomial-shift-bounded fixed statements, so
0 = 0. The factor p;ulb in Eq. (13) accounts for conditioning on the public filter.
The signing oracle uses Lemma 4.14’s full simulator to sample an accepted (c, 2)
and programs H.y, (i, Reca(c, z)) = ¢ unless the point was already programmed
inconsistently. Replacing at most Qg implemented signing outputs by ideal ones
costs at most Qscimpl. With ¢gs = Qs and gy = Qu + Qs, the corrected FSwA
theorem bounds the remaining programming failures and commitment-guessing
events by

ZQS(QH + QS + 1)5(:om + QS(QS + ]-)5com

+ s€zk-
1 - pthm 2(1 _pthm)2 Usea

Adding the implementation hybrid and substituting gives LE%{IN A- The no-
message solver answers programmed points from its local table, as in [2, proof
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of Theorem 3|. In particular, the additional recovery queries occur at simulated
signing points and are answered locally. At most Qg queries, including final
verification, are forwarded to the external challenge oracle. a

A.5 Signing and Identity-Based Reductions

Proof of Proposition 4.1. Lemma 4.17 reduces fixed-statement UF-CMA to
the no-message game with loss L%& A» and Lemma 4.16 maps any accepting no-
message forgery for fixed A to the bimodal self-target relation. Under Lemma
4.16’s additional ordinary-RSIS conditions, transcript differencing gives the aux-
iliary fork instance and challenge-collision obstruction. a

Efficiency of unit-conditioned witness sampling. The witness-first sam-
plers remain efficient for every h € R, including the uniform-key game. Condi-
tion on all ambient coefficients except the constant coefficient of sg. Its condi-
tional law is Dz o, . for some center c in either ring family. Reduction modulo
any irreducible factor of ¢ permits at most one residue of this coefficient if
the syndrome is to vanish. Uniformly in ¢ and the residue, Poisson summation
bounds its probability by

1+ 2¢=4°/(207) (1 — =347/ (201))
© V2roy (1 - 27201 [(1 — e~ 670t)) ]

Mg,

The numerator bounds the Gaussian mass of a residue class, maximized when its
center lies in that class; the denominator lower-bounds the scalar normalizer at
every center. A union bound over at most N irreducible factors gives Pr[so+hs; €
Ry] > 1~ Nmg,, > 0.7896 for Table 1. Independent ambient draws until a unit
is obtained therefore sample the required conditional law in fewer than 1.267
draws in expectation, uniformly over h.

Proof of Theorem 4.1. Restrict each BBD hybrid to SG: as soon as a
signing challenge is generated, check all shifts selected by its support and return
0 if any norm exceeds Bgpig. Stops are absorbing, and the surviving subproba-
bilities are not renormalized. Coupled executions share challenges and stopping
decisions unless an oracle-programming bad event occurs, as accounted for in
Lemma 4.17.

Fix a witness. In each hybrid with independent challenges, put b = M7 and
draw ¢ + U(Cy) and z + Dgzyv independently. Let ppaq be the probability that
c fails the shift test, agooq the joint probability of passing both the shift test and
the public filter, and a,y the probability of passing the public filter alone. Since
aanl < Ggood + Phad, Lemma 4.13 gives

Prlanother attempt] = 1 — ppaq — bagood < 1 — baan < 1 — ppa.

For transcripts passing both tests, the stopped call’s successful-output mass is
the unfiltered (¢, z) mass multiplied by b/(pbaa + bagood), Whereas the accepting
public simulator uses 1/a,y. The first factor is no larger than the second, so
the public simulator dominates the stopped successful-output submeasure. The
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BBD programming and geometric estimates give the loss LEM ,: replacing the
stopped oracle by this simulator can only increase the winning probability and
leaves a no-message forger depending only on A.

The statement has the unit-conditioned planted-label distribution a = sg +
s1h mod ¢ of Definition 2.3. Assumption 4.2 replaces (h,a) by (h,u) for u «
U(R}) at the displayed one-sample unit-label distinguishing cost. Then A =
((ju_ql, Ghu=1) is uniform over R} x Ry: inversion and scaling make Ap uniform,
while A; = hA( is uniform and independent of Ay. Averaging the fixed-statement
solver over A gives the random-statement BMST-RSIS term. ad

Proof of Lemma 4.18. Localize under the accepted annular key law, for
which Lemmas 4.4 and 4.12 apply. Number identity-label states by order of
creation. For a fresh forgery identity, its state is first created by exactly one of
three external operations: a public query to the candidate map or identity-label
wrapper, a signing query, or final verification. Nested calls inherit the type of the
triggering operation. A state first created by an explicit extraction query cannot
belong to a fresh forgery identity. Guess a slot in {1,...,Qmuia} and one of the
three types uniformly and independently; abort if the guessed slot is reached
with a different type.

Given the annular planted-witness challenge A* = (A, AT), recover

h* = AI(AS)_l, a* = (j(AS)_l,

and give h* to the IBS adversary as its master public key. At the guessed state,
use Lemma 4.5’s counter simulation and place a* at the first-unit position, even if
that position has not yet been queried. Forward signing requests for this identity
to the planted-witness signing oracle and attach the identity’s cached counter to
each returned signature. Abort on an explicit extraction request for this identity.
For other identities, sample witnesses first and check all monomial-shift norms;
if any exceeds Bgpist, abort the simulation without resampling the witness. Oth-
erwise simulate their labels, extraction, and signing locally. For a forgery on the
guessed identity, return its digest and (¢, 29, z1) to the challenger; freshness is
preserved.

Every execution counted by e passes the witness-bound checks and deter-
mines a unique slot/type pair. The simulator selects this pair with probability
at least 1/(3Qmia). With the correct guess and no returned-label collision, the
simulation reproduces the joint transcript law; global monomial-shift bound-
edness then implies SG for the target, yielding a planted-witness signing win.
Lemma 4.4 bounds each later programmed label’s conditional point probability
by I'y,; a union bound gives collision probability at most ewf con-

The simulator routes challenge queries by digest owner. It forwards a point
(14, w) to the external challenge oracle of the planted-witness game unless own ()
is an identity already known not to be the target. Points owned by such an
identity are answered from the simulator’s lazy local table, both when it signs
for that identity with its sampled witness and when the adversary queries them
explicitly, so the two see consistent answers. Points with an unowned digest, or
whose owner has not yet been classified, are forwarded, and their answers are
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retained if ownership is established later. Internal non-target signing occurs only
after its identity and digest are fixed; outside the digest-collision event charged
in Corollary 4.1, such a point cannot later become target-owned. Hence the
planted-witness adversary makes at most Qg challenge queries, including the
final verification point. Non-target signing attempts add only to the simulator’s
running time.

Thus the annular-key game satisfies ¢ < 3Qmuiqa Pr[APRs wins A SG] + ewtcoll-
Apply the annular-NTRU switch to this lower game. A distinguisher samples
the planted witness and outputs the efficiently checkable success-and-SG bit, so

Pr[ApYs wins A SG] < Aupy + PrlApks wins in ANSA-PKS™ A SGJ.

Theorem 4.1 bounds the last term by Ay, + ABNS: by the definition of ABM

low
€ < 3QuidAann + 3Quid (Alab + ABKS) + Ewtcoll < 3Quid ARy + Ewt-coll.O

Proof of Theorem 4.2. Start from the owner-tagged digest-message game
Go. Counter exhaustion and returned-unit collisions contribute €yunit + €id-coll-
These are absorbing bad events: the game stops when one occurs, and later hops
act on the stopped subprobability without renormalization. Otherwise Lemma
4.5 simulates the visible counter state exactly and programs only returned unit
labels. Game G replaces deterministic extraction tapes by cached uniform tapes
when a witness is first needed, paying Advext-rand (Fa.,,)-

In Gi, every raw Hybrid-Sampler output is passed through C,. Game G,
replaces each resulting D% (- | B,h,a) witness by DS (- | h,a) at the same
unit label. Pure label queries generate no witness and incur no cost. Lemmas
4.1-4.3 give the accumulated factor 1"52“3 and the outer Rényi exponent.

Game G3 replaces uniform unit labels with centered witness-first program-
ming. It samples the ambient S conditioned on a = sg+ s1h mod ¢ being a unit,
programs a, and caches C,(S) as the signing witness. By Lemma 4.4, adjoining
the common centered conditional-witness kernel preserves the label Rényi factor.
Lemmas 4.1 and 4.2 then give the inner transfer over Quiq labels with factor
(rff)QH‘d. The collision probability eyt.con, €valuated after this transition using
I'ps therefore lies inside the inner bracket.

Game (4 uses the same ambient draws and labels as GG3 but caches S rather
than C,(S). The transcripts are identical unless centering changes at least one
witness-first draw, an event bounded by sﬁap in Lemma 4.12. Thus G4 is the
witness-first game with the unmodified ambient witness analyzed in Lemma
4.18. Together with the preceding collision and centering terms, that lemma and
the monomial-shift failure bound yield ©¢. Applying event transfer at the two
Rényi transitions proves the displayed inequality; the initial terms €ynit + €id-coll
remain outside both transitions. ad

Proof of Corollary 4.1. The wrapper lazily samples and caches p <+
{0,1}?* for each new public digest input = = (pkh,id, , msg) and records
own(p) = x. It forwards signing queries as (id, 1) and maps the final forgery
likewise. The real wrapper and the owner-tagged game coincide unless two
distinct inputs receive the same digest; outside that event, external freshness
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implies digest-message freshness. A union bound over at most @, inputs gives
(%“)2_”‘, which is added before Theorem 4.2. a

A.6 Proof Conditions and Reduction Loss

Table A.1 evaluates the proof conditions and Theorem 4.2 under the budgets
of Section 5.1. We take e, = (27 Bexe /(2N) — 1)~! and &, = 2¢,/(1 — &,). All
profiles satisfy e, < 273% < 1/12, o, < 27316 <1 and 6X =2 -1 < 27322 < 1,
as Lemmas 4.3 and 4.4 require. Moreover, px > (1 — ¢ 1)N > 0.9997, hence
Dx min = c;l,oX > (0.9997.

Theorem 4.2 constructs a solver C that uses the IBS forger to solve the
BMST-RSIS problem of Assumption 4.3. To isolate the BMST contribution,
set the other computational advantages to zero and retain all statistical terms,
including the extraction-root collision bound &,00t = (QQID)Q*E’H. For epMmsT =

AdVBMST_RSIS (C), write Mioe = 3QHid and
hp = (ap —1)/ap, hy = (ay — 1) /ay, Via = hphu,
by = hpQiplogyrp, Ly =ViaQuialogyry, =10+ L.
With
€out = €unit + €id-coll + Eroot + € p-colls
_ BM wi wi
€in = MiocLpswa + Ewt-coll + &5 + Ewrap>

Theorem 4.2 and Corollary 4.1 bound the external-message forgery probability
by

. 9
e < Ep(epmst) = mln{la Eout + 2° (MiocEBMST + Ein) d} : (A1)

For expected solver work 7' and the classical BMST cost exponent cyef,p in
Table 2, we use the conditional model

epMsT < Eref,P(T, QH) = min{l, T2 CretP 1 %H } . (AQ)
K
This model assumes linear work—success scaling for lattice attacks and includes
direct challenge search. Its use as an upper bound on arbitrary BMST solvers is
an additional hardness hypothesis, not a consequence of the Core-SVP estimates.
Table A.1 uses T = Qg = 2% and

64 64
Eret,p = €ret,P(2°7,27%),  bin,p = —logy cret P,
*
Op = Miocrer,p + €iny  brer,p = — 108y Ep(Erer, p)-

Here b.ct,p is a probability exponent; 64+ brct, p is a time—success exponent when
adversary and solver work are both normalized to T'. A ratio rp of solver work
to adversary work adds log, rr to the reduction’s time—success loss.

The reference BMST time-success exponent is 64 + bi, p, so the reduction
loss is bin,p — brer, p- With Lioc = log, miec, it decomposes, up to terms below the
displayed precision, as

bin,p — bret,p = Lioc + (1 — Uia) (bin,p — Lioc) + .
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Identity localization contributes Lj..; the fixed-statement reduction of Propo-
sition 4.1 has no multiplicative query loss. Tables A.1-A.2 optimize over a, €
{2,4,8,...,512} and a, € {1.100,1.105,...,200.000}. This loose reduction as-
sessment is separate from the direct-attack estimates in Table 2.

The first row of Table A.1 is the lifted bound Zgounp + Ry of the BMST-
RSIS screen in Section 5.6.

Table A.1. Proof conditions and conditional reduction estimates at T' = Qu = 064
under Eq. (A.2). Values are rounded to the displayed precision.
metric IBS-1s IBS-1 IBS-2 1BS-3
BMST lifted £oo bound 1194097 2022847 2022847 2022847
Bfork, 0o 2380000 4037500 4037500 4037500
L(a = 1)/2] = Biork, 00 1810208 152708 152708 152708
Pg,0, upper bound 1.425-107% 8.399-1077 8.399-10"7 7.860-10""
lower bound on ppyp 0.9279 0.913 0.889 0.692
— logs ccom 5550.6 9497.2 12662.9 14466.1
—logg LEM | 5419.8 9366.8 12532.5 14334.4
—logg eWi,, > 663000 > 497000 > 663000 > 497000
—loggep / —logg eu 36.390/35.390 35.805/34.805 35.390/34.390 35.220/34.220
identity-label budget loga Qpyiq 24 48 48 48
witness budget logy Qrp 24 48 48 48
classical reference cost exponent cyef p 100 159 230 267
BMST advantage input by, p = — 102 €pef, p 36.000 95.000 163.684 203.000
Rényi orders ap/aqy 512/200.000 512/200.000 512/200.000 512/200.000
localization loss L), 25.585 49.585 49.585 49.585
event exponent ¥;4 0.993057 0.993057 0.993057 0.993057
exponent-contraction loss 0.072 0.315 0.792 1.065
weighted Rényi losses £p /£y <1076/ < 1076 0.0041/0.0007 0.0074/0.0013 0.0093/0.0016
reference inner exponent — logy ©% 10.4 45.4 114.1 153.4
advantage-exponent loss bin,P — bref,P 25.657 49.905 50.386 50.661
conditional probability exponent by p 10.343 45.095 113.298 152.339
conditional time/success exponent 64 + byof p 74.343 109.095 177.298 216.339

Table A.2 gives advantage losses without a work—success hypothesis. Invert-
ing Eq. (A.1), with [t]1 = max{t, 0}, gives

g — 8out]Jr) c
— Cin

1 [
EBMST = Ereq,P(€) i= o

Mioc
+

At forgery probability 277, the ideal loss is — log, €req,p(277) — bits. The Q128

rows invert the composition with Eq. (B.26), retaining all finite-extraction and
signing errors.

Table A.2. Upper bounds on the BMST reduction’s advantage loss under the stated
query budgets, with other computational advantages set to zero. All statistical terms
are included, and values are rounded upward in bits.

metric IBS-1s IBS-1 IBS-2 IBS-3
ideal loss at 1/2 25.592 49.597 49.599 49.601
Q128 loss at 1/2 25.663 49.985 49.877 50.939

Q128 loss at 275 26.832 51.050 50.859 51.878
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A.7 Relative-Norm Moment and Projection Calculations

In Antrag’s radial sampler, R? is uniform on [p%,p3 ] and a component energy
is R? cos? ¢ with an independent uniform phase. Hence
pr+pi 1 _ P+ pi

E[R? cos? ¢] = -
[R* cos” ¢] 5 5 1

Summing the two component means gives (p% + p2 )/2. The distinction between
a component mean and the total energy accounts for the factor-of-two difference
from [14, Lemma 5] in the normalization used in Section 5.2.

We now derive the moments ¢?y and q?v of Section 5.2. Fix a primitive
embedding @ and write the pre-rounding values as ¢g(fo) = Rcos et and
$o(g90) = Rsinge™?2, with R? uniform on [p?,p?%] and independent uniform
phases ¢, 11, 12. Under Heuristic 1, rounding adds errors ey, e, with independent
coefficients of variance 1/12, treated as Gaussian for fourth moments. For z =

Po(er),

N—-1
N 1 3 1
E 2 _ E 2 _ 2450 E 2]
2 =15 i 12;0e ST

sin(IN6)

sin 0

)

and likewise for ¢g(ey). Expanding |¢g(f)[* = R? cos® p + 2Re(¢o(fo)z) + |2]?,
and similarly for g, gives three uncorrelated parts; every cross covariance is odd
in ey, in g, or in cos 2p. For a complex Gaussian z, Var |z|? = (E|z|?)? + |Ez?|?,
so the two quadratic error terms contribute

N2 + |sin(N6)/sin6]?
72

to the variance of their sum and of their difference. Averaging over 11,9, the
linear terms have total variance 2(R?cos® ¢ + R? sin? p)E|z|? = NR?/6. The
means give EWy = ER? + N /6 = W. Hence

NER? N N? + |sin(N6)/sin6]?

E|Ey|* = Var(R?
| Eol ar(R7) + —¢ 72 :

NER? N2+ |sin(N9)/sind|?

6 + 72 '
Substituting Var(R?) = (p2 —p2)?/12, ER? = (p2 +p2)/2, ER* = (p4 +p%p% +
p)/3, and Ecos? 2¢ = 1/2, and averaging over the primitive embeddings, gives
the expressions for ¢?y and ¢*v in Section 5.2, with J = N(p% +p%)/12+ (N? +
Sn)/72. The same parity argument gives E[EyDy] = 0.

For M = 3N with 4 | M, every primitive embedding has sin?(N§) = 3/4.
Put J = M/2 = 3N /2. Reduction of primitive residues modulo M to those
modulo J is two-to-one, and

E|Dy|? = E[R?* cos® 2¢] +

E esc?(rk/J) = JQ;”, J2(J) = JQH(l -p %)= 3
1<k<J p|J
(ko J)=1
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The corresponding sum over the N primitive embeddings is N2, giving Sy =
3N /4. The condition 4 | M is satisfied by M = 4608, 6912.

The centered offset in the relative-norm lattice is ((E + D)/2, E). Exchange
symmetry makes E[ED] = 0, so its normalized second-moment matrix is

_ 2 (+v)/4y/2 _ 4
C—q( y/2 y)’ det C = ¢*yv/4.

For any determinant-one linear twist U, tr(UCU ") > 2v/det C, with equality at
an isotropizing twist. This gives the offset q2\/gﬁ used in Eq. (18).

Removing an identity-coordinate direction from a lattice basis forces the
corresponding coordinate of its represented vectors to zero. Since (A4,W) has
dense A = ff*, the coordinate deletion of [14, Eq. (12)] need not preserve the
target. A valid specialization with no coordinate deletion must also recover the
determinant and offset above. Section 5.2 therefore evaluates the more favorable
relaxation that permits deletion of error coordinates; the absence of a BDD
crossing is a conclusion within that model.

B Fixed-Point Realization and Concrete Security

Sections B.1-B.3 specify the Setup generator, including the rejections introduced
by finite arithmetic and the NTRU solver, and establish its successful-output
law. Omitting only the Galois screen gives the master-key distribution assumed
in Section 4; Section B.3 relates the screened and unscreened laws. Sections B.4
and B.5 specify finite extraction and signing and compare their output laws with
the exact algorithms; Section B.6 treats arithmetic hardening and the extraction
count transcript. Section B.7 combines these comparisons with the ideal security
reduction. The comparisons exclude operational faults. The Setup and extraction
analysis also applies to ANSA-IBKEM [5] with the same generator and sampler
policies.

B.1 Candidate Distribution and NTRU-Solver Policy

Fix a parameter profile P and write N = Np, H = N/2, and M = Mp. Define
its identifier by

PId(IBS-1s) = 0x0001, PId(IBS-1) = 0x0002,

PId(IBS-2) = 0x0003, PId(IBS-3) = 0x0004.

For b > 1 and 0 < j < 2, let revy(j) denote the integer obtained by reversing
the b-bit representation of j, including leading zeros. Define

G = 347696870082016657

low = 4756000000

G 611344282389613177

high = 1756000000
v = 62772'/266_
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Algorithm B.1 defines the exact annular seed-to-pair map. Algorithm B.4 evalu-
ates this map in finite arithmetic; rejection when a finite comparison cannot be
resolved is called a cutoff and forms part of the specified key law.

Algorithm B.1 (SampleFGE*")

Input: a parameter profile P and seed € {0, 1}%12.

Output: (f,g) or REJECT.

1. Set N = Np and H = N /2. Initialize the XOF
Sp = SHAKE256( ' ANSA-KG' || ul6le(PId(P)) || seed), (B.1)

and read exactly 2N words Wy, ..., Wan_1 by successive calls to ReadLE64,
each of which consumes eight bytes in little-endian order and returns an
integer in [0,254). Discard the unused XOF suffix.

2. For 0 < j < H, compute

7 = Qlow + (Quigh — Quow)W; /2%, p; = 75

2 WitH — o AWienN
Zpj =V, Zfg =V,
_ 2 AWiisH
Zg, = U e,
T— . . . S S . .
fi = piR(24,5)21.55 95 = piS(24,5)%g,5-

The products 4W,n and 4W; 35 are integer exponents; no phase bit is
discarded.
3. Define the packed spectral permutation

o )revieg, m(j), P € {IBS-1s,IBS-2},
mp(j) = 9 .
j, P e {IBS-1,1BS-3}.

For z € {f,g} and 0 <i < H, set

—i H-1
N CM ~ ~—imwp(J) _ 2mi/m
Ug,i = H E ijH ) Cm—e / .
=0

Thus Z; occupies the primitive root C}J(M/H)Wp(j)

jugate occupies the conjugate root.
4. Recover a real coefficient vector gy, € RY. For M = 4H, set

, while its complex con-

Yzi = g%ux,ia Yz i+H = %u$,i'
For M =6H, set
23Uy 4 Ya,itH
Yo it H = \/3’ ) Yo,i = Ny ; — T

5. Apply DecodeOdd independently to y; and y,. On input y, this map first
sets z; = RoundEven(y;), where RoundEven is nearest-integer rounding with
half-integer ties to even, and puts d; = y; — z;. Let ¢* be the least index
maximizing |d;|. If ), z; is even, replace z;» by z;« +1 when d;« > 0, and by
zi — 1 otherwise, including when d;« = 0.
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6. Interpret the resulting vectors as (f,g). Return REJECT if any coefficient
lies outside [—4095, 4095].

7. Require the annular predicate GoodPairp(f, g): at every canonical embed-
ding ¢;, ¢

2
Qann

< |¢l(f)‘2 + |¢1(g)|2 < qagnn'
Return REJECT if any exact comparison fails; otherwise return (f, g).

For Galois screening, define the following sets of automorphism exponents.
They contain every nonidentity element of order 2 and, for the trinomial rings,
every element of order 3.

P |Ayp |As.p
IBS-1s{{1023, 1025, 2047} %)
IBS-1 [{1025, 1279, 2303, 2305, 3329, 3583, 4607} |{1537, 3073}
IBS-2 | {2047, 2049, 4095} 2

IBS-3 {1025, 2431, 3455, 3457, 4481, 5887, 6911}|{2305,4609}.

Each profile fixes a deterministic integer NTRU solver Solvep, including the
tower, precision, public reduction schedules, capacity bounds, and rejection rules
of Section B.2. It forms relative norms, solves a Bézout equation at the bottom
of the tower, and lifts and reduces (F,G) with fG — gF = q. Its rejection rules
form part of the key law in Assumption 4.1.

Every basis returned by the NTRU solver must satisfy the exact second-row
norm condition

N/4+1, @y =XV +1
F.G 2 2 , En — ) P )
”( )”can S qQnn AN N {N/G +1, Oy, = XN _ xN/2 1,

Here ky = R?,,+1: the squared covering radius of R is N /4 for the orthonormal
power basis and N /6 for the N /2 hexagonal coefficient pairs. Ideal nearest-point
reduction of the second-row projection bounds its contribution by qa2  R2,.,
while annularity bounds the orthogonal contribution by gaZ2, .

The implemented solver need not perform nearest-point reduction; its output
is checked against this bound in linear time using the metric of Section 2.1.
Let Validp(B) denote the unit, exact NTRU, encoding, second-row norm, and
Galois conditions of Algorithm B.2; together with determined acceptance by
the Q96 annular predicate of Section B.2. Proposition B.2 proves that they
guarantee extraction preparation, so KeyGen need not construct that cache. A
prescribed rejection advances to the next candidate. Arithmetic-guard violations
and operational failures abort the call; they are not retries.

Algorithm B.2 (FinishKeyGenCandidatep)

Input: a parameter profile P and an accepted pair (f,g) returned by Algo-
rithm B.1 or B.4.

Output: (msk, mpk) or REJECT.

1. Require f € R and set h = gf "t mod ¢. Return REJECT if f is not a unit.
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2. For every a € Az p U As p, require h(X?) # h(X) (mod (g, P, )). Return
REJECT if any equality holds.

3. Solve fG — gF = q with Solvep. Return REJECT on a prescribed solver
rejection, including failure of the bottom Bézout condition, a nonpositive
reduction denominator, an exceeded admission bound, schedule exhaustion,
a failed word-fit or single-prime test at an upper power-of-two level, a failed
final two-prime equation test, or an unrepresentable signed-32-bit basis co-
efficient. In particular, reject F; = —23! before forming —F}. Every returned
pair satisfies fG — gF' = q exactly: the upper-level policy establishes it by
its final two-prime test, and the scheduled reducer verifies it at the degree
where it is entered (32 for IBS-1s, 64 for IBS-2, and N for the trinomial
profiles). An equation mismatch violates an internal invariant and is a fail-
ure that ends Setup, not a rejection. Operational failures are outside the
mathematical comparison. Set

= (67F)

4. Return REJECT unless the second-row norm condition holds.
5. Set msk = EncodeMSK(P, B) and mpk = EncodeMPK(P, h), and return
(msk, mpk).

Here EncodeMSK(P, B) writes a four-byte header (key type, format version,
and profile identifier), the coefficients of f and g as 13-bit two’s-complement
fields in [—4095,4095], and the coefficients of F' as signed 32-bit little-endian
integers; the decoder reconstructs G as in Section B.4, rejects a reconstruction
that is not representable as signed 32-bit coefficients, and checks the integer
NTRU equation. EncodeMPK(P, h) writes the header and the coefficients of h
in [0,q) as 23-bit fields. The master-key encoder rejects f, g coefficients outside
[—4095,4095], the public-key encoder reduces coefficients modulo ¢, and both
decoders reject noncanonical encodings.

Algorithm B.3 gives the exact-pair comparison generator. Algorithm B.5 uses
the same outer loop and NTRU-solver policy with the finite candidate evaluator.
The latter generator, with only Step 2 of Algorithm B.2 omitted, defines Hapn;
Section 5.3 accounts for the Galois screen.

Algorithm B.3 (Setup3®®)

Input: a parameter profile P.

Output: (pp, mpk, msk) or L.

1. Fort=0,...,2'% —1:
1. Draw an independent uniform seed seed; € {0,1}°!2.
2. Run Algorithm B.1 on seed; and, if it returns (f, g), run Algorithm B.2.

3. On success, let pp identify P and return (pp, mpk, msk).

2. Return L if all 2'6 candidates are rejected.
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B.2 Fixed-Point Setup

Radial interpolation, integer square roots, and inverse transforms use Q128
arithmetic; integer CORDIC supplies the Q128 trigonometric values. Certified
enclosures determine coefficient rounding, while directed Q96 transforms and
squared-norm evaluation certify the annular test; unresolved comparisons reject
the candidate. Fourier NTRU reduction uses Q32 at the upper power-of-two lev-
els and degree-dependent precision in the scheduled reducer, with base precisions
Q256 for IBS-1s/1/3 and Q384 for IBS-2. The power-of-two degree-two step uses
an exact rational quotient.

Fixed-point arithmetic. An integer A in Qs represents A27°. Iw and Uw
denote signed and unsigned w-bit integer carriers, respectively. Write RNE for
nearest-integer rounding with ties to even and RNA for nearest-integer rounding
with ties away from zero; both use integer quotient and remainder. Define

Mul, (4, B) = RNE(AB/2%),

Divs(A,d) = RNE(A/d),
t, A28 — 12 < (t+1)%2 — A2%,
SartN (A) = t+1, A2 — 12 > (t4+1)2 — A2%,.

the even member of {¢,t+ 1}, otherwise

In the definition of SqrtN,, A > 0 and ¢t = |v/A2%] is obtained by exact integer
square root with remainder. The squared-residual rule selects an adjacent integer
whose distance from v/ A2% is less than one integer unit; bisection with widened
squaring gives the same result. Q128 values use signed-1256 states, and signed
products are formed from exact U512 magnitudes before a single RNE shift. For
complex Qs pairs, put

CMuls((a, b), (¢, d)) = (Muls(a, ¢) — Mul,(b, d), Mul,(a, d) + Muly(b, c)).

Additions and subtractions are exact within the carrier bounds proved in Section
B.3. Applied coordinatewise to a complex number, (z), denotes the precomputed
integer RNE(2%z).

The constants (C3)s, (Co)s, (Cor)s, (V3/2)s, and (2/4/3), are generated by
exact interval arithmetic. Write (3 = (—1/2, s3), where 4s3 = 3 and s3 > 0. The
real part cg = R(y is the unique root of 8¢3—6¢+1 in (3/4,4/5), and its imaginary
part is the positive root of s3 = 1 — ¢3. Finally, to; = 2R(27 is the unique root
in (19/10,2) of Cy(t) + 1, where Cy = 2, Cy = ¢, and Cyy1 = tCy — Cr_1;
the imaginary part of (a7 is the positive root of 1 — (t27/2)?. Rational bisection
and integer square root certify the correctly rounded coordinate of each stored
constant.

Integer phases and transforms. A U132 phase is an integer p € [0,2'3?)
representing p/2132 turns. Integer CORDIC uses the precomputed tables

130 . »
G128 = RNE (2128 H(1 + 22i)1/2> 7 A = RNE(zamtan(g)> '

2T
i=0
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To compute SC1a8(p) = (C, S), write p = v2139 47, where 0 < v <4and 0 <r <
2130 If r = 0, set (z,y) = (21%%,0). Otherwise initialize (zq,yo,€0) = (G12s,0,7)
and, for 0 <14 < 130, compute

Yir1 = Yi + € ASR;(z;),

{+1, e >0, Tiv1 = Ty — € ASRi(yi),
€ =
eit1 = €; — €4,

—]., e; < 0,

where ASR;(a) = |a/2¢| is a signed arithmetic shift. In the nonzero-r branch,
set (z,y) = (131, ¥131)- In both branches, apply the quadrant map

(x,y), =0,
(7@/,1’), v=1,
C,S) =
( ) (—.’E, _y)v V=4,
(y7 —CU)7 =3

The 131 rotations leave residual e131 € {—1, 0} for every nonzero r; each returned
Q128 coordinate has certified absolute error below 216, The branch r = 0 is
exact.

Every transform root is a Q128 pair, conjugation negates its second coordi-
nate, and all complex products use CMulys5. For a power-of-two profile, define,
for0 <k <N,

9132
G[k] = SCiag <M reVieg, N(k)) )

with the exact assignments G[0] = (212%,0) and G[1] = (0, 2!2®). Given spectral
inputs Xo, ..., Xg_1, initialize V; = X; and w = 1. For £ = log, N —1,...,1,
set m=20and t = 2w. For 0 < i < m/2 and it < j < it+ w, replace

(Vjﬂ Vj-&-w) A (VJ + Vitw, CMU1128(Vj - Vj-&-wvg[m + ZD)

After each stage set w < 2w. The normalized output is obtained by applying
Divyas(-, H) to both coordinates of every V. The resulting half-spectrum order
is the permutation 7p of Algorithm B.1.

The mixed-radix profiles implement a natural-order length-H inverse DFT.
Set Rp[0] = Tp[0] = (2'%8,0) and generate the root and twist arrays by repeated
CMul;sg from

r | Rp[l] | Tr[1]

IBS-1 CMuhgg(SCng(l?l . 2124), <C3>128) CMU1128(80128(57 . 2123), <C9>12§®)2
|BS—3 CMU1128(80128(57 . 2125), <<9>%58) CMU1128(80128(19 . 2124), <<27>128 )

Here Z®F is the left-associated kth power under CMul;sg, not exact complex
exponentiation. For 0 < i < H — 1, set Rp[i + 1] = CMuly28(Rp[i], Rp[1]) and
define 7p analogously.
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The inverse transform is recursive. At a power-of-two node of length n, first
replace (V}),<n by (V; (j))j<n- Then, for L = 2,4,... n, each block begin-

Te€Viogy n

ning at b € {0,L,2L,...,n — L} and each 0 <14 < L/2 performs

X = ‘/b-‘,-i7
Y = CMuliog(Vosit /2, Rp[iH /L)),
Votis Voritrrse) «— (X +Y, X —Y).

At a length-n = 3n’ node, recursively transform the three subsequences (V,3;);,
r € {0, 1,2}. If their outputs at index 0 < i < n' are Yy, Y1, Y2, set

Xo =Y,
X1 = CMullgg(Y17Rp[iH/’l’LD7
X2 = CMuth(YYQ?RP[QZ'H/n]),
wlsz[H/3], OJQZRP[2H/3]7
Z; = Xo + X1 + Xo,
Zitn = Xo + CMuligg(X1,w1) + CMuly2s (X2, wa),
Ziyon = Xo 4 CMulig(X7, w2) + CMuliog (X2, w).

The recursion is 768 — 256 for IBS-1 and 1152 — 384 — 128 for IBS-3. Normalize
only after the complete length-H recursion: if Z; is its output, set

D; = (Diviss(RZ;, H), Divi2s(3Z;, H)), Vi = CMulias(D;, Tp[i]).
The Q128 coefficient integers are then

Yiem = Mulios(SVi, (2/V3)128), Vi = RV; — Diviag(Yigsr, 2).

Candidate sampling with cutoff. Algorithm B.4 evaluates the candidate
map using certified rounding and annular comparisons.

Algorithm B.4 (SampleFGY)
Input: a profile P and a seed seed € {0, 1}°12.
Output: (f,g), REJECT, or FAIL.

1. Read the 2N words of Algorithm B.1. Set

Lo = RNE(2"%%Qiow), Do = RNE(2"*%(Quigh — Qiow))-
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For 0 < j < H, compute

7; = Lg + RNE(DgoW, /2%%),
ﬁj = SqrtleS(?j),
(Cp.jsSp.5) = SCras(Wjy m2%),
(CrjSrj) = SCras(W; 4 n2%%),
(Cy,5>9g,5) = SCr28(Wi13m2%),
Aygj = Mulias(p5, Co,5),
Ag i = Muliag(pj, S0.)s
7= (Mulios(Ay 5, Cy5), Muliog (A 5, Sy 5)),

g5 = (Mulas(Ag 5, Cy ), Mulios(Ag j, Sg.5))-

The U132 phase numerators retain every bit of each input word.

. Apply the integer inverse embedding above, obtaining Q128 coefficient arrays

Yy, Y,. For each array in the order f, g, use the radius Ep in Table B.1. Set
z; = RNE(Y;/2'2%) and d; = Y; — ;2128 A coefficient rounding is determined
if |d;|+Ep < 2'27.If the rounded coefficient sum is even, let i* be the smallest
index maximizing |d;| and require

Apply DecodeOdd only when these decisions are determined. Any unresolved
required decision rejects the candidate; there is no precision escalation. A
rejection while processing f ends the candidate before processing g.

. Return FAIL if any decoded coefficient lies outside [—4095,4095] or an arith-

metic guard fails. The range bounds below exclude these events on the pre-
scribed input domain.

. Evaluate GoodPairp once with directed Q96 intervals on the exact integers

(f,g)- The radix-two or radix-three forward transform uses root enclosures
of radius at most one Q96 unit; directed products and sums enclose every
component. For each conjugate pair, enclose v; = |¢;(f)|? + |¢:(g)|?. Com-
pare with outward enclosures of q/a2, , and qa2, . Return REJECT if an

embedding is determined outside, or if an interval comparison is unresolved.
Return FAIL on an arithmetic-guard violation. Otherwise return (f,g).

The first H embedding tests suffice because conjugate embeddings have equal

norms. Key loading uses the same Q96 annular predicate. The exact integer
relation and second-row norm are checked separately.

NTRU-solver policies. The scheduled integer reducer handles the trino-

mial towers and the lower power-of-two levels, with scalar Bézout solving at the
bottom. In the power-of-two profiles its reduction levels satisfy 2 < n < ny,
where ng = 32 for IBS-1s and ng = 64 for IBS-2. The upper five levels, of de-
grees N down to 2ng, use Pornin’s NTRUGEN-style reduction [27], combining
exact small-prime NTT/CRT lifting with scheduled Q32 FFT reduction. Each
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policy has its own rounding and admission rules. Both policies use the same
relative-norm descent; the scheduled reducer handles the scalar base case.
Write U = ga2,, and sy = log, VU. At tower degree n, let b(n) = 0 for a

power-of-two ring or n = 1, and b(n) = log,(2/+v/3) otherwise. The coefficient
bound

cra(m) = [ X+ o0

follows by relative-norm descent and inverse-embedding bounds. The power-of-
two tower halves degrees. The trinomial towers are 1536 — 512 — 256 — - -- —
2 — 1 and 2304 — 768 — 256 — --- — 2 — 1; the final quadratic norm uses
X—1-X.

At the bottom, reject unless ged(f1,91) = 1. For g1 # 0, take the canonical
representative v = f; ! mod |g1| in [0, |g1]), set v = (ufi — 1)/g1, and return
(F,G) = (qu,qu). For g1 = 0, require f; = +1 and use (F,G) = (0,qf1).
0dd coefficient sums imply odd resultants in the power-of-two rings, permitting
binary-GCD kernels; the trinomial solver uses general extended GCD and makes
no such parity inference. Relative-norm lifting then produces a solution at each
parent level.

Scheduled integer reduction. At a scheduled level n < N, the reduced
output must have coefficient magnitudes below 2¢4(") where cyeq(1) = cpq(1)+
24 and c¢req(n) = cpg(n)+64 for 1 <n < N. A violation rejects the candidate. At
the top level of a trinomial tower, admission is the signed-32-bit representability
test of Algorithm B.2, Step 3; the value ¢,eq(N) = 32 only sizes carriers. For
extension degree e and child degree n/e, define

aifg(n) = [cred(n/e) + logy(n/e) + (e — 1)%311 + b(n)-‘ ,
Cour(n) = |enge(n) + 5 logy(2n)| + 1,

Psotl(n) = max{po, 64[cs4(n)/64]},

Ksol(n) = Qlift (n> — Cfg (n) + psol(n) + 647

with pg = 256 for IBS-1s/1/3 and 384 for IBS-2. The strict-bit convention |z]+1
in ceyy reserves one bit above an exact power-of-two boundary. The power-of-two
degree-two reduction instead uses an exact rational quotient and the constant
round bounds stated below. These bounds determine fixed integer capacities
for the level operations; an exceeded admission bound rejects, whereas a carrier
overflow is an arithmetic failure. For admitted inputs, convolution bounds control
products, and Karatsuba middle terms and ring folding add at most four bits.
The per-object capacities dominate these bounds, excluding carrier overflow. The
cap-exhaustion bound of Section B.3 therefore concerns prescribed rejections
only.

Each reduction round forms the Fourier quotient (Ef + Gg)/(|f|?> + [4]?)
at the level precision and rounds its inverse transform to an integer polyno-
mial k, using RNA at the scheduled power-of-two levels and RNE in the tri-
nomial towers. Power-of-two reduction retains the denominator at Q2pg.; tri-
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nomial reduction rounds it back to Qpsei. Write (Kg;, K;;) for the integer
components encoding quotient slot i at Qpso1(n). A nonpositive denominator
or max{|Kg;|,|K7} > 251" in any active slot rejects. Thus the quotient
bound is componentwise in encoded integer units; its real-unit threshold is
2Keor(n)=pea1()  Form (F — kf, G — kg) exactly and retain it only when k # 0
and the sum of coefficient squares decreases. A zero k or a nondecreasing up-
date stops reduction; subsequent rounds use masked dummy operands. The last
round computes k without an update and rejects if the reduction remains active
with k& # 0.

For the scheduled power-of-two levels of degree n > 2, round r > 1 also
bounds the entering (F, G) coefficients and encoded quotient components by

B, (n) = max{cred(n), ceur(n) — (r — 1)(psol(n) — 192)},
K, (n) = max{psoi(n) + 64, Kso1(n) — (r — 1)(psor(n) — 192)}.

The first round uses ceyr(n) and Kgoi(n). An active coefficient of magnitude
at least 257" or encoded quotient component of magnitude at least 25-(")
rejects. At degree two, the exact rational reducer uses constant (F,G) bounds
218038 and 236049 for IBS-1s and IBS-2, respectively, and rejects rounded integer
quotient coefficients of magnitude at least 212996 and 224193 respectively. These
bounds apply in every round, without precision-dependent shrinkage. For the
scheduled reducer, the public round limits are listed in descending tower order.
All entries apply to the trinomial profiles; the power-of-two profiles use only the
entries for n < ng:

P ‘rounds per level above degree one
IBS-1s(3,3,3,3,4,4,4,4,4,3
IBS-113,3,3,4,4,4,4,4,4.4
IBS-213,3,3,3,4,5,4,4,4,4,3
IBS-33,3,3,4,4,4,4,4,4, 4.

Upper power-of-two reduction. At depth d € {0,...,4}, with degree
n = N /2% the pairs (f,g) and the reduced (F,G) are held in

. [cfg(gi + 1}

signed 31-bit words per coefficient. At the hand-off depth d = 5, of degree ny,
set s5 = [(max{cfq(no), crea(no)} +1)/31]. The unreduced lift of (F,G) uses

315441 +cpg(n) +logon +1
b= 31

words. Lifting is exact, in a residue-number representation over 31-bit NTT
primes. At each level, (f, g) is converted to Q32 once, and its normalized Fourier
factors are precomputed. Each reduction round converts the current (F,G) to
Q32 at a scale offset fixed by the public word counts and by the bit length of
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(f,g), computes the FFT quotient using those factors, rounds its inverse trans-
form to k by |z + 1/2] (ties toward +00), and always subtracts the correspond-
ingly scaled multiple of k(f,g). A public schedule lowers the scale offset by 11
bits per round until it reaches zero, and drops the high words of (F,G) that the
remaining offset no longer requires. The level then rejects the candidate unless
the reduced (F,G) fits s4 words, that is, every higher word is a sign copy, and
fG — gF = q holds modulo one 31-bit prime. This single-prime test is a pre-
scribed rejection, not an exact integer check. At depth 0, so = 1, so the output
consists of signed 31-bit coefficients. The solver then rejects unless fG — gF = ¢
holds modulo two 31-bit primes; this test is exact, because every coeflicient of
fG — gF has magnitude below 2°°, less than half the product of the primes. The
second-row norm is checked before encoding.

Algorithm B.5 (Setup)

Run Algorithm B.3 with Algorithm B.4 as the candidate sampler and the
specified solver Solvep. A prescribed rejection advances to the next independent
seed. A failure ends Setup. The candidate cap is 2'6.

B.3 Correctness and Distribution of Fixed-Point Setup

We first establish agreement between accepted finite candidates and exact an-
nular sampling, then derive the returned-key law and the effect of Galois screen-
ing. Acceptance probabilities quantify Setup availability; cutoff probabilities also
bound the difference from exact candidate evaluation.

Transform correspondence. For a power-of-two profile, table entry k tar-

o k . . . .
gets Qr;‘; 52 N ( ). Induction through the conjugate-root inverse butterflies shows

that spectral coordinate j contributes

—1 —i(1+4revieg, g (4))
H™ 2
to output ¢. This is exactly the packed permutation wp in Algorithm B.1. For
the mixed-radix profiles, the cyclic roots and twists target

(336C3 = Cres,  (21alo " = Casos;
T3sCo = Cu1s2, (a36Car = Coora-
At a node of length n = 3n’, write the input index as r + 3t and the output
index as i +bn’, with r,b € {0, 1,2}. The recursive and combining phases satisfy

g;f)tic;ricgbr — <;(T+3t)(i+bn/) .

Together with the radix-2 leaves, this proves that the recursion is the natural-
order inverse DFT of length H. The final division by H, conjugate twist, and
profile-specific unpacking give precisely the inverse embedding in Algorithm B.1.

Range and precision. Let ¢ = 2728, The radial interpolation error is
below 2¢, and the square-root rounding error is below one Q128 unit. The 131-
step CORDIC has residual at most one U132 unit and coordinate error below



64 Z. Cheng et al.

Table B.1. Q128 candidate-evaluation enclosure bounds. Radii are in Q128 units;
states use signed 1256 and raw products use U512.

coefficient analytic radius operational
profile error (Q128 units) Ep
IBS-1s <2797 1375737937 232
IBS-1 <2784 13194206654658 270
IBS-2 <2797 1509955673 232
IBS-3 <2778 985162552730499 290

27116 The polar products give initial spectral error below 2719, Root-table
recurrence gives component errors below 27104 for IBS-1 and 27'%° for IBS-3.
Propagating these errors through the inverse graph gives Table B.1.

For a butterfly product, a componentwise operand error e and root error
u, with exact operand magnitude bounded by A, contribute at most 2Au +
2e + 2eu + 2¢; addition sums the incoming errors. For the normalized transform,
including unpacking, a conservative stage envelope is

G(1+ cu)® (e + sd((A + e)u +¢)),

with (s,G,¢,d) = (10,1,4,8),(12,2,4,8),(11,1,4,8),(14,4,8,16) for IBS-
1s/1/2/3, respectively. Applying this envelope to the input and root error
bounds and rounding upward to Q128 units gives the analytic radii in Table
B.1. Radial bounds and inverse-embedding inequalities also give exact coefficient
magnitudes at most (2/v/3)y/ Qnigh in the trinomial rings and /Qnign other-
wise. Including the at-most-one change from DecodeOdd keeps every candidate
coefficient below 4095 in magnitude.

Lemma B.1 (Range safety). The Q128 candidate graph fits its 1256 states
and U512 products. The Q96 annular predicate fits its fixed carriers on decoded
candidate inputs from Algorithm B.4; its directed intervals contain the exact
embedding norms.

Proof. Every initial radial factor is below 2!2. Triangle bounds through each
transform stage bound the scaled states, while the componentwise error recur-
rence bounds deviations from the exact graph. The resulting quantities fit 1256
and their full products fit U512. For the Q96 forward transform, each stage sums
intervals enclosing bounded integer inputs and multiplies them by certified root
balls. Directed multiplication, normalization, and summation preserve inclusion.
The coefficient cap bounds all forward transform intermediates. Each decoded
coefficient differs from its sampled real value by at most one, so the final embed-
ding magnitude is at most \/Quign + NN. This stronger candidate-specific bound
keeps the squared-norm sums within the Q96 carriers. O

Lemma B.2 (Correctness of determined candidate decisions). When-
ever Algorithm B.4 accepts, Algorithm B.1 returns the same (f, g). A determined
mathematical rejection agrees with the exact predicate; an unresolved compari-
son is a rejection of the finite generator only.

Proof. Table B.1 encloses each exact coefficient y; in [Y; — Ep,Y; +
Ep]27128. The strict rounding test places this interval inside one rounding
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cell. The residual-separation and sign tests similarly determine the correction
in DecodeOdd. Q96 interval inclusion proves the exact annular inequalities
whenever GoodPair accepts. Composing these determined decisions proves the
claim. An unresolved comparison supplies no decision about the corresponding
exact predicate, so its rejection is retained in the specified finite law. a

Let KX compose Algorithms B.4 and B.2, and let K& compose Algorithms
B.1 and B.2 with the same solver and integer admission tests.

Proposition B.1 (Agreement on accepted candidates). For every seed
for which the finite candidate is accepted,

KX (seed) = K& (seed). (B.2)

Proof. Lemma B.2 gives the same integer pair; both maps then apply the
same deterministic NTRU solver, admission, and encoding. This implication does
not assert equality of their rejection sets. ad

Let O assign an independent uniform bit tape to every distinct XOF input,
and let ICfP’i’g omit only the public Galois screen from the specified map. Its
successful public-key law is Hany, in the ideal-XOF experiment.

Corollary B.1 (Specified Setup distribution). Conditional on a fixed
ideal XOF O, the seed of the first successful candidate of Algorithm B.5 is
uniform over the accepted seeds, where acceptance includes the Galois screen.
The returned key is the image of this seed under the specified map. The finite cap
changes the return probability but not this conditional law. The joint oracle/key
law conditions the entire Setup experiment on successful output.

Proof. Fix O and let Qp C {0,1}°'? be the set of seeds on which K,
returns a key: Algorithm B.4 accepts and no step of Algorithm B.2 rejects. Write
pp = pp(0) = |Qp|27%12 and Tx = 2'6. Algorithm B.5 fails with probability
(1 — pp)Tx. If J is the index of the first accepted seed, then, for pp > 0,

1
Pr(seedy =s|J < Tk] = 2] (s € Qp). (B.3)

Indeed, before conditioning, every s € p has the same mass

Tkg—1

27712 3" (1—pp).
=0

The common geometric weight also holds when a seed is repeated, and nor-
malization gives Eq. (B.3). Conditioning on successful Setup weights the oracle
marginal by 1—(1 —pp((’)))Qw. Averaging the fixed-oracle laws with these weights
gives the joint successful-output law. ad

Galois screening. The stabilizer of h is a subgroup of the corresponding
Galois group. Each of the four group orders has no prime divisor other than 2 or
3; by Cauchy’s theorem, every nontrivial stabilizer therefore contains an element
of order 2 or 3. Algorithm B.2 tests every nonidentity element of order 2 and,
for the trinomial rings, every element of order 3, so it rejects exactly the keys
with nontrivial stabilizer.
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For a fixed candidate map, Galois screening conditions Dgq on Fgap. TO
compare the joint ideal-XOF laws, let p%(O) and pp(O) < p%(O) be the un-
screened and screened candidate acceptance probabilities, and put gr(p) =
Z?:_Ol(l — p)?. Before normalization, a particular successful seed has mass pro-
portional to gz, (p%(O)) or gr, (pp(O)), respectively. The latter is at least the
former, while the overall screened return probability is no greater. Hence every
screened seed has at least its unscreened mass after normalization. The screened
law is supported on Eg.p, so its distance from the unscreened joint law is the
unscreened probability of = Fsta1,. Data processing and Egs. (19)—(20) bound the
transition by Agtab,p + Estab, P-

Acceptance probabilities. The measured acceptance counts for the com-
plete map IC% were 992, 979, 971, and 999 out of 1000 distinct candidate seeds
for IBS-1s/1/2/3. In the ideal-XOF model these distinct inputs yield indepen-
dent candidate tapes. One-sided 95% Clopper—Pearson lower bounds are 0.9856,
0.9698, 0.9606, and 0.9952, respectively; each gives (1 — pp)2'* < 272 at its
stated confidence level. These are per-profile empirical confidence bounds, not
worst-case acceptance guarantees.

Cutoff comparison. Let Ap be admission under the same NTRU-solver
policy with exact candidate decisions, and let (.u,p be the probability of a
cutoff conditional on Ap. When Pr[Ap| > 0 and (eut,p < 1, conditioning gives

Prox[E] Pr[cutofl]
P E < P cu S ST A 1
fxr[ ] T 1- Ccut7P7 C wr Pr[AP}

Here both output laws use the same choice of including or omitting the Galois
screen. By Lemma B.2 and Proposition B.1, finite acceptance implies Ap, so
Pr[Ap] > pp in the same experiment. Among 2 - 105 distinct XOF inputs per
profile, no cutoff was observed. In the independent-tape model, the one-sided
95% upper bound is 1 — 0.05/(210°) < 1.5. 1076 per candidate. Combining
this with the per-profile availability lower bound gives (eue,p < 1.6 - 1076 at at
least 90% joint confidence for each profile. Assumption 4.1 concerns the specified
finite-generator law and does not depend on these empirical bounds.

B.4 Fixed-Point Hybrid-Sampling Extraction

Fix a profile P and write N = Np and R = Rp. In Prest’s rank-two Hybrid-
Sampler [28], denote the continuous perturbations by yi,y2 and the discrete
coordinates, in sampling order, by xo,x;. Directed Q96 interval arithmetic,
with Q120 reciprocals and integer square roots, prepares the projection coeffi-
cients and perturbation widths. Continuous perturbations are sampled on a Q53
grid and scaled by Q62 profile and width factors. Gaussian rejection tests ap-
proximate exponential acceptance probabilities using Q64 exponents and range-
reduced polynomial evaluation: Q63 for perturbation and scalar sampling, and
Q64 for paired sampling. The resulting probabilities are converted to integer
acceptance thresholds; integer tables supply the discrete proposals. Transforms
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with Q62 and Q126 roots combine the perturbations and cached coefficients to
produce Q64 sampling centers.

The distributional comparisons use fresh private uniform tapes for each ma-
terialized identity in the noncolliding-tape abstraction of Section 4.1; repeated
identity requests reuse cached state. The keyed-tape and root-collision costs are
included in AdvVext-rand, and Section B.7 accounts for the joint XOF realization.

Exact Hybrid-Sampler. Write by = (g,—f) and by = (G,—F), and put
7 = (¢i(z))X, for the canonical embedding of x. For each 4, the NTRU relation
gives N

o1all? =wis  N03,01% = a*/vi vi=|Fil* + [G:l*
Set r = 129/100 and define

" 7
Ui:fz‘/% Bi:i7
i

ﬁijri- ézrz o}
Vi = _ua T1,i = -1 7"2, (B4)

Vi Vi

2
B S L
7—2’1'— 5 —Tre.
q

For a positive conjugate-symmetric width vector 7, let CGp(7;S) use tape S to
draw a conjugate-symmetric canonical vector Y with density proportional to

and return the unique y € R ® R satisfying ¥ = Y. Each real coordinate of a
conjugate pair therefore has variance N77/2. For d € R® R, let D3 4 assign to

z € R mass proportional to
HZ — d||(2:an
exp ( 572 .

In the power basis, this law is coefficientwise for a power-of-two ring. For a
trinomial ring it factors over pairs (i,7 + N /2) with quadratic form u? +uv +v?.
Extraction root and tapes. The IBS wrapper computes the first unit label

(4,a) = Hiq(h,id).

The concrete instantiation of the keyed tape Gext in Section 3 defines the 64-byte
root
root = SHAKE256('G" || kext(B) || id || ul6le(y)) (B.5)

by reading the first 64 output bytes. It then derives four domain-separated tapes

S; = SHAKE256('E' || root || octet(i)), 0<i<d4 (B.6)
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Here octet(7) is the one-byte encoding of . Each sampling call below resumes its
assigned stream after an internal rejection.

Algorithm B.6 (SamplePreimage™“")

Input: an annular basis B for h in profile P, a syndrome a, the profile ex-
traction width o1, and a 512-bit root root.

Output: a centered witness S = (sg,s1)T € R%.

1. Prepare the quantities in Eq. (B.4), take the lift a € R of a with coefficients
in {0,...,¢ — 1}, and derive (Sy,...,S3) from Eq. (B.6).
2. Independently draw y; < CGp(11;Sp) and ya < CGp(72;S1).
3. Form the center R
dai =aiu; — P2 (1<i<N)

and draw zy < D‘igﬂ)d2 using Ss.
4. Form the center

dii=a;Bi +Toyvi — i (1<i<N)

and draw z1 < D", using So.
5. Compute v = x1b1 + x2bs in the integer ring and set S = centerimodq(& —
Vo, _Ul)T'
6. Return S.

Steps 3 and 4 specialize the Gram—Schmidt projections using the NTRU
identity, with di depending on the preceding x». Since by, ba € Ay, 4, the returned
witness satisfies sop + s1h = a mod ¢q. Its exact output law is independent of the
lift: replacing @ by a + ge, for e € R, translates the discrete draws in law by
o — o+ ef and x1 — x1 — eF, hence translates v by (ge,0) and leaves S
unchanged. The finite sampler and its intermediate-law comparisons below use
the nonnegative lift.

Integer preparation. Loading a valid integer basis constructs its extraction
cache once for reuse across identities. At precision p, represent dyadic intervals
by

Z,(L,U) = [L27P,U277].

Addition and subtraction use the exact endpoint pairs (Ly + Lo, Uy + Us) and
(L1 — Us, Uy — Lg). For multiplication, let m and M be the minimum and max-
imum of the four integer endpoint products and return

Ip(gﬂ : Bﬂ) . (B.7)

If 0 < C < D, division of Z,(L,U) by Z,(C, D) encloses the four quotients
2PL/C, 2PL/D, 2PU/C, and 2PU /D by directed integer division. Finally,

VI(L.U) c 1,(|VIze |, [VU2)) (B.8)

for 0 < L < U, using integer square root and widened square comparison.
Complex arithmetic applies these rules componentwise.
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Preparation evaluates Eq. (B.4) once with directed Q96 intervals, using 1128
endpoint carriers and certified radix-two or radix-three roots. The constants are
the exact rationals

o? = 1909047670656633/10%, 7% = 16641/10%.

Reciprocals of ¢ and v; are enclosed on a Q120 grid; multiplication by them
returns a Q96 interval. The expression for «y; divides the first-row spectra by v;
before multiplying by the second row, limiting intermediate magnitudes. Each
radicand interval is intersected with [0,00) before square-root evaluation; an
entirely negative interval is a failure.

For an enclosure [L,U]27% take its floored Q96 midpoint and round to
nearest-even Q74 for wu;, 5; and Q52 for ~;. Widths first round to the binary64
value set with ties to even, then to Q62 with ties away from zero; both maps
are implemented by integer significands and discarded-bit tests. No precision
escalation or multiprecision fallback is used.

If the real enclosure width is w, a component stored with f fractional bits
has error at most

2771 f /2 4279,

For a width, use vz +w — /z < y/w for z,w > 0 and add the binary64/Q62
rounding allowance 4(5/4)27°% + 2763, Uniformly over valid keys, the resulting
width errors are below 273919 273817 9=38.57 " anq 27-37-50 for IBS-1s/1/2/3.
The projection comparisons use separate bounds for 71 and 5.

The enclosing widths for u, 3,7, 71, 72, measured in Q96 units, are bounded
by the guards 27,211,235 260 260 These bounds follow by propagating root-ball
errors through the forward transform, sums of squares, Q120 reciprocals, and di-
rected products in Eq. (B.4). Annularity lower-bounds every v;, and the second-
row norm bounds every second-row spectrum. These estimates also bound =,
uniformly over every pair (F,G) satisfying the second-row norm test. Range
guards require the rounded projection coefficients to fit 164 and the stored Q62
widths to lie in [0,5/4]. A violated enclosure-width or range guard signals failure;
Proposition B.2 shows that preparation adds no key conditioning.

The compact master-key decoder reconstructs the omitted polynomial G
from the NTRU relation. The second-row norm implies |G;| < 2'7 < ¢/2 for
every profile, so the centered lift of gF'/f mod ¢ reconstructs G. The implemen-
tation checks the integer NTRU equation before committing and retains the
general decoder as fallback.

Proposition B.2 (Preparation of every valid key). For the four profiles
in Table 1, Validp(B) implies that the specified integer preparation returns a
ready extraction context, under the mathematical resource assumptions of this
appendix. Preparation adds no conditioning to the returned-key law of Algorithm
B.5.

Proof. In the notation of Eq. (B.4), annularity gives

N (67
\filal,18i] < == 2 <r? (el —1).

\/a ) 7yt ann
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Real coefficients give conjugate pairs of embeddings. Parseval and the second-row
norm condition therefore imply

.. N VIFi? + |Gyl N
[F3|? +]Gif? < Eqagnnk"N? 1yl < T < @fon S kN
1

The resulting «v bounds are below 496.562, 608.162, 992.157, and 911.651 in pro-
file order. Including the prescribed rounding errors, these bounds fit the prepared
caches. The rounded perturbation widths are below 1.206 < 5/4.

The exact perturbation widths are nonnegative by annularity. A stored width
may be zero, and the sampler consumes the same records in that case. The Q96
enclosure bounds, including the square-root bound at zero, lie within the width
guards for every valid key. Midpoint rounding preserves the stated output ranges.
Factoring the projection as ~; = —(ﬁlﬁ Jvi + @E/ v;) keeps intermediates in
range. Construction of the modular transforms then returns a ready context.

O

Imported keys must satisfy Validp(B) before preparation.

Continuous perturbations. Each proposal of the grid-Gaussian (crown)
sampler consumes an 18-byte record containing, in order, a uniform 16-bit selec-
tor v, a uniform 55-bit coordinate w and sign bit b, and a uniform 72-bit integer
U; multibyte fields are little-endian. Set

(Mo, ..., mas) = (8633,8492, 8103, 7494, 6718, 5836, 4915, 4011, 3173, 2433,
1808, 1303, 910, 616, 404, 257, 158,95, 55,31, 17,9, 5, 3, 2),

and my = 1 for 25 < £ < 80, so ZZO mye = 216, The block index is the unique ¢
satisfying > . _,m; <v <} ,.,m;. Define

62
A = RNE (264 (64 +1In 82;‘;)) . Zmag = 02°° +w.

The Q64 acceptance exponent is
E = )\ + 160w + RNE(w?/2°%).

Write E = sL + R, where L = RNE(2%*In2) = 0xb17217£7d1cf79ac and
0 < R < L. The degree-nine Q63 evaluator uses the following integers, written
in hexadecimal:

cp = 000010640465bc10, c5 = 0555552288547964,
c1 = 0000c6bb1df37522, cg = 15555564££148016c,
co = 00067908673fb508, ¢y = 3ff££££fb57£7500,
c3 = 002d7£463a397537, cg = 7Tffffffffe700bcft,
cqy = 01110££d6c1cb838, cg = 8000000000000000.

Initialize A = ¢y and successively set A = ¢; — || R/2|A/2%3| for i = 1,...,9.
Accept if U < [A297%, except that Zyag = 0,b = 1 is rejected. The accepted
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Q53 integer is Z = (2b — 1) Zyag, S0 zero has a unique encoding. Each rejection
consumes the complete record and advances the same stream. An output permits
at most 256 proposals; exhaustion terminates extraction.

With exact offsets and acceptance probabilities, the proposal masses my can-
cel, leaving mass proportional to exp(—22/2116) on |Z| < 320 - 253, Thus the
target grid has variance parameter 512 after Q53 rescaling. Its rounded continu-
ous reference is RNE(2°3G) for G ~ N(0,512). The comparison below accounts
for the finite support, exponent rounding, polynomial evaluation, and threshold
quantization. Proposal-cap exhaustion is below 27°?%70 per output and below
279385 over 248 extractions for every profile, using at most 2N outputs per
extraction.

The public profile normalization

wp = \/Np/1024 (Bg)

is part of the fixed-point map: wpG has variance Np/2, as required by CGp.
Let Wp = RNA(2%2wp) and let 7; be the prepared Q62 width. Each accepted
coordinate is scaled by

Zp = RNA(ZGp/2%%), Y, = RNA(Zp7;/2°0). (B.10)

Here Zp is Q53 and Y; is Q64. The first rounding is the identity for IBS-1s;
otherwise both roundings are successive, with the width multiplication using
the rounded Zp. Fill real and imaginary coordinates in conjugate-symmetric
half-spectrum order to approximate CGp(7).

Discrete ring Gaussians. Set

B 1 _ 3
T oop2’ LT g2

The corresponding integers are

to Az = L264tiJ, a; — Ai2764, E = RNE(264t1)

Aop =Ty = 5542558762607280697,
A; = 4156919071955460522, Th=A+1

For i € {0,1}, define the half-Gaussian proposal

Pj)=e 0 )Z;,  Zi=Y e,
J=0

Its U96 table assigns mass M;(j) = [296P;(j)] to each j > 1 and the remain-
ing mass to zero. The respective supports are 0,...,14 and 0,...,17. Directed
interval evaluation isolates every table entry and bounds the omitted infinite
tail.

First consider the ideal proposals P;. For a scalar center ¢ = k + f, with
k=|c]and 0 < f < 1, draw J < Py and a fair bit V, and set m = V+(2V—1)J.
Accept z = k + m with probability

Kace €xp(—to(m — f)* + agJ?), Face = K274 K = 18272768353266032322.
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Here K = RNE(2%0,,;,/7) and o, = 0x147201BF1F7A75/252. Since |m — f| >
J and ag < tg, this is a valid probability. Each integer has a unique proposal
representation, and its accepted mass is macce’(Z’C)Q/(”Q)/(2Z0). Conditioning
on acceptance therefore gives Dy . ..

For a trinomial pair centered at (cg, ¢1), first propose

21 = |_ClJ+V1+(2V1*1)J1, Jl%Pl,
then form pg = c¢g — (21 — ¢1)/2 and propose
z20 = \_MOJ + % + (2‘/0 — 1)J07 J() — PO.

The signs and proposal selectors are independent. Accept jointly with probability
e P, where

E= to(Zo — ,u0)2 —|—t1(2’1 - 01)2 - (Ing — a1J12 > 0.
Completing the square shows that the accepted mass is

1 exn [ — (20 —c0)? + (20 — co)(21 — 1) + (21 — 1)?
1702, P 902 '

Thus conditioning gives exactly the canonical pair law. This joint test incorpo-
rates the conditional normalizer through the proposal masses.

The fixed sampler uses the U96 tables and integer exponents. At scalar Q64
center C' = k2% + ¢, it computes

T 264 _ 2
By = RNE(W) — AgJ2. (B.11)

For Q64 pair centers (Cp, C1), it retains the conditional half-bit exactly:

J.=2Cy+ C1 — 21264,
AO = 2652’0 — JC, Al = 265Z1 — 201,

ToAG + T AT
130

(B.12)

Epair = RNE( ) — AoJi — AL}
Both exponents are nonnegative Q64 integers. The pair numerator is rounded
once. Removing integer center parts before multiplication bounds the scalar and
pair numerators by 199 and 202 bits, respectively, so U256 arithmetic suffices.

Write £ = kL +u, 0 < u < L, with L = 0xb17217£7d1cf79ac. The scalar
threshold uses the degree-9 Q63 subtraction-Horner graph of the perturbation
sampler: for its prescribed coefficients cg, ..., cg, initialize A = ¢y and succes-
sively set A = ¢; — | |u/2] A/253|, then replace A by | AK /254|. The pair thresh-
old uses ¢; = RNE(254/!): initialize A = c90 and set A = ¢; — RNE(uA/2%%) for
j=19,...,0. With b = 63 for the scalar graph and b = 64 for the pair graph,
define

Wog = |A295707F] Tss = |Wos/2"| . (B.13)
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An independent U56 integer accepts precisely when it is below Tyg. A scalar
proposal consumes 20 bytes: a 12-byte selector, one sign byte, and a 7-byte ac-
ceptance word. A pair consumes 32 bytes: the J; and Jy selectors, one byte
whose low two bits are Vi, V), and the acceptance word. Multibyte words are
little-endian; unused sign bits are discarded. Every rejection consumes a com-
plete record. Each scalar or pair call permits 1024 proposals and returns 1 on
exhaustion.

Uniform acceptance lower bounds are 0.756588 for the scalar call and
0.602442 for the pair call, giving mean-proposal upper bounds 1.322 and 1.660,
respectively. There are 2N scalar calls per power-of-two extraction and N
pair calls per trinomial extraction. Over 2*® extractions, the union bound for
exhaustion is below 271303:53 in every profile.

The fixed-point extractor applies the signing-key admissibility predicate

Nmin, P S HXung S Nmax, P (O S u < N), (B14)

with endpoints from Table B.3. One norm computation suffices in a power-of-two
ring, where monomials preserve coefficient norm; a trinomial profile evaluates all
N shifts.

Algorithm B.7 (SamplePreimage®)

Input: an admitted preparation context for (B, h), a syndrome a, and a 512-
bit root root.

Output: a centered admissible witness S = (sg,s1)7, or L. Exhaustion of a
crown or discrete sampler terminates the call.

1. Derive (S, ...,S3) from Eq. (B.6).

2. Independently draw two grid-Gaussian vectors from Sy and S;. Apply Egs.
(B.9)-(B.10) coordinatewise with the prepared widths (71 ;); and (72 ;);, ob-
taining the Q64 canonical perturbations 371, }72

3. Transform the nonnegative lift a of a, with Q29 input scaling for a power-of-
two profile and Q28 scaling for a trinomial profile. Multiply pointwise by the
Q74 cache (u;);, using an RNA shift of 39 or 38 bits, respectively. Subtract
}72 and apply the Q62 inverse transform with exact public normalization to
obtain the Q64 center D.

4. Sample the 132 vector xo at center Do from Ss, coefficientwise in a power-
of-two ring and by Eq. (B.12) in a trinomial ring.

5. Transform x5 as Q64 data using Q126 roots. Multiply the syndrome trans-
form by the Q74 cache (3;); with the same profile-dependent shift, and the
x9 transform by the Q52 cache (;); with a 52-bit RNA shift. Add the two
Q64 products, subtract ?1, and apply the Q126 inverse transform with exact
public normalization to obtain the Q64 center D;.

6. Sample the 132 vector z; at center D; from S,, using the same scalar or
paired procedure. With exact modular polynomial arithmetic, compute

51 = center_mod,(x1 f + 22 F), 59 = center_mod,(a — s1h).

7. Return S = (sg,s1)7 if it satisfies Eq. (B.14); otherwise return L.
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Consequently, every returned witness satisfies
so+s1th=a (mod q). (B.15)

The witness gate in Eq. (B.14) and the crown and discrete-sampler caps are
executed checks; their failure terminates extraction without deriving a new root
or restarting a stream. The preparation width guards are also executed checks,
whose violation signals failure before the extraction context is admitted.
Distributional comparison. For at most Qip = 2*® adaptive extractions,

let Lawi’;’tr’agv be Algorithm B.7 with its witness gate and both crown and discrete-

sampler caps removed, and let Lawi‘i’tb p be Algorithm B.6 with the same output
encoding. 7

At Rényi order a = 512, let Ly p, Le p, and L, p denote the lifetime bounds
on log, R, for threshold quantization, discrete-sampler evaluation, and pertur-
bation/projection errors, respectively. Their composition bounds the raw extrac-
tion law; restoring the witness gate and sampler caps adds the extraction-failure
term.

For the comparison of the xi-center D, define the proof-only event

217 P =IBS-1s,
Cp =191 :
2+°,  otherwise,

Ga.p = {||z2]|can < Cp at every extraction}.

The implementation does not test G p. This event restricts the intermediate
laws used to compare the zi-center Dq; the finite sampler satisfies this event au-
tomatically, and the reference-tail analysis below bounds the cost of conditioning
the comparison laws on it.

In order, these comparisons remove U56 threshold quantization, replace the
finite discrete sampler by the exact width-r scalar or pair law, and restore contin-
uous perturbations and exact projections. The first two retain the bounded grid
perturbations and fixed projection graph. The final comparison lifts each grid
value to a latent Gaussian in its rounding cell and compares the joint law with
the continuous Hybrid-Sampler; its projection bounds apply on the bounded
support of the first law.

Threshold quantization. Write g, for a finite proposal mass, p, =
Wog ()27 ¢ =275 and a = > 9zPz. Downward rounding removes at most
e from each acceptance probability. Its integrated moment bound is

1 (a—1)G
<
logy Ra(Pssl| Pos) < P logy <1+ a(l —e/oz)“>
' ae?
G = Z gxmm(pz,fa 21’1) :

Pe>0

Set 6, = py —2756|2%6p, | and t = 3 g,0,/a. The inequality (1 — u)* <
1 —au + (a — 1)min(u, au?/2), for 0 < u < 1, bounds the numerator of the
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normalized moment. Convexity gives (1 — )% > 1 — at, and ¢ < ¢/« yields the
displayed expression. This direction permits outcomes with zero rounded accep-
tance. Summing rigorous acceptance lower bounds for each proposal magnitude
over all signs and fractional centers bounds G.

The additional U56 losses per accepted output are below 2.337 - 103! and
6.101 - 10~3! bits for scalar and paired sampling, respectively.

Discrete-sampler evaluation. Let v bound the proposal total vari-
ation, Chrop its pointwise excess over the ideal proposal, § the relative
acceptance-weight error, and pp, the ideal acceptance lower bound. Put
0= (v+279)/(pmin(1 — §)) and d = 26 /(1 — 6). The certified order-512 bound

is
a(a —1)d? 48 Chrop
2(1 — d)a+1 1

1
logy R, < 1 log, (1 +

The first term compares normalized weights under the ideal proposal. The sec-
ond follows from pointwise domination after finite-table and U96 rounding; it is
applied directly to the same moment.

The evaluator-law losses per accepted output are below 2.328 - 10724 and
1.074 - 1027 bits for scalar and paired sampling, respectively.

Perturbations and projections. The perturbation sampler contributes
less than 3.304 - 10722 bits per output relative to its Q53 grid law. That grid
is compared pointwise with the rounded Gaussian, at less than 4.342 - 10736
bits per coordinate. These bounds are uniform over the admitted context, cen-
ter, and preceding adaptive transcript. The remaining comparison controls the
displacement of the discrete centers.

Center-displacement bound. Let L be the canonical image of Z, of a
trinomial coefficient pair, or of an orthogonal sum of these blocks. For r = 1.29,
every center ¢ satisfies Cov(Dyp . .) = Ceoyr?I, with Ceoy = 1.000000000000713.
Consequently, for every a > 1 and centers ¢, d,

Ceov
1Og2Ra(DL,T',c||DL,7',d)< T>co

= 2r2ln2 le —dl5.

Proof. For one scalar or paired block, put Sj = 3o, - ||y||ge_2”2T2”y”g for
j = 0,1,2. Differentiating the Poisson series for the Gaussian normalizer gives
the uniform bound

I COV(DL,T’C)||2
2

r

Ss 52
<1+ 4722 L
< +7rr(1_80+(1_50)2

) < Ccov~

For the scalar block, the dual squared lengths are j2; for the paired block they
are 4(u? — uv + v?)/3. Summing the scalar series through |j| = 32 and the pair
series through max(|ul, |v|) = 16, with geometric bounds on their tails, proves the
displayed numerical inequality. Orthogonal sums preserve the covariance bound.
Set
w(e) =log Y exp(—|lll3/(2r*) + (z,¢)/7?).

zEL
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Its Hessian is Cov(Dy ,..)/r* < CeovI/r?, and direct expansion gives
D) = Y(ac — (a — 1)d) — ay(c) + (a — 1)y(d).

Integrating the Hessian bound along d + t(¢ — d) for 0 < t < a bounds the
right-hand side by a(a — 1)Ceoy||c —d||3/(2r?). Division by (a — 1) In 2 proves the
claim. ad

Write z = Z/2%3, 2p = Zp /253, and e, p = |0p/2%? — wp|. Exact midpoint-
square comparisons certify the prescribed RNA constants and e, p < 2793, Since
|z| < 320, the common rounded-Gaussian coupling gives

(a - 1) In Ra(DL,r,c

0, Np = 1024,

z2p —wpG| < wp2™* 4+ 320e,, p + 1p27 4, Lp =
lzp —wpGl < wp WP P P71, Np > 1024,

Here ¢p records the additional Q53 rounding in the first operation of Eq. (B.10).
Combining this inequality with the profile- and width-specific preparation error
from the Q96 enclosure and the final Q64 RNA gives the center-error bounds
below. These estimates also show that both raw products fit signed 1128 and
that the normalized Q53 value fits signed 164.

The finite sampler satisfies G p by the support bounds

|#2llcan < Ba.p,  (Ba.p)p = (114395, 170569, 160931, 208443).

The matched scalar displacement is at most 15; the paired squared displace-
ment is at most 152 + % 182 = 468 < 3-192. These fit the envelopes used for
the displayed support bounds. Thus the concrete law has probability one on
G2, p. These bounds also establish its arithmetic range. For the intermediate ex-
act samplers, the z;-center error calculation instead uses the full cap Cp, with
coefficient envelope Cp in a power-of-two ring and v/2Cp in a trinomial ring.

Let Dy p bound the canonical norm of the computed zg-center Dy under
the bounded grid perturbations. Couple each grid value with a Gaussian in its
rounding cell, and use the same x5 in the finite and exact z1-center computations.
Write ejflr) for an upper bound on the canonical distance between the computed
center D;, interpreted in real units, and its exact continuous counterpart, for
j =1,2. The bound 5‘135} is uniform over ||z2]|can < Cp.

These errors follow by propagating the cache, root, and RNA errors through
Algorithm B.7. For example, a radix-t transform stage with half-spectrum length
H, exact input norm A, input error e, complex root error u, and Qs states has
output error at most

(\/£+ Vit — 1)u) e+ t{t— DuA+ (t— 1)V2H 2.

The inverse normalization divides the accumulated error by H and adds at most
v/ H/227%; the trinomial unpacking uses its explicit linear map and directed
rounding bounds. Combining these projection errors with the perturbation cou-
pling above gives the outward zs-center norm bounds

(Da,p)p = (113786.880001, 169656.320001, 160070.639541, 207325.430323)
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in profile order, and the following center-error and lifetime bounds:

P | 5’ estr, Lo, p upper

IBS-1s[5.658982773752 - 10~ 1°]7.883346625600 - 10~1°]0.059019662
IBS-1 | 1.440803860254 - 102 | 1.981438398374 - 102 |0.375234364
IBS-2 | 1.201571545795 - 102 | 1.680893581869 - 10~ |0.267078445
IBS-3 | 2.710797633593 - 10~ | 3.708391415762 - 10~ |1.318592600

The displayed L, p bounds exclude the separate conditioning allowance. For the
lifetime outer-hop bound, put ferown = 3.303455901301445 - 10722 and loria =
4.341452468542223 - 10735, outward bounds on the per-coordinate order-512
crown loss and pointwise grid-to-rounded-Gaussian loss, respectively; the lat-
ter includes finite-support normalization. An admissible outer-hop bound is

512CCOV ctr ctr
Lo,P = TIEID ((51&3)2 + (52fp)2) + 2NPQID(€crown + Egrid)~

Lift the finite grid and its reference through the same conditional Gaussian
within each rounding cell. The latent-variable moment is bounded by the crown
loss and the pointwise grid comparison. Conditional on that latent variable, the
center-displacement bound applies first to x5 and then to x; for every preceding
Z2 in the proof domain. Multiplication of these conditional moments, followed by
adaptive composition over identities, yields the displayed bound. Conditioning
on the proof domain and removing that conditioning are charged separately
below.

To bound the reference tails, put £p = /Np in a power-of-two ring and
{p = /3Np/2 in a trinomial ring. Then ||v|jcan < £p||v]|co. Uniformly over
the center, let Tp(t) bound the probability that the discrete displacement has a
coefficient of magnitude at least t. With k = |t] — 1 > 300, the scalar likelihood
bound L, = 1 + 2738 gives

ONp L~/ (2r3)
(1 — e~ /)~ 1/6r2)

Tp (t) <

for a power-of-two profile, where one may take r_ = ry = r. For a trinomial
profile, nearest-integer normalizer bounds give the conservative pair-mass enve-
lope 26_(“2"‘““‘"”2)/(2“2&“)7 with 7y = 1.3 > 7. Hence u? +uv +0v? > (u? +v?)/2
and a geometric tail sum give

< ANp(1+ 2rainy/m)e” "/ Uria)
> 1_ e—(2k+1)/(4r?ail)

Tp(t)

These bounds cover the exact scalar and pair intermediates; the finite-table laws
have the bounded support established above. For bounded grid perturbations,
the xo-center norm bound Ds p gives tail at most Tp((Cp — Da,p)/lp).

The continuous endpoint requires a separate bound. Write 2o = s — y2 + €,
where 113, = @;u; and e is the exact discrete displacement. The nonnegative lift
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and admitted cache imply

_ Cp—mp

> 0.
20p

g2 ]|can < mp = (1/2400 4+ 272%) (¢ — 1)¢p, tp:

The event ||@2||can > Cp implies that some coefficient of y2 or e has magnitude
at least tp. The coefficient variances of ¥, are at most 72, in a power-of-two
ring and 272, in a trinomial ring, where

Tmax = "V ad,, — 1 < 1.206.

Gaussian coefficient tails and 7p(tp) therefore bound the continuous endpoint.
Independence of e and s is not required, since the displacement tail is uniform
over its center.

Let dp be the sum of the bounded-grid and continuous per-extraction tail
bounds. Directed evaluation gives 2485p < 2739000 in every profile. These bounds
are uniform over the admitted master context and previous transcript. Condi-
tioning each comparison on Gy p contributes at most (1—38p)~>12/511 per extrac-
tion at order 512, and at most (1 —&p)~! for a pointwise comparison. Reserving
four order-512 comparisons, four pointwise comparisons, and final decondition-
ing gives the common allowance

4512 Sp
L uar = .
guard, P = Q1D ( B 5) (1—6p)In2

ax

This also covers the additional count comparison in Section B.6. The concrete law
is unchanged by conditioning; deconditioning the reference uses Q(F | Ga,p) <

Q(E)/Q(Gz,p).
Composition. Put hs12 = 511/512. Applying Lemmas 4.1 and 4.2 succes-
sively to the three comparisons gives

0P = h§127 ﬁP = h512Lq,P + h§12Le,P + h§12LO,P + Lguard,P;
and, for every event F,

PrlLaw™"™ ¢ E] < 2°7 Pr[Law™! , € E)°*. (B.16)

Extraction failure and complete bound. Restoring the witness gate and
finite sampler caps yields the complete extraction bound.
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Table B.2. Fixed-point extraction bounds for Qip < 28 TFailure includes the witness
gate and crown or discrete-sampler exhaustion; Sp is rounded upward.

Al ) 5 per-extraction failure lifetime failure
pronle P P Pext, P Eext, P
IBS-1s h2s 0.058676 < 2717230 <z
IBS-1 hZ1a 0.373041 < gm0 <27lTesT
IBS-2 RZio 0.265520 < 27295.10 < 27247.29
IBS-3 his 1.310882 < 2738174 < 2728288

Lemma B.3 (Uniform extraction failure). Under the fresh private-tape
model of this section, used in Eq. (B.16), the failure bounds in Table B.2 hold
for every master context satisfying Validp(B) and for adaptively selected syn-
dromes, with at most Qp < 2%® witness-generation states.

Proof. Fix B, h,a, take S < Dpub(- | h,a), and let = be its normalized
canonical image. Its law is a spherical discrete Gaussian on the corresponding
affine lattice. Write || X*S||2 = 2T Ayz. Appendix A.3 gives the spectrum of Ay:
1 with multiplicity 2Np in a power-of-two ring, and 2/3, 2 each with multiplicity
Np in a trinomial ring. Put

2 2 -1
€(r) = N 1 "= -
4Np ’ ¢ \/max{l, 1-— QtAmax(Af)}.

Whenever I —2tA; > 0 and 0 < €(r;) < 1, Poisson summation and Lemma 2.1
give, uniformly in the affine translate,

X513 1
Eexp(tn S|2> < 1 telre) det(I — 2tA,)~ Y2,
o

% - E(cht)

The tilted Gaussian weight has covariance parameter o3 (I —2tA,) ™1, whose least
eigenvalue is at least 72Quyn(B)%. Lemma 2.1 therefore bounds both Poisson
normalization factors. Chernoff’s inequality with positive and negative t yields
the upper and lower gate tails, respectively.

The corresponding linear-moment bound, with coefficient variance proxy at
most 20?2, gives

1+ €(Rext) _,2 2
P < ANp L AText/ —q"/(1607)
I‘[Cq(S) 7é S] P]. G(Rext)e

There is one shift-norm event in a power-of-two profile and at most Np in
a trinomial profile. Combining their two tails with the centering bound gives
gate-failure probability at most gp = 27°7 under D}C)ffb, where, in profile or-
der, bp = (173.998,226.999,297.999, 334.999). These conservative budgets use
the quadratic-form upper-tail envelope underlying Lemma 4.12, with the affine-
coset normalization above; optimizing the full moment bound gives stronger
exponents. The bound is uniform in B, h, a, so the lifetime event has probability
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at most Qipgp under adaptive syndrome selection. Lemma 4.3 at order 512 and
Eq. (B.16) then give

hs120
Pr[any fixed-point extraction fails the gate] < 2°7 (rgm QIDgp) S

Here r, = r,(512, ¢,) is the factor from Lemma 4.3. The conservative accounting
in Table B.2 also includes the order-512 unit-label factor r;; from Lemma 4.4.
Including this additional transfer and the crown- and discrete-cap union bounds
gives

h512> hs120p

Pr[any fixed-point extraction fails] < 28 (rgm ((TJ)QID QIDgp)

QID —938.5 —1303.53
+ i (2 +2 ).

For one witness, replace Qip by 1 and Bp by Bp/2*®. Table B.2 rounds the
bounds outward to two decimals. )
Theorem B.1 (Fixed-point extraction). Fix a master context satisfying
Validp(B), and let Lawfe’,‘(t, p be the adaptive response law of Algorithm B.7,
including 1 on witness-gate failure or exhaustion of either sampler. For every

event F,
PrlLawl, p € E] < 277 Pr[Law!¥? ), € E]%% + e p. (B.17)

Proof. Couple Lawg’;n p and Law™™ through the same root and tapes for

each extraction. Their transcripts coincide until the first gate failure or sampler
exhaustion, whose lifetime probability is at most eqx, p by Lemma B.3. Applying
Eq. (B.16) to the uncapped ungated law proves the claim. O

By Rényi data processing, Lemma 4.3 also compares Lawl;i'ﬁ p with DS

Theorem 4.2 charges the subsequent witness-first transition to E‘V)vaap. Witness-
gate failure and exhaustion of either sampler contribute ecxt, p, separately from

master-key validity.

B.5 Fixed-Point Signing

Fix a profile P and a public mode x € {mixed, Q128}, selected independently of
keys, messages, challenges, and secret state and fixed for the implementation’s
lifetime. Table B.3 defines the transport precision ppy.

In fixed-point signing, Gaussian mask sampling uses integer alias tables and
Q128 exponential evaluations based on precomputed factors or range-reduced
polynomial evaluation followed by repeated squaring. Transport probabilities are
obtained from truncated alternating series evaluated in fixed-point arithmetic;
directed rounding and truncation bounds provide enclosing probability intervals.
Integer thresholds determine acceptance and signed updates, with unresolved
transport comparisons causing rejection. Transport uses Q128 for every profile
in Q128 mode, and Q96 for IBS-1s/1/2 with Q128 for IBS-3 in mixed mode.

Let Sign$®* be Algorithm 3.3 with exact discrete-Gaussian masks, exact
transports, and unbounded first-success semantics. The fixed-point signer uses
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the profile-dependent attempt cap below. We compare their complete adaptive
response laws under the ideal XOF O: distinct input transcripts receive inde-
pendent uniform tapes, whereas a repeated transcript reuses its tape. Section
B.7 handles the joint call families and restores the computational transition.

Admitted signing contexts. Algorithm 3.2 writes the abstract identity key
as (4, a, so, $1), but its canonical encoding omits the derivable label a. Signing-
key preparation decodes (4, sg, 1), computes (j/,a) = Hiq(h,id), requires j' = j,
and verifies

so+hsy =a (mod q).
It then sets
A= (Ga"t Gha™Y), S = (s0,51)"

For each 0 < ¢ < N, compute vy = X*S and ny = ||v¢||3, and check Eq. (B.14) be-
fore any message-dependent attempt. The lower endpoints are the chosen squares
1506182,2099992, 2178492, 2591082, which ensure that the finite-series schedules

cover the admitted interval. The upper endpoints satisfy nmax,p < thift, p and
[«/Trmax.P | = Bshitt, P, preserving the bounds used for M, and the abort guard.

Table B.3. Fixed-point signing parameters.

profile Nword PP, mixed PP,Q128 Tt kp [Mmin, Py Pmax, P]
IBS-1s 2 96 128 32 212 [22685781924, 62677966353]
IBS-1 2 96 128 44 215 [44099580001, 131253033394
IBS-2 2 96 128 48 215 [47458186801, 121200610493]
IBS-3 2 128 128 28 g14 (67136955664, 195463297549

Both precisions reserve nyorq = 2 64-bit words for the fractional part, with a
separate bounded integral part. Q128 uses four little-endian base-232 limbs; Q96
uses three and zeros the fourth. The 32- and 64-bit kernels sum identical exact
limb products before truncating at bit pp,,.

Let b = 20. The fixed signer stores the exact rational Miie, p = Mp™/ Ml‘ie“
from Section 5.1 and an outward enclosure of its reciprocal. Directed real-interval

arithmetic proves
Mnum
(-2 = M,
Mp

y/Bshift,P

for every profile.
Let pna,p be the certified lower bound on Ppub/Mil:;,P in Table B.6. For
Qs = 254 signing queries, choose

258 + lo
Tyign.p = { g2 Qs —‘ .

—logy(1 — pna,p)

This choice gives Qs (1 — pna,p) == < 27258; the endpoint exhaustion analysis
below accounts for finite sampling. The caps and additive errors use the certified
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Pna,p bounds before tabular rounding. The certified expected-attempt upper
bounds are 1.522898, 1.150179, 1.156671, and 2.380216 in profile order; Table
B.6 lists the resulting caps.

Integer mask sampling. Put opase,p = 0 /kp and define

eXp(ibQ/(2J%ase,P))
Zuzo exp(*u2/(20—t2)ase,P))

The nominal cutoff is Jp = |(Zounp + £P[+/Tmax.P |)/kp ], the least value
with (Jp +1)kp —1 > Zpounp + &P [y/Timax.P |- The dyadic base law has counts

(b > 0).

PPy =

Jp
mpp = [2"pps] (1< b < Jp), mpo =20 — Zmﬂb-
b=1

Thus an integer alias table samples b with probability mpy/ 2120 Given an in-
dependent uniform residue r € {0,...,kp — 1}, set x = bkp + r and put

20k
€p,r = €Xp <7"(7"—|2—02p)) . (B.18)
y

For = # 0, the mask exponential evaluator returns an outward interval E; ,
on the independent Q128 grid containing ep,. The 1BS-1s/1/2 profiles multi-
ply enclosed window factors; IBS-3 instead divides the exponent by 222, applies
directed degree-22 Horner evaluation, and performs 22 directed squarings. The
respective interval widths are at most 8192 - 27128 and 2799, A uniform 104-bit
integer is accepted precisely when it is smaller than

o = |20787, .

The case x = 0 is accepted directly. A prefix test may settle a strict comparison
early but invokes the full evaluator when necessary, leaving the accepted set
unchanged. After acceptance, an independent sign is applied; a proposal rep-
resenting negative zero is rejected. With the unquantized base law and exact
probability ey, -, this construction samples Dz ,, exactly. The analysis below ac-
counts for the dyadic base law, finite support, fixed-point enclosure, and 104-bit
floor.

In the profile order IBS-1s/1/2/3, the nominal cutoffs, largest bases of nonzero
dyadic mass, and resulting magnitude bounds are

(Jp) = (1512, 360, 390, 1202),
(bp) = (857,183,183, 390),
(By,p) = (3514367,6029311, 6029311, 6406143).
Every base b > bp has mpy = 0. Since bp < Jp, the cutoff does not affect

the sampled law. In the same profile order, set (beo,p)p = (10,8,8,9); then
Qbcol, P > bp + 1, so the alias table covers the complete dyadic support.



ANSA-IBS Bimodal 83

Each lane processes (9, 14, 19, 20) blocks of 128 proposals and returns its first
N accepted coeflicients. A proposal stores the beol, p-bit alias column, residue,
sign, and 16-bit alias and Bernoulli prefixes. Prefix equality consumes the next
104 — beol, p-bit alias suffix or 88-bit Bernoulli suffix from independent block
pools of (16,18,24,29) slots each; all multibyte fields are little-endian. Strict
prefix comparisons consume no suffix. This deferred construction reveals inde-
pendent 120- and 104-bit uniforms in proposal order until pool overflow, which,
like insufficient accepted proposals, rejects the attempt.

Let Rpair,p be the certified pointwise likelihood factor from one concrete
mask-pair law to the corresponding ideal Gaussian mask-pair law. With exact
transport in both games, conditioning on a successful signing call and composing
at most Qg adaptive calls gives the lifetime factor Rpyask,p. The fixed-batch,
suffix-pool, and attempt-exhaustion events are charged additively rather than
included in these factors.

Integer transport. For a selected shift v, write

n=lol3,  6=(nv), D=2

All transport probabilities are represented by outward dyadic intervals on the
27PPx grid. For § > —n, define

2n
Alt,, (8) =Y (—1)"exp <—k;2k5> .

k>0
The reference recurrence is
—(n+28)/D —2n/D
o =1, qo = e~ (2D s=e 2D, Tht1l = TkQk, Qkt+1 = QkS-
(B.19)
The recurrence sums ryg, . .. s Trref with alternating signs; replacing § by —§

gives Alt, (—6). With Ji = TF* — 1 and a = n/(207), Lemma 4.8 and Table B.3
give, for either realization,

2
ethra

Eserios < —————— < 27PPx, (B.20)

e —e”
Cached-series Horner evaluation. The hardened evaluator uses the same
known-sign recurrence in every profile. Put p = pp, let m = TfoX be the series
length in Table B.4, and define directed rounding to the fixed grid by
rdn,(x) = 2772z, rup,,(z) = 27P[2Px].
For an admitted squared norm n, let s be the stored lower endpoint of e=2"/P
and construct the nonnegative cache
P() = CO = 1, Pj+1 = rdnp(Pjg), Cj+1 = I'dIlp(Cij).

Thus P; < e=2n/D and C; < e=3G=Dn/D For d € {4, =6} in a branch where
d > —n, let R denote the stored lower endpoint of e~ (n+2d)/D  The directed
Horner recurrence is

Hy_1=(-1)™"'Cp_, Hy = (=) 1Cy_y 4 rdn,(RHy),
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fork=m-—1,...,1.
For k>2,d>—n impliesRSe”/D and

Pk—lR S e—(2k—3)’n/D S e_nmin’P/D < 1.

The certified upper bound is 0.907. Backward induction gives Hy € (—1)*[0, Cy]
for k > 1: the initial value has this form, and when Cy_; > 0,

R|Hy| £ RCy, < RC—1Pr 1 < Cx—1 = r1up,(R[Hg|) < Cr-1.

If Cx—1 = 0, all subsequent C; and H; vanish. Using rdn,(—x) = —rup,(z), each
step therefore subtracts a magnitude at most Cy_1 from C_1 with sign (—1)’“’1.
This evaluates the signed recurrence exactly. The k = 1 step uses general signed
addition because Hy has no prescribed sign. All product magnitudes are at most
1 for k > 2 and at most R < e™=xr/D < 150 < 2 for k = 1, within the
multiplier’s specified [0,2) domain. At a fixed precision and term count, the
signed recurrence and its magnitude-based implementation produce identical
rounded values, preserving transport decisions, tape consumption, and retries.

The ordinary evaluator uses Table B.3’s term counts, and the hardened eval-
uator uses Table B.4’s parameters. Both enclose the same exact probabilities
within the common error bound used below. Their transcripts can differ because
different enclosures leave different comparisons unresolved.

For every profile, the computed partial sums are widened by the series radius
in Table B.4. Let Alt,(d) and Alt,(—d) denote the resulting enclosures and
M;,l an outward enclosure of 1/Miter. The minus-branch interval is

AR, (MR, §>n,
(1= Alt, (—=0))MGL, 5 <.

The cumulative success interval is

_ Mp', d>nord<-—n,
(2 - Alt,(6) — Alt,(—6)Mp!, —n<d<n.

After intersection with [0,1], read a pp,/8-byte string buf from the transport
stream and set U = 27PPx LE,,, (buf), where LE,, denotes little-endian decod-
ing. Return z — v when U < F~, return z +v when U > F* and U < C~, and
reject when U > C™T. If U lies in either nondegenerate enclosure, reject as well.
Thus every successful fixed-point decision agrees with the exact branch.

For IBS-1s/1/2 and x € [0,160), the negative-direction exponential graph
evaluates the degree-dp, Taylor polynomial at z27°Px with coefficients
|2PPx /K!], followed by sp, squarings. Horner products and squarings truncate
magnitudes. Table B.4 gives the schedule and point radius 7p¢,p,y, measured in
ulps (units in the last place) of size 27PPx. Directed propagation over 8192 out-
ward cells covers the full domain, including truncation, rounding, and squaring
amplification. For z > 160, return [0,2777x Beyxp, py ], where

—160
Bexp,px = (QPP’XQ —‘ + Tpt,Px-
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For IBS-1s/1/2 these bounds are 4097, 262145, and 262145 ulps, respectively, in
either realization.

For IBS-3, both exponentials use independent directed Q128 degree-22 Horner
graphs after division by 222, followed by 22 directed squarings, with a paired
multiplication schedule. Each series radius covers Eq. (B.20) at the specified
term count and the recurrence error.

Table B.4. Transport approximation parameters. Radii and error bounds are in units
of 27PPx,

point radius / series terms /
profile realization pPP,x evaluator (sP,x-dpP,x) required radius
IBS-1s mixed 96  Taylor (8,11) 212 /2264 21/2%!
IBS-1s Q128 128  Taylor (8,15) 212 /2264 24/2%3
IBS-1 mixed 96  Taylor (8,10) 218 /8955 25/223
IBS-1 Q128 128  Taylor (14, 8) 218 /117238 29,224
IBS-2 mixed 96  Taylor (8,10) 218 /8955 24/2%3
IBS-2 Q128 128  Taylor (14, 8) 218 /112131 28/224
IBS-3 mixed 128  direct Horner (22, 22) 228 /45606177 28,240
IBS-3 Q128 128  direct Horner (22,22) 228 /45606177 28,240

For the ordinary table-based evaluator in Q96, the exponential enclosures
have width at most 8192 ulps; the three cached-series errors, including tails,
are below 517184, 7171306, and 6157982 ulps, respectively. The cached-series
errors are below their chosen radii, and the point error bounds for the hardened
evaluators in Table B.4 are below the corresponding chosen point radii. Together
with the carrier and padding invariants, the directed recurrences prove enclosure
of every exact value. The same argument applies at Q128.

Arithmetic ranges. The mask supports and admitted shift norms bound
every carrier. Writing z = y + Y., _, ;X% S with at most rp signed admitted
shifts gives

j<t

16| < By p\/2NpPhmax, P + KPNmax,p < 2%°.

Each transport step adds or subtracts a shift v; with [[v¢]|cc < [\/Pmax,P], SO
intermediate response coefficients are at most B, p + kp[\/fimax,p | in absolute
value, namely 8521487, 15811114, 16821620, and 24090663 for IBS-1s/1/2/3.
Across all profiles they are therefore below 22°, so signed 32- and 64-bit carriers
suffice for the response state and inner product; the wider products and fixed-
limb accumulators remain within their stated carriers.

Complete fixed signer. Each signing call samples an independent uniform
2)-bit seed and initializes

St = SHAKE256('S" || seed || octet(0)),
Sy, = SHAKE256('S" || seed || octet(i + 1)), i€ {0,1}.

All attempts continue these streams without rewinding or deriving another seed.
Algorithm B.8 (Signg’ﬁ’x)



86 Z. Cheng et al.

Input: x, an admitted context (4, A, S, (ne)e<n), a digest i, and a fresh seed.
Output: a signature (j, ¢, 29, 21) or L.

1. Initialize (St,Sy,,Sy,) as above.
2. For at most Tgien, p attempts:

1. Draw (yo,y1) with the fixed-batch radix sampler from S, and S,,. If
either lane rejects, continue to the next attempt.

2. Compute u = Agyo + A1y1 mod ¢, w = [u]g,, and ¢ = Hep(p,w) =
S, X* as in Algorithm 3.3.

3. Set z = (20,21) = (Yo,y1). For t = 1,..., K, apply the fixed transport for
mode y with v = X%, the certified norm ny,, and the next pp,y bits of
Sr. Abandon the attempt if any transport rejects.

4. Continue to the next attempt unless ||2o]|oo, [|21]lc0c < ZBOUND.-

5. Set 7 = Agzo + A12z1 + ¢ mod ¢ and continue unless [7]4, = [T — 4,

6. Return (4, ¢, 20, 21) in its canonical fixed-length encoding.

3. Return L.

Lemma B.4 (Signing correctness). For either realization mode y, every
signature returned by SignfDX,X is accepted by Algorithm 3.4.
Proof. Let ¢, € {—1,1} be the branch selected for X% S and set

- c+c
c’:ZetXZ‘, d: 2 .
t=1
Then z =y + ¢’S. Since AS = § and 2§ = 1 mod ¢,
Az+cG=u+(d +c)g=u+d (mod q).

The filter in Step 5 is precisely [u + d]q, = [u + d — ¢4, , so Lemma 4.11 gives

[u+ d]g, = [u]q,. Verification therefore reconstructs the original commitment
and recomputes c¢. The label, response, and encoding checks then complete cor-
rectness. O

Both modes share the public parameters, signature format, and verifier; x
is not encoded. Their seeded transcripts may differ: transport consumes pp, /8
bytes per comparison, and the evaluator schedule depends on the mode.

Distributional comparison. Let Lawg’i‘gm py and Lawgl, p be the adaptive

oracle-response laws of Algorithm B.8 in mode x and the unbounded Signs™*",
respectively.

Signing-seed reuse. Let Badgccq,p be the event that a call repeats a seed
used by an earlier signing call, across all identities in the fixed profile. For at

most Qg calls,

Pr[Badsccd,P} < Eseed,P ‘= (%S) 272/\.

For Qs < 254 these bounds are strictly below 27129, 27129 9-257 apq 27385
in profile order. The comparison game stops before a repeated seed initializes a
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sampler stream. Independent seed labels are added to the exact reference games
solely to define this stopping rule; without the rule, their oracle-response laws
are unchanged. Until the stop, calls use independent tapes, and attempts within
a call consume unread suffixes without rewinding.

Oracle freshness. The projection-tail bound below must account for adap-
tive random-oracle histories. Put

Qatt,P = QSTsign,Pa Eraw,P = ((2dh+1 + 2)pq,ay)

Work in the capped seed-stopped games used for the finite-precision compari-
son. Let Badro,p occur when the random-oracle table already contains (u,w)
as an attempt reaches Hen(p, w). At each live prefix immediately before mask
sampling, the unread sampler suffixes are independent of the preceding tran-
script. The table contains at most Qg + Qatt,p relevant points. Lemma 4.15’s
raw-commitment bound, transferred to the fixed mask law by Rpair,p, therefore
gives

Np

Pr [Badro,pr] < Rpair,pQatt,p(QH + Qatt, P)eraw,P =: ERO,P- (B.21)
seed-stop
For Qg < 254, this oracle-collision probability in the seed-stopped game is be-
low 275490 in all four profiles. We analyze the projection tail after additionally
stopping on Badro,p. Coupling with the original capped game costs at most
€sced, P + €RO,P- Bach stopped law includes an absorbing proof-only flag. Events
of the original response transcript exclude flagged executions, and the surviving
subprobabilities are not renormalized. At an unflagged fresh query, the oracle
answer is uniform conditional on the preceding history and the current mask.
Transport divergence and projection tails. In profile order, the trans-
port target exponents are

(bee.p)p = (91,128,192, 256).
The Rényi orders and lifetime budgets are
-1
ap = 2btr,P -1, ﬁtr,P = ar )
ap
Qstcp,P = QSHPTsign,FN Qwin,P = NPQstcp,P~

For a shift v and current accumulator z, write

”U”§ (z,v) Nmin, P Nmax, P
Y= 202’ U= 2 Ymin,P = 2 Ymax,P = 2
o, oy 20y 203

The projection window is

Up = \/4maxp 102 (1085 Quin p + b + 8). (B.22)

For the exact three-output kernel K, ., the public guard gives K, .(L) > 2720,

On |u| < Up, the alternating-series bounds also give, for each retained output,

e~ UP—Ymax,P (]_ _ 6*57min,P)
Miter,P

Ky 2(0) 2 Pmin,p = ) o€ {—v,+v}. (B.23)
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Here Up > 2 4 29max, P, so the displayed outer-region bound also lower-bounds
the two middle-region probabilities. For every profile, pmin,p < 272%, so it lower-
bounds all three output probabilities.

Let K, be the specified kernel for realization y, including rejection on an
unresolved comparison. Directed interval propagation bounds the absolute error
of every one of its three output probabilities by ep ,, where the abort coordinate
includes the errors of both retained thresholds. This bound includes the expo-
nential, recurrence, reciprocal, interval-propagation, and pp -bit threshold-grid
errors. Thus

6P7X <
) B (Ju] < Up).

min, P

| KX (o)

- 1| <npy =

For A, = I?;{Z(o)/Kv’z(o) — 1, normalization gives > K, .(0)A, = 0. The
certified values satisfy np, < 1. Writing D, = In R,, Taylor’s theorem therefore
gives
~ a _
Do (KK 2) < 57 (L4 np ) 21y (B.24)

At Rényi orders (181,255,383,511) in profile order, the certified upper bounds
on Up are (14.320144,13.383935, 14.613256,19.272207), and the corresponding
lower bounds on logy pmin,p are

(—22.218878, —21.102506, —22.761294, —29.432011).

Let Diite, py, denote the right side of Eq. (B.24) multiplied by Qstep,p-

To account for the unbounded projection, define a hybrid that uses the spec-
ified fixed-point kernel inside the window and the exact kernel outside it. The
hybrid and the implementation coincide until an evaluation leaves the window.

Fix the history immediately before an attempt with the ideal mask and exact
transports. Let v4(z, ¢) be the joint subprobability mass of passing the freshness
test and completing ¢ transports with accumulator z and challenge c¢. Since a
fresh oracle answer is uniform, vo(2, ¢) < po, (2)/|Cx|. Each exact transport maps
Do, 0 Ps, / Miter by Eq. (6); its nonnegative transition kernel preserves pointwise
domination. Induction gives

—t

M.
v(z,¢) < |C‘t‘irpgy (%), 0<t<k.

For any fixed admissible shift v, completing the square and maximizing Gaussian
mass at the centered lattice give

Pr [<Z’2U>| > UP:| < 26*U12:>/(4“/).
ZeDo)P oy

Summing over ¢ bounds the unnormalized mass reaching a step with an out-of-
window projection by the same tail. The pointwise factor Rp,ir,p transfers this
event from the ideal mask pair to the concrete radix mask pair. A union bound
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over all Np admissible monomial shifts at each of the Qstep, p potential transport
steps gives

—U% /(4Ymax
™ = Rpair,PQwin,P2€ p/(47ma ’P)~

Sequential composition and Lemma 4.1 transfer the out-of-window event to the
fixed-point hybrid with probability at most

2'[9'”.’P Diite, p,x/ In 27_}12“,13 )

Table B.5 summarizes the kernel divergence and the resulting projection-
window term over the complete signing lifetime. All displayed decimal bounds
in Tables B.5 and B.6 are rounded outward.

Table B.5. Certified transport-kernel and projection-window bounds for Qg < 24,

upper upper transferred
profile realization PP, x logy NP, x log, Diite, P, x window event
IBS-1s mixed 96 —48.781119 —15.033105 < 2797458520
IBS-1s Q128 128 —78.781121 —75.033110 < 2797458563
IBS-1 mixed 96 —47.897493 —13.264385 < 7184470442
IBS-1 Q128 128 —78.897493 —75.264386 < 27 134.470588
IBS-2 mixed 96 —46.238705 —9.134658 < 27198477857
IBS-2 Q128 128 —177.238705 —71.134659 < 27 198.480417
IBS-3 mixed 128 —54.567988 —23.137389 < 27262485322
IBS-3 Q128 128 —54.567988 —23.137389 < 97202.485322

Attempt exhaustion. At either endpoint of each mask or transport distri-
butional comparison, the game’s lifetime exhaustion probability is below 27258,
The two endpoints of each mask and transport comparison contribute four terms
totaling less than 27256,

Complete response bound. Let egamp,p, collect the certified lifetime
contributions from fixed-batch failure, suffix-pool overflow, the transferred
projection-window event, and the endpoint attempt-exhaustion terms. The
signing additive bound is chosen to satisfy

€seed,P T Esamp, P,x < Esign, P,x -

Table B.6 includes seed collisions in egien, p,y; €rRO,P is charged separately.
For every profile, set

ﬁsign,P - ﬂtr,P~
Theorem B.2 (Fixed-point signing). Fix either public static realization

mode . In the ideal-XOF hybrid, every adaptive event E involving Qg < 264
signing calls on admitted statements satisfies

Pr[Lani(gn,P,x € E] < 2ﬁ5ign’P’X Pr[LaW:i)fgn,P € E]lgsigmp + Esign,P,x + €RO,P-
(B.25)
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Table B.6. Signing-lifetime bounds for Qg < 254.

factor excess

lower additive error

profile realization Pna, P Tsign, P Dsign, P 2fsign, Px — 1 Esign, P,x
IBS-1s mixed 0.6566 209 180/181 < 27 15.040703 < 2797458520
IBS-1s Q128 0.6566 209 180/181 < 2726.954314 < 2797458563
IBS-1 mixed 0.8694 110 254/255 < 2718.269851 < 27128967822
IBS-1 Q128 0.8694 110 254/255 < 2726710371 < 27128067825
IBS-2 mixed 0.8645 112 382/383 < 279187140 < 27 198.477857
IBS-2 Q128 0.8645 112 382/383 < 2726290490 < 27198480417
IBS-3 mixed 0.4201 410 510/511 < 2720408308 < 27256.521262
IBS-3 Q128 0.4201 410 510/511 < 2720408308 < 27256.521262

Proof. Couple each proposal to independent 120-bit alias and 104-bit
Bernoulli uniforms. Unless a suffix pool overflows, deferred comparison reveals
exactly those uniforms in proposal order. Replacing the dyadic base law, finite
support, and lower Bernoulli threshold by the ideal quantities in Eq. (B.18)
gives the certified one-sided likelihood factor; pool overflow and fixed-batch
exhaustion are additive events.

Every transport enclosure contains the exact branch probabilities. Under a
common uniform threshold, a successful fixed-point branch is therefore the exact
branch, while an unresolved cell contributes only rejection mass. These losses
compose through the x adaptive transports because the admitted norm interval
is uniform over every message and challenge. Deterministic challenge generation,
response testing, and public filtering cannot increase these losses.

For the fixed pair (P, x), work first in the game that stops on Badseed p
or Badro,p and apply the exact-outside-window hybrid above. The local ker-
nel bound in Eq. (B.24) holds uniformly over every live history, so Lemma 4.2
bounds the complete transport divergence. Lemma 4.1 contributes the exponent
Usign,p and the transport part of Bsgn, py. Applying the radix-mask one-sided
likelihood bound inside that event transfer contributes Vsign,p logy Rmask,p to
Bsign,P,x- The transferred probability of entering the out-of-window branch is
included in egign, p,y. Consequently,

Bsign,P,X = ﬂsign,P (10g2 Rask,p + ljl{fe,]-",x) .
n2

In the independent-challenge reference execution, an exact attempt succeeds
with probability at least pna. p. Normalizing its successful-output submeasure
amplifies the per-attempt statistical discrepancy by at most 1/pn, p; this factor is
included in Rpask, p and the certified endpoint success bounds. Stopping removes
continuation paths, so the reference execution also bounds exhaustion before the
stop. The endpoint exhaustion terms are included in esamp, P,y -

Apply Lemmas 4.1 and 4.2 to the normalized laws with their absorbing flags,
and count E only on unflagged executions. The completed, unflagged ideal tran-
scripts form a subset of F in the unbounded exact game; the endpoint cap
discrepancies are already included in €gamp,p,. Thus the stopped comparison
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contributes 2% Px PrlLawgy, p € E]”#s" and eamp,p,y. Restoring the origi-

nal fixed-point game adds at most €gccd,p + €ro,p by the preceding couplings.
The seed term is included in eggn, p,y, yielding Eq. (B.25). O

B.6 Hardened Realization

The hardened realization uses fixed-capacity arithmetic, public schedules, and
masked selection in Setup, key loading, preparation, extraction, and signing.
The schedule is fixed between designated outcome events: candidate rejection or
failure in Setup, invalid-key rejection on loading, sampler acceptance and wit-
ness admission in extraction, and the attempt outcome in signing. Immutable
norm and series caches are constructed during key preparation. These arithmetic
refinements preserve the specified maps and the error bounds of Theorems B.1
and B.2. The count-transcript analysis below quantifies extraction leakage sep-
arately.

Setup. The Q128 evaluator uses fixed carry chains and fixed-step CORDIC
and square-root computations. The Q96 annular predicate uses masked interval
products and fixed-step division and square root. The NTRU solver follows the
public schedules and capacities of Section B.2. Failed candidate stages terminate
that candidate, so the complete Setup invocation is not claimed to have a con-
stant instruction count. The leakage model exposes candidate-stage outcomes
without assuming their independence from the returned key.

Loading and extraction. Master-key loading reuses the Q96 annular pred-
icate. Preparation uses masked Q96 interval products and fixed-step division and
square root. Division by the secret polynomial f uses fixed-schedule field inver-
sion in both Setup and loading; inversion of a public identity label may use
variable-time arithmetic.

The scalar and paired extraction kernels use fixed table scans, public Horner
schedules, and complete proposal records. The continuous-perturbation loop has
a key-independent acceptance pattern; the discrete rejection loop depends on the
center.

FEaxtraction count transcript. For an uncapped discrete-sampler call, condi-
tional on a center, the accepted output and proposal count are independent:
if w, is the one-proposal accepted mass and p = > w,, their joint mass is
(1 — p)'~tw,. The count is therefore geometric with parameter p.

The center-independent reference parameters are

KaceTV 2T B 2

22, ' DT Rz,
Poisson summation bounds the relative variation of the ideal acceptance proba-
bilities by 1.085-10~ ™ and 5.718-107'?, respectively. Adding the table, evaluator,

and UbB6 errors gives certified intervals for the actual p. For a = 512, the exact
geometric moment is

Ps,sc =

p*/pi!
(1=p)a/(1 = pi)et’

1
108y Ra (GG ) = — logy —
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The denominator is positive throughout each interval. The moment decreases
up to p = p, and increases thereafter, so its endpoint values bound it uniformly
in the center.

Let Trp record the perturbation acceptance patterns, discrete proposal
counts, and resulting SHAKE consumption, and let Tr?; replace each discrete
count by an independent G,, count. Perturbation acceptance patterns have
a key-independent law and are independent of their accepted values. They
therefore contribute no divergence. The uniform conditional bounds compose
adaptively for the discrete counts, and deterministic refills preserve the bound
by data processing.

Table B.7. Lifetime count-transcript bounds for uncapped fixed-point extraction with
Qm < 2%.

upper bound on

profile log, Rs12(Trp||Tr%)
IBS-1s 2.235024 - 1076
IBS-1 3.247352 - 10713
IBS-2 4.470047 - 1076
IBS-3 4.871028 - 10713

If dp is the bound in Table B.7 and Tr%" includes the actual caps and
terminal admissibility decision, coupling and Lemma 4.1 give

Pr[Tris € E] < 2851240 Pr[Tr), € E]'2 4+ ey p,

where the reference transcript always reports successful termination. For a joint
view of outputs and counts, replace the counts first and then apply the three
output comparisons of Section B.4. Its exponent is k2, and its factor exponent
is

hs12dp + hZ15Lg p + B315Le.p + ha15Lo P + Lguard, p-
Table B.7 bounds the count and refill transcript, not the full instruction schedule
of extraction.

Signing. Every hardened attempt completes all x transport steps, the
response-bound scans, the high-bit equality check, and candidate encoding be-
fore deciding whether to retry. A rejection flag records sampler-budget failures,
transport aborts, unresolved comparisons, and failed checks. Exhaustion of a
mask-sampling budget selects a zero mask pair before commitment generation;
an aborted or unresolved transport comparison selects a zero update. In either
case, the remaining arithmetic executes with rejection irrevocably recorded.
Consuming the full transport-coin schedule after rejection preserves the ideal-
XOF distribution because subsequent attempts draw from independent unread
suffixes (Section B.5). Operational stream failures terminate the call as errors.

Alias selection in the mask sampler scans the table at fixed addresses. On
AArch64, sixteen proposals are processed together: each group of 64 entries is
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loaded, and selection takes place within vector registers. The scalar implemen-
tation scans all entries. An alias-prefix tie invokes a complete threshold scan,
while deferred-suffix retrieval scans every reserved slot.

The hardened challenge sampler represents the support in Section 3.1 as a
list of occupied positions. At iteration ¢t = 0,...,k — 1, put i = N —k + t
and let j € {0,...,i} be the accepted draw. A scan of the ¢ occupied positions
replaces any entry equal to j by ¢ through masked selection, then appends j.
This implements the assignments ¢; < ¢;, ¢; <= 1 in Section 3.1: the occupied
positions remain distinct and give the same support for every sequence of draws.
A fixed sequence of masked adjacent compare-exchanges puts the support in
canonical order. Construction uses x(k—1)/2 masked collision checks, and sorting
uses the same number of compare-exchanges, with public loop bounds and list
addresses. Thus collection and ordering preserve both the challenge encoding
and the order of the transport steps.

Both ratio evaluations follow the known-sign Horner recurrence of Section
B.5. Fixed-limb arithmetic, reciprocal division with masked correction, and fixed-
schedule modular reduction give arithmetic loops whose lengths are independent
of their operands. Mathematical rejections are accumulated in the attempt flag.
An arithmetic-guard or invariant failure terminates the signing call and clears
its output; it is not retried.

Monomial dot products and response updates scan all N coefficients, apply-
ing the ring’s wrap and fold rules through masks. The direct AArch64 kernels
execute N /4 iterations of four coefficients each. For IBS-3, a folded representation
provides contiguous access to the shifted coefficients. For a witness polynomial
s with coefficient halves s(9), s(!)| preparation stores

Fold(s) = concat( — 50— M _g1) 0)

RORFONUNGING]Y

The relations XV = XN/2 — 1 and X3N/2 = —1 imply that, for 0 < ¢ < N, the
coefficient halves of X%s mod ¢ are the length-N /2 windows beginning at offsets
N —¢ and 5N /2—{. Both windows lie within the 3V stored coefficients. A cached
dot product or update traverses them in two loops, each with N/8 AArch64
vector iterations or N /2 scalar iterations. The stored sums have magnitude at
most 2B < 23!, and Section B.5 bounds the partial dot sums. Saturating-
add checks and masked stores detect overflow and retain the previous value
of an affected coefficient. Since the windows give exact monomial shifts, their
use preserves every transport decision and, for a fixed arithmetic schedule and
random tape, the complete signature and retry count.

The fixed-schedule guarantee covers the designated arithmetic kernels.
Challenge-indexed addresses remain visible, and mask compaction, suffix refine-
ment, challenge rejection draws, XOF refills, and outer retries remain variable.
The analysis assumes fresh independent randomness and excludes RNG fail-
ure or rollback, faults (including forced-mask faults), value-dependent power
leakage, erasure guarantees, external scheduling, and leakage through shared
microarchitectural state.
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B.7 Security of the Fixed-Point Scheme

This section combines the ideal IBS reduction with the finite-extraction and
signing comparisons of Theorems B.1 and B.2 to bound forgery against the
fixed-point implementation. Corollary B.2 applies to either realization mode un-
der the stated query budgets and specified master-key law. It accounts for the
Rényi factors and exponents, sampling failures, public-key screening, and the
computational replacement of pseudorandom streams by ideal tapes. The nu-
merical evaluation then quantifies the additional reduction loss due to finite
precision under the conditional BMST work—success model of Section A.6.

Let ANSA—IBS%X denote the concrete scheme using Algorithms B.5 and B.7
together with Algorithm B.8 in mode ¥.

Ideal security bound. Let Bi¥° be the bound obtained from Corollary
4.1 and Theorem 4.2 for the unscreened specified AnnularTrapdoorGen, the
centered ungated exact Hybrid-Sampler law Lawgtb) p, and exact signing with
€impl = 0, omitting the extraction-tape term Advexi-rand (Fa.,, )- That advantage
is charged separately below. The remaining bound includes the identity-layer,
signing, digest-collision, hardness, and centering-change terms; finite-extraction
failure and signing errors enter through Theorems B.1 and B.2.

Computational replacements. Let A%OF’ p De the joint distinguishing
advantage for replacing the domain-separated SHAKE256 calls by the ideal XOF
O. Each distinct input receives an independent random tape, and repeated inputs
reuse their tapes. This term excludes the keyed extraction-root hop.

Evaluate Advext rand (Fa.,, ) in the concrete instance of ExtRa nd® from Section
4.1: Setup uses Algorithm B.5, extraction uses Algorithm B.7, and signing uses
Algorithm B.8 in mode x. For b = 0, extraction tapes are Gext (kext(B), id, j); for
b =1, they are independent cached 512-bit strings. The event Badexs_con includes
extraction-root collisions.

The leading tags 'E' and 'S' make the extraction and signing sampler input
families disjoint, including when a 512-bit extraction root equals a signing seed.
Repeated roots and seeds within each family retain their respective collision
bounds; cross-family overlap has probability zero.

Corollary B.2 (Concrete ANSA-IBS security). Fix either public static
realization mode y and the specified generator policy of Sections B.1-B.3. Set

. Rideal
B?gcr = B}Dea + Astab,P =+ Estab,P-

For Qip < 2%8 and Qg < 2%4,

ID-UF-CMA,ROM
AdVANSA_lssf;;X (A)

f;
S A))((OF}P,X + Advext—rand (J:Gext)

Usign
4 9Psian,Px (2519 (B%r)ep —|—(—jext7p) sign, P

+ Esign,P,x T ERO,P-

(B.26)

Proof. Replace the internal SHAKE256 calls by O at cost AQ‘OF’ P Next,
as in game G of Theorem 4.2, replace the keyed extraction roots and tapes by
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independent cached uniform tapes at cost Advext rand (Fa.,, )- This hop precedes
the application of Theorem B.1, whose bridge requires private fresh extraction
tapes; its cost is therefore additive outside the Rényi powers. Assumption 4.1
applies to the specified finite candidate map, including its cutoff and NTRU-
solver predicates. Proposition B.1 proves correctness on accepted candidates, and
Corollary B.1 identifies the resulting returned-key law. Proposition B.2 makes
preparation a deterministic construction on every valid key, so it introduces no
further rejection or joint-law conditioning. Exhaustion of the Setup cap produces
no public key and therefore cannot produce a forgery.

Apply Theorem B.2 to the complete signing transcript in mode y. Theorem
B.1 applies uniformly to every returned master key and transfers extraction to
Lawgi'k p with factor 2PP exponent 6p, and error €ext,p- Removing the Galois
screen in the centered, ungated exact game costs at most Agiab,p + Estab,P-
Lemma 4.3 and the witness transition in Theorem 4.2 bound the unscreened
game by B}Sleal. Substitution gives Eq. (B.26). Table B.7 contributes no term
because the ID-UF-CMA experiment provides no execution-transcript oracle.

(|

Numerical calibration. Set the computational distinguishing advan-
tages to zero and bound the extraction-root collision contribution by e,00t =
(QéD)2—512 < 27417 The function €p of Section A.6, which includes this sta-
tistical term, also upper-bounds the ideal expression with that term removed.
With Agian,p = 0, Eq. (B.26) therefore gives the conservative transfer

) 0 Dsign, P
]:Rx(e) = Eroot t+ 2Psian. P.x (Qﬁp (513(6) + 6stab,P) "+ 8ext,P)
+ Esign,P,x + E€RO,P-

The conditional probability exponent is
bfr)éf,P,X = —logy Fp,y (erer, p(2°4,29%)).

At the displayed precision, this exponent is given by Ysign p(6pbret,p — Sp) —
Bsign,P,x- For Q128, the rounded probability exponents are 10.167, 44.284,
112.077, and 149.843 for IBS-1s/1/2/3. Under the same work—success calibra-
tion, adding 64 gives time—success exponents 74.167, 108.284, 176.077, and
213.843. The mixed-mode values differ by less than 0.003 bit. These are condi-
tional evaluations of Eq. (A.2); Table A.2 separately gives the reduction losses
at specified forgery-success probabilities.

C Falcon-Style Private-Key Generation with Unchanged
User Algorithms

This appendix replaces annular trapdoor generation and Hybrid-Sampling at
the private-key generator (PKG) by Gaussian NTRU generation and Klein—
GPV preimage sampling, the sampling framework underlying Falcon [12,15,30].
The public identity map, witness relation, witness width, and admission checks
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remain those of ANSA-IBS. Consequently, the replacement uses the existing
signing and verification implementations, including their fixed-point parameters
and encodings. Its master public key and identity keys are newly generated.
The identity budgets are those of Section 5.1. The extraction bounds below are
certified uniformly for Qip < 248 and therefore also apply to the smaller IBS-1s

identity-label budget; Qg,Qu,Q, < 264 throughout.

C.1 Reference Key Generation and Extraction

Fix a profile from Table 1 and put d = 2N and ar = 1.17. For an NTRU basis
B, let Cp = (b1,...,bq) be the ordered real basis obtained by applying the
normalized canonical embedding to

(X (g, -N)S (X6 -P) L)

Write 51 for its Gram—Schmidt vectors. The replacement imposes the quality
condition

gr(B) i= max [bill2 < ar v (C.1)

This is a Gram—Schmidt condition on the expanded real basis. Falcon’s usual
coeflicient metric agrees with this metric in the power-of-two rings; the trinomial
profiles use the canonical Gram matrix Hy of Section 2.1.

Algorithm C.1 (Gaussian NTRU Setup). For at most 2!¢ independent
candidates:

1. Sample (f,g) < D%ﬁl’bT with 7 = ap\/q/(2N).

2. Require f € R and run the Gaussian NTRU-solver policy defined below.
Apply the second-row norm and encoding limits of Section B.1. Reject unless
fG —gF =q,and set h = gf ! mod q.

3. Reject unless Eq. (C.1) holds and h passes the Galois screen of Algorithm
B.2.

4. Return the encoded master keys. Return L if every candidate is rejected.

In a trinomial ring, an exact canonical coefficient pair can be sampled by
proposing independent u, v DZ7 V3, and accepting with probability exp(—(u+
v)2/(472)). Its accepted mass is proportional to exp(—(u?+uv+v?)/(272)), as re-
quired by G. Section C.2 supplies exact scalar sampling. The Gram matrix of Cp
is rational, so rational Gram—Schmidt computation decides the squared version
of Eq. (C.1) exactly. The Gaussian NTRU solver uses arbitrary-length integer
norm descent and lifting along the ring tower. At the bottom, use the canonical
Bézout representative specified in Section B.2 and reject if the ged is not one.
At each lifted level, compute the projection quotient (F'f* + Gg*)/(ff* + gg*)
exactly in the number field, round its power-basis coefficients to nearest inte-
gers with ties to even, and subtract the resulting multiple of (f,g) only if the
coefficient squared norm decreases. Stop on a zero quotient or a nondecreas-
ing update; reject if all 128 rounds (IBS-1s/1/2) or 256 rounds (IBS-3) improve
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without stopping. Require the exact NTRU equation and signed-32-bit (F,G)
coefficients. This policy is part of Hp and uses neither the annular candidate cut-
off nor annularity-dependent finite capacities. The second-row norm threshold of
Section B.1 is applied as a fixed public filter: its derivation there uses annularity,
but here it is simply part of the specified key law Hy and of Assumption C.1,
and it also guarantees the coefficient ranges required by the compact master-key
encoding.

Let Hg be the public-key law of Algorithm C.1 conditioned on successful
output when only its Galois screen is omitted. Independent candidate rejection
gives the same conditional law for the capped loop as for one accepted candidate.
Thus the NTRU-solver policy and quality test are part of the specified law.

If pr,p is the probability that a Gaussian candidate passes all tests in Algo-
rithm C.1, including the Galois screen, Setup exhausts its cap with probability
(1-pp, P)216. No lower bound on pr,p is established here; the substitution guar-
antees compatibility and security of returned keys, but does not establish reliable
key-generation availability.

Assumption C.1 (Decisional Gaussian NTRU). For the fixed profile
and generator above, define

Ar(D):= | Pr (D=1~ Pr [D(h)=1].

We assume this advantage is negligible for efficient distinguishers. This assump-
tion replaces Assumption 4.1 for the alternative generator; the unit-label and
BMST-RSIS assumptions remain unchanged.

Algorithm C.2 (Gaussian preimage extraction). Retain the existing
extraction interface and its input limits. Compute (j,a) = Hiq(h,id) and the
deterministic extraction root as in Algorithm 3.2. On identity-map failure, return
L. Use the 'E' stream with index zero, consumed sequentially, for the following
draws:

1. Let t be the normalized canonical image of (a,0), using the lift of a with
coefficients in {0, ...,¢—1} (the output law is lift-independent, as in Section
B.4), and set v = 0.

2. Fori=d,d—1,...,1, compute

t—v,b;) , o2

1b:]13 13113

3
Draw z; < Dz, ., and update v < v + z;b;.

3. Convert t — v to its integral polynomial pair and apply C,. Unless every
monomial shift satisfies Eq. (B.14), return L and cache L for this identity;
no redraw is made.

4. Return (j,a, sg,s1) in the existing user-key format and cache it for this
identity.

Every returned key satisfies so + hs; = a mod g because v represents an
element of Ay, 4. Equation (C.1) gives ¢; > 01/(ap/q) = Rexs = 1.29. All centers
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¢; and variances ¢? are rational: their computation uses the rational coefficient
Gram matrix and the rational value of 0. The same width therefore defines the
intended canonical witness law in both ring families.

C.2 Exact Sampling and Extraction Bounds

The scalar draws admit an exact implementation with finite computations almost
surely. For center ¢ € Q and variance v € Qs¢, set m = |¢| and b = [{/v]. Draw
two independent geometric variables

Pr(Gy =kl =(1—e V) ™™ k>0,

and propose z = m + G — Gy. Accept with probability e~7, where

—¢c)? —
oo Eomly v 1sy (C.2)

T = .
2v b 22 b T

Otherwise repeat. One obtains G; = |—bInU;] from independent lazy uniform
bit tapes U; € (0,1). Directed interval refinement determines this integer and
compares a fresh uniform tape with e~7. Unresolved comparisons increase pre-
cision; they do not reject a proposal. Boundary equalities have probability zero,
so refinement terminates almost surely and introduces no numerical sampling
error.

Lemma C.1 (Exact scalar sampling). This procedure outputs Dy /..
For /v > 1.29, its acceptance probability exceeds 1/4.

Proof. The proposal mass is tanh(1/(2b))e~*=I/b, Multiplying by e~7 can-
cels the linear exponent and leaves a constant times e~ (z=0)*/(2v) Nonnegativity
of T follows from |z —m| < |z — ¢| + 1 and completing the square. Put r = 1.29
and

26—27727“2
Poisson summation lower-bounds the Gaussian normalizer by v2mwv(1 — u,).
Since b > 2, b < /v + 1, and tanhz > x — 23/3 for > 0, the acceptance
probability is at least

47V 2mr

1
1— ) > 0.2543 > -
960 £ 1)e L ) 4

Thus the proposal loop has fewer than four iterations in expectation. a
Let Kr(- | B, h,a) denote Algorithm C.2’s uncentered output law before its
admission test, and retain Dy, (- | h, @) from Section 2.2. Define

272 R2 -1 2Np
ext 1 2N
€F,p = <e - 1) , Tpp= ( +erp/( P)) 7

4Np 1 —8F7P/(2Np) (03)

op,p =Irp—1
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Lemma C.2 (Extraction comparison). For every admitted basis and
syndrome, the likelihood ratio K /Dpyp, lies in [Fb?lp, I'r,p|. For ap, > 1,

apla, — )02 p 7Y
R, (Kr||Dpub) < rr,p(ap) = <1 + W) . (C.4)
The same bounds hold after coefficient centering. Over Qp adaptive extractions,
the Rényi factor is at most g p(a,)%.

Proof. The Gram—Schmidt smoothing bound gives Rexy > 7oy, (Z2V7).
Prest’s comparison for Klein’s sampler [29, Lemma 6] therefore applies to Cp.
Its proof bounds every scalar Gaussian normalizer and gives the displayed like-
lihood interval uniformly over the affine center. The map from the sampled lat-
tice point to the preimage preserves likelihood ratios. The relative-error lemma
[29, Lemma 3] gives Eq. (C.4); coefficient centering uses data processing, and
Lemma 4.2 gives adaptive composition. The certified values satisfy ep p < 1/4
and (SFJD < 1. (]

The quality condition also gives 7., (Anq) < pu(N,eu)ar,/q. Thus the
quotient-smoothing and witness-programming bounds of Lemma 4.4 hold with
their existing parameters. For the witness gate, the proof of Lemma B.3 uses
the master basis only through this Gram—Schmidt smoothing bound. Under
an invertible linear map 7', the distance of Tb; to its preceding span is at
most ||T||op||bill2, so the same bound controls the tilted Gaussian covariances
in that proof. Replacing Quyr(B) there by gr(B) gives the same ideal gate-
failure bounds gp = 277, with bp = (173.998,226.999, 297.999, 334.999). The
likelihood bound in Lemma C.2 then gives

Prfan extraction fails the witness gate] < €gate,r,p := QidI'r,PgP. (C.5)

This bound includes coefficient-centering changes and both endpoints of the
shift-norm interval. It is uniform over the chosen syndromes and prior transcript.

For comparison, Falcon’s nominal width prescription [30, Section 2.6] uses
e = (QmA)~'/? and

_ary/q [In(4N(141/€))
=— 5 .
Table C.1 compares this prescription with the retained width and gives directed-
interval bounds for the replacement at ¢y. The smaller nominal widths demon-

strate the available margin; Algorithm C.2 retains o7 so that the existing lower
and upper witness-admission checks continue to apply.

C.3 Security with the Existing Signing Implementation

Let Br p be the bound obtained from Corollary 4.1 combined with Theorem

4.2, with r, replaced by 7r p(ap), Aann replaced by Ap, and the extraction-
F
ext-rand»

tape term removed. Eq. (C.6) charges that term, Adv separately. This
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Table C.1. Gaussian PKG extraction at ¢ = 8380417 and Qip < 2%®  Widths are
rounded to three decimals; Rényi-factor bounds are rounded upward and failure expo-
nents downward.

quantity IBS-1s IBS-1 IBS-2 IBS-3

nominal Falcon width o 3989.010  4018.438  4053.747  4072.458
retained witness width oy 4369.265  4369.265  4369.265  4369.265
Qb log, rr. p(512) < 0.000206 < 0.000462 < 0.000821 < 0.001039
—log, £gate,F, P > 125.99 > 178.99 > 249.99 > 286.99

advantage is evaluated in ExtRand® using Algorithm C.1 for Setup, Algorithm
C.2 for extraction, and Algorithm B.8 for signing in mode y, with the same tape
rule for b = 0, 1. The witness-first distribution uses the same o1, the uniform-key
transition uses Assumption 4.2, and the signing relation uses the same BMST-
RSIS bounds.

Let Agtab,r,p be the Assumption C.1 advantage of the public stabilizer test
from Section 5.3. The same argument bounds the distance between the screened
and unscreened new key laws by Ageab.r,p + Estab,p. Put

Ur p = Br p + Agtab,F,P + Estab, P + Egate,F,P-

Theorem C.1 (PKG substitution with unchanged signing and ver-
ification). Algorithms C.1 and C.2 use the existing public-key and user-key
formats and the signing and verification algorithms of Sections 3.4 and 3.5. Ev-
ery returned key is admitted by the existing fixed-point signer. Under the stated
query budgets and for either static signing mode ¥, the resulting scheme satisfies

ID-UF-CMA,ROM F F Bsign, P,x 7 /Vsign, P
AdVANSA—IBS};X (A) < AXOF,P,X + Advext-rand 1205 XUF,P

(C.6)

+ Esign,P,x T €RO,P-

Here A)F(OF’ Py 18 the joint XOF replacement advantage for this realization, ex-
cluding the separately charged keyed extraction-root transition. The signing fac-
tors and additive errors are exactly those in Theorem B.2 and Table B.6.

Proof. Algorithm C.1 returns a valid NTRU public key in the same ring and
modulus. Algorithm C.2 produces its identity preimage, centers it, and applies
precisely the admission predicate required by Sections B.5 and B.6. Normaliza-
tion still gives Agsg + A1s1 = ¢ mod q. The existing user-key and public-key
loaders, monomial transport kernels, response encoding, and verifier therefore
apply without modification, and correctness follows from Lemma 4.11. Gaussian
master bases need not pass the annular master-key loader, which applies the
Q96 annular predicate and Validp; Algorithm C.1 shares only the byte format
of EncodeMSK; its master-key loader must omit the annular check.

In the ideal-XOF game, first replace the keyed extraction roots and tapes
by independent cached uniform tapes at cost AdvE before any extraction

ext-rand’
comparison. Then couple gated and ungated extraction until the first gate failure;
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Eq. (C.5) bounds its probability. The Gaussian-to-ideal comparison is Lemma
C.2. Quotient smoothing follows from Eq. (C.1), so all subsequent identity-layer
hybrids in Theorem 4.2 apply with the substitutions defining Br p. Assumption
C.1 supplies the public-key switch. Removing the public Galois screen costs the
stated single-key term, giving Up p for exact signing.

Theorem B.2 holds uniformly for every admitted signing statement and hence
for the keys returned by Algorithm C.2. Applying it to the entire adaptive sign-
ing transcript yields Eq. (C.6); the joint XOF hop restores the concrete stream
realization. Lemma C.1 and exact rational preparation add no numerical ex-
traction error. A Setup invocation that exhausts its candidate cap produces no
public key and cannot yield a successful forgery. O

The replacement changes the assumed master-key law and the extraction
comparison, while preserving the complete user-side implementation and sig-
nature sizes. Its reference extractor uses exact scalar decisions; the fixed-point
Hybrid-Sampler bounds and PKG timings in Appendix B and Table 3 describe
the annular implementation.
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