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Abstract

We introduce BitZ', a hash-based Polynomial Commitment Scheme (PCS) for committing
to multilinear polynomials f with coefficients in an arbitrary finitely generated ring S, e.g. a
finite field F, the integers Z, a cyclotomic ring, etc. Given another arbitrary ring R and a ring
homomorphism ¢ : S — R, BitZ then proves evaluation claims over R for the polynomial ¢ (f).
BitZ’s costs depend almost exclusively on the number of bits in the coefficients of f, and not on
S, R or ¢. Moreover, BitZ provides range checks (or more generally, bit-size checks) essentially
for free.

BitZ can thus be used as a PCS in essentially any proof system. We do so to build a SNARK,
called BitZ-SNARK, for integer polynomial constraints, following the fingerprinting technique
of Campanelli and Hall-Andersen, where one commits over Z and proves the constraints over a
random prime field F,, i.e. BitZ is deployed with S = Z, R = F,, and v reduction modulo g.
BitZ applies equally to other ring-based proof systems, or field-based ones.

To commit to f, BitZ first decomposes f into a string of bits, and then commits to it over
a binary field Fav, in packed form. The scheme then proves the linear claim on ¥ (f) over the
arbitrary ring R, even though it committed to the bits forming f over a binary field.

To commit to f, BitZ first decomposes f into a string of bits, and then commits to it over
a binary field Fy., in packed form. The scheme then proves the linear claim on 3 (f) over the
arbitrary ring R, even though it committed to the bits forming f over a binary field.

We implement BitZ-SNARK and use it to prove, among others, SHA-256 hashing followed
by ECDSA signature verification; RSA modular exponentiation and Poseidon hashing; integer
multiplication; and SHA-256 hashing followed by multiplication modulo 232, consistently ob-
taining better performance than prior approaches on most tasks. As an example, we achieve a
throughput of 9 million proved 32-bit integer multiplications per second on a MacBook Air M5
24 GB (10 threads, CPU-only) with proof sizes under 200 kB. We prove a SHA-256 hash of a
2kB (2% compressions) message followed by a P-256 ECDSA signature verification with 32 ms
and 3.1ms prover and verifier time, respectively, and with a proof of 65kB, single-threaded.
With 10 threads the times are 17 ms and 3.7 ms.

'Pronounced “beet-zee”, with “beet” as the vegetable beet $°
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1 Introduction

A Succinct Non-interactive Argument of Knowledge (SNARK) for a relation R is a non-interactive
protocol that enables a prover to convince a verifier that, for a given public input x, they know a
witness w such that (x,w) € R, and where communication and verifier runtime are sublinear (i.e.
the scheme is succinct).

In the vast majority of scenarios, R is defined over an algebraic object R, most commonly a
finite field, and (x,w) € R if and only if (x,w) consists of elements that satisfy some polynomial
equations over R, called constraints. The choice of R has a crucial impact on the design and
performance of the proof system, for two reasons:

1. (Non-)Nativity of the computation. Usually the computations one wants to prove are not
native to R, so one has to perform a more or less complex emulation of the computation into
polynomial equations over R. This can affect the size of the input-witness pair x, w significantly
[KPS18, BFK 24, OKMZ24, GWV 25 DP23], which is the main cost driver in SNARKs. Ad-
ditionally, the emulation step can be technically involved (thus requiring experts to perform it)
and prone to security errors [CET24, WSC*24, Tmm?23, 0xP] (thus requiring extensive security
audits).

2. Proof system efficiency. The efficiency and design of the prover and verifier algorithms are
affected by the choice of R: for example, modern CPUs are more performant for operations in
certain small fields (e.g. M31 [HLN23, HLP24|, Babybear [BG23], Goldilocks [Pol22]) than in
arbitrary fields, especially if these are larger. Importantly, another class of fields where CPUs
operate exceptionally fast are binary fields, i.e. fields of order a power of two.

Recently, two independent lines of research have received increased attention:

e Designing proof systems for relations expressed over the ring of integers R = Z, and over
other rings that are not fields [CHA24, GWV 25, AGK 26, SSPP26, CXNB26, GNSV23, SV22,
BBMHS22, HMZ25, WZD25|. The motivation behind this is to address Item 1 above: in many
practical scenarios, the computation to be proved is most succinctly and easily expressed over
such rings, see [GWV 25 AGK ™26, CXNB26].

e Designing proof systems for R = Fov a binary field, for example [BSBHR18b, BSCKL22, DP24,
Sou24, BRW26]. The reason for this is twofold: first, some computations like classic hashes (SHA-
256, Blake, etc.) are easier to express over For than over other structures such as prime fields
(however, these hash functions remain relatively un-native to Fov since arithmetic modulo 232 or
264 remains relatively foreign to them). Second, binary fields are highly performant on modern
CPUs, and further enable using a series of protocol techniques that greatly benefit performance,
most importantly packed polynomial commitment schemes [DP23, DP24].



1.1 Owur contributions

BitZ-PCS. In this work we bring the two aforementioned lines of research together. Concretely,
we present BitZ, a hash-based Polynomial Commitment Scheme (PCS) that can commit to a witness
vector f € S over an arbitrary finitely generated ring S. For example, S can be any finite field F,
the ring of integers Z, a cyclotomic ring (for lattice-based cryptography), the integers modulo 232,
etc.

BitZ can then prove linear constraints on f, such as Multilinear Extension (MLE) evaluation
claims, over .S, of the form

(f,v)=p inS

for some public v € S¢, 1 € S. More generally, given another finitely generated ring R and a ring
homomorphism v : S — R, BitZ can prove claims of the form

(), v) = in R

for public v € RY, i € R. For example, S could be the ring of integers, R could be a prime field Fy,
and ¢ could be reduction modulo ¢. See below for an example of where such setting is useful.

BitZ presents the following properties:

1. Pay-per-bit and algebraic independence. Its performance depends essentially exclusively
on the bit-size of the witness f. In particular, the choice of ring S (and R and ® if it applies)
has a small impact on its performance.

2. Composability and universality. Because of its flexibility in its choice of rings, and because
of the point above, BitZ can be used as a PCS in essentially any proof system. This includes
standard proof systems based on finite fields, or more exotic ones working over different rings,
e.g. the integers [CHA24, CXNB26, GWV 25 AGK ™26, SSPP26], polynomial rings [AGK " 26],
lattices [BS23, NS24, KLOT25, NOZ26|, etc.

For example, a proof system using a PCS that is not plausibly post-quantum secure could replace
its PCS with BitZ (which is plausibly post-quantum secure), regardless of the proof system’s
underlying field.

3. “Free” range checks. BitZ provides range checks “for free”. For example, when committing to
integer witnesses, BitZ exposes a bit-size parameter B. Then, BitZ can be used to commit to
integers of that bit-size, and it automatically guarantees that a malicious prover cannot commit
to larger integers. This allows to omit many range checks that a standard proof system would
need to enforce.

BitZ-SNARK. We implement BitZ? and use it, among others, to build a SNARK, called BitZ-
SNARK, for proving R1CS constraints over the integers, following the fingerprinting paradigm
from Campanelli and Hall-Andersen [CHA24|. Concretely, we commit to witnesses over the integers
(setting S = Z); then the verifier samples a random prime ¢; then the R1CS is projected to F,
through the morphism m, consisting in reduction modulo ¢; then a PIOP is run on the resulting

2With the entries of f belonging to a publicly specified finite subset of S.
30ur implementation is available as PoC at https://github.com/albert-garreta/BitZ-pcs, and as WIP
production-grade in https://github.com/worldfnd/BitZ, see Section 7 for the difference between the two..
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R1CS, yielding a linear claim (an MLE claim) on the projected witness 7, (f) of the form (7, (f),v) =
w (so we set R = Fy, ¢ = m,); finally, this claim is proved with BitZ. The PIOP may output its
claim over a field extension of IFy, which BitZ can also prove.

BitZ-SNARK also supports proving, alongside integer constraints, constraints over a binary field.
Moreover, BitZ-SNARK also supports virtualization of Fy addition (XOR) between integer witness,
in the sense that it can commit to vectors of integer bits, to be used as witness in a constraint over
Z, and at the same time prove MLE evaluation or inner product claims of the XOR of these vectors.
We discuss this further in Section 1.2.1.

We emphasize that BitZ can also be used to prove more exotic constraints, such as lattice-type

operations, by using it as a PCS in combination with a PIOP for proving such constraints, e.g. any
of the PIOPs from Zinc+ [AGK™26].

Evaluation. The table below shows highlight benchmark results of our implementation of BitZ-
SNARK. We compare against the most performant implemented SNARKs we could find for each
task at hand.

Prover (ms)  Verifier (ms) Proof Peak mem.

Computation Scheme 1thr 10 thr 1thr 10 thr (KB) (GB)
219 multiplications ~ BitZ-SNARK, rate 1/2 181 56.2 279  3.16 212 0.250
of 32-bit integers BitZ-SNARK, rate 1/8 236 65.8 2.68 3.08 139 0.315
Binius64 [Bin26], rate 1/2 867 272 205  8.96 472 3.67

Binius64, rate 1/8 1062 313 20.2 8.77 330 3.93

Limber [CXNB26] 4436 1359 268 221 12278 3.66

Zinc+ [AGK™26] 2833 809 30.9 145 1791 1.23

223 multiplications  BitZ-SNARK, rate 1/2 2585 678 8.44 8.26 375 3.68
of 32-bit integers BitZ-SNARK, rate 1/8 3611 865 8.32 8.09 276 4.75
SHA-256 + ECDSA BitZ-SNARK, rate 1/2 36.0 17.4 3.03 3.60 108 0.782
(2KB message) BitZ-SNARK, rate 1/8 33.8 179 3.01 354 65 0.786
(25 compressions) Binius64, rate 1/2 76.7 370 501 352 331 0.409
(secp256k1) Binius64, rate 1/8 90.0 40.5 486 3.37 250 0.416
RSA and BitZ-SNARK, rate 1/8 129 42.0 7.5 8.7 269 -
Poseidon [CXNB26] Limber 1051 548  38.7 37.9 5769 -
Zinc+ 1874 545 16.1 12.0 1272 -

920 mult. mod 2% BitZ-SNARK, rate 1/2 794 208 489 155 314 4.87
and 22 SHA-256 BitZ-SNARK, rate 1/8 1040 258 48.6 15.1 188 5.09
Binius64, rate 1/2 1980 632 85.2  26.5 519 11.1

Binius64, rate 1/8 2405 714  86.5 25.1 356 11.9

Table 1: Performance of BitZ on different computations of practical interest that are costly to arithmetize over
finite fields. For each such computation, we also benchmark the performance of a selection of prior protocols for
each specific computation. All experiments were run on a MacBook Air M5 24 GB, CPU-only, targeting 100 bits of
security (except for the RSA and Poseidon experiment, which targets 114 bits). See Section 7 for details on these
and more experiments.



1.2 BitZ in a nutshell

BitZ proves the aforementioned claim (¢ (f),v) = u over R as follows. Assume first that R is a
finite prime field R = [Fy, and S is either Z or F, again, with ¢ = m; being reduction modulo g or
the identity, respectively. We describe first an initial, mostly insufficient, attempt.

1.

Bitification. First, the prover and verifier transform the initial claim into a claim of the form
(¢ (bits(f)),u) = p over R, for some u, and where bits(f) denotes a vector with entries in {0, 1}.
Intuitively, bits(f) is simply the result of bit-decomposing the entries of f in a natural way.
This decomposition is linear, and so an inner product on f equals an inner product on bits(f),
for a different weight vector. For example, if f is filled with B bit nonnegative elements, then
u=v®(l,2,...,2871).

. Commitment. The prover commits to bits(f) over a binary field Fav. To do so, it first packs

every v entries of bits(f) into a single element from Fyv, obtaining a packed vector Pack,(f) of
dimension |bits(f)|/v. Then the prover commits to Pack,(f) using a hash-based commitment
scheme over Fyv, e.g. WHIR [ACFY25]|. Using the ring-switching techniques from [DP23, DP24],
we can later prove linear claims for bits(f) using only the commitment to the packed vector.
Lift to integers. The prover computes and sends p' € Z such that (m, ! (u), bits(f)) = 4/ in Z,
where 7 ! is the natural lift of elements from F, to Z.

Proof in the exponent of [Fy». Let g be a generator of the multiplicative subgroup F5..

(g * (u),bits(f))

Inspired by [Bin26], we have prover and verifier prove that g = ¢ in Fov. Precisely,

we have
gt wbis) = TT ((9”51(‘”) — 1) - bits(£); + 1) =¢"  inFy, (1)
(2
which is a polynomial expression over Fav on the vector bits(f) that we committed over Fov. This
is a standard setting where there is no “wrong-field” arithmetic, hence in principle one can use
any binary-field based proof system over Fyv to prove (1). In Section 2.3.1 and below in the “key
point”, we compare our method to using and proving (1) with other approaches [Bin26, Sou26|.

There are several issues with the attempt above:

How to lift from general rings? First, R may not be a prime field, in which case there is no
natural lift to integers in Step 3; rather, there is a lift to integer polynomials Z[ X7, ..., Xk].
How to lift large values? Second, even if R = F, is a prime field, ¢ may be large and the
linear expression (' (u), bits(f)) may overflow the order of g € F5,, which is 2 — 1. In this case,
proving (. L(u), bits(f)) = 1’ “in the exponent of ¢” is unsound, because proofs in the exponent
are effectively proofs modulo 2¥ — 1.

Expensive grand product. Third, even if neither of these problems hold, (1) is, in principle, an
expensive constraint to prove: indeed, it is a length |bits(f)| grand product of, essentially, arbitrary
elements from Fov (which in our instantiation are of 128 bits, i.e. not small). Grand products can
be expensive, and furthermore the fact that the factors are large prevents us from using known
sumcheck optimizations such as univariate skips [Gru24| and others from [BRW26, BDDT25].
Non-succinct verifier. Fourth, when proving (1), typically one ends up with an MLE evaluation
claim on the vector (g™ 1(u)i)ie[|bits(f)u (and another on bits(f)). If the verifier checks the claim
itself, then it pays a linear cost. If otherwise the prover has to prove this claim, then it is
essentially back to square one.

We solve these issues as follows:



Issues 1 and 2: Inspired by the fingerprinting techniques from [CHA24, AGK™26] (which we
generalize to arbitrary finitely generated rings in this work), these are solved by lifting the inner

product claim to Z[Xy,..., Xk (after observing that all finitely generated rings are a projection
of a ring such as Z[Xy,..., Xk]), and then projecting the resulting claim to a new claim over a
sufficiently small random prime field. Then we proceed as in Steps 3 and 4 with this new claim over
F,.

q

128 bits of security using Fou2s, arbitrary rings R, and arbitrary sizes of the entries of v. This tech-
nique allows us to instantiate BitZ with 128 bits of security, using For = 9125, while having essen-
tially no limitation on the size of the ring R we start with, see Section A.

Issue 3: low entropy grand products. We split (1) into ~ 4/|bits(f)| grand products of
the same form as (1), so that, even though in total there are |bits(f)| factors among all of them,
these factors can only take \/|bits(f)| values. More concretely, we assume u = u @ u® tensor-
decomposes into ~ /|bits(f)| sized factors u), u(®). This is typically the case since v is usually
an “eq” vector, and u = LT - v for a highly structured matrix L*. This allows to split the claim
(¢ (bits(f)),u) = p over [, into ~ /|bits(f)| integer claims as follows: the prover computes and
sends integers u;-, for j € [[u®|], such that <7r;1(u(1)), bits(f).;) = u;- in Z, and Zj ﬂq(u;)-ugz) =L,
where we index bits(f) with indices i € [[u"|],j € [[u®|]. The verifier checks the latter equality,
and then the prover and verifier set up a grand product for each of the new inner product claims,
obtaining

gl b)) _ T <(gw;1<u§”) — 1) - bits(£); + 1) =g forall j. (2)

7

There are |bits(f)| factors in total, but only ~ /|bits(f)| different values these factors can take. We
say (2) is a low entropy batched grand product.

To prove (2) we use a batched GKR protocol with the following optimization, among others:
because of the low-entropy phenomenon, we build several small lookup tables of size O(+/|bits(f)])
which are used during several of the most expensive sumcheck rounds of the GKR protocol. Con-
cretely, the last sumcheck (the most expensive one) uses lookup tables to compute the first five
messages of the prover, the second last sumcheck does the same for the first four prover messages,
and the third and fourth last sumchecks do the same with the first three and two messages, respec-
tively (see Sections 6.2 and 6.3).

A key point: The key is that these square-root sized tables can be used in each of the grand
products from (2), producing a large amortization, and allowing us to build several tables for
different sumcheck rounds, while accessing them in a cache-friendly order (only a small part of each
table needs to be in cache at any time), where table reads are cheaper than field multiplications.
The reason this is possible is that we only seek to prove witness MLE evaluations (or inner
products) in the exponent. In this specific setting, we can decompose the initial claim into the
subclaims (m, LuM), bits(f).;) = 115 The reason we only need to address this simple setting is that
our scheme starts off in a ring R, with its non-linear constraints arithmetized over R. Then the

“For example, in our previous example, u = v®(1,2,..., 23_1). Then, if v is an “eq” vector, then u admits highly
customizable tensor decompositions.



constraints are reduced via a PIOP to a linear integer claim on the witness, which we then prove
“in the exponent”.

Other proof systems using the “proof in the exponent” technique, e.g. [Bin26], aim to prove entire
non-linear integer constraints in the exponent. Ultimately, this means one has to prove products of
the form y - x in the exponent, for z,y two witness elements, while we only prove products a - z, for
a a value coming from a public vector admitting a square-root sized tensor decomposition.

See Section 2.3.1 for discussion on this and other usages of the “proof-in-the-exponent” approach.

Issue 4. The above soh_lgion also takes care of Issue 4: the batched GKR protocol outputs MLE
evaluation claims on (g“q (U(l))i)ie[\u(l)u (and bitS(f)7 which is dealt with by the PCS over FQV).

This is an O(4/|bits(f)|) vector, and the verifier can check this claim by itself cheaply.

1.2.1 Using BitZ to prove constraints with hybrid arithmetics

In our implementation, we use BitZ-SNARK to prove R1CS constraints simultaneously over integers
and binary fields. We explain how next. We stress again that one can use BitZ to build all sorts
of proof systems for all sorts of constraints. Nothing forces one to use R1CS-like constraints, nor
constraints over integers and binary fields.
Observe that, at the end of the steps of Section 2.1, we have a standard linear claim on bits(f)
in Fov, say
(bits(f),u’) =n  in Fov. (3)

Say we would like to add an extra constraint, over Fov, on bits(f) of the form bits(f) = M - g for
some matrix M and vector g with entries in Fo. Then, we could instead of committing to bits(f) in
Step 1 of Section 2.1, commit to g. The claim (3) becomes

<g7MT'u,>:77 in Fov,

where T denotes transposition. This is a linear claim on g, the vector we committed to. We can
prove this claim with a standard PCS over Fov such as [ACFY25]°

This allows BitZ to prove polynomial constraints over R on witness vectors f whose bit-decomposition
is a virtual Fo-linear combination of a committed vector g € Fgl, without committing to f. For ex-
ample, BitZ can efficiently prove the following R1CS-like relation without committing to the part f
of the witness:

RR1CS—bits—virtual (Z)
[x=(xA,B,C,M) € Fx (2™ x F O | bits(f) = (M - g) in Fy
 \w=(g.f) {01} x 2! CFy x 7! (A-f)o(B-f)=C-finZ]

A particularly interesting subclass of this relation is that obtained by setting A = B = 0, in
which case the resulting relation, which we call the CM relation, degenerates to linear constraints
over Z and over o, i.e. a “dually linear” constraint.

In Lemma 2.5 we show that the CM relation is NP-complete. Our arithmetization of SHA-256
+ ECDSA signature verification (Table 1) is an instance of Rrics—bits—virtual(Z). In such compu-
tation, we arithmetize SHA-256 as an instance of the CM relation, with 4.4x smaller witnesses

To keep the verifier succinct, we need to ensure that M - u’ admits a succinct representation.



than Binius64 [Bin26] and Flock [BRW26] (3.6x smaller than the Al-optimized arithmetization),
see Table 2.

SHA-256 arithmetization type ‘ Witness bit-size per compression

M 7144 bits
R1CS over Fov 31744 bits
R1CS over Fyv, Al optimized 25470 bits

Table 2: Witness bit-size per SHA-256 compression as per three different arithmetizations. The CM row indicates the
bit-size when arithmetizing SHA-256 via an instance of the CM relation (see (25)) using the methods from Eq. (25)
and Lemma 2.5. The full arithmetization is available in https://github.com/reilabs/freigen/blob/324935e/
Freigen/Circuit/Examples/Sha256.1lean. The second row displays the witness bit-size in the arithmetization from
Binius64 [Bin26], which is an R1CS constraint over a binary field. Flock’s [BRW26] arithmetization has 31400 bits per
compression. The Al row refers to an optimized arithmetization found by an AI working against a Lean specification
in the zkGolf competition https://zk.golf/.

Despite this small arithmetization, when it comes to proving a large amount of classic hash
compressions, we observe that arithmetizing over For and using native binary field proof systems
such as Flock [BRW26] and Binius64 [Bin26| performs better than proving the CM constraint with
BitZ-SNARK. In Section 2.4.1 we describe how the BitZ-SNARK can be combined with such a
binary-field SNARK, on a common commitment, to prove computations that mix constraints over
the integers (or other rings) and over binary fields. We provide a short overview of this SNARK
below.

With this hybrid scheme we prove SHA-256 compressions together with multiplications modulo
232 (see Table 1). Summarizing: the SHA+ECDSA computation in our experiments is arithmetized
as an instance of RR1cs—bits—virtual(Z), while the SHA + mult. mod. 232 computation is arithmetized
via an R1CS over Z and an R1CS over Fov.

Polynomial constraints simultaneously in integers and binary fields. For computations
mixing constraints over the integers (or other rings) with constraints over binary fields, we construct
a SNARK that works, intuitively, as follows: the witness of both constraints is committed together
over a binary field. Then we run BitZ-SNARK for the integer constraints, and a binary-field
SNARK such as Binius64 [Bin26], both using the committed witness. Both of these reduce the
initial constraints to an inner product claim of the witness over a binary field. Now we batch the
two resulting inner product claims together and prove them over the binary field using a PCS such
as WHIR [ACFY25] or Ligerito [NA25]. We provide more details in Section 2.4.1.

1.3 Related work

Proof systems over integers and other rings. In [CHA24|, Campanelli and Hall-Andersen
propose proving polynomial constraints over integers, by projecting them onto a random prime field
(sampled by the verifier), a technique which the authors call fingerprinting. Subsequent works have
adopted this idea [GWV 25, SSPP26, AGK ™26, CXNB26|. [CHA24] also proposes a hidden-order
group based PCS suitable for their PIOP, similar to the ones in [BFS19, BHR"21]. The PCS is not
implemented and so we do not compare against it.

The Zinc [GWV 25| work adopts fingerprinting and designs a hash-based PCS over the rationals
Q, suitable for the fingerprinting approach, providing the first relatively practical proof system over
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the integers. [GWV 25| addresses subtle technical issues that arise when aiming to commit to
integer vectors with error correcting codes (namely, malicious provers can potentially use rational
numbers that are very close to being integers of a target magnitude).

The Zinc+ [AGKT26] work extends [GWVT25] in two directions: 1) It proposes a constraint
system that includes polynomial constraints simultaneously over many types of rings® and fields,
and provides a method for constructing PIOPs for those. This method extends the fingerprinting
approach by not only projecting Z onto a random prime field, but projecting all sorts of rings and
fields onto a random prime field. 2) It improves the soundness analysis of the PCS in [GWV 25,
plus it proposes a new linear code over Z or Q, called Integer Pseudo Reed-Solomon (IPRS) code,
obtained by “lifting” (in a suitable way) an FFT encoding algorithm over a small finite field, to the
integers.

In [SSPP26] the authors propose Qaren, a compiler that takes any PCS over a finite field
of sufficiently large characteristic and creates a PCS for integer polynomials (or, more precisely,
rational polynomials close to the target integer polynomials, see the overview of [GWV 25| above).
The authors instantiate their compiler to obtain the first transparent and fully succinct PCS over
integers,/rationals. The prior work [GWV 25, AGK™26] is not succinct on the bit-size of the integers
being committed. No implementation or performance reports are provided in [SSPP26].

The concurrent work Limber [CXNB26] proposes a new compiler that transforms any PCS over
fields of sufficiently large characteristic ¢ (in this case, g is Q(\? log? N), N being the witness size,
while in [SSPP26] it is ©(2%)) into a PCS for integer polynomials. Additionally Limber compiles
into strictly integer PCS, and does not present the issue that a malicious prover could use rationals
that are “almost integers”. Limber is instantiated in practice with the Hyrax and the Brakedown
PCS. In Section 7 we compare BitZ against Limber.

Compared to all prior work, BitZ proposes a new concrete PCS over rings, and a new paradigm
for building such. As already demonstrated in the present work for Z and Zaratan, the PCS BitZ
can be combined with the arithmetizations and PIOPs from Zaratan, Zinc, and Zinc+, and any
other PIOP for constraints over rings, to build efficient SNARKS over finitely generated rings.

Proof systems over binary fields. Hash-based SNARKSs over binary fields were pioneered by
the line of work of Ben-Sasson et al. [BSBHR18a, BSBHR18b, BSCG'19, BSCKL22], but did
not see widespread adoption until the introduction of packed polynomial commitment schemes by
Diamond and Posen [DP23, DP24]; see also [Bin26]. Such schemes allow one to commit to a bit-
valued witness over an extension field without incurring embedding overhead, while still providing
evaluation proofs for its original “uncompressed” representation.

At the time of writing, two further works push the performance envelope of binary proof systems.
Biinz, Rothblum, and Wang |[BRW26| combine [Bin26] with the batched R1CS strategy inspired
by [BSCGT19], achieving a striking proving throughput of several hundred thousand hashes per
second on an M4 Max CPU. BinarySpartan [Set26], in turn, adapts and incorporates optimizations
from prime fields and elliptic curves to Spartan over binary fields, resulting in a proof system with
again high hash-proving throughput.

5Tn the terminology of [AGK™26], the constraints are over polynomial rings with ideal membership constraints, for
certain types of ideals (generated by a monic and non-constant polynomial, or zero). However this is equivalent to
saying the constraints are over different types of rings (within a certain class).
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Commitments in binary fields with openings in rings R of characteristic different than
2. To our knowledge this primitive is studied only in Soukhanov’s note [Sou26| and in the present
work. The note [Sou26| proposes a scheme, called Fields-Witch for committing over the binary
field Fy127 and then executing a PCS opening over Fyi27_; (a prime field), by running a logarithmic
recursive procedure in the exponent of a generator of F7,,;. The approach, substantially different
to ours, is limited to R = Fy127_; (or analogous configurations where 2" — 1 is prime) and does not
seem to be able to leverage our aforementioned “low-entropy” based optimizations. We discuss this
further in Section 2.3.1 and compare BitZ with [Sou26| in Section 7.6.
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Usage and non-usage of AI. Implementation and optimizations: We used Al in our implemen-
tation, optimization, and experiments, in the way explained in Section 7. In particular, the use of
lookup tables (Section 6.1) was initially suggested by an AI when working with it on optimizing the
low entropy batched grand products. The optimizations in Section 6.2 were found by an Al

Document preparation: This document was written with relatively limited assistance of Al It was
used to: identify typos and incoherences; make refactorings and stylistic improvements; and for cost
accounting in Sections 4.3, 4.5 and 6. The soundness proof of the Out Of Domain (OOD) step (Sec-
tion B.2), as well as Remark A.2 about making the OOD sampling error attain the target security,
was initially drafted with AI, and edited by us subsequently (such proof is a simple adaptation of
well-known arguments to our notation and context). Sections 6.2 and 6.3, which explain some of
our GKR optimizations, were drafted with Al and edited by us subsequently. The soundness proof
in the technical overview Section 2.5 was initially drafted with Al and was elaborated upon by us
subsequently.

2 Technical overview

2.1 Warm-up: The prime field case

We next provide a high-level overview of how BitZ works in a simple setting. We let I, be a prime
field with ¢ elements, and assume the prover claims it knows a vector f € [F 20 such that

(v,f) =p in Fy, (4)
where v € Fgo, p € Fy are public. We assume v admits a tensor decomposition

v=vilov® ¢ Fglxzz,
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where we assume there is freedom to choose the lengths of v(1), v(?) (whose product is £y). This
is typically the case in practice since v is usually an “eq” vector, i.e. v = (eq(b,r)),c {0,118t for

some r € F}log ‘. Tensor decompositions play a crucial role in the efficiency of BitZ, as we discuss

in Section 2.1.1.

Step 1: Commitment in For. Let B := [logq]| and let £ := B - {y. The prover creates a vector
bits(f) € {0, 1}* C Z* of integer bits, obtained by bit-decomposing each entry f; of f (a field element)
into a vector of B bits (f;1,...,f;p) so that f; = Zje[B] fi; -29=1 "and concatenating all such B-length
vectors.
Formally, we look at bits(f) as a vector of integer bits. We write 7 (bits(f)) and mo(bits(f)) for
the same vector seen in F, and Fo, respectively (in general, m, denotes reduction modulo n). By
-1

m, - we denote the canonical representation of elements from F, as integers in the range [0..q — 1].

Next, the prover packs the vector ma(bits(f)) C F as a vector from F g{,” (see below), and encodes
the packed vector with a Reed-Solomon code C (or any other code) over Fov, and sends a Merkle
root of the resulting codeword to the verifier. To pack ma(bits(f)), every consecutive v bits by, ..., b,
of bits(f) are joined together as a single field element 3. (,; X i=1.719(b;) from Fav (one can also use
a different Fo-basis than the monomial basis (X?);). We denote the encoded word by f € F3., with
m being the length of the code.

From here on, the prover and verifier set out to prove an instance of the following relation, which
we call LinBitsRings, and which takes a more general form in Section 2.2:

x = (p,v) € Fy x F(l;o’
RLinBitsRings(Fq) = y =felFy,
w="~Ff¢ ]Fflo

f = Ence o Pack, o ﬂg(bits(f)),
(f,v)=p in F,

where Ence denotes encoding with the code C; Pack, is the packing operation. When proving such
relation, the verifier receives x and oracle access to y = f, and the prover receives additionally w.

If using a proximity parameter beyond the unique decoding radius, the prover and verifier
perform an out of domain sample, see Round 0 of Construction 4.4.

Step 2: Bitification of the linear claim. Observe that

(v.f) =D Y vi 277 my(bits(f) ;) = (u, m,(bits(f)))  in F,,

i€[bo] j€[B]

for u:=v® (1,2,...,2571) where we index the entries of bits(f) with tuples (i,5) € [fo] x [B].
Now, instead of having the prover prove it knows f satisfying (4), the prover can instead prove it
knows a vector of bits g € {0,1}¢ C Z* satisfying

(u,m4(g)) = p in Fy, f = Enc¢ o Pack, o ma(g). (5)

Abusing the notation, we denote g by bits(f) (the bit vector used by the honest prover).

If v is an “eq vector” or a vector admitting flexible tensor decompositions, then u can be tensor
decomposed as u = u) @ u® ¢ Fgli? with £; =~ f3 ~ v/{ (our instantiation takes ¢ € [(0-%, ¢0-6],
see Section A).
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Step 3 (Optional): Resampling of F,. For soundness later, we need that [F,| < (|[Fov| —1)/¢;
(because we will prove a collection of integer linear claims “in the exponent” of a generator of F3,).
If this condition is not met, we replace now F, by a smaller prime field via a randomized procedure.
For now, we assume the condition holds, and we explain this procedure below in Remark 2.1.

Step 4: Transformation of (5) into a batch of low-magnitude integer claims. The prover
organizes bits(f) into a ¢; x £ matrix with columns bits(f).; € {0,1}t C Z (j € [¢3]). Then it
computes and publishes p1, ..., g, € Z defined as p; := (ng(u(l)), bits(f),;) in Z, for all j € [(2].
Then the verifier checks that p; € [0.. (¢ — 1) - £1] for all j € [¢5], and that

S mgluy) uP =p i,
JE[L2]

and (5) is replaced by the claim that the prover knows a vector of bits bits(f) € {0,1}* C Z* such
that

(w;l(u(l)), bits(f).;) = p; in Z, for all j € [fo], f = Ence o Pack, o ma(bits(f)). (6)
Step 5: Exponentiation in For and grand product in Fy.. Let g be a generator of the
multiplicative subgroup of Fav. Since we assumed |F,| < (|Fov| —1)/¢1, and since both sides of the
first part of (6) liein [0..(¢—1)-¢1] (recall that bits(f) has bit entries, and that the verifier checked
the range of each 1), the first part of (6) is true if and only if

(mg (M) bits(£).;)

g.u‘j = g
Dty T ) bits()ig _ II o L(u))-bits(£)i;
1€[1] (7)
- 11 ((ngl(u?)) _ 1) -y (bits(£);) + 1) inFy  forall j € [f)].

i€[01]

The prover and verifier run a batched grand product PIOP over the binary field Fov for the
claim (7) (see Section 2.3), obtaining as a result the claim that the prover knows some vector of
bits bits(f) satisfying

(z, ma(bits(f)+;)) = ¢j in Fov for all j € [£3], f = Ence o Pack,, o ma(bits(f)), (8)

for some z € Fglu and ¢j € Fov.

This is by far the most expensive step of BitZ. Our grand product PIOP is a simple GKR
protocol for batched grand products, for which we design prover optimizations, which do not modify
the GKR transcripts, i.e. they only optimize the GKR prover’s algorithm, without changing the
standard GKR protocol, see Section 2.3 below and Section 6. These optimizations exploit the “low
entropy” of the factors (gm?l(ul(-l)) — 1) - ma(bits(f);;) + 1 across (i,7) € [¢1] x [¢2], in the sense that
among ¢ = {1 - {5 factors, there are only /1 +1 = 0(\/Z) possible values taken by these factors. This,
among others, is why it is important to have the vector u admit a tensor split into ~square-root
sized factors (see Section 2.1.1 for more reasons).

The ¢5 claims from Eq. (8) can optionally be batched into a single claim

(2’ mo(bits(f))) = ¢ in Fov, f = Ence o Pack, o ma(bits(f)), (9)
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for 2’ € FS,, c € Fov with, for example, 2’ =z ® (a1, ..., qp,) for ai,...,ay, verifier’s randomness,
and ¢ = ) jelta] X * G- However, in some instantiations this step may not be necessary, especially
if using an interleaved code to commit to bits(f).

Step 6: Proving linear claims on bits(f) over For. At this point, since bits(f) was committed
over Fov (in packed form), one can prove (8) (or the batched version of it (9)) via known methods such
as those in [DP23, DP24, BRW26]. Concretely, we use the so-called ring switch from [DP23, DP24]
to turn (8) into linear claims about the packed binary field elements Pack, o ma(bits(f)) we encoded,
and then use WHIR or Ligerito [ACEY25, NA25| over Fav to prove these claims.

In Section A we discuss how to efficiently instantiate BitZ with Fov = Fo12s, and attain 100 or
128 bits of security.

Remark 2.1 (Description of Step 3). Assume the condition |F,| < (|Fov| —1)/¢; does not hold.
Then, in Step 3, the prover sends an integer p’ € Z such that

(r ' (W) @ (@), bits(f)) =4/ in Z.
The verifier checks that m4(1') = p, and responds with a random prime ¢’ from a public set P of
primes, all smaller than (|Fov|—1)/¢1. Then, using the fingerprinting technique [CHA24]|, the prover
and verifier project the above claim to the field Fy (i.e. they apply my on both sides), so that it
becomes

(7rq/o7r_1(u(l))®7rq/o7r_1(u(2)),Wq/(bits(f))) =7y (1) in Fy, f = EnccoPack,omy(bits(f)). (10)

Then the prover and verifier proceed to Step 4 after updating Fy <— Fyr, m <= mgr, p < my (1), and
u < myor H(uM) @ myorH(u?).

To ensure soundness of the projection step, the verifier checks that ' € [0..£- (¢ — 1)?] (see
Section 2.5.1).

Remark 2.2 (Succinctness of the verifier and the proof size). Throughout the above construction,
the verifier handles only vectors of size £1 and /o, hence, by setting 1 and ¢ approximately of size
V0, we manage to keep the verifier and proof size succinct. We leave as an open problem making
these asymptotically polylogarithmic, instead of square root sized.

Remark 2.3. Modifying BitZ-PCS so that the verifier and the proof sizes are logarithmic.

2.1.1 Why the tensor split

The claim (u, 7y (bits(f))) = p (cf. (5)) over F, is split, in Step 4, into ¢ claims over Z of the form
<7rq_1(u(1)), bits(f).;) = p; for all j € [¢3] (cf. (6)). This pays off in three ways:

e All /5 grand products in (7) share the same ¢; public values g™« l(uz('l>). In total, there are £ factors,

but at most ¢ + 1 ~ v/¢ distinct values. This is crucial for performance when proving the grand
products (see Section 2.3).

e The verifier only handles vectors of length ¢; ~ v/¢ and £y ~ /¢, instead of vectors of length ¢,
allowing for succinctness.
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e Each p; belongs to the range [0..(¢ — 1) - £1] instead of [0..(¢ — 1) - ¢]. Hence prime fields of
size up to (|Fov| — 1)/¢1, instead of (|Fov| — 1)/¢, fit in the exponent of g without overflow. This
difference is important in practice when seeking to instantiate BitZ at 128 bits of security while
using For = Fq128, and not paying too much on grinding, cf. Section A.

Table 5 records the concrete costs of this protocol, stated for the general setting of Section 2.2.

2.2 Generalization to pairs of arbitrary finitely generated rings

Finitely generated rings. A ring S is finitely generated if there exist elements 1,71,...,mx € S
such that every element s € S can be written in the form

5= D0 Saa W (1)

at,...,ap >0

for some elements sq, 4, € [0..char(S) — 1]g, where char(S) is the characteristic of S, and for an
integer N > 0, [0.. N]g is the set of elements from S that can be obtained by adding 1 together at
most N times. If N = 0 we use the convention that [0.. N]g = Z. If S is infinite then (11) must
have finite support (i.e. only a finite number of summands can be nonzero).

For example, if S is a field extension of size ¢¢ with e > 1, then kg = 1 and 1, = X (where we
look at elements from the extension field as polynomials). If S is a prime field or the integers Z,
then kg = 0 and the only generator is 1.

BitZ, general construction. Let S be a finitely generated ring. For example, .S could be a finite
field extension, or the ring of integers Z, or a cyclotomic ring. Let R be another finitely generated
ring, and let

v:S >R

be a ring homomorphism. For example, we could simply have S = R be a finite field, and 1 be

the identity (this is the setting in the previous Section 2.1). Or, in the fingerprinting approach to

proving integer constraints, one would take S = Z, R a prime field, and v reduction modulo ¢g. In

Zinc+ [AGK™'26], S is a polynomial ring, R is a prime field, and v is a certain projection.
Assume now that the prover claims knowledge of a vector f € S% such that

(v.io(f)) =p  inR, (12)

where v € R, ;1 € R are public.

Size bounds. For soundness reasons®, when S is infinite, we cannot allow a prover to use arbi-
trarily large witnesses, and we restrict the set of allowable witnesses to a publicly specified finite
subset of S (this is standard practice, see e.g. [CHA24, GWV 25 SSPP26, CXNB26, AGK™26]).
We explain how next.

"The characteristic of a ring is the minimum 7 such that 1 added together n times equals 0; or char(S) = 0 if such
n does not exist.

8There are also formalization difficulties when allowing arbitrary witness elements in an infinite ring. For example,
no polynomial time extractor can output an exponentially sized witness.
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Let B, D > 0 be public size parameters. Intuitively, we want the prover to prove knowledge of
a witness that can be written as polynomial expressions on 71,...,n;4 of total degree less than D,
with coefficients in [0..25 — 1]g. We denote the set of such elements by SS£. Formally,

SSp = > sarmitoenpt | sac 0.2 —1]g
aEZ’gO,

a1+...+ak<D

If S is finite to begin with, we can simply take B, D so that Ség = 5, or we may prefer to restrict

witnesses to a subset of S anyway.

Step 1: Commitment in Foo. As before, the prover creates a vector bits(f) € {0,1}* C Z¢ of
integer bits, for some ¢, with bits(f) being linearly related to f in a manner we explain next. Given
s € SSE with s = 3, sa - i -+ - n*, where the sum runs over the set I of tuples a € Z¥, with
a1+ ...+ a < D, write s5 = Zie[B] 2i—1. Sa,i for sa; € {0,1}, so that

SZZ Z Sai - 207 itk

acl i€[B]

Then define bits(s) = (sa;i)ic[B],acr, and we let bits(f) € {0, 1}¥ C 7Z* be the vector obtained by
concatenating bits(f;) for i € [¢y]. We have £ = ¢y - B - |I|. Note that

f=1L- Wchar(S)(bits<f)) (13)

for certain matrix L € S%*¢ where Tehar(s) (bits(f)) means that we look at the bits in bits(f) as
elements in S. Concretely, L = Idg, ® (1,2,...,287 ) @ (nf* - n:*)acr- Note that by definition of
SSE and L,

L-geSsh  forall ge{0,1}%. (14)

This is required to guarantee that extractors output vectors with entries in SEBP .

We remark that this is not the only way one can transform f into a vector of bits. Especially if f
contains elements with heterogeneous bit-sizes, a different bit-representation strategy is preferable,
to avoid bits(f) being unnecessarily large, see Remark 4.11 for more comments on this bitification
step. In any case, one always needs to make sure that a closure property such as (14) is satisfied.

Next, the prover commits to bits(f) in packed form exactly as in Step 1 of Section 2.1. From here
on, the prover and verifier set out to prove an instance of the following relation, which we call
LinBitsRings:
x = (u,v) € R x R,
RiinBitsRings (S B, ¥) = | v = f € F3r,
w=f e (S])"

f = Encc o Pack, o ma(bits(f)),
(), v)=p inR

Remark 2.4 (Integrated range checks). Note that RipinBitsRings(S; R, %) includes, in its defini-
tion, a restriction of f into a finite subset of .S, namely Ség . This means that a proof for
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RlLinBitsRings (S, R, 1)) ensures that f belongs to such a subset. Thus the BitZ scheme described below
also proves such membership constraint. When S is, say, a finite field or the integers, membership
to S EBP is simply a range check (the < D is vacuous in this case).

Moreover, it is possible to add other heterogeneous subset membership checks by using a non-
standard bitification matrix, see Remark 4.11. One, however, needs to make sure that L admits
sufficient tensor structure, for efficiency purposes.

The cost of these membership checks comes for free once one is willing to commit separately to
the bits comprising the witness, as we do. See Section 2.5.2 for an explanation of how the extractor

outputs witnesses satisfying the membership check.

Step 2: Bitification of the linear claim. Similarly as in Step 2 of Section 2.1, the claim (12)
is replaced by a claim of knowledge of a bit vector bits(f) such that

(u, 9 (bits(f))) = p in R, f = Ence o Pack,, o my(bits(f)), (15)
for a new u € R’. This transformation is done using the linear expression from (13). Concretely,
(v, (£)) = (v, 9 (L - bits(£))) = (W(L) - v, (bits(£))) = (u, P(bits(£))),

u:=y(L)"-veR".

As before, it is important that L is such that the new vector u still admits a tensor decomposition
u=u® ®u® with, say, u® e R and u® € R and ¢4 ~ V¥, {5 ~ \/¢. This is the case for the
example L given above. For such matrix L we have

we have

u=ve (17 27 ey 2B_1) ® (@Z’(U(fl T ngk))aeb

which admits flexible tensor decompositions if v does.

Step 3 (Optional): Replacing R by a random “small” field F,. Our next goal is to lift
the claim (15), i.e. (u,(bits(f))) = p over R, to a claim “in the exponent” of a generator g of
F5.,. This time, however, there is a priori no natural lifting procedure, since, in intuitive terms, the
exponent of g can only accommodate integers or integers modulo |Fov| — 1 (the order of g), while
(u, 9 (bits(f))) is a sum of elements from an arbitrary ring R.

Because of this, the prover and verifier undergo a randomization step where the ring R is replaced
by a random “small” prime field IF,. This step can be skipped if:

e R =TI, is a prime field with ¢ < (|[Fov| — 1)/41, i.e. R is a “small” field,
e R =7 and all entries of u(!) are nonnegative and smaller than (|Fov| — 1)/¢; (cf. Remark 4.5),

since in that case there is already a natural and sound lift of the claim (u,(bits(f))) = p to the
exponent of g. The bound (|Fov| — 1)/¢; ensures that the integer claims of Step 4 of Section 2.1
cannot overflow |Fov| — 1, even if the claim is false (see Section 2.5.1).

The step proceeds as follows: suppose R is generated by 1,71,...,7vw. The prover computes
and sends p' € Z[Xq,...,X] (the ring of polynomials with integer coefficients and on variables

Xl, ceey Xk/) such that

(Teanon (W) @ Tohon (@), bits(£)) = 4/ in Z[X1, ..., Xp], (16)

canon
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where Tcanon @ Z[X1,...,Xw] — R is the canonical ring homomorphism sending X; to ~; for all
i € [K'], and sending 1 € Z to the multiplicative identity of R (also denoted 1). The inverse T non
is a natural inverse of Tcanon (there are several ways to choose it), see Example 4.2.

The verifier checks that p’ has total degree at most Dy and coefficients of absolute value at most
28z where Dz and 252 are the largest total degree and the largest absolute value of a coefficient
attainable by the left-hand side of (16), among all bit vectors bits(f) (see Section 2.5.2, and Round
1 of Construction 4.4 for concrete expressions). Then the verifier checks that Teanon (1) = p.

Now the idea is that the claim (16) implies the claim (15), since meanon (') = p. Hence, the prover
and the verifier proceed to certify (16). The constraint (16) is a polynomial constraint (in fact, a
linear constraint) over the ring Z[ X1, ..., Xi]. We now generalize the fingerprinting technique for
polynomial rings from Zinc+ [AGK 26| (which in turn generalizes that of Zaratan [CHA24]), so as
to project (16) to a random “small” prime field.

Concretely, the verifier samples a random prime ¢ and a random morphism 7yang : Z[ X1, ..., Xg/] —
[F,. The protocol specifies a public set P of samplable primes, and for each ¢ € P a public set of
samplable morphisms M,. We require that all samplable primes ¢ satisfy ¢ < (|Fov| — 1)/4;.
In our instantiation we let M, be the set of homomorphisms of the form 7(h(Xy,..., X)) =
mg(h)(oa, ..., ay) for ai,..., o € Fy.

Now, the claim (16) is replaced by the claim

(Trand © 7rc_a:rl10n (u(l)) & Trand © 7rc_a%10n (u(Q)), Trand (bits(f))) = Mrana (1) in Fy, (17)
f = Enc¢ o Pack,, o ma(bits(f)).
(Note that since bits(f) is full of bits, mrand(bits(f)) is simply an interpretation of these bits as the
elements 0,1 of Fy).

Now the prover and verifier set out to prove (17). Recall that the prover has also sent a
commitment to Ence o Pack, o m(bits(f)). Hence we are exactly in the same setting as in Step 4 of
Section 2.1. Accordingly, at this point, the prover and verifier apply Steps 4, 5 and 6 of Section 2.1,
taking

1 -1 1 ¢
u  mng 0 T canon (u( )) elF/,
-1 2 ¢
canon (u( )> € Fq27

w4 Trand (1) € Fy.

u(2) & Trand O T,

2.3 GKR for low-entropy batched grand products
In Step 5 of BitZ (Section 2.1) the prover must prove that

g(”tz_l(u(l)),bits(f)*ﬁ — H ((gﬂ‘l_l(ugl)) — 1) . ﬂg(bits(f))ij + 1) = guj inFo Vj € [€2] (18)
1€[¢1]

As we mentioned, this is by far the most expensive step in BitZ. We next explain how we prove
(18) in an efficient manner. We make the crucial assumption that both ¢; and £y are O(v/?) (see
Section A for exact parameter instantiations). This assumption is relatively simple to attain, as
we have discussed throughout Sections 1 and 2. At a protocol level, we simply prove (18) with a
standard GKR protocol for batched grand products [Thal3]. Assume ¢; = 2™ and fo = 2" are
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powers of two. We set up multilinear polynomials Lg, L1, ..., Ly, on o + i variables for i € [0..7],
respectively, such that

—1,M
Ly, (b, C) = <g7rq 1(uint(b)) - 1> . 7T2(bits(f))int(b),int(c) +1 forall (b,C) S {0, 1}7ﬂ1 X {0, 1}T2,

where int(b) denotes the integer whose bit decomposition is b, and, for i =0,...,7; — 1
Li(b,c) = Li;1(0,b,c) - Liy1(1,b,c) for all (b,c) € {0,1} x {0,1}". (19)

We then use a series of sumchecks to certify FEq. (19) for all ¢ = 0,...,r1 — 1, and Ly(c) = gHin®
for all ¢ € {0,1}"2. At the end of the i-th sumcheck we are left with two evaluation claims for L;;
on different points. These two claims are transformed into a single claim via a (1-round) unification
step (see Construction 6.2).

We emphasize again that, at a protocol level, this GKR scheme is completely standard. It is
described in full detail in Section 6.

At the end of the GKR grand product, the prover and verifier are left with MLE evaluation
claims of the form:

—_—
—_—

g7 @) () =a,  mo(bits(f)y)(r) =a;  forall j €[] over Fyv, (20)
for some r € Fi},, where % denotes MLE, and g”‘l_l(u(l)) is the vector with entries g”q_l(uil)). Since u
is public, the verifier checks the first claim of (20) on its own in time O(v/¢), leveraging its tensor
decomposition.
We design novel (to our knowledge) prover optimizations for the GKR grand product (without
altering the protocol itself) by exploiting the following key property:

Low entropy grand products: There are at most ¢ +1 = O(v/£) values that L,, (b, c)
can take on the hypercube of size ¢ - fo = /.

This property trickles down to different stages of the GKR protocol. For example, the above
property implies that L., _1(b’,c) as well can take only an O(v/f) amount of values (with worse
constants now) across all (b’,c) € {0,1}"*71 x {0,1}"2. Similarly, the coefficients of the first
messages sent by the prover at the last stages of the GKR protocol (which involve the most expensive
sumchecks), also benefit from a low entropy property.

This allows the prover to compute small lookup tables that are reused across all values of
c € [2]. We build different lookup tables, which are used at different stages of the GKR protocol.
For example, in the last sumcheck of GKR (the most expensive one, involving r; — 1+ r9 variables)
the prover uses tables with at most 2% entries per index to compute its first five messages, and
it does the same for the first four, three and two messages of the three sumchecks before it. See
Section 6 for more details. We note that the size of these tables grows doubly exponentially as one
moves further into the rounds of sumchecks and the layers of GKR, hence eventually one has to
resort to running standard sumcheck rounds.

Besides the above, we also use or adapt known techniques from [DT24, BDDT25, Gru24| to our
context.
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Example. To give an idea of the type of optimizations we use, we explain how the prover computes
its first message in the last sumcheck of the GKR protocol (i.e. the “biggest” sumcheck, which is the
most expensive one). This sumcheck certifies a claim of the form

C= Z L, (0,b,c)- Ly (1,b,c)-eq(b,c; o),
(b,c)€{0,1}71-1x{0,1}"2

where a € FS},_HW contains verifier challenges and C' € Fov is some value. The first prover message

is the degree-3 polynomial h;(X) = 206{071]” hi1,c(X) - eq(X, c; a2), where

hie(X):= Y L.(0,X,b,c) Ly (1,X,b,c) eq(b;ovy),
be{0,1}71-2

for some split of the verifier challenges o = (a1, ) € Fyl ™2 x Fp2t1. Following [CGru24] we
write eq(X, c;az) = eq(c; @) - eq(X;a) for ay = (a,@’). Then hy(X) = eq(X; ) - t1(X) where
t(X) = Yeeqoayr2 €ale; a')-hy ¢(X). It suffices for the prover to provide the quadratic polynomial
t1(X), instead of the cubic h1(X). Now we explain how the prover computes the constant coefficient
t1(0) of t1(X) (the leading coefficient is computed similarly, and the linear coefficient can be derived
by the verifier from the equality C' = h1(0) + h1(1)). We have that ¢;(0) satisfies

t1(0) = Z eq(c;@’) - Aglb,c|, where
(b.e)e{0,1}71-2x{0,1}7> (21)

Ap[b,c] := L,,(0,0,b,c) - L,,(1,0,b,c) - eq(b; a1).

—1,..(1)
Now, write g, =g eeon) for b € {0,1}". Since bits(f) is full of bits, each factor L, (¢,0,b,c)
is either y(. op) (if the bit bits(f)in(c,0,b),int(c) is 1) or simply 1 (if the bit is 0). This means that,
for a fixed b € {0,1}"172, Ag[b, c] takes only 4 different values as ¢ ranges over {0,1}"2, one for
each combination of the two bits o ¢ = bits(f)int(0,0,b),int(c) a0 7}, ¢ = bits(f)ine(1,0,b),int(c)- Because
of this, the prover can precompute a small table Ty, € (IF%V)QTF2 with these 4 values for each b,
namely

T, [b] i= (y(%’oyb) yE o) - ea(b; a1)><x,x/)e{o,l}2 cF  forbe {0,112
so that Ag[b,c| is simply the entry T, [b][zbc, 7}, . Building Ty, takes ~ £; = 2" ~ O(VY)
multiplications in Fov. After that, the prover obtains the constant coefficients of all the hio(X)
with O({) table reads and additions in Fov, and no multiplications at all. Then it obtains ¢;(0) with
O(¢2) more multiplications and additions.

In Section 6.2 we go one step further and use “bucketing” when computing the constant and lead-
ing coefficients of ¢1(X) (and of other prover messages during the GKR protocol). Concretely, recall
that Ag[b,c| = T4, [b] [xbyc,x{mc] where rpc = bits(f)int(0,0,b),int(c) and x{),c = bits(f)int(l,O,b),int(c)~
We can now, for a fixed index b, organize the tuples (b,c) (with varying c) by the value in {0,1}?
that (2,24, ) takes. Rewriting (21) accordingly, we have

o= Y ¥ S ealee) Tuylblir. ]

be{0,1}71-2 (z,2)€{0,1}2  ce{0,1}72 :

— / JE—"
Tp,c=T,T Ty, (=T
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= > Talblfx,2'] Hyplz, 2]
bec{0,1}71—2
(x,2")€{0,1}2

where Hy,[z,2'] := > _eq(c; @), and where the sum runs over the same set of column indices ¢ as in
the right hand side of the first equality. The prover can compute all the values Hy[z, 2’| with O(¢)
field additions and no multiplications, and then obtain ¢;(0) by performing O(+v/¢) multiplications,
additions, and reads into the table T}, (note that, in the previous approach, the prover performed
O(?) reads into T4y,).

Additionally and importantly, with this method each entry in T4, is read exactly once. Hence
there is no need to store T, in cache in full, and instead its values can be computed only when they
are needed, and discarded afterward (note that if each value in T4, was used in several occassions,
as in our prior approach, then this would wasteful). This optimization is not particularly beneficial
for the table Ty, specifically, because T4, is small, but is very useful in other sumcheck rounds
where tables become larger and do not fit in cache. Without it, we would not be able to exploit the
low entropy of the batched grand product as much as we do now.

The next four prover messages in this sumcheck are computed similarly with larger tables, and
with further optimizations on top (cf. Section 6.2). Other sumchecks in the GKR undergo a similar
approach.

2.3.1 Efficiency and comparison to other ‘“prove-in-the-exponent” usages

We next discuss other existing approaches to proving foreign field statements in the exponent of
a generator of F5, (the multiplicative subgroup of a binary field), in the context of hash-based
SNARKSs.

Binius64 [Bin26] includes a protocol for proving statements of the form f o g = h(1) 4 264 . h(?)
for £, g, h() h(® being witness vectors of 64-bit integers, and o is the Hadamard product. This is
proved in the exponent of g € F3, (together with a small additional constraint to address possible
overflow). This is done through a combination of LogUp* [Sou25|, a GKR grand product (for
relatively small products of 128 factors), and the Frobenius automorphism trick.

On the other hand, BitZ only proves, in the exponent of g, statements of the form “(public
values)- (witness elements)”; i.e. (v,f) = p in Z, with the public values v admitting a tensor split
v =v) @v®_ In simple terms, Binius64 proves quadratic constraints in the exponent, while BitZ
only proves linear constraints (with structured public values). Hence, BitZ allows to prove a much
narrower set of integer constraints in the exponent of Fov as compared to Binius64 (though note
Binius64 only natively handles 64-bit integers, which is narrow, but on a different axis), but with
it gains substantial optimization opportunities, as we have already described.

A key observation of this work is that, by initially running a PIOP over Z (or other rings),
one can reduce any nonlinear constraint (over any ring) into a linear constraint over F,
for a “small” ¢, which can then be proved in the exponent of g, using the optimizations
described above. This way we avoid proving quadratic constraints in the exponent of g, while
still being able to use binary fields when proving arbitrary constraints over arbitrary (f.g.) rings.

In Section 7 we compare the performance of BitZ and Binius64 when multiplying integers and
on other computations.
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The Fields-Witch note [Sou26]. In the note [Sou26|, Soukhanov proposes a scheme, called
Fields-Witch, for committing to a vector of (limbs of) elements from the prime field Fyi27_;, and
proving MLE evaluations of it over Fyi27_;. The commitment is done over the binary field Fyio7.
As with BitZ, the MLE evaluation claims are proved “in the exponent” over a binary field, in
this case Fy127. Fields-Witch leverages that the multiplicative subgroup of Fyi27 has prime order
|F5i2r| = 2127 1, and hence the “arithmetic in the exponent of Fy127” coincides with that of Fo27_.
The proposed approach is substantially different from ours: [Sou26| runs a polylogarithmic folding
process over the prime field Foi27_;, executed in the exponent of Fqi27. To do so, it relies on the
lookup argument LogUp* [Sou25|, grand product arguments (for small products), the Frobenius
trick, and additional commitments, for each of the log ¢ rounds. Binius64 uses a similar set of tools.

Conceptually, Fields-Witch [Sou26]| shares with BitZ the aim of committing to bits in a binary
field, while proving MLE claims of those bits in some other structure R. [Sou26] is limited to
R = Fg127_4, while BitZ can handle arbitrary finitely generated rings.

In Table 18 we compare [Sou26] with BitZ.

2.4 Virtual Fs-linear transforms, NP-complete multi-domain linear relations,
and hybrid proof systems

Observe that Step 5 of Section 2.1 outputs a linear claim of the form
(z, ma(bits(f))) = ¢ in Fov, (22)

for some z € TS, and ¢ € Fov. This is a standard linear claim over Fgv for the vector bits(f) which
we committed to previously.
Now, say that we want to impose that bits(f) is a publicly specified linear transformation of a
vector g € F§ C FS,, so that
ma(bits(f)) =M - g in Fov,

for some matrix M € F éle. Then
(z,my(bits(£))) = (M -z,g) =¢  in Fou. (23)

Hence, in this scenario, one can commit to g instead of bits(f) (again, in packed form if necessary),
replace the claim (22) by (23), and prove the latter in Step 6 of Section 2.1.

Thus, BitZ can be expanded as a PCS in a larger proof system (like the one we describe in
Section 5) to prove claims where we are given a public vector x = x € R', and the prover claims it
knows w = (g, f) € F§ x (SS5)% such that
pi(x,f)=0 inR for all i € [m], (24)
bits(f) = 7y {(M - g)
where p = (Pi)ic[m) is a collection of polynomials over R, and bits(f) and f are related through a
bitification matrix, as the witness in Section 2.2. In this proof system, the prover does not commit
to f nor bits(f).

A particularly interesting instantiation of this relation is the following R1CS-like relation over
the integers:

RR1CS—bits—virtual (Z)
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h | (Az)o(B-2)=C-zinZ
X = (X, A,B,C’7 M) c }Fg % (meé):S % ng(t-i—f) ( Z) o( Z) 7 in
- 2= (x,1)

_ K’ ZO C e/ ZO
w=(gf) €{0,1}" xZ25 CFy x Z bits(f) = " (M - g)

An interesting subset of RRr1cs—bits—virtual(Z) is that where A and B are zero matrices. We call the
resulting relation the CM relation because of the matrices C' and M:

x = (x,C, M) € F} x gmxt o }FgX(tH/) C-(x,f)=0inZ } (25)

Reu(®) {w — (g,f) € {0,1}" x Zo, CFY x Z' | bits(f) = 75" (M - g)

In a sense, the CM relation places only linear constraints over its witness, with some of these
constraints being over Fov, and others being over Z. Yet, the CM relation is NP-complete, as shown
below in Lemma 2.5.

We arithmetize SHA-256 as a CM instance. Our arithmetization leads to witnesses of 7144 bits
per compression, 4.4x smaller than those of Binius64 [Bin26] and Flock [BRW26| (see Table 2).
However, as we observe in Section 1 and in Section 7, when one only aims to prove a large amount of
hashes, staying purely on binary fields seems preferable. We prove SHA+ECDSA on a few KB mes-
sage (requiring < 28 SHA compressions) by arithmetizing the computation in RRr1cs—_pits—virtual (%),
with SHA-256 being arithmetized over Rem(Z).

Lemma 2.5 (The Rcm relation is NP-complete). Any Boolean circuit can be arithmetized as an
instance of Rcm-

Proof. Indeed, since any Boolean circuit can be written as a system of equations using the operations
XOR and AND, it suffices to prove that, given integers x,y,z € {0,1} C Z, we can express both of
the following constraints as an instance of Repm:

x XOR y =z, x AND y = z.

Now, # XOR y = z if and only if 7, ' (ma(x) + m2(y)) = 2, where here + means addition modulo 2.
Further, z AND y = z if and only if

2-z=a+y—m (m(x) +m2(y)) in Z.

One can verify this last equivalence by directly inspecting that it holds for the four possible combi-
nations of z,y € {0, 1}. O

2.4.1 BitZ for fully hybrid constraints over Z and Fo»

Say one wants to prove a computation that involves both Fo operations and other more integer-like
operations, like integer multiplication or multiplication mod 23?. This is the case, for example, with
Virtual Machines running RISC-V instructions. To prove these computations we use an arithme-
tization with constraints both in Z and in Fy. We build a SNARK for such constraints as follows
(and we use it in our benchmarks for proving SHA-256 compressions and multiplication modulo 232).
Consider a witness (fz, fr,) split into an integer vector fz € 7'z used in the integer constraints, and

‘ . . .
an o vector fp, € FQFQ used in the Fy constraints. We can also assume that the Fy constraints
use some entries from fz which are integer bits (looking at those integer bits as elements from Fy),
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(D ¢

otherwise we would have two unrelated constraints. Accordingly we have fz = (f;/,£,”), where
fg) is a vector of arbitrary integers, and fg) is a vector of bits.

We want to prove that (xz,fz) € Rz and (xp,, m2 (fg)), fr,) € Rp,, where Rz and R, are some
(2)

relations over Z and Fa, respectively, and where ﬂg(féz)) denotes the vector of bits fZ2

The overall proof system proceeds as follows:

1. Commit to the concatenation of ma(bits(fz)) = Wg((bits(fz(;l)),fg))) and fp, over a binary field
Fyv (in packed form).

2. Partially run the previously described BitZ-SNARK for the statement (xz,fz) € Rz. Run it
until we have an inner product claim (z, ma(bits(fz))) = 1 over Faov.

3. Then partially run any SNARK for binary fields such as [Bin26|, for the claim (xg,, (ﬂg(féz)), fr,)) €

Rp,. Run it until we have an inner product claim (z’, (FQ(féz)), fr,)) =7 over Fav.

seen in [Fy.

4. At this point we have two inner product claims over Fov for mo(bits(fz)) and (ﬂg(fg)), fr,), and

we committed to the vector (Wg(bits(fg))), T (fg)), fr,) (in packed form). Now we prove the two
inner product claims both in a batched manner using WHIR [ACFY25] or any other similar PCS
over Fov.

If necessary, the inner product claims can be reduced to MLE evaluation claims before, via a
batched sumcheck.

We demonstrate the practicality of this approach by proving a large amount of chained SHA-256
compressions, together with a large amount of multiplications modulo 232. The results can be found
in Table 1 and in Section 7.4.

2.5 Round-by-round knowledge soundness

We provide an overview of why the constructions from Sections 2.1 and 2.2 are round-by-round
knowledge sound.

2.5.1 Soundness of Section 2.1

In Theorem 4.7 of Section 4.4 we prove that the IOP II from Section 2.1 is perfectly complete and
round-by-round knowledge sound. To do so we look at II as the composition of three Interactive
Oracle Reductions (IORs, cf. [BCFW25] and Section 3.3), which we call ITy, I, IT3:

e II; consists of Steps 2, 3, 4 and the first half of Step 5. It reduces the initial claim, i.e. knowl-
edge of a witness for (x,y) = ((1,v), f) € LANG(RLinBitsRings(Fq)), to the grand product claim
(7). The latter is the claim that the prover knows g € Fglxe? with f = Enc¢ o Pack,(g) and
[Tieqe, (g™ () 1) g+ 1) = g# for all j € [fa].

e 15 consists in applying the second half of Step 5, i.e. a standard GKR protocol for the /5 grand
products’, which reduces them to the linear claims (8) over Fov on the vectors bits(f).;.

e II3 consists in applying Step 6, which proves the latter claims with the ring switch of [DP24|
followed by WHIR or Ligerito [ACFY25, NA25], as done in Flock [BRW26]|, possibly after a
batched sumcheck that reduces the claims (8) to a single MLE evaluation claim on bits(f) over
Fov.

90ur optimizations for the GKR prover (Construction 6.2) do not modify the transcripts, and so they require no
soundness analysis.
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It is well known that Il and II3 are perfectly complete and round-by-round knowledge sound',
and that composing round-by-round knowledge sound IORs gives again a round-by-round knowledge
sound IOR (Lemma 3.7). Because of this, below we only discuss I1;.

Remark 2.6 (The oracle serving as a commitment. Unique Decoding Radius and Johnson bound).
For simplicity, we assume below that the commitment scheme over Fov is configured with a proximity
parameter within the unique decoding radius. In intuitive terms, this means that when the prover
sends the oracle f, it is committing to a unique bit vector bits(f) € {0, 1} determined by f. One can
alternatively configure the commitment scheme up to the Johnson bound, as long as one performs
an Out Of Domain sample in Step 1.

Round-by-round knowledge soundness of II;. The (possibly malicious) prover and verifier start with

the public input (v, ) and the oracle f. Recall that the prover claims knowledge of f € Fg‘) such
that (f,v) = p in IF,.

Step 1: In Step 1 the prover simply commits to Pack, o ma(bits(f)) and hence there is nothing
to prove regarding soundness.

Step 2 (Bitification of the linear claim): After Step 2, the claim is that the prover knows
g € {0,1}* C Z¢ such that

(u,m4(g)) = p in Fy, and f = Enc¢ o Pack, o ma(g). (26)

This step has no knowledge soundness loss. Indeed, from any valid witness g for (26) one can
efficiently obtain a witness f € ]Fflo with ((v,u), f,f) € RiinBitsRings(Fg): it suffices to take f; =
> e ? 1. 7,(gi;) for i € [€p] (with these operations taking place in F,). By definition of u, such
f satisfies (f,v) = p over F,.

Step 3. Assume first that Step 3 does not trigger, so that |F,| < (|Fov| — 1)/¢;. Later we will
discuss the case where this is otherwise.

Step 4 (transforming the single inner product claim to ¢y many of them): At the end of Step 4
the claim has become that the prover knows g € {0,1}* C Z* such that

-1

; (u(l)),g*j> =p; inZ forall je [l and f = Encc¢ o Pack, o ma(g). (27)

(m
Again, we justify that given a valid witness g for (27), the exact same witness g satisfies (26), and
hence this step also incurs no knowledge soundness loss. Indeed, if (27) holds and the verifier’s
checks pass, then

(@) = 3 ol (0 ),g)) uf = 3 wy) -0l =

Jjelts] JElte]

Hence (26) holds for the same witness g.

First half of Step 5: Finally, the first half of Step 5 replaces (27) by the grand product claim
(7). If the latter holds for some g € {0,1}¢ C Z*, then (ﬂgl(u(l)),g*j) = p; (mod ord(g)), where
ord(g) = |Fav| — 1. Since g has bit entries and p; passed the range check of the verifier, both sides

10This holds in a relaxed sense: a malicious prover may convince the verifier with an oracle f that is not exactly
Encc o Pack, (g) for a valid witness g, but is close to it in Hamming distance. This is a well-studied technicality
[BSBHR18b, BCFW25, ACFY25, CFW26], and we deal with it in Sections 3.3 and 4.4 using the formalism of
round-by-round knowledge soundness with relazation from [CEW26]. We do not discuss it further in this overview.
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lie in [0.. (¢ — 1) - ¢1]. Further, (¢ — 1) - ¢; < |Fav| — 1 by our assumption on ¢, so the congruence is
an equality over Z and so (27) holds.

Hence, if Step 3 does not trigger, then II; is a one-round IOR with round-by-round knowledge
soundness error 0 (the verifier sends no message during this round, hence the round can be glued
together with the next one in Section 4.4).

Step 3 revisited. Assume Step 3 triggers (Remark 2.1). Then the protocol has one extra round
with a nonzero round-by-round knowledge soundness error. The prover sends p’ € [0..£- (q — 1)?]
with 7, (/) = p, and the verifier samples a random prime ¢’ € P.

In this case, at the end of Step 3 the claim (26) has been replaced by a similar claim over the
randomly sampled prime field F,, namely the claim that the prover knows g € {0,1}* C Z¢ such
that

(mg o Fgl(u(l)) @y © Wc;l(u@))’ Ty (8)) = mg (1)
in Fy, and such that f = Enc¢ o Pack, o ma(g).

Let £ be the event that this latter claim holds for some g, but (26) does not. Note that g is
fixed before ¢’ is sampled: indeed, the oracle f is the same in (26) and in (10), and by Remark 2.6
it determines g. Now, if £ occurs, then the integer h := <7r;1(u(1)) ® 7['(;1(11(2)), g) — i € Z satisfies
mg(h) = (u,my(g)) — 1 # 0 (because (26) does not hold), and in particular A # 0. On the other
hand 7y (h) = 0, i.e. ¢ divides h. Since g has bit entries and y passed the verifier’s range check, we
have |h| <2-¢-(q—1)2. A nonzero integer of this size has at most log(2¢(q — 1)?)/[10g gumin| prime
divisors in P, where gmin is the smallest prime in P. Hence £ occurs with probability at most

_ log (2 A (q— 1)2)
"~ |log gmin] - P

(28)

over the choice of ¢'.

After Step 3, we are exactly in the same scenario as at the beginning of Step 4 in the case that
Step 3 did not trigger. Hence II; is round-by-round knowledge sound with errors (xg,0) (or with
error 0 if Step 3 is skipped).

Overall, II has errors kg followed by those of the GKR protocol and of the binary-field PCS
(with prior possible batching sumcheck, followed by ring switch).

2.5.2 Soundness of Section 2.2

The full soundness statement of Section 2.2 can be found in Theorem 4.15, and is proved in Sec-
tion B.1. We provide an overview of it next.

As in Section 2.5.1, we view the protocol as a composition of three IORs IIy, Ily, II3, with Il
and II3 being exactly the same as in Section 2.5.1, i.e. Iy is the grand product GKR from Step 5,
and II3 is the ring switch followed by a PCS such as WHIR or Ligerito. The IOR II; consists of
Steps 2 and 3 of Section 2.2 followed by Step 4 and the first half of Step 5 of Section 2.1.

After Step 3, the prover and verifier are exactly in the same setting as in Step 4 of Section 2.1.
Hence the analysis of the construction after Step 3 is exactly the same as in Section 2.5.1. Because
of this, below we only discuss Steps 1, 2 and 3.

Steps 1 and 2 (commitment and bitification). The (possibly malicious) prover and the verifier re-

ceive x = (v, 1) € R x R as input, and the prover sends an oracle f € F5.. The initial claim is
that the prover knows f € (Sig)fo such that (¢(f),v) = p in R. As before, in Step 1, the prover
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commits to Pack, o ma(bits(f)) and there is nothing to argue in terms of soundness. In Step 2, the
initial claim has been replaced by the claim that the prover knows g € {0, 1}6 C Z¢ such that

(u,9(g)) =p in R, and f = Enc¢ o Pack, o m3(g), (29)

where u = LT -v, where L is the public fixed bitification matrix. We argue that for any g satisfying
(29) the vector f := L - g satisfies the initial claim. Indeed, we have (v, 9 (f)) = (v, (L) - ¥(g)) =
(u,1(g)) = u. Moreover, we required when defining L that L - g has all entries in Ség (as opposed
to a different, possibly larger subset of S) whenever g € {0,1}*. Hence f € (SSE)%, as needed.
This shows that Step 2 incurs no knowledge soundness loss. -

Step 3. In Step 3 the claim (29) is replaced by

(Teand © Taghon (W) @ Trang 0 T2k, (W), Trana (bits(£))) = mrana (1), f = Ence o Pack,, o my(bits(f)).
(30)

Let & be the event that (30) holds for some g € {0, 1} with f = Encc o Pack,, o ma(g), but (29) does

not hold. As in Section 2.5.1, g is fixed by f before ¢, myang are sampled. Consider the polynomial

h:= <7r;1110n(u(1)) ® 7rc_a}10n (u(2))7 g) - :u/ € Z[Xla s an/]'

Since meanon is & ring homomorphism with Teanon9Tanon = id and Teanon (1) = 1, we have Teanon(h) =
(W,9(g)) —p # 0, and so h # 0. Since L., (uM) @ 7L (u?) is public and g has bit entries,
the verifier can compute an upper bound Dz on the total degree of the polynomial (77l (uM) ®
mo L ,(u®) g) and an upper bound 252 on the absolute value of its coefficients (see Round 1 of
Construction 4.4 and (35) for concrete expressions). These are precisely the bounds that the verifier
checks on g/ in Step 3 of Section 2.2. Hence h has total degree at most Dz, and coefficients of
absolute value at most 252+,

Now, since Tyand is a ring homomorphism, (30) yields myang(h) = 0. Say, for example, that M,
consists of the maps h — m4(h)(c) for a € F’q“/, as in our instantiation. Then either ¢ divides every
coefficient of h, which as in Section 2.5.1 occurs with probability at most (Bz + 1)/(|10g ¢min] - |P]),
or my(h) is a nonzero polynomial of total degree at most Dz that vanishes at the random point o,
which occurs with probability at most Dz/qmin by the Schwartz—Zippel lemma. Overall we have

D Bz +1
Pr[€] < ko := Z zt

. 31
B Gmin UOg QminJ . ‘P‘ ( )

We conclude that II; is round-by-round knowledge sound with error «o. The errors of the whole
protocol construction from Section 2.2 are kg followed by those of II, and II3.

3 Preliminaries

We next present preliminary concepts and notation used throughout the paper.

General notation. Given an integer n > 1, we write [n] to denote the set {1,...,n}. Given
integers m < n, we let [m ..n] denote the set of integers {m,m +1,...,n}.

We use o to denote composition of maps, so that for maps g : 51 — S3 and f : So — S3, we
have fog:S; — S3 defined as f o g(x) = f(g(x)).
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Any map f : S; — Sp applies entry-wise to vectors from ST, for any n, and similarly for matrices.
The map f also applies coefficient-wise to polynomials with coefficients in S7. A multiplication of
a vector or a matrix by a scalar means that we multiply each entry of the vector or matrix by that
scalar.

We denote vectors with boldface letters, e.g. u,v. By u; we denote the i-th position of u.
Sometimes we index the entries of a vector u with elements of a boolean hypercube {0, 1}!.

We look at vectors both as row vectors and column vectors. When performing matrix-vector
multiplications, it will always be clear which one we intend. Given a ring R, a matrix M € R™"*™
and vectors u € R™, v € R", one has

(M-u,v) = (u, M7 -v), (32)

where M T denotes transposition and (+,+) denotes inner product.

3.1 Algebra

Concrete fields and rings. We write IF, for the finite field with ¢ elements, Q for the field of
rational numbers, and Z for the ring of integers. For an integer n > 1, Z, denotes the ring of
integers modulo n, with the convention Zg := Z. When n is prime, Z, = F,,. Let

T 2 L —> Ly,

denote reduction modulo n. For n > 1, we fix the inverse 7, : Z,, — [0..n — 1] C Z mapping each
element a in Z, to the integer in the range [0..n — 1] representing a.

Rings in general. All rings in this work are associative, commutative, and have a multiplicative
identity. Given a ring R, we write R[X71,...,X,] for the ring of polynomials with coefficients in R
and variables X7, ..., X, (not necessarily multilinear).

The characteristic of a ring R, denoted char(R), is the smallest ¢ > 1, if it exists, such that
1+.¢.41=01in R. Otherwise, if 1 4+ .¢. + 1 # 0 for all ¢, the characteristic is zero. By [0..n]r
we denote all elements in R of the form 1+ .7. +1 for i = 0,...,n. For every ring R we have a
canonical embedding

Zchalr(R) CR

of the ring of integers modulo char(R) into R. Namely, the set {n-1 | n € Z} C R for 1 the
identity element of R, forms the ring Zcpar(r)- Further, mepa(r) induces a natural homomorphism

(not necessarily surjective)
Tehar(R) * L — R (33)

sending n € Z to n - 1 for 1 the identity of R.
Given a set or vector of integers w € Z™, we define

WR = Tchar(R) (w). (34)

Finitely generated rings. All rings in this work are finitely generated as rings. Equivalently,
every ring R in this work is isomorphic to a quotient

R=7[X1,...,Xs/I

of a polynomial ring over Z by an ideal I. This condition is satisfied by, for example:
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1. All finite fields and the rings Z,;
2. Z, and the polynomial rings Z[X] and F,[X];
3. Arbitrary quotients of the previous rings, such as Z,[X]/(h(X)) for an arbitrary polynomial
h(X) and an arbitrary integer n > 0, which includes lattice rings.
It is not satisfied by, for example, Q and Q[X], which are not finitely generated as rings.
Given a finitely generated ring R with fixed generators 1,71, ...,n; (we always list 1 among the
generators, in particular k = 0 for Z,) and bounds B, D > 1, we let Rég denote the set of elements
of R of the form a

h = Z ha -yt -k, ha €[0..28 —1]g,
an’gO, a1+...+ap<D

i.e. Rég is formed by the elements of R that can be written as a polynomial of total degree less
than D in 7y, ...,n, with coefficients obtained by adding 1 together (in R) less than 27 times.

3.2 Linear codes and relations

Linear codes. Let C C F™ be a linear code over F of dimension ¢ and blocklength m. Given
two words w1, wsy of length n, the relative Hamming distance between w; and ws (the fraction of
positions in which they differ) is denoted

A(wl, wg).

The relative minimum distance of C, denoted A(C), is the minimum of A(cy,c2) over distinct
codewords c¢j,co € C. Given § € (0,1) and an integer L > 1, we say C is (0, L)-list-decodable if
for every word w € F™ there are at most L codewords ¢ € C with A(w,c) < 6. Every code is
(6, 1)-list-decodable for 6 < A(C)/2. The value A(C)/2 is called the unique decoding radius of C.

Relations. A relation R consists of triples (x, y; w), where x is the explicit instance, y the implicit
instance or oracle, and w the witness. The corresponding language is LANG(R) := {(x,y) }
Jw such that (x,y;w) € R}.

Polynomial Equation Satisfiability (PESAT) over finite fields. We recall a relation from
[BCFW25| over finite fields, which captures popular constraints such as R1CS, CCS, AIR (cf.
[BCFW25]), and lookup and permutation constraints (cf. [GWV25]).

Fix a finite field F, a witness length ¢, an input length ¢, a number of rows n, a collection of n
polynomials p = (p1,...,Pn) on t + ¢ variables.

Definition 3.1. The PESAT relation with respect to these parameters is defined as

x=x €[,
Rpesat(F,p) =¢ vy =1, pi(x,f) =0 for all i € [n].
w=feF

Let C C F™ be a linear code of dimension ¢’ and blocklength m over F. Let W C F? be a subset
and let T : W — F¥ be an arbitrary map (looking ahead, for us T will be a packing map that
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packs elements from Fy into elements of a larger binary field, so that W = Fg C ). We define the
Encoded PESAT relation as:

x =x € F,
, m Ence(T'(f)) = f
7?'PESA—|—(F7I)7C7,I') = Yy = f € F ) .
A pi(x,f) =0 for all i € [n]
w=FfeW

We will drop the reference to T' whenever it is understood from the context. When n = 1 and
p1(x,f) = (f,v) — p where x = (v, u), the relation Rpgsat(F,p,C,T) is called a constrained code
[ACEFY25]. We denote it

Riin(F,C,T).

Definition 3.2 (Relaxation of Rpgsat and Ry,). Given § € (0,1), the relazation of Rpgsat and
Riin, denoted
RgESAT? Riin

are the relations defined exactly as Rpesat and Ry;,, respectively, except that the constraint
Ence(T'(f)) = f is replaced by
A(Ence(T(F)), f) < 6.

Multilinear extensions. Given a field F and u € F? indexed by {0,1}", we denote by u €
F[X1,...,X,] the unique multilinear polynomial with u(b) = uy, for all b € {0,1}". For o, 3 € F"
we let eq(a; 8) == [[;ep (- Bi + (1= ;) (1= B)), so that U(a) = >_befo,1}3- Ub - €q(b; o). We
write eq(b, ¢; a) for eqé(b, c); ).

3.3 Interactive Oracle Reductions (IOR) of proximity

A public-coin Interactive Oracle Reduction (IOR) of prozimity II = (P,V) from a relation R to a
relation R’ is specified as follows. The prover P receives (x,y,w) € R. The verifier V receives x
and query access to y. They interact for k£ rounds. In round j € [k], the prover sends an oracle =;
and the verifier sends a uniformly random message p; € {0,1}"7. After the k rounds, the verifier
makes queries to y and to my,...,m. Then:

e V either rejects or outputs a new pair (x',y’), where y’ is specified implicitly in terms of the

oracles y and 7y, ..., 7.

e P outputs a witness w’ such that (x',y’,w’) € R'.

We write (P, V)(x,y,w) for the interaction of prover and verifier during the IOR.

Definition 3.3 (Completeness). II has (perfect) completeness if for every (x,y,w) € R,

Pr [(x,yiw)eR | x,ysw)+ (P,V)(x,y,w)] =1.
P15--Pk

Remark 3.4. An IOP for a relation R is an IOR from R to the trivial relation Ry = {(x =
ly=1w=1)}

We proceed to define round-by-round knowledge soundness of an IOR, following [BCFW25] in
the formulation with relaxed relations of [CF'W26].
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Definition 3.5 (Knowledge state function with relaxation). Let II = (P,V) be an IOR from a

relation R to R'. A knowledge state function with relazation (R, R) for I is a (possibly inefficient)

function KState that, on input (x,y), interaction transcript tr, and knowledge state witness w,

outputs a bit and has the following properties.

e Empty transcript. If tr = () is the empty transcript, then KState(x,y,tr,w) = 1 if and only if
(x,y;w) € R.

e Prover moves. If tr is a transcript where the prover is about to move and KState(x, y, tr,w) = 0,
then KState(x, y, tr||m, w) = 0 for every prover message .

e Full transcript. If tr = (71, p1, ..., Tk, pr) is a full transcript, then KState(x, y, tr,w) = 1 if and
only if V on tr outputs (x’,y’) such that (x/,y";w) € R.

Definition 3.6 (Round-by-round knowledge soundness). A k-round IOR II has round-by-round
knowledge soundness with relazation with errors (K1, ..., ky) if there exists a knowledge state func-
tion KState as in Definition 3.5 and a deterministic extractor &y, such that for every (x,y), every
J € [k], and every transcript tr where the verifier is about to send p;,

PI' ElW SuCh that A KState(X,y,tr,grbr(x,y,trnpj,w)) = O

< Kj .
Pj A KState(x,y,terj,W) =1 = KJ(XQY)

If (R, R’) = (R, R') then we say the round-by-round knowledge soundness of II is without relazation.

Lemma 3.7 (Composition of IORs [CFW26, Theorem 4.5|). Let I1; be a perfectly complete ki-round
IOR from R4 to Ro with round-by-round knowledge soundness with relaxation (7?1,735) and errors
Kils .-, K1k, and let IIy be a perfectly complete ka-round IOR from Ro to Rs with round-by-round
knowledge soundness with relazation (7?2,7%) and errors Koy, ...,RKok,. LThen the IOR from Ry to
R3 that runs Iy and then Iz on the output of 11y is perfectly complete, has ki + kg rounds, and has
round-by-round knowledge soundness with relaxation (R1,R3) and errors Kii, ..., K1k, K21, - - - 5 K2ks -

Grinding. Grinding [Sta21] is a technique that, given an IOP II for a relation R with relaxation
R with round-by-round knowledge errors £1, . . ., £, produces a new IOP IT" for R with round-by-
round knowledge soundness with relaxation R with errors

-« -«
2 1'/{1,...,2 k-,‘ﬂ:k.

The new IOP II' works exactly as II, except that, at each round i € [k], the verifier samples a
random string of «; bits, called grinding string, which it sends alongside its message, and rejects
unless all bits are 0.

Clearly II' is not necessarily complete, even if IT is. The goal is to use the BCS compilation of
IOPs, and not the IOPs themselves (i.e. the compilation where oracles are replaced by Merkle roots
and where interactiveness is removed through the Fiat-Shamir transform). To this end, one chooses
a1, ...,qa, small enough that the prover of the BCS transform of IT' can grind transcripts until all
of the grinding strings in the transcript are the zero string. This results in the prover having to
compute per round i € [k], an average of 2% hashes of its i-th message followed by a small string of
bits (in practice, one has the prover send a small string of bits next to its message, so that during
grinding, it does not need to produce fresh Merkle roots at each grinding iteration). In Table 3, we
provide example grinding times for different values of «;.
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The round-by-round knowledge errors of II' are obtained by defining a state function which is
exactly as the state function of II, except that the function outputs zero if some of the aforementioned
strings of bits are not the zero string. The extractor for II’ is defined as the extractor for II, ignoring
the additional strings of bits in the transcript.

Table 3: Cost of finding a 64-bit nonce such that BLAKE3(msg, nonce) has at least « leading zero bits, with msg of
256 bits. Single and multi-threaded (10 threads) on a MacBook Air M5 24 GB, CPU-only.

o 18 19 20 21 22 23 24 25

Mean, 1 thread (ms) 39 92 176 332 62.8 130.5 285.0 b518.7
Median, 1 thread (ms) 29 6.0 124 252 443 927 2132 379.5
Mean, 10 threads (ms) 0.8 1.7 3.0 55 103 21.3 479 90.2
Median, 10 threads (ms) 06 1.1 22 43 73 151 36.0 65.0

4 BitZ IOP for LinBitsRings

In this section we describe the BitZ IOP and the main relations it proves. = We begin with a
summary of the notation we use throughout the paper. Most of the notation will be introduced
subsequently, but nevertheless we record it here for convenience of the reader.

¢ Bit-length of witness cf. Section 4.1
f Witness, either over {0,1} C Z, or Szgs (see below)
v, u Public vectors in inner product constraints, over R
R Ring where constraints live, cf. Sections 4.1 and 4.5
l1,%5 | Tensor decomposition dimensions, with £1 - o = £
T Reduction modulo n
k+1 | Number of generators of R, including 1
7l on | Canonical morphism 7%, : Z[X1, ..., Xx] — R (see Section 4.3)
Fov A binary field, typically with v = 128
C Linear code over Fov of dimension ¢/v, and length m
P Set of primes
M, Set of homomorphisms 7yang : Z[ X1, ..., X;] = F, for ¢ € P
Lo Witness length in the general LinBitsRings relation, cf. Section 4.5
S Ring where witness lives, cf. Section 4.5
Elements of S expressible as polynomials of degree < Dg in the generators of S

Szgs with coefficients of bit-size < B, cf. Section 3.1

(In the core LinBitsRings relation, S =Z, B = 1)
Y Ring homomorphism ¢ : § — R
d Number of monomials 71, ..., of degree < Dg

in the generators of S (Section 4.5)
L Bitification matrix, L € S©*?  cf. Definition 4.9

Table 4: Summary of notation used throughout the paper.
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4.1 The core LinBitsRings relation

In this section we define the main linear relation we work with. We start by fixing notation:

e Let Fov be a field with 2¥ elements. Let 81, ..., 8, € Fov be an Fo-basis of Fov seen as an Fo-vector
space of dimension v. Given a vector u € Fé, with v dividing ¢, we define

Pack,(u) € Fﬁi”
as the vector whose j-th entry is
Pack,,(u)j =U(i-1)v41 B1+...+ UG—1)vtv—1" Bu_1+ uj.y, - By € Fov.

e Let £ > 1 be a dimension parameter divisible by v, C a code over Fy» of dimension ¢/v and
blocklength m.

e Let R be a finitely generated ring (typically R is Z, a finite field, not necessarily a prime field, or
a quotient of a polynomial ring Z[X] or F,[X]) and let 7 : Z — R be the homomorphism mapping
an integer a to a -1 € R (i.e. reduction modulo the characteristic of R).

Next we define a particular subclass of our full target relation. The full target relation is defined
later in Definition 4.10.

Definition 4.1. The Core LinBitsRings relation is defined as
x = (u,v) € R X R,

RLinBitsRings({07 1}; T, R, C) = Yy = f € ngv
w="Ffc{0,1}Cczt

f = Ence¢ o Pack,, o my(f)
(r(£),v) =p i R

For § € (0,1), we let REinBitsRings be the relation RipingitsRings after replacing the constraint
f = Ence o Pack, o ma(f) by
A(f,Ence o Pack, o ma(f)) < 0.

4.2 Algebraic setup

Next we make some assumptions and provide notation required to discuss our IOP for Ryingitsrings({0, 1}, 7, R, C).
Let (x,y,w) = ((1t, V), f,f) € RiinBitsRings({0, 1}, 7, R,C). We fix a tensor decomposition of the

vector v € RY as
v=v)gv® — (Vz(l) ,v(2))
T Jielt),jelt2)

for some v&) € Rt v(® ¢ Rl with ¢; - 5 = ¢. Note that the trivial tensor decomposition is
admitted, i.e. we may effectively not decompose v by choosing ¢; = ¢, {5 = 1, vl = v, and
v(® = (1).

We index the entries of f as £ = (fi;)ic(¢,],jeje,)- Note that

(w(®),v) = 3 | 3 ) v | v = 3 () V) v,

j€l2] \i€[t1] jE2]
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where f.; = (fij);cje,). Consider the relation (cf. Definition 3.1) Rpesat(Fav, @pitz, C, Pack,) for £o
constraint polynomials Qp;itz so that

Rpesat (Fav, @iz, C, Pack,)
X = (y,u) c Fg}j X ]Fg%’ f=Encco Pack,,(f)
=< |yv=rfeFy,

151
A ((yi—1)-fi; + 1) = p,; for all j € [¢5]
W = f = (f*])_]E[ZQ] S Fg1><€2 g J J

Here Qg;tz consists of the £ polynomials Hflzl((yi —1)-fi; +1)— pj, j € [a].

Recall (Section 3.1) that all rings in this work are finitely generated as rings. We fix generators
1,m1,...,m € R and we let
ki Z[X1,..., X = R

canon

be the surjective ring homomorphism mapping each integer a to a -1 € R, and X; to n; for i € [k].

The choice of 7y, ...,n is far from unique, see Example 4.2 below.
We also fix an inverse map 72, ., 7' : R — Z[X1,..., X3 for 7 ., sothat & orZ ~1 =id.

We refer to 7l 1(a) as the lift of a € R. As before, Teanon * is not unique. In Example 4.2 we

provide example inverse maps.

Recall (see Section 3.1) that m, denotes reduction modulo n and that 7, ! maps each element
from Z,, to its integer representative in [0..n — 1].
Example 4.2. We provide some examples of rings R and choices for projections 7, . and their
inverses:

e Prime fields. If R = F, is a prime field with ¢ elements, then we can take k = 0, so that

Trfgnon = my : Z — Fy is simply reduction modulo ¢, with its inverse being 77(1_1 (see Section 3.1).

Z

e Integers. Similarly, for R = Z we can take k = 0, and then 72,

map on Z.

e Field extensions. If R is a field extension of a prime field F, of degree d > 1, then we can take
k =1 and n = x, where x is a root of an irreducible polynomial h(X1) € F,[X1] of degree d (so
that R = Fy(z)). Then &,
sending X; to x. Writinga € Rasa =),
lift of a as Z?;ol 7rq_1(ai) - X1

e Univariate integer polynomials. If R = Z[X], then we can take k =1 and 7; = X, and then
rlXl Z|X1] — Z]X] is an isomorphism, with lifts given by its inverse.

e Lattices, Galois rings, etc. More generally, if R is finitely generated as a Zcpar(r)-module and
it is free as a Zcpar(r)-module, with Zgp,(g)-module-basis 81 = 1, B2, ..., Bm (a condition satisfied
by, e.g., all finite fields, Z, and Z,[X]/(h(X)) for any monic hA(X) and any integer n > 0), then

we may take k = m —1 and n; = ;41 for i € [k]. Then given a € R and writing a = Zie[m] a; - B

and its lifts are the identity

: Z|X1] — R consists in reducing coefficients modulo ¢, and then

?:_01 a; - x* with a; € F,, one can then define a natural

with a; € Zchar(r), we can define the lift of a as T (@) + Y, wol (i) - X

We assume without further comment that it is efficient to compute values 7Z . (h) for h €

Z[X1,...,Xy], and to check whether 7, . (h) = 0. This is the case in all examples above.

canon
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4.3 The BitZ IOP for the core LinBitsRings relation

We provide an IOP for RinBitsRings next. We assume the notation from the previous two Sections 4.1
and 4.2, and from the preliminary Section 3.1, together with:

e Let IT g be an IOR that reduces Rpesat (Fav, Qitz, C, Pack,) to Riin(Fav, C, Pack, ), where, recall,
this latter relation has predicates of the form (g, z) = ¢ with g € Iﬁ'g7 z a vector over Fov, ¢ € Fov,
and f = Encc o Pack,(g). In our instantiation Il,4 is an optimized GKR protocol for grand
products (cf. Section 6), which reduces the initial grand product claims to MLE evaluation claims
of y and f over Fov.

We assume Il,.q works so that the verifier never queries y; and that, given an input

(x=(y,p), y=f, w=m(f)) € Rpesar(Fav, @gitz,C, Pack,),

II,eq outputs
((Z7 C)a f7 7r2(f)) € RLin(FTJan PaCku)

for some vector z € ng and field element ¢ € Fov. In particular, II,eq outputs the same oracle f
and witness ma(f) as the oracle and witness it is given as inputs.

o Let Iigpp be an IOP for Ryin(Fov,C,Pack,). In our instantiation, Iiepp is WHIR or Ligerito
[ACFY25, NA25| over binary fields as implemented in Flock [BRW26], with ring-switching [DP24]
and a preliminary sumcheck over Fov that transforms arbitrary inner products to MLE evaluation
claims. We set the proximity parameter to the Johnson bound when targeting 100 bits of round-
by-round knowledge soundness, and to the unique decoding radius for higher security regimes.

e Let £ = {1 - {5 be dimension parameters, and R a ring with generators 1,71,...,7n%, as in the
previous sections. We let P be a set of primes with maxP < (|Fov| — 1)/¢1. Given the tensor
decomposition v = v() @ v from Section 4.2, we define

w = (v, v e Rhtte
D := 'Hhax” deg (ﬂ'gnon_l(wi)) , Np = 'HhaX” Hﬂgnon_l(wi)uma (35)
1€||W 1€||W

where deg denotes total degree, and ||-||oo denotes the maximum absolute value of the coefficients.
We also let T := (D;k) be the number of monomials in X7, ..., X} of total degree at most D.
Its role is the following: if f,g € Z[X1,..., X)] have total degree at most D, then || f - g|loc <

T | fllso - |9]lco, since each monomial of f - g is the sum of at most 7" pairs of monomials of f
and g.

For example, T =1 if k= 0; T = D + 1 if k = 1; and in general T < (D + 1)*.
e For every prime g € P, let M, be a set of ring homomorphisms
Trand - Z[Xl, e ,Xk] — Fq,

and let M := (My)qep. The verifier will sample primes and morphisms from P and M,. We
let (P, M, ¥) be the maximum probability that manqg(h) = 0, over random ¢ <= P, Trand My,
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and where the maximum is taken over nonzero polynomials h € Z[ X}, ..., Xj] of total degree at
most 2 - D, with ||hllec < 2T -€- N3, and such that 7Z . (h) # 0. Precisely:

canon

(P, M, L) = m}‘?x{ Pr [Trand (h) = O]} , (36)

4P, Trand My

where h ranges over the polynomials just described. See Lemma 4.3 for an example. Note that
D, Ng, T, and hence (P, M, {), depend on R and on the instance vector v, but we do not make
this explicit in the notation.

Lemma 4.3 (Example definition of M, and the corresponding (P, M,¥)). Let P be a set of
primes. For each q € P let My be the set of all maps w: Z[X1,..., X;] = Fy4 of the form

(M X1,..., Xk)) =mg(h)(aq,...,a), for h € Z[ X1, ..., Xk,
for some o, ..., o4 € Fy, and where wy(h) is h after reducing its coefficients modulo q. Then

2-D+log(2-T-£-N§)
Gmin  |P] - [10g(qmin)]

6(P, M, ) <

where qmin 1S the smallest prime in P.
Proof. We defer the proof to later in Section 4.4. O

Construction 4.4 (IOP for the core RinBitsRings relation). Parameters. (¢, (1, {2, igpp, ved, P, (Mg)gep)
comprised of: a witness vector length ¢; tensor decomposition dimensions #1, £s satisfying ¢ - fo = ¢;
the IOP Iligpp described above, the IOR Ileq from Section 4.2; and the sets P, M, from above.

Inputs. The prover and verifier receive x = (u,v) € Rx R and y = f € F5.. The prover receives
w = f € {0,1}* C Z* such that (x,y,w) € RiinitsRings({0, 1}, 7, R,C). We assume the tensor split
from the previous Section 4.2, and adopt its notation.

Let g € Fov be a fixed generator of the multiplicative group F%,. Denote 7/t

canon SIMPLY as Tcanon-

1. Round 0 (optional): Out Of Domain (OOD) sample. Optionally, the verifier sends a
random point of a certain shape, and the prover replies with the MLE evaluation of Pack, oo (f)
on the point. This step is skipped if the proximity parameter § is set within the unique decoding
radius of C (cf. Section 3.2, and Theorem 4.7). Otherwise the step is executed (see Section B.2).
In that case, the verifier samples and sends a random ¢ € Fov, and the prover responds with

—_——

y = Pack, o ma(£)(¢), where ¢ := (CQO, €217 o ,<210g(€/1/)—1> .

2. Round 1 (optional): replacing R by a “small” prime field F,. This step can be skipped
(i.e. prover and verifier move to Round 2 directly) if R is a prime field F, and p < (|Fov| —1)/¢5;
in that case we set ¢ := p in Round 2 and Phase 3. Otherwise the step is executed.

The prover computes and sends p’ € Z[X1,..., Xj] such that

<7T?1 (V(l)) ® 7Tcia}10n(v(2))7 f> = M/ in Z[Xla SR Xk]

canon
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The verifier checks that x/ has total degree at most 2+ D and ||p/|lcc < T - € - N3, then it
checks that Teanon(pt') = p, and replies with a random prime ¢ € P and a random morphism
Trand : L[ X1, ..., Xi) = Fy from M,. The prover and verifier update:

v rango sl (V(1)> € Fh,

v Trand © ot (v(g)) € IF§2,

canon
U4 Trand (1) € F,.
The prover and verifier now set to prove the updated claim
(v @ v 7, (f)) = over Fy. (37)

Remark 4.5 (Skipping Round 1 when R = Z and ||v|| is “small”). This step can also be
skipped when R = Z and all entries of v(1) are nonnegative and less than (|Fg| —1)/¢;. In that
case the claim to prove at the start of Round 2 is (v() @ v(?) ) = ;i over Z. In this case the
map 7, in Round 2 is simply replaced by the identity map, F, is replaced by Z, and ¢ in the
range checks of Round 2 denotes max;c(y, v + 1. In Phase 3, 7 is v(V.

i

. Round 2: transforming (37) to /2 integer constraints with bounded integers.

e The prover computes and sends integers i, ..., up, € [0..(¢ — 1) - ¢1] such that, over Z,

(fj, gt (vI)) =y for all j € [6)]. (38)
e The verifier checks that p; € [0.. (¢ — 1) - £4] for all j € [/5], and that
Z mq(5) - V§2) =pu over [Fy. (39)
jE(fe]

Next, prover and verifier will focus on certifying that (38) holds for all j € [fs].

. Phase 3: Transforming the claim into a PESAT claim over Fy», and invoking the
IOR Ileq.-

e Prover and verifier compute and define
y=m(vD)e0..q—1" CZ",
and set to prove the following claim:

H g’ﬁ‘fij — gﬂj € Fov, for allj S [62]
1€[¢1]

This claim is equivalent to

I (o = 1) ma(fy) +1) =g" €Fp,  forallje [l (40)
i€[1]

Notice that
(x=((9")icis> (9")jes), ¥ =F, w=ma(f)) € Rpesar(Fov, Qpirz,C, Pack,).  (41)

Let p = (p1,- -, pey), 97 = (97)igjey) and g = (9"9) jera)-
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e To prove (41), prover and verifier engage in the IOR I,eg'! with input
(X = (g’y’gu)’ Yy = f7 W = 772(f)) .
At the end of this IOR, they are left with the following claim to prove:

X = u.7 S ny X IF v,
(o, 1) € 1 ? g = Ence o Pack,(g)

((z,c), f, ma(f)) € Riin(Fav,C,Pack,) = y=g€F,,
¢ (u,g) =p
W =g € ]FQ

(42)
for some vector z € Fgu and field element ¢ € Fov output during the IOR Il,eq.

5. Phase 4: Using an IOP over Fy». Prover and verifier engage in the IOP Iliop, to certify the
claim (42). If Round 0 (Out Of Domain sampling) triggered, they also use Iljopp to certify the
evaluation claim from Round 0.

Costs (k <1). In Table 5 we summarize the costs of Construction 4.4 beyond those of Il,eq and
Iiopp (cf. Sections A and 6), for the specific case k < 1, corresponding to R being of the form Z,, or
Zp|X]/(h(X)) for some n > 0 and some h(X). In our experiments we only use k = 0, but future
work of ours on proving lattice computations requires £k = 1. The number of rounds is between
tred + tiopp and 2 +teq + tiopp, depending on whether Rounds 0 and 1 execute or not, where req, tiopp
denote the number of rounds of Ileqd, Iiopp.

Note that in Rounds 0, 1 and 2 the prover sends no oracles, and so the only oracles and queries
in Construction 4.4 are those of Il,eq and Iligpp. In the table, if Round 1 is skipped, then ¢ stands

for |R| when R = F,, and for max; VZ(I) + 1 when R = Z (cf. Remark 4.5). Regarding Phase 3, each
of the exponentiations g7 (i € [¢1]) and g (j € [¢2]) takes at most [log(g-¢1)] < v multiplications.

In our instantiation, we set £1 ~ V/¢, ¢5 ~ /¢, making the verifier succinct. We assume implicitly
that the instance is given to the verifier as (y, v, V(Z)), so that it does not read v in full.

When k£ = 0 (so that R = Z, for some n), we have D = 0 and 7" = 1. When k£ = 1
and R = Z,[X]/(h(X)) for some monic h(X), then D < deg(h(X)) — 1 and T" < D + 1, cf.
(35) for a definition of these quantities. If n > 0, then Np < |Z,| = n. Otherwise if n = 0,
Ni < v, v®) .

" Recall that, in our instantiation, Il is the GKR protocol applied to multiple grand products, cf. Section 6.
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Round 0 | Prover O/v)-Fqv
Verifier

Proof (bits) | v
Round 1 | Prover O(l- (D + 1)) additions of log(¢; - Ng)-bit integers

O(¢y - (D + 1)?) additions of log(¢ - N3)-bit integers
O(¢2 - (D + 1)?) multiplications of log(¢ - N2)-bit integers
O((¢1 + £2) - (D + 1)) reductions mod ¢ of log(Ng)-bit integers
O((ly+42) - (D+1)) - Fy

Verifier O(D + 1) reductions mod char(R) of log((D + 1) - £ - N3)-bit integers
OD+1)-R
O((¢1 + £2) - (D + 1)) reductions mod ¢ of log(Ng)-bit integers

O((ﬁl + 62) (D + 1)) . Fq
Proof (bits) | (2D +1) -log((D + 1) - £- N3)

Round 2 | Prover O(¢) additions of log(q - £1)-bit integers
Verifier O(¢3) reductions mod ¢ of log(q - ¢1)-bit integers
O(4y) - Fy
Proof (bits) | ¢2 -log(q - ¢1)
Phase 3 | Prover O((b1 + 42) -v) - Fou
Verifier same as prover

Proof (bits) | —

Table 5: Costs of Construction 4.4 when k£ < 1, in addition to those of Il;eq and Iligpp. By N - Fov, N -F,, N - R we
indicate N operations in the respective ring. Rounds 0 and 1 are optional.

We explain the costs of Round 1 in Table 5, since these are arguably the less obvious ones. The
first three prover costs correspond to computing p’. To obtain p/, the prover first computes, for
each j € [(5], the polynomial h; := >, £ - Toakon (V(l)). Since f has bit entries, this requires no
multiplications. Moreover, the coefficients of the h; have absolute value at most ¢; - Nr. Hence all
the h; can be computed with O(¢ - (D + 1)) additions of log(¢1 - Ng)-bit integers (the first cost in
the table). Next, the prover computes p/ = 2]6[421 ﬂca%‘on( (2 )) hj. Each of the /5 products in this
sum takes at most (D + 1)? multiplications of log(¢1 - Ng)- blt integers (the third cost), and adding
all the terms together gives the second cost.

The last two costs of both the prover and the verifier in Round 1 come from computing 7 ang ©
m ) (v®) for i = 1,2. For each entry of v(?), this amounts to reducing D + 1 integers in the range
[0.. Ng — 1] modulo a prime, and then taking a linear combination of the results in F,,.

The first two verifier costs in Round 1 correspond to computing meanon(p’). For that, it first
reduces the at most 2D + 1 coefficients of ' (which are integers of at most log(T - £ - N2) bits)
modulo char(R) and evaluates the resulting polynomial at 7; in R using Horner’s rule, and then
compares the result with p.

Remark 4.6 (Succinct verifier and proofs). By Table 5,choosing ¢1 = O(v/f) and £y = O(v/?), the
verifier and the proof size of Construction 4.4 have asymptotic cost O(v/€) (where £ is the bit-length
of the witness). One also needs to make sure the verifier handles v via the tensor factors vl v@),
so that it does not read v entirely.
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4.4 Soundness and completeness

For readability, we temporarily denote
Rpesat = Rpesat(Fav, Qpitz, C,Packy),  Riin = Riin(F2v,C, Pack,).

Theorem 4.7 (Completeness and round-by-round knowledge soundness of Construction 4.4). Let
5 € (0,1) be a proximity parameter within the unique decoding radius of C (cf. Section 3.2), and
assume that Round 0 (OOD sampling) of Construction 4./ is skipped. We treat the general case in
Section B.2. Assume

max P < (|Fov| —1)/¢;.
Assume ll,eq s a perfectly complete tyeq-round IOR from Rpesat to Rijn with round-by-round knowl-
edge soundness with relaxation (R‘E,ESAT,R‘EM), with errors (Kred1s - - -, Fredt,y ) Assume Iigpp 45 @
perfectly complete tigpp-round IOP for Riin (i.e. an IOR from Ryin to the trivial relation L) with
round-by-round knowledge soundness with relazation (R{. | L) (see Section 3.3), and errors

Kiopp1s - -+ » Hiopptiopp.

Then Construction 4.4 is a perfectly complete (1 + tred + tiopp)-round IOP for RiingitsRings With
round-by-round knowledge soundness with relazation (RiinBitsRingy 1), with errors

Ko, (Hredi)ie [tred]” (“i0ppi)ie [tiopp) ?

where

Ko = 9(P7M7£)

is the quantity defined in (36)'2. In particular, if the sets My are as in Lemma 4.5, then one can
take
2-D log(2-T-(-N3)
Ro = + ;
Gmin ’P’ : Uog(Qmin)J
where qmin 1s the smallest prime in P and D, T, Ng are as in (35). If Round 1 is not executed, the
error term kg and its round are absent, and Construction 4./ has tred + tiopp TOUNS.

To prove Lemma 4.3 we will use the following result:

Lemma 4.8. Let h € Z[X1, ..., Xm] be a nonzero polynomial of total degree < d and with ||h|lec <
M for some M > 1. Let P be a set of primes, and let qmin be the smallest prime in P. Given a
prime q and o € F)', write g o(h) := my(h)(a) € Fy. Then

q -
log M d
Pr |m,a(h) =0] < .
‘I<—7)7[ © ( ) ] Uog(Qmin)J : ’P’ Gmin
a(—]F;”

Proof. Let Eyime be the event that all coefficients of A are multiples of q. Then, by the Schwartz—
Zippel lemma,

d
P h) =0 =&, < .
q<—$>, [Wq,a( ) | prlme] >~ Gmin
a%Ffln

12Note that 0(P, M, £) depends on the public input x. In practice one can obtain a uniform bound on kg by taking
the maximum 6(P, M, {) across all public inputs that are admitted by the protocol.
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Now, every nonzero coefficient ¢ of h is divisible by at most log M/ log gmin < log M/ Llog(qmm)J
primes from P, because the product of m’ distinct such primes divides ¢, hence ¢% < |¢| <
M. Hence, the probability that Eyime occurs is at most (log M/[log(gmin)|)/|P|, and the lemma

follows. O

Proof of Lemma J.3. Let h € Z[X1,...,Xg] be a polynomial of total degree at most 2 - D, with
Al < 2-T-£- N2, and with ©Z ., (h) # 0 (cf. the definition of (P, M, £)). In particular h is
nonzero, and ||hllcc < M :=2-T -£- N%. Since h is nonzero and has total degree at most 2 - D,
Lemma 4.8 (applied with m = k variables and total degree 2 - D) yields

log M 2-D
Pr [m,(h)(ax) = 0] < )
qF'P,[ q( )( ) ] UOg(Qmin)J : ’P’ Gmin
aeIF},;
as needed. O

Proof of Theorem 4.7. The completeness of Construction 4.4 is clear from its description. Recall
that, by hypothesis, Round 0 (OOD sampling) is skipped; the case where Round 0 is executed is
treated in Section B.2.

We decompose Construction 4.4 into three IORs IIy,Ilo, II3. The first one, II;, is an IOR
from Ry inBitsRings 10 RpEsaT, and it consists of applying Rounds 1 and 2 of Construction 4.4, and
outputting

(X, = (g’yag“)v y, = f? w = 772(f)) >
as described in Phase 3 of Construction 4.4. Formally, II; is a 2-round IOR whose second verifier
message is empty: the prover first sends p/, the verifier replies with (g, Tyand), and the prover then
sends o = (u1,. .., ftg,). The second IOR, Iy, is simply Il,eq, reducing Rpgsat to Riin. Finally, the
third IOR, II3, is simply the IOP Iligpp for Ryin.

Below we show that II; has round-by-round knowledge soundness with relaxation (RfinBitsRings, RgEs AT)>
with errors (kg,0), assuming Round 1 is not skipped. The second verifier message of II; is empty,
hence the last prover message of II; can be sent together with the first prover message of Ily, and
thus Construction 4.4 has 1 + tyeq + tiopp rounds. The theorem then follows from the composition
of IORs result (cf. Lemma 3.7).

At the end of the proof we discuss the case when Round 1 is skipped.

Completeness and soundness of II;. We describe a knowledge state function KState. Let
x=(uv)ERxRandy = f € F35.. Let tr be a partial interaction transcript for II;. We start
by setting KState so that the first condition in Definition 3.5 is met. Precisely, if tr = (), we set
KState(x, y,tr,w) = 1 if and only if (x,y,w) € RfinBitSRingS. Further, if tr = (y') consists of a
single prover message, we set KState(x,y, i/, w) = KState(x, y, ), w), so that the second condition
in Definition 3.5 holds for the first prover message round.

After the verifier’s message, tr is as follows:

tr = (1, (¢, Trand)) € Z[X1, ..., Xi] X (P x M).
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We define KState(x, y, tr,w) = 1 if and only if the verifier’s degree and range checks on y’ in Round
1 pass, w = f € {0, 1} C Z¢, £ = (£3)je10,] € ({0,1}1)", and

Tlcanon (N/) =W,

(Trand © W(;&\on (V(l)) @ Trand © 7Tc_a}10n (V(2))7 7q(£)) = Trand (//) over [Fg, (43)
A(f,Encc o Pack, o my(f)) < 6.

We continue with our definition of KState. Let tr = (1, (¢, Trand), i) for a prover message p =
(1,5 te,) € [0..(g — 1) - £1]%2, or let tr be the full transcript obtained by appending the empty
second verifier message to (¢, (¢, Trand), ). We set KState(x, y,tr,w) = 1 if and only if the verifier
accepts on tr (i.e. its checks in Rounds 1 and 2 pass) and (x/,y’, w) € R3gsar, Where (x/,y') is the
output of the verifier, namely

x'=(g7¢"), Y =f  withy=n,"' (mand o Wc—a}m(v“))) el0..q—1" czh.

Thus KState satisfies the third condition in Definition 3.5.
We define an extractor as Ep (X, y, tr, w) = w. It remains to prove two statements: first, that

IN

Pr [EI w Ko,

q,Trand

KState(x, v, i1, Er(X,Y, (,u/, (¢, Trand))s W)) =0
A KState(x, v, (1, (¢, Trand) ), W) = 1

and second, that KState satisfies the second condition in Definition 3.5 for transcripts where the
prover is about to send p (its second message).

We start with the first statement. Assume
KState(x,y, (1, (¢, mrand)), W) =1 and KState(x,y, ¢/, w) = KState(x, y, w) = 0.

The latter occurs if and only if (x, y, w) ¢ RfinBitsRings. The former implies that w = f = (f.5) e, €
{0,1}¢ satisfies (43); in particular A(f,Ence o Pack, o mo(f)) < 4, and hence, since (x,y,w) ¢
RiinBitsRings’ necessarily

(m(f),v) # p over R. (44)

Define the polynomial

hi= (i (VD) @agl  (v) ) — i € Z[X1,..., Xy

canon canon

canon = 1d and restricting to m on Z, the

Since Teanon 18 a ring homomorphism satisfying meanon © 7
first condition in (43) gives

Tecanon (h) = <7T(f),V(1) ® V(2)> - 7rcanon(//) = (m(f),v) — u,

which is nonzero by (44). In particular & # 0. On the other hand, since 7,anq is a ring homomorphism
restricting to m, on Z, the second condition in (43) states precisely that mand(h) = 0. We claim
that h has total degree at most 2 - D and satisfies

|hllo <2-T-£- N3
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Indeed, the lifts m_,} (v(l)) and m_, (V(Q)) have total degree at most D and coefficients of absolute

canon\"Vgq canon\"Vj
Wy, =1 (@

ahon(V; canon(V; ") has total degree at most 2 - D and

coeflicients of absolute value at most T - NIQ% by the definition of T'. Further, by the verifier’s checks
in Round 1,

value at most Npg, so each product T, (v,;/)-m

||//||oo < T’E‘N}QY

and the total degree of y’ is at most 2 - D. The claim follows now from the fact that the entries of
f are bits and there are ¢ of them.

Since additionally 7eanon(h) # 0, the polynomial h belongs to the class of polynomials over
which §(P, M, ) is defined. Finally, since d is within the unique decoding radius of C, the code C
is (9, 1)-list-decodable, and hence there is at most one w such that A(f, Ence o Pack, o ma(w)) < 4.
Therefore

Pr EW such that (Xa Y W) ¢ 7—‘)’EinBitsRings and KState(x7 Y (:u/a (Q7 7"'rand))a W) = 1]

4,Trand

S Pr [Teand () = 0] < 6(P, M, {) = ko,

T qP, TyandMy

where the last inequality holds by the definition of 6(P, M, ¢).

It remains to prove the second statement, namely: if KState(x,y, (¢, (¢, Trand)), w) = 0, then
KState(x,y, (1, (¢, Trand ), tt), W) = O for every prover message g = (1, ..., ue,) € [0.. (¢ —1)-£1]%.
Suppose towards a contradiction that KState(x,y, (¢, (¢, Trand), #), W) = 1, i.e. that the verifier
accepts and (x/, 5", w) € Rigspr. Thenw =f = (£j)jeiez) € 10, 1}, A(f, Ence oPack, oms(f)) < 4,
and, for all j € [(s],

gfa) = H (g7 = 1) - mo(fyy) + 1) = g,
1€[l1]
and hence
(fej,v) = nj  mod ord(g),

where ord(g) denotes the multiplicative order of g. Now, since v; € [0..q — 1], p; € [0.. (¢ — 1) - 41],
and f,; contains bits, we have |(f.;,v) — p;| < 41 - (¢ —1). Since g is a generator of F5, and
g <maxP < (|Fov| —1)/¢1, we have

ord(g) = |Fov| =1 >4y -maxP >4y -q>{l1-(qg—1),
and hence
(fj,7) =p;  overZ,  forall j € [fy]. (45)

Applying 7, to (45), and using that 7,(7) = Trand © Teahon (V(?), we obtain

(mq(£7); Trand © Teanon (vi) = mq(p;)  over Fo, for all j € [£5].
Since the verifier accepts, its check (39) in Round 2 passes, i.e. 31y, Tq(115)- (Trrand © Tcanon (V(Q)))j =
Trand (1), Now

(Trand © 7Tc_a}10n (V(l)) & Trand © 7rc_a}10n (V(Q))v 7Tq(f)>

- Z <7Tq(f*j)’ Trand © 7Tc_a%wn (V(l))> ) (Trrand © 7Tc_a%10n (V(Q)))

JE[L2] 7
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- Z WQ(MJ) ’ <7Tfaﬂd © 7rc_a}10n (V(Q))> . = Trand (M,)'

jelts) !

Hence the second condition in (43) holds. The first condition in (43), i.e. Tcanon(pt') = p, holds
because the verifier accepts, and the third one, i.e. A(f, Ence o Pack, o m3(f)) < 4, holds because
(x',y', W) € Rdgsar- Hence KState(x,y, (1t/, (¢, Trand)), W) = 1, a contradiction.

The case where Round 1 is skipped. In this case, the messages ' and (g, 7Trand) and the
error ko disappear, and essentially the arguments above apply after replacing mang © Tk, With
the identity map on F, or on Z. In the latter case, m, is also replaced by the identity map, cf.
Remark 4.5.

O

4.5 The general LinBitsRings relation

We now proceed to describe the full relation we seek to work with in this section. Compared to
RLinBitsRings({0, 1}, ™, R,C), the witness f will now have entries in an arbitrary finitely generated
ring S, instead of in {0,1} C Z. These entries will be restricted to a bounded subset of S, so that
each witness can be expressed as a pre-specified linear expression (over S) of a string of bits.

We set the following additional notation:

e Let S be a ring, possibly different from R, and let ¥ : S — R be a ring homomorphism.

e Let Dg > 1 be a degree bound, let 1,71,...,7m,, be a generating set of S (Section 3.1), and let
V1,72, - - -, Ya € S be the distinct elements of the form

ak
77(111 P nkss
with a1,...,ar, > 0 and a1 + - - 4+ apg < Dg, i.e. the monomials of total degree less than Dg in

the generators, so that d is the number of such monomials. Concretely d < (DS E;rks).

e Recall from Section 3.1 that Ségs consists of the sums ;14 hi -7 with h; € [0 28 —1]g, and
that wg denotes the projection of an integer vector w to S (see (34)).

e Let £y be a vector witness length, so that our witnesses are f € S%.

We will use the natural homomorphism 7char(s) @ Z — S consisting in reducing an element
modulo the characteristic of S.

Definition 4.9 (Bitification of the witness). Let f € (S;gs ). Let £ be a vector length, called

bitification length. Let L € S%*¢ be a matrix, called bitification matriz. Let g € {0,1}* C Z! be a
vector filled with integer bits. We say g is a bitification of f (with respect to L) if

f:L'gSa

where for a vector w of integer bits, wg denotes its natural projection to a vector with entries the
elements {0,1}s C S. Additionally, we require that'?

L-gse (Ssp%)  forallge{0,1}".

13This condition is required to guarantee that extractors obtain witnesses in the specific subset S jgs of S. In some
applications, only proving that the prover knows a witness in S may suffice (even if the relation specifies witnesses

. . £ . .
with entries Sigs O), and in that case the condition can be dropped.
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This condition holds for the standard bitification matrix below.

The choice of L and a method for building a bitification of f can be customized. Below, we
describe what we call the standard bitification procedure. This can always be used for arbitrary
finitely generated rings .S, and is suitable when f has entries of more or less uniform bit size. In
some scenarios (see Remark 4.11) one may choose different more convenient approaches.

For a fixed L and f, bitifications of f are not unique in general. Nevertheless, abusing the

notation, we often denote them as
bits(f).

A standard bitification of £ € (S;gs)ﬁo is obtained as follows: write f =}y fi; - 7; for some
f,; e ([0..28 — l]s)eo, Jj € [d]. Then write

*]k 7Tchar (Qk 1)

Mm

k=1

for some vectors
for € {0, 1}60 C Seo

for all j, k. We define
£:= fo -d - B,

bits(f) € {0,1}* C Z*

be the vector with integer bit entries obtained by concatenating the vectors f,;; and lifting and
reordering their entries to {0,1} C Z in a natural way, i.e.

bits(£) == (ift(£ijx));c i) perpyjcia € (001} S 27, (46)

where lift is the identity function if char(S) = 0, and lift = Wchar(S) if char(S) > 0. Note that the
vectors f,; are not uniquely defined, hence the expression “a bitification” instead of “the bitification”.
Defining
L= Idﬁoxﬁo ® (17 2,... 723_1)5 ® (’717 s a'yd) € SKOXK’

we have

f =L bits(f)s.
Again, let C be a linear code over Fov of dimension ¢/v and blocklength m.
Definition 4.10. The general LinBitsRings relation is defined as
RLinBitsRings(S;gS %, R,C, L)
x = (1,v) € R x R\ | f = Ence o Pack, o my(bits(f)),

= y = f €lFy, (W), v)=p  inR,
w=f e (SZ5%)% f = L - (bits(f))s for some bits(f) € {0,1} C Z*

When there is no risk of confusion, we denote RL;nB;tSRingS(SEf;S, ¥, R,C, L) simply by RiinBitsRings-
The Core LinBitsRings relation is precisely RiinBitsRings after taking S =7, B =1, ¢ = Tchar(R)s
and L = Idyy (the standard bitification matrix in this case, so that ¢y = ¢).

For § € (0,1), we let RiinBitsRings be the relation RipingitsRings after replacing the constraint
f = Enc¢ o Pack, o ma(bits(f)) by A(f, Ence o Pack, o ma(bits(f))) < J, as in Section 4.1.
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Remark 4.11 (Non-uniform bit-decomposition sizes). In practical settings, it is possible that not
all entries of f have the same bit size. For example, some chunks of f may be comprised of elements
from {0,1}g, while others may be comprised of generic ring elements. However, the standard
bitification procedure from Definition 4.9 allocates d - B bits for every entry of f, no matter its size.
To avoid this, one can find alternative approaches to defining L and bits(f).

For efficiency purposes, one needs to make sure that L has enough structure to later support
tensor decomposing certain vectors, as discussed in Remark 4.14. In any case, one can always use
the matrix L above, which in general does possess enough structure as argued in Remark 4.14.

See Remark 2.4 for comments on RpinBitsRings having (generalized) range checks in its definition
and about BitZ proving them, in a sense, “for free”.

4.6 The BitZ IOP for the general LinBitsRings relation

Next we describe our IOP for the general relation RpinBitsRings: We assume the notation of Sec-
tion 4.5. Let L be a bitification matrix as in Definition 4.9, with L € S%** so that ¢ is the vector
length of the vector bits(f). For the standard bitification matrix L = ldgyxs, ® (1,...,28 g ®
(V1,--+,74), we have £ = £y-d- B. Let further ¢1, {5 be tensor decomposition parameters (to be used
in Construction 4.4) such that £ = ¢ - £3. We assume that C is a linear code over Fov of dimension
¢/v. We will need the following result.

Lemma 4.12. Letf € (Szgs)fo, let v € R, and let bits(f) be a bitification of f with respect to L.
Then B

(W(f),v) = (bits(f)r,u) € R
ui=¢(L)"-veR,

where T denotes transposition. In particular, if L = ldg,xe, ® (1,...,23*1)5 ® (Y1y-+-,74) €
Slox(o-B-d) — Gloxt (of Definition 4.9), then

u=(ve (L2257, ® @Win), ... w(w) € B (47)
Proof. Rewriting (¢(f), v), we obtain by Definition 4.9 and Eq. (32)

(W(£),v) = (L - bits(f)s), v) = (¥ (bits(f)s), ¥(L)T - v)

Now 1 (bits(f)g) = bits(f)r because every entry of bits(f) consists of bits and v is a ring homomor-
phism, so it sends the 0 and 1 elements of S to the 0 and 1 elements of R. Further,

Y(L) = ldgyxe, @ U((1,-..,2°7)s) @ (Y1), - U (7a)),

and 1) o Wchar(s)(Qi) = Wchar(R)(T) because 1) 0 Tehar(s) is a ring homomorphism, 9 o Wchar(S)(2i) =
2" - (1 o Tehar(s) (1)), hence Yo Tchar(s)(2') is 2° times the identity element of R, and that is precisely
the definition of mepar(g)(2°)-

The specific form of u in (47) is now obtained by direct calculation of ¥(L)T - v. O

We assume that the input vector v for RLinBitsRings(SzgS,¢aR,CaL)> the matrix L, and the

tensor decomposition dimensions are such that u = ¥(L)T - v admits a tensor decomposition u =
uM@u® with u® € R, u® e R, see Remark 4.14 for an explanation that this can be achieved
easily in applications, and what to do otherwise.
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Construction 4.13 (IOP for RiingitsRings). Parameters. ({o, £, (1, {2, Miopp, Ired, P, (Mg)gep)
comprised of: a witness vector length fy; a bitified witness vector length ¢; tensor decomposi-
tion dimensions /1, o for Construction 4.4 satisfying ¢1 - f2 = £; IORs and IOPs Iljopp and Ileq as in
Construction 4.4; and sets of primes and homomorphisms P, (M) qep again as in Construction 4.4.

Inputs. The prover and verifier receive x = (u,v) € Rx R andy = f € F5.. The prover receives
w=fe <S§gs)[0 such that (Xv Y W) € RLinBitsRingS(*g;gsu 1/)7 R7C7 L)7 i'e'a

f = Enc¢ o Pack,, o ma(bits(f)), (W), v) =p in R,
for some bits(f) such that L - bits(f)g = f.
1. By Lemma 4.12, the claim (x,y,w) € RLinBitsRings(S;gsa ¥, R,C, L) is equivalent to the claim

(X/ = (,u, 11), y/ = f = EnCc @) Packy (¢] ﬂg(bits(f)), W, = bits(f)) S RLinBitsRings({07 1}, ™, R,C),
(48)
where u = ¢(L)T - v.
By assumption, u = u¥ @ u® with u™ € R, u®® € R*. Then the prover and the verifier
use Construction 4.4 to prove (48). They use parameters (¢, {1, ¢2, Higpp, Ilred, P, (Mg)qep). See
Remark 4.14 for comments on how to obtain tensor decompositions of u in Construction 4.4
assuming v is appropriately tensor-decomposable.

Remark 4.14 (Tensor decompositions of u). Recall that Construction 4.4 considers a (possibly
trivial) tensor decomposition of its public input vector u (denoted v in Construction 4.4). More-
over, as argued in Sections 2.3 and 6, this tensor decomposition is crucial for performance of BitZ
(concretely, we seek £9° < f1 < (96 cf. Section 6).

In many applications, the input vector v for RLinB;tsRings(SiDs, ,R,C, L) is an “eq” vector, i.e.
a vector of the form (eq(b;r))pcsg q1y10sty for some r € R'°g Tn this case v = v(Y) @ v(?) with the

dimensions of v(!), v(?) being arbitrary powers of two as long as [v()] - |v(?)| = £;. In that case, if
L=1dgxeo @ (1,25 s @ (-, 7a) (49)
(cf. Definition 4.9), then u has the form (47), i.e.

u=(ve (1,2,...,2570) @ (Wn),...,v()))

and we may use a tensor decomposition for u in Construction 4.4 of the form, say, u = u¥ @ u®,
where
u® = v® @ o @ (1,2, 287 @ (), ().

Other decompositions apply. For example one of the tensor factors in u(? above could be placed
in u(l)7 and the vector (1, 2,..., 23*1) can admit further tensor decomposition, and some of the
factors can be placed in u(®.
For more general matrices L, one needs to make sure that L has enough structure to allow for
a favorable tensor decomposition of u. If that is not possible, one can either:
e Fall back to using the matrix (49), which is always available for arbitrary finitely generated rings
S with bit-bound B, or
e Alternatively, if the ring R supports it (e.g. if R is a finite field or a ring with a large exceptional
set), one can run a sumcheck to reduce the claim (bits(f) g, u) = p to an MLE evaluation claim over
R, thereby “replacing” the vector u by an “eq vector” that, as such, admits tensor decompositions
of arbitrary dimensions.

R
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Costs of Construction 4.13. We discuss the costs of Construction 4.13. The rounds, oracles
and queries of Construction 4.13 are exactly those of Construction 4.4 (see Table 5), which is run
on the bitified witness bits(f) of length ¢ = ¢y - d - B (if using the standard bitification matrix of
Definition 4.9), and with the public input vector u = uM@u® of Remark 4.14. The only additional
costs of Construction 4.13 are those of computing bits(f) and of computing u” and u®. When
using the standard bitification matrix, the verifier does not need to compute u entirely: it suffices to
compute u®, u®, avoiding a linear cost. In Table 6 we summarize the costs of Construction 4.13.

Prover Verifier Proof (bits)
Bitification of f (Definition 4.9) O(¢) bit op. | - -
Instance translation (i, v) — (u,u™, u®) | O(f) - R same as prover | —
Construction 4.4 with length £ = ¢y -d- B | Table 5 Table 5 Table 5

Table 6: Costs of Construction 4.13 for the standard bitification matrix and the tensor decomposition of Remark 4.14.
By N - R we indicate N operations in R.

Theorem 4.15. Under the same hypotheses and notation as in Theorem /.7 for the parameters

(0, 01,02, iopp, Ired, P, (My)qep), the ring R, the code C, and the binary field Fov with packing map
Pack,, Construction 4.13 is a perfectly complete (1+treq+tiopp)-round IOP for RLinBitsRings(SzgSa¢’ R,C,L)
with round-by-round knowledge soundness with relaxation (RfinBitsRings, 1) and errors -

ko, (Klredz’)ie [tred]? ("éioppi)ie [tiopp]?

where kg = 0(P, M, L) is as in Theorem 4.7.

The error term ko and its round are absent if Round 1 of Construction 4.4 is not executed.

If Round 0 of Construction J.4 (OOD sampling) is executed, then Construction /.13 has an
additional round and the additional OOD error term koop of Theorem B.1.

Proof. Deferred to Section B.1. In short, the result is a consequence of Lemma 4.12, which estab-
lishes a correspondence between triples for RLinBitsRings(Szgsa ¥, R,C, L) and RiinBitsRings({0, 1}, 7, R,C).
Lemma 4.12 further provides a method for efficiently computing a corresponding triple from the
other. Using the assumption that L -g € (SSE)% for all g € {0,1}%, this allows to build a
round-by-round knowledge soundness state and an extractor for Construction 4.13 from those of
Construction 4.4. 0

5 An end-to-end BitZ-based SNARK over any finitely generated
ring

We present an example SNARK for constraints over finitely generated rings, using BitZ as PCS.
In our exposition we make several simplifying assumptions, for the sake of clarity. We discuss the
general case in Remark 5.2.

We emphasize that the main novelty is the PCS (Step 4 below). The techniques surrounding
the PCS, namely the PIOP, can be traced back to Zaratan and Zinc+ [AGK ™26, CHA24|, though
we allow for arbitrary finitely generated rings S (which neither work does) by modifying Zinc+’s
PIOP slightly. Because of this, we adopt an explanatory and intuitive tone in our presentation,
rather than delving into full formality.
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Let S be a finitely generated ring, for example S may be the integers Z, a prime field, a lattice
ring, a finite field extension, etc. For simplicity, for now let S be either Z or a finite field F (possibly
an extension field). If S = Z, then we assume a public parameter B specifying the maximum bit-size
of a witness element. We let S<p denote either the finite field F or the integer range [0..25 — 1].

In a proof system over a ring S, given a public vector x = x € S?, the prover wants to prove it
knows w =f € SiOB such that

pi(x,f) =0 in S for all i € [m], (50)

where p = (Pi)ig[m) s a public collection of polynomials with coefficients in S. For example, in an
R1CS constraint,

pi(x,f) = (A- (x,1))i- (B (x,1))i = (C- (x,1))i

where A, B,C are m x (t + {y) matrices over S.

Step 1: Commitment. The prover commits to f with BitZ, i.e. it sends a commitment to
Ence o Pack, o ma(bits(f)) over Fav, as in Step 1 of Section 2.2 (or of Construction 4.13).

Step 2: Projection to a finite field F. If S = Z, we perform the fingerprinting step of [CHA24].
Concretely, the verifier samples a random prime ¢ of ~ A bit size. Then the claim (50) is replaced
by

mq(Pi)(mg(x), mg(f)) =0  inF, for all 1, (51)

where 7, : Z — F denotes reduction modulo ¢, and 7,(p;) is p; with coefficients reduced modulo q.
If S = TF is a finite field, this step is skipped (unless we want to use the approach from Re-
mark 5.1).
Going forward, we abuse the notation and use the same symbol F to denote either the field I,
above or S if S is a finite field. We also let m denote either reduction modulo ¢, or the identity
homomorphism, respectively.

Remark 5.1 (Reducing the size of S, if necessary). If S is a prime field of very large size, one may
prefer to lift the initial polynomial constraints to Z first (between Step 1 and Step 2), and then
project onto a random prime field F of bit-size &~ A\ during the present Step 2. This can compress
the bit-size of the witness in the next steps by a very large factor.

To lift the constraints to Z, the prover publishes the integer values a; := lift(p;)(lift(x), lift(f))
for all 4, where lift is the natural lift from a prime field to integers. Then the initial constraints over
S are replaced by lift(p;)(lift(x), lift(f)) — a; = 0 in Z.

If S is a proper finite field extension (or any finitely generated ring), one can also lift constraints.
This time, one follows an approach similar to Step 3 of Section 2.2.

A scenario where this can be desirable is when proving lattice-type computations, where rings
are sometimes very large [CKIKS17].

Step 3: PIOP over F. Asin [CHA24, AGK 26, CXNB26], a PIOP is run over F, reducing (51)
to a linear claim over F or, if F is too small, to a field extension Fey; of F. The claim is of the form

<V7 7T(f)> =p in Fext, (52)

49



for some p € Feyt, v € Fﬁ?(t, where it is understood that Fe, = IF if the PIOP did not need to use a
field extension.

In general, if F is a prime field of &~ X bits (e.g. if we started with S = Z), then Feyy = F. The
field Fexr may be a proper extension if, for example, we started with .S being a small finite field,
and the PIOP had to use challenges in an extension of F to guarantee soundness.

We assume v admits a tensor decomposition v = v() @ v(? ¢ Fﬁgt. This is typically the case
since v is usually an “eq” vector, i.e. v.= (eq(b, 1)) {01184 for some r € Flf)’(%go. As explained
throughout the paper, this is leveraged crucially by the BitZ PCS.

Step 4: Opening with the BitZ PCS. The claim (52), together with the commitment to
Ence o Pack, o ma(bits(f)), is an instance of the relation RiinBitsRings(S; F,7) from Section 2.2 (or
of RiinBitsRings(Fgq) from Section 2.1 if § = F = F,), with the commitment of Step 1 as oracle.
Accordingly, prover and verifier prove it with the BitZ PCS.

Remark 5.2 (Handling of arbitrary finitely generated rings). We briefly outline how to handle the
case when S is an arbitrary finitely generated ring. The idea is the same as used in BitZ (Step 3 of
Section 2.2, or Round 1 of Section 4.3). In these steps, we lift a linear constraint over an arbitrary
finitely generated ring, to the free ring F' = Z[X1, ..., Xj], and then sample a random morphism
from F to a finite field, projecting the lifted constraints onto F. The same method is valid if instead
of starting with linear constraints, one starts with arbitrary polynomial constraints. One can use
Lemma 4.8 to derive the soundness of this step.

6 A GKR protocol for low entropy batched grand products

We now describe our instantiation of the GKR protocol for proving batched grand products, and
our prover optimizations when these have “low entropy”.

Remark 6.1 (Implementation and this paper). Our goal in this section is to explain the most
important optimizations used in our GKR grand product, and not to provide a detailed account of
the exact algorithm our implementation uses (which at this point may undergo further optimization).
Our implementation may not match 100% the optimizations described in this section.

The bulk of the work in BitZ (Constructions 4.4 and 4.13) is to reduce the claim over the binary
field Fov
I (" =1) - ma(fy) +1) =g €Fa,  forallje £ (53)
i€[¢1]

to an inner product claim of the form (v,m2(f)) = u over Fov, for some v € F%,, where here
f € {0, 1}£ C 7%, Recall that
=1y - L.

To fix intuition, in our instantiation (cf. Section A) we set £1 ~ 06, o ~ (04,

Cryptographically speaking, our protocol is simply a standard batched version of the GKR
protocol applied to grand products from [Thal3]. However, our implementation uses lookup tables
(i.e. preprocessed data), among other optimizations, to optimize the prover time of such protocol.
In particular, our techniques leverage the fact that the factors in (53) have low entropy, in the sense
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that for every ¢ € [¢1] and j € [(2], the i-th factor in the j-th grand product of (53) can take only
two values, depending on whether f;; = 1 or f;; = 0.

The optimizations we introduce apply to any (batched) grand product with low entropy factors,
and not only to the grand product in (53). They also work on any field. Because of this, we
describe a general protocol IOR that, given a finite field K; a bivariate polynomial p € K[Y, X|; and
dimensions ¢ = ¢ - {2, reduces triples from

Rpesat (K, p)
x = (y,p) € K x Ke??
_dy=1 1 pyi-gij) =y forall j € [63]

i€[t1]
w=g=(gy)jem €K/ | T

to triples in
x = (u,p) € K x K,
RLin(K) = y =1, <u7 g> =M
w=gc Khxk

One can additionally add an encoding f = Enc¢ o Pack,(g) as an oracle in the above relations
(matching the context in which we use the IOR), but our IOR does not make any use of it whatsoever,
hence we omit it.
In our instantiation, y; = g7 and p; = g/, where ~; and p; are the integers in (53).
We describe Il,eq now, and we explain our optimizations in Sections 6.1 to 6.3. We assume {1, £y
are powers of two:
0 =2 Uy =22,

We index [/1], [¢2] via elements of the hypercubes {0,1}",{0,1}"2, respectively.

Construction 6.2 (An IOR I,y from Rpesat(K, p) to Riijn(K)). Input. The prover and verifier
receive (y, pu) € K x K. The prover receives also g € K& <%,
Let L,, be a multilinear polynomial over K on 71 + ro variables such that

L, (b,c) =p(yb,8be) forall (b,c)e {0,1}" x {0,1}".

(Note that p may not be multilinear.) For i =0,...,71 — 1, let L; be a multilinear polynomial on
r9 + ¢ variables such that

Li(b,c) = L;11(0,b,c) - Lix1(1,b,c) for all (b,c) € {0,1}" x {0,1}"2.

1. The verifier sends a(®) € K. Both prover and verifier compute C©) := Lg(a(?)) (note that Ly
is the multilinear extension of g over K).

2. Fort=0,...,7 — 1:

(a) i-th sumcheck. The prover and verifier run the sumcheck protocol for the following claim:

cW = Z Li+1(0,b,¢) - Liy1(1,b,c) - eq(b, c; a'¥).
(b,c)e{0,1}¥x{0,1}"2
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At the end of the sumcheck protocol, the prover and verifier are left with a claim of the
form - 4 - |

Li+1(0, I‘I(::')7 rg)) — aé’L), Li—|—1 (17 rg)7 I‘S;l)) — agl) (54>
for some rg) € K¢, r) € K™ and aéi), agi) cK.

(b) i-th unification step. The prover and verifier unify the two claims from (54) into a single
one via the following standard procedure:

i. The verifier sends a random element 5*) € K.
ii. The claim (54) is replaced by

Lint (89,2 x8)) = 0D i= o (1= BO) + o - 8.

Let . N
ol = (80, x) £,

3. At this stage, the prover and verifier are left with the claim
Ly, (a™)) = ¢,
This claim is equivalent to

> P(Yb, 8b.c) - eq(b, c;al™)) = €, (55)
(b,c)e{0,1}"1 x{0,1}"2
If p(Y, X) is linear in X, then (55) is a linear claim on g. Namely, it is equivalent to
(u,g) =C ¢
for some u € K¢, ¢ € K. In this case, prover and verifier output
(x' = (u,C") +¢), L, w =g) € Run(K).

Otherwise, i.e. if p is not linear in X, prover and verifier run a sumcheck for the claim (55),
which results in MLE claims for y and g. The verifier checks the claim for y itself, and prover
and verifier output the MLE claim for g.

Below we discuss what p, u and C"1) + ¢ are specifically in our usage of Il,eq as a subprotocol
of Constructions 4.4 and 4.13, and how to keep the verifier succinct.

Using Il,q in BitZ and succinctness of the verifier. If p(yp,gbc) = (yb—1) 8bec+ 1 asin
Constructions 4.4 and 4.13, then

u=((yb— 1) eq(d; D))oy @ (eq(e; ™)) ecroiyra, CUV =00 1,

where (™) = (a(”’l), a(”’2)). In this case, to avoid having the verifier pay a linear cost, the verifier
constructs u®) := ((yp — 1) - eq(b;a(”’l)))be{m}m and u® := (eq(c; a(”’Q)))Ce{OJ}rQ separately,
and outputs these two vectors instead of u.

When used as a subprotocol of Constructions 4.4 and 4.13, after executing the GKR protocol
above (Construction 6.2), we use an IOP Tlopp to prove the linear claim (u,g) = C") — 1, with g =
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mo(bits(f)) and the verifier having oracle access to f = Ence o Pack, o ma(bits(f)). As we mentioned
(Section A), in our instantiation ITjgpp first runs a sumcheck, reducing the claim (u, 7o (bits(f))) =
C(") — 1 to an MLE evaluation claim of the vector ma(bits(f)) and of u. For the latter, we have,
letting 8 = (0(1), 9(2)) € K" 12 he the MLE evaluation point,

1(0) = uD © u@ (M, 0?) = aH(BM) . u@ (9@,

uD(OD) = 3" (yp—1)-eq(b;a™D) - eq(b;00),
be{0,1}71

u®(0?) = eq(0@; "),

and so the verifier can compute u(@) by itself in time O(¢;+/¢3). For the MLE claim on 7o (bits(f)), we
first use ring-switching [DP24] to reduce the claim to a batch of linear claims for Pack, o ma(bits(f)),
and then prove these with, e.g. WHIR or Ligerito.

Costs. In Table 7 we summarize the number of rounds, the proof size and the verifier work of
Construction 6.2 when used within BitZ as described above. These are standard costs corresponding
to a standard GKR construction. We discuss an optimized prover, and its costs, in the next
subsection. Recall that in our instantiations ¢; ~ v/¢ and {5 ~ \/Z, hence the verifier is succinct.

Rounds Proof (elements of K) | Verifier
Step 1 (batching) 1 - Oly)-K
Step 2, i-th sumcheck | i+ 19 3-(i+12) O(i + 7“2)
Step 2, i-th unification | 1 2 O(1)-K
Computing u™, u® - - O +45)-K
Total tred=1+171-72 + (ﬁ;l) 3-ted —T1 — 3 Oty + 45+ log f)-K

Table 7: Rounds, proof size and verifier work of Construction 6.2 for the polynomial p(Y, X) = (Y —1)- X 4+ 1 in
our deployment of BitZ. By N - K we indicate N operations in K. The proof size counts 3 elements per sumcheck
round. Using [Gru24| we send 2 elements per sumcheck round in our implementation.

The soundness errors of Construction 6.2 are as follows.

Lemma 6.3 (Soundness and completeness of Construction 6.2). Assume p(Y, X) is linear in X'
Then Construction 6.2 is a perfectly complete (14+r1r2+171(r1+1)/2)-round IOR from Rpesat(K, p)
to Riin(K). In it, the verifier makes no oracle queries, and the prover outputs the same witness g
that it received as input.

Additionally, Construction 6.2 extends in a natural way to an IOR from Rpesat (K, p,C, Pack,)
to Ruin(K, C, Pack,) (see Section 3.2 for these relations). For every § within the unique decoding ra-
dius of C, this IOR has round-by-round knowledge soundness with relazation (Rpgsat (K, p, C, Pack,)?,
Riin(K, C, Pack,)?), with error ro/|K| in the first round, 3/|K| in every sumcheck round, and 1/|K|
in every unification step.

Beyond the unique decoding radius, the same errors hold for the relations extended by an out-of-
domain evaluation claim as in Section B.2.

1 We focus on this case since it is the one in our instantiation. A generalization to arbitrary polynomials p(Y, X)
would add rounds and error terms corresponding to the sumcheck protocol mentioned at the end of Construction 6.2.
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We omit the proof of Lemma 6.3, since Construction 6.2 is a simple variation of the GKR
protocol. Round-by-round soundness of GKR is proved in [CCH"19], and the knowledge version
with relaxation follows as in [BCFW25, proof of Lemma 6.6].

6.1 A first prover optimization via lookup tables

We describe an initial optimization for Construction 6.2. In Sections 6.2 and 6.3 we build upon it
further. We assume g consists entirely of bits. Alternatively, the techniques discussed here would
also apply if the entries of g belong to a small subset of K.

Setup. We start with the following observation: for every (b,c) € {0,1}" x {0,1}"2, we have
8b.c € {0,1}, and so

. :
Yy, =0(¥b,1) ifgpe=1
L, (bu C) = p(yu gb,c) = .
' ©) p(yp,0) if gpe=0.

The values yg)),y](ol) do not depend on c. Hence the prover can set up a lookup table T, €

(K x K)1OL™ defined as
T [b) = (y,y)  forall b e {0, 1}

at the beginning of the protocol, and, whenever required, use it to obtain the values L, (b,c).
Concretely
L, (b,c) =T, [blgbc] forall (b,c)e{0,1}" x{0,1}".

In our instantiation, yf)l) = g7 and y](DO) =1 (cf. (53)). Hence additionally the prover precomputes

the elements g7 at the beginning of the protocol, before computing 75, .

The prover computes analogous tables for some of the other sumchecks executed during the
GKR protocol, as explained at the end of the present Section 6.1. During each such sumcheck,
the prover further uses extra tables, as we will explain next. Importantly, all these tables have size
independent of ¢o. This (among others, cf. Section 2.1.1) is one of the reasons why we use the tensor
decomposition structure, i.e. the split given by £ = ¢1 - £5, in Construction 4.4.

As we will see, the size of the tables grows doubly exponentially on the round number of sum-
check. It also grows doubly exponentially as one moves up the GKR layers (i.e. the tables in the
sumcheck corresponding to the i-th GKR layer have entries that are square the size of the entries
in the tables in the (i + 1)-th GKR layer).

First prover message in the last sumcheck in Step 2 of Construction 6.2. We start by
analyzing Step 2 with ¢ = r; — 1. In this step prover and verifier run a sumcheck for the claim

cm—1 — Z Ly, (0,b,¢) - Ly, (1,b,c) - eq(b, c; a'¥).
(b,c)e{0,1}7171x{0,1}2

This is the most expensive sumcheck of Construction 6.2 for the prover (if done naively), since it is
the sumcheck over the largest number of variables throughout Construction 6.2.
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For 1 < j < r; — 1, the j-th prover message in this sumcheck is, if p@) = (py,. .., pj—1) is the
vector of verifier challenges so far in this sumcheck,

hi(X) := Z Lrl(O,p(j),X,b,c)-Lrl(l,p(j),X,b,c)~eq(p(j),X,b,c;oz(i))
(b,c)€{0,1}m1 7177 x{0,1}"2

= Y > L (0,09, X,b,¢) - Ly, (1,09, X, b,¢) - eq(pt), b; ™) | - eq(X, c; al¥?))
ce{0,1}2 | be{0,1}71—1-J

= hje(X)

= D hje(X)-eq(X,c;a?),
cef{0,1}m2
where a®) = (a(i’l), Oé(i’Q)) c K12 x K21, Observe that

Ly, (0,09, X,b,¢) = (Ly, (0,07, 1,b,¢) = Ly, (0,p9),0,b,) ) - X + Ly, (0,09),0,b,¢),  (56)

because L, (0, pY) X b, c) is a linear polynomial, and the right-hand side in the above expression
is the line passing through the two evaluations of Lrl(O,p(j),X,b,c) at X =0and X = 1. An
analogous expression holds for L., (1, p9) X b, c):

Ly (1,p9, X,b,c) = (L,,l(1,p<j), 1,b,c) — LTl(l,p(j),O,b,c)) X 4 Ly, (1, p9),0,b,¢).  (57)

Writing w[b] := eq(p"), b; al®1), we obtain

hie(X)= Y (X2 A, + X - AP b, c] + A [b, <)
be{0,1}71— 17
where, '
A(()])[b,c] = Lrl(O,p(j),O,b,c) . Lrl(l,p(j),O,b,c) - w(b],
Agj)[b,c] = (LTI(O,p(j), 1,b,c) — Lrl(O,p(j),O,b,c)) (58)

. (Lrl(la P(]), 17b7 C) - LT’1 (17 p(])a O>b7 C)) ! w[b}

We do not describe Agj )[b, c| because the prover does not need to compute it, as we explain later.
Now, for j = 1, we have p(j) = 1, and hence each value L,,(e2,£1,b,c) can be obtained, when-
ever needed, by querying T}, [e2, €1, b] and selecting T}, [e2, €1, b][1] or T}, [e2, €1, b][0] depending on
whether g, ¢, b),c = 1 or 0. A consequence is that the coefficients themselves AS) [b,c] (k €{0,2})
can be obtained through lookup tables, as follows: we have

A(()l) [b? C] = TTl [07 07 b] [g(0,0,b),c] ’ Trl [L O> b] [g(l,(),b),c] ’ w[b]'

Hence
b Y10 @bl i goob)e=1 guob)e=1
1 y b] ifgoobec=1 8
A b, c] = { Tap TLop o oobhe T BLOD)
Yoo Yiop @bl 800w =0, 81ob)ec=1
(0)
b b [b] ( )

if 80,0,b),c =0, 8(1,0b),c =0



Thus the prover can precompute the table
Ty, € (KHOD = kA
given by

1 1 0 1 0 0
Ta,[b] = (y((),()),b : yg,()),b ~wlbl, Yoo Yi0p @bl y((),()),b : yg,()),b -wlb], Y((),g,b : Y§,3,b -wlb])

and use it to obtain any value A((]l)[b, c| for (b,c) € {0,1}172 x {0,1}" via a single read into T, .
The size of T},, again, does not depend on ¢, = 2". Building T4, requires at most 8- 2r—2 = gritl
multiplications and no additions.

We now explain how to obtain the values Agl) [b, c], again via the construction of a lookup table.
Note that Agl)[b, c] depends on the four bits g, b, €1,2 € {0, 1}, so our table needs 24 =16
entries per index b (as opposed to 4 as in T4, ). The prover computes the table Ty, € (K6){0:177
given by / /

Taslb) = ((v§ih — ¥8on) - (1755 — ¥i) - wib]) (59)

(wo,a1,2),24)€£0,1}4

so that Agl)[b, c| is the element

Agl) [b, c] = T4, [b] [g(o,o,b),c, £(0,1,b),c> &(1,0,b),c g(1,1,b),c}-

Building T4, takes at most 20 multiplications and 8 additions per index b'®. Le. at most 5 - 2"
multiplications and 2! additions in total. Once the tables have been computed, obtaining the
constant and the leading coefficients of hi(X), i.e. >y A(()l)[b, cjand ) Aél)[b, cl, costs 2 - 27172
table reads (one read per table Ta,, T4, per index b € {0,1}"172) and 2 - 2712 additions, for each
c € {0,1}™. In total, (passing over all ¢ € {0,1}"2) this amounts to at most £/2 table reads and
¢/2 additions for all ¢, and no multiplications. At this point, the prover has computed the constant
and leading terms of the polynomials hy ¢(X).

Using the “eq factorization” technique from [Gru24|, write eq(X, ¢; a(*?)) = eq(X; ) - eq(c; o),
where a(“?) = (a, @'). Then

hi(X) =eq(X;a)-t1(X) where t(X):= Zeq(c;a’) “hie(X).

Instead of sending hi(X), the prover sends t1(X). With the constant and leading terms of hy ¢(X)
computed for all ¢, the constant and leading coefficients of ¢;(X) can be computed by the prover
with 2 - 5 multiplications and additions (plus the O(¢3) cost of computing eq(c; ')). Additionally
we have C("=1) = h1(0) 4+ h1(1) = (1 — @) - t1(0) + - t1(1), and so the verifier can obtain #;(1) by
itself, which in turn allows it to obtain the linear coefficient of ¢;(X).

In Table 8 we record the total upper bound costs for computing h;(X). On the other hand, a
standard generic approach to compute hi(X) would require O(¢) = O(¢; - ¢2) multiplications and
additions, even if using the few sumcheck optimizations that apply in our settings. Crucially, we
note that our sumcheck features factors of full field bit size log |K|, which prevents us from using

’ "
15For the multiplications, there are 4 multiplications to compute the 4 elements by at b = (ygacf)b - yifg’)b) - w(b],

and then 16 more multiplications to compute (yégfll’)b - ygfgg) bt 2l b
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some known powerful optimizations when the factors are small, e.g. the univariate skip [Gru24] and
some optimizations from [BDDT25].

Our approach Standard /generic
Multiplications <841 +3-4 Oy - L)
Additions </ -62/24—3-61 + 34y @(51 -ﬁg)
Table reads {1 - £3/2, into tables of 5 - 1 field elements -

Table 8: The cost in field operations of the first sumcheck round of the last sumcheck (the most expensive one) in
our GKR protocol for batched grand products, cf. Construction 6.2, where £ = ¢1 - £2 = 2™ - 2" is the witness size.
In our instantiation ¢ = 2" = ¢°6 and ¢ = 272 ~ ¢°4 (Section A), and £ is the witness size.

Subsequent prover messages in the last sumcheck in Step 2 of Construction 6.2. Next
we focus on computing ho(X). Substituting X by the verifier’s first sumcheck challenge p; in
Eqs. (56) and (57), we have, for every € € {0,1}, b€ {0,1}"*=2 and c € {0,1}"2,

L, (g,p1,b,¢) = (L, (g,1,b,¢c) — L, (¢,0,b,c)) - p1 + Ly, (¢,0,b, c)
ay . _ (@ (1

v = (v v in) o v i Beobye = 1 8eipe =1
B yi,lf,’) = yf:?l),b - ygg,b p1+ yél&b if 8e0b)e =1 8e1,b)c=0
- yg) = yéll),b - yg,b “p1t yi?g,b if 8c0b)c =0, 8e1,b)e =1
yi?,g) = yi?f,b - yi?g,b “p1+ yi?&b if g(c0b)c =0, 8, 1,b)c =0

The idea now is that the prover can compute ho(X) in essentially the same way as hy(X), but this
time, instead of starting with the table

T =T, € (K2)OU™"  such that T, [b] = (y\”), y")) and Ly, (b,c) = T, [bllgb.e),  (b,c) € {0,1}7x{0,1}"2,
it starts with the table

T2 e (KHOU™ such that TP [e,b] = (v, v U0 vy D) for (e,b) € 0,1} x{0,1}7 2

for which we have, indexing the entries of Tr(f) [e, b] with the 4 values (1,1),(1,0),(0,1),(0,0),

LT’1 (E, P1, b, C) = TT(12) [57 b] [(g(s,O,b),ca g(s,l,b),c)]'

This allows the prover, when needed, to obtain L, (g, p1,b,c) for any ¢ € {0,1} and (b,c) €
{0,11172 x {0, 1}"2 with a simple read in 7.2
We now have, for (b, c) € {0,1}7173 x {0,1}"2,

AP b, c] = L,,(0,p1,0,b,¢) - Ly, (1, p1,0,b,c) - wb
= Tr(f) [O»O»b][(g(o,o,o,b),ca g(o,l,o,b),c)] 'T7“(12)[1a 0, b][(gu,o,o,b),mg(l,l,O,b),c)] - w[b]

where w[b] = eq(p1, b; a®V)) is the weight defined above for j = 2. Hence the elements A((]Q) (b, c]
can be obtained by querying a table

Tf(‘? c (K16){0,1}T1*3
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with
T[] = (12[0,0,b][x] - T[1,0,b][x'] - w[b])x xreqory2-

Similarly, Ag) [b, c] depends on 8 bits of the column ¢, and it can be read from the table T,(422) €
(K207 given by

TP b] = ((Tr(f) [0, 1, b][x1] — T2[0, 0, b] [x0] )

(T2, 1)) — T2[1,0,b]xj)]) - wb] )

XO,XLXE),X&G{OJ}Q.
In general, we denote by TXZ the table from which the values Ag ) [b, c] are read (so Tlglk) =Thq,).

This can be iterated in further sumcheck rounds, for computing h3(X), ha(X), etc. Concretely,
. j—1 r1—Jj+1
in the j-th round the prover uses the table T,«(f ) ¢ (KQQJ ){0’1} "7 Such that

Lrl (57 p(j)v b, C) = Tr(lj) [E, b] [(g(s,w,b),c)we{o,l}j—l} for all (57 b, C) € {0, 1} X {07 1}T17j X {07 1}T27

(60)
ie. Tr(lj)[s, b] contains the 22 possible values of L, (¢, p), b, c), one for cach value of the 29~
bits (g(c,w,b),c)wefo,1}-1 that it depends on. The prover obtains Tr(f) from Tr(ffl) in the same way
as we obtained T7§12) from T,,. Precisely, each entry of Tr(lj)[a, b is (1 — pj—1) - vo + pj—1 - v1, for an
entry vg of Tr(ffl)[a, 0,b] and an entry v; of Tr(ljfl)[s, 1,b].

The limitation is that the entries in the tables are vectors whose dimension is squared at each
round. More precisely, each further round squares the number of cases per index of every table,
but it only halves the number of indices. Hence, in practice we use lookup tables only in the first
few rounds of each of the last few sumchecks of the GKR protocol, and after that we execute the
sumcheck protocol normally.

The rest of the sumchecks in Step 2 of Construction 6.2. So far we have discussed the last
sumcheck from Step 2 of Construction 6.2, corresponding to the lower layer of the binary tree of
products of our GKR circuit for the grand products.

The sumchecks run for ¢ = r; — 2,7, — 3,... can be optimized in the exact same way as we did
for the last sumcheck (i = 71 — 1). In this case, instead of starting with the table T,ﬂ(l1 ), which at

each index contains the two values (yg)),ys)), one starts, for j :=r; — 1 — 4, with a table

Ty € (K200

where, for each b € {0,1}"77, the entry T;,_;[b] € K?” is a vector of 92’ containing all possible
values for the product of 27 factors (at positions specified by b) in the /5 grand products. Precisely,

T-bl={ [ y@w | e € {01} v €{0,1)
b’e{0,1}
Since T, _; has, per index, the square of the number of entries of T}, _;41, all subsequent tables
also have, per index, the square of the number of entries of the analogous tables from the (i 4 1)-
th sumcheck, and they require correspondingly more operations to compute, and possibly further
optimizations on top, as we describe in Section 6.2.
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6.2 Reducing table reads and avoiding some table precomputations via buck-
eting

Note that in Section 6.1 the prover performs O(¢) table reads, and keeps full tables in cache for
every sumcheck round where a table is used. We now describe an optimization that reduces the
number of table reads to O(¢;), and allows to compute some table entries “on-the-go”, meaning that
we do not need to precompute the full table and store it in cache. These optimizations were found
by an AI when optimizing our prover and are reminiscent of Pippenger’s MSM algorithm [Pip80].

The polynomial hi(X). We start by discussing how the prover computes the first message hi(X)
of the “biggest” sumcheck of the GKR protocol. Recall that, instead of sending h;(X) it suffices that
the prover send ¢1(X). To do so, it only needs to compute the constant and the leading coefficients
of t1(X), i.e. it only needs the elements

1(0) = > ea(cia) APl hi(o0) = > ea(c;a)-A3 b, e,
(b,c)€{0,1}7172x{0,1}2 (b,c)€{0,1}7172x{0,1}"2
(61)
where t1(0c0) is a convention notation for the leading coefficient of #1(X). Recall also that, in
Section 6.1, the values A(()l)[b7 c|] and Agl) [b, c] are read from the vectors T4, [b] and T4, [b], at the
entries selected by (some of) the four bits

Xb.e ‘= (8(0,0,b).c>8(0,1,b).c>&(1,0,b).c>&(1,1,b).c) € {0, 1}

For readability, we write these entries as T4, [b][Xb.c| and T, [b][xpc], even though T4, [b] only
depends on the first and third bits of xp, ¢.

Instead of computing ¢1(0) and ¢;(o0) by going through all indices (b, c) and computing the
terms in (61) for each index, we rewrite (61) as follows (we focus on t1(00) only, with ¢;(0) being
analogous):

)= > Y ealga)-AY[b,d]

be{0,1}7172 x€{0,1}* c€{0,1}"2: xp, c=%x

= > > S egled) Tablxl= Y Y Tublx] - Hylx,

be{0,1}7172 x€{0,1}* c€{0,1}"2: xp, c=%x be{0,1}71-2 x€{0,1}*

where Hp[X] := > ccrg1)m2 xp.o—x €4(C; ). We call the values Hy,[x] “buckets”. The values Hy,[x]
can be precomputed and cost ¢/4 additions in total, and no multiplications.

Hence t1(00) can be computed by making 27172 . 2% = 4 . /; reads into the table T4,, and
performing the same amount of multiplications and additions. Even more, with this strategy, each
entry T4, [b][x] of the table T4, needs to be accessed at most once. Hence the values T4, [b][x] can
be computed “on-the-go” when they are needed, and discarded afterward, rather than precomputed
and kept in cache. In contrast, in Section 6.1, each entry T'4,[b][x] of T4, is read once for every
c € {0,1}" with xp . = x. Hence in Section 6.1 the values T, [b][x] are used, in general, more
than once, and thus computing and discarding them right away is wasteful.

Subsequent sumcheck rounds and GKR layers. The same idea applies to the next messages
of sumcheck. For example, in the second round of the “biggest” sumcheck (i.e. after the round
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discussed above) the entries in the tables Tfo) and Tii) are each one a vector of 2* and 28 elements,

respectively. These vectors are indexed by elements from {0,1}* and {0,1}%. We can now apply
the same strategy as above, except that now we have x range over {0,1}® instead of {0, 1}*.

This optimization is beneficial as long as we can index x over {0, 1} with 2! < {5 = 2" i.e. as
long as the corresponding table has entries that are vectors of dimension 2¢ < 272. This is because
the amount of multiplications, table reads, and additions performed is a multiple of 2¢. In practice
this constrains us to t € {2,4, 8}.

For coefficients where the corresponding table would have entries of dimension 216 (¢ = 16), and
thus x would be indexed over {0,1}'6, we use the following approach, which we illustrate with an
example. We focus on the third round of the last sumcheck (i.e. the “biggest” sumcheck). In that
round, the prover must compute the constant and the leading coefficient of ¢3(X). Computing the

leading coefficient ¢3(c0) of t3(X) as done above would require using the table T’ (32) , whose entries

216 and we would compute it as

tsco) = > > T[] Hylxl.

be{0,1}71-4 x€{0,1}16

have dimension

Instead, we proceed as follows. Using that Aég) [b,c] = (Lr1 (0, p3) 1. b, c) — L, (0, p.0,b, c)) .
(Lm(l,p(:s), 1,b,c) — Ln(l,p(?’),O,b,c)) -w[b] (see Eq. (58)), we have

ts(o0) = > eq(c; a) - A3 b, ]
(b,c)€{0,1}7174x{0,1}2
= Z wlb] - eq(c; ') - Z (=1 . L, (0, p®,e,b,c) - L., (1, p . b, c),
(b,c)€{0,1}71=4x{0,1}"2 e,e’e{0,1}
(62)
where w[b] is the weight defined in Section 6.1, for j = 3. Now, for each ¢, k € {0,1},
Lm (kv p(3) €y b7 C) = Tr(lg) [k7 & b] [Xk,s,b,c}v where Xkeb,c ‘= (g(k,w,s,b),c)w6{0,1}2 € {07 1}47

and T,gf’) is as in (60) taking j = 3. Hence, for each ,&’ € {0,1}, the product L,, (0, p®, e, b, c) -
L. (1, p) &' b, c) is determined by the 8 bits (X0,e,b,c) X1,¢/ bc). Now we rewrite (62) as follows.
For brevity we write w[b] = wp and eq(c; &) = eq,.

t3(o0) = > wpredes Y (=1 T[0,e,b][x0ep.c] - T, bl[x1e )
(b,c)€{0,1}71-4x{0,1}72 e,e'€{0,1}
= D> wy Y (Y S T00,e,b][x] - TP 1€, b][x] - eq,
be{0,1}71—4 e,e’e{0,1} x,x'€{0,1}4 c€{0,1}"2 :

X0,e,b,c=X
)
X1,e! b,c=X

= Z Whp - Z (_1)8+€/ Z Tr(lg) [07 & b] [X] ' Trgf) [17 5/7 b] [X/] ’ Htg)sl [X7 xl]

be{0,1}71—4 e,e’e{0,1} x,x'€{0,1}4
where
!
Hif [x,x] = Z eq(c; a’).
ce{0,1}72 :

X0,e,b,c=X
J—
xl,s’,b,cfx
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Now the prover computes all the values Hf;e, [x, %], and then obtains t3(c0) using the expression of

ts(o0) given above. With this approach we avoid using the table Tﬁ), whose entries have dimension

216,

Overview of optimizations and tables used at each round and sumcheck of GKR. In
the biggest sumcheck, we use the bucketing optimization in Rounds 1, 2 and 3. In Rounds 4 and
5 bucketing becomes too expensive, and then we use an approach similar to the one in Section 6.1,
where we do compute and store tables in full (since their entries are used several times during the

rounds). Concretely, in Round 4 we store the table Tr(f ) of (60), whose entries have dimension 2%.
The rest of tables in Rounds 4 and 5 would be too large (they would have entries of dimension

> 216) " and because of it their entries are computed from entries from Tr(14 ) (we omit the details).
The rest of rounds are proved via standard methods.

The scenario is analogous for the second last, third last and fourth last sumchecks. The main
difference is that we use bucketing only in the first 2, 1 and 0 rounds, respectively, and we use
the tabular approach mentioned above for the next 2 rounds. The rest of rounds, and all other
sumchecks, are proved via standard methods.

Our implementation uses further optimizations, which we do not discuss in detail. For example,
we adapt [BDDT25, Algorithm 3| to our setting.

6.3 Reducing transpositions when forming table indices

In all our techniques discussed so far, for each coefficient of each prover message where our opti-
mizations are used, the prover has to compute a string of < 8 bits xp ¢ (0r Xj b ) for each b, c
ranging in a set of the form {0,1}"~% x {0,1}"2, for some ¢ (with ¢ depending on the specific coef-
ficient being computed). If done naively, as we explain below, computing these strings is a costly
procedure. Indeed, prior to optimizing it, computing these strings amounted to at least 25% of the
GKR prover time at £ = 228, and more for larger witnesses. In this section we explain a method for
reducing this cost by a factor of around 5.

The naive approach to computing xp . In our implementation, we look at g € {0, 1}41”2 as
a 2™ x 2" matrix of bits. We store g using 64-bit “horizontal” words, i.e. in our memory layout, we
arrange g as a collection of 64-bit words obtained by splitting each row of g into 64-bit consecutive
words. On the other hand, each string xy, . consists of at most 8 bits placed on the c-th column of
g, e.g. in our example in Section 6.2 we had

Xbe = (8(0,0,b),c>8(0,1,b).c: E(1.0.b).c> 8(1,1b)c) € {0, 1},

Hence, to construct xp ¢, one needs to access < 8 of the 64-bit words, transpose them (a costly
step), and select a row of the resulting transposed data.

This needs to be done for the majority of indices b, ¢, and for all coefficients of prover messages
where we seek to use our optimizations. Concretely, Rounds 1, 2 and 3 of the last sumcheck require
computing 6 polynomial coefficients in total. Rounds 1 and 2 of the second last sumcheck require
4, and Round 1 of the third last sumcheck requires 2. This amounts to computing 21 batches of
strings Xp ¢ (one per coefficient, except for the leading coefficients of Round 3 of the last sumcheck,
Round 2 of the second last sumcheck and Round 1 of the third last sumcheck, which need four
batches each, one per pair (g,£')), with (b, ¢) running over a set of size between £/16 and £/4.
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Optimization. Continuing with the example xp, ¢ = (8(0,0,b),c> 8(0,1,b),c> &(1,0,b),c> &(1,1,b),c) above,
observe that for every (b,c) € {0,1}"72x{0,1}"2, the string xp, . depends exclusively on the entries
of g placed in the column ¢ and on rows that differ in the first two coordinates. Similarly, all other
strings xp ¢ (and Xy . pc) depend only on the bits placed on the c-th column of g and on rows that
differ exclusively in the first 4 coordinates.

With the above observation in mind, the optimization has the prover precompute the 16-bit
words

Nb,c] = (gwb).e)yweorys € 10: 136 forall (b,c) € {0,1} 7% x {0,1}".

Now, every time a string Xy, ¢ Or Xj .1 ¢ needs to be formed, it suffices to take the word N[b” ],
where b” € {0,1}"7% consists of the last r; — 4 coordinates of b (or (k,e,b), respectively), and
select an appropriate subset of bits from it.

Building N has roughly the same costs as computing one single batch of strings xy, ¢ naively. In
practice we observe that this optimization speeds up the cost of forming the indices xy, o by 4-6.5
times, leading to a speedup of the BitZ-PCS prover of between 20% and 30% depending on the
witness size (£ = 228 and £ = 23° respectively).

7 Experiments

We implement the BitZ PCS (Construction 4.13) and an end-to-end proof system, called BitZ-
SNARK, for integer R1CS constraints, as described in the introduction (Section 1.1) and in Section 5
(note that BitZ can be used to prove much more general constraints, such as the ones in Zinc+
[AGK™26], cf. Remark 5.2).

Our BitZ-PCS is instantiated with Reed-Solomon codes over For = [Fyi2s of rate 1/2 or 1/8.
As backend of BitZ we use the Ligerito implementation from Flock [BRW26| (commit e636760,
with local modifications) with folding arity 4. We set our experiments to 100 bits of round-by-
round knowledge soundness'®, except in the Limber [CXNB26] comparison, cf. Section 7.2, where
we target 114 bits to match Limber’s implementation.

When targeting 100 bits of round-by-round soundness we use the Johnson bound as proximity
parameter, and perform out of domain sampling. When targeting more security (in Section 7.2) we
use the unique decoding radius. Further instantiation details are given in Section A.

The Binius configuration suite. When comparing against Binius64 (commit c28940a, with
local benchmarking patches), we use four configurations: Binius64 as in its repository, with rates
p =1/2 and p = 1/8 and with proximity parameter within the unique decoding radius. We call
this “Binius (UDR) p”. The original Binius64 repository uses Basefold [ZCF23] as its PCS. We also
experiment with Binius64 using the same Ligerito instantiation as the one we use in BitZ. In this
case we use the Johnson bound as the proximity parameter, add out of domain sampling, and call
the resulting scheme “Binius (Johnson) p”.

16This means that the largest round-by-round knowledge soundness error of the protocols is at most 27109,
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Prover (ms) Verifier (ms) Proof Peak mem.

Bits N Scheme 1 thr 10 thr 1 thr 10 thr (KB) (GB)
32 2!9 BitZ-SNARK, rate 1/2 181 56.2 279  3.16 212 0.250
BitZ-SNARK, rate 1/8 236 65.8 2.68 3.08 139 0.315

Binius (UDR), rate 1/2 867 272 205 896 472 3.67

Binius (UDR), rate 1/8 1062 313 202 877 330 3.93

Limber (Brakedown) 4436 1359 268 221 12278 3.66

Zinc+, rate 1/4 2833 809 30.9 145 1791 1.23

64 29 BitZ-SNARK, rate 1/2 346 99.9 453 4.86 227 0.450
BitZ-SNARK, rate 1/8 452 122 4.14 4.41 147 0.586

Binius (UDR), rate 1/2 871 272 158 7.24 472 3.17

Binius (UDR), rate 1/8 1063 313 154 713 330 3.41

Limber (Brakedown) 7510 2062 334 247 19011 4.91

Zinc+, rate 1/4 5716 1414 32.5 14.8 3088 2.55

128 29 BitZ-SNARK, rate 1/2 600 169 4.89 5.24 273 0.726
BitZ-SNARK, rate 1/8 843 221 4.63 4.86 188 0.993

Binius (UDR), rate 1/2 3748 1171 123 340 559 15.7

Binius (UDR), rate 1/8 4519 1342 122  34.9 383 16.0

Limber (Brakedown) 17144 4530 414 324 36678 9.47

Zinc+, rate 1/4 11384 2704 354 15.9 5548 4.51

Table 9: Costs of proving N multiplications z - y = 2z for random 32-, 64- and 128-bit nonnegative integers x and
y (so that z has twice the bit-size of z and y). This is an excerpt of Tables 15 to 17. 100 bits of round-by-round
knowledge soundness. Ran on a MacBook Air M5, 24 GB, CPU only.

Non-comparisons. The recent paper Flock [BRW26] builds upon the Binius64 scheme, and man-
ages to prove over 300k SHA-256 compressions (and other hashes) per second on ten cores of an Ap-
ple M4 Max. Several of the innovations and optimizations of Flock have already been incorporated
in the Binius64 repository. Flock was built with the purpose of proving many hash compressions in
mind, while Binius64 is designed to prove much wider classes of computations. Because of this, we
do not include comparisons with Flock, i.e. because Flock does not immediately support proving
the computations we test BitZ on.

We make no claim that BitZ-SNARK is competitive with Flock or Binius64 for the purpose of
proving a large amount of hashes (besides offering a simpler arithmetization via the CM relation
from Eq. (25)). Indeed if seeking raw performance, Flock or Binius64 is, as of now, better suited
for that task.

There is a series of works on anonymous credentials that prove computations similar to SHA-
256 followed by ECDSA signature verification [Fas24, KS25]. These works, additionally, prove
JSON/CBOR document parsing, and are zero-knowledge. Because we do not support the latter at
the moment of writing, we do not compare against them.

Repositories. Our PoC repository can be found in https://github.com/albert-garreta/BitZ-
PoC. Reported benchmark numbers correspond to this PoC implementation. Our WIP production-
grade repository is at https://github.com/worldfnd/BitZ.
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Usage of AI. There are two implementations of Iftwoz, a PoC one (https://github.com/
albert-garreta/BitZ-PoC), and a production-grade one (https://github.com/worldfnd/BitZ).
The benchmark results correspond to the PoC implementaion. In its current state, the PoC imple-
mentation was obtained from the production-grade one, after adding a few missing steps (grinding,
out of domain sampling, machinery around random primes), and then asking an Al to optimize the
prover without changing the verifier. We then reviewed and refactored the results. The production-
grade version is being implemented via traditional methods, with mild and controlled usage of Al,
and is not optimized as of now.

We heavily used Al in early stages of the project, to gauge the practical feasibility of our protocol
and various optimizations. The corresponding code is preserved in the PoC repository, but for the
most part is no long part of the main branch.

Additionally, Al was used to prepare the benchmarks in other repositories, which underwent
revision by us. It was also used to run the benchmarks and organize the results into the tables in
this section.

7.1 Raw performance of the BitZ PCS for the core LinBitsRings relation

In Table 10 we measure the performance of Construction 4.4 for proving the Core LinBitsRings
relation RyinBitsRings({0, 1}, 7, Fy, C). Namely, we prove that (v,f) = p over [, for a vector of £ bits
f, and v € Fg,,u € F,. We choose |F | < (228 — 1)/¢1, so that Round 1 of Construction 4.4 does
not trigger. The proximity parameter is set at the Johnson bound, so Round 0 (OOD sampling) is
executed. In later experiments, Round 1 also triggers.

We set ¢1 = 2[0671=1 and ¢ - 5 = ¢ (Section A).

Prover steps, 10 thr (ms) Prover total Verifier (ms)  Proof size (KB)  Mem.

¢ Commit Grand prod. Ring s. Lig. 1 thr 10 thr 1 thr 10 thr Non-Lig. Lig. Total (GB)
220 0.40 261 047 1.08 7.31 4.96 0.82 0.93 17.3 84.1 102 0.013
2% 0.54 3.57 058142 12.0 6.63 1.08 1.21 18.2 92.8 111 0.019
222 0.68 524 0.801.39 17.1 8.90 1.46 1.72 19.2 103 122 0.029
2% 1.21 6.83 1.02 243 24.3 124 1.51 1.86 27.7 120 148 0.046
224 1.76 109 1.54 3.69 47.3 19.3 2.22 2.68 28.7 133 162 0.082
2% 2.59 17.3 220 4.78 79.9 28.3 2.42 2.90 45.8 144 190 0.145
2%6 4.70 31.8 3.66 5.88 151 48.6 3.38 3.86 46.6 162 209 0.277
227 7.96 60.8  6.00 8.09 298 87.2 5.72 6.24 476 176 224 0.547
2%8 14.8 112 937 125 537 153 6.02 6.64 81.2 190 271 1.001
2% 32.7 221  18.0 22.2 1094 302 9.95 10.3 82.0 210 292 1.994
230 61.3 412 39.7 382 2121 561 11.1 11.3 148 225 373 4.034
231 133 829  74.6 72.8 4271 1128 21.0 20.9 150 238 388 8.051

Table 10: Cost of BitZ (Construction 4.4) for committing to £ = 2™ bits, n = 20,...,31, and proving one claim
(v,f) = p over F,. Configured for 100 bits of round-by-round knowledge soundness. The grand product column
comprises Phase 3 of Construction 4.4. The ring switch and Ligerito columns comprise Phase 4. The Non-Ligerito
proof size is comprised of the p; values in Round 2 of Construction 4.4, the GKR and sumcheck messages, and the
ring-switch messages. The ring switch step includes an initial sumcheck that transforms inner product claims to
MLE evaluation claims. “Lig.” stands for Ligerito, “Mem.” stands for peak memory, and “Ring s.” for ring switch.
Measured on a MacBook Air M5, 24 GB, CPU only.
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7.2 RSA accumulation and Poseidon hashing

We compare Limber [CXNB26] (commit 853c6c4), Zinc+ [AGK'26] and our BitZ-SNARK (Sec-
tion 5) on proving the same circuit as in the Limber paper. This consists in verifying four ex-
ponentiations modulo a 2048-bit RSA modulus, with 352-bit exponents, plus a Poseidon-based
hash-to-prime evaluation (see Section 7.1 of [CXNB26]). We take the corresponding R1CS con-
straint over the integers from the Limber repository. See Section 1.3 for further details on Limber,
Zinc+, etc.

We set BitZ at 114 bits of security, matching Limber'”.

Scheme Prover (ms) Verifier (ms)  Proof

1 thr 10 thr 1 thr 10 thr (KB)
BitZ-SNARK 129 42.0 7.5 8.7 269
Zinc+ 1874 045 16.1 12.0 1272
Limber (Brakedown) 1051 548  38.7 379 5769
Limber (Hyrax) 1108 354 33.8 20.3 175
Arkworks/Garudal 231000 - 25 - 7.2
MultiSwap-xJsnark” 88500 - 2 - 0.2

Table 11: Proving one MultiSwap [OWWB20] computation (four exponentiations modulo a 2048-bit RSA modulus,
with 352-bit exponents, plus a Poseidon-based hash-to-prime evaluation). The first four schemes prove the same
R1CS constraint over the integers, taken from [CXNB26], and were run on a MacBook Air M5 24 GB, CPU only.
“Thr” stands for “threads”. The first four schemes achieve 114 bits of round-by-round knowledge soundness. The
Zinc+ proof compresses to 847 KB with zstd. T Quoted from [CXNB26] and not measured here.

7.3 SHA-256 hashing followed by ECDSA signature verification

We experiment with proving the SHA-256 hash of a message of a few KB followed by an ECDSA
signature verification on the message digest. This is a common application of proof systems in
anonymous credentials (though notice that BitZ currently does not support zero-knowledge). We
arithmetize the computation as an integer R1CS constraint with Fo-virtualization (Section 2.4), i.e.
as an instance of RRr1cs_bits—virtual (Z). The SHA-256 constraints in particular are an instance of the
CM relation from Eq. (25), obtained using the methods from Lemma 2.5.

We benchmark BitZ both for proving SHA + ECDSA verification over the curve P-256 and
over secp256kl. In the latter case, we compare BitZ-SNARK with the Binius64 [Bin26| suite. To
do so, we compose two circuits in the Binius64 repository, one for SHA-256 and one for ECDSA
verification (on the secp256kl curve). Binius64 does not include a circuit for ECDSA verification
on P-256, and hence we do not benchmark it.

For ECDSA over secp256kl, the BitZ circuit matches mathematically the circuit in Binius64,
i.e. we prove the same sequence of secp256k1 operations, with these operations being arithmetized
over Z in our case. This arithmetization was produced with AI, while the rest of arithmetizations
for SHA and for ECDSA verification over P-256 were obtained from a lean specification, see https:
//github.com/reilabs/freigen/blob/324935e/Freigen/Circuit/Examples/Sha256.1lean

Limber states in the paper that it achieves 128 bits of security, but its fingerprint step only achieves 114 bits of
security in the implementation, because the random prime sampled to perform the fingerprint is of 128 bits, and no
other measures (like, say, grinding) are taken.
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We emphasize that, as done in the next experiment, when seeking to prove a large amount of
hashes, it is in general preferable to arithmetize the hash over a binary field and follow the approach
described in Section 7.4. If one wishes for small proofs, or natural arithmetizations, one then may
arithmetize SHA as a CM instance (Eq. (25)).

Witgen Prover (ms) Verifier (ms) Proof Peak mem.

Message Scheme (ms) 1thr 10 thr 1 thr 10 thr (KB) (GB)
960 B BitZ-SNARK, rate 1/2 235 33.0 16.8 3.25 3.77 108 0.770

24 comp. BitZ-SNARK, rate 1/8 233 314 16.8 3.09 3.59 64 0.792
1984 B BitZ-SNARK, rate 1/2 245 30.2 16.4 3.17 3.72 108 0.787
2% comp. BitZ-SNARK, rate 1/8 2.42 32.0 17.0 3.10 3.71 65 0.791
4032B BitZ-SNARK, rate 1/2 2.22 42.6 19.9 342 3.93 121 0.792
26 comp. BitZ-SNARK, rate 1/8 2.24 428 204 3.25 3.76 72 0.792
8128 B BitZ-SNARK, rate 1/2 232 47.7 221 334 384 121 0.775
27 comp. BitZ-SNARK, rate 1/8 2.30 520 232 3.22 3.75 72 0.793

Table 12: Costs of proving a SHA-256 hash of a message m, and then proving correct verification of a P-256 ECDSA
signature on the resulting digest. Below message sizes we record the corresponding number of SHA-256 compressions
(comp.). Set at A = 100 bits of round-by-round knowledge soundness. Ran on a MacBook Air M5, 24 GB.
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Witgen Prover (ms) Verifier (ms) Proof Peak mem.

Message Scheme (ms) 1 thr 10 thr 1 thr 10 thr (KB) (GB)
960 B BitZ-SNARK, rate 1/2 1.99 333 16.7 298 3.54 109 0.783

24 comp. BitZ-SNARK, rate 1/8 1.96 32.1 171 2.85 3.34 65 0.801
Binius (UDR), rate 1/2 6.32 76.0 38.0 4.82 341 331 0.382

Binius (UDR), rate 1/8 6.22 894 40.7 4.71 3.28 250 0.382

Binius (Johnson), rate 1/2 6.19 81.2 40.3 5.73 448 353 0.398

Binius (Johnson), rate 1/8 6.25 102 441 535 395 187 0.407

1984 B BitZ-SNARK, rate 1/2 2.11 36.0 17.4 3.03 3.60 108 0.782
2% comp. BitZ-SNARK, rate 1/8 2.05 33.8 179 3.01 3.54 65 0.786
Binius (UDR), rate 1/2 6.24 76.7 37.0 5.01 3.52 331 0.409

Binius (UDR), rate 1/8 6.53 90.0 40.5 486 3.37 250 0.416

Binius (Johnson), rate 1/2 6.21 82.6 39.7 5.89 447 352 0.433

Binius (Johnson), rate 1/8 6.36 102 438 5.50 4.05 189 0.441

4032B BitZ-SNARK, rate 1/2 191 38.8 19.0 3.20 3.72 120 0.802
26 comp. BitZ-SNARK, rate 1/8 1.86 46.1 20.8 3.00 3.49 72 0.802
Binius (UDR), rate 1/2 6.35 79.3 382 546  3.75 331 0.390

Binius (UDR), rate 1/8 6.46 92.6 41.1 528 3.59 250 0.410

Binius (Johnson), rate 1/2 6.24 872 40.5 6.37 478 353 0.413

Binius (Johnson), rate 1/8 6.43 993 439 597 427 187 0.434

8128 B BitZ-SNARK, rate 1/2 1.93 47.0 21.7 3.12 3.71 120 0.803
27 comp. BitZ-SNARK, rate 1/8 1.96 50.5 224 2.95 3.46 72 0.787
Binius (UDR), rate 1/2 6.53 832 39.0 6.12 4.29 331 0.447

Binius (UDR), rate 1/8 6.54 965 429 599 397 250 0.463

Binius (Johnson), rate 1/2 6.51 925 428 699 516 353 0.470

Binius (Johnson), rate 1/8 6.73 104 446 6.60 4.71 188 0.484

Table 13: Costs of proving a SHA-256 hash of a message m, and then proving correct verification of a secp256k1
ECDSA signature on the resulting digest. Below message sizes we record the corresponding number of SHA-256
compressions (comp.). Set at A = 100 bits of round-by-round knowledge soundness. Ran on a MacBook Air M5,
24 GB.

7.4 Modular multiplications and bit operations (mod 23* multiplication and
SHA-256 hashing)

We prove simultaneously a large chain of SHA-256 compressions, together with a large amount of
multiplications modulo 232. In this experiment, contrary to the previous one, SHA-256 is arithme-
tized over a binary field, using the R1CS constraint from Binius64 [Bin26]. The modular multiplica-
tions are arithmetized as an R1CS constraint over the integers, where each modular multiplication
x -y =2z mod 232 is expressed as an integer constraint of the form x -y = z + 232 - u, where u is a
new integer witness.

This is an artificial circuit. For example, the mod 232 integers are not related in any manner to
the SHA-256 compressions. We see it as a proxy of computations that require many bit operations
and integer /modular multiplications, e.g. RISC-V derived computations. The cost of “gluing” wit-
ness elements between one type of computation and another, both in BitZ-SNARK and Binius64, is
essentially non-existent, because both schemes commit to all the bits of witness elements separately,
and these can be interpreted as integers or binary field elements freely.
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Our end-to-end BitZ-SNARK is a hybrid construction combining the PIOP over Z from Sec-
tion 5, together with the Binius64 PIOP over binary fields, as described in Section 2.4.1. To
arithmetize modular multiplication in Binius64 we use an approach similar to that for multiplying
32-bit integers, explained in Section 7.5.

We measure computations where the witness bits are evenly split between SHA hashing and
modular multiplication. If we kept the hashing fixed and removed the modular multiplications alto-
gether, our hybrid prover would in theory just be running Binius64 (in practice the two benchmark
harnesses still differ slightly). Conversely, reducing the amount of hashes and keeping the amount
of modular multiplication constant would bring the experiment closer to the one where we multiply
32 bit integers (in both BitZ and Binius, 32-bit integer multiplication and multiplication modulo
232 are proved through essentially the same circuits).
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Prover (ms) Verifier (ms) Proof Peak mem.

N M Scheme 1 thr 10 thr 1 thr 10 thr (KB) (GB)
915 97 BitZ-SNARK, rate 1/2 35.4 19.3 297 336 181 0.178
BitZ-SNARK, rate 1/8 46.3  20.5 2.75 3.19 110 0.186
Binius (UDR), rate 1/2 70.9 374 334 325 324 0.407
Binius (UDR), rate 1/8 85.1 40.6 3.14 3.05 243 0.414
Binius (Johnson), rate 1/2  74.8 394 4.04 4.00 345 0.424
Binius (Johnson), rate 1/8 92.0 422 358 3.49 181 0.432
216 28 BitZ-SNARK, rate 1/2 57.1 26.0 459 450 208 0.308
BitZ-SNARK, rate 1/8 69.6 284 4.46 428 126 0.317
Binius (UDR), rate 1/2 130 56.3 588 392 356 0.627
Binius (UDR), rate 1/8 160 622 570 3.67 260 0.673
Binius (Johnson), rate 1/2 139  59.4 6.70 4.94 358 0.813
Binius (Johnson), rate 1/8 165  64.8 6.24 4.24 185 0.698
217 29 BitZ-SNARK, rate 1/2 108 38.4 792 550 229 0.598
BitZ-SNARK, rate 1/8 133 43,5 7.57 4.94 137 0.624
Binius (UDR), rate 1/2 254 954 109 520 388 1.60
Binius (UDR), rate 1/8 315 109 107 521 284 1.63
Binius (Johnson), rate 1/2 258 103 119 7.18 369 1.72
Binius (Johnson), rate 1/8 321 108 115 578 194 1.72
218 210 BitZ-SNARK, rate 1/2 199 629 135 6.35 271 1.12
BitZ-SNARK, rate 1/8 263 754 13.3 6.12 169 1.18
Binius (UDR), rate 1/2 507 173 20.8 742 432 3.20
Binius (UDR), rate 1/8 627 200 206 6.83 306 3.27
Binius (Johnson), rate 1/2 507 174 215 8.04 392 3.48
Binius (Johnson), rate 1/8 616 198 21.1  7.65 208 3.50
219 211 BitZ-SNARK, rate 1/2 390 108 254 9.66 293 2.44
BitZ-SNARK, rate 1/8 529 135 25.2 9.37 180 2.54
Binius (UDR), rate 1/2 1017 322 43.6 149 472 5.25
Binius (UDR), rate 1/8 1227 375 443 151 331 6.34
Binius (Johnson), rate 1/2 1017 338 442  16.2 406 6.00
Binius (Johnson), rate 1/8 1225 377 440 156 215 6.07
920 912 Bit7 SNARK, rate 1/2 794 208 489 155 314 4.87
BitZ-SNARK, rate 1/8 1040 258 48.6 15.1 188 5.09
Binius (UDR), rate 1/2 1980 632 85.2 265 519 11.1
Binius (UDR), rate 1/8 2405 714 86.5 25.1 356 11.9
Binius (Johnson), rate 1/2 2011 643 85.5 26.7 419 11.6
Binius (Johnson), rate 1/8 2429 721 87.2 272 222 12.5
221 213 BitZ-SNARK, rate 1/2 1509 398 94.5 26.2 377 9.64
BitZ-SNARK, rate 1/8 2109 514 94.5 25.4 239 10.1

Binius (UDR), rate 1/2 - - - - - -
Binius (UDR), rate 1/8 - - - - - -
Binius (Johnson), rate 1/2 - - - - - -
Binius (Johnson), rate 1/8

Table 14: Cost of proving N multiplications modulo 23* and M = N/256 chained SHA-256 compressions. The
choice of N and M is done so that both types of workloads (modular multiplication and SHA-256) amount to roughly
the same number of witness bits. Configured at A = 100 bits of round-by-round knowledge soundness. Ran on a
MacBook Air M5, 24 GB, CPU only.
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7.5 Integer multiplication

We measure the cost of proving N integer multiplications of the form z -y = z, for x,y random
t-bit integers, and z a 2 - t-bit integer, for ¢ € {32,64,128}. We compare against the Binius suite
(Section 7), Limber and Zinc+.

Binius64 operates natively with 64 bit words, and has a native constraint for the product of two
such words x,y. Its output is two 64-bit words 21, 22 such that -y = 21 4+25%. 2. Our 64-bit multipli-
cation in Binius64 uses this functionality. For 32 bit products we constrain the word z; to be -y and
the high word zo to be zero. We also constrain the upper 32 bits of x and y to be zero. For t = 128
bit integer multiplication we use the multiplication circuit from the Binius64 repository https://
github.com/binius-zk/binius64/blob/e0ddeb91d3826457322e3b7434a8ca0625f2f56e/crates/
circuits/src/bignum/mul . rs#L27-L42.

In the case of Limber (commit 853c6c4, with some local patches for benchmarking), we use the
integer multiplication benchmark that is already in its repository. This benchmark proves a chain
of multiplications, i.e. each multiplication uses the output of the previous one. We modify it slightly
so that the multiplications are independent from each other. We run Limber with its Brakedown
PCS, set at 100 bits of security for the column openings. In the case of Zinc+ [AGK™26] (commit
878fbd8), we wrote the multiplication constraint ourselves using Zinc+’s constraint system. Here
the witness is committed in 16-bit limbs, and these are range checked via the lookup argument of
Zinc+. These modifications were done with Al, and reviewed by us afterwards.
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Witgen Prover (ms) Verifier (ms) Proof Peak mem.

N Scheme (ms) 1 thr 10 thr 1 thr 10 thr (KB) (GB)
215 BitZ-SNARK, rate 1/2 0.01 230 11.0 1.48 1.73 124 0.028
BitZ-SNARK, rate 1/8 0.01 20.2 114 1.28 1.58 76.4 0.032
Binius (UDR), rate 1/2 0.59 639 328 1.68 1.63 324 0.287
Binius (UDR), rate 1/8 059 76.2 36.1 152 1.50 243 0.287
Binius (Johnson), rate 1/2 055 71.6 359 268 276 345 0.290
Binius (Johnson), rate 1/8 055 83.0 384 218 224 180 0.289
Limber (Brakedown) 0.44 240 142 38,5 376 3364 0.340
Zinc+, rate 1/4 1.24 192 114 29.2 13.5 632 0.101
217 BitZ-SNARK, rate 1/2 0.04 54.1 22.1 187 225 162 0.073
BitZ-SNARK, rate 1/8 0.04 643 239 1.70 2.08 103 0.090
Binius (UDR), rate 1/2 247 223 827 4.83 272 388 0.922
Binius (UDR), rate 1/8 246 274 92.0 476 253 283 1.000
Binius (Johnson), rate 1/2 228 232 852 625 429 370 0.945
Binius (Johnson), rate 1/8 229 285 948 570 3.60 195 1.01
Limber (Brakedown) 1.68 1148 416 85.8 76.0 5493 1.04
Zinc+, rate 1/4 1.85 735 254 30.0 14.0 866 0.322
219 BitZ-SNARK, rate 1/2 0.15 181 56.2 279 3.16 212 0.250
BitZ-SNARK, rate 1/8 0.16 236 65.8 2.68 3.08 139 0.315
Binius (UDR), rate 1/2 9.69 87 272 205 896 472 3.67
Binius (UDR), rate 1/8 9.74 1062 313 20.2  8.77 330 3.93
Binius (Johnson), rate 1/2 9.15 892 286 21.3 10.2 404 3.75
Binius (Johnson), rate 1/8 9.17 1098 322 20.8 9.80 214 3.98
Limber (Brakedown) 6.48 4436 1359 268 221 12278 3.66
Zinc+, rate 1/4 720 2833 809 309 145 1791 1.23
221 BitZ-SNARK, rate 1/2 0.61 651 179 4.86 522 273 0.926
BitZ-SNARK, rate 1/8 0.61 893 225 4.57 4.90 187 1.19

Binius (UDR), rate 1/2 33.9 3466 ~79.2 ~ 559 14.7
Binius (UDR), rate 1/8 - - - - -
Binius (Johnson), rate 1/2 - - - - - - -
Binius (Johnson), rate 1/8 - - - - -
Limber (Brakedown) 24.5 18155 5471 990 815 36499 13.8

Zinc+, rate 1/4 28.8 11446 2951 35.7 16.1 5552 4.89
223 BitZ-SNARK, rate 1/2 2.71 2585 678 844  8.26 375 3.68
BitZ-SNARK, rate 1/8 2.69 3611 865 8.32 8.09 276 4.75
Binius (UDR), rate 1/2 — —~ - - - - -
Zinc+, rate 1/4 112 50498 15120 51.5 19.3 20325 15.3

Table 15: Cost of proving N = 2" integer multiplications x - y = z for random 32-bit non-negative integers z,y
(with z a 64-bit integer). Configured at 100 bits of round-by-round knowledge soundness (cf. Section A). Cells with
“~ are cells whose prover did not fit in the machine’s memory. Ran on a MacBook Air M5, 24 GB.
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Witgen Prover (ms) Verifier (ms) Proof Peak mem.

N Scheme (ms) 1 thr 10 thr 1 thr 10 thr (KB) (GB)
215 BitZ-SNARK, rate 1/2 0.02 31.6 15.6 1.67 195 142 0.044
BitZ-SNARK, rate 1/8 0.02 37.0 16.5 1.63 1.98 88.0 0.051
Binius (UDR), rate 1/2 042 664 348 141 1.28 324 0.224
Binius (UDR), rate 1/8 0.42 76.7 36.8 1.23 1.17 242 0.242
Binius (Johnson), rate 1/2 038 684 357 237 241 345 0.234
Binius (Johnson), rate 1/8 039 8.1 396 190 1.90 180 0.247
Limber (Brakedown) 0.43 388 189 39.8  39.0 4064 0.477
Zinc+, rate 1/4 4.04 367 160 29.3 13.7 711 0.179
217 BitZ-SNARK, rate 1/2 0.09 87.6 31.8 224 277 193 0.118
BitZ-SNARK, rate 1/8 0.09 116 374 2.03 248 127 0.150
Binius (UDR), rate 1/2 1.78 222 821 3.68 2.04 387 0.836
Binius (UDR), rate 1/8 1.79 272 917 3.57 1.95 283 0.912
Binius (Johnson), rate 1/2 1.59 234 8.9 514 3.78 370 0.869
Binius (Johnson), rate 1/8 159 283 949 454 3.06 192 0.928
Limber (Brakedown) 1.66 1850 592 91.3 823 7277 1.42
Zinc+, rate 1/4 9.28 1400 410 30.2 14.1 1175 0.657
219 BitZ-SNARK, rate 1/2 0.36 346 99.9 453 4.86 227 0.450
BitZ-SNARK, rate 1/8 0.35 452 122 4.14 4.41 147 0.586
Binius (UDR), rate 1/2 7.07 871 272 158 7.24 472 3.17
Binius (UDR), rate 1/8 6.97 1063 313 154 7.13 330 3.41
Binius (Johnson), rate 1/2 6.39 891 282 169  9.07 404 3.28
Binius (Johnson), rate 1/8 6.46 1095 319 163  8.10 213 3.51
Limber (Brakedown) 6.59 7510 2062 334 247 19011 4.91
Zinc+, rate 1/4 37.0 5716 1414 32,5 14.8 3088 2.55
221 BitZ-SNARK, rate 1/2 1.37 1275 341 7.78 7.54 293 1.64
BitZ-SNARK, rate 1/8 1.38 1773 456 7.65 7.30 203 2.21
Binius (UDR), rate 1/2 29.1 3430 1072 61.0 22.1 559 12.6
Binius (UDR), rate 1/8 314 4195 1294 594 204 383 13.7
Binius (Johnson), rate 1/2 289 3498 1115 61.0 229 440 12.6
Binius (Johnson), rate 1/8 28.8 4359 1345 60.1  22.7 237 13.4
Limber (Brakedown) — - - - - - -
Zinc+, rate 1/4 149 22823 5514 40.5 16.9 10470 10.1

Table 16: Costs of proving N = 2" multiplications z - y = z for random 64-bit nonnegative integers z and y (with
z a 128-bit integer). 100 bits of round-by-round knowledge soundness. Cells with “~” are cells whose prover did not
fit in the machine’s memory. Ran on a MacBook Air M5, 24 GB, CPU-only.
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Witgen Prover (ms) Verifier (ms) Proof Peak mem.

N Scheme (ms) 1 thr 10 thr 1 thr 10 thr (KB) (GB)
215 BitZ-SNARK, rate 1/2 0.04 59.3 22.8 257 283 155 0.070
BitZ-SNARK, rate 1/8 0.04 696 250 2.44 2.63 95.8 0.088
Binius (UDR), rate 1/2 1.68 252 882 805 373 388 1.02
Binius (UDR), rate 1/8 1.69 294 985 7.47 3.61 283 1.09
Binius (Johnson), rate 1/2 146 256 91.8 9.03 539 370 1.05
Binius (Johnson), rate 1/8 1.46 305 101 851 474 193 1.11
Limber (Brakedown) 0.97 1059 374 484 464 5491 0.787
Zinc+, rate 1/4 5.23 728 246 298 13.9 867 0.347
217 BitZ-SNARK, rate 1/2 0.17 167 52.9 283 315 213 0.202
BitZ-SNARK, rate 1/8 0.17 222 63.1 2.63 298 139 0.266
Binius (UDR), rate 1/2 6.39 950 290 314 11.6 472 3.94
Binius (UDR), rate 1/8 6.41 1144 330 30.9 11.3 331 4.18
Binius (Johnson), rate 1/2 6.07 983 302 332 133 404 4.06
Binius (Johnson), rate 1/8 6.14 1167 336  31.8 12.2 215 4.29
Limber (Brakedown) 3.79 4053 1202 116 103 12045 2.56
Zinc+, rate 1/4 20.8 2854 739 31.1 142 1792 1.32
219 BitZ-SNARK, rate 1/2 0.70 600 169 4.89 5.24 273 0.726
BitZ-SNARK, rate 1/8 0.70 843 221 4.63 4.86 188 0.993
Binius (UDR), rate 1/2 27.4 3748 1171 123 34.0 559 15.7
Binius (UDR), rate 1/8 28.5 4519 1342 122 349 383 16.0
Binius (Johnson), rate 1/2 25.0 3892 1182 123 349 441 15.5
Binius (Johnson), rate 1/8 277 4723 1379 124 36.3 236 15.7
Limber (Brakedown) 15.4 17144 4530 414 324 36678 9.47
Zinc+, rate 1/4 76.4 11384 2704 354 15.9 5548 4.51
221 BitZ-SNARK, rate 1/2 2.79 2372 624 843 8.29 375 2.88
BitZ-SNARK, rate 1/8 2.83 3397 826 8.31 8.03 276 3.94

Binius (UDR), rate 1/2 — - - - . - _
Binius (Johnson), rate 1/2 - - - - - - -
Limber (Brakedown) - -
Zinc+, rate 1/4 305 48154 13231 51.2 19.2 20303 16.2

Table 17: Costs of proving N = 2" multiplications z - y = z for random 128-bit nonnegative integers = and y (with
z a 256-bit integer). 100 bits of round-by-round knowledge soundness. Cells with “~” are cells whose prover did not
fit in the machine’s memory. Ran on a MacBook Air M5, 24 GB, CPU only.

7.6 Comparison with Fields-Witch

We compare experimentally BitZ with Fields-Witch [Sou26|, a PCS over the prime field Fyi27_4
that commits its witness over the binary field Fyi27. See Section 2.3.1 for a discussion of [Sou26]
and a conceptual comparison with BitZ. The Fields-Witch repository is available at https:
//github.com/morgana-proofs/fields-witch (commit 30cca8c). In Fields-Witch we enabled
assembly acceleration for SHA-256, making Merkle commitments in it faster than in the original
repository.
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Prover (ms)  Verifier (ms) Proof Peak mem.

Bits Scheme 1 thr 10 thr 1 thr 10 thr (KB) (GB)
221 BitZ-SNARK, rate 1/2 12.0 6.63 1.08 1.21 111 0.02
BitZ-SNARK, rate 1/8  12.8 737 1.03 1.18 69 0.02
Fields-Witch, rate 1/2  23.6 189 6.14  6.80 430 0.08
Fields-Witch, rate 1/8  25.6 19.1  5.63 6.23 370 0.09
223 BitZ-SNARK, rate 1/2 24.3 12.4 1.51 1.86 148 0.05
BitZ-SNARK, rate 1/8  32.6 13.9 1.32 1.63 95 0.06
Fields-Witch, rate 1/2  72.6 40.5 6.99 7.75 574 0.26
Fields-Witch, rate 1/8 83.2 42.3 6.61 7.33 482 0.27
225 BitZ-SNARK, rate 1/2 79.9 28.3 242 2.90 190 0.14
BitZ-SNARK, rate 1/8 107 33.2 2.18 2.59 124 0.20
Fields-Witch, rate 1/2 284 103 9.11 851 710 0.91
Fields-Witch, rate 1/8 303 116 7.01 8.10 975 0.97
227 BitZ-SNARK, rate 1/2 298 87.2 5.72 6.24 224 0.55
BitZ-SNARK, rate 1/8 413 110 5.27 5.79 144 0.78
Fields-Witch, rate 1/2 853 257 7.07 849 852 3.02
Fields-Witch, rate 1/8 1050 292 6.63 7.86 687 3.28
229 BitZ-SNARK, rate 1/2 1094 302 9.95 10.3 292 1.99
BitZ-SNARK, rate 1/8 1581 402 9.91 10.2 200 2.93
Fields-Witch, rate 1/2 3251 897 8.19 9.61 1004 11.2
Fields-Witch, rate 1/8 4096 1092 7.78 9.21 808 12.3

Table 18: Cost of proving an MLE claim for a vector of 2™~ field elements from Fa127_q, for m € {21, 23,25, 27, 29}.
100 bits of security with Fields-Witch (Soukhanov’s implementation of [Sou26]) and with BitZ. Ran on a MacBook

Air M5, 24 GB.
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A Instantiation and achieving 100 or 128 bits of soundness

We instantiate Constructions 4.4 and 4.13 by letting Il,eq be an optimized GKR protocol for multiple
grand product claims of certain form (cf. Section 6). The IOP Iljgpp is taken to be the Ligerito
[NA25] implementation from Flock [BRW26] with minimal modifications (see Section 7), with the
ring switching step from [DP24]. Note that the inner product claims to be proved when Iljgp is
called are not MLE evaluation claims. Since the ring-switch implementation in [BRW26| does not
support arbitrary inner product claims, we run a sumcheck to reduce those to MLE evaluation
claims. We instantiate Constructions 4.4 and 4.13 with the following parameters:

Parameter Choices

R A finite field (possibly non-prime)

S Integers Z

™ Reduction mod char(R)

(0 Reduction mod char(R)

v 128

C Reed-Solomon code over Fov of rate 1/2 or 1/8
Proximity parameter § | Unique decoding radius, or up to the Johnson bound (Remark A.2)

L The standard bitification matrix (FEq. (49))

P Set of primes. Discussed below.
Mg ={mga | @ € R} Reduction modulo ¢ (and evaluation at X = « if R is not prime)

by, 0o € [£0'5 ..£0'6}, b1 -y = ¢

Table 19: Parameter choices in our deployment of Constructions 4.4 and 4.13.

We observe experimentally that setting ¢; ~ ¢°-% is the optimal value for ¢; in terms of prover
speed and proof size. However choosing ¢; ~ %% leads to smaller soundness errors, which can make
a difference when targeting 128 bits of security. Hence, depending on the security parameter and
the rest of parameters, we select £1 in the range

0y € [0°3, 009, (63)

We next discuss how to achieve A = 100 or 128 bits of round-by-round (rbr) knowledge soundness
while using For = Fyi2s (specifically, in GHASH form). This choice is crucial for efficiency, since the
cost of the GKR batched grand product, the most expensive step of BitZ, is dominated by arithmetic
in Fov. Our experiments (Section 7) run at A = 100 (and at A = 114 in Section 7.2), and achieving
A = 100 is relatively straightforward via grinding. Achieving A = 128 requires a more careful choice
of parameters, combined with grinding (Section 3.3); Remark A.1 discusses alternatives requiring
little or no grinding. The configurations below are examples. Other configurations may be perfectly
plausible and practical.

We need that the rbr knowledge soundness errors of Construction 4.4, namely koop (if Round 0 is
executed), ko (if Round 1 is executed), (Kred;)i and (Kiopp; )i, are all at most 27*. We assume first
that the proximity parameter ¢ is within the unique decoding radius, so that Round 0 is skipped
and so the error koop is absent (Theorem 4.7). In Remark A.2 we discuss the regime where § is
larger.
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The errors kiopp,. Recall that Iljop, consists of a preliminary sumcheck, the ring switch, and
then Ligerito (or WHIR). The rounds of the sumcheck and of the ring switch have rbr knowledge
soundness errors of the form ¢/|Fov| for some small constant ¢ (for example, ¢ = 7 for the ring
switch). Hence for A = 100 there is nothing to do, and for A = 128 it suffices to grind a few bits at
each of these rounds. As for Ligerito (or WHIR), we simply configure it so that it achieves the target
A according to its own soundness analysis [NA25, ACFY25, ACFY24], as done in [BRW26, Fen24].

The errors kyeq;. In our instantiation Il,q is the GKR protocol from Section 6. By Lemma 6.3,
its first round has error log 2 /|Fov|, and the rest of rounds are either sumcheck rounds for a degree
3 polynomial, or steps that unify two evaluation claims into one, both with error at most 3/|Fav|.
Hence, with |[Fov| = 228 all these errors are already below 271 To achieve A = 128 it suffices to
grind 2 bits at each sumcheck and unification round, and a few bits at the first round.

The error kg. The error kg is the most delicate, as it demands at the same time that |P| be
large and that maxP < (|Fov| — 1)/¢1. Recall that Round 1, and with it ko, is skipped in many
scenarios. We assume that BitZ is used as a PCS inside a larger proof system, as done in Section 5.
In Section 5 specifically, the initial constraint is projected to a finite field F (unless it is already
expressed over a finite field), then a PIOP over F is executed, which outputs an inner product claim
on the witness projected onto [F, and then this claim is proved with the BitZ PCS, Constructions 4.4
and 4.13. We aim to configure Constructions 4.4 and 4.13 at 128 bits of security in this setting. We
discuss two strategies.

Strategy 1: the PIOP achieves 128 bits of security through grinding and we avoid the
error term xg. If allowing, say, 18-19 bits of grinding during each round of the PIOP (which adds
0.6-1.1ms per round, cf. Table 3), then, say, a Spartan-like PIOP will achieve 128 bits of security
if run on a field FF of size ~ 2112 to 213 (since each one of its rounds is either a sumcheck round for
a degree < 3 polynomial, or a step that batches some claims with error 1/|F|). Hence, if the initial
constraint is over Z, then we may project it to a 112-113 bit random prime field F and run a PIOP
over F. We study this case next. Our analysis also applies if the original constraint was already
expressed over a prime field of such size.

Note that the projection of the constraint to [F also requires to be set up to 128 bits of security.
We discuss this in Remark A.3.

Let ¢ = |F|. If

¢ < (Fa| = 1)/01,

then kg is not present as an error term, and there is nothing to adjust. Since |Fov
q ~ 213 2112 this occurs as long as ¢1 S 2'5, 216 and using (63), as long as

| = 2128 and

05222 if gy ~ (00

and
05 2%02%  if 4 ~ 000,

The specific upper bounds depend on how much grinding one is doing at the PIOP level.
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Strategy 2: No or essentially no grinding during the PIOP, and k¢ is present and
grinding is used during the first projection step (Round 1) of Construction 4.4. We
now assume F is either a prime field with |F| > (|Fov| — 1)/¢1, or a proper extension field. In this
case Construction 4.4 goes through an initial projection step with soundness error kg, i.e. Round 1
of Construction 4.4.

Recall (Theorem 4.7) that kg = 0(P, M, £). We use Tcanon : Z[X] — F as in Example 4.2, so that
Teanon (A(X)) = Tchar(r) (1) (z) Where Tepar(r)(h) is the polynomial h after reducing its coefficients
modulo char(FF), and = is a root of an irreducible polynomial defining F,a (if d = 1 and so Fa is
a prime field, then we can use a morphism 7canon : Z — Fy). We have D = d -1, T < d, and
Np < q—1 (see (35) and the text below it for a definition of these quantities). We instantiate the
morphism sets M, as in Lemma 4.3, i.e. mrang reduces coefficients modulo a sampled prime and
evaluates X at a random o € . In this case, by Lemma 4.3,

3. (@=1) log(2-d-1-(a—1)?)
ko < P T |P| - [10g(gmin)]

where ¢ is the characteristic of F.
We select P to be the set of all primes in a range [2¢,2°]. There are approximately

Pl ~ (2°/b—2%/a)/log,(2)

such primes. Using b = 128 — 7 - log(¢), ¢; = 27198 for a parameter 7 € [0.5..0.6] and plugging
these values into kg we obtain

2-(d—1) log(2-d-€-(q—1)?)-log.(2)

a + a b a ’

2 202 (64)
b:=128 —ry, r1 =71 - log(¥).

Ko <

We calculate several minima for the right hand side of (64) when F is a field of size ~ 228 (not
necessarily a prime field), for varying values of £ and 7 € {0.5,0.6}. We include the corresponding
grinding times required to achieve 128 bits of security for the step with error xg.
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log|F| d logg log¢ 1t a* ko < Bit-deficit to 128 Grinding time (ms)
128 1 128 24 0.5 110 271083 20 3.4
128 1 128 24 0.6 107 271059 23 25.9
128 1 128 28 0.5 108 271063 22 11.9
128 1 128 28 0.6 105 271035 25 98.1
128 1 128 30 0.5 107 271053 23 25.9
128 1 128 32 0.5 106 271043 24 54.9
128 4 32 24 0.5 114 271092 19 1.8
128 4 32 24 0.6 111 271068 22 11.9
128 4 32 28 0.5 112 271071 21 6.4
128 4 32 28 0.6 109 271044 24 54.9
128 4 32 30 0.5 111 271061 22 11.9
128 4 32 30 06 108 271031 25 98.1
128 4 32 32 0.5 110 271051 23 25.9

Table 20: Minima for the upper bound of k¢ in (64) for different configurations of F (of characteristic ¢ and degree
d over its prime field), witness sizes £, and 7 such that ¢; = ¢7. By choosing primes in the interval [2“* , 212871 e
have that the first error term ko is bounded by the quantity in the ko < column. We include the bits left required to
achieve ko < 1/2'?® and the cost of grinding such an amount of bits on a MacBook Air M5 24 GB multi-threaded,
using Blake3 as hash function.

Remark A.1 (128 bits of security for larger witness sizes ¢, without or with minimal grinding).
Grinding costs scale exponentially in the number of grinding bits. Because of this, we cannot resort
to grinding for very large witness sizes £. There are at least two ways to achieve 128 bits of security
(or more), in this case.

Method 1: Use a larger binary field Fyv, i.e. simply take Fov with |Fov| comfortably larger, rather
than |Fov | = 2128,

Method 2: We generalize an idea from [Bin26]. With it we relax the requirement maxP <
([Fov| —1)/¢; to maxP < |Fov| —1 (and the conditions under which Round 1 is skipped are relaxed
likewise). This way, the bound on P no longer depends on the witness size and the primes gain
log ¢1 bits, making the soundness errors shrink by log ¢; too. Recall that Phase 3 of Construction 4.4
proves the equalities (7, f,;) = p; (j € [¢2]) modulo ord(g) = |Fav| — 1, which is why the entries of
had to be smaller than (|Fov| — 1)/¢;. If they are only smaller than [Fav| — 1, one can additionally
prove the same equalities modulo ¢;. This works because, since ¢; and |Fav|—1 are coprime (because
¢1 is a power of two), by the CRT, if both equalities are true, then (v, f,;) — 1; is an integer multiple
of £1-(|]Fav| —1). However, because the entries of f are bits and the entries of « are at most |Fov | —2,
this means that (v, f.;) = u; as integers.

To prove the equality modulo ¢, the prover sends a; € [0..¢; — 1] (this is range-checked by the
verifier) and proves in the exponent the integer equality (v/,f;) = M; + aj - £1, where v/ and u;
are v and p; reduced modulo ¢;. Both sides of the equality are smaller than ¢2, and so no overflow
occurs as long as £2 < |Fov| — 1.

Note that if 4 admits a tensor decomposition v = v @ 43, then we can take, instead of v/,
the tensor-product v’ @ 4’ where v(9” denotes 4" reduced modulo ¢;. This allows to use all
of our “low-entropy” grand product optimizations from Section 6, though in this case the required
bound becomes 2+ (3 +1) - {1 < |Fov| — 1.
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Overall, this method allows to use maxP < |Fov| — 1, meaning we can choose primes that are
log(¢1) bits larger than we otherwise would. This makes soundness errors smaller by this same
amount of bits, which leads to small grinding requirements. The cost is an extra batch of low
entropy grand products.

Remark A.2 (Proximity parameter up to the Johnson bound). When targeting A = 100, we set
the proximity parameter to 6 = 1 —,/p —n with n = 0.02, i.e. slightly below the Johnson bound.
In this case C is (9, Ls)-list-decodable with Ls < 1/(2n,/p) [GS99, ACEFY24]|, which gives Ls < 71
for p=1/8 and Ls < 36 for p = 1/2. With this proximity parameter, Round 0 (OOD sampling) is
executed, and by Theorem B.1 the only new error term is kKoop < (L25) -(l/v —1)/|Fav|.

Plugging in the values of Ls above, we obtain koop < log £—123.7 fi). p = 1/8, and koop <
2108 t=125.7 for p = 1/2. Hence roop < 271 as long as ¢ < 2% (for p = 1/8) or £ < 2% (for
p =1/2), and in these cases there is nothing else to do (recall that when using the Johnson bound
we seek 100 bits of security, and not 128). For larger witnesses, the prover grinds [log ¢ — 23.7] bits
at Round 0 if p = 1/8, and [log ¢ — 25.7] bits if p = 1/2. For example, for £ = 23" this is at most 7
bits.

Remark A.3 (Projecting polynomial constraints to a 112-113 bit prime field with 128 bits of
security). The error term of the projection step (also called fingerprinting) in [AGK ™26, GWV 25,
CHAZ24] is (for integer constraints) bounded by (cf. Lemma 4.8 with d = 0)

log (V)
[P’] - |log(gmin)]

where P’ is a set of primes; i, is the smallest prime in P’; N is the largest absolute value that an
unsatisfying constraint can attain. More precisely, assume integer witness entries w are guaranteed
to have at most a certain bit-size B’, and assume the constraints have the form ¢;(x,w) = 0 for
all 4, for x a public input vector and ¢; constraint polynomials. Then N is the maximum possible
value of the form |g;(x, w)| among all 7, all possible inputs x and all w with entries having bit-size
at most B’.

Using a similar analysis as in Strategy 2 above, where we let P’ be the set of primes in the
interval [2!112 23] we obtain that, as long as log(N) < 1.4-25 ~ 90 we have EPIOP—proj < 2-106 p
that case we could attain 128 bits of security during this projection step by performing 22 bits of
grinding (12 ms on a MacBook Air M5).

EPIOP—proj <

B Deferred proofs

B.1 Completeness and soundness of Construction 4.13

We prove Theorem 4.15. For readability, we temporarily denote 7 : Z — R for the reduction modulo
char(R) and we let

D
Regen := RiinitsRings(S<5°, ¥, R, C, L), Reore := RiinBitsrings({10, 1}, 7, R, C), x' = (p,u),
where u = w(L)T -v is the vector from Construction 4.13. As in Section 4.4, we also write RpgsaT =

Rpesat (Fav, Qpitz, C, Pack,) and Ry = Riin(Fav,C, Pack,). Recall (Definition 4.9) that a bitifica-
tion of f € (S;gs)éo is any g € {0, 1}* with f = L-gg, and that L-gg € (S;L;S)KO for all g € {0,1}".
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Given g € {0,1}¢, we say that ((i1,v), f,f) belongs to R2., via g if A(f, Encc o Pack, o ma(g)) < §

gen

and (¢(f),v) = p. Then, by definition of Rgen and T\’,gen, we have that ((u,v), f,f) € 'Rgen if and
only if ((i,v), f, f) belongs to Rgen via some bitification g of f. The same statement holds for Rgen
with § = 0.

Now, given g € {0,1}¢, let fg := L - gg € (Sggs)eo. By Lemma 4.12 we have (¢(fg),v) =
<1/J(gs)’¢(L)T -v) = (n(g), u), and hence

(', f,8) € Ro%e <<= ((u,V),f,fs) belongs to Rgen via g, (65)

and the same holds for Reore and Rgen. Completeness of Construction 4.13 follows from (65) and

from the completeness of Construction 4.4 (Theorem 4.7).

Round-by-round knowledge soundness. We decompose Construction 4.13 as we did with Construc-
tion 4.4 in the proof of Theorem 4.7. The first IOR, which we call IT}, computes x" from the input
(1, v), and then runs the IOR II; from the mentioned proof (together with the OOD sampling step
if Round 0 is executed, cf. Section B.2). The other two IORs are Ileq and Ijopp, which are exactly as
in the proof of Theorem 4.7. Note that IT} is perfectly complete by (65). To prove round-by-round
knowledge soundness, assume first that Round 0 (OOD sampling) is not executed. By the IOR
composition result Lemma 3.7, it suffices to prove that IIj has round-by-round knowledge sound-
ness with relaxation (Rgen, Rogsar): and with the same errors as Iy, i.e. kg = (P, M, £). We also
assume that Round 1 triggers, so that the verifier of IT} sends a single challenge p = (¢, 7and), With
q € P and mang € M, (if Round 1 does not trigger, the verifier sends no challenge at all, and the
argument below applies equally after replacing p by an empty message and ¢ by 0). Both II; and
IT} have two rounds, with the last verifier message being empty.

Let KState; be the knowledge state function of II;, whose extractor, recall, was defined as
the identity map. We define a state function KState of II] as follows: if tr contains no ver-
ifier message, then KState(x,y,tr,w) = 1 if and only if (x,y,w) € Rgen. Otherwise we set
KState(x, y, tr,w) := KState; (x/, y,tr,w). As for the extractor, we define &, (x,y,tr,w) := fy
if tr ends with the first verifier message (g, Trand) and w € {0,1}, and & (5, v, tr, w) := w oth-
erwise. We claim that KState satisfies the three conditions of Definition 3.5. Indeed, the first one
(empty transcript) holds by definition. The second one (prover moves) holds because KState does
not change before the verifier message, and after it KState coincides with KState;, which satisfies
the condition. The third one (full transcript) holds because II] and II; have the same output.

It remains to bound the error at the verifier message p = (¢, Tyand). Let tr = (/) be the first
prover message, and suppose that KState(x, y, tr||p, w) = 1 but KState(x, y, tr, (X, ¥, tr||p, Ww)) =
0. We claim that then (x',y, w) ¢ RS, ,.. Indeed, if it was, then w € {0, 1}¢, hence & (x, v, tr| p, W)
outputs fy. Since (x',y,w) € RS, we have by (65) that (x,y, fw) € Rgen. By definition of KState
we then obtain KState(x, y, tr, f) = 1, contradicting the assumption KState(x, y, tr, Epe (X, v, tr|| p, w)) =
KState(x, y, tr, fw) = 0. Hence (x',y,w) € R, By definition of KState;, KState; (x/, y, tr,w) = 0.
On the other hand, 1 = KState(x, y, tr||p, w) = KState; (x',y, tr||p, w). The latter two conditions
hold with probability at most kg by the proof of Theorem 4.7. Hence the round-by-round knowledge
error of I} at p is at most ko.

Finally, if Round 0 is executed, then we need to prove round-by-round knowledge soundness of
IT} with relaxation (Rgen,T\’,‘;’égAT) (see Section B.2 for a definition). The same arguments apply
essentially word by word: it suffices to let the extractor output fy, when tr ends with the first verifier
message in this case (the OOD sample) and w € {0,1}¢, and otherwise the extractor outputs w.
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The errors are (koop, ko, 0) in this case (cf. Theorem B.1). Here ko and 0 follow from the same
arguments as in the proof of Theorem B.1, since after Round 0 the IOR II} proceeds exactly as 11y,
with KState = KState;.

B.2 Soundness of Out Of Domain Sampling (OOD) in Construction 4.4

We adapt the arguments from [ACEFY24, ACFY25| to our context. Given (,y € Fov, let ¢ =
<C20, QQl, e ,C2log<é/u)7l) be the evaluation point from Round 0, and let RPESAT be the set of triples

P

((x,¢,y),y,w) with {,y € For, (x,y,w) € RpesaT, and Pack,(w)(¢) = y. The relations RLm,
Rg’ég’m- and Ri’iﬁ’y are defined in the same way.

Theorem B.1 (Theorem 4.7 when Round 0 is executed). Let § € (0,1) and Ls > 1 be such that
C is (0, Ls)-list-decodable, let £/v be a power of two, and assume that Round 0 of Construction j.J
1s executed and that the rest of hypotheses of Theorem 4.7 hold, where now the relations in the
hypotheses on lleq and Iligp, are RPESAT’ REIZ’:, RP’ESyATv Riﬁ’y. Then the conclusion of Theorem 4.7
holds, except that now there is one more round, and one additional error term at the beginning,

namely koop < (L25) -(l/v —1)/|Fav|.

Lemma B.2 (OOD collision probability). Let f € F4., let List(f,0) be the set of g € TS with
(f, Ence o Pack ( )) < 0, and let Coll(f,() be the event that two distinct g, g’ € List(f,d) satisfy

Pack, ( )(¢) = Pack, ( (). Then

o= () et

Proof. Since Encc o Packl, is injective, |List(f,d)| < Ls. Now take two distinct g, g’ in the list, and

let P := Pack, ( ) —Pack, ( "), which is a nonzero multilinear polynomial on r := log(¢/v) variables.
After substituting X; < C2i71, each monomial [[;.; X; of P becomes the power (ier 2" Hence
P(¢) is a nonzero univariate polynomial in ¢ of degree at most £/ —1, and so it vanishes for at most
that many values of (. The lemma follows by taking a union bound over the ( ) pairs g, g’. O

Proof sketch of Theorem B.1. Let 111 be the IOR from the proof of Theorem 4.7, which now consists
of Rounds 0, 1 and 2, and outputs (x' = (¢7, ¢, ¢, y), ¥ = f, w’ = ma(f)). This IOR is perfectly

complete, since an honest prover sends y = Pack, o m2(f)({). Regarding soundness, by Lemma B.2,
except with probability kgop over the choice of (, there is at most one g € ]Fé with A(f, Ence o

Pack,(g)) < 0 and with Pack,(g)(¢) = vy, for the value y sent by the prover. This g is fixed before
the verifier sends any further message, and so from this point on the proof of Theorem 4.7 applies to
. . . 6 0

it word by word, replacing the relations Rpgsat, Riin, Rogsat> Riin PY Rg’gs AT RE}%, RP’%’AT, RL’i%y.
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