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Abstract

Succinct proofs for arithmetic modulo powers of two are crucial for verifying machine-word com-
putations in practice. However, designing SNARKS over such rings is challenging, since they lack the
algebraic properties that common SNARKSs over fields rely on to achieve negligible soundness error.
Existing approaches either work over Galois rings, whose arithmetic is expensive, or lift the statement
to the integers and prove it over a large random prime field, which is also several times slower than the
structured primes used in practice.

We present Rotor, an efficient SNARK for circuits over Zox. Unlike prior work, Rotor operates
natively over power-of-two rings and derives its soundness from three levels of ring precision. To prove
statements over Zox, we first construct a sumcheck-style interactive oracle proof with tensor queries over
a larger ring Zom. We then establish a weakened proximity gap for linear codes, in which proximity
testing over a still larger ring Zo ensures that the underlying vectors are close to the code after reduction
to Zom. This yields a Brakedown-style commitment with tensor evaluation proofs over Zam. In both
cases, a sufficiently large gap between the precisions guarantees negligible soundness error. Finally, we
introduce compatible commitments, which link ring witnesses to their binary-field representations and
enable permutation checks over fields to verify permutations over Z,x, completing the construction of
Rotor.

1 Introduction

Succinct non-interactive arguments of knowledge (SNARKSs) allow a prover to certify a large computation
with a short proof that is far cheaper to verify than rerunning the computation. Most efficient SNARKSs
express computations over finite fields, whose algebraic properties make them a convenient setting for proof
systems.

Machine-word programs, however, naturally compute modulo a power of two, that is, over Zy. = Z/2*7Z
with k£ = 32 or 64 on common architectures. Expressing these ring operations over a field requires additional
constraints for ranges, lookups, carries, wraparound, and reduction modulo 2k so the circuit to be proved
can be substantially larger than the computation itself. A proof system designed for power-of-two arithmetic
would instead follow machine semantics directly, which makes it attractive for verifying real-world low-level
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programs specified modulo 2% such as hash functions [DP25; BRW26; Hu+25; Set26] and machine execution
traces [a1626; Suc26; RIS26; Ope26; Bre26; LZZHZ?25]. This motivation has led to a growing body of
work on proofs over rings [BBMRS21; BSGJOST23; BBMHS22; LXY24; GNSV23; JLXYY25; WZD25;
Gar+25; Abd+26].

Why designing SNARKS over rings is challenging. The soundness of many succinct proof systems relies
on random challenges, as in the Schwartz—Zippel lemma [Sch80] and proximity testing [DP23]. Over a field,
these techniques work because the challenges are drawn from a large exceptional set, a set whose pairwise
differences are all invertible, and the failure probability is inversely proportional to its size, the whole field
being such a set. Over Z,, by contrast, every exceptional set has at most two elements, since among any
three elements two have the same parity and their difference is then a zero divisor. Consequently, a nonzero
low-degree polynomial can vanish on a large fraction of the ring, while a random linear combination may fail
to reveal an error when its random coefficient is divisible by a large power of two. These techniques therefore
do not apply directly, and achieving negligible soundness error over Zo is considerably harder than over a
field.

Limitations of existing approaches. Existing approaches rely on richer algebraic structures that retain
enough field-like properties while still supporting native ring arithmetic, and they pay for these properties
with heavier arithmetic and worse concrete performance. Most prior work uses a Galois ring GR(2¥, d) =
Zox [ X]/(f(X)), where f is a monic polynomial of degree d over Zyx that is irreducible modulo two.
A Galois ring contains Z,x and, more importantly, has residue field F,4, which allows most field-based
techniques to be adapted to rings [GNSV23; WZD25; JLXYY25; LXY24]. Galois ring arithmetic, however,
is expensive. Reverse multiplication-friendly embeddings (RMFEs) [EHLXY?23] amortize the cost through
packing but do not remove it, and as reported in [JLXYY25], SNARKSs over Galois rings remain several
orders of magnitude slower than SNARKSs over fields even with an RMFE.

Another route builds SNARKSs for the integers or the rationals, such as Zaratan [CHA26], Zinc [Gar+25]
and Zinc+ [Abd+26], which in particular prove statements over any ring Z/nZ. Their core technique is
fingerprinting: the prover sends oracles of integer or rational polynomials, the verifier samples a large
random prime p, and every check is projected to I, and handled with field techniques. This route supports
general modular arithmetic and achieves succinctness without Galois rings. However, Zaratan relies on heavy
hidden-order groups for its polynomial commitment, and all of them pay for arithmetic modulo a random
prime, which is several times slower than the structured primes used in practice.

In summary, although these SNARKSs support statements over Zqx, their proof backends still work over
Galois-ring extensions or large random prime fields, whose arithmetic incurs substantial overhead. Supporting
ring statements thus does not by itself preserve the computational advantage of native power-of-two arithmetic.

This leads to a natural question:

Can we construct a SNARK for Z. that operates natively over power-of-two rings, without resorting to
Galois rings or large random prime fields?

1.1 Our Contributions

We answer this question affirmatively by making the following contributions.

An IOP for arithmetic relations over rings. We construct an IOP for arithmetic relations over Zyx with
linear proving time and logarithmic verifier complexity. To achieve that, we develop a new sumcheck-style
protocol for a lifted relation over a larger ring Zom , and establish a soundness analysis showing negligible
error when the gap m — k is sufficiently large.



Analysis of proximity gaps for linear codes over rings. We formalize and prove a weakened notion of
proximity gap for linear codes over power-of-two rings. Intuitively, it states that either all given vectors over
Zqy: are close to the code after reduction to a smaller ring Zgm, or their random tensor combination is far
from the code over Z,., except with negligible probability. Of independent interest, our analysis offers a
new perspective on code properties by studying them across a hierarchy of rings, which may be useful more
broadly for code-based protocols over rings.

Ring commitments from proximity gaps. We formalize the notion of a ring commitment, which supports
tensor evaluation proofs over Zom . We then construct a Brakedown-style ring commitment from the proximity
gap above. We further show that our construction is low-precision knowledge sound, in the sense that the
witness can be extracted over the smaller ring Zy.

Permutation checks over rings via compatible commitments. We formalize the notion of a compatible
oracle, which answers both ring and field queries on the same underlying vector, and instantiate it with a
compatible commitment built from our ring commitment. This compatibility allows any permutation check
over the binary field Fyx to be applied to vectors over Zyx, which gives the wiring check of our SNARK. Of
independent interest, the same mechanism lets Rotor integrate directly with binary-field SNARKSs [DP25;
Hu+25; BRW26; Set26], so that relations over [Fox, such as XOR and AND, can also be proved natively.

Rotor, a native SNARK over power-of-two rings. Building on our ring IOP and commitment schemes, we
obtain Rotor, a native SNARK for Plonkish relations over Zox with linear prover complexity and sublinear
verification.

1.2 Related Works

SNARKSs through Galois rings. Rinocchio [GNSV23] initiated the Galois-ring approach to proving power-
of-two arithmetic. It adapts the Groth16 [Gro16] proof system to Galois rings and achieves constant proof
size, but it is designated-verifier and inherits the circuit-specific trusted setup and long common reference
strings. More recent work [WZD25; JLXY Y25] follows the modern SNARK paradigm, which combines a
polynomial interactive oracle proof (PIOP) with a polynomial commitment scheme (PCS), and instantiates
both over Galois rings. Wei et al. [WZD25] extended the Brakedown [GLSTW23] PCS to Galois rings and
built transparent SNARKS on the Libra [ XZZPS19] and HyperPlonk [CBBZ23] PIOPs. Jia et al. [JLXYY25]
studied FRI-based and Ligero [GSV21]-based PCSs over Galois rings and obtained a transparent SNARK for
rank-one constraint systems (R1CS) over Zqx.

Galois rings offer a general route to SNARKSs for ring arithmetic, but at the price of a more expensive
algebraic structure. An element of GR(2¥, d) is a polynomial with d coefficients in Zyr, where d has
to be large enough for the target security level (e.g., d = 162 for 128-bit security in [JLXYY25]), so
a multiplication in GR(2¥, d) costs far more than native power-of-two arithmetic. RMFEs [EHLXY23;
JLXY'Y25] partially mitigate this by packing several Z,x values into one Galois ring element, so that a single
Galois ring multiplication accounts for several coordinate-wise multiplications over the base ring. This lowers
the amortized cost per multiplication, but the proof system still operates over GR(2", d) and needs additional
machinery to enforce the consistency conditions that RMFEs impose. As a result, this line of work still incurs
substantial concrete overhead.

SNARKSs for integer arithmetic. Campanelli et al. [CHA26] proposed Zaratan, a succinct proof system for
RICS over the integers, together with the fingerprinting technique: the prover commits to integer polynomials,
the verifier samples a random prime p, and all identities are checked over IF,, with field techniques. Its PCS
follows the DARK [BFS20] compiler based on groups of unknown order, which supports evaluating a



committed integer polynomial over an arbitrary prime field while still allowing the extraction of an integer
polynomial. Relations over Zy can be lifted to integer relations by adding quotient witnesses' and then
proved with Zaratan. Zinc [Gar+25] follows the fingerprinting technique but generalizes it to rational numbers:
witnesses are polynomials over Q of bounded bit-width, projected to a random prime field through rational
localization, and committed with a Brakedown [GLSTW23]-style PCS for polynomials with bounded rational
coefficients. Zinc+ [Abd+26] extends Zinc to richer algebraic structures such as polynomial rings, and
introduces a new family of codes that improves the PCS, with much smaller proofs and faster verification.
These constructions are more general than a SNARK tailored to power-of-two rings and avoid Galois
rings altogether. However, Zaratan relies on heavy hidden-order groups, and all of them suffer from the
computational overhead of a random prime, as arithmetic modulo a random prime is several times slower
than arithmetic modulo the structured primes used in practice, such as Mersenne primes.

Native (non-succinct) proofs over power-of-two rings. Inspired by MPC protocols over Z,x such as
SPDZqr [CDESX18], Appenzeller to Brie [BBMRS21] and MozZqarella [BBMHS22] were the first to
bring the precision-gap technique to proof systems over Zyx, building on vector oblivious linear evaluation
(VOLE). To authenticate witnesses in Zyx, MozZ,rarella samples a secret key from Zgs and runs the VOLE-
based multiplication check over the larger ring Zox+2s, where s = X\ 4 log A for the statistical parameter
A. The extra 2s bits make the quadratic identity in the secret key sound, since even if a cheating error is a
zero divisor over Zys, the identity holds over Zox+2s with probability at most 27, Since these protocols
prove circuits gate by gate over VOLE correlations, they are designated-verifier and interactive, with linear-
time prover and verifier and linear communication. MPC-in-the-head techniques have also been applied to
power-of-two arithmetic [BSGJOST23]. All of these works operate natively over power-of-two rings and are
concretely efficient, but none of them is succinct.

Field SNARKSs for power-of-two arithmetic. Most SNARKSs in practice work over prime fields [AST24;
STW24; Set26] or binary fields [DP25], and they support power-of-two arithmetic only through emula-
tion. Over a prime field, an operation modulo 2* is emulated by computing the integer result in the field,
whose modulus is large enough to avoid wraparound, and then truncating it to the low £ bits with a range
proof [BBBPWM18; GWHW24; YQGZ26] or a lookup argument [GW20; Hab22; STW24], which requires
the values to be decomposed into bits or limbs. Jolt [AST24] follows this route and combines field constraints
with the lookup argument Lasso [STW?24] into structured instruction tables. Binius [DP25; DP26] constructs a
SNARK that is highly optimized for Boolean operations such as XOR and AND over a binary field. Addition
over Zqr can be expressed directly with these gates through its carry chain, whereas multiplication has no
native counterpart. Binius proposes an optimized GKR-based protocol for it [Irr25], but its cost still grows
with the bit-width, so multiplication remains a major overhead. Compared with these approaches, Rotor’s
arithmetic IOP checks relations directly over power-of-two rings, avoiding the translation of ring arithmetic
into field constraints.

2 Technical Overview

Throughout the paper, we work with three ring precisions £ < m < ¢: the statement and the extracted witness
lie in Zq, the IOP and its evaluation claims lie in Zom, and encoding and proximity testing lie in Zy.”. The
gaps between these precisions provide the source of soundness.

'For example, an R1CS row over Zys. of the form (Az);(Bz); = (Cz); mod 2 is lifted to an integer equality (Az);(Bz); =
(C2)i + 2%u; over Z, where w; is supplied by the prover as an auxiliary witness.
*4m” stands for “medium” and “¢” for “large”.



We build Rotor from four components. An IOP (Section 4) proves arithmetic relations over Zox by
lifting them to Zom , where the verifier has tensor-query access to the witness. Instantiating these queries
requires a commitment scheme with tensor evaluations over Zom . To this end, we first prove a weakened
proximity gap (Section 5), showing that checks over Z,. ensure proximity after reduction to Zom . From it we
construct a Brakedown-style commitment scheme (Section 6) with evaluations over Zom . Finally, we define
a compatible commitment (Section 7), which ties a ring witness to its binary-field representation, so that a
permutation IOP over fields can enforce the wiring constraints over Zyx. Combining the arithmetic IOP with
this permutation check yields Rotor, a SNARK for general circuits over Zqyx (Section 8).

2.1 An IOP for Arithmetic Relations over Rings

Our starting point is an IOP for arithmetic relations over Zyx. Roughly speaking, such a relation is specified
by a public constraint polynomial g, and requires that g vanishes on every coordinate of the witness vectors.

To avoid Galois rings, we instead lift the relation to a larger ring Zom with m > k. A constraint that
vanishes over Z,» may no longer vanish after its inputs are lifted to Zgm, but its lifted value is still a multiple
of 2%. To account for this overflow, the prover additionally provides an auxiliary vector A such that the lifted
constraint equals 2°h. One might then try to prove this identity exactly over Zym, but this brings us back to
the original problem, only over a larger ring. We resolve this by relaxing the problem. Specifically, if the
lifted constraint differs from 2%/, only by an error divisible by 2%, this error disappears after reduction to Zy,
and the original relation still holds. Therefore, instead of rejecting every instance for which the lifted identity
fails over Zom, it suffices to only reject those whose error is not divisible by 2*.

Sumcheck-style construction. We construct an IOP for this relaxed problem, inspired by the recursive
multiplication check in the MPC protocol [Li+24]. At a high level, the protocol follows an idea similar to
the sumcheck protocol by iteratively folding the vectors and deriving a new claim for the same constraint
over the folded vectors. One major difference is that, instead of folding all vectors using the same random
challenge, we fold each vector using individual random challenges for soundness. After logarithmic rounds
of folding, the vectors are folded as scalars, and the verifier checks the final claim by querying the witness
oracles. By construction, these scalars are tensor evaluations of the original witness vectors, so the queries
are exactly the tensor queries supported by the oracles. Consequently, for a constraint polynomial of degree d
and witness vectors of length T, the prover time is O(d2%T") ring operations, while the verification cost and
the proof size are O(2%1og T').

Establishing soundness. For a cheating instance to pass the check, the malicious prover must eliminate the
error in the initial claim. Suppose the initial error has fewer than & factors of two. Then it must gain at least
m — k + 1 additional factors of two to vanish over Zym . As the verifier will check the consistency of the
prover’s messages with the current claim in each folding round, any gain of extra factors of two can only come
from the verifier’s random folding challenges. The probability that the error gains at least s additional factors
of two in each folding step is at most 27 °. Equivalently, the gain from each folding step can be bounded by a
geometric random variable I satisfying Pr[[’ > s] = 27%. Accumulating this bound over all folding steps,
the overall soundness error is bounded by the tail probability of a sum of independent geometric random
variables. For a precision gap m — k = A + O(log \), this probability is at most 2.

Removing interaction. To make the IOP non-interactive, we apply the Fiat—Shamir transform by deriving
the verifier’s challenges from a random oracle. However, this transform leads to a great loss in soundness
using the same precision gap as the interactive protocol. Intuitively, in the interactive protocol, the verifier
samples the challenges after the prover has fixed its messages, so the malicious prover only receives a single
set of random challenges in each round and passes only if these challenges supply all the missing factors of



two. With a random oracle, the prover can repeatedly obtain challenges with different candidate messages,
keep the message whose challenges supply the most factors of two, and then move on to the next round with
this gain fixed. The factors of two thus accumulate across rounds, at a cost that is the sum rather than the
product of the costs of the individual rounds. To compensate, every round has to resist such an attack on its
own, which requires a precision gap of about (¢ + 1)\ for ¢ folding rounds instead of A, and running the
whole protocol over such a large ring incurs a large computational overhead. To avoid this overhead, we
observe that, instead of carrying out all folding rounds directly over Zom, we can gradually lift the size of the
ring from one round to the next. Concretely, we fix precision levels k£ < mg < my < --- < my = m, and the
reduction of round ¢ lifts the claim from Zgm; to Zomi11, so that the computation of round ¢ takes place over
Zgmiy1 and Zgm is only reached in the last round. Intuitively, soundness is preserved because raising the
precision does not add factors of two to an error that is nonzero at the current precision. A malicious prover
therefore has to gain the m; 1 — m; + 1 missing factors of two within round ¢ alone, which is infeasible for a
proper choice of the precision levels. Since the most computationally intensive part of the protocol lies in the
first several rounds of reduction, this ensures that the bulk of the prover’s work is performed over small rings
without sacrificing soundness.

2.2 Proximity Gaps for Linear Codes over Rings

To turn the oracles of our IOP into commitments, we follow Brakedown [GLSTW23] and encode the witness
row by row with a linear code. The verifier then has to test that all rows are close to the codeword, and
the tool that makes this possible is the proximity gap [AHIV17; GLSTW23; DP23; AER24]. However, the
soundness of existing analyses relies on a large exceptional set in the underlying ring, that is, a set whose
pairwise differences are all invertible. Every exceptional set has at most two elements over Zsm, and the
traditional proximity gap therefore fails.

Visible distance. As in the IOP construction, we instead resort to a sufficiently larger ring Z,. with £ > m.
This move alone does not restore the proximity gap. However, it allows us to replace the Hamming distance
in the proximity gap by a weaker notion, which we call the g-visible distance. The Hamming distance counts
every entry at which two words differ, whereas the g-visible distance counts only the differences that still
exist after being reduced to Zaq.

Weakened proximity gap. With this notion in hand, we establish a weakened proximity gap for binary linear

codes, which we state informally. Let r be a power of two, let ug, . .., u,_1 be vectors of length r over Zy.,
and let avg, Bo, - . ., Qlogr—1, Blog r—1 be random scalars from Zye. Then either ug, . . ., u,_1 are all close to
the code once reduced to Zam , or, for most choices of the scalars, their combination with the coefficients

®;°:gor_1 (e, B;) is far from the code over Zq:. To see why the weakened statement holds, suppose that the

vectors are far from the code after reduction to Zom . Then the errors that a random combination would have
to cancel are nonzero modulo 2™ and therefore they have fewer than m factors of two. For the combination
to become a codeword over Z,, the random coefficients have to supply the £ — m or more missing factors of
two by themselves, which happens only with negligible probability once the gap between the two rings is
large enough.

2.3 Ring Commitments from Proximity Gaps

We next instantiate the oracles of our IOP with a ring commitment scheme based on the above weakened
proximity gap. Recall that the IOP queries a witness oracle at tensor points, so the commitment scheme has



to support evaluation claims of the form ®if0T_1 (i, B;) - v = s for a committed vector v € Z2,,,. We obtain
such a scheme by following Brakedown over a sufficiently larger ring Z., where the proximity test is sound.

Brakedown-style commitment. Since the weakened gap certifies closeness only after reduction to a smaller
ring, we commit and test over Z¢ in order to obtain a guarantee over Zom. To commit to v € Z1,,, the
prover lifts it canonically to Zye, arranges it as a matrix, encodes every row, and commits to the columns
of the encoded matrix with a Merkle tree. To prove an evaluation at a tensor point, the prover sends the
tensor-weighted combination of the rows and opens randomly sampled columns. The verifier checks over
Zye that the encoding of the row combination agrees with the same combination of the opened columns,
then reduces the row combination to Zom and applies the remaining tensor factor to recover the claimed
evaluation. By the weakened proximity gap, a committed matrix that is far from the code after reduction to
Zom yields a row combination that is far from the code over Z,¢ except with negligible probability, and the
column checks then fail.

Security definition. We define the security of a ring commitment through three properties: low-precision
binding, evaluation binding, and low-precision knowledge soundness. The first two are the ring analogues
of the usual binding notions. The main difference from commitment schemes over fields lies in knowledge
extraction: rather than extracting the entire witness over Zom , we only require extracting its reduction modulo
2k,

This relaxation is motivated by an inherent obstacle to full extraction over Zom . Roughly speaking, the
emulator repeatedly rewinds the prover, collects accepted evaluation proofs at freshly sampled challenges, and
reconstructs the witness by solving the resulting linear system. However, a malicious prover may answer only
those challenges that vanish on some fixed nonzero vector, so that the collected system stays underdetermined.
If this vector is divisible by a large power of two, many random challenges vanish on it, and the prover retains
a nonnegligible success probability while ruling out full extraction. We show that for a sufficient precision
gap m — k, the collected equations nevertheless determine the witness modulo 2* with high probability.
Although this notion is weaker than full extraction, we prove that it suffices to establish knowledge soundness
for relations over Zyx.

2.4 Permutation Check over Rings and a Full SNARK

The IOP and the commitment scheme together prove the arithmetic relations, which capture the gate evaluation
of a circuit. To construct a SNARK for general circuits, we still need a permutation check that enforces the
wiring constraints, that is, that the values on wires connecting different gates agree.

Transferring to F,x. Existing permutation checks over fields [GWC19; Hab22; STW24; STZ26; BCD25]
require constraints of degree at least logarithmic in the instance size. Since the prover cost of our IOP grows
exponentially with the constraint degree, they incur a polynomial overhead for the prover, which makes them
impractical in our setting. We instead transfer the permutation check from Z, to the binary field Fyx through
the bijection ¢ that identifies elements with the same bit representation. The key point is that, since ¢ is
bijective, two vectors are permutations of each other if and only if their images are. Thus, the permutation
relation over Zox is equivalent to that over Fox. To exploit this equivalence, we introduce a new oracle model,
which we call a compatible oracle. Intuitively, a compatible oracle supports both ring and field queries to
a consistent vector, where ring queries access the vector itself and field queries access its image under .
Consequently, using compatible oracles, any IOP for the permutation relation over F,. can establish the
corresponding permutation relation over Zyx.

Compatible commitment. We next define a compatible commitment to instantiate the compatible oracle. At



a high level, it combines a ring commitment with a field polynomial commitment [DP25] under a shared
commitment procedure. We show that it suffices to ensure that any valid ring opening can also be interpreted
as a valid field opening under ¢. The binding property of the field commitment then guarantees that the
witness extracted on the field side is exactly the image under ¢ of the witness extracted on the ring side.

We build the compatible commitment on our ring commitment scheme. Since this scheme encodes the
witness vector with the lift of a binary linear code, reducing the encoding modulo 2 yields a Brakedown-style
commitment over [Fo, which naturally serves as the field commitment. However, this reduction only keeps the
least significant bit of each entry. We therefore let the prover commit to the bit decomposition of the vector,
so that the whole vector over F,x can be recovered from the committed bits. To ensure that the committed
components form a valid bit decomposition, we use our IOP to verify that they are binary, which guarantees
that the witnesses extracted on the two sides are consistent.

Combining the arithmetic IOP for the gate constraints, the permutation check for the wiring constraints,
and the compatible commitment that instantiates their oracles yields Rotor, a SNARK for general circuits
over Zok.

3 Preliminaries

Rings and precisions. Throughout, 1 < k < m < £ are three precisions of rings. For ¢ < ¢/, we write
Tq : Loy — Zaa for reduction modulo 29, applied entrywise to vectors and matrices. A lift of a € Zoa 10 Zgy
is any @ € Z,, with m,(@) = a, and its canonical lift is the representative in {0, ...,29 — 1}. For x € Zaa,
we define Po2,(x) := max{a € {0,...,q} : © € 2°Zaq} to be the number of factors of two of x, so that
Po2,(z) = ¢ exactly when « = 0. For a nonempty vector or matrix, Po2, is the minimum over its entries.

Vectors. We write [T'] := {0,...,7 — 1}, u o v for the Hadamard (coordinate-wise) product and u - v or
{u, v) for the inner product of two vectors of equal length, u || v for their concatenation, and 17" for the
all-one vector of length T'. For d vectors vy, .. .,vg of length T, we define their multi-inner product as

T-1 1714
(v1,...,0q) = Zi:O Hj:l Uji
Tensor products. Let R be a commutative ring; in this paper, R is a ring Zoqs or a binary field. For
pairs (ag, B0); - - -, (Qn_1, Bu_1) € R2, the tensor product ®?:_01(ai, B;) € R?" is defined inductively by
®P (i, Bi) == (ag -5 || Bo- s), with s := @77 (e, Bi). Forn = (a0, o, - -, an—1,Bn—1), we write
Tensor(n) := ®?:_01(ai, Bi).

3.1 Algebraic Facts

Below we give some important algebraic facts used in our soundness analysis. Our soundness arguments
bound the probability that random ring elements supply the factors of two that a nonzero value is missing.
Each random combination supplies at most a geometric number of factors of two, and over several rounds
these contributions add up. We therefore record the exact tail of a sum of independent geometric variables,
which gives the concrete error bounds in our theorems and in the choice of parameters.

Let I be the geometric random variable on {0, 1, ... } with

Pril = g] =270, Pl >g] =279 (¢>0),

letI'1,I's, ... be independent copies, and put .Sy := Zt

=1 Fj, with Sg := 0.



Lemma 1. For positive integers S, t, define ®(S,t) := Pr[S; > S|. Then

t—1 t—1 .
(S, 1) = 2~ (5+-1) 3 <S + t - 1) -y <S - 1> o= (S+7).

=0~ 7 =0~ 7
In particular, (S, t) is nonincreasing in S and nondecreasing in t.

Proof. Interpret I'; as the number of failures before the next success in a sequence of independent fair coin
tosses. Then S; > S exactly when the S-th failure occurs before the ¢-th success, that is, when the first
S+t — 1 tosses contain at most ¢ — 1 successes, which gives the first expression. For the second, partition the
event according to the number j < t of successes preceding the S-th failure: the toss at which it occurs is a
failure, and the S + j — 1 preceding tosses contain exactly j successes, which has probability (S +§ *1) 9—(5+7),
Monotonicity is clear from the definition as a tail probability. O

The basic source of factors of two is a single random combination of two vectors. The following lemma
is the ring analogue of the Schwartz—Zippel lemma [Sch80; Zip79] for this case: the combination vanishes
only if the random coefficients supply all the factors of two that the vectors lack.

Lemma 2. Let vy, v1 € Z5, and define a := min{Po2,(vg), Po2,(v1)}. If a < q, then for independent
uniform 0y, 01 over Zaa, Pr[fpvy + 01v1 = 0] < 2—(g-a),

Proof. Assume without loss of generality that Po2,(vg) = a. Then choose a coordinate i with Po2,(vg ;) = a.
The i-th coordinate of the equation implies 6pvg; = —01v1,;. Since vg; has exactly a factors of two,
multiplication by vg ; over Zoq has a kernel of size 2. Hence, for any ¢, the above equation has either no
solution or exactly 2% solutions in y. As 6y is uniform over Zsq, for any fixed 61, the coordinate equation
holds with probability at most 27~ Averaging over #; proves the claim. O

Applying this bound once per tensor challenge pair gives a contraction bound that remains valid after
all previous prover messages are fixed, so that one statement covers the initial batching and each adaptive
folding round of our protocols.

Lemma 3. Let T = 2'. For integers q,t > 1 and u € qu, let a := Po2y(u). Let (90 , g )) be independent

and uniform over 7.3, for every i € [t|, and define U := u - ® (0( ) 952)). Then, for every integer b,
Pr[Po2,(U) > b] < Prja+ Sy > bl. In particular, if a < g, then Pr[ | < ®(qg —a,t).

Proof. Set u®) := w and, for i € [t], define wltD) = Héi)u(i’o) + Hgi)u(i’l), where 449 and «(%1) are the
low and high halves of u("), so that u() = U. Let a; := Po2,(u")), and therefore ag = a and a; = Po2,(U).
Consider every integer b with a; < b < ¢q. The event a;; > b is equivalent to Géz)u(ivo) + ng)u(“) =0
(mod 2°). Since a; < b, reducing modulo 2° gives a; = min{Po2,(u(?)), Po2;(u(*1))}. Moreover, the
reductions of 0(()2) and 0%2) modulo 2° remain independent and uniform over Z». Applying Lemma 2 therefore
gives Prla;y1 > b | u)] < 27(=%) = Pr[a; + ;11 > b | a;]. The same inequality holds trivially for
b<a;andb > q.

We now prove by induction that, for every integer b, Pr[a; > b] < Pr[a+S; > b]. The claim is immediate
for 7 = 0. Assuming it holds for ¢, the above result implies

Prla;41 > 0] < ZQ*(QH) Prla; > b —g]
920

< ZQi(QH) Prla+ S; > b—g] = Prla+ Siy1 > b].
9=0



Thus, taking ¢ = t gives Pr[Po2,(U) > b] < Prla + S; > b]. Finally, if a < g, taking b = ¢ gives
Pr[U = 0] = Pr[Po2,(U) > ¢] < Pr[a + St > ¢q] = ®(q — a,t), which proves the second claim. O
To choose parameters for soundness error 27, we use the following estimate from [Li+24, Appendix G.6].

Lemma 4. Let S and t be positive integers and let A > 0. If

S—l2max{3t,)\+t<;+log<g+3t)\>)},

then ®(S,t) < 27,

3.2 Interactive Oracle Proofs

Indexed relations. An indexed relation R is a set of tuples (i, x; w), where 1 is the index, x is the instance,
and w is the witness. We allow both the index and the instance to contain explicit components and oracle
components. The language associated with R is £L(R) := {(1,x) : Fw, s.t. (I, x;w) € R}.

Interactive oracle proofs. Let R be an indexed relation. An interactive oracle proof (IOP) for R is a
public-coin interactive protocol IT = (P, V) with the following syntax. The verifier V receives the explicit
components of the index and the instance and query access to their oracle components. The prover P receives
the same information, the contents of these oracles, and a witness w. The parties interact for a number of
rounds. In each round, P may send explicit messages and oracles, and V replies with independent uniformly
random challenges. After the interaction, ) queries the oracle components of the index and the instance and
the oracles sent by P. The query points are determined by the verifier’s randomness, its explicit input, and the
explicit messages received during the interaction. The verifier then outputs a bit as a deterministic function of
this information and the query answers.

What an oracle holds, which queries it answers, and from which structure the explicit messages and the
challenges are drawn are not fixed here. They are fixed by an oracle model, which each section specifies for
the protocols it considers: Section 4 uses oracles that hold vectors over Zym and answer tensor queries, and
Section 7 lets the same oracles answer a second kind of query over a binary field. A model may allow an
oracle component of the index or the instance to hold any one of several contents for the same component, for
instance any lift of a vector over Zox; completeness and soundness are then required for every such choice.

The protocol is perfectly complete if, for every (i, x; w) € R and every choice of the contents of the
oracle components of i and x allowed by the model, the honest prover is accepted with probability 1. The
protocol has soundness error e if, for every (1,x) ¢ L(R), every such choice of contents, and every prover
strategy P*, Pr[(P*,V(1,x)) = 1] <e.

Promise problems. We use the same protocol syntax for an indexed promise problem (YES, NO), where
YES and NO are disjoint sets of pairs (1, x), and the index and the instance may again contain both explicit
and oracle components. The protocol is perfectly complete if every (i, x) € YES, with any contents of its
oracle components allowed by the model, is accepted by the honest prover with probability 1, and it has
soundness error ¢ if, for every (1,x) € NO, every such choice of contents, and every prover strategy P*,
Pr[(P*,V(1,x)) = 1] < €. No condition is imposed on pairs outside YES U NO.

4 An IOP for Arithmetic Relations over Rings

In this section, we construct an IOP for arithmetic relations over Zqx.
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4.1 Arithmetic Relations over Z,. and Their Lifts
We first define the ring oracle used in this section.

Definition 1. A ring oracle over Zom holds a vector u € ng and answers a tensor query at a point
n = (a0, Bo,---s0u_1,B—1) € Z3, with Tensor(n) - U € Zom. For u € ZL., the oracle [u] holds u
itself. Foru € ng, the oracle [u] holds a lift i € 7. of u, such that (@) = u. For a list of vectors
u = (ug,...,ur—1), wewrite [u] := ([uo], - .., [ur—1])-

We next define the arithmetic relations over Zox together with their lifted counterparts over Zom. We
consider coordinate-wise constraints specified by a polynomial defined over Z,x. Specifically, given an r-
variable polynomial g(Xo, ..., X,_1) of total degree d over Zy. and r vectors v := (v, ..., v,—1) € (Z1,)"
each of length T, the arithmetic relation requires the constraint defined by ¢ to hold on every coordinate
i € [T'] of the vectors, i.e., g(vo,...,vr—1,;) = 0 forall i € [T]. We use the abbreviation g(v) € ng for
the vector whose i-th entry is g(vo, . .., v,—1,) for all i € [T, and give the following definition.

Definition 2. The arithmetic relation RE .., is the set of all tuples (i,x;w) = (g, [v]; v), where v € (ng)r
and g(v) = 0T.

We now lift the arithmetic constraint from Zox to Zam. Let g be the canonical lift of g to Zgm . For lifts
¥ := (Vo,...,0r—1) € (ZLn)", a constraint that vanishes after reduction to Z,« need not vanish exactly over
Zom . Instead, its residual can be a multiple of 2¥. We therefore introduce an additional vector h.

Definition 3. The lifted arithmetic relation R is the set of all wples (i,x;w) = (g, ([0], [1]); (@, b)),
where (U, h) € (Z1.)"** and §g(v) — 2% - h = 07.

For a fixed pair (v, h), the exact equality required by 7?:”731 is stronger than merely requiring the constraint
to hold after reduction to Zox, as the residual §(v) — 2¥h may be nonzero in ZZ,, while still vanishing modulo
2. Such an input induces a valid arithmetic constraint over Z,, even though it does not belong to the
lifted relation. Therefore, we need only consider to reject lifted inputs whose residual remains nonzero after
reduction to Zyk, and no soundness guarantee is needed for the intermediate case above as they similarly
implies a valid tuple for R’;rith. This naturally leads to the following promise problem.

—~k,m ~Lm
Definition 4. The lifted arithmetic promise problem AP .., := (YES, NO) is defined by YES := £(R§;ith)
and NO := {(g, (v, h)) : Po2,,(3(v) — 2kh) < k}.

The following theorem states that an IOP for the lifted arithmetic promise problem can be used to
construct an IOP for the original arithmetic relation.

~ —~ k7
Theorem 1. Let I1 be an IOP for the lifted arithmetic promise problem APar:; with soundness error €. Then

there exists an IOP 11 for the arithmetic relation Rfmh with the same soundness error €. Additionally, if I is
perfectly complete, then so is 11.

Proof. We construct II from II as follows. Let 7 = (Vo, - . ., Uy—1) denote the lifted vectors submitted by the
prover to the oracle. The prover evaluates §(v) over Zom and computes the corresponding b € ZZ,.. Then
the prover submits it to the oracle and the verifier obtains [h]. Finally, the parties run II on the lifted instance
(v, h).

For completeness, suppose g(vp, ..., v,—1) = 0in Z2Tk. We have 7, (g(V)) = g(v) = 0. Hence every
coordinate of g(7) is divisible by 2* and therefore there exists h € ZZ1,. such that §(v) = 2¥h in ZZ,.. The
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honest prover then computes such an h, and thus (v, h) € YES. Consequently, if Iis perfectly complete, it
accepts with probability 1, and so does I1I.
For soundness, suppose that (g, [v]) ¢ £(R%,,). Then there is at least one coordinate i € [T'] such that
g(v); # 0. Therefore, this implies 71, (g(9);) # 0. Equivalently, Po2,, (§(?);) < k. For every h € Z2,., the
term 2¥h; is divisible by 2¥, and therefore subtracting it cannot change the result reduced to Zqx. Hence
75, (9(0); — 2%h;) # 0, and thus Po2,,(g(?) — 2¥h) < k. Therefore (7, k) € NO for every possible choice
of h.
Consequently, regardless of the oracle [h] sent by a cheating prover and of its subsequent strategy, the
execution of I1 is on a NO instance. By the soundness of 1, the verifier accepts with probability at most .
Hence II has soundness error €. U

4.2 Our Construction of IOP

—k,
We now give the IOP for the lifted arithmetic promise problem AP ar:;;.

Example: Hadamard products of two vectors We begin with an illustrative example to explain our idea.
We consider the tuple (g, (7o, 91,07)) € RE™ | with §(Xo, X1) = Xo - X1. Hence, the claim amounts to
ik)o @i - Ojt

The T individual claims are first batched into a single inner-product claim. Let 7' = 2¢. The verifier

arith?

samples (9(0), 051)) from Z3,, for every i € [t] and sends them to the prover. Both parties define a challenge
vector § 1= ®' 1(9(0) 0(1)) Z3.., and then batch the claims by defining zp := (6 o Uy, 71) = 0. For
convenience, we further let wg := 6 o vy and wy := v, and thus zy = (wp, w1 ).

The protocol then proceeds to the folding step. Starting from zp = (wg, w1 ), in each round i € [t] the
two parties have an inner-product claim z; = (wg, w1 ), where wg, w; have length 2¢=%, and the goal of each
round is to halve the vector lengths and then derive the new claim z; . This is achieved by random folding.
Unlike the standard sumcheck protocol over fields, where both vectors are folded using the same random
challenge, we use two random challenges for each vector. Concretely, the verifier samples four random
challenges %-(0’0), 7@(0,1)772(1,0)’ i(l’l). For every j € {0, 1}, let wj(o) and wgl)
of wj, that is, the subvectors formed by its first and last 2!=i—1 entries, respectively. The vectors are then
folded as

denote the low and high halves

wo 4000 ® A0V A0, 0 D) ¢ gt

Accordingly, the claim for the folded vectors becomes
Zi+1:<’)/,( 0) (0)+%( )w((]l)’%( 0) (0)+%( 1) (1)>
b b b b
ST A ) )
bo,b1€{0,1}

To enable the verifier to obtain the updated claim z;1, the prover sends the four partial inner products
®) . _ (w (bo) (bl)
= (wy )

Z

for every b := (bg,b1) € {0, 1}, before the challenges are sampled. To ensure the
consistency of the prover’s messages with the previous claim, the verifier checks that z; = z(o 0 + zfl’l).
After this, the verifier samples the challenges and computes the weighted sum above to obtaln Zi+1, which
yields a new claim over vectors of half the length.

After ¢ rounds, the claim concerns the product of two scalars. By construction, these scalars can be

viewed as tensor evaluations of the corresponding original vectors, with the batching tensor 6 absorbed into

12



PROTOCOL 1. IOP for the Lifted Arithmetic Promise Problem

Let T = 2! and let @(Xo, ey Xpg1) = Zyef [ H?;(l) X,; be a (r + 2)-variable homogeneous
polynomial of degree d > 2. P holds (0, h) € (Z3..)"*!, where ¥ = (¥, ..., 0r—1). V has tensor-query
access to [0] and [h]. By a slight abuse of notation, we denote v, := h and v, 41 := 17. Forevery u € 7

and j € [d], set w§“) =y,

9(1)) from Z2,. for i € [t] and sends them to P. Both parties set zg := 0. P

Z(O), 0§1)) and sets w(()“) +— 0o w(()“)

1. V samples (91(0)

computes 6 := ®§;é(0 for every p € 7.

2. Fori=0,...,t—1:

(a) Forevery u € 7, j € [d],and b € {0, 1}, let w](-“’o) and w](-“’l) be the low and high halves of
wj(-“). For every b = (bg, ...,bq_1) € {0,1}, P computes

zi(b) = ZEN . <w(()“’b0), cee wgi’;)d*l)> ,
nel

and sends all {Zi(b)}be{()’l}d to V.

(b) V checks z; = zgod) + z§1d), and rejects if the check fails. Otherwise, for every j € [d], it
samples (70, 41y

S, from Z2.. and sends the pairs to 7. Both parties then set

d—1

Ziy1 = Z HVi(j’bj) Z,(b)~

bc{0,1}d \j=0

(c) Forevery p € Zand j € [d], the prover updates the vectors as

W) o ATO 0 4 oG 01)

3. V computes the first query point 19 := ((950)%-(0’0), 01(1)71.(0’1)
nj = ((fy.(J’O),y-(]’l)))ie[t] forevery j € {1,...,d —1}. Forevery u € Z and j € [d], ifo,, =11,V
locally computes its evaluation as g, ;. Otherwise, V' queries [v,,,] at 7); and obtains g, ;. Finally, V

. ~ ppd-1
accepts if 2o = 3 7€ [15=0 qu-

))ie[t], and the other query points

the first evaluation. More precisely, they are given by

t—1 t—1
¢ = <®(9§0)%(0’0),951)%(0’1)),%>7 g = <®(vfl’0),vfl’l)),61>.

i=0 1=0
Thus, the verifier obtains the two final scalars with one tensor query to each oracle and checks that their
product equals the final claimed value z;.

13



—~ K,
Formal Construction. We now present the IOP for the lifted arithmetic promise problem APariTh. Let the
lifted polynomial have degree at most d and write

[pl—1

9(Xo, .. Xe1) =Y e [ X,

neT 7=0

where 7 indexes the monomials of g, and Eu € Zom denotes the canonical lift of each coefficient ¢, € Zok
in g. Recall that the lifted constraint is §() — 2k = 07 For clarity of presentation, we homogenize this
constraint by introducing two additional variables and defining

-1
o~ d— _
C(Xo,. . Xrr1) = > & | I X | X0 28, X211
nel 7=0

Equivalently, we write the resulting degree-d homogeneous polynomial as

é(Xo,... r+1 ZCMHXﬂJ

pez J=0
By construction, Gis homogeneous of degree d, and in particular,
Al -~ T _ = N k
G(Uo, N ,U«,«_l,h, 1 ) = g(vo, N ,U,«_l) — 2%h.

With this notation in place, we give our construction in Protocol 1. It follows the high-level structure of the
illustrative example. Differently, in each folding round, the prover now sends 2¢ partial sums corresponding
to all choices of low or high halves of the vectors, and the verifier samples d independent challenge pairs that
are reused across all monomials, to derive the new folded claim.

—~k,
Theorem 2. Protocol 1 is an IOP with tensor queries for the lifted arithmetic promise problem APar::;. Itis
perfectly complete and has soundness error ®(m — k + 1, (d + 1)t).

Proof. Completeness. Suppose that the input (g, (v, h)) € YES. By definition G (3, ..., 041) = 07.

Hence, the honest prover’s initial claim is zg = (#,07) = 0 as required.
We show inductively that every round preserves the claimed value. At the beginning of round ¢, suppose

that z; = 3 7 e wi w((i“ )1> For each b € {0, 1}, the honest prover sends
ng) = Z C < (“’bo), . ,wé’f?dil)> Wb e {0,1}%.
nel
(0%) (1)

By definition, z; = 2;” * + z; ’ and thus the consistency check succeeds.
After sampling the challenges, the verifier updates its claim to

d—1
Zip1 = Z H ’Yi(J’bj) 2
be{0,1}d \j=0
_ ZEM <7i(070)wéu70) + 7§0»1)w8u71)7 o ,%;(d_l 0) (/iil)) 4 %(d L1) ((1“7})> _

nel
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As specified in Protocol 1, the last expression is exactly the new claim associated with the folded vectors.
Thus the invariant is preserved.

(
N J
for every 1 € Z and j € [d], this scalar is exactly the tensor evaluation of the corresponding vector v, at the
point 7;, since the fold of round 7 contracts the index bit ¢ — 1 — z, which is the bit of the :-th pair of 7;. For
j = 0, the batching tensor 6 is absorbed into the query point 79. Consequently, z; = Z# 7 [ H?;é Qs
which is precisely the verifier’s final check. Hence, Protocol 1 is perfectly complete.

After all ¢ rounds, each vector w;" ) has been reduced to a scalar qu,j- The folding procedure implies that

~

Soundness. For every instance (g, (v, h)) € NO, we write = = G (v, . .., Ur4+1). By assumption, we have
Po2,,(Z) < k. Let fy = (0, Z) denote the honest batched value. Since the verifier initializes zy = 0, the
initial error is €y := fo — 20 = (0, Z). Because 6 is the tensor product of ¢ independent challenge pairs,
Lemma 3 implies that, for every integer q,

Pr[Po2,,(¢0) > q] < Pr[k — 1+ S; > ¢]. (D

We next analyze each round ¢ € [t]. Let f; denote the honest value determined by the current vectors, let

z; denote the claimed value maintained by the verifier, and set ¢; := f; — z;. For every b € {0, 1}d, let fi(b) be
(b)
i

. _ (0%
. By construction, f; = f;

the honest partial message determined by the current vectors, let z

by the prover, and set el(-b) = fl-(b) — zi(b)

denote the corresponding message sent

d
+ fi(1 ) If the consistency check fails,
(0) + Z(ld)

the verifier rejects immediately. Hence, it suffices to consider the case in which z; = z; ;- Therefore,

€ = egod) + egld), P02m((6§b))be{071}d) < Po2,,(€&;).

After the challenges are sampled, define the honest value for the next round as

fig1 = Z Cﬁ%(jvbj) fi(b)-

be{0,1}4 \j=0
By the definition of z;;; in Protocol 1, the discrepancy after this update is

€41 = fit1 — Zit1
d—1

= > (I )<

be{0,1}¢ \j=0
d—1 )
1,0 1,1
- <®w§ﬂ RN >>be{o,1}d>.
j=0

Conditioning on the transcript before the fresh challenges of round ¢ are sampled, applying Lemma 3, and
then averaging over the transcript, we obtain

Pr[Po2,,(€i+1) > q] < Pr[Po2,,(¢;) + Sq > ¢, )
where S is the sum of d fresh independent copies of I', independent of the transcript before round i.
We now prove by induction on i € {0,. .., ¢} that, for every integer g,
Pr[Po2,,(€¢) > q] < Prlk — 1+ Sira; > ¢]. 3)
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The base case ¢+ = 0 follows from (1).
Suppose (3) holds for i, where i € [t]. Then, (2) gives

Pr[Po2y(eir1) > ¢ <> Pr[Ss = u] Pr[Po2y(e;) > ¢ — u]
u>0
< ZPr[Sd =u] Prik — 1+ Siyai > q— u
u>0

=Prk—1+Siqu41) > 4]

where the last equality follows from the independence of the d fresh geometric variables.
Finally, if the verifier accepts, the final check implies z; = f; and therefore ¢, = 0. Thus, we have

Pr[accept] < Pr[Po2,,(e;) > m]
< Pr [k: -1+ S(d+1)t > m}
=®(m—k+1,(d+1)t).

0
By Lemma 4, if m — k = A + O(dt log \), then the soundness error is at most 2.

Complexity. Let M := |Z|. The prover and verifier require O(d2?MT) and O(2¢log T + Md) Zaom
operations, respectively. The non-oracle communication consists of 2¢log T Zyn elements, with log T
rounds and at most d(r + 1) queries.

Remark 1 (Higher-arity folding). Protocol I naturally extends to arbitrary folding arity B > 2. In each
round, the vectors are partitioned into B blocks, and the prover sends all B® partial sums. Then, the verifier
samples B challenges for each position, checks the consistency with the current claim using B diagonal sums
and updates the claim accordingly. The initial batching step extends to the same arity similarly. One benefit
of using a larger folding arity is that it leads to a decreased soundness error of ®(m —k+1,(d+1)logg T),
which allows using a smaller m for the same target security level.

4.3 1OP in the Random Oracle Model

The construction above relies on an interactive public-coin verifier. To obtain a non-interactive protocol,
it seems natural to apply the Fiat—Shamir transform by deriving the challenges from a random oracle H.
However, as discussed in [Li+24, Appendix D.2], this leads to a significant loss in soundness for the resulting
protocol, which we briefly recall in the following.

Attack on the Fiat—-Shamir transform. Recall from the proof of Theorem 2 that, for a NO instance to pass
the check, the verifier’s challenges must supply at least m — &k + 1 factors of two. Since the prover fixes its
messages before the verifier samples the challenges, it receives a single sample per contraction and cannot
obtain another one by changing its messages. Under this condition, each contraction supplies s additional
factors with probability about 2%, and the prover passes only if the (d 4 1)t challenge pairs happen to supply
all the missing factors, which happens with probability ®(m — k + 1, (d + 1)t).

After the Fiat—Shamir transform, the challenges of round 7 are computed by querying the random oracle
H on the transcript tr;, which contains the prover’s messages of round ¢. The prover is no longer bound to a
single sample, since it can evaluate H on many candidate messages and keep the candidate whose challenges
introduce the largest number of additional factors of two. Since a single sample supplies s additional factors
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with probability about 27°, about 2° queries suffice to gain s factors of two in one round. More importantly,
these gains accumulate across rounds. Once a favorable challenge has been fixed for round ¢, the prover
repeats this for round ¢ + 1 independently, so gaining sy, ..., s¢ factors of two in the ¢ 4 1 stages of the
protocol, namely the batching step and the ¢ folding rounds, costs about 2°0 + - - . 4 25¢ queries, whereas in
the interactive protocol all these gains have to occur in a single execution, which happens with probability
about 2~ (sot++st)

To restore the soundness error, every stage has to resist the attack on its own. Divide the gap m — k + 1
into shares sq, . . ., s; of the stages. If the prover passes, some stage has supplied at least its share of factors
of two, and a single attempt does so with probability at most ®(sg,t) for the batching step and at most
®(s;, d) for the j-th folding round. To ensure soundness against 2} queries, it thus suffices to bound these
probabilities by 27, for which s) = A + O(tlog A) and s; = A+ O(dlog \) suffice by Lemma 4. Summing
over the stages, the total gap has to be about (¢ + 1)\ + O(dtlog ), which is significantly larger than the
gap A + O(dtlog \) of the interactive protocol.

Gradually lifting the ring. Naively running the whole protocol over the enlarged ring incurs a large
computational overhead. In the following, we discuss how to reduce this overhead. Recall that every folding
round reduces a claim to another claim of smaller size. The key insight is that, while the ring Zym has to be
large, we do not have to carry out all these reductions directly over it. Instead, we can gradually lift the size
of the ring for each reduction step. By doing this, the first several rounds of reduction, which involve most of
the computation, are performed over smaller rings, and Zgy= is only reached in the last rounds, where little
computation remains.

Specifically, we fix precision levels k < mg < m; < --- < m; = m and maintain the following
invariant. The claim z; at the beginning of round ¢ is defined over Zym;, and round 7 turns it into a claim
Zi+1 over Zomiy1 . To facilitate the computation at every precision level, the vectors remain over Zgm as in
Protocol 1. A folding round proceeds as follows. The prover reduces its vectors modulo 2"*+! and computes
the partial sums zi(b) over Zomiy1, since they have to produce the claim of the next precision level. As z;

is only known modulo 2", the verifier checks the consistency of the partial sums with z; at this precision,
that is, z; = Wmi(zi(od) + zi(ld)). The sum zgod) + z§1d) € Zomiy1 thereby becomes the lift of z; to the next
precision level, whose higher digits are chosen by the prover. The new claim z; is then computed over
Zgymiy1 from the partial sums and the challenges reduced modulo 2"*+1. The prover then folds its vectors
over Zom as before. After ¢ rounds, the claim is over Zom: = Zom and concerns the tensor evaluations of the
original vectors, so the final check is the same as in Protocol 1.

The formal construction is presented in Protocol 2.

—~km
Theorem 3. Protocol 2 is an IOP with tensor queries for the lifted arithmetic promise problem AP, in the
random oracle model. It is perfectly complete and, against any prover making at most Q) queries to H, has
soundness error

t
Q'(Smax"i'z(sj S (Q“‘t"'l) '5maxa
7=0
where 50 = <I>(m0 —k+ 1, t), (5,‘4.1 = (I)(mH_l —m; + 1, d)fori S [t], and (5max = maxo<<t 5]'.

Proof. Completeness. Suppose that the input (g, (v, h)) € YES. By definition, CAJ(@O, ooy Opy1) = 0T, and

hence the honest prover’s initial claim is zg = 7, ({0, 07)) = 0 as required.
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PROTOCOL 2. Non-Interactive IOP for the Lifted Arithmetic Promise Problem in the ROM

Let T = 2 and let G(Xo, ..., Xp41) = > ez Cn H] o X ; be an (r + 2)-variable homogeneous polynomial of

degree d > 2, as in Protocol 1. Fix precision levels k < my < my < -+ <my =m. Pholds (v,h) € (ZL,.)"+1,
where U = (g, ...,0r—1). V has tensor-query access to [0] and [[h]] over Zom . Both parties have access to a
random oracle H, whose output is parsed as a tuple of uniform elements of Zy= of the required length, and hold

a string x that identifies the index and the instance, including the contents of the oracles. By a slight abuse of

(r)

notation, we denote U, := h and U,4, := 17. Forevery y1 € Z and j € [d], set W} =V, € L.

g Jiept] € (Z3m )" from H(x || batch) and set zp := 0 €

r

. Both parties derive the batching challenges (9(
Zagmo. P computes 0 := @' 1(9(0) 9(1)) € 7%, and sets w( O owy () for every 11 € 1.

2. Fori=0,...,t—1:

(a) Forevery u € Z and j € [d], P computes w(") = T,y (W (“>) € 72, and lets w( % and w(” Y be

the low and high halves of wj( ). For every b = (bg,...,ba_1) € {0,1}%, P computes

b b ba_
( ). Z u <w0“ o .. ,w(([i'ld 1)> € Lomiy1,
;LGI

and sends all {Zi(b)}be{o 134 to V.

(b) V checks z; = mp,, ( (O ) + z( )) and rejects if the check fails.

(c) Both parties derive the folding challenges (ng’o)ﬁl(-j’l))je[d] € (Z3..)% from H(x || fold || 7 || tr;), where
tr; = ({zf}’)}be{ovl}d)ﬁ,zo consists of the messages of rounds O, ..., 7, and set 7(; b= = T, (vgj b))
for every j € [d] and b € {0, 1}. Both parties then set

e X (T10%) 0 € 2
bef0,1}3¢ \j=0

(d) Forevery u € Zand j € [d], letw w; (19) and EE.“ ") be the low and high halves of E§“ ), and P updates the
vectors as

D) PO | UG ¢ 72

3. V computes the first query point 1y = ((91(0) (0,0) 9(1) (0 1)))ie[t], and the other query points 1, :=

((7; @ 0),75 )))z‘e[t] for every j € {1,...,d — 1}. Forevery u € Z and j € [d], if Uy, = 17, V locally
computes its evaluation as g, ;. Otherwise, V queries [v,;] at n; and obtains g, ;. Finally, V accepts if

~ d—1 .
2t =2 ,e7 Cu [ =0 Qu.j in Zom.

We show inductively that every round preserves the claimed value. At the beginning of round ¢, let @5“ ) €
Z%:Z be the vectors held by the honest prover, and suppose that z; = m,, (Zu 7 Cu <@8“ ), . ,E&“_)Q). For
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each b € {0, 1}, the honest prover sends

zl(b) — Z’C\# <w((),u,bo)7 o wc(llflid—i)> € Zymisr, where w]('li) = M (@;M)).
el

d
Since reduction is a ring homomorphism, z( R z(1 ) = = T (Euez c#<w(() ). ,EE{?Q), whose reduc-

tion modulo 2" is z;, and thus the consistency check succeeds. After the challenges are derived, the verifier
updates its claim to

Zit+l = Z H %] o) ,(b

be{0,1}4 \j=0

= T ZC# <7(0 o)w(() 0)+7(0,1)@(()/i,1)7mﬁ(_d—i,o) (n0)+7(d lil)ﬁgfi» ’

(2 (2 7
uEI

where we used that %»(j - Tmiin (75]' ’b)) and again that reduction is a ring homomorphism. As specified

in Protocol 2, the vectors in the last expression are exactly the folded vectors of the honest prover, so the
invariant is preserved with m; in place of m;.

After all ¢t rounds, each vector @;“ ) has been reduced to a scalar, which is the tensor evaluation g, ;
of v, at n); exactly as in the proof of Theorem 2, since the folds use the maximum-precision challenges.
Consequently, as m; = m, we have z; = Eu 7 Cu H?;é qu,j» Which is precisely the verifier’s final check.
Hence, Protocol 2 is perfectly complete.

Soundness. For every instance (3, (3, h)) € NO, we write £ = G(Tp, . . ., Or41 ). By assumption, we have
Po2,,(Z) < k, and hence Po2,,,(mm,(Z)) < k as k < mg. Let fy = ﬂm0(<0 E)) = (0, . (Z)) denote
the honest batched value, where 6 := ® (9(0) 9(1)) Since the verifier initializes zp = 0, the initial error
is€ = fo— 20 = (0,7m(E)). Because 9 is the tensor product of ¢ independent uniform pairs over Zn,,
Lemma 3 and the monotonicity of ® in its first argument imply

Prleg = 0] < ®(mg — P02y, (Mo (2)),t) < ®(mo — k + 1,t) = do.

We next analyze each round i € [t]. Let @5-“ ) € 72, denote the vectors that the honest prover holds
at the beginning of round 4, which are determined by the challenges so far, let f; € Zom; denote the honest

value determined by these vectors, namely the reduction modulo 2™ of 3 > cﬂ<w(()“ ... @((i )1> let z;

denote the claimed value maintained by the verifier, and set ¢; := f; — 2z; € Zom;. For every b € {0, 1}d,
let fl-(b) € Zgmi41 be the honest partial message determined by the current vectors, as in the completeness
(b) PONY .

i 2Mi+1 .

proof, let z; denote the corresponding message sent by the prover, and set egb) = fi(b)

By construction, f; = mp, ( f (0 + f ) If the consistency check fails, the verifier rejects immediately.

Hence, it suffices to consider the case in which z; = my,, (2; (09 + z( d)). Therefore, egod) + el(.ld) is a lift of
€; to Zgmir1. We now show that raising the precision does not create factors of two: if u € Zoq satisfies
a :=Po24(u) < gand ¢ < ¢, then every lift u € Z,, of u satisfies Po2, (u) = a, because writing u = 2%v
with v odd gives u = u + 2%¢ = 2%(v + 297 %¢) for some integer ¢, and v + 297 %c is odd as a < ¢. Hence,
whenever ¢; # 0,

POZmH1 ((ng))be{o,i}d) < P02m1+1( (Od) + Egld)) = P02m1 (El) § m; — 1.
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After the challenges are derived, define the honest value for the next round as

firi= > H%(j’bj) 7,

be{0,1}4 \j=0

which is the honest value determined by the folded vectors, as shown in the completeness proof. By the
definition of z;4; in Protocol 2, the discrepancy after this update is

d—1 d—1
j,b; b j,0 j,1 b
e RN S B | R R <®(%U TEONC ))be{(),l}d> :

be{0,1}¢ \Jj=0 §=0
The pairs (’yi(j 0) , ’yl-(j ’1)) are the reductions of fresh independent uniform pairs over Z3,., so they are indepen-
dent and uniform over ngi +1- Conditioning on the transcript before the challenges of round 7 are derived
and applying Lemma 3 with ¢ = m;1, we obtain that, whenever ¢; # 0,

Prlejy1 = 0] < @(miy1 —mi +1,d) = 6iq1.

This is where the gradual lifting of the ring enters, since even if ¢; has as many as m; — 1 factors of two, it
still lacks m;+1 — m; + 1 factors of two at the new precision, all of which have to be supplied by the fresh
challenges of round .

Finally, if the verifier accepts, the final check implies z; = f; and therefore ¢, = 0, since f; =
Zu 7 [ H?;é qu,; by the completeness proof. It remains to account for the queries of A to the random
oracle, which we expose by lazy sampling: a query on a new input is answered with a fresh uniform value,
and a repeated query receives the previous answer. We call an input of the form (x || batch) a batching query,
and an input of the form (x || fold || || tr;) a round-i query. Together with the oracle values on the shorter
inputs determined by tr;, which are independent of its own answer whether they are sampled before or after
it, a round-7 query determines the transcript up to and including the messages of round ¢, and hence zg, . . ., 2;
and €, . . ., ;. We call a fresh batching query bad if its answer gives g = 0, and a fresh round-z query bad if
the consistency check of round ¢ passes, €¢; # 0, and its answer gives €;41 = 0. The answer to a fresh query
is uniform and independent of everything else, so the bounds above show that a fresh batching query is bad
with probability at most dg and a fresh round-i query is bad with probability at most J; 1, even though A
chooses its queries adaptively.

Now suppose that the verifier accepts the proof output by A. Its ¢ 4 1 challenges are determined by one
batching query and one round-i query for each i € [t], and those not made by A are fresh queries made
during verification. Acceptance means that every consistency check passes and, as shown above, ¢, = 0.
Let ¢* be the smallest index with ¢;+ = 0. If ¢* = 0, the batching query of the proof is bad; otherwise,
€;+—1 # 0 and the round-(i* — 1) query of the proof is bad. Hence acceptance implies a bad query among the
at most () fresh queries of A, each bad with probability at most d,,ax, and the at most one fresh query per
stage j € {0, ...,t} made during verification, bad with probability at most ;. A union bound gives the first
inequality, and the second is immediate. O

Complexity. Let M := \f |. In round i, the prover computes the 2¢ partial sums from vectors of length 2!,
which takes O(d2¢M2!~%) operations over Zgm; 1, and folds its O(r) distinct vectors, which takes O(r2!~%)
multiplications over Zom . In total, the prover performs O(dZdM T') ring operations as in Protocol 1, of which
O(d2?M2'=7) are over Zym, 1 for each i € [t]. Hence the number of operations halves with every increase
of the precision, and only O(d2?M + rT') operations are over Zgym . The verifier performs O(2¢) operations
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over Zymi+1 in round i and O(Md) operations over Zgm for the final check, that is, O(2%log T + Md)
ring operations in total. The proof consists of 2¢ elements of Zym,1 for each i € [t], that is, 29 log T ring
elements, the verifier makes at most d(r + 1) tensor queries over Zgm , and the challenges are derived with
logT" + 1 queries to H.

Remark 2 (Higher-arity folding). Protocol 2 naturally extends to arbitrary folding arity B > 2 as in
Remark I, with logg T folding rounds and logg T + 1 precision levels. Since the maximum precision
grows with the number of precision levels, a larger folding arity reduces the required gap m — k to about
(logg T + 1)\, which allows using a smaller m for the same target security level.

S Proximity Gap of Linear Codes over Rings

In this section, we study the proximity gap of linear codes over the ring Zom .

5.1 Lifted Codes and Visible Distances

We start by defining the notation used in the analysis.

Linear codes. Let C C Y be a binary linear [V, n, d] code, that is, a code of length N, dimension n and
minimum distance d, with generator matrix G € ]FSXN . All codes in this paper are of this form.

Lifted codes. By identifying the entries of G with {0, 1} C Zgq4, we regard G as a matrix over Zoq for every
q > 1. For x € Z3,, let Ency(x) := G, and define the lifted code of C over Zaq as Cq := {Ency(z) : z €
73} C 7). Since G is binary, 74 0 Ency = Ency o my forall ¢ < ¢. We first show that lifting preserves the
minimum distance.

Lemma 5. For every q > 1, the lifted code C, has minimum distance d.

Proof. Let ¢ = Ency(x) # 0 for some x € Z,, and let u := Po2,(x). Since z # 0, we have u < g¢.
Set x = 2“2, where 2’ has at least one odd coordinate and hence () is nonzero. By the identity
71 o Ency = Ency o 7y, we have 7 (Ency(2’)) = Ency(m;(2”)) is a nonzero codeword of C and therefore
has Hamming weight at least d. For every coordinate j in the support of 71 (Enc,(2)), the entry Enc,y(2'); is
odd. Thus, ¢; = Ency(z); = 2"Ency(z’); # 0. Hence wt(c) > d.

Conversely, choose z € F% such that wt(Ency(Z)) = d and regard Z as an element of Z5,. Then
Enc,(29712) = 2971Enc,(%). Its j-th coordinate is nonzero in Zsq exactly when Ency (Z); = 1 in Fa, which
implies wt(Enc,(2¢71%)) = d. Thus C, has minimum distance d. O

Interleaved codes and distances. For an integer ~ > 1, we extend Enc, to matrices by defining Enc,(X) :=
XG@ for every X € Ziy, ", and define the r-fold interleaved code as C(ST) = {Ency(X) : X € Zi"} C

quXN . We view CCST) as a length-/V block code over the alphabet Z5,. In particular, its elements are naturally
identified with matrices in Z5;". For X € Z5*" we write X. ; for its j-th column, and set supp(X) :=
{j € [N]:X.; #0}and wt(X) := | supp(X)|. For X, Y € Z5:N, we write AT (X, Y) := supp(X —Y)
for the set of columns at which X and Y differ, called their disagreement set, and d(X,Y) := |A") (X, V).

For a nonempty set S C Z5Y, we further write d(X, S) := minycs d(X,Y).

Visible distance. The standard Hamming distance captures the number of disagreements. We additionally
record how visible each disagreement is.
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Definition 5. For X, Y € ngN and q € {0, ..., ¢}, the g-visible disagreement set and the g-visible distance
are

AP, Y) = {j € [N]: P2 (X — Yiy) < ab, dy(X,Y) = [AD(X, V).
For a nonempty set S C ZTXN we write dg(X,S) := minyes dy(X,Y), and we say that X is (e, q)-far
from S ifdy(X,S) > e.

Intuitively, the g-visible distance is the Hamming distance observed after reduction to Zsq. As an
immediate consequence of the definition, the visible distance is monotone in the parameter gq.

Theorem 4. For every X € ZI N, every nonempty set S C Z;fN, and all 0 < q¢ < ¢ < {, we have
dy(X,S) <dy(X,S).
Error precision and error profile. Fix an error bound e > 0. For every j € {0,...,e}, we define the

j-error precision of X as the largest ¢ at which X remains within j errors of the code after reduction to Zaa.

Definition 6. For X ¢ ZTXN and j € {0,..., e}, the j-error precision of X is
pi(X) = maX{q €{0,.... 0} dy(x.C") < j} .

if and only if d (X, C( )) < j. Particularly, this

By monotonicity of the visible distance, p; >q
< g. Since increasing the error bound can only increase

(r)

(X
implies X is (j, ¢)-far from C,"”’ if and only if pj(
- <

X). Consequently, if X is (e, ¢)-far from Cé ), then
.., pe(X)) the error profile of X.

)
)
the precision, we have po(X) < p1(X) < Pe
p;i(X) < g forevery j <e. We call (po(X ) 1(X),.

5.2 Main Result
In this part, we prove the following theorem.

Theorem 5. Let Cy C ZN be the lift of an [N, n,d] binary code, let v > 2 be a power of two, and let

e € {0,... Ld IJ} Let U := (u;)i—5 € ZglxN, and suppose that U is (e, m)-far from le’"). Then, for
independent uniform o, o, . - -, Qlog r—1, Plogr—1 OVer Lo,

Pr [d ([@i‘f{fl(ai,&)} - U, Cg) < e} <(e+1)®(¥—m-+1,logr).

At a high level, we view the random tensor combination as a sequence of log r binary folds. If the input
is far from the code after reduction to Zym , then all error precisions should lie below m. On the other hand, if
the final folded word is e-close to the code over Zy., then p. = . Thus, it suffices to understand how the
error profile can increase over the course of these folds.

We begin with a single fold, which depends on two random challenges. For clarity, we write X = (?f) €
ZgﬁXN for a matrix split into two blocks, and for a coefficient pair p = (o, 5) € Zﬂ, we define the fold

Fp(X) == aXo+ BX1 € ZUN.

Theorem 6. Let X € ZQtXN and aj = p;(X) for j € {0,...,e}. Foreveryq € {1,...,¢} and uniform

> Prip(F(X) zq < Y 27,

0<j<e 0<j<e
a;<q a; <q
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Proof. Fix g. Since my(Fp(X)) = Fy, () (m¢(X)) and the g-visible distance is the ordinary distance after
reduction modulo 29, the event p;(F,(X)) > ¢ depends only on p and X modulo 2¢. Moreover, a uniform
D Zgz reduces to a uniform element of Z3,. Hence we may work over Zyq and, with a slight abuse of
notation, write X for 7, (X).

For j € {0,..., e}, define the passing sets as

S; = {p € 72, : d (F,,(X),cgt>> < j} .

Clearly, So C Sy C -+- C S,. For § C Z3,, write Pr[S] := |S|/2%4. Then by the definition of S}, we have
Prp[p;(Fp(X)) > q] = Pr[S;].
We start by analyzing the structure of subsets in Z32,.

Lemma 6. Let S C 73, be nonempty and h := min,, ,ycs Po2,(det(p, p')). Then Pr[S] < 271

Proof. If S = {0}, the claim is immediate. Otherwise let sy := min{Po2,(p) : p € S} < ¢, and choose
po € S attaining this minimum. There exists an invertible matrix ) € quxQ such that po@ = (2%°,0). For
p € S, let pQ = (z,y). We claim that Po2,(pQ) = Po2,(p). Indeed, each coordinate of p() is a linear
combination of the coordinates of p, which implies Po2,(pQ) > Po2,(p). The reverse implication follows
in the same way from p = (pQ)Q~!. Hence, by the definition of s, it follows that Po2,(pQ) > s for every
peS.

Now set 51 := min{Po2,(y) : pQ = (z,y),p € S}, and choose p; € S such that p1Q = (x1,y;) with
Po24(y1) = s1. Since Po2,(z1) > so, subtracting a suitable multiple of po@ from p;Q eliminates its first
coordinate. Hence, for H := RowSpany,, (po,p1), we have HQ = 2°°Zaq X 2°'Z3q. Moreover, by the
definitions of sg and s1, every pQ = (x,y) with p € S satisfies x € 2°0Z9q and y € 21 Zgq. Thus S C H.

Next, take arbitrary p,p’ € S, and write pQQ = (z,y) and p'Q = (2/,y’). Since x,2’ € 2°07Z9q
and y,y' € 251794, we have det(pQ,p'Q) = xy’ — 2’y € 250751754, Consequently, Po2, (det(p,p’)) =
Po2, (det(pQ, p’'Q)) > min{so+s1, ¢}. On the other hand, det(poQ, p1Q) = 2°°y1, so Po24(det(po, p1)) =
min{sy + $1,¢}. Thus, h = min{sy + s1,¢}. Finally, since right multiplication by @ is a bijection,
|S| < [H| = |250Zg4| - |251 70| = 2975024751 < 220~ h, O

Let h := min, ycs, Po2,(det(p,p’)), then we have Pr[S.] < 27". If h = g, then Pr[S;] < Pr[S.] <
279 < 27(27%) for every j with a; < g, so the desired bound already follows. We may therefore assume
h < g in the following.

Choose pg,p1 € Se as in the proof of Lemma 6, so that Po2,(det(po,p1)) = h. Then there exist

Co,C € Cét) and errors =g, Z; € Zb5 ™ such that
Fpo(X):Co—l-Eg, Fpl(X):Cl+El,

with wt(Z;) < efori € {0,1}. Let E := supp(Zp) Usupp(=Z1), so | E| < 2e < d.

Let A be the matrix with rows pg, p1. By the proof of Lemma 6, there exist invertible matrices P, () €
7252 such that PAQ = diag(2%,2°') with so + s; = h. Moreover, H := RowSpany,, (po,p1) satisfies
HQ = 250790 X 251724, Se C H and |H| = 22¢=h Define Y := Gfl’) = Qfl(;{?), where Q! acts on the
two blocks Xy, X;. Then, we have PAQ (g’) = P(g‘;) + P(gg) This further implies

20Yy = C)+E), 29Y; = ) + =],

where C{,C] € C(gt) and supp(Z;),supp(E}) € E. Additionally, since @ is invertible, it preserves the
visible distance to the code at every level. That is, dy/ (Y, Cé%)) =dy (X, Cém) forevery ¢’ < q.
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Let .J be the number of indices j € {0, ..., e} suchthat a;+h < ¢. By monotonicity of the error precision,
these are precisely j = 0,...,.J — 1. Fix such a j. By the definition of a;, we have daj+1(X, Cé%)) > j and
therefore dg, +1 (Y, CéZt)) >

To exploit this distance lower bound, we would like to compare each Y; directly with a codeword in cht).
However, the argument above only shows that 2°¢Y; is close to a codeword C/. Since 2% is not invertible in
Z9a, we cannot simply divide this relation by 2%. We therefore take a different approach. Specifically, we
demonstrate that the codeword C! itself contains a factor of 2%. This allows us to isolate the common factor
in the relation and analyze the remaining part separately.

Lemma 7. Let E C [N] satisfy |E| < d, leta € {0,...,q — 1}, and let 0 < s < q — a. Suppose that
WezN Ce Cér) and Z € 75N satisfy 2°W = C + Z with supp(Z) C E. Then there exists V € Cér)
such that 2°V = C and A((IQI(VV, V) C E. In particular, dgi1 (W, V) < |E|.

Proof. We first claim that for every E C [N] with |E| < d there exists I C [N]\ E with |I| = n such that
the submatrix Gy € Zy,*" is invertible, where G is the generator matrix of C,. Indeed, since |E| < d, the
submatrix G\ g has rank n over Fo. Hence there is a set I C [N] \ E of size n for which det(G7y) is
nonzero over Fo. Therefore, the determinant of Gy is odd when considered on Zsq and is also invertible.

Write C' = M G. Restricting the assumed equality to I gives 2°W; = M Gy, hence M = 25W1GI_1. Write
M =2°M'"andsetV := M'G. ThenV € CéT) and 2°V = C. Forevery j ¢ F, we have 2°(W. ;- V. ;) = 0.
Thus Po2,(W.; — V.;) > ¢ — s > a. Hence AU) (W, V) C E and doy1 (W, V) = |AU), (W, V)| < |E].

O

Since s; < h < ¢ — aj, Lemma 7 implies that there exist Vjo, V;-l € C(gt) such that C] = 232'1/;?' for

. 0
i€{0,1} and AS?H(Y; V})C E. LetVj = (gjl) Since dg; +1(Y, C(g%)) > jand Vj € C(g%), it must hold

thatdg; 11(Y, V) = j + 1.
For v € E, define p1, := min;eqo13 Po2,(Z; . ). Since 2%V} = Cj, we have & = 2%(Y; — V}).

—1,:,v

]7'7
For each such column, choose i € {0, 1} attaining this minimum. Since aj +s; < a; +h < g, we get

o < Po2, (E;U> = 5; + Po2, (Yi,:,v — VJZU) < a; + h for each of these j + 1 columns.
Order the values {11, },¢cp increasingly, and let vg, v1, . . . denote the corresponding columns. Since, for
every j < J, atleast j+ 1 of these values are at most a; + h, the (j + 1)-st smallest one satisfies po; < ajth
forevery 0 < j < J.
We now bound the sizes of the passing sets. Sample § = (g, 6) uniformly from Z3, and set p :=

6 diag(2%0,251)Q L. Since HQ = 2°°Zoq x 251 Zsa, p is uniformly distributed over H. For such p, we have
Fo(X) =6y (2°°Yp) + 61 (2°'Y1) = (60Cp + 61C1) + E,

As shown above, there are at least j + 1 columns v € E for which minie{oﬁl} Po2, (Yi,w -V v) < aj;.

where =y := 0=, + 6, Z]. The first term belongs to C(gt), while supp(Zg) C E. Therefore, wt(Zy) < 2e.
Suppose that p € S;. Then there exist C e Cét) and an error term = with wt(é) < 7 such that
F,(X) = C + =. This suggests

(11

C — (00Ch + 0:C1) = Zp —

The right-hand side has weight at most 2e + j < 3e < d. Since the left-hand side is a codeword and the
minimum distance of the code is d, it must therefore be the zero codeword. Consequently, =9 = = and hence
wt(Zg) < j.
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The above reasoning shows that p € S; only if wt(=Zy) < j. Therefore, there are at most max{J —
wt(Zp),0} indices j € [J] such that p € S;. On the other hand, among the J distinguished columns
vo, .. .,VJ—1, at most wt(Zg) can contain a nonzero block of Zy. Hence at least max{J — wt(Zp),0} of
these columns contain a zero block, which implies |{j € [J] : p € S;}| < [{j € [J] : (E¢):,0, = 0} Taking
expectations over 6 gives

By Lemma 2 and 1,,; < aj + h < g, each term on the right is at most 9~ (@) Hence

J—1 J—1
P 1< —(g=p0;)
Prres)< S
7=0 7=0

Since S; € S. € H and |H| = 224~", we have Pr[S;] = 27" Pr, #[p € S;], and we obtain

J-1 J-1 J—1
Z Pr(S;] < Z 9-ho (=) < Z P
J=0 j=0 =0

where the last inequality follows from p,; < a; + h.

It remains to consider the indices j > J for which a; < ¢. By the definition of J, we have a; + h > q.
Since S; C S, C H, it follows that Pr[S;] < 2~h < 27(4-9)  Combining the two ranges gives the desired
bound. O

We next show how the result for single fold can be iteratively applied to obtain the final results. For
X e Z;ZXN and integer g, we define the crossing count as the number of error precisions that have reached ¢,
namely

Kx(q):= {7 €{0,...,e}: pj(X)>q}|. 4)

Corollary 1. Let X € Z;EXN , let p be uniform over de, and let T" be the geometric random variable of
Section 3.1, so that Pr[[’ > s| = 27° for every s > 0. Then, for every integer q < ¢,

Ep [Kr,(x)(q)] <Er[Kx(qg—T)]. &)

Proof. If ¢ < 0, both sides of (5) equal e + 1, so we assume 1 < ¢ < £ in the following. Let a; := p;(X)
forevery j = 0, ..., e. By the definition of crossing count, E, [KFP(X)(q)] =3 o Prp[pi(Fp(X)) > ¢l
We split this sum according to a;. If a; > ¢, then dg(X, CéQt)) < j. Choose V = (1‘;(1’) € Cé%) such that
dq(X, V) < j. Outside A((I%) (X, V) we have my(X;) = my(V;) for i € {0,1}. Hence, for every p = (o, ),
we have 7y (F), (X)) = mq(aVp + V1) outside the same set of columns. Since a'Vy + Vi € Cét), it follows

that d, (F,(X), Cét)) < j and therefore p;(F,(X)) > ¢ for every p. This leads to Pr,, [p;(F,(X)) > ¢q] = 1.
On the other hand, since a; > g and I" > 0, we also have Pr [aj + T > ¢] = 1. Therefore, for every j with
aj > q, Pry [pj(Fp(X)) 2 gl =Prfa; + T > ¢q] = 1.

It remains to consider the indices with a; < ¢. By Theorem 6, we have ) jia;<q Pr, [pj(Fp(X)) > ¢q] <
> ja;<q 2~ 97%). By the distribution of I, 2(9~%) = Pr[I' > ¢ — a;] = Prla; + T > g]. Hence

> Pripi(Fp(X)) 2 q] < Y Prla;+T>q.

Jj:a;j<gq Jjiaj<q
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Finally, for every fixed I,
Kx(q—T)=Hj€{0,....;e} :a; + T > q}].

Taking the expectation over T" yields Er [Kx (¢ — T')] = »_5_o Pr[a; +T' > g|. Consequently, E,, (K Fy(X) (q)] <
Er [Kx(¢—1T)]. - u

We now consider the fold process. Set U(®) := U. For every i € {0,...,logr — 1}, split U) ¢

21)x N '
Zé;/ )X
O‘iUéi) + BiUl(i) = F(aiﬁi) (U(i)) :
Theorem 7. Let 'y, 's, . .. be independent copies of I and put S; :=T'1 + - - - + I';, with So := 0. For every
i € {0,...,logr} and every integer q < /,

E[Kyo (9)] < Es, [Ku(g — 5], (©)

where the expectation on the left is over the randomness of the first © folds.

) (4) )
as U = (Z?”) into two blocks of equal size. Given o, 3; € Zye, we define UG+ =
1

Proof. We proceed by induction on i. For i = 0, we have U(®) = U/ and Sy = 0, and hence
E[Kywo(9)] = Ku(q) = Es, [Ku (g — So)]-

Now suppose that the claim holds for some i < log r. Conditioning on U?) and applying Corollary | to
the fresh randomness p; = («ay, 3;) gives

E [KU(”U (q) ‘ U(i)} < Er;;, [KU(i) (g —Tiy1)].
Taking the expectation over the first ¢ folds, we obtain

E [Kya+n(9)] < Eryy, [E[Kye (g —Tis)]]-

Since I';+1 > 0, we have ¢ — I';41 < /4, so the induction hypothesis applies at the shifted target g — I";11.
Therefore,

E [KU(i‘H)(q)} < EF1+1 [ESi [KU(q - I_‘1‘—0—1 - Sl)“ = ESi+1 [KU(q - Si—H)] )

where the last equality follows from the independence of S; and I'; 1 and S;+; = S; + I';+1. This proves the

claim for 7 4+ 1 and completes the induction. O
With the above theorems, we now prove our main result.

Proof of Theorem 5. By hypothesis U is (e, m)-far from CLST). Hence p;(U) < m forevery j € {0,...,e}.

If the folded word is accepted, namely d(U(1°8"), Cy) < e, then p.(U1°8™)) = ¢ and hence Kuosr (£) > 1.

Therefore, Pr{accept] < E [K;(0sr) (¢)] . Applying Theorem 7 with i = log and g = ¢ gives Pr]accept] <

ESiog [Ku (€ — Siogr)]. By the definition of the crossing count,

ES10q [Ku (€ = Siogr)] = ZPr [Siogr = £ — p;(U)].
7=0

Since p;(U) < m — 1 for every j, we have ¢ — p;(U) > ¢ — m + 1. Therefore,

Prlaccept] < ZPr [Slogr > € —m+1] = (e+1)® (L —m+1,1og7),
=0

where the final equality follows from Lemma 1. O
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6 A Commitment Scheme for Rings

In this section, we construct a Brakedown-style commitment scheme supporting tensor evaluations of vectors
over Zym , using the proximity gap from Section 5.

6.1 Definition of Ring Commitment Scheme

Syntax. We first formally define the ring commitment scheme.

Definition 7 (Ring commitment). A ring commitment scheme is a tuple of algorithms I1 = (Setup, Commit, Open,
Prove, Verify) with the following syntax.

o pp < ILSetup(1*,t). On input the security parameter \ and a size parameter t = O(log \), I1.Setup
samples public parameters pp, including (among other things) the knowledge domain Zox, the evaluation
domain Zom, and a splitt = to + t1 with to,t; > 1. Define ro := 2%, r1 := 2 and T := rqr; = 2%,

* (c,u) < IL.Commit(pp, v). On input a vector v € ZQTm, II.Commit returns a commitment c to v, and an
opening hint u.

* b < II.Open(pp,c;,u). On input a commitment c, a claimed low-precision opening v € ZQTk,

an opening hint u, 11.Open verifies whether v is a valid low-precision opening of ¢ using u. We set
I1.0pen(pp, ¢; L, u) := 0.

and

o 7 < II.Prove(pp, ¢, s,m; v, u). On input a commitment c, a purported evaluation s € Zom, an evaluation
point n = (o, Bo, - -+, u—1, Bt—1) € Z%fn, avector v € ng, and an opening hint u, I1.Prove generates
an evaluation proof w for the claim Tensor(n) - v = s.

* b < IL.Verify(pp, ¢, s,n, 7). On input a commitment c, a purported evaluation s € Zam, an evaluation
point n € 734, and a proof m, I1.Verify outputs a success bit b € {0, 1}.

The requirement t = O(log \) ensures that the length 7' = 2! of the committed vectors is polynomial
in A. The scheme II is complete if the obvious correctness properties hold: for honestly generated pp
I1.Setup(1*,¢) and (¢, u)  IT.Commit(pp, v), it holds that TT.Open(pp, ¢; T (v), u) = 1, and for every n €
Z3L, , writing s := Tensor(n)-v, the proof 7 «+— I1.Prove(pp, ¢, 5, n; v, u) satisfies IL.Verify(pp, ¢, s, n, m) = 1
with probability 1.

Security properties. We further define security properties for the ring commitment scheme: low-precision
binding, evaluation binding, and low-precision knowledge soundness. The key point is that the scheme is
binding and extractable only at the lower precision Z,x, whereas evaluations are proved over Zam . Below we
give an intuition of these properties for Protocol 3, which are formalized afterwards.

Low-precision binding requires that a commitment admit at most one valid low-precision opening over
Zox. This follows directly from the distance of the underlying codes. If two openings are both accepted, their
corresponding encodings can differ only on the union of their disagreement sets. Since the size of this union
is strictly smaller than the code distance, the two encodings must be identical. Consequently, the openings
themselves must also be identical.

Evaluation binding requires that all accepted evaluation proofs for a given commitment be explained
by the same vector w & ng. The proximity test first guarantees, except with negligible probability, that
the committed matrix is close to the unique codeword over Zom . Let w denote the message underlying this
codeword. Now suppose that the prover sends a row response that differs from the corresponding linear
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combination of the rows of w. By the distance of the code, the encoding of this response must differ from the
expected encoding on many columns. Consequently, all accepted evaluation proofs are consistent with the
same vector w. Note that the evaluation binding only requires the existence of a common w and in particular
such a vector need not be unique. For later usage, we establish a stronger property that every w consistent
with all accepted evaluations is also consistent with the commitment c. More precisely, its reduction 7y (w)
must constitute a valid low-precision opening of the same commitment.

Finally, we establish low-precision extractability. Recall that over a field, extractability requires an
efficient emulator that runs in expected polynomial time and recovers the full witness underlying the
commitment. Following [DP23], our emulator repeatedly rewinds A to collect accepted evaluation proofs at
freshly sampled challenges and then attempts to recover the witness by solving the resulting linear system. The
analysis of evaluation binding ensures that the reduced row responses in these proofs give linear equations in
the same message w. The main difficulty arises from selective answering, where the adversary only responds
to part of challenges. In particular, if all answered challenges lie in a proper submodule, the resulting linear
system would remain underdetermined regardless of how many accepted proofs are collected.

Such a strategy is easy to realize over Zam . For instance, the adversary may answer only those challenges
vanishing on some nonzero vector divisible by a high power of two. A random challenge satisfies this
condition with high probability, since it only has to supply the few factors of two still missing for the inner
product to vanish. The adversary thus retains most of its success probability while preventing extraction of
the full witness over Zgm.

To mitigate this problem, we turn to the smaller ring Z,« and only require that the collected system
determine the witness modulo 2¥. Suppose that it did not. Then there would be a vector that is nonzero
modulo 2% on which every recorded challenge vanishes over Zym . The adversary would thus have to answer
only challenges vanishing on this vector, since every other would contribute new information about it to the
system. Since the vector has fewer than & factors of two, a challenge vanishing on it must itself supply all the
remaining factors needed to vanish over Zom . Given the gap between the two rings, this can happen only
rarely for a random challenge. Therefore, the adversary cannot restrict its answers to such challenges while
retaining a nonnegligible success probability. Hence, with high probability, sufficiently many accepted proofs
determine the witness uniquely modulo 2*.

We now formalize these three properties. The first is a binding property for II.Open. Unlike the standard
definition, which rules out the possibility of opening the commitment to two distinct vectors over Zgm , our
notion only requires uniqueness after reduction to Z,.

Definition 8. For each ring commitment scheme 11, security parameter \, size parameter t, and PPT
adversary A, we define the low-precision binding experiment LPBindg’t()\) as follows:

1. The experimenter samples pp < I1.Setup(1*,t), and gives pp to A.

2. The adversary outputs a commitment together with two openings, (c,Uo, ug, v1,u1) < A(pp), where
T, U1 € L.

3. The output of the experiment is defined to be 1 if I1.Open(pp, ¢; o, ug) = I1.Open(pp, ¢; v1,u1) = 1 and
Ug # U1, otherwise, it is defined to be Q.

We say that 11 is low-precision binding if, for each PPT adversary A, each A\ € N and each t = O(log \),
Pr[LPBind'y"(\) = 1] < negl()).

The second property is evaluation binding. Intuitively, it requires that all accepted evaluation proofs for
the same commitment arise from a single vector over Zam, and that the reduction of this vector to Z,x be a
valid opening of that commitment.
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Definition 9. For each ring commitment scheme 11, security parameter ), size parameter t, PPT query
sampler Q, stateful PPT adversary A, and polynomially bounded B = B(\) > 1, we define the evaluation
binding experiment EvaIBindg’i;tB()\) as follows:

1. The experimenter samples pp H.Setup(l)‘, t), and gives pp to A and Q.
2. The adversary outputs a commitment ¢ < A(pp).

3. Forevery i € |B], the query sampler independently outputs n; < Q(pp), the adversary is reset to its state
immediately after outputting c, and it outputs (s;,m;) < A(n;).

4. The output of the experiment is defined to be 1 if I1.Verify(pp, ¢, s;, n;, m;) = 1 for every i € [B] and there
exist no vector v € 7%, and opening hint u with T1.Open(pp, ¢; 7 (v),u) = 1 and Tensor(n;) - v = s;
for every i € [B]; otherwise, it is defined to be 0.

We say that 11 is evaluation binding with respect to Q if, for each stateful PPT adversary A, each polynomially
bounded B > 1, each X\ € N and each t = O(log \), Pr[EvaIBindg’uB()\) = 1] < negl(\).

The third property is the knowledge notion. Unlike the field case, we only consider a weaker notion
which we call low-precision extractability. Intuitively, the emulator only extracts the lower part of the witness
in Zok, instead of the full witness in Zom .

Definition 10. For each ring commitment scheme 11, security parameter A, size parameter t, PPT query

sampler Q, stateful PPT adversary A, expected PPT emulator £, and PPT distinguisher D, we define two

random variables Realg’i4 cp(A) and Emulg’i4 & p(A), each valued in {0, 1}, as follows:

1. The experimenter samples pp + I1.Setup(1*,t), and gives pp to A, Q and £.
2. The adversary outputs a commitment ¢ < A(pp).
3. The query sampler outputs n < Q(pp).
4. The experimenter proceeds in one of two separate ways:
. Realg’i&&p()\): Run (s, ) < A(n). Output the single bit D(c,n, s, ).

. Emulg:€47£7D(A).' Run (s,7;0,u) + EA(n), where the emulator may repeatedly reset A to its state
immediately after outputting ¢, and where v € ng U {L}. Output the single bit

D(e,m, s,m) A (H.Verify(pp,c,s,n,ﬂ) =1 = T1.Open(pp, ¢; 0, u) = 1).

We say that 11 is low-precision knowledge sound with respect to Q if, for each stateful PPT adversary A, there
It

exists an expected PPT emulator £ such that, for each PPT distinguisher D, the ensembles Real 5’ ¢ p(A)
and Emulg:i4757p(>\), indexed by A € N andt = O(log \), are statistically close.
The following definition is drawn from [DP23; CHMMVW20], which requires that Q sample uniformly.

Definition 11. The query sampler Q is admissible if, for each X and t, and each pp + I1.Setup(1*,t), which
contains the description of the evaluation domain Zam , the output 1 < Q(pp) is uniform over Z3%,.
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The emulator of Definition 10 and the explaining vector of Definition 9 are obtained separately, and
nothing so far relates them. The compilation of Theorem 8 needs the low-precision opening produced by the
emulator to be the reduction of a vector that explains the accepted evaluation proofs. The following notion
makes this precise.

Definition 12. For each ring commitment scheme 11, security parameter A, size parameter t, PPT query
sampler Q, stateful PPT adversary A, expected PPT emulator €, and polynomially bounded B = B(\) > 1,
we define the consistency experiment Consistg’ZBg(A) as follows:

1. The experimenter samples pp + I1.Setup(1*,t), and gives pp to A, Q and £.
2. The adversary outputs a commitment ¢ <— A(pp).

3. The query sampler outputs 1o < Q(pp), and the experimenter runs (so, wo; 0, u) < E24(no), where the
emulator may repeatedly reset A to its state immediately after outputting c.

4. Foreveryi € {1,..., B}, the query sampler independently outputs n; <— Q(pp), the adversary is reset to
its state immediately after outputting c, and it outputs (s;, m;) < A(n;).

5. The output of the experiment is defined to be 1 if I1.Verify(pp, ¢, $;,m;, m;) = 1 for everyi € {0,..., B}
and there exists no vector w € 7., with m(w) = v and Tensor(n;) - w = s; for everyi € {0,..., B};
otherwise, it is defined to be 0.

We say that 11 has consistent extraction with respect to Q if, for each stateful PPT adversary A, there exists
an expected PPT emulator £ as in Definition 10 such that, for each polynomially bounded B > 1, each
X € Nand each t = O(log \), Pr[Consistg’i;lBg()\) = 1] < negl(N).

Compilation. We close this part by proving that a ring commitment instantiates a ring oracle. Let II;op =
(P, V) be an IOP with ring oracles for an indexed relation R over Z,.. Assume that the index is explicit, the
instance consists of the oracles [vg],. .., [v,—1] of vectors vo, ..., v, € Z3,, each of which holds some
lift of its vector to Zom , and the prover sends explicit elements of Zym and ring oracles over Zom . Let IT be a

ring commitment. The compiled argument HI%P for R proceeds as follows.

1. The prover commits to the canonical lift v; of each v; with II, obtaining a commitment c¢; and an
opening hint v, and sends ¢y, . . ., ¢, to the verifier; if two instance oracles hold the same vector, one
commitment serves both.

2. The parties run IIjpp. Explicit messages are sent as they are, and every ring oracle Jw] sent by P is
replaced by a commitment to w with II.

3. A tensor query of V to an oracle at a point 7 is answered by a value s together with a proof generated by
I1.Prove for the corresponding commitment, which the verifier checks with I1.Verify. The verifier accepts
if V accepts and every evaluation proof verifies.

The compiled argument makes several queries to the same commitment, at points chosen by V. We therefore
assume the security of IT with respect to the query samplers induced by V, that is, for each query of V,
the sampler that outputs the point of that query. The knowledge soundness of the compiled argument is

stated for the contents of the instance oracles: the extractor has to output vectors v, ..., Up_1 € Z2Tk with
(1, ([vo], - - -, [or—1])) € L(R) whenever the verifier accepts.
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Theorem 8. Let Ilop = (P, V) be an IOP with ring oracles for an indexed relation R over Zqr. with sound-
ness error €jop. Suppose that the index is explicit, the instance consists of the ring oracles [vo], . .., [vr—1]
of vectors over Zqxr, and the prover sends explicit elements and ring oracles. Let 11 be a complete ring
commitment that is evaluation binding and has consistent extraction with respect to the query samplers
induced by V, and let eg bound the statistical distance between Real and Emul in Definition 10 for its
emulator. Then the compiled argument H%P is a complete and knowledge-sound argument for 'R with
knowledge error €iop + 1 - €r + negl(A).

Proof. Completeness follows from that of II,op and II: the honest prover commits to the canonical lifts, every
evaluation proof verifies, and the answers are exactly the answers of the oracles of IIjop holding these lifts.

For knowledge soundness, fix a PPT prover A for the compiled argument. The extractor £ runs A against
the honest verifier, records the transcript together with the verdict of the verifier, and then, for each instance
commitment c;, runs the emulator £; guaranteed by the low-precision knowledge soundness of II, which

may rewind A to its state immediately after sending cy, . . ., ¢,—1, obtaining (v, u;) with v; € ng U{L}. It
outputs ¥ := (Vp, . . ., Ur—1). Since each &; runs in expected polynomial time, so does &.

We bound the probability that the verifier accepts while (1, [0]) ¢ £(R). Consider the following three
events.

* Extraction fails. For some j € [r], every evaluation proof for c; in the transcript verifies, but II.Open(pp, ¢;; vV}, u;) =
0. Restricting the experiment to c; and to the distinguisher that always outputs 1, the corresponding Real
outputs 1 with probability 1, so the statistical closeness of Definition 10 bounds this event by egr for each j,
and by 7 - € in total.

* Evaluation binding fails. For some commitment c sent in step 2, the accepted evaluation proofs for c are not
all explained by a single vector, that is, there is no w. € ng with Tensor(n) - w, = s for every accepted
answer (7, s) to ¢. The number of queries to ¢ is polynomial, so evaluation binding with respect to the
induced samplers bounds this event by negl(\).

* Inconsistent extraction. For some j € [r], no vector explaining the accepted proofs for c; reduces to v},
that is, there is no w € Z1,. with 7;(w) = 9; and Tensor(n) - w = s for every accepted answer (1, s) to
c;. By consistent extraction with respect to the induced samplers, this event has probability negl(\).

Condition on none of these events occurring and on the verifier accepting. For each instance commitment c;,
fix a vector w,, that explains its accepted answers and satisfies 7 (w,;) = v;, and for each commitment ¢
sent in step 2, fix a vector w,. that explains its accepted answers. Then every accepted answer to a query to ¢;
equals Tensor(n) - w,;, where w,; is a lift of v, and every accepted answer to c equals Tensor(7) - w,. The
transcript is therefore a transcript of ITjop against some prover strategy, in which the instance oracle [v;]
holds the lift w;, a choice allowed by the model, and the oracles sent by the prover hold the vectors w,. If
(1, []) ¢ L(R), the soundness of IIjop, which holds for every choice of the lifts, implies that ) accepts with
probability at most €jop. A union bound over the three events gives the claimed knowledge error. O

6.2 Instantiation of Ring Commitment Scheme

We show our ring commitment scheme in Protocol 3, which closely follows Brakedown [GLSTW23; DP23].
Since the proximity gap requires a uniformly random tensor challenge over Z,¢, whereas the evaluation point
is uniform over Zom , we let the verifier independently sample the high parts of the relevant coordinates. This
makes the resulting L uniformly random over Z..
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PROTOCOL 3. Ring Commitment Scheme
We define IT = (Setup, Commit, Open, Prove, Verify) as follows.

* pp < ILSetup(1*,t). On input 1* and ¢, choose to,t; > 1 with tq + t; = ¢, set g := 20, 7y := 211
and T := ror; = 2¢, and return t( and t1, the knowledge domain Zqgr,, the evaluation domain Zgm and
the challenge domain Zye, where m > k + X and £ > m + A, together with a binary [N, r1, d|-code
C' C FY for which N = 2°®) and d = Q(N), and a repetition parameter v = O(\).

* (c,u) + I1.Commit(pp, v). On input v € Z%,,, write its canonical lift vE ZQ, as an 1o X 71 matrix
(©:)72,", and compute the 79 x N matrix (u;)[%;" := (Ence(;));%,". Output a Merkle commitment

¢ to the columns (u; ;)7%5", j € [N], together with the opening h1nt w = (u;)[%"

* b+ I1.Open(pp, ¢; 0, u). On input the root ¢, a low-precision opening v € ZQk, and an opening hint
u consisting of distinct Merkle paths against ¢, missing the columns ./\/l C [N], say, write v as an
ro x 1 matrix (7;)7%;" and check | Ay ((u;)7%", (Enck(:))i% ") UM| < 4, where the disagreement
set ranges over the columns present in .

We define II.Prove and II.Verify by applying the Fiat—-Shamir heuristic to the following interac-
tive protocol, where P has v, its lift (;);%," and (uz):ool’ and P and V have ¢, s, and n =
(OCOaBOv" atflalﬁt71> € Z

* V samples OéZ 5 5 < Zoe—m for i € [tp] and sends them to P. Both partles set o = «; + 2”‘0421 and
Bi = Bi+ 2™ 31 in Z,., and the lifted challenge L= ®f° Ol(az, Bi) € Zuy

« P sends V the row combination 3/ := L - @)yt € Z.; in the clear.

* Foreachi € {0,...,y— 1}, V samples j; < [N]. V sends P the set J := {jo,...,jy—1}.
» P sends V the columns {(u”)gal} jeJ, each featuring an accompanying Merkle path against c.

* V computes Ency(y'). For each j € J, V verifies the Merkle path attesting to (u; j)foal, and moreover
requires that L - (ui )0t = Ean( ’);. Finally, V requires s L Tm(y') - @' 1to(c)cz, Bi)-

We now analyze Protocol 3. We first fix the notation and the error terms, verify completeness, and recall
Merkle extraction in the random oracle model. We then prove low-precision binding (Theorem 9), evaluation
binding (Theorem 10) and low-precision knowledge soundness (Theorem 11), with the auxiliary lemmas
placed where they are used, and close with consistent extraction (Corollary 2).

Notation. A vector v € ng , and likewise a vector over Zyx Or Zye, is identified with the rg x r; matrix
()12, that lists its entries in row-major order, so that v; € Z5%, is its i-th row and (v; ;)" its j-th
column. For a vector L € Z0,, we write L - (v;)/%" == S21%, 'Ly, € 75}, for the correspondmg
combination of the rows, and (Encq(vi))fggl for the row-wise encoding of the matrix. For an evaluation point
n = (0, Bos - -1, Bi—1) € Z3k, we write Tensor(n) := ®!_5(cvi, B;). With 1 = 21 and ro = 2%, the
low ¢ bits of an index into v select the column and the high ¢ bits select the row, and the first £ pairs of an
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evaluation point correspond to these high bits, so the tensor of the point splits along the two parts of the point:
Tensor(n) v = @125 (0, ) - ()i @iy, (i, Bi)- ™

For an evaluation at the point  with row response 3/, we call L := ®.2, Y(a;, B:), which equals m,, (L),
its row challenge, and y := 7,,(y') its reduced row response. In the followmg, we set the proximity parameter

as e := Ld?)lJ so that 3e < d.

Completeness For an honest prover, u; = Ency(v;) for every i, and Ency is Zy.-linear, so for every column
s L+ (ui)i%" = Ence(L - (vl)fool)j Ency(y');. Moreover, T (&;) = a; and m,,(8;) = Bi, so

Tm(L) = @ N, Bi) and 7, (y) = Tm(L) - (v)i%". By (7), the final check of the verifier therefore
holds exactly when s = Tensor(n) - v. Finally, 7 (u;) = Ency(mx(v;)) for every 4, so the honest opening
hint, which contains all Merkle paths, has no missing column and no disagreement, and II.Open accepts
7k (v). The requirement N = 2°() is needed merely for C' to be efficiently encodable, and d = Q(N) says
that C has constant relative distance.

Merkle trees. We use Merkle trees [Mer89] in the random oracle model following [BCS16; DP23], with

a random oracle H of output length \. The Merkle commitment to (u;);° 01 € Ly, *N hashes each column

(wi )i 61 into a leaf, and each internal node is the hash of its two children. A Merkle path for position j
consists of the column (u; ;):°, ! and the siblings of the nodes on the path from the j-th leaf to the root, and
it is valid against c if recomputing the path from the leaf yields c.

Fix an adversary A that makes at most gy = poly(\) oracle queries, and consider the moment at which it
outputs a root ¢. The following algorithm TreeBuilder, taken from [DP23; BCS16], reads the oracle queries
made by A so far and rebuilds from them the part of the tree that .4 has actually computed. It starts from the
empty set I := () of reconstructed positions and is invoked as TreeBuilder(c,log N, 0). Its arguments are a
node value h, its height k£ and the index j of its leftmost leaf.

1: procedure TREEBUILDER(h, k., j)

2 if k =0and h = H((;)1%, 1) for some column (z;)7%," € Zy queried by A then

3 set (u; ;)00 " = (2;)7%," and add j to T

4. elseif k > 0and h = H(hg || h1) for some pair (hg, h1) € {0,1}* x {0,1}* queried by .A then

5: TREEBUILDER(hg, k — 1, 27)

6: TREEBUILDER(h1,k — 1,25 + 1)

7: end if

8: end procedure
The conditions in lines 2 and 4 require the queried preimage to be well formed, namely a column in Z;% at
a leaf and a pair of A-bit strings at an inner node. If h has several distinct well-formed preimages among
the queries, which can only happen if A has found a collision of H, then TreeBuilder picks one of them
arbitrarily. The output is the partial matrix (u; ;)ie|r,] jer together with a valid Merkle path against ¢ for each
of its columns, and we write M := [N] \ I for the set of missing columns. TreeBuilder is straight-line and
runs in polynomial time, since it inspects each of the at most gy queries at most once per node of the tree. Its
guarantee is the following.

Lemma 8 (Merkle extraction [BCS16, §A.1]). Let Ot := (qa +1)/2*. Except with probability 6 over the
random oracle, every valid Merkle path against c that A outputs, together with c or in any later execution
following the commitment, is for a position j € I and carries the column (u;;); 061 reconstructed by
TreeBuilder. In particular, A produces no valid path for a position in M, and any two valid paths for the
same position carry the same column.
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We call the event of the lemma good Merkle extraction and condition on it throughout the analysis,
charging .t to the error. For intuition, a valid path for position j is a chain of oracle evaluations ending in c.
If A queried all of them before outputting ¢, then TreeBuilder follows the chain and reconstructs the column
at position 7, unless two of its queries collide. Otherwise A has to hit a value that the chain has already fixed
with an oracle answer it has not yet seen, that is, to guess a uniformly random A-bit string. Both events are
accounted for in dpm¢.

We begin with low-precision binding, which follows from Merkle extraction and the distance of the lifted
code alone.

Theorem 9. The scheme of Protocol 3 is low-precision binding.

Proof. Fix a PPT adversary .A making at most gy = poly(\) oracle queries, and suppose that it outputs
(¢, 7%, u%, o', u') such that II.Open accepts both openings. We run TreeBuilder on the oracle queries of A
and condition on good Merkle extraction, which fails with probability at most dp,¢. For b € {0, 1}, let M, be

the set of columns missing from u?, write (uf j)ie[ro],j€ M, for the columns carried by the Merkle paths in ul,
and define

Ay = Al(cm) ((u?,j)ie[ro]7j¢-/\/lb’ (Ean(d))):igl)

Let X := Ag U MU A; UM;. By hypothesis, | X| < d. For every column j ¢ X, both hints contain
a valid Merkle path for position j against ¢, so by Lemma 8 both paths carry the column reconstructed by
TreeBuilder, that is, (ugj);"igl = (uz1 j)gial. Moreover, since j ¢ Ag U Ay, this column reduces modulo 2%
both to (Ency(9);)1%," and to (Enc(7});)5%,". Hence (Ency (@) — @}))7," is supported inside X, and
since | X| < d, Lemma 5 forces Ency (9Y) = Ency(9}) for every i. Finally, ?° = o' as Ency, is injective. The
experiment thus outputs 1 with probability at most dmt. 0

We next establish what an accepted evaluation proof tells the verifier about the committed matrix. Fix
an adversary .A that has output a commitment c, let (u; ;);e[r,],jer b the partial matrix reconstructed by
TreeBuilder with missing set M = [N] \ I, and condition on good Merkle extraction, so that every column
opened in an accepted evaluation at a position j € I equals (Ui,j);ial, and no position in M is ever opened.
We call w € Z1.. a quotient message of the commitment if

’A%O) ((Ui,j)ie[m],jela (E”Cm(wi)):igl) U M‘ <e. (8)

That is, the reconstructed matrix, reduced to Zom , agrees with the encoding of the message at all but at most e
columns, with the missing columns included. The following lemma shows that an accepted evaluation proof
ensures, except with negligible probability, that a quotient message exists, and that it is unique.

Lemma 9. The commitment has at most one quotient message. If Q is admissible and the commitment
has no quotient message, then A can produce an accepting evaluation proof with probability at most
Spgap + (1 — 5%)7, where Spgap == (e + 1) ®(€ — m + 1, t) is the error of the proximity gap in Theorem 5.

Proof. For the first claim, let w and w’ both be quotient messages of the commitment, and write X for the
union of M with their two disagreement sets, so that | X| < 2e < d. At every column j ¢ X both encodings
agree with the reconstructed column wm((ui7j);’ial), hence with each other, so the interleaved codeword
(Encp, (w; — w;))gigl is supported inside X . If it were nonzero, one of its rows would be a nonzero codeword
of C,, of weight less than d, contradicting the minimum distance of the code. Hence Enc,, (w;) = Ency, (w)})

for every 4, which further implies w = w’ as Enc,, is injective.
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For the second claim, we first argue that we may assume |M | < e. Indeed, if | M| > e, then the sampled
set J avoids M with probability at most (1 — 3%)7, and A can pass in case J N M # () only by producing a
valid Merkle path for a missing position, which good Merkle extraction excludes.

We thus assume | M| < e, write €/ := e — | M|, and puncture C' at M. The punctured binary code
has dimension ry, length |I| and distance d’ > d — | M|, so that 3¢’ = 3e — 3|IM| < d — M| < d'; its
lifts are the puncturings of the codes C,, which we denote by C,. A message w violates (8) exactly when
T (i j)ielr) jer) differs from (Encp (w;))i2," at more than ¢’ columns of I. By hypothesis, therefore,
dn ((Wi,j)icfro) je1, Ce) > €', that is, the reconstructed matrix is (¢/, mn)-far from C.

By admissibility of Q, the row half (a, 5o, - . ., g1, Bto—1) of 1 is uniform over Zgn? , and the high
bits ozz , B h are uniform over Zo¢—m and 1ndependent of everything else. Therefore, the completed coefficients
&, B, i € [to], are independent and uniform over Zs.. Using Theorem 5, we have d(L (i j)ielrol jer» Cr) >

e’ holds except with probability at most (¢ + 1)®(¢ —m + 1,t9) < Opgap. Fix a challenge L for which
it holds. Whatever row response y' the prover sends, the restriction of Ency(y’) to the positions in [ is a
codeword of Cy 1, so there are at least e’ + 1 positions j € I at which L (u; I ' ~£ Ency(y/);; at each of
them the column check of the verifier fails, since good Merkle extraction forces any column opened at j to
equal (u; ;)" Together with the | M| missing positions, at least ¢/ + 1 + | M| = e + 1 positions cannot
pass, and J avoids all of them with probability at most (1 — —)7 Adding the two probabilities proves the
second claim. O

We next show that, once the quotient message w exists, the row response ¢’ sent by the adversary must
be consistent with it.

Lemma 10. Suppose that the quotient message w exists, and consider an evaluation at the point 1 with
the llﬁ‘ed challenge L, so that my, (L) = ®t° 01 (cvi, B;)- If the row response y' sent by A satisfies 7, (y') #

7Tm(L) (w;);2 01, then A passes with probability at most (1 — 32]% )7. Consequently, if the evaluation proof is

accepted and T, (y') = (L) - (wi)1%", then s = Tensor(n) - w.
Proof. Put z := 7 (y) — 7o (L) - (w;)725" # 0. By Lemma 5, Enc,,,(2); # 0 for at least d positions j. On
the other hand, by hypothesis, the set

A%O) ((W,j)ie[w]JeIa (EncW(wi));ial) UM

has at most e elements. Hence, there are at least d — e positions j outside this set for which Enc,,(2); #
0. Fix any such position j. Since j ¢ M, the column (u; ;)" is present. Moreover, since j ¢
A%O)((ul,])ze[ro},]elv (Enco (w;))5051), it reduces to (Encyy, (w;);)72," modulo 2. Therefore, by linearity

of the encoding and the identity m,,, o Ency = Enc,, o 7y,

7rm<Ean(y’)j —L- (um)fool) = Enc;, (Wm(?//) — (L) - (wZ):()Ol)j
= Encyn(2); #0.

Thus, Enc,(y'); — -L- (wij)i 01 # 0 in Zye, and hence the column check fails at position j. To make the
check pass at such a position, the adversary would therefore have to open a column different from (u;, j);igl,
which is ruled out by good Merkle extraction. The same argument applies to each of the at least d — e
positions j satisfying Enc,,(z); # 0 outside A(TO)((UZJ)’LG[T'()L]GI? (Enco (w;))25") U M. Consequently,
the verifier can accept only if all v independent uniform positions in J avoid this set, which occurs with

probability at most (1 — 42£)7 < (1 — 24)7.
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For the second claim, suppose that the evaluation proof is accepted and that 7y, (/) = T (L) - (w;); 01.

Then we have s = 7, (y') - @, ! (a4, ;). Substituting the above expression for 7,,(3/) and using, we obtain
s = to 1(041751) (wl):001 L (ala/B’L) Te”SOV(U) s w. O

Zto

Theorem 10. If the query sampler Q is admissible, then the scheme of Protocol 3 is evaluation binding with
respect to Q.

Proof. Fix a stateful PPT adversary A and a polynomially bounded B > 1, and consider the experiment
of Definition 9. After A outputs ¢, we run TreeBuilder to obtain the partial matrix (u; ;)ic[r, jer and M,
together with the opening hint w. In the following, we assume good Merkle extraction happens, which fails
with probability at most dm¢.

Suppose first that no quotient message exists. Since B > 1, the experiment can output 1 only if the first
evaluation proof is accepted. By Lemma 9, this happens with probability at most dpgap + (1 — 3%)7.

Now suppose that the quotient message w exists. By Lemma 9, it is unique. For each ¢ € [B], Lemma 10
implies that 7; is accepted while s; # Tensor(1);) - w with probability at most (1 — 3 N)7 Hence, by a union
bound, except with probability B(1 — 32]‘\1,) , every accepted evaluation proof satisfies s; = Tensor(7;) - w. It
remains to see that 7 (w) is the correct opening to ¢ with the hint u. By construction, u contains valid Merkle
paths for the columns (u; ;);°, ! with j € I. Moreover, reduction to Zqy, can only eliminate disagreements.

We therefore have

A(r0) (7% ((Ui,j)ié[roLjeI), (Ean(’]Tk(wi))):;igl>

- Alr) (Wm((ui,j)ie[ro]vj61)7 (Encm(wi)):igl>.

By (8), the union of the disagreement set in the right-hand side with M has size at most e < d/2. Thus,
I1.0pen(pp, ¢; T (w), u) = 1. Therefore, if all B evaluation proofs are accepted and satisfy s; = Tensor(7;)-
w, then (7 (w), u) is a valid opening of ¢ and the corresponding message w satisfies all B evaluation claims.

Combining the two cases and accounting for failure of Merkle extraction, the probability that the
experiment outputs 1 is at most dm¢ + dpgap + (1 — )7 + B(1- ) which is negligible. O

We now prove low-precision knowledge soundness We start by collecting the two algebraic facts we
need. The first is the ring analogue of the Schwartz—Zippel Lemma and a special case of Lemma 3: the
probability that a random row challenge vanishes on a fixed vector z with Po2,,(z) < k is governed by the
tail ®.

Lemma 11. Ler z € Z3), with Po2,,(z) < k. If n 72, is uniform and L is the row challenge determined
by n, then Pr[L - z = 0] < dext := P(m — k + 1, t0).

Proof. The row challenge L = ®t°* (v, 3;) is the tensor of to independent uniform pairs (cv;, 3;) € Z2... Put
a = P02,,(z) < k—1. Lemma 3 with ¢, folds gives Pr[L-z = 0] < ®(m—a,tg) < ®(m—Fk+1,t)) = dext,
where the second inequality holds because ® (S, t(), a tail probability, is nonincreasing in S. O

The second fact follows from [DP23, Lemma 4.11]. Since the emulator records evaluations conditioned
on acceptance, the resulting query distribution may differ significantly from uniform. Let V' denote the event
that the adversary submits an accepting proof, and let E be any bad event of negligible probability. The
following lemma shows that, provided Pr[V] is non-negligible, conditioning on V" preserves the negligibility
of E.

Lemma 12. Let V and E be events with Pr[V]| = ¢ > 0. If Pr[V AN E] < 0, then Pr[E | V] < d/e. In
particular; if e > /3, then Pr[E | V] < /6.
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Proof. We have Pr[E | V] = Pr[V A E]/ Pr[V] < §/e,and §/e < §/v/§ = v/§ when e > /6. O

Since the emulator only needs the solution in Z4, it suffices that the kernel of the recorded challenges be
trivial modulo 2*. The following lemma bounds the probability that this condition fails for the challenges
arising from tey := (m — k + 1) 7y accepted evaluation proofs.

Lemma 13. Suppose that Q is admissible. Let € > 0 be the probability that the adversary outputs an
accepted evaluation proof, and let Ly, . .., Ly 1 € Z4% be the row challenges of tex: accepted evaluation
proofs. Then

text 6ext

Pr [EI z € Lop with Po2,,(2) < k: L;-z=0foreveryi e [text]} < .
€

Proof. Fori € {0, ..., text}, let
K= {Po2m(z) >k:Ly-z=0foreveryi < z}

Thus, C; is the subgroup of 2"“_122% vanishing on the first ¢ recorded challenges. In particular, g =
2k=1710, and |KCo| = 2'. Whenever K; contains a vector z with Po2,,(2) < k, choose one deterministically
as a function of the first 7 recorded evaluations and denote it by z;.

We claim that, if there exists z € Zg), with Po2,,(z) < k such that L; - z = 0 for every i € [tex], then
L; - z; = 0 for some i € [teyt|. Indeed, suppose such a z exists, and let . := Po2,,(z). Then z := Qk—1—p,
satisfies the same equations and lies in 2871719, . Moreover, Po2,,(2) = k — 1 < k, so Z € K4,,. Since
Kt.. € KC; for every i € [text], the previously defined z; exists for every i € [text].

Suppose, toward a contradiction, that L; - z; # 0 for every i € [text|. Then, for each such i, K;11 = {z €
KCi : L; - z = 0} is a proper subgroup of K;. Since K; is a finite 2-group, we have ;11| < |K;|/2. Iterating
over all tey indices gives |y, | < |[Ko|/2%¢ = 1. Thus K¢, = {0}, contradicting z € K;,,. Therefore
L; - z; = 0 for some i € [text)-

It remains to bound the probability of this event. Fix i € [tex] and consider the recorded evaluation of
index ¢, whose challenge is ;. Before conditioning on acceptance, its evaluation point is a fresh sample
from Q(pp), independent of the first i recorded evaluations and hence of z;. By Lemma 11, its challenge L
satisfies L - z; = 0 with probability at most dex. The joint event that the evaluation is accepted and L - z; = 0
is contained in this event. Hence, by Lemma 12, conditioned on acceptance, L; - z; = 0 holds with probability
at most dext /. Consequently, applying the union bound over i € [tey] gives the desired result. O

Theorem 11. If the query sampler Q is admissible, then the scheme of Protocol 3 is low-precision knowledge
sound with respect to Q.

Proof. Fix a stateful PPT adversary .A. We construct an emulator £. Given access to .4, and on inputs pp, ¢
and 7, £ proceeds as follows.

1. From the oracle queries made by A before outputting ¢, £ runs TreeBuilder to recover the partial matrix
(4i,5)iclro),jer together with the Merkle paths of its columns, where M = [N] \ I denotes the missing
columns. It sets the opening hint u to the collection of these paths.

2. & runs A on input 7 and acts honestly in the evaluation protocol until A outputs s, obtaining transcript .
If I1.Verify(pp, ¢, s,m, ) = 0, then € outputs (s, 7; L, 1) and terminates. Otherwise, it records the proof
as (770, S0, 7T0) = (na S, ﬂ').
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3. & repeats the following until ey accepted proofs have been recorded: rewind A to its state after outputting
¢, sample a fresh ' < Q(pp) and runs the evaluation protocol at 7’ using fresh verifier randomness.
Whenever the proof is accepted with value s’ and transcript 7/, it records (1, s, ') as the next proof

(nia Siy ﬂ-i)-

4. For each recorded proof ¢ € [text|, let L; denote its row challenge and y; its reduced row response. £
solves the linear system L; - (xa)g‘):_ol = Yi, i € [text], OVer Zom. If the system has no solution, or if its
solutions do not all agree modulo 2%, then & outputs (s, 7; L, u). Otherwise, it outputs (s, 7; D, u), where

ve Z2Tk is the common reduction of the solutions modulo 2.

We first show that € runs in expected polynomial time. We write ¢ for the probability that A produces an
accepting evaluation proof. Then, £ proceeds beyond step 2 with probability exactly €, and each iteration
of step 3 records an accepting proof with probability exactly ¢, so step 3 performs (text — 1)/ evaluations
in expectation. The expected total number of evaluations is therefore 1 + & « (text — 1)/ = text, Which is
polynomial in A. Furthermore, TreeBuilder is straight-line and polynomial time, and the linear system of
step 4 has te 11 scalar equations in the 7' entries of x over Zom, which is polynomial in A\. Writing every
element of Zym as a power of two times a unit, Gaussian elimination solves the system in polynomial time
provided that each pivot is a remaining entry with the smallest power of two. The elimination also exhibits
the solutions as a particular solution plus an arbitrary element of the kernel of the system, whose generators
it produces, so £ can decide in polynomial time whether all solutions agree modulo 2. Hence £ runs in
expected polynomial time.

We now analyze the distribution of the output of £. The distribution of (¢, 7, s, ) is identical in
Realgf‘l’ ep(A) andin Emulgi\’ ¢ p(A), since € runs the initial evaluation honestly. It thus suffices to show
that it holds in at most a negligible proportion of executions that, simultaneously, IT.Verify(pp, ¢, s,n,7) = 1
and IT.Open(pp, ¢; U, u) = 0. Recall that IT.Open rejects v = L.

In the following, we condition on good Merkle extraction, whose failure contributes .. Fix the state
of A immediately after it outputs c¢. Suppose first that no quotient message exists for c. By Lemma 9,
€ < Opgap + (1 — SiN)V. Hence the probability that the initial evaluation is accepted, and therefore that
£ is required to produce a valid low-precision opening, is at most this quantity. Averaging over all post-
commitment states for which no quotient message exists, their total contribution to the failure probability is
at most dpgap + (1 — 3%)'7. We may therefore assume from now on that the quotient message w exists. By
Lemma 9, it is unique.

Setd = text((l — %)7 + 5ext). By assumption, ¢ is negligible in A, and hence so is /3. States for
which e < /6 contribute at most /3 to the failure probability, since the initial evaluation is accepted with
probability at most /6. We may thus restrict attention to states satisfying ¢ > /& and condition on the initial
evaluation being accepted. Under this conditioning, all fe: recorded evaluations, including the initial one, are
independent fresh evaluations conditioned on acceptance.

It remains to show that £ produces a valid opening whenever neither bad event occurs. Since every
recorded evaluation satisfies y; = L; - (wa)g’:_ol, the quotient message w is a solution to the system in step 4.

Hence the system is consistent, and £ outputs ¥ = 7 (x) for some solution z. Fix j € [r1]. Since both z and
w satisfy the recorded equations, their j-th columns satisfy L; - (24 ; — ww)go:—ol = 0 for every i € [text].
Thus 2 := (Z4,; — wa ;)2 lies in the kernel of the recorded row challenges. Since the second bad event
does not occur, Po2,,(z) > k, and hence z € Zngﬁ’n. Therefore the j-th columns of x and w agree modulo
2%, As this holds for every j € [r1], we have () = 7 (w). Hence ¥ = 7y (w). Using the similar argument
at the end of the proof of Theorem 10, we conclude IT.Open(pp, ¢; v, u) = 1.
Combining the preceding bounds, the probability that the initial evaluation is accepted while IT.Open(pp, ¢; U, u) =
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0 is at most St + dpgap + (1 — 3%)7 + 34/, which is negligible. This completes the proof of the theorem.

O

Finally, the emulator constructed above is consistent with the vector that explains the accepted evaluation
proofs, which is the property used by Theorem 8.

Corollary 2. If the query sampler Q is admissible, then the scheme of Protocol 3 has consistent extraction
with respect to Q.

Proof. Fix a stateful PPT adversary A, let £ be the emulator of Theorem 11, and consider the experiment of
Definition 12. We condition on good Merkle extraction and on £ outputting a valid opening v whenever its
initial proof is accepted; both fail with negligible probability. Suppose that all B + 1 proofs are accepted. By
Lemma 9, the commitment has a quotient message w, since otherwise even the initial proof is accepted with
negligible probability. By Lemma 10, a proof whose reduced row response differs from the corresponding
combination of the rows of w is accepted with probability at most (1 — ??—J‘f,)“f, so by a union bound over the
B + 1 proofs, except with negligible probability every accepted proof satisfies s; = Tensor(7;) - w. Thus
w explains all accepted proofs. The proofs recorded by £ satisfy the same identity, so w solves the linear
system set up in its last step, and since £ outputs the common reduction of all solutions modulo 2*, we have

7 (w) = v. Hence the experiment outputs 0 except with negligible probability. O

Complexity. Let Tenc(r) denote the time required to encode a message of length r. For the commitment,
the prover performs O(rq - Tenc(71)) Zye operations and constructs a Merkle tree over N columns. For
the evaluation proof, the prover computes the row combination using O(7") Z,¢ operations and provides 7y
Merkle openings; the verifier performs O(vyrg + 1) Zye operations and verifies v Merkle paths, and the
proof contains O(yrg + 71) Zyc elements.

Remark 3 (Non-uniform tensor query). The security of Protocol 3 holds only when the query 7 is sampled
uniformly at random. When the evaluation points are not uniform (such as the evaluation point for the first
vector in the IOP from Section 4), we add an extra testing phase as in Brakedown [GLSTW23]. Specifically,
the parties execute the evaluation protocol, except that the verifier samples a uniformly random 1 € Zgﬁo.
Both parties set L := Tensor(7]) € 7

o0» and run the remaining protocol with L omitting the final evaluation
check.

7 Permutation Checks over Rings

In this section, we present a permutation check over rings.

7.1 Permutation Relations over Z,. and [
We first define the permutation relation over Z,x and its counterpart over [Fo.

Definition 13. The ring permutation relation Rsé’fm is the set of all tuples (1, x; w) = (o, ([vo], [v1]); (vo,v1)),

where o is a permutation of [T'], vg, v1 € Z;Fk, and v1 = o(vg).

Definition 14. The field permutation relation Rgélﬁm is the set of all tuples (1,x; w) = (o, ([vo], [v1]); (vo,v1)),

where o is a permutation of [T'], v, v1 € IF‘QTk and v1 = o(vp).

Since we want to reduce the proof of the ring permutation relation to its field counterpart, we generalize
the notion of an oracle so that its underlying entries can be interpreted both as ring elements and as field
elements. In particular, the generalized oracle supports queries over both the ring and the field.
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Fix a basis (g, . . ., (1 of Fyr over Fy. For every @ € Zqx, we use Bin(z) = (zq,...,2,_1) € {0,1}*
to denote the bit decomposition of x. We then associate each x € Zqx with an element of F,. via the map

o(x) = 30 zala.

Definition 15. A compatible oracle [u] stores a vector as follows. If u € 7.,

Ly then [u] stores a lift U € 73,
of u; if u € 7., then it simply stores i = u. The oracle supports the following two types of queries:

s aring query at ) € Z2%,, to which it responds with Tensor(n) - .
« afield query at nf € F2., to which it responds with Tensor (') - (7 ().

We refer to an oracle that supports only field queries as a field oracle. The compatible oracle thus serves
as a bridge between the ring oracle and the field oracle. Under this setup, we show that an IOP for the
corresponding field permutation relation can be used to prove the ring permutation relation.

Theorem 12. Let I1,em be an IOP for Rgékﬁm that uses field oracles and has soundness error €perm. Then there

exists an IOP for Rsélfm that uses compatible oracles and has the same soundness error €perm. Additionally,
if Hperm is perfectly complete, then so is the resulting IOP.

Proof. We construct the IOP for Rsélfm by running Il,erm and answering the field queries using the corre-
sponding compatible oracles.

Concretely, consider an instance (o, (Jvo], [v1])) of Rsé]fm. For each b € {0, 1}, a field query at n’ to
the compatible oracle [uvp] is answered by Tensor(n') - o (7x(0p)) = Tensor(n') - p(vp), which is exactly the
answer returned by the field oracle [¢(vp)]. Therefore, for any prover, the view of the verifier of IT,erm on
(o, ([vo], [v1])) is identical to its view on the corresponding field instance (o, ([ (vo)], [¢(v1)]))-

Suppose that (o, ([vo], [v1])) ¢ E(Rgélfm). Since ¢ is bijective, we must have (o, ([ (vo)], [e(v1)])) ¢
E(Rgé]fm). Hence, by the soundness of I erm, every prover is accepted with probability at most €perm. Thus,
the resulting protocol has soundness error €perm.

Finally, suppose that IIperm is perfectly complete and that (o, (Jvo], [v1])) € ﬁ(RSé’fm). This implies we
have (o, ([e(vo)], [¢(v1)])) € L’(R,’;&lﬁm). The honest prover can therefore run the honest prover of IIperm
on ¢(vg) and (v1), and the verifier accepts with probability 1. Hence, the resulting protocol is also perfectly
complete. O

Remark 4 (Lookup Relations). The same approach extends straightforwardly to lookup relations, which
roughly require the witness vector v to be contained in a given public table. In particular, by applying ¢ to
the involved vectors, a lookup relation over Zqr can be reduced to the corresponding lookup relation over
Fok. The compatible oracles can then be used to answer the field queries of any 1OP for the field lookup
relation, exactly as in the permutation case.

7.2 Definition of Compatible Commitment

A compatible commitment scheme instantiates the compatible oracles of Definition 15. It takes the form
IT = (Setup, Commit, ROpen, RProve, RVerify, FOpen, FProve, FVerify) and consists of two components
that share the algorithms Setup and Commit.

Definition 16. A compatible commitment is a tuple IT = (Setup, Commit, ROpen, RProve, RVerify, FOpen,
FProve, FVerify) of algorithms with the following syntax.
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o pp < IL.Setup(1*,t). On input the security parameter \ and a size parameter t = O(log \), II.Setup
samples public parameters pp := (ppr, PPg)- PPR includes (among other things) the knowledge domain
Zqyr and the evaluation domain. ppg includes (among other things) the base field Fo. and the extension
field Fou.

* (c,u) + IL.Commit(pp, v). On input a vector v € Z1,., T1.Commit returns a commitment c to v and an
opening hint u.

* b < II.ROpen(pp, c; U, u). On input a commitment c, a claimed low-precision opening v € ng and
an opening hint u, 11.ROpen verifies whether v is a valid low-precision opening of ¢, using u. We set
I1.ROpen(pp, ¢; L, u) := 0.

o 7 + II.RProve(pp, ¢, s,n; v, u). On input a commitment c, a purported evaluation s € Zom, an evaluation
pointn = (ag, Boy -+, 4—1,Pi—1) € Z%fn, avectorv € ng, and an opening hint u, I1.RProve generates
an evaluation proof w for the claim Tensor(n) - v = s.

* b+ IL.RVerify(pp, ¢, s,n, 7). On input a commitment c, a purported evaluation s € Zgm, an evaluation
point ) € 73, and a proof , I1.RVerify outputs a success bit b € {0,1}.

* b+ IL.FOpen(pp, ¢; w,u). On input a commitment ¢, a claimed opening w € ng and an opening hint u,
I1.FOpen verifies whether w is a valid opening of c. We set I1.FOpen(pp, ¢; L, u) := 0.

o 1 < IL.FProve(pp, ¢, s,n'; w, w). On input a commitment c, a purported evaluation s € Fou, an evaluation
point ' = (1 —0¢,00,...,1 —0;_1,0:_1) € F3., a vector w € IF‘QTk, and an opening hint u, I1.FProve
generates an evaluation proof w for the claim Tensor(n') - w = s.

o b« IL.FVerify(pp, ¢, s,n', 7). On input a commitment ¢, a purported evaluation s € Fou, an evaluation
point ' € F3%, and a proof w, 11.FVerify outputs a success bit b € {0,1}.

The scheme is complete if, for an honestly committed vector v with v := mi(v) and w := ¢(v), IL.LROpen
accepts v, I1.LFOpen accepts w, and I1.RVerify and 11.FVerify accept honestly generated proofs at every
evaluation point.

Intuitively, the compatible commitment should act as a commitment scheme over both the ring and the field.
More precisely, the ring-side algorithms (Setup, Commit, ROpen, RProve, RVerify) are required to satisfy the
security requirements of Section 6. For the field-side algorithms (Setup, Commit, FOpen, FProve, FVerify),
following [DP25], we require the resulting scheme to be binding and extractable.

Definition 17 ([DP25]). For every compatible commitment 11, security parameter \, size parameter t, PPT
query sampler Q and stateful PPT adversary A, we define the field binding experiment Field Bindi’t()\) as
follows

1. The experimenter samples pp < H.Setup(l)‘, t), and gives pp to A.
2. The adversary outputs (¢, wyp, ug, w1, u1) < A(pp), where c is a commitment, wg, w; € ng

3. The output of the experiment is defined to be 1 if II.FOpen(pp, ¢; wo, up) = IL.FOpen(pp, ¢; w1, u1) = 1
and wg # wy. Otherwise, it is defined to 0.

We say that 11 is field binding if, for each stateful PPT adversary A, each A € N and each t = O(log \),
Pr(FieldBind"y"(A) = 1] < negl(\).
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Definition 18 ([DP25]). For each compatible commitment scheme 11, security parameter )\, size parameter t,
PPT query sampler Qf, stateful PPT adversary A, expected PPT emulator £, and PPT distinguisher D, we
define two random variables Realg’;’Ag’D(A) and Emulg’:’Ag’D(A), each valued in {0, 1}, as follows:

1. The experimenter samples pp + I1.Setup(1*,t), and gives pp to A, Qf and E.
2. The adversary outputs a commitment ¢ < A(pp).
3. The query sampler outputs ' < Qp(pp).
4. The experimenter proceeds in one of two separate ways:
. RealgiA,S’D(A): Run (s',7") < A(n'). Output the single bit D(c,n,s',7").

. Emulgf’A’&D()\): Run (8,70, u) < EA(n), where the emulator may repeatedly reset A to its state
immediately after outputting c, and where W € ng U {L}. Output the single bit D(c,n’,s", 7' )A
(IL.FVerify(pp, ¢, s',n', ') = 1 = I1.FOpen(pp, ¢; w,u) = 1 A Tensor(r/) - w = &)

We say that 11 is field knowledge sound with respect to Qf if, for each stateful PPT adversary A, there exists
an expected PPT emulator £ such that, for each PPT distinguisher D, the ensembles Realgf AE D()\) and
Em”'gf,A,g,D()‘)’ indexed by A\ € N and t = O(log \), are statistically close.

These notions ensure that the ring side and the field side each form a secure commitment scheme on
their own. However, this alone is insufficient for a compatible commitment, which requires the ring and
field queries to be answered consistently with respect to the underlying vector. We therefore introduce a
compatibility property to enforce this consistency: the vector extracted by the field emulator must be the
image under ¢ of the vector extracted by the ring emulator.

Definition 19. For every compatible commitment 11, security parameter )\, size parameter t, PPT query
samplers Or and QOF, stateful PPT adversary A, ring emulator Eg w.r.t ORr, and field emulator Ef w.r.t OF,
we define the experiment Com patg’;’ Or . Ar EF()‘) as follows:

1. The experimenter samples pp + I1.Setup(1*,t), and gives pp to A, Qr, QF, g and Er.
The adversary outputs a commitment ¢ < A(pp).

The query samplers output 1 < Qgr(pp) and ' < Qp(pp).

N LN

The experimenter runs (s,7;0,u) <+ E&(n) and (s',7';@,u') <+ EL (1), where each emulator may
repeatedly reset A to its state immediately after outputting c.

5. The output of the experiment is defined to be 1 if T1.RVerify(pp, ¢, s,n, ) = 1, IL.FVerify(pp, ¢, s', ', 7') =
1 and W # ¢(0). Otherwise, it is defined to be 0.

We say that 11 is compatible with respect to (Qr, QF) if, for each stateful PPT adversary A, there exist

a ring emulator Eg and a field emulator Eg for A such that, for each \ € N and each t = O(log \),
It

Pr[Compaty, o 4.6 (A) = 1] < negl(A).

We then demonstrate that if the ring- and field-side algorithms satisfy their respective security properties,
and every valid ring opening implies the corresponding valid field opening, the resulting commitment is
compatible.
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Lemma 14. Suppose that, for all pp, ¢, v and u, an accepted ring opening is an accepted field opening, that
is, I.LROpen(pp, ¢; v, u) = 1 implies I1.FOpen(pp, ¢; p(v0),u) = 1. If I1 is low-precision knowledge sound
with respect to QR, field knowledge sound with respect to Qf and field binding, then Il is compatible with
respect to (QRr, QF).

Proof. Fix a stateful PPT adversary .4, and let £r and &g be a ring emulator and a field emulator for A,
respectively. Consider the experiment of Definition 19.

We first bound the probability that either emulator produces an opening inconsistent with an accepting
evaluation proof. Restricting the first four steps of the experiment to the ring emulator gives the experiment
Emul of Definition 10 with the distinguisher that always outputs 1. Since the corresponding experiment Real
outputs 1 with probability 1, statistical closeness implies that

Pr [II.RVerify(pp, ¢, s,n, 7) = 1 ATI.ROpen(pp, ¢; U, u) = 0] < negl(A).
Similarly,
Pr [H.FVerify(pp, c,s,n',7") =1 ATLFOpen(pp, c;w,u’) = 0} < negl(A).

Condition on neither of these events occurring. If the compatibility experiment outputs 1, then (U, u) is
an accepted ring opening of ¢ and (@, u’) is an accepted field opening of ¢, while W # ¢(v). By hypothesis,
the accepted ring opening (v, u) induces an accepted field opening (¢(v), u) of the same commitment c.
Hence (p(v),u) and (W, w') are two distinct accepted field openings of c.

We can therefore construct an adversary against field binding that runs A, £, and & exactly as in the
compatibility experiment and outputs (¢, p(v), u, w, u'). Whenever the compatibility experiment outputs 1
and neither of the two negligible events above occurs, this adversary wins the field-binding experiment.

The resulting adversary runs in expected polynomial time. Let 7(\) bound its expected running time.
Suppose, toward a contradiction, that it wins with probability at least 1/p(\) for some polynomial p and
infinitely many A. Truncating its execution after 2p(\)7(\) steps yields a PPT adversary. By Markov’s
inequality, the truncation occurs with probability at most 1/(2p(\)), so the truncated adversary still wins with
probability at least 1/(2p())) for infinitely many A, contradicting field binding. Therefore, the probability
that the compatibility experiment outputs 1 is negligible in A. 0

We now make precise the claim that a compatible commitment instantiates a compatible oracle. Let
ILiop = (P, V) be an IOP with compatible oracles for an indexed relation R whose index is explicit, whose
instance consists of the compatible oracles [v], . .., [vr—1] of vectors v, ..., v,_1 € ng,, and whose prover
sends explicit elements, ring oracles over Zam , and field oracles over Fo... Let 11 be a compatible commitment,
IIr a ring commitment, and Il a field commitment over Fo.. The compiled argument H%P for 'R proceeds
as follows.

1. The prover commits to the canonical lift v; of each v; with II, obtaining a commitment ¢; and an
opening hint v, and sends cy, . . ., ¢,—1 to the verifier; if two instance oracles hold the same vector, one
commitment serves both. The ring opening of ¢; is v; and its field opening is ¢(v;).

2. The parties run II;op. Explicit messages are sent as they are, every ring oracle sent by P is replaced by a
commitment with IIg, and every field oracle sent by P by a commitment with ITg.

3. Aring query of V to an instance oracle at a point 77 is answered by a value s together with a proof generated
by I1.RProve, which the verifier checks with IT.RVerify; a field query at a point 7}’ is answered by a value
s’ together with a proof generated by IT.FProve, which the verifier checks with IT.FVerify. Queries to the
oracles sent by P are answered and checked with IIr and IIf in the same way. The verifier accepts if V
accepts and every evaluation proof verifies.
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As in Section 6.1, Qr and Qf denote the query samplers induced by the ring and field queries of V,
and knowledge soundness is stated for the contents of the instance oracles. The extractor has to output
o, ..., 01 € ZL, with (&, ([00], ..., [0,-1])) € L(R) whenever the verifier accepts. On the ring side, the
emulator only recovers the low-precision opening, so we again need consistent extraction (Definition 12)
to tie it to a vector explaining the ring answers. On the field side, the emulator of Definition 18 recovers a
vector that explains the answer itself, and field binding makes this vector the same for all field queries to a
commitment. Compatibility (Definition 19) then identifies the two sides.

Theorem 13. Let ITiop = (P, V) be an IOP with compatible oracles for an indexed relation R over Zqx
with soundness error €jop. Suppose that the index is explicit, the instance consists of the compatible oracles
[vol, - -, [vr—1] of vectors over Zqk, and the prover sends explicit elements, ring oracles, and field oracles.
Let 11 be a complete compatible commitment whose ring side is evaluation binding and has consistent
extraction with respect to Qr, whose field side is field binding and field knowledge sound with respect to QF,
and which is compatible with respect to (Qr, Qf) for the ring emulator of consistent extraction. Let eg bound
the statistical distance between Real and Emul in Definition 10 for this emulator, and ec the probability that
the experiment of Definition 19 outputs 1. Let IIgr be a complete ring commitment that is evaluation binding
with respect to Qr, and IIg a complete field commitment that is field binding and field knowledge sound with
respect to Qp. Then the compiled argument H%P is a complete and knowledge-sound argument for 'R with
knowledge error €;op + 1 - (€r + €c) + negl(\).

Proof. Completeness follows from that of IT|op, 11, IIg and IIg: the honest prover commits to the canonical
lifts, every evaluation proof verifies, and the answers are exactly the answers of the oracles of 1I,pp, since the
field opening of ¢; is ¢(v;) = (7, (V5)).

For knowledge soundness, fix a PPT prover A for the compiled argument, and let £g and £ be the
ring and field emulators of the hypotheses. The extractor £ runs A against the honest verifier, records the
transcript together with the verdict of the verifier, and then, for each instance commitment c;, runs £g on the

point of a ring query of V to c;, rewinding A to its state immediately after sending c, . .., c,—1, obtaining
(V5, u;) withv; € ng U {L}. It outputs v := (%, ..., U,—1) and runs in expected polynomial time. For the

analysis, we also run £ on the point of every field query to an instance commitment or to a commitment of
IIf, rewinding A in the same way, and write (w, u’) for its output; these runs are not part of £.
We bound the probability that the verifier accepts while (1, [v]) ¢ £(R). Consider the following events.

* Ring extraction fails. For some j € [r], every ring proof for ¢; in the transcript verifies, but I.LROpen(pp, ¢;; U, uj) =
0. As in the proof of Theorem 8, Definition 10 bounds this event by 7 - €g.

* Field extraction fails. For some field query, to an instance commitment or to a commitment of IIr, the proof
verifies but the run of & on its point does not return an accepted field opening @ with Tensor(n') - @ = s’
By Definition 18 and the field knowledge soundness of IIf, each run fails with negligible probability, and
there are polynomially many runs.

e Field openings disagree. For some commitment, two runs of & return accepted field openings w # w'.
Outputting the two openings together with their hints gives an expected polynomial-time adversary against
field binding, and truncating its execution as in the proof of Lemma 14 turns a nonnegligible success
probability into a PPT adversary. Hence this event has probability negl(\).

 Compatibility fails. For some j € [r| that receives a field query, the ring proof used by g and the field
proof used by one run of &g verify, but @ # ¢(v;). This is the experiment of Definition 19 for ¢;, so the
event has probability at most r - ec.
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* Evaluation binding fails. For some commitment c of 1Ir sent in step 2, there is no w, € ZQTm with
Tensor(n) - w. = s for every accepted answer (7, s) to ¢. Evaluation binding of IIg bounds this event by
negl(\).

« Inconsistent extraction. For some j € [r], there is no w € Z2,. with 7 (w) = ¥; and Tensor(n) - w = s
for every accepted ring answer (7, s) to ¢;. Consistent extraction bounds this event by negl(\).

Condition on none of these events occurring and on the verifier accepting. For each instance commitment
cj, fix a vector we; that explains its accepted ring answers and satisfies 7y (w.,) = v;. Every accepted field
answer (1), s') to c; satisfies s’ = Tensor(n') - @ for the common field opening @ = ¢(v;) = p(mx(w,)).
Hence the ring and field answers to ¢; are exactly the answers of the compatible oracle [v;] holding the lift
we;, a choice allowed by the model. Likewise, the answers to a commitment of Il are the answers of a ring
oracle holding w,, and the answers to a commitment of Il are those of a field oracle holding its common field
opening. The transcript is therefore a transcript of ITjop against some prover strategy. If (1, [v]) ¢ L£(R), the
soundness of IIjop, which holds for every choice of the lifts, implies that } accepts with probability at most
€lop- A union bound over the events above gives the claimed knowledge error. O

7.3 Instantiation of Compatible Commitment

We now show our instantiation of the compatible commitment in Protocol 4 based on our ring commitment
scheme in Protocol 3. The key idea is to commit to the binary decomposition of the vector with our ring
commitment scheme, as the binary components admit two natural reconstructions corresponding to the ring
and field cases. On the ring side, they are recombined using the corresponding powers of two to recover the
original ring vector. On the field side, since the underlying code is defined over Fy, reducing the encoded
components modulo 2 recovers the corresponding binary codewords, which can then be recombined using
the basis (g, . . . , (x—1 to obtain the field representation over Fyx.

In more detail, recall that the ring commitment takes as input a vector over Zom . For a vector v € ng,
we let (0 ... v=1 € 7T denote a bit decomposition of v satisfying 7 (v) = Zlg;é 2071, (v(®). For
the honest prover, we assume that the input v € ZZ, is the canonical lift of some vector over Zyx and
therefore v(), ..., v(*=1) € {0,1}". Following the notation of Section 6, we write (v;)/%," for the matrix
representation of v. We define the binary matrix of v by arranging the matrix representations of its binary
)ie[ro],ae[k} € {0, 1}70xkr1 - Similarly, for a vector w € ng let w©@, ... wk-D ¢
{0,1}7 denote its binary components with respect to the basis (g, .. ., (4_1, such that w = Z’;;é Couw(®),

We write (wl(a))gigl for the matrix representation of w(®). Clearly, we have (v;)70;" = S22 2a(U(a))§igl,

7
1 k—1 a)\ro—1
and o ()72 ) = Y4Z) (o).
We now prove that Protocol 4 is a complete and secure compatible commitment. For completeness, we

check the three components of the protocol in turn: the ring and field openings, the ring and field evaluations,
and the Booleanity certification.

components as (vi(a)

Theorem 14 (Completeness). If the prover commits to a canonical lift v and follows Protocol 4, then
I1.ROpen accepts 7 (v), II.FOpen accepts ¢(m(v)), the certification is accepted, and every ring and field
evaluation at every evaluation point is accepted.

Proof. Let v := m(v). Since v is the canonical lift of v, they have the same binary components. For
(a) (a)

every a € [k] and i € [rg], the honest opening hint satisfies u, .*). Reducing modulo 2* gives

Wk(ul(.a)) = Ency (172@)). Moreover, the honest opening hint contains all committed columns, so there are no

missing columns or disagreements. Hence I1.ROpen accepts ©.

= Ean('U
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PROTOCOL 4. Compatible Commitment Scheme

We define IT = (Setup, Commit, ROpen, RProve, RVerify, FOpen, FProve, FVerify) as follows.

* pp < ILSetup(1*,t). On input 1* and ¢, choose to, t; > 1, set rg := 20, 7 := 21 and T := ror; =
2. Choose the rings Zop., Zgm , and Zqe for the ring commitment, and the fields Fox and Fo. for the
field commitment, where Fa, is an extension field of Fyx. In addition, choose a binary [V, 71, d]-code
C C FY with N = 20() and d = Q(N), and set the repetition parameter v = ©()). Return all these
parameters as the public parameters pp.

s (¢,u) + I1.Commit(pp,v). Oninputv € Z1,., letv € Zg} be its canonical lift to Z,.. Compute

its bit decomposition (7, ..., 7=, For every a € [k], compute (u (a )):Ool = (EncE(’ﬁEa)))’fogl.

7 1=
For each j € [N], set the column block (u, (a ))ze[ro} e[k]- Output a Merkle commitment c to these N
column blocks. Finally, run the IOP in Sectlon 4 to check 71, (7@ o (¥(® — 1)) = 0 for every a € [K].

* b + II.ROpen(pp, c;v,u). Oninput ¢, v € Z%,, and a hint u of distinct Merkle paths against ¢

2k
missing the column blocks M C [N], check |Ag((u; )):‘)01, (Encg(v; (a )))TO HuMm| < 4 for every
a € [k].

* b < II.LFOpen(pp, ¢;w,u). On input ¢, w € FZ , and a hint u of distinct Merkle paths against ¢

2k

missing the column blocks M C [N], check \Al((’u§ ));161, (Ency (w (a)))ro HuM| < 4 for every
a € [k].

Ring evaluations. II.RProve and II.RVerify apply the Fiat—Shamir heuristic to the following interactive

protocol on ¢, s € Zom and 1 = (g, Bo, - - -, a¢—1, Bi—1) € Z3L,, in which P also holds v and w.

* V samples of, B! « Lge—m for i € [tg] and sends them to P; both parties set @; = a; + 2™al,
B = B; + 278" and L := @1, (ai, Bi).

« P sends V the row combination y(®) := L - (v Z(a));’igl € Zy; for every a € [k].

* V samples j; < [N] for | € [7] and sends J := {jo,...,jy—1}; P sends the column blocks
(Uz(?)z‘e[ro},ae[k} for j € J, each with a Merkle path against c.

(a))ro 1

z,j =0

3;22;52“-w (y) - R, where R = ®!_ to(ai,ﬁi).

« V verifies the paths and requires L - (u = Ency(y(®); for every j € J and a € [k], and

Field evaluations. II.FProve and II.FVerify apply the Fiat—Shamir heuristic to the following interactive

protocol on ¢, 8" € Fou and 1’ = (1 — 0,00, ...,1 — 0;—1,0:_1) € F3, in which P also holds v and u.

» Both parties set L' = ®/°,'(1—0;,6;). P sends V the row combinations y(®) := L/ -Wl((vi(a))ie[m}) €
i, for every a € [k].

* V samples j; < [N] for ! € [y] and sends J := {jo,...,jy—1}; P sends the column blocks

(uﬁ?)ie[ro}yae[k} for j € J, each with a Merkle path against c.
* V verifies the paths and requires L’ - Wl((ug?)gial) Z Enci(y®); for every j € J and a € [k], and

3’;Z§;é Y () R, where R := ®z to( — 0, 0;).
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Let w := ¢(v). By the definition of ¢, the binary components of w with respect to the basis (p, . . ., (x—1

are exactly those of ©. Furthermore, 7 (ul(.a)) = Ency (wl(a)), since 71 o Ency = Ency o 1. Thus there are

again no missing columns or disagreements, and II.FOpen accepts w = ¢(v).

We next consider a ring evaluation. For every a € [k], the honest prover sends y(®) = L - (u(‘”);“ggl.

K2
gf}));’igl = Ency(y(@); for every opened position j and every a € [k]. Hence all

column checks are accepted. Moreover, reducing L modulo 2™ gives L := ®f°:f)1(ai, B;). Therefore,

Z];:(l) 207 () - R=1L- (vi)zial - R = Tensor(n) -v = s, where R := ®§;§0 (a4, Bi). Thus every honest
ring evaluation is accepted.
For a field evaluation, let L' := ®'°;' (1 — 6;,6;) and R' := @'} (1 — 6;,6;). For every a € [k], the

i=to

Then we have L - (u

honest prover sends y(®) = L' (vz(a));ial. Since (uz(-a)) = Encl(vga)), we have L' - (m (ugi))):ial =
Ency (@) ; for every opened position j and every a € [k]. Hence all column checks are accepted. The value
check also holds, since Z’;;é Ca-y'Y - R = Tensor (1) - ¢(7) = s'. Thus every honest field evaluation is
accepted.

Finally, each v(%) is binary by definition. Hence v(%) o (v(“) —1) = 0forevery a € [k], and the Booleanity
certification is accepted by the completeness of the IOP of Section 4. Therefore all checks in Protocol 4 are
accepted. O

For security, the ring side of Protocol 4 is the ring commitment of Section 6 applied to the binary
components, and the field side is the small-field polynomial commitment of [DP25], so each half inherits
the security of the underlying scheme. Compatibility then follows from Lemma 14 once we show that every
accepted ring opening induces an accepted field opening.

Theorem 15 (Security). Protocol 4 is a secure compatible commitment. In particular, it satisfies the security
properties of the underlying ring and field commitments with respect to admissible ring and field queries, and
is compatible with respect to every pair (Qr, QF) of admissible query samplers.

Proof. The security of the compatible commitment follows directly from the underlying commitment schemes.
On the ring side, Protocol 4 is exactly the ring commitment of Section 6 applied to the matrix consisting
of the binary components (vga))i,a. Hence its low-precision binding, evaluation binding, and low-precision
knowledge soundness follow from the corresponding properties established therein. On the field side, this is
exactly the small-field polynomial commitment of [DP25], and hence inherits its binding and knowledge
soundness.

It remains to establish compatibility between the two sides. The Boolean check ensures that the low-
precision witness extracted by the ring emulator is binary, and hence defines a valid binary decomposition
of some v € Z2Tk. We next show that every accepted ring opening induces the corresponding accepted field
opening. Suppose that II.ROpen(pp, ¢; 7, 1) = 1. By definition, after reduction modulo 2¥, the opening hint
w is sufficiently close to the encodings of the binary components 7(%). Reducing further modulo 2 can only
remove disagreements, and 71 o Ency, = Enc; o 1. Moreover, the binary components of (o) with respect
to the basis (o, . . ., (x_1 are precisely 77, ..., 5~V Therefore, II.FOpen(pp, ¢; p(7), u) = 1. Therefore,
compatibility of Protocol 4 follows from Lemma 14. 0

Complexity. Let Tenc(r) denote the time required to encode a message of length r. For the commitment,
the prover performs O(k - ro - Tenc(71)) Zye operations and constructs a Merkle tree over the resulting N
column blocks, while the Boolean check requires O(k - T') Zgm operations for the prover and O(log(k - T'))
Zom operations for the verifier. For the ring proof, the prover computes one row combination for each
binary component using O(kT') Z4: operations and provides v Merkle openings; the verifier performs
O(k(~yro + r1)) Zye operations and verifies v Merkle paths, and the proof contains O(k(yrg + 1)) Zoe
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elements. The field proof has the same asymptotic complexity, with [Fo. operations and elements in place of
Zye operations and elements.

Remark 5. The above complexity can be highly optimized. In Section 7.4 we give some optimizations based
on the fact that honest inputs are binary.

7.4 Optimizations of the Compatible Commitment

In this subsection, we present several optimizations for compatible commitment.

7.4.1 Encoding over a Smaller Ring

Although the encoding algorithm is defined over Z,., performing the entire encoding over Z,. is unnecessarily.
Since honest inputs are binary, for codes with shallow addition depth, such as RAA codes [BCFRRZ25]
or EA codes [Boy+22; BFKTWZ24; LXLYH26], the intermediate and output values remain much smaller
than the modulus of Z,¢. We can therefore represent the inputs over a smaller ring, such as Z,x, perform
the encoding entirely over Zox, and lift the resulting values to Z,. only when necessary. The column blocks
can likewise be hashed in this compact representation. Moreover, the v column blocks opened during an
evaluation can be transmitted as elements of the smaller ring, further reducing the proof size.

7.4.2 Boolean Check with Lookup Tables

Recall that during the commitment phase of Protocol 4, the prover and verifier engage in an IOP to check that
the committed vector is binary. Due to the bit decomposition, however, this vector is k times longer than the
original vector, so directly applying the IOP to the decomposed vector would incur substantial overhead. In
this part, we describe a more efficient approach for performing the Boolean check on a vector v € Z’;,;.T.

Specifically, the prover and verifier need to verify that v o (1 — v) = 0% The key idea is to employ the
higher-arity folding technique from Remark 1 in the first round of the reduction, while exploiting the binary
structure of the underlying vector to accelerate this step.

Let v = log(k - T'). As in Protocol 1, the verifier first samples (91(0), 92(1)) < 73, foreachi € [v] and

sends them to the prover. Both parties then set 6 := @}, (9(0) o)

., 0;"). The resulting batched instance consists
of the vectors = := fowv and iy := 1 — v, together with the claimed value zy := 0. Let B = 2° for some b < v.
We decompose 6 as 6 = ¥ ® ¢’ with ¥ := ®?;5(9§0), 91(1)) €78, and ¢ = ®i”:_b1(9§0), 91(1)) € ZSE/B.
In the first round, we reduce the vector length by a factor of B. Specifically, we partition v into B
contiguous blocks 0@ B ¢ Zgg/ B, Accordingly, the vectors x = 6 o v and y = 1 — v decompose

into blocks
20— ¥ (0 o v(j)), y9) =1 — ), j € [B].
To derive the claim for the reduced instance, the prover should compute the B? cross-term claims z(()j ) =
) .y Our first optimization is that the B diagonal terms need not be computed. Indeed, if v is binary,
then each block v7) is binary, and hence zt) - y() = 9;(¢’, (v1) o (1 — v1)))) = 0. Thus, the verifier
directly sets all diagonal claims to zero and the prover computes only the off-diagonal cross terms. It remains
to show how the prover can efficiently compute the B(B — 1) off-diagonal claims.
By definition, for every j # j/, 219) - yU0") = 9, (¢, v1) o (1 — vU")). Since v is binary, the vector

v o (1-— U(j,)) is also binary, with its ¢-th entry equal to 1 precisely when vi(j ) = 1and v = 0. Thus,
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up to the scalar ¥, each off-diagonal claim is a subset sum of the entries of ¢’

WDy =g Y g

i 1)7Ej>:l7 vijl>:0

Importantly, the subset appearing in this sum is determined solely by the bits of v.

To exploit this structure, observe that whether an index ¢ contributes to a particular claim depends
only on the set of blocks whose i-th entries are equal to 1. For each i € [kT/B], define its pattern
P :={j € [B] : v = 1}. The condition v?i = 1 and v(@")i = 0 is then equivalent to j € P; and j/ ¢ P,.
Grouping indices according to their patterns gives

N R S
’i:jEP»;7 ]’%PZ

=9 2. D¢

PC[B] i:Pi=P
JEP, j'¢P

=d; Y AP,

PC[B]
JEP, j'¢P

where A[P] := >, p _p0;, forevery P C [B]. Hence, all B(B — 1) off-diagonal claims are determined by
the table A of 27 ring elements. This table can be constructed in a single pass over the kT'/ B indices, using
essentially one ring addition per index. For fixed j # j', exactly 22 patterns contain j but not j’. Thus,
computing each claim directly from A requires summing 2%~ table entries, for a total of B(B — 1)25-2
ring additions across all off-diagonal claims, independent of v apart from the cost of constructing A.

This cost can be reduced further using a superset-sum transform. Define S[Q] := > p5 o A[P], QC
[B]. The entire table S can be computed in place from A using the standard dynamic programming, which
requires B passes of 257! ring additions, for a total of B25~! additions. Moreover,

Y AP =S[{i} - Sl

PC(B]
jEP, j'¢P

because the patterns containing j but not ;" are precisely those containing j after excluding those that also
contain j’. Consequently,

90 = 95 (SHGN - SHG ') -

Once S has been computed, each off-diagonal claim therefore requires only one subtraction, together with the
multiplication by ¥;. In particular, the B(B — 1)2B-2 additions required by the direct approach are replaced
by B25~1 additions for the transform, plus B(B — 1) subtractions for extracting all claims.

The verifier then samples (ago),agl)), (ﬁi(o),,é’i(l)) < 72, for each i € [b]. Both parties set a :=

7

®?;é (a(o), aql)) and 3 := ®f;é ([3’(0), BZ-(l)), and fold the blocks as

i % %
B-1 B-1
x Zajxm, Y Zﬁjym.
=0 =0
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Computing these two folded vectors naively would require B ring multiplications per coordinate. The pattern
representation introduced above allows these computations to be reduced to table lookups.
Indeed, substituting the definition of %) into the i-th coordinate of the folded vector z gives

Za] ) — 20@199' (7) —9’204] i

jePR;

where the last equality follows from the fact that vfj ) =1 exactly when j € P;. Thus, the common factor ¢}

can be pulled out, and the remaining quantity depends on ¢ only through its pattern F;. Similarly,

B-1
yi=> By Zﬁy (1—v Zﬂﬂ > B
j=0

JEPR;

Hence, apart from the factor 6, in z;, both folded coordinates depend on i only through the pattern P;.
Once « and S are known, the prover computes the tables

B-1
Pl:=) a;0; and  Y[P]:=)_B;-> B (P<[B)),

jer =0 jeP
and then obtains the folded vectors as
zi=0;X[P], wi=Y[R] (ic[kT/B]),

with one lookup and one multiplication per entry of x and one lookup per entry of y.
After the first folding step, the vectors x and y are no longer Boolean, so the protocol proceeds exactly as
in Protocol | on vectors of length £7"/ B. This incurs an additional prover overhead of O(kT'/B).

Cost. Using the algorithm described here, the prover overhead is roughly dominated by k7'/B + B(B —
1)25-2 ring additions and O(kT'/ B) ring multiplications for the remaining folds.

7.4.3 Row Combinations from Lookup Tables

The row combinations for the ring evaluations in Protocol 4 can be accelerated using a similar idea. For
each a € [k], the prover computes y(*) = L - (vi(a)):igl € Zy; for all a € [k], which naively requires KT
multiplications in Zq¢. Since the entries of v(® are bits, each coordinate of y(*) is simply a subset sum of the

(a) _

entries of L: Y; Z o1 L;. Moreover, the corresponding subset is determined entirely by the r( bits

in the j-th column. To exp101t this structure, the prover partitions the 7 rows into groups G’ of B consecutive
rows. For each group G, it precomputes the subset-sum table T¢[P] := >, p L; forall P C G. Each table
contains 2% entries and can be constructed using O(27) additions in Zy. For every a € [k], group G, and

column j, define the pattern P ={ieqG: U(a) = 1}. This pattern can be read directly from the bits of
the corresponding column. The prover can then assemble each coordinate as y =>aT [ ]
There are 19/ B groups, so constructing all subset-sum tables requires O (2%) addlthIlS in Zoe.

Combining the table entries across groups for all @ and j requires O (%) additional additions. Importantly,
this procedure requires no multiplications in Zy., replacing the naive cost of k7" ring multiplications by

0 (2?3"0 + %) ring additions.
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PROTOCOL 8. IOP for the Plonkish Relation

Let gp = (k,T,np,nw,nq,g) with T' = 2¢, n, = 2% n, = 2 and nq = 2%, and let [ em be
an IOP for R,Eielﬁm with field oracles on vectors of length n,,7". P holds ((¢,0), (p,w);w), and the
oracles hold the canonical lifts §j, @W; € Z1. of ¢; and w;. V holds o and p, has ring-query access
to the ring oracles [qo]R, - . . , [¢n,—1]Rr. and has ring- and field-query access to the compatible oracles
[wolcs - - -, [Wny—1]c. Let p € Zy%, be the canonical lift of p, and let n := t — ¢,

1. Gate identity. P computes h € Z%,. with §(qo, . . . s Qng—1, Wo, + -+, Wny,—1) = 28h and sends [h]R.
P and V then run Protocol | on the lifted instance (g, ((qo, - - - » Gng—1, @Wos - - - , Wn, —1), ), Where
the tensor queries to ¢;, w; and h are the ring queries to [g;]r, [w;]c and [A]r.

2. Wiring identity. P and V run I em on the instance (o, ([e(w)], [¢(w)])), where a field query to
[p(w)] at ' = (9,0) with 9 € F2h+ and 6 € F3. is answered by > jelny] Tensor(¥); - a;, where a;
is the answer of the field query to [w;]c at 6.

3. Public input. V samples 6 <— ngf{, queries [wo]c at (0),, |6, obtaining a, and checks a = Tensor(6)-p.

V accepts if all three checks accept.

7.4.4 Field Evaluations over [y«

In a field evaluation, Protocol 4 processes the k& binary components separately, with the prover sending one
row combination (%) ¢ [F5,;, per component and the verifier testing every opened column block against every
y(®) and recombining the results as s’ = Zﬁ;é Cay® - R’. The computation can instead be carried out directly

over For, and [Fou, which eliminates the apparent factor-k overhead. Let w; := Zlg;é a1 (vga)) € I}, be the
rows of (7 (v)), viewed as an 7 X r1 matrix over For. Since Ency is Fa-linear, it extends linearly to vectors
over Iy and Fou and commutes with the recombination, that is, >, (.Enci (y(®) = Enci (32, Cay@).
The prover therefore sends the single row combination y' := 22;(1) RTINS (wi)figl € iy, and

the verifier recombines every opened column block into the For elements w; ; := le;é a1 (ul(?) and

checks L' - (wm);’ial Z Enci(y'); for j € J and ¢’ Z y' - R'. This is the evaluation protocol of the
small-field polynomial commitment of [DP25] for the matrix (wi);"igl over For, whose rows are encoded by
the extension of the binary code to Fox, and the algorithm II.FOpen is adjusted to this matrix accordingly. The
prover computes one row combination over Fou of an rg X 71 matrix over Fyx instead of £ row combinations
of binary matrices, and the verifier performs one encoding and v column checks over o instead of k of
each.

8 Rotor: A SNARK for Power-of-Two Rings

We now present Rotor, a SNARK for general circuits over Zo.. At its core, Rotor adapts the Plonkish
constraint system [CBBZ23] to the setting of Zyx.
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8.1 Plonkish Relations over Zx
We define the indexed relation ’R’;lonk over Zgk.

Public parameters. Fix gp := (k, T, np, nw,nq, g), where T' = 2 is the number of constraints, n, =
2! < T is the length of the public input, n,, = 2™ and nq = 2@ are the numbers of wires and selectors per
constraint, and g is an (nq + n )-variable polynomial over Z,x of total degree d > 2. A selector assignment

. nqT . . . T
is a vector ¢ € Z,, , written as the concatenation ¢ = (qo| - - - ||gnq—1) of nq vectors ¢; € Z,, and a
wire assignment is a vector w € Z;L,:VT, written as the concatenation w = (wy| - - - ||wp,,—1) of ny, vectors

w; € ZL,. [q] and [w] denote the lists of oracles ([qo], - - -, [gng—1]) and ([wo], . . ., [wn,—1]).

Definition 20. The Plonkish relation R’;l onk I8 the set of all tuples (1,x; w) = (([[q]], o), (p, [w]); w), where

nwl’

ok » such that

q€ Z;]‘:T’ o is a permutation of ny,T), p € Z;,S and w € 7

* the gate identity holds, i.e., g(qo, - - - , Gng—1, W0, - - -, Wp,,—1) = 07, or equivalently (g, ([qo], - . . , [wny,1]);
(Q7 w)) < erith’.

a
* the wiring identity holds, i.e., (o, (Jw], [w]); (w,w)) € Rgélfm;

* the public input is consistent with the witness, i.e., wo ; = p; for every i € [np).

8.2 An IOP for the Plonkish Relation

We now give an IOP for R’;lonk with ring oracles and compatible oracles.

Oracle choices. We first specify the oracle type used for each vector. For clarity, we use [-]r and [-] ¢ to denote
ring oracles and compatible oracles, respectively. Since compatible oracles are needed only for the permutation
check, we encode the witness vectors as compatible oracles and set [w]c = ([wo]c, - - -, [wn,—1]c). The
remaining vectors are used only in the gate check and are therefore encoded as ring oracles and set [¢]r =

([golr; - -+ [gng-1lR)-

Public input. To ensure the consistency of committed witness with public input wy := (wo,0, . . ., Wo,n,—1)
of the first wire to equal p. The claim is checked by evaluating both sides at a random query point. For
S ng,‘i and n := t — tp, let (0),]|6 denote the point that prepends n pairs (1,0) to §. Therefore,
Tensor((0),,|0) - Wy = Tensor(§) - Wp.

We give a full description of our construction in Protocol 5.

Theorem 16. Let Il,em be a perfectly complete IOP for RE’e]fm with field oracles on vectors of length n,, T,
with soundness error €perm. Then Protocol 5 is an IOP for Rfjl onk that is perfectly complete and has soundness
error €pjonk = max{®(m — k + 1, (d + 1)t), €perm, P(m — k 4+ 1,t,)}.

Proof. Completeness. Let (([¢]r, ), (p, [w]c);w) € R’;|onk, and let ¢; and w; be the canonical lifts held

by the oracles. Since g(qo, .. ., wn,_1) = 07, the honest prover finds h with §(qo, . . . , Wn,,_1) = 2¥h, as
in the proof of Theorem 1, and Protocol | accepts by Theorem 2. Since w = o(w) and ¢ is a bijection,
o(w) = o(p(w)), and Iperm accepts by its perfect completeness, as every field query to ¢(w) at a point 7/
is answered with Tensor(7) - ¢(w) by the identity above. Finally, since wp, = p and both lifts are canonical,
Wy, = P, so the answer a = Tensor(§) - w, of the prefix query equals Tensor(§) - p and the third check
accepts.
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Soundness. Let (([¢]r, o), (p, [w]c)) ¢ L(Rlslonk), with arbitrary lifts ¢; and w; held by the oracles, and
put w; := 7, (w;). Since the only candidate witness is w, at least one of the three conditions of Definition 20
fails for w. The challenges of the three checks are independent, so for every fixed choice of the challenges
of two of the checks, a prover strategy for Protocol 5 induces a prover strategy for the third; the soundness
bound of each check therefore applies within the whole protocol, and it suffices to bound the acceptance
probability of the check corresponding to a failing condition.

If the gate identity fails, then (g, ([qo], - - -, [wn,—1])) & L(RE., ), and the oracles [g;]r and [w;]c
hold lifts of ¢; and w; and answer ring queries as the oracles of Definition | do. The first check runs the
IOP II,it on this instance, whose soundness error is ®(m — k + 1, (d + 1)t) for every choice of the lifts by
Theorems | and 2. Hence the first check accepts with at most this probability.

If the wiring identity fails, then w # o(w), hence p(w) # o(p(w)) and (o, (Je(w)], [¢(w)])) ¢
E(Rgé]fm). Every field query of Il,erm to (w) is answered with Tensor(n') - ¢(w) by the identity above, so
the view of the verifier of II,erm in the second check is identical to its view on this field instance, and the
second check accepts with probability at most €perm.

If the public input is inconsistent, then w, # p. Let Z := @, — p € Zyh, which is determined by
the instance. Then 7,(Z) = wp, — p # 0, so Po2,,(Z) < k. The challenge 6 is sampled independently
of =, and Tensor(#) is the tensor of ¢, independent uniform pairs, so Lemma 3 gives Pr[Tensor () - = =
0] < ®(m — Po2,,(2),tp) < ®(m — k + 1,t,), where the second inequality holds because ®(.5,tp) is
nonincreasing in S. Since the prefix query is answered by the oracle, a — Tensor(6) - p = Tensor(0) - Z, so
the third check accepts with at most this probability. O

Complexity. Let M be the number of monomials in g. In the first check, the prover and verifier perform
O(d2?MT) and O(2%1og T + Md) Zym operations, respectively; the prover sends 27 log T’ Zom elements
over log T" rounds, and the verifier makes at most d(nq + ny + 1) ring queries. The second check inherits the
complexity of IIperm on vectors of length n,, 1", with each field query to 1lperm requiring n,, field queries.
The third check requires O(np) Zom operations for the verifier, no prover communication, and one ring query.
By Lemma 4, choosing m — k = A + O(log T'log \) yields soundness error at most 2.

Remark 6 (Compatibility with binary-field SNARKS). Rotor admits a direct integration with binary-
field SNARKs [DP25; Hu+25; BRW26,; Set26], thereby enabling efficient proofs for arithmetic operations
expressed directly over For, such as XOR and AND. Specifically, given an IOP for a relation over Foy. that
uses field oracles, we can simply replace each field oracle with the corresponding compatible oracle and
answer the resulting field queries directly using these compatible oracles.
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The main results of this work were developed primarily by the authors through human trial and errors.
However, we also engaged in extensive discussions with GPT-5.5 Pro to validate the results, simplify some of
the arguments, and assist in drafting parts of the proofs. GPT-5.6 Sol was used for coding and benchmarking.
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