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Abstract

The Fiat—Shamir transformation is a fundamental paradigm in cryptography for
compiling interactive public-coin protocols into non-interactive arguments. While this
transformation has been extensively studied for public-coin protocols, the setting of
private-coin protocols, where the verifier’s messages depend on secret randomness, re-
mains largely unexplored. To date, there are no candidate transformations for private-
coin protocols, neither in the standard model nor in idealized settings.

In this work, we present a generic transformation that compiles any 3-message
private-coin interactive proof into a non-interactive argument in the standard model,
while preserving zero-knowledge. Our construction relies on sub-exponentially secure
indistinguishability obfuscation, pseudorandom functions, and input-hiding obfuscation
(IHO). As a corollary, this rules out the existence of 3-message weak zero-knowledge
proofs with small enough soundness error.

We complement this positive result by showing that the reliance on IHO is inherent:
any secure Fiat—Shamir transformation for general private-coin protocols necessarily
implies the existence of IHO.

Finally, we rule out Fiat—Shamir transformations for multi-round private-coin proto-
cols. Specifically, assuming the existence of collision-resistant hash functions, we prove
that no such transformation exists in the multi-round setting.
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1 Introduction

The Fiat-Shamir transformation, introduced in the seminal work of Fiat and Shamir [FS87], is a
fundamental paradigm in modern cryptography. It provides a generic method to compile inter-
active public-coin protocols into non-interactive arguments. This transformation plays a pivotal
role in the construction of numerous cryptographic primitives, ranging from efficient digital sig-
nature schemes (e.g., Schnorr signatures [Sch91]) to succinct non-interactive arguments of knowl-
edge (SNARKs) [Mic00; BCS16; CY21a; CY21b; ACY23; AHIV17; BBHR18; ZCF24; ACFY24;
ACFY25; BCKP14], verifiable delay functions [BBBF18] and more.

Given its centrality, the security of the Fiat-Shamir transformation has been extensively an-
alyzed. Initial analyses relied on the random oracle model (ROM) [BR93; PS96], treating the
hash function as an ideal random function. While this heuristic provides strong efficiency benefits,
it does not guarantee security when instantiated with a concrete hash function [CGH98; Bar(01;
GKO03; KRS25; AY25]. Consequently, a long line of research has focused on establishing the secu-
rity of the transformation in the standard model, typically relying on correlation-intractable hash
functions (e.g., [CCR16; HL18; CCH+19; PS19; BKM20; JJ21; HLR21; CJJ21; HIKS22; KLV23]).
However, most of these works successfully instantiate the transformation only for specific families
of protocols. To date, the only constructions suitable for all public-coin protocols are those of
Kalai et al. [KRR17], which rely on indistinguishability obfuscation and input-hiding obfuscation,
and Canetti et al. [CCRR18], which rely on strong key-dependent message (KDM) security with
optimal parameters.

Crucially, the Fiat-Shamir transformation is inherently designed for public-coin protocols, where
the verifier’s messages consist solely of fresh random coins. In this setting, the transformation
replaces the verifier’s random challenges with the output of a cryptographic hash function applied to
the protocol’s partial transcript. Since the verifier simply outputs random bits, a random oracle (or
a sufficiently complex hash function) serves as a natural proxy. However, for private-coin protocols,
where the verifier may send messages that arbitrarily depend on secret randomness, no analogous
transformation is known. To date, there is not even a candidate construction for a “private-
coin Fiat-Shamir” transformation, neither in idealized models nor under standard cryptographic
assumptions.

Private-coin protocols. Private-coin protocols form a rich and important class of interactive
proof systems. In many settings, they offer distinct advantages over their public-coin counterparts,
achieving significantly lower communication complexity and improved verifier efficiency.

A prominent example of a class of private-coin protocols is Statistical Zero-Knowledge (SZK).
This class consists of languages that admit interactive proofs in which the verifier’s view can be
efficiently simulated so as to be negligibly close—in statistical distance—to its view in a real exe-
cution.

SZK plays a central role in complexity theory and cryptography, as it captures forms of com-
putational hardness that do not rely on unproven computational assumptions. SZK contains the
well-known Graph Non-Isomorphism (GNI) [GMWS86], and the canonical complete problem is the
Statistical Difference problem (SD), shown to be SZK-complete by Sahai and Vadhan [SV00].

A major challenge is that the most natural and efficient protocols for these problems are private-
coin protocols, where the verifier’s secret randomness is essential for soundness. While the cele-
brated result of Goldwasser and Sipser [GS86] proves that any private-coin protocol can be trans-
formed into a public-coin protocol, this transformation incurs a significant blowup in the prover’s



computational complexity and communication overhead [AR21]. Consequently, developing an “in-
teractive to non-interactive” transformation for private-coin protocols remains a major open goal,
as standard Fiat—Shamir techniques are inapplicable in this setting. This state of affairs motivates
a natural and fundamental question:

Is there a Fiat—Shamir transformation for private-coin protocols?

1.1 Ouwur Results

In this work, we provide the first affirmative answer to this question. We present a general transfor-
mation for private-coin protocols, along with a specialized instantiation for SZK. We complement
these results by showing the necessity of cryptographic primitives needed to apply the Fiat—Shamir
transformation to private-coin protocols.

We begin by describing our most general transformation.

Fiat—Shamir for private-coin protocols. We introduce a generic transformation that compiles
3-message private-coin interactive proofs into non-interactive arguments in the standard model.
Our construction relies on strong, yet standard assumptions in the plain model. We assume the
existence of sub-exponentially secure indistinguishability obfuscation (i0), sub-exponentially secure
PRFs (PRF), and input-hiding obfuscation (IHO). IHO is a notion of obfuscation guaranteeing that
for a circuit C' drawn from an evasive family, it is hard to find an input x such that C'(x) = 1 given
only the obfuscated circuit C .

Theorem 1 (Informal). Assume the existence of sub-exponentially secure pseudorandom func-
tions, indistinguishability obfuscation and input-hiding obfuscation. Then, there is a Fiat—Shamir
transformation for private-coin protocols with the following parameters:

Any 3-message private-coin protocol with error €, is compiled to a non-interactive scheme with
(adaptive) soundness error €2 2m. poly(A) + negl(\), where n is a bound on the instance size and
the first message of the protocol. The transformation also preserves zero-knowledge.

Any application of the Fiat—Shamir transformation inherently incurs a security loss, as the
adversary has greater power than in the interactive setting. Recall that the soundness error ¢ can
be exponentially reduced via parallel repetition. Crucially, by performing this repetition without
replicating the first message (thereby keeping the length n constant), one can amplify any protocol,
even those with constant error, to satisfy the conditions of our theorem.

Our theorem has tight parameters for adversaries that run in sub-exponential time. Never-
theless, constructing a Fiat—Shamir transformation for private-coin protocols with only polynomial
security loss (against polynomial adversaries) remains an open problem.

IHO is inherent for Fiat—Shamir for private-coin. Our construction relies on iO and IHO,
which is not too surprising. Indeed, even for public-coin protocols, the work of [KRR17] relies on
the same assumptions (albeit with an IHO for a specific family of functions).

We prove a complementary lower bound showing that the reliance on input-hiding obfuscation
is not an artifact of our proof technique but an inherent requirement. Specifically, we show that
any secure Fiat-Shamir transformation for private-coin protocols implies the existence of secure
IHO scheme for any family of evasive circuits. While we have established the necessity of IHO, it
remains an open question whether iO is similarly inherent.



Theorem 2 (Informal). If there exists a Fiat-Shamir transformation for private-coin 3-message
protocols (even with subexponential security loss) and a secure puncturable PRF scheme, then there
exists an input-hiding obfuscation scheme for any evasive circuit family.

Recall that the work of [KRR17] used an THO for a very specific family of evasive functions.
In contrast, our theorem yields an THO for any evasive circuit family. This broader applicabil-
ity suggests that IHOs are unlikely to be inherent to the Fiat—Shamir transform for public-coin
protocols.

Limits for multi-round protocols. We have discussed that our Fiat—Shamir transformation for
private-coin protocols applies successfully to three-message protocols. A natural question is whether
this approach can be extended to multi-round protocols. Unfortunately, we show that this is not
the case. In particular, assuming the existence of collision-resistant hash (CRH) functions, we prove
that no Fiat—Shamir transformation for private-coin protocols can exist for protocols that contain
more than a single verifier message. Our result is established via a (contrived) counterexample:
a protocol that cannot be rendered non-interactive without violating the assumed security of the
CRH.

Theorem 3 (Informal). Assuming the existence collision-resistant hash function, then there is no
Fiat-Shamir transformation for private-coin protocols for 5-message protocols (or more).

Impossibility of 3-message weak zero-knowledge. There is a well established connection be-
tween the Fiat—Shamir transformation and the impossibility of constructing certain zero-knowledge
protocols with negligible soundness error [DNRS99; HT98; KRR17; FGJ18]. At a high level, these
works show that if sufficiently strong zero-knowledge protocols exist—particularly constant-round
protocols for languages outside of BPP—then the Fiat—Shamir paradigm cannot be secure when
applied to them. In particular, [FGJ18] established a strong impossibility result ruling out three-
message zero-knowledge protocols in the presence of non-uniform verifiers and distinguishers, under
the assumptions of subexponentially secure indistinguishability obfuscation (i0) and input-hiding
obfuscation (IHO).

Our main result (Theorem 1) complements this line of work by showing that, even for three-
message protocols, the Fiat—Shamir transformation itself rules out weak zero-knowledge [DNRS99]
(see also [BKP19; GO94|). Weak zero-knowledge is a relaxation of standard zero-knowledge ob-
tained by reversing the order of quantifiers. Standard zero-knowledge requires that, for every
verifier, there exists a simulator whose output is indistinguishable from the verifier’s view in a real
interaction against every distinguisher. By contrast, weak zero-knowledge requires only that, for
every verifier and every distinguisher, there exists a simulator that fools that particular distin-
guisher.! However, for our impossibility result to hold, the protocol must have a sufficiently small
soundness error.

Theorem 4. Any protocols for which Theorem 1 yields a scheme with negligible soundness error,
cannot satisfy weak zero-knowledge (see Definition 7.1), unless the language is in BPP.

1.2 Discussion: A Unified View of Fiat—Shamir

Our results provide a unified perspective on the Fiat—Shamir transformation, framing it not merely
as a method for removing interaction, but as a mechanism for verifier obfuscation.

!The notion ruled out in [FGJ18] additionally allows the distinguisher to possess private information unavailable
to the other parties. Our result requires no such distinguisher-only information.



In the standard public-coin setting, the verifier’s role is syntactically simple: it outputs fresh
random coins. When analyzed in the ROM, the transformation effectively wraps this verifier in a
“black box” (the oracle) and provides it to the prover. The prover has only query access to the box to
obtain the verifier’s random challenge, but the rest of the randomness of the oracle remains hidden.
When we move to the standard model, instantiating the random oracle with a concrete hash function
is conceptually equivalent to providing the prover with an obfuscated program that computes these
coins. Specifically, standard Fiat—Shamir instantiations can be viewed as heuristics for obfuscating
a pseudorandom function (PRF) that derives the verifier’'s messages from the transcript.

Our work makes this implicit connection explicit. In the private-coin setting, the verifier is no
longer a simple source of randomness; it is an arbitrary function that depends on a secret internal
state. Our construction demonstrates that the core logic of the transformation remains the same:
we first derandomize the verifier by embedding a PRF, and then we obfuscate the resulting circuit.

This suggests that the public-coin and private-coin settings are two points on the same contin-
uum. In both cases, the transformation follows the same paradigm:

1. Derandomization: The verifier is made deterministic by deriving its randomness from the
protocol transcript via a PRF.
2. Obfuscation: The resulting deterministic circuit is obfuscated and sent to the prover.

In the public-coin case, the circuit being obfuscated is relatively simple (essentially just a PRF),
which allows for heuristic instantiations or weaker primitives (like correlation-intractable hashing).
In the private-coin case, the circuit is complex and “evasive,” necessitating stronger, principled
tools like IHO. Thus, the challenge of performing a Fiat—Shamir transformation for private-coin
protocols is not a fundamental change in the protocol’s structure, but rather a reflection of the
increased complexity required to obfuscate a general verifier compared to a random one.

1.3 Fiat-Shamir without IHO

We describe two additional results that obtain Fiat—Shamir transformations without assuming the
existence of IHO. The first is a Fiat—Shamir transformation for the subclass of statistical zero-
knowledge protocols, SZK, and additionally assumes only polynomially secure iO. The second is an
alternative Fiat—Shamir transformation for public-coin protocols that avoids the use of IHO, but
leverages subexponential security.

Fiat—Shamir for SZK without IHO. Our main theorem constructs a Fiat—Shamir transfor-
mation for general 3-message private-coin protocols assuming sub-exponential indistinguishability
obfuscation, pseudorandom functions, and input-hiding obfuscation. Furthermore, our lower bound
demonstrates that IHO is in fact necessary for any transformation targeting the general class of
private-coin protocols.

However, we show that this requirement can be relaxed for specific structured subclasses. In
particular, for the statistical distance problem SD, which is complete for the class of statistical
zero-knowledge (SZK), we construct a Fiat—Shamir transformation that relies only on iO (and
puncturable PRFs), completely removing the need for IHO. Moreover, unlike our main result, this
transformation requires only polynomially secure iO and PRFs, and has only a polynomial security
loss.

Theorem 5 (Informal). Assume the existence of secure pseudorandom functions and indistin-
guishability obfuscation. Then, there is a Fiat—Shamir transformation for private-coin protocols



for the language SD with polynomial error loss. The transformation also preserves honest-verifier
zero-knowledge.

Fiat—Shamir for public-coin protocols without IHO. Our techniques also yield new insights
into the standard Fiat—Shamir transformation for public-coin protocols. A standard approach to
realizing this transformation is via a correlation-intractable hash (CIH) family for sparse rela-
tions. As observed by Canetti et al. [CCRR18], the construction of Kalai et al. [KRR17] effectively
instantiates such a CIH family; however, their security proof relies on sub-exponentially secure
puncturable PRFs and iO, and secure input-hiding obfuscation for multi-point functions. The
work of Canetti et al. [CCRR18] achieves a similar result but relies on a non-standard assumption
regarding exponentially secure KDM-encryption.

In contrast, we provide a pure obfuscation-based approach that eliminates the need for input-
hiding obfuscation, albeit for sufficiently sparse relations (the relation does not need to be efficiently
computable). Specifically, we present a Fiat—Shamir transformation for public-coin protocols in-
curring a security loss exponential in the instance size and first message length. As discussed, the
soundness of the protocol can always be amplified by parallel repetition to satisfy our requirement.

Theorem 6 (Informal). Assuming the existence of sub-exponentially secure pseudorandom func-
tions and indistinguishability obfuscation, there exists a Fiat—Shamir transformation for public-coin
protocols with the following parameters:

Any 3-message public-coin protocol with soundness error € compiles into a non-interactive argu-
ment with (adaptive) soundness error e - 2" - poly(X) 4+ negl(X), where n denotes the combined length
of the instance and the first prover message.

A summary of our various Fiat—Shamir transformations is given in Table 1.

Setting Assumptions

Private-Coin  subexponential O, subexponential PPRF, IHO
SZK (SD) polynomially secure ¢O, polynomially secure PPRF
Public-Coin  subexponential ¢{O, subexponential PPRF

Table 1: Summary of Fiat—-Shamir transformations

Paper Organization and AI Disclosure

In Section 2, we give a high-level overview of our main results. In Section 3, we present preliminaries.
In Section 4, we describe our main transformation and analyze its properties. In Section 5 we
prove the necessity of input-hiding obfuscation. In Section 6, we give our impossibility for multi-
round protocols. In Section 7 we give our impossibility of 3-message zero-knowledge protocols.
In Section 8, we give our specialized analysis for SZK. In Section 9, we give our Fiat-Shamir
transformation for public-coin protocols.

The ideas and proofs in this paper were developed and written by the authors. Al was used
only for text polishing and finding references.



2 Technical Overview

In this section, we provide a high-level overview of the techniques used in this paper. We begin
by introducing our Fiat—Shamir transformation in Section 2.1. Then, as a warm-up, we begin by
describing the ideas required to prove non-adaptive security for the graph non-isomorphism (GNI)
protocol in Section 2.2. This proof can be extended to prove security for the SD protocol, which
we introduce in Section 8. Finally, in Section 2.3, we explain how to achieve security for general
private-coin protocols that also satisfy adaptive security.

Before discussing how to achieve the transformation, we first define the Fiat—Shamir transfor-
mation for private-coin protocols.

The Fiat—Shamir transformation for private-coin protocols. We focus on the case of 3-
message protocols, and later discuss multi-round protocols. In 3-message protocols, the verifier’s
role can be decomposed into two dependent steps (V1, Vy). The first is generating the challenge,
and the second is verifying the proof. We define the Fiat—Shamir transformation for 3-message
private-coin protocols as a PPT algorithm Setup. This algorithm takes the original verifier V and
a PRF key k as input, and outputs two circuits, Chal and Ver, where Chal serves as the challenge
generator, and Ver serves as the verifier. The crs is then (Chal, Ver).

For completeness, we require that for every instance z, first prover message m1, second prover
message meo, and randomness p < PRFy(m1), the following conditions hold:

1. Chal(z,m1) = Vi(x,mq;p).

2. Ver(xz,my,ma) = Va(x,my, mo; p).

These conditions preserve consistency with the original protocol. We think of the prover in the
interactive protocol as two algorithms, (P, P2), that share auxiliary information. P generates the
first message my, while P2 generates the second message msy. The non-interactive prover then does
as follows: it emulates the original prover to obtain the first message m;, computes the challenge
a « Chal(z,mq), and uses a in the emulation as the verifier’s response to generate msy. It then
outputs the proof 7w := (my,mg). The verifier executes Ver(m1, mg) to decide whether to accept or
reject.

Thus, if the original protocol is perfectly complete, the two conditions above imply that Ver(z, m1, mg) =
1 with probability 1, which means the non-interactive protocol is perfectly complete as well. For
soundness, we require that for a randomly chosen PRF, a PPT adversary given (Chal,Ver) <«
Setup(V, k) cannot convince the verifier of a false statement with high probability. That is, the
adversary cannot output an instance x ¢ £ and a pair (my,mg) such that Ver(z, m;, mg) = 1. For
the formal definition, see Definition 5.1.

Note that this framework generalizes the standard Fiat—Shamir transformation. In public-coin
protocols, the CRS consists only of the Chal circuit (the hash function). Since the challenge consists
of public random coins and the verifier maintains no internal state, the Ver circuit is redundant.
The verification can be simulated by obtaining the random coins from Chal and running the original
verifier.

2.1 Constructing Fiat—Shamir for Private-Coin Protocols

Relation to FGJ’s round-reduction compiler. FGJ [FGJ18] already constructs a two-message
argument from a three-message private-coin proof: the verifier sends an obfuscated challenge gener-
ator with a hardwired PRF key, the prover locally emulates the interaction, and the verifier checks



the response using the retained key. Our Chal follows this construction. We additionally publish
an obfuscation of Ver, so verification requires only the crs and the proof.

This additional program gives a cheating prover the ability to test polynomially many candidate
responses for the same challenge. Soundness must therefore hold even with this extra access to
the decision procedure. Our analysis handles it by isolating the residual verification circuit after
fixing an instance, first message, and challenge, and applying IHO to the resulting evasive circuit
family (Section 2.3). Together with the analysis of adaptive instance selection, this yields a publicly
verifiable non-interactive argument under our assumptions and soundness bound. The guarantees
come with different requirements: FGJ uses input-hiding obfuscation for multi-bit point functions,
whereas our extension uses IHO for general evasive circuit families and requires the underlying
soundness error to be small enough to absorb the loss in Theorem 1.

Our construction. In the following construction, we formally define the circuits Chal, Ver relative
to a PRF key k. The Setup algorithm publishes obfuscations of both circuits.

Challk](x,mq): Verlk](x, m1,ma):
1. Compute p < Fy (z]|m1). 1. Compute p + Fy (z]jmq).
2. Output a < Vy(x,mq;p). 2. Output Va(x, mq, ma;p).
Setup(V, k):

1. Compute Chal « iO(Challk]).
2. Compute Ver < iO(Ver[k]).

3. Output crs := (@I,\Er).

Prove(crs, z):
1. Compute:
(a) (mq,aux) < Pq(z).
(b) a < Chal(z, my).
(¢) mgy <+ Pa(x,aux,a).
2. Output (m1,ma).

Verify(crs, x, my, ms):
1. Output Ver(x, mq, ms).

We now turn to the security analysis. As a warm-up, we first apply the transformation to
the Graph Non-Isomorphism (GNI) protocol and prove non-adaptive security for the resulting non-
interactive argument.

2.2 Warm-Up: Analysis for GNI

We consider the A-parallel repetition version of the GNI protocol. In this amplified setting, the
verifier samples challenge bits b= (b1,...,by) and randomness 7 = (r1,...,7y). Then, the verifier
sends the permuted graphs Hy, ..., Hy to the prover, where H; := Perm(Gy,; r;) is the permutation of
Gp, using randomness r;. The prover then attempts to guess b. If the input graphs are isomorphic,



the distribution of the challenges is independent of g, bounding the success probability of guessing
b to 272, If the graphs are not isomorphic, the distributions of the challenges for b; = 0 and b; = 1
have disjoint supports, allowing an unbounded prover to find b with probability 1.

Below is the resulting non-interactive protocol. Note that since GNI is a 2-message protocol
(lacking a first prover message), our transformation simplifies by making the challenge derived
deterministically from the instance alone.

Non-interactive GNI

Challk](z = (Go, G1)): Ver[k](z,m):
1. Compute p + Fy (z). 1. Compute p + Fy (z).
2. Parse p as 5, 7. 2. Parse p as 5, 7.
3. For i € [A], set H; := Perm(Gy,; ;). 3. Output 1 iff 7 = b.
4. Output challenge H= (Hi,...,Hy).

Setup(k):
1. Compute Chal < iO(Chal[k])
2. Compute Ver < iO(Ver[k]).

3. Output crs := (C/PEI,\Er).

Prove(crs, z = (Gp, G1)):
1. Compute (Hy,...,H)) := Chal(x).

2. For i € [\:
1. If (H;, Go) are isomorphic, set b; := 0
2. Else, b; :=1.

3. Output 7 := (b1,...,by).

Verify(crs, z, m):
1. Output Ver(z, 7).

We now turn to the security analysis. Beyond the structural simplification of the 2-message
protocol and the weaker (non-adaptive) security that we prove in this warm-up example, the sat-
isfying proof in GNI is both unique and uniformly sampled by the verifier. We explicitly leverage
these properties in the proofs.

In what follows, we define a sequence of computationally indistinguishable hybrids, starting
with the real non-interactive protocol (Hybrid 0) and concluding with a hybrid where the prover
cannot convince the verifier of a false statement except with negligible probability. This proof
assumes the existence of secure puncturable PRFs, indistinguishability obfuscation (iO), and an
injective one-way function.

Hybrid 1. Fix a false instance z* = (G§, G}) ¢ GNI. In Hybrid 1, we puncture the PRF key at

z* and replace the pseudorandom value with a hardcoded value p* that was uniformly sampled by
the setup algorithm.



Hybrid 1: puncturing the PRF key

Challk{z*}, p*](z = (Gp, G1)): Ver[k{z*}, p*](z, m):
1. If (x = 2*), set p:= p*. 1. If (x = 2*), set p:= p*.
2. Else, set p < Fyppry (7). 2. Else, set p < Fyypry (2).
3. Parse p as b, 7. 3. Parse p as b, 7.
4. For i € [A], set H; := Perm(Gy,; 7). 4. Output 1 iff 7 = b.
5. Output challenge H= (Hi,...,Hy).

Setup(k):

1. k{z*} <= PRF.Punc(k, z*).
Sample uniformly random p*.
Compute Chal « iO(Challk{z*}, p*])

Compute Ver iO(Ver[k{z*}, p*]).
Output crs : <Cha| Ver>

Gk N

Indistinguishability follows by the security of the puncturable PRF and iO schemes.

Let p* (b* 7). Our goal in the subsequent hybrids is to “hide” the challenge bits b* from
the adversary. This hiding suffices for proving soundness, as b* is the unique valid proof that the
verifier accepts.

In Hybrid 2, we modify the circuits to directly output the values computed for x*, rather than
computing them from p*. Specifically, we modify Chal to output the hardcoded challenge H* on
input z*, removing the dependency on 7. Since z* = (Gfj, Gy) ¢ GNI (implying the graphs are
isomorphic), the challenge H*, which consists of random permutations of the input graphs, is statis-
tically independent of the choice of bits b* (and therefore reveals no information about it on its own).
Regarding the circuit Ver, we modify it to directly check if the proof equals b*.

Hybrid 2: hardcoding the challenge and verification

Chal[k{z*}, H*](z = (Go, G1)): Ver[k{z*}, b*](z, 7):
1. If (x = 2*) 1. If (x = 2*)
a. Output H*. a. Output 1 iff 7 = b*.
2. Else (z # z*) 2. Else (z # z*)
a. Set p < Figery (2). a. Set p < Figery ().
b. Parse p as g,f’. b. Parse p as 5, 7.
c. For i € [\], set H; := Perm(Gy,; 7). c. Output 1 iff 7 = b.

d. Output challenge H = (Hy,...,H,).

Setup(k):
1. k{z*} <- PRF.Punc(k, z*).
2. Sample uniformly random p*, and parse as b*, ™




For i € [A], set H := Perm(Gpx;77).
Set H* = (HY, ..., H3).

Compute Chal — |O(Cha|[k{a:*} H*)).
Compute Ver i0(Ver[k{z*},b*]).
Output crs : (Chal Ver)

NS Gt W

Since these modifications merely replace the circuit’s computation on z* with its fixed output,
the functionality of the circuits remains the same. Consequently, by the security of iO, the crs in
Hybrid 2 is computationally indistinguishable from the crs in Hybrid 1.

In Hybrid 3, we decouple the hardcoded challenge H* from the proof bits b*. We achieve this
by modifying the Setup algorithm to generate the challenge by always permuting G, regardless of
the value of b* (i.e., we set HY := Perm(Gj; r7)).

Hybrid 3: decoupling the proof from the challenge

Chalk{z*}, H*](z = (G, G1)): Ver[k{z*},b*](z, 7):
1. If (x = 2*) 1. If (x = 2*)
a. Output H*. a. Output 1 iff 7 = b*.
2. Else (x # z*) 2. Else (x # z*)
a. Set p < Fifery (2). a. Set p < Figry (2).
b. Parse p as 5,7_". b. Parse p as E,F’.
c. For i € [\], set H; := Perm(Gy,; 7). c. Output 1 iff 7 = b,

d. Output challenge H= (Hi,...,Hy).

Setup(k):

1. k{z*} < PRF.Punc(k, z*). B
Sample uniformly random p*, and parse as b*, 7"
For i € [A], set H := Perm(Go; 7).

Set H* = (H. - HY):

Compute Chal — |O(Cha|[k{x*} H*)).
Compute Ver iO(Ver[k{z*},b*]).
Output crs : (Chal Ver)

No Gtk W

Recall that Gfj and G} are isomorphic. Therefore, the distribution of the challenge graphs is identical
regardless of whether they are generated by permuting Gj or G7, making the distribution of the
hardcoded constant H* identical to the previous hybrid and independent of b*. Consequently, the
distributions of the crs in this hybrid and the previous hybrid are identical.

In Hybrid 4, we use an injective one-way function f. In the setup, we sample f and compute
the image v = f (E*) of the hardcoded proof’s bits. We then modify the Ver circuit: on input x*,
instead of directly checking 7 = b*, it checks if f (m) =

10



Hybrid 4: replacing verification with OWF image check

Chal[k{z*}, H*](z = (Go, G1)): Verk{z*}, f,v](z,m):
1. If (x = 2*) 1. If (z = 2*)
a. Output H*. a. Output 1 iff f(7) = v.
2. Else (z # z*) 2. Else (z # z*)
a. Set p < Figery (). a. Set p < Figpry (2).
b. Parse p as g,f’. b. Parse p as 5, 7.
c. For i €[], set H; := Perm(Gy,; 7). c. Output 1 iff 7 = b.

d. Output challenge H = (Hy,...,H,).

Setup(k):
1. k{z*} < PRF.Punc(k, z*).
Sample uniformly random p*, and parse as 5*, .
For i € [A], set H := Perm(Go; r}).
Set H* = (H%, ..., HY).
Sample f < OWF.Gen(1?).
Compute v < f(b7,...,b}).
Compute Chal « iO(Chal[k{z*}, H*]).
Compute Ver iO(Ver[k{z*}, f,v]).

—

Output crs := (@I,Ver).

© 00N S N

Note that the injectivity of the one-way function guarantees that b* remains the unique accepting
proof for z*, thereby preserving the functionality of the circuits. Indistinguishability between the
hybrids then follows from the security of iO.

Overall, we have shown that the distribution of the crs in Hybrid 0 is computationally indistin-
guishable from that in Hybrid 4. To finalize the proof, we now show that in the final hybrid, no PPT
adversary can convince the verifier of the false instance z* with more than negligible probability.

By the description of Hybrid 4, finding a valid proof for x* is equivalent to inverting the one-way
function on a random image v. Observe that the only information regarding b* in the crs is its
image v (as we removed the dependency of the circuit Chal in Hybrid 3). Therefore, by the security
of the one-way function, the probability that an adversary can recover b* is negligible. Since finding

-

b* is equivalent to finding a proof, this finalizes the proof.

2.3 Analysis for Private-Coin Protocols

We now turn to prove adaptive security for generic private-coin 3-message protocols. This gen-
eralization introduces some significant challenges compared to our warm-up example. One of the
challenges is due to the first prover message that is added to the protocol. Unlike the non-adaptive
GNI setting, we cannot trivially puncture the PRF at a pre-determined location, as the adver-
sary chooses the first message after the crs generation. Another, more significant, challenge arises
from the potential existence of multiple convincing proofs for a false statement, possibly even
super-polynomial many such false proofs. In the GNI protocol, we relied on the uniqueness of the
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satisfying proof to hardcode it into the circuit. Here, enumerating every valid proof within the
circuit is infeasible.

As the first step in the proof, we describe how to choose where to puncture the PRF. Note
that we want to achieve adaptive security, so both the instance and the first prover message are
chosen after the crs was generated. To achieve the highest advantage in the reduction, we fix the
pair (z*,m1*) that maximizes the probability of the event where the adversary both outputs this
pair and wins the game (i.e., z* ¢ £ and the adversary successfully provides a convincing response
mg). We then continue the reduction while focusing on this specific attack point.

If the adversary wins the game with overall probability v, then by an averaging argument,
we show that the adversary succeeds on (z*,m;*) with probability at least v/2("+1) where n is
the size of the instance and ¢y is the size of the first prover message. To tolerate the exponential
loss incurred by fixing this optimal pair, we assume sub-exponential security for the underlying
interactive protocol, the PRF, and the iO schemes. We therefore instantiate the iO and PRF with
a sufficiently large security parameter, polynomial in the instance size n , first message size 1, and
the original security parameter, to ensure security scales appropriately. Note that while this larger
security parameter increases the size of the crs, it does not affect the proof, which simply remains
(ml, mg) .

In what follows, we define a sequence of hybrids that are indistinguishable up to at most
2-c(+0) for some constant ¢ > 1. We then prove that in the final hybrid, the adversary cannot find
a second prover message mg such that the verifier accepts (z*, m1*, ma) with probability more than
V€ - poly(\), where € is the security of the underlying interactive protocol. Overall, by combining
the hybrids, we get that v/2(t0) — 2=c(r+h) < /e poly()), which implies that v is negligible
assuming small enough e.

Let Hybrid 0 be the non-interactive protocol generated by the transformation. In Hybrid 1, we
puncture the PRF at location (z*,m;*), and replace the value of the PRF with a uniformly random
string.

Hybrid 1: puncturing the PRF key

Challk*, p*](z,m1): Verlk*, p*](z, m1, ma):
1. If (z,my) = (2%, m1*), 1. If (,my) = (%, m1*),
a. Set p = p*~. a. Set p:= p*.
2. Else (z # z*): 2. Else (z # z*):
a. Set p < Fu« (z||mq). a. Set p < Fix (x||mq).
3. Output Vi(z,my;p). 3. Output Va(z,mi, ma;p).
Setup(k):

1. k* < PRF.Punc(k, z*||m1*).

Sample uniformly random p*.
Compute Chal + iO(Chal[k{z*}, p*])
Compute Ver iO(Ver[k{z*}, p*]).

—

Output crs := (C/PEI,Ver).

AN ol

Indistinguishability of the hybrids follows by the security of the iO and the PRF schemes.
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In the subsequent steps, we aim to transition to a hybrid where we can prove that it is hard
to find a response mg such that the verifier accepts (z*, m1*,ms). Generally speaking, the security
of private-coin protocols strictly relies on the verifier’s random coins remaining hidden from the
prover. Therefore, if we had access to Virtual Black Box (VBB) obfuscation, our proof would be
immediate: the adversary would interact with the circuit essentially as a black box, replicating the
interaction with the verifier in the interactive protocol. However, in the absence of VBB, security
is not guaranteed if the obfuscated circuit leaks information about the verifier’s internal random
coins.

As the first step toward hiding the verifier’s randomness p*, in Hybrid 2, we modify the circuits
to directly output the values for (z*,m;*), rather than computing them from p*. Specifically, we
modify Chal to output the hardcoded challenge a* < Vi(z*, m1*; p*), removing the direct depen-
dency on p*. For the verification circuit, we encapsulate the verification functionality by defining
a dedicated circuit Cpx(-) := Va(a*, m1*, ; p*), which is then embedded into Ver.

Hybrid 2: removing direct dependency on randomness

Challk*, a*](x, mq): Ver[k*, Cpe(z, m1,m2):
L. If (z,m1) = (2%, m1*): 1. If (z,my) = (z*,m1*):
a. Output a*. a. Output Cpy+(mo2).
2. Else (x # z*): 2. Else (z # z*):
a. Set p < Fix (z]|my). a. Set p < Fix (z]|my).
b. Output Vi (z,mq;p). b. Output

Va(z, mi, ma;p).

Setup(k):

1. k* = PRF.Punc(k, z*||m1*).
Sample uniformly random p*.
Compute a* < V(z*,m1*; p*).
Define Cp«(-) := Va(z*,m1*, - p*).
Compute Chal + iO(Chal[k*,a*]).
Compute Ver iO(Ver[k*, Cp+]).
Output crs := (C/PEI,\Er).

NN

Note that the challenge a* itself should not provide the adversary with a significant advantage
(due to the security of the underlying interactive protocol). The only location where we might leak
information about p* that can compromise security is the circuit C,+. At this point, in the GNI
protocol, we relied on the specific structure of the satisfying proof: a unique, uniformly sampled
vector. This allowed us to use an injective one-way function to hardcode the verification check while
keeping the proof itself hidden. However, in the generic setting, C,« lacks this simple structure
and may accept multiple (possibly super-polynomial many) valid proofs, making it impossible to
enumerate or hardcode them directly. To address this, we use input-hiding obfuscation (IHO).

Using input-hiding obfuscation. An input-hiding obfuscator (IHO) is a PPT algorithm that
takes as input a circuit C' and outputs a new circuit C' <— IHO(C) that preserves the same func-
tionality. We say that a circuit family C is s-sparse if for any fixed input z, the probability over
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the choice of C' < C that C(z) # 0 is at most s (see Definition 3.8). The security of input-hiding
obfuscation guarantees that given C + IHO(C), where C + C, a PPT adversary running in time 7T
cannot find an input x such that C(x) = 1 with probability greater than s-7 - poly(\), for security
parameter A is the security parameter. For the formal definition, see Definition 3.9.

In Hybrid 3, we replace the explicit circuit C, embedded in Ver with an obfuscated version.
Specifically, we generate ép* + IHO(C,+) and embed this obfuscated circuit into Ver.

Hybrid 3: obfuscating the verification

Challk*, a*](x, mq): Ver[k*, ép*](x,ml,mg):
1. If (x,my) = (2%, m*): 1. If (,mq) = (%, m1*):
a. Output a*. a. Output @p*(mg).
2. Else (z # 2*): 2. Else (z # z*):
a. Set p < Fu« (z||mq). a. Set p « Fix (x|lmq).
b. Output Vi(z,mq;p). b. Output

Vo (z,my, ma; p).

Setup(k):

1. k* < PRF.Punc(k, z*||m1*).
Sample uniformly random p*.
Compute a* + Vi(z*, mi*; p*).
Define Cp«(-) := Va(x*,m1*, -; p*).
Cpe + IHO(C)pr).

Compute Chal « iO(Chal[k*, a*]).
Compute Ver + iO(Ver[k*, 5,,*]).
Output crs := (C/PEI,Ve\r)

® N o wN

We now turn to bound the adversary’s success probability in Hybrid 3. To do so, we need to show
that the adversary cannot find an input mgo such that Cp«(m2) = 1 with more than negligible
probability. Note that we cannot bound the success probability by simply invoking the security of
the THO scheme over the general circuit family C = {C)} cf0,13r (where r denotes the length of the
verifier’s randomness). While this family is indeed e-sparse due to the soundness of the protocol,
the adversary does not get the obfuscated circuit 6,,* in isolation. We rather use the challenge
a* « Vi(z*,m1*; p*) in the crs, which leaks information about the obfuscated circuit, preventing
us from using the IHO security.

Conditioning on the verifier’s challenge also plays a role in FGJ’s soundness analysis [FGJ18].
Here we use it to obtain an evasive family of decision circuits to which we can apply IHO, despite
making verification public. To address this dependency, we define a new circuit family conditioned
on the specific challenge a* < Vi (z*, m1*; p*). We define Sy« as the set of all randomnesses p that
are consistent with this challenge:

Sax = {p € {0,1}" | Vi(z*,m1™;p) = a*}.

We then consider the conditional circuit family Ca» := {C,},es,.. Each circuit in the family is
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defined as before: C,(-) := Va(a*,m1*,;p), but the support of the family is restricted to a subset
of circuits determined by Sj«.

Regarding the sparsity of this circuit family, we prove that it is y/e-sparse with high probability
(Claim 4.6). The sparsity of Ca« corresponds to the success probability of the optimal strategy
against the interactive protocol. Specifically, if for a fixed challenge a*, the circuit family Cy« is
s-sparse, then an unbounded adversary can find a response mo for the challenge a* which convinces
the verifier with probability s. Therefore, by the ¢ soundness of the interactive protocol, the
probability of sampling a challenge a* such that the sparsity of Cy+ is exceeds /€ is at most +/e.

By the IHO security, we get that with high probability over the choice of a*, a PPT adversary
given ép* cannot find an input my such that Cy«(mg) = 1 with probability greater than /e-poly(\),
which concludes the proof.

2.4 On The Necessity of Input-Hiding Obfuscation

We give an overview of the proof that IHO is inherent to the security analysis of the Fiat-Shamir
transformation for private-coin protocols (Theorem 2). Specifically, we show that if a Fiat-Shamir
transformation for private-coin protocols exists, then, assuming the existence of a puncturable PRF,
there exists an THO scheme for any evasive circuit family. See Theorem 5.2 for the formal theorem
statement.

Fix any circuit family C for circuits of the form C : {0,1}" — {0,1} that is negl(\)-sparse.
We construct IHO for C. For any security parameter A € N, let (P, V) be the following 3-message
private-coin protocol for the empty language. Given an instance z € {0,1}" the protocol is the
following:

1. P(x): The prover sends the first message m; := x.

2. V(z,m1): The verifier samples p < {0,1}?*, and sends a := (p1,...,py) as the challenge.
3. P(x): The prover sends mg := L.

4. V(z,mi,mz): The verifier accepts if and only if my = p.

Note that an adversary (even an unbounded one) cannot guess the last A bits of p with probability
greater than 27*. Therefore, the protocol has 27* soundness error (and perfect completeness for
the empty language).

Embedding C in the PRF. Let PRF¢ be a pseudorandom function that takes as input n bits and
outputs 2\ bits. The new key consists of a PRF key k +~ PRF.Gen(1") and a circuit C' < C. The
PRF evaluator behaves the same as PRF.Eval(k, -), except on inputs = € {0,1}" where C(z) =1 or
PRF.Eval(k,z) = I. The construction is defined as follows:

. PRFC.Gen(l/\):
1. Sample k < PRF.Gen(1%).
2. Sample C' + C.
3. Output ke := (k||C).
o PRF¢.Eval(ke, z):
1. Parse k¢ as (k||C).
2. If C(z) = 1, output 1.
3. Else,
(a) If PRF.Eval(k,z) = I, then output 2.
(b) Else, output PRF.Eval(k, x).
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We argue that PRF¢ is a secure puncturable PRF. By the evasiveness of the circuit family, an
efficient adversary with oracle access to a circuit C' < C cannot find an input z such that C(z) =1
with more than negligible probability. Therefore, an adversary to PRFs will not “hit” a location
where C'(z) = 1 with more than negligible probability. Moreover, a PPT adversary with oracle
access to a PRF with output domain of size 2\, cannot find an input x that maps to a specific fixed
value (such as 1) with probability more than 272 4+ negl()), as this would allow distinguishing the
PRF from a random oracle. Therefore, with overwhelming probability, the view of a PPT adversary
with oracle access to PRF¢ is identical to its view if the oracle were replaced by the underlying
PRF. Thus, the security of the underlying PRF implies the security of PRFz. See Claim 5.3 for
the formal claim and the proof. Puncturability is preserved by puncturing only the underlying
PRF key and retaining C, since evasiveness and the negligible probability of remapping 1 ensure
pseudorandomness at any fixed puncture point.

The THO construction. In what follows, we construct the IHO scheme for C using the protocol
(P, V) and PRF¢. In the construction, for an input circuit C, we first sample a PRF key k and
set ko := (k||C). Next, we apply the Fiat-Shamir transformation using ke to the protocol (P, V).
Finally, we output the generated circuit Ver, with an arbitrary instance x and the second prover
message my hardcoded to = I as the new obfuscated circuit.

o IHO(C; ).
1. Sample k < PRF.Gen(1%).
. Set k¢ := (k||C) as a PRF key for the PRF¢ scheme.
. Apply Fiat-Shamir transformation, (Ver, Chal) <— FS.Setup(V, k¢), using PRF¢.
. Output C = Ver(z, -, 1), where x is an arbitrary instance.

=W N

We argue that this scheme is IHO-secure and preserves functionality. For the functionality, the
intuition is as follows: before applying the Fiat-Shamir transformation, the underlying protocol
accepts if and only if the verifier’s randomness matches the second prover message (mg = p).
Since the transformation preserves the functionality of the underlying verifier, and we fix the
second prover message to be I, the circuit Ver(z,mq, f) outputs 1 if and only if the randomness
generated by PRF¢.Eval(kc, m1) equals 1. Recall that we constructed PRF¢ specifically to output
PRF¢.Eval(kc,m1) = 1 if and only if C'(m;) = 1. Therefore, it holds that Ver(z,my, 1) = 1 if and
only if C(my) = 1, as required.

For the IHO security, we show that if there exists an adversary against the IHO scheme that
can output a value my satisfying C(m;) = 1 given the obfuscated circuit C (which was set to
Ver(z, -, T)), then this adversary can be used to break the non-interactive protocol generated by
the Fiat-Shamir transformation, contradicting its soundness guarantee. Let Adv be an adversary
against the IHO scheme. The new adversary Adv’ receives the pair (Chal, Ver) as the crs, and then
emulates Adv on C := Ver(z, -, T) to obtain m;. The adversary outputs the instance x and the proof
7= (mq,1). If C(my) = 1, then Ver(x,m1,1) = 1, which breaks the soundness of the Fiat-Shamir
transformation.

2.5 Impossibility for Protocols Beyond 3 Messages

We have seen that our Fiat—Shamir transformation for private-coin protocols can be successfully
applied to three-message protocols. It is natural to ask whether a similar approach extends to
multi-round protocols. Unfortunately, we show that this is not the case. Specifically, assuming the
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existence of collision-resistant hash (CRH) functions, we prove that a Fiat-Shamir transformation
for private-coin protocols cannot exist once the protocol includes more than a single verifier message.
Our result is established via a contrived example of such a protocol that cannot be made non-
interactive without contradicting the security of the CRH.

Our counterexample works as follows. Let A be the security parameter and hk be a hash key
for a collision-resistant hash function Hash that maps 2\ bits to A bits. Consider the following
4-message interactive protocol for the empty language £ = ():

1. Vik(z): The verifier samples p < {0,1}?* and sends y := Hash(hk, p) to the prover.
2. Ppk(x): The prover sends m; := L.

3. Vik(z): The verifier sends p as the second verifier message.

4. Vy(z): The verifier accepts if and only if the prover message my satisfies my = p.

Note that this protocol is statistically sound. Since p is sampled uniformly from {0,1}?*, even an
unbounded adversary cannot guess a pre-image of y under Hash with probability greater than 2.

The transformation. A Fiat-Shamir transformation for the protocol above would yield a setup
algorithm Setup outputting three circuits: Chaly, which generates the first verifier message y, Chals,
which generates the second verifier message p, and Ver, the final decision circuit. We show that
if the transformation preserves soundness, then we can construct an adversary that breaks the
collision-resistant hash function.

The CRH adversary. Fix an arbitrary instance x and prover message mi. We define a PPT
adversary Adv(hk) against the collision resistance hash function Hash as follows.

1. Sample (Chaly, Chaly, Ver) < Setup(1*, Vip).
2. Compute p < Chaly(z,m1), and set m;’ = p
3. Compute p’ < Chaly(z, m;’).

4. Output (p, o).

By the completeness of the transformation, we know that the transcript (Chaly (x), my, Chaly (z,m1))
must be consistent with the transcript of the interactive protocol. Specifically, if p = Chala(x, m1),
then it holds that Chaly (x) = Hash(hk, p). Similarly, if p" = Chals(z, p), it must hold that Chaly(z) =
Hash(hk, p'). Thus, Adv always outputs a pair (p, p’) such that Hash(hk, p) = Hash(hk, p).

Next, we prove that p # p/ with overwhelming probability. Suppose, toward a contradiction,
that p = p/. By the construction of Adv, this equality implies mi" = Chaly(x,m1"). By the
completeness of the transformation, if the prover message equals the verifier’s second message, then
the verifier must accept: Ver(xz, m;’) = 1. However, since x ¢ L, the soundness of the transformation
implies that this can happen with at most negligible probability. Thus, Adv successfully finds a
collision for Hash(hk, -) with overwhelming probability.

2.6 On The Existence of 3-Message Zero-Knowledge Proofs for NP

We show that our Fiat-Shamir transformation for private-coin protocols rules out 3-message proto-
cols for languages outside BPP that satisfy zero-knowledge with bounded auxiliary input . In this
setting, a single auxiliary input is shared among all parties - the distinguisher, simulator, and ver-
ifier - without giving the distinguisher any additional information (see Definition 7.1). While this
notion of zero-knowledge is distinct from the weak zero-knowledge studied in [DNRS99; BKP19;
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GO94], the latter implies our definition. Consequently, ruling out zero-knowledge with bounded
auxiliary input effectively rules out weak zero-knowledge as well.

Our approach takes inspiration from Fleischhacker et al. [FGJ18], with the key difference that
their transformation results in a 2-message protocol that requires private information for verifica-
tion, whereas our transformation fully obfuscates the verifier, allowing verification to be public.
This distinction is the key to ruling out the weaker notion of zero-knowledge.

In more detail, we define IT = (P, V) to be a 3-message proof system for some language £, and
IT" = (FS.Setup, FS.P,FS.V) to be the protocol after the transformation. Let p(n) = poly(n) be the
size of the crs generated by the setup. Assuming that II satisfies zero-knowledge with p-bounded
auxiliary input and that II' has negl(n)-soundness error, we show that £ € BPP.

Let D be a distinguisher that, given (mj,ms,aux = crs), outputs 1 if and only if the verifier
FS.V would have accepted the proof @ = (m1, mga). Let Sim be the simulator of the protocol relative
to V* and D. We can then decide the language £ using the following PPT algorithm:

1. Sample crs < FS.Setup(1", V).
2. Emulate (mi, mg) < Sim(z, crs).
3. Output 1 if and only if FS.V (crs, z, 7 := (mq,m2)) accepts.

For z € L, by the completeness of the transformation, the interaction between P and V* with
aux = crs results in a transcript that makes FS.V accept. Since D has access to the same aux = crs,
the zero-knowledge property ensures that Sim(z,crs) must also produce a transcript that makes
FS.V accept.

For = ¢ L, suppose the algorithm outputs 1 with non-negligible probability. In this case, an
adversary could use the simulator to generate a proof that satisfies FS.V(crs, -), which contradicts
the soundness of the transformed protocol.

Since this PPT algorithm decides the language, it follows that £ € BPP.
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3 Preliminaries

Notation. For an integer n € N, we denote the set {1,...,n} by [n]. For a vector v of size n,
for every i € [n], we denote by v; the i-th component of v. We denote the all-zero and all-one
vectors by 0 and 1, respectively. For strings x,y € {0,1}*, we denote their concatenation by z||y.
Let D1, Dy be two distributions. We write D1 = Dy if any (unbounded) adversary can distinguish
between a sample from D; and a sample from Dy with only € advantage. We write Dy =, Do if
any PPT adversary can distinguish between a sample from D; and a sample from Dy with only €
advantage.

3.1 Distributions and Sampling

Definition 3.1 (Statistical Distance). The statistical distance between two random variables X,Y
is defined by

A(X,Y) = % SSTIPHX = 2] — Pr[Y = 1]

We say that X and Y are §-close (resp. -far) if A(X,Y) <6 (resp. A(X,Y) >9).

3.2 Pseudo-Random Function

Definition 3.2 (T-secure PRF [GGM19]). Let T : N — N be a function. A T-secure pseudorandom
function (PRF) is a couple of algorithms Ilprg = (Gen, Eval) satisfying the following.

e Correctness. Eval is a deterministic algorithm. For every security parameter A, input length
ln € N, and output length lonx € N, and for every key k generated by Gen(1*, 16 1fut)  the
function Eval(k,-) maps {0, 1} to {0, 1}feu.

o T-Security. The PRF is T-secure if for every security parameter \, for T := T()), for every
poly(T)-size algorithm D,

1

|Pr[ DBvlk) =1 | k< Gen(1*, 1%, 1) | —Pr[ Df =1 | f < Upron || < T

where Uy ... is a uniform distribution over functions f : {0,1}%n — {0, 1}feu,

ins

Definition 3.3 (T-secure puncturable PRF [SW14]). A T'-secure puncturable pseudorandom func-
tion (PPRF) is a T-secure PRF with an addition algorithm Punc that satisfies the following algo-
rithms. For every lin, Lout, the llpprp scheme satisfies the following properties,

« Puncturing Correctness. For security parameter X, for every key k generated by Gen (17, 16n 1fout)
it holds that puncturing k at location = € {0, 1}% using Punc(k,z) to get the punctured key k{x},
can still be used to evaluate the PRF at any point ' # x,

k < Gen(1?*, 1, 1fout)

k{z} < Punc(k,z) |~ 1°

Vo € {0,1}, 2’ # 2, Pr| Eval(k{z},z') = Eval(k,z’)
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o T-Puncturing Security. The PPRF is T-secure if for every security parameter X\, for T :=T()\),
for every poly(T)-size algorithm D, and for every x € {0, 1}&",

k <— Gen(1?, 1in, 1fout)

k{z} < Punc(k, )
k <— Gen(17, 1% 1fou)

—Pr | D(k{z},z,u) =1 | k{z} + Punc(k,x) < negl(T)
u < {0, 1}font

Pr [ D(k{z},z,Eval(k,z)) =1

We say that a PRF is secure if it is A-secure.

Definition 3.4 (Sub-Exponentially Secure PPRF). A puncturable pseudorandom function (PPRF)
scheme is said to be sub-exponentially secure if there exists a constant 0 < ¢ < 1 such that the
scheme is T-secure for T(\) > 2\°.

Theorem 3.5 (OWF Implies PRF [GGMS86; HILL99]). Assuming sub-exponentially hard one-way
functions, then there exists a sub-exponentially secure puncturable pseudorandom function.
3.3 Indistinguishability Obfuscation

Definition 3.6 (7-Secure Indistinguishability Obfuscation [BGI+01]). Let T': N — N be a func-
tion, and let iO be a PPT algorithm that takes as input a security parameter A € N, a circuit size
s, and a circuit C' of size at most s. The iO algorithm is a T-secure indistinguishability obfuscator
that satisfies the following properties.

e Preserving Functionality. For every security parameter A € N, a circuit size s, a circuit C' of
size at most s, and input x to the circuit,

Pr| C@)=C() | Ceioh1n,0) | =1.

e T-Security. We say that iO is T-secure if for every security parameter A € N, every circuit size
bound s, and every pair of circuits C1,Ca of size |C1],|C2| < s such that Cy = Ca, it holds that
for every algorithm D of size poly(T'()\)),

‘Pr[ D) =1 ( Gy —i0(1} 15, C) }
~Pr[ D) =1 | G i002,1°,0) || < negl(T) .
We say that an 0 is secure if it is A-secure.

Definition 3.7 (Sub-Exponentially Secure Indistinguishability Obfuscation). An indistinguisha-
bility obfuscator iO algorithm is a sub-exponentially secure if there exists a constant 0 < ¢ < 1 such
that the scheme is T-secure for T(\) > 2)°.

3.4 Input-Hiding Obfuscation
We define Input-Hiding Obfuscation (IHO)

20



Definition 3.8 (s-Evasive Circuit Collections [BCKP14]). Let C = {Cy : {0,1}* — {0,1}}nen be
a collection of circuits. We say that C is s-evasive if for all x € {0, 1}5,

oPr lCul@) # 0] < s.

Definition 3.9 (7-Secure Input-Hiding Obfuscation for s-Evasive Circuit Collection [BCKP14]).
A T-secure Input-Hiding Obfuscation (IHO) for an s-evasive circuit collection C is a PPT algorithm
that satisfies the following.

e Preserving Functionality. For every security parameter A € N, a circuit Cx € C, and input x to
the circuit,

Pr| Cilx) = C(a) ] Ci + 1HO(1),0) | =1 .
e T-Security. For every T-size adversary A and security parameter A € N,

~ Ck «~—C
Pr[ A(Cy, 2) ‘ @keIHO(l’\,Ck) } =s-T-poly(A) .
Note that we say that input-hiding obfuscation is secure if it is T-secure for any T < poly()).

3.5 Interactive Proof Systems

Interactive proof systems. Following the framework of [GMR89], an interactive proof system
for a language L is defined as a two-party protocol involving a prover and a verifier. Given a shared
input z, the parties engage in a message exchange where the prover aims to prove the validity of
the statement x € L to the verifier. Formally an interactive proof is defined as follows.

Definition 3.10 (Private-Coin Interactive Proof System). A k-message public-coin interactive
proof system for language L is a k-message protocol between the prover P and the verifier V.. The
verifier V is computationally bounded and uses private randomness, and the prover P is unbounded.
The protocol satisfies:

1. Completeness: For every x € L, the verifier V accepts with probability 1 after interacting with
P on common input x:

Pri(P,V(r))(xz) =1] = 1.

r

2. e-Soundness: For every x ¢ L and every (unbounded) prover 13,
Pri{P,V(r))(z) =1] <e.

In a 3-message private-coin protocol, we model the prover and the verifier as pairs of algorithms:
(P1,P2) and (V1,Va). The algorithm Py generates the first prover message and shares state
(auziliary information) with Py that generates the second prover message. The algorithm Vi
generates the challenge, while Vo decides whether to accept or reject the proof. Both verifier
algorithms share the private randomness p. The protocol then follows the following steps:

1. (my,aux) < Py(z).
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2. a<+ Vi(z,mu;p).
3. mgy <+ Po(x,aux,a).
4. b+ Va(x,mi,ma;p).

Definition 3.11 (Honest-Verifier Statistical Zero-Knowledge). An interactive proof system (P, V)

for language L is honest-verifier statistical zero-knowledge if there exists a PPT simulator Sim(-)
such that

{Viewy (P, V)(#)},ep = {SimY (@)},
where =, denotes e statistical indistinguishability.

Definition 3.12 ((7)¢)-secure Non-Interactive Argument). A (T, €)-secure non-interactive arqu-
ment (NARG) for a language L is consists of a tuple of PPT algorithms (Setup, Prove, Verify)
satisfying the following properties.

e Completeness. For every security parameter A € N, every instance size n € N, and every
instance x € L,

crs + Setup(1*,17)

o [ Verify(crs, z,m) = 1 ‘ 7 < Prove(crs, x)

} >1—negl(A) .
e e-Adaptive Soundness. For every T-size adversary Adv, and for every security parameter A € N,

Pr[mgéﬁ

Verify(crs,z,m) = 1

crs < Setup(1*,17)
(z,7) < Adv(crs)

] < (T, )) .

We say that the scheme is polynomially secure if for every T-size adversary, where T < poly()\),
there exists some negligible function such that the scheme is (T, \) = negl(\) secure.

Definition 3.13 (Honest-Verifier Statistical Zero-Knowledge Non-Interactive Argument). A Zero-
Knowledge Non-Interactive Argument (zkNARG) for a language L is a NARG (Definition 3.12) that
satisfies the following additional property.

o Statistical Zero-Knowledge. There exists a PPT simulator Sim such that for every security
parameter \ € N, instance size n € N, instance x € LN{0,1}", and every distinguisher D (even
unbounded), there exists a negligible function negl such that:

- crs + Setup(1*,17)
‘Pr [D(crs,w) =1 ‘ r « P(crs, 7)
— Pr[D(crs,m) = 1| (crs,m) + Sim(1*,z) ]| < negl(}) .

Definition 3.14 (Honest-Verifier Computational Zero-Knowledge Non-Interactive Argument). A
Zero-Knowledge Non-Interactive Argument (zkNARG) for a language L is a NARG (Definition 3.12)
that satisfies the following additional property.

e Computational Zero-Knowledge. There exists a PPT simulator Sim such that for every security
parameter A\ € N, instance size n € N, instance x € LN{0,1}", and every PPT distinguisher D,
there exists a negligible function negl such that:

crs + Setup(14,17)
7 < P(crs, x)

— Pr[D(ers,m) =1 ’ (crs, ) + Sim(1}, ) H < negl(\) .

‘Pr [D(crs,ﬂ) =1 ‘
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4 A Fiat—Shamir Transformation for Private-Coin Protocols

In this section, we present our main contribution: a Fiat—Shamir transformation for 3-message
private-coin protocols. Assuming the existence of input-hiding obfuscation and that the underlying
private-coin protocol has a sufficiently small soundness error (which can be achieved using standard
amplification), the transformation yields a non-interactive argument with adaptive soundness. The
construction appears in Section 4.1, followed by the security analysis in Section 4.2. In Section 4.3,
we show that if the interactive protocol was honest-verifier statistical zero-knowledge, then the
non-interactive protocol generated by the transformation is honest-verifier computational zero-
knowledge.

Theorem 4.1. Let II be a 3-message private-coin protocol for instances of size n, with first prover
message of size {1, and soundness error €.

For every T < 2nth . poly()), assuming the existence of a sub-exponentially secure punc-
turable pseudorandom function, sub-exponentially secure indistinguishability obfuscation, and T -
input-hiding obfuscation, then for some polynomial function poly, the protocol generated by apply-
ing the Fiat-Shamir transformation described in Section 4.1 on 11 is (€', T)-secure non-interactive
argument (as defined in Definition 3.12) for ¢ (T, \) < 2("t6) .\ /e . T - poly(\) + negl()).

4.1 The Transformation

Let (P, V) be a 3-message private-coin protocol for some language £. We think of the prover and
the verifier as two pairs of algorithms: (P1,P2) and (V1, V2). For instance size n, the protocol has
the following properties: soundness error e, first prover message of size £1, second prover message,
verifier uses r bits of randomness, verifier runs in poly(n) time.

Let iO be an indistinguishability obfuscator, and let Ilpprg = (F.Gen,F.Eval,F.Punc) be a
puncturable pseudorandom function. For a key k and input z, denote the PRF evaluation by
Fi(z) := F.Eval(k,z). Let 0 < ¢ < 1 be a constant that we will define later in the proof. Let
s(A,n) denote the maximum size of the circuits in the following hybrids. We define this bound to
ensure that iO outputs the same circuit size across all hybrids. This maximum size is bounded by

poly(A, n).

Fiat—Shamir transformation for (P,V)

Chal[k](z,mq): Ver[k](z, m1, ma):
1. Compute p < Fy (z]mq). 1. Compute p < Fy (z]mq).
2. Output a < Vi(x,my;p). 2. Output Va(x, m1, ma;p).

Setup(1*, V):
1. Set Apge := (2A + 2n + 261)%, lin :=n+ L1, and Loyt :=r.
Compute k < F.Gen(1PRF 16in 1fout),
Set Ao i= (2A + 2n + 201) <.
Compute C/Pgl[k] + i0(1%0 1°, Chal[k]).
Compute Ver[k] + iO(1%0, 1%, Ver[k]).

Al
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6. Output crs := (@I[k],@r[k]).

Prove(crs, z): Verify(crs, x, m):
1. Parse crs as (C/El[k],Ve\r[kD. 1. Parse crs as (C/El[k],\%\r[k]).
2. Compute, 2. Parse 7 as (my, ma).
L. (mq,aux) < Pyi(z). 3. Output \7e\r[k](x,m1,m2).

2. a+ C/hzl[k](x,ml).
3. mgy < Po(x,aux,a).
3. Output 7 := (my, ma).

4.2 Adaptive Soundness

In this section we prover that the transformation described in Section 4.1 generates (€', T)-secure
non-interactive argument (as defined in Definition 3.12) for every T' < 2"+ .poly(\), and € (T, \) <
2(n+0) . /e . T - poly(\) + negl()).

Assume sub-exponentially secure indistinguishability obfuscator i0, THO for /e-sparse circuit
families, and sub-exponentially secure puncturable pseudorandom function IIppgrg = (F.Gen, F.Eval, F.Punc).
For a key k and input z, we denote the PRF evaluation by Fy(z) := F.Eval(k, z). Fix some constant
0 < ¢ < 1 such that the iO and PPRF schemes are 2**-secure. (There exists such a constant by the
sub-exponential security of the schemes.)

Let P be a T-size adversary for T < 2" . poly(\), and let v(\) be its advantage.

Y. crs — Setup( )
v(A) = Pr Ver(K](z.my. ms) = 1 (Chal[k], Ver[k ]) = : (1)
7 ’ (x>m17m2) ( )

Let ACC be the following set,
ACC := {(z,m1,p,m2) | Va(z,mi,ma;p)=1} .
Therefore, by construction and by Equation 1, we get that,

x ¢ L crs + Setup(1*, V)

YO = P o B (allma) oma) € ACC | (i mo) P ers) | (2)

where k is the PRF key generated by the setup. We continue the proof with a sequence of indis-
tinguishable hybrids. To simplify the notation, we will omit the explicit security parameter and
circuit size in the iO notation when they are clear from the context.

We define Hybrid 1 with respect to a fixed pair (z*,m1*). In the setup algorithm, we puncture
the PRF key at the input (z*||m1*) and replace the key k with the punctured key k*. We then
pre-compute the PRF output for this specific input and embed it in the Ver circuit. For the Chal
circuit, we compute the challenge relative to (z*,m;*) and the pre-computed PRF values, and
embed the challenge in the circuit.

Hybrid 1.

e Setup; [2*, mi*] (1}, V):
1. Compute
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(a) k < F.Gen(1*PRF 1fin 1fout),
(b) p* = Fic (2¥|[m1”).
(c) k* <= F.Punc(k, (z*||m1*)).
(d) a* < Vi(a*,mi*; p*).
(e) Chal - iO(Challk*,z*, m1*, a*]).
(f) Ver + iO(Ver[k*, z*, m1*, p*]).
2. Output crs := (C/PEI,\Er).

o Challk*,z*,m1*,a*]|(x,m1):
1. If (z*,m1*) = (x,m1), output a*.
2. Else, compute p < Fy+ (z||m1) and output Vi(x, my;p).

o Verlk*, z*, mi*, p*|(x, m1, ma):
1. If (x*,m1*) = (x,mq), output Vo(z*, mi*, ma; p*).
2. Else, compute p < Fy+(z||m1) and output Va(z, mi, ma;p).

Claim 4.2. For every fized * € {0,1}" and my* € {0,1}%, it holds that,

(a*,m1*, Fy (z*||m1*) ,me) € ACC
Pr A
(zllm) = (&% [|m1)
x*,m*, Fy (*||m1*) ,mge) € ACC
> Pr ( v H/\ £),ma) crs + Setup(1*, V) _ 9. 920\ +n+4)

: (x||m1) = (z*]|m1*) (x,m1,ma) < P (crs)

crs « Setup; [z*, m1*](1*, V)
(z, m1,ma) < P (crs)

)

where k is the PRF key generated by the setup.

Proof. Note that for every fixed key k, the circuits (Chal[k], Verk]) generated by Setup and the
circuits (Chal[k*,z*, m*,a*], Ver[k*, z*, m1*, p*]) generated by Setup; have exactly the same func-
tionality. Therefore, the claim follows from the security of the iO scheme.

Formally, by the definition of Setup,

(2%, m1*, Fy (z*||m1*) , m2) € ACC
Pr A
(z|m1) = (z*[|m1*)

crs « Setup; [z*, m1*](1*, V)
(x,m1,m2) < P (crs)

k < F.Gen(12°rF 1 ]lout)
. . p* <= Fi (@*[|m1*)
(@*, m1*, Fi (z%[lmy*) ,ma) € ACC | k" « F.Punc(k, (z*[|m1*))

= Pr oo Chal «+ iO(Chal[k*, z*, m1*, p*])
(@[lm1) = (z*[[m1*) Ver < iO(Ver[k*, z*, m1*, p*])

(x,m1,ma) < P (GEI,\?&)

By sub-exponential security of the iO, initiated with security parameter \o = (2\ 4+ 2n + 261)%,
and since the event above is checkable in time poly(n) using the original protocol’s verifier and the

25



prover P can be simulated in time 7" < 2"+ . poly()),

k < F.Gen(12¢rF 1 ]lout)
. . p* = Fi (@*[|m1*)
(@, m1*, Fi (z*]|m1*) ,ma) € ACC | k* « F.Punc(k, (z*||m1*))

Pr N Chal « iO(Chal[k*, z*, m1*, p*])
(z[[m1) = (2*[}m1*) Ver < iO(Ver[k*, z*, m1*, p*])

(x,m1, ma) < P (C/hzl,vgr)

k < F.Gen(1PrF, 16n 1feu)
(@, my*, Fic (2 [[ma*) ,ma) € ACC | Chal « iO(Chal[K])
> Pr A - Ver « iO(Verlk])
(@]lm1) = (2*[lm1*) S (A
(z,m1,ms) — P (ChaI,Ver)

_ 9.9 2(\nt+b)

By the definition of Setup,

k < F.Gen(1AprF 1fin 1fout)
(2%, my*, Fic (z%[[ma*) ,ma) € ACC | Chal « i0(Chal[K])
Pr A . Ver + iO(Verlk])
(x[lm1) = (2*[[m1*) 5 (6ol Vo
(x,mi,mz) < P (ChaI,Ver)

* *
_ py (%, m1", Fu (@ HTl ), m2) € ACC crs < Setup(l)‘,V)

(x[lm1) = (2*[[m1*)

Overall, by combining the above equations, we get the required bound:

(my, mg) + P (crs)

(x*, m1*, Fx (*]|m1*) , ma) € ACC
Pr A
(zllm) = (2*[|m1)
(x*, m1*, Fx (*]|m1*) ,ma) € ACC
> Pr A
(@[m1) = (z*[[m1*)

crs < Setup, [2*,m (12, V)
(x,m1,ma) < P(crs)

crs « Setup(1*,V) B —9(\nthr)
. 2.2 .
(x,m1,mg) P (crs)

We define Hybrid 2 with respect to a fixed (z*,m;*, p*) as follows.
Hybrid 2.

o Setupy[z*, mi*, p*] (1%, V):
1. Compute
(a) k < F.Gen(14pRF 1fin 1fout),
P —Frta )

((c; k* < F.Punc(k, (x*[|m1*)).
(d) a* <—V1(x mi*; p*).
(e) Chal « iO(Chal[k*, z*, m1*, a*]).
(f) Ver « iO(Ver[k*, z*, m1*, p*]).
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2. Output crs := (@I,\?&r).

o Challk*,z*,mi*, a*|(x,mq):
1. If (z*,m1*) = (z,m1), output a*.
2. Else, compute p < Fy+ (x||m1) and output Vi(x, mq;p).

o Ver[k*, z*,m1*, p*|(x, m1, ma):
1. If (z*,m1*) = (x,mq), output Va(z*, mi*, ma; p*).
2. Else, compute p < Fy+(z||m1) and output Va(x, mi, ma;p).

Claim 4.3. For every fized 2* € {0,1}" and my* € {0,1}%, it holds that,

(x*,m1*, p*,my) € ACC | p*«{0,1}"

Pr A crs «— Setupy[z*, M1, (17, V)
(z[[m1) = (z*[|m1*) (z,m1,mz) + P (crs)
(a*,m1*, Fy (2*]|m1*) ,ma) € ACC

. N crs < Setupy [z*, m1*](1*, V) _ g 20mth)

. (z||m1) = (z*]|m1*) (,m1,ma) < P (crs)

where k is the PRF' key generated by the setup.

Proof. The claim holds by sub-exponential security of the puncturable PRF, initiated with security
1

parameter Aprr = (2A + 2n + 2¢;)¢, and since the event above is checkable in time poly(n) using

the original protocol’s verifier and the prover P can be simulated in time T' < 27+ . poly(\). O

o Let D*™1:2 he the set of all randomnesses p such the for a = Vi (z,mq;p). Formally,
Do = { pe{0,1} | a=Vi(z,mi;p) }

o Let C®™2 = {C, : {0,1}> — {0,1}},pem12 be a circuit family, where every circuit C, is
defined as follow.

Cp(ma) := Va(x,mi,ma;p) .
e Let s®"™12 be the evasiveness of the circuit family C*"™2. By Definition 3.8, that is,

5712 1= max (Pr(Cy(ma) = 1| G = C™™2)) .
We define Hybrid 2 with respect to a fixed (z*, m1*,a*, 6,3*), where ép* is the obfuscation of
the circuit Cpx € C*™12,
Hybrid 3.
. Setupg[x*,ml*,a*,ép*](l’\,V):
1. Compute
(a) k < F.Gen(1ApRF 1fin 1fou),
(b) k*(— F.Punc(k, (z *||m1 ))-
(c) Chal < i0(Chal[k*, z*,m* ,a 1.
(d) Ver + iO(Ver[k*, z*, my ,Cp D.
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2. Output crs := (@I,\?&r).

o Challk*,z*,mi*, a*|(x,mq):

1. If (z*,m1*) = (z,m1), output a*.

2. Else, compute p < Fys (z]|m1) and output a < Vi(x,mq;p).
. Ver[k*,m*,ml*,ap*](x,ml,mg):

1. If (z*,m1*) = (x,mq), output ap*(mg).

2. Else, compute p < Fys(z||m1) and output Va(x, my, ma;p).

Claim 4.4. For every fived * € {0,1}" and my* € {0,1}", it holds that,
I p <« {0,1}" 1
a* «— Vi(z*,m1%;p
<$*>m1*a P*>m2) € ACC Cp* — C:E*,ml*,a* )
Pr A A
Cor +— |HO(C *)
— (% * P P R
(llma) = (@*[lma) crs < Setups[z*, my*, a*, C,+] (14, V)
(z,m1,m2) < P (crs)
(m*aml*a p*amQ) € ACC p* « {07 1}r
> Pr A crs < Setupy[x*, my*, p*] (14, V) | — 272G Fnth)
(@[[m1) = (z*[|m1*) (z,m1,mg) < P (crs)

Proof. The proof consists of two steps. First, we prove that the distribution of p* is identical in
both experiments. Second, we prove that conditioned on any fixed p*, the circuits in Setup, and
Setups are functionally equivalent. Therefore, by the iO security, the hybrids are indistinguishable.

To initiate Setup,y, we uniformly sample p*. To initiate Setups, we first sample p uniformly, then
compute the corresponding challenge a* = V(a*,m1*;p). Then, by the definition of Czrmatat
sample p* uniformly from the set D* ™", Fix some randomness p' € {0,1}". By the law of
total probability, the probability to sample a specific p’ € {0,1}" is the probability of sampling
the challenge a* such that a* = Vy(z*, my*;p'), which is D™ 27| . 277 times the probability
to sample p’ given that the challenge a* was sampled, which is 1/|D*™"2|. Multiplying both
probabilities cancels out |[D* 12" and we get 27". Formally,

p < {0,1}
a* « Vi(z*,m1*;p)
Cpr cxrmatiar

x _ =
Prl P =01 6, Ho(C)
crs ¢ Setups[z*,my*, a%, Cpr (1M, V)
i (x,m1,m2) < P (crs) |
_ |Dw*,m1*,a'| .97 1 — 9 ’

|D$*,m1*,a"

where a’ := Vi (2*,my; p’). Therefore, p* is uniformly sampled in both experiments.

Next, we consider the functionality of the circuit Ver for a fixed p*. In Setup,, the circuit uses
the hardwired randomness to directly compute the predicate Va(x*, mi*, ma; p*). In Setups, the
circuit executes an obfuscated circuit Cp+ instead, where Cyx = Va(z*, m1*, mo; p*).
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Since the functionality of the circuits is identical, we rely on the security of the iO scheme.
Observe that the distinguishing event is checkable in time poly(n) and the adversary P runs in
time 7" < 27+1 . poly(\). Therefore, the sub-exponential security of the iO scheme (instantiated
with parameter )\) guarantees that the distinguishing advantage is bounded by 9 2(\tnth)

We bound the success probability of the adversary on the last hybrid.

Claim 4.5. For every z* € {0,1}" such that x* ¢ L, and my* € {0,1}":

[ p {01}
a* «+ Vy(z*,m1*;p)
(x*,m1*, p*,ma) € ACC Che ot maa*

i (mel) :/\(93*||m1*) C\p* — |HO(CP*) - < ﬁ p0|y()\) .
crs  Setupy [, i, a*, Gy (14, V)
(z,m1, ma) < P (crs)

Proof. By the definition of the circuit C*" ™" and by the law of total probability, we get that,

p <« {0,1}"

* — V *7 *;
(z*,m1*, p*, ma) € ACC 2 Cla(tmmlmal 2
Pr A il IHO(C,) (3)
(z[lm1) = (2*[[m1*) ’ ’ 2IRIEE)

crs <= Setupg[2*, m1*, 2%, Cp+] (17, V)
(z,m1,mz) < P (crs)
p <+ {0,1}"
a* « Vy(z*,mi*;p)
Cpe cermTar 7
Cpe — IHO(C)pr) )
crs «— Setupg[z*,m1*, %, Cp (11, V)
(z,m1,mz) < P (crs)

:ipr[ Vi(z*,mi*;p)=a | p+ {0,1}" ]

Cpr < CTom"52

Cpr < IHO(C,+) R

crs < Setupg[z*, m1*, a, Cp*](l’\, V)
(z,m1,ma) < P (crs)

Cp* (mg) =1
=Pr A
(x[[m1) = (z*[|m1*)

Cp* (mz) =1
- Pr A
(@[[m1) = (2*[|m1*)
Let p*" ™" be the following probability,

p” ™ = Pr[Vy (2%, mi*;p) = a | p+ {0,1}] .

Let S be the set of all challenges a such that the circuit family C*""1"2 has evasiveness smaller
than /e (i.e, s < /e), and let S be the set of all challenges a such that the circuit family
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C¥"m1"a has evasiveness larger than /e (i.e, g mita > Ve). By Equation 3, we get that,

p {01}

a* < Vi(z*,m1*;p)

Cpr = cetm*at

Cp* < IHO(Cp*) R

crs < Setups[z*, m1*, a*, C,x] (14, V)
(x,m1,mz) + P (crs)

i Cp* « crhmita _

(x*, m1*, p*,mg) € ACC
Pr A
(x]|m1) = (2¥[|m1*)

C«(mo) =1 ~
= pr*,ml*ﬁ . Pr p ( /\2) Cp* <— IHO(CP*) R
a (allm) = (¥lme®) | 7 < Setupsle”ymi” 2, Cr)(11, V)

(@, m1,ma) < P (crs)

| Cp* ¢« Crtmta _

C * (11 = 1 ~
= pr*,ml*ﬁ . Pr P ( /\2) Cp* <— |HO(Cp*) R
: (allmy) = (@*[jmy?) | ©rS ¢ Setwpsla’ymit,a, Cpr](1% V)

(z,m1,msa) < P (crs)

[ Cp* — Cw*’ml*va -

Cr(mg) =1 ~
— sz*,ml*,a . Pr P ( /\2) Cp* — |HO(Cp*) R A
ppaye (z]lm1) = (z*||m1*) crs «— Setupg[:::*~7 m1*,a, Cp (17, V)
L (z,m1,ma) < P (crs) i
Cope — C* 752
Cr(mg) =1 ~
£y o A2) Cp» < IHO(C ) ~
~ - " crs <+ Setupg[z*, my*, a, Cp*](l’\,V)
acS (@[[m1) = (2*[|m1*) -
(z,m1,ma) < P (crs)
Cope — C* o’ 52
C *(mg) =1 P
< pr*yml*@ . Pr p /\ Cp* < IHO(Cp*) R
- e crs < Setupg[z*, m1*, a, Cpx] (11, V)
a€s (z[[m1) = (2*[|m1*) -
(x,m1,ma) < P (crs)
+y pm
aesS
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By the above, we get that,

p < {0,1}"
a* « Vi(z*,mi*;p)
Cope — C*m"2"
A (5)
Cpe + IHO(Cpe) )
crs < Setups[z*, m1*, a%, Cp] (14, V)
(x, m1,mgy) < P (crs)
Cp* — CFmta
C,e + IHO(C,») it
crs < Setups[z*, m1*, a, CA’p*](l’\,V) * Zp

~ aes
(x,m1,mz) < P (crs)

< sz*,ml*,a . Sz*,ml*,a T poly()\) + sz*,rm*,a ,
aes acs

(x*,m1*, p*,mga) € ACC
Pr A
(zllm1) = (2% [lm1*)

ok Cpr(mz2) =1
gsz m1a . Py A
= (@[[m1) = (2*[|m1*)

where the second inequality is by the THO security of the circuit family C*""1"2 against adversaries

of size |P| + poly(\) = T + poly(\). By the definition of the set S that includes only challenges a
such that ™72 < | /e, we get that,

S pR L T poly(A) 3 ptT (6)
aes acs
© Y T )+ Y
aes acs
<+e-T- poly(\) + pr*,ml*,a )
acS

Combining Equation 5 and Equation 6, to conclude the proof it suffices to show that

me*,ml*,a < \/E
acS

If this holds, the success probability is bounded by,

i p <« {0,1}"

a* < Vi(a*,m1%;p)

Cpr ¢ C¥om’a"

C,e + IHO(C)) R

crs < Setups[z*, m1*, a*, C,+] (14, V)
(z,m1,m2) < P (crs)

<Ve T -poly(A) + Y p" ™™ < /e T poly(A) + Ve < Ve T - poly()) ,
aesS

(x*, my*, p*,my) € ACC
Pr A
(z[[m1) = (z*[|m1*)

as required. We now prove the following claim, which concludes the proof of Claim 4.5.

Claim 4.6.

dopT s Ve

acs
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Proof. We start by proving that

§ :px*,ml*,a . gTmita <e.

a

Let P be the following prover to the original protocol.

1. Send m1* to the verifier.

2. Receive a from the verifier.

3. Send my = argmax,,, (Pr[C,-(ma) = 1| Cpe « C*"m™"23)).

By the law of total probability, the success probability of the above adversary is as follows,

Pr[(P, V)(z*) = 1] (7)
p <« {0,1}"

=Pr | Va(z*,mi*,mg;p) =1 a* \/il(x*,ml*;p)
mg < P(a)

p <« {0,1}"
a* < Vy(z*,mi*;p)

:ZPr[a*:a
a

VQ(QZ'*,ml*,mQ;,O) =1 P {07 1}r

Pr conditioned on a* « Vi(z*,;mi*;p)
a*=a mg < P(a)
NP [ Vil =a | pe 01y ] )
a
Vo(z*,mi*,masp) =1 | p< {0,1}
Pr conditioned on a <+ Vi(z*,m*;p)
Vi(z*,mi*;p) = a my < P(a)

For every challenge a, let ms? be the following second prover message:
m23 = argmaxm2 (PF[CP* (m2) =1 | Cp* «— Cx*,ml*,a]> ,

By Equation 7 and by the definition of P,

Pr{(P, V) (") = 1]
* * a. —
r*,m1*,a V2($ ,ml- ] e ,p) =1 p {07 1}r
= Zp LA Py conditioned on 3 Vi(z*, mi*: p)
3 V1($*,m1*;,0) —2a 1 ) 15pP

= p" R Pr[ Cpr(mg?) =1 | Cpr ¢ CTom"2 ]
a

By the above and by the definition of ms?,
Pri(P, V)(z*) = 1]
= pr*,ml*,a - max (Pr[Cp* (m2) =1 | Cp* . Cw*7m1*,a]>
mo
a

* * * *
:E prmTaA L gt e

a
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where the last inequality is by the soundness of the original protocol. Therefore,

* * * * * * * * * * * *
€ Z § p$ ,mi17,a | Sx , 17 ,a — E p:c ,mi17,a SCE , 17 ,a + § pac ,mi17,a SCC ,Mm1",a
a aes aesS

> pr*,ml*,a . Sac*,ml*,a > \/g Zpac*,m1*,a ’
aesS acsS
where the last inequality is by the definition of the set S. By rearranging the terms, we obtain,

Spmte s Ve

acsS
as required.
By union bound, we get that,
prl| ® ¢ L crs + Setup(1*, V)
(x,m1, Fy (z]|m1),ma) € ACC | (x,mq1,ms) < P (crs)
x ¢ L
A crs « Setup(1*,V)
= Z Pr| (z,m1,Fx(x||m1),ms) € ACC (2.1, ) f) (crs)
z'e{0,1}" AN T, 1, e
’ 4
ma €013 (z[lm1) = (2'[[m})

By Equation 2,

.E ¢ L crs « Setup(1},V) —\)
(z,mq, Fx (x]|m1),m2) € ACC | (x,mq1,mz) < P (crs) | '
Therefore, by an averaging argument, we get that,
x¢ L
A
crs + Setup(1*, V) v(A)
~ > .

ng{lgff}n Pr (@m1, F (xHTZL\l) ma) € ACC (x,m1,my) < P (crs) | = 2nth
m}e{0,1}41

([lma) = (2[lm)

Note that for every fixed 2/, m/|,

x¢ L

A crs + Setup(1},V)

Pr | (z,m1, F ($||77/1\1)’m2) € ACC (z,m1,m2) P (crs)
(z[lm1) = (2'[|m})
¢ L
A crs < Setup(1*, V)

- / / / / =
= Pr (.’L‘ ,ml, Fk (51: “7/7\11)7777/2) € ACC (x7m1’m2) <— P (Crs)

(z][ma) = (2'}m))
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Therefore,

' ¢ L
VAN
crs < Setup(1*, V) v(A)
P " om, Fi (2! ||m) ACC S > .
;p’g{lgﬁ{}n r| (',mi, F (2'||m]),ma) € (z,m1,ms) « P (crs) | = onth
’ ¢ VAN
m}e{0,1}°1 , ,
(z[m1) = («'[[m7)
By the above, there exists some z* ¢ £, and m;* such that
* * * *
(@7, ma”, Fic (27 [ma™) , ma) € ACC crs < Setup(1*, V) v(N)
Pr A B Z :
(x,m1,my) < P (crs) ontb

By Clai

(x[lm1) = (2*[[ma*)

m 4.2 to Claim 4.3, we get that,

(z*, my*, p*,ma) € ACC
Pr A
(@[lm1) = (z*|[m1*)

(z*, m1*, Fy (2*||m1*) ,ma) € ACC

> Pr A

([lm1) = (2*[lm1*)

_4.9720nt0)

By the above two equations, we get that,

(x*, my*, p*,mg) € ACC
Pr A
(@[lm1) = (z*|[m1*)

_ 4.9 20n+0)

By Claim 4.5,

p <« {0,1}"

p+{0,1}"

a* < Vy(z*,m1*; p)

gp*  Ctam”

Cpr < IHO(C,+) R

crs < Setups[z*, m1*, a*, C,+] (14, V)
(z,m1,ma) < P (crs)

crs + Setup(1*,V)
(x,m1,ma) < P (crs)

p < {0,1}

a* = Vy(z*,mi%; p)

Cpr ¢ C¥om’"

Cpe + IHO(C)yv) R

crs < Setups[z*,m1*, a*, C,x] (14, V)
(z,m1,mg) < P (crs)

(x*,m1*, p*,ma) € ACC
Pr A
(z[|m1) = (2*[/m1*)

a* + Vi(z*,mi*;p)

Cpr o 2"

Oy + IHO(C,) A

crs < Setupg[z*, m1*, a%, Cpe] (14, V)
(z,m1,mp) < P (crs)
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By combining the above two equations, we get that,

v(A)

W —4. 272(A+n+£1) S \/E T p0|y()\) .

By moving the terms, we get the required bound,

v(X) <200 e T poly(A) 4 27 AFn+) — o(n+h) L e T poly(X) + negl()) .

4.3 Zero-Knowledge in the Honest-Verifier Setting

In this section, we prove that if a 3-message protocol II = (P, V) satisfies statistically zero-
knowledge in the honest-verifier setting as defined in Definition 3.11, then the non-interactive
protocol generated by our Fiat-Shamir transformation in Section 4.1 satisfies honest-verifier zero-
knowledge as defined in Definition 3.14.

Theorem 4.7. Assume the existence of a secure puncturable pseudorandom function and secure
indistinguishability obfuscation. If 11 is a 3-message private-coin protocol that satisfies statistical
zero-knowledge in the honest-verifier setting as defined in Definition 3.11, then the non-interactive
protocol generated by applying the Fiat-Shamir transformation from Section 4.1 to 11 satisfies
computational honest-verifier zero-knowledge as defined in Definition 3.14.

Proof. Let I1 = (P = (P1,P2),V = (V1,V3)) be a 3-message private-coin protocol for the
language L that satisfies statistical zero-knowledge in the honest-verifier setting as defined in
Definition 3.11. Let Sim be its PPT simulator. Note that Sim outputs the view of the ver-
ifier, which is the prover messages (mi, msg), together with the verifier’s randomness p. Let
IT" = (FS.Setup, FS.Prove, FS.Verify) be the non-interactive protocol for £ generated by applying
the Fiat-Shamir transformation described in Section 4.1 on II. We construct a PPT simulator Sim’
and prove that its output distribution is computationally indistinguishable.
We define the simulator algorithm as follows:

o Sim'(1M z):
1. Emulate (mq, p,m2) < Sim(z).
2. Compute crs « Setupy[z, m1, p](1*, V).

(where Setup, is the setup defined in Hybrid 2 in Section 4.2)
3. Output (crs, 7 := (mq,m2)).

For instance size n € N, fix an instance z € £LN{0, 1}". Let Dsg;, denote the simulated distribution:
Dgirr := {(crs,m) | (crs,m) « Sim’(1*, )} .
Let DRreal denote the real-world distribution:

_ crs « FS.Setup(1*,V)
DReal - { (Crs’ ﬂ—) ‘ T 4— FSP(CI’S, x)
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Observe that the distributions can be expanded as follows:

(C/hZI,\Er) < FS.Setup(1*, V)
(aux,m1) < Pq(x)

a < C/PEI(x,ml)

ma < Pa(aux,z, a)

crs := (C/FEI,Ve\r)

= (my,ma)

DReal = (crs, )

(ma, p, mg) < Sim(x)
Dgiy = 4 (crs,m) | crs < Setupy|x, m1, p](1}, V)
7 < FS.P(crs, x)(crs, m)

Let Dyyp, be the following hybrid,

(aux,mq) < Pq(x)

p < {0,1}"

(C/PEI,\Er) < FS.Setup, |z, m1, p](1}, V)
Dyyb = § (crs, ) a+— C/Pgl(x, my)

ma < Pa(aux, z,a)

crs = (@:I,\Er)

™= (’ml,mg) )

In what follows, we prove that (1) DReal ~negi(x) PHybs and (2) Dhyb =negi(n) DPsim, which will
conclude the proof that DRgea Nnegl()) Dsim- To prove that DRrea Nnegl()) Dyyp we need to show
that,

(Chal, Ver) « FS.Setup(1*, V)
(aux,mq) < Pq(x)

a+ C/h\al(ﬂc,ml)

my < Pa(aux, z,a)

crs = ((jgl,vgr)

7= (m1,m2)

(crs, )

(aux,mq) < Pq(x)

p {0, 1}

(Chal, Ver) « FS.Setup,[z,m1, p](1}, V)
Rnegl(y) § (Crs, ) a < @I(w,ml)

ma < Pa(aux, z,a)

crs := (C/fgl,@r)

T = (ml,mg) )

We first prove that the marginal distribution of the crs is indistinguishable between the two distri-
butions. By combining Claim 4.2 and Claim 4.3 from the soundness analysis of the transformation,
it holds that FS.Setup(1*, V) is indistinguishable from FS.Setupy [z, m1, p](1*, V) when p is sampled
uniformly. Specifically, the modification that we did to the FS.Setup algorithm to get FS.Setup,
involves puncturing the PRF key k at location (z|/m;) and replacing the value Fy(z|/m1) inside the
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obfuscated circuits (Chal, Ver) with a uniform value. By the security of iO and the puncturable
PRF, the resulting obfuscated circuits are indistinguishable.

Next, we prove that the joint distribution (crs, ) is indistinguishable. If the prover was efficient,
this would follow directly from the indistinguishability of the crs. However, since the transformation
does not restrict the prover’s running time in the original protocol, we cannot rely on that. Note
that the prover does not receive the full crs. Rather, it only receives the challenge a, which depends
on the crs. We show that a distributes identically in both experiments. Thus, since 7 is generated
according to the same distribution as a, the joint distribution (crs, ) is indistinguishable.

To prove that a distributes the same, we assume without loss of generality that the PRF is
l-universal. That is, for any v, the distribution {PRF(y) | k < F.Gen(1*PrF 1fn 1fut)} is uniform
(the transformation from PRF to 1-universal PRF is the same as described in [CLW18][Construction
3.10]). Recall that a is generated by computing Vi(z,m1;p). In DReal, the randomness is derived
as p < PRFy(x|/m1), whereas in Dyyp, p is sampled uniformly at random. Since the computation
of a depends on a single evaluation of p, the one-wise independence of the PRF ensures that p is
uniformly distributed in the real experiment, just as it is in the hybrid experiment. Therefore, p is
identically distributed in both cases, which implies that a is also identically distributed as required.

Next, we prove that Dpyb =negi(1) Psim’- By the definition of Chal, we can replace the evaluation
of the challenge a in the experiment of Dpyp, with directly evaluating a <= Vi(z,m1;p), and later
compute the crs. Therefore,

( (aux,mq) < Pq(x)

p < {0,1}

(C/hzl,\7e\r) + FS.Setup,[x, mq, p](1*, V)
Duyp = { (crs,m) | a « Chal(z,m1)

ma < Pa(aux, z,a)

crs = (C/PEI,\Er)

™= (ml,mg)

(aux,mq) < Pq(x)

p < {0,1}

(@I,Ve\r) < FS.Setup, [z, m1, p](1}, V)
(crs,m) | a< Vi(x,my;p)

my <+ Pa(aux, z,a)

crs = (C/h\al,\Er)

7= (m1,ma)

Since the above experiment samples the crs independently of the proof, we can move it to the end
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of the experiment.

(aux,mqp) < P1(x)
p <+ {0,1}"

(Chal, Ver) « FS.Setup,[z,m1, p](1}, V)
(crs,m) | a<+ Vi(x,my;p)

my < Pa(aux, z,a)

crs = ((jgl,vgr)

7= (m1,m2)

( (aux,m) < Py(x)

p < {0,1}

a < Vi(z,mi;p)

my < Pa(aux, z,a)

crs « FS.Setupy [z, m1, p](1*, V)
= (m1,m2)

(crs, )

\

Observe that (my, p, m2) in the above experiment distributes exactly as the real distribution in the
interactive protocol. Therefore, by the statistically honest-verifier zero-knowledge property of the

interactive protocol,

( (aux,my) < Py(x)
p < {01}
a < Vi(z,mi;p)
ma < Pa(aux, z,a)
crs « FS.Setupy [z, m1, p](1*, V)
= (my,ma)

(m1, p,ma) < Sim(z)
=negi(n) § (crs,m) | crs < FS.Setupy[z, my, pl(1A V) 5 =Dg, .
= (my,ma)

(crs, )

Overall, Duyb =qnegi(n) Dsim/» as required.

38



5 On The Necessity of Input-Hiding Obfuscation

In this section, we formalize the notion of a Fiat-Shamir transformation for 3-message private-
coin protocols. We prove that the existence of such a transformation, even with sub-exponential
security loss, implies the existence of input-hiding obfuscation for evasive circuit families. This
result justifies the IHO assumption in our Fiat-Shamir transformation.

Definition 5.1 (Fiat-Shamir for 3-message private-coin protocols). We say that a transformation
from a 3-message protocol private-coin to a non-interactive argument is o Fiat-Shamir transfor-
mation with loss t(-) if it consists of a setup algorithm Setup that outputs two circuits (Chal, Ver)
such that the following completeness and soundness properties hold for every 3-message protocol
(P, V = (V1,V3)) with first message size {1, verifier randomness size r, and soundness error e,
and for every puncturable PRF scheme PRF = (PRF.Gen, PRF.Eval).

Completeness. For cvery security parameter A € N, puncturable PRF key k € Img(PRF.Gen(1*,1%1,1")),
(Chal, Ver) € Img(Setup(1*, V, PRF.Eval, k)), and for every x, my, ma, and for p < PRF.Eval(k,m;),
the following two conditions hold:

1. Chal(z,m1) = Vi(z,m1;p).
2. Ver(x,my,ma) = Va(x,my1, ma; p).

Soundness. For every security parameter A € N and for every PPT adversary Adv,

k < PRF.Gen(1%,1%,1")
(Chal, Ver) + Setup(1*, V,PRF.Eval, k) | <t()\)-¢ .
(z,m1,mg) < Adv(Chal, Ver)

x ¢ L

Pr Ver(xz,m1,mg) =1

Theorem 5.2. Assuming the existence of a secure puncturable PRF scheme, then if there exists
a Fiat-Shamir transformation as defined in Definition 5.1 with loss function t(\) < 22 for some

constant c, then there exists an input-hiding obfuscation scheme as defined in Definition 3.9 for
every p(A)-evasive circuit family (Definition 3.8), where pu(A) < negl(\).

Proof. Let C be an p(\)-evasive circuit family for circuits of the form C : {0,1}" — {0, 1}, where
1(A) < negl(\). Let ¢ be some constant, and let FS.Setup be a setup algorithm for a Fiat-Shamir
transformation with loss t(A) < 2*°. Let PRF = (PRF.Gen, PRF.Eval) be a puncturable PRF scheme.
Let r(A) := A+ X°. For every security parameter A € N, we define the following 3-message protocol
(P, V) for the empty language, where Py = (P \,P2) and V) = (V1 ), Va).

1. Py z(z): The prover sends m; := x.

2. Via(x): The verifier samples p + {0, 132 and sends the first r(\) bits of p as the challenge,
a:=(p1,- 5 pr(n))-

3. Py a(x): The prover sends mg := L.

4. Vy x(x): The verifier accepts if and only if my = p.

Since any adversary can guess the last r(\) bits of p with probability at most 27" we get that
the above protocol is €(\) := 27" secure.

We define a new PRF, PRF’, where the key consists of a key k from PRF and a circuit C that
is sampled uniformly from the circuit family C. The PRF evaluation is the same as PRF.Eval(k, -),
except on inputs 2 where C(z) = 1 or PRF.Eval(k, ) = I. The construction is defined as follows:
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o PRF .Gen(1*,1™,1m2):
1. Sample k < PRF.Gen(1*, 1™, 172),
2. Sample C «+ C.
3. Output k¢ = (k||C).
e PRF .Eval(kg,z):
1. Parse k¢ as (k||C).
2. If C(z) = 1, output 1.
3. Else,
(a) If PRF.Eval(k,z) = I, then output 2.
(b) Else, output PRF.Eval(k, z).

Claim 5.3. PRF’ is a secure PRF scheme for output of size > \. Moreover, if PRF is puncturable,
then so is PRF'.

We will rely on this claim in the proof, and present the formal proof of the claim later. Based on
the above protocols (Py, V) and the construction of PRF’, we introduce our IHO construction for
the circuit family C.
o IHO(C; ).

1. Generate PRF key k <— PRF.Gen(1*,17,12"(V),

2. Set ke := (k||C) as a PRF key.

3. Apply the Fiat-Shamir transformation: (Ver, Chal) < FS.Setup(1*, V, PRF".Eval, k¢).

4. Output C := Ver(z,-, 1), where z is an arbitrary instance.

Preserving functionality. We prove that the construction above preserves functionality for
every C € C. Fix C € C. Recall that in our 3-message protocol,

Vo(z,mi,me;p) =1 <= ma=p .

Therefore, by the completeness of the Fiat-Shamir transformation (Definition 5.1), since p =
PRF’.Eval(k¢c, my1),

Ver(z,m1,1) =1 <= PRF .Eval(kg,m;) =1 .
By the PRF’ construction, PRF".Eval(kc, my) = 1if and only if C(m1) = 1. Therefore, we get that,
Ver(z,mi,1) =1 < C(mi) =1,

as required.
Soundness. Let Adv be a PPT adversary to the IHO scheme, and let () be its success probability.

C+C
v(A):=Pr| C(a)=1 | C+« IHO(C)

o~

a < Adv(C)

Let P be the following adversary to the non-interactive protocol in the above experiment.

1. On input crs = (Chal, Ver), set Ver; := Ver(z, -, 1).
(For the same arbitrary x used in the IHO construction.)
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2. Emulate Adv(Ver;) to get a.
3. Output x, m1 := a, and mg := 1.

By the soundness of the Fiat-Shamir transformation, and since, by Claim 5.3, PRF' is a secure PRF
for output size 2r(A) = 2(A + \°) > A, we get that for any PPT adversary P,

ko + PRF .Gen(1*,17,127(V)
Pr | Ver(z,mi,ms) =1 | (Chal,Ver) < Setup(V,,PRF .Eval, k¢)
(z,m1,mz) < P(Chal, Ver)

<tA) - e(A) <2227 = 927 9= () — 972 — peg|()) . (10)
By the construction of P, and by our IHO construction,

ke + PRF'.Gen(1*,17,12r(V)
Pr | Ver(z,mi,mg) =1 | (Chal,Ver) < Setup(V, PRF".Eval, k¢)
(z,m1, my) < P(Chal, Ver)
ko + PRF.Gen(1*,17,12'(V)
(Chal, Ver) < Setup(V, PRF".Eval, k¢)
Ver; := Ver(z,-,1)
a < Adv(Ver;)
i C<+C
=Pr| Cla)=1 | C«IHO(C) | =v(}) .
a + Adv(C)

=Pr | Veri(a) =1

By the above and by Equation 10 , we get that, v(\) = negl()), as required.

Proof of Claim 5.3. We prove two general claims showing that, with all but negligible probability:
(1) an adversary with bounded oracle queries to a circuit C' < C cannot find an input x such that
C(z) # 0 (Claim 5.4), and (2) an efficient adversary with oracle access to a PRF function cannot
find an input z such that PRF(z) = 1 (Claim 5.5). We then use these claims to prove the security
of PRF’ for any output size > .

Claim 5.4. For every evasive family C and for every adversary Adv that makes N < poly(})
queries,

C<+¢C
Pr| 3t €[N] s.t. C(q;) =1 < N -negl())
|: [ ] (q) ‘ (ql,...,qN)<—AdVC:|_ g()
where (q1,...,qn) are the queries the adversary makes to the oracle.

Proof. Fix some PPT adversary Adv. Let N < poly()) be the number of queries that the adversary
makes. Let Cy be the zero circuit. It holds that,

C«+C

Pr [ Jist. Cg;) =1 ’ (a1, ...,qn) < Adv® ]

- e[N /\Vj 6 z—l] C(q;) =0 | (q1,...,qn) « Adv®
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Consider the i-th term above. Conditioned on the event that all previous queries j < ¢ evaluated
to 0, the adversary’s view up to the ¢-th query is identical to an interaction with the zero circuit
Cy. Therefore, we can replace the oracle C' with Cy for the generation of the queries:

Zpr[c(qz‘)zl ‘Cec
i€[N] AVj € [i = 1], Clg;) =0 (A1,...,qn) Adv®

_Zpr_C(qi):l o
- AV efi—1], C(a;) =0 | (q1,...,qn) + Adv

1€[N]
[ C+C
<Y pr| Clar=1 | o |
i) L (ql, . 7qN) <+ Adv
[ — Adv®®
=Y Pr| C(q) =1 ' (qu<—c an) Y }

In the last equation, we reordered the experiment. This is valid since the query generation (under
Cp) and the sampling of C' are now independent. Therefore, by the evasiveness of the circuit family
C, for every i € [N],

Co
Pr[c(%)zl ‘ (qu(:'c"qu_Adv ]Snegl()\) :

Overall, we get that,

s qn) — Adv©o
ZPr[C(qz'):l ’(Cq;(? an) v }
1€[N]

< ) negl(V)

1E€[N]
= N -negl(A) .

O

Claim 5.5. For every e-secure PRF, it holds that for every PPT adversary Adv that makes N
queries (q1,...,qn) and for every ni,n; € N,

k < PRF.Gen(1%,1™1,1m2)

Pr| 3¢ ¢ [N] s.t. PRF(k, q2> =1 (ql, o qN) - AdVPRF(k")

N

Proof. We begin by showing that for every fixed input ¢ € {0, 1}, the probability over the choice
of the PRF key k that PRF(k,q) = 1 is small. We then apply a union bound to obtain the claim.
Let Dy be the following adversary to the PRF scheme,

1. Query the oracle with query ¢ to obtain the value y.
2. If y =1, output 1.
3. Else, output b « {0, 1}.
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let Uy, n, be a uniform distribution over functions f : {0,1}" — {0,1}"2. The success probability
of the adversary in breaking the PRF security is as follows,

€> Pr [DPRFEIk) — 1)~ pr  [Df =1]
k<PRF.Gen(1*,1m1,172) f<Unqy ng

= (F;(r[ PRF(k,q):f]+Pkr[ PRF(k,q) ZIAb=1 | b« {0,1} })

Pl S =T]+P [ f@ #Thb=1 | be (01} ])

=~ U
-
o
Y
M
=~

e
\
—_
+

-
iy

b= 1]-Pr[ PRE(.q) #T ] )

- T
X

[J@=T]+, P [b=1]~Pr[f<q)7éT]>

|
NI—= x0T ~~ N —~ 7 N — -

=~ U

r PRF(k,q):f]nL%-F;r[ PRF(k,q);«éT])

Pl i) #T])

o 1 1 1
1-P - (1=
< I(r[PRF(k,q) 1]) <2n2+2 ( 2n2>>
1 1

2 9on2 °

- O
-
-
—
)
~—

Il
=l
+

l\.')\ —

=~ U

r[ PRF(k,q) =1 ] —

Where the first inequality is by the PRF security, the first equality is by the definition of the
adversary (if the adversary receives 1 from the oracle, it outputs 1. Otherwise, it outputs 1 when
b = 1), the second equality is by the law of total probability, and the forth equality is since f
is a random function that outputs ne random bits. By the most left and most right sides of the
equations above, for every ¢ € {0,1}",

- 1
Pr PRF(k,q) =T] <2+ .

By union bound,

—

Pr [ 3i € [N] s.t. PRF(k, q;) = 1

(Q1,--.,9N) < AdvPRF(k)
k < PRF.Gen(1",172, 1)
(ql7 ey qN) < AdVPRF(k")

k < PRF.Gen(1",172,1%) ]

—

<) Pr[ PRF(k,q;) = I

1€[N]

<Y (2 5)

1€[N]

N
—2N€+272,

as required. O

We proceed to the security proof of PRF'. Let Uy, n, denote the uniform distribution over all
functions f : {0,1}™ — {0,1}"2 .In what follows, we use Gen(1*) as shorthand for Gen(1*, 11, 172).

43



We need to prove that for every PPT distinguisher D.

Pr [ DPRF Eval(ke,) — 1 ] _  Pr [ Df =1 ] < negl(\) .
ko «PRF.Gen(1}) FUnyny

Let Ec be the event where D queries the oracle at some location ¢ such that C'(¢) = 1. Let E; be
the event where D queries the oracle at some location ¢ such that PRF.Eval(k, ¢) = 1. Observe that
the function PRF".Eval(k¢, -) differs from PRF.Eval(k, -) only for queries ¢ where either C(q) =1 or

PRF.Eval(k,q) = 1. Therefore, conditioned on E¢ A Ej, the two oracles (PRF and PRF’) agrees on
all queries. By the law of total probability,

Pr [ DPRF’.EvaI(kC,-) -1 ]
kc<+PRF .Gen(1*)

— Pr [EC] . Pr DPRF/.EvaI(k,-) -1 | EC ]
kc<+PRF .Gen(1*) ko+PRF’ .Gen(1})

Pr [E1 AE¢] - Pr [ DPRF\Bwaltkes) =1 | E; AEc |
kc+PRF’ .Gen(1*) kc+PRF’ .Gen(1*)

+ Pr [Ex AEql- Pr [ DPRF'Bvaltker) =1 | By AEC |
ko<+PRF’.Gen(1}) ko<+PRF’.Gen(12)

Observe that the PRF’ oracle can be emulated given access to a PRF oracle (by locally sampling
C + C and following the PRF’.Eval algorithm). Therefore, by Claim 5.5, we get that,

N

poly(A)
on2

Pr
ko <+PRF’ .Gen(1*)

< negl(\) +

where the second inequality is by the PRF security, and since the distinguisher is PPT and therefore
makes N < poly()\) queries. By Claim 5.4, since PRF’.Gen(1*) samples C + C,

P Ec] < N - negl(A
kcePRF’rGen(lk)[ el = negl(3)

< negl(}) ,

where the last inequality is since the adversary makes at most poly(\) queries. By combining the
above three equations,

Pr [ DPRF’.EvaI(kC,-) -1 ]
kc+PRF’ .Gen(1?)
< Pr [E1 AEc]- Pr [ DPRF'Bwalke) =1 | E; AEC |
kc+PRF .Gen(1*) ko +PRF .Gen(1*)
ly(A
+ negl(\) + po;;i )

DPRF'.Eval(kc,) — poly(\)
Py v + negl(\) +
ke+PRF.Gen(1%) | E1 A Ec - 2

where the last inequality is by the law of total probability. Recall that if the event E; A E¢
occurs, then the view of the distinguisher is the same for oracle PRF’.Eval(kc, -) and PRF.Eval(k, -).
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Therefore,

DPRF’.Eval(kc,) — 1 DPRF.Eval(k,) — 1

r R PR
ke+PRF .Gen(1*) | E1 A Ec
DPRF.Eval(k,) — q ]

Pr -
ke+PRF.Gen(1%) | E1 A E¢

< Pr
kc<+PRF’.Gen(1})

< Pr [ DPRF.Eval(k,) _ 1 ]
" k«PRF.Gen(1})

By the above two equations,

Pr [ DPRFBval(ke) — 1 ]
kc+PRF’.Gen(1*)

poly(A)

< Pr [ DPRF-Eval(k:) = 1 ] + negl(\) + 51z

" k«PRF.Gen(1*)

By the above and by the security of the underlying PRF, we get that,

Pr [ DPRF’.Eval(kc,) — 1 ] - Pr [ Df =1 ]
ko «PRF’.Gen(1*) F<Unqng
ly(A)

< p DPRFEvalk,) —11_ P Df =1 ] + negl(\) + po
- kePRF‘éen(l’\) [ ] f<—Unr1,n2 [ ] negl() 2n2

ly(A
< negl(\) + poly(3) .

2n2

Therefore, for no > A,
Pr DPRF.Bwltke,) —1 ] —  Pr [ Df =1 ] < negl()) ,
ko<PRF’.Gen(1*) J<Unyng

as required.

Puncturability. Suppose that PRF is puncturable. Define
PRF'.Punc((k||C),z) := (PRF.Punc(k, z)||C).

To evaluate at any x’ # z, run the same evaluation algorithm as above, using the punctured
underlying key in place of k. Puncturing correctness follows immediately from that of PRF.

For puncturing security, fix any input € {0,1}"™, as in the definition of puncturable PRFs,
and write £ := ng > X. Let k and C be sampled independently as in PRF'.Gen, and let k* :=
PRF.Punc(k, ). For y € {0,1}¢, define

I ifC(x)=1,
hex(y) =42 if C(x)=0andy=1,
y otherwise.

Thus PRF".Eval((k||C),z) = hc . (PRF.Eval(k,z)). By puncturing security of PRF, for an indepen-
dent uniform U « {0,1}*, the distributions

((k*HC), z, hc - (PRF.Eval(k, x))) and ((k*HC’), x, hc,x(U))
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are computationally indistinguishable: a reduction samples C independently and applies hc; to
its challenge. This holds even though the punctured key reveals C. Finally, couple the latter
distribution with ((k*||C),z,U) using the same k*, C, and U. The coupled tuples agree unless

—

C(x) =1 or U =1, so their statistical distance is at most

Pr [C(x) = 1]+ Pr[U

1 < 274 < negl(\).
T, ] < p(A) +27° < negl(N)

Together, these two steps prove puncturing security of PRF’.
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6 Beyond 3-Message Protocols

In this section, we show that the Fiat-Shamir transformation does not extend to private-coin
protocols that have more than 3-messages. To establish this, we provide a generalized definition
of the Fiat-Shamir transformation for private-coin protocols that captures an arbitrary number of
messages. We then prove that, assuming the existence of a collision-resistant hash function, there
is no Fiat-Shamir transformation for protocols with 5-messages or more.

Definition 6.1 (Fiat-Shamir for k-message private-coin protocols). We say that a transformation
from an k-message private-coin protocol to a non-interactive argument is a Fiat-Shamir transfor-
mation if it consists of a setup algorithm Setup that outputs k — 1 challenge-generation circuits
Chaly, ..., Chaly_1 and a verification circuit Ver. For every k-message protocol (P, V) with sound-
ness error €, the transformation must satisfy the following completeness and soundness properties:

Completeness. For cvery security parameter A € N, (Chaly, ..., Chal,_1, Ver) € Img(Setup(1?*, (P, V))),
instance x, and a sequence of prover messages maq,...,mg, the following holds. If we define

the challenges as a; := Chal;(x,my,...,m;) for i € [k — 1], and the final decision as b :=
Ver(x,mq,...,mg), then there exists verifier randomness p such that the generated transcript

tr := (my,a1,...,ak—1, Mk, b) is consistent with the interactive execution where the verifier uses
randomness p: tr = (P, V(p))(z).

Soundness. For every security parameter A € N and every PPT adversary Adv,
k < PRF.Gen(1*,14,17)

(Chaly, ..., Chaly_1, Ver) + Setup(1*, (P, V)) < e-poly(\) .
(x,mq,...,my) < Adv(Chaly,..., Chalk_q, Ver)

x¢ L
Pr
Ver(x,mq,...,mg) =
Theorem 6.2. Assuming the existence of a collision-resistant hash function, then there is no
Fiat-Shamir transformation satisfying Definition 6.1 exists for protocols with 5 or more messages.

Proof. Assume towards contradiction that there exists a Fiat-Shamir transformation for 5 message
protocols FS.Setup as defined in Definition 6.1, and let (H.Gen, Hash) be a collision-resistant hash
scheme that for security parameter A € N, gets 2\ bits as input and outputs A bits.

For every security parameter A € N, and for every hash key hk € Img(H.Gen(1%)), we define the
following 5-message protocol (Ppk, Vi) for the empty language.

1. Ppk(x): The prover sends mq := L.

2. Vi(z): The verifier samples p « {0,1}?*, and sends y := Hash(hk, p) to the prover.
3. Phk(z): The prover sends mg := L.

4. Vy(z): The verifier sends p to the prover.

5. Ppk(x): The prover sends mg := L.

6. Vik(z): The verifier accepts if and only if my = p.

We start by proving that the above protocol is secure. Let P be some adversary to the above
protocol. Fix any instance x, and any hash key hk. Let S, := {p € {0, 1}2* | y := Hash(hk, p)}
be the set of preimages for a given challenge y. Because the verifier applies the hash function to a
uniformly random input, the probability that P correctly guesses the exact p chosen by the verifier
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is at most 1/|Sy|. By the law of total probability, the success probability of P is bounded as follows.

- 1
Pr[P Succeeds] < Pr [hk" = hk] - Pr [y = Hash(hk, p)] - —
Zk: hk’«H.Gen(1*) ye%}’\ p+{0,1}2* |yl
Syl 1
DI NS I N
hk’<H.Gen( 1A Jelo 224 |8y

- lhk' = hk] - - = — .
th'<—HGen 1) ] 202X

Therefore, the protocol is € = 27 secure.
Fix an arbitrary instance x and arbitrary prover messages m; = 1, mg = 1, and mg = L, and
consider the following PPT adversary Adv(hk) to the collision-resistant hash.

1. Sample (Chaly, Chaly, Ver) < FS.Setup(1*, (P, Vi))-
2. Compute
(a) p:= Chala(z,m1,ms2).
(b) p':= Chaly(x,mq, p).
3. Output (p, p’).
Let y := Chaly(z,m1). By the perfect completeness of the transformation, for p = Chaly(z, m1, m2),

it holds that y = Hash(hk, p). Similarly, for p’ = Chaly(z, m1,p), it holds that y = Hash(hk, p’).
Therefore, the adversary always outputs Hash(hk, p) = Hash(hk, p’), and we get that,

hk < Hash.Gen(1%) ] 1
(p, ") <= Adv(hk) |

In the next step, we prove that for every hash key hk, with overwhelming probability, the adversary
outputs p # p'. Fix hk € Img(Hash.Gen(1%)). By the soundness of the Fiat-Shamir transformation,
an adversary that computes p := Chaly(m1, mg), and then sends (m1, p, m3) as the proof, should
not convince the verifier with more than negligible probability. Therefore,

(Chaly, Chalg, Ver) « FS.Setup(1*, (Phk, Vik))
p = Cha|2(ZL‘, mi, mg)

Pr [ Hash(hk, p) = Hash(hk, o)

Pr [ Ver(x,m1,p,m3) =1

] < negl()\) .

By the completeness of the transformation, for p’ := Chals(x, m1, p), it holds that Ver(z, m1, p, ms) =
1 if and only if p = p’. Therefore,

(Cha|17 Chals, Ver) — FS.Setup(l)‘, (Phk7 th))
Pr{ p=p" | p:=Chala(xz,mi,ms) < negl(\) .
p' := Chaly(z, mq, p)

Since the above holds for any hk, and by the definition of Adv,

hk + Hash.Gen(1%)
—

Overall, we get that,

Hash(hk, p) = Hash(hk, p’) ‘ hk < Hash.Gen(1%) }
Pr >1—negl(\) .
[ p#p (p,p) < Adv(hk) | = gl

as required. O
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7 On The Existence of 3-Message Zero-Knowledge Proofs for NP

In this section, we show that any 3-message interactive proof that remains secure under the
Fiat-Shamir transformation (as described in Section 4.1) cannot satisfy zero-knowledge with p-
bounded auxiliary input for some polynomial p.

This definition of zero-knowledge is a weaker notion than the one proposed in [FGJ18]. Specif-
ically, in our definition, all involved algorithms - the malicious verifier, the simulator, and the
distinguisher - receive the same auxiliary input aux. In contrast, the definition in [FGJ18] pro-
vides the distinguisher with a larger auxiliary input aux’ that may contain aux alongside additional
information. 2 Notably, our proof implies an even stronger impossibility result, as it rules out zero-
knowledge even in settings where the auxiliary input aux is restricted to being efficiently sampled.

Definition 7.1 (Zero-knowledge with bounded auxiliary input). An interactive proof system (P, V)
for language L satisfies zero-knowledge with p-bounded auxiliary input if for every (possibly ma-
licious) PPT algorithms V*, and PPT distinguisher D, there exists a PPT simulator Sim(-), such
that for every instance x € L, and for every auziliary input aux € {0, l}p(lz‘),

|Pr [D((P(z), V*(z,aux)),aux) = 1] — Pr[D(Sim(z, aux), aux) = 1]| < negl(}) .

Theorem 7.2. Let II be a 3-message interactive proof system for a language L ¢ BPP. If the
protocol II' obtained by the transformation described in Section 4.1 on II has soundness error
¢ < negl(n) against polynomial-size adversaries, then I1 does not satisfy zero-knowledge p-bounded
auxiliary for some polynomial p.

Proof. In the following proof, we couple the security parameter A\ with the instance size n. Let
IT = (P, V) be a 3-message proof system for some language £. Let II' = (FS.Setup, FS.P,FS.V)
denote the protocol obtained after applying the transformation, and let p(n) = poly(n) be the size
of the crs generated by FS.Setup(1™, V) plus the size of the instance . Assuming that II satisfies
zero-knowledge with p-bounded auxiliary input and that IT" has soundness error € < negl(n), we
show that £ € BPP. Let V* = (V7,V3) be the following verifier:

e Vi(x,m,aux): on instance z, first prover message m;, and auxiliary input aux, the verifier
parses aux as (x,crs) where crs = (C/PEI,\Er), and outputs a < (ﬁﬁl(:ﬂ,ml).

o V3(x,mq,mg,aux): on instance x, first prover message m1, and auxiliary input aux, the verifier
parses aux as (zx,crs) where crs = (@I,\Er), and outputs (mj, m2).

Note that for aux = crs, the interaction (P(z), V*(x,aux)) produces the same prover messages
(m1,m2) as generated by the non interactive prover FS.P(crs,x). Let D be the distinguisher that
given (mi,ms),aux, interprets aux as (crs,z) and outputs 1 if and only if FS.V(crs, z, (m1,m2))
accepts. Assume that II satisfies zero-knowledge with p-bounded auxiliary, and let Sim be its
simulator relative to the verifier V* and the distinguisher D. Let A be the following PPT algorithm
that gets = as an input.

1. Sample crs < FS.Setup(1", V).

2Goldreich and Oren [GO94] showed that these two notions are equivalent when the simulator’s runtime is poly-
nomial only in its first input (thereby limiting its ability to read the full auxiliary input). This equivalence does not
necessarily hold in our context. Since our simulator is a standard PPT algorithm that runs in time polynomial in the
length of its entire input, restricting the distinguisher to the same auxiliary input aux as provided to the simulator
results in a weaker security guarantee.
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2. Emulate (mj, mg) <= Sim(z, aux), where aux := (crs, x).
3. Output 1 if and only if FS.V(crs, x, (m1, m2)) accepts.

For instances x € L£: By the completeness of the transformation, the output of the interaction
(P(x), V*(x,aux)) must result in a transcript (mj, mg) such that FS.V(crs, z, m1, mg) = 1. By the
zero-knowledge property, since D receives (crs, x) as its auxiliary input and distinguishes between
the real interaction and the simulated transcript with only negligible probability, it follows that
Sim(z, crs) must also output a transcript (mi,mg) such that FS.V(crs, z, m;, ma) = 1 with all but
negligible probability.

For instances x ¢ £: Assume towards contradiction that for some instance x ¢ £ the algorithm
outputs 1 with non-negligible probability. Then, an adversary for that transformed protocol that
gets crs < FS.Setup(1™,V) as an input and emulates the simulator as defined in the algorithm
A, will make FS.V(crs,-) accept with non-negligible probability. This contradicts the ¢’ sound-
ness of the transformed protocol. Therefore, for every x ¢ L, the algorithm must output 0 with
overwhelming probability.

Overall, since A is a PPT algorithm that decides £ with overwhelming probability, we get that
L € BPP. O
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8 Statistical Difference Problem

In this section, we construct an honest-verifier statistical zero-knowledge non-interactive argument
for the Statistical Difference problem SD (see Definition 3.13). Recall that SD is complete for the
class of statistical zero-knowledge (SZK) [SV03]. Consequently, our result extends to all languages in
SZK. We present the protocol in Section 8.1, analyze its completeness and soundness in Section 8.2,
and prove zero-knowledge in Section 8.3.

Definition 8.1 (Statistical Difference Problem). Let C' be a circuit and D¢ denote the distribution
of its output on uniform input. The statistical difference problem is defined by the following two
sets:

2
SDY Z:{Co,cl ’ADCO,'Dcl _3}

1
SDN ::{Co,cl ’A'DCO,DCI _3}

The statistical difference problem is the problem of deciding, given a pair (Cy,C7) € SDy U SDy,
whether (Cp, C1) € SDy or (Cp, C1) € SDn. The behavior on inputs outside SDy USDy is undefined.

Theorem 8.2. Assume the existence of a secure puncturable pseudorandom function and indis-
tinguishability obfuscation. Then, the protocol described in Construction 8.4 is an honest-verifier
statistical zero-knowledge non-interactive argument for the SD problem.

Note that we can replace puncturable PRFs with a weaker complexity assumption. Indeed, by
[KMN+22], iO together with NP ¢ io-BPP implies one-way functions, and hence also puncturable
PREFs.

8.1 Protocol

Our construction on the interactive protocol introduced by Sahai and Vadhan [SV03]. The con-
struction is the non-interactive argument generated by applying the Fiat—Shamir transformation
described in Section 4.1 on an amplified version of the interactive protocol for the SD problem
introduced in [SV03]. In their construction, they use the following polarization lemma.

Lemma 8.3 (Polarization Lemma [SV00]). There exists a deterministic polynomial time computable
function Polarize(-, -, ) that, given circuits Cy, C1 and a parameter A € N, outputs circuits Cé\, C{\ =
Polarize(Cy, C1, 1) satisfying:

A(DCO’Dcl) > - A(DCS"DC%) >1- 2_)\,

Wl — Wl N

A(DCO)DC1) < - A(DC‘%’DC?) < 27)\.

In terms of randomness complexity, if sampling from D¢, requires n bits, then sampling from the
polarized distributions requires (n + 1)\ — 1 bits.

Note that for every b € {0, 1}, the polarized distribution in the lemma above is the following
distribution,

by...,bx_1 %{0,1}
DC? = (Cbl (Zl)a CERE) Cb,\ (ZA)) by:=0b1... ) by_1 Db
Zlyeey 2N {0, 1}8"‘
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We now turn to introduce our construction. Let iO be an indistinguishability obfuscator for Boolean
circuits. Let IIpprg = (F.Gen, F.Eval, F.Punc) be a puncturable pseudorandom function. For a key
k and input z, denote the PRF evaluation by F(k,x) := F.Eval(k, z).

Construction 8.4. The protocol is as follows.
o Setup(1*, 17, 1%n):

1. Let R := ((sin + 1)A = 1).
Compute ki « F.Gen(1*, 14n, 1%u), where fi, := n, and £, := X - R.
Compute kg + F.Gen(1*, 1, 1%u), where £y := n, and (2, := A.
Compute Chal + iO(1*, 1%, Chal[ky, ke]), where s = poly(n, A).
Compute Ver < iO(1*, 1%, Ver[ky]), where s = poly(n, \).
Output crs := (C/PEI,Ve\r)

ISR

Chal[kl, kg](x)

1. Parse z as (C1, Ca).

2. Compute (Cg, C}) « Polarize (Co, Cy,1%).

3. Compute (r1,...,7)) < F.Eval(ky, ), where r; € {0, 1}
4. Compute (b1, ...,by) « F.Eval(ky, x), where b; € {0,1}.
5. Output Y := (y1,...,y»), where y; + Cl;\,- (r;).

o Verlks](z, m):
1. Parse z as (C1,Ca).
2. Compute (by,...,by) + F.Eval(ka, z), where b; € {0,1}.
3. If m=(by,...,by), output 1.
4. Else, output 0.

o Prove(crs, x):
Parse crs as (C/H;I, \Er).

Parse z as (C1, Cy).

Compute (Cg,C?) « Polarize (Co, Cy, 1%).
Compute Y := C/Pgl(x), and parse Y as (y1,...,95)-
For each i € [)]

(a) If Prly; € C3] > Prly; € C7, set b; := 0.

(b) Else, set b; := 1.

6. Output 7 := (by,...,by).

Gl W=

o Verify(crs, z, m):
1. Accept if and only if Ver(z,7) = 1.

8.2 Analysis

We prove non-adaptive soundness and completeness.

Non-adaptive soundness. Let A € N be the security parameter. Let n = poly(\) be the
instance size, and let s;, < n be the circuit input size. Fix a PPT adversary P and a false instance
x* = (Cy,Cy) € SDyN{0,1}™. Let PRF := (F.Gen, PRF.F.Eval) be a pseudo random function, and
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let iO be an indistinguishability obfuscator, and let OWF := (OWF.Gen, f) be an injective one-
way function. Note that we assume iO and OWF, and therefore, there exists an injective one-way
function as constructed in [BPW16].

Hybrid 1.

o Setup, (1*,17,15n):

Let R := ((sin + 1)A —1).
Compute ki + F.Gen(1*, 1¢n, 1£<1>ut), where {, :=n, and £}, = \- R.
Compute ky + F.Gen(1*, 160, 1%w), where 6 := n, and (2, := A.

Compute (77, ...,7Y) « F.Eval(ky, 2*).

Compute (b7,...,b}) < F.Eval(ke,z*), and set 7* := (b7, ..., b}).
Puncture k*y < F.Punc(ky, z*).

Puncture k*y <— F.Punc(ka, 2*).

Compute (C3, C}) + Polarize(Cy, C1,1%).

Compute Y* := (v}, ...,4}), where yF := O} (r}).

© 0N oA W

10. Compute Chal iO(1*, 1%, Chal[k*1, k*s, 2%, Y*]), where s = poly(n, \).
11. Compute Ver < iO(1*, 1%, Ver[k*s, z*, 7*]), where s = poly(n, \).
12. Output crs := (C/PEI,\Er).

o Challk*1, k*o, x*, Y*](x):
1. Parse z as (C1,C3).
2. Compute (CS‘,Ci\) < Polarize (C’O,Cl, 1/\).

3. If x = a™,
(a) Output Y.
4. Else

(a) Compute (r1,...,75) + F.Eval(k*1,z) with r; € {0, 1}
(b) Compute (b1,...,by) < F.Eval(k*a, x) with b; € {0,1}.
(¢) Output Y := (y1,...,y»), where y; := le;(ri).

o Ver[k*g, z*, m*|(z,7):

1. Parse z as (C1,Ca).

2. If x = o™, then
(a) If m = 7*, output 1.
(b) Else, output 0.

3. Else,
(a) Compute (b1,...,by) + F.Eval(k*2,z) with b; € {0,1}.
(b) If m = (b1,...,by), output 1.
(c) Else, output 0.

Claim 8.5. It holds that,

A 17 1Sin
‘Pr[V(crs,x*,ﬂ):l ‘ crs + Setup(14,17™,1 )]

7+ P (crs)
crs « Setup; (14,17, 1)

- Pr[V(crs,x ,m) =1 ’ e P (crs)

J| < neain)
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Proof. We argue that the view of the adversary in Hybrid 1 is computationally indistinguishable
from the construction. Observe that the circuits obfuscated in Hybrid 1, Challk*;, k*2, 2*,Y™*] and
Ver[k*a, 2*, 7*], are functionally equivalent to the original circuits Chal[ky, ko] and Ver[ks].
Specifically, on input 2*, the hardcoded values Y* and n* in Hybrid 1 match exactly the output
of the original circuits (by definition of the PRF evaluation). For any input x # z*, the punctured
keys k*1, k*y preserve the evaluation functionality of the original keys. Therefore, by the security
guarantee of the Indistinguishability Obfuscation scheme, the obfuscations in both experiments are
computationally indistinguishable. O

Hybrid 2.

o Setupy(14, 17, 15n):
1. Let R := ((sin + 1)A —1).

Compute ki < F.Gen(1*, 14n, 1%u), where (i, := n, and £, := X - R.
Compute kg + F.Gen(1*, 14 1%u), where £ := n, and (2, := A.

Sample (r7,...,7%) < {0, 1} uniformly at random.

Sample (b7,...,b%) < {0,1}* uniformly at random, and set 7* := (b%,...,b5%).

Puncture k*; < F.Punc(ky, z*).

Puncture k*y <— F.Punc(ka, z*).

Compute (CS‘,C{\) < Polarize (C'O,Cl, 1)‘).
Compute Y™* := (y7,...,y}), where y := C’g‘; (rr).

© 0N oW

10. Compute Chal + iO(1*, 1%, Chal[k*1, k*2, 2*, Y*]), where s = poly(n, \).
11. Compute Ver < iO(1*, 1%, Ver[k*s, 2*, 7*]), where s = poly(n, \).
12. Output crs := (C/hzl,\7e\r>.

e Challk1, k2, 2*, Y| (2):
1. Parse z as (C1,Ca).
2. Compute (Cy, C7) + Polarize (Co, C1,1%).

3. If z =z~
(a) Output Y™*.
4. Else,

(a) Compute (r1,...,7)) + F.Eval(k*1,z), where r; € {0, 1}7.
(b) Compute (by,...,by) + F.Eval(k*s, x), where b; € {0,1}.
(¢c) Output Y := (y1,...,y)), where y; := Cg;(ri).

o Ver[k*q,z*, 7*](x, m):

1. Parse z as (C1,Cy).

2. If x = o, then
(a) If m = 7*, output 1.
(b) Else, output 0.

3. Else,
(a) Compute (by,...,by) + F.Eval(k*2, ), where b; € {0,1}.
(b) If m = (b1,...,by), output 1.
(c) Else, output 0.
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Claim 8.6. It holds that,

A 17 1Sin
Pr|:V(CI’S,$*,7T):1 ‘ crs + Setup; (14,171 )}

7 P (crs)
crs + Setupy (14,17, 1)

- Pr{V(crs,x ,m) =1 ‘ e P (crs)

J| < neain

Proof. In Hybrid 2, we replaces the PRF values in location z* with uniformly random bits. Indis-
tinguishability follows by the puncturable PRF security. O

Hybrid 3.

o Setups(1*, 17, 15n):

1. Let R:= ((sin + 1)A —1).
2. Compute k;  F.Gen(1*, 1%, 1%u), where &, := n, and €L, := X - R.
3. Compute ky + F.Gen(1?*, 16, 1€§ut), where £, :=n, and 2, .= \.
4. Sample (r7,...,7%) < {0, 1}AB uniformly at random.
5. Sample (b}, ...,b%) < {0,1}* uniformly at random, and set 7* := (b5,...,b%).
6. Puncture k*; < F.Punc(ky, z*).
7. Puncture k*a < F.Punc(ke, z*).
8. Compute (C&,Ci\) < Polarize (C’O,Cl, 1’\).
9. Compute Y* := (yf,...,y%), where yf := C3(r).
10. Puncture k*; < F.Punc(k;, z*) and k*3 < F.Punc(kz, z*).
11. Compute Chal < iO(1*, 1%, Chal[k*1, k*2, 2*, Y*]), where s = poly(n, A).
12. Compute Ver + iO(1%, 1%, Ver[k*a, 2*, *]), where s = poly(n, \).
13. Output crs := (@I,@r).

o Challk*1, k*o, z*, Y*](2):
1. Parse z as (C1,C3).
2. Compute (Cy, C}) + Polarize (Co, C1,1%).

3. If z =z~
(a) Output Y*.
4. Else,

(a) Compute (r1,...,75) + F.Eval(k*1,z), where r; € {0, 1}
(b) Compute (by,...,by) + F.Eval(k*9, ), where b; € {0,1}.
(¢c) Output Y := (y1,...,y)), where y; := le;(ri).

o Verk*q,z*, 7*](x, m):

1. Parse z as (C1, Ca).

2. If x = x*, then
(a) If # = 7*, output 1.
(b) Else, output 0.

3. Else,
(a) Compute (by,...,by) < F.Eval(k*s, z), where b; € {0,1}.
(b) If # = (b1,...,by), output 1.
(c) Else, output 0.
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Claim 8.7. It holds that,

A 17 1Sin
‘Pr[V(CI’S,l’*,W):l ‘ crs +— Setupy (174,171 )}

7 P (crs)
crs + Setupy (14,17, 1)
_P * =1 ~ < I .
r [ V(crs, z*, ) ‘ e P (crs) < negl(\)
Proof. In Setups we change the generation of the value Y* = (y7,...,y}), by replacing the compu-

tation of yF < C\(r¥) with y* + CJ(r?).

To bound the statistical distance between these distributions, we define a sequence of interme-
diate distributions. Let Dy denote the distribution of Y* in Setup,. For every j € [A], let D; be
identical to D;_1, except that the j-th component y7 is sampled from C’S‘(T‘;) instead of C);*(r;)

Note that D) corresponds exactly to the distribution of Y* in Setups;. Thus, it suffices to prove
that:

A(Do, Dy) < negl(}) .

Consider the transition from D;_; to D;. Since the instance is invalid (z* € SDy), we have
A(D¢,,Dc,) < 1/3. Therefore, by the Polarization Lemma (Lemma 8.3),

A(Dgy,Dep) <27

Consequently, regardless of the specific value of the challenge bit bj*-, replacing the source distribution
D with DC@ introduces a statistical difference of at most 27 for the j-th component. Therefore,
b*

for évery step j:
A(Djfl,'Dj) <27,

By the triangle inequality, summing over all A components yields:
A
A(Dy, D)) < Z Dj_1,D;) < A-27* = negl(\) .

Since the statistical distance between the distributions is negligible, the distributions of the crs in
Setup, and Setups are statistically close. Consequently, no adversary (whether computationally
bounded or unbounded) can distinguish between the two experiments with more than negligible
probability. In particular, we get that,

A 1N 1Sin
‘PF[V(CI’S,m*,ﬂ'):l ‘ crs +— Setupy (14,17, 1 )}

7+ P (crs)
B o crs « Setupg (14,17, 1°) <
Pr [ Viers,z*,m) =1 ‘ e P (crs) < negl(A) ,
which concludes the proof. O

Hybrid 4.
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o Setup, (11,17, 15n):
1. Let R := ((sin + 1)A —1).

Compute ki + F.Gen(1*, 14n 1%uw), where fi, := n, and £, := X - R.
Compute ky + F.Gen(1*, 1, 1%u), where £ := n, and (2, := \.

Sample (r7,...,7%) < {0, 1} uniformly at random.

Sample (b7,...,b%) < {0, 1}* uniformly at random, and set ©* := (b},..., by)-

Puncture k*; < F.Punc(ky, z*).
Puncture k*y < F.Punc(ky, z*).
Compute (CS‘,Cl)‘) < Polarize (C’O,Cl, 1)‘).
9. Compute Y* := (y7,...,y5), where y¥ := C}(r).
10. Run s <~ OWF.Gen(1?%).
11. Compute v < fs(b7,...,b3).
12. Compute Chal < iO(1*, 1%, Chal[k*1, k*5, 2*, Y*]), where s = poly(n, \).
13. Compute Ver < iO(1*, 1%, Ver[k*y, 2*, fs,v]), where s = poly(n, \).
14. Output crs := (C/fgl,\k\r)

0 NSO W

e Chal[k*1, k%, z*, Y*](2):
1. Parse z as (C1, Co).
2. Compute (C’()\,Ci\) <+ Polarize (C’O,Cl, 1/\).

3. If v =z~
(a) Output Y*.
4. Else,

(a) Compute (rq,...,7y) + F.Eval(k*1, x), where r; € {0, 1}%.
(b) Compute (b, ...,by) < F.Eval(k*2, z), where b; € {0, 1}.
(¢) Output Y := (y1,...,yr), where y; := Cg‘i (r:).

o Ver[k*s, z*, fs,v](x, m):

1. Parse z as (C1,C3).

2. If z = z*, then
(a) If fs(m) = v, output 1.
(b) Else, output 0.

3. Else,
(a) Compute (by,...,by) + F.Eval(k*2, ), where b; € {0,1}.
(b) If m = (b1,...,by), output 1.
(c) Else, output 0.

Claim 8.8. It holds that,

A 17 1Sin
‘Pr[V(CI’S,:U*,W):l ‘ crs < Setupg (17,17, 1 )}

7 P (crs)
crs + Setup, (14,17, 1)

- Pr{V(crs,x ,m) =1 ‘ e P (crs)

} ‘ < negl(A) .
Proof. The only difference between Setup; and Setup, is the generation of the circuit Ver. In Setups,

the circuit has the value 7* hardwired and it accepts an input 7 if and only if 7 = 7*. In Setup,,
the circuit has the value v = fs(7*) hardwired and accepts 7 if and only if fs(7) = v.
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Since f is an injective function, the condition fs(7) = fs(7*) holds if and only if 7 = 7*. There-
fore, the two circuits implement the exact same functionality. By the iO security, the distributions
of the obfuscated circuits in both hybrids are computationally indistinguishable. O

To conclude the proof we prove the following claim.
Claim 8.9. It holds that,

crs « Setupy (11,17, 1%0n)

* e ~
Pr| V(ers,z*,m) =1 e P (crs)

< negl(A) .

Proof. We now show that the success probability of the adversary in Hybrid 4 is negligible. In
Setup,, the value 7* is sampled uniformly at random from {0, 1}*. Note that the only information
about 7* available to the adversary is the image v = fs(7*) hardcoded in Ver.

Consequently, for an adversary to output a proof = such that V(crs,z*,7) = 1, they must
produce 7 such that fs(m) = v. Since 7* is uniform and independent of the rest of the view, this is
equivalent to inverting the one-way function on a random image. By the security of the OWF, this
probability is negligible. O

By combining Claim 8.5 to Claim 8.8, and bounding the final hybrid via Claim 8.9, we conclude
that the soundness error of the protocol is negligible.

Completeness. Fix a security parameter A € N and an instance z* = (Cp, (1) € SDy. By the
definition of the problem, A(D¢,, D¢, ) > 2/3. We assume without loss of generality that the PRF
is 1-universal. That is, for any y, the distribution {PRF(y) | k += F.Gen(1*?rF 16 1fut)} is uniform
(the transformation from PRF to 1-universal PRF is the same as described in [CLW18][Construction
3.10)).

Since A(D¢,,Dc,) > 2/3, the Polarization Lemma (Lemma 8.3) implies that the statistical
distance between the polarized distributions is amplified to:

The challenge that the honest prover gets for instance z* is the challenge Y = (y1,...,95),
where y; = Cl;\,-(ri)- Note that r; is computed by (ri,...,7)) < F.Eval(ky,z). Since the PRF is
l-universal, the distribution of (r1,...,7y) is uniform. Therefore, the challenge y; is a uniform
sample from IDC}?\'.

The honest plrover strategy is the Maximum Likelihood decision rule. For each ¢ € [)\], the
prover sets b, = 0 if the sample y; is more likely to have come from ch’ and 1 otherwise. It is a
standard result (e.g., [SV03, Lemma 3.7], [BY25, Claim 5.2]) that for any two distributions with
statistical distance §, the optimal predictor is the Maximum Likelihood, and that this strategy
succeeds with probability exactly 1%5.

Therefore, the probability that the prover correctly identifies a single bit (i.e., b = b}) is:

Pr{l, = 1] — 146 1+(1-2 Yo g0
2 2
The verifier accepts if the prover is correct for all A indices. By applying a union bound, the
probability that the prover guesses incorrectly in one of the bits is,

A
Prii: b # b7 <> Pr[b) # b < X270 = negl(A) .

i=1
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Therefore, the honest prover succeeds with overwhelming probability,

crs « Setup(174, 17, 1%0n)

Pr| V(ers,a*,m) =1 7« P (crs)

>1—negl(\) .

8.3 Statistical Zero-Knowledge in the Honest-Verifier Setting

In this section we prove that the non-interactive argument for the SD problem introduced in Con-
struction 8.4 also satisfies the zero-knowledge property as defined in Definition 3.13.

Theorem 8.10. The SD protocol presented in Construction 8.4 satisfies honest-verifier statistical
zero-knowledge as defined in Definition 3.13.

Proof. Let 1T = (FS.Setup, FS.Prove, FS.Verify) be the SD protocol from Construction 8.4. We con-
struct a PPT simulator Sim(+) and prove that its output distribution is statistically indistinguishable
from that of the real protocol.
We define the simulator algorithm as follows:
e Sim(1*, 2):
1. Let R := ((sin+ 1)A —1).
Compute ki < F.Gen(1*, 14 1%u), where fi, := n, and £, := X - R.
Compute kg < F.Gen(1*, 1%, 1%u), where £ := n, and (2, := \.
Compute Chal + iO(1*, 1%, Chal[ky, ka]).
Compute Ver + i0(14, 1%, Verlka)).
Compute 7 < F.Eval(ke, z).
Output (crs, ), where crs := (C/PEI,\Er).

DRI AN

Fix an instance & € SDy. Let Dsj,, denote the simulated distribution:
Dsim := {(crs, 7) | (crs, w) « Sim(1*,2)} .

Let DRreal denote the real world distribution:

crs « FS.Setup(17, 17, 150n)
7 < FS.P(crs, x)

DReal := { (crs, )

Observe that the distributions can be expanded as follows:
ki < F.Gen(1*, 1%n 1%ou) )
ko < F.Gen(1*, 14n 1%u)

Chal + iO(1*, 1%, Chal[ky, ka))
Ver « iO(1*, 1%, Verka])

crs = (@I,Ve\r)

7 < FS.Prove(crs, x) J
ki < F.Gen(1*,1%n 1%ou)

ko < F.Gen(1*, 1%n 1%u)
Chal + iO(1*, 1%, Chal[ky, ks])
Ver + i0(1*, 1%, Ver[ks))

crs := (C/PEI,\Er)

7 < F.Eval(ks, x)

DReaI = (CI’S, 7'(')

Dsim = (crs, )
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The crs is distributed identically in both experiments. The only difference is in the generation of
the proof m. Recall that the verifier FS.Verify uses the functionality of Verlks] to verify the proof,
accepting a proof « if and only if 7 = F.Eval(ky,z). Since € SDy, by the completeness of the
protocol, the verifier accepts the proof generated by the honest prover P with all but negligible
probability. Consequently, in the distribution Dgeay, it holds that = = F.Eval(ke,z) with all but
negligible probability. Therefore, we obtain:

( ky + F.Gen(1*, 1%n, 1%u)

ky + F.Gen(1*, 16n, 1%u)
Chal « iO(1*, 1%, Chal[ky, ks])
Ver + iO(11, 1%, Verlks))

crs == ((jgl,vgr)

7 < FS.Prove(crs, )

ki < F.Gen(1*, 1%n 1%ou) )
ko < F.Gen(1*, 14n 1%u)

Chal + iO(1*, 1%, Chal[ky, ks])
Ver + i0(1*, 1, Ver[ks))

crs = (C/lgl,\ﬁr)

7 < F.Eval(ka, x) J

(crs, )

=negl(\) (crs, )

The left distribution corresponds to DReal, and the right corresponds to Ds;,. We conclude that
A(Dsim, Dreal) < negl()), as required. —~
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9 A Fiat—Shamir Transformation for Public-Coin Protocols

While our primary focus is private-coin protocols, our framework also provides a fresh perspective on
transforming public-coin protocols. Kalai et al. [KRR17] introduced the first Fiat—Shamir trans-
formation for 3-message public-coin protocols achieving negligible soundness, relying on iO and
PRF. Their original soundness analysis required an additional assumption that an input-hiding
obfuscation scheme exists for the family of point functions.

In this section, we present an alternative analysis of the same construction from [KRR17]. Cru-
cially, our analysis removes this additional assumption regarding input-hiding obfuscation. Instead,
our construction requires only sufficiently strong soundness of the underlying protocol (which can be
achieved using parallel repetition). The construction appears in Section 9.1, and the corresponding
soundness analysis is given in Section 9.2.

Theorem 9.1. Let II be a 3-message public-coin protocol for instances of size n, in which the first
prover message has length 1, and its soundness error €.

Assume the existence of a sub-exponentially secure puncturable pseudorandom function and sub-
exponentially secure indistinguishability obfuscation. Then, the non-interactive argument obtained
by applying the Fiat-Shamir transformation described in Section 9.1 to II is 2T . ¢ 4+ negl())
secure.

Remark 9.2. Assume the existence of a secure puncturable pseudorandom function and secure
indistinguishability obfuscation. If 11 is a 3-message private-coin protocol that satisfies statistical
zero-knowledge in the honest-verifier setting as defined in Definition 3.11, then the non-interactive
protocol generated by applying the Fiat-Shamir transformation from Section 9.1 to II satisfies
computational honest-verifier zero-knowledge as defined in Definition 3.14.

The proof follows exactly the same steps as the proof for Theorem 4.7.

9.1 Protocol

Let (P = (P1,P3), V) be a 3-message public coin protocol for some language £, where for instance
size n the protocol has the following properties:

e Soundness error e.
o First prover message includes ¢; bits.
o Verifier runs in 20 time.

We assume the following;:

e Sub-exponentially secure indistinguishability obfuscator iO.
o Sub-exponentially secure puncturable pseudorandom function Ipprg = (F.Gen, F.Eval, F.Punc).
For a key k and input z, denote the PRF evaluation by Fy(x) < F.Eval(k, z).

By the sub-exponentially security of the iO and the PPRF, there exists some constant 0 < ¢ < 1
such that the iO and PPRF schemes are T-secure for T'(\) > 2*°.

Construction 9.3. The non-interactive protocol is the following.
e Setup(1*, (P, V)):
1. Compute k ¢+ F.Gen(1*PrF 1fin 1fout) for \pge := (2(/\+n+£1))%, bin :=n+ 41, and Loyt 1= 1.
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2. Compute C/hzl[k] + i0(1%0, 1, Challk]), for Ao := (2(A +n —1—51))%, s := poly(A,n, ¢q,r) for

some large enough polynomial.
3. Output crs := Challk].
o Challk](x,m1):
1. Output p < Fy (z]|my).
o Prove(crs, x):
1. Parse crs as agl[k].
2. Compute,
(a) (my,aux) < Pq(x).
(b) p < Challk](z,m1).
(¢) mg <+ Po(x,aux,a).
3. Output 7 := (mq, ma).
o Verify(crs, z, m):
1. Parse crs as C/h\al[k].
2. Parse 7 as (my, ma).
3. Compute p < Chal[k](z,m1).
4. Output V(z,mi,ma;p).

9.2 Adaptive Soundness

Proof. Let (P, V) be a 3-message public-coin protocol for a language £. Let ¢; and ¢2 denote the
lengths of the first and second prover messages, respectively, and let r denote the number of random
bits used by the verifier. Let n denote the instance size. We assume that the verifier runs on time

20(n)

Assume towards contradiction that there exists an adversary P such that for some function

v(A) > 200 e 1 /poly(N),

crs + Setup(1*, V)
Challk] := crs =v(A) .
(z,m1,ma) < P (crs)

pr| & ¢ L
r —
Ver[k](z,m1,mg) =
Let ACC be the following set,
ACC .= {(m,ml,p,mg) ‘ V(z,mi,ma;p) =1 } )
Therefore, by construction and by Equation 11, we get that,

x ¢ L crs + Setup(1*, V)

e e, Fe (lma) ,ma) € ACC | (2, my, ma) « P (crs)

Hybrid 1.

o Setup;[z*,m1*](1}, V):

1. Run k « F.Gen(l/\PRF’ 1fin’ 1€out).
2. Let p* < Fy (z*||m1*).
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3. Puncture k* < F.Punc(k, (z*||m1*)).
4. Compute C/PEI[k*,x*,ml*,p*].
5. Output crs := C/hsl[k*, x*,mi*, pt.
o Challk*, z*,m1*, p*](z,m1):
1. If (2%, my*) = (z,mq),
(a) Output p*.
2. Else
(a) Output p < Fys (z]|mq).
Claim 9.4. Fiz some * € {0,1}" and m1* € {0,1}*. It holds that
(x*, m1*, Fy (z*[jm1*) ,ma) € ACC
Pr A
([lm1) = (2*[|m1*)

x*,m1*, Fy (z*||m1*) ,mg) € ACC
2 Pr A HA o crs ¢ Setup(1%, V) _ g2t
- (wllma) = (*[}m®) (2, m1, ma) « P (crs)

crs « Setup, [z*, m1*](1*, V)
(x,m1,mga) < P (crs)

where k is the PRF key generated by the setup.

Proof. In the construction, the adversary gets the obfuscation of the circuit Chal[k], and in Hybrid
1 the adversary gets the obfuscation of the circuits Chal[k*, z*, m1*, p*]. Since the circuits maintain
the same functionality, the claim follows by iO.
Formally, by the definition of Setup,,
(z*, my*, Fx (z*||m1*) , me) € ACC
Pr A
(allmi) = (2 [lmy*)
I k < F.Gen(1A°rF 1fin ]fout)
(2, mu*, Fic (" [ma™) ,ma) € ACC | P74 P (@llma”)

crs « Setup; [z*, m1*](1*, V)
(z,m1,mz) < P (crs)

— Pr A k* < F.Punc(k, (x*||m1*))
(@[jm1) = (2*[lm1) Chal +iO(1%°,1°, Challk*, z*, m1*, p*])

(z,m1,m2) P (C/PEI)

Note that since the i0 is T-secure, where T'(\o) > 2%)° and Ao = (2(A 4+ n + El))%, we get
that the iO is 22A7+)_gecure. Since the event above is checkable in time 29 using the original
protocol’s verifier,

I k < F.Gen(1*°rF 10 ]lout)

(2%, m1*, F (@*|m1*) ,ma) € ACC | P < Fi(&*[lm1”)

Pr A k* < F.Punc(k, (x*||m1*))

(z]|m1) = (z*||m1*) Chal + iO(1%0, 1%, Chal[k*, z*, m1*, p*])
(x,m1,mg) P (C/EI)

A Zin fout
(2%, m1*, Fi (2% m1*) ,mo) € ACC | k= F.Gen(17PRF, 10n, 1%t)

> Pr A Chal < i0(1%0, 15, Chal[K]) | — 9—20vtn+t1)
(mHml) = (‘T*Hml*) (l‘,ml,TTLQ) — ].3 (@l)
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By the definition of Setup,

A Ein Lout
(2%, m1*, Fi (2% m1*) ,ma) € ACC | k&= F.Gen(17¢%F, 1%, 1 )

Pr A 6\3' — io(lAiO’ 137 Chal[k])
(x]|m1) = (*]|m1*) (z,m1,mg) P (C/hzl)
o (z*,m1*, Fy (@ HAm1) ;my) €ACC | Setun(1,V)
(x]|m1) = (2*[|m1*) (m1, mg) < P (crs)

Overall, by combining the above equations, we get that,
* *
o (x*, m1*, Fy (z ||ZL1 ),ma) € ACC ers ¢ Setup: [, my*| (17, V)
(x]|m1) = (2*||m1*) (z,m1,mg) < P (crs)
(x*,m1*, Fi (2*|m1*) ,mz) € ACC
Z Pr A
(@[m1) =

crs + Setup(1*, V)

* * ( L ) ( )
(.’L‘ Hm ) ’ ml’ 2

as required.

Hybrid 2.

o Setupy[z*,mi*, p*](1*, V):
1. Run k < F.Gen(1PrF, 160, 1€out>_

* * *

0 1

. Puncture k* < F. Punc( (x*[Jm1*)).
. Compute Chal[k* x*,my*, p*l.

Output crs := (@I[k*,x*,ml*,p*]).

SN

Challk*, x*, m1*, p*](x, my):
1. If (2%, m1*) = (z,mq),
(a) Output p*.
2. Else
(a) Output p < Fy« (z||my).
Claim 9.5. Fiz some z* € {0,1}" and m1* € {0,1}*. It holds that

(x*,m1*, p*,my) € ACC | p*«{0,1}"

Pr A crs «— Setupy[z*, m m1*, p*](1*, V)
(@[[m1) = (z*[|m1*) (z,m1, mg) < P (crs)
x*,mi*, Fy (*||m1*) ,me) € ACC .
.- ( 1% Fic( H/\ 1), ma2) crs < Setup [z, m1*](1*, V) _ 9—2(\nth)
- P
(@) = (a* 1) () B (e

where k is the PRF' key generated by the setup.
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Proof. By the puncturable PRF security, and since the event above is checkable in time 29" using
the original protocol’s verifier. O

By applying the union bound, we obtain,

P . %\E crs < Setup(l)‘LV)
(2, m1, Fi (llmn) ,ma) € ACC | (&m1,mz) = P (ers)
x ¢ L
A
crs < Setup

= Z Pr| (x,m,Fx(z]jm1),ms) € ACC (. my, ) L (crs)

z'e{0,1}" A L T2

mie{0.1}4 (z[m1) = ([|m)

As established in Equation 12,
x¢ L
P /\ crs + Setup(1*, V) — () .

(2, my, Fi (zllma) ,ms) € ACC | (&M m2) & B (crs)

Therefore, we conclude that,

xé¢ L
/ crs + Setup(1*, V) v(\)
max  Pr | (z,mq,Fy (z|m1),ms) € ACC > .
z'e€{0,1}™ A (:L‘, my, m2) A (crs 2nth
m}€{0,1}41 T
(@[m1) = (2'[[m)
Note that for any z’, m/,
¢ L
A crs « Setup(1*,V)
Pr| (x,my,Fg (an/”L\l) ,ma) € ACC (2, m1, M) (crs)
(x]lm1) = (2'[|m)
¢ L
. A crs < Setup(1*, V)
= Pr (1 ,mfy, Fy (1‘”77;1) ,mQ) e ACC (:p,ml, mz) P (CI’S)
(x[lm1) = (2'[|m})
Therefore,
' ¢ L
A
;o crs + Setup(1 ~V) S v(\)
x'g{lgﬁi}n Pr| (2/,m],Fk (5U||7Zl) ,ma) € ACC (x,my,mg) < P (crs) | = 2ntl ~

m/,e{0,1}41
' (@[m1) = (2'[|[m})
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By the above, there exists some z* ¢ £, and m;* such that

(x*, m1*, Fy (2*]|m1*) ,ma) € ACC

A
P A crs < Setup(1 ,~V) > y(i\é) .
(e|m1) = (@*|m1*) (,m1,m2) < P (crs) 2nth
By Claim 9.4 and Claim 9.5, we get that,
x*,mi*, p*,my) € ACC p* <+ {0,1}'
p
Pr A crs < Setupy[z*, m1*, p*] (14, V)
(z[[m1) = (z*[|m1*) (z,m1,ma) < P (crs)
x*,m*, Fy (*||m1*) ,me) € ACC
> Py ( 17 i H/\ 1), m2) crs Setup(l’\,NV) 9. 9=20ntl)
- (z|m1) = (z*]|m1*) (z,m1,m2) < P (crs)
By the above two equations, we get that,
(x*, m1*, p*,mae) € ACC | p* < {0,1}"
Pr A crs «— Setupz[a:*:ml*,p*](lA,V)
(@ma1) = («*[[m1*) (z,m1, m2) < P (crs)
v(A) —2(A+n+4y)
22(n+£1)—2«2 )
Let P’ be the following adversary to the original protocol.
1. Send m1* to V.
2. On recieving p* from the verifier,
(a) Generate crs < Setupy[z*, m1*, p*1(17, V).
(b) Emulate (x,my, mg) < P (crs).
3. Output mao.
Note that,
) (x*, m1*, p*,me) € ACC | p*«+ {0,1}"
Pr[(P’, V)(z*) = 1] > Pr A crs « Setupy[z*, mi*, p*] (1}, V)
g (z[[m1) = (z*[|m1*) (z,m1, ma) < P (crs)

Therefore, by Equation 13 and by the soundness of the original protocol, we get that,

D/ *\ U(/\) _ 9. 9—2(An+l1)

By the above, we get that,
p(A) <2070 (4 2. 9720mH) ) — 9 Eh) e negl(N)

As contradiction to v(X\) > 207H1) . e 41 /poly(N).
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