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Abstract. POKÉ, introduced by Basso and Maino, is one of the most ef-
ficient isogeny-based public-key encryption schemes. The generic parallel-
encryption approach yields a (t, n)-threshold variant by running n inde-
pendent POKÉ instances and secret-sharing the message, but this mul-
tiplies the public-key and ciphertext sizes by roughly n. We present S-
TPOKÉ, a POKÉ-based (t, n)-threshold construction for every 1 ≤ t ≤
n, and Ch-TPOKÉ, an (n, n) variant that arranges the parties’ secret
isogenies differently. Both schemes avoid repeating part of the isogeny
computation that appears in every independent POKÉ instance. Com-
pared with the trivial construction, they reduce the number of degree-3b

isogenies computed during encryption from 2n to n + 1 and reduce the
ciphertext size by about a factor of two when n is large. The two schemes
differ in how the parties’ secret isogenies are arranged. S-TPOKÉ is our
main construction: the dealer samples n independent secret isogenies,
while encryption samples one sender-side secret isogeny and shares it
across the parties. Ch-TPOKÉ instead arranges the parties’ secret iso-
genies into a chain. For S-TPOKÉ, we prove SIM-CPA security under
static corruption in the random oracle model from the (k, n)-S-C-POKE
assumptions for all 1 ≤ k ≤ t, which extend C-POKE to the thresh-
old setting. For Ch-TPOKÉ, we prove only SIM-CPA security under
static maximal corruption from the (j, n)-Ch-D-POKE assumptions for
all j ∈ {1, . . . , n}, which extend D-POKE to a chain-based threshold
setting. This guarantee is strictly weaker than SIM-CPA security under
static corruption. We also give asymptotic parameter choices targeting
λ-bit security and derive closed-form expressions for the public-key, ci-
phertext, and partial-decryption sizes in terms of λ and n.

Keywords: Post-quantum cryptography · Isogeny-based cryptography
· Threshold public-key encryption

1 Introduction

For any positive integers n ≥ t, a (t, n)-threshold public-key encryption scheme
((t, n)-TPKE) distributes decryption capability among n parties so that the
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plaintext can be reconstructed from any t valid partial decryptions, while it
remains computationally hidden from adversaries corrupting fewer than t par-
ties. Its main purpose is to mitigate key compromise by forcing an adversary
to corrupt at least t parties before decryption becomes possible. NIST’s call for
multi-party threshold schemes includes TPKE among its categories, with partic-
ular interest in threshold-friendly post-quantum PKE [11, Sections 2 and 11.2].

Threshold public-key encryption dates back to the ElGamal/Shamir-based
construction of Desmedt and Frankel [28]. Later works achieved, for example, th-
IND-CCA security from Diffie–Hellman [56], validity checks for partial decryp-
tions [31,32], and constructions from identity-based encryption without random
oracles [7]. Dodis and Katz also gave a generic black-box construction of IND-
CCA-secure (t, n)-TPKE from labeled IND-CCA-secure public-key encryption,
secret sharing, and a one-time signature via parallel encryption [30], but its
encryption and ciphertext costs typically grow with the number of parties.

At the same time, many of the most efficient TPKE schemes are based on the
discrete logarithm problem or the integer factorization problem, and therefore
are not secure against quantum computers because of Shor’s algorithm [55].
Hence, the main challenge is to construct TPKE schemes that are efficient while
relying on quantum-resistant assumptions. Such post-quantum TPKE schemes
have been proposed from lattices [5,17,18,39,42], codes [58], and isogenies [27].
In this work, we focus on isogeny-based TPKE schemes.

In 2020, De Feo and Meyer [27] proposed an isogeny-based (t, n)-TPKE in
the Hard Homogeneous Spaces (HHS) framework [20], instantiated with CSI-
FiSh [6]. While the construction provides threshold cryptography in the class-
group-action setting, the class-group precomputation restricts the CSI-FiSh in-
stantiation to CSIDH-512 [27, Section 4.2], whose claimed NIST level 1 quantum
security has been challenged [8,50]. Subsequent schemes such as PEGASIS [23]
and qt-Pegasis [24] show that HHS/group-action approaches remain viable, but
the black-box HHS TPKE decryption remains sequential, so partial decryptions
cannot be computed independently in parallel.

SIDH-like protocols have also inspired several isogeny-based public-key en-
cryption schemes. SIDH [34] and its KEM variant SIKE [33] were broken by
polynomial-time key-recovery attacks [15,40,52]. The higher-dimensional isoge-
nies behind these attacks became constructive tools for new designs, especially
via Kani’s lemma [35]. This led to two main directions. One builds trapdoored
one-way functions directly from the SIDH attack mechanism, as in FESTA [4].
The other consists of ElGamal-type schemes built on SIDH-like commutative
diagrams, including POKÉ [3], INKE [36], PIKE [14], and LIT-SiGamal [46].

We take POKÉ as our starting point because it has compact public keys
and ciphertexts and because its square commutative diagram lets our threshold
constructions share a sender-side isogeny across parties [3]. A black-box thresh-
old construction can be obtained by running independent POKÉ instances in
parallel, following the generic paradigm of Dodis and Katz [30]. This, however,
requires a separate public key and a separate computation of a sender-side se-
cret isogeny for every party. Our goal is to obtain threshold schemes that reduce
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the ciphertext size and the number of isogeny computations performed during
encryption while providing SIM-CPA guarantees.

1.1 Our Contribution

We first propose S-TPOKÉ, a POKÉ-based TPKE scheme. We prove its SIM-
CPA security under static corruption in the random oracle model from the (k, n)-
S-C-POKE assumptions for all 1 ≤ k ≤ t, which extend C-POKE to the thresh-
old setting. The scheme starts from the Dodis–Katz parallel-encryption approach
instantiated with POKÉ [30]: key generation creates n independent party keys,
but encryption samples one sender-side secret isogeny and shares it across the n
parties. S-TPOKÉ keeps the public-key size and the parallel decryption struc-
ture of the trivial construction. It reduces the number of degree-3b isogenies
computed during encryption from 2n to n+1 and reduces the ciphertext size by
roughly a factor of two when n is large. For t < n, the construction retains the n
independent POKÉ key pairs and applies Shamir secret sharing to the message.

We also give Ch-TPOKÉ, an (n, n) construction that shares the sender’s
isogeny along a chain instead. Ch-TPOKÉ is obtained from the Dodis–Katz
parallel-encryption approach instantiated with POKÉ by replacing the n inde-
pendent secret isogenies of that approach with a chain of n secret isogenies.
This chain structure reduces the number of elliptic-curve points included in the
public key relative to S-TPOKÉ while leaving the ciphertext size unchanged.
Under the (j, n)-Ch-D-POKE assumptions for all j ∈ {1, . . . , n}, which extend
D-POKE to a chain-based threshold setting, we prove only SIM-CPA security un-
der static maximal corruption for Ch-TPOKÉ; this guarantee is strictly weaker
than SIM-CPA security under static corruption. Because Ch-TPOKÉ reduces
the number of public-key points at the cost of larger partial decryptions and
more reconstruction work, S-TPOKÉ is our main construction; Ch-TPOKÉ il-
lustrates chain-based isogeny sharing.

The star-shaped and chain-based forms of isogeny sharing introduce corre-
lated information absent from a single POKÉ instance. S-C-POKE models star-
shaped instances sharing the sender-side isogeny, whereas Ch-D-POKE models
a chain in which all but one edge is exposed. We do not establish the hardness
of these general threshold problems from C-POKE or D-POKE via black-box
reductions; doing so remains open.

Our security results establish SIM-CPA security as formalized in Section 2.4.
We do not claim SIM-CCA security or robustness against maliciously generated
ciphertexts. The generic transformation of Brzuska, Klooß, and Woo [13] gives a
theoretical route to SIM-CCA security using additional generic primitives, whose
efficient instantiation for TPOKÉ remains open.

The rest of the paper is organized as follows. Section 2 recalls the required
isogeny and TPKE background. Sections 3 and 4 present S-TPOKÉ and Ch-
TPOKÉ, respectively, and provide the corresponding security proofs. Section 5
analyzes concrete attacks, Section 6 selects parameters and compares the con-
structions, and Section 7 concludes.
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2 Preliminaries

In this section, we introduce the mathematical and cryptographic preliminar-
ies used in this paper. Section 2.1 fixes notation, and Section 2.2 describes the
isogeny representations used in our constructions. Section 2.3 reviews the rele-
vant interface of POKÉ, and Section 2.4 recalls threshold public-key encryption
and SIM-CPA security. We use standard facts about elliptic curves and isoge-
nies [57] and principally polarized abelian surfaces [43].

2.1 Notation

We use the following notation throughout the paper.
For a positive integer n, we write Zn := Z/nZ. For a ring R, R× and SL2(R)

denote its group of units and special linear group, respectively, and diag(u, v)
denotes the 2× 2 diagonal matrix with diagonal entries u, v ∈ R. For a finite set
A, we write a $← A to mean that a is sampled uniformly at random from A. If E
is an elliptic curve over a field K and N is a positive integer with char(K) ∤ N ,
then E[N ] denotes the N -torsion subgroup of E, and by a basis (P,Q) of E[N ]
we mean an ordered generating pair. For a matrix M = (mkℓ) ∈ M2(ZN ) and
points P,Q ∈ E[N ], we write M [P,Q]⊤ := [[m11]P +[m12]Q, [m21]P +[m22]Q]⊤.
Finally, we write eN for the Weil pairing on E[N ].

2.2 Computation of Isogenies

For isogenies ϕ : E → E1 and ψ : E → E2 of coprime degrees, we write ψ∗ϕ :
E2 → E3 for the pushforward of ϕ along ψ, which satisfies kerψ∗ϕ = ψ(kerϕ).
The codomain E3 coincides with that of the pushforward ϕ∗ψ up to isomorphism,
and we identify isomorphic curves throughout.

Definition 1 (Based on Definition 1 in [3]). Let q be a prime power, and
let ϕ : E → E′ be an isogeny between elliptic curves over Fq. An efficient rep-
resentation of ϕ is some data D ∈ {0, 1}∗ of polynomial size in log2(deg ϕ) and
log2 q such that the following algorithms exist:

– a polynomial-time algorithm that, on input D, produces the domain and
codomain of ϕ;

– a polynomial-time algorithm that, on input D, produces the degree deg ϕ;
– an algorithm that, on input D and a point P ∈ E(Fqr ), computes ϕ(P ) in

polynomial time in r log2 q and log2(deg ϕ).

We use two concrete types of efficient representation below.
First, fix a finite field Fq, polynomially small primes ℓ1, . . . , ℓn, and positive

integers e1, . . . , en. For an isogeny of degree
∏n
i=1 ℓ

ei
i , a generating set for its

kernel consisting of points rational over Fq is called a kernel representation.
Such a representation is evaluated using O(

∑n
i=1 eiℓi log2(ei + 1)) operations in

Fq, by combining Vélu’s formulas [59] with balanced strategies for evaluating
prime-power-degree isogenies [26, Sec. 4.2.2].
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Second, we use a two-dimensional isogeny to obtain efficient representations
of the isogenies in our schemes. The construction is based on the following form
of Kani’s lemma [35].

Theorem 1 (Kani’s Lemma from [40]). Let d1, d2 be positive integers with
gcd(d1, d2) = 1, and set N := d1 + d2. Let E0, E1, E

′
0, E

′
1 be elliptic curves

connected by the following commutative diagram of isogenies, and define

E0 E1

E′0 E′1

ϕ1

ϕ2 ϕ′
2

ϕ′
1

Φ :=
(
ϕ1 −ϕ̂′

2

ϕ2 ϕ̂′
1

)
: E0 × E′1 −→ E1 × E′0,

(P,Q) 7−→ (ϕ1(P )− ϕ̂′2(Q), ϕ2(P ) + ϕ̂′1(Q)),

where deg ϕi = deg ϕ′i = di for i ∈ {1, 2} and ϕ̂′i is the dual isogeny of ϕ′i. Then
Φ is an (N,N)-isogeny with kerΦ = {([−d1]P, (ϕ′2 ◦ ϕ1)(P )) | P ∈ E0[N ]}.

We apply the theorem with N = 2e, d1 = q, and d2 = 2e−q, as in FESTA [4]
and QFESTA [48]. For any basis (P,Q) of E0[2

e], the tuple (d1, (P, (ϕ
′
2◦ϕ1)(P )),

(Q, (ϕ′2 ◦ ϕ1)(Q))) determines kerΦ and hence Φ. Evaluating Φ on E0 × {0}
and {0} × E′1 yields evaluations of ϕ1, ϕ2, ϕ̂′1, ϕ̂′2. We call the tuple a Kani
representation of ϕ1, ϕ2, ϕ̂′1, ϕ̂′2. When E0[2

e] is Fp2 -rational, Φ can be constructed
from its kernel in O(e log2 e) field operations in Fp2 [25].

Although Φ yields ϕ̂′2 rather than ϕ′2, POKÉ shows how to evaluate ϕ′2 from
the Kani representation [3, Section 4.3, Algorithm 5, and Remark 6]. Hence, we
also call the tuple above a Kani representation of ϕ′2 ◦ ϕ1.

2.3 POKÉ

We recall only the interface of POKÉ [3] needed by our constructions and omit
its isogeny-generation procedures and optimizations. Fix integers a ≥ 2 and
b, c, f > 0 such that p = 2a3b5cf − 1 is prime. Then p ≡ 3 (mod 4), so the
curve E0 : y2 = x3 + x is supersingular over Fp2 . Fix bases (P0, Q0), (R0, S0),
and (X0, Y0) of E0[2

a], E0[3
b], and E0[5

c], respectively. Fix also a key-derivation
function KDF with output length ℓ, and set the message space to {0, 1}ℓ.

POKÉ uses the SIDH-like commutative diagram in Fig. 1 to derive the shared
basis (X ′1, Y

′
1), whose KDF output masks the message. Key generation deter-

mines the receiver’s secret isogeny ϕ1 : E0 → E1, while encryption samples
ψ0 : E0 → E′0 and computes ψ1 = (ϕ1)∗ψ0. During decryption, the receiver
reconstructs ϕ′1 = (ψ0)∗ϕ1 from the ciphertext and the secret key. Commutativ-
ity gives X ′1 = [δ5]ϕ

′
1(X

′
0) and Y ′1 = [δ5]ϕ

′
1(Y

′
0), so applying KDF to this basis

unmasks the message.
In key generation, the receiver samples q ∈ [1, 2a − 1] such that q(2a − q) is

coprime to 2, 3, 5, an isogeny ϕ1 : E0 → E1 of degree q(2a−q), and α2, β2 ∈ Z×2a ,
γ3 ∈ Z×

3b
, δ5 ∈ Z×5c . POKÉ gives two methods for generating ϕ1. The rigorous

method samples a random left End(E0)-ideal of norm q(2a − q) and converts it
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E0 E1

E′
0 E′

1

P0, Q0 ∈ E0[2
a]

R0, S0 ∈ E0[3
b]

X0, Y0 ∈ E0[5
c]

P1, Q1 := [α2]ϕ1(P0), [β2]ϕ1(Q0),
R1, S1 := [γ3]ϕ1(R0), [γ3]ϕ1(S0),
X1, Y1 := [δ5]ϕ1(X0), [δ5]ϕ1(Y0)

P ′
0, Q

′
0 := [ω2]ψ0(P0), [ω2

−1]ψ0(Q0)

(X ′
0, Y

′
0 )

⊤ := D5(ψ0(X0), ψ0(Y0))
⊤

P ′
1, Q

′
1 := [ω2]ψ1(P1), [ω2

−1]ψ1(Q1)

(X ′
1, Y

′
1 )

⊤ := D5(ψ1(X1), ψ1(Y1))
⊤

= ([δ5]ϕ
′
1(X

′
0), [δ5]ϕ

′
1(Y

′
0 ))

⊤

ϕ1

deg ϕ1 = q(2a − q)

ϕ′
1

ψ0 degψ0 = 3b ψ1

Fig. 1. Overview of POKÉ (adapted from [3]). Public parameters and annotations
are in black. Elements in red are the receiver’s secrets, elements in orange are part
of the public key, elements in blue are ephemeral secrets used during encryption, and
elements in cyan are part of the ciphertext. Purple indicates the shared basis, which is
not transmitted.

into ϕ1 with an ideal-to-isogeny algorithm, yielding a uniformly random isogeny
of the required degree [3, Section 4.1]. The heuristic method derives ϕ1 from
an endomorphism of E0 and is faster. Its security analysis assumes that the
resulting public-key distribution is computationally indistinguishable from the
distribution produced by the rigorous method [3, Section 5, Problem 10]. The
receiver outputs sk = (q, α2, β2, δ5) and pk = (E1, P1, Q1, R1, S1, X1, Y1), where
(P1, Q1) = ([α2]ϕ1(P0), [β2]ϕ1(Q0)), (R1, S1) = ([γ3]ϕ1(R0), [γ3]ϕ1(S0)), (X1,
Y1) = ([δ5]ϕ1(X0), [δ5]ϕ1(Y0)).

In encryption, the sender samples r3 ∈ Z3b and constructs ψ0 : E0 → E′0
and ψ1 : E1 → E′1 with kernels 〈R0 + [r3]S0〉 and 〈R1 + [r3]S1〉, respectively.
Since R1 = [γ3]ϕ1(R0) and S1 = [γ3]ϕ1(S0), kerψ1 = ϕ1(kerψ0), and hence
ψ1 = (ϕ1)∗ψ0. To mask the torsion-point images, the sender samples ω2 ∈ Z×2a
and D5 ∈ SL2(Z5c). For i ∈ {0, 1}, set [P ′i , Q

′
i]
⊤ = diag(ω2, ω

−1
2 )[ψi(Pi),

ψi(Qi)]
⊤, [X ′i, Y

′
i ]
⊤ = D5[ψi(Xi), ψi(Yi)]

⊤. The ciphertext is ct = ((E′0, P
′
0, Q

′
0,

X ′0, Y
′
0), (E

′
1, P

′
1, Q

′
1), ct), where ct = KDF(X ′1, Y

′
1)⊕msg.

For decryption, the receiver sets P ′′1 = [α−12 ]P ′1 and Q′′1 = [β−12 ]Q′1. Then
(q, (P ′0, P

′′
1 ), (Q

′
0, Q

′′
1)) is a Kani representation of ϕ′1 : E′0 → E′1. Evaluating

this representation on X ′0, Y
′
0 as in [3, Algorithm 5] gives X ′1 = [δ5]ϕ

′
1(X

′
0) and

Y ′1 = [δ5]ϕ
′
1(Y

′
0); the receiver then recovers msg.

POKÉ is IND-CPA secure in the random oracle model under C-POKE [3,
Theorem 8]. The C-POKE problem asks to recover the shared basis from the
public key and ciphertext data [3, Problem 7]; D-POKE is its decisional vari-
ant [3, Problem 9].
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Expτ
Π,A(1λ)

(C, stA)← A(1λ) // corrupt set C
assert C ⊆ {1, . . . , n} ∧ |C| < t

if τ = 0 then (pk, (skj)
n
j=1)← KGen(1λ)

if τ = 1 then (pk, (skj)j∈C, stSim)← Sim(1λ, C)
LEnc ← ∅; LChal ← ∅; P [·]← ∅; M [·]← ∅
stA ← (pk, (skj)j∈C, stA)

return AEncO,ChalO,ParDecO(stA)

EncO(msg)

if τ = 0 then
sample rnd; ct← Enc(pk,msg; rnd)

if τ = 1 then (ct, rnd, stSim)← Sim(msg, stSim)

LEnc ← LEnc ∪ {ct}; M [ct]← msg

return (ct, rnd)

ChalO(msg)

if τ = 0 then ct← Enc(pk,msg)

if τ = 1 then (ct, stSim)← Sim(stSim)

LChal ← LChal ∪ {ct}; M [ct]← msg

return ct

ParDecO(ct, j)

assert ct ∈ LEnc ∪ LChal

P [ct]← P [ct] ∪ {j}
if τ = 0 then pdj ← ParDec(skj , ct)

if τ = 1 then
if |P [ct] ∪ C| ≥ t ∧ ct ∈ LChal then
msg←M [ct]

(pdj , stSim)← Sim(ct,msg, j, stSim)

else (pdj , stSim)← Sim(ct, j, stSim)

return pdj

Fig. 2. SIM-CPA experiment for a (t, n)-TPKE Π, specialized from Figure 3 of
Brzuska, Klooß, and Woo [13]. The simulator Sim maintains state stSim.

2.4 Threshold Public-Key Encryption

Following Brzuska, Klooß, and Woo [13, Definitions 1 and 3 and Figure 3], we
recall the syntax of threshold public-key encryption (TPKE) and SIM-CPA se-
curity under static corruption, specialized to our fixed (t, n) setting. We also
describe the trivial construction used in our comparison.

Definition 2. For positive integers t ≤ n and a message space M, a (t, n)-
TPKE consists of the following algorithms:

Key generation On input the security parameter 1λ, KGen(1λ) outputs a pub-
lic key pk and secret keys (ski)

n
i=1.

Encryption On input pk and msg ∈M, Enc(pk,msg) outputs a ciphertext ct.
Partial decryption On input ski and ct, ParDec(ski, ct) outputs a partial de-

cryption pdi.
Reconstruction On input pk, partial decryptions (pdi)i∈I from an index set

I ⊆ {1, . . . , n}, and ct, Rec(pk, (pdi)i∈I , ct) outputs a message msg.

For every msg ∈M and I ⊆ {1, . . . , n} with |I| ≥ t, correctness requires

Pr[Rec(pk, (pdi)i∈I , ct) = msg] = 1,

where (pk, (ski)
n
i=1)← KGen(1λ), ct← Enc(pk,msg), and pdi ← ParDec(ski, ct)

for every i ∈ I.

Definition 3. A (t, n)-TPKE Π is SIM-CPA secure (under static corruption)
if there exists a probabilistic polynomial-time simulator Sim such that, for every
probabilistic polynomial-time adversary A, the experiments Exp0Π,A and Exp1Π,A
in Fig. 2 are computationally indistinguishable. Restricting A to at most one
ChalO query gives single-challenge SIM-CPA security; restricting it to |C| = t−1
gives SIM-CPA security under static maximal corruption.
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Following Brzuska, Klooß, and Woo [13, Definition 4 and Theorem 3], we also
consider SIM-CPA security under static maximal corruption, a strictly weaker
notion than SIM-CPA security under static corruption. We prove S-TPOKÉ
SIM-CPA secure under static corruption. For Ch-TPOKÉ, we prove only SIM-
CPA security under static maximal corruption.

CPA-to-CCA transformation for TPKE. In the random oracle model, Brzuska,
Klooß, and Woo give a generic SIM-CPA-to-SIM-CCA transformation for TPKE
based on a simulation-extractable NIPoR proving that a ciphertext was gener-
ated using fresh, honestly sampled randomness [13, Theorem 10]. Such a NIPoR
can be built from NIZKs and CCA-secure public-key encryption, as established
in [13, Theorem 9 and Section 5.3] and [29, Section 4.4]. NIZKs for NP ex-
ist under standard post-quantum assumptions [21,51], but efficiently realizing
the transformation requires an efficient NIPoR, obtained directly or via an effi-
cient NIZK. Although Brzuska et al. do not state this transformation for static
maximal corruption, the proof in their full version forwards the corrupt set un-
changed, so it also applies when both notions are restricted to static maximal
corruption [12, Appendix F.2].

Trivial construction. Let SS be a perfect (t, n) secret-sharing scheme whose
shares lie in the message space of an IND-CPA-secure PKE. Encrypting them
under independent public keys yields a (t, n)-TPKE via the share-then-encrypt
template of Dodis and Katz [30]; we call its POKÉ instantiation the trivial con-
struction. Each party decrypts one share, and reconstruction recovers the mes-
sage from any t shares. We omit the CCA-secure Dodis–Katz variant, which adds
labeled encryption and a one-time strong EUF-CMA signature [30, Theorem 1].

For t = n, let Ki := KDF(X ′i, Y
′
i ) be the POKÉ mask for Pi. The n inde-

pendent POKÉ encryptions would contain the payloads ct i = msgi ⊕ Ki. We
replace them with their XOR ct ′ :=

⊕n
i=1 ct i = msg⊕K1⊕ · · ·⊕Kn. For t < n,

we use Shamir secret sharing over F2ℓ [54].

3 S-TPOKÉ

We present S-TPOKÉ and prove its SIM-CPA security under static corruption.

3.1 Overview of S-TPOKÉ

S-TPOKÉ uses the POKÉ public parameters. Fix positive integers a ≥ 2, b, c,
f such that p := 2a3b5cf − 1 is prime, and let the supersingular elliptic curve
E0/Fp2 be defined by y2 = x3 + x. Fix bases (P0, Q0), (R0, S0), (X0, Y0) of
E0[2

a], E0[3
b], E0[5

c]. Section 6 specifies the parameter sizes as functions of λ.
As illustrated in Fig. 3, S-TPOKÉ retains the n independent secret isogenies

ϕi : E0 → Ei of the trivial construction from Section 2.4, but uses one degree-3b
isogeny ψ0 : E0 → E′0 for all parties and sets ϕ′i := (ψ0)∗ϕi : E

′
0 → E′i.
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POKÉ

POKÉ
E0 E1

E2

E′
0 E′

1

E′
2

P1

P2

Fig. 3. A sketch of (2, 2)-S-TPOKÉ. Public parameters and annotations are in black.
Red and pink indicate P1 and P2 and their secrets, respectively. Elements in orange are
part of the public key. Elements in blue are ephemeral secrets used during encryption,
and elements in cyan are part of the ciphertext.

Thus the ciphertext contains the data on E′0 once and the data on E′i for
each i. Party Pi uses its secret key and the ciphertext to reconstruct ϕ′i, recovers
(X ′i, Y

′
i ) using ϕ′i, and outputs KDF(X ′i, Y

′
i ); for general (t, n), the sender secret-

shares the message and masks share i with KDF(X ′i, Y
′
i ).

Since only ψ0 is shared while the ϕi remain independent, the construction
also applies to the square-diagram schemes INKE [36], PIKE [14], and LIT-
SiGamal [46].

3.2 S-TPOKÉ Algorithms

We now specify S-TPOKÉ.{KGen,Enc,ParDec,Rec}. For t < n, assume n < 2ℓ

and let SS be Shamir’s (t, n) secret-sharing scheme over F2ℓ , with algorithms
SS.Share and SS.Rec [54]. We identify F2ℓ with {0, 1}ℓ.

Key Generation Algorithm The algorithm S-TPOKÉ.KGen does not depend
on t. For i = 1, . . . , n, the dealer repeatedly samples qi uniformly from [1, 2a−1]
until qi and 2a − qi are prime and qi(2

a − qi) is coprime to 2, 3, 5. The same
sampling method is used in Threshold PRISM [37, Section 4.3.1]. Requiring
both qi and 2a − qi to be prime prevents the attack discussed under Threshold-
specific attacks in Section 5. This condition preserves efficient key generation:
the Hardy–Littlewood estimate gives approximately 2C22

a/(a ln 2)2 candidates
for qi, where C2 ≈ 0.66 is the twin-prime constant [37, Section 4.3.1]. Thus, the
rejection sampler has an acceptance probability of order 1/a2, and its expected
number of trials is polynomial in a.

The dealer then uses either the rigorous or the heuristic method described
in Section 2.3 to complete POKÉ.KGen with q fixed to qi and obtain (ski, pki);
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write ϕi : E0 → Ei for the secret isogeny. The dealer gives ski to party Pi and
publishes pk := (pk1, . . . , pkn).

Encryption Algorithm On input pk = (pk1, . . . , pkn) and msg, the algorithm
S-TPOKÉ.Enc samples r3 ∈ Z3b and constructs a single isogeny ψ0 : E0 → E′0
with kerψ0 = 〈R0 + [r3]S0〉. It also samples ω2 ∈ Z×2a and D5 ∈ SL2(Z5c), and
sets P ′0 := [ω2]ψ0(P0), Q

′
0 := [ω−12 ]ψ0(Q0), [X

′
0, Y

′
0 ]
⊤ := D5[ψ0(X0), ψ0(Y0)]

⊤.
For each i = 1, . . . , n, using the public-key component pki, it constructs

ψi : Ei → E′i with kernel 〈Ri + [r3]Si〉. Since Ri and Si use the same mask γ3,i,
we have ψi = (ϕi)∗ψ0. It computes the ciphertext points P ′i := [ω2]ψi(Pi) and
Q′i := [ω−12 ]ψi(Qi), the shared basis [X ′i, Y

′
i ]
⊤ := D5[ψi(Xi), ψi(Yi)]

⊤, and the
mask Ki := KDF(X ′i, Y

′
i ).

For the direct (n, n) construction, the message is encrypted as ct ′ := msg ⊕
K1 ⊕ · · · ⊕Kn. The ciphertext is ct := ((E′0, P

′
0, Q

′
0, X

′
0, Y

′
0), (E

′
1, P

′
1, Q

′
1), . . . ,

(E′n, P
′
n, Q

′
n), ct

′).
For the (t, n) version with t < n, the sender computes (msg1, . . . ,msgn) ←

SS.Share(msg) and sets ct i := msgi ⊕Ki for each i = 1, . . . , n. The ciphertext is
ct := ((E′0, P

′
0, Q

′
0, X

′
0, Y

′
0), (E

′
1, P

′
1, Q

′
1), . . . , (E

′
n, P

′
n, Q

′
n), (ct1, . . . , ctn)).

Partial Decryption Algorithm Given ski and a ciphertext ct, party Pi parses
the data on E′0 and the component (E′i, P ′i , Q′i). It follows the POKÉ decryption
algorithm from Section 2.3 to recover the basis (X ′i, Y

′
i ) and outputs the partial

decryption pdi := KDF(X ′i, Y
′
i ).

Reconstruction Algorithm For the direct (n, n) construction, on input all n
partial decryptions, the reconstruction algorithm parses the final component ct ′
of ct and outputs msg := ct ′⊕pd1⊕· · ·⊕pdn; if fewer than n partial decryptions
are supplied, it outputs ⊥.

For the (t, n) version with t < n, if |I| < t, the reconstruction algorithm
outputs ⊥. Otherwise, for each i ∈ I, it computes msgi := ct i ⊕ pdi. It then
outputs SS.Rec(I, {(i,msgi)}i∈I).

Correctness. Correctness follows from that of POKÉ on each square, since shar-
ing ψ0 across the squares does not change the POKÉ decryption relation. For
t < n, it additionally follows from the correctness of SS.

3.3 SIM-CPA Security of S-TPOKÉ

In this subsection, we introduce a star-shaped computational generalization of
C-POKE and use it to state the SIM-CPA guarantee of S-TPOKÉ. The special
case (1, 1) coincides with C-POKE conditioned on q and 2a − q being prime.

Problem 1. For integers n, k with n ≥ k ≥ 1, the (k, n)-S-C-POKE problem is
defined as follows.
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– Let E0 be a supersingular elliptic curve with known endomorphism ring, and
let (P0, Q0), (R0, S0), (X0, Y0) be bases of E0[2

a], E0[3
b], E0[5

c], respectively.
– For each i ∈ {1, . . . , n}, sample qi uniformly from [1, 2a − 1] conditioned on
qi and 2a−qi being prime and qi(2a−qi) being coprime to 2, 3, 5, and sample
an isogeny ϕi : E0 → Ei of degree qi(2a − qi) uniformly at random.

– For each i ∈ {1, . . . , n− k+1}, choose uniformly at random α2,i, β2,i ∈ Z×2a ,
γ3,i ∈ Z×

3b
, δ5,i ∈ Z×5c , and define Pi := [α2,i]ϕi(P0), Qi := [β2,i]ϕi(Q0),

Ri := [γ3,i]ϕi(R0), Si := [γ3,i]ϕi(S0), Xi := [δ5,i]ϕi(X0), Yi := [δ5,i]ϕi(Y0).
– Sample r3

$← Z3b and let ψ0 : E0 → E′0 be the isogeny with kernel 〈R0 +
[r3]S0〉. Define ψi := (ϕi)∗ψ0 : Ei → E′i for 1 ≤ i ≤ n.

– For each i ∈ {1, . . . , n}, let ϕ′i := (ψ0)∗ϕi : E
′
0 → E′i.

– Choose uniformly at random ω2 ∈ Z×2a and D5 ∈ SL2(Z5c) and, for each
i ∈ {0, . . . , n − k + 1}, define P ′i := [ω2]ψi(Pi), Q

′
i := [ω−12 ]ψi(Qi), [X ′i,

Y ′i ]
⊤ := D5[ψi(Xi), ψi(Yi)]

⊤.

Given as input E0, . . . , En, E′0, . . . , E′n, ((ϕi, qi))i=n−k+2,...,n, (ϕ′i)i=n−k+2,...,n,
(P0, Q0, R0, S0, X0, Y0), ((Pi, Qi, Ri, Si, Xi, Yi))i=1,...,n−k+1, (P ′0, Q′0, X ′0, Y ′0), and
((P ′i , Q

′
i))i=1,...,n−k+1, compute an index i ∈ {1, . . . , n−k+1} together with the

points X ′i, Y ′i , up to automorphism of E′i.

The theorem below states the SIM-CPA guarantee when S-TPOKÉ uses
the rigorous method for key generation. If S-TPOKÉ instead uses the heuristic
method for key generation, we assume, as in POKÉ, that its public-key distribu-
tion is computationally indistinguishable from the uniformly random distribution
produced by the rigorous method [3, Section 5, Problem 10].

Theorem 2. Suppose KDF is modeled as a random oracle and the (k, n)-S-
C-POKE problem is hard for all 1 ≤ k ≤ t. Then (t, n)-S-TPOKÉ is multi-
challenge SIM-CPA secure.

Proof. We prove the claim for the general share-based (t, n) construction with
t < n; the direct (n, n) construction is handled at the end.

We first define the stateful simulator. On initial input (1λ, C), it runs the
key-generation algorithm honestly, returns pk and (ski)i∈C , and retains all secret
keys. It answers EncO and the associated ParDecO queries honestly. For ChalO,
it independently samples r3

$← Z3b , ω2
$← Z×2a , D5

$← SL2(Z5c), (ct1, . . . ,

ctn)
$← ({0, 1}ℓ)n and forms the curve and torsion components as in encryption.

For a challenge ciphertext ct, it answers and caches ParDecO responses honestly
while |P [ct] ∪ C| < t.

When |P [ct] ∪ C| first reaches t, the simulator receives msg. Let J contain
the t − 1 previously queried or corrupted indices and set msgi := ct i ⊕ pdi for
i ∈ J , using honest partial decryptions for corrupted indices. Together with
f(0) = msg, the conditions f(i) = msgi for i ∈ J determine a unique polynomial
f of degree less than t. For the newly queried and all subsequent honest parties,
the simulator returns pdi := ct i ⊕ f(i).

We next prove single-challenge security. Let A be a PPT adversary with
non-negligible single-challenge advantage. By averaging over |C| ∈ {0, . . . , t−1},
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fix k ∈ {1, . . . , t} such that the product of Pr[|C| = k − 1] and the advantage
conditioned on this event is non-negligible. We construct an algorithm B for the
(k, n)-S-C-POKE problem; B aborts unless |C| = k − 1.

The algorithm B receives a (k, n)-S-C-POKE instance. After A outputs C,
B permutes the indices so that the k − 1 indices for which the instance gives
the explicit isogenies ϕi, ϕ′i are exactly the corrupted indices. For each i ∈ C, B
constructs (ski, pki) from qi, ϕi as in S-TPOKÉ.KGen and uses ϕ′i to compute
the challenge values P ′i := [α2,i]ϕ

′
i(P
′
0) and Q′i := [β2,i]ϕ

′
i(Q
′
0). For i /∈ C, the

public-key components and the challenge values P ′i , Q′i are taken from the S-C-
POKE instance. Hence the public key and the corrupted secret keys have the
same distribution as in the real experiment.

The algorithm B implements KDF as a lazy random oracle and records all
queries. It answers every EncO query by honest S-TPOKÉ encryption and stores
the encryption randomness; for ParDecO on such ciphertexts, it uses this ran-
domness to recompute the honest masks. When the unique ChalO(msg) query is
made, B samples ct1, . . . , ctn

$← {0, 1}ℓ independently and returns the cipher-
text ct := ((E′0, P

′
0, Q

′
0, X

′
0, Y

′
0), (E

′
1, P

′
1, Q

′
1), . . . , (E

′
n, P

′
n, Q

′
n), (ct1, . . . ,

ctn)). This is the simulator’s challenge distribution. B answers corrupted-party
ParDecO queries honestly. For a query ParDecO(ct, i) on the challenge cipher-
text with i /∈ C and |P [ct] ∪ C| < t, B does not know the basis (X ′i, Y

′
i ) and

therefore returns and caches a uniform string. This has the same distribution as
KDF(X ′i, Y

′
i ) unless A queries KDF at (X ′i, Y ′i ). Once |P [ct]∪ C| ≥ t, B receives

msg and completes the sharing as above.
It remains to compare this with the real τ = 0 single-challenge experiment.

Suppose A never queries KDF at (X ′i, Y ′i ) for an honest i /∈ C. While |P [ct]∪C| <
t, every unexposed mask makes its payload component uniform, and the values
(msgi)i∈C∪P [ct] are uniform by the privacy of Shamir sharing; once |P [ct] ∪ C|
reaches t, the completed sharing has exactly the conditional distribution of an
honest sharing of msg. Hence the challenge ciphertext and the entire partial-
decryption transcript are distributed as in the simulated experiment. Thus, any
non-negligible distinguishing advantage implies that A queries KDF at (X ′i, Y

′
i )

for some i /∈ C with non-negligible probability. Consequently, choosing uniformly
among A’s polynomially many KDF queries lets B solve S-C-POKE with non-
negligible probability.

S-TPOKÉ’s single-challenge security extends to multi-challenge security via
the standard hybrid argument. Such an implication can fail for TPKE in general
when a simulator’s response for one challenge depends on the order of partial-
decryption queries for other challenges [13, Section 3.4 and Theorem 5]; this
issue does not arise here, since the simulator maintains independent state for
each challenge. Since the KDF inputs for distinct challenges collide only with
negligible probability, the standard hybrid argument applies as in multi-challenge
PKE.

It remains to cover the direct (n, n) construction. The simulator has the same
initialization and EncO behavior as above. For ChalO, it samples the curve and
torsion components as above and ct ′

$← {0, 1}ℓ. It answers and caches chal-
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lenge partial decryptions honestly while |P [ct] ∪ C| < n. When a query for
the last missing party i makes |P [ct] ∪ C| = n, it receives msg and returns
pdi := ct ′ ⊕ msg ⊕

⊕
j ̸=i pdj , using honest partial decryptions for corrupted

parties and cached responses for queried honest parties. The same proof then
applies. ut

4 Ch-TPOKÉ

We present Ch-TPOKÉ, an (n, n) variant that chains the parties’ secret isoge-
nies, and prove its SIM-CPA security under static maximal corruption.

4.1 Overview of Ch-TPOKÉ

Ch-TPOKÉ uses the same public parameters a, b, c, f, p, E0, (P0, Q0), (R0, S0),
(X0, Y0) as S-TPOKÉ.

For Ch-TPOKÉ, we fix a basis-derivation algorithm Basis5c with determin-
istic output and expected polynomial running time, following [19, Section 3]
and [47, Section 4 and Remark 1]. On input a curve E, it outputs a basis of
E[5c], allowing parties to agree on the same basis without communication. We
write Basis5c(E, ζ) for the variant that additionally rescales the first basis point
so that the Weil pairing of the two output points equals a given primitive 5c-th
root of unity ζ. Computing the rescaling factor amounts to solving a discrete
logarithm in a group of order 5c, which the Pohlig–Hellman algorithm does in
time polynomial in c and log p since 5c is smooth.

As illustrated in Fig. 4, Ch-TPOKÉ uses a chain ϕi : Ei−1 → Ei and propa-
gates one degree-3b isogeny ψ0 : E0 → E′0 through ψi := (ϕi)∗ψi−1. The public
key omits the 5c-torsion bases on E1, . . . , En−1. Each party returns a restricted
map, represented by its action on a deterministically chosen 5c-torsion basis; the
reconstruction algorithm composes these maps to recover (X ′n, Y ′n). The message
can be recovered only after composing all n maps, so extending Ch-TPOKÉ to
(t, n) with t < n is not immediate.

The construction also applies to PIKE [14] and LIT-SiGamal [46], which
expose decryption maps that can be composed in the same way. It does not
apply directly to INKE [36], whose shared secret is an intermediate curve in
a two-dimensional isogeny representation rather than torsion points or their
pairings.

4.2 Ch-TPOKÉ Algorithms

We now specify Ch-TPOKÉ.{KGen,Enc,ParDec,Rec}. These four algorithms
form an (n, n)-TPKE scheme.
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POKÉ

E0

E′
0

E1

E′
1

P1

X0, Y0 ∈ E0[5
c] X1, Y1

(X ′
0, Y

′
0 )

⊤ := D5(ψ0(X0), ψ0(Y0))
⊤

ϕ1

deg ϕ1 = q1(2
a − q1)

ϕ′
1

g1 := ([δ5,1] ◦ ϕ′
1)|E′

0[5
c]

ψ0degψ0 = 3b ψ1

E2

E′
2

P2

X2 := ([δ5,2δ5,1] ◦ ϕ2 ◦ ϕ1)(X0),
Y2 := ([δ5,2δ5,1] ◦ ϕ2 ◦ ϕ1)(Y0)

(X ′
2, Y

′
2 )

⊤ := D5(ψ2(X2), ψ2(Y2))
⊤

= ((g2 ◦ g1)(X ′
0), (g2 ◦ g1)(Y ′

0 ))
⊤

ϕ2

deg ϕ2 = q2(2
a − q2)

ϕ′
2

g2 := ([δ5,2] ◦ ϕ′
2)|E′

1[5
c]

ψ2

Fig. 4. A sketch of (2, 2)-Ch-TPOKÉ. Public parameters and annotations are in black.
Red and pink indicate P1 and P2 and their secrets, respectively. Elements in orange are
part of the public key, except for the struck-through pair, which is never transmitted.
Elements in blue are ephemeral secrets used during encryption, and elements in cyan
are part of the ciphertext. Green denotes the restricted maps gi represented by the
partial-decryption shares, and purple indicates the shared secrets. The 2a- and 3b-
torsion points are omitted; they behave as in POKÉ.

Key Generation Algorithm As in S-TPOKÉ, the dealer samples each qi so
that qi and 2a− qi are prime and qi(2a− qi) is coprime to 2, 3, 5; it also requires
the 2n primes q1, 2a − q1, . . . , qn, 2a − qn to be distinct, so that the deg ϕi are
pairwise coprime. For each i = 1, . . . , n, it also samples the masking scalars
α2,i, β2,i ∈ Z×2a , γ3,i ∈ Z×

3b
, and δ5,i ∈ Z×5c independently and uniformly.

The dealer next samples a secret isogeny chain E0
ϕ1−→ E1

ϕ2−→ · · · ϕn−−→ En,
with deg ϕi = qi(2

a − qi). Applying POKÉ key generation independently at
each step would require an explicit presentation of End(Ei−1) for every i. We
instead generate the chain by combining the rigorous key-generation method of
POKÉ [3, Section 4.1] with the ideal-pushforward method used in SQIsign2D-
West [2, Section 2.1]. The rigorous method uses the Deuring correspondence to
sample a left End(E0)-ideal corresponding to an isogeny ηi : E0 → Fi of de-
gree qi(2a − qi). Set ϕ(0) := idE0

. By the sampling condition above, deg ϕ(i−1)
and deg ηi are coprime, so ϕ(i−1) sends degree-deg ηi kernels bijectively, and
pushing forward the uniform ηi yields a uniformly distributed ϕi. Given the ide-
als corresponding to ϕ(i−1) and ηi, the ideal-pushforward computation yields
ideals corresponding to ϕi := (ϕ(i−1))∗ηi : Ei−1 −→ Ei and ϕ(i) := ϕi ◦
ϕ(i−1) [1, Section 3.1.6.1]. An applicable ideal-to-isogeny algorithm—one based
on KLPT [38], Clapoti [49], or Qlapoti [9]—computes ϕ(i−1)(P0), ϕ

(i−1)(Q0),
ϕ(i)(P0), ϕ

(i)(Q0). Since deg ϕ(i−1) is odd,
(
ϕ(i−1)(P0), ϕ

(i−1)(Q0)
)

is a basis of
Ei−1[2

a], and
(
qi,

(
ϕ(i−1)(P0), ϕ

(i)(P0)
)
,
(
ϕ(i−1)(Q0), ϕ

(i)(Q0)
))

is a Kani repre-
sentation of ϕi. As in the rigorous key generation of POKÉ, this conversion
uses (3, 3)- and (5, 5)-isogenies in addition to (2, 2)-isogenies, since the available
2-power torsion alone is insufficient for our parameter set.
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The 2a- and 3b-torsion bases are then pushed forward one step at a time
along the chain and masked on each curve Ei: for every i = 1, . . . , n, the public
key contains Pi := [α2,i]ϕi(Pi−1), Qi := [β2,i]ϕi(Qi−1), Ri := [γ3,i]ϕi(Ri−1),
Si := [γ3,i]ϕi(Si−1). For the 5c-torsion, only the basis on En is published: writing
δ5 :=

∏n
i=1 δ5,i, the dealer computes Xn := ([δ5] ◦ ϕn ◦ · · · ◦ ϕ1)(X0) and Yn :=

([δ5]◦ϕn◦· · ·◦ϕ1)(Y0). Thus the public key reveals the masked torsion data needed
by encryption, while no 5c-torsion basis on Ei is published for i = 1, . . . , n− 1.

Finally, party Pi receives ski = (qi, α2,i, β2,i, δ5,i), and the public key is pk :=
((E1, P1, Q1, R1, S1), . . . , (En−1, Pn−1, Qn−1, Rn−1, Sn−1), (En, Pn, Qn, Rn, Sn,
Xn, Yn)).

Encryption Algorithm The message space of Ch-TPOKÉ is SL2(Z5c), and
we denote a message by Mmsg. In Ch-TPOKÉ.Enc, the sender samples r3 ∈ Z3b

and constructs ψ0 : E0 → E′0 with kernel 〈R0 + [r3]S0〉. For each i = 1, . . . , n, it
constructs ψi : Ei → E′i with kernel 〈Ri + [r3]Si〉; by the common scalar mask
on Ri, Si, this is the pushforward of ψi−1 along ϕi.

Next, the sender samples ω2 ∈ Z×2a and sets the masked 2a-torsion images
P ′i := [ω2]ψi(Pi) and Q′i := [ω−12 ]ψi(Qi) for all i = 0, . . . , n. For each i = 1, . . . , n,
party Pi uses (P ′i−1, Q′i−1) and (P ′i , Q

′
i) during partial decryption to reconstruct

a Kani representation of the pushforward ϕ′i : E′i−1 → E′i.
For the 5c-torsion part, the sender samples D5 ∈ SL2(Z5c) and sets [X ′0,

Y ′0 ]
⊤ := D5[ψ0(X0), ψ0(Y0)]

⊤, [X ′n, Y
′
n]
⊤ := D5[ψn(Xn), ψn(Yn)]

⊤. The pair
(X ′0, Y

′
0) is included in the ciphertext, while (X ′n, Y ′n) is used to mask the message

matrix.
The sender also sets (U, V ) := Basis5c(E

′
n, e5c(Xn, Yn)

3b). Since degψn = 3b

and D5 ∈ SL2(Z5c), we have e5c(Xn, Yn)
3b = e5c(X

′
n, Y

′
n). Hence the change-

of-basis matrix from (X ′n, Y
′
n) to (U, V ) has determinant 1, so there is a unique

matrix M ∈ SL2(Z5c) satisfying [U, V ]⊤ =M [X ′n, Y
′
n]
⊤; its entries are the coor-

dinates of U and V with respect to (X ′n, Y
′
n), computed by the Pohlig–Hellman

algorithm over Z5c . The sender sets C :=M ·Mmsg. The ciphertext is ct := ((E′0,
P ′0, Q

′
0, X

′
0, Y

′
0), (E

′
1, P

′
1, Q

′
1), . . . , (E

′
n, P

′
n, Q

′
n), C).

Partial Decryption Algorithm The algorithm Ch-TPOKÉ.ParDec is run lo-
cally by each party. Party Pi does not attempt to recover (X ′n, Y

′
n) on E′n[5

c].
Instead, given ski = (qi, α2,i, β2,i, δ5,i) and the ciphertext, it unmasks P ′i , Q′i
to obtain the exact images ([α−12,i ]P

′
i , [β

−1
2,i ]Q

′
i), so that (qi, (P ′i−1, [α−12,i ]P

′
i ),

(Q′i−1, [β
−1
2,i ]Q

′
i)) is a Kani representation of ϕ′i : E′i−1 → E′i. The party sets

(Bi−1,1, Bi−1,2) := Basis5c(E
′
i−1), computes Zi,X := [δ5,i]ϕ

′
i(Bi−1,1) and Zi,Y :=

[δ5,i]ϕ
′
i(Bi−1,2), and outputs pdi := (Zi,X , Zi,Y ). Thus, pdi represents the re-

stricted map gi := ([δ5,i] ◦ ϕ′i)|E′
i−1[5

c].

Reconstruction Algorithm The reconstruction algorithm outputs ⊥ unless
all n partial decryptions are supplied. It then checks every pdi = (Zi,X , Zi,Y ): the
two points must lie in E′i[5c] and form a basis; otherwise, it outputs ⊥. For each



16 T. Takatera et al.

i = 1, . . . , n, let Bi−1,1 and Bi−1,2 be the two points output by Basis5c(E
′
i−1).

Then pdi determines gi, the unique Z5c -linear isomorphism E′i−1[5
c] → E′i[5

c]
such that gi(Bi−1,1) = Zi,X and gi(Bi−1,2) = Zi,Y . The reconstruction algorithm
sets (X ′n, Y

′
n) := ((gn ◦ · · · ◦ g1)(X ′0), (gn ◦ · · · ◦ g1)(Y ′0)).

From this point on, reconstruction mirrors the final step of encryption. Using
Xn, Yn from pk, it sets (U, V ) := Basis5c(E

′
n, e5c(Xn, Yn)

3b). If there is no matrix
M ∈ SL2(Z5c) satisfying [U, V ]⊤ = M [X ′n, Y

′
n]
⊤, it outputs ⊥; otherwise, it

computes the unique such matrix and outputs Mmsg :=M−1 · C.

Correctness. For honestly generated keys and ciphertexts, the partial decryption
pdi gives the images of Basis5c(E′i−1) under gi, so the reconstruction algorithm re-
covers gi on E′i−1[5c]. Hence gn◦· · ·◦g1 is the restriction of [δ5]◦ϕ′n◦· · ·◦ϕ′1, where
δ5 :=

∏n
i=1 δ5,i. The ciphertext basis satisfies [X ′0, Y

′
0 ]
⊤ = D5[ψ0(X0), ψ0(Y0)]

⊤,
and scalar multiplication by δ5 commutes with the matrix D5 on 5c-torsion. To-
gether with ϕ′i ◦ ψi−1 = ψi ◦ ϕi, this gives the same pair (X ′n, Y

′
n) as the sender

computes. Thus, encryption and reconstruction obtain the same basis (U, V ) =

Basis5c(E
′
n, e5c(Xn, Yn)

3b), the same matrix M with [U, V ]⊤ =M [X ′n, Y
′
n]
⊤, and

the reconstruction algorithm outputs M−1C =Mmsg.

4.3 SIM-CPA Security of Ch-TPOKÉ under Maximal Corruption

We prove the SIM-CPA security of Ch-TPOKÉ under static maximal corruption
using the (j, n)-Ch-D-POKE problem, where j is the index of the unique uncor-
rupted party. Hardness is required for every j because the exposed boundary
data and the other chain edges make the positions distributionally asymmetric.
The special case (1, 1) coincides with D-POKE conditioned on q and 2a−q being
prime.

Problem 2 ((j, n)-Ch-D-POKE). For positive integers j ≤ n, (j, n)-Ch-D-POKE
is defined as follows.

– Sample q1, . . . , qn uniformly from [1, 2a − 1], conditioned on q1, 2a − q1, . . . ,
qn, 2

a− qn being distinct primes other than 2, 3, 5. Sample uniform isogenies
ϕi : Ei−1 → Ei of degree qi(2a − qi) for 1 ≤ i ≤ n.

– Let ϕ(j) := ϕj ◦ · · · ◦ ϕ1. Choose uniformly at random α2,j , β2,j ∈ Z×2a , γ3,j ∈
Z×
3b
, δ5,j ∈ Z×5c , and define Pj := [α2,j ]ϕ

(j)(P0), Qj := [β2,j ]ϕ
(j)(Q0), Rj :=

[γ3,j ]ϕ
(j)(R0), Sj := [γ3,j ]ϕ

(j)(S0), Xj := [δ5,j ]ϕ
(j)(X0), Yj := [δ5,j ]ϕ

(j)(Y0).
– Sample r3

$← Z3b and let ψ0 : E0 → E′0 have kernel 〈R0 + [r3]S0〉. For
1 ≤ i ≤ n, define ψi := (ϕi)∗ψi−1 and ϕ′i := (ψi−1)∗ϕi : E

′
i−1 → E′i.

– Choose uniformly at random ω2 ∈ Z×2a and D5 ∈ SL2(Z5c) and, for each i ∈
{0, j}, define P ′i := [ω2]ψi(Pi), Q

′
i := [ω−12 ]ψi(Qi), [X

′
i, Y

′
i ]
⊤ := D5[ψi(Xi),

ψi(Yi)]
⊤.

– Let τ $← {0, 1} and let (X1, Y 1) be a uniformly random ordered basis of
E′j [5

c] with prescribed pairing e5c(X
1, Y 1) = e5c(X

′
j , Y

′
j ) = e5c(Xj , Yj)

3b .
Set (X0, Y 0) := (X ′j , Y

′
j ).
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Given as input E0, . . . , En, E′0, . . . , E′n, ((ϕi, qi))i∈{1,...,n}\{j}, (ϕ′i)i∈{1,...,n}\{j},
(P0, Q0, R0, S0, X0, Y0),(Pj , Qj , Rj , Sj , Xj , Yj), (P ′0, Q′0, X ′0, Y ′0), (P ′j , Q′j), and
(Xτ , Y τ ), compute τ .

Theorem 3. Suppose that the (j, n)-Ch-D-POKE problem is hard for every
j ∈ {1, . . . , n}. Then Ch-TPOKÉ is SIM-CPA secure under static maximal cor-
ruption.

Proof. In the maximal-corruption experiment, the adversary outputs a corrupt
set C of size n − 1; write j for the unique index outside C. As in the proof of
Theorem 2, the stateful simulator initializes honestly and answers EncO and the
associated partial-decryption queries honestly. For ChalO, it generates the curve
and torsion components exactly as in encryption and samples C $← SL2(Z5c)
independently.

The simulator computes corrupted-party partial decryptions honestly. When
the uncorrupted party j is queried on a challenge, |P [ct]∪C| = n, so the simula-
tor receives Mmsg. It computes (U, V ) as in encryption and sets M⋆ := CM−1msg.
Let H⋆ : E′0[5

c] → E′n[5
c] be the unique isomorphism satisfying [U, V ]⊤ =

M⋆[H⋆(X ′0),H
⋆(Y ′0)]

⊤. From the corrupted keys it recovers every gi for i 6= j
and defines g⋆j := (gn ◦ · · · ◦ gj+1)

−1 ◦H⋆ ◦ (gj−1 ◦ · · · ◦ g1)−1, where empty com-
positions are identity maps. It returns the images of Basis5c(E′j−1) under g⋆j and
caches this partial decryption. Since the reconstructed matrix is M⋆, reconstruc-
tion returns (M⋆)−1C = Mmsg. The simulator maintains g⋆j separately for each
challenge ciphertext, so, as in the proof of Theorem 2, switching the challenge
ciphertexts one at a time reduces the multi-challenge case to the single-challenge
case.

It remains to prove single-challenge security. By averaging, fix an index j⋆

such that the product of Pr[C = {1, . . . , n} \ {j⋆}] and the single-challenge ad-
vantage conditioned on this event is non-negligible. Let B be given a (j⋆, n)-Ch-
D-POKE instance. It runs A and aborts unless A outputs C = {1, . . . , n} \ {j⋆}.
As in the proof of Theorem 2, B constructs the Ch-TPOKÉ public key and
the corrupted parties’ secret keys from the instance, sampling their masking
scalars. It treats the data at j⋆ as the output of the first j⋆ key-generation steps,
so it does not apply another prefix mask to (Xτ , Y τ ). It then propagates the
points through the known suffix isogenies. This gives the honest key-generation
distribution. It gives the keys to A and answers EncO queries honestly. For a
partial-decryption query on an EncO ciphertext, the stored encryption random-
ness determines the isomorphism H : E′0[5

c] → E′n[5
c] satisfying H(X ′0) = X ′n

and H(Y ′0) = Y ′n; together with the known gi for i 6= j⋆, this also determines
the missing partial decryption. B answers challenge partial-decryption queries
for corrupted parties using their secret keys. On the unique ChalO(msg) query,
B forms the ciphertext as in Ch-TPOKÉ.Enc. Using the known maps gi for
i > j⋆, it sets (X̃τ

n , Ỹ
τ
n ) :=

(
(gn ◦ · · · ◦ gj⋆+1)(X

τ ), (gn ◦ · · · ◦ gj⋆+1)(Y
τ )
)
. With

(U, V ) computed as in encryption, it takes the unique Mτ ∈ SL2(Z5c) satisfying
[U, V ]⊤ =Mτ [X̃

τ
n , Ỹ

τ
n ]
⊤, sets C :=Mτ ·Mmsg, and returns the ciphertext.
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The two cases in the Ch-D-POKE instance match the two single-challenge
experiments. For the real basis, the ciphertext is an honest Ch-TPOKÉ en-
cryption. For an independent basis with the prescribed Weil pairing, the bi-
jective suffix maps preserve uniformity within the corresponding pairing class;
hence Mτ , and therefore C, is uniform in SL2(Z5c), as in the simulated exper-
iment. Until j⋆ is queried on the challenge ciphertext, every partial decryp-
tion returned for that ciphertext is computed from a corrupted secret key.
If j⋆ is queried, B lets Hτ : E′0[5

c] → E′n[5
c] be the unique isomorphism

sending (X ′0, Y
′
0) to (X̃τ

n , Ỹ
τ
n ), and returns the images of Basis5c(E

′
j⋆−1) un-

der gτj⋆ := (gn ◦ · · · ◦ gj⋆+1)
−1 ◦ Hτ ◦ (gj⋆−1 ◦ · · · ◦ g1)−1. For τ = 0, we have

H0 = gn ◦ · · · ◦ g1, so g0j⋆ is the honest partial-decryption map. For τ = 1,
this query makes |P [ct] ∪ C| = n, so the ideal experiment supplies Mmsg to
the simulated partial-decryption procedure. Since Mτ = CM−1msg and [U, V ]⊤ =

Mτ [Hτ (X
′
0),Hτ (Y

′
0)]
⊤, the uniqueness of H⋆ gives Hτ = H⋆. Thus gτj⋆ is ex-

actly the programmed partial-decryption map defined above. Consequently, any
non-negligible single-challenge distinguisher gives a non-negligible solver for the
(j⋆, n)-Ch-D-POKE problem, contradicting the assumed hardness for j⋆. ut

5 Concrete Attacks against TPOKÉ

The attacks analyzed in the POKÉ paper also apply to TPOKÉ [3, Sections 5
and 6]; here, we focus on attacks identified since the publication of POKÉ and
on the security effects of features specific to TPOKÉ.

Generic isogeny attack. Under a heuristic assumption, Wesolowski gives a Las
Vegas algorithm for the general supersingular isogeny problem, with expected
time and memory both p1/3+o(1) [60, Corollary 1.2 and Section 1.1]. We therefore
require p ≥ 23λ, so that the attack’s estimated cost is at least 2λ.

Exhaustive search for qi. Unlike POKÉ, TPOKÉ samples each qi conditioned on
both qi and 2a− qi being prime. Of the attacks analyzed for POKÉ, this change
affects only the exhaustive search for qi [3, Sections 5 and 6]. As shown in the
description of S-TPOKÉ key generation, the conditioning reduces the number
of candidates from Θ(2a) to Θ(2a/a2). For each candidate, the attack computes
a four-dimensional representation of ϕi from the published 3b-torsion data [3,
Sections 6.1 and 7.1]. This step costs Θ̃(a2) bit operations [22, Section 4.1 and
Appendix E]. The total estimated cost therefore remains Θ̃(2a), so a ≈ λ still
provides λ-bit security against this attack.

Weak-key attack. Fix a divisor D′ | 3b5c with D′ ≥ 2a−1 and a square-free inte-
ger r. From the public parameters and pki, Moriya’s weak-key attack [45, Theo-
rem 11 and Algorithm 2] recovers ϕi in polynomial time if (D′)2−deg ϕi = ru2 for
some u ∈ Z. We assume that Moriya’s heuristic remains valid under TPOKÉ’s
prime-conditioned sampling of qi. For one party, testing M values of r costs
Õ(M) and succeeds with probability εM = O(

√
M/2a). For a corrupt set C,
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recovering any of the n− |C| honest keys has probability at most (n− |C|)εM =
O((n− |C|)

√
M/2a) by a union bound. Breaking S-TPOKÉ instead requires re-

covering t−|C| such keys. Even allowing correlations among the parties’ weak-key
events, Markov’s inequality bounds the probability that at least t − |C| honest
keys are recovered by (n − |C|)εM/(t − |C|) = O((n − t + 1)

√
M/2a). For poly-

nomial n, the asymptotic POKÉ-2D parameter choice remains unchanged [45,
Heuristic 1 and Theorem 19].

Threshold-specific attacks. From a single ciphertext, each corrupted party Pi
can reconstruct the pair (ϕi, ϕ

′
i), where ϕ′i = (ψ0)∗ϕi in S-TPOKÉ and ϕ′i =

(ψi−1)∗ϕi in Ch-TPOKÉ. Thus, corrupting several parties reveals several such
pairs. Unless both qi and 2a−qi are prime, these pairs enable the attack described
for Threshold PRISM, which uses Kani representations to recover ψ0 or ψi−1
from pushforward information. Threshold PRISM expects that the minimal k
such that a nonzero qi-torsion point is Fpk -rational satisfies k ≈ qi [37]. Requiring
both qi and 2a − qi to be prime therefore places the attack out of reach.

The attack of Maino and Petit [41, Problem 3 and Theorem 9] uses push-
forwards of attacker-chosen isogenies to construct a suitable endomorphism and
recover the secret isogeny underlying the pushforwards—ψ0 in S-TPOKÉ or, lo-
cally, ψi−1 in Ch-TPOKÉ. Threshold PRISM allows the attacker to choose the
isogenies and consequently admits polynomial-time key recovery [41, Section 6.2].
In S-TPOKÉ and Ch-TPOKÉ, however, the dealer samples the ϕi at random,
so an adversary cannot choose the isogenies whose pushforwards are revealed.
Applying the Maino–Petit method to these random samples has an estimated
quantum cost of 214λ/9−O(log λ). This cost exceeds 2λ. The estimate is heuristic:
their method searches for an auxiliary isogeny of degree about the rank-four
scale s4 = (3b)3/2

√
p ≈ 214λ/3 of the Hom lattice. Quantum claw finding costs

s
1/3
4 queries, as in the SIDH analysis [26, Section 5.1]; polynomially many com-

binations of the ϕi lower that degree only polynomially. See Appendix A for
details. For S-TPOKÉ, this also shows that the naive distributed key generation
protocol in which each party generates its own ϕi is not malicious-secure, since
a malicious party could choose ϕi.

Analyzing other attacks that exploit threshold-specific data with no analogue
in a single POKÉ instance remains open.

Remark 1. The dealer may instead sample E0 at random and include a defining
equation for E0 in the public key. It can obtain each ϕi by pushing an isogeny
from a curve E with known End(E) along a secret Φ : E → E0. This setup
hides the trapdoor description of End(E0) and therefore removes the free public-
endomorphism-ring input required for direct application of attacks such as the
Maino–Petit attack [41, Theorem 9]. We do not use this variant because the
public parameters no longer determine E0, and hence every public key must
additionally contain a defining equation for E0.

Adaptive attack. Moriya’s malformed-torsion attack applies to a TPOKÉ scheme
when decryption exposes a checking oracle [44, Section 4.2]. It does not appear
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Table 1. Communication costs in direct (n, n)-TPKE at security parameter λ.

Trivial S-TPOKÉ Ch-TPOKÉ
pk size 20nλ 20nλ 20nλ
pkcmp size (50/3)nλ (50/3)nλ ((47n+ 3)/3)λ
ct size (40n+ 1)λ (20n+ 21)λ (20n+ 21)λ
ctcmp size ((58n+ 3)/3)λ ((29n+ 32)/3)λ ((29n+ 32)/3)λ
Total pd size nλ nλ (40/3)nλ
Total pdcmp size nλ nλ (4/3)nλ

to apply to POKÉ4D, the four-dimensional variant of POKÉ [3, Section 4.4].
Both S-TPOKÉ and Ch-TPOKÉ can also be constructed from POKÉ4D, in
which case Moriya’s revised weak-key-resistant parameters are required [45, Sec-
tion 5.2]. At the security-definition level, the transformation of Section 2.4 would
rule out this chosen-ciphertext leakage. Efficient instantiation of its generic prim-
itives for our schemes remains open.

6 Parameter Selection and Comparison

The attacks in Section 5 do not suggest larger parameters, so we use the POKÉ
sizes a ≈ λ, 3b ≈ 22λ, and 5c ≈ 2λ/3 [3, Section 7.1]. These sizes give p ≈
2(10/3)λ > 23λ asymptotically, as required by the generic attack.

Following POKÉ [3, Section 7.1], we transmit coprime-order points as their
sums, represent a torsion basis with known Weil pairing by three coefficients,
and omit a deterministic 5c-torsion basis.

Ch-TPOKÉ omits the 5c-torsion bases on Ei for i < n, deterministically
derives (U, V ) from E′n and e5c(Xn, Yn)

3b , and encodes each partial decryption
by four coefficients. Since C ∈ SL2(Z5c), three entries suffice; the table rounds
| SL2(Z5c)| < 2λ up and counts C as λ bits.

At t = n, Table 1 compares the three constructions. S-TPOKÉ has the same
public key as the trivial construction, while both proposals use ciphertext torsion
data on n + 1 rather than 2n curves. As n grows, either ciphertext approaches
half the trivial construction’s size; Ch-TPOKÉ’s compressed public key is about
6% smaller than S-TPOKÉ’s.

For t < n, the trivial construction and S-TPOKÉ use n Shamir shares over
F2ℓ instead of the single ℓ-bit payload ct ′, adding (n− 1)ℓ ciphertext bits.

Main operation counts. Compared with the trivial construction, both proposed
schemes reduce the number of degree-3b isogenies in encryption from 2n to n+1.
Ch-TPOKÉ additionally requires five discrete logarithms in Z5c during encryp-
tion; five discrete logarithms, n + 1 matrix multiplications, and one inversion
during reconstruction; and, for compressed partial-decryption shares, four scalar
discrete logarithms per party to express the two output points in the determin-
istic torsion basis, with no corresponding cost for uncompressed shares.
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7 Conclusion

We proposed S-TPOKÉ for general t and Ch-TPOKÉ for t = n. Both asymp-
totically halve the trivial construction’s ciphertext size and encryption-isogeny
count. For Ch-TPOKÉ, we prove only SIM-CPA security under static maxi-
mal corruption. Open problems are further threshold-specific attack analysis,
sublinear-size public keys and ciphertexts, Ch-TPOKÉ for t < n, dealerless dis-
tributed key generation, and an efficient SIM-CPA-to-SIM-CCA instantiation.

A Application of the Maino–Petit Algorithm to TPOKÉ

Maino and Petit show how pushforwards of attacker-chosen isogenies can be used
to recover an unknown isogeny. We first recall the inputs and recovery strategy
of their attack and then examine whether corrupted TPOKÉ parties obtain the
required data. Throughout this section, the attacker is assumed to be quantum,
and every assumption we make is chosen in the attacker’s favor.

A.1 Overview of the Maino–Petit Attack

Let ψ : E → E′ be an unknown cyclic isogeny of degree d. For an integer
N coprime to d, the pushforward oracle accepts an attacker-chosen N -isogeny
σ : E → F and returns σ′ := ψ∗σ : E′ → F ′; we denote this oracle by OPUSH

ψ,N .
The computational isogeny pushforward problem asks for a representation of an
isogeny ψ̃ : E → E′ whose restriction to E[N ] agrees with that of ψ up to a
nonzero scalar [41, Problem 3].

We now assume that d = deg(ψ) =
∏r
j=1 ℓ

aj
j is smooth. Given θ ∈ End(E)

such that θ|E[d] = [µ]|E[d] for some µ ∈ Z/dZ, define the diagonalizable exponent
as follows.

Definition 4 ([41, Definition 8]). Let θ and d be as above. Let d′ be the
largest integer such that α0 := 2θ−tr(θ)

d·d′ is in End(E), every prime divisor of
d′ divides 2d, and α0|E[u] 6= [0]|E[u] for every u | d. Let α := ψ∗([d]α0). The
diagonalizable exponent is the largest integer m such that there exist distinct
i1, . . . , im ∈ {1, . . . , r} with α|E′[ℓij ]

= [0]|E′[ℓij ]
for every j = 1, . . . ,m.

Theorem 4 ([41, Theorem 9]). Let N ∈ O(poly(p)) and d =
∏r
j=1 ℓ

aj
j be two

coprime positive integers, and suppose ℓj ∈ O(poly(log(p))) and r ∈ O(log(p)).
Let E be a supersingular elliptic curve with known endomorphism ring, and let
θ ∈ End(E) satisfy θ|E[d] = [µ]|E[d] for some µ ∈ Z/dZ, θ ∈ End(E) \ Z, and
deg(θ) = N2e for some smooth e ∈ O(poly(p)). Consider a cyclic d-isogeny
ψ : E → E′. Then Algorithm 1 of Maino and Petit solves the computational
isogeny pushforward problem using two calls to OPUSH

ψ,N with time complexity

O
(
max{2m,

√
e} · poly(log(p))

)
,

where m is the diagonalizable exponent from Definition 4.
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The algorithm first computes θ′ := ψ∗θ ∈ End(E′) from two pushforward
queries. It then uses (θ, θ′) to recover the prime-power components of kerψ and
combines them to recover ψ.

The formal oracle restricts its inputs to one fixed degree N . The recovery
proof, however, only uses the pushforwards needed to compute θ′. If these push-
forwards are available directly, their degrees need not coincide.

A.2 Application to TPOKÉ

For S-TPOKÉ, let C denote the set of corrupted parties. For one challenge ci-
phertext, the unknown isogeny targeted by the Maino–Petit algorithm is ψ0 :
E0 → E′0, whose degree d := deg(ψ0) = 3b is public. For every i ∈ C, the ad-
versary uses the secret key and the ciphertext to reconstruct a representation of
ϕi : E0 → Ei and its pushforward ϕ′i = (ψ0)∗ϕi : E

′
0 → E′i; see Section 3.2. No

such pair is revealed for an honest party. Thus the adversary obtains exactly |C|
pushforward pairs (ϕi, ϕ

′
i)i∈C and uses them to attempt to recover ψ0. Because

the sender samples a fresh ψ0 for each ciphertext, pairs from different ciphertexts
cannot be combined in this algorithm.

In Ch-TPOKÉ, a corrupted party reconstructs ϕi : Ei−1 → Ei and ϕ′i =
(ψi−1)∗ϕi; see Section 4.2. If party i−1 is also corrupted, then, because key gen-
eration makes the degrees of the ϕj pairwise coprime, the pullbacks ϕ∗i−1ϕi =
(ϕ̂i−1)∗ϕi and (ϕ′i−1)

∗ϕ′i = (ϕ̂′i−1)∗ϕ
′
i are computable in polynomial time [53,

Propositions 6.4 and 6.15]. If a party is uncorrupted, the attacker cannot con-
tinue this sequence of pullbacks past that party, since computing them requires
information about that party’s ϕj . As the target here is ψ0 alone, we grant the
attacker all pullbacks to E0 nonetheless. This yields ϕ̃i and (ψ0)∗ϕ̃i, both of
degree deg(ϕi), and reduces to the S-TPOKÉ case analyzed below.

A.3 Endomorphism Construction

For every corrupted index i, the degree of ϕi is qi(2
a − qi). Under the in-

tended parameter generation, these degrees are squarefree and pairwise coprime.
The adversary can therefore compute pushforwards among the ϕi in polyno-
mial time [53, Proposition 6.15]. For example, define Φi,j := ((ϕi)∗ϕj) ◦ ϕi and
Φ′i,j := ((ϕ′i)∗ϕ

′
j) ◦ ϕ′i. Then Φ′i,j = (ψ0)∗Φi,j and deg(Φi,j) = deg(Φ′i,j) =

deg(ϕi) deg(ϕj). Iterating this construction over corrupted indices I gives iso-
genies ΦI and Φ′I = (ψ0)∗ΦI of degree DI := deg(ΦI) =

∏
i∈I deg(ϕi).

Let Φ := ΦI : E0 → EI and Φ′ := (ψ0)∗Φ : E′0 → E′I . Write D := DI . Given
an efficient representation of ΦI and a public description of End(E0), a quantum
attacker can compute End(EI) in polynomial time [16, Theorem 1.4].

Using ΦI , the attacker embeds End(EI) into End0(E0) by β 7→ D−1Φ̂I◦β◦ΦI .
It then represents Hom(EI , E0) as a connecting ideal and computes a basis by
standard quaternion-lattice arithmetic. To construct an endomorphism, consider
an isogeny η : EI → E0 satisfying

(η ◦ Φ)|E0[d]
= [µ], η ◦ Φ /∈ Z, (1)
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for some µ ∈ Z/dZ. Then θ = η ◦ Φ satisfies the scalar-action and non-scalar
conditions of Theorem 4 and has degree deg(θ) = D deg(η). The dual Φ̂ satisfies
the first condition because Φ̂ ◦ Φ = [D], but it does not satisfy the second
condition and must be excluded.

The attacker then needs an isogeny η′ : E′I → E′0 satisfying η′ ◦ Φ′ =
(ψ0)∗(η ◦ Φ). Thus θ′ := η′ ◦ Φ′ = (ψ0)∗θ, which can be used by the recovery
algorithm in Theorem 4. It remains to find η′, whose degree equals deg(η). The
following lattice calculation estimates deg(η). We assume that deg(η) is smooth.
The standard claw search for an isogeny of known smooth degree e costs O(

√
e)

classical and O(e1/3) quantum queries [26, Section 5.1]. The estimates below use
the quantum cost O(deg(η)1/3) for finding η′.

Finding η is a constrained shortest-vector problem. Equip L = Hom(EI , E0)
with the degree form. This is a rank-four lattice of covolume p/4 in the normal-
ization used here. Reduction modulo d identifies L/dL with the homomorphisms
between the d-torsion modules. Since d is coprime to D, the restriction of Φ to
E0[d] is an isomorphism. Composition with this restriction therefore defines an
isomorphism

ρΦ : L/dL −→ End(E0[d]), η + dL 7−→ (η ◦ Φ)|E0[d]
.

The first condition in Equation (1) defines the sublattice L′ ⊂ L whose reduction
modulo d is ρ−1Φ ((Z/dZ)I2). After choosing a basis of E0[d], the codomain of ρΦ is
M2(Z/dZ), which has d4 elements, whereas its scalar submodule (Z/dZ)I2 has d
elements. Hence [L : L′] = d3. These rank and covolume statements follow from
the level-structure Hom lattices of Borin et al. [10, Corollary 10 and Section 3.4].

The class of Φ̂ maps to the invertible scalar [D] on E0[d]. It therefore gener-
ates all scalar classes modulo d, which gives L′ = ZΦ̂+dL and covol(L′) = d3p/4.
The four-dimensional Minkowski estimate gives a shortest-vector degree of or-
der covol(L′)1/2 [10, Corollary 10]. Suppressing absolute constants, we therefore
write the rank-four scale as s4 := d3/2

√
p. When D < s4, Φ̂ is shorter than this

estimate, but Φ̂◦Φ = [D]. Since D is squarefree, there do not exist ξ ∈ L and an
integer κ > 1 such that Φ̂ = [κ] ◦ ξ: such an equality would give D = κ2 deg(ξ).
Thus the coordinates of Φ̂ in a Z-basis of L have greatest common divisor 1, so
elementary unimodular operations extend Φ̂ to a Z-basis of L. Because L′ has
fixed rank four, lattice enumeration finds a minimum-degree element of L′\ZΦ̂ in
polynomial time in the input length. Thus finding η is efficient once L is known;
the calculation below estimates its degree, which determines the cost of finding
η′. Let π denote orthogonal projection onto Φ̂⊥. The volume of the resulting
fundamental parallelepiped is ‖Φ̂‖ times the volume of its projected base. Since
‖Φ̂‖ =

√
D, this gives covol(π(L)) = (p/4)/

√
D. Moreover, L′ = ZΦ̂ + dL im-

plies π(L′) = dπ(L), whose covolume is d3(p/4)/
√
D. The resulting rank-three

shortest-vector degree scale is therefore s3(D) := d2(p/4)2/3D−1/3. In particu-
lar, s3(D)/s4 = 4−2/3(s4/D)1/3, so D � s4 makes the estimated degree of η
asymptotically larger than s4. When D � s4, Φ̂ is no longer a short vector of
L′, and excluding it does not change the rank-four estimate s4.
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A.4 Heuristic Security Estimate

The estimates below are heuristic: they estimate the cost of the known Maino–
Petit strategy, not of all possible attacks.

Even after constructing ΦI and Φ′I , a generic search for η′ still has an esti-
mated work factor greater than 2λ. The POKÉ parameter choices satisfy

a ≈ λ, 3b ≈ 22λ, 5c ≈ 2λ/3, p ≈ 210λ/3,

up to lower-order factors [3, Section 7.1]. A typical value of deg(ϕi) is ap-
proximately 22λ. For |I| = r, therefore, DI =

∏
i∈I deg(ϕi) ≈ 22rλ. Since

log2 s4 ≈ 14λ/3, the equality DI = s4 occurs at r ≈ 7/3. Hence DI � s4
for r = 1, 2, and substitution gives

log2 s3(DI) ≈
56− 6r

9
λ =

{
50λ/9, r = 1,

44λ/9, r = 2.

In this case, quantum claw finding costs approximately

s3(DI)
1/3 ≈

{
250λ/27, r = 1,

244λ/27, r = 2.

Both costs exceed s
1/3
4 ≈ 214λ/9, consistent with s3(DI) > s4 in this case.

Once θ′ is available, the Maino–Petit recovery step has constant diagonalizability
overhead because d = 3b. For r ≥ 3, we have DI � s4, and the estimated degree
is s4. Thus additional factors reduce the estimated cost only to s1/34 ≈ 214λ/9,
which remains above 2λ.

It remains to consider whether the attacker can improve this cost by sampling
polynomially many choices of ΦI . Borin et al. estimate the small-degree tail of
the first successive minimum of a scalar-level-structure Hom lattice of covolume
C by counting ideal classes. Their estimate gives, for d2 � x�

√
C,

Pr[deg(ηmin) ≤ x] ≈ k2
(

x√
C

)2

, C =
d3p

4
, k2 ∈ [3/2, 6], (2)

where ηmin denotes the shortest admissible non-scalar isogeny. This is Equa-
tion (21) of [10, Section 6.2] with the reciprocal ratio. We use the form above
because it agrees with the preceding Θ(x2) counting argument and yields their
Equation (22). Our analysis below relies only on this scaling.

Assume that Equation (2) applies to each of R choices of ΦI . In the small-
degree range, a union bound shows that the probability that at least one choice
gives degree at most x is O(Rx2/C). Constant success probability therefore
requires x ≳

√
C/R = s4/(2

√
R), and the quantum claw-finding cost satisfies

x1/3 ≳ C1/6R−1/6. (3)

For R = poly(λ), this is 214λ/9−O(log λ); moreover, the resulting degree remains
above d2 by an exponential factor, as required for the estimate above. Poly-
nomially many choices of ΦI can therefore provide only a polynomial-factor
improvement and do not decrease the exponential rate below 14λ/9.
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