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Abstract. We present SUCRE, a novel countermeasure designed to physically protect
the rejection sampling step of MLL-DSA, one of the post-quantum signature schemes
standardized by NIST. At the core of SUCRE is a masking gadget that securely un-
masks a vector while simultaneously applying a random permutation of its coefficients.
This lightweight mechanism preserves the vector’s infinity norm, enabling rejection
sampling to proceed as usual without requiring any complex mask conversions.

We formally prove that a d-probing adversary can learn at most some permuted
rejected values—information which, we show, should remain insufficient to endanger
the security of the signature scheme. This security argument relies on a new variant
of the Module Learning with Rounding (MLWR) assumption, for which we provide a
dedicated concrete security analysis to assess its hardness relative to the standard
MLWR assumption.

Our implementation of SUCRE achieves a significant performance improvement over
previous masked non-bitsliced implementations of rejection sampling—delivering four
to six times faster execution than Coron et al. (TCHES 2024)—albeit at the cost of
increased memory usage. Since the rejection step accounts for approximately 25%
of the total runtime in masked ML-DSA implementations, and given the expected
adoption of ML-DSA on embedded platforms, this speedup could significantly enhance
efficiency in real-world applications.

Keywords: ML-DSA - Dilithium - Masking - Module Learning With Rounding -
SCA countermeasure - Lattices - Permutation

Introduction

The new generation cryptographic algorithms has been designed with the looming threat
of an incoming quantum computer. For digital signature schemes, NIST has selected
several algorithms for standardization whose security is based either on hash-based
constructions—such as XMSS [BDH11], LMS, SLH-DSA [NIS24b] (formerly known as
SPHINCS+ [HBD*22])—or on structured lattice problems, namely Falcon [PFHT22]
and ML-DSA [NIS24a] (formerly known as Crystals-Dilithium [LDK"22]). Among these,
ML-DSA stands out as the most promising candidate for widespread deployment, thanks
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2 Shuffle-and-Unmask Countermeasure for REjection Sampling

to its conceptual simplicity and excellent overall performance. Its design follows the
Fiat-Shamir with Aborts transform, as introduced in [Lyu09], which relies on the use of
rejection sampling to prevent any leak of information about the secret key during the
signing process.

The anticipated widespread adoption of ML-DSA brings to the forefront the critical
issue of secure implementations and, in particular, of side-channel protection. Side-channel
attacks (SCA), introduced by Kocher et al. in their seminal work [KJJ99], exploit phys-
ical leakages—such as power consumption or electromagnetic emanations—to recover
intermediate values during the execution of a cryptographic primitive. Today, SCAs repre-
sent one of the most significant practical threats against cryptographic implementations
on embedded devices. The introduction of new post-quantum cryptographic schemes,
especially lattice-based ones, has spurred a new wave of highly effective side-channel
attacks [BDET18, UMTS24, GMRR22, ZLYW23, GR24], highlighting the urgent need for
dedicated countermeasures in this context.

One of the most prevalent techniques to thwart side-channel attacks is masking,
introduced independently in 1999 by Chari, Jutla, Rao, and Rohatgi [CJRR99], and by
Goubin and Patarin [GP99]. The core idea behind masking is to split each sensitive
variable in an implementation into d 4+ 1 shares: d shares are sampled uniformly at random,
and the final share is computed to ensure that the combination of all shares reconstructs
the original value (typically using a group operation—for instance, addition modulo ¢ for
arithmetic masking, or bitwise XOR for Boolean masking). The rationale is to increase the
attack’s difficulty: instead of learning directly from the sensitive variable, the adversary
must recover information on all the shares, which is significantly more challenging in
presence of noise.

To formally analyze the security of masking schemes, it is crucial to model the side-
channel leakage an attacker can exploit, which leads to the concept of leakage models. One
of the most well-known models is the d-probing model, introduced by Ishai, Sahai, and
Wagner in [[SWO03], where the attacker is allowed to directly observe the exact value of up
to d intermediate variables during a computation. The underlying intuition is that even
though all computations might leak, the attacker typically faces an exponential complexity
in the number of measurements required to combine noisy observations—a phenomenon
first formalized in [CJTRR99).

Building masking countermeasures for large circuits, even under the simple d-probing
model, remains a challenging task. A common approach is to decompose the circuit
into smaller blocks called gadgets, which implement basic masked operations. Secure
composition principles then allow these gadgets to be assembled into larger circuits, provided
that the gadgets meet certain security properties. In their seminal paper [ISW03], Ishai,
Sahai, and Wagner introduced the first secure gadgets for field addition and multiplication,
which can be composed arbitrarily. However, their construction requires 2d + 1 shares for
a security level d, which imposes a significant overhead. Subsequent works have largely
focused on optimizing this to the minimal number of shares, d+ 1, which is now considered
the standard. Another milestone in this direction was the introduction of the d-(strong)
non-interference property (d-(S)NI) in [BBD*16]. This property provides a composability
framework: by carefully arranging d-NI and d-SNI gadgets within a circuit, one can ensure
that the whole masked implementation remains secure in the d-probing model. Affine
operations can typically be implemented through efficient d-NI gadgets, and d-SNI secure
multiplications require a number of random values and operations quadratic in d.

In the case of lattice-based signature schemes, the design of masking countermeasures
becomes even more challenging, as the computations go far beyond simple affine operations
and multiplications. These schemes often involve more complex manipulations, which
require carefully crafted dedicated gadgets to limit the overhead induced by masking.
Moreover, several schemes—including ML-DSA—sometimes unmask intermediate values
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during the signing process to improve efficiency. For example, [BBET18], [GR20] and
[ABC™23] chose to unmask the commitment value in masked schemes following the Fiat-
Shamir with Aborts paradigm in order to avoid computing the hash function in masked
form. This creates an additional complication from a security perspective: the adversary
gains access to information that is not part of the usual output. In such cases, securing the
masked implementation not only requires proving that the leakage (including the values
observed via probes) can be simulated with at most d shares and these unmasked values,
but also demands an additional argument: one must ensure that the exposure of these
intermediate values (referred to as public outputs) does not compromise the underlying
security guarantees of the scheme, such as sUF-CMA for ML-DSA. This subtle but critical
point was first addressed in [BBET 18], where the authors analyzed the leakage of the
commitment value in ML-DSA’s predecessor, which is revealed to the adversary during the
signing process, and demonstrated how to formally integrate this into the security proof.

In essence, signing with ML-DSA consists in sampling a short nonce vector y. This is
turned into a commitment wy, which is hashed along with the message to sign to get a
so-called challenge. A response z to this challenge is computed using the signing key, and
returned if short enough. Otherwise, the signer restarts this process. While we know that
revealing rejected z leaks the signing key with as few as 2!0 signatures for ML-DSA-44
[ASY22, Section 3.3], it has not been investigated until now whether some small amount
of leakage on z can be tolerated by the scheme.

1.1 Technical Overview of our Contributions

We now present our contributions, highlighting the key observations and providing a brief
overview of our results.

The SUCRE countermeasure for rejection sampling. In ML-DSA, the rejection sampling
mechanism ensures that the signature components z and ro—which are sensitive vectors de-
rived from secret-dependent computations—satisfy specific infinity norm bounds. Existing
masked implementations often rely on heavy gadgets or expensive arithmetic-to-Boolean
conversions. While significant progress has been made on this topic, these conversions still
severely degrade performance. We refer to [CGV14, SPOG19, BC22, CGMZ22] for details
on these conversion techniques. Our first observation is that the infinity norms of z and rg
remain unchanged under any permutation of their coordinates. Leveraging this property,
we propose a new gadget that allows one to unmask and check the infinity norm of a
randomly permuted version of z or rg. As the permutation is randomly chosen for each call
to the infinity norm check, this thwarts statistical attacks that rely on recovering aborted
sensitive values. From a security perspective, our design also addresses the specific risk of
unusually large coordinates in z, which could reveal information about the secret key or
the permutation. To mitigate this, we apply a modular reduction before the norm check,
ensuring that the reduced z is uniformly distributed while preserving the correctness of the
rejection sampling. With this new design, our countermeasure significantly outperforms
existing non-bitsliced solutions in terms of speed performance (at the expense of memory
usage) thanks to its lighter operations, avoiding the overhead of conversion gadgets while
still providing strong protection against side-channel leakage. Its speed is also on par with
state of the art bitslice implementations from [ABC"23] (see Table 1 for an extract of
SUCRE performances). On the downside, our countermeasure requires more memory than
existing solutions, as it needs to store the random permutations. However, we believe that
this trade-off can be acceptable in practice, especially considering the significant speedup
achieved.
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Table 1: Performance comparison on Cortex-M4 (extracted from Table 6).

Speed performance (kilo-cycles) for ML-DSA-65
Algorithm # shares 2 4 6 8 10
Classical (unprotected) 23 23 23 23 23
[ SecBoundCheck [ABCT23] | 4354 | 15472 | 31234 [ 48376 | — |
[ RejectSampling [CGLT24] | 15612 | 56761 | 127094 [ 221437 | 353375 |
SUCRE (for z) 2398 9907 25549 43982 79188
SUCRE without modular reduction (for rq) 689 2320 4897 8455 12774

Existing physical attacks on rejection sampling. The rejection case in SUCRE gives
rise to a leakage of intermediate values during the rejection sampling process, namely
the tuple (w1, 7(z), 7(ro), c), where 7(z) denotes a permutation applied to z. To analyze
the potential impact of this leakage, we refer to recent works [AOVCG25, ZWSY25] that
exploit the knowledge of z and ¢ to formulate an Integer Linear Programming (ILP)
instance in order to recover the secret s;. However, such attacks heavily rely on the
assumption that the coordinate of z exceeding the bound can be associated with the
corresponding row of ¢, when c is viewed as a negacyclic matrix. In the case of SUCRE,
due to the permutation 7, the coordinates of 7(z) are no longer aligned with those of c,
and thus identifying this correspondence requires an exhaustive search over all possible
coordinate associations. This significantly increases the attack complexity and renders
such approaches impractical in the setting of SUCRE.

The Permuted Hint Module Learning with Rounding (7wnt-MLWR) problem and its
failed cryptanalysis. With our new countermeasure SUCRE, a d-probing attacker targeting
a masked ML-DSA implementation can gain access to the permutations of z and rg, as
well as the commitment wy, which is unmasked prior to the computation of the challenge ¢
in existing implementations [ABCT23, CGLT24]. This observation naturally leads to the
formalization of a new problem, which we call the Permuted Hint Module Learning with
Rounding (mnt-MLWR) problem. This problem captures the adversary’s knowledge of both
the public commitment wi—which corresponds to a classical MLWR instance—and the
additional side information stemming from the probing of z and rg. In this paper, we
present an initial cryptanalysis of the mnt-MLWR problem, focusing on its search variant.
Our investigation considers two strategies: (1) recovering the permutation using techniques
from Permuted Kernel Problem (PKP) cryptanalysis, and (2) treating the permuted
secret and error vectors as perfect hints, in the sense of the LWE with Side Information
framework [DDGR20]. While preliminary, our analysis suggests only a minor reduction in
security relative to the underlying MLWR assumption.

Remark 1. Another work [BAET24] presents a SASCA (Soft Analytical Side-Channel
Attack) targeting a shuffled variant of Dilithium. It demonstrates that even a single-bit
leakage from the permuted vector 7(y), when combined with knowledge of (z, ¢c)—regardless
of whether the signature is rejected—can lead to key recovery. While the simplified
mnt-MLWR problem might appear related, it differs in several key aspects: the unpermuted
vector z is never revealed in the event of a rejection, and 7(y) is not exposed when a
signature (z,c) is accepted. Moreover, the security of mnt-MLWR does not rely on the
hardness of recovering (sj,s3), since these values are assumed to be known in the problem
formulation. In contrast, SUCRE specifically targets the protection of the rejection
sampling process by masking z and rg. As such, any leakage occurring on y prior to the
masking phase lies outside the threat model addressed by SUCRE.
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Security proof of SUCRE in the d-probing model. Our countermeasure is built around
a sequence of d 4+ 1 random permutations applied to a shared input, which can be either a
reduced z or rg. After each permutation step, the number of shares is reduced, and the
sharing is refreshed. We formally prove that, under this process, a d-probing adversary
can learn at most a uniform permutation of the reduced z or rg.

Although the structure of the countermeasure is algorithmically simple, its security
proof deviates from classical masking proofs. In particular, for the sake of efficiency, the
number of shares decreases at each step. This implies that a probing adversary might
observe fully unmasked coefficients of reduced z or rq. However, the core idea behind our
proof is to show that even in this case, the adversary cannot simultaneously obtain:

e the actual value of an unmasked coefficient and
e its original position before the permutation was applied.

The formal proof is carried out using the Non-Interference (NI) framework, which we
recall and define in the Section 2. The corresponding simulation argument is naturally
divided into two cases, aligned with the scenarios described above. All in all, the masking
proof ensures that the only leakage that a probing adversary can get is a permutation of a
reduced z or rg with different unknown permutations.

Assessing the security loss due to the leakage. Once we have shown that an adversary
may at most learn the value of w; and a permutation of a reduced z or rg for rejected
signatures, we still have to show the unforgeability of the signature scheme. To take
this into account, we recall the analysis of Fiat-Shamir with Aborts from [DFPS23],
which requires the HVZK simulator to be able to simulate rejecting transcripts. If this
simulation is computationally indistinguishable from real transcripts, this is called strong
computationally honest verifier zero-knowledge (sc-HVZK), and their security reduction
proves that the signing oracle in the unforgeability game can be simulated without the
signing key, and can thus be removed. While in their framework the aborted transcripts
are never explicitly given to the adversary, we note that they could be without loss of
generality. All that remains is to exhibit such a simulator.

Security proof of SUCRE: simulating the leakage. Based on our previous contributions,
we confirm our intuition by providing a sc-HVZK simulator for SUCRE which security
relies on the mnt-MLWR assumption. Its high-level idea consists in sampling a uniform z
and applying rejection sampling on it. If it is accepted, then we generate an accepted
signature following usual techniques for ML-DSA [KLS18, DFPS23, BBD*23]. If it is
rejected, we are still able to generate the corresponding leakage, by permuting some
reduced z after generating and permuting the corresponding rg, but we still have to
generate a commitment wi: we sample it uniformly. Finally, we show that this simulator
generates transcripts that are indistinguishable from real transcripts under the wnt-MLWR
assumption.

On the masking of w, in standard ML-DSA. We take a small detour here to note
that our approach generalizes to other types of leakage. Consider for instance the case
of (standard) ML-DSA, where only w; is not protected against side-channel leakage. The
above simulator can be directly adapted, even without using the reduced z, by cutting all
leakage related to z and rg, except the bit of information indicating whether the signature
was rejected or not. However, its sc-HVZK security relies on a variant of MLWR where the
adversary gets an extra bit of information stating whether the secret is a nonce that leads
to an accepted signature or a rejected one. While we do not provide a reduction from the
decision version of MLWR to this variant, we note (see Remark 6) that such a reduction is
trivial for the search version by guessing this bit. This provides strong evidence that this
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variant is inherently hard, hence supporting the long-standing intuition that w; does not
require masking.

1.2 Related Work

Protecting lattice-based algorithms against side-channel attacks has been an active research
topic in recent years. Since masking strategies are closely tied to the nature of the operations
performed by a given algorithm, the protection techniques differ significantly between
the different schemes. One of the first high-order masking approach for lattice-based
signatures was proposed in [BBET 18], targeting the original GLP scheme [GLP12], which
later inspired the design of ML-DSA. Higher-order masking for Crystals-Dilithium was
first introduced in [MGTF19], though the proposed countermeasure did not cover the
entire algorithm. A significant advancement was achieved in [ABCT23], where the authors
presented a fully masked implementation of ML-DSA, relying on bitslicing techniques
to achieve state-of-the-art performance on architectures well suited for this approach.
More recently, Coron et al. [CGL"24] further improved the masking of both the nonce
generation and the rejection sampling procedure by introducing a novel technique that
eliminates the need for arithmetic-to-Boolean conversion. This conversion refers to the
process of transforming an arithmetic masking scheme—where secret shares are combined
via modular addition in Z,—into a Boolean masking scheme, where the combination
of shares relies instead on bitwise XOR operations or, equivalently, additions on F%.
Avoiding this conversion significantly reduces the computational overhead. Their work
builds on top of the gadget constructions introduced in [CGTZ23]. The masked rejection
sampling algorithm from [CGL™24] currently offers, to the best of our knowledge, the
lowest theoretical complexity among known solutions.

Beyond the question of masking techniques, another line of research has focused on
simplifying or bypassing the rejection sampling step altogether. In particular, reducing z
modulo a small integer to make it uniform—and thus easier to simulate—is an idea
connected to the results of [BCM21], where the authors sample y uniformly over the entire
space. This allows them to get rid of the rejection condition on z, as even rejected z can
be simulated and integrated in the security proof. However, this comes at the cost of
restraining the parameter space to make one of the two security assumptions of ML-DSA
statistically intractable. This ends up taking a toll on the scheme efficiency. Another
research track investigated the possibility of modifying the core design of ML-DSA in order
to end up with another scheme without any rejection sampling [dPPRS23, dPKPR24].
While efficient, this design diverges from the NIST standard that is expected to see
widespread adoption soon.

In parallel, another interesting direction explores whether specific components of the
signature scheme need to be masked at all. Our attempt to formally justify that, in general,
w1 does not require masking resonates with recent results from [dPN25], where the authors
show that for other variants of lattice-based Fiat-Shamir with Aborts signatures, wj can be
safely unmasked. Their results rely on the fact that these variants benefit from a reduction
from the underlying sc-HVZK problem to the standard MLWE problem. In this context, a
specific rewriting technique enables getting rid of the extra bit of information, a strategy
that unfortunately fails to apply in the MLWR setting considered by ML-DSA.

1.3 Organization

The necessary background on lattice-based assumptions, masking notions, and the descrip-
tion of the ML-DSA scheme are recalled in Section 2. Our new countermeasure, SUCRE, is
introduced in Section 3. The formal definition of the wnt-MLWR problem, along with a
discussion of its hardness against known cryptanalysis, is provided in Section 4. Section 5
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gives our main security theorem, establishing the security of SUCRE within the global
ML-DSA framework and the d-probing model. In Section 6, we evaluate the performance
of SUCRE under various configurations and compare it to the best known state-of-the-art
countermeasures. Finally, Section 7 concludes the paper and outlines potential directions
for future research.

1.4 Changes with respect to the CHES version

This version of the article corrects a mistake in the definition of the mnt-MLWR assumption.

Looking ahead, and using notations introduced later in this work and notations
from ML-DSA, we found the following issue, which we explain for the “special case” of
the assumption. Note that in ML-DSA, for any z € [0, ¢ — 1], if LowBits,(x, 2v2) = —72,
then it holds that HighBitsq(q:7 27v5) = 0. The original definition of 7nt-MLWR was not
taking this fact into account, which allowed an adversary to trivially win the decision
game when 7(e(Ay))_q/2 > 7([ulp)o, as this happens only when u is uniform and not
when u = Ay. This event has non-negligible probability, and we have to take it into
account in the definition of the problem.

In this version of our work, we slightly alter the distribution of the uniform high bits,
to exclude such weak cases, that do not reflect the hardness of the problem.

We apply this change only when necessary. As our countermeasure does not reveal the
low bits when z is rejected, they are not revealed, and thus the high bits can be uniformly
sampled as previously. The necessity for this distinction arises when reducing the sc-HVZK
property of SUCRE to the mnt-MLWR assumption.

2 Preliminaries

2.1 Notations

Throughout this paper, A will always denote a security parameter. A probabilistic algorithm
is said ppt (probabilistic polynomial time) if it runs in expected polynomial time.

Lattice sets and operations. We let R (resp. R,) denote the ring Z[z|/(z" + 1)
(resp. Zgy[z]/(z™ + 1)) for n a power of two. For any integers r and a, we let r mod™«
(resp. 7 mod*a) denote the unique integer v’ in [0, — 1] (resp. (—a/2,a/2]) such
that r = r’ mod a. Given z € R¥ for any integer k, we let z[i] denote the degree i mod n
coefficient of the representative of degree less than n of the |i/n| polynomial in z. This cor-
responds to the i-th entry of the concatenation of the coefficient vectors of the polynomials
in z. Any £, norm over Z"* is extended to R* by applying it to the concatenation of the co-
efficient vectors of the polynomials. We let B, denote the set of ternary polynomials having
exactly 7 nonzero elements. For any integers 7, ~, we also define S,, = {w € R||w|/- < n}
and S, = {w mod*2y|w € R}.
The rounding function |-] : R — Z maps a real x to the unique integer k such that

Given two integers p < ¢, the rounding of r € [0,¢q — 1] with respect to p is defined
as |r], = |p/q-r] mod p, and the rounding error is given by e(r) = r — |¢/p] - [r], mod q.

We define the frequency mapping 7 that on input a vector y € Z’; for any k > 0 returns
a vector p € Z? such that Vi € {1,...,q},p; = #{j € {1,...,k}|ly; = i}, i.e. p; is the
number of times ¢ appears in y.
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Distributions. Given any set X, the uniform distribution over this set is denoted U (X).
Given a distribution x over R and an integer k, we let x* denote the distribution over R¥
such that each coefficient is identically and independently distributed following y. We

let X ¢ P denote that the random variable X follows the distribution P. We use = to
refer to the equality of the distributions of random variables.

Masking. We use the general notation of [z] = (zo,...,zq) € ZI™! for an arithmetic
sharing of a secret value z, and it extends to [x] when considering the sharings of all the
coefficients of x € R,.

2.2 Lattice Assumptions
We recall standard assumptions from lattice-based cryptography.

Definition 1 (Module Learning with Errors). Let n, g, k, £ be four integers with n a power
of two. Let x be a distribution over R = Z[z]/(z™ + 1). The advantage of an adversary A
in solving the decisional MLWE,, , 1. ¢, problem is defined as

Adv'E, (A) = [ Pr(A(A, t) = 1|A < U(RE*) ¢t <> U(RF))

— Pr(A(A, Asy +52) = 1|A < U(RE) 51 <= xf 80 x|
Definition 2 (Module Learning with Rounding). Let n,p, ¢, k, £ be five integers with p < ¢

and n a power of two. Let x be a distribution over R = Z[z]/(z™ + 1). The advantage of
an adversary A in solving the decisional MLWR,, j, 4.k.¢,x problem is defined as

AdvitR o (A) = | Pr(A(A, [t],) = 1A <> U(RE*),t <> U(RE))

— Pr(A(A, |As],) = 1A « U(RE),s += x|

This problem benefits from search-to-decision reductions as well as reductions to the
more standard ring learning with errors problem [LW20].

2.3 Fiat-Shamir with Aborts Signatures

We recall the definition of signature schemes based on the Fiat-Shamir with Aborts
framework [Lyu09].

Definition 3. A Fiat-Shamir with Aborts signature scheme is a triple of ppt algo-
rithms (KeyGen, Sign, Verify) such that:

« KeyGen: on input 1%, it outputs a verification key vk and a signing key sk.

e Sign: on input a signing key sk and a message u, it sets z = 1 and does the following
until z # L.

1. Sample a value w according to a distribution D.
2. Compute ¢ = H(w, ) € C.
3. Compute z depending on w and c.

It outputs a signature o = (w, ¢, z)?.

e Verify: on input a verification key vk, a signature ¢ and a message u, it outputs a
bit b, thus accepting or rejecting the signature.

1In the case of ML-DSA, w is omitted from the signature as it is reconstructed during verification.
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The set C is called the challenge set. A triple (w,c, z) is called a transcript. It is rejected
if z = 1, accepted otherwise. The min-entropy of D is called the commitment min-entropy.
The probability that one iteration results in z = | is called the aborting probability. The
signature scheme is called correct if for any pair (vk,sk) in the range of KeyGen and any
message 1, Verify(vk, Sign(sk, i), ) accepts the signature.

We recall the usual sSUF-CMA and UF-NMA security notions for signatures.

Definition 4 (Unforgeability). Let ¥ = (KeyGen, Sign, Verify) be a Fiat-Shamir with
Aborts signature. The unforgeability game asks a classical or quantum adversary A on
input vk to produce a forgery (o*, u*) such that Verify(vk, o*, u*) is accepted.

o If A is given access to a signing oracle, it must output a pair that was not obtained
via this oracle and its probability of winning is denoted Adv="“MA(4).

o Otherwise, its probability of winning is denoted AdvUF'NMA(A).

In both cases, a hash function may be modeled as a random oracle and A has classical
(ROM) or quantum (QROM) access to it.

On top of it, we consider the following two notions.

Definition 5 (sc-HVZK). Let ¥ be a Fiat-Shamir with Aborts signature scheme. Let Trans
be the ppt algorithm that takes as input sk and ¢, samples w, computes the corresponding z
according to ¥, and returns the resulting transcript (w, ¢, z). For any ppt algorithm Sim that
takes as input vk and ¢ and returns a transeript (w, ¢, z), the advantage of an adversary A
playing the Strong Computational Honest Verifier Zero Knowledge (sc-HVZK) game is
defined as:

AdvE SV (A) = | Pr (1 < A(vk, Trans(sk,c)))  — Pr (1 A(vk,Sim(vk,c))) |
{(vk,sk)eKeyGen(l*) {(vk,sk)eKeyGen(l’\)
c«—U(C) cU(C)

Definition 6 (CUR). Let ¥ be a Fiat-Shamir with Aborts signature scheme. The
Computational Unique Response game asks an adversary A, given a verification key vk
as input, to find (w,¢, z,2’) such that z # 2’ and both (w,¢, 2) and (w,¢, z’) are valid
signatures according to ¥ for the verification key vk. We let Adv*R(A) denote the
probability of A being successful.

We give the following adapted formulation of the combination of [DFPS23, Theorem
6] and [DFPS23, Theorem 11], where we take (following their notations) B = A/ log,(1/5)
to get the following theorem.

Theorem 1 ([DFPS23, Theorems 6, 11]). Let ¥ = (KeyGen, Sign, Verify) be a Fiat-Shamir
with Aborts signature scheme with w bits of commitment min-entropy and aborting probabil-
ity p=1/poly(X). Let Qs (resp. Qn) be a mazimum amount of signature (random oracle)

queries. There exists a bound Brom(Qs, @n) = poly(Qs, Qr) (resp. Bqrom(Qs, Qr) =
poly(Qs,Qp) For any ppt (resp. quantum) adversary A in the ROM (resp. QROM)
against the SUF-CMA security of X, there exist three adversaries By, B1 and Bs of the same
type as A and running in essentially the same time such that:

sUF- A S sc- —w
AdVIFMA () <« AT Qs pg s VER (50 4 AGVCUR(B,) 4 279/ L B o (Qur Q)
Toga(1/p)

+ AdvUFNMA(BL) 4 negl()),

where C =1 if A is classical, C =2 if A is quantum.
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2.4 Masking
2.4.1 Linear Sharing, Circuits, and Gadgets

In the following, the (d 4 1)-linear decoding mapping, denoted by LinDec, refers to the
function Z$ — Z, defined as

LinDec : (zg,...,24) = o+ -+ x4 mod g,

for any d € N and (zo,...,24) € ZZ“. We shall further consider that, for every d,£ € N,
on input ([2°],...,[2*7']) € (Z&)* the (d + 1)-linear decoding mapping acts as

LinDec : ([z°], ..., [z°"']) — (LinDec([z°]),..., LinDec([z*~1])) .

Definition 7 (Linear Sharing from [BCP*20]). Let d,¢ € N. For any = € Z,, an (d + 1)-
sharing of x is a random vector [z] € Z&™! such that LinDec([z]) = . It is said to be
uniform if for any set I C [0,d] with || < d the tuple (z;)icr is uniformly distributed over
Zlf‘. A (d+ 1)-linear encoding is a probabilistic algorithm LinEnc which on input a tuple
x = (2°,...,2"71) € Z{ outputs a tuple [x] = ([z°0, ..., [z*71]) € (Z2+1)* such that [z7]
is a uniform (d + 1)-sharing of z* for every i € [0,¢ — 1].

An arithmetic circuit on a finite field Z, is a labeled directed acyclic graph whose edges
are wires and vertices are arithmetic gates processing operations on Z,. A randomized
arithmetic circuit includes a random gate that outputs a fresh uniform random value from
K. For a randomized circuit C, when we write C(p, -), this refers to the corresponding
de-randomized circuit with the random tape p € {0,1}* as input.

In the following, we shall call an ((d+ 1)-share, £-to-m) gadget, a randomized arithmetic
circuit that maps an input [x] € (ZI*1)¢ to an output [y] € (Z&T)™ such that x =
LinDec([x]) € Z, and y = LinDec([y]) € ZJ" satisfy y = g(x) for some function g.

2.4.2 Security Notions

A wire-assignment sampler takes as input a gadget G, a subset of wire labels W, an
input z € Zg, and an optional subset of wire labels Y dedicated to the public output
(i.e. either output of G or intermediate variables that are revealed) together with an
admissible assignment of these wires. We say that a |Y'|-tuple (y1,...,y)y|) € ZLY‘ is an
admissible assignment of the public output with respect to input z if the probability that
the public output be assigned to (y1,...,yy|) on input x is strictly non-zero (over the
internal randomness of the gadget). The wire-assignment sampler outputs a |WW|-tuple

w
(wi,...,wyw|) € le " as
(w1, ..., wyw|) < AssignWires(G, W, z,Y, (y1, .., yv|)),
~—_——
optional

where w1, ..., wyy| represent the values assigned to the wires in W during an evaluation of
G with input  with uniform internal randomness given that the public output is assigned
to (y1,---,¥y|). When the gadget G does not have any public output, we omit the optional
input Y, (y1,...,¥y|) (and the internal randomness of G involved in the assignment is
truly uniform).

Informally, as introduced in [BBD116], a gadget is said to be d-non-interferent (d-NT)
if the distribution of any set of d wires can be perfectly simulated using at most d shares
of each input. The notion can be further strengthened: a gadget is said to be d-strong
non-interferent (d-SNI) if, for any set of d wires—among which at most d’ < d are internal
wires (i.e. wires that are not carrying output shares)—their distribution can be perfectly
simulated using only d’ shares of each input. A formal definition of both d-NI and d-SNI
is given in Definition 8.
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Definition 8. Let G be an ((d + 1)-share, {-to-m) gadget. G is d-non interferent (resp.
d-strong non interferent) or d-NI (resp. d-SNI) if for every set W of internal wires of G and
every set W° of output wires of G such that |W| < d, with W = W, UW,, there exists a

two-stage simulator Sim = (Simy, Simy) such that for every input ([z°], [z'],..., [#*7']) €
(Zd+1)€

q )

Siml(G, W) = (IQ, e ,Ig_l) Wlth |Io|, ey |Ig_1| S d (resp. |Io|, ey |Ig_1| S |WZ|),

Simy (G, W, ((x?)ielo, e (xe_l)iejeil)) id AssignWires(G, W, ([[xo]], [[xlﬂ, e, [[xg_l]})).

K3

Extending this notion, as proposed in [BBET18, BBET24], a gadget with public output
is d-Nlo if the distribution of any set of d wires can be perfectly simulated from the
public output and at most d shares of each input. The formal definition is provided in
Definition 9.

Definition 9. Let G be a ((d + 1)-share, ¢-to-m) gadget and Y be a subset of wires of G.
The gadget G is d-non interferent with public output Y (d-Nlo) if for every set W of wires
of G such that |WW| < d, there exists a two-stage simulator Sim = (Simy, Simy) such that
for all input sharings ([2°], [#'],...,[#*7']) € (ZI™)* and every admissible assignment

of the public output (y1,...,¥y|) € Zlqy‘ with respect to ([2°], [z'], ..., [z‘~']),
Simy(G,W,Y) = (I, ..., Ir_1) with |Io|,. .., |I1] < d,
Sima(G,W,Y, ((z})ienss - - (#))ier,), (U1s -, ypv)))
9 AssignWires(G, W, ([°], [2'], - .., [#“ 1), Y, (w1, - - ypv))-

Remark 2. The public output refers to any value that is intentionally left unmasked and
accessible to the adversary. This typically includes the final output of the algorithm—such
as a signature—whenever it is released in an unmasked form. It can also include any
intermediate value that becomes unmasked during the execution of the gadget, even if it is
not part of the gadget’s official output.

This distinction is particularly relevant in scenarios such as rejection sampling, where
some internal variables may be exposed in their unmasked form under certain conditions,
despite not being part of the returned output.

For our general statement (Theorem 3 of Section 5), we use the definition of [BBET24,
Def. 1] that captures the fact that no ppt adversary with access to less than d probes on
a key generation and signature oracle should be able to break sUF-CMA security. It is
presented in the following definition.

Definition 10 (d-probing-sUF-CMA-security [BBE24]). Let us consider a signature
scheme (Ver, Sign, KeyGen) and d > 1 an integer. Let Qs be a fixed maximum amount of
signature queries. Let KeyUpdate be an algorithm that refreshes the secret key between
signature queries?. The signature scheme is d-probing-sUF-CMA-secure if any probabilistic
polynomial time adversary has a negligible probability of winning the game presented in
Figure 1.

Note that sUF-CMA corresponds to 0—probing—sUF-CMA (the adversary can only probe
empty sets). Let us recall a useful and general result from [BBE'18, BBET24], which
establishes a reduction between two security settings. Informally, it shows that the security
of a signature scheme against a d-probing adversary—even when the adversary has access
to public outputs (such as unmasked intermediate)—can be reduced to the standard
security of the same signature scheme, provided the public outputs are explicitly included
in the values returned by the signing and key generation algorithms.

2As [BBET24, Rem. 3], we assume that this algorithm cannot be probed by the attacker.
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Adversary Challenger
(Ver,Sign,KeyGen)
<—
WikeyGen
—
ko EiceyGen (LkeyGen, VK, [sk]) +— ExecObs(KeyGen, Weycen, 1)
m(l),WS(.D,L
ign
[sk] < KeyUpdate([sk])
£l o
S (28D o)« ExecObs(Sign, Wik, ([sk], m(D))
Qs queries :
m(Qs) W(.Q‘”‘)
»Wsign
[sk] < KeyUpdate([sk])
0(@s) £(Q)
e (Eg%]),o(Qs), 1) < ExecObs(Sign, Ws(gj), ([sk], m(@=)))
forgery { &2,

b < Ver(vk,m*,0*) A (m* ¢ {m), ... m(@)H)A
NWikeygen| < dAYi € {1,...,Qu}, [We| < d

Figure 1: d-probing-sUF-CMA security game. We denote by ExecObs the extension of the
AssignWires function that takes the same inputs and outputs a leakage £ = (w1, ..., ww)),
the values of public outputs y and additionally the values of the masked outputs (if any).
The function ExecObs can be easily made of the execution of the gadget G and AssignWires
with the same random coins.

Theorem 2 ([BBE124]). Let d be a masking order. Let us consider a signature scheme
¥ = (Ver, Sign, KeyGen) where Sign and KeyGen are d-Nlo for public outputs Ysign and
YkeyGen- Let ¥/ = (Ver, Sign’, KeyGen’) be the same signature scheme where Sign’ and
KeyGen’ include the public outputs as part of their returned values. Let A be an adversary
for the d-probing-sUF-CMA game as defined in Definition 10. Hence, there exists an
adversary B for the plain sUF-CMA game such that

Ad\/%—probing—sUF—CMA(A) — Advszl,!F—CMA(B).

Proof. This theorem is a straightforward generalization of the proof of [BBET24, Th. 4].
The proof consists in starting from the d-probing-sUF-CMA security game and using the
d-NTo property to replace all the AssignWires (inside ExecObs) by the simulator Sima of
Definition 8. Next, since the simulated leakage does not provide any advantage to the
attacker because it is independent from the unmasked value, the final advantage can be
reduced to the advantage for plain sUF-CMA security game. O

Remark 3. Note that the other way around is also straightforwardly true: for any adversary
A for the sUF-CMA game on Y/, there exists an adversary B for the d-probing-sUF-CMA
game such that Adv%‘pmb'"g'SUF'CMA(B) = Ade‘EU,F'CMA(A).

2.5 ML-DSA with Full Verification Key

ML-DSA (formerly known as Crystals-Dilithium [LDK™"22]) is a lattice-based signature
algorithm recently standardized by the NIST in [NIS24a]. It is essentially based on
the MLWE problem and is built on the Fiat-Shamir with Aborts [Lyul2] paradigm.



Sonia Belaid, Ryad Benadjila, Julien Devevey, Morgane Guerreau, Thomas Legavre, Ange
Martinelli, Thomas Ricosset, Matthieu Rivain and Mélissa Rossi 13

We refer to the official specification [NIS24a] for a description of algorithms ExpandA,
ExpandS and ExpandMask which are not needed for the description of our countermeasure.
We recall other supporting algorithms for ML-DSA in Figure 2. These algorithms are
extended on vectors by applying them coefficient-wise. Their main property is recalled in
Lemma 1.

Decompose,, (1, a): HighBits, (7, a):
1: 7+ rmod™yq 1: (rq1,70) < Decompose, (r, o)
2: 1o + r mod¥ao 2: return r,
3: if r —rg =q¢—1 then
4| (r1,m0) < (0,10 — 1) LowBits, (7, a):
5. else
1: (r1,70) < Decompose, (r, a)
6: | e (r—ro)/a 2: return
7: return (r1,79)

Figure 2: Supporting Algorithms for ML-DSA.

Lemma 1. Let r,a and q be integers such that ¢ > 2a,q = 1 mod a and « is even.
Then HighBits, (r, @) - a + LowBits, (r, @) = r mod gq.

Simplified pseudocode for ML-DSA is described in Figure 3 and relevant parameters
are recalled in Table 2. For simplification, we present the version of ML-DSA without
truncation of the verification key. Adding this truncation requires adding an additional
check during signing. This check, however, is deterministic and computed only on public
data: it only ensures that verification passes. Hence, masking and proving the security of
this version of ML-DSA is equivalent to doing the same thing for ML-DSA.

KeyGen((): Sign(sk, M, ):
L () e H(Q) o= 1
2: A € RF** « ExpandA(¢)) 2: while z = | do
3: (s1,82) € S x S + ExpandS(v) 3 y € 5%, + ExpandMask(v)
4: t = As; + sy mod ¢ 4 w = Ay
5: return (vk = (A, t),sk = (A, t,s1,82)) 5: w1 = HighBits(w,272)
6: c=H(M|w)
7
8
9

Verify(vk, M, 0 = (z,¢)): zZ=ytcs
ro = LowBits(w — ¢sq, 272)

1: w} = HighBits(Az — ¢t mod ¢, 272) : if ||zlloc > 71 — 3 then
rsuen (o < =9) A6 WO s e T3, 5t
11: L z=1
12: return o = (z,¢)

Figure 3: Truncation-free ML-DSA pseudocode.

The key generation algorithm consists in generating a random public matrix A, two
small secret vectors (s1,s2), and computing t = As; + s2 the second part of the public
key. On a very high level, signing a message is equivalent to proving the knowledge of a
short vector in the lattice. First, a vector y is sampled to mask the secret vectors that
will be used to produce the signature. Then, a challenge ¢ is computed as the hash of the
message and the nonce y. Finally, the signature z is computed as y + c¢s;. However, this
signature may not be valid yet. Too large coefficients in z may reveal information about
the secret vector s1, and thus a final check called rejection sampling is performed. The
signing procedure is restarted if z does not pass the check. As those invalid signatures are
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sensitive, the rejection sampling operation must be performed in a most secure way. In
the context of SCA, this means that the generated signature must be kept protected until
this final check is passed. Signatures are quite often rejected, with an average number of
repetitions of 4.25 for ML-DSA-44 (see Table 2), which emphasizes the need for efficient
operations in the rejection sampling procedure. It is worth noting that we have omitted, for
clarity and simplicity reasons, the details of the deterministic generation of A, (s1,s2) and
y from seeds as this does not change the description and analysis of our countermeasure.

Table 2: ML-DSA parameters and resulting quantities of interest. All are polynomial in .
The number of repetitions takes into account aborts due to the truncation, while the
aborting probability does not.

Parameters ‘ Constraints ‘ ML-DSA-44 ML-DSA-65 ML-DSA-87
n Power of two 256 256 256
q =512-qo+ 1, prime | 223 —213 41 223 21341 22 _9213 11
(k) (4,4) (6,5) (8,7)
" 217 219 219
Yo Even, divides ¢ — 1 (g—1)/88 (¢g—1)/32 (¢g—1)/32
7 (see below) 2 4 2
T (see below) 39 49 60
B=1-n < min(v1,72) 78 196 120
Name ‘ Quantity ‘
/ Repetitions ~ 4.25 ~ 5.1 ~ 3.85
P Aborting probability ~ 0.76 ~ 0.80 ~ 0.74
w Commitment H 2z nk > nk > nk

3 Shuffle-and-Unmask Countermeasure

The rejection sampling step of ML-DSA (Step 9 and 10 of Figure 3) involves the manip-
ulation of sensitive data. Specifically, the comparison of the infinity norms of z and ro
against a fixed public threshold can be interpreted as a series of independent tests on each
coefficient. Coeflicients whose absolute values remain below the threshold are uniformly
distributed over a centered interval, and thus do not reveal any information. However, when
a coefficient exceeds the threshold, it may leak partial information about the underlying
secret. A sound countermeasure must therefore ensure that these coefficients are not clearly
identified.

In this section, we first recall the most efficient techniques from the literature for
implementing the rejection sampling step in a manner that resists d-probing attacks, without
compromising security. We then introduce our novel countermeasure, SUCRE, based on
a new conjectured hard problem, and present a more efficient variant, SUCRE-no-SP2S,
which can be applied to rg as is, and could be applied to z at the cost of relying on a less
conservative assumption.

3.1 Previous Approaches

In the following, we present the state-of-the-art approaches to implement a d-probing
secure rejection sampling step, and we explain why the naive strategy of shuffling followed
by unmasking is not enough in our leakage model.
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State-of-the-art. The methods proposed in [BBET18, BBE"24] and [ABC'23] imple-
ment the two norm comparisons (for z and rg) through an arithmetic-to-Boolean (A2B)
conversion, followed by secure additions and sign bit extraction. The method in [ABC™23]
improves upon [BBE*18, BBE*24] by reducing the number of operations and using gadgets
designed for bitsliced implementations. The overall complexity of the more efficient ap-
proach is that of an A2B conversion combined with a secure addition. In contrast, [CGL™"24]
introduces a new technique for high-order rejection sampling that targets non-bitsliced
implementations and achieves a complexity independent of the modulus size q. Their
approach only depends on the size § of the rejection interval. It consists of an arithmetic
shift of the polynomial coefficients, followed by a zero-test.

A naive initial approach. A natural idea might be to shuffle the masked vector [z] and
then securely unmask it before performing the rejection check in its unmasked form. Such
a method could work under a very weak security model in which the attacker cannot probe
either the permutation indices or the shares before and after the permutation.

However, our work considers a stronger and more realistic adversarial model in which
permutation indices, as well as shares before and after the permutations, are considered as
intermediate variables accessible to an attacker. Under this model, a naive shuffle of [z]
prior to unmasking would leak information about the permutation to the attacker, since
the permutation indices or the input and output shares could be probed. The knowledge of
the original position of the unmasked coefficients of z would effectively allow the attacker
to bypass the rejection sampling for certain coefficients, potentially leading to key recovery
attacks.

Our countermeasure, detailed in the next section, addresses this issue by ensuring that
the permutation remain masked and cannot be recovered by the attacker throughout the
process.

Remark 4. Note that the shuffling traditionally employed in secure implementations serves
as an additional layer of practical security (by adding a linear factor to the noise) but
is, strictly speaking, not part of the d-probing countermeasure. Indeed, while shuffling
complicates side-channel attacks, its presence or absence have no impact on the security
parameter d. Probing the permutation indices would merely cancel this beneficial side-effect
but would not compromise the claimed d-probing security guarantees. Conversely, in our
work, the secrecy of the permutation is crucial: recovering it would directly break the
security of the countermeasure.

3.2 Our New Rejection Sampling Gadget

The core idea of our countermeasure is to shuffle the coefficients of the polynomials z
and rg prior to unmasking. This shuffling breaks the correlation between a coefficient’s
position and its value, ensuring that location and content are not leaked simultaneously.

While revealing the shuffled version of z to the attacker might raise security concerns,
we do not operate directly on z. Instead, we apply a modular reduction to z (more
precisely on its sharing [z]), which—surprisingly and beneficially—produces the same
output under rejection sampling, as established in Lemma 6. SUCRE is described in
Figure 4 and is proven secure in our main Theorem 3. Its two main blocks, the modular
reduction SP2Switch, and the secure shuffling-unmasking step, NormCheck, are described
in the following subsections.

In contrast to z, the polynomial rg does not require modular reduction, as its coefficients
are, by construction, already within the rejection threshold. In this case, we rely on a
simplified version of our countermeasure, which consists solely of a call to NormCheck for
the norm verification with the bound s — .
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SUCRE([[z], v — P) :
1: fori=0ton-¢do
2. [Z[i]] < SP2Switch(log,(271), [2[i]])
3: return NormCheck([Z], 1 — 5)

Figure 4: Our new countermeasure.

We also propose a variant of the countermeasure, that we call SUCRE-no-SP2S, which
skips the modular reduction of z (Steps 1 and 2 in Figure 4) and directly checks its
infinite norm, thereby improving efficiency. However, it relies on a more unconventional
hardness assumption, which, although less standard, we argue remains computationally
challenging in practice. In the case of ro, SUCRE-no-SP2S coincides with the original
(more conservative) countermeasure, as no modular reduction is required.

The main advantage of our new proposal (and its variant) lies in its significantly
improved complexity compared to previous approaches, thanks to lighter operations.
A detailed complexity analysis is presented in Section 3.2.3, and concrete performance
benchmarks are provided in Section 6. However, proving the security of our scheme is
non-trivial. This applies both to the sUF-CMA security—where we must ensure that the
introduction of the shuffling does not inadvertently strengthen the adversary—and to the
d-Nlo (non-interference with public outputs) security, given the tight control over the
number of shares at each step and the impact of the uniformly random permutation. These
aspects are rigorously analyzed in Section 5.

3.2.1 The SP2Switch Gadget

In this section, we introduce our SP2Switch gadget that turns an arithmetic sharing
of 2 mod ¢ with |z| < ¢/4 into an arithmetic sharing of 2 mod 2%, with 2¢ < ¢. This
gadget relies on a simple modification of the LMSwitch gadget from [CGL™124].

Let [z] = (x;)%, be an arithmetic sharing of 2 modulo ¢ = 2 - p + k. We show
how to turn it into an arithmetic sharing of  mod 2¢ by adapting the LMSwitch gadget
from [CGL™24]. First, we note that over Z, there exists ¢ such that

d
in:x—l—&q:x—i—ké—&-(&-p)Qe.
i=0

Following the same strategy as in the LMSwitch gadget, we compute an arithmetic sharing
[6] = (6:)% of 6 modulo 2%, which (by definition) satisfies:

d
> 6 =6 mod 2°.
i=0
All that remains is to note that
d
x = Z(xl — kd;) mod 2°.
i=0

7

We present in Figure 5 the resulting gadget SP2Switch (Smaller Power of 2 Switch),
where RefreshQuasiLin is the quasi-linear refresh gadget from [BCPZ16, MM21] and
ShiftMod,, is taken from [CGTZ23]. This construction is proven to be d-NI secure as
stated in Lemma 3 in Section on the masking security (Sec. 5.1).
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SP2Switch(6, [=]) :
1. a4 [logy(d+1)] +1
for i =0to d do
oy L 29/q)
Y1 < Y1+ d+ 20=2 mod 20+«
[6] < ShiftMod,, (29+2, [y])
[6] <+ RefreshQuasiLin([d])
for i =0to d do
v & x; — (g mod 2%)8; mod 2°
return [v]

Figure 5: The SP2Switch gadget.

3.2.2 The NormCheck Gadget

For both countermeasures, a key technical challenge lies in computing the shuffling and
the unmasking securely, in a manner that aligns with the masking scheme employed
throughout the algorithm. To this end, algorithm NormCheck in Figure 6 introduces an
iterative permutation mechanism, combined with a mask refreshing at each step. For
clarity, the algorithm is described for z, but it applies identically to ro after adjusting for
its size and the correct integer bound. This construction is proven to be d-Nlo secure,
even when the permuted version of z (or rg) is publicly revealed, as shown in Lemma 4 in
Section on the masking security (Sec. 5.1).

NormCheck([z], B): Perm([z], d):

Require: [z] = (z,21,...,2q4) € (RE)™, BeN 1 forj=0ton-£—1do
Ensure: true if ||z]| < B,false otherwise 2: r<U(lj,n-£—1])
1: fori=0tod—1do 3: for k=0 to d do

2: Perm((zo, 21, ... ,24_i),d — i) 4: tmp < zy [r]
3: RefreshLin((zo, 21, ..., 24—;),d — 1) 5: zp, [r] < 2 [J]
4| Zd—i—1 4 Zd—i—1 t+ Zd—i 6: L 2y, [j] < tmp
> Permute and check < RefreshLin([z], d):
5. for j=0ton-£—1do 1: for k=0tod—1do
6:  r«U(ljn-£—-1]) 2 | reUZ)
7: if |zg[r]| > B then 3. 7y < 7 + T
8: return false 4 Zg4—Zg—T
9: zo [1] < 2Zo [/]

10: return true

Figure 6: Shuffle-and-unmask countermeasure for rejection sampling (SUCRE). The
algorithm is depicted for an input [z] € (Rfl)d+1 without modulus switching (i.e. without
a previous call to SP2Switch). It can be trivially adapted to a input sharing [Z] modulo
29 by considering Zg;(é instead of ZZLXZ as vector space in the RefreshLin gadget as well as

for the addition in line 4 of NormCheck.

3.2.3 Complexity

To evaluate the complexity of the countermeasure and enable a fair comparison with the
state-of-the-art, Table 3 and Table 4 present the complexity—both in terms of randomness
and computational operations—of the various components of algorithms in Figures 5 and 6.
For simplicity, we assign the same cost to all randomness samplings, although generating
permutation indices could be more efficient than sampling elements from Z, since n- ¢ < g.
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Table 3: Complexity analysis of the main components in SP2Switch (Figure 5), expressed
in terms of randomness and additions.

Operation (Line) Total Cost

ShiftMod,, (Line 5) [CGL"24] d(d + 1) randomness

a-(2(d+1)% +10(d + 1) — 9) additions
with a = [logy(d+1)] +1

RefreshQuasiLin (Line 6) [MM21] @ log,(d + 1) randomness
(d+1)logy(d + 1) additions
Total (SP2Switch) d(d+1)+ @ log,(d + 1) randomness

a-(2d% 4+ 14d + 3) + (d + 1) logy(d + 1) + 4d + 6 additions
with o = [logy(d+1)] + 1

Table 4: Complexity analysis of the main components of NormCheck (Figure 6), expressed
in terms of randomness, additions, memory accesses (read/write), and comparisons.

Operation (Line) Cost per Iteration Cost
Permutation (Line 2) (nf — 1) randomness (d+1)(nf — 1) randomness
2nl(d — i+ 1) read/write gné(d + 1)(d + 2) read/write
1
Linear Refresh (Line 3) (d — i) n¢ randomness id(d + 1)nf randomness
2(d — i) nf additions d(d + 1)nt additions
Vector Addition (Line 4) nf additions dnt additions
Rejection Sampling (Line 7) nf comparisons nf comparisons
2
Total (NormCheck) - (d+1) <w - 1) randomness
(= SUCRE-no-SP2S) i(d + 1)(d + 2)nl read/write
d(d + 2)nf additions
nf comparisons

We first observe that SP2Switch has almost the same complexity as LMSwitch gadget
from [CGLT24] from which it is inspired. The complexity of NormCheck (Figure 6) is
of O(d?) operations, with d the order of masking, implying a global O(d?) complexity
for SUCRE-no-SP2S. To compute the complexity of SUCRE, we must add the SP2Switch
complexity, which is O(d?log, d). The resulting complexity of SUCRE may appear at
first sight very similar to the complexity of RejectSampling algorithm from [CGL™24],
as the latter is also O(d?log,d).®> However, we offer significant improvement in the
constant factors, as it can be seen in Table 5. As both algorithms SP2Switch and LMSwitch
have similar (and non-trivial) complexity, we also present in Table 4 the complexity of
RejectSampling from [CGL™24] without LMSwitch for fair (and easier) comparison with
SUCRE-no-SP2S. Note that we took [CGLT24] complexity for p = 8, using the notation
from the article, corresponding to the rejection sampling of z. We do not provide in Table 5
a detailed comparison with [ABCT23] as their complexity is O(d? log, ¢), but we discuss
their practical results in Section 6.

3Although this does not drastically change the overall complexity comparison, we have slightly optimized
the original LMSwitch and RejectSampling by using a quasi-linear RefreshQuasiLin gadget in place of the
quadratic RefreshMasks from [CGL*24], holding the same SNI property.



Sonia Belaid, Ryad Benadjila, Julien Devevey, Morgane Guerreau, Thomas Legavre, Ange

Martinelli, Thomas Ricosset, Matthieu Rivain and M¢élissa Rossi 19
Sampleu(qapv a, 1, C, I‘)I Sampler(yv ¢, 81,82,(, 53 ’Yl):
1: if r = 1 then 1: if ||y + ¢s1|loo > 71 — 8 then
2| ug < U(RE) 2| r+ L
3: u <+ |uol, 3: else
4: else 4. 1+ e(Ay — csy mod q)
5: sh <= U(SF) 5: return r
6: for i =1 to nk do
7: if r, = —a/2 then
8: ui 4 [g—(/2) + (esh)ilp
9: else
10: w2 U0, ,p—1})
1w (75 uienit?) g
12: return u

Figure 7: Sampling algorithm for u and r. The hint r is set to 1 when z is rejected, as it
is not leaked. When r # L, we sample a dummy s/, so that when v; = —a/2, u; is the
high bits of v; + ¢s, mod gq.

Table 5: Comparison of SUCRE and SUCRE-no-SP2S with [CGL™24].

Algorithm Cost (operations)

SUCRE (o (2d* +14d + 3) + 3d* + (d + 1) logy(d + 1) + 2Ld + 10) - nl
with a = [logy(d +1)] +1

[CGL*24] [ (2d? + 14d + 3) + 2d? 4+ 2(d + 1) logy(d + 1) + 122d + 57] - nl
with o = [logy(d+1)] +1

SUCRE-no-SP2S (3d>+ Bd+4)-nt

[CGL*24]-no-LMSwitch [2d? + (d + 1) logy(d + 1) + 222d + 52] - nt

4 Permuted Hint Module Learning with Rounding

We defer the security analysis of our countermeasure in Section 5, where we show that in
the d-probing model, there is no other leak on rejected signatures than wy, the permuted z
and the permuted ro (Theorem 3). We also adapt the security proof of ML-DSA, to show
not only that wy is a MLWR instance, but also that the leaked permutations on z and rq
are hints on this instance.

But first, in this section, we prepare ourselves by introducing the MLWR problem with
leaked permutations, which we dub wnt-MLWR and we underline how cryptanalysis fails
to exploit the hints, due to the hardness of either unraveling the permutation or finding
statistical correlation between the hints and wj.

4.1 Definition

We define a variant of MLWR with a leak on the secret and the “noise”, due to the leak of
the permuted rejected transcripts in our approach of masking. Note that in this context,
the secret is y.

Definition 11 (7nt-MLWR). Let n,q,k, ¢, 7,1, be seven non-negative integers with n
a power of two. Let a be an integer satisfying ¢ > 2a,q¢ = 1 mod o and o = 0 mod 2.
Let p=(¢—1)/a.
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For any adversary A, we define the advantage of A in distinguishing the wnt-MLWR
distribution with parameters (n,q, «, k, ¢,~v,n,7) with the uniform distribution as:

A, |_Ay‘|p7
mnt-MLWR _ m(y + ¢s1 mod 2v),
A Vn,LLa,k,&%n,‘r(A) = AHU(’RIEIQ’Z) 1+ A W(Sampler(y, ¢ 81,89, 4, 11T 7))’
y<U(8Y) (As; +s2),¢
(Sl,Sg)HU(Sf}XSs)
c<—B,

A, Sample, (¢, p, @, 7, ¢, 1),
- Pr |1+ A n(y + cs1 mod 2y),7n(r), ,

AcURG) (Asy +s2),¢
yU(S)

c—B,

(s1,82)U(SExSF)

r<—Sample,.(y,c,s1,82,9,m,7,7)

where |-], is the rounding operator with respect to p (modulo g), e(-) is the rounding error
with respect to p (modulo ¢) and 7 is the frequency mapping (see Section 2.1). Finally,
the sampling algorithm Sample, is defined in Figure 7.

When n = 0, we drop 17 and 7 from the subscript, and do not give As; 4+ s2 and ¢
to the adversary A. We call it the special case. In this case, note that Sample, always
returns e(Ay — csa).

We expect the generic case to be at least as hard as the special case. Indeed, the
permuted hints in the generic case follow the same distribution as the permuted hints in
the special case, while being less correlated with y.

Remark 5. The problem is not conditioned on z being rejected. Indeed, this data is actually
computable from the permuted hints: z is rejected if and only if their infinity norm is larger
than a threshold. This gives an immediate reduction, which, due the rejection probability
being ~ 3/4 in ML-DSA, loses at most one bit of security. Moreover, in the security
reduction, we actually reduce the security of SUCRE to this exact problem, without the
rejection on z.

4.2 Exploratory Cryptanalysis of wnt-MLWR

We focus on the special case of Definition 11. By definition of the error function e, we can
rewrite the equation as Ay — e(Ay) = |Ay], - 22 mod ¢, which is equivalent to finding a
particular solution of:

A 1D (%) = 1y, 22 mod g

where the vector u is sampled uniformly in [—7;,71)%™ and e lies in [—72,72)¥™. Since

q"" < (271)™ - (292)F™, such a solution is non-unique with overwhelming probability.

Therefore, this can be viewed as an instance of the MSIS problem in the /., norm. Notice

that security estimates for similar MSIS parameters are already considered from ML-DSA?.
A natural question then arises:

Does knowledge of the permutation reduce the hardness of this problem?
We consider two approaches for exploiting this additional information to recover y:

e Case 1: Directly recover the permutation 7 = (71, 72).

4nttps://github.com/pq-crystals/security-estimates
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o Case 2: Leverage auxiliary information from m(y) and m2(e(Ay)), such as the
coordinate sums of y and e(Ay), to recover a valid MSIS solution using lattice
reduction techniques.

In the first case, the naive exhaustive search for the permutation 7 = (71, 72) has a
prohibitive cost of (£-n)!(k-n)!, making it impractical in all reasonable settings. However,
this can be improved by leveraging algorithms that solve the (Inhomogeneous) Permuted
Kernel Problem (PKP):

Definition 12 (Inhomogeneous Permuted Kernel Problem (iPKP)). Let (¢,m,n) be
positive integers such that m < n, A € Zp*™, and (x,y) € Z;' x Zj. Let 7 be a
permutation such that A - m(x) =y. Given (A,x,y) and assuming x # 0, the goal of
iPKP is to recover 7 or x.

While algorithmic approaches (see, for example, [KMP19]) offer improvements over
brute-force search, they remain inefficient compared to directly solving an (M)SIS instance.
For small parameters such as (n = 128, m = 64,q = 8380417), the best known attacks
already have a complexity of approximately 22°6, and this cost increases exponentially with
the dimension. The complexity of such attacks can be estimated using the PKEstimator
tool.?

Interestingly, we can estimate the number of solutions to the wnt-MLWR problem
using the same approach as for PKP: (¢-n)!- (k-n)!/¢*™ < 1. This implies that, under
these parameters, the permuted vectors m1(y) and m2(e(Ay)) uniquely determine y with
overwhelming probability.

In the second case, we leverage knowledge of the permuted vectors by intersecting the
SIS lattice embedding with a subspace that captures this partial information—specifically,
the coordinate sums. Following the approach of [DDGR20, DGHK23], we consider the
classical lattice embedding used to solve SIS and LWE instances, defined by the lattice
AE(A | 1), with target t = [Ay], - 272 € ZE™:

I 0 0
AFAID=| A ¢ Ty t]-zkrontt
0 0 1

To incorporate partial knowledge from the permuted vactors 71 (y) and ma(e(Ay)) =
ma(e), we intersect this lattice with the hyperplane defined by the known inner products
involving y and e. This yields a subspace F c Z*+07+1 of dimension (k+ O)n —1,
reflecting the additional linear constraints imposed by the known coordinate sums of y
and e:

In—1 In—1 (k+&)n (k+&)n
F = S Z(IH_Z)TH_I Z U; = Z 7T1(y7;) AN Z U; = Z T2 (61)
=0 =0 i=~fn i=fn

Lemma 2 ([Mar03, (Proposition 1.1.3)]). Let A be a lattice in a Euclidean space E, and
let ' C E be a subspace of dimension m. Then A’ = AN F is a relative lattice in F, and
is a full-rank lattice in F if and only if F' contains m linearly independent vectors of A.

As a result, the problem of finding a short vector in Ai-(A | I) reduces to finding a
short vector in the sublattice A& (A | I) N F, while accounting for the altered distribution
of (y,e(Ay)). This reduction in dimension yields only a marginal improvement in the
effectiveness of lattice reduction algorithms such as BKZ. Nevertheless, the resulting
reduced basis can then be used to recover candidate solutions for y.

In the context of SUCRE, this translates to a marginal reduction in security relative
to ML-DSA. However, this does not fully offset the additional complexity involved in

Shttps://github.com/Crypto-TII/CryptographicEstimators
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identifying the correct solution y among the many SIS solutions. Thus, in practice, we
expect that this attack will offer no gain.

5 Security Reduction for SUCRE

In this section, we discuss the security of SUCRE first in terms of resistance against a
d-probing attacker, then by reducing its security to the wnt-MLWR problem.

We aim to prove the security of our countermeasure against the d-probing-sUF-CMA
attacker. This model relevantly combines the black-box security with a signature oracle
with a grey-box model where the adversary can query intermediate variables during the
execution. The main theorem is now stated below. It combines the results that will be
presented in the sequel (Sections 5.1 and 5.2). Our work only focuses on a subpart of
ML-DSA. Thus, for the rest of the algorithm, we focus on the following hypothesis.

Hypothesis 1. Let d be a masking order. Let us assume the existence of a masked-ML-DSA,
an instance of ML-DSA with the parameters of Table 2 which is made of the secure
composition of d-NI and d-Nlo gadgets in order to achieve d-probing-sUF-CMA-security.
More precisely, masked-ML-DSA s such that for any adversary A there is an adversary
A’ such that
d-probing-sUF-CMA UF-CMA
Adv, Pt psa  (A) < Advig psa (A').

For example, a masked ML-DSA implementation with a masked wy, a masked compu-
tation of the challenge and a masked rejection sampling may validate Hypothesis 1. We
will use it as a framework where we can include our countermeasure.

Theorem 3 (Main theorem). Let d be a masking order. Let Qs (resp. Qp) be a maximum
amount of signature (random oracle) queries. Let n,q,k,¢,v1,72,n, 7,5 = T be nine inte-
gers satisfying the constraints from Table 2 and p and w be the corresponding aborting proba-
bility and commitment min-entropy. We assume the existence of masked-ML-DSA wvalidating
Hypothesis 1. We now modify masked-ML-DSA into an instance denoted SUCRE-ML-DSA
for which the Sign implementation (in Figure 3)

1. unmasks w1 in order to compute the challenge ¢ without masking,

2. and uses our new gadget SUCRE on the (d + 1)-sharing of z and SUCRE-no-SP2S
on the (d 4 1)-sharing of ro for the rejection sampling step.

Let A be a ppt (resp. quantum) adversary for the d-probing-sUF-CMA game (Def. 10) for
SUCRE-ML-DSA in the ROM (resp. QROM), there exists three adversaries By, By and B
such that

our new hypothesis (Def. 11)

. 2 Q
Ad d-probing-sUF-CMA < s Ad wnt—MﬁLWR B Ad CUR B
VsUcRe-ML-DSA  (A) < logy(1/p) Vn,q’%}kﬁgm,snﬁ( 0) +Adv"(By)

+27%/%. Bigirom(Qs, Qn) + AdvP T MA(By) + negl(N),
where C' = 2 if A is quantum in the QROM, C =1 otherwise.

Proof. We first note that masked-ML-DSA may have other internal unmasked variables
(like bits of information on conditional branches) that should be considered as public
outputs. Hence, we define ML-DSA* as an instance of ML-DSA that includes all the public
outputs of masked-ML-DSA in its returned values. By using Hypothesis 1 and Remark 3,
for any A there exists A; and A such that

UF-CMA R.3 5 1 d-probing-sUF-CMA Hypdl SUF-CMA
Adviipsa- (Ao) = Advy PR psa (A1) < Advig psa (Az). (1)
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We now define another intermediate unmasked signature algorithm, denoted m-ML-DSA,
that performs exactly as ML-DSA in black-box except that it outputs the value of wy
and the permuted zg for each call to NormCheck as part of its returned values (hence
outputting both permuted reduced z and the permuted rg). By extension, we also define
m-ML-DSA* that outputs both the public outputs of ML-DSA* and the ones of 7-ML-DSA.
Next, we use Corollary 1, whose statement and proof are the purpose of Section 5.1 and
Theorem 2 above to get the existence of an adversary C such that:

d-probing-sUF-CMA Th. 2 sUF-CMA
Advsicremipsa  (A) = Advi-yipsa- (C).

The inequality from Equation 1 states that the knowledge of the public outputs of ML-DSA*
does not provide any extra advantage to the attacker. Hence, it implies that we can remove
them from the security game. In other words, there exists an adversary D such that

UF-CMA UF-CMA
Advi-mipsas (C) < Advy i psa(D).

First, we note that the CUR property and UF-NMA security of m-ML-DSA are identical
to that of ML-DSA, as they do not give a signature oracle to the adversary. Let us use
Theorem 1 to link AdviU; S8, (D) to an adversary of the sc-HVZK game and next use
Theorem 4 that bounds the sc-HVZK advantage of m-ML-DSA. The last theorem is the
purpose of Section 5.2. Therefore, we obtain the required three adversaries By, B; and Bs
and the coefficient C' such that

Th. 4

d-probing-sUF-CMA SUF-CMA Thot N Qs nt-MLWR
Advgicre-mi-psa  (A) < AdviZuiipsa(P) < log,(1/p) Aan,q,%,k,gm,SmT(Bo) +

AdVCUR(Bl) + 9—w/C . BROM(Q57 Qh)+
AdvUFNMA(B,) + negl(\).

5.1 Proofs of Probing Security

In this section, we prove (or recall) the non-interference of our two main gadgets, namely
SP2Switch and NormCheck.

Lemma 3 (Non interference property of SP2Switch). The SP2Switch gadget, defined in
Figure 5 is d-NI.

Proof. As shown in [CGL124, Th. 6], the security property follows from the composition
of RefreshQuasiLin which is d-SNI (as proven in [MM21] and deduced from [BCRT23, Cor.
2, 3, and 5]) and ShiftMod,, which is d-NI (as proved in [CGTZ23, Th. 1]). O

Lemma 4 (Non interference property of NormCheck). The NormCheck gadget, defined in
Figure 6 is d-Nlo, when considering the final zg in Step 10 as a public output.

Proof. First, to avoid any confusion with intermediate variables, the final zg will be denoted
Zout and the shared input of the algorithm will be denoted [zi,]. Let us fix the notations
for each intermediate variable. For an iteration ¢ € [0,d + 1], note that each bold variable
has n¢ coefficients. The coefficients are identified with index j € [0,nf — 1] and the shares
are identified with index k € [0,d — i].

Possible probes for the i-th iteration:

* 2(,Z1,...,Z4—;, input of Perm (each share has n¢ coefficients on Z,),

e 79,T1,...,Tne—1 during Perm,
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o 2J,27,...,27_;, input of RefreshLin (each share has n¢ coefficients on Z,),
o r'o,x'y,...,r)_, | during RefreshLin (each share has nf coefficients on Z,),
o glresh glresh ,zf{fsih, the outputs of RefreshLin (each share has n¢ coefficients on

Zl])a

o YVt € [0,d—i] zZTh =27 . — Zi;lo r’,, during RefreshLin (each value has n/¢
coefficients on Z,),

Let P be a set of at most d probes of the gadget. We consider that probes can be
uniquely identified with a label and indexes. More precisely, a probe can be a variable z,
r', 27, 27" associated with indexes i, j, k for the iteration, the coefficient and the share
index. A probe can also be a random r associated with indexes 4, j for the iteration and
the coefficient. It can also be a partial sum zfi__f;eSh associated with indexes i, j for the

iteration and coefficient and index t € [1,d — 1]

We will show that P can be simulated with at most d shares of the input [z;,] and
with the public output zgyt.

Simulation of the full permutation. By design, the distribution of the permutation
values (corresponding to intermediate variables r) is independent from the distribution of
the other intermediate values and from the inputs/outputs of the algorithm. Therefore,
to ease the simulation process, we assume that the simulation will first draw the full
permutation (instead of drawing only the probed elements). More precisely, all the r are
drawn following the permutation distribution for all possible indexes i,j and they are
stored as local variables. Thus, any probe of P that concerns the permutation can be
taken from this step and each relative permutation is known by the simulation.

Next, we divide P into d+1 disjoint sets P; corresponding to the probes of each iteration
(with iteration d corresponding to the instructions from Steps 5 to 9), i.e. P = UL ,P;.
As there are d 4 1 iterations and |P| < d, there exists at least one iteration ¢ such that
P; = 0. We denote by iy the smallest index ¢ € [0,d] such that P;, = 0.

Fact 1. The distribution of P(O) := Ui“’:BlPi can be perfectly simulated with at most d

i
shares of the input of the algorithm [zi,] and without the public output Zoyt.

Fact 2. The distribution of P(1) := Ugl:ml??i can be perfectly simulated with the public
output Zoyy and without any share of the input of the algorithm [zi,].

Both facts allow to conclude the proof of Lemma 4 because P = P upPD),

Proof of Fact 1. Let Z be the set of indexes of the shares of [z;,] that are necessary to
simulate P(®). We aim at proving |Z| < d. Let 0 < i < iy and let us consider the probes
in P;. By definition, |P;| > 1 for all i € [0,ig — 1]. Therefore one can deduce |P©)| > iy.
Hence, since d > |P(©)],

Vie[0ig—1] 1<|P|<d—ig+1<d—i. (2)

We will now show that each probe in P; that depend on the first d — i shares can be
simulated from at most one share of each input and each probe that depends on the last
(d — i)' share may depend on i + 1 shares, but only if P contains i probes from the
previous iterations that also depends on these same i + 1 shares. With the above upper
bound, it will be enough to conclude that P can be simulated only from at most d
shares of each input.

Any probe in P; on a random variable 1’ of the refresh gadget is drawn uniformly at
random by the simulation. Any probe on a random variable r used for the permutation
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is simulated from the permutation that was drawn in the first step and stored as local
variable. For any probe § € P; on zzl__firCSh, with j be the corresponding coefficient, k the
corresponding share index, and ¢ number of terms in the partial sum, the simulation will
either require uniform random or it will require to simulate the corresponding z?. So let
us focus on a probe § € P; on z, z° or z"" where j is the corresponding coefficient and

k the corresponding share index.

1. Let us first consider the simple case where k < d — i (excluding the last share that
has a special dependency). We will show that the probe ¢ can be perfectly simulated
with at most one share of [z;,]. Indeed, the simulation first recovers the relative
permutation by computing u € [0,nf — 1] such that j = r*[... 7 [rO[u]]...] with the
previously drawn permutation values. We will distinguish two subcases®:

(a) there exists i’ < i, such that the distribution of 7 [j]* conditioned to the values
of other probes in P(©) is uniform. In other words, at iteration i, the refresh
value for share index k and coefficient j is left unobserved and cannot be deduced
from other probes. In that case, § can be simulated without any input share.
The simulation will simulate the value of the corresponding share at iteration
7/ with uniform random and consistently drawing the simulation in between
iteration 7’ and iteration 7. If the refresh values were previously drawn in the
simulation (for example for simulating other probes in P;» for i’ < i ), they
are simply reused.

(b) Vi’ < i either 74[j]" € Py or 74[j]" can be deduced from other probes. In
that case, the index (k,u) (meaning the share index k and coefficient index u)
is added in Z. The simulation can then simulate the probe’s distribution by
drawing all the refresh values in the path from zi,;[u] to §. Similarly, if the
refresh values were previously drawn in the simulation, they are simply reused.

2. Now assume that the probe ¢ is on the last share k = d — i. This case is more
complex as the last share is the sum of shares d — i and d + 1 — i of iteration 7 — 1.
Going recursively to the input, the last share is a sum of ¢ + 1 terms where each
term depends on at most one share of [z;,]. Defining a dependency path as the set
of all the refreshes from a share of the input to d, there are at least ¢ + 1 dependency
paths from [z;,] to 6. Each path contributes to the sum defining 6. For each path,
the two previous cases apply:

(a) either one refresh in the path is not in P(®) (and cannot be deduced). In that
case, the contribution of this path in the sum defining é can be simulated
without any input share exactly as for case (a) above with k£ < d — 4.

(b) or all the refresh values can be deduced from P and the simulation of the
contribution of this path to § will require the corresponding share and coefficient
of [zin]. In that case, the index (k,u) (meaning the share index k of coefficient
u) is added in Z. The contribution of this path in the sum defining § can be
simulated with the corresponding input share exactly as for case (b) above with
k<d-—i.

We now introduce two macro-subcases adapted to the context of the sum of shares.

(A) All the dependency paths are in case (a). In that case, § can be simulated
without any input share of [zi,].

61n fact, we could restrict ourselves to the second case and always add (k,u) to Z, which would already
suffice for our proof. However, we chose to present both cases explicitly to make the simulation strategy
clearer and to highlight how each probe can be more tightly simulated, by minimizing the number of
required input shares.
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Zylu]
Simulation start = Zin[]

Iteration i’
Simulation start

Iteration i
5 Iteration i

5
(a) The refresh value r’ of one iteration i’ cannot

be deduced from P. The simulation will start (b) All the refresh values can be deduced from
the simulation by drawing the corresponding 7. The simulation will start the simulation by
share and coefficient of z at iteration i'. The using the corresponding share and coefficient of
simulation does not require any share of [zin] the input [zin].

for simulating 9.

Figure 8: Illustration of the simulation depending on the subcases for k < d —i. The
squared nodes correspond to values of z or 2", the edges correspond to the permutation
and addition of r’. The red parts correspond to elements in P. When an edge is red, we
assume that at least 7’/ € P (the permutation index r can also possibly be in P).

(B) At least one path is in case (b). We will show that there exists a subset S € P(©)
containing d, such that |S| > ¢+ 1 that can be perfectly simulated with at most
i+ 1 shares of [z;,]. For the path in (b), all / in the path can be deduced from
PO As the distribution of all #’ is uniform, it implies that there are at least 4
probes in P(® that can be simulated from uniform random. We define S as the
set of all the probes that can be simulated with uniform random for each path
in case (b). Hence, |S| > i. As § may be simulated with at most ¢ + 1 shares of
Zin, adding 0 in S, we have |S| > i+ 1 and S can be simulated with at most
i + 1 shares of [zi,] and uniform random.

We have shown that for each ¢ < iy, each probe in P; can be simulated from at most one
share of each input for the ones that depend on the first d — ¢ shares, and any probe that
depends on the last (d — i)"* share may depend on i + 1 shares, but only if P contains i
probes from the previous iterations that also depends on these same i 4+ 1 shares, which
concludes the proof of Fact 1.

Proof of Fact 2. The set of probes in P(!) depends on the input of iteration ip + 1. As
the linear refresh of iteration iy is left fully unobserved (by definition of ig), any strict
subset of shares of the inputs of iteration iy + 1 is independent from the input shares of
[zin]. As the permutation of iy is left fully unobserved (by definition of ip), the location
of the coefficients is uniformly random at iteration ip + 1. All the probes in P() can be
simulated as follows. For all coefficient indexes j € [0,nf — 1],
o the shares z?j’“[j] for k € [0,d — ip — 2] are drawn uniformly at random.

o the simulation computes u € [0,n¢ — 1] such that u = 741 plo+2[pio+1[j]] ]

with the previously drawn permutation values. Next, the (d — ig — 1)-th share of
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Z;ndﬂ?-[M] L
Tingltt] :
2 Zinglu]
zmd“ [u] zin,ﬂlli[u]

g P

(A) All paths from input shares to § contain a
black edge. For each path, the simulation will
draw the contribution to § without any input
share as in subcase (a) above.

(B) There is a path from input share zZingy; to
6 that contain only red edges. The simulation
will need the value of zi,441 for the simulation.

Figure 9: Illustration of the simulation depending on the subcases for k = d — i. The
squared nodes correspond to values of z or 2" the edges correspond to the permutation
and addition of 7’. The red parts correspond to elements in P. When an edge is red, we
assume that at least 7/ € P (the permutation index r can also possibly be in P).

sz“[j] is drawn as

TER I
zijwil[]] = Zout[u] — 2y

k=0

Now the complete input of iteration iy + 1 is simulated, allowing to execute the
algorithm in order to get simulations for any probe in P,

O

Corollary 1. Let us consider a d-Nlo (d + 1)-shared gadget which performs steps 8
to 8 of Sign from Figure 3, with public output c. Then, the Sign implementation made
of the composition of this gadget with SUCRE applied on the (d + 1)-sharing of z and
SUCRE-no0-SP2S applied on the (d + 1)-sharing of ro is d-Nlo with public outputs ¢ and a
uniform and random permutation of z.

Proof. The proof directly builds on the d-Nlo properties SUCRE and SUCRE-no-SP2S,
established in Lemmas 3 and 4. The properties of [BBDT16] then are enough to conclude
with the sequential compositions of d-Nlo gadgets. O

Of course, Sign with our more efficient variant, when we omit the modular reduction on
z (applying directly SUCRE-no-SP2S) is also d-NIo with public outputs ¢ and a uniform
and random permutation of z.

5.2 A sc-HVZK Simulator for SUCRE

In this section, for simplicity, we assume that the leakage corresponds to the frequency
mapping 7 defined in Section 2.1 instead of a random permutation. This is strictly
equivalent: for any permutation matrix P, we have 7w(Pz) = m(z), and choosing a random
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preimage of 7(z) to apply a random permutation to is equivalent to applying a random
permutation to z.

The following lemma will be useful in showing that the assumption our simulator relies
on is the hardness of MLWR.

Lemma 5. Let q,« be integers satisfying ¢ > 2a, ¢ — 1 = 0 mod a and o = 0 mod 2. We
have:

-1 -1
HighBits, (r, o) = V —‘ mod+ 1~ = |7]a=1,¥r € [0,q — 1].

Moreover, e(r) = LowBits,(r, «).

We postpone proving this lemma to Appendix A. Our fundamental trick to simulating
rejected transcripts lies in the following lemma.

Lemma 6 (Distribution of z mod *2v,). Let n,q,k,¢,v1,72,1,7, 3 = 1 be nine integers
satisfying the constraints from Table 2. Let s, € Sf; and ¢ € B;. Lety < U(Sfl) and
set z <y + s1c and Z = z mod iZ*yl. Then:

o Z follows the uniform distribution U(S,l;l) over 5’,‘;1,

o [|Z]loo <1 — B & [2]loc <71 — B

Proof. First, note that y + U(S'f;l) and zZ =y + s;c mod T2+, hence it is also uniformly
distributed over S’f;l.
The equivalence holds by noting that:

o If ||z]|lo <71 — B < 71, then z =z, and then we also have ||Z||oc < v1 — 5.

o If ||Z||co < 71 — B3, then recall that z = y + ¢s; and we show that actually z = Z.
For any coordinate z; of z, we have |z;| < 1 + 8. It implies that z; < v + .
Assuming that |z;| > 1 for some i, we assume without loss of generality that z; > 71
and we have that the corresponding coordinate of z is Z; = z; — 271, which is such
that Z; < v + 8 — 2y < —vy1 + 8. Hence we end up with || = =2, > 11 —
as 1 > fB. This contradicts ||Z|lec < y1 — S and shows that ||z <1 — 3.

This concludes the proof. O]

We are now ready to assess the sUF-CMA security of m-ML-DSA. As previously
introduced in the proof of Theorem 3, m-ML-DSA is a modified version of ML-DSA that
performs exactly as ML-DSA in black-box except that it outputs the value of wy and the
permuted zg for each call to NormCheck as part of its returned values (hence outputting
both permuted reduced z and the permuted ro).

Let us note that its CUR property and UF-NMA security are identical to that of ML-DSA,
as they do not give a signature oracle to the adversary. All that remains is to provide
a sc-HVZK simulator that could be included in the general security bound with Theorem 1.
The sc-HVZK simulator should satisfy the following.

e It decides between generating an accepting transcript or a rejected one with the
same probability as ML-DSA.

 In case of rejected transcript, it must provide (wy, ¢, 7(2), 7(rg)) (the last one may
be omitted if z is directly rejected).

o In case of accepted transcript, it must provide (¢, z), as wy can be recomputed from
these two elements.
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Sim(vk, ¢) : Real(vk, s1,¢) :
1: i(—’U(S,yl) 1: y<—’U(§71)
2: if ||Z||cc < 71 — 5 then 2: W < Ay mod ¢
3: zZ< 7 3: wi < HighBits, (w,272)
4: ro < LowBits,(Az — ct, 27,) 4: Z4y+sic
5: if ||rolloe < 72 — S then 5: % < z mod T2y,
6: _ return (c,z) 6: if ||z||cc < 71 — B then
7 w1 < Sample, (q, %, 292,M, o) T: ro < LowBits,(Az — ct, 27,)
8 return (wy,c,m(z),m(ro)) 8: if ||roljcc <2 — 3 then
9: W <o U(R’qf) 9: ‘ return (c, z)
10: wy + HighBits (w, 272) 10: else
11: return (wy,c,7(2)) 11: . return (wy,c, (), 7(ro))
12: return (wy, ¢, m(z))

Figure 10: Transcript generator for m-ML-DSA. Simulated on the left, real transcripts on
the right. Sample,, is defined in Figure 7.

e The distribution of simulated transcripts must be computationally indistinguishable
from the distribution of real transcripts (i.e. leakage and signatures).

Theorem 4 (scHVZK). Let n,q,k,¢,v1,72,m, 7,8 = mn be nine integers satisfying the
constraints from Table 2. For any adversary A distinguishing between the output of either
of the algorithms of Figure 10, i.e. Sim(vk, c) or Real(vk,s1,c), there exists an adversary B
such that the following holds:

Vki’rSI(A(Real(vk,sl,c)) — 1) —\,kirSI(A(Sim(vk, ) = 1) < Adv;;,";;g%%fmhsnﬁ(g).

Proof. We first introduce an hybrid simulator Hyb in Figure 11.

Hyb(vk,s1,¢) :

y & U(S)

Z 4y + S1C

7 < z mod *2v,

i 2o <71 — 7 then
ro < LowBits,(Az — ct, 272)
if [[rolloc <2 — B then

return (c, z)

wy < Sample,, (g, %, 272,17, T0)
return (wq,c, m(z), 7(rg))

w > U(RE)

: wy < HighBits, (w,27,)

: return (wy,c, m(%))

—_

— =
= O

—_
N

Figure 11: Hybrid transcript generator. The only change with respect to Real is the
distribution of w; in case of rejection.

Real versus hybrid. We build the following reduction B that calls A to solve
the mnt-MLWR problem. Let A, wy,2z’,r),t,c be a mnt-MLWR instance.
The reduction B does the following.

Accepted. If ||Z'||c < 11 — 8 and ||rf]lec < 72 — B, B returns unif with probability 1/2,
else it returns miwr.
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Rejected on rg. Otherwise if ||2’||oc < 71 — B set trans = (wy,c,z).
Rejected on z’. Else set trans = (wy,c¢,2z/,r().

Call A on trans. In the last two cases, when A outputs Hyb, B returns unif. Otherwise,
when A outputs Real, B returns mlwr. We note that

e As shown in Lemma 5, this algorithm outputs something that either follows the
output distribution of Hyb if w; is sampled according to Sample,,, or the output
distribution of Real if wy is a rounding of some Ay.

u

 In the case of an accepting transcript (i.e. of the form (c,z)), the output distribution
of the above algorithm is independent of wy, hence conditioned on this event, A has
distinguishing advantage 0, which is why B aborts by returning a random answer.

e In the case of a rejected transcript, B is right if and only if A is right. Their
distinguishing advantages, conditioned on this event, are identical.

Hence, we have:

Pr (A(Real(vk,sy,c)) — 1) — Pr (A(Hyb(vk,c)) — 1)‘ = Ady™-MIVR (B).

vk,c,s1 vk,c,s1 7,05 55 K Ly1,50,T

Hybrid versus simulated. To conclude, we show that

kPr (A(Hyb(vk,s1,¢)) = 1) — kPI (A(Sim(vk,c)) — 1)‘ =0.
vk,c,s1 VK,¢C,81

To do so, we recall Lemma 6. The only changes in computations between Sim and Hybrid
are the generation of zZ and the check of |||/« < 1 — 8 instead of ||z||cc < 71 — (. However,
Lemma 6 ensures that the distributions are identical, and the checks are also identical.
The output of both algorithms hence follows the same distribution. O

Remark 6. The approach above can be adapted to the case of “standard” ML-DSA and a
variant of MLWR | 0L kU8, ) where the adversary is not only given some independently
@y kL 1

sampled (s1,s2,¢) <= U(S] x SF x C) but also a bit b stating whether [ly + csi[loc <71 —f
and ||LowBits,(Ay — cs2,272)||c0c < 72 — 8. While this only represents one extra bit of

information, reducing it to MLWR | 052k LU(S,) is tricky as guessing the bit would not
192y 2Rt 1

be sufficient to give a meaningful reduction, while this works for their search variants.
Remark 7. As already mentioned in Remark 5, adversary B is essentially forfeiting when
the sample is accepted. As such, its advantage can never be more than p, the rejecting
probability, which corresponds to the gap between mnt-MLWR and its variant which would
be conditioned on rejected samples.

6 Performance of SUCRE on Cortex-M4, Comparison to
other Countermeasures ([CGL"24] and [ABC'23])

In this section, we compare the performance of the most efficient implementations for the
rejection sampling step of ML-DSA applied to a single polynomial vector of ¢ elements,
either z or ro: SecBoundCheck from [ABC*23], RejectSampling from [CGL*24]7, and our

"The C code of [CGLT24] has been made publicly available at: https://github.com/fragerar/
tches24_masked_Dilithium. It is worth noting that, for the sake of fairness and completeness in our
comparison, we had to correct the LMSwitch and RejectSampling implementations to use the quasilinear
RefreshQuasiLin gadget instead of the linear RefreshLin gadget, as the authors appeared to have mistakenly
used the latter. This correction, however, does not significantly affect either the execution speed or the
memory consumption.


https://github.com/fragerar/tches24_masked_Dilithium
https://github.com/fragerar/tches24_masked_Dilithium
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new SUCRE(-no-SP2S), for a number of shares between 2 and 11 (i.e. between d = 1
and d = 10 respectively). For the particular case of SecBoundCheck from [ABCT23], the
comparison scope is limited due to unavailable public implementation as discussed below.

The comparisons and measurements are performed on the sole rejection sampling routine
(as opposed to the whole ML-DSA algorithm) since we only focus on this primitive. This
has also the advantage of overcoming tight memory constraints issues on the measurement
platform. Following the other benchmarks methodology regarding ML-DSA, the cycles
measurement concerns a unique rejection sampling loop iteration to remain independent
from the rejection probability. For fairness of the benchmark, we also avoid early aborts
of the tested rejection sampling primitives by averaging the results over conforming-only
values that will always process the complete ¢ components of the polynomial vector to
be checked (i.e. values such that ||z]|oc < 71 — 8 and |rollec < v2 — 8). For memory
consumption, we expect [ size polynomial vectors available as inputs and only account for
the rejection sampling internal memory usage.

The performance measurements are performed on Cortex-M4, namely a STM32 Nucleo
L4R5ZI board with a STM32L4R5Z1 SoC embedding 640 KiB of SRAM and 2 MiB of
flash, configured with zero-wait state clocks at 20 MHz for accurate benchmarking. The
measurements capture both speed (number of cycles) as well as memory consumption®
used for the algorithm. Also, since masking techniques make heavy usage of randomness,
the impact of RNG generation is shown by using two different sources of randomness:

o STM32L4R5ZI’s hardware based TRNG (True Random Number Generator). It is a
dedicated peripheral in the SoC producing one 32-bit random value every 53 CPU
cycles.

e A lightweight non-cryptographic PRNG based on a very simple LFSR. The idea is
to measure the randomness bottleneck with a source providing 32 bits in much fewer
cycles than the STM32 TRNG (32 bits in < 10 cycles).

The compilation toolchain used for these measurements is ARM’s arm-none-eabi in
version 13.3.rell, with the -03 option for speed. We provide on Figure 12 (respectively
on Figure 13 and Figure 14) the performance measurements for speed in kilo-cycles and
memory in bytes for ML-DSA-44 (respectively for ML-DSA-65, ML-DSA-87). The detailed
data for these measurements are provided in Table 6 (respectively in Table 7 and Table 8).
Both SUCRE and SUCRE-no-SP2S (i.e. without the modulus switching, see Section 3) are
benchmarked against the rejection sampling implementation from [CGL*24]. Specifically
for ML-DSA-65, we provide the comparison with the masked rejection sampling primitive
with TRNG SecBoundCheck from [ABCT23] that optimizes its Boolean gadgets with bit-
slicing (and that uses a transfer from arithmetic to Boolean shares for the bound checking)®.
The authors of [ABC*23] do not provide much details on how the rejection sampling is
benchmarked, we only know that one loop of a complete Dilithium-3 (i.e. ML-DSA-65)
is measured. More precisely, it is not clear if the figures provided for SecBoundCheck
encompass the two rejections for z and rg without early aborts. In order to keep things
comparable, we additionally provide on Figure 13 the cumulative performance for SUCRE
applied on z and SUCRE-no-SP2S applied on rg (denoted SUCRE+SUCRE-no-SP2S, the
total memory consumption remains the same).

The cycles performance of both variants of SUCRE are competitive as the complexity
analysis in Table 4 suggests, at the expense of a steep linear increase of the memory

80nly static stack buffers are used with no dynamic allocation using malloc. This allows to easily
measure memory consumption with a stack spraying technique as used in the [KPR*] framework.

9Although the figures are directly extracted from the article’s Table 2 for 2 to 8 shares (no source code
has been provided by the authors), we stress that the comparison is still fair as the exact same Cortex-M4
platform has been used. Only the number of clock cycles is provided for comparison as the memory usage
has not been reported by the authors.
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usage with the number of shares (which is expected since all the ¢ elements of the vector
polynomial to be checked must be available in memory for applying the full permutation,
and the original value to be checked cannot be altered in the case of z as it is returned in
the signature). The usage of SP2Switch for SUCRE has impacts on the cycles count but not
on the total memory consumption (the gadget’s local memory usage is shadowed by the
other parts of the countermeasure). As a matter of fact, SUCRE is tailored for situations
where speed matters while keeping the implementation secure using high-order masking,
achieving four to six times speedups on average when compared to [CGL124] (and an
order of magnitude speedup when using SUCRE-no-SP2S). For ML-DSA-65, SUCRE speed
seems on par with [ABCT23] when both z and rq are checked thanks to SUCRE-no-SP2S
very competitive results. This latter performance comparison is however inherently limited
due to the lack of information (about memory usage, the other ML-DSA variants and large
number of shares), as well as the usage of assembly optimised parts for the arithmetic
according to the authors as opposed to pure C for the current SUCRE benchmarks.

.10° -104
T 5 T T T T T

)

Memory usage (bytes)

Number of cycles [kilo-cycles|

=)
wi- @
D
Dl

I
6 7 8 9 10 11 2 3 4 5 6 7 8 9 10 11
Number of shares Number of shares

Ny
o

— ML-DSA-44 classical [17.5]
ML-DSA-44 PRNG SUCRE [1 348 to 42096]

—6— ML-DSA-44 PRNG SUCRE-no-SP2S [266 to 6061]

—+—  ML-DSA-44 PRNG [CGL™24] [9280 to 186 990] — ML-DSA-44 (PRNG and TRNG) classical [0]
ML-DSA-44 TRNG SUCRE [1921 to 76 296] ML-DSA-44 (PRNG and TRNG)

—&— ML-DSA-44 TRNG SUCRE-no-SP2S [552 to 12347] © SUCRE(-no-SP28) [8440 to 45 536]
—x— ML-DSA-44 TRNG [CGL*24] [11669 to 317382] —+— ML-DSA-44 (PRNG and TRNG) [CGL*+24] [544 to 984]
(a) Speed for ML-DSA-44 (b) Memory for ML-DSA-44

Figure 12: Classical, SUCRE, SUCRE-no-SP2S and [CGL"24] speed (in kilo-cycles) and
memory usage (in bytes) performance comparison for ML-DSA-44, for 2 to 11 shares.

Timing and memory optimizations for SUCRE. It is worth noticing that one can push
the advantage of SUCRE-no-SP2S very competitive speeds even further in ML-DSA by
checking ro before z, while exploiting the relatively high rejection probability of ro. More
optimizations are also expected for speed when replacing performance-critical parts with
dedicated assembly.

The memory usage can also be drastically improved for SUCRE(no-SP2S) when applied
to inputs that can be modified, e.g. in the case of rg: since it is not used after bound
checking, all the operations can be performed in place and memory consumption boils
down to the permutation and internal gadgets, hence saving 256 x k x (d + 1) x 4 bytes for
this operation. In the case where inputs must be preserved, e.g. the returned z when no
rejection applies, it is also possible to save 256 X £ x (d+1) x 4 bytes by using a PRNG with
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— ML-DSA-65 classical [23]
ML-DSA-65 PRNG SUCRE [1681 to 52 389]
—6— ML-DSA-65 PRNG SUCRE-no-SP2S [332 to 7575]
—+—  ML-DSA-65 PRNG [CGL*24] [12385 to 249 260]
ML-DSA-65 TRNG SUCRE [2398 to 95096]
—&— ML-DSA-65 TRNG SUCRE-no-SP2S (689 to 15434]

—%— ML-DSA-65 TRNG [CGL"24] [15612 to 425513] —_— ML-DSA-65 (PRNG and TRNG) classical [0]
—A— ML-DSA-65 TRNG [ABC'23] [4354 to 48 376]1' ML-DSA-65 (PRNG and TRNG)
ML-DSA-65 TRNG SUCRE-no-SP2S SUCRE(-no-SP2S) [10528 to 56 840]
+ SUCRE [3078 to 110530] —+— ML-DSA-65 (PRNG and TRNG) [CGL*24] [584 to 1024]
(a) Speed for ML-DSA-65 (b) Memory for ML-DSA-65

Figure 13: Classical, SUCRE, SUCRE-no-SP2S and [CGL"24] speed (in kilo-cycles) and
memory usage (in bytes) performance comparison for ML-DSA-65, for 2 to 11 shares.
TOnly speed performance for [ABC*23] with TRNG (4, 6 and 8 shares) as extracted from
the article.

d + 1 seeds'?, each one generating a permutation of NormCheck. In this case, it is possible
to apply the permutations in-place in the memory slot of z. The seeds are stored in memory
so that the inverse permutations can be applied to the unmasked vector z when it is not
rejected. In order to make reversing the random swaps easier, the PRNG could be used in
counter mode so that random permutation indices can be easily re-generated in reverse
order. The extra cost in cycles of this inversion would be contained and only applied in
case of accepted z. Moreover, the PRNG usage for the permutations in NormCheck could
also improve the performance in hardware contexts where TRNG generation is very slow.
Security-wise, using a PRNG with d + 1 seeds instead of a TRNG for the permutation
indices also preserves the probing security. Indeed, the probing security proof remains
valid even if a single probe reveals a full permutation to the adversary.

7 Conclusion and future Works

We have introduced a new lattice assumption that leads to a new comparison gadget
implying a significant performance gain for masked ML-DSA. This work has opened several
interesting future works.

wnt-MLWR security. A natural question is whether the permutation information in
mnt-MLWR provides any real advantage in solving the underlying decisional MLWR problem—
especially given the vast number of solutions even when candidate solutions are constrained

10This only concerns SUCRE-no-SP2S and not SUCRE because of the modulus switching.
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—_— ML-DSA-87 classical [32]
ML-DSA-87 PRNG SUCRE (2354 to 73 347]
—6— ML-DSA-87 PRNG SUCRE-no-SP2S [465 to 10601]

—— ML-DSA-87 PRNG [CGL*24] [16251 to 327227] — ML-DSA-87 (PRNG and TRNG) classical [0]
ML-DSA-87 TRNG SUCRE [3356 to 133134] ML-DSA-87 (PRNG and TRNG)
—&— ML-DSA-87 TRNG SUCRE-no-SP2S [965 to 21 603] ° SUCRE(-no-SP2S) [14624 to 79 368]
—+— ML-DSA-87 TRNG [CGL*24] [20426 to 555417] —+— ML-DSA-87 (PRNG and TRNG) [CGL*+24] [584 to 1024]
(a) Speed for ML-DSA-87 (b) Memory for ML-DSA-87

Figure 14: Classical, SUCRE, SUCRE-no-SP2S and [CGL"24] speed (in kilo-cycles) and
memory usage (in bytes) performance comparison for ML-DSA-87, for 2 to 11 shares.

to match the observed coordinate sums. Another promising direction is to enhance existing
attacks on the Permuted Kernel Problem by exploiting the shortness of the vector y and
the structure in both the matrix and the permutation. Exploring this may help clarify the
cryptanalytic value of such partial leakage.

Leakage Model. While SUCRE is formally proven secure in the probing model-—which re-
mains the standard framework for all existing countermeasures of ML-DSA—it is important
to recognize the limitations of this abstraction. In particular, the probing model does not
capture certain classes of practical attacks, such as horizontal attacks, which can exploit
statistical dependencies across multiple executions and are known to be especially effective
in real-world embedded systems. A more realistic framework for modeling physical leakage
is the noisy leakage model, formalized by Prouff and Rivain [PR13], where adversaries
observe noisy functions of intermediate values rather than idealized probes. Unfortunately,
directly proving the security of cryptographic schemes in this model remains extremely
challenging. First introduced as an intermediate step, the random probing model [DDF14]
has emerged as an attractive alternative. It combines practical relevance with theoretical
simplicity, and closely relates to the noisy leakage model through a tight reduction. That
said, establishing the security of our construction in the random probing model—although
a highly desirable milestone—is non-trivial. In particular, current proof techniques do not
allow for tight estimation of the random probing leakage introduced by the permutation
layers used in our design. Therefore, reaching this goal would probably require adapting the
current design of SUCRE to better align with the constraints of existing proof techniques.
In the meantime, the use of fresh refresh gadgets between each permutation step—which
is a feature of our countermeasure—significantly mitigates the risks of cumulative leakage
and strengthens our confidence in its practical resistance against advanced side-channel
attacks.
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Parallel implementations. The introduced lattice assumption could also be applied in
a context where parallel instructions are possible so that the comparisons for all the
coefficients could be performed at the same clock cycle and combined together. Indeed,
in that case, the leakage would correspond to the leakage of all the coefficients at the
same time, which comes down to removing the knowledge of the order of the coefficients.
Hence, with such parallelization, assuming mnt-MLWR or variants, the countermeasure
could consist in only refreshing, unmasking, and comparing. Such parallel implementations
obviously include dedicated hardware circuits, but also software implementation taking
advantage of bitslicing and vectorized SIMD instructions on general purpose CPUs or
GPUs. An interesting future avenue would be to investigate such parallel implementations.

Memory consumption reduction. A way to significantly reduce the memory consumption
of our countermeasure would be to permute the coefficients in subsets of n elements, rather
than permuting the entire vector, 7.e. applying one permutation per polynomial. Our
security reduction can be easily adapted to this approach, with the caveat that the resulting
variant of MLWR would provide a much stronger hint, due to this more limited form of
shuffling. Investigating the memory savings of this variant, as well as the cryptanalysis
of the resulting assumption, would be of great interest to understand the impact of this
relaxation of SUCRE.
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A Delayed Proof of Lemma 5

Proof of Lemma 5. We start with the first identity. Let o = r mod *a.
Note that

o r—ro ifr—ro#qg—1

HighBits,(r, o) = o

ighBits, (r, ) {0 = modJqu_1 ifr—rg=q—1.
We show that 0 < r—rg < ¢—1, which will show that the first case is already reduced mod
*(¢—1)/a. By definition, we have both (r—r¢) = 0 mod « and |r¢| < /2. Assuch, r—ry €
aZN[-a/2,q—1+«a/2] C [0,qg—1], as ¢ — 1 = 0 mod . We thus have shown that

— T q—1
I _—

(%

nod

HighBits, (r, o) = !

Q

It remains to show that (r —rg)/a = |“=1]. By definition of ry € (—a/2, /2], we
have:
r—r —g<r<r—r —1—8
075 < ot 5

As this is an inequality between integers, we note that this is equivalent to the following
statement, which reverses the strictness of the inequalities by subtracting 1 to the middle r:

a_ e
reToT g _7"—1<7"—7“0—|—§.
Dividing by «, we find that (r—r¢)/a € Z satisfies the definition of the rounding of (r—1)/c,
which shows the first identity by uniqueness of the rounding.
We move on to the second identity, which we show holds over Z. Let us assume that
there exists r € [0, ¢ — 1] such that |r] a1 # |=1]. Note moreover that

r—1 r r
-——+ —| <1,
« a a-q

-1 -1
! <(q )TZZ—L and
o qo o a-q

due to the fact that r < q. Hence we have, as they are not equal by assumption:

-2 )

Then there exists an integer k € Z such that, by definition of the rounding function:

T 1 1 T T
———<k4+=<—-——
a o

or, equivalently,
1
O<o¢<k+>r+1§1r<1.
2 q

However, a(k +1/2) —r + 1 is an integer as o = 0 mod 2, which contradicts the fact that
it belongs in (0,1). This show the equality for all » € [0, ¢ — 1].
Finally, LowBits,(r, o) = e(r) since |ag/(¢ —1)] = a. O
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B Detailed Performance for SUCRE and SUCRE-no-SP2S
against [CGL"24] and [ABC"23] on Cortex-M4

Table 6: Performance of the various rejection sampling primitives for ML-DSA-44. Speed
performance is in kilo-cycles, memory consumption is in bytes.
Performance for ML-DSA-44
‘} P
Algorithin . Shares 2 3 4 5 6 7 8 9 10 11
Classical | Speed 175 | 175 | 175 | 175 | 175 175 | 175 175 175 175
(no masking) | Memory 0 0 0 [ 0 ‘ 0 0 0 0
SUCRE-10-SP2S | Speed 266 | 561 | 903 | 1371 | 1918 | 2566 | 3335 | 4132 | 4981 | 6061
PRNG Memory || 8440 | 12592 | 16688 | 20832 | 24936 | 29072 | 33160 | 37304 | 41392 | 45536
SUCRE Speed || 1348 | 3074 | 4888 | 8775 | 12069 | 15735 | 20000 | 29177 | 35342 | 42096
PRNG Memory || 8440 | 12592 | 16688 | 20832 | 24936 | 20072 | 33160 | 37304 | 41392 | 45536
[CGL724] Speed || 9280 | 17779 | 28527 | 43376 | 59868 | 78674 | 100339 | 128909 | 156681 | 186990
PRNG Memory || 544 | 624 | 632 | 720 | 720 808 816 896 904 984
SUCRE-10-SP2S | Speed 552 | 1133 | 1856 | 2800 | 3018 | 5234 | 6764 | 8419 | 10219 | 12347
TRNG Memory || 8440 | 12592 | 16688 | 20832 | 24936 | 29072 | 33160 | 37304 | 41392 | 45536
SUCRE Speed || 1921 | 4698 | 7944 | 14504 | 20470 | 27290 | 35275 | 51919 | 63517 | 76296
TRNG Memory || 8440 | 12592 | 16688 | 20832 | 24936 | 20072 | 33160 | 37304 | 41392 | 45536
[CGL724] Speed || 11669 | 24751 | 42297 | 66790 | 94744 | 127210 | 164925 | 214795 | 263662 | 317 382
TRNG Memory | 544 | 624 | 632 | 720 | 720 808 816 896 904 984

Table 7: Performance of the various rejection sampling primitives for ML-DSA-65. Speed
performance is in kilo-cycles, memory consumption is in bytes. For [ABCT23], only speed
for 2, 4, 6 and 8 shares is provided as this is the only data available for the non-public
implementation (see section 6).

Performance for ML-DSA-65

AlgoritiShares 2 3 4 5 6 7 8 9 10 11
Classical Speed 23 23 23 23 23 | 23 23 23 | 23 23
(no masking) | Memory 0 0 0 0 0 ‘ 0 0 0 ‘ 0 0
SUCRE-no-SP2S | _Speed 332 | 702 | 1129 | 1713 | 2396 | 3207 | 4168 | 5164 | 6225 | 7575
PRNG Memory || 10528 | 15704 | 20824 | 25992 | 31112 | 36280 | 41392 | 46560 | 51672 | 56840
SUCRE Speed || 1681 | 3834 | 6091 | 10930 | 15054 | 19589 | 24897 | 36338 | 44002 | 52389
PRNG Memory || 10528 | 15704 | 20824 | 25992 | 31112 | 36280 | 41392 | 46560 | 51672 | 56840
[CGL¥24] Speed || 12385 | 23719 | 38115 | 57849 | 79885 | 105037 | 133949 | 171765 | 208785 | 249260
PRNG Memory || 584 | 664 | 672 | 760 760 848 356 936 941 1024
SUCRE-no-SP2S | Speed 689 | 1416 | 2320 | 3500 | 4897 | 6542 | 8455 | 10523 | 12774 | 15434
TRNG Memory || 10528 | 15704 | 20824 | 25992 | 31112 | 36280 | 41392 | 46560 | 51672 | 56840
SUCRE Speed || 2398 | 5861 | 9907 | 18089 | 25549 | 34025 | 43982 | 64722 | 79183 | 95096
TRNG Memory || 10528 | 15704 | 20824 | 25992 | 31112 | 36280 | 41392 | 46560 | 51672 | 56840
[CGLT24] Speed || 15612 | 33162 | 56761 | 89517 | 127094 | 170766 | 221437 | 287801 | 353375 | 425513
TRNG Memory || 584 | 664 | 672 | 760 760 848 356 936 944 1024
[ABCT23] Speed || 4354 | — [ 15472 | - | 31234 - 43376 - - -
TRNG Memory — — — — — — — — — —
SUCRE-no-SP2S | Speed || 3078 | 7277 | 12227 | 21589 | 30446 | 40567 | 52437 | 75245 | 91962 | 110530
+SUCRE TRNG | Memory || 10528 | 15704 | 20824 | 25992 | 31112 | 36280 | 41392 | 46560 | 51672 | 56840
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Table 8: Performance of the various rejection sampling primitives for ML-DSA-87. Speed
performance is in kilo-cycles, memory consumption is in bytes.
Performance for ML-DSA-87

Algorithm# shares 2 3 4 5 6 7 8 9 10 11
Classical | Speed [[ 32 32 32 32 32 [ 32 32 32 32 32
(no masking) | Memory || 0 0 0 0 [ 0 0 0 0
SUCRE-no-SP2S | Speed 465 982 | 1580 | 2398 3354 | 4490 | 5835 7229 | 8711 | 10601
PRNG Memory || 14624 | 21848 | 29016 | 36232 | 43400 | 50616 | 57776 | 64992 | 72152 | 79368
SUCRE Speed || 2354 | 5375 | 8525 | 15310 | 21076 | 27421 | 34855 | 50860 | 61602 | 73347
PRNG Memory || 14624 | 21848 | 29016 | 36232 | 43400 | 50616 | 57776 | 64992 | 72152 | 79368
[CGLT24] Speed || 16251 | 31120 | 49929 | 75924 | 104788 | 137693 | 175606 | 225605 | 274171 | 327227
PRNG Memory || 584 664 672 760 760 848 856 936 944 1024
SUCRE-no-SP2S | Speed 965 | 1983 | 3248 | 4899 6856 | 9158 | 11837 | 14732 | 17880 | 21603
TRNG Memory || 14624 | 21848 | 29016 | 36232 | 43400 | 50616 | 57776 | 64992 | 72152 | 79368
SUCRE Speed || 3356 | 8207 | 13869 | 25325 | 35768 | 47629 | 61574 | 90607 | 110867 | 133134
TRNG Memory || 14624 | 21848 | 29016 | 36232 | 43400 | 50616 | 57776 | 64992 | 72152 | 79368
[CGL™24] Speed || 20426 | 43323 | 74003 | 116875 | 165794 | 222614 | 288611 | 375882 | 461390 | 555417
TRNG Memory || 584 664 672 760 760 848 856 936 944 1024
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