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Abstract

Batch decryption allows an authority to release a short key that enables public decryption
of a selected batch of ciphertexts. Motivated by encrypted mempools, we study this capability
through two constructions with different authorization semantics and assumptions.

First, we provide a simple and compact epochless construction in an RSA group based on
Fiat’s Batch RSA [CRYPTO’89]. Its batch-decryption hint is just one group element, and its
keys and ciphertexts have size independent of the batch size, with no batch bound fixed at
setup. We prove adaptive security under the strong RSA assumption in the random-oracle model.
The scheme permits repeated releases for overlapping batches, with each release authorizing
decryption of the selected ciphertexts.

Second, we give an adaptively secure generic construction of identity-based encryption with
batch decryption in the epoch-based model, which permits at most one batch-key query for
the challenge epoch. The construction combines deferred encryption via garbled circuits, non-
inclusion secure registration-based encryption, and weak receiver non-committing IBE. We
construct the latter primitive from ordinary IBE and pseudorandom functions, obtaining an
instantiation of the epoch-based construction from the computational Diffie–Hellman assumption.

batch decryption identity-based encryption encrypted mempools deferred encryption RSA

1 Introduction

Batch decryption, a notion recently formalized by Choudhuri et al. [CGPP24], allows ciphertexts
generated independently by different senders to be decrypted using a single short public hint. The
authority chooses the batch after encryption and releases a key whose size is independent of the
number of ciphertexts. Anyone holding the batch and this key can then recover its messages. The
central question is how to compress the information needed to authorize decryption of an adaptively
selected collection while preserving the privacy of ciphertexts outside that collection.

∗Funded by the European Union (ERC, LACONIC, 101041207). Views and opinions expressed are however those
of the author(s) only and do not necessarily reflect those of the European Union or the European Research Council.
Neither the European Union nor the granting authority can be held responsible for them.
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Encrypted mempools are the application that motivates this notion: Transactions are encrypted
before submission, their order is fixed while their contents remain hidden, and decryption follows
after the ordering decision. This can mitigate forms of maximal extractable value (MEV) that exploit
transaction contents during ordering. Batched threshold encryption addresses the communication
cost of this process when a committee holds the decryption authority: instead of publishing a separate
decryption share for every transaction, each party contributes to the release of a batch [CGPP24].
The cryptographic release mechanism is one component of such a system; the ordering protocol and
the committee’s corruption model require their own guarantees.

Two choices distinguish the settings we consider. In ciphertext-specific batch decryption, a hint
authorizes decryption of the selected ciphertexts. In batch IBE, a key authorizes a set of identities
and enables decryption of ciphertexts under those identities [BLT25]. Independently, encryption
may require an epoch label: batch keys then apply to ciphertexts for that epoch, whereas epochless
encryption requires no such label. Our first construction provides ciphertext-specific releases without
epochs; our second provides identity-based batch decryption with epochs.

In ciphertext-specific batch decryption, the adversary may request decryption hints for maliciously
formed batches that exclude only the exact challenge ciphertext, including batches containing related
ciphertexts. This is a natural analogue of chosen-ciphertext security for batch releases. In the
identity-based setting, exclusion applies to the challenge identity; in our epoch-based model, this
restriction concerns the challenge epoch.

Existing approaches include pairing-based batch threshold encryption [CGPP24, BNRT26,
ADG+26] and lattice-based batch IBE [BLT25]. This raises a natural question: can compact batch
decryption be constructed from other standard assumptions, such as strong RSA or CDH?

1.1 Our Contributions

In this work, we provide two novel approaches to construct batch decryption schemes:

• Compact epochless batch decryption from strong RSA. We provide a batch decryption scheme
in the random oracle model from the strong RSA assumption (Section 3). In this scheme, the
decryption hint is just one group element. The public key specifies an RSA modulus N and
public sampling parameters, and the secret key additionally contains the group order φ(N).
Key and ciphertext sizes depend only on the security parameter. Unlike the pairing-based
constructions of [CGPP24, BNRT26, ADG+26, Pol26], our scheme requires no public setup
or decryption material growing with a predetermined maximum batch size, although some of
these constructions already achieve constant-size encryption keys. No maximum batch size or
lifetime is fixed at setup. To modularize our construction, we introduce a tag-based notion of
batch decryption and formalize a simple security notion we call adaptive tag-exclusion privacy.
In such schemes, every ciphertext is endowed with a tag, and batch-decryption queries are not
allowed to include ciphertexts tagged with the challenge tag. This is a natural generalization of
the notion of tag-based encryption [Kil06]. A CHK/Kiltz compiler [CHK04, Kil06] using strong
one-time signatures then gives ordinary batch decryption against malicious batch-decryption
queries that exclude only the exact challenge ciphertext.

• Generic batch decryption with epochs. As a second contribution, we construct an adaptively
secure identity-based encryption scheme with batch decryption (Section 4). The critical
component in this construction is a notion we call weak receiver non-committing identity-
based encryption, which we can construct from the CDH assumption (Section 4.2). The
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construction further relies on an adaptive garbling scheme [BHR12a, HJO+16] and a weak
form of registration-based encryption [GHMR18, GHM+19]. In essence, the principle of
deferred encryption [DG17b, BLSV18] lets a sender prepare an encryption before the hash
of the eventual identity set is known, and allows to later install the desired hash via a short
decryption hint. We prove security of our construction under the standard notion that permits
at most one partial-decryption query for the challenge epoch, whose identity set must exclude
the challenge identity. This restriction ensures that a challenge garbled circuit is opened
on at most one input. Consequently, instantiating our weak receiver non-committing IBE
scheme with CDH-based IBE [DG17b] and combining it with CDH-based RBE [GHM+19] and
adaptive garbling from one-way functions [HJO+16] gives the epoch-based feasibility result
from CDH in Section 4.4.

1.2 Related Work

Batch and threshold encryption. Choudhuri et al. [CGPP24] study batched threshold en-
cryption for mempool privacy, reducing the communication needed to decrypt a batch relative to
applying threshold encryption separately to every ciphertext. Boneh, Laufer, and Tas [BLT25] study
epochless batch IBE, observe that key-policy ABE with short policy keys gives batch IBE, and
develop a lattice-based threshold construction. The security and efficiency of the ABE route depend
on the particular ABE instantiation. For example, the compact-key ABE of Boneh et al. [BGG+14]
has a selective proof and obtains adaptive security by complexity leveraging under subexponential
LWE. Our generic result instead uses deferred encryption and establishes a CDH-based construction
under the epoch restriction stated above.

For ciphertext-specific releases, the partial-fraction construction of Boneh et al. [BNRT26] and
BTX [ADG+26] give epochless batch threshold encryption using pairings. TrX [FPTX25] studies
the integration of batched threshold encryption into a high-performance BFT protocol. These
works address threshold operation and concrete performance, whereas our RSA construction studies
compact single-authority release under a different assumption. Its one-element hint does not by
itself imply that a distributed protocol has communication independent of the batch size.

Root batching. The arithmetic behind our epochless construction goes back to Fiat’s Batch
RSA [Fia97]: roots for pairwise coprime exponents can be recovered from their product and the
public group elements. We use this mechanism to compress a selected batch’s decryption information.
The privacy proof additionally needs to handle malicious ciphertexts and retagging. Our root-
dependent check addresses these issues in the random-oracle model. For ordinary exact-ciphertext
privacy we apply the signature transformation of Canetti, Halevi, and Katz [CHK04], in its tag-based
formulation due to Kiltz [Kil06]; Appendix B proves the required whole-batch version. The strong
RSA assumption allows the solver to choose the extracted exponent; it is not fixed-exponent search
RSA.

Non-Committing Encryption. The study of non-committing encryption (NCE) includes a
substantial line of work on constructing schemes that remain secure even when the adversary
learns the randomness used in both the setup and encryption procedures. These works achieve
NCE from a range of assumptions, with a particular emphasis on obtaining high ciphertext
rate [CFGN96, Bea97, DN00, CDSMW09, HOR15, HORR15, CPR17, YKT19, YKXT20, BBD+20].
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A separate line of work investigates weaker variants of NCE, aiming to improve parameters
when the adversary is allowed to learn the randomness used in only one of the two phases: either
setup, corresponding to receiver randomness, or encryption, corresponding to sender randomness.
Jarecki and Lysyanskaya [JL00] gave a construction that is non-committing only with respect to
the receiver. Canetti, Halevi, and Katz [CHK05] constructed a constant-rate NCE scheme with
erasures, in which the adversary obtains only the secret key and the ciphertext.

Hiroka et al. [HMNY21] proposed non-committing attribute-based encryption (NC-ABE) from
indistinguishability obfuscation. Their work was motivated by attribute-based encryption with
certified deletion in the quantum setting, and considers an adversary that receives the master secret
key together with the ciphertext. More recently, Goyal et al. [GKK+25] constructed non-committing
identity-based encryption from bilinear pairings and used it to obtain strong incompressible identity-
based encryption [GWZ22, BDD22, GWZ23, GKRV25].

1.3 Technical Overview of the Epochless Construction

We begin with an approach to ordinary batch decryption without epochs, based on the RSA
cryptosystem. Our goal is to keep the ciphertexts, keys, and batch-decryption hints compact. The
roadmap is simple: we start with independently generated RSA ciphertexts and show how their
decryption information can be compressed after the batch has been selected.

Batch Decryption by Releasing Roots. First consider the basic textbook RSA encryption
mechanism. Let N = pq be an RSA modulus and write G = Z×

N . For notational convenience,
products, quotients, and powers of group elements are evaluated modulo N . For each admissible
prime exponent N/2 < e < N , we have gcd(e, φ(N)) = 1 because p, q ≤ N/3 < e, so the map
x 7→ xe is a permutation of G. The authority retains φ(N) as a trapdoor that allows it to invert
these maps, whereas extracting roots without the trapdoor is hard under the strong RSA assumption.
A sender samples x ∈ G and an admissible exponent e, and publishes

C = xe.

Hashing x together with the public ciphertext data gives a symmetric key with which to encrypt
the message. The authority can recover x from C using its trapdoor and thereby decrypt.

A trivial and non-compact batch decryption mechanism would, for a batch of ciphertexts with
group components C1, . . . , Cℓ, release their roots x1, . . . , xℓ. This allows anyone to decrypt the
corresponding messages. However, such a hint contains ℓ group elements, and is therefore highly
non-compact. We would like to compress these roots into a single group element without losing the
ability to recover each of them.

One Product, Many Roots. A natural candidate for the compressed hint is simply the product
W =

∏ℓ
i=1 xi. At first sight, multiplying the roots seems to discard the information needed to

recover them individually. However, note that the ciphertexts already provide powers of these same
roots, i.e. there is already useful information about the individual roots present. The key is to
choose the exponents e1 and e2 so that this public information complements the product.

Consider just two ciphertexts, C1 = xe11 and C2 = xe22 , with coprime exponents. By Bézout’s
identity, we can efficiently find integers a, b such that ae1 + be2 = 1. Given W = x1x2, we can

4



compute

W e2

C2
= xe21 , Ca

1

(
W e2

C2

)b

= xae11 ·
(
xe21 xe22
xe22

)b

= xae1+be2
1 = x1.

The other root is then x2 = W/x1. All exponents here are integers; negative exponents only
require group inversion. In particular, public recovery does not require knowing the group order or
extracting a root without the hint.

This recovery identity is the algebraic ingredient behind Fiat’s Batch RSA [Fia97], where
batching amortizes the cost of RSA private-key operations. In our setting, the product is published
as a compact decryption hint for a batch chosen after encryption, and security must hold even when
an adversary obtains hints for adaptively chosen batches of malicious ciphertexts. The algebraic
identity alone does not provide this guarantee: such queries can expose a challenge root, as we
show below. We address this problem through a root-dependent consistency check, a signature
transformation, and a security analysis that accounts for adaptive releases.

For an arbitrary batch, the Chinese remainder theorem gives the analogous recovery identities
whenever the exponents are pairwise coprime. A convenient way to arrange this is for every sender to
sample a prime independently from a sufficiently large admissible family. Honest exponent collisions
are then negligible over any polynomial number of encryptions; batches with repeated exponents
are rejected. Neither setup nor encryption needs to know the eventual batch size or an upper bound
on the number of future ciphertexts. The prime lengths depend only on the security parameter, and
the successful hint is still just W .

Why Root Batching Alone Is Not Enough. So far, this argument explains how to decrypt a
batch of honest ciphertexts. Security, however, must also account for adversarially formed release
queries. Suppose that a challenge ciphertext contains (e∗, C∗). We first construct a tag-based
batch-decryption scheme, in which each ciphertext carries an externally supplied tag t. In the
security experiment, every admitted batch-decryption query must exclude ciphertexts carrying the
challenge tag t∗. If the adversary copies the challenge pair into a ciphertext under another tag,
releasing its root in a singleton batch still reveals x∗ and hence the challenge message key.

Including the tag in the key-derivation hash does not prevent this attack: once x∗ is known, the
adversary can evaluate that hash for the original tag as well. Nor does a signature alone suffice,
since the adversary can sign the copied group component under a fresh verification key. The missing
property is a binding between the root and the context under which its release is requested.

We obtain this binding through a root-dependent random-oracle check. For an externally chosen
tag t, the sender publishes

ρ = Hcheck(pk, t, e, C, x), X = (t, e, C, ρ),

and derives a message key K = Hkey(pk, X, x). It encrypts the message as c = m⊕Hpad(pk, t,X,K).
Before releasing a product of roots, the authority extracts each root and checks the corresponding
value of ρ. If any check fails, it rejects the entire batch without releasing a hint. Retagging the
challenge now requires a new check value at an oracle input containing the unknown challenge root.
Copying the old value of ρ does not reveal the new value, since the tag is part of the oracle input.

This is a private consistency check, not a publicly verifiable proof of knowledge or an assumption
that senders behave honestly. The authority can perform the check because it has the root-extraction
trapdoor. Its successful response remains the same single group element W . The remaining security
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argument must handle arbitrary submitted ciphertexts, rather than assuming that each sender
knows its root. We do this directly in the batch-decryption security experiment.

Proving Security with Adaptive Releases. The root check also provides a way to simulate
release queries without knowing the trapdoor. A simulator monitors random-oracle queries and
can recognize a correct root by testing xe = C. Once all roots needed by an accepted batch have
appeared in the corresponding check queries, it can compute their product itself. Conversely, a
check whose root has not been queried can succeed only through a correct guess of the hidden oracle
value.

The probability that a private check in a release query succeeds before a corresponding check-
oracle query reveals its root is negligible, even across adaptively chosen release queries. We can
therefore simulate releases using the recorded roots, rejecting a batch if any required root is missing.
Apart from negligible guessing events, distinguishing the challenge messages requires an oracle query
revealing the challenge root, which yields a solution to the strong RSA problem (Section 3.4).

The tagged scheme accepts arbitrary polynomial-length tags, including repeated tags in the
same batch. They carry no application-identity or recipient-key semantics. Only repeated exponents
are rejected. Its security experiment excludes every admitted query at the challenge tag and records
all admitted entries, even those whose private checks failed or were not reached. The challenge tag
itself may be chosen adaptively after earlier releases.

From Tagged to Ordinary Batch Decryption. Exact-ciphertext exclusion permits a modified
payload under the same tag. In the tagged scheme, this would release the challenge root and reveal
the original message. The CHK signature transformation [CHK04], in Kiltz’s tag-based formulation
[Kil06], handles this remaining case. A sender generates a fresh one-time signature key pair, uses
t = vk as the external tag, and signs the complete context of the resulting tagged ciphertext D. The
ordinary ciphertext is (vk, D, sig). No nonce is needed.

An admitted different ciphertext with the challenge verification key gives a strong one-time
forgery, including a changed signature on the same message. Changing the key changes the tag and
is covered by tagged security. The reduction can reserve its challenge signature key before setup
and keep it hidden: an admitted prechallenge entry under that key is already a forgery before any
signing query. This also accounts for coincident verification keys without assuming they are uniform
or unique. Appendix B gives the compiler and its batch-specific proof. It validates the complete
batch and forwards the whole tagged projection, preserving the one original hint and the order of
its entries.

The resulting construction has batch-independent public and secret keys, ciphertexts, and hints.
In particular, a successful hint contains one group element, and all ciphertext overhead depends
only on the security parameter. Processing time still depends on the batch size. The product
W authorizes recovery for the actual selected ciphertexts. This lets us avoid both epochs and
a batch hash fixed at encryption time, and different releases may concern overlapping batches.
The construction uses RSA arithmetic, with security based on the strong RSA assumption and
the random-oracle and signature assumptions specified in Section 3. It uses neither pairings nor
garbling.

Toward Threshold Release (Informal). Secret sharing suggests a way to distribute the
authority, but further protocol design is needed. One could share the root-extraction trapdoor
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among a committee and use an appropriate secure distributed computation to evaluate PartDec on
an agreed public batch. That computation would have to perform the compiled public signature
checks, extract the roots, evaluate their root-dependent hashes without exposing the hash inputs,
perform the private consistency checks, and release only the prescribed response: rejection if a
check fails, or the product W if all checks succeed. In particular, publishing individual roots or
intermediate values before validation finishes can disclose decryption information for a batch that
should be rejected.

Reconstructing the trapdoor at a designated combiner would let that party run the existing
algorithm, but would also give it the ability to decrypt arbitrary ciphertexts on its own. Thus this
shortcut distributes custody before reconstruction; it does not retain threshold protection afterward.
Computing on shares could avoid that reconstruction under a suitable secure-computation model,
but the committee’s communication may still grow with the batch size even though the final public
hint is one group element. The present random-oracle proof does not provide such a distributed
hash-evaluation protocol. Distributed setup, corruption thresholds, robustness against faulty parties,
and a security proof for the distributed protocol remain outside the scope of this paper.

1.4 Technical Overview of the Construction with Epochs

We now turn to our identity-based construction with epochs. At a high level, an identity-based
encryption scheme with batch decryption augments ordinary identity-based encryption with two
additional algorithms PartDec and Dec. The setup algorithm Setup generates a public key and
a secret key. Encryption proceeds exactly as in ordinary IBE: given a public key pk, an epoch
τ , an identity id, and a message m, the encryption algorithm Enc outputs a ciphertext CT. The
partial decryption algorithm PartDec takes as input the secret key sk, an epoch τ , and a batch
of ciphertexts CT1, . . . ,CTℓ for that epoch, and computes a succinct batch key sbk. Finally, the
decryption algorithm Dec takes as input sbk, an index i∗ ∈ [ℓ], and the batch CT1, . . . ,CTℓ, and
uses the succinct batch key to decrypt the i∗-th ciphertext in the batch.

Correctness requires that for every honestly generated batch, the succinct batch key computed
by PartDec allows one to recover the message contained in any ciphertext of the batch. Security
is defined in the natural adaptive chosen-plaintext sense, in the presence of an oracle for PartDec:
the adversary may adaptively query the partial decryption oracle and then request a challenge
ciphertext for an epoch τ∗ and identity id∗ of its choice, subject to the restriction that it obtains at
most one succinct batch key for the challenge epoch and that the corresponding queried batch, if it
exists, excludes the challenge identity and challenge ciphertext.

We will now discuss the conceptual construction template underlying batch decryption with
epochs.

Batch Decryption with Epochs via Witness Encryption. Before we provide the details
underlying our construction, we first discuss the basic blueprint underlying several prior constructions
of IBE with batch decryption [CGPP24, AFP25, GWWW26]. Such schemes can be understood as
a type of witness encryption in a natural way. More specifically, they fit the signature-based witness
encryption paradigm of [DHMW23]. Consider the following witness relation R. A statement is a
tuple x = (vk, τ, id) consisting of a signature verification key vk, an epoch τ , and an identity id,
whereas a witness is a tuple w = (h, π, σ), where h is a commitment to a set of identities, π is a
local opening of h, and σ is a signature. The relation R ensures that
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• The local opening π opens the hash value h to the identity id, and

• σ is a valid signature of (τ, h) under the verification key vk.

Given a witness encryption scheme for the relation R, we can obtain an IBE with batch
decryption in the natural way:

• The setup algorithm generates a pair of verification and signing keys (vk, sk) for the underlying
signature scheme.

• A ciphertext ct for epoch τ and identity id is a WE ciphertext for the statement x = (vk, τ, id).

• The PartDec algorithm proceeds as follows. Given ct1, . . . , ctℓ with corresponding identities
id1, . . . , idℓ, it hashes the identities into a succinct hash value h. The succinct batch key sbk is
a signature σ of (τ, h).

• The decryption algorithm proceeds as follows. Given epoch τ , a succinct batch key sbk = σ,
and ciphertexts ct1, . . . , ctℓ, it recomputes the hash h of the identities id1, . . . , idℓ and also
computes local openings πi for each identity idi. To decrypt the ciphertext cti we can now use
the witness w = (h, πi, σ).

Correctness of this scheme follows immediately from the correctness of the underlying primitives. To
argue security, we would ideally like to rely on the unforgeability of the signature scheme, the binding
property of the hash, and the security of the witness encryption scheme. However, the standard
security notion for witness encryption only provides security for ciphertexts that were generated with
respect to false statements [GGSW13]. Consequently, most constructions either rely on stronger
building blocks and idealized models, as in the generic group model analysis of [CGPP24], or prove
security directly from concrete pairing assumptions [GWWW26].

In the algebraic context of bilinear pairings, the witness relation can be fully linearized as all
components have linear instantiations:

• The hash is realized via the KZG commitment scheme [KZG10] or LY commitments [LY10].
The opening relation is a linear pairing product equation.

• The signature is realized via the BLS scheme [BLS04] or the BB scheme [BB08]. The verification
equation is also a linear pairing product equation.

Consequently, the relation R induces a linearly verifiable proof system [GHK+25], and such proof
systems can be compiled into a special-purpose witness encryption mechanism [GHK+25]. Schemes
obtained from this blueprint in the bilinear setting generally have compact ciphertexts consisting of
only a constant number of group elements, but suffer from large common reference strings, as is
common for pairing-based constructions that involve hashing or vector commitments.

Batch Decryption without linear Relations. The constructions derived from the blueprint
discussed above heavily rely on the algebraic properties of linear pairing product equations. Specif-
ically, linearity allows one to break the dependency of the ciphertext on the hash value of the
identities by making the hash part of the witness. Hence, there is little hope of instantiating this
approach from primitives that provide less algebraic structure.

8



To gain some understanding, let us first consider a counterfactual scenario in which the hash of the
identities is already known at encryption time. Specifically, suppose that the encryption algorithm
is given the hash of the identities that will later be decrypted. This is precisely the setting of
registration-based encryption (RBE) [GHMR18, GHM+19]. The variant relevant for us is a simplified,
keyless form of RBE, closely related to what recent work calls laconic encryption [DKL+23].

Standard RBE allows us to hash a set of identities, together with the corresponding registered
public keys, into a succinct public value h and, for every identity contained in the set, derive a
succinct decryption hint ηid. To encrypt a message to an identity id, the encrypter only needs the
public parameters, the public hash h, and the identity id of the intended receiver. Importantly, the
size of the resulting ciphertext is independent of the number of identities that were hashed into
h. Given a ciphertext ct for identity id, the legitimate receiver can use the decryption hint ηid to
decrypt.

For our application, we only need a keyless variant in which the hash depends solely on the
identities. Concretely, one can obtain such a scheme from a standard RBE scheme by generating a
single registration key pair during setup, placing the public key into the public parameters, and
using this same public key for every identity. In this way, the public-key component no longer needs
to be written explicitly in the hash input. In addition, we only require the simplified security notion
of non-inclusion security: we only require privacy for identities that have not been hashed into h.

If the hash h were fixed before encryption, then RBE would already give the desired functionality:
it binds a ciphertext ct to a hash h such that only legitimate users whose identities have been hashed
into h can decrypt. Clearly, however, the order of operations is wrong for batch decryption. In
batch decryption the ciphertexts are generated before the hash h is known.

Deferred Encryption. We solve this problem by not including the actual RBE ciphertext in the
batch decryption ciphertext. Instead, the ciphertext contains a gadget that allows us to generate
the appropriate RBE ciphertext once the batch is fixed. More specifically, the ciphertext contains a
garbled circuit C[pp, id,m, r](h) which, on input the hash h of the identities in the batch, outputs
the RBE ciphertext RBE.Enc(pp, h, id,m; r).

This is the place where we rely on the deferred encryption paradigm. The garbled circuit
restores the correct order of operations: encryption can take place before the batch hash is
known, and the actual RBE ciphertext is only materialized later, once the hash h has been
fixed [DG17c, BLSV18]. This technique first appeared in the works of Cho et al. [CDG+17] for the
construction of laconic oblivious transfer and Döttling and Garg [DG17c] for the construction of IBE;
the name deferred encryption for this technique was coined by Brakerski et al. [BLSV18]. It was
subsequently used and refined for adaptively secure IBE [DG17a], anonymous IBE [BLSV18], key-
dependent message security [DGHM18, WW23], KDM-secure IBE [KT18], and registration-based
encryption [GHMR18, GHM+19, GV20].

For our construction, the remaining problem is to provide the input h to the garbled circuit in a
succinct and authorized way.

This is precisely where we use weak RNC-IBE. For every wire j of the garbled circuit and every
bit b ∈ {0, 1}, we encrypt the corresponding garbled label under its own weak RNC-IBE instance.
Once the batch of ciphertexts is fixed, the algorithm PartDec computes the hash h of the identities
in the batch and outputs keys that can be viewed as the weak RNC-IBE keys corresponding to the
pair (τ, h). Hence the succinct batch key can be interpreted as a joint signature-based witness for
the pair (τ, h) in the sense that it authorizes exactly the garbled-circuit labels corresponding to h
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and no others. In this way, our construction replaces the linear-SNARK machinery by a combination
of deferred encryption, RBE, and weak RNC-IBE.

Proving Adaptive Security. Proving security of this scheme is non-trivial. The core difficulty
is that at the time the challenge ciphertext is generated, we cannot anticipate which epoch will
become the challenge epoch and, more critically, which set of identities the adversary will choose to
hash for this epoch. Consequently, we do not know at encryption time which garbled-circuit labels
will later need to be revealed.

To resolve this issue, we rely on a form of IBE that can deal with adaptive corruptions, namely
weak receiver non-committing identity-based encryption (weak RNC-IBE). Intuitively, this allows us
to prepare the weak RNC-IBE ciphertexts in the challenge ciphertext before the relevant hash value
is known and only later explain them consistently once the adversary has fixed the batch for the
challenge epoch. This is the primary reason why weak RNC-IBE enters the construction. This idea
is inspired by recent work on non-committing IBE [GKK+25]; however, the notion of [GKK+25]
equivocates the master secret key, whereas for our application it is more natural to equivocate
only the user secret keys associated with the challenge epoch. We provide a conceptually simple
construction of weak RNC-IBE in Appendix D.2.

A final aspect we have not yet considered is that the adversary sees the garbled circuit in the
challenge ciphertext potentially before the relevant input is fixed, that is before querying a succinct
decryption key for the challenge epoch. Hence, we will also rely on an adaptively secure garbling
scheme [BHR12a, HJO+16].

1.5 Organization

The remainder of this paper is organized as follows. Section 2 establishes the notation and defines
ordinary and tagged epochless batch decryption. Section 3 presents our compact tagged construction
from strong RSA, its correctness and security arguments, and an ordinary batch-decryption corollary.
Section 4 first defines the epoch-based model, then introduces the required registration-based
encryption interface and weak receiver non-committing IBE, before presenting the generic batch
construction, its security argument, and the CDH instantiation. Appendix A collects the background
definitions, and Appendix B gives the CHK/Kiltz compiler and its proof for batch releases. The
detailed proofs and RSA sampling procedures are deferred to the remaining appendices.

2 Preliminaries

In this section, we establish the notation and define ordinary and tagged epochless batch decryption.
The epoch-based interface and its security restriction are defined separately in Section 4.

Notation. Let λ ∈ N be the security parameter, provided to all algorithms as 1λ. For n ≥ 1, we

define [n] := {1, . . . , n}. We write x
$←− S to denote sampling x uniformly at random from a finite set

S, and y ← A(x; r) to denote the execution of a randomized algorithm A on input x with random
coins r. String concatenation is denoted by x ∥ y. For any binary string x, we use xi to denote the
ith bit of x. We use negl(λ) to denote an unspecified negligible function. Two distribution ensembles
X and Y are computationally indistinguishable, denoted X ≈c Y , if the advantage of any PPT
distinguisher is bounded by negl(λ).
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The formal definitions of pseudorandom functions, garbling schemes, ordinary IBE, and registration-
based encryption are given in Appendix A. We recall the required registration-based encryption
interface where it is used in Section 4.1.

2.1 Epochless Batch Decryption

An epochless batch-decryption scheme BD = (Setup,Enc,PartDec,Dec) for message spaces Mλ

consists of the following four polynomial-time algorithms.

Setup(1λ) : Run by the authority. The setup algorithm outputs a public key pk and a secret key sk.
Neither key changes between releases, and setup takes no maximum batch size or bound on
the number of future ciphertexts.

Enc(pk,m) : Run by a sender. The encryption algorithm takes a message m ∈Mλ and outputs a
ciphertext CT. Encryption does not take an epoch or the eventual batch as input. Malformed
inputs are rejected with ⊥.

PartDec(sk,B) : Run by the authority. On input a batch B = (CT1, . . . ,CTB), the partial-decryption
algorithm outputs a succinct batch key T , the rejection symbol ⊥, or a distinguished empty-
batch response empty. It first checks public admissibility of the complete batch. Inadmissible
batches are rejected; an admissible empty batch returns empty. Any subsequent private
validation either accepts the whole batch or rejects it without releasing a batch key.

Dec(T, i,B) : Run by any party with the batch key T . The public decryption algorithm takes a batch
key, an index i ∈ [B], and the batch, and outputs a message or ⊥. It returns ⊥ for malformed
inputs, an empty batch, or an out-of-range index. Any public parameters needed by this
interface must be included in its inputs and counted in their sizes.

We write Adm(pk,B) for the scheme’s efficient public admissibility predicate. It checks well-
formedness and consistency with pk and may impose scheme-specific public checks. The empty
batch is admissible for a well-formed public key. Parsing and admissibility are conventions for the
four algorithms, not additional scheme algorithms. Public admissibility does not assert knowledge
of encryption randomness or imply that private validation will succeed.

Correctness and compactness. Fix any polynomial-time procedure that adaptively requests
honest encryptions of messages of its choice and selects batches from this history. Each selected
batch uses distinct encryption-invocation indices: the same invocation is not selected twice within
one batch. Distinct invocations may nevertheless output identical ciphertext values; they remain
distinct occurrences, and any resulting rejection is a correctness failure. Correctness requires that,
except with negligible probability, every selected nonempty batch B receives a successful batch key
T ← PartDec(sk,B) and

Dec(T, i,B) = mi for every i ∈ [B],

where mi is the message used to generate CTi. The probability includes setup, honest encryption,
release and decryption randomness, and any random oracles in the scheme’s model. Batches may
overlap, and old batch keys may be reused with their original batches. This is an unconditional
requirement: an honest batch’s public rejection counts as a correctness failure. It imposes no
availability requirement on batches containing malicious ciphertexts.
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Succinctness requires a fixed polynomial in λ bounding the complete batch-key length, indepen-
dently of B and of the number of earlier releases. We call the scheme compact if the public key,
secret key, and ciphertext lengths also have such fixed bounds (with message length counted if it
varies). The public batch is an input to decryption; processing time may grow with its size.

Ordinary security. For b ∈ {0, 1}, define the exact-ciphertext-exclusion experiment CTA
b as

follows. The adversary has access throughout to any public random oracles specified by the scheme’s
model.

• Initialization Phase: The challenger computes (pk, sk) ← Setup(1λ), sends pk to A, and
initializes an empty admission record. The admission record is maintained by the security
experiment and is not part of the authority’s state.

• Pre-Challenge Query Phase: For each adaptive batch query B, the challenger performs the
complete public admissibility check. It returns ⊥ for an inadmissible batch and empty for
an admissible empty batch. For an admitted nonempty batch, it records the complete batch
before any private validation, then returns PartDec(sk,B). The record includes entries whose
private check fails or is never reached because an earlier check fails.

• Challenge Phase: At an adaptively chosen time, A submits a single challenge (m0,m1) with
equal-length messages m0,m1 ∈Mλ. The challenger first generates CT∗ ← Enc(pk,mb) with
fresh randomness, then tests whether that exact ciphertext occurs in the earlier admission
record. If so, the experiment outputs zero and terminates; otherwise, it returns CT∗. The
challenge is never resampled to avoid this test.

• Post-Challenge Query Phase: Queries undergo the same public checks and recording as before
the challenge. After recording an admitted nonempty batch, the experiment outputs zero and
terminates if it contains the exact challenge ciphertext CT∗. Otherwise, the challenger returns
PartDec(sk,B). The exclusion test precedes private validation.

• Response Phase: The experiment outputs the adversary’s final bit. A malformed challenge or
an execution without a challenge has output zero.

Definition 2.1 Define
∆CT(A) =

∣∣Pr[CTA
0 = 1]− Pr[CTA

1 = 1]
∣∣ .

A scheme satisfies exact-ciphertext-exclusion privacy if ∆CT(A) is negligible in λ for every uniform
PPT adversary A.

Only the exact ciphertext is forbidden. A changed payload, signature, or other component is
not excluded merely because it is related to the challenge.

2.2 Tagged Batch Decryption

A tagged batch-decryption scheme TBD = (Setup,Enc,PartDec,Dec) has the same interface, except
that encryption takes an external tag, D ← Enc(pk, t,m), and a public batch is a tuple B =
((t1, D1), . . . , (tB, DB)). A tag is an arbitrary polynomial-length binary string. It has no required
internal structure and does not specify a recipient key. Tags may repeat, including within a batch;
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there is no general distinct-tag admission rule. The public admission convention, the responses
on empty input and rejection, and the ordering of public and private checks are as defined above.
If a ciphertext explicitly contains a tag, the public admission check additionally verifies that this
embedded tag matches the externally supplied tag.

Correctness uses the same adaptive history and distinct invocation indices as above, with tags
and messages chosen before each honest encryption. In particular, it covers repeated tags and
coincident outputs of distinct invocations. Tag lengths are included in the length of the public input
and in ciphertext size whenever stored there. Compactness requires fixed polynomial bounds in λ
and the length of the individual tag and message, independent of batch size and lifetime; the hint
bound depends only on λ.

Tag-exclusion security. The adaptive-tag experiment TagAb has the phases of CTA
b , with tagged

batches and the following changes. Every admitted entry and its tag is recorded before private
validation, including failed or unreached entries. At the challenge, A chooses (t∗,m0,m1) after
its prechallenge queries. If t∗ occurs in the earlier admission record, the experiment terminates
with output zero before challenge encryption. Otherwise it returns D∗ ← Enc(pk, t∗,mb). After
the challenge, an admitted batch containing any pair with tag t∗ causes output zero before private
validation. This excludes the whole challenge tag, not just (t∗, D∗). Admission of the complete
batch still precedes exclusion.

The selective-tag variant sTagAb additionally requires A to commit to t∗ before setup. Messages
and release queries remain adaptive. The tag is forbidden in all phases; because it is known in
advance, an admitted prechallenge batch containing it terminates immediately with output zero.
All other conventions agree with the adaptive-tag experiment.

Definition 2.2 For X ∈ {Tag, sTag}, let

∆X(A) =
∣∣Pr[XA

0 = 1]− Pr[XA
1 = 1]

∣∣ .
Adaptive-tag (respectively, selective-tag) privacy requires negligible ∆Tag(A) (respectively, ∆sTag(A))
for every uniform PPT adversary.

This is a batch-release version of tag-exclusion security for tag-based encryption [Kil06, Sec-
tion 3.2]. Ordinary single-ciphertext tag-based security does not by itself protect a batch hint:
the oracle here returns the actual whole-batch response. Appendix B adapts the CHK signature
transformation to this interface.

3 A Compact Epochless Construction from Strong RSA

We describe a construction for compact epochless batch decryption in the RSA group G = Z×
N

under the strong RSA assumption. Its ciphertexts as well as its batch-decryption hints have size
independent of the batch size. The public and secret keys also have batch-independent size. Setup
does not take a maximum batch size or a bound on the number of future encryptions. Senders
encrypt independently, before the eventual batch is known, and batches may overlap.

The underlying algebra is the root-batching mechanism of Fiat [Fia97]. Each sender chooses
a prime exponent ei and a group element xi, and publishes Ci = xeii . The authority can extract
the roots and release their product W =

∏
i xi. If the ei are pairwise coprime, integer Chinese
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remainder identities allow public recovery of each individual root from W and the ciphertexts. For
adversarially chosen ciphertexts, we additionally need a random-oracle check binding the root to its
complete public context. We first prove security of a tagged core, whose release experiment excludes
the challenge tag. The standard CHK/Kiltz signature transformation then gives ordinary batch
decryption with exact-ciphertext exclusion (Appendix B).

The authority retains φ(N) to extract roots, while security against parties without this trapdoor
relies on the strong RSA assumption stated below. We give the construction, correctness and
size bounds, and a security argument in the random-oracle model. This does not establish a
construction from CDH or DDH in publicly known prime-order groups, nor does it give threshold
partial decryption.

3.1 RSA Groups and the Strong RSA Assumption

Throughout this section, G = Z×
N , where N = pq for distinct odd primes p, q, and 1G denotes its

identity. We use multiplicative group notation, with products, inverses, and powers evaluated modulo
N . Exponents are integers, and negative exponents denote inversion followed by exponentiation.
No generator or discrete logarithms of the sampled elements are required.

Let Genrt(1
λ) denote RSA setup, which outputs a public descriptor pp containing N and the

exponent-sampling parameters, together with the secret trapdoor td = φ(N). We specify the
samplers in Appendix C.1. The following notation records the RSA operations and their size and
sampling bounds.

Public group operations. Membership, equality, multiplication, inversion, and integer exponen-
tiation in G are efficient given N . We use the canonical integer representatives of units modulo
N , of at most ℓG(λ) bits. The descriptor and trapdoor have lengths at most ℓpp(λ) and ℓtd(λ),
respectively.

Admissible exponents. The publicly decidable set Ppp consists of the primes N/2 < e < N , each
of at most ℓe(λ) bits, including the designated fallback exponent. Since p, q ≤ N/3 < e, we have
gcd(e, φ(N)) = 1, and the map x 7→ xe is a permutation of G for every e ∈ Ppp.

Trapdoor inversion. For every e ∈ Ppp and C ∈ G, the deterministic algorithm

x← Root(pp, td, e, C)

returns the unique x ∈ G satisfying xe = C. With M = φ(N) supplied by the trapdoor, it computes
x = Ce−1 mod M in G.

Public sampling. The algorithms SampleG(pp) and Samplee(pp) always return an element of G
and an exponent in Ppp, respectively. Conditional on each supported pp, the element distribution
has statistical distance at most ϵG(λ) from uniform on G. The exponent sampler satisfies

Epp

[
max
e∈Ppp

Pr[Samplee(pp) = e]

]
≤ µ(λ),

where the expectation is over the complete RSA setup distribution, including its fallback. Both
ϵG and µ are negligible. Every invocation uses fresh independent randomness. In particular, the
exponent is sampled after the sender has fixed the entire ciphertext tag.
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All these algorithms run in polynomial time, with fixed polynomial bounds on their randomness
and output lengths. The functions ℓG, ℓe, ℓpp, ℓtd are fixed polynomials in λ. Group generation,
sampling, root extraction, and the public group operations do not query the protocol’s random
oracles. Approximate sampling is explicit above; uniform sampling from a finite non-power-of-two
set is not being assumed as a free bounded-time operation.

Strong RSA assumption. For (pp, td)← Genrt(1
λ) and uniform U ∈ G, define

Advroot(A) = Pr
[
(v, e)← A(1λ, pp, U) : v ∈ G, e > 1, ve = U

]
.

We use Advroot to denote the strong RSA advantage. The strong RSA assumption states that this
probability is negligible for every uniform PPT adversary without the trapdoor; the adversary
chooses the exponent e > 1. The experiment uses the specified RSA modulus generation law and
public sampling parameters, including any sampling fallbacks.

We work in the random-oracle model. The independently sampled oracles H0, H1 : {0, 1}∗ →
{0, 1}λ are independent of RSA setup. All algorithms and adversaries use the same oracles; private
queries do not expose timing, query counts, or cache information. The strong RSA reduction
simulates these independent random oracles locally by lazy sampling, as described in the proof of
Lemma C.3; the strong RSA experiment itself supplies no additional oracle.

3.2 The Tagged Batch-Decryption Construction

We instantiate the four-algorithm interface of Section 2.2. The public predicate Adm and the public
recovery routine Recover below are construction-specific helpers used by these algorithms.

External tags are in {0, 1}∗ and messages are in {0, 1}λ. Every polynomial-length tag is
permitted, including repeated tags. We write all objects and hash inputs as tuples, with their
ordinary unambiguous representations understood. No explicit serialization notation is needed.
Length bounds below count every tuple component, including copies of the public key and of the
tag.

Let dcheck, dkey, dpad be fixed distinct domain-separation constants. Write

Hcheck(pk, t, e, C, x) := H0(dcheck, pk, t, e, C, x),

Hkey(pk, X, x) := H1(dkey, pk, X, x),

Hpad(pk, t,X,K) := H1(dpad, pk, t,X,K).

Each output is a λ-bit string. None is interpreted as a scalar or an integer. All other hash uses have
separate domains.

A ciphertext has the form

D = (pk, X, c), X = (t, e, C, ρ).

The tag in X must agree with the external tag in a pair (t,D). The core contains no application
identity, signature key, signature, or independent nonce. Public parsing does not assert knowledge
of an encryption witness. A successful response is a group element W ∈ G. The error response ⊥
and empty-batch response empty are distinguished symbols outside G; the identity 1G is a valid
successful hint.
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Setup(1λ) : Run by the authority.

(1) Compute (pp, td)← Genrt(1
λ).

(2) Set pk = (λ, pp) and sk = (td, pk).

(3) Return (pk, sk).

The authority publishes pk and keeps sk secret.

Enc(pk, t,m) : Run by the sender.

(1) Check the public-key syntax, t ∈ {0, 1}∗, and m ∈ {0, 1}λ. On failure, return ⊥.

(2) Independently sample e← Samplee(pp) and x← SampleG(pp), after t is fixed. Compute

C = xe,

ρ = Hcheck(pk, t, e, C, x),

X = (t, e, C, ρ), K = Hkey(pk, X, x).

(3) Compute c = m⊕Hpad(pk, t,X,K).

(4) Return D = (pk, X, c).

The sender submits the resulting ciphertext D to the authority for inclusion in a batch B.

Adm(pk,B) : Run by any party.

(1) Write B = ((t1, D1), . . . , (tB, DB)). Reject malformed keys or ciphertext tuples, mis-
matching embedded public keys, unequal external and embedded tags, nonbinary tags,
or checks and payloads that do not have length λ.

(2) If B = 0, accept.

(3) Check that Ci ∈ G and ei ∈ Ppp for every i, and that the ei are pairwise distinct. Reject
on failure.

(4) Accept. There is no separate rejection for repeated tags.

PartDec(sk,B) : Run by the authority.

(1) Read sk = (td, pk) and run Adm(pk,B). Return ⊥ on malformed input or rejection, and
empty if B = 0.

(2) For i = 1, . . . , B, in order:

(a) Compute xi ← Root(pp, td, ei, Ci).

(b) If Hcheck(pk, ti, ei, Ci, xi) ̸= ρi, return ⊥ immediately.

(3) Compute W =
∏B

i=1 xi and return T = W .

Upon successful completion, publishes the resulting batch key T .

Recover(pk,B, T, i) : Run by any party with the batch key T .

(1) Check 1 ≤ i ≤ B, run Adm(pk,B), and require T ∈ G. On failure, return ⊥. Set W = T .
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(2) Compute the integers

E =
B∏
j=1

ej , Ei = E/ei,

βi = Ei

(
E−1

i mod ei
)
.

Here E−1
i mod ei is the least nonnegative modular inverse.

(3) Using only public group operations, compute

x̂i = W βiC
(1−βi)/ei
i

∏
j ̸=i

C
−βi/ej
j . (1)

Every displayed exponent is an integer.1

(4) Check x̂eii = Ci and Hcheck(pk, ti, ei, Ci, x̂i) = ρi. On failure, return ⊥.

(5) Set Ki = Hkey(pk, Xi, x̂i) and return mi = ci ⊕Hpad(pk, ti, Xi,Ki).

Dec(T, i,B): Run by any party with the batch key T .

(1) Read pk from the first ciphertext D1. Reject an empty or malformed batch, or inconsistent
public-key copies, by returning ⊥.

(2) Return Recover(pk,B, T, i).

The embedded public key implements the same public decryption interface as Section 4, without
an uncharged key lookup. Its size is counted below. The batch itself is already public input; the
only new successful authority response is the single group element W .

3.3 Correctness and Compactness

Proposition 3.1 (Correctness) For every fixed group, oracle realization, and choice of random-
ness, decryption is correct for every honest batch with distinct exponents, even when tags repeat.
More generally, successful private validation guarantees correct recovery of every unmodified honest
ciphertext in the batch. For any adaptive history with at most L honest encryptions, the probability,
over setup and encryption randomness, that any selected batch with distinct invocation indices fails
is at most

ϵcorr ≤ min

{
1,

(
L

2

)
µ(λ)

}
.

The bound permits overlapping batches and reuse of old hints.

proof[Proof sketch] Unique-root extraction recovers the sender’s xi. For distinct prime exponents,
substituting Ci = xeii and W =

∏
j xj into (1) gives

x̂i =

∏
j

xj

βi

x1−βi
i

∏
j ̸=i

x−βi
j = xi.

1Since the ej are pairwise coprime, Ei is invertible modulo ei, and the definition of βi gives βi ≡ 1 (mod ei).
Hence ei | (1− βi). For j ̸= i, we also have ej | Ei | βi, so −βi/ej is an integer as well.
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The same identity applies to the unique roots in any privately accepted batch. Conditional on the
public descriptor, a union bound over the at most

(
L
2

)
pairs of honest exponent samples bounds

all collisions in the adaptive history; averaging over setup gives
(
L
2

)
µ(λ). Outside this event, all

selected honest batches are correct simultaneously. Appendix C.2 gives the full argument, including
coincident ciphertexts and reuse of earlier hints.

Complete object sizes. Put p0 = O(ℓpp + log(λ + 1)), an upper bound on |pk|. With ordinary
linear-overhead tuple representations, the complete sizes are as follows.

Object Size in bits

Public key, including all public setup p0
Secret key, including its public-key copy O(ℓtd + p0)
Tagged ciphertext D O(p0 + |t|+ ℓe + ℓG + λ)
Complete successful hint ℓG
Error or empty-batch response O(1)

All length functions in this table are evaluated at λ. The ciphertext count includes the embedded tag
t, the group element C, the prime e, the check ρ, the message component c, and the embedded public
key. The public pair (t,D) also includes its external tag copy, within the same asymptotic bound.
There is no additional common reference string, public update, sender helper, or unaccounted
decryption data.

Computation is not batch independent. Partial decryption performs public admission and at
most B trapdoor root extractions and private hash checks. The integers E and βi have O(Bℓe) bits.
Public recovery consequently takes polynomial time in B, λ, and the full input length; it does not
require taking roots without a hint. Compactness concerns communication and stored keys, not
constant-time processing of a batch. Over Q queries the authority publishes at most Q(ℓG + O(1))
bits.

3.4 Security Analysis

We prove adaptive-tag privacy in the sense of Definition 2.2. Throughout the proof, the only ideal
oracles are the independent H0, H1 above; the group algorithms are independent of these oracles. An
ordinary query is one made by the adversary or a public subroutine it invokes, or by simulated public
validation. In particular, public encryption and recovery performed by the adversary contribute
ordinary queries. The challenge encryption’s three designated private evaluations of Hcheck, Hkey,
and Hpad, and the authority’s private root checks, are distinguished from ordinary queries. They
nevertheless remain part of the same random oracles and are charged in the running time and query
bounds.

Theorem 3.2 For every uniform PPT adversary A in the adaptive-tag experiment, there are
uniform PPT root-extraction algorithms R0,R1 such that

∆Tag(A) ≤
∑

b∈{0,1}

Advroot(Rb) + 2ϵG(λ)

+ 2(qval + qpad)2−λ. (2)

18



Here qval bounds the total number of reached private root checks, and qpad bounds ordinary queries
to Hpad, including queries before the challenge. These are deterministic polynomial bounds covering
the experiments and simulations below, with all auxiliary work included. The term ϵG is the group-
sampling error in Section 3.1. Consequently, under the strong RSA assumption, the construction
satisfies adaptive-tag privacy, and hence selective-tag privacy.

proof[Proof sketch] First replace the challenge root by a uniform element of G, at cost ϵG(λ). A
simulator recognizes roots in ordinary check-oracle queries by testing xe = C and answers accepted
release queries with their product. Rejecting every reached private check whose root has not
appeared at the corresponding check coordinate changes the experiment by at most qval2

−λ. Tag
exclusion ensures that the published challenge check cannot supply a hidden value for a legal release
query, including queries before the adaptive challenge.

In this simulation, replace the challenge-derived key by an independent uniform key. An ordinary
query exposing its original key coordinate supplies a root of the embedded strong RSA challenge, so
the change is bounded by Advroot(Rb) for each challenge bit b. Replacing the message pad by an
independent uniform pad costs at most qpad2−λ and leaves a view independent of the challenge bit.
Combining the bounds for both bits proves the theorem. Appendix C.3 gives the complete hybrids
and reductions, preserving whole-batch admission, rejection, and overlapping releases throughout.

3.5 RSA Parameters and Compactness

Appendix C.1 specifies the bounded-time RSA setup and samplers, using (λ + 2)-bit primes and
exponents of at most 2λ + 4 bits, with all fallback events included in their distributions.

We assume strong RSA for this complete RSA setup distribution. The independent random
oracles used by the scheme are simulated inside the reduction, so the hardness assumption is the
ordinary strong RSA assumption for this modulus generation law. The size bounds in Section 3.3
count the public-key copies required by the decryption interface and all public parameters. Here
the tagged ciphertext has size O(λ + |t|), the successful hint has size O(λ), and both keys have size
O(λ). No batch-size bound is included in the keys or ciphertexts.

Corollary 3.3 (Ordinary epochless batch decryption) Apply the CHK/Kiltz compiler of Ap-
pendix B to the tagged construction, using a strongly unforgeable one-time signature scheme with
perfect correctness in the same oracle model. The resulting ordinary scheme has adaptive exact-
ciphertext-exclusion privacy. For every uniform PPT adversary A, there are uniform PPT algorithms
R0,R1,F0,F1 such that

∆CT(A) ≤
∑

b∈{0,1}

(
Advroot(Rb) + AdvSUF(Fb)

)
+ 2ϵG(λ)

+ 2(qval + qpad)2−λ.

The polynomial query bounds cover the composed simulations, including prechallenge queries and
signature work. Correctness for L honest invocations has error at most min{1,

(
L
2

)
µ(λ)}. Keys and

successful hints have the same sizes as the core, and the ciphertext size is O(ℓpp + ℓe + ℓG +λ+v+s).

proof Theorem 3.2 supplies adaptive-tag privacy and its selective restriction. Theorem B.2 then
gives the displayed bound. Proposition B.1 transfers the unconditional correctness bound from
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Proposition 3.1. The compiler sets t = vk, so both tag copies have length v(λ). No independent
nonce or verification-key collision term is needed.

The domain-separated hash-then-Lamport instantiation in Appendix B.3 has v = 2λ2 and s = λ2.
For the RSA lengths above this gives the complete sizes

|CT| = O(λ2), |T | = O(λ), |pk|, |sk| = O(λ).

These bounds hold uniformly over every polynomial batch size and lifetime, without changing the
scheme to suit those bounds.

A product-root hint authorizes recovery for its actual batch; it is not a key for future ciphertexts
under a previously used tag. The construction neither assumes a pairing nor invokes garbling, but
relies on the strong RSA assumption. It therefore does not resolve the feasibility or impossibility
question for compact epochless batch decryption from assumptions such as CDH or DDH in publicly
known prime-order groups.

4 Identity-Based Encryption with Batch Decryption

In this section, we define an identity-based encryption scheme with batch decryption. Informally,
such a primitive allows one to derive, from a secret key and a batch of ciphertexts, a succinct batch
key that enables decryption of any ciphertext in the batch while being shorter than the collection of
the corresponding individual decryption keys. For brevity, we also refer to this primitive simply as
batch decryption when the identity-based setting is clear. An identity-based encryption scheme with
batch decryption for a set of identity spaces I = {{0, 1}n}n∈N, an epoch space T , and a message
space M containing a fixed dummy message 0 consists of the following algorithms.

Setup(1λ, 1n) : The setup algorithm takes as input the security parameter 1λ and the identity length
1n. It outputs a public key pk and a secret key sk.

Enc(pk, τ, id,m) : The encryption algorithm takes as input a public key pk, an epoch τ ∈ T , an
identity id ∈ {0, 1}n, and a message m ∈M. It outputs a ciphertext CT.

PartDec(sk, τ, (CT1, . . . ,CTℓ)) : The partial decryption algorithm takes as input a secret key sk, an
epoch τ ∈ T , and a batch of ciphertexts (CT1, . . . ,CTℓ) such that Id(CT1), . . . , Id(CTℓ) are
pairwise distinct. It outputs a succinct batch key sbk.

Dec(sbk, i∗,CT1, . . . ,CTℓ) : The decryption algorithm takes as input a succinct batch key sbk, an
index i∗ ∈ [ℓ], and a batch of ciphertexts (CT1, . . . ,CTℓ). It outputs either a message m ∈M
or ⊥.

We additionally require ciphertexts to be self-identifying: there exists an efficient deterministic
algorithm Id such that for every honestly generated ciphertext CT ← Enc(pk, τ, id,m), we have
Id(CT) = id.

Correctness. For correctness, we require that there exists a negligible function negl(·) such that
for all λ, n ∈ N, all epochs τ ∈ T , all pairwise distinct identities id1, . . . , idℓ ∈ {0, 1}n, all messages
m1, . . . ,mℓ ∈M, and all indices i∗ ∈ [ℓ],

Pr

Dec(sbk, i∗,CT1, . . . ,CTℓ) = mi∗

∣∣∣∣∣∣
(pk, sk)← Setup(1λ, 1n)

CTi ← Enc(pk, τ, idi,mi) for all i ∈ [ℓ]
sbk← PartDec(sk, τ, (CT1, . . . ,CTℓ))

 ≥ 1− negl(λ).
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where the probability is over the randomness of Setup, Enc, and PartDec.

Security. We define standard indistinguishability under chosen-plaintext attacks in the presence
of an oracle for partial decryption. Consider the following experiment with an adversary A.

• Initialization Phase: A on input 1λ outputs 1n. The challenger computes (pk, sk) ←
Setup(1λ, 1n) and sends pk to A.

• Pre-Challenge Query Phase: In this phase, A is allowed to make multiple queries (τ, (CT1, . . . ,CTℓ)),
where Id(CT1), . . . , Id(CTℓ) are pairwise distinct. For each such query, the challenger returns

sbk← PartDec(sk, τ, (CT1, . . . ,CTℓ)).

• Challenge Phase: The adversary A sends an epoch τ∗, a challenge identity id∗ ∈ {0, 1}n,
and two challenge messages m∗

0,m
∗
1 ∈M. If more than one PartDec query on epoch τ∗ was

made in the pre-challenge query phase, or if the unique such query, when it exists, contains
a ciphertext CT such that Id(CT) = id∗, then the challenger aborts. Otherwise, it samples a
random bit b← {0, 1}, computes CT∗ ← Enc(pk, τ∗, id∗,m∗

b), and sends CT∗ to A.

• Post-Challenge Query Phase: In this phase, A is allowed to make multiple queries (τ, (CT1, . . . ,CTℓ)),
where Id(CT1), . . . , Id(CTℓ) are pairwise distinct. For each such query, if τ = τ∗ and either
a PartDec query on epoch τ∗ was already answered in the pre-challenge query phase or a
previous post-challenge query was already made on epoch τ∗, or CT∗ ∈ {CT1, . . . ,CTℓ}, or
id∗ ∈ {Id(CT1), . . . , Id(CTℓ)}, then the challenger aborts. Otherwise, it returns

sbk← PartDec(sk, τ, (CT1, . . . ,CTℓ)).

• Response Phase: A outputs a bit b′.

Definition 4.1 An identity-based encryption scheme with batch decryption is said to be secure if
for all PPT adversaries A, there exists a negligible function negl(·) such that, for all λ ∈ N,

Pr[b′ = b] ≤ 1

2
+ negl(λ),

where the probability is over the randomness of A, Setup, Enc, PartDec, and the challenger.

The simultaneous multi-challenge variant is recorded in Appendix D.7.

4.1 Registration-Based Encryption

We use a static, keyless registration-based encryption scheme RBE = (Gen,Hash,Hint, Enc,Dec)
with non-inclusion security. The hash depends only on a tuple of pairwise distinct identities, and
there is no dynamic update interface. Appendix A.4 gives the full definition and explains its relation
to standard RBE.

The algorithm Gen(1λ) generates public parameters pp. For a tuple I = (id1, . . . , idℓ) with
idi ∈ {0, 1}n, the algorithm Hash(pp, I) returns h ∈ {0, 1}k, where k = k(λ, n) is independent of the
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batch size. Given idi ∈ I, the public algorithm Hint(pp, idi, I) returns (h′, ηi). Encryption produces
ct ← Enc(pp, h, id,m), and decryption computes Dec(pp, ηi, ct). Correctness requires that h′ = h
and that decryption recovers m for id = idi, except with negligible probability.

Non-inclusion security protects an encryption under h = Hash(pp, I) to a challenge identity
id∗ /∈ I, even when the adversary chooses I, id∗, and the challenge messages after seeing pp
(Definition A.8). In our construction, the ciphertext defers this encryption until the batch fixes h.
The next ingredient allows the keys selecting that hash input to be revealed adaptively.

4.2 Receiver Non-Committing Identity-Based Encryption

We use ordinary IBE algorithms together with a simulator that generates public parameters and
a challenge ciphertext for an adaptively chosen, previously unqueried identity without knowing
its message. Once the message is supplied, the simulator produces a user secret key that explains
the ciphertext consistently. The adversary may request keys for other identities before and after
the challenge-key reveal. Security requires this simulated view to be indistinguishable from honest
encryption and key generation. Neither the master secret key nor algorithm randomness is revealed.
Appendix D.1 gives the full interface and security experiment.

Theorem 4.2 Assuming that IBE is an adaptively secure IBE scheme and PRF is a secure pseudo-
random function, the construction in Appendix D.2 is a secure weak RNC-IBE scheme.

4.3 Batch Construction

Assume that T = {0, 1}t for some t = t(λ), let IBE = (Setup,Keygen,Enc,Dec) be a weak RNC-IBE
scheme for identity space T and message space given by the garbling label space, and let RBE be a
keyless registration based encryption scheme. Let k = k(λ, n) denote the output length of the hash
algorithm of RBE for identities in {0, 1}n. The construction is as follows.

Setup(1λ, 1n) : Run by the authority.

(1) For every j ∈ [k] and b ∈ {0, 1}, compute (mpkj,b,mskj,b)← IBE.Setup(1λ, 1t).

(2) Compute pp← RBE.Gen(1λ)

(3) Output pk =
(
pp, (mpkj,b)j∈[k],b∈{0,1}

)
and sk =

(
pp, (mskj,b)j∈[k],b∈{0,1}

)
.

The authority publishes pk and keeps sk secret.

Enc(pk, τ, id,m) : Run by the sender.

(1) Parse pk =
(
pp, (mpkj,b)j∈[k],b∈{0,1}

)
.

(2) Let C[pp, id,m, r](h) be a boolean circuit which has pp, the message m and random coins
r ←$ {0, 1}λ hardwired. It takes as input a hash value h ∈ {0, 1}k and computes and
outputs RBE.Enc(pp, h, id,m; r).

(3) Compute the garbling (GC, (labj,b)j∈[k],b∈{0,1})← Garble(1λ,C[pp, id,m, r]).

(4) For j ∈ [k] and b ∈ {0, 1} compute ctj,b ← IBE.Enc(mpkj,b, τ, labj,b).

(5) Output CT← (id, (ctj,b)j∈[k],b∈{0,1},GC)

The sender submits the resulting ciphertext CT to the authority.

22



PartDec(sk, τ, (CT1, . . . ,CTm)) : Run by the authority.

(1) Parse sk =
(
pp, (mskj,b)j∈[k],b∈{0,1}

)
and CTi = (idi, (cti,j,b)j∈[k],b∈{0,1},GCi) for each

i ∈ [m].

(2) Compute h = RBE.Hash(pp, (id1, . . . , idm)).

(3) For j ∈ [k] compute σj = IBE.Keygen(mskj,hj , τ).

(4) Output sbk = (pp, τ, σ1, . . . , σk)

Upon successful completion, publishes the resulting batch key sbk.

Dec(sbk, i∗,CT1, . . . ,CTm) : Run by any party with the batch key sbk. On input a succinct batch
key sbk, and an index i∗ and ciphertexts CT1, . . . ,CTm proceed as follows.

(1) Parse sbk = (pp, τ, σ1, . . . , σk)

(2) Parse CTi = (idi, (cti,j,b)j∈[k],b∈{0,1},GCi) for each i ∈ [m].

(3) Compute (h, η) = RBE.Hint(pp, idi∗ , (id1, . . . , idm)).

(4) Compute ˆlabj = IBE.Dec(σj , cti∗,j,hj ) for each j ∈ [k].

(5) Evaluate the garbled circuit GCi∗ on the labels ˆlabj to obtain ciphertext c.

(6) Output m = RBE.Dec(pp, η, c).

Correctness.

Lemma 4.3 Assume that the weak RNC-IBE scheme IBE, garbling scheme GC, and registration-
based encryption scheme RBE are correct. If, for every public parameter pp, identity tuple I =
(id1, . . . , idm), and index i∗ ∈ [m], the algorithm RBE.Hint(pp, idi∗ , I) always returns RBE.Hash(pp, I)
as its first component, then the above batch decryption construction is correct.

proof Hash/Hint consistency makes decryption use the same hash as batch-key generation.
Correctness of weak RNC-IBE, garbling, and RBE then recovers the corresponding labels, RBE
ciphertext, and message, respectively, with negligible total error by a union bound. Appendix D.4
gives the detailed argument.

Security. We now establish the security of our batch decryption construction according to
Definition 4.1. The proof proceeds via a sequence of computationally indistinguishable hybrid
experiments, demonstrating that any PPT adversary capable of breaking the scheme can be used to
break the underlying security of the GC, RBE, or weak RNC-IBE primitives.

Theorem 4.4 Assume that IBE is a secure weak RNC-IBE scheme in the sense of Definition D.1,
GC is an adaptive secure garbling scheme, and RBE is a non-inclusion secure registration based
encryption scheme. Then the above construction is secure in the sense of Definition 4.1.

proof Let A be a PPT adversary in the security game of Definition 4.1. We prove the theorem by
considering a sequence of hybrids H0,H1,H2,H3. The detailed reductions are given in Appendix D.5.

Hybrid H0: This is the original experiment of Definition 4.1.
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Hybrid H1: Between H0 and H1, we define intermediate hybrids that switch the weak RNC-IBE
ciphertexts ct∗j,b contained in the challenge ciphertext CT∗ to simulated mode one instance at
a time. Since each pair (j, b) uses its own independent weak RNC-IBE master public key, each
step in this hybrid sequence changes exactly one challenge ciphertext in one weak RNC-IBE
instance. Hybrid H1 is the experiment in which every challenge weak RNC-IBE component
that need not remain decryptable under a pre-challenge succinct batch key has been switched
to simulated mode. Concretely, if no succinct batch key for τ∗ is ever obtained, or if it is
obtained only after the challenge, then all weak RNC-IBE ciphertexts in CT∗ are switched to
simulated mode. If the unique succinct batch key for τ∗ is obtained before the challenge, then
only the sibling components ct∗j,1−h∗

j
are switched to simulated mode, while the decryptable

components ct∗j,h∗
j

remain honest. The indistinguishability of H0 and H1 follows from the

single-challenge security of the weak RNC-IBE scheme and a hybrid argument over the 2k
challenge components. In the proofs of Lemma D.4 and Lemma D.5 we distinguish whether
the unique succinct batch key for the challenge epoch τ∗ is obtained before the challenge, after
the challenge, or never. The details are given in Lemma D.4.

Hybrid H2: This hybrid proceeds exactly as H1, except that the garbled circuit GC∗ contained in
the challenge ciphertext CT∗ is generated by the garbling simulator rather than by honestly
garbling the circuit. Let h∗ be the hash value corresponding to the unique batch on which
the adversary queries the PartDec oracle at epoch τ∗, if such a query exists. If no such query
exists, let

h∗ = RBE.Hash(pp, (îd1, . . . , îdm))

for any fixed tuple of pairwise distinct identities that does not contain id∗. Since in H1 the
weak RNC-IBE ciphertexts of CT∗ are already simulated, labels from CT∗ are only revealed by
providing the corresponding weak RNC-IBE secret keys. By definition of the security game,
the adversary can obtain at most one succinct batch key for the challenge epoch τ∗. This key
may have been obtained either before or after the challenge, but in either case it determines
only one hash input for CT∗. Hence the adversary can recover from CT∗ labels corresponding
to at most one garbling input. Therefore, we may invoke adaptive security of the garbling
scheme. Concretely, we provide the value RBE.Enc(pp, h∗, id∗,m∗

b) as the output value to the
label simulator. The indistinguishability of H1 and H2 follows from adaptive security of the
garbling scheme. The details are given in Lemma D.5.

Hybrid H3: This hybrid proceeds exactly asH2, except that the RBE ciphertext RBE.Enc(pp, h∗, id∗,m∗
b)

underlying the simulated garbled circuit is replaced by RBE.Enc(pp, h∗, id∗, 0). The indistin-
guishability of H2 and H3 follows from non-inclusion security of the RBE scheme. Here we
use that the unique admissible succinct batch key at the challenge epoch τ∗, if it exists, is
associated with a batch that contains no ciphertext under identity id∗. Hence id∗ does not
belong to the identity set hashed into h∗, which is exactly the non-inclusion setting needed to
apply security of the RBE scheme. The details are given in Lemma D.6.

In the final hybrid H3, the challenge ciphertext is independent of the challenge bit b, and
therefore the adversary’s advantage is 0.

Combining Lemmas D.4 to D.6 and using the triangle inequality, we conclude that for every PPT
adversaryA, there exists a negligible function negl(·) such that for all λ ∈ N, |Pr[H0(λ,A) = 1]− Pr[H3(λ,A) = 1]| ≤
negl(λ). Since H3 is independent of b, this proves the theorem.
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4.4 Instantiations from Standard Assumptions

CDH implies one-way functions, which suffice for adaptively secure garbling [BHR12a, HJO+16]
and pseudorandom functions. Standard IBE [DG17b] and the required non-inclusion secure
RBE [GHMR18, GHM+19] are also available under CDH. Theorem 4.2 supplies the weak RNC-IBE
layer, so Theorem 4.4 gives the following corollary. Appendix D.6 discusses alternative instantiation
paths.

Corollary 4.5 Assuming the hardness of the Computational Diffie-Hellman problem, there exists
an adaptively secure identity-based encryption scheme with batch decryption.
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A Additional Preliminaries

A.1 Pseudorandom Functions

A family of pseudorandom functions PRF = (Setup, Eval) with key space {{0, 1}λ}λ, input space
{{0, 1}m(λ)}λ and output space {{0, 1}n(λ)}λ consists of the following algorithms.

• Setup(1λ) : The key generation algorithm is a randomized algorithm that takes as input the
security parameter 1λ and outputs a key k ∈ {0, 1}λ.

• Eval(k, x) : The evaluation algorithm is a deterministic algorithm that takes as input a key
k ∈ {0, 1}λ and x ∈ {0, 1}m(λ) and outputs y ∈ {0, 1}n(λ).

Definition A.1 A PRF scheme PRF is secure if for all PPT adversary A, there exists a negligible
function negl(·) such that for all λ ∈ N,

|Pr[AEval(k,·)(1λ) = 1 : k ← Setup(1λ)]− Pr[AR(·)(1λ) = 1 : R← Uλ]| ≤ negl(λ)

where Uλ is the set of all functions from {0, 1}m(λ) to {0, 1}n(λ).

Theorem A.2 ([GGM86]) Assuming the existence of one-way functions, there exists secure PRF
for any polynomials m(·), n(·).

A.2 Garbling Schemes

A garbling scheme GC = (GarbleC,GarbleI,Eval,SimC, SimI) for a class of circuits {Cλ}λ consists of
the following algorithms.

• GarbleC(1λ, C): The circuit garbling algorithm is a randomized algorithm that takes as input
the security parameter 1λ and a circuit C ∈ Cλ such that C : {0, 1}n → {0, 1}m and outputs a
garbled circuit Ĉ and a key k.

• GarbleI(k, x): The input garbling algorithm is a randomized algorithm that takes as input a
key k and a input x ∈ {0, 1}n and outputs {labi}i∈[n].

• Eval(Ĉ, {labi}i∈[n]) : The evaluation algorithm takes as input a garbled circuit Ĉ and a set of
n labels {labi}i∈[n] an outputs y ∈ {0, 1}m.

• SimC(1λ, 1n, 1m, 1s) : The circuit simulation algorithm takes as input a security parameter
1λ, input length parameter 1n, output length parameter 1m, size parameter 1s and outputs a
garbled circuit Ĉ and a state st.

• SimI(st, y) : The input simulation algorithm takes as input a state st and an output value
y ∈ {0, 1}m and outputs {labi}i∈[n].

Remark A.3 For readability, we also use the algorithm Garble, which combines GarbleC and GarbleI
as follows. On input the security parameter 1λ and a circuit C ∈ Cλ with C : {0, 1}n → {0, 1}m,
the randomized algorithm Garble(1λ, C) outputs the garbled circuit Ĉ together with the set of labels
{labi,b}i∈[n],b∈{0,1}. Similarly, we use Sim to denote the algorithm that combines SimC and SimI.

31



Correctness. For correctness of a garbling scheme GC for a class of circuits {Cλ}λ, we require
that for all λ ∈ N, C ∈ Cλ, x ∈ {0, 1}n, (Ĉ, k)← GarbleC(1λ, C), {labi,xi}i∈[n] ← GarbleI(k, x),

Eval(Ĉ, {labi,xi}i∈[n]) = C(x)

Selective Security. For selective security, we define simulation based security [Yao86, BHR12b].

Definition A.4 A garbling scheme GC = (Garble,Eval,Sim) for a class of circuits {Cλ}λ is said
to be selective secure if for all PPT stateful adversaries A, there exists a negligible function negl(·)
such that for all λ ∈ N, the following holds.∣∣∣∣∣Pr

[
A(Ĉ, {labi,xi

}i∈[n]) = 1 :
(C, x)← A(1λ),

(Ĉ, {labi,b}i∈[n],b∈{0,1})← Garble(1λ, C)

]

−Pr

[
A(Ĉ, {labi}i∈[n]) = 1 :

(C, x)← A(1λ),

(Ĉ, {labi}i∈[n])← Sim(1λ, 1n, 1m, 1|C|, C(x))

] ∣∣∣∣∣ ≤ negl(λ).

where the probability is over the randomness of A, Sim and GC algorithms.

Adaptive Security. For adaptive security, we define simulation based security [BHR12a, HJO+16,
JW16, JO20].

Definition A.5 A garbling scheme GC = (GarbleC,GarbleI,Eval,SimC, SimI) for a class of circuits
{Cλ}λ is said to be adaptive secure if for all PPT stateful adversaries A, there exists a negligible
function negl(·) such that for all λ ∈ N, the following holds.

∣∣∣∣∣Pr

A(Ĉ, {labi,xi
}i∈[n]) = 1 :

C ← A(1λ),

(Ĉ, k)← GarbleC(1λ, C)

x← A(Ĉ)
{labi,xi}i∈[n] ← GarbleI(k, x)



−Pr

A(Ĉ, {labi}i∈[n]) = 1 :

C ← A(1λ),

(Ĉ, st)← SimC(1λ, 1n, 1m, 1|C|)

x← A(Ĉ)
{labi}i∈[n] ← SimI(st, C(x))


∣∣∣∣∣ ≤ negl(λ).

where the probability is over the randomness of A and GC algorithms.

Theorem A.6 Assuming the existence of secure one-way functions, there exists adaptive secure
garbling schemes for polysized Boolean circuits.

A.3 Identity-Based Encryption

An identity-based encryption (IBE) scheme IBE = (Setup,Keygen,Enc,Dec) for set of identity spaces
I = {{0, 1}n}n∈N and message spaces M consists of the following algorithms:

Setup(1λ, 1n) : The setup algorithm takes as input the security parameter λ and identity length n.
It outputs the public parameters mpk and the master secret key msk.

Keygen(msk, id) : The key generation algorithm takes as input the master secret key msk and an
identity id ∈ {0, 1}n. It outputs a secret key skid.
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Enc(mpk, id,m) : The encryption algorithm takes as input the public parameters mpk, a message
m ∈M, and an identity id ∈ {0, 1}n. It outputs a ciphertext ct.

Dec(skid, ct) : The decryption algorithm takes as input a secret key skid and a ciphertext ct. It
outputs either a message m ∈M or a special symbol ⊥.

Correctness. We say an IBE scheme IBE = (Setup,Keygen,Enc,Dec) satisfies correctness if for all
λ, n ∈ N, (mpk,msk)← Setup(1λ, 1n), id ∈ {0, 1}n, m ∈M, skid ← Keygen(msk, id),

Pr
r

[Dec(skid, ct) = m | ct = Enc(mpk, id,m; r))] = 1− negl(λ)

where r is sampled uniformly at random.

Definition A.7 We say an IBE scheme IBE = (Setup,Keygen,Enc,Dec) is adaptively secure if for
any stateful PPT adversary A and polynomial poly(·) there exists a negligible function negl(·), such
that for all λ ∈ N and n = poly(λ), the following holds

Pr

AKeygen(msk,·)(ct) = b :

1n ← A(1λ)
(mpk,msk)← Setup(1λ, 1n); b← {0, 1}

(m0,m1, id
∗)← AKeygen(msk,·)(mpk)

ct← Enc(mpk, id∗,mb)

 ≤ 1

2
+ negl(λ),

where all identities id queried by A satisfy id ≠ id∗ and the probability is over the randomness of
A, Setup,Keygen and Enc algorithms.

A.4 Registration Based Encryption

In this work, we formalize only the restricted variant of registration-based encryption needed
for our construction: the batch of identities is hashed all at once, there is no dynamic update
interface, we use a keyless interface in which the hash depends only on identities, and we only
require non-inclusion security. The keyless interface can be obtained from a standard RBE scheme
by generating a single registration key pair during setup and using the same public key for every
identity, so that the public-key component need not be written explicitly in the hash input. This
interface is closely related to what recent work calls laconic encryption. For this restricted interface,
one may view the literature as providing two natural instantiation paths: the original RBE line
from CDH-type assumptions [GHMR18, GHM+19], and the more recent laconic-encryption line
with efficient lattice-based realizations [DKL+23].

A registration based encryption (RBE) scheme RBE = (Gen,Hash,Hint,Enc,Dec) for a set of
identity spaces I = {{0, 1}n}n∈N and message space M consists of the following algorithms.

Gen(1λ) : The setup algorithm takes as input the security parameter 1λ and outputs public parame-
ters pp.

Hash(pp, (id1, . . . , idℓ)) : The hashing algorithm takes as input the public parameters pp and a tuple
of pairwise distinct identities (id1, . . . , idℓ), where each idi ∈ {0, 1}n, and outputs a hash value
h ∈ {0, 1}k, where k = k(λ, n) is the fixed output length of the hash for identity space {0, 1}n.

Hint(pp, idi∗ , (id1, . . . , idℓ)) : The hint generation algorithm takes as input the public parameters pp,
an identity idi∗ contained in the tuple (id1, . . . , idℓ), and outputs a pair (h, η).
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Enc(pp, h, id,m) : The encryption algorithm takes as input the public parameters pp, a hash value
h, an identity id ∈ {0, 1}n, and a message m ∈M. It outputs a ciphertext ct.

Dec(pp, η, ct) : The decryption algorithm takes as input the public parameters pp, a hint η, and a
ciphertext ct. It outputs either a message m ∈M or ⊥.

Correctness. We say an RBE scheme RBE = (Gen,Hash,Hint,Enc,Dec) satisfies correctness if
there exists a negligible function negl(·) such that for all λ, n ∈ N, all tuples of pairwise distinct
identities (id1, . . . , idℓ) with idi ∈ {0, 1}n, all indices i∗ ∈ [ℓ], and all messages m ∈M, if

pp← Gen(1λ), h← Hash(pp, (id1, . . . , idℓ)),

(h′, η)← Hint(pp, idi∗ , (id1, . . . , idℓ)), ct← Enc(pp, h, idi∗ ,m),

then
Pr[h′ = h and Dec(pp, η, ct) = m] ≥ 1− negl(λ),

where the probability is over the randomness of Gen, Hint, and Enc.

Definition A.8 We say an RBE scheme RBE = (Gen,Hash,Hint,Enc,Dec) is non-inclusion secure
if for any stateful PPT adversary A, there exists a negligible function negl(·) such that for all λ ∈ N
and n = poly(λ), the following holds in the non-inclusion setting, where the challenge identity id∗

does not belong to the set of identities hashed into h:

Pr

A(ct
∗) = b

∣∣∣∣∣∣∣∣∣∣∣∣

pp← Gen(1λ); b← {0, 1}
(m0,m1, id1, . . . , idℓ, id

∗)← A(pp)
such that id1, . . . , idℓ are pairwise distinct and

id∗ /∈ {id1, . . . , idℓ}
h← Hash(pp, (id1, . . . , idℓ))
ct∗ ← Enc(pp, h, id∗,mb)

 ≤
1

2
+ negl(λ),

where all identities belong to {0, 1}n, and the probability is over the randomness of A, Gen, and
Enc.

B From Tagged to Ordinary Batch Decryption

The CHK transformation uses a fresh signature verification key as the encryption tag and signs the
resulting ciphertext [CHK04]. Kiltz shows that selective-tag security suffices for this transforma-
tion [Kil06, Sections 3.2 and 4.1]. We give its batch-release version below. The additional obligation
is to preserve the actual batch hint and the complete admission history; single-ciphertext tag-based
security alone does not imply that obligation.

Let TBD be a tagged batch-decryption scheme as in Section 2.2, and let OTS = (Keygen, Sign,Ver)
have perfect correctness and strong one-time unforgeability. Its verification keys are valid tags.
The verification-key and signature lengths v(λ) and s(λ) are fixed polynomials, independent of the
message and batch size; the signing domain contains all polynomial-length tuples below. In the
strong unforgeability experiment, the forger receives a fresh verification key and may make at most
one signing query. It succeeds by outputting a valid message–signature pair different from every
pair returned by that query. In particular, a valid pair before any signing query is a forgery. Write
AdvSUF(F) for its success probability. Security of both primitives is required in the same allowed
oracle environment, with all component and simulation work included. The allowed ideal oracles
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are fixed, independently sampled random functions shared by all parties, as in Section 3.1; private
queries reveal no timing, query-count or cache information. The theorem also applies in the standard
model. It makes no claim for mutable or arbitrarily correlated auxiliary oracle environments.

For public decryption, we use the explicit-public-parameter form D = (pk, D0): admission checks
the embedded key against pk. Section 3.2 already has this form. For a general tagged scheme one
can attach this copy and strip it before calling the original algorithms, at a charged additional
cost O(|pk|) per ciphertext. This public, injective change preserves both games and correctness.
In what follows D includes any such necessary copy. All tuples have their ordinary unambiguous
representations. Fix a signature domain constant dsig.

B.1 The Compiler

For a batch B = (CT1, . . . ,CTB) with CTi = (vki, Di, sigi), write

π(B) = ((vk1, D1), . . . , (vkB, DB)).

The public admission predicate Admc(pk,B) checks the complete tuple syntax, verification-key and
signature lengths, consistent public-key copies, and every signature

OTS.Ver(vki, (dsig, pk, vki, Di), sigi) = 1.

It also checks TBD.Adm(pk, π(B)). It accepts exactly when all these public checks pass. The empty
batch is admitted for a well-formed key. No check requires distinct verification keys; all underlying
batch checks remain in force. This predicate is a convention for the following four algorithms.

Setup(1λ) : Return TBD.Setup(1λ).

Enc(pk,m) :

(1) Reject malformed keys or messages with ⊥. Generate

(vk, ssk)← OTS.Keygen(1λ).

(2) Compute D ← TBD.Enc(pk, vk,m). If this returns ⊥, return ⊥.

(3) Compute
sig← OTS.Sign(ssk, (dsig, pk, vk, D))

and return CT = (vk, D, sig).

PartDec(sk,B) :

(1) Obtain the associated pk from the key representation and complete Admc(pk,B). Return
⊥ on rejection, and empty for an admitted empty batch.

(2) Return TBD.PartDec(sk, π(B)) unchanged.

Dec(T, i,B) :

(1) Reject an empty or malformed batch or an out-of-range index with ⊥. Read pk from D1

and complete Admc(pk,B); return ⊥ on rejection.
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(2) Return TBD.Dec(T, i, π(B)).

The associated public key can be retained as part of the underlying secret-key representation, as
it is in our core; if this normalization is needed, its O(|pk|) storage is charged once. Relative to this
explicit representation setup changes neither key. All outer signatures and underlying public checks
precede any private validation. The whole projection is passed in order, with no filtering, scalar
decryption calls, or separate coordinate hints. In particular, an underlying private failure rejects
the whole batch. The public decoder obtains its projection from its actual public input and keeps
the same index.

Proposition B.1 (Correctness and sizes of the compiler) The compiler preserves adaptive
honest-history correctness, including repeated verification keys and coincident outputs of distinct
encryption invocations. Relative to the explicit-public-parameter form above, keys and hint lengths
are unchanged, and ciphertext overhead is O(v+s) beyond the underlying tagged ciphertext, including
the outer tag copy. Public validation adds B signature verifications.

proof An adaptive history of compiled encryptions induces an adaptive history of honest tagged
encryptions: generate each signature key, choose its verification key as the tag, invoke the underlying
honest encryption, and sign its output. This is a permitted history in the underlying correctness
definition, including all public oracle computations and repeated tags. Each selected set of distinct
compiled invocation indices projects to the same distinct underlying invocation indices. Perfect
signature correctness ensures that every added public check passes on an honestly generated
ciphertext. Therefore every successful underlying selected batch yields exactly the same hint and
recovered messages in the compiled scheme. Overlap and reuse preserve the original projections and
indices.

This argument does not condition on distinct output values. Even if two underlying outputs or
two complete compiled outputs coincide, the selected occurrences remain those of different honest
invocations. If their projected batch is rejected, that is an underlying honest correctness failure and
is charged to its error bound. No signature-key collision probability or extra distinct-key assumption
is used. The size claims follow by counting the displayed tuples and unchanged response.

B.2 Security with Complete Batch Releases

Theorem B.2 (CHK compiler for batch decryption) For every uniform PPT adversary A
against the compiled ordinary scheme there are a selective-tag adversary B against TBD and strong
one-time signature forgers F0,F1, each uniform PPT, such that

∆CT(A) ≤ ∆sTag(B) +
∑

b∈{0,1}

AdvSUF(Fb).

Thus selective-tag privacy suffices for ordinary exact-ciphertext-exclusion privacy. No entropy or
uniqueness condition on signature verification keys is required.

proof Fix b ∈ {0, 1} and let pjb = Pr[Jjb = 1] for the following hybrids. Probabilities include all
terminal-zero branches.
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Hybrid J0b : This is the compiled exact-ciphertext-exclusion experiment of Definition 2.1. We
equivalently generate the challenge signature key pair before setup and keep it private until
the challenge, writing its verification key as vk∗. The rest of challenge encryption occurs at
the adaptive challenge time. For primitives using fixed shared random oracles, condition on
those functions: the independent signature-key tape can be moved earlier without changing
any output law. Private oracle evaluations reveal no cache or timing information. The same
reasoning applies without oracles.

Hybrid J1b : This hybrid adds termination with output zero at the first publicly admitted prechal-
lenge batch containing an entry with verification key vk∗. After the challenge it also terminates
on an admitted batch with that verification key. The original exact-ciphertext test is performed
first on a postchallenge admitted batch; if it fires, both hybrids already terminate. Every
admitted batch is recorded in full before these tests and before any private validation.

The following two lemmas show

|p0b − p1b | ≤ AdvSUF(Fb), p1b = Pr[sTagBb = 1].

Applying the triangle inequality to the two endpoints proves the theorem. The reductions preserve
all malformed-input, empty-batch, no-challenge and whole-batch rejection conventions. Their
polynomial envelopes include the signature algorithms, public checks, source queries, oracle calls
and all local simulation work.

Lemma B.3 For each b ∈ {0, 1}, there is a forger Fb making at most one signing query such that
|p0b − p1b | ≤ AdvSUF(Fb).

proof Given its signature challenger’s key vk∗, the forger runs the actual underlying setup, retains
the secret key, and simulates J0b with genuine whole-batch releases and shared oracles. It hides vk∗

from A until the challenge.
At the first admitted prechallenge batch containing vk∗, it outputs the valid pair (M, sig) of

any such entry, where M = (dsig, pk, vk
∗, D). It has made zero signing queries. This applies even if

the batch would later fail private validation, or if the entry would not be reached. It also covers a
coincident verification key generated by an adversarial public encryption invocation: such an entry
is still a valid zero-query forgery under the supplied key.

If no such prechallenge event occurs, the forger generates the underlying challenge D∗ ←
TBD.Enc(pk, vk∗,mb) at the requested time. It asks its single signing query on M∗ = (dsig, pk, vk

∗, D∗),
obtains sig∗, and forms CT∗ = (vk∗, D∗, sig∗). The retrospective exact-ciphertext test cannot succeed
on this continuing branch: any prior exact occurrence would already have had key vk∗ and triggered
the prechallenge event.

For a later admitted batch, an exact occurrence of CT∗ terminates both hybrids and needs
no forgery charge. Otherwise, if the batch contains CT = (vk∗, D, sig), the forger outputs its pair.
Complete tuple binding and CT ≠ CT∗ give (M, sig) ̸= (M∗, sig∗), including a different signature on
the same signed message. Admission ensures verification. Coupling the two hybrids to their first
additional termination shows that every possible difference is covered by one of these forgeries. The
forger may stop on additional branches where both final outputs would have been zero, which only
increases its success probability.
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Lemma B.4 There is one uniform PPT selective-tag adversary B such that p1b = Pr[sTagBb = 1]
for both bits b.

proof Before underlying setup, B generates (vk∗, ssk∗) and commits to the tag vk∗. It gives
the returned public key to A but withholds the reserved signature key. For each release query it
completes all compiled public checks locally. It returns ⊥ on rejection and the specified empty
response for an admitted empty batch. Otherwise it records every entry before processing the
guards. If any entry has key vk∗, it terminates with output zero, without requesting a source release.
On a prechallenge branch it makes no challenge request, so the source’s no-challenge convention
gives zero as well. On every other branch it forwards the entire ordered projection π(B) as one
source release query and returns its hint or rejection unchanged.

At a well-formed challenge it forwards A’s two messages and signs the returned D∗ using ssk∗.
It then returns (vk∗, D∗, sig∗). Every earlier forwarded entry has a tag different from vk∗, so both
the source tag test and the target retrospective exact-ciphertext test pass. Malformed or absent
challenges terminate with the prescribed zero output.

The local admission record is exactly the target’s full record. On continuing branches the source
record is its entrywise projection, including every entry of a batch whose private checks failed or
were not reached. A terminal guarded batch need not be sent to the source: its output is already
fixed to zero in both experiments. After the challenge, exact and nonexact ciphertexts under vk∗

both give zero in J1b , so the local tag guard has exactly the required endpoint law. All allowed
batches are forwarded whole; overlapping releases and old hints therefore retain their complete
joint distribution. Public checks may be repeated by the source, with their work charged and their
fixed-oracle answers unchanged. Finally B outputs A’s bit. This simulation uses neither the hidden
challenge bit nor the underlying secret key.

B.3 A Concrete One-Time Signature Instantiation

For example, a domain-separated hash-then-Lamport one-time signature has v = 2λ2 and s = λ2:
sample secret blocks zj,b ←$ {0, 1}λ, publish their indexed hash values, hash the signed tuple to a
λ-bit digest, and reveal one block per digest bit. Commitment and message hashing use separate
domains of H0 and H1. Strong one-time security is required with all component oracle queries
included; an alternative valid signature on the same digest is also a forgery.

C Proofs and Sampling for the Epochless Construction

This appendix gives the concrete RSA sampling procedures and the full correctness and security
proofs for the construction in Section 3.

C.1 RSA Setup and Sampling

Recall that G = Z×
N , where N = pq for distinct odd primes, and the trapdoor is φ(N) = (p−1)(q−1).

The public descriptor contains N and the exponent-sampling parameters. For the admitted primes
N/2 < e < N , gcd(e, φ(N)) = 1 and

Root(pp, φ(N), e, C) = Ce−1 mod φ(N) mod N.

Sampling a unit requires no factorization: test a candidate integer x by 1 ≤ x < N and gcd(x,N) = 1.
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The RSA setup uses (λ + 2)-bit primes p, q and polynomially bounded first-success sampling. It
rejects q = p and samples a public prime e0 ∈ (N/2, N). To sample a prime in this interval, test
independent uniform ⌈log2N⌉-bit strings, accepting the first whose integer value is prime and lies in
(N/2, N), with a sufficiently large polynomial bound on the number of trials. Thus exponents have
at most 2λ + 4 bits. If setup sampling fails, use the complete fallback (N,φ(N), e0) = (15, 8, 11).
Encryption uses the same prime sampler with fallback e0, and a unit sample falls back to 1. The
fallback probabilities and unit sampling distance are negligible; they are included rather than
conditioned away. The setup-averaged exponent bound includes the negligible probability of the
complete setup fallback. These are asymptotic length choices, not a claim about practical RSA
security at a modulus of 2λ + 4 bits.

C.2 Proof of Proposition 3.1

proof The unique-root property ensures that private extraction returns the sender’s xi. Thus every
honest root check succeeds. Distinct prime exponents imply βi ≡ 1 (mod ei) and βi ≡ 0 (mod ej)
for j ̸= i. Substituting Ci = xeii and W =

∏
j xj into (1), commutativity gives

x̂i =

∏
j

xj

βi

x1−βi
i

∏
j ̸=i

x−βi
j = xi.

Hence the same root, derived key, and message pad are recovered. This identity also applies to the
unique roots of adversarially formed group elements in any privately accepted batch. We assign no
intended plaintext to an arbitrary malicious ciphertext, and a malicious neighbor may cause the
whole batch to be rejected.

For a fixed public descriptor, put m(pp) = maxe∈Ppp Pr[Samplee(pp) = e]. Before each honest
exponent is sampled, condition on the full prior history and the public descriptor. The new
independent sample equals any specified earlier exponent with probability at most m(pp). A union
bound over the at most

(
L
2

)
pairs, followed by averaging over setup using Epp[m(pp)] ≤ µ(λ), therefore

bounds every honest exponent collision in the history. Outside this single event, all subsequently
selected honest batches with distinct invocation indices are correct simultaneously, regardless of
repeated tags. Coincident ciphertext values from different invocations imply an exponent collision
and are included in the bad event; their rejection is not conditioned away. Reusing the same
invocation in later batches is permitted, while selecting it twice within one batch is outside the
correctness convention. Root-sampling bias causes no correctness error because roots always lie in
G. No conditioning on successful admission is used.

C.3 Proof of Theorem 3.2

proof Fix a uniform PPT adversary A and a challenge bit b ∈ {0, 1}. We first describe hybrids
G0
b , . . . ,G

4
b and then prove the transition bounds in Lemmas C.1–C.4. Write pjb = Pr[Gj

b = 1]. Every
probability is unconditional, including all failed queries and terminal-output-zero branches.

Hybrid G0
b : This is the adaptive-tag experiment of Definition 2.2, instantiated with the algorithms

of Section 3.2. Its phases are as follows.
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• Initialization Phase: The challenger computes (pk, sk)← Setup(1λ), gives pk to A, and
initializes an empty admission record. All parties use the same independent random
oracles H0, H1 throughout.

• Pre-Challenge Query Phase: For each adaptive batch query B, the challenger completes
Adm(pk,B). It returns ⊥ if admission fails, and empty for an admitted empty batch.
Otherwise, it records the entire batch and all its tags before returning PartDec(sk,B).
The record retains every entry, including entries whose private checks fail or are not
reached.

• Challenge Phase: At an adaptively chosen point, A submits (t∗,m0,m1) with t∗ ∈ {0, 1}∗
and m0,m1 ∈ {0, 1}λ. If t∗ occurs in the earlier admission record, the challenger outputs
zero and terminates. Otherwise it generates D∗ ← Enc(pk, t∗,mb) with fresh encryption
randomness and sends D∗ to A.

• Post-Challenge Query Phase: The challenger completes the same public admission and
empty-batch checks. It records every admitted nonempty batch and all its tags. If
that batch contains any pair with tag t∗, it outputs zero and terminates before private
validation; otherwise, it returns PartDec(sk,B). Other-tag queries may copy or modify
the challenge’s group components.

• Response Phase: The experiment outputs A’s final bit. Malformed challenges and
executions without a challenge have output zero.

Hybrid G1
b : This hybrid proceeds as G0

b , except that the challenge root x∗ is sampled uniformly
from G, instead of using SampleG. Every other sampling law, including setup and the fresh
exponent sample, remains unchanged.

Hybrid G2
b : This hybrid proceeds as G1

b , except that a reached private root check is rejected
whenever the correct root has not appeared in an ordinary check-domain query for that same
public tuple (pk, t, e, C). Such a rejection rejects the whole batch, even if the submitted ρ
equals the hidden check value. If the root has appeared at that check coordinate, validation
proceeds normally. All evaluations refer to the same fixed random-oracle coordinates.

Hybrid G3
b : This hybrid proceeds as G2

b , except that the key used to encrypt the challenge message
is an independent uniform K∗ ∈ {0, 1}λ. The random oracle Hkey is unchanged; its designated
challenge value is no longer used to form the message component.

Hybrid G4
b : This hybrid proceeds as G3

b , except that the challenge message component is c∗ =
mb ⊕ P ∗ for an independent uniform P ∗ ∈ {0, 1}λ. The key K∗ is now unused, and the
designated private pad evaluation may be omitted. Ordinary oracle queries retain their usual
answers.

All hybrids retain complete public admission before private processing, the full admission record,
whole-batch rejection, and the empty, malformed, and absent-challenge conventions of G0

b . Their
modifications are changes to the experiment, not assumptions about which ciphertexts the adversary
can construct.

By Lemmas C.1–C.4, for each b,

|p0b − p4b | ≤ ϵG(λ) + Advroot(Rb) + (qval + qpad)2−λ.
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The final hybrids G4
0 and G4

1 have identical distributions. Couple them using the same uniform
message component c∗, random functions, and all other tapes. Their prechallenge views and hence
their chosen tag and messages agree. Every subsequent operation depends on the public component
c∗ rather than on mb, so admission, release responses, and all terminal decisions agree as well. Thus
p40 = p41, and the triangle inequality gives (2).

All simulations retain the full publicly admitted batch, including coordinates not reached after a
private failure. Overlapping batches and old hints need no special treatment: the same oracle tables
and the same recorded roots are used throughout. Duplicate exponents are rejected by the actual
public test; privacy does not condition on a collision-free exponent event. Repeated nonchallenge tags
are allowed; the table is indexed by the full tuple (pk, t, e, C), not by tag alone. Table maintenance,
root recognition, and integer group operations take polynomial time, and all reached private and
ordinary queries contribute to the resource bounds. Under the stated assumptions every term is
negligible.

For selective-tag privacy, an adaptive-tag adversary runs the selective adversary’s commitment
stage before setup and retains its tag. It can enforce the selective experiment’s early forbidden-tag
termination locally, making no challenge request on such a branch. On continuing branches it
supplies the retained tag at the challenge. The endpoint output laws, including every terminal-zero
branch, agree exactly.

Lemma C.1 For each b ∈ {0, 1},
|p0b − p1b | ≤ ϵG(λ).

proof Conditional on every supported public descriptor and challenge prefix, the distributions
of SampleG(pp) and a uniform element of G have distance at most ϵG(λ). Applying the same
subsequent randomized computation, including its terminal decisions, cannot increase this distance.
Hence |p0b − p1b | ≤ ϵG(λ). No other sampling law is changed. In particular, setup fallbacks remain
in the strong RSA assumption, and e∗ retains its actual fresh distribution. Since powering by e∗

permutes G, the component C∗ = (x∗)e
∗

is now uniform in G. This is an analytical change of
distribution; it does not require an efficient exact uniform sampler.

Lemma C.2 For each b ∈ {0, 1},
|p1b − p2b | ≤ qval2

−λ.

Moreover, releases in G2
b can be computed from ordinary check queries without the root-extraction

trapdoor.

proof The difficulty is to answer release queries without the trapdoor, including queries containing
copied or modified challenge components. For every valid public tuple y = (pk, t, e, C), let xy be its
unique root and write

Vy = Hcheck(pk, t, e, C, xy).

These are distinct random-oracle coordinates for distinct y, even if some roots coincide. We may
equivalently index these coordinates by y: an ordinary check query supplies a candidate z, and
the public test z ∈ G and ze = C recognizes whether it accesses Vy. All other queries, including
malformed or wrong-root queries, retain their ordinary cached random-oracle answers. A private
validation reads the same Vy; relabeling a coordinate does not reveal the root or add an oracle
interface.
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The forced rejection rule in G2
b can be implemented by maintaining an ordinary check-query table.

For each reached tuple y, search this table for a candidate z ∈ G with ze = C. Root uniqueness
identifies the correct root, and the cached check answer determines whether validation succeeds. If
no such query exists, reject the entire batch. If every coordinate passes, return the product of the
recorded roots. This uses no trapdoor and retains all public admission and recording steps.

To bound this change, fix y and consider the distinct guesses submitted at reached private
checks for Vy in the modified experiment, stopping before the first ordinary query that supplies xy
at this check coordinate. Denote this set by Sy. Coordinates not reached after an earlier failure
remain in the admission record but contribute no guesses. Fix the setup, tapes, and all oracle
coordinates other than Vy. Before that exposure, the modified private replies do not depend on
Vy, and therefore neither does the stopped set Sy. More formally, in the product probability space
obtained by deleting coordinate Vy,

Pr[Vy ∈ Sy | all other coordinates and tapes] = |Sy| 2−λ.

The challenge’s published check requires one qualification. If y is the challenge tuple, an earlier
admitted occurrence of its tag makes the experiment terminate before the challenge is returned;
otherwise there is no earlier private guess at that tag and no later legal one. Thus the displayed ρ∗

never supplies an uncharged value for a continuing guess sequence. The tag-separation rules above
are essential for this argument.

The first observable difference between G1
b and G2

b must be a matching guess in one of these
stopped sets. Summing over coordinates and using

∑
y |Sy| ≤ qval gives

|p1b − p2b | ≤ qval2
−λ.

This is an unconditional bound on a first difference. After several real failures a new guess need
not have conditional success probability 2−λ; repeated failures must not be treated as independent
trials. Repeated private reads and later ordinary exposure always reuse the same oracle value.

Lemma C.3 For each b ∈ {0, 1}, there is a uniform PPT root-extraction algorithm Rb such that

|p2b − p3b | ≤ Advroot(Rb).

proof The reduction receives (pp, U) with U uniform in G and does not know the trapdoor. It
privately reserves the fresh exponent e∗ before running A, using the actual exponent sampler, and
sets C∗ = U at the adaptive challenge time. Reserving these independent coins does not reserve or
guess the challenge tag. The reduction runs A and the public algorithms with one common pair of
locally sampled random oracles. Group generation and operations are oracle independent, so this
has the required joint distribution; no externally fixed oracle is being programmed.

Private validations are simulated as in G2
b : unknown roots cause rejection, and accepted batches

yield products of recorded roots. The challenge check is obtained from the coordinate V(pk,t∗,e∗,U).
The reduction samples K∗ and forms the masked message, and thus simulates G3

b without knowing
a root of U . The now-unused private evaluation of the original Hkey(pk, X∗, x∗) need not be
materialized: its value remains a lazily sampled oracle coordinate, and its private cache entry has
no observable effect. This does not omit its cost from the source query and running-time bounds. It
monitors every ordinary check- or key-domain query, both before and after the challenge. Whenever
a query supplies z ∈ G with ze

∗
= U , it outputs (z, e∗) and stops.
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To justify the comparison, couple the two hybrids by making the latent value Hkey(pk, X∗, x∗)
in G2

b equal the independent key used in G3
b . Until an ordinary query accesses this key coordinate,

their observable transcripts have identical laws. An access before the challenge is also covered: it
already supplies the root at an ordinary query monitored by Rb. On a history with no such earlier
query, the coordinate is unexposed when the challenge is formed. Its value is fresh, even though X∗

contains an adaptively chosen tag and a check value from the independent check domain. Every
first access supplies x∗ and hence solves the strong RSA instance. Monitoring additional candidate
roots can only increase the reduction’s success probability. This is a coupling up to a first query,
not a claim of uniformity after conditioning on no root ever being found.

Lemma C.4 For each b ∈ {0, 1},
|p3b − p4b | ≤ qpad2−λ.

proof The key K∗ from G3
b is unused in G4

b . In this last experiment the entire visible execution,
including its random-oracle answers, is independent of K∗. The list of keys proposed in ordinary
queries at addresses (pk, t∗, X∗,K) in the pad domain therefore contains K∗ with probability at
most qpad2−λ. The list includes queries made before the challenge as well as those chosen adaptively
afterwards. Coupling the pad coordinate to P ∗ until its first such access gives

|p3b − p4b | ≤ qpad2−λ.

The challenge encryption’s own private pad evaluation is not a guess and is not included in this
list.

D Additional Definitions and Proofs for the Epoch-Based Con-
struction

D.1 Receiver Non-Committing Identity-Based Encryption

We define a weaker variant of receiver non-committing identity-based encryption (RNC-IBE) where
the adversary receives only the user key for the challenge identity rather than the master secret
key. A weak RNC-IBE scheme for a set of identity spaces I = {{0, 1}n}n∈N and message spaces M
consists of the following algorithms.

Setup(1λ, 1n) : The setup algorithm takes as input the security parameter 1λ and the length of the
identities 1n. It outputs the master public key mpk and master secret key msk.

Keygen(msk, id) : The key generation algorithm takes as input a master secret key msk and an
identity id and outputs a secret key skid.

Enc(mpk, id,m) : The encryption algorithm takes as input a master public key mpk, an identity id
and a message m and outputs a ciphertext ct.

Dec(sk, ct) : The decryption algorithm takes as input a secret key sk and a ciphertext ct and outputs
either a message m or ⊥.

Sim1(1
λ, 1n) : The first simulator takes as input the security parameter 1λ and the length of the

identities 1n and outputs a master public key mpk and a state st.
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Sim2(st, id) : The second simulator takes as input a state st and an identity id and outputs a secret
key skid and an updated st.

Sim3(st, id
∗) : The third simulator takes as input a state st and an identity id∗ and outputs a

ciphertext ct∗ and an updated state st.

Sim4(st,m
∗) : The fourth simulator takes as input a state st and a message m∗ and outputs the

secret key skid∗ .

Correctness. For correctness, we require that there exists a negligible function negl(·) such that
for all λ ∈ N, n ∈ N, any identity id ∈ {0, 1}n and message m,

Pr

Dec(skid, ct) = m

∣∣∣∣∣∣
(mpk,msk)← Setup(1λ, 1n)

ct← Enc(mpk, id,m)
skid ← Keygen(msk, id)

 ≥ 1− negl(λ)

where the probability is over the randomness of Setup,Keygen and Enc algorithms.

Security. Consider the following two experiments with an adversary A.

• Real World:

– Initialization Phase: A on input 1λ, outputs 1n. The challenger computes (mpk,msk)←
Setup(1λ, 1n) and sends mpk to A.

– Pre-Challenge Query Phase: In this phase, A is allowed to make multiple queries id. For
each id, the challenger sends skid ← Keygen(msk, id) to A.

– Challenge Phase: The adversary A sends (m∗, id∗) to the challenger. If id∗ was queried
in the pre-challenge query phase, the challenger aborts. Otherwise, it computes ct∗ ←
Enc(mpk, id∗,m∗) and sends it to A.

– Post-Challenge Query Phase: In this phase, A is allowed to make multiple queries id. For
each id, if id = id∗, the challenger aborts. Otherwise, it sends skid ← Keygen(msk, id) to
A.

– Challenge-Key Reveal Phase: The challenger computes skid∗ ← Keygen(msk, id∗) and
sends it to A.

– Final Query Phase: In this phase, A is again allowed to make multiple queries id. For
each id, if id = id∗, the challenger aborts. Otherwise, it sends skid ← Keygen(msk, id) to
A.

– Response Phase: A outputs b.

• Simulated World:

– Initialization Phase: A on input 1λ, outputs 1n. The challenger computes (mpk, st)←
Sim1(1

λ, 1n) and sends mpk to A.

– Pre-Challenge Query Phase: In this phase, A is allowed to make multiple queries id. For
each id, the challenger generates (skid, st)← Sim2(st, id) and sends skid to A.

44



– Challenge Phase: The adversary A sends (m∗, id∗) to the challenger. If id∗ was queried in
the pre-challenge query phase, the challenger aborts. Otherwise, it computes (ct∗, st)←
Sim3(st, id

∗) and sends ct∗ to A.

– Post-Challenge Query Phase: In this phase, A is allowed to make multiple queries id. For
each id, if id = id∗, the challenger aborts. Otherwise, it generates (skid, st)← Sim2(st, id)
and sends skid to A.

– Challenge-Key Reveal Phase: The challenger computes skid∗ ← Sim4(st,m∗) and sends it
to A.

– Final Query Phase: In this phase, A is again allowed to make multiple queries id. For
each id, if id = id∗, the challenger aborts. Otherwise, it generates (skid, st)← Sim2(st, id)
and sends skid to A.

– Response Phase: A outputs b.

It is important to note that in the challenge phase, the adversary obtains the challenge ciphertext
and later obtains the secret key for the challenge identity, and not the randomness used by the
Setup,Keygen or Enc algorithms in the experiment. After obtaining the challenge secret key, the
adversary may continue to query secret keys for identities id ≠ id∗. Let preal and psim be the
probabilities with which A outputs 1 in the real world and simulated world, respectively.

Definition D.1 A weak RNC-IBE scheme is said to be secure if for all PPT adversaries A, there
exists a negligible function negl(·) such that, for all λ ∈ N,

|preal − psim| ≤ negl(λ).

D.2 Constructing weak RNC-IBE from IBE

The construction uses two independently keyed IBE instances for each message bit. Honest encryption
places the message bit in both branches. The simulator instead encrypts 0 in one branch and 1 in
the other, and later reveals the key for the branch matching the desired message. Pseudorandom
functions make the branch choices and key-generation randomness consistent across queries for the
same identity. The detailed security argument is given in Appendix D.3.

We present a generic construction of weak RNC-IBE for the identity spaces I = {{0, 1}n}n∈N
and message spaces Mℓ = {0, 1}ℓ, using the following primitives.

• IBE = (IBE.Setup, IBE.Keygen, IBE.Enc, IBE.Dec): an identity-based encryption scheme for the
identity spaces {{0, 1}n}n∈N and one-bit message space {0, 1}.

• PRF = (PRF.Setup,PRF.Eval): a family of pseudorandom functions. We use domain separation
so that PRF.Eval(prf.k, 0∥id) outputs an ℓ-bit string, while PRF.Eval(prf.k, 1∥id∥i) outputs
randomness of the appropriate length for IBE.Keygen.

The construction is described next.

Setup(1λ, 1n) : For every i ∈ [ℓ] and b ∈ {0, 1}, the setup algorithm runs (ibe.mpki,b, ibe.mski,b)←
IBE.Setup(1λ, 1n). It also samples a PRF key prf.k ← PRF.Setup(1λ). It outputs mpk =
{ibe.mpki,b}i∈[ℓ],b∈{0,1} and msk = (prf.k, {ibe.mski,b}i∈[ℓ],b∈{0,1}).
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Keygen(msk, id) : The key-generation algorithm computes zid = PRF.Eval(prf.k, 0∥id) ∈ {0, 1}ℓ. For
every i ∈ [ℓ], it samples the key-generation randomness as rKeygen,i = PRF.Eval(prf.k, 1∥id∥i),
and computes ibe.skid,i ← IBE.Keygen(ibe.mski,zid,i , id; rKeygen,i). It outputs skid = (zid, {ibe.skid,i}i∈[ℓ]).

Enc(mpk, id,m) : For every i ∈ [ℓ] and b ∈ {0, 1}, the encryption algorithm computes ibe.cti,b ←
IBE.Enc(ibe.mpki,b, id,mi). It outputs ct = {ibe.cti,b}i∈[ℓ],b∈{0,1}.

Dec(skid, ct) : Parse skid = (zid, {ibe.skid,i}i∈[ℓ]) and ct = {ibe.cti,b}i∈[ℓ],b∈{0,1}. For every i ∈ [ℓ], the
decryption algorithm computes mi ← IBE.Dec(ibe.skid,i, ibe.cti,zid,i). It outputs m = m1 . . .mℓ.

Sim1(1
λ, 1n) : For every i ∈ [ℓ] and b ∈ {0, 1}, the simulator runs (ibe.mpki,b, ibe.mski,b) ←
IBE.Setup(1λ, 1n). It initializes two empty tables Tz and TKeygen, sets mpk = {ibe.mpki,b}i,b,
and outputs mpk together with the state st = ({ibe.mpki,b, ibe.mski,b}i,b, Tz, TKeygen).

Sim2(st, id) : Given st = ({ibe.mpki,b, ibe.mski,b}i,b, Tz, TKeygen), the simulator lazy-samples the en-

tries in the tables. If Tz[id] is undefined, it samples a fresh uniform string zid ← {0, 1}ℓ and
stores it as Tz[id]; otherwise it sets zid = Tz[id].

For every i ∈ [ℓ], if TKeygen[id, i] is undefined, it samples fresh key-generation randomness
rKeygen,i and stores it as TKeygen[id, i]; otherwise it sets rKeygen,i = TKeygen[id, i]. It then computes

ibe.skid,i ← IBE.Keygen(ibe.mski,zid,i , id; rKeygen,i).

Finally, it outputs skid = (zid, {ibe.skid,i}i∈[ℓ]) and the updated state.

Sim3(st, id
∗) : Given st = ({ibe.mpki,b, ibe.mski,b}i,b, Tz, TKeygen), the simulator samples a fresh uni-

form string x∗ ← {0, 1}ℓ. For every i ∈ [ℓ], it computes ibe.ct∗i,x∗
i
← IBE.Enc(ibe.mpki,x∗

i
, id∗, 0)

and ibe.ct∗i,1−x∗
i
← IBE.Enc(ibe.mpki,1−x∗

i
, id∗, 1). It sets ct∗ = {ibe.ct∗i,b}i∈[ℓ],b∈{0,1}, updates

the state to
st = ({ibe.mpki,b, ibe.mski,b}i,b, Tz, TKeygen, id

∗, x∗),

and outputs (ct∗, st).

Sim4(st,m
∗) : Given st = ({ibe.mpki,b, ibe.mski,b}i,b, Tz, TKeygen, id

∗, x∗) and m∗ = m∗
1 . . .m

∗
ℓ , the

simulator sets z∗ = x∗ ⊕m∗. For every i ∈ [ℓ], it samples fresh key-generation randomness
rKeygen,i and computes

ibe.skid∗,i ← IBE.Keygen(ibe.mski,z∗i , id
∗; rKeygen,i).

It outputs skid∗ = (z∗, {ibe.skid∗,i}i∈[ℓ]).

Correctness. Let skid = (zid, {ibe.skid,i}i∈[ℓ]) be an honestly generated secret key for identity id,
and let ct = {ibe.cti,b}i∈[ℓ],b∈{0,1} be an honestly generated ciphertext encrypting m = m1 . . .mℓ

under identity id. For every i ∈ [ℓ], the ciphertext component ibe.cti,zid,i is an IBE encryption of
mi under master public key ibe.mpki,zid,i and identity id. The secret-key component ibe.skid,i is the
corresponding IBE secret key for the same master secret key and identity. Therefore, by correctness
of the underlying IBE scheme, IBE.Dec(ibe.skid,i, ibe.cti,zid,i) = mi for every i ∈ [ℓ]. Hence the
decryption algorithm outputs m = m1 . . .mℓ.
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Proof sketch. First replace the PRF outputs by consistently lazy-sampled random values. For
each message bit, adaptive IBE security then allows us to change the ciphertext in the branch not
selected by the challenge secret key from an encryption of m∗

i to an encryption of 1 −m∗
i . The

selected branch remains unchanged, so the reduction can reveal the challenge secret key and continue
answering extraction queries for other identities. Writing x∗ = zid∗ ⊕m∗, the resulting challenge
ciphertext has exactly the distribution produced by Sim3, and the challenge key has the distribution
produced by Sim4. The full hybrid argument is given in Appendix D.3.

D.3 Security of Weak RNC-IBE

We prove Theorem 4.2.
proof The proof proceeds through a sequence of hybrids. We first describe the hybrids and then

show that adjacent hybrids are computationally indistinguishable.

1. Hybrid H1: This corresponds to the original weak RNC-IBE security game.

• Initialization Phase: A on input 1λ outputs 1n. The challenger runs the setup algorithm
of Appendix D.2, obtains

mpk = {ibe.mpki,b}i∈[ℓ],b∈{0,1}

and
msk = (prf.k, {ibe.mski,b}i∈[ℓ],b∈{0,1}),

and sends mpk to A.

• Pre-Challenge Query Phase: In this phase, A is allowed to make multiple key queries
id. For each such query, the challenger computes zid = PRF.Eval(prf.k, 0∥id). For
every i ∈ [ℓ], it computes rKeygen,i = PRF.Eval(prf.k, 1∥id∥i) and derives ibe.skid,i ←
IBE.Keygen(ibe.mski,zid,i , id; rKeygen,i). It sends skid = (zid, {ibe.skid,i}i∈[ℓ]) to A.

• Challenge Phase: The adversary A sends (m∗, id∗), where m∗ = m∗
1 . . .m

∗
ℓ . If id∗ was

queried in the pre-challenge query phase, the challenger aborts. Otherwise, for every
i ∈ [ℓ] and b ∈ {0, 1}, it computes ibe.ct∗i,b ← IBE.Enc(ibe.mpki,b, id

∗,m∗
i ). It sends

ct∗ = {ibe.ct∗i,b}i∈[ℓ],b∈{0,1} to A.

• Post-Challenge Query Phase: In this phase, A is allowed to make multiple key queries
id. If id = id∗, the challenger aborts. Otherwise, it generates skid exactly as in the
pre-challenge query phase and sends it to A.

• Challenge-Key Reveal Phase: The challenger generates the challenge secret key exactly as
in a normal key-generation query for id∗. Namely, it computes zid∗ = PRF.Eval(prf.k, 0∥id∗).
For every i ∈ [ℓ], it computes rKeygen,i = PRF.Eval(prf.k, 1∥id∗∥i) and derives ibe.skid∗,i ←
IBE.Keygen(ibe.mski,zid∗,i , id

∗; rKeygen,i). It sends skid∗ = (zid∗ , {ibe.skid∗,i}i∈[ℓ]) to A.

• Final Query Phase: In this phase, A may continue to make key queries id ̸= id∗. The
challenger answers each such query exactly as in the pre-challenge and post-challenge
query phases.

• Response Phase: A outputs a bit.
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2. Hybrid H2: This hybrid proceeds exactly as H1, except that the challenger no longer
computes PRF values using prf.k. Instead, it samples the outputs of lazy-sampled random
functions and reuses them consistently across repeated queries. More precisely, the challenger
maintains two tables Tz and TKeygen.

Whenever the challenger needs the string associated with an identity id, if Tz[id] is undefined it
samples a fresh uniform string in {0, 1}ℓ and stores it as Tz[id]; otherwise it reuses the stored
value. Similarly, whenever it needs the key-generation randomness associated with (id, i), if
TKeygen[id, i] is undefined it samples fresh uniform randomness of the appropriate length and
stores it as TKeygen[id, i]; otherwise it reuses the stored value.

Thus, in every phase of the experiment, the objects are generated exactly as in H1, except
that every occurrence of PRF.Eval(prf.k, 0∥id) is replaced by Tz[id], and every occurrence of
PRF.Eval(prf.k, 1∥id∥i) is replaced by TKeygen[id, i].

3. Hybrid H3: This hybrid proceeds exactly as H2, except that the challenge ciphertext is
modified on the branch that will not be opened by the challenge secret key. More precisely, at
the challenge phase the challenger first lazy-samples zid∗ = Tz[id

∗]. Then, for every i ∈ [ℓ], it
computes

ibe.ct∗i,zid∗,i ← IBE.Enc(ibe.mpki,zid∗,i , id
∗,m∗

i )

and
ibe.ct∗i,1−zid∗,i

← IBE.Enc(ibe.mpki,1−zid∗,i
, id∗, 1−m∗

i ).

All other phases remain unchanged from H2.

We now show that consecutive hybrids are computationally indistinguishable.

Lemma D.2 Assuming PRF is a secure pseudorandom function, then for all PPT adversaries A,
there exists a negligible function negl(·) such that for all λ,

|Pr[H1(λ,A) = 1]− Pr[H2(λ,A) = 1]| ≤ negl(λ).

proof The only difference between H1 and H2 is how the values zid and rKeygen,i are generated.
In H1, they are computed as outputs of the PRF on inputs 0∥id and 1∥id∥i, respectively. In H2,
they are replaced by outputs of lazy-sampled truly random functions. Hence, any adversary that
distinguishes H1 from H2 can be transformed into a PRF distinguisher by using its oracle to
answer all such queries consistently throughout the simulation. If the oracle is the real PRF, the
simulation is exactly H1. If the oracle is truly random, the simulation is exactly H2. Therefore, the
distinguishing gap between H1 and H2 is bounded by the PRF advantage, which is negligible.

Lemma D.3 Assuming IBE is an adaptively secure IBE scheme, then for all PPT adversaries A,
there exists a negligible function negl(·) such that for all λ,

|Pr[H2(λ,A) = 1]− Pr[H3(λ,A) = 1]| ≤ negl(λ).

proof We introduce intermediate hybrids H2,0, . . . ,H2,ℓ. The hybrid H2,j is defined as follows.
For the first j indices, the challenge ciphertext is generated as in H3, while for the remaining indices
it is generated as in H2. More explicitly, for every i ≤ j,

ibe.ct∗i,zid∗,i ← IBE.Enc(ibe.mpki,zid∗,i , id
∗,m∗

i )
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and
ibe.ct∗i,1−zid∗,i

← IBE.Enc(ibe.mpki,1−zid∗,i
, id∗, 1−m∗

i ),

whereas for every i > j and b ∈ {0, 1},

ibe.ct∗i,b ← IBE.Enc(ibe.mpki,b, id
∗,m∗

i ).

Thus, H2,0 is exactly H2, and H2,ℓ is exactly H3.
It remains to show that H2,i⋆−1 and H2,i⋆ are computationally indistinguishable for every i⋆ ∈ [ℓ].

These two hybrids differ only in the ciphertext ibe.ct∗i⋆,1−zid∗,i⋆
, which is changed from an IBE

encryption of m∗
i⋆ to an IBE encryption of 1−m∗

i⋆ under the master public key ibe.mpki⋆,1−zid∗,i⋆

and identity id∗.
Suppose there exists an adversary A that distinguishes H2,i⋆−1 from H2,i⋆ with non-negligible

advantage. We construct an adversary B against the adaptive security of the underlying IBE
scheme. The reduction B guesses a bit γ ← {0, 1} and embeds its IBE challenge master public key
as ibe.mpki⋆,γ . It generates all other IBE master public keys and master secret keys honestly. It
then runs A with the resulting master public key of the weak RNC-IBE scheme.

The reduction answers all key queries, including those made after the challenge-key reveal phase,
exactly as in H2. For the embedded IBE instance (i⋆, γ), whenever it needs a secret key for an
identity id, it obtains this key by making an extraction query to its IBE challenger. All other
secret-key components are generated locally using the corresponding master secret keys.

When A outputs the challenge pair (m∗, id∗), the reduction lazy-samples zid∗ = Tz[id∗] if necessary.
If γ ̸= 1− zid∗,i⋆ , the reduction aborts and outputs a uniform bit. Otherwise, it proceeds as follows.
For every challenge ciphertext component except ibe.ct∗i⋆,γ , the reduction generates the component
exactly according to the current hybrid. To generate ibe.ct∗i⋆,γ , it submits the identity id∗ and the
two messages (m∗

i⋆ , 1−m∗
i⋆) to its IBE challenger. It receives the challenge ciphertext and uses it

as ibe.ct∗i⋆,γ .
The extraction queries made by B are valid. Indeed, in the response phase for the challenge

identity id∗, the weak RNC-IBE secret key contains the IBE secret key for branch zid∗,i⋆ , whereas
the embedded IBE challenge ciphertext is under branch γ = 1− zid∗,i⋆ . Therefore, B never asks for
an extraction key for the IBE challenge identity id∗ in the embedded IBE instance.

Conditioned on the event γ = 1− zid∗,i⋆ , if the IBE challenger encrypts m∗
i⋆ , then B perfectly

simulates H2,i⋆−1 towards A. If the IBE challenger encrypts 1−m∗
i⋆ , then B perfectly simulates

H2,i⋆ towards A. Since the event γ = 1 − zid∗,i⋆ occurs with probability 1/2, any non-negligible
distinguishing gap between the two hybrids yields a non-negligible advantage against the adaptive
security of IBE. Hence each adjacent pair H2,i⋆−1 and H2,i⋆ is computationally indistinguishable. By
a hybrid argument over i⋆ ∈ [ℓ], and since ℓ is polynomially bounded, H2 and H3 are computationally
indistinguishable.

It remains to observe that H3 is exactly the simulated experiment. In H3, define x∗ = zid∗ ⊕m∗.
Since zid∗ is uniformly random and independent of m∗, the string x∗ is also uniformly random.
Moreover, for every i ∈ [ℓ], if m∗

i = 0, then x∗i = zid∗,i, and the ciphertext components are encryptions
of 0 under branch x∗i and 1 under branch 1 − x∗i . If m∗

i = 1, then x∗i = 1 − zid∗,i, and again the
ciphertext components are encryptions of 0 under branch x∗i and 1 under branch 1− x∗i . Thus the
challenge ciphertext in H3 is distributed exactly as the output of Sim3.

Finally, in the challenge-key reveal phase of H3, the challenge secret key uses zid∗ = x∗ ⊕m∗,
which is exactly how Sim4 opens the simulated ciphertext to m∗. Any subsequent key queries for
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identities id ≠ id∗ are still answered exactly as in the simulated experiment using Sim2. Therefore,
H3 is exactly the simulated experiment with Sim1, . . . ,Sim4 defined in Appendix D.2.

Combining Lemmas D.2 and D.3, and using the triangle inequality, we conclude that for every
PPT adversary A, there exists a negligible function negl(·) such that for all λ ∈ N,

|Pr[H1(λ,A) = 1]− Pr[H3(λ,A) = 1]| ≤ negl(λ).

This proves that the construction is a secure weak RNC-IBE scheme.

D.4 Correctness of the Epoch-Based Construction

We prove Lemma 4.3.
proof Let (pk, sk) be honestly generated, let τ be any epoch, let (CT1, . . . ,CTm) be ciphertexts

encrypting messages m1, . . . ,mm under identities id1, . . . , idm, and let i∗ ∈ [m]. We show that
decryption of CTi∗ using the succinct batch key output by PartDec yields mi∗ except with negligible
probability.

Write
h← RBE.Hash(pp, (id1, . . . , idm)).

For every j ∈ [k], the algorithm PartDec computes

σj ← IBE.Keygen(mskj,hj , τ).

On the other hand, during encryption of CTi∗ , the garbling algorithm produces labels labj,0, labj,1
for the circuit C[pp, idi∗ ,mi∗ , ri∗ ], and the construction encrypts each label as

cti∗,j,b ← IBE.Enc(mpkj,b, τ, labj,b).

In the decryption algorithm, we compute

(h′, η)← RBE.Hint(pp, idi∗ , (id1, . . . , idm)).

By the consistency assumption on RBE.Hash and RBE.Hint, we have h′ = h. Hence, by correctness
of the IBE scheme, for every j ∈ [k],

ˆlabj = IBE.Dec(σj , cti∗,j,hj ) = labj,hj

except with negligible probability.
Therefore, the decryption algorithm evaluates the garbled circuit GCi∗ on exactly the labels

corresponding to the input h. By correctness of the garbling scheme, this yields

c = Eval(GCi∗ , { ˆlabj}j∈[k]) = RBE.Enc(pp, h, idi∗ ,mi∗ ; ri∗)

except with negligible probability. Finally, by correctness of the RBE scheme,

RBE.Dec(pp, η, c) = mi∗

except with negligible probability.
Combining the above and using a union bound over the negligible failure probabilities of the

underlying primitives, we conclude that

Dec(sbk, i∗,CT1, . . . ,CTm) = mi∗

except with negligible probability. This proves correctness of the construction.
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D.5 Security of the Epoch-Based Construction

The following lemmas justify the hybrid transitions in the proof of Theorem 4.4.

Lemma D.4 Assume that IBE is a secure weak RNC-IBE scheme in the sense of Definition D.1.
Then for all PPT adversaries A, there exists a negligible function negl(·) such that for all λ ∈ N,

|Pr[H0(λ,A) = 1]− Pr[H1(λ,A) = 1]| ≤ negl(λ).

proof We distinguish three exhaustive cases according to when the unique succinct batch key for
the challenge epoch τ∗ is obtained: either no such batch key is ever obtained, or it is obtained after
the challenge, or it is obtained before the challenge. It suffices to bound the distinguishing gap in
each of these cases separately.

Consider first the cases in which no succinct batch key for τ∗ is ever obtained, or in which it
is obtained only after the challenge. In both cases we may switch the weak RNC-IBE ciphertexts
contained in CT∗ one instance at a time. Order the pairs (j, b) ∈ [k]× {0, 1} lexicographically and
let H0,j,b denote the experiment in which all challenge components preceding (j, b) have already
been switched to simulated mode, while ct∗j,b and all later components are still generated honestly.
Thus H0,1,0 = H0, and the final hybrid in this sequence is exactly H1.

We claim that each adjacent pair of hybrids is computationally indistinguishable. Indeed, fix (j, b)
and assume that some adversary distinguishes the two adjacent hybrids in which only the component
ct∗j,b changes. We build an adversary Bj,b against the weak RNC-IBE security of the instance indexed
by (j, b). The reduction Bj,b generates all other weak RNC-IBE instances honestly and simulates
the batch decryption experiment for A. It uses the challenge public key of its weak RNC-IBE
challenger as mpkj,b, while all other challenge components are generated exactly as required by the
current hybrid. If the unique succinct batch key for τ∗ is requested after the challenge and satisfies
h∗j = b, then Bj,b forwards the challenge-key-reveal key of its weak RNC-IBE challenger as the jth
component of the succinct batch key. Any subsequent PartDec queries at epochs different from τ∗

are answered using the final query phase of the weak RNC-IBE experiment. If h∗j ̸= b, or if no
such batch key is ever requested, the challenge-key-reveal key is ignored. Therefore, when the weak
RNC-IBE challenger is in the real world, Bj,b simulates the earlier hybrid, and when it is in the
simulated world it simulates the later hybrid. By Definition D.1, each adjacent gap is negligible,
and a union bound over the 2k challenge components shows that H0 and H1 are indistinguishable
in these two cases.

It remains to consider the case in which the unique succinct batch key for τ∗ is obtained before
the challenge. Let

h∗ = RBE.Hash(pp, (id1, . . . , idm))

be the hash value of the unique pre-challenge batch queried at epoch τ∗. In this case the adversary
already holds, before seeing CT∗, the weak RNC-IBE secret keys corresponding to the instances
(j, h∗j ), and therefore will only ever be able to decrypt the challenge components ct∗j,h∗

j
. Hence it

suffices to modify only the sibling ciphertexts ct∗j,1−h∗
j
.

For j ∈ [k], let H̃0,j denote the experiment obtained from H0 by replacing, for every wire
index up to j, the sibling ciphertext ct∗i,1−h∗

i
by a weak RNC-IBE challenge ciphertext generated

in simulated mode. The final hybrid H̃0,k is exactly the branch of H1 relevant for the present
case, since every undecryptable sibling ciphertext has been switched to simulated mode while every
decryptable component remains honest.
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We claim that each adjacent pair H̃0,j−1 and H̃0,j is computationally indistinguishable. Fix
j ∈ [k] and suppose some adversary distinguishes these two hybrids. We build an adversary Bj
against the weak RNC-IBE security of a single embedded instance. The reduction Bj first guesses a
bit γ ← {0, 1} and uses the challenge public key of its weak RNC-IBE challenger as mpkj,γ , while
generating all other weak RNC-IBE instances honestly. It answers all PartDec queries on epochs
different from τ∗ by forwarding the corresponding epoch as a key query to its weak RNC-IBE
challenger for the embedded instance and generating all other components locally.

Since the unique succinct batch key for τ∗ is obtained before the challenge, the reduction learns
the bit h∗j before the challenge phase is reached. If γ ̸= 1− h∗j , the reduction aborts and outputs a
uniform bit. Otherwise, the embedded instance is exactly the sibling instance (j, 1− h∗j ) that never
needs to be opened by the pre-challenge batch key. Indeed, that batch key only requires keys for
the instances (i, h∗i ), and no further PartDec query on epoch τ∗ is answered after the challenge.

Conditioned on the event γ = 1− h∗j , at the challenge phase Bj forwards the pair (labj,1−h∗
j
, τ∗)

to its weak RNC-IBE challenger and receives a challenge ciphertext. It uses this ciphertext as
ct∗j,1−h∗

j
, while all other challenge components are generated exactly as required by the hybrid being

simulated. If the weak RNC-IBE challenger is in the real world, then Bj simulates H̃0,j−1. If the

challenger is in the simulated world, then Bj simulates H̃0,j . The challenge-key-reveal key of the
weak RNC-IBE experiment is never needed and may be ignored. Therefore, by Definition D.1,
the distinguishing gap between the two hybrids, conditioned on γ = 1 − h∗j , is negligible. Since
this event occurs with probability 1/2, the unconditional gap is negligible as well. Another union
bound over the k wire indices shows that H0 and the branch of H1 relevant for the present case are
computationally indistinguishable.

Combining the three cases proves the lemma.

Lemma D.5 Assume that GC is an adaptive secure garbling scheme. Then for all PPT adversaries
A, there exists a negligible function negl(·) such that for all λ ∈ N,

|Pr[H1(λ,A) = 1]− Pr[H2(λ,A) = 1]| ≤ negl(λ).

proof Again we distinguish the three exhaustive cases according to whether the unique succinct
batch key for the challenge epoch τ∗ is obtained never, after the challenge, or before the challenge.

We first consider the cases in which no succinct batch key for τ∗ is ever obtained, or in which it
is obtained only after the challenge. Let

C∗(h) = RBE.Enc(pp, h, id∗,m∗
b)

be the circuit underlying the challenge ciphertext. We construct an adversary B against adaptive
security of the garbling scheme. The reduction B simulates the batch-decryption experiment for
A as follows. It generates all non-challenge ciphertexts honestly. For every pair (j, b) it runs the
weak RNC-IBE simulator to obtain a public key and the state needed to later explain the challenge
ciphertext component ct∗j,b. It forwards the circuit C∗ to its garbling challenger and receives a
garbled circuit that is either honestly generated or simulated. This garbled circuit is used as the
challenge component GC∗, while every weak RNC-IBE challenge ciphertext component is generated
in simulated mode.

If the adversary never obtains a succinct batch key for τ∗, then the reduction never needs any
garbled labels. Otherwise, let h∗ be the hash of the unique batch queried at epoch τ∗. At that
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point, B asks its garbling challenger for the labels corresponding to the input h∗. For every j ∈ [k],
it then invokes the weak RNC-IBE simulator of the instance (j, h∗j ) on the label associated with the
jth input wire and obtains the challenge-identity key needed to answer the succinct batch-key query.
No other challenge-identity key is ever needed. Consequently, if the garbling challenger returns
the real distribution, then B simulates the relevant branch of H1, while if it returns the simulated
distribution, then B simulates the corresponding branch of H2. By adaptive security of GC, the
distinguishing gap is negligible.

It remains to consider the case in which the unique succinct batch key for τ∗ is obtained before
the challenge. In this case the queried batch, and hence its hash value h∗, are fixed before the
challenge phase. The relevant branch of H1 is the one identified in the proof of Lemma D.4: the
decryptable challenge components ct∗j,h∗

j
remain unchanged, while the sibling ciphertexts are already

in simulated mode. Therefore the adversary effectively sees one full input-label set corresponding to
the single input h∗ and no useful labels for any other input.

We now reduce directly to adaptive security of the garbling scheme. The reduction forwards
the circuit C∗ to its garbling challenger and requests the labels for the fixed input h∗. It uses the
returned labels to form the challenge weak RNC-IBE ciphertexts that are decryptable under the
unique pre-challenge succinct batch key, while the undecryptable sibling positions are generated via
the weak RNC-IBE simulator exactly as prescribed by the relevant branch of H1. If the garbling
challenger returns an honest garbling and the corresponding labels, the resulting simulation is
exactly the present branch of H1. If it returns a simulated garbling and simulated labels, then the
resulting simulation is exactly the corresponding branch of H2. Thus the distinguishing gap in this
case is negligible as well.

Combining the three cases proves the lemma.

Lemma D.6 Assume that RBE is a non-inclusion secure registration based encryption scheme.
Then for all PPT adversaries A, there exists a negligible function negl(·) such that for all λ ∈ N,

|Pr[H2(λ,A) = 1]− Pr[H3(λ,A) = 1]| ≤ negl(λ).

proof We prove the lemma by a direct reduction to the non-inclusion security of RBE. As above,
we distinguish three cases according to whether the unique succinct batch key for the challenge
epoch τ∗ is obtained never, after the challenge, or before the challenge.

Let B be an adversary against the RBE security experiment. On input the public parameters
pp from its challenger, B simulates the entire batch-decryption experiment for A. It generates all
weak RNC-IBE instances honestly or in simulated mode exactly as prescribed by H2 and H3, and it
also generates the simulated garbled circuit component GC∗ using the garbling simulator. The only
object that B does not generate by itself is the RBE ciphertext underlying the simulated output of
GC∗.

We now explain how B determines the corresponding hash value h∗. If no succinct batch key
for τ∗ is ever obtained, B fixes any tuple of pairwise distinct identities (îd1, . . . , îdm) that does not
contain id∗ and sets

h∗ = RBE.Hash(pp, (îd1, . . . , îdm)).

If the unique succinct batch key for τ∗ is obtained after the challenge, then B lets h∗ be the hash of
that queried batch. Finally, if the unique succinct batch key for τ∗ is obtained before the challenge,
then B lets h∗ be the hash of the unique pre-challenge batch queried at epoch τ∗.
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In all three cases, B submits the tuple defining h∗ together with the challenge identity id∗ and
messages (m∗

b , 0) to its RBE challenger. The crucial point is that this always constitutes a valid
non-inclusion challenge. In the first case, this is immediate by construction. In the second case, it
follows from the post-challenge restriction in the batch decryption security game, which requires the
unique admissible query at τ∗ to exclude id∗. In the third case, it follows from the challenge-phase
abort condition, which rules out the possibility that the unique pre-challenge batch queried at τ∗

already contains a ciphertext under identity id∗.
Let ct∗RBE be the ciphertext returned by the RBE challenger. The reduction now uses ct∗RBE

as the output value with which it explains the simulated garbling. Concretely, when the unique
succinct batch key for τ∗ is needed, B invokes the garbling input simulator on the value ct∗RBE and
uses the resulting labels to finalize the simulated weak RNC-IBE instances exactly as in H2 and H3.
All remaining components are distributed identically in both hybrids.

If the RBE challenger encrypts m∗
b , then ct∗RBE is distributed exactly as RBE.Enc(pp, h∗, id∗,m∗

b),
and therefore B simulates H2 for A. If the RBE challenger encrypts 0, then ct∗RBE is distributed
exactly as RBE.Enc(pp, h∗, id∗, 0), and therefore B simulates H3 for A. Hence any distinguisher
between H2 and H3 yields a distinguisher against the non-inclusion security of RBE, and the
distinguishing gap is negligible.

D.6 Alternative Instantiation Paths

Beyond the CDH route used in Corollary 4.5, the closely related laconic-encryption viewpoint yields ef-
ficient lattice-based realizations of the restricted RBE interface, for instance from LWE/RLWE [DKL+23].
More generally, Theorem 4.4 applies whenever adaptively secure garbling, non-inclusion secure
RBE, and weak RNC-IBE are available under a desired assumption. Theorem 4.2 supplies the last
ingredient from standard IBE and pseudorandom functions.

D.7 Simultaneous Multi-Challenge Security

The guarantee of Theorem 4.4 concerns the single-challenge experiment of Definition 4.1.
We also define a multi-challenge security notion, in which the adversary specifies all challenge

tuples simultaneously.

Definition D.7 An identity-based encryption scheme with batch decryption is said to be multi-
challenge secure if for all PPT adversaries A, there exists a negligible function negl(·) such that, for
all λ ∈ N,

Pr[b′ = b] ≤ 1

2
+ negl(λ),

where the probability is defined with respect to the experiment of Definition 4.1, except that in the
challenge phase the adversary submits an epoch τ∗ together with a set {(m∗

i,0,m
∗
i,1, id

∗
i )}i∈[ℓ], where

the identities id∗1, . . . , id
∗
ℓ are pairwise distinct. The challenger aborts if more than one PartDec query

on epoch τ∗ was made in the pre-challenge phase, or if the unique such query, when it exists, contains
a ciphertext CT such that Id(CT) ∈ {id∗1, . . . , id∗ℓ}. Otherwise, it samples a random bit b← {0, 1},
computes CT∗

i ← Enc(pk, τ∗, id∗i ,m
∗
i,b) for all i ∈ [ℓ], returns the challenge ciphertexts (CT∗

1, . . . ,CT
∗
ℓ )

to A, and answers post-challenge queries exactly as in the single-challenge experiment except that
it aborts whenever τ = τ∗ and either a PartDec query on epoch τ∗ was already answered in the
pre-challenge phase or a previous post-challenge query was already made on epoch τ∗, or one of the
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challenge ciphertexts CT∗
1, . . . ,CT

∗
ℓ appears in the queried tuple, or one of the challenge identities

id∗1, . . . , id
∗
ℓ appears in {Id(CT1), . . . , Id(CTℓ)}. Finally, it receives a bit b′ from A.
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