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Abstract. In a multi-instance problem, the adversary is given n inde-
pendent problem instances and succeeds if it solves at least k of them.
We study the generic hardness of a broad class of multi-instance problems
over prime-order groups, including multi-instance Computational Diffie-
Hellman (CDH), Square Diffie-Hellman (SDH), Inverse Diffie-Hellman
(IDH), and Linear Kernel Diffie-Hellman (LKDH). As expected, we show
that, in generic groups, solving multi-instance CDH and SDH is as hard
as solving k independent discrete logarithm instances. In contrast, al-
though the single-instance versions of CDH and IDH are known to be
equivalent, we establish generic upper and lower bounds showing that
multi-instance IDH (and LKDH) can be significantly easier to solve than
multi-instance CDH in certain parameter regimes. All problems, however,
offer 1/2(log(p) + log(k)) bits of security.

Our lower-bound techniques extend Yun’s information-theoretic hyper-
plane query model (EUROCRYPT 2015). At the core of our approach lies
an inductive argument showing that, in order to establish a generic-group
lower bound, it suffices to bound the adversary’s “zero-hyperplane-query”
advantage in the hyperplane query model. For the multi-instance prob-
lems considered in this work, we derive such bounds using techniques
from algebraic geometry. More precisely, we analyze the Krull dimension
of suitable algebraic varieties, either by explicitly computing Grébner
bases or by upper bounding the number of algebraically independent
elements in the associated coordinate rings.
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1 Introduction

The two central computational problems in a cyclic group G of prime order p
generated by g are the discrete logarithm (DLOG) problem and the Computational
Diffie-Hellman (CDH) problem. The DLOG problem is defined as follows: given
g* for uniformly random z € Z,, compute z. The CDH problem is: given (g%, g¥),
compute the Diffie-Hellman key ¢*¥. Less well studied is the Inverse Diffie—
Hellman (IDH) problem [SS01, BDZ03|, which is defined as follows: given ¢*,
compute the inverse Diffie-Hellman key ¢'/*. The two problems, IDH and CDH,
are known to be (non-tightly) equivalent [SS01].

The best known generic algorithms for DLOG, CDH, and IDH are based on
Pollard’s rho method and achieve running time O(,/p). Shoup’s lower bound in
the generic group model [Sho97] establishes the optimality of these algorithms in
the generic setting.

MULTI-INSTANCE DISCRETE LOGARITHM AND DIFFIE-HELLMAN. For integers
k < n, all problems admit natural k-out-of-n multi-instance variants in which
the adversary is given n independent instances and must solve at least k£ of them.
For example, the k-out-of-rn multi-instance Computational Diffie-Hellman ((n, k)-
CDH) problem is defined as follows: given (g™, g¥!), ..., (¢"", g¥"), compute k of
the corresponding Diffie-Hellman values [AGK20].

It is well known that solving multiple discrete logarithm instances simultane-
ously can be substantially easier than solving them independently. The best known
generic algorithm for the (n, k)-CDH problem runs in time O(y/kp), and matching
lower bounds are known in the generic group model [Yun15, AGK20, Hha25|.

To establish generic lower bounds for the (n,n)-DLOG problem, Yun intro-
duced the hyperplane query model [Yun15], an information-theoretic framework
in which the adversary attempts to recover a hidden vector through adaptive
hyperplane queries. Auerbach, Giacon, and Kiltz [AGK20] later employed the
algebraic group model [FKL18| to derive generic lower bounds for the (n, k)-CDH
problem.

Subsequently, Corrigan-Gibbs and Kogan [CK18], as well as Hhan [Hha25],
developed compression-based techniques that, among other applications, simplify
Yun’s lower-bound proof for the (n,n)-DLOG problem. Hhan posed as an open
problem whether these techniques can be extended to obtain a direct lower bound
for the (n,n)-CDH problem.

1.1 Owur contributions

We first give a general definition of multi-instance problems over a prime-order
group G. Our definition covers multi-instance version of CDH and IDH, as well
as Square Diffie-Hellman (SDH), and Linear Kernel Diffie-Hellman (LKDH).
Our definitions also support corruption queries, where the adversary can query
discrete logarithms, for example to obtain the Diffie-Hellman keys.

Next, we generalize the hyperplane query model to cover our multi-instance
problems with corruptions and use it to prove generic group lower bounds for
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Fig. 1. Generic group lower bounds on the advantage functions for (n,k)-CDH and
(n, k)-SDH (red), as well as for (n, k)-IDH and (n, k+1)-LKDH (blue). The z-axis depicts
the running time Q; the y-axis depicts the advantage (log-log scale); and s denotes the
number of discrete logarithm queries.

several multi-instance problems. Concretely, the generic group advantage of an
adversary A against multi-instance CDH and SDH, making @) group operation
and s < k discrete logarithm (corruption) queries is as follows:

2 k—s
VP € {(n, k)-CDH, (n, k)-SDH} : Ava(A)g((k?is)]J : (1)

However, for multi-instance IDH and LKDH, the advantage is:
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Note that for Q = (k — s)l/Qpl/4 queries, the advantages in the two cases (depending on
Q) coincide. See also Figure 1 for a graphical representation of the two bounds (1) and
(2). To state the upper bounds in (1) and (2), we use “<” to suppress small constants
within the exponents.?

The core of our computations relies on concepts from algebraic geometry. We relate
the advantage of an adversary to algebraic properties of a variety defined by the output of
the adversary and a “winning polynomial” defined by the problem instance. Specifically,
we bound the Krull dimension of this variety, either by computing a Grébner basis or
by bounding the number of algebraically independent elements in the coordinate ring.
The framework is more general, however, and any method to upper bound the Krull
dimension can be used to give upper bounds on the adversary’s success probability.

We now give technical details of our contributions.

GENERAL MULTI-INSTANCE PROBLEMS. We define k-out-of-n multi-instance problems
relative to a winning polynomial W through the game (n,k)-Mly . The polynomial
W specifies the condition under which an instance is considered solved and is used
to determine how many of the n instances the adversary successfully solves. Our

L A constant ¢ in a term raised to the power k — s contributes a factor ¢*~* to the
bound. Since this factor has only a marginal effect on the resulting bit-security level,
we suppress it for simplicity.



formulation additionally allows the adversary to access a discrete logarithm oracle (up
to s times). Our definition (Definition 1 of Section 3) covers multi-instance versions of
CDH, IDH, SDH, as well as LKDH. The (n,n)-LKDH problem is the £,-Kernel Diffie-
Hellman problem from [MRV16, MRV15], where £, is the linear Matrix Diffie-Hellman
distribution [EHK ' 13].> We think that discrete logarithm queries are an interesting
addition in the context of generic lower bounds, since they allow us to model interactive
corruption of Diffie-Hellman keys.

HYPERPLANE QUERY MODEL. Our general hyperplane query model (n, k)-MI-HQMy;
relative to a winning polynomial W is an information-theoretic framework in which
the experiment samples a random secret vector x over Z,. The adversary is granted
access to a hyperplane membership oracle H,(Hy). On input of a hyperplane Hy, the
oracle returns 1 if and only if « € Hy. Intuitively, hyperplane queries correspond to
group queries in the generic group model. In addition, the adversary has access to a
full evaluation oracle EvAL,(Hy), which, on input a hyperplane Hy, returns the value
B := f(z). Intuitively, evaluation queries correspond to discrete logarithm queries in the
generic group model. Finally, the adversary outputs a list of polynomials and succeeds
if these polynomials, evaluated at the secret x, satisfy a prescribed winning condition
related to the winning polynomial W. We consider information-theoretic adversaries
and measure their complexity both in terms of the total number ¢ of oracle queries
and the number s < ¢ of queries made specifically to the evaluation oracle. Our first
main result (Theorem 1 of Section 4) shows that (n, k)-MI-HQMy;, implies (n, k)- Mly
in the generic group model, where () generic group queries can be simulated by O(QQ)
hyperplane queries and s discrete logarithm queries can be simulated by s evaluation
queries.

BoUNDs IN THE HYPERPLANE QUERY MODEL. Our second main result (Theorem 2
of Section 5) shows that the adversary’s advantage in the hyperplane query model
(n, k)-MI-HQMy;, can be related to its zero-query advantage. The zero-query advantage
refers to the adversary’s advantage in the hyperplane query model when the adversary
makes zero hyperplane and evaluation queries. At the core of the proof of Theorem 2
we use a “query-reduction” induction technique that recursively bounds the advan-
tage of (n,k)-MI-HQMy, for any adversary making ¢ queries by the advantages of
(n, k)-MI-HQMy, and (n — 1,k — 1)-MI-HQMy; for any adversary making g — 1 queries.

ZERO-QUERY ADVANTAGES. Finally, in Section 6 we compute the zero-query advantages
for the considered multi-instance problems. Algebraically, the zero-query advantage is
related to the Krull dimension of an algebraic variety related to the winning polynomial
W. By the Lang—Weil theorem, the zero-query advantage is upper bounded by deg(W)k-
p4~ ™™ where d is an upper bound on the Krull dimension of the algebraic variety and
the integer m € {1,2} is a parameter related to the winning polynomial.

For multi-instance CDH and SDH, we use Grobner bases to upper bound the Krull
dimension by dcon = 2n — k, and dspyn = n — k. This yields a zero-query advantage
of at most (2/ p)’c for both problems. Applying our framework then gives the generic-
group bound (1). For IDH, bounding the Krull dimension requires a different approach.
Exploiting the structure induced by the IDH equations, we upper bound the number
of algebraically independent elements in the coordinate ring—which equals the Krull
dimension—by |n — k/2]. This weaker Krull-dimension bound accounts for the weaker
generic bound (2). We do not directly show the hardness of LKDH using the zero-query

2 Concretely, the (n,n)-LKDH problem is the Dy41,,-Kernel Diffie-Hellman problem,
where D, 41,, = Ly, is the linear Matrix distribution [EIIK+125].



approach. Instead, we infer the bound for (n, k)-LKDH by a reduction in the standard
model, showing that (n, k)-IDH implies (n, k)-LKDH with one fewer query to a discrete
logarithm oracle. Hence (n, k + 1)-LKDH matches the generic lower bound of (n, k)-IDH.
Again, using our framework, this implies the generic group bound (2).

TiME SPACE TRADEOFFS. We note that analysing multi-instance problems has proven
useful in the study of time-space tradeoffs, which are meaningful as they characterize
non-uniform security. The high level idea is that, if we can show no adversary can solve
a (randomly and independently sampled) n instances of a problem with probability
w(0™), then no adversary with n-bit advice can solve a single (random) instance of the
problem with probability w(d).

To the best of our knowledge, [Imp11] first introduced this approach as a variant
of “constructive” Chernoff bounds. Recently, [ACDW20] used this concentration-based
approach to study time-space tradeoffs for “short” collisions in Merkle-Damgard-based
constructions. In an independent concurrent work, [CGLQ20] also showed this connection
in (Q)ROM. Several works [GGKL21, AGL22, FGK22, GK22, FGK23, ADGL23,
ABG™"24] have since used this connection with multi-instance problems to obtain
time-space lower bounds for problems in different idealized models.

1.2 Is Multi-Instance Inverse Diffie-Hellman Strange?

The bounds (1) and (2) indicate that the multi-instance IDH (and the multi-instance
LKDH) problem exhibits qualitatively different behaviour from multi-instance CDH,
despite the fact that the corresponding single-instance assumptions are equivalent. One
may wonder whether our strange lower bound (2) is non-tight for small values of Q.
We emphasize that this is not the case. In fact, there exists a simple attack that
matches the lower bound for the (n, k)-IDH problem in the regime Q < k'/2p/4. Assume

that £ < n is even, and consider the n instances (¢*!,...,¢""). In case the product
of the first two exponents is trivial, i.e., z1z2 = 1, the adversary can output the first
two Diffie-Hellman inverses g'/®1 = ¢ and ¢'/®? = ¢®' without making a single
computation. Generally, if 122 = T34 = ...2x—12r = 1, the adversary can output all

k Diffie-Hellman inverses. The success probability of this attack equals the probability
that all k/2 products are trivial, namely 1/pk/2. It is straightforward to verify that,
for arbitrary (not necessarily even) values of k, the success probability of the attack is
1/p“c/21 Our lower bound shows that, for Q < k'/2p!/4, this trivial strategy is in fact
optimal among all generic algorithms. The same attack extends to (n, k)-LKDH.

It remains an interesting question whether (n, k)-IDH is inherently “easier” to attack
than (n, k)-CDH. The bounds (1) and (2) indicate that both problems require approxi-
mately y/(k — s)p group operations to be solved with constant success probability, where
s is the number of discrete logarithm oracle calls. Moreover, even under the standard
notion of bit security [BR09]?, multi-instance IDH still achieves % (log(p) + log(k — s))
bits of security. This matches the security level of multi-instance (n, k)-CDH, (n, k)-SDH,
as well as (n, k4 1)-LKDH. We refer to Section 7 for the derivation of the corresponding

bit-security levels.

3 A problem has k bits of security if, for every adversary A, it holds that
Adv(A)/Time(A) < 27",



1.3 Related work

We have already discussed Yun’s hyperplane query model [Yunl5] that established
generic lower bounds for the (n,n)-DLOG problem using combinatorial techniques. The
high level idea in [Yun15] is to count the number of winning transcripts with g adaptive
hyperplane queries where the winning transcript should have n “successful” queries and
the probability of any query “succeeding” is 1/p.

Later, the proof has been simplified using compression arguments [CK18, Hha25|.
We expect that it is possible to obtain our results using Hhan’s insights on compression
techniques from [Hha25] and the algebraic geometry techniques we use here. However,
it seems that compression techniques will fail to link the advantage to the zero-query
advantage and thus miss the important intuition we build from it.

Auerbach, Giacon, and Kiltz [AGK20] later employed the algebraic group model [FKL18]
to derive generic lower bounds for the (n, k)-CDH problem. Their geometric analysis
of hypersurface queries tracks dimensions and irreducible components of successive
intersections, using Bézout’s theorem to control the reduction loss. Their subsequent
algebraic reduction avoids analyzing the size of the solution set of a multivariate system
of quadratic equations. In our work, algebraic geometry is used to analyze similar equa-
tions, yielding upper bounds on the zero-query advantage. Specifically, the zero-query
advantage relates to the number of finite-field solutions to the equations defined by
the adversary’s output and the winning condition. For this analysis, we use additional
tools, including Lang-Weil style bounds, Grobner bases, and algebraic-independence
arguments.

In subsequent work, Auerbach, Hoffmann, and Pascual-Perez [AHPP23] develop a
reduction-based framework for proving generic-group lower bounds via intermediate
geometric-search problems. They study the hardness of several such search problems in
the generic group model, both with and without preprocessing, and use reductions to
obtain lower bounds for a range of assumptions, including d-strong discrete logarithm, d-
strong Diffie-Hellman inversion, multi-instance CDH, and classes of Uber assumptions.
However, their framework does not appear to yield tight bounds for all problems
considered here. In particular, for (n, k)-IDH, the optimal generic bound has a different
behavior from the CDH-style bound, and their method would not capture the tight
small-query regime obtained by our analysis.

Our techniques at a high level are similar to the work of Akshima et al. [ABG™24]
with some significant differences that we elaborate later. [ABG ™ 24] obtained the optimal
time-space lower bounds for the Decisional Diffie-Hellman (DDH) problem in the generic
group model, improving the bounds from [CK18]. [ABG'24] showed that DDH is
asymptotically as secure as the DLOG problem even for pre-computing adversaries.
The work uses techniques from [GGKL21] and [Yunl5] to reduce the problem to
analyzing an n-XOR variant of the DDH problem (guess @], b; given n instances
(g%, g%, "), ..., (g°", g¥", g"") where u; = b;yr; + (1 — b;)xy; for T4, yi, 75 <& Z,, and
b; <& {0,1}) in Yun’s hyperplane query model. As a by-product of their proof, they
showed that n-XOR variant of DDH is asymptotically as secure as (n,n)-DLOG.

In this work, we extend and generalize their induction-style analysis in the Hyper-
plane Query Model to search-type group problems with discrete-logarithm (evaluation)
queries. The biggest difference from [ABG™24] and one of our significant contributions
is that we establish an explicit connection to the zero-query advantage. We realize,
unlike decision problems where the zero-query advantage is always 1/2 (or 0 depending
on the definition) and hence of no consequence, computing the zero-query advantage
for our search problems is more involved and allows us to precisely pinpoint how the



asymptotic security of the IDH problem differs from other problems such as the DLOG
problem and the CDH problem. Finally, our induction is different from [ABC24] as
we allow corruptions.

2 Preliminaries

For an integer k € N, we let [k] be the set {1,...,k}. If z is an n-dimensional vector,
we write z = (z1,...,2y) for its components.

3 Multi Instance Problems

Throughout this paper we assume a fixed public group description G = (G, p, g), where
G is a group of prime order p and g is a generator.

STANDARD PROBLEMS. We recall several standard computational problems. The Com-
putational Diffie-Hellman (CDH) problem is: given ¢® and g compute g*¥. The Square
Diffie-Hellman (SDH) problem [MWY96] is: given g® compute gzz. SDH is known to be
equivalent to CDH [MWO96]. The Inverse Diffie-Hellman (IDH) problem [SS01, BDZ03|
is: given g” compute gi. IDH is known to be (non-tightly) equivalent to SDH* and
hence also to CDH [SSO01]. Finally, the Simultaneous Diffie-Hellman (SimDH) prob-
lem [AHH21, PW17, ABB"20] is: given (g*!,g*?,g"), compute a tuple of the form
(Y, y®/ar, Yz/”). SimDH implies CDH, whereas the converse implication is likely false
[MRV16].

3.1 Multi-Instance Problems

The n-multi-instance CDH problem (n-CDH) is: given (¢**, ¢¥*), ..., (¢°™, g¥"), compute
the n Diffie-Hellman tuples ¢g®'¥*, ..., g°"¥". For k < n, the (n, k)-CDH problem is to
compute k of the Diffie-Hellman tuples [AGK20].

In this paragraph we generalize the (n, k)-CDH problem to arbitrary (n, k) multi-
instance problems. A multi-instance winning polynomial is given by integers m > 1
and £ > 0, together with a polynomial W € Zp[f(l, e, X Y1, ., Y, Z] (In all our
instantiations, we will have m € {1,2} and ¢ € {0,1}.) We require that the total degree
of W in the variables Y7, ... ,f/@ Z is at most one. Given an instance g“i € G™, we say
that (¢¥,¢*) € G x G is a solution to the instance if W (zi,y,2) = 0 and y # 0. For
integers k < n, we define the (n, k)-Mly problem as follows. The adversary is given n
instances g*!,...,g"" € G™ and must identify at least k£ distinct indices i, together
with a common g¥ and corresponding g*’s, such that (¢¥, g**) is a solution to g®* for
each index i.

To further generalize our framework, we allow the adversary access to a discrete
log (dlog) oracle, which on input g* returns u. An adversary that makes sufficiently
many dlog queries will typically be able to win easily. Rather than explicitly bounding
the number of such queries as part of the assumption, we capture their impact in
the advantage bound, which depends on the number of dlog oracle calls made by the
adversary.

4 However, a randomized-generator variant of IDH is tightly equivalent to SDH. The
randomized-generator variant of IDH is: given random ¢ and ¢g° compute g%. This is

the same as SDH: given ¢® and g = (¢°)*/®, compute (g“)l/xz = g'/=.



Definition 1 ((n, k)-Mlw). To an adversary A, a multi-instance winning polynomial
W, and integers 1 < k < n we associate the (n,k)-multi-instance advantage function

Adv™ R MW (A) = Pr[(n, k)-Mlw = 1],

where game (n,k)-Mlw is shown in Figure 2. Note that in Line 05 the game checks
whether for every i € Z, W(xi,y,2:) = 0, where the variables X = (X1,...,Xm) of

the winning polynomial are instantiated with x; = (Xs1,...Tim) € Z;”, the variables
V= (Yl, A Yg) are instantiated with y € Zf,, and the variable Z is instantiated with

zi € Zp. By the restriction on the degree of W this check can be done efficiently.

Let (n, k)- MIjy be the (n, k)- Ml problem with zero queries to the DL oracle. In
general, we are interested in W such that solving (n, k)- Ml with constant probability
requires =~ 1/kp many steps. That is, the running time required to solve k instances is
that of solving k instances of the discrete logarithm problem. Consequently, with at
most s calls to the discrete logarithm oracle, we therefore expect to require = /(k — s)p
steps to solve the (n, k)- Mly problem.

Game (n, k)-Mly Oracle DL(g")
fori e [n]:z; < Z) return u
(Z,9",97) < APYO (9" )icrm)
parse y = (y1,...,y¢) € Zf,, z2=(21,...,2n) €Ly
return A [W(zi,y,2z:) = 0] Ay # 0] A[|Z] > K]

i€l

Fig. 2. Game (n, k)-Mlw for winning polynomial W, where the set Z C [n] contains
the indices of the correct solutions.

ExAMPLES OF MULTI-INSTANCE PROBLEMS. We now give some instantiations of the
Ml problem in Table 1, including multi-instance versions of the Computational
Diffie-Hellman (CDH), Inverse Diffie-Hellman (IDH), and Square Diffie-Hellman (SDH)
problem. We define the resulting problems as (n, k)-CDH, (n, k)-SDH, and (n, k)-IDH.
The (n,n)-LKDH problem is the £,-Kernel Diffie-Hellman problem from [MRV16],
where £, is the linear Matrix Diffie-Hellman assumption [EHK ' 13]. Here we generalize
it to the k-out-of-n variant (n,k)-LKDH. It can also be seen as a generalization of
the SimDH problem (defined above) to the multi-instance setting. As examples, the
(n, k)-CDH and (n, k)-LKDH problems are depicted in Figures 5 and 6 of Appendix D.

3.2 Generic Group Model

The Generic Group Model (GGM) [Sho97, Mau05] is an idealized framework in which
group elements are represented by random labels. From the adversary’s point of view,
these labels hide the concrete representation of the group elements. Thus, the adversary
cannot exploit any special structure of the group representation and can only use the
group operation through an oracle.

Let £ be a set of labels with [£]| > p and let ¢ : Z, — £ be a random injective
labeling function. We identify each group element ¢° € G with its label o(z) € L. As



Name m £ Winning polynomial W(Xl, o X Ya, . Y, Z)
(n,k)-CDH [AGK20] 2 0 X1 Xo—2Z

(n, k)-SDH 10 Xt -7

(n, k)-IDH 1 0 ZX1 -1

(n,k)-LKDH [MRV16] 1 1 X\ -2

Table 1. Multi-instance winning polynomials W defining the multi-instance problems
(n, k)-CDH, (n, k)-SDH, (n, k)-IDH, and (n, k)-LKDH via Definition 1.

such, we call x € Z, the discrete logarithm of the label o(z). The generic group oracle
Oc: LXL— LU{L}
takes two labels X,Y € £ as input and responds as follows:

— If there exist x,y € Z, such that X = o(z) and Y = o(y), then the oracle returns
o(z + y mod p).
— If there do not exist such z,y € Z,, then the oracle returns L.

A generic algorithm over the label set £ for Z, is a probabilistic algorithm A which
receives as input a list of labels o(z1),...,0(z¢) and has oracle access to the generic
group oracle O,. The query complexity of A, denoted by @, is the total number of
oracle calls it makes.

With this definition, we can naturally instantiate the (n, k)-Mlw and the (n, k)-
MIRE problems in the generic group model, where all group elements are exchanged as
labels. Note that the discrete-logarithm oracle DL receives a label o(z) and returns
the corresponding exponent z. Since this acts as inverse of the labeling function o, we
denote this oracle by O, 1.

4 The Hyperplane Query Model

An affine hyperplane of dimension 7,
Hy:={z €Z, | f(z) =0},

is defined by an affine function f : Z; — Z,, where f(X) ="
are the canonical coordinates of Zj,.

Yun’s hyperplane query model [Yunl5, ABG™24] is an information-theoretic frame-
work that allows for clean lower-bound proof in the generic group model. In our adap-
tation of the model, the experiment samples a random secret vector = = (z1,...,Zn),
where each component z; = (;,1,...,%Ti,m) € Z;”. The adversary is granted access to a
hyperplane membership oracle H,(Hy), where Hy is an nm-dimensional hyperplane
defined by the affine function f(X) = >_, s a;;Xi; + ao. On input Hy, the oracle
returns [z € Hy], that is, 1 if and only if © € Hy, or equivalently, if f(z) = 0. In
addition, the adversary has access to a full evaluation oracle EVAL,(H), which, on
input a hyperplane Hy, returns the value 8 := f(z). Finally, the adversary outputs
a list of polynomials in the indeterminates X; ; and succeeds if these polynomials,

OziX7;+a0. X1,. . .,Xr

i€(r]
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evaluated at the secret vector x, satisfy a prescribed winning condition. In our setting,
this condition is defined by the multi-instance winning polynomial W.

We consider information-theoretic adversaries and measure their complexity both
in terms of the total number ¢ of oracle queries and the number s < ¢ of queries made
specifically to the evaluation oracle EvAL,.

Definition 2 ((n, k)-MI-HQMy, ). Let W be a winning polynomial and let 1 <k <n
be integers. Then for any hyperplane query algorithm B, we define the (n,k)-multi-
instance-HQM advantage function

Ady ("R MHMW (Y . Pr(n, k)-MI-HQMy, = 1]

where the game (n, k)-MI-HQMy, is shown in Figure 3. The adversary returns the index
set I, together with polynomials Y = (Ya1,...,Ye), Z = (Z41,...,Z»n), where Y;, Z; €
Zp[X1,1y-- -, Xn,m]. For every i € I, the game checks whether W (z;,Y (x), Z;(z)) =0,
where variables X = (Xl, e Xm) of the winning polynomial are instantiated with x; =
(i1, Tim) € Zy', the variables Y = (Yi7 .. ,Ye) are instantiated with Y (z) € Zf,,
and the variable Z is instantiated with Z;(x) € Zy.

Game (n, k)-MI-HQMy; Oracle H,(Hy)
fori e [n]:z; < Zy return [z € Hy]
z=(21,...,%n
(LYEZI) - BHE,EVALQE Oracle EvaL,(Hy)
return A [W(z:, Y (x), Zi(x)) = 0] Parse f(X) =3 ai;Xi; +ao
i€T B:= f(x) €Zyp
AIZI = K] A TY () # 0] return 8

Fig. 3. Game (n,k)-MI-HQMy;, for winning polynomial W, where the set Z C [n]
contains the indices of the correct solutions.

Example instantiations of this definition are given in Figures 5 and 6 of Appendix D.

We now show that (n, k)-MI-HQMy; implies (n, k)- Mlw in the generic group model,
where Q generic group queries can be simulated by O(Q?) hyperplane queries and s
discrete logarithm queries can be simulated by s evaluation queries. The main idea is as
follows: the reduction associates every query to the GGM oracle to a linear polynomial
in the input. Two polynomials Pi, P> receive the same label, if Pi(x) = P»2(z) for the
secret point z, which the reduction can check by querying H,(Hp,—p,) to its HQM
oracle. For simplicity of notation, from here on we overload H to denote both the
hyperplane and the associated affine function.

Theorem 1 (GGM to HQM). Let W be a multi-instance winning polynomial, and
let k < n be integers. For any generic algorithm A that makes at most QQ oracle queries
(including at most s queries to the discrete-logarithm oracle), there exists a hyperplane
query algorithm B that makes a total of at most 2 - (3Q +mn + £ +n + 1)? queries to
H, (and EVAL, with at most s queries to EVAL, ) such that

Adv(n,k)—Ml—HQMW(B) _ Adv(n,k)—MIW(A).
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We note that the proof follows closely the proof of Lemma 2 in [ABG'24]. We
essentially need to show that B can additionally simulate the discrete-logarithms queries
of A by querying its own evaluation oracle EvAL, without causing any inconsistency.
Hence, we defer the proof of Theorem 1 to Appendix A.

5 General Bounds in the Hyperplane Query Model

We define the best possible advantage of winning the (n, k)-MI-HQMy,, game for an
adversary making at most ¢ queries (s of which to EvAL;) as
Adv" (n,k,q,s) ;==  max Ady(R)-MI-HQMy (B),
BeA(n,k,q,s)
where A(n, k,q,s) is the set of all adversaries running in game (n, k)-MI-HQMy, and
making at most ¢ queries (s of which to EVAL,). The special case of Adv" (n, k, 0,0)
is called the zero-query advantage, which will play an important role in deriving our

bounds. For simplicity of notation to avoid case distinctions in the induction we define
Adv"¥ (n, k,q,s) = 0, when min{q, s} < 0.

5.1 Relation to zero-query advantage

The following theorem relates the advantage Ady(™®-M-HMw (4) of an adversary A
making s evaluation queries to the weighted sum of zero-query advantages Adv(n’, k', 0, 0)
forn’ <n—sand k' <k—s.

Theorem 2. Let 1 < k < n be integers and W be a winning polynomial. Then, for
any adversary A making at most q queries (s of which to EVAL,) we have

k—s i
Ady (R -MI-HQMy, (A) < Z (j) (%) Adv(n —i—s,k—i—s,0,0).
i=0

The adversary is allowed to make either a hyperplane query or an evaluation query.
To prove this theorem, we make a distinction between whether the first query is a
hyperplane query or an evaluation query. Then for the case when adversary makes a
hyperplane query, its response can be either 1 or 0.

— Intuitively, if the adversary makes a hyperplane query H, that returns 1, the
dimension of the hidden point x is reduced by at most one. The adversary learns
one equation about z, namely f(z) = 0, for some affine function f. After this query,
there exist still n — 1 degrees of freedom in z.

— If H, returns 0 then the information learned by the adversary is also bounded by
essentially one query less or the amount it learns with a hyperplane query that
returns 1.

The adversary is also allowed to make evaluation queries. An evaluation query may
reduce the degrees of freedom in x by at most one, while the analysis of a hyperplane
query is more involved. We have the following core lemma which we prove in Appendix B.

Lemma 1. For any winning polynomial W,

Adv"” n,k,qg—1,s + 2AdvY n—1,k—1,q—1,s),
AdvW(n,k,q7s)<max{ ( ) P ( ) .

Ade(n— 1,k—1,g—1,s—1).
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Proof (of Theorem 2). We prove
k—s q 9 i
Adv(n, k,q,s) < . <7> Adv(n —i—s,k—i—s5,0,0
i <3 (1) (2) o )

by induction over k + g. The base cases for k = 0 and ¢ = 0 are trivially true. Now we
imagine the inequality holds for all (k’,q’) such that ¢’ + k' < ¢ + k. By Lemma 1 we
have

Adv(n,k,q—1,s) + gAdv(n —1L,k—1,q-1,s),
Adv(n,k,q,s) < max p
Adv(n —1,k—1,g—1,s—1)

Combining this with our induction step gives us

k—s 7
Z <q—'1> (g) Adv(n—i—s, k—i—s,0,0)
- 7 p

k—s—1 i
Adv(n, k,q,s) <max<{ + <q‘1> (2) Adv(n—i—s, k—i—s—1,0,0),
: 2 p

k—s i
>y <q;1> (%) Adv(n—i—s, k—i—s,0,0)

< (a-1)[2Y
+ (‘? > (—) Adv(n—i—s — 1, k—i—s,0,0)
‘ i—1 P

1
< fa-1) [ 2)
< 2 ) Adv(n—i—s, k—i—s,0,0
_Z<Z><p) dv(n—i—s, k—i—s,0,0)
+ (q._l> (2) Adv(n—i—s, k—i—s,0,0)
et i—1 P

- : (;)iAdv(n—i—s,k—i—s,O, 0) - [(qil) + (3_;)]

+ Adv(n—s, k—s,0,0)

) (3) Adv(n—i—s, k—i—s,0,0) + Adv(n—s, k—s,0,0)

) (q) Adv(n—i—s, k—i—s,0,0).
i
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This proves Theorem 2. O

5.2 Useful bounds for applying Theorem 2

We now prove a simple technical lemma that helps in the application of Theorem 2.

Lemma 2. If there exists constants 0 < 0 <1 and ¢ > 1 such that for every k € [n],
k
Adv(n, k,0,0) < (79) . Then,

2 k—s . —
(25)  Fa=clh—sp
Adv(n’ k7 q? S) S

2\ k—s )
(%) otherwise.

k—s
In particular, for 6 =1 and q > c¢(k — s) we have Adv(n, k,q,s) < ((,:iz%p) .

Proof. By Theorem 2 we have

k—s i
q 2) ) )
Adv(n, k,q,s) < . — ] Adv(in —i—s,k—1i—s5,0,0).
(n.ha5) < 3 <>(p ( )

i=

k—i—s
Therefore by plugging in Adv(n —i — s,k — i —,0,0) < (p%) we get

Ead

(3

Adv(n, k,q,s) < (ecp” ) (?) (2c'p"7h .

Il
<)

2

1-6

Assuming ¢ > c¢(k — s)p ", we have

Adv(n, k. g, 5) = <(k_‘15)p>k_s <c(kq3)pl_9)k . : <‘5> (250
< () G (e ()
since ¢(k — s)p'~?/q < 1. We continue with
(@) R ()
k—s q
(o) )
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Now, assume q < c(k — S)Pkg'

q
Adv(n, k,q,s) < (cp~*)"* <q> (2c'p" 7Y’
0

— —s ¢ — —s cpt—?
= (ep™ )" (1+ ) S C S

Cp176

Combining this bound with ¢ < ¢(k — s)p*~? yields the claimed bound. O

6 Zero-query advantage

In this section, we derive upper bounds on the zero-query advantage AdvW(n, k,0,0).
We first establish a general theorem, based on techniques from algebraic geometry,
that upper bounds this advantage for arbitrary winning polynomials. We then apply
this theorem to the winning polynomials corresponding to the Square Diffie-Hellman,
Computational Diffie-Hellman, and Inverse Diffie-Hellman problems.

In the zero-query setting, the adversary is reduced to a program that simply
computes an output that is statistically independent of the secret z. Concretely, the
adversary outputs an index set Z of size |Z| = k and polynomials Y1 (X),...,Ye(X)
and Z1(X),..., Zn(X). The adversary wins if the winning polynomial evaluated on the
random z evaluates to zero for all i € Z. Formally we want to upper bound

et = Pr Mi€Z:W(xin,. . Tim, Yi(x),...,Ye(x), Zi(x)) =0].  (3)

$
zEFp™

where z = (1,1, ..., Tn,m), Y = (Y1,...,Ye) and Z = (Z4, ..., Zy).

While the win condition is easy to define, obtaining an upper bound of Equation (3)
requires tools from algebraic geometry. We assume the reader is familiar with basic
concepts of algebraic geometry, such as degree and Krull dimension. If not, we refer
the reader to a textbook such as [Har77, CLO25]. We recall the required theorems in
Appendix C. We use the degree convention from [Hei83] that includes the degree of
lower-dimension components. When K is an algebraically closed field we can define
a variety as the set of common roots for polynomials Pi,..., P, € K[X1,...,X,].
Formally,

V(Pi,...,P):={x e K" | Pi(z) =... = P(z) =0}.
For an ideal I C K[X1,...,X,| we can extend this definition to V(I) for the common
set of all roots of I over K". Since varieties are defined over an algebraically closed field,
we define them over F,, the algebraic closure of Fp,. We write X = (X1.1,. .., Xnm)-
We then define the (affine) variety over F, " as

ez _ v((W(Xm e X YA(X), - .,YZ(X),Zl-(X)))iEZ)

Note that the winning probability (3) can be rewritten as

Y,Z,I Y,Z,I
ew = Pr [m €V }
zEFRM

We show how to approximate this probability by upper bounding the (Krull) dimension
of this variety VS‘;’Z’I.
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Theorem 3. Let W € Fp[X;1,... ,)A(i’m,f/, Zz] be a winning polynomial as defined in
Section 3.1. Assume that for all linear polynomials

Yi(X),...,Yu(X), Z1(X),..., Zn(X) € Fp[Xi1,..., Xn,m]
and all index sets T C [n] of size |Z| = k, we have
dim V), % * < d,
where dim is the Krull dimension of the variety. Then

deg(W)* - p*

nm
p

Adv" (n, k,0,0) <

Proof. This statement is a consequence of the Lang—Weil-style bound (Theorem 6).
Without loss of generality, the adversary A is deterministic. Then A outputs linear
polynomials

Yi(X), oo, Ye(X), Z2(X), o, Zn(X) € Fy[Xits ., X,

and an index set Z, which are independent of the secret point x as A makes no queries.
Therefore V‘};‘Z’I is well-defined. For all i, the expression

W(Xiﬂl, . ,Xi’m,Yi(X), .. ,Yg(X),ZZ(X)) c FP[Xl,lw .. aXn,m]

is a polynomial of degree at most deg(W). The total number of solutions of the system
of equations is bounded as follows

Vi 2 N Fp™| < deg(W)* - p?,

by Theorem 6. Furthermore, the total number of secret points = := (z1,1,...,Zn,m) €
Fp™ is p"™. The adversary wins when x € V‘}‘;’Z’I, giving

k_.d
< deg(W)" - p

pnm

AdvW(n, k,0,0) = max Pr [a: € VV}V/’Z’Z]

Y,Z,T

as required. O

To show the hardness of a multi-instance problem, we need to upper bound the dimen-
sion of the variety Vy;,%” for arbitrary linear Yi(X),...,Yy(X), Z1(X),..., Zn(X) €
Fp[X1,1,..., Xn,m]. We will show two different techniques to upper bound this dimen-
sion.

6.1 (n,k)-SDH via Grébner bases

In this subsection we establish the zero-query advantage of Square Diffie-Hellman.
Let Wepn(X1,Z) = X? — Z denote the winning polynomial for Square Diffie-Hellman,
cf. Table 1. The main result is the following lemma.

Lemma 3. For alln >k > 1, Adv"VsoH (n, k,0,0) < (2/p)*.
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Proof. In order to prove this lemma, we need to upper bound the Krull dimension of
the variety VZVY 2PM for arbitrary Z,Z. We will show that

dim V3% < n — k.

The upper bound on Adv"soH (n, k,0,0) now follows by Theorem 3. We postpone the
upper bound on this dimension to Lemma 5. a

To simplify notation write X; = X, 1 during this section. We fix a subset Z C [n]
with |Z| = k and consider, for ¢ € Z, the evaluations of the winning polynomial

gi(X) = X7 — Zi(X) € Fp[X1,..., Xn].
Define the ideal over the algebraic closure

Ispn = (g; |1 € Z) CFp[X1, Xo, ..., Xn]

so that VZVYISDH = V(Ispn). The argument now has two steps. First, we prove that the
natural generators

Gson ={gi | i € I} (4)
form a Grobner basis of Ispn, in the sense of [CLO25, Def. 2.5.5]. Once this fact is
established, the leading term ideal, as defined in [CLO25, Def. 2.5.1], preserves the
Krull dimension so we can argue

dim V,"3*" = dim V ((LT(Ispn))) = dim V(X7 )iez),

where LT denotes the leading term with respect to the fixed monomial order [CLO25,
Def. 2.2.7|. Throughout this subsection, we work with the graded lexicographic order
>griex Of [CLO25, Def. 2.2.5].

Lemma 4. The set Gspn = {g: | © € Z} is a Grobner basis of Ispn with respect to the
graded lexicographic order >griex. Moreover,

(LT(Ispn)) = (X7 | i € ).

Proof (of Lemma 4). Since each Z;(X) is linear and >g1ex is a graded monomial order,
the quadratic term X7 has larger total degree than every term of Z;(X). Hence, for
every i € Z,

LT(g:) = X7.

We now prove that Gspy is a Grobner basis of Ispn. By Buchberger’s criterion from
Theorem 5, it suffices to show that S(g:,g;) has remainder zero on division by Gspn
for every pair of distinct indices i,j € Z. Here the S-polynomial [CLO25, Def. 2.6.4] is
defined as

. lem(LM(g:),LM(g;)) ~ lem(LM(g:), LM(g;))

Here LM denotes the leading monomial and lem denotes the least common multiple of
leading monomials [CLO25, Def. 2.2.7, Def. 2.6.4]. The remainder is taken with respect
to the multivariate division algorithm [CLO25, Thm. 2.3.3]. Fix distinct 4,5 € Z. Since
LT(g;) = X7, and LT(g;) = X}, we have

lem(LM(g,), LM(g,)) = X?X2,

17



Therefore, by the definition of the S-polynomial,
S(9i:95) = Xj 9 — Xig;.
Substituting g; = X7 — Zi;(X) and g; = X; — Z;(X), we obtain
S(gi95) = X5 (X7 = Zi(X)) = X(XF = Z; (X))

=X7Z;(X) — X; Z:(X).

We claim that this polynomial has remainder zero on division by Gspn. Indeed, we

havi
N 40— ZiX)g, = Z,(X)(XP — Zu(X)) — Zi(X)(XP — Z,(X)

= X7Z;(X) - X; Z:(X)

= 5(9i,95)-
As Z;(X) and Z;(X) are linear, this shows S(g;, g;) has remainder zero on division by
Gspn. Since this holds for every pair of distinct indices i, j € Z, Buchberger’s criterion

from Theorem 5 implies that Gspn is a Groébner basis of Ispn. Finally, because Gspy is
a Grébner basis and LT(g;) = X7 for every i € Z, we get

(LT(Ispn)) = (LT(g:) | i € ) = (X7 | i € I).

This proves the lemma. a

Lemma 5. Let Z C [n] with |Z| = k. Then the variety V (Ispn) has dimension n — k.
Proof. By Lemma 4, we have
(LT(Ispn)) = (X7 | i € T).

We first compute the dimension of the variety of this monomial ideal. For each generator
m; = X? with ¢ € Z, the corresponding set M; from Proposition 1 is

M; = {i}.

Thus, by the definition of M in Proposition 1, a subset J C [n] belongs to M precisely
when
JN{i} @ for every i € 7.

But J N {i} # @ holds if and only if ¢ € J. Hence the above condition is equivalent to
TCJ

Therefore, among all subsets J € M, the smallest possible choice is J = Z. Since |Z| = k,
we get
min{ |J| | J € M} =k.

Applying Proposition 1 to the monomial ideal (X? | i € ) C Fp[X1,..., X,], we obtain
dim V((LT(Ispn))) = n — k.
Since the initial ideal has the same dimension as the original ideal, it follows that
dim V (Ispn) = dim V((LT(Ispn))) = n — k.

This completes the proof. a
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6.2 (n,k)-CDH via Grébner bases

Similar to the last subsection, we establish the zero-query advantage of Computational
Diffie-Hellman. Let Wepn (X1, X2, Z) = X1 X2 — Z denote the winning polynomial for
Computational Diffie-Hellman, cf. Table 1.

Lemma 6. For all 1 <k < n, Adv"VeH(n k 0,0) < (2/p)".

The proof is analogous to the case of SDH and is therefore deferred to Appendix E .

6.3 (n,k)-IDH via algebraic independence

When trying to bound the zero-query advantage for Inverse Diffie-Hellman, analysing
the variety generated by the win polynomials is trickier than in the SDH/CDH cases.
Surprisingly, the advantage for IDH is significantly higher than for SDH/CDH. Let
Wion(X1,Z) = X1Z — 1 denote the winning polynomial for Inverse Diffie-Hellman,
cf. Table 1.

Lemma 7. For all 1 < k <n, Adv"Y°H(n, k,0,0) < (4/p)"*/?1.

Proof. For arbitrary Y1(X),...,Ye(X), Z1(X),..., Zn(X) € Fp[X1,1,..., Xn,1], we will
show in Lemma 8 that
dim V% < — k/2.

Since the dimension is an integer, this gives
dim V" < |n — k/2].
Then by Theorem 3 we get

deg(VI/IDH)k anfk/2J 4k/2

Wiph _ [k/2]
Adv (n,k,0,0) S pn - pﬂc/Q“ S (4/p) ’

which concludes the proof. a

Again during this section we will write X; := X; 1 to simplify notation. To analyse the

dimension V,, P" we need the ideal

IpH = <X1Z1(X) —1 ‘ i€ I> - Fp[Xl, e ,Xn}.
However, the natural generators of Ijpn do not necessarily form a Grébner basis for
Iipn. While it would be possible to compute a Grébner basis, as we do for SDH/CDH,

we give a different proof strategy that upper bounds the dimension of V (Iipn).

Lemma 8. Let Z1(X),...,Zn(X) € Fp[X1,..., Xn]<1 be arbitrary linear polynomials
and let T = {s1,...,sk} be an index set of size k. Define the ideal

Ipn = (Zi(X)X; —1|i€I),

and let Vipn = V(lipn). Then dim Vipn < n — k/2.
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Proof. Let d := dim Vipn. If d < n — k, then the theorem holds, as n — k < n — k/2.
We may therefore assume d > n — k. By Theorem 4, there exist d algebraically
independent elements X;,,...,X;, € F,,[VHDH], indexed by the set D := {i1,...,iq}.
Here Fp,[Vipn] := Fp[X1, ..., X»]/I(Vion), the coordinate ring. Define the index set

T:=ZND={ji,...,J}
Because d > n — k, we have |T| > d — (n — k) > 0. We will show that
R:=(1,Xi,..., X, Zj; (X)), ..., Z;,(X))
are linearly independent in
W := Spang (1, X1,...,Xn) C Fy[Viou]

We will use the equality Z;(X)X; =1 € F, [Vibu]. If a linear combination of elements in
R is zero, then

ZaiXi+ZbiZi(X)+C: 0

ieD i€T
= > aXi [[X+D b [[X2X)+c][[X=0 (by ][] X))
€D JeET €T  jeT JeET JeT
= > aX; [[X+D> b [[ X+c][[Xi=0 (as Z;(X)X; = 1)
ieD JET i€T  JET,i#j JET
shows that all coeflicients must be zero by algebraic independence of X;,, ..., X;,. Note

that dim W < n 4 1 as it is generated by n + 1 elements. Then finally,
d+(d—(n—k)+1<|D|+|T|+1<dimW <n+1,

so d < n — k/2 as required. O

7 Multi-Instance bounds in the Generic Group Model

7.1 (n,k)-CDH and (n, k)-SDH

Combining the bounds for the zero-query advantage from Section 6.2 (Section 6.1)
and Lemma 2 (specifically the case where § = 1 and ¢ = 2) gives us bounds for
the advantage of (n,k)-CDH ((n,k)-SDH) in the hyperplane query model. We can
then use Theorem 1 to achieve bounds in the generic group model. This gives us for
P € {(n, k)-CDH, (n, k)-SDH}:

) ()

for every adversary A in the generic group model against (n,k)-CDH ((n, k)-SDH)
that makes at most @) queries to the group-operation oracle and s queries to the DL
oracle. This bound is tight as it matches the known upper bound for solving k discrete
logarithms [Yun15].

AdvP(A) < (
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7.2 (n,k)-IDH

Combining the bounds for the zero-query advantage from Section 6.3 and Lemma 2
gives us bounds for the advantage of (n, k)-IDH in the hyperplane query model. We can
then use Theorem 1 to achieve bounds in the generic group model. This gives us

(k—s)p

4e2 [?-‘
(—) otherwise,
p

(262-(3Q+2n+1>2)k_s if Q> 1 ((2k - 23)1/2101/4) —on—1),
Adv(n,k)-lDH(A) <

for any adversary A in the generic group model against (n, k)-IDH that makes at most
@ and s queries to the group-operation and DL oracle, respectively. This bound is tight.
As we have sketched in the introduction there exists an adversary A against (n, k)-IDH
with small running time and advantage Adv(™*)PH(4) = 1/plk/21,

7.3 (n,k)-LKDH

To achieve bounds for the (n, k)-LKDH problem we use the following lemma. Further-
more, this demonstrates that the DL oracle is a useful tool for establishing reductions
between our multi-instance problems. In particular, it allows us to reduce the hardness
of (n,k)-LKDH to that of (n,k)-IDH at the cost of a single additional query to the
oracle DL.

Lemma 9. For any adversary A against (n,k)-LKDH making s queries to the DL
oracle, there exists an adversary B against (n, k)-IDH running in similar time making
s+ 1 queries to DL such that

Adv(n,k)-lDH (B) — Adv(n,k)—LKDH (A)

Proof. Let B be as defined in Figure 4, where A’s queries to DL are simulated with
B’s own DL oracle. With z; = log,(Z;) and z; = log,(Z]) = zi/y, we have

Adv O () = Pr[ A\ 2~y = 0 Ay # 0]

ieT
- Pr[/\ A —1= 0] = Adv(™RIPH ().
ieT
Furthermore, B makes s + 1 queries to its oracle DL. This concludes the proof. a

This gives us

k—s—1
(%) if Q> 1 ((21672372)1/2]?1/4) —on—2)

Adv(n,k)—LKDH (A) <

k7571'|

4e2 |— 2
(i> otherwise,
p

for any adversary A in the generic group model against (n, k)-LKDH that makes at
most () and s queries to the group-operation and DL oracle, respectively.
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B O (") setm)
(I7 Y, (Zi)i&‘[n]) — ADL(J((Q”)Z’G[M)
y = DL(Y)
if y = 0: abort
for i € [n): Z, := 7Y
return (Z, (Z)icin))

Fig. 4. Adversary B in reduction from (n, k)-IDH to (n, k)-LKDH.

7.4 Concrete bit security

Following [BR09], a problem has & bits of security if, for every adversary A with
Time(A) < 27, it holds that SR(A) := Adv(A)/Time(A) < 27". We now compute the
concrete level of bit security for our multi-instance problems.

Suppose that the Krull dimension of the algebraic variety is at most nm — 0k, for
some constant 0 < # < 1. Combining the methods from Section 6 with Lemma 2 and
Theorem 1, we obtain (ignoring constants) the generic group bound

2 k—s 1-6
((k?s)p) Q 2 (k - S)l/2p 2
Adv”(A) < (5)
1 0(k—s)
(7) otherwise.
P
If & = 1 the bound is always dominated by the top case. An easy computation shows that
hence it supports 3 (log(p) + log(k — s)) bits of security. This is the case for (n, k)-CDH
and (n, k)-SDH.
If 6 < 1, the bound is sometimes dominated by the bottom case, namely for small
values of Q < (k — 5)1/2p<179)/2. In this regime, a straightforward calculation shows
that the resulting bit-security level is

min {(k — 5)0log(p), %(log(p) + log(k — 5))} . (6)

Fortunately, for 6 > 1/2, this minimum is still attained by % (log(p)+log(k —s)). This is
the case for (n, k)-IDH and (n, k 4+ 1)-LKDH, which explains why both problems achieve
1 (log(p) +log(k — s)) bits of security. For § < 1/2, however, the bit-security level would
decrease, at least for small values of k. In this sense, the claimed bit-security level for
(n, k)-IDH and (n,k + 1)-LKDH is a close call.
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A Proof of Theorem 1

B simulates A and outputs according to the output of A. B maintains the following
structures:

— List;: each entry in this list is of the form (P,im) where P is a polynomial of degree
1in X1,...,X,, and im € L.

— Sety: set of preimages sampled “lazily” in the simulation.

— Sets: global set for the image set of o in £. This means |Seta| = p.

List List; and set Set; are empty at the beginning of the simulation. B initializes Seto
as the image set. B can simulate A with access to enough randomness to lazily sample
(i.e., generate input-output pairs on the fly) a random injective function consistently
using its hyperplane oracle queries and List;.

Next, we describe the simulation using two subroutines, namely FindImage and
FindPreimage, that will be defined later. Note that the following simulation is exactly
the same as in Lemma 2 in [ABG'24], except for the addition of simulating the
corruption queries of A.

1. Call the subroutine FindImage(H) for every polynomial
He{l,X11, ..., Xtmy s Xn1, Xn,m}
to generate the challenges 6(1) and
6(z) =6(X1,1),---,0(X1,m)s---,6(Xn1),-..,6(Xn,m)-

2. Run the generic adversary A on §(1),6(x) and answer its queries as follows:
(a) For query O (i1,i2): If i1 & Setz or ia & Sety return L. Otherwise, return
FindImage(FindPreimage(i1) + FindPreimage(iz)).
(b) For query O, -1(7): If i & Seta, return L. Otherwise, return EvAL, (FindPreimage
(i)).

3. For each element ¢ in the output from A: return FindPreimage(t)

Now, we define the subroutines.
FindImage(H):

1. If Hy(H — P) = 1 for some (P,im) € Listi, return im.
2. Otherwise, im <—g Setz \ Z where Z = {a : (*,a) € List1}, add (H,im) to List; and
return im.

FindPreimage(i):

1. If there is an entry of the form (P, %) in List;, return P.

2. BsZy \ Set;.

3. If there exists some (P,im) € List; such that H.(P — ) = 1, set Set; = Set; U {3}
and go to step 2. Otherwise, go to step 4.

4. Set Set; = Setq U {S}, add (8,1%) to List; and return 3.

Correctness. Let J be a randomly sampled image set in £ such that |J| = p. Let
0 :Zp — J be a random encoding used in the “real” GGM setting. We will assume
that o is lazily sampled. We need to show that B “correctly” simulates A and generates
the outputs correctly for Adv(B) = Adv(A) to hold. Essentially, we need to show the
following for a fixed x, image set J in £ and setting of Set; = J:
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1. for simulating any ‘" challenge to A, the output from the subroutine FindImage
is identically distributed to the response from o given the response to the first
(i — 1) challenges are equal in both scenarios

2. for simulating any i*® query of A, the response from 2(a) (or 2(b)) is identically
distributed to the response from O, (or O,-1), given the responses to the previous
(¢ — 1) queries are equal in the two scenarios

3. the output of B satisfies the winning polynomial when the labels outputted by A
satisfy the winning polynomial

Let’s begin from the 7 = 0 challenge. We can say that the responses from both FindIm-
age and o are identically distributed since both return a random value in J. For any
arbitrary ¢ > 1 challenge, let us assume that for any 1 < j < 4, B correctly simulates the
40 challenge. Given that the responses to the first (i —1) challenges are equal in the two
scenarios, it means that List; and the list of defined input-output pairs for o are equal.
Now to generate the i*® challenge, the subroutine FindImage first checks whether
H = Xﬁ/qui—m'(ﬁ/mw—l) = X(j/m],j—m-((j/m]—l) for any _] < i, i.GA, HI(H — P) =1
for any (P, im) € List;. If there is such a P, the subroutine returns im. Otherwise, the
subroutine samples randomly from J \ {a : (*,a) € List1} and returns that. This is
identically distributed to o(z[i]) when List; and the list of defined input-output pairs
for o are equal. Thus, by induction we have shown 1.

Now to show 2, let’s look at the i*" query for 1 < i < Q. Again assume that List;
and the list of defined input-output pairs for o are equal up to (¢ — 1) query. Then there
are two possible scenarios:

— The i query is Og(t1,t2). If t1 € J or ta & J, then O, returns L without any
updates to the table of . And so does the simulation and no updates are made to
List;. Otherwise the simulation calls subroutine FindPreimage on ¢; and 2. Let’s
consider FindPreimage(t;) first. If t; € J \ {a : (*,a) € List1} then FindPreim-
age adds (a,t1) to List; such that « is randomly distributed in Z, \ Z where T is
the set of preimages from entries in List;. Using the assumption this means this
action is identically distributed to ¢~ *(¢1). By a similar argument FindPreim-
age(tz) is identically distributed to o' (t2). More importantly, List; and the list
of defined input-output pairs in o are identically distributed. We need to show
FindImage(FindPreimage(t1)+FindPreimage(ts)) is identically distributed
to O(t1,t2) given List; and list of o are equal up to 7 — 1 query and identically
distributed after FindPreimage(t1), FindPreimage(ts) and o~ '(t1), o' (t2)
respectively. If ¢, t2 were already in List, then the subroutine FindImage checks
whether a1 + a2 = P for any (P,Im) € List;. If such an entry exists it returns Im
otherwise randomly samples from 7 \ {a : (*,a) € List; }.

If t1 and t2 were already in List; it means there were entries (L1,t1) and (L2, t2) in
List;. Then the subroutine FindImage checks whether Li(x) + L2(z) = P for any
(P,Im) € List;. If such an entry exists it returns Im otherwise randomly samples
from J \ {a: (%,a) € List; }. This is exactly how O, responds to query and hence
after responding to the query List; should be identically distributed to the list of
defined input-output pairs of o.

— The i*" query is a discrete-logarithm query O, (t). Again if t ¢ J, O, -1 should
return L and that’s exactly how the simulation responds. If t € J, O, -1 searches
for an entry of the form («,t) in its list. If such an entry is defined it responds with
a. Otherwise it adds an entry (o, t) to its list such that o € Z,, \ Z where Z is the
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set of preimages from the list of defined input-output pairs in ¢. The simulation
calls the subroutine FindPreimage which also checks whether (P, t) € List;. Now
there are 3 possibilities. Such an entry exists in List; and P is a constant § in Z,.
Then essentially the simulation responds with j.

Second possibility is such (P, t) € List; and P is polynomial. Then EVAL,(P) will
return P(z). As by assumption List; and list of defined input-output pair in o are
equal up to i — 1 query, the responses in these 2 possibilities should be identically
distributed in the simulation and O, -1.

Let’s look at the third possibility that there is no entry (*,t) in List;. Then
subroutine FindPreimage adds («, t) to List; such that o € Z,\{a : (a, *) € List1 }.
(In such a case EVAL, returns a.) As argued before the response from simulation
should be identically distributed to O,-1 adding an entry as List; is assumed to be
equal to the list of defined input-output of o.

Finally, we show 3. If A outputs labels that it has received as challenge or response,
for each label ¢ there must exist a corresponding entry (P, t) in List;. Then the polynomial
P from such an entry must satisfy the winning polynomial whenever A wins. Hence, B
wins. Otherwise, whenever A outputs a ‘new’ label, B outputs a randomly distributed
B in Zp \ Z where 7 is the set of preimages from entries in List;. Then, the probability
that B’s output for the instance satisfies the winning polynomial is the same as the
probability A succeeds on the instance.

Query Complexity. It is easy to see that B queries EvAL, exactly once to simulate
each discrete-logarithm query of A. As A makes at most s discrete-logarithm queries to
O, -1, B needs to make just as many queries to EVAL,. In addition, simulation of each
discrete-logarithm query requires fewer invocations of the subroutines compared to a
query to O,. So, it suffices to count the number of H, queries required to simulate @
queries of A to O,.

B makes mn + 1 calls to FindImage subroutine to generate the challenges for A,
with each call adding at most 1 new pair to List;. For each O, query of A, B must
make a total of 3 calls to the subroutines, FindImage and FindPreimage, and adds
at most 3 new pairs to List;. Then to generate its output B makes ¢ 4+ n calls to the
FindPreimage subroutine. So, the size of List; is at most 3Q + mn + ¢+ n + 1 at any
point in the simulation. In addition, the size of Set; is at most 3Q + mn 4+ ¢+ n + 1.
This is because Set; can have at most as many elements as in List;.

B needs to make |List1| queries to H, for each call to subroutine FindImage. For
each call to FindPreimage, B is required to make |Set;| + |List1| queries to H. So,
overall B makes at most 2 - (3Q +mn + £+ n + 1) queries to H,.

B Proof of Lemma 1

Let EVENTeva1 and EVENTys be the events that the first query of the adversary is an
evaluation and hyperplane query, respectively. Additionally, let H1 be the first hyper-
plane query, then H,(H1) denotes its response. For simplicity of notation write Adv for
Adv" in the proof. Let A be the optimal adversary for (n, k)- MI-HQM given ¢ queries,
including s evaluation queries. Without loss of generality A is deterministic

25



Recall A(n,k,q, s) is the set of adversaries in the hyperplane query model, solving
MI-HQMy;, in at most g queries, (of which at most s to EVAL;)

Ay:= max  Pr[(n,k)-MI-HQM® = 1 A EVENTgs A H, (H:) = 1]
BeA(n,k,q,s)

Ay:=  max  Pr[(n,k)-MI-HQM® = 1 A EVENTus A H, (H;) = 0]
BeA(n,k,q,s)

Ac:=  max  Pr[(n,k)-MI-HQM® = 1 A EVENT.ya1]

BeA(n,k,q,s)
We need the following claims.

Claim. Ax(n,k,q,s) < %Adv(n -1,k—1,g—1,s).

Proof. Let C1 € A(n,k,q,s) be an adversary attaining the maximum in Ag(n,k, g, s).
Hence

Qu(n, k,q,s) = Pr[(n, k) - MI-HQM®! = 1 A EVENTus A H, (Hy) = 1].

In the (n,k)-MI-HQM game for C1, let Hi = Hy be the first query of C; under the
event EVENTys, where Hy is defined by the affine function

n m

f(Xl,...,Xn) :(X0+ZZai7in,j. (7)

i=1 j=1
By conditional probability,

Pr((n, k)-MI-HQM®" = 1 A EVENTss A H, (Hy) = 1]
= Pr[EVENTus A Ho (Hy) = 1] - Pr[(n, k) - MI-HQM®! = 1 | EVENTus A H (H,) = 1].

Let the secret point of Ci be x € Z;'". Conditioned on EVENTys, the first query is
the hyperplane query H; defined by the nonzero affine polynomial f in Equation (7).
Since f is nonzero affine and the secret x is uniform over Z;'", Schwartz-Zippel gives

Pr[Ha(Hy) = 1 A EVENTs] < Pr[H, (H1) = 1] < %. 8)

It remains to bound the conditional success probability. We show that
Pr[(n, k) - MI-HQM* = 1 | EVENTss A H,(H1) = 1] < Adv(n — 1,k —1,¢ — 1,5).

We prove the bound by reduction. We construct an adversary C2 € A(n—1,k—1,q—1,s)
for the (n — 1,k — 1)-MI-HQM problem. Let ' = (,...,2;,_1) be the secret point
of Cz such that =i = (@}1,...,%i,,) € Z;'. The adversary C; simulates C; in the
(n, k)-MI-HQM game conditioned on EVENTzs A H,(H1) = 1. We denote the simulated
secret for C1 by = (x1,...,Tn—1), where x; = (zi,1,...,Ti,m) € Zy . Note that WLOG
the simulation identifies ; = z} for all i € [n — 1], and fixes the remaining coordinates
Zn,; for j # j*. Since Cz operates in the (n — 1,k — 1) - MI-HQM game, every query it
forwards must be an affine polynomial in X1 1,..., Xn—1,m. We now explain how Cs
uses the first query of C; to transform all subsequent queries into this form.

— First query. Since we condition on EVENTys A Hy(H1) = 1 in the (n, k)- MI-HQM
game, the reduction returns 1 on the first query Hy for the function f defined in
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Equation (7). We relabel instances so that an ;+ # 0 for some j* € [m]; hence
f(X) =0 gives

n—1 m

ij* = —a;ylj* g + Z Za@in,j + Z Ozn,]'XnJ' . (9)

i=1 j=1 J#i*

— Remaining queries. For any later query Hf by Ci1, let f be the corresponding
affine function

f(X1,..., X)) = éo + Zzéﬁ,in,j'

i=1 j=1

The reduction substitutes X, j+ using Equation (9), and replaces each X, ; for
j # j* by the sampled values z,,; which are known to the reduction. This gives an
affine polynomial f’ in the variables X1.1,...,Xn—1,m. Then C2 forwards Hf, to
the corresponding oracle and returns the answer to C;.

Since the first query is answered without using an oracle query, C2 makes at most
q — 1 queries in total and at most s evaluation queries.

Finally, suppose Ci outputs (Z,Y, Z) and wins the simulated (n, k) - MI-HQM prob-
lem under the condition EVENTzs A H, (H1) = 1. The adversary Cs removes the simulated
instance n and outputs Z' := Z \ {n}, together with the polynomials obtained from
Y and Z; for i € T’ by applying the same substitution as above. We denote these
substituted polynomials by Y’ and Z/.

Since C1 wins, after removing the simulated instance n there are still at least k — 1
correct instances. The same substitution used in the simulation turns the output of
C1 into polynomials Y’ and Z; satisfying W (z}, Y’ (z'), Z!(x')) = 0 for all : € 7', and
preserves the condition Y'(z) # 0. Hence C2 wins the (n — 1,k — 1) - MI-HQM problem.
Hence

Pr[(n, k)- MI-HQM®! = 1 | EVENTss A H,(H1) = 1] < Adv(n — 1,k — 1, — 1, 5). (10)
Combining Equation (10) with Equation (8), we obtain
Ax(n, k,q,8) = Pr[(n, k) - MI-HQM®' = 1 A EVENTys A H, (Hy) = 1]
= Pr[EVENTus A H, (Hy) = 1] - Pr[(n, k) - MI-HQM®* = 1 | EVENTgs A H, (H:) = 1]

1
< Z)Adv(n— 1,k—1,q—1,s).

This completes the proof of the claim. a

Claim. Au(n,k,q,s) < Adv(n,k,q—1,s) 4+ Au(n, k,q,s).

Proof. For any adversary B € HQM(n, k, q, s), let By and B1 € HQM(n, k,q — 1,s) be
the sub-algorithms that B runs when the reply to its first query is 0 and 1, respectively.
Let the hyperplane H; denote the first query of B. Clearly By and By both make one
query fewer and we have

Pr((n, k) - MI-HQM®® = 1 A H,(H;) = 0]
= Pr[(n, k)-MI-HQM® = 1 A EVENTss A Ho, (H1) = 0]
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Additionally by law of total probability, we can write:
Pr[(n, k) - MI-HQM®° = 1]
= Pr{(n, k) - MI-HQM™ = 1 AT (H1) = 0] + Pr((n, §)-MI-HQM™ = 1A Ha (H1) = 1]
This implies
Pr[(n, k) - MI-HQM® = 1 A EVENTys A H, (H;) = 0
= Pr[(n, k)-MI-HQM®® = 1 A H,(H:) = 0]
< Pr[(n, k) -MI-HQMP = 1] + Pr[(n, k) - MI-HQM®® = 1 A H, (H;) = 1]

Let C be the adversary that achieves Au(n, k, g, s) and let H1, Co and C; be defined
analogously as above. Then using the definitions, we can write:

Au(n, k,q,s) = Pr[(n, k)-MI-HQM® = 1 A EVENTus A H, (H;) = 0]
< Pr[(n, k) - MI-HQM®® = 1] 4 Pr[(n, k) - MI-HQM®® = 1 A H,(H,) = 1]

< Adv(n,k,q—1,s) + Au(n, k,q, s).

This completes the proof of the claim. a

Claim. For every s,q > 1, Ac(n,k,q,s) < Adv(n —1,k—1,g—1,5—1).

Proof. Let B € A(n,k,q,s) be the optimal adversary attaining Ac(n,k,q,s) and Eq
denote its first evaluation query. Thus,

Ac(n, k, q,s) = Pr[(n, k) - MI-HQM® = 1 A EVENT.a1].

Let’s denote Fr = )" | Z;"Zl a;,;Xi,; + ao. Then we show there exists an adversary
C € HQM(n — 1,k —1,q — 1,5 — 1) such that Pr[(n — 1,k — 1)-MI-HQM® = 1] =
Pr[(n, k) - MI-HQM® = 1 A EVENTeya1].
We show how to construct such an adversary C. It simulates BB given EVENTeya1.
Let the secret point of C be x = (z1,...,Tn-1) With &; = (zi1,...,2im) € Z'. Say
C simulates secret point & = (£1,...,%&n) such that &; = (£i1,...,&im) € Zy".
Without loss of generality, we can assume ay, j» # 0 for some j* € [m] in E;. Then
C simulates the secret point of B as follows:

— Forien—1]: &; ==

— B & 7Z, and set By = A Z;'Ll a;;Xij + a0 = B. Independently sample
Fn,j <& Zyp for all j € [m] \ {§*}. Then we use these %, ; and E1 = 3 to obtain an
expression for X, j+ in terms of (Xi ;)icn—1],je[m]-

C simulates all queries of B, starting from returning g for E;. For each of the
remaining s — 1 evaluation queries from B, C queries its evaluation oracle by replacing
Xn,j+ with the expression obtained above and replacing X, ; = Zn,; for every j €
[m] \ {7*}. Similarly C simulates the hyperplane queries of B by querying its H,.

Finally, suppose B outputs (Z,Y, Z) and wins the simulated (n, k) - MI-HQM problem
under the condition EVENTeya1 A E1. The adversary C removes the simulated instance
n and outputs Z' := T \ {n}, together with the polynomials obtained from Y and Z;
for i € Z' by applying the same substitution as above. We denote these substituted
polynomials by Y’ and Z;.
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Since B wins, after removing the simulated instance n there are still at least k — 1
correct instances. The same substitution used in the simulation turns the output of
B into polynomials Y’ and Z; satisfying W (z;,Y'(z), Z;(z)) = 0 for all ¢ € 7, and
preserves the condition Y'(z) # 0. Hence C wins the (n — 1,k — 1) - MI-HQM problem.
Hence,

Ac(n, k,q,8) = Pr[(n, k) - MI-HQM® = 1 A EVENT.ya1]
=Pr[(n—1,k — 1)-MI-HQM® = 1]
<Adv(n—1,k—1,g—1,5s—1)

This completes the proof of the claim. a

Now we can conclude the proof of the lemma by

Adv(n, k,q,s) = Pr[(n, k) - MI-HQM* = 1]

< { Pr((n, k) - MI-HQM* = 1 /\EVENTeval],}

B Pr[(n, k) - MI-HQM* = 1 A EVENTys]
Pr((n, k) - MI-HQM* = 1 A EVENTss A Ho (Hy) = 1]

<max{ 4 Pr[(n,k)-MI-HQM* = 1 A EVENTss A H, (H1) = 0],
Pr[(n, k) - MI-HQM* = 1 A EVENTeya1]

< max {Ag(n, k,q,s)+ Au(n, k,q,s), Ac(n,k,q, s)}

< max{Adv(n,k,q—1,s) +2- Au(n, k,q,s), Ac(n,k,q,s)}

< max {Adv(n7 k,q—1,s)+ %Adv(n -1,k—1,g-1, s),} .
Advin —1,k—1,q—1,s—1)

This proves the lemma.

C Algebraic geometry

We assume some basic background in algebraic geometry and Grobner basis theory, and
therefore do not repeat all standard definitions here. We refer the reader to textbooks
such as [Har77, CLO25]. In this section, we fix the notation used later and state the
results from [CLO25] that we need. In the following let K be an algebraically closed
field.

Definition 3 (J[CLO25, Def. 1.4.2]). Let f1,...,fs € K[X1,...,Xn]. We define

(Fryees fo) = {Zhiﬁ-

This is an ideal of K[X1,...,Xn], called the ideal generated by fi,..., fs.

hl,...,hseK[Xl,...,Xn]}.

Theorem 4 ([CLO25, Thm. 9.5.2]). Let V be an affine variety with d = dim V. Then
d is the mazimum number of elements X;,,..., X, € K[V] := K[X1,...,Xxa|/I(V)
such that X;,, ..., Xi, are algebraically independent.
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Proposition 1 (J[CLO25, Prop. 9.1.3]). Let I = (mq,...,m:) C K[X1,...,X,] be
a monomial ideal, where each m; is a monomial. For each j € [t], define

M; = {i € [n]| X; divides m; },

and let
M:={JCn|JNM;#a foraljeclt]}.

Then:

1. ZfJ: {il,...,ir} € M, then V(Xil,...,Xir) - V(]),
2. dimV(I)=n—min{|J| | J € M }.

Theorem 5 (Buchberger’s Criterion [CLO25, Thm. 2.6.6]). Let I C K[X1,...,Xz]
be a polynomial ideal, and let G = {g1,...,g+} be a basis of I. Choose an ordering of G
and regard it as the ordered tuple G = (g1,...,g¢). Then G is a Grébner basis of I if
and only if for every pair i # j, the remainder on division of S(gs,g;) by G is zero.

Furthermore, we will include the Lang—Weil theorem, which is not stated as such
in the classic textbooks. We use the degree convention from [Hei83] that includes the
degree of lower-dimension components. It gives an upper bound of the zero-set of a
system of polynomials over a finite field. Lang—Weil can be viewed as a generalization
of both Schwartz-Zippel (where s = 1), and Bézout’s theorem (where d = 0). For the
following Theorem, let IF,, be the algebraic closure of F,,.

Theorem 6 (Lang—Weil style bound [LW54, Taol2] [DKL14, Claim 7.2]). Let

V(fi,..., fs) C F;n be a variety for fi,..., fs € Fp[X1,..., Xon] with dimV = d. Then
for the finite field F),

IV AFy| <[] des(f:) - p".
=1

Proof. This theorem is a slight restatement of [DKL14, Claim 7.2]. They prove [V N Fy'| < rp*
where r is the degree of the variety. Combining this with

deg(V(fu.... £.)) < [ deg(V(£)) = [] deg(£)

from [Hei83, Theorem 1, Remark 2 (3)] proves the theorem. O

D Multi-Instance CDH and LKDH

In this section we explicitly define the (n, k)-CDH, (n, k)-CDH-HQM (Figure 5), (n, k)-LKDH
and (n, k)-LKDH-HQM (Figure 6) games, where oracle DL is defined in Figure 2 and
oracles H,, EvAL, are defined in Figure 3. The winning advantage of an adversary is

as defined in Definition 1 and Definition 2.
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Game (n, k)-CDH Game (n, k)-CDH-HQM

for i € [n]: (@i, i) %LZZQ, ) for i € [n]: (i, y;) < 72
(I>Z17~~-7Zn) <_A ((gJ”,gy‘)ze[n]) x:($11y17"'7x7b7y7b)
return A\, ;[Zi = "% ] A [|Z] > k] (I,Z1,...,2,) « AHeBvats

return A, [Zi(x) = eyl A[IZ] > K]

Fig. 5. The (n,k)-CDH game (left) and the version in the Hyperplane Query Model,
(n, k)-CDH-HQM (right).

Game (n, k)-LKDH Game (n, k)-LKDH-HQM
fori € [n]: z; < Z, fori € [n]: z; < Z,
(T.Y, Z1,..., Zn) = APP (9" )icpm)) 04 = (z1,...,2n)
return A, ,[Z; = Y] (Z,Y,Z1,...,2Zy,) — Alle:B¥aie
AY # 1] A [IZ] > K] return A, _/[Zi(z) = z;Y (x)]
AY (z) # O] A IZ] > K]

Fig. 6. The (n,k)-LKDH game (left) and its version in the Hyperplane Query Model,
(n, k)-LKDH-HQM (right).

E Proof of Lemma 6

Proof. The proof will work similarly to the hardness of Square Diffie-Hellman (see
Lemma 3). Note that compared to Square Diffie-Hellman, VZVYICD” is defined over the
polynomial ring E)[Xl,l,XLg,Xg,l, ...y Xn,2] in 2n variables. In Lemma 11 we will
show that

dim V& = 2n — k,

so by Theorem 3 it follows that

k  ,2n—k k
AR (n, ,0,0) < LBIVCon) L PTT (g) ,
p n

as required. O

We fix a subset Z C [n] with |Z| = k and consider the evaluations of the winning
polynomial
hZ(X) = XinXiyg — Zl(X)
for i € Z. Here Z;(X) is the linear polynomial representing the adversary’s output for
the i-th instance in the zero-query setting. Define the ideal

Icph := <hz | xS I) - Fp[lel, .. .,Xnyg}.

We consider the variety V(Icpn), which is the common zero set of the generators of Icph.
As in the (n, k)-SDH case, we first show that Hcpn := {h; | ¢ € Z} forms a Grobner
basis for Icpy and then compute

dim V(ICDH) = dim V((LT(ICDH») = dim V((Xi’quj,Q)iGI),

as the leading term ideal preserves the dimension. Throughout this subsection, we again
use the graded lexicographic order >giex.
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Lemma 10. The set
Hcpn = {hl ‘ 7 GI}

is a Grébner basis of Icpn with respect to >griex. Moreover,
<LT([CDH)> = (Xi,1X,"2 | 1€ I).

Proof (of Lemma 10). The proof is identical to the proof of Lemma 4, with the quadratic
term X? replaced by Xi1Xi2.
For every i € Z, since Z;(X) is linear and >giex is graded, we have

LT(hz) = Xi,lXiQ.

Thus the leading terms of the natural generators of Icpn are X;1X;2 for i € Z. It
remains only to check Buchberger’s criterion. For distinct 7,5 € Z, using the same
argument as in the (n, k)-SDH case, we get

S(hiyhj) = X1 X:,2Z;(X) — X;1X5,27Z:(X).
Indeed,
S(hiyhj) = Z;(X)hi — Zi(X)h;.

Hence every S(hi, hj) has remainder zero on division by Hcpn. By Buchberger’s criterion,
Hcpn is a Grobner basis of Icp.
Finally, because Hcph is a Grobner basis and LT (h;) = X;,1X; 2 for every i € Z, we
get
(LT(Icon)) = (LT(hs) [ i € ) = (XinXi2 | i € T).

This proves the lemma. O

Lemma 11. Let Z C [n] with |Z| = k. Then
dim V (Icpn) = 2n — k.
Proof. By Lemma 10,
<LT(ICDH)> = (Xi,1Xi’2 | 1€ I).

This is a monomial ideal in 2n variables. For each ¢ € Z, the generator X; 1.X; 2 involves
the pair {X; 1, X, 2}. Hence, in the notation of Proposition 1, a minimal set J must
choose one variable from each of the k pairs. Therefore

min{ |J| | J € M} =k.

Applying Proposition 1, and using the fact that the initial ideal preserves the Krull
dimension gives
dim V (Icpn) = dim V((LT (Icpn))) = 2n — k,

which completes the proof. a
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