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Abstract
The Internet of Things (IoT) comprises a vast array of interconnected devices
that rely heavily on wireless communication to enable applications in domains
such as healthcare, transportation, and smart environments. However, intrin-
sic vulnerabilities in wireless networks, such as susceptibility to eavesdropping,
impersonation, and message tampering, require the development of robust yet
lightweight authentication mechanisms. To address these concerns, we introduce
AEBAP, an efficient authentication protocol based on elliptic curve cryptography
(ECC), specifically designed for secure communication in resource-constrained
IoT environments. AEBAP ensures mutual authentication, data integrity, and
resilience against both passive and active attacks by leveraging the cryptographic
strength and computational efficiency of ECC. We evaluate the protocol’s perfor-
mance through experimental implementation and analyze its security using both
informal reasoning and formal verification tools, including Scyther and ProVerif.
The results demonstrate that AEBAP achieves strong security guarantees with
minimal computational and communication overhead, making it a promising
solution for securing next-generation wireless IoT systems

Keywords: ECC, Authentication, Wireless Networks, Resource-Constrained
Environments, Scyther, ProVerif

1 Introduction
The Internet of Things (IoT) comprises a vast network of spatially distributed sen-
sor nodes characterized by constrained energy and computational capabilities. These
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nodes form intelligent, self-organizing ad hoc communication systems capable of op-
erating autonomously in unknown or remote environments. IoT technologies have
enabled significant advancements across a range of domains, including battlefield
monitoring, smart agriculture, urban infrastructure, wildlife tracking, transporta-
tion systems, and most notably, healthcare Sadhukhan et al. (2021). Among these,
healthcare has seen particularly transformative improvements through real-time moni-
toring and data-driven decision-making. Smart healthcare systems leverage integrated
sensing, wireless communication, and intelligent data analytics to facilitate continu-
ous, remote monitoring of patient health. At the core of such systems lies medical
surveillance infrastructure, which collects and shares patient data in real time among
healthcare providers. Interconnected physiological sensors capture vital signs such as
blood pressure, heart rate, blood glucose, respiration rate, ECG signals, and oxygen
saturation Chen et al. (2019). These measurements are transmitted wirelessly, en-
abling clinicians to make timely and precise diagnoses. The miniaturization of medical
devices has led to the emergence of wireless medical sensor networks (WMSNs), which
provide enhanced mobility for patients and allow seamless access to health data by
physicians Jiang et al. (2016).

Given the critical and sensitive nature of medical data, ensuring its confidential-
ity, authenticity, and integrity is paramount. Information transmitted over wireless
channels is inherently vulnerable to various attacks, including eavesdropping, data
manipulation, spoofing, and replay. It is essential that clinicians receive data that
can be unequivocally attributed to the correct patient and authenticated medical de-
vices. Failing to ensure this integrity can result in erroneous diagnoses and potentially
harmful medical interventions. Consequently, robust authentication mechanisms are
needed to bind sensor-generated data to a verified user and device identity, while si-
multaneously preventing impersonation or cloning attacks. To satisfy these objectives,
authentication protocols for medical IoT environments must meet several critical se-
curity requirements. First, they must ensure mutual authentication, confirming the
identities of both the patient and the medical entity before any data exchange. Second,
anonymity should be preserved to protect users from identification by third parties.
Third, untraceability must be achieved so that no entity, including service providers or
administrators, can link multiple interactions to a specific user. Fourth, secure session
key establishment must be provided to protect each communication instance with a
unique cryptographic key. Fifth, protocols must offer perfect forward secrecy, ensur-
ing that past session keys remain confidential even if long-term credentials are later
compromised. Lastly, the system must be resilient to known attacks, including imper-
sonation, replay, and man-in-the-middle threats, which are prevalent in open wireless
environments.

Moreover, it is crucial that only authenticated and authorized entities can in-
fer the true identity of a patient. Protecting identity confidentiality and preventing
the injection of false medical data are essential for maintaining patient privacy and
system trustworthiness Suganthi et al. (2020). To address the above security require-
ments in constrained IoT-based healthcare systems, we propose AEBAP, a robust
and lightweight authentication protocol built upon elliptic curve cryptography (ECC).
AEBAP facilitates secure mutual authentication among users, wearable devices, and
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gateway nodes while supporting dynamic session key generation for each commu-
nication session. To enhance user privacy, biometric data is protected within the
authentication process, maintaining both anonymity and accountability. The proto-
col’s security properties are rigorously evaluated through informal analysis and verified
using formal methods and tools such as Scyther and ProVerif.

1.1 Threat Model
In designing the AEBAP authentication protocol, we consider a realistic adversar-
ial model based on the capabilities and limitations typically assumed in IoT-based
healthcare systems. The communication between entities—including patients’ wear-
able sensors, gateway devices, and central medical servers—takes place over insecure
wireless channels, making the system vulnerable to various active and passive threats.
The adversary is assumed to have full control over the communication channel and can
intercept, modify, replay, or inject messages arbitrarily. We assume that the adversary
has the following capabilities:

• Eavesdropping: The adversary can listen to all messages transmitted over public
channels, including sensor-to-gateway and gateway-to-server communication links.

• Replay Attacks: The adversary may store legitimate protocol messages and re-
transmit them at a later time to impersonate a valid entity or disrupt session
freshness.

• Impersonation: The adversary may attempt to impersonate a legitimate user, sen-
sor, or gateway by forging authentication messages or injecting falsified credentials.

• Man-in-the-Middle (MitM): The adversary may intercept and alter communi-
cation between two legitimate parties to gain unauthorized access or manipulate
exchanged data.

• Device Cloning and Identity Theft: The attacker may physically capture
a device or clone its identity to masquerade as a legitimate participant in the
authentication process.

• Linkability and Traceability: The adversary may try to correlate protocol mes-
sages over multiple sessions to link them to a particular user or device, thereby
violating user privacy.

We also assume that all end devices—including sensors, gateways, and servers—are
not physically compromised during the execution of the protocol. The attacker cannot
extract long-term secrets stored in a secure hardware module. However, the proto-
col must be designed to maintain forward secrecy even if long-term credentials are
compromised after session completion. Furthermore, the adversary is considered to be
computationally bounded and cannot break standard cryptographic primitives such
as the elliptic curve discrete logarithm problem (ECDLP) or cryptographic hash func-
tions used in the protocol. The design of AEBAP incorporates measures to resist
all of the above attacks while maintaining efficiency suitable for resource-constrained
environments.
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1.2 System Model
The system model for the proposed AEBAP protocol reflects a typical IoT-based
healthcare environment composed of three primary entities: the user (or patient),
the wearable medical sensors, and the healthcare service provider. These components
interact through a gateway device—such as a smartphone—which acts as a mediator
between the sensors and the remote medical server. The communication among these
entities takes place over insecure wireless networks. The components of the system
are described as follows:

• User (U): The user is typically a patient equipped with one or more wearable
medical sensors that continuously monitor physiological parameters such as heart
rate, blood pressure, or blood glucose levels. The user is responsible for initiating
the authentication process when attempting to connect to the healthcare service
provider.

• Wearable Sensors (S): These sensors are lightweight, resource-constrained de-
vices embedded on or near the patient’s body. They collect health-related data and
transmit it to the gateway device. Due to their limited computational capabilities
and battery life, the authentication protocol must be lightweight.

• Gateway Device (G): The gateway acts as an intermediate trusted device—such
as a smartphone or dedicated hub—that aggregates data from sensors and commu-
nicates with the healthcare server. It also participates in the authentication process
by facilitating secure message forwarding and session key establishment.

• Healthcare Server (H): This centralized entity belongs to a trusted healthcare
provider. It is responsible for authenticating users and devices, managing session
keys, and maintaining patient health records securely. The server is assumed to be
computationally powerful and always online.

All communication between the user, sensors, and the healthcare server is routed
through the gateway. The protocol assumes that the server and gateway are pro-
visioned with necessary cryptographic keys during a secure registration phase.
Furthermore, all entities maintain synchronized clocks within a permissible time win-
dow to prevent replay attacks based on timestamp validation. The system operates
in two main phases: (i) an authentication phase in which mutual verification between
the user and server is established, and (ii) a session key agreement phase that ensures
secure communication for subsequent data exchange. The protocol design takes into
account the limitations of wearable sensors while ensuring robust protection against
threats outlined in the threat model.

1.3 Paper Organization
The remainder of this paper is structured as follows. Section 2 reviews relevant litera-
ture on authentication protocols for IoT-based healthcare systems, highlighting their
advantages and limitations. In Section 3, the proposed ECC-based authentication pro-
tocol, AEBAP, is introduced with an emphasis on its design rationale and security
goals. Section 4 provides a detailed security analysis of the protocol, including both
informal reasoning and formal verification using automated tools. Section 5 presents
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the performance evaluation of AEBAP and compares its efficiency and security fea-
tures against existing schemes. Finally, Section 6 concludes the paper by summarizing
key findings and discussing directions for future work.

2 Related Work
Ensuring secure authentication remains a fundamental requirement in the archi-
tecture of healthcare-focused IoT networks, where resource-limited nodes routinely
transmit confidential medical information through unsecured communication media.
Although various lightweight cryptographic protocols—particularly those employing
elliptic curve cryptography (ECC)—have been introduced to improve security and ef-
ficiency, many continue to fall short against advanced adversarial threats, including
identity spoofing, key disclosure, message replay, and privacy violations. For instance,
Kumar et al. Kumar et al. (2019) introduced a cloud-assisted authentication mech-
anism tailored to telemedicine environments. However, the scheme was later proven
vulnerable to impersonation and data leakage. Similarly, Zheng et al. Zheng et al.
(2018) proposed a TMIS-based approach for smart campuses, which was critically
evaluated by Safkhani et al. Safkhani and Vasilakos (2019), revealing its weakness
against replay and impersonation attacks.

Xiang et al. Xiang and Zheng (2020) designed a situational authentication scheme
for smart grid and home IoT systems. Despite its context-awareness, Oh et al. Oh
et al. (2021) uncovered its susceptibility to session key exposure and stolen device
impersonation. Moreover, the ECC-based anonymity-preserving protocol by Shuai et
al. Shuai et al. (2019) was shown to lack resistance to user traceability attacks.
Protocols for wearable healthcare devices have also been proposed, such as that of
Gupta et al. Gupta et al. (2019). Nevertheless, Hajian et al. Hajian et al. (2020)
identified major flaws in the scheme, including vulnerability to insider threats and
synchronization breakdowns. Likewise, the lightweight protocol introduced by Xu et
al. Xu et al. (2019) was found by Alzahrani et al. Alzahrani et al. (2021) to be prone
to session key compromise and replay-based intrusions.

In the domain of ultra-lightweight solutions, Wang et al. Wang et al. (2022) and
Chander et al. Chander and Gopalakrishnan (2022) suggested protocols optimized
for low-energy devices. However, Servati et al. Servati et al. (2022) highlighted that
Wang’s model disclosed confidential secrets and suffered from desynchronization. Like-
wise, the SecLAP protocol by Aghili et al. Aghili et al. (2019a) was shown by Safkhani
et al. Safkhani et al. (2020) to suffer from traceability and secret value leakage.
More advanced ECC-driven models have also been explored. Gabsi et al. Gabsi et al.
(2021) proposed a protocol for general IoT applications, though Arslan et al. Arslan
and Bingöl (2022) later found violations in anonymity and secrecy guarantees. Huang
et al. Huang (2024) developed a three-factor ECC-based scheme for WSNs, while
Kumar et al. Kumar et al. (2024) suggested a two-factor solution for video surveillance
networks. Additionally, Rani et al. Rani and Tripathi (2024) introduced a blockchain-
enabled protocol for privacy-aware medical data exchange among hospitals.

Efforts to improve scalability and trust distribution led to hybrid ECC-blockchain
models. Chatterjee et al. Chatterjee et al. (2023) optimized ECC for WSNs, while
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Wang et al. Wang et al. (2024) incorporated blockchain for decentralized authentica-
tion. In a healthcare context, Khan et al. Khan et al. (2023b) developed an ECC-based
scheme for protecting electronic health records. Other blockchain-assisted authentica-
tion methods were presented by Subramani et al. Jegadeesan et al. (2022) and Jia et
al. Jia et al. (2022), though both demonstrated security shortcomings—namely, user
traceability and leakage of critical parameters. Wang et al. Wang and Liu (2022) and
Pu et al. Pu et al. (2022) designed protocols for WBANs and low-power devices, while
RFID-specific schemes were proposed by Shariq et al. Shariq et al. (2021) and Khan
et al. Khan et al. (2023a). A comprehensive cryptanalysis by Hosseinzadeh et al. Hos-
seinzadeh et al. (2024) revealed critical flaws in several of these designs, leading to an
improved solution resistant to secret disclosure.

Sureshkumar et al. Sureshkumar et al. (2019) proposed an ECC-based proto-
col specifically aimed at secure medical IoT communications, focusing on improving
performance metrics. Nonetheless, Servati et al. Servati and Safkhani (2023) later
revealed that the scheme remains exposed to serious vulnerabilities, such as loss
of synchronization, data integrity inconsistencies, and traceability concerns. In their
successive research Servati et al. (2022, 2025), Servati et al. conducted detailed
cryptographic analysis of ECC-based authentication frameworks. Their most recent
contribution Servati et al. (2025) presents a refined authentication scheme for health-
care IoT networks, delivering strong resistance against impersonation and traceability
while maintaining computational efficiency. These findings reinforce the ongoing ne-
cessity of designing authentication protocols that not only provide formal security
proofs but also remain adaptable to practical IoT environments. Despite the growing
body of research, existing protocols often emphasize either computational efficiency or
cryptographic strength, while neglecting essential features such as unlinkability, for-
ward secrecy, and defense against offline password guessing. This imbalance reflects a
gap in the literature and motivates the need for a new authentication design that is
both lightweight and holistically secure. In response, this study presents a novel ECC-
based authentication protocol that aims to satisfy the critical security requirements
of IoT-based healthcare environments. The proposed design is validated through both
formal security analysis and performance assessment to demonstrate its practicality
and resilience.

3 Proposed Authentication Protocol: AEBAP
The proposed authentication protocol, referred to as AEBAP (Authentication protocol
with Elliptic curve and Biometric-enhanced Access Protection), is designed to provide
secure, lightweight, and privacy-preserving authentication in IoT-enabled environ-
ments. The protocol is structured into multiple well-defined phases, each targeting a
critical security objective in the lifecycle of user and device interaction. Specifically,
AEBAP consists of the following core phases: (1) User Registration Phase, in
which each user is securely initialized and issued a smart card containing hashed cre-
dentials; (2) Sensor and Gateway Registration Phase, where each sensor node
and gateway are uniquely identified and assigned cryptographic parameters by the sys-
tem administrator; (3) Login and Authentication Phase, which performs mutual
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authentication among the user, gateway, and sensor node while establishing a secure
session key; and (4) Password Change Phase, allowing legitimate users to update
their authentication credentials securely. By integrating elliptic curve cryptography
(ECC), one-way hash functions, and user-specific secrets, AEBAP ensures confiden-
tiality, integrity, mutual authentication, and resistance to common attacks such as
replay, impersonation, and session key leakage. The following subsections detail the
design and operations of each phase.

3.1 Initialization Phase
The initialization phase serves as the foundation of the proposed authentication frame-
work, during which the system administrator (A) configures all network entities and
cryptographic primitives. This phase ensures that each user, sensor, and gateway node
is securely registered with the authentication server before any communication occurs.
Each registered user is assigned a unique identity IDi, a password PWi, and option-
ally biometric information Bi. These credentials are processed using a cryptographic
hash function H(.) prior to storage, ensuring that original data cannot be recon-
structed even in case of unauthorized access. The hash function used in AEBAP is a
one-way, collision-resistant function that maps variable-length inputs to fixed-length
outputs (e.g., 160 or 256 bits), satisfying essential security properties such as diffusion,
unpredictability, and one-wayness.

Formally, a hash function H : {0, 1}∗ → {0, 1}k is considered secure if it is com-
putationally infeasible for any probabilistic polynomial-time adversary A to find two
different inputs m ̸= n such that H(m) = H(n). The adversary’s advantage in
breaking the hash function is defined by:

AdvHash
A (t) = Pr [(m,n) ∈R A : m ̸= n,H(m) = H(n)] ≤ ϵ, (1)

where ϵ is a negligible probability and t is the allowable execution time. To fur-
ther enhance security, salting and iterative hashing techniques are applied, ensuring
that even identical credentials yield unique hash outputs, thereby resisting rain-
bow table attacks. To support low-power and resource-limited devices, the protocol
uses lightweight mathematical operations. The bitwise exclusive-OR operation (⊕) is
applied to obfuscate or combine sensitive values securely, while the concatenation op-
erator (||) is used to assemble multiple fields before hashing. The key symbols and
notations used throughout the protocol are listed in Table ??, providing a unified
reference for the authentication process.

3.2 User Enrollment Phase
The user enrollment phase is responsible for establishing an initial trust relationship
between the user and the authentication server through secure registration and cre-
dential provisioning. This phase ensures that the authentication data is protected even
in the presence of potential adversaries and includes three main steps:

1. User-side Initialization: The user selects a unique identifier IDi and a password
PWi, then generates a random number ui. Using these values, the user computes
the following:
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Table 1 Notations Used in the Proposed Authentication Protocol

Symbol Description
Ui, GWj , SNk User, gateway, and sensor nodes
IDi, PWi User ID and password
usi User’s private secret
Bi Biometric information
SC Smart card issued to the user
Sk, SKey Secret key, session key
usi Secret of system administrator
GWIDj , SNIDk Gateway and sensor node identifiers
SSNk Secret value of sensor node SNk

Pkg = sg · P Gateway public key (ECC)
sg Gateway private key
P Base point on elliptic curve
Fq, F∗

q Finite field and its multiplicative group
TSx Timestamps for freshness checks
H(.) One-way hash function
·, ⊕, || Scalar multiplication, XOR, concatenation
?
= Equality check for verification
∆T Maximum delay tolerance threshold

HIDa = h(IDi∥ui)

HPWi = h(PWi∥ui)

HPIDi = h(HIDa∥HPWi)

The values ⟨HPWi, HPIDi⟩ are then transmitted to the authentication server
through a secure and confidential communication channel.

2. Server-side Computation: Upon receiving the request, the authentication server
computes:

B1 = h(HPIDi∥HPWi)

The server then returns ⟨B1, h(.)⟩ to the user via a secure or private channel. Here,
h(.) denotes the cryptographic hash function employed in the system.

3. Smart Card Generation: Upon receiving the message, the user selects a unique
secret value usi and recomputes the hash:

B∗
1 = h(HPIDi∥HPWi)

The user then creates a smart card with the contents:

SC = ⟨B∗
1 , h(.), usi⟩
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The secret value usi is stored securely in the user’s device and is never transmitted
over the network. This user-specific secret strengthens the scheme’s resistance to
offline dictionary and impersonation attacks.

The above registration process is outlined formally in Algorithm 1.

Algorithm 1 User Enrollment Phase
1: Step 1: User Initialization
2: User selects IDi, PWi, and generates a random ui

3: Computes HIDa = h(IDi∥ui)
4: Computes HPWi = h(PWi∥ui)
5: Computes HPIDi = h(HIDa∥HPWi)
6: Sends ⟨HPWi, HPIDi⟩ to the server securely
7: Step 2: Server Computation
8: Computes B1 = h(HPIDi∥HPWi)
9: Sends ⟨B1, h(.)⟩ to the user securely

10: Step 3: Smart Card Generation
11: User selects private secret usi
12: Computes B∗

1 = h(HPIDi∥HPWi)
13: Stores smart card: SC = ⟨B∗

1 , h(.), usi⟩

3.3 Sensor and Gateway Registration Phase
This phase is managed by the system administrator (SA) to securely initialize and
register both gateway and sensor nodes before they participate in the authentication
protocol. The objective is to assign unique identifiers and generate associated secret
credentials that enable mutual trust during authentication.

1. Gateway Node Initialization:
The administrator selects a unique identifier GWIDj for the j-th gateway node
and computes the corresponding secret using:

Sg = h(SASe∥GWIDj)

The pair ⟨GWIDj , Sg⟩ is securely written into the memory of the gateway node
GWj .

2. Sensor Node Initialization:
Similarly, a unique identifier SNIDk is assigned to the k-th sensor node, and its
secret is derived as:

SSNk = h(SASe∥SNIDk)

The registration values are then distributed as follows:

• Stored on the sensor node SNk: ⟨SSNk, GWIDj , P ⟩
• Stored on the gateway node GWj : ⟨SSNk, SNIDk, P ⟩
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Here, P denotes the base point used in elliptic curve cryptographic operations.
This reciprocal storage ensures that both sensor and gateway nodes possess the
required credentials to perform secure mutual authentication and communication.

3.4 Login and Authentication Phase
This phase enables a legitimate user to securely log in to the system and initiates
a multi-party authentication process among the user, gateway, and sensor node, cul-
minating in a shared session key. The phase consists of five main stages: user login,
gateway verification, sensor validation, session key agreement, and confirmation.

Step 1: User Login and Verification
The user initiates the login process by inserting their identity IDi, password PWi,
and private secret usi into the device. The smart card (SC) performs the following
computations:

bi = h(Bi)

HPIDi = h(IDi ∥ bi)

HPWi = h(PWi ∥ bi)

A1 = h(HPWi ∥ HPIDi ∥ usi)

The smart card then compares the computed A1 with the stored reference value B∗
1 .

If A1 = B∗
1 , the login is successful and the authentication protocol proceeds.

Step 2: Message Generation and Transmission to Gateway
After successful login, the user generates a random nonce n1 ∈ Fq and records a
current timestamp TS1. The following values are computed:

C0 = n1 · P
C1 = n1 · PKG

C2 = C1 ⊕ SNIDk

C3 = h(HIDa)⊕ h(C1 ∥ TS1)

C4 = h(C0 ∥ C2 ∥ C3 ∥ h(HIDa))

The user then sends ⟨C0, C2, C3, C4, TS1⟩ to the gateway node.

Step 3: Gateway Verification and Relay
Upon receiving the message, the gateway first verifies the freshness of the timestamp:

|TS1 − TS∗
1 | ≤ ∆T

If valid, the gateway performs the following:

10



h(HID∗
a) = C3 ⊕ h(C∗

1 ∥ TS1)

SNIDk = C∗
1 ⊕ C2

C∗
4 = h(C0 ∥ C2 ∥ C3 ∥ h(HID∗

a))

The gateway checks if C4 = C∗
4 to ensure integrity. Then, it computes:

C5 = h(HID∗
a)⊕ h(SSNk ∥ GWIDj ∥ TS2)

C6 = h(SSNk ∥ GWIDj ∥ C0 ∥ C5 ∥ TS2 ∥ h(HID∗
a))

The gateway sends ⟨C0, C5, C6, TS2⟩ to the associated sensor node.

Step 4: Sensor Validation and Session Key Generation
The sensor verifies timestamp freshness:

|TS2 − TS∗
2 | ≤ ∆T

Then, it computes:

h(HID∗∗
a ) = C5 ⊕ h(SSNk ∥ GWIDj ∥ TS2)

C∗
6 = h(SSNk ∥ GWIDj ∥ C0 ∥ C5 ∥ TS2 ∥ h(HID∗∗

a ))

If C∗
6 = C6, the sensor proceeds by generating a random nonce n2 ∈ Fq and records

TS3:

C7 = n2 · P
SKeyS

= n2 · C0

C8 = h(C0 ∥ SSNk ∥ C7 ∥ GWIDj ∥ TS3)

It sends ⟨C7, C8, TS3⟩ to the gateway.

Step 5: Final Validation and Session Confirmation
The gateway performs the following checks:

|TS3 − TS∗
3 | ≤ ∆T, C∗

8 = h(C0 ∥ SSNk ∥ C7 ∥ GWIDj ∥ TS3)

If valid, it computes:

C9 = h(C7 ∥ SNIDk ∥ h(HID∗
a))

Finally, it sends ⟨C7, C9, TS4⟩ to the user. The user verifies:
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|TS4 − TS∗
4 | ≤ ∆T, C∗

9 = h(C7 ∥ SNIDk ∥ h(HID∗
a))

If C∗
9 = C9, the authentication succeeds and the user derives the final session key:

SKeyU
= SKeyS

Thus, mutual authentication and session key agreement are successfully completed
among the user, gateway, and sensor. The complete sequence of this process is formally
outlined in Algorithm 2, which details all five stages of secure login, verification, and
session establishment across the involved entities.

3.5 Password Change Phase
This phase allows a legitimate user to update their identity and password without
requiring re-registration through the system administrator. To ensure that only an
authenticated user can initiate this change, the smart card first performs a local
verification before computing and updating new values.

Step 1: Identity Verification
The user inputs their current identity IDi, password PWi, and private randomness
ui into the smart card. Using these, the following computations are performed:

HIDa = h(IDi∥ui)

HPWi = h(PWi∥ui)

HPIDi = h(HIDa∥HPWi)

B1 = h(HPIDi∥HPWi)

The computed value B1 is then compared with the stored reference B∗
1 in the smart

card. If B1 = B∗
1 , the user’s legitimacy is confirmed and the password change process

proceeds.

Step 2: Updating Credentials
The user selects a new identity IDnew

i and new password PWnew
i . With the same

private value ui, the smart card computes the updated parameters:

HIDnew
a = h(IDnew

i ∥ui)

HPWnew
i = h(PWnew

i ∥IDnew
i )

HPIDnew
i = h(HIDnew

a ∥HPWnew
i )

Bnew
1 = h(HPIDnew

i ∥HPWnew
i )

The smart card then securely replaces the old stored values with:

SCnew = ⟨Bnew
1 , h(.), usi⟩
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Algorithm 2 Login and Authentication Phase
1: User Login and Verification
2: User inputs IDi, PWi, and usi
3: Computes bi = h(Bi)
4: Computes HPIDi = h(IDi ∥ bi)
5: Computes HPWi = h(PWi ∥ bi)
6: Computes A1 = h(HPWi ∥ HPIDi ∥ usi)
7: Verifies if A1 = B∗

1 , then proceeds
8: User Message Generation
9: Generates n1 ∈ Fq, records TS1

10: Computes:
11: C0 = n1 · P
12: C1 = n1 · PKG

13: C2 = C1 ⊕ SNIDk

14: C3 = h(HIDa)⊕ h(C1 ∥ TS1)
15: C4 = h(C0 ∥ C2 ∥ C3 ∥ h(HIDa))
16: Sends ⟨C0, C2, C3, C4, TS1⟩ to Gateway
17: Gateway Verification
18: Verifies freshness: |TS1 − TS∗

1 | ≤ ∆T
19: Computes:
20: h(HID∗

a) = C3 ⊕ h(C∗
1 ∥ TS1)

21: SNIDk = C∗
1 ⊕ C2

22: C∗
4 = h(C0 ∥ C2 ∥ C3 ∥ h(HID∗

a))
23: If C∗

4 = C4 then:
24: C5 = h(HID∗

a)⊕ h(SSNk ∥ GWIDj ∥ TS2)
25: C6 = h(SSNk ∥ GWIDj ∥ C0 ∥ C5 ∥ TS2 ∥ h(HID∗

a))
26: Sends ⟨C0, C5, C6, TS2⟩ to Sensor
27: Sensor Node Verification and Key Generation
28: Verifies freshness: |TS2 − TS∗

2 | ≤ ∆T
29: Computes:
30: h(HID∗∗

a ) = C5 ⊕ h(SSNk ∥ GWIDj ∥ TS2)
31: C∗

6 = h(SSNk ∥ GWIDj ∥ C0 ∥ C5 ∥ TS2 ∥ h(HID∗∗
a ))

32: If C∗
6 = C6 then:

33: Generates n2 ∈ Fq, records TS3

34: C7 = n2 · P
35: SKeyS

= n2 · C0

36: C8 = h(C0 ∥ SSNk ∥ C7 ∥ GWIDj ∥ TS3)
37: Sends ⟨C7, C8, TS3⟩ to Gateway
38: Gateway Final Check and Relay
39: Verifies freshness and computes C∗

8 = h(C0 ∥ SSNk ∥ C7 ∥ GWIDj ∥ TS3)
40: If valid, computes C9 = h(C7 ∥ SNIDk ∥ h(HID∗

a))
41: Sends ⟨C7, C9, TS4⟩ to User
42: User Final Verification
43: Verifies freshness and computes C∗

9 = h(C7 ∥ SNIDk ∥ h(HID∗
a))

44: If C∗
9 = C9 then sets SKeyU

= SKeyS
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This completes the password update without server interaction, preserving privacy
and ensuring forward secrecy.

4 Security Evaluation
To thoroughly assess the security guarantees of the proposed authentication protocol,
we adopt a dual strategy that combines both informal reasoning and formal automated
verification. These complementary approaches are well-established in the evaluation of
cryptographic protocols and provide a solid foundation for validating resilience against
a wide range of security threats. In the informal analysis, key protocol properties
such as mutual authentication, session key confidentiality, and robustness against
replay, impersonation, and offline guessing attacks are systematically examined. This
conceptual review ensures that the protocol logic aligns with expected security goals
in adversarial environments, especially within wireless and resource-constrained IoT
settings.

For rigorous formal verification, we employ two prominent tools: Scyther and
ProVerif. These tools enable symbolic modeling of protocol behavior and simulate
a wide range of attack scenarios, including those involving active and passive ad-
versaries. The Scyther tool is configured in both standard and compromise modes,
allowing for exhaustive validation of protocol robustness in the presence of key leakage
or insider threats. Meanwhile, ProVerif offers a powerful Dolev–Yao-based framework
for verifying secrecy, authentication properties, and reachability goals. Through these
automated analyses, we verify that the proposed protocol successfully preserves core
security properties and mitigates critical threats such as man-in-the-middle attacks,
identity spoofing, replay attempts, and credential exposure. The consistency of re-
sults across both tools further supports the correctness of the protocol design. By
integrating both manual inspection and formal tool-based analysis, our evaluation
demonstrates that the protocol achieves strong security guarantees without imposing
excessive computational or communication burdens, making it suitable for real-world
deployment in healthcare-focused IoT systems.

4.1 Informal Security Analysis
This section evaluates the proposed authentication protocol (AEBAP) in terms of its
ability to resist common attacks and satisfy critical security requirements. The anal-
ysis focuses on well-known adversarial threats that may arise during authentication
processes in IoT-based healthcare environments, including both network-based and
device-level attacks.

4.1.1 Anonymity and Untraceability

AEBAP incorporates user-specific cryptographic transformations to conceal the actual
identity of IoT devices and users. By leveraging secure hash functions and integrating
user-side secrets during message generation, it becomes computationally infeasible for
an adversary to link transmitted messages to specific identities. The scheme ensures
that intercepted data does not expose identifiable information, thus preserving user
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privacy and preventing targeted attacks. This mechanism also enhances unlinkability
across sessions, ensuring that communication flows cannot be traced to specific users
or devices.

4.1.2 Man-in-the-Middle (MITM) Attack

Although an adversary may attempt to intercept transmitted messages such as
{C0, C2, C3, C4, TS1} during user–gateway communication, the use of timestamp val-
idation, ECC point generation, and cryptographic hashing ensures that any altered
messages will be detected upon arrival. Consequently, the protocol effectively prevents
adversaries from modifying or injecting messages without being identified, providing
robust defense against MITM attacks.

4.1.3 Session Key Disclosure Attack

In AEBAP, the session key SKey is freshly derived in each authentication session
using nonces and temporary secrets contributed independently by the user, gateway,
and sensor node. As each session uses unique, non-reusable values, compromising one
session key does not enable an adversary to derive keys from past or future sessions.
This mitigates the risk of key exposure attacks and ensures that long-term session
secrecy is preserved.

4.1.4 Replay Attack

The protocol integrates strict timestamp checking across all authentication phases, in-
cluding the use of TS1 through TS4. Upon message receipt, the timestamp is validated
against the local clock, and the message is discarded if the time difference exceeds a
predefined threshold ∆T . This mechanism effectively renders replayed messages in-
valid and protects the protocol from being exploited through replay-based intrusion
attempts.

4.1.5 Forward and Backward Secrecy

AEBAP guarantees both forward and backward secrecy by ensuring that session keys
are derived from ephemeral secrets that are not reused across sessions. Even if an
adversary compromises long-term secrets such as usi or internal device keys, they
cannot infer prior or future session keys due to the randomness and uniqueness of
values used in each key derivation process. This protection is critical for systems
handling sensitive healthcare data.

4.1.6 Impersonation Attack

The protocol resists impersonation by employing one-way hash functions and ECC-
based point operations that mask input values and prevent reverse computation.
Additionally, XOR operations are used to obfuscate internal computations, prevent-
ing adversaries from extracting meaningful information even from observed values.
These design choices prevent attackers from forging legitimate-looking authentication
messages.
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4.1.7 Denial of Service (DoS) Attack

To mitigate DoS threats, AEBAP employs challenge–response verification with strict
timestamp constraints at each protocol layer. Sensor nodes validate received messages
before engaging in further computation. Invalid or replayed messages are discarded
early, conserving resources and reducing the attack surface. This lightweight validation
mechanism ensures that devices remain responsive under adversarial load.

4.1.8 Three-Party Session Key Agreement

The protocol facilitates a secure three-party session key establishment between the
user, gateway, and sensor node. Each party contributes its own private input (e.g., n1,
n2), and the resulting session key SKey is derived in such a way that no single entity
can unilaterally determine or predict the key. This ensures confidentiality, mutual
authentication, and synchronized trust among all participants in the session.

4.1.9 Bypassing Attack

AEBAP resists cross-protocol attacks by embedding protocol-specific elements such
as device identifiers, hash-based transformations, and ECC-derived points into its
message formats. These elements tightly bind each message to the context of AE-
BAP, preventing attackers from reusing messages in other authentication protocols or
tricking legitimate nodes into accepting malformed inputs.

4.1.10 Desynchronization Attack

Due to the use of timestamps and tight coupling between message values, AEBAP
inherently resists desynchronization attacks. Any deviation in expected values result-
ing from delayed or modified messages is immediately detected by the receiving node.
The protocol ensures state consistency by validating all critical parameters before
proceeding, thereby maintaining synchronization between nodes during and across
sessions.

4.2 Formal Assessment

4.2.1 Formal Security Analysis Using Scyther

Performing a rigorous formal analysis is vital to substantiate the security strength of
cryptographic protocols. Scyther is one of the most prominent tools used for such pur-
poses, offering symbolic verification based on the well-known Dolev-Yao adversarial
model Dolev and Yao (1983). This framework enables automated exploration of pro-
tocol executions and systematically detects potential security violations by simulating
adversarial interactions. Protocols are modeled in Scyther using the Security Protocol
Description Language (SPDL), where roles, message exchanges, and security proper-
ties are clearly defined. The tool exhaustively analyzes all feasible execution traces
and highlights violations through explicit attack traces, illustrating how an adversary
might compromise the system. It verifies essential security guarantees, including:

• Secrecy: Protection of confidential data from unauthorized disclosure.
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• Authentication: Assurance that only legitimate participants are involved in the
protocol.

• Message Integrity: Prevention of tampering or unauthorized modification of
transmitted messages.

Scyther adheres to a symbolic model where cryptographic operations are treated as
idealized black boxes, and protocol behavior is captured through structured role-
based communication. This abstraction enables precise reasoning about adversarial
capabilities without relying on specific algorithmic assumptions. In this work, Scyther
was used to formally evaluate the security properties of the proposed authentica-
tion scheme. The protocol was modeled with two key roles: the user and the server,
capturing the core message exchanges and claims relevant to mutual authentication
and confidentiality. The analysis verified the protocol’s resistance against key security
threats, including replay, impersonation, and session key leakage.
To perform a comprehensive analysis, two operating modes of Scyther were employed:

• Standard Mode: Evaluates the protocol under standard adversarial assumptions.
• Compromise Mode: Simulates more powerful adversaries capable of performing

long-term key exposure, partial protocol compromise, and key reveal attacks.

The results of the analysis demonstrated that the proposed protocol remains se-
cure even in the presence of advanced threat models. Figures 1 and 2 display
the configuration parameters used for the compromise and standard modes, re-
spectively, highlighting the extended attack surface considered in the compromise
scenario. Additionally, the protocol’s robustness against advanced threats—such as
Post-Compromise Forward Secrecy (PFC) and session key exposure—is illustrated in
Figures 3 and 4. The outcomes from the standard security validation are shown in
Figure 5, confirming the protocol’s compliance with key security objectives. Overall,
the formal analysis confirms that the proposed authentication protocol withstands
critical adversarial scenarios. It ensures secure mutual authentication, confidentiality,
and resistance to common attack vectors such as replay, key compromise imperson-
ation, and session key disclosure, thereby validating its suitability for deployment in
sensitive and resource-constrained environments.

4.2.2 Security Verification Using ProVerif

To comprehensively validate the security guarantees of the proposed AEBAP proto-
col, we utilized ProVerif, a widely recognized formal verification tool that enables
symbolic modeling of cryptographic protocols under adversarial conditions. ProVerif
provides rigorous validation of properties such as secrecy, integrity, and mutual
authentication using an abstract representation of cryptographic operations. The pro-
tocol was modeled in such a way that the user enrollment phase occurs over secure
channels, while the authentication and session key agreement phases were simulated
over public channels to reflect real-world vulnerabilities. The Dolev-Yao adversarial
model, which assumes an attacker with full control over the communication medium,
was applied to analyze the protocol’s resilience to both passive and active threats.
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Figure 1 Configuration interface of Scyther tool in Compromise Mode (Version 0.9.2)

Figure 6 presents the verification output, which confirms that the protocol preserves
the intended security goals. The following observations summarize the results:

1. Confidentiality of Weak Secrets: ProVerif verified that several critical elements
remain confidential throughout protocol execution. In particular, the analysis
confirmed the secrecy of:

• User identity IDi

• Password PWi

• Private user randomness ui

• Random nonces n1 and n2

• Sensor node key SSNk

• Gateway identifier GWIDj

These confirmations—denoted by Weak secret ... is true in the out-
put—demonstrate that the protocol successfully protects sensitive data from
disclosure under adversarial observation.

2. Prevention of Unauthorized Access: ProVerif’s output showed no evidence
that the attacker could derive any secret keys, credentials, or protocol-specific
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Figure 2 Standard configuration interface of the Scyther tool for protocol verification

parameters. The absence of violated secrecy claims confirms that the scheme en-
forces access control effectively, even in scenarios involving message interception or
manipulation.

3. Event-Based Authentication Validation: The tool also evaluated mutual au-
thentication between all entities involved in the protocol. The following injection
queries were all satisfied:

• inj-event(endUserA) ==> inj-event(beginUserA)
• inj-event(endGatewayNodeA) ==> inj-event(beginGatewayNodeA)
• inj-event(endSensorNodeA) ==> inj-event(beginSensorNodeA)

These results confirm that each authentication session successfully links initiation
and termination events for the user, gateway, and sensor, ensuring that no imper-
sonation or message tampering occurred during session execution. Collectively, the
ProVerif analysis demonstrates that the AEBAP protocol upholds strong security
properties—including confidentiality, mutual authentication, and resistance to key
compromise—under symbolic formal analysis. These results affirm its suitability for
deployment in privacy-sensitive and adversarial IoT environments, such as healthcare
networks.
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Figure 3 Security evaluation of the proposed protocol using Scyther in Compromise Mode under
the "Post-Compromise Forward Secrecy" setting

Figure 4 Security analysis of the proposed scheme under the "Session Key Reveal" setting in Scyther
Compromise Mode

5 Assessment and Comparison

5.1 Security and Performance Evaluation: Comparative
Analysis of the Proposed Authentication Protocol

This section provides a detailed comparative analysis between the proposed authen-
tication scheme and several recently published protocols. The evaluation focuses on
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Figure 5 Security validation of the proposed protocol using the standard configuration of Scyther

Figure 6 Automated security verification of the proposed authentication scheme using ProVerif tool

multiple key dimensions, including security resilience, communication cost, computa-
tional overhead, and memory requirements. These criteria are essential for assessing
the protocol’s applicability in environments with limited resources. From a communi-
cation standpoint, the comparison considers the number of messages exchanged during
the authentication and session key establishment phases. Reducing message exchange
is particularly advantageous in IoT systems, where communication bandwidth is often
restricted.

Computational performance is assessed by examining the cryptographic operations
utilized in each protocol, such as hash functions, XOR computations, and elliptic curve
operations. Protocols with lower computational demands are better suited for deploy-
ment on devices with limited processing capabilities. The findings of this evaluation
highlight the proposed protocol’s ability to strike an effective balance between strong
security guarantees and lightweight performance. By minimizing overhead while pre-
serving robustness, the protocol demonstrates its potential for practical deployment
in constrained IoT-based environments.
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5.2 Evaluating Security Robustness: The Proposed
Authentication Protocol vs. Contemporary Authentication
Methods

This section provides a comparative assessment of the security features offered by the
proposed authentication protocol in relation to several recent approaches, as outlined
in Aghili et al. (2019b); Li et al. (2019); Fariss et al. (2022); Fotouhi et al. (2020); Wu
et al. (2023). The analysis focuses on the protocol’s effectiveness in addressing key se-
curity challenges such as replay attacks, unauthorized privilege escalation, session key
disclosure, user traceability, the absence of forward secrecy, and desynchronization vul-
nerabilities. In contrast, the referenced protocols reveal varying levels of susceptibility
to one or more of these threats, which undermines their applicability in real-world, ad-
versarial environments. As demonstrated in Table 2, the proposed scheme consistently
offers stronger protection across all considered dimensions, highlighting its robustness
and its suitability for deployment in lightweight, security-sensitive IoT infrastructures.

Table 2 Security Comparison of the Proposed Protocol with Recent Authentication Schemes

Protocols A1 A2 A3 A4 A5 A6 A7

Aghili et al. (2019b) ✓ ✗ ✓ ✓ ✗ ✓ ✓
Li et al. (2019) ✓ ✗ ✓ ✗ ✓ ✓ ✓
Fotouhi et al. (2020) ✗ ✓ ✗ ✗ ✗ ✓ ✓
Fariss et al. (2022) ✓ ✗ ✓ ✓ ✓ ✗ ✗
Wu et al. (2023) ✗ ✓ ✗ ✗ ✗ ✓ ✓
Huang (2024) ✗ ✓ ✗ ✗ ✗ ✓ ✓
AEBAP ✓ ✓ ✓ ✓ ✓ ✓ ✓

A1: Resistance to replay attacks A2: Protection against insider threats
A3: Prevention of session key leakage A4: Support for user untraceability
A5: Defense against impersonation attacks A6: Provision of forward secrecy
A7: Robustness against desynchronization attacks
✓: Security feature supported ✗: Security feature not supported

Table 3 Notation and Metrics for Evaluating Computational and Communication Overhead

Symbol Description Execution
Time

Transmission Size

Th Time required to compute a single crypto-
graphic hash operation

3 ms 256 bits

Ten/d Time consumed for executing symmetric en-
cryption or decryption

3.7 ms 128 bits

Ttc Bit length of the timestamp embedded in pro-
tocol messages

– 32 bits
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5.3 Comparison of Communication and Computational
Overhead

Performance Evaluation. According to benchmark results referenced in Servati
et al. (2025), the average execution time for a cryptographic hash function (Th) is
approximately 3ms, while symmetric encryption or decryption operations (Ten/d) re-
quire around 3.7ms. As shown in Table 3, the proposed authentication scheme involves
a total of 16 hash computations and 6 elliptic curve point multiplications. Assuming a
point multiplication takes roughly 21ms Servati et al. (2025), the cumulative compu-
tational cost of the proposed protocol amounts to approximately 150ms. A detailed
comparison of this computational overhead with that of recently published schemes
is summarized in Table 4. The results clearly demonstrate that the proposed protocol
offers a favorable balance between security strength and processing efficiency, making
it suitable for resource-constrained environments.

In terms of communication efficiency, the total number of bits exchanged during
the authentication process is evaluated. The overall communication overhead consists
of 128 bits for identity transmission, 32 bits for timestamps, 128 bits for encryption
or decryption data, 256 bits for random nonces, and 256 bits for hash outputs. This
results in a total communication cost of approximately 3200 bits for the proposed
protocol. A comparative breakdown is presented in Table 5, showing that the pro-
posed scheme maintains competitive communication efficiency while delivering strong
security assurances.

Table 4 Comparative Analysis of Computational Overhead Between the Proposed Authentication
Scheme and Contemporary Protocols (in ms)

Protocols Overall Computational Cost for entities in ms
Aghili et al. (2019b) (27+3m)Th +1Tbh = 176 ms where m = 10 is the number of sensors
Li et al. (2019) 22Th + 4Tmu + TE/D = 157.4 ms
Fotouhi et al. (2020) 32Th = 96 ms
Huang (2024) 48Th + 12Tmu = 396 ms
AEBAP 16Th + 4Tmu = 150 ms

Table 5 Communication Cost Comparison Between the Proposed Authentication Protocol and Recently
Published Schemes

Protocols Year Total Communication Overhead Between entities(in bits)
Aghili et al. (2019b) 2019 3456
Li et al. (2019) 2019 3328
Fotouhi et al. (2020) 2020 3200
Huang (2024) 2024 5644
AEBAP – 3200
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6 Conclusion
This study presents AEBAP, a secure and full fledged authentication protocol tai-
lored for IoT-based environments, with a specific focus on healthcare applications.
The protocol facilitates mutual authentication and secure key establishment among
three core entities: the user, the gateway, and the sensor node. By integrating elliptic
curve cryptography with efficient cryptographic hash functions, AEBAP ensures the
confidentiality, integrity, and authenticity of data exchanged across potentially inse-
cure wireless channels. The proposed scheme has been rigorously evaluated through
formal and automated security verification tools, including Scyther and ProVerif, to
validate its resistance against various attack vectors such as impersonation, replay,
session key disclosure, and desynchronization. Additionally, the protocol demonstrates
low computational and communication overhead, making it a practical candidate for
deployment in resource-constrained IoT infrastructures.

Despite its strong security guarantees and operational efficiency, future challenges
remain regarding integration with heterogeneous IoT platforms and large-scale deploy-
ment scenarios. Moreover, extending the scheme to support dynamic node registration,
trust management, and adaptive authentication remains an open area of research.
Future directions will explore the integration of AEBAP with emerging secu-
rity paradigms, including blockchain-based decentralized identity management and
AI-driven anomaly detection. Further empirical testing in diverse real-world IoT envi-
ronments—such as smart healthcare systems, industrial control networks, and smart
cities—will also be pursued to assess usability, scalability, and long-term resilience.
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