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Abstract. We improve differential-linear distinguishers and derive
key-recovery attacks on reduced-round versions of the PRFs Orthros,
Gleeok, ZIP-AES, ZIP-GIFT-64, and ZIP-GIFT-128. Relative to pre-
vious differential-linear analyses, we extend the reported coverage for
Orthros from 7 to 9 rounds and for Gleeok-128 from 4 to 5 rounds.
For Orthros and Gleeok-128, we obtain estimated correlation magni-
tudes 27%14% and 273171 respectively. We also obtain distinguishers for
6-round Gleeok-256, (3,3)-round ZIP-AES, (7,7)-round ZIP-GIFT-64,
and (10,10)-round ZIP-GIFT-128. For key recovery, we give a (3,3)-
round differential-linear attack on ZIP-AES requiring approximately
212242 chogen plaintexts and 2'%2-88 ZIP-AES evaluations. Our (10, 10)-
round ZIP-GIFT-128 attack has estimated data, time, and memory
complexities of 2% chosen plaintexts, 2''7 full PRF evaluations, and
225-01 hjts. We further obtain weak-key attacks on 9-round Orthros,
5-round Gleeok-128, and 6-round Gleeok-256, with key-space coverages
of 27287 273 and 27!, respectively. The Orthros key-recovery result
reaches one round beyond the previous DL key-recovery coverage. These
results use automated differential and linear trail search together with
existing round-based correlation estimation. We enforce the compatibil-
ity constraints between branches and select input-side extensions that
make their prescribed differences jointly reachable.

Keywords: Differential-linear cryptanalysis - Pseudorandom functions
- Sum of permutations - Key recovery.

1 Introduction

Pseudorandom functions (PRFs) are fundamental building blocks in symmetric
cryptography. A classical way to construct PRFs from pseudorandom permu-
tations (PRPs) is to combine permutation evaluations so that the result is no
longer invertible. Earlier PRP-to-PRF constructions, including the sum of per-
mutations and EDM/EDMD-type designs, established beyond-birthday-bound
security in suitable settings [6,22,10,23]. In the sum-of-permutations construc-
tion, the branches process a common input and their outputs are XORed. Parallel
branch evaluation makes this construction attractive for low-latency PRFs.
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Orthros [2] and Gleeok [1] instantiate this design with two and three branches,
respectively. The final XOR hides the individual branch outputs, so attacks must
exploit properties that remain observable in the full PRF. At ASTACRYPT 2024,
the ZIP framework derived low-latency PRFs from existing block ciphers [14]. If
E = Ej o Ey, the corresponding construction is ZIP-E(P) = E;(P) @ E, *(P).
Concrete instances include ZIP-AES and ZIP-GIFT. Nageler et al. [24] studied
their resistance to differential, linear, and integral cryptanalysis and gave key-
recovery attacks on reduced-round variants.

Table 1. Comparison of differential-linear distinguishers from this work and previous
studies. The reported value is the absolute correlation.

Target Rounds Value Ref.

6 2146 [20]

7 27424 16]
Orthros 7 974225 Gec 31

9 g—61.40 Sec. 3.1

4 2—2465 [9]
Gleeok-128 4 g-11.64 Sec. 3.3

5 93171 Sec. 3.3
Gleeok-256 6 96813 Sec. B
ZIP-AES (3,3) 26197 Sec. 4.1
ZIP-GIFT-64 (7,7) Q2772 Sec. C

ZIP-GIFT-128 (10,10) 275275 Sec. 4.2

This paper establishes a differential-linear comparison for these branch-function
PRFs, with improvements measured by round coverage, correlation, and com-
patible key-recovery extensions.

Differential-linear cryptanalysis combines a differential propagation over the
first part of a primitive with a linear approximation over the remaining part [19].
Compared with pure differential or pure linear cryptanalysis, it is often more
flexible: the attacker does not need to predict a full output difference, but only
a biased parity of the output difference under a linear mask. This is particu-
larly useful for branch constructions. Blondeau et al. [8] formalized the anal-
ysis of differential-linear correlations under an independence assumption. The
Differential-Linear Connectivity Table (DLCT) [4] accounts for dependencies
between the differential and linear parts. Subsequent methods include the Dif-
ferential Algebraic Transitional Form (DATF) [21], multi-round DLCT analy-
sis [15], and correlation estimation using truncated differentials [26].

Beyne [7] introduced a geometric approach to linear cryptanalysis. Within
this framework, Hu et al. [18] developed a mix-basis treatment of combined at-
tacks, including differential-linear cryptanalysis. More recently, the round-based
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method of Hu et al. [17] gives more accurate estimates of differential-linear cor-
relations by taking hull effects into account rather than relying only on a single
trail.

These techniques allow us to revisit the reduced-round security of the full
parallel-branch PRFs. Our objective is to extend the attacked rounds and obtain
concrete key-recovery results. We use existing automated differential and linear
trail search together with the round-based correlation estimates of Hu et al. [17].
The selected branch properties must correspond to a common external input
difference and a common output mask. For key recovery, the same plaintext pair
must also reach the prescribed internal differences through the guessed keyed
prefixes. We account for these conditions when selecting the distinguishers used
in the attacks.

Table 2. Comparison of our key-recovery attacks with previous key-recovery attacks.
Here I, L, D, T-D, DL denote integral, linear, differential, truncated-differential and
differential-linear attacks respectively. Memory is given in bits. Coverage denotes the
fraction of the full key space covered by an attack. The table highlights round coverage,
concrete complexities, and key-space coverage.

Target Attack Rounds Data Time Memory Coverage Ref.

D 6 2115 2120 229 274.55 [20]

T-D 7 275.06 2117.03 283407 275 [28]
Orthros DL 6 2% U074 1 (16]

DL 7 295 2106 229 2—4 55 [20]

DL 8 2112 2119458 2119 1 [16]

DL 8 2101.64 2117 22104 2—2.87 Sec. 32

DL 9 2117.96 2122498 221404 2—2.87 Sec. 3.2

I 7 2124 2133.6 1 [9]

I 7 2124 2132 2131 1 [9]
Gleeok-128 I 8 2128 2137 - 1 [9]

I 8 2128 2129 2135 1 [9]

DL 5 25877 9250 217 273 Sec. 3.4
Gleeok-256 DL 6 glds-12 - 9249 222 271 Sec. B

I (37 3) ~ 241 3 248 ~ 27 1 [24]

I (4,2) 2% 296 239 1 [24]
ZIP-AES L (3,2) 2T gl2sT  olY 1 [24]

D (3,2) 2*2 297 231 1 [24]

DL (3,3) gl2242  9l22.88  9l6 1 Sec. 4.1

ZIP-GIFT-128 DL (10,10) 2% 217 22501 Sec. 4.2
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Our results. We improve the differential-linear cryptanalysis of Orthros, Gleeok,
ZIP-AES, and ZIP-GIFT and obtain the following results.

The main improvements are measured within the differential-linear family: we

extend the reported DL round coverage for Orthros and Gleeok-128, and obtain
compatible full-PRF DL distinguishers for ZIP constructions with larger total
branch-round coverage than the corresponding DL results for the underlying
ciphers.

— New and extended differential-linear distinguishers for Orthros
and Gleeok. We obtain a 9-round Orthros differential-linear distinguisher
with estimated correlation magnitude 276140 extending the 7-round result
of Hadipour et al. [16] by two rounds. For Gleeok-128, we obtain a 5-round
distinguisher with estimated correlation magnitude 273171 extending the
4-round result of Chen et al. [9] by one round. We also obtain a 6-round
Gleeok-256 distinguisher with estimated correlation magnitude 276813, Ta-
ble 1 compares our results with the previous differential-linear distinguishers
of Li et al. [20], Hadipour et al. [16], and Chen et al. [9].
Differential-linear distinguishers for ZIP-AES and ZIP-GIFT. We
obtain full-PRF distinguishers for (3, 3)-round ZIP-AES, (7,7)-round ZIP-
GIFT-64, and (10,10)-round ZIP-GIFT-128. Their estimated correlation
magnitudes are 276197 272772 and 275275 respectively. Counting a ZIP
round pair (rg,rp) by the total length r; + r, of its two parallel branches,
these distinguishers cover 6, 14, and 20 branch rounds. For comparison, the
differential-linear distinguishers of Peng et al. [26] cover 5 rounds of AES,
and those of Wang et al. [29] cover 12 rounds of GIFT-64 and 17 rounds
of GIFT-128. These results show that differential-linear correlations survive
the final XOR when the branch input differences and output masks are com-
patible.

Key recovery on ZIP-AES and ZIP-GIFT-128. We obtain a differential-
linear key-recovery attack on (3, 3)-round ZIP-AES. The attack requires ap-
proximately 2!224% chosen plaintexts and 212288 full (3, 3)-round ZIP-AES
evaluations. Table 2 summarizes the round coverage and concrete complexi-
ties of the resulting key-recovery attacks. For (10, 10)-round ZIP-GIFT-128,
our attack has estimated data and time complexities of 2”3 chosen plaintexts
and 217 full PRF evaluations, with 22°° bits of memory. These attacks use
the input-side feasibility criterion of Florez-Gutiérrez et al. [14], restated as
Proposition 1. The distinguishers used for key recovery are selected to satisfy
the required input-side compatibility conditions.

Weak-key recovery on Orthros and Gleeok. We obtain key-recovery
attacks on 9-round Orthros, 5-round Gleeok-128, and 6-round Gleeok-256.
The attacks apply to key classes occupying fractions 27287, 273, and 27!
of their respective key spaces. In particular, the 9-round Orthros attack
requires approximately 2!17-% chosen plaintexts, 2'22-%% 9-round evaluations,
and 22194 bits of memory. It reaches one round beyond the 8-round attack of
Hadipour et al. [16]. Table 2 highlights our key-recovery attacks, their round
coverage, complexities, and key-space coverage. The additional ZIP-GIFT
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attacks in Appendices C and D combine a differential-linear forward branch
with a linear backward branch.

All results are summarized in Tables 1 and 2. All source code needed to reproduce
the results in this paper is available at https://anonymous.4open.science/r/
SoP-Attack-A702/.

Outline. The rest of this paper is organized as follows. Section 2 recalls the nec-
essary background on differential-linear cryptanalysis and the branch-function
constructions considered in this paper. Section 3 reports the corresponding re-
sults for Orthros and Gleeok. Section 4 applies the method to ZIP-AES and
ZIP-GIFT. Finally, Section 5 concludes the paper.

2 Preliminaries

2.1 Differential-Linear Cryptanalysis

Langford and Hellman [19] introduced differential-linear (DL) cryptanalysis by
combining a differential over Fy with a linear approximation over Fj, where
F = FyoF,. Let p denote the differential probability, ¢ the linear correlation, and
Cr the resulting DL correlation. Under the standard independence assumption,
Cr is approximated by Cp =~ pg?. When this assumption does not hold, the
estimate may deviate substantially from the actual DL correlation.

The Differential-Linear Connectivity Table (DLCT), introduced by Bar-On
et al. [4], captures such dependencies. They used the following sandwich decom-
position: F' = FjoF,,oFy. A differential trail through Fy and a linear trail through
F; determine the input difference and output mask, respectively, of F,. Here,
p and g denote the differential-trail probability through F,; and the linear-trail
correlation through Fj, respectively. Letting ¢, denote the DL correlation of the
middle part, the combined correlation is estimated as Cr = p ¢y, ¢>. When F,
consists of a single S-box layer, the DLCT directly provides the corresponding
DL correlation.

For multi-round middle components, Liu et al. [21] introduced the Differen-
tial Algebraic Transitional Form (DATF) to estimate DL biases. Hadipour et
al. [15] extended the DLCT framework to multiple rounds from a boomerang
perspective. More recently, Hu et al. [17] proposed a round-based approximation
of DL correlations within Beyne’s geometric framework [7].

Building on these results, we apply the sandwich decomposition to sum-of-
permutations (SoP) constructions and use the round-based approximation of
Hu et al. [17] to estimate the correlation of F,,. The differential trails determine
the input differences to the middle part, whereas the linear trails determine its
output masks.

2.2 Geometric Approach and Round-Based Approximation

We briefly review the round-based approximation of Hu et al. [17], which we
use throughout this paper to estimate the middle correlations of our DL dis-
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tinguishers. In Beyne’s geometric approach [7], a multiset is represented by its
correlation vector. For a nonempty finite multiset S over F7,

QV(8)[u] = I8~ D _(~1)" "

€S

In DL cryptanalysis, the correlation associated with an input difference A and
an output mask A can be viewed as a coordinate of the correlation vector ob-
tained from the input-pair multiset. Because exact propagation of this vector is
infeasible for large n, Hu et al. approximate it round by round while retaining
components associated with individual S-box positions.

In this representation, each coordinate is indexed by (vg, v1), where vy and vq
are the value mask and difference mask, respectively. We adopt the zero-value-
mask approximation and index each retained (0, v)-coordinate simply by v. Key
and constant XOR additions do not affect these coordinates and are therefore
omitted below.

Let the r-round middle part be F,, = S, 0oL, 108, 10---0L1057,5; =
||;;(1J si,j, The input difference and output mask of F},, are denoted by A and A,
respectively. Let w; denote the projection onto the j-th local component, and
let 7; denote the inclusion map that places a local mask in the j-th component
and sets all other components to zero.

For each S;, let 01[1] , and 'yim denote the local correlation vectors before
and after the S-box s; ;, respectively. The fixed input difference initializes these
vectors as U([)J] [v] = (—l)vaf(A)7 veTFy.

For an m-bit S-box s, its correlation matrix [11] is C*[v, u] = 27" LAT[u, v],
where the LAT entries are unnormalized Walsh sums. Under the zero-value-mask
approximation, the S-box update is

W= 3 (C%i,u))? o [ul.
uGF:j

The linear layer is handled through transpose mask propagation. Because L;
may mix different local components, the joint coordinate is approximated by the
product of its local coordinates:

t—1

o'l = [ [mn (L ()], 1<i<r
k=0

After the last S-box layer, the middle correlation is estimated as
t—1
em = [T [ (V)-
§=0

If F), includes a final linear layer L,, the same formula is applied with L\ in
place of .
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When A is sparse, the output differences of the first S-box layer can instead be

enumerated explicitly, as in [17]. Let p;(4’) denote the probability of A Ny
for a uniformly random input. For each feasible A’ initialize the local vector by
setting 'ygj ] [v] = (fl)vaJ(A'), and then apply the remaining updates, starting
with L; when r > 1. Denoting the resulting output estimate by c¢(A’, \), the
weighted middle-correlation estimate is

em = _p1(A)e(A)N).
Y

2.3 Structural DL Attacks on Sum-of-Permutations Constructions

The sum-of-permutations (SoP) construction was introduced by Bellare et al.
at EUROCRYPT 1998 [6]. It evaluates several keyed permutations on the same
input and XORs their outputs, as shown in Fig. 1. For an input « € F}, the
construction is defined by

N

F(z) = P Ek(x), N=2
b=1

Here, EY% : F% — F2 denotes the keyed permutation in the b-th branch, and K

is the master key from which the branch round keys are derived. Each branch

Eg( is invertible, whereas their XOR F is not necessarily a permutation.

The appeal of SoP constructions lies in their parallel structure. Because the
branches can be evaluated simultaneously, the critical path of a fully unrolled
implementation is determined by the longest branch followed by the final XOR,
rather than by the sum of all branch delays [2,1]. This property makes the
paradigm suitable for latency-sensitive applications, such as memory encryption
and pointer authentication. From a provable-security perspective, sums of in-
dependent random permutations can also achieve security beyond the birthday
bound [22,5,25,13,12].

When the sandwich decomposition is applied to an SoP construction, the
compatibility constraints depend on whether a single branch or the complete
PRF is analyzed. A single branch can be analyzed without cross-branch con-
straints. For the complete PRF, however, all branches must share the same
external input difference and a common output mask. Our search uses the same
round partition in every branch, while allowing the internal differences and masks
to vary across branches. Under the standard assumption that the branch contri-
butions are statistically independent [14], the correlation of the complete PRF
is estimated as the product of the branch correlations.

The final XOR prevents direct access to the individual branch outputs. We
therefore consider input-side key-recovery extensions. Let P denote the added
prefix in the b-th branch, and let AZ denote the required difference at the input of
the corresponding branch distinguisher. For a given guess of the prefix subkeys,
a queried pair (z,z @ A) is useful only if

PY(x) @ Po(z @ A) = AY, 1<b<N.
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Plaintext P

Key K ¥ nbits  Key K
k bits l l k bits
Y Y
Branch 1 o Branch N
]

+ n bits

Ciphertext C'

Fig.1. An N-branch sum-of-permutations construction.

Thus, the required internal difference in every branch must be reachable from
the same external difference A under the guessed prefix subkeys. The internal
differences AS may vary across branches, whereas the output mask must be
common to all branches because it is applied after the final XOR.

Success probability. Following the normal approximation of Blondeau et al. 8],
the success probability of a DL key-recovery attack with correlation Cpy, is es-
timated as

Ps = ¢(\/N|CDL| —o7H(1 - 2—@)) ; 1)

where @ is the cumulative distribution function of the standard normal distri-
bution, N is the number of chosen plaintext pairs, and a is the advantage of
the attack as defined by Selcuk [27]. Here |Cpr| = 2|pai — 3|, where pq is the
probability of the DL relation.

3 Differential-Linear Cryptanalysis of Orthros and
Gleeok

This section first recalls the specifications of Orthros [2] and Gleeok [1], both of
which are dedicated SoP constructions. We then apply the sandwich decompo-
sition introduced in Section 2 to construct differential-linear distinguishers for
these two primitives and extend the distinguishers to key-recovery attacks.

Specification of Orthros. Orthros is a 128-bit pseudorandom function with
a 128-bit master key. It follows the sum-of-permutations paradigm and consists
of two parallel 128-bit keyed permutations, denoted by E}< and Ei( Given a
plaintext P € F}2®, the two branches process the same input independently, and
their outputs are XORed to produce

Orthrosg (P) = Ex (P) ® E%(P).
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Each branch is a 12-round SPN-based keyed permutation operating on a 128-bit
state represented by 32 nibbles. The two branches share the same 4-bit S-box and
matrix multiplication layer but use different permutation layers, round constants,
and key schedules. From the common master key K, the bit-permutation-based
key scheduling functions KSF; and KSF, generate the whitening key RK$ and
the round keys RK®, 1 < r < 12, for Branch b € {1,2}. The corresponding
whitening key is XORed with each branch state before the first round.

We index the rounds from 0 to 11. In rounds 0 to 3, each round consists of an
S-box layer, the branch-dependent bit permutation Pgr or P,fr, the matrix mul-
tiplication layer M, round-key addition, and round-constant addition. In rounds
4 to 10, the bit permutation is replaced by the branch-dependent nibble permu-
tation P} or P2, while the other operations remain unchanged. More precisely,

n?
the non-final round transformations are

Rb

™

ACl, 0AK, oMo Pl oS, 0<r<3,
ACl,  0AK!, oM oPloS, 4<r<10.

Here, b € {1,2} denotes the branch index. Since RK{ is the whitening key,
zero-based round r uses RK,’?+1 and RC}ZH. In the final round r = 11, the

permutation and matrix multiplication layers are omitted, leaving only the S-
box layer followed by the additions of RK?Y, and RC?,.

Specification of Gleeok. Gleeok is a family of pseudorandom functions built
from three parallel SPN-based keyed permutations. It has two variants, Gleeok-
128 and Gleeok-256, with block sizes of 128 and 256 bits, respectively, and both
variants use a 256-bit master key. We first describe the Gleeok-128 variant. Given
an input P € F1?®, three keyed permutations, denoted by G}{, G%(, and G:;{,
process the same input independently, and their outputs are XORed as

Glecokg (P) = Gk (P) @ G%(P) ® G%(P).

Each branch of Gleeok-128 is a 12-round SPN-based keyed permutation oper-
ating on a 128-bit state. The three branches share the same high-level round
structure but use branch-dependent nonlinear layers, linear layers, round con-
stants, and key schedules. The 256-bit master key K is loaded differently in the
three branches and processed by three permutation-based key scheduling func-
tions to generate the corresponding whitening and round keys. The whitening
key is XORed with each branch state before the first round.

In Branches 1 and 2, the nonlinear layer applies the 3-bit S-box S3 and the
5-bit S-box S5 alternately, so that each consecutive 8-bit group is processed
by S3 || S5. Branch 3 instead applies 32 parallel copies of the 4-bit S-box Sj.
We denote the nonlinear layer of Branch b by S?, where S' = S? denotes the
alternating S3 || S5 structure and S® consists of parallel applications of Sj.

The linear layer of each branch consists of a three-input XOR layer 6° followed
by a bit permutation 7°. For an input » € F1?%, the output of #° is defined
by (6°(x))i = @i © Ty © T4, where b € {1,2,3} and all indices are
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taken modulo 128. The subsequent bit permutation is defined by (7°(z));
Tpbi mod 128, Where pt =p? =117, p = 11.

We again use zero-based round indices. For the non-final rounds 0 to 10, the

round transformation of Branch b is

RIT):ACiHOAKfHowboebOSb, 0 <r <10,
where AK®? 41 and AC? 41 denote the additions of RK?,; and RC?,,, respec-
tively. The linear layer is omitted in the final round » = 11, whose transformation
is Ry, = ACY, 0 AKY, 0S°.

Gleeok-256 retains the same three-branch, 12-round SoP structure but oper-
ates on a 256-bit state. Accordingly, Branches 1 and 2 apply 32 parallel S5 || S5
groups, whereas Branch 3 applies 64 parallel copies of S4. The branch-dependent
linear layers and key schedules are defined over the 256-bit state. Branches 1
and 3 process P @ RK{ directly, whereas Branch 2 first applies the initialization
bit permutation ;s to the plaintext and then XORs the whitening key, so its
first-round input is mipni (P) ® RKZ.

3.1 DL Distinguishers for Orthros

We first search the two branches of Orthros independently and then impose the
SoP compatibility constraints to obtain a distinguisher for the full Orthros PRF.

For a non-final round 7 of branch b € {1,2}, let P’ denote the correspond-
ing permutation. Then the linear layer LY can be denoted by M o P’. Let v
be an output mask of this layer. The corresponding input mask u is obtained
by backward propagation as v = (L%)Tv = (P?)"TMTv = (P?)~'Muv, where
(P))T = (P’)™* and MT = M. This relation provides the local S-box masks
used in the round-based evaluation. Using this propagation rule, we obtain the
branch-level distinguishers summarized in Table 3, where rq, 7, and r; spec-
ify the round decomposition and C’%L = pecy 2 is the estimated correlation of
Branch b.

Table 3. The best branch-level differential-linear distinguishers for Orthros. Here,
Td,"m, 71 denote the rounds of differential, middle and linear parts, respectively. p and
g denote the probability and correlation of differential and linear trails while |cp|
denotes the correlation of middle part.

Target Rounds rq rm m P |cm] ] |C]bDL |
Branch 1 10 4 4 2 27 97667 gmd 9=89.6T

10 4 4 9 922 9937 o4 9-39.37
Branch 2 11 4 5 9 9722 9-3378 o—4 9—63.78

We next search for distinguishers of the full Orthros PRF while directly en-
forcing the SoP compatibility constraints described in Section 2.3. We found a
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7-round distinguisher with correlation 274225 which is close to that of the pre-
viously best 7-round distinguisher [16], whose correlation is 274244, It consists
of a two-round differential prefix with probability p = 272! and a five-round
middle part with estimated correlation ¢, = 272!'2%, yielding an overall corre-
lation of 274225, Let {i,x} denote that the difference or mask of the i-th S-box
is x. The input difference is {{6,0x£f}, {24,0x1}} and the middle difference is
{{28,0x8}, {30,0x8}} and {{20,0x2}, {17,0x2}} respectively. The output mask
is {5, 0xa}. The consistency with the previous result provides further support for
the validity of our search method. The best result is a 9-round differential-linear
distinguisher consisting of three differential rounds, five middle rounds, and one
linear round. Its correlation is estimated as |Cpp,| ~ 2735 . 271440 . (2-6)2 —
276140 "and the propagation is shown in Appendix A.1.

3.2 DL Key Recovery Attacks on Orthros

Since the linear layer of Orthros provides strong diffusion, prepending two or
more rounds would involve too many first-round key bits and would lead to time
complexity exceeding exhaustive search. The details are shown in Appendix A.3.
Consequently, we prepend only one key-recovery round. Since the distinguisher
found in Section 3.1 cannot reach the same input difference after one round
of inverse key recovery extension, we therefore perform a new search in which
the first round is reserved for key recovery and the common plaintext-boundary
difference is imposed explicitly.

For an r4-round differential prefix, the probability p is evaluated only over
the last (rq — 1) rounds. The first round is reserved for key recovery, where the
guessed key bits are used to identify plaintext pairs that produce the prescribed
S-box output difference.

Characteristic. The search yields an 8-round DL distinguisher with estimated
correlation |Cpr| ~ 275359, The required input differences of the two branch
distinguishers are

Aé = 0000 0000 0000 0044 0000 0000 0000 0000,
Ag = 0000 0000 2200 0000 0000 0000 0000 0000.

Propagating these differences backward through the linear layers of the added
round gives the required S-box output differences

A(lmt = 0000 0000 0000 0000 0000 0000 0004 0400,
Aiut = 0000 0000 0000 0000 0000 0000 0008 0100.

For suitable whitening-key guesses, the corresponding S-box transitions can be
induced by the same plaintext pair in both branches. The common output mask
is

Aout = 0000 0000 ccOc 0000 0000 0000 0000 0000.
Key-recovery procedure. Prepending the reserved round gives a 9-round

differential-linear key-recovery attack on Orthros, as shown in Fig. 2. The attack
proceeds as follows.
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Distinguisher

Fig. 2. Differential-linear key-recovery attack on 9-round Orthros.

. Let A be the set of active plaintext bits involved in the prepended key-

recovery round, where |A] = N,. Form a plaintext structure by fixing all
bits outside A and enumerating all 2V« values on A. For each P in the
structure, query the oracle and store C' = Orthrosg (P), indexed by P, in a
lookup table V.

. Guess the involved whitening-key bits RK] of Branch 1. For each active S-

1

box position 4, enforce the prescribed output difference A;

by computing

Xi[i) = S(Pli) ® RKgli]),  (X1ld])" = Xu[i] @ Agyldl,
and deriving P'[i] = S~1((X1[i])") ® RK}[i]. The resulting pair (P, P’) sat-
isfies the required S-box output-difference condition in Branch 1.
The whitening keys of both branches are derived from the same 128-bit
master key. Hence, once the Branch 1 guess is fixed, N, master-key bits
also determine part of the involved Branch 2 key material. Enumerate only
the remaining independent Branch 2 bits. For each candidate, test whether
the same plaintext pair also induces the prescribed first-round S-box output
difference in Branch 2:

S(Plj] @ RKJ[j]) @ S(P'[j] ® RKJ[j]) = A% lil-
A candidate is discarded as soon as the condition fails for one active S-box
position.
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4. For every surviving candidate, retrieve C' = Ex (P’) from the structure ta-
ble. Let k denote the corresponding IV involved master-key bits. The counter
Ty [k] records the number of valid pairs associated with &, while Vj [k] records
the number of such pairs satisfying Aoyt - C @ Aous - C' = 0.

5. For each guess k with Ti[k] > 0, if Vi[k]/Tk[k] — 1/2 > 0, accept k as a
candidate, where 6}, is chosen according to the number T[k] of pairs used
for this guess.

6. For each retained candidate, verify each full key against two additional
plaintext—output pairs and recover the remaining (128 — NV;) master-key bits
by exhaustive search.

Complexity analysis. For this attack, N, = 8, N, = 3 and N; = 13 and the
expected correlation of the differential-linear distinguisher is |Cpy,| /2 275359,

Each plaintext structure contains 2V« chosen plaintexts and therefore gives
approximately 22N+ ~1 unordered plaintext pairs. For a fixed guess of the involved
Branch 1 whitening-key bits, the prescribed S-box output difference in Branch 1
keeps a fraction 27 Ne of these pairs, or equivalently gives 2V« ordered Branch 1-
compatible pairs.

Furthermore, as pointed out by Flérez-Gutiérrez et al. [14], Orthros exhibits
a weak-key phenomenon in differential-style key-recovery attacks, and the same
phenomenon occurs here. The relevant weak-key class occupies a fraction 27287
of the key space, as shown in Appendix A.2. For an 8-bit active input space, a
full structure contains four ordered pairs, or two unordered pairs, satisfying the
required S-box output differences in both branches in the least favorable valid
case. We use this case for the complexity estimate below.

Using Eq. (1), we set a = 8 to balance statistical processing and exhaustive
search. Taking N =~ 21109 gives Pg ~ 85.23%. Hence, m = 20996 and D =
m28 + 2 a2 211796 chosen plaintexts.

The exhaustive-search cost is 2!22~%. Counting one S-box layer as half a
round, the time complexity is T = 2'3 . (m28) - ;55 - 15 + 2!%872 ~ 212298
9-round Orthros evaluations. Storing two arrays of 128-bit counters and one
plaintext—output structure requires M = 2 - 128 - 213 4 256 - 28 ~ 22104 bits of
memory.

For the 8-round attack, the same first-round conditions and a 7-round correla-
tion of 27452 are used. Since at most four local key guesses are indistinguishable,
at most 11 of the 13 involved key bits can be recovered in the least favorable case.
We therefore set a = 11. Taking N ~ 29464 gives Pg ~ 85.31%. The data, time,
and memory complexities are approximately 2'°1:64 chosen plaintexts, 217 8-
round Orthros evaluations, and 22194 bits, respectively, with the same weak-key
fraction 272-87,

3.3 DL Distinguishers for Gleeok-128

We focus on Gleeok-128 here and present the analysis of Gleeok-256 in Ap-
pendix B. As for Orthros, we first analyze the branches independently and then
impose the SoP compatibility constraints for the full PRF.
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For Branches 1 and 2, each S3 || S5 pair is treated as an 8-bit local S-box
S35 ]Fg — Fg, 835({,63 || 1‘5) = 53(1‘3) || 55(1‘5),

where z3 € F3 and x5 € F3. Hence, the state is divided into 16 local 8-bit
components. Branch 3 is evaluated using its 32 native 4-bit Sy components when
analyzed independently. For the full-PRF search, each pair of adjacent Sy boxes
is grouped into an 8-bit local S-box

Sy FS — T3, Ssa(zo || 21) = Sa(wo) || Sa(z1),

where xg, 21 € F3. This grouping aligns the local decomposition across the three
branches without changing the round function.

For Branch b € {1,2,3}, let L® = 706" denote its linear layer. The backward
propagation of an output mask v is u = (L®) Tv = (6°) T (x)~1v. Using the shift
indices defined above, the transposed XOR layer is ((6°)Tv), = V;_gp DU B
Vi - All bit indices are taken modulo 128. Thus, backward mask propagation
applies (7°)~! followed by (6°)T.

Using these models, we obtain 7-round DL distinguishers for Branches 1
and 2. Branch 3 admits a 12-round DL distinguisher with estimated correlation
|C31| & 27%583. This result is consistent with Chen et al. [9], who identified an
error in the original mask propagation through 63.

In Branches 1 and 2, S and S denote the 3-bit and 5-bit S-boxes of byte
i, respectively. In Branch 3, S% and SZ”I act on the high and low nibbles
of byte i. After imposing the SoP compatibility constraints, we find a 4-round
distinguisher consisting entirely of the middle part, with correlation 271164, Tts
input difference is active only at SY, with difference 0x08, while the output mask
is active only at S, with mask 0x04. All unspecified S-box differences and masks
are zero. This improves upon the previously best 4-round distinguisher [9], whose
correlation is 272455, The best full-PRF result is a 5-round DL distinguisher with

round decomposition (rq,rm,7r) = (1,4,0), and estimated correlation |Cpy,| =~
2731‘71'

3.4 DL Key-Recovery Attack on Gleeok

We prepend one round to the 4-round DL distinguisher of Gleeok-128 to obtain a
5-round key-recovery attack. Since all three branches process the same plaintext,
the added round must map a common external difference to the three prescribed
internal differences. For the characteristic considered below, this requirement
imposes linear conditions on the master key and restricts the attack to a weak-
key class covering 273 of the key space. The resulting attack is illustrated in
Fig. 3.

Characteristic. The four-round DL distinguisher has estimated correlation
|Cpr| = 272571,
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PP

Fig. 3. One-round extension of the four-round DL distinguisher of Gleeok-128. The
additions of RK? and RC? are absorbed into the distinguisher input.

The input differences of the 4-round distinguisher are

Al ASY =o0x2, ASS = 0x1, AS? = 0x01,
A% ASY =o0x1, AS? = 0x01, AS3® = 0x2,
A3 AST =o0x1, AS;? = 0x1, AST® = ox1.
To determine the differential transitions required in the prepended round, we

propagate these differences backward through the branch-dependent linear layers
Ly = m 0 0. This gives

Al ASY = 0x2, A2 ASY = 0x2, A3 0 ASY = 0x8,

out out - out -

b )=Abforbe{1,2,3}.
The three branch distinguishers use the same output mask, Aoyt = {{13, 0xa0}},
which means the mask of the 13-th byte is 0xa0.

where all unlisted S-box differences are zero and Ly (A?

‘Weak-key characterization. Let K be the master key and RK, 8 the whitening
key of Branch b, where b € {1,2,3}. The first S-box layer of Branch b takes
P @ RK} as input. We consider plaintext pairs (P, P') with the common input
difference

Ap =P & P’ =e0000000 00000000 00000000 00000000.
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This induces the transitions 0x7 — 0x2 in the active S5 of Branches 1 and 2 and
Oxe — 0x8 in the active Sy of Branch 3. Let x3 and x4 denote the corresponding
admissible input sets, then we obtain

X3 = {x | S3(z) ® S5(z ® 0x7) = 0x2} = {0x2, 0x5},
X4 = {x | S4(z) ® Sy(x ® 0xe) = 0x8} = {0x3, 0x4, Oxa, 0xd}.

For the same plaintext pair to satisfy the transitions in Branches 1 and 2, the
active whitening-key slices must satisfy

RK) & RK§ € x3 ® x3 = {0x0, 0x7}.

Thus, for each of the 22 possible values of RK}, two of the 23 values of RK?
are compatible. To impose the Branch 3 condition, we extend RK} to four
bits by defining R7K(1) = RK} || 0. Compatibility with the active S; requires
R7K(1) ® RK{ € {0x0,0x1,0x6,0x7,0x8, 0x9, Oxe, 0xf }. Hence, eight of the 2%
values of RK{ are compatible with each RK{. Since the three slices contain
distinct master-key bits, the fraction of keys satisfying all three branch conditions
is1-Z% 5 =273

Key-recovery procedure. Among the 2'© local key guesses, 27 satisfy the
three-branch compatibility conditions. For each of the eight possible plaintext
pairs, 2 - 2 -4 = 16 compatible guesses select that pair and obtain identical
counters, and the other guesses yield no valid pair. The threshold test therefore
retains or rejects an entire compatible class.

Let A = {0,1,2,3} be the active plaintext-bit set, and let k& denote a guess
of the Ny = 10 involved master-key bits. Here, RK{(k) denotes the guessed
whitening-key bits entering the active S-box of Branch b. The concrete key re-
covery procedure is shown in Algorithm 1.

Complexity analysis. Each structure contains 16 plaintexts and supplies ex-
actly one pair for each compatible class, so N = m for the correct weak-key class.
Since each score represents 2* indistinguishable guesses, we set a = 10 — 4 = 6.
With |Cpr| = 272%™, Eq. (1) gives N = m ~ 2477, This gives Ps ~ 85.07%.
Including three additional plaintexts for verification, the data complexity is
D = 16m + 3 ~ 2°%77 chosen plaintexts.

For each structure, the filtering stage tests eight unordered pairs under all 21°
local key guesses. This requires 8m - 2'0 ~ 26777 Jocal tests. Each test requires
only the three active S-box computations.

For each retained equivalence class, the 2* local guesses must be combined
with all 2246 values of the remaining master-key bits. Thus, the final exhaustive-
search term is 2% - 2246 = 2250 fyll-key trials. This term dominates the previous
stages, so the time complexity is approximately T =~ 22°0 5-round Gleeok-128
evaluations. The memory complexity is approximately 2'7 bits, dominated by
two arrays of 2'0 64-bit counters. The success probability and complexities are
conditioned on the weak-key class, whose coverage is 273.
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Algorithm 1: Key recovery on 5-round Gleeok-128

Input: Encryption oracle Ex; number of structures m; target advantage a;
plaintext difference Ap; target output differences A%, of the first
S-box layer in each branch, b € {1,2,3}; output mask Aout
Output: The verified master key, or failure
1 Initialize T[k] = V[k] = 0 for all k£ € {0, 1}";
Query three distinct verification plaintexts and store the resulting
plaintext—output pairs in Dyer;
3 for j =1 tom do
4 Generate P; by varying A and fixing the other bits uniformly;
5 Store L;[P] + Ex(P) for every P € Pj;
6
7
8

N

foreach unordered pair {P, P’} C P; satisfying P ® P’ = Ap do
foreach k € {0,1}™* do
if the active S-box transition under RK§(k) has output
difference A%, for every b € {1,2,3} then
9 Tlk] < Tkl +1;
L if Aout - (L;[P] @ L;[P']) =0 then V[k] «+ V[k]+1;

11 R+ {k : T[k] > 0, 2@(% — %) >o7 (1 - 2‘“)};

12 foreach k € R and z € {0,1}*°*~™ do

13 Form K by assigning k to the involved master-key positions and z to
the remaining positions;

14 if E5(P) = C for every (P,C) € Dyer then return K ;

15 return failure;

4 Differential-Linear Cryptanalysis of ZIP Ciphers

The ZIP construction [14] is a two-branch sum-of-permutations construction for
deriving low-latency pseudorandom functions from iterative block ciphers. Let
E = Eyo Ef be an n-bit block cipher, where E; and E} contain almost the same
number of rounds. For P € F3, ZIP-E is defined as

ZIP-E,, ,,(P) = E4(P) & E; '(P),

where ry and r, denote the number of rounds in the forward and backward
branches, respectively. Both branches are keyed permutations, whereas their
XOR need not be a permutation and is instead used as a PRF.

The use of the inverse permutation in the second branch is the main design
principle of ZIP. As shown in [14], differential and linear trails of a sum P @
Q@ are closely related to those of sequential compositions involving P, @, and
their inverses. By choosing the two branches from the forward- and inverse-
round families of the same block cipher, ZIP can therefore inherit much of the
existing cryptanalytic knowledge of the underlying cipher. Meanwhile, the two
branches are evaluated in parallel, yielding a latency of roughly half that of the
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corresponding sequential block cipher. The concrete instances considered here
are ZIP-AES and the two GIFT-based variants ZIP-GIFT-64 and ZIP-GIFT-
128.

Specification of ZIP-AES. ZIP-AES [14] is the AES-based instance of the ZIP
construction. It is instantiated from AES-128 and operates on 128-bit inputs
with a 128-bit master key. The full construction consists of two parallel five-
round branches and is defined as

ZIP-AES; 5(P) = AES;(P) @ AES; '(P).

More generally, the round-reduced variant ZIP-AES,., ;, is obtained by applying
ry forward AES rounds in the first branch and 7, inverse AES rounds in the
second branch.

The forward branch uses the AES round function Rags = MC o SR o SB,
followed by round-key addition. Unlike standard AES, the MixColumns opera-
tion is retained in the last round of the forward branch. The backward branch
applies the corresponding inverse round function RKES =SB 'oSR'oMC™!,
and similarly retains the initial MC ™' operation.

Let kg = k,k1,...,k10 be the round keys generated by the AES-128 key
schedule. The forward branch is instantiated with kg, k1, ..., ks, whereas the
backward branch uses kg, k7, . . ., k1o, 0128,

Specifications of ZIP-GIFT-128 and ZIP-GIFT-64. ZIP-GIFT-128 [24,3] is
the main GIFT-based instance considered in this paper. It is instantiated from
GIFT-128 and operates on 128-bit inputs with a 128-bit master key. GIFT-128
consists of 40 rounds. It is decomposed as GIFT-128 = Ej o Ey, where E; and
E} denote the forward and backward 20 rounds, respectively. Accordingly, the
full ZIP-GIFT-128 construction is defined as

ZIP-GIFT-12820 20( P) = GIFT-1285(P) @ GIFT-128,; (P).

ZIP-GIFT-64 is defined analogously from the 28-round GIFT-64 cipher. It
operates on 64-bit inputs with a 128-bit master key, and its full construction
consists of two 14-round branches, i.e., ZIP-GIFT-6414,14(P) = GIFT-6414(P) &
GIFT-647, (P). In both variants, a forward round applies SubCells and PermBits
before adding the round key, while the backward branch applies the inverse
operations. The corresponding GIFT key schedules run in opposite directions,
and neither variant uses pre-whitening. Following Nageler et al. [24], we use an
equivalent-key representation to simplify the differential and linear propagation.

4.1 DL Key-Recovery Attack on ZIP-AES

We apply the differential-linear sandwich method from Section 2.1 to ZIP-AES.
Under the compatibility constraints, we obtain a (3, 3)-round DL distinguisher
with

Aj = 0x00ca0000 00000000 00000000 00000000,

Aout = 0x00000000 00000000 00000000 00880000.
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The correlations of the forward and backward branches are |C| = 273161 and
|Cp| = 273936 respectively. Hence, the correlation of the resulting ZIP-AES
distinguisher is |Cpy| = |CC| = 276197,

Proposition 1 [14]. Let F = (Pyo P1) @ (Q20Q1). Consider a DL key-recovery
attack with input differences ép and dg for Py and Q2, respectively, and common
output mask «. After guessing the required key material of Py and Q1, the attack
can work only if

(Autp2((sp,a) . Athz(dQ,a))J < 2" 'PI“Ob((Sp ﬂ) 5Q)

Let p denote the probability of the differential propagation through the prepended
round and Cpy, the correlation of the remaining DL distinguisher. For ZIP-AES,
Proposition 1 gives the criterion p |Cpyp|? > 27128.

Following this criterion, our search finds a (2, 3)-round DL distinguisher that
can be extended by prepending one AES round to the forward branch. The result-
ing attack covers (3,3) rounds. The active input-byte difference is 4;,, = 0x5b,
and the distinguisher has correlation |Cpr| = 275542, In the prepended round,
the transition from the input difference 0x5b to the S-box output difference 0xd9
holds with probability p = 277. Figure 4 illustrates the resulting attack.

Key Recovery Forward Branch
Ko 70 , 24.42 Ks
> ' sB MC 2o [ H o
® d9 @
l [ SR l—| @ 2r DL distinguisher

|Cy 5—31.00

- ®
] 3r DL distinguisher 3

Backward Branch

P e
]

Fig. 4. Differential-linear key-recovery attack on ZIP-AES.

The external input difference 4;, is applied to both branches. In the forward
branch, it first propagates through the prepended round and then enters the two-
round forward part of the DL distinguisher. In the backward branch, it directly
enters the three-round backward part. The common output mask Aoy is applied
after the final XOR.

Key-recovery procedure. The attack targets the first-round key byte Ko[1].
The procedure is as follows.
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1. Select 2'2142 plaintexts P. For each P, form P’ = P @ A;y,. Query the
encryption oracle to obtain the corresponding output pair (C,C").

2. The S-box transition 0x5b — 0xd9 is realized by the two pre-S-box values
0x17 and Ox4c. Therefore, each plaintext pair suggests the two candidates
P[1] ® 0x17 and P[1] & 0x4c for Ky[1].

3. For each suggested candidate k, increase Ty by one. If the corresponding
output pair satisfies (Aout, C @ C') = 0, increase Vi by one as well.

4. For each candidate k with T}, > 0, retain &k in R if Vi /Ty — 1/2 > 0, where
0 is determined by T}, and the target advantage a.

5. For every k € R, exhaustively search the remaining 120 master-key bits
and verify each resulting full-key candidate using three additional plaintext—
output pairs.

Complexity analysis. The candidates Ky[l] and Kj[1] @ 0x5b obtain iden-
tical counters. Therefore, the statistical phase can recover at most seven in-
dependent bits of Ky[l], and we set a = 7. For a target success probability
Ps = 85.07%, Eq. (1) gives the required number of useful pairs as approxi-
mately ~ 211442, Since only a fraction p = 277 of the external pairs realizes
the required transition in the prepended round, the number of external pairs is
N = p~1. 211442 x5 912142 Tpcluding the three plaintexts used for final verifica-
tion, the data complexity is D = 2N + 3 ~ 212242 chosen plaintexts.

An advantage of a = 7 leaves 2128=7 = 2121 master-key candidates for the
final exhaustive search. The counter updates require only constant work per
processed pair and are dominated by data collection. Hence, the total time com-
plexity is T = D + 212! x5 2122:88 7]P_ARES evaluations.

The two counter arrays T and V each contain 2% entries. Using 128-bit coun-
ters, their total memory requirement is 2 - 28 - 128 = 216 bits.

4.2 DL Key-Recovery Attack on ZIP-GIFT-128

Our search first yields a stand-alone (10, 10)-round DL distinguisher for ZIP-
GIFT-128 with 74 = 3, r,, = 7, and correlation |Cpr| = 275275, Its input
difference and output mask are

A?n = 0x0020 0000 0010 0000 0000 0000 0000 0000,
/\f)lut = 0x0000 0000 0000 0000 0000 0000 1000 0000.

For key recovery, we use an (8,8)-round DL core and prepend two differential
rounds to each branch, resulting in an attack on (10, 10)-round ZIP-GIFT-128.

Notation. Let P, P’ be two 128-bit plaintexts and K the 128-bit master key.
For a state X, let X[i] denote bit ¢ and X[a..b] the value formed by bits a, ..., b,
with X[a] as the least significant bit. Thus, nibble j is X[4j..45 + 3].

Let S be the GIFT S-box, S~! its inverse, and let L be the GIFT-128 bit
permutation. We index the first forward and backward rounds by 0 and —1,
respectively, and denote the 128-bit round key of round r by RK,.
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Both branches start from Xy = P. In the forward branch, X;, Y;, and EY; de-
note the round input, the S-box output, and the linear-layer output, respectively.
Since GIFT-128 has no pre-whitening, the first two rounds are

Xo 5 v, L By, B8R, xSy, & By, 28K x,
In the backward branch, X _;; is the input of round —i, EX_;; is the inverse-
linear-layer output, and Y_; is the state after adding the equivalent round key.
The first two rounds are

—1 —1 —1 -1
X, L EX, ORK 3 Y., S X, L EX_, ORK _» Y., S X,

Characteristic. Let A;, = P ® P’ be the common plaintext difference, and
let Ag = AX; and A} = AX_5 be the input differences of the forward and
backward eight-round DL distinguishers. Our search gives

Aj, = 0000 0000 0000 0000 0000 0202 0000 0000,
Ag = 0000 0000 0100 0100 0000 0000 0000 0000,
AZ = 0000 0000 0000 0000 0000 0000 0000 0120.

Table 4 gives the two-round differential characteristics from 4;, to Ag and AZ.
Both eight-round DL distinguishers use the output mask

Aout = 0000 0000 0000 0000 0020 0000 0000 0000,

where nibble 13 is 2 and all other nibbles are zero. The round-based method
gives |Cf| ~ 271856 and |C)| &~ 272083, Under the branch-independence approx-
imation, the joint correlation is |Cpr| = |C¢Cy| ~2 273939,

The two prepended differential characteristics have joint probability p =
2719 Then we obtain p|Cpr|?> = 27|Cpr|? ~ 279777 > 27128, Thus, the
necessary data-availability condition is satisfied under the correlation model.

Plaintext structures. The structures vary the plaintext positions needed to
test both prefix characteristics. In the forward branch, round 0 activates Sg and
S10. After L, the active inputs of Sig and Sy in round 1 also depend on the
outputs of Sg and Sy1. The forward characteristic therefore involves the four
plaintext nibbles P[32..35], P[36..39], P[40..43], and P[44..47]. We set A; =
{32,33,...,47}.

In the backward branch, the first inverse round involves S; L Sg L Sfﬁl,
and 52741. Through the inverse linear layer L™!, their input bits come from the
plaintext positions

A, ={0,33,66,99, 8,41,74,107,16,49,82,115, 24,57,90,123}.

Since Ay N A, = {33,41}, the complete set of variable positions is A = Ay U Ay,
namely

{32,33,...,47} U {0,8,16, 24,49, 57, 66, 74,82, 90,99, 107, 115, 123}.
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Table 4. (2,2)-round key-recovery characteristics of ZIP-GIFT-128 with joint proba-
bility 271°.

Branch State Difference

Forward AXg 00000000000000000000020200000000
AYy 00000000000000000000020a00000000
AX, 00000a00000000000000020000000000
AY; 00000100000000000000010000000000
AXo 00000000010001000000000000000000

Backward AXo 00000000000000000000020200000000
AEXo 00000000000000000000000200000002
AX_; 00000000000000000000000c00000006
AEX_;, 00000000000000000000000000000c60
AX_5 00000000000000000000000000000120

For o, 3 € F4, define the input solution sets XDDT! . = {z € F4 : S(z) &

a—f
S(x @ o) = B}, and XDDTI(;_),@ ={zelF}:5 (2)d Sz da) =24}

In the first forward round, Sg and Si¢p must realize the transition 2 — a.
Since XDDTJ ., = {9,b}, we restrict P[32..35], P[40..43] € {9,b}.

In the second forward round, S1g and Ss¢ must realize the transition a — 1,
for which XDDT! ,, = {3,5,9,f}. Equivalently, # belongs to this set if and
only if z[0] = 1 and x[1] ® z[2] & z[3] = 1. The inputs of these two S-boxes
are X1[40..43] and X;[104..107]. From the linear layer and the round-key injec-
tion positions, we have X;[40] = Yy[44], X1[104] = Y;[36]. We therefore impose
Y5[36] = Yp[44] = 1.; the remaining parity conditions are tested under each key
guess.

In the first backward round, S, L and Sg ! must realize the transitions 2 —
6 and 2 — c, respectively. The corresponding solution sets are XDDT5 ,, =
{1,3,4,6}, and XDDTZ_>C = {c,d, e, £}. The relevant high bits are unaffected
by the equivalent round-key addition, so we impose P[99] = Y_;[3] = 0, P[107] =
Y_1[35] = 1.

Under these restrictions, the 14 plaintext bits at positions {0, 8,16, 24, 33, 41,
49,57,66,74,82,90,115,123} are chosen independently. Bits 33 and 41 select
between 9 and b for P[32..35] and P[40..43], respectively. The remaining vari-
able nibbles are P[36..39] and P[44..47]. Each of these two nibbles ranges over
{0,5,6,7,9,a,b, c}, giving eight choices per nibble. All other plaintext bits are
fixed within a structure. Hence, each structure contains 2'4-82 = 22° plaintexts.

Since A;, is nonzero only at bits 33 and 41, P/ = P & A;, lies in the same
structure as P. We keep only representatives with P[33] = 0, yielding 2'? distinct
pairs per structure.

Pair filtering. For each representative pair (P, P’) with P[33] = 0, we test the
remaining prefix conditions.

In the second forward round, these conditions are X;[41] @ X [42] @ X1[43] =
1, X1[105] & X1 [106] & X1[107] = 1. Since X; = EYy @ RKj, the bit permutation
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and round-key injection give

a| X1[40+a] | X1[104 + ]
1|Y5[33] @ K[10]|Yo[41] & K [26]
2|Y,[38] @ K|[74]|Y,[46] © K[90]
3| Yol43) Yo [35]

where a is the bit position within a nibble. For P[32..35] € {9,b} and P[40..43] €
{9,b}, the values S(9) = d and S(b) = 7, together with P[33] = 0, imply
Yo[33] = 0, Yu[35] = 1, Yp[41] = P[41], Yu[43] = 1 @ P[41]. Substituting these
values into the two parity conditions yields

(2)

K[10] & K[74] = P[41] & Yo[38),
K[26] & K[90] = P[41] & Y, [46].

Thus, each pair determines its two compatible forward key parities.
In the first backward round, the inverse permutation and key schedule give

J1Yoa[4h]] Yoa[4i+1] | Yoq[45+2] |[Y_1[4) + 3]
01 Pl0] [PB3] o K[108][P66] & K[48]|  P[o9]
8| P[] |P[41] @ K[110]|P[74] @ K[50] P[107]
16| P[16] | P[49] @ K[96] |P[82] @ K[52]| P[115]
24| P[24] | P[57) @ K[98] |P[90] & K[54]| P[123]

For each guess of the eight key bits in the table, require

{Yl[o..?)] € XDDT} ¢ = {1,3,4,6}, )

Y_1[32..35] € XDDT} .. = {c,d, e, f}.

For surviving guesses, compute X _1[45..45 + 3] = S™H(Y_1[4j..45 + 3]) for j €
{0,8,16,24}. Nibbles 16 and 24 have zero difference, but their values are needed
in the next round. The two active inverse S-box inputs of the second backward

round are
a| Yo[d+a | Y. 58+4d]
0 X_1]96] X_1[64]
1| X_1[1] ® K[68]|X_1[97] ® K[86]
2|X_1[34] & K[8]| X_1[2] b K]0]
3 X_1[67] X_1[35]

They must realize 6 — 2 and ¢ — 1, respectively. Their solution sets are
XDDTS ,, = {9,a,¢,f} = {z: 2[3] = 1, z[0]®z[1]@x[2] = 1}, and XDDT?_,, =
{7,b} = {a : 2[0] = z[1] = 1, z[2] ® z[3] = 1}. The first set requires Y_5[7] =1
and Y_o[4] & Y_5[5] @ Y_2[6] = 1. The second requires Y_5[8] = Y_5[9] =1 and
Y_5[10] ® Y_3[11] = 1. Substitution from the table gives

X_1[64] = X_4[67] =1,

K[68] © K[8] =1@® X _1[96] & X 1[1] © X _1[34],
K[86] =1® X_1]97],

K0 =1® X _1[2] & X_1[35].
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Together, Eqgs. (3) and (4) are necessary and sufficient for the backward charac-
teristic. Although the filter contains 13 key-dependent bits and parities, exhaus-
tive enumeration shows that every four guesses select the same pairs. The 23
guesses therefore form 2! classes represented by

Ko = (K[48), K[50], K[52], K [54], K[86], K[96], K (98],
K[10] & K[74], K[26] & K[90],
K[0] & K[108] & K[110],

K[0] & K[8] ® K[68]).

()

The 11 components of K.q are independent. Hence there are 211 equivalent-
subkey candidates, each consistent with 2''7 master keys.

For fixed K.q, the backward conditions leave 26 choices for the 13 local
variables. The two relations in Eq. (2) fix Y;[38] and Y;[46]. Since the structure
already imposes Y[36] = Yy[44] = 1, each of the two output nibbles Y;[36..39]
and Y;[44..47] has two fixed bits and hence 22 values. Since S is bijective, each
corresponding plaintext nibble also has 2% values. Thus, every equivalent-subkey
candidate retains 26 - 22 . 22 = 210 pairs in one structure.

Key-recovery procedure. Let Koy = Fi! be the space of equivalent-subkey
candidates. The attack uses only the observable PRF output C'(P) and proceeds
as follows.

1. Build a lookup table for one generic structure. For each pair representative
P with P[33] = 0, store the four values k € K¢q under which the pair satisfies
both prefix characteristics. The table is independent of the 98 fixed plaintext
bits and the secret key.

2. Choose m plaintext structures by fixing the 98 bits outside A independently
and uniformly. Query all 220 plaintexts and form the 2!° pairs P’ = P @
A, P[33] =0.

3. For each pair (P, P'), use the table to obtain its four compatible candidates.
For each such &, increment Vj; if (Aout, C(P) @ C(P’')) = 0. Each k receives
exactly 2'0 pairs per structure, so its total sample size is T}, = m2'°.

4. For each k € Koy, it Vi, /T,; —1/2 > 0, retain k, where 0, is chosen according
to T,; and the target advantage a.

5. For every retained x, enumerate the consistent master keys and verify
them with two additional plaintext—output pairs.

2117

Complexity analysis. We set a = 11. With the DL correlation |Cpy,| ~ 273939,

Eq. (1) gives N ~ 28399, Thus, the correct equivalent-subkey class is retained
with probability Ps ~ 85.07%. Since each structure supplies 2'° pairs per can-
didate, m = N/2'0 ~ 27300 Including two verification plaintexts, the data
complexity is D = m22° + 2 ~ 293:00 chosen plaintexts.

The statistical phase performs m2' - 4 = m22' ~ 2949 counter updates.
Under the wrong-key model, advantage a leaves 21~ equivalent-subkey classes
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on average. The test does not force a unique winner: all classes above the thresh-
old are searched, giving 21— . 2117 — 2128—a — 9117 fy]].key trials. This term
dominates, so the time complexity is 7' ~ 217 full (10, 10)-round ZIP-GIFT-128
evaluations.

The memory is dominated by the table for the pair filter. It has entries and
stores four 16-bit indices per entry, requiring 22° bits. The 2! 128-bit counters
require 2'® bits; T}, need not be stored because it is fixed. Therefore, M =
225 4 218 o 925.01 hjtg,

219

Discussiton. The main restriction is branch compatibility. Both branches receive
the same plaintext pair, their DL output masks must match, and the guessed
prefixes must map that pair to both prescribed internal differences. These joint
conditions reduce the number of usable pairs and can make a strong distinguisher
unsuitable for key recovery.

For comparison, Appendix C gives an (8,6)-round attack on ZIP-GIFT-64
that uses a DL distinguisher in the forward branch and a linear approximation
in the backward branch. This relaxes the joint input-difference condition, but its
correlation contains the squared linear factor |cr,|?, and the 64-bit domain limits
the available data. Its round coverage therefore remains below the differential
and linear attacks of Nageler et al. [24].

5 Conclusion

We extend the reported differential-linear distinguishers for Orthros from 7 to
9 rounds and for Gleeok-128 from 4 to 5 rounds. We also obtain a 6-round
distinguisher for Gleeok-256. For ZIP-AES, ZIP-GIFT-64, and ZIP-GIFT-128,
our distinguishers cover (3,3), (7,7), and (10, 10) rounds, respectively.

For key recovery, we give a differential-linear attack on (3, 3)-round ZIP-AES
with data and time complexities of approximately 22242 chosen plaintexts and
2122.88 7TP_AES evaluations. For (10, 10)-round ZIP-GIFT-128, the correspond-
ing estimates are 2°2 chosen plaintexts and 2'17 full PRF evaluations. We further
obtain weak-key attacks on 9-round Orthros, 5-round Gleeok-128, and 6-round
Gleeok-256, covering fractions 27287, 273, and 27! of their respective key spaces.

These results use existing trail search and round-based correlation estima-
tion. Key recovery additionally requires compatible branch masks and jointly
reachable internal differences under the guessed subkeys. We also obtain an
(8,6)-round ZIP-GIFT-64 attack using a differential-linear forward branch and
a linear backward branch. Extending the attacks to larger key classes and addi-
tional rounds remains open.

Our improvements are measured directly against previous differential-linear
results: we extend the reported round coverage for Orthros and Gleeok and give
compatible differential-linear distinguishers and key-recovery attacks for the ZIP
instances.
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A Additional Remarks on the Differential-Linear Attack
on Orthros

A.1 Nine-Round Differential-Linear Characteristic for Orthros

This subsection gives the (3 + 5 + 1)-round differential-linear distinguisher used
for the nine-round Orthros result, which means it is composed of 3 differen-
tial rounds, 5 middle rounds and 1 linear round respectively. The differential
propagation of two branches are shown in Table 5.

Table 5. Three-round differential prefixes of the Orthros distinguisher.

Branch Round Difference Value Probability

1 ASiln 0000 0000 0000 0000 0000 0000 0002 0600 95
AS&M 0000 0000 0000 0000 0000 0000 0004 0400

1 9 AS?,, 0000 0000 0000 0044 0000 0000 0000 0000 96
ASCQ,ut 0000 0000 0000 0082 0000 0000 0000 0000

3 ASf’n 0000 0000 0000 0110 0000 0000 0000 0000 96
ASgut 0000 0000 0000 0120 0000 0000 0000 0000

1 ASiln 0000 0000 0000 0000 0000 0000 0002 0600 96
ASéut 0000 0000 0000 0000 0000 0000 0008 0100

2 9 AS?D 0000 0000 2200 0000 0000 0000 0000 0000 96
ASﬁut 0000 0000 8800 0000 0000 0000 0000 0000

3 ASﬁ, 0000 0000 0000 0000 0000 8800 0000 0000 96

AS2,. 0000 0000 0000 0000 0000 4100 0000 0000

Let {i,x} means that nibble ¢ has the nonzero difference or mask x, and all
unlisted nibbles are zero. After the linear layer of Round 3, the two output dif-
ferences propagate to the inputs of Round 4 as A}, = {{24,0x4}, {25,0x4}} and
A2, = {{9,0x1},{11,0x1}}, respectively. Thus, the differential-prefix probabili-
ties are pb =27576-6 =917 3pd p% =27676-6 — 9-18 giying pbp% = 2735,

The common output mask of the distinguisher is

Aout = 0000 0000 eeOe 0000 0000 0000 0000 0000.

For the five-round middle part, we evaluate all compatible output-mask pairs
under the fixed input differences Al and A2 . Table 6 lists the 13 contributions
retained by the round-based evaluation. Here ¢, ; denotes the combined middle

correlation of the two branches for candidate 3.
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Table 6. Round-based correlation cluster over Rounds 4-8 of Orthros.

A, A2, log, |em,i|

{{0,0xe}} {{13,0x6}} —17.62
{{0,0xe}} {{13,0xb}} —17.62
{{0,0xe}} {{13,0xe}} —17.62
{{0,0xe}} {{13,0x3}} —17.62
{{0,0xb}} {{13,0x6}} —18.09
{{0,0xb}} {{13,0xe}} —18.09
{{0,0xb}} {{13,0x3}} —18.09
{{0,0x3}} {{13,0x6}} —18.41
{{0,0x3}} {{13,0xb}} —18.42
{{0,0x3}} {{13,0xe}} —18.42
{{0,0x6}} {{13,0xb}} —18.63
{{0,0x6}} {{13,0xe}} —18.63
{{0,0x6}} {{13,0x3}} —18.63

Summing these 13 contributions gives

13
lem| =D |em.i| = 4.661062 x 107° ~ 271440,
i=1

Each path has correlation magnitude 27% and ends at the common mask Agys.

Therefore, the correlation of the complete nine-round distinguisher is |Cpp| ~
2735 . 2714.40 . (276)2 — 2761‘40.

A.2 Weak-key of DL Key Recovery Attack on Orthros

For Orthros, let X; denote an arbitrary state after the first-round S-box layer,
and let Al , and A2, be the two output differences. The following condition

must hold in order for the attack to be valid:

S(STHX) @ K) @ S(S™H(X1 @ Agy) ® K) = Al
Here, k = RK} & RK denotes the 4-bit subkey value associated with the active
S-box in the key-recovery procedure. By exhaustively enumerating k and the
corresponding input-output states, all possible state transitions involved in the
9-round differential-linear key-recovery attack on Orthros are obtained, as shown
in Table 7.
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Table 7. Possoble state transitions of Orthros through S o S~1

0x4 — 0x8 0x4 — 0x1

k = 0x0 - -
k = 0x1 - —
k= 0x2 (0x8, 0xc) — (0xd, 0x5) —
k = 0x3 (0x2, 0x6) — (0x0, 0x8) Egzz 82; j Egig: gi;;
k = 0x4 - —
& — 0x5 (0x8,0xc) — (0x1, 0x9) B

(Oxa, Oxe) — (0xf, 0x7)
k = 0x6 - -
k= Ox7 (0x2,0x6) — (0x8, 0x0) B

(Oxa, Oxe) — (0x7,0xf)
k = 0x8 - (0xb, 0xf) — (0x2,0x3)
k = 0x9 - (0x3,0x7) — (Oxc, 0xd)
k = 0Oza (0x8, 0xc) — (0x5, 0xd) —
k = 0xb - (0x8, 0xc) — (0x7,0x6)
k = Oxc - —
& — Oxd (0x0, 0x4) — (Oxf, 0x7) B

(0x8, 0xc) — (0x9, 0x1)
k = Oxe - (0xb, 0xf) — (0x3, 0x2)
k = 0oxf (0x0, 0x4) — (0x7,0xf) —

For example, when k = 0x0, there is no pair satisfying either the differential
transition 0x4 — 0x8 or 0x4 — Oxl1l. When k = 0x2, the only state pairs
satisfying the transition 0x4 — 0x8 are

(0x8, 0xc) — (0x5, 0xd), (0xc, 0x8) — (0xd, 0x5).

In our 9-round key-recovery attack, two active S-boxes are involved, correspond-

ing to 8 bits of k in total. For the full key space, these 8 bits can take all possible

values uniformly. The attack is effective only when the subkey values used by

both active S-boxes satisfy the required differential transitions. Therefore, the
7.5

; i T .5 . 9—2.87
fraction of weak keys is 15 - 15 =~ 2 .

A.3 DL Key Recovery on Orthros Considering 2 Rounds Pretended

We also consider prepending two rounds to a seven-round DL distinguisher. Our
search yields the nine-round candidate shown in Figure 5. The required S-box
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output differences in the two prepended rounds are

Aéut,o = 0x0000 0000 0000 0000 0000 0000 0004 0400,

A?mt’o = 0x0000 0000 0000 0000 0000 0000 0008 0100,
Aéut,l = 0x0000 0000 0000 0082 0000 0000 0000 0000,
A? 1 = 0x0000 0000 8800 0000 0000 0000 0000 0000.

out,

Evaluating the two-round prefix involves eight nibbles of each whitening key
RK}, RKZ and two nibbles of each first-round key RK{, RK?. Under the linear
key schedules, these subkey bits depend on N; = 54 distinct master-key bits,
with

P, P
¥
X3
X3
Distinguisher
)\out 7777777777777
7777777777 Xout
c,c’

Fig. 5. Differential-linear key-recovery attack on 9-round Orthros with two prepended
key-recovery rounds.
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N, = 10 common master-key positions between the two branch-key sets. The
plaintext structures vary N, = 32 bits, and the seven-round DL distinguisher
has correlation magnitude |Cpy,| &2 274159,

Let m be the number of structures. Each structure contains 2N« plain-
texts and approximately 22Ne~1 unordered pairs. For a fixed subkey guess, the
Branch 1 condition retains a fraction 2=« and the Branch 2 condition retains

a further fraction 28 /2. Thus, the number of usable pairs is m -22Va=1.2-Na .
28 _ 27m,
2Na T .

For a conservative lower bound, we set a = 1. Using Eq. (1) with Ps = 85.23%
gives N ~ 28331 ysable pairs. Therefore, m = N/27 ~ 27631 and the data
complexity is D = m2Ne 4+ 2 ~ 219831 chosen plaintexts.

Even if the work in the second prepended round is omitted, the time com-
plexity is lower-bounded by
N, 1

i 9128—a -, 9156.14
4-32 18 +

T > 2NepaNa .

The two 2Vt-entry arrays of 128-bit counters and one plaintext—output structure
require M = 2128 - 25% 4+ 256 - 232 a 262 bits. Since this lower bound already
exceeds exhaustive search, the candidate does not yield an effective key-recovery
attack. We therefore restrict the concrete Orthros attacks to one prepended
round.

B DL Key-Recovery Attack on Gleeok-256

As for Gleeok-128, we first analyze the three branches separately and then impose
the SoP compatibility conditions. The branch input differences must arise from
one external plaintext difference, with the initialization of Branch 2 taken into
account, and the output masks must coincide. Under the branch-independence
approximation, the full-PRF correlation is the product of the branch correlations.
Table 8 summarizes the results.

Table 8. Estimated DL correlation magnitudes for Gleeok-256. For Branch 3, pq4 is the
probability of the selected differential prefix.

Target Rounds 74 rm 1 P |em] lq| |Cpu|

Branch 1 6 0 6 0 _ 9—23.44 9—23.44
Branch 2 6 0 6 0 _ 9—20.50 9—20.50
Branch 3 9 2 7 0 2728 98417 _ 9-11217
Full PRF 6 0 6 0 _ 9—68.13  _ 9-68.13

The six-round distinguishers for Branches 1 and 2 both use input difference
{{1,0x01}}. Their output masks are {{26,0x4}} and {{35, 0x02}}, respectively;
the indices refer to the 3-bit and 5-bit S-boxes. For Branch 3, a two-round
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differential trail precedes a seven-round round-based evaluation. Using 4-bit S-
box indices, the trail starts from

A3 = {{19,0x2},{20,0x2}, {22, 0xf}, {23, 0xf},
{58, 0x2}, {59, 0x2}, {61, 0x2}, {62,0x2}}

and reaches A3.. = {{55,0x6}, {60,0x6}} with probability 2725, The follow-
ing seven rounds use output mask {{34,0x4}} and have estimated correlation
278417 The nine-round Branch 3 correlation is therefore 2728.2784-17 — 9= 112.17,

The full six-round PRF distinguisher has estimated correlation 276813, Its
external input difference is {{6,0x80}}, and its output mask is {{26,0x04}};
both indices refer to bytes. For key recovery, we prepend one round to the five-

round distinguisher below.

Characteristic. The five-round DL correlation is |Cpr| = 276727, All in-
dices are zero-based, and bits are numbered from the most significant bit. In
Branches 1 and 2, S% acts on the three most significant bits of byte i, while Si
acts on its five least significant bits. In Branch 3, S3° acts on the high nibble of
byte 4, while S2°*! acts on its low nibble.

The input differences of the five-round distinguisher are

Al ASY = 0x01, AS? = 0x1, ASS = 0x1,
A3 AS3Y =o0x2, AS3! = 0x2, ASE? = 0x08,
A3 ASY =0x4, ASI® =o0x4, AS}* = 0x4.

Propagating these differences backward through the linear layers L, = m, o 6,
gives

Al AS3 = 0x01,
A2 ASZ = 0x01,
A3 o ASS = o0x1.

) = AY for b € {1,2,3}. The com-
mon output mask is Aout = {{24,0x10}}, where 24 is a byte index.

All unlisted differences are zero, and Ly (A?

Weak-key characterization. Let RK} be the whitening key of Branch b.
Branches 1 and 3 process P @ RKY, whereas Branch 2 processes mipi (P) ® RK2,
where (minit(P))[¢] = P[41¢ mod 256].

We use plaintext pairs (P, P’) with Ap = P@P’ = 0% || 1. The initialization
of Branch 2 maps bit 255 to bit 231. Hence the active S-boxes are S2!, S28,
and S$2 in Branches 1, 2, and 3, respectively. Their required transitions are
0x01 — 0x01 in Branches 1 and 2 and 0x1 — 0x1 in Branch 3.

The corresponding input sets are

x5 = {z: Ss5(x) ® Ss(z @ 0x01) = 0x01}
= {0x02, 0x03, 0x06, 0x07, 0x0a, 0x0b, 0x0e, 0x0f },
X4 = {x: Sa(x) ® S4(z ® 0x1) = 0x1} = {0x0, 0x1}.
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Thus, x5 and x4 have the binary forms O**1* and 000%, respectively.

Algorithm 2: Key recovery on 6-round Gleeok-256

Input: Encryption oracle Ex; number of structures m > 1; target
advantage a; plaintext difference Ap; target output differences A%,
of the first S-box layers; output mask Aout

Output: The verified master key, or failure

Initialize T[k] = V[k] = 0 for all k € {0,1};

Query three distinct verification plaintexts and store the resulting

plaintext—output pairs in Dyer;

3 for j =1tom do

4 Generate P; by varying A and fixing the other bits uniformly;

5 Store L;[P] < Ex(P) for every P € P;;

6 foreach unordered pair {P, P’} C P; satisfying P & P’ = Ap do

7

8

N =

foreach k € {0,1}™* do
Derive the active bits of RK{ from k according to the key
schedule;

9 for b=1to 3 do
10 Qb (8")7H(S"(I"(P) ® RKG) ® Agui) & RKG;
11 Py (1) 7H(Qu);
12 if P{ = P, = P; = P’ then
13 T[k] < T[k] + 1,
14 L if Aout - (L;[P] ® L;[P']) =0 then V[k] + V[k]+1;

15 R+ {k: : T[k] >0, 2@(% - %) > @71 - 2*“)};

16 foreach k € R and z € {0,1}***~™ do

17 Form K by assigning k to the involved master-key positions and z to
the remaining positions;

18 if Ex(P) = C for every (P,C) € Dyer then return K ;

19 return failure;

Let RK}[i : j] denote bits i through j of RKE, and let x°¥ contain the four
least significant bits of the elements of y5. Compatibility between Branches 1
and 3 requires

REK}[252 : 255] @ RKZ[252 : 255] € X% @ x4 = X%,
where set XOR contains all pairwise XORs. Thus, for each value of RK}[252 :
255], eight of the 16 values of RK3[252 : 255] are compatible.

The active S5 of Branch 2 receives P[91], P[132], P[173], P[214], P[255]. The
pattern 0**1* fixes only P[91] and P[214], which are unconstrained by the other
branches; hence Branch 2 adds no key restriction. Because the relevant Branch 1

and Branch 3 slices contain distinct master-key bits, the weak-key fraction is
1-1-% =271
24

Key-recovery procedure. The prefix involves N; = 13 master-key bits. How-
ever, changing K[17], K[28], K'[85], K[164], K[183], or K[199] does not change
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the selected pairs or their scores. Each score therefore represents a class of 26
indistinguishable guesses, which the threshold test retains or rejects together.

Let A ={91,132,173,214, 251,252,253, 254,255} be the active plaintext-bit
set. Each structure varies the nine bits in A. Let I' = I = id, I? = s, and
let S? denote the S-box layer of Branch b. In the reconstruction, only the active
S-boxes are evaluated; all other input bits are copied.

Complexity analysis. Each structure contains 2° plaintexts and supplies ex-
actly four pairs for the correct weak-key class, so N = 4m. Since each score rep-
resents 26 indistinguishable guesses, we set @ = 13—6 = 7. With |Cpy,| = 276727,
Eq. (1) gives N ~ 213812, This gives Pg ~ 85.07%. Hence, m = N/4 ~ 213612,
and including three verification plaintexts, the data complexity is D = 29m+3 =~
214512 chosen plaintexts.

For each structure, the local procedure tests 28 unordered pairs under all
213 local key guesses. This requires m 2% 213 ~ 2157-12 ]ocal tests, each involving
three active S-box reconstructions. Data collection requires approximately 214212
six-round Gleeok-256 evaluations.

For each retained equivalence class, the 26 indistinguishable local guesses are
combined with the 2296~V = 2243 35sionments to the remaining master-key bits.
Under the threshold model of Section 2, the final search requires 26 - 2243 = 2249
full-key trials and dominates the preceding stages. Thus, the time complexity is
T ~ 2249 six-round Gleeok-256 evaluations.

The memory complexity is approximately 222 bits, dominated by two arrays
of 213 256-bit counters. Indexing the current outputs by the nine active plaintext
bits requires another 2°-256 = 2'7 bits. The success probability and complexities
are conditioned on the weak-key class, whose coverage is 271.

C DL Key Recovery on (8,6)-round ZIP-GIFT-64 with
One Linear Branch

We first find a (7, 7)-round differential-linear distinguisher of ZIP-GIFT-64 with
Tm = 7 and |Cpr| = 272772, Its input difference is 0x0000000080000000 and
its output mask is 0x0000000000000001. Following the differential-and-linear
key-recovery framework of Flérez-Gutiérrez et al. [14], we use a five-round DL
distinguisher in the forward branch and a six-round linear trail in the backward
branch. The forward distinguisher has correlation |Cpy,| ~ 27528 and the back-
ward trail has correlation |C,| = 2711, The two components use the same output
mask. Under the usual independence assumption, the correlation of the resulting
(5,6)-round hybrid distinguisher is |C| ~ |Cpy| - |CL|? = 272728, The forward
input difference, backward input mask, and common output mask are A;, =
0x00000c0000000000, v = 0x0022040100000140, and A = 0x0000000000000011,
respectively. The backward trail is given in Table 9.

We prepend the three-round truncated differential in Table 10 to the forward
branch, obtaining an attack on (8,6)-round ZIP-GIFT-64. The attack proceeds
as follows.
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Table 9. Six-round linear trail in the backward branch of ZIP-GIFT-645 6.

Symbol Mask
vy 0022040100000140
FXéP 0000000506000300
I'X; [0000000804000200
FX{D 0000006000000080
I'X5 [0000004000000010
FX; 0000000000050000
I'X3 [0000000000080000
]—‘XéD 0000000000000800
I'X4 [{0000000000000100
FXf 0000000100000000
I'X5 [{0000000c00000000
FX5P 0000000000000084
A 0000000000000011

. Select 2N plaintexts, organized into 2N/23? structures. To construct one
structure, choose an arbitrary intermediate state X{ and enumerate all
232 values of the 32 bits that enter the eight active S-boxes in the second
prepended round, while keeping the other bits fixed. Apply S™*oP~! to each
resulting state X{ to obtain the corresponding plaintext. For the truncated
pattern in Table 10, the partner of every state belongs to the same structure;
hence, each structure provides 23! disjoint pairs and the complete data set
provides N pairs.

. Query the encryption oracle to obtain the outputs of all selected plaintexts
after (8,6) rounds of ZIP-GIFT-64.

. For each value of the 20-bit equivalent subkey K. = RKi[Z1] || RK2[Z,],
where the positions in Z; and Z, are marked in Table 10 and satisfy |Z;| = 16
and |Zy| = 4, partially encrypt the plaintexts through the 3-round prefix.
The 16 bits from RK; determine the inputs of the eight active S-boxes in
the second prepended round, while the four bits from RK, determine the
inputs of the two active S-boxes in the third prepended round. The addition
of RK3 does not affect the difference entering the 5-round differential-linear
distinguisher and therefore need not be guessed.

. For each guess Kq, identify within each structure the plaintext pairs that
reach A;, at the input of the 5-round differential-linear distinguisher. By the
structure construction, there are N such pairs for each guess.

. For every selected plaintext pair (P, P’) and the corresponding output pair
(C,C"), compute t = (C & C',\) ® (P @® P’,v). The second term accounts
for the input mask of the backward linear trail. If £ = 0, increment Vi, .

. For each K.q, if Vi, /N — % > 0, retain K.q, where 6 is chosen according to
N and the target advantage a.

. For every retained K., enumerate the consistent master keys and verify
them with two additional plaintext—output pairs.

2108
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Table 10. Three-round truncated differential in the forward branch of ZIP-GIFT-64.

Symbol Pattern
kokokk  kkcksk skokokk  kckcksk skokkk  kckskk kkkk  kskskk
AP kdokk kokkk kokdkok okdkokk kokkk dokdok kkokk kokokk
AXS *00% *%x00 0**0 00** *00* **x00 0**x0 00**

1 *00* **%00 0**x0 00** 100* *100 0**0 0O0*x*
RK; 00 00 00 00 OO0 00 00 0O 11 11 11 11 11 11 11 11
AX{D 0000 0000 0000 0000 0000 0000 0000 0000
AXQS 0000 0000 0000 0000 0000 0000 0000 0000

00%0 000* *000 0*00 00%*0 000* 1000 0100

RK> 00 00 00 00 00 00 11 11 00 0O 00O OO 00 00 00 00
AXQP 0000 0000 0000 0000 0000 0000 **** 11x%*
0000 0000 0000 0000 0000 0000 0000 0000
AX:;? 0000 0000 0000 0000 0000 0000 1000 0100
0000 0000 0000 0000 0000 0000 0000 0000
AX; (Ain) 0000 0000 0000 0000 0000 1100 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000

Complexity analysis. We set a = 20. With |C| = 272728 Eq. (1) gives N ~
259-64 pairs and Pg ~ 85.23%. Including two verification plaintexts, the data
complexity is D = 2N + 2 =2 260-64 chosen plaintexts.

For each of the 2?0 equivalent-subkey guesses, partial encryption evaluates
eight active S-boxes in the second prepended round and two in the third. Count-
ing one full (8,6)-round ZIP-GIFT-64 evaluation as (8 + 6) x 16 = 224 S-box
evaluations, this costs Tpartial = 220+ D+ 52 ~ 2715 equivalent (8,6)-round eval-
uations. Under the wrong-key model, the threshold retains 22°~¢ candidates on
average. Since each candidate is consistent with 2!°® master keys, the final search
costs 2207a. 2108 — 2128=a — 108 gyaluations. Thus, T = D + Tpartial + 21257 &
2108 Processing one structure at a time requires 232 64-bit outputs and 22°
64-bit counters. The memory complexity is therefore M = 238 4 226 ~ 238 bits,

D DL Key-Recovery Attack on (10, 8)-Round
ZIP-GIFT-128 with a Linear Backward Branch

We apply the same differential-and-linear framework to ZIP-GIFT-128. The for-
ward branch uses a seven-round DL distinguisher with input difference Ay, =
0x00000000 0000000c 00000000 00000000 and correlation |Cpr,| = 2717-09. The
backward branch uses the eight-round linear trail in Table 11, whose correlation
is |C1,| = 2718 Its input and output masks are

v = 0x0088 0000 0000 4400 0000 0000 0000 1100,
A = 0x0000 0000 0000 0000 000c 000c 0000 0000.

Under the usual independence assumption, the correlation of the resulting (7, 8)-
round hybrid distinguisher is |C| ~ |Cpy| - |CL|? = 2773:09.



Improved Differential-Linear Cryptanalysis 39

Table 11. Eight-round linear trail in the backward branch of ZIP-GIFT-1287 5.

Symbol Mask
y 00880000000044000000000000001100
FXéD 00000000000800080005000500000000
I'X; |00000000000100010008000800000000
FX{D 00000000000009000000000000000900
I'X5 [00000000000005000000000000000500
FX; 00000000000000000000050500000000
I'Xs3 [00000000000000000000080800000000
FX;%D 00000000000000000000080000000800
I'X4 [{00000000000000000000020000000100
FXf 00000000000000000000000300000000
I'Xs |00000000000000000000000200000000
FX5P 00000000000000000000000000000002
I'Xg [0000000000000000000000000000000¢
FX(I)-D 00000000000000000000000000008400
I'X7 [{00000000000000000000000000001100
FX%D 00000000000000000001000100000000
A 0000000000000000000c000c00000000

We prepend the three-round truncated differential in Table 12 to the forward
branch, obtaining an attack on (10,8)-round ZIP-GIFT-128. The procedure is
as follows.

1. Select 2N plaintexts, organized into 2N/232 structures. To construct one
structure, choose an arbitrary intermediate state X{ , and enumerate all 232
values of the 32 state bits entering the eight active S-boxes in the second
prepended round, while keeping all other state bits fixed. Apply S~'oP~! to
each resulting intermediate state X7 to obtain the corresponding plaintext.
For the truncated pattern in Table 12, the partner of every state belongs to
the same structure. Hence, each structure provides 23! disjoint pairs, and
the complete data set provides N pairs.

2. Query the encryption oracle to obtain the outputs of all selected plaintexts
after (10,8) rounds of ZIP-GIFT-128.

3. For each value of the 20-bit equivalent subkey Koq = RK;[Z1] | RK2[Zs],
where the positions in Z; and Z; are marked in Table 12 and satisfy |Z;| = 16
and |Z| = 4, partially encrypt the plaintexts through the 3-round prefix in
the forward branch. The 16 bits from RK; determine the inputs of the eight
active S-boxes in the second prepended round, while the four bits from RK5
determine the inputs of the two active S-boxes in the third prepended round.
The addition of RK3 does not affect the difference entering the 7-round
differential-linear distinguisher and therefore need not be guessed.

4. For each subkey guess Kq, identify within each structure the plaintext pairs
that reach A;, at the input of the 7-round differential-linear distinguisher.
By the structure construction, there are N such pairs for every subkey guess.
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Table 12. Three-round truncated differential in the forward branch of ZIP-GIFT-128.

Symbol Pattern
sdokokok  kokkk ckokokck skokokok skokoksk  kokckk kokokok skokokok kokskk  kokckdk skokokok skokoksk  kokkk ckkokk skokokk  skokokk
AXS *000 0%00 00*0 000* *000 0*00 00*0 000* *000 0*00 00*0 000* *000 0*00 00*0 000*
1 *000 0%00 00*0 000* 1000 0100 00*0 000* *000 0*00 00*0 000* *000 0*00 00*0 000*
RK, 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO
00 00 00 00 00 00 00 00 11 11 11 11 11 11 11 11
AXP 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
1 0000 0000 0000 0000 0000 0000 0000 0000 *kkk kkxkk kkkk *kkk *kkk 11kk kkkk kokkk
AXS 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
2 0000 0000 0000 0000 0000 0000 0000 0000 *000 0*00 00*0 000* 1000 0100 00*0 000*
RK, 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO
00 00 00 00 00 00 00 00 00 00 00 00 00 00 11 11
AXP 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
2 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 *x*** 11k
AXS 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
3 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 1000 0100
43)(?’(43. ) 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 1100
3 /10000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000

5. For every selected plaintext pair (P, P’) and its corresponding output pair
(C,C"), compute t = (C @ C',\) @ (P @ P’,7). The second term accounts
for the input mask of the backward linear trail. If £ = 0, increment Vi, .

6. For each Kcq, if Vi, /N — % > 0, retain K.q, where 0 is chosen according to
N and the target advantage a.

7. For every retained K.q, enumerate the consistent master keys and verify
them with two additional plaintext—output pairs.

2108

Complexity analysis. We set ¢ = 5 to balance statistical processing and ex-
haustive search. With |C| = 275399 Eq. (1) gives N ~ 210926 and Pg ~ 85.23%.
Including two verification plaintexts, the data complexity is D = 2N +2 = 2110-26
chosen plaintexts.

For each of the 22° equivalent-subkey guesses, partial encryption evaluates
eight active S-boxes in the second prepended round and two in the third. Count-
ing one full (10, 8)-round ZIP-GIFT-128 evaluation as (104 8) x 32 = 576 S-box
evaluations, this costs Tpartial = 220 - D - 2% ~ 212441 equivalent (10, 8)-round
evaluations. The threshold retains 220=¢ = 215 candidates on average. Since
each candidate is consistent with 2°% master keys, the final search requires
Toy = 220—a . 2108 — 9128—a _ 9123 eyulyations. Therefore, the total time com-
plexity is T' = D + Tpartial + Tex = 212487,

Processing one structure at a time requires 232 128-bit outputs and 22° 128-
bit counters. Hence, the memory complexity is M = 239 + 227 ~ 239 bits.
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