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Abstract

Migrating blockchain systems to Post-Quantum Cryptography
(PQC) requires not only replacing classical primitives, but also
analysing transformations that change how signatures are repre-
sented and verified. We study Falcon-PKR, a public-key-recovery
variant of Falcon, motivated by Zcash-like transparent transac-
tion workflows. Falcon-PKR replaces explicit storage of the full
Falcon public key with a compact stored digest and reconstructs
a candidate public key from the signature during verification. In
our construction, this reduces the combined representation size of
public key and signature by approximately 15%, but it also intro-
duces a distinct security case in which verification depends on a
reconstructed key derived from adversarially supplied signature
data.

We address this with a machine-checked EasyCrypt formalisa-
tion in the Random Oracle Model (ROM). We mechanically verify
an EUF-CMA reduction showing that the security of Falcon-PKR is
bounded by the security of standard Falcon together with collision
resistance of a domain-separated public-key hash. The analysis
therefore treats both assumptions explicitly and does not claim
a proof of Falcon itself. We also machine-check correctness for
honest signing under an abstract Falcon signing interface. We im-
plement Falcon-PKR for Falcon-512 and Falcon-1024 in Python
and C, and evaluate runtime and size against ECDSA and selected
Post-Quantum (PQ) alternatives, exposing explicit verification and
storage trade-offs. As a complementary case study, we implement
and analyse an extended SECUER-based Multi-Party Computa-
tion (MPC) ceremony architecture. Together, the two case studies
address both transaction-signature and ceremony-infrastructure
layers of PQ blockchain migration.
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1 Introduction

The transition to Post-Quantum Cryptography (PQC) is increas-
ingly critical for systems that rely on long-lived public-key cryp-
tography. Large-scale Quantum Computers (QCs) would under-
mine widely deployed public-key primitives based on integer fac-
torisation and discrete logarithms via Shor’s algorithm [47]. This
threatens schemes such as Rivest-Shamir—Adleman (RSA) [42] and
Elliptic Curve Digital Signature Algorithm (ECDSA) [24], motivat-
ing the development and standardisation of Post-Quantum (PQ)
key-establishment mechanisms and digital-signature schemes, in-
cluding the National Institute of Standards and Technology (NIST)
PQC standardisation effort [33].

Blockchain systems provide a particularly relevant setting for
this transition. Their cryptographic operations are executed at scale,
while transaction representation and verification costs directly af-
fect system efficiency. Migrating a blockchain from classical to PQC
therefore requires not only secure PQ primitives, but also careful
consideration of their concrete representation, verification proce-
dures, and any transformations introduced to integrate them into
existing systems. In this work, we use Zcash [23] as a motivating
case study. Zcash relies on classical signatures in its transparent
transaction protocol, and on a cryptographic ceremony to gener-
ate setup parameters for many shielded proofs. PQ migration of a
Zcash-like system therefore requires addressing two distinct layers:
the transaction-signature layer and the ceremony-infrastructure
layer. We study both layers: Falcon-Public-Key Recovery (PKR)
targets the signature layer, while our SECUER-based Multi-Party
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Computation (MPC) case study targets ceremony deployment and
operation.

Our primary focus is Falcon [20], a lattice-based PQ signature
scheme. We investigate a PKR transformation, which we call Falcon-
PKR, in which the Falcon public-key polynomial is not stored ex-
plicitly; instead, a compact public-key digest is stored, and the
public-key polynomial is reconstructed from the signature during
verification. In our implementation results, this replacement re-
duces the combined size of public key and signature by about 15%
for Falcon. This transformation replaces the explicit public-key
polynomial with a compact digest, but it also changes a security-
critical part of verification: standard Falcon verification checks a
signature against a given public key, whereas PKR verification first
reconstructs a candidate public key from the signature and then
checks its digest against the stored value.

This change raises a security question that cannot be answered
by benchmarking alone: does the PKR transformation preserve
the Existential Unforgeability under Chosen-Message Attack (EUF-
CMA) security of standard Falcon? In a forgery attempt, the sig-
nature is adversarially generated, so the reconstructed key is not
automatically guaranteed to equal the honestly generated key. The
PKR verifier accepts a reconstructed key only if its public-key hash
matches the hash of the honestly generated key.

Consequently, a security proof must explicitly account for the
case where the reconstructed key differs from the honestly gen-
erated key and relate this event to a cryptographic assumption,
while also showing that when the two keys coincide, the remaining
verification relation is equivalent to that of standard Falcon.

We address this question through a machine-checked, game-
based formalisation in EasyCrypt [7]. In the Random Oracle Model
(ROM), we machine-checked an EUF-CMA security reduction for
Falcon-PKR showing that a successful PKR forgery can be trans-
formed into either a forgery against standard Falcon or a collision
in the domain-separated public-key hash. Thus, the security of the
PKR transformation reduces to the EUF-CMA security of the under-
lying Falcon scheme together with an explicit collision-resistance
assumption for the additional public-key hash. We separately me-
chanically verify a correctness experiment for honest signing. Un-
der the properties exposed by the abstract Falcon signing interface,
PKR reconstructs the original public key and the resulting PKR
signature satisfies the conditions checked by the PKR verifier. The
formalisation therefore establishes the security and correctness of
the PKR transformation at the abstract Falcon interface, rather than
mechanically verifying the concrete low-level Falcon implementa-
tion.

We complement the formal analysis with concrete implementa-
tions of Falcon-PKR for Falcon-512 and Falcon-1024 in Python and
C, including integration with the PQClean implementation [25]. We
evaluate the resulting construction in terms of key and signature
sizes, signing and verification performance, and compare Falcon
and Falcon-PKR with classical schemes relevant to blockchain ap-
plications such as ECDSA, as well as with selected PQ alternatives.
These experiments quantify the practical effect of PKR and provide
the implementation-level context for the formal security analysis.

As a second, complementary case study, we investigate the Su-
persingular Elliptic Curves with Unknown Endomorphism Rings
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(SECUER)-based MPC protocol proposed by Basso et al. [8]. We im-
plement and evaluate an extended architecture, analyse its security-
relevant attack surface, and study its practical performance. To-
gether, the two case studies examine complementary aspects of
cryptographic migration in blockchain systems: adapting a PQ sig-
nature primitive to reduce representation overhead, and evaluating
cryptographic infrastructure relevant to protocol deployment.

Contributions. This paper makes the following contributions:

e We implement a PKR mode for Falcon-512 and Falcon-1024
in Python and C, including integration with the PQClean
implementation [25].

e We formalise Falcon-PKR in EasyCrypt and mechanically
verify an EUF-CMA security reduction in the ROM. The
reduction relates Falcon-PKR security to the EUF-CMA se-
curity of standard Falcon and the collision resistance of a
domain-separated public-key hash.

e We mechanically verify a correctness experiment for Falcon-
PKR, showing that, for an honest signing output satisfying
the properties exposed by the abstract Falcon signing in-
terface, PKR reconstructs the original public key and the
resulting signature satisfies the conditions required for PKR
verification.

o We evaluate Falcon and Falcon-PKR for Falcon-512 and Falcon-
1024 in terms of key and signature sizes and performance,
and compare their characteristics with classical schemes rel-
evant to blockchain applications such as ECDSA, as well as
with PQ alternatives.

e We extend and evaluate the SECUER-based MPC implemen-
tation proposed by Basso et al. [8], including its practical
performance. Besides, we analyse its security-relevant at-
tack surface and argue that the implementation reduces it
sufficiently to be considered for practical use.

e We identify and address several implementation issues en-
countered during the study and contribute corresponding
fixes to the evaluated open-source projects where possible.

Paper organization. Sections 2 and 3 present related work and
background knowledge. Section 4 describes the SECUER-based
MPC implementation and Falcon-PKR. Section 5 presents the machine-
checked security and correctness analysis of Falcon-PKR in Easy-
Crypt. Section 6 presents the experimental evaluation. Finally, Sec-
tion 7 concludes the paper.

2 Related Work

Our work is related to research on PQ migration of blockchain
systems, PKR for digital signatures, formal verification of PQC, and
cryptographic ceremony infrastructure.

PQC for blockchains. The migration of blockchain systems to
PQC has been studied from both system and cryptographic per-
spectives. Several works survey PQ blockchain designs and dis-
cuss requirements for quantum-resistant cryptocurrencies [28, 38,
45]. Other works investigate the integration of PQ primitives into
blockchain platforms, including Hyperledger Fabric and Ethereum,
or consider PQ key management and consensus mechanisms [27,
40, 41]. These works primarily address system-level migration and
architectural considerations. Our work instead studies a concrete
cryptographic transformation relevant to such a migration: PKR for
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a PQ signature scheme, together with its implementation, experi-
mental evaluation, and machine-checked security analysis. More
closely related to our setting, a quantum-secure blockchain archi-
tecture incorporating PKR for Falcon is proposed in [29], while
Falcon-PKR is subsequently studied experimentally in a blockchain
context in [29]. These works establish the practical motivation for
using PKR with Falcon and investigate its implementation and per-
formance. Neither work provides a formal security argument for the
PKR transformation: there is no reduction showing that a successful
PKR forgery implies a break of standard Falcon EUF-CMA security
or a collision in the public-key hash, nor is there an analysis of
the security case that arises when the reconstructed key differs
from the signer’s actual key. Our work addresses this formal gap by
providing a machine-checked security reduction and correctness
analysis of Falcon-PKR. More precisely, we show that every suc-
cessful Falcon-PKR forgery is accounted for by either a standard
Falcon EUF-CMA forgery or a collision for the domain-separated
public-key hash.

Public-Key Recovery (PKR) and signatures. PKR is well estab-
lished for classical signature schemes such as ECDSA [24], where
a public key can be reconstructed from a signature together with
recovery information. The Falcon specification describes a key-
recovery mode in which the public key is replaced by a hash of the
public-key polynomial and the polynomial is recovered from the
signature during verification; this mode is presented as an optional
construction [20]. The Python implementation of Falcon by Prest,
which we use as one of our implementation baselines, exposes
the standard key-generation, signing, and verification interfaces
but does not expose a key-recovery interface [37]. Falcon-PKR
has been proposed and experimentally evaluated for blockchain
applications [29]. Their work motivates and evaluates the construc-
tion concretely. Our focus is complementary: we formally analyse
whether the PKR transformation preserves EUF-CMA security and
mechanically verify the corresponding security reduction and cor-
rectness properties.

In particular, PKR verification involves reconstructing a candi-
date public key from the signature and verifying that its digest
matches the stored value. Consequently, security cannot be estab-
lished from implementation correctness or benchmarking alone:
a security argument must account for the possibility that the re-
constructed key differs from the honestly generated key. Our for-
malisation addresses this gap by relating such a discrepancy to the
collision resistance of the domain-separated public-key hash and
otherwise reducing successful PKR forgery to standard Falcon EUF-
CMA security. Related formal work analyses message-recovery
signatures in the ideal-cipher model [12], which recovers message
data rather than public-key material. The structural difference is
significant: in message-recovery schemes, the recovered value is the
message itself, verified against a fixed set or by re-signing, whereas
in Falcon-PKR, the recovered value is the public-key polynomial,
which is subsequently used to evaluate the verification equation.
This introduces a separate collision-resistance obligation for Hy
that has no counterpart in message-recovery security arguments,
and the proof technique of [12] does not apply. To the best of
our knowledge, no prior work provides a machine-checked EUF-
CMA security analysis of a PKR transformation for a PQ signature
scheme.
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Formal verification of PQC. Machine-checked security proofs
have been developed for several PQ primitives, including Dilithium
in EasyCrypt [4], a mechanically verified tight security proof for
SPHINCS+ [6], and formal verification of PQ implementations such
as Kyber [2]. These works demonstrate the feasibility of mechani-
cally checking security arguments and implementations for modern
PQ constructions. In particular, Barbosa et al’s Dilithium formal-
isation [4] establishes the game-hopping methodology in proba-
bilistic Relational Hoare Logic (pRHL) that our work builds upon,
using byequiv judgments to certify game transitions and Hoare
judgments for single-game probability bounds. However, the spe-
cific proof obligations arising from Falcon-PKR—reasoning over a
public key reconstructed at verification time, a separate collision-
resistance game for Hy, and the equivalence between PKR and
standard verification via an intermediate reference verifier—have
no direct precedent in prior EasyCrypt PQC formalisations. Rather,
we formalise the Falcon-PKR transformation in EasyCrypt and
mechanically verify its EUF-CMA security reduction in the ROM,
treating the EUF-CMA security of standard Falcon as a black-box
assumption and without reproving the security of the underly-
ing Falcon construction or mechanically verifying its concrete
implementation. The reduction explicitly accounts for the addi-
tional collision-resistance assumption introduced by the domain-
separated public-key hash used by PKR. We mechanically verify the
correctness of honestly generated signatures separately, under the
properties exposed by the abstract Falcon signing interface. This
positioning is complementary to recent formal analyses of Falcon
and conservatively modified variants [19], which study the security
of Falcon itself, whereas our result concerns the security-preserving
property of the PKR transformation relative to the stated security
assumption for standard Falcon.

Cryptographic ceremony infrastructure. Cryptographic setup
ceremonies are central to privacy-preserving blockchain systems
based on Zero-Knowledge Proof (ZKP) systems. Prior work has stud-
ied ceremony designs and specification issues for Zero-Knowledge
Succinct Non-Interactive Argument of Knowledge (ZK-SNARK)
setup [9, 36]. Basso et al. [8] provide a theoretically secure protocol
for distributed SECUER setup, but do not address concrete deploy-
ment or the implementation-level attack surface of a real ceremony
workflow. We complement this work with an extended Git-based
SECUER architecture, analysing its security-relevant attack surface
and evaluating its practical performance in a blockchain-oriented
setting. This complements our Falcon-PKR analysis: the former
addresses secure cryptographic setup, while the latter addresses
transaction authentication.

3 Preliminaries

This section introduces the cryptographic and blockchain concepts
needed for the remainder of the paper.

3.1 Digital Signatures

A digital signature scheme consists of key-generation, signing, and
verification algorithms. Its standard security notion is EUF-CMA,
which captures an adversary’s inability to produce a valid signature
on a fresh message after obtaining signatures on messages of its
choice [46]. Formally, the EUF-CMA game proceeds as follows:
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a challenger generates a public and private key pair (pk, sk) «
KeyGen() and gives pk to adversary A; A may adaptively query a
signing oracle on messages of its choice, and let Q denote the set
of messages queried at least once; finally A outputs a candidate
forgery (m*,o*), where m* is the target message and o* is the
candidate signature, and wins if Verify(pk, m*, 0*) = true and m* ¢
Q. This is the security notion used in our formal analysis of Falcon-
PKR. Classical schemes such as ECDSA rely on the hardness of
elliptic-curve discrete logarithms and are therefore vulnerable to
large-scale QCs running Shor’s algorithm [47]. We consider ECDSA
as a classical baseline in our experimental evaluation.

ECDSA additionally supports PKR, allowing a verifier to recon-
struct a public key from a signature together with recovery informa-
tion. This functionality motivates analogous PKR mechanisms for
PQ signatures. Falcon-PKR differs from ECDSA recovery in that the
recovered object is a Falcon public-key polynomial, whose consis-
tency with the signer-associated key is checked using a public-key
digest.

3.2 Falcon

Falcon is a lattice-based PQ digital signature scheme selected by
NIST for standardisation [20, 26]. It is characterised by relatively
compact public keys and signatures and is designed for efficient
software implementations. Falcon provides multiple parameter sets;
our implementation and evaluation consider Falcon-512 and Falcon-
1024.

At a high level, a standard Falcon signature is the pair (r,s;),
where r is a uniformly random salt and s, € Z4[x]/¢ is a short
polynomial with ¢ = (x + 1) and g = 12289. The verifier recom-
putes ¢ = H(r||m), where, m is the message, via the hash-to-point
function H, derives s; = ¢ — s, - h, where h is the Falcon public key
polynomial, and accepts if and only if || (s1, s2) || < | 8%], where | 2]
is a fixed bound per security level (Falcon-512: I_ﬂzj = 34,034,726;
Falcon-1024: | 2] = 70,265,242 [20]). Note that s; is not transmitted;
it is derived by the verifier from the Falcon public key polynomial
h, the signature component s,, and the random oracle. The public
key is the Falcon polynomial k. Falcon-PKR modifies the signa-
ture representation and verification flow; its precise construction
is presented in Section 3.3.

3.3 Public-Key Recovery (PKR)

In a conventional signature scheme, verification is performed using
an explicit public key. A PKR mechanism instead derives a candidate
public key from the signature and uses additional information to
determine whether the recovered key is the intended one. In Falcon-
PKR, the signer-associated value is a digest H,(h) of the Falcon
public-key polynomial h.

Remark 1 (Notation). Throughout this paper, H denotes the hash-
to-point function (HashToPoint in the Falcon specification [20]),
modelled as a lazy-sampled random oracle that maps (r||m) to a
polynomial in Zy[x]/¢. Hpr denotes the public-key hash, a sepa-
rate deterministic function mapping a public-key polynomial to
a fixed-size digest, assumed to be collision-resistant. These two
functions have different domains, different ranges, and play distinct
cryptographic roles; they must never be conflated.
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The function Hy is domain-separated from the hash-to-point
oracle H: a distinct domain-separation prefix is used in the hash
invocation, ensuring that the collision-resistance assumption for
Hpy can be applied independently of the random-oracle modelling
of H and that the two assumptions do not circularly depend on
each other. Given a signature, the verifier reconstructs a candidate
polynomial A and accepts only if the recovered key satisfies the
Falcon verification relation and Hyg (hyec) = Hpi(h). This introduces
a security case that is absent from standard Falcon verification.
For an honestly generated public key polynomial h, an adversar-
ially generated signature may reconstruct a different polynomial
hrec. If hyee # h nevertheless passes the digest check, then h and
hyec constitute a collision for Hy. This observation underlies the
collision-resistance component of our formal security reduction: the
EUF-CMA advantage of Falcon-PKR is bounded by the EUF-CMA
advantage of standard Falcon together with the collision-resistance
advantage against Hp. In the formalisation, h is drawn from the
Falcon key-generation distribution over polynomials in Z,[x]/¢,
and the domain of Hyy is the same set of public-key polynomi-
als. The separation between these domains is necessary for the
collision-resistance assumption to be stated independently.

3.4 Machine-Checked Game-Based Proofs

Modern cryptographic security proofs are structured as security
games [48]: an adversary interacts with a challenger over a se-
quence of oracle queries and tries to win a defined objective (e.g.,
forge a signature). Security is established by showing that any ad-
versary winning the new game can be converted—via an efficient
reduction—into an adversary winning a game already known to
be hard. EasyCrypt [7] is a proof assistant for game-based crypto-
graphic security proofs: security games are written as probabilistic
programs and game hops are verified by a type-checker using a
probabilistic relational Hoare logic, eliminating proof gaps and
unchecked reasoning steps that commonly arise in informal pen-
and-paper arguments. Concretely, each game hop is expressed as
a pRHL judgment equiv[G; ~ G, : & = V], where ® is a rela-
tional precondition over the initial states of G; and G, and ¥ is the
relational postcondition that must hold after both games execute,
certified by the EasyCrypt type-checker, and single-game probabil-
ity bounds are expressed as Hoare judgments hoare[G : ® = ¥].
For game outcomes, we use the conventional EasyCrypt-style no-
tation Pr[G : res], where res denotes the Boolean return value of
game G. In relational judgments, subscripts indicate the run: res;
and res; refer to the outputs of the left and right programs, respec-
tively. The formalisation reasons about the abstract Falcon signing
and verification interface. The PKR transformation introduces proof
obligations beyond those of the standard Falcon EUF-CMA game.
In particular, the formalisation must account for the public key re-
constructed during verification, its binding to the stored public-key
digest, and the relation between PKR verification and standard Fal-
con verification. The resulting security reduction and correctness
argument are developed in Section 5.
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3.5 Zero-Knowledge Proofs (ZKPs) and
ZK-SNARKs

ZKPs allow a prover to convince a verifier about knowledge of
a secret without revealing the secret. [43]. ZK-SNARKSs provide
succinct proofs that can be verified efficiently and are used by
blockchain systems for privacy-preserving transactions.

Basso et al. [8] propose an MPC protocol for jointly generating
super-singular elliptic-curve parameters with an unknown endo-
morphism ring. The protocol is designed to avoid reliance on a
single participant in the generation of parameters potentially used
by subsequent cryptographic protocols.

Our work implements and evaluates an extended architecture
based on this protocol. We treat this component as a complementary
case study: the Falcon-PKR part of the paper studies a PQ signa-
ture transformation and its formal security, whereas the SECUER
part examines the implementation and practical characteristics of
cryptographic ceremony infrastructure.

3.6 Blockchain Systems

Blockchains are distributed ledgers in which transactions are recorded
in an ordered sequence of blocks and authenticated using crypto-
graphic mechanisms [15]. Digital signatures are commonly used
to authenticate transactions and other user-authorized actions. For
PQ migration, the size of cryptographic objects and the cost of sign-
ing and verification are important practical considerations. These
considerations motivate our experimental evaluation of Falcon and
Falcon-PKR alongside classical and other PQ signature schemes.

Zcash is a cryptocurrency that provides privacy-preserving trans-
actions using ZKPs [23]. It supports both transparent and shielded
transaction mechanisms. Transparent transactions use conven-
tional public-key signatures, whereas shielded transactions employ
ZKPs to protect transaction information.

We use Zcash as a motivating case study for considering the
practical implications of PQ migration in a blockchain setting. In
particular, it provides a concrete context for studying both signature-
related representation costs and cryptographic ceremony infras-
tructure. Our implementations and experiments do not constitute
an integration of Falcon-PKR or the SECUER-based architecture
into the live Zcash protocol.

4 Implementation

This section describes the concrete artefacts used to evaluate and
operationalise the two case studies of this paper. We first specify and
implement Falcon-PKR with emphasis on security-critical checks
required by the formal analysis, and then present the SECUER
deployment architecture and its attack-surface hardening decisions.

4.1 Falcon-PKR

Falcon (Section 3.2) operates over the ring Zy[x]/(x" + 1), n €
{512, 1024}, corresponding to NIST security levels 1 and 5 respec-
tively [34]. The private key is a tuple (f, g, F, G) of short polynomi-
als satisfying fG—gF = q mod ¢ with f invertible; the public key is
h=gf~! mod (¢, q). Signing and verification follow the construc-
tion in Section 3.2. The PKR mode (Section 3.3) replaces the stored
polynomial h with the digest Hyi (k) and augments the signature
to the triple (r, s1, s2). Two algorithm changes are required relative
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to standard Falcon: (i) the signing loop must iterate until s is in-
vertible; and (ii) the verifier must compute the recovered-key digest
Hpi(hrec) and compare it to the stored Hy(h). Key generation is
unchanged. Both changes correspond directly to proof obligations
made explicit in the EasyCrypt formalisation (Section 5).

On the one hand, we adapt the signing algorithm (Alg. 1) to
include s; and to iterate until s; is invertible. The signing func-

Algorithm 1 Sign_recoverable(m, sk, | $2]) - builds on [20]

Require: A message m, a secret key sk, a bound | 2]
Ensure: A recoverable signature sig of m
r « {0, 1}%2° uniformly
¢ « HashToPoint(r||m, g, n)
t— (—éFFT(c) © FFT(F), éFFT(c) O FFT(f))
do
do
z «— ffSampling,(t,T)
s=(t-z)B
while [[s||* > [ ]
(s1,82) < inoFFT(s)
s « Compress(si||sz, 8 - sbytelenrec — 328)
while s =1 or s; is not invertible mod (¢, q)
return sig = (r, s)

tion includes s; in the recoverable encoding. Sampling is repeated
until the norm bound is satisfied, compression succeeds, and s; is
invertible mod (¢, q).

On the other hand, we adapt the verification algorithm (Alg. 2)
with validity checks and recovered-key digest comparison. The

Algorithm 2 Verify_recoverable(m, sig, Hyi (h), LA?]) - builds
on [20]

Require: Message m, signature sig = (, s), stored digest Hy (h),
bound | %]

Ensure: accept or reject
(s1,52) < Decompress(s,8 - sbytelenrec — 328)
if s; =L ors; =1 then reject > Reject invalid encodings
end if
if s, is not invertible mod (¢, ¢) then reject
requires invertible s,
end if
hrec < sy (HashToPoint(r|lm, g, n) — s;)
Pkrec — Hpk(hrec)
if ||(s1, 52)||? < LB?] and pkye = bk (h) then accept
else reject
end if

> Recovery

input value representing the public key pk = h is replaced by a
collision-resistant digest Hy (%) (distinct from the hash-to-point
oracle H; see the notation remark in Section 3.3). Verification first
validates the decoding result and the invertibility of s,. It then
computes the recovered-key digest Hpi (hye.), where

Prec = 55 (HashToPoint(r||m, g, n) — s1).

Since s, is transmitted in the recoverable signature, no additional re-
computation of s; from h is needed. Finally, the signature is accepted
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if and only if (s, s) satisfies the bound and Hy (hrec) = Hpr(h).
Despite the fact that the size of the signature doubles, the con-
sequence of storing a collision-resistant digest instead of the full
public key polynomial reduces their combined storage costs by
15% [20].

For the actual implementation, we selected the Python library
of Prest [37] and the C library of PQClean [25]. Fortunately, both
libraries provide functionality for the Number Theoretic Transform
(NTT) to do arithmetic calculations directly on the polynomials in
Z4[x]/(¢) and check if a polynomial p is invertible if and only if
NTT(p) does not contain a coefficient with value zero [20]. Conse-
quently, the algorithmic pseudocode and the outlined adjustments
can be implemented straightforwardly in both libraries.

4.2 SECUER

The MPC protocol [8] is designed to generate a super-singular
elliptic curve with an unknown endomorphism ring, named SE-
CUER. A new Proof-of-Knowledge (PoK) is described in the proto-
col such that a party i can prove its knowledge of a secret isogeny
¢ : Ei_1 — E; between two SECUER E; and E;_; to another party
without revealing the secret isogeny. The PoK protocol is based
on the SIDH-based X-protocol [18] and its subsequent develop-
ments [17], and is used to construct a distributed SECUER setup
protocol. While the underlying isogeny-based cryptography relates
to the hardness of the endomorphism ring problem [35], the secu-
rity of the protocol is proved in [8] using the Simplified Universal
Composability (SUC) framework [13] in the real or ideal world
paradigm.

The protocol starts with a SECUER Ey, and each party i adds
another SECUER E; to the sequence when they have found an
isogeny from E;_; to E;. Hereby, only the sequence of PoK and
SECUER is publicly known. The protocol will work correctly and
output a SECUER E; under the assumption that at least one party
is honest.

4.2.1 Realisation and attack surface. This section addresses the
implementation of each property specified in the distributed SE-
CUER protocol [8] in a real-world deployment, including its benefits
for the protocol’s security, as well as the extension we applied to
improve the protocol.

We designed an architecture (Fig. 1) with three distinct struc-
tured repositories: a GitHub repository for participants’ access (left)
and two repositories on a self-hosted GitLab instance for executing
checks on commits and storing sensitive resources. For conciseness,
the three repositories are referred to as LR for the left repository,
CR for the center repository, and RR for the right repository. In
our architecture, LR allows the participant to commit its generated
proof and corresponding curve. The combination of open-source
tools and an open-proof format, together with a publicly accessi-
ble repository, meets the requirements for transparency, openness,
trustworthiness, and a low barrier to entry of the original pro-
tocol [8]. Besides, the architecture relies entirely on GitHub and
GitLab infrastructure to mitigate and outsource resilience against
Sybil and Denial-of-Service (DoS) attacks.

After a party commits as a Pull Request (PR), CR mirrors LR
and checks if the committed proof and curve correspond to a valid
isogeny between the latest valid curve and the committed one.
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Figure 1: Architecture of the Multi-Party Computation (MPC) pro-
tocol utilizing SECUER; access point GitHub repository (left), mir-
roring Continuous Integration (CI) GitLab repository (center), and
secure storage GitLab repository (right).

Therefore, we query a trusted instance of the verification tool [8]
starting from the latest valid (“tip”) curve and confirm the absence of
errors. Additionally, the execution environment (CR) compares the
query output with the committed curve to ensure the correctness
of the ongoing sequence of curves and proofs stored in LR.

A successful execution of all configured checks merges the PR
and adds a new valid proof and curve to the sequence of proofs and
curves in LR, respectively. The PR is rejected otherwise. This portion
of the implementation already wraps up the basic functionality of
the distributed SECUER setup protocol and can be related to its
proven security. Despite that, theory and practice diverge, and the
implementation requires further checks to establish a sufficient
degree of security.

Since the infrastructure is built on Git, we have to consider
platform-specific properties when selecting suitable security mea-
sures. A PR and repositories must not rewrite the already verified
sequence of proofs and curves, and committing and executing the
checks have to be separated [8].

We addressed this issue with the three-part architecture (Fig. 1).
LR operates as a public “access point” for participants to send their
PRs, while the other two repositories are private. Consequently,
parties accessing LR cannot access the other two. Besides, the man-
agement of each repository should be distributed among different
responsible entities, leading to decentralization and distributing the
risk of a full compromise among at least three entities. While CR
is only used to mirror LR and execute checks, RR securely stores
sensitive resources such as the scripts for the validity checks, the
SHA-256 [32] hashes to ensure that the sequence of proofs and
curves has not been modified, and a trusted instance of the verifica-
tion tool [8] to perform proof verification. In case of a valid PR, the
resources are updated accordingly. Since CR, which accesses LR
and RR only via preset tokens, and RR are private, the remaining
attack vector is potentially mostly from the GitHub and GitLab
infrastructure.

The SECUER protocol does not explicitly address the require-
ment that a PR must not change the sequence of proofs and curves,
nor does it consider the potential security implications of other
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files stored in LR. These include the configuration file for the Con-
tinuous Integration (CI) pipeline used to check PRs in CR, as well
as potentially ambiguous behaviour that could go undetected in
GitHub repositories. The most straightforward approach to this
attack vector is to replace the hash values for the sequence of proofs
and curves in RR with one hash value over each file and each di-
rectory in LR to ensure that not even one bit in a PR is unverified
under the assumption of collision resistance of SHA-256 [32].

In summary, the architecture implements the distributed SE-
CUER setup protocol proposed for real-world deployment [8]. It
applies and extends the proposed security measures, such that the
remaining attack vectors are more likely to be contained within the
SHA-256 hash function and the GitHub and GitLab infrastructure
used.

5 Formal Security Analysis of Falcon-PKR

The benchmarking results in Section 6 establish that Falcon-PKR
outperforms standard Falcon verification and achieves a 15% size
reduction, making it an attractive candidate for Zcash’s transparent
protocol [23]. Benchmarks alone, however, cannot answer whether
the PKR transform is safe to deploy: altering how a public key
is stored and how a signature is verified can introduce subtle at-
tack surfaces even when individual operations appear correct. This
section provides a machine-verified answer by formally proving
two complementary properties of our Falcon-PKR design—security
and correctness—using the EasyCrypt proof assistant [7]. Together,
these proofs provide a machine-checked security and correctness
analysis of the PKR transformation at the stated cryptographic and
algebraic abstraction level.

5.1 Security Goals and Modelling Assumptions

Our goal is to prove that Falcon-PKR satisfies EUF-CMA [22], the
standard security notion for digital signatures used in blockchain
protocols. Informally, EUF-CMA states that no computationally
bounded adversary—even one that can adaptively request signa-
tures on arbitrary messages—can produce a valid signature on any
message it did not previously query. In the Zcash [23] context,
breaking EUF-CMA would allow an attacker to forge a transaction
signature without the private key, enabling coin theft or identity
impersonation on the transparent protocol.

We model the HashToPoint function H(r||m) — c as a lazy-
sampled random oracle. For each previously unseen input, the ora-
cle samples a fresh value from the specified challenge distribution
and stores it; subsequent queries to the same input return the stored
value. This provides the consistent random-function abstraction
used in the Falcon security analysis [20].

The security reduction relies on two cryptographic assumptions:

(1) EUF-CMA security of standard Falcon. The base sign
is a NIST-standardised security claim for Falcon-512 (NIST
Level 1) and Falcon-1024 (NIST Level 5) [20, 30].

(2) The public-key hash H, is collision-resistant. It is com-
putationally infeasible to find two distinct Falcon public-key
polynomials h; # h, that hash to the same digest under Hy.
Critically, Hyx must be domain-separated from the HashTo-
Point function used in signing: if the same hash were reused
for both purposes, the security argument would be circular
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(see Section 6.1). In the Python and C implementations, Hyx
is instantiated with a separate SHAKE-256 [14] call using a
distinct domain-separation prefix.

The formalisation models the ring Z,[x]/¢ abstractly through its
algebraic operations, with no axiom fixing the degree n. The secu-
rity and correctness theorems therefore apply uniformly to both
Falcon-512 (n = 512, NIST Level 1) and Falcon-1024 (n = 1024, NIST
Level 5) without requiring separate proofs for each parameter set.
Implementation details such as NTT or Fast Fourier Transform
(FFT) arithmetic are not part of the abstract interface and do not
appear in the proof. The central challenge distinguishing this proof
from standard Falcon security is that PKR verification does not oper-
ate on the stored public key directly, but on a key h,. reconstructed
from the signature at verification time. Collision resistance estab-
lishes that h,,. = h except in the collision event; the intermediate
reference-verifier game Gjg-ref then connects verification under
the recovered key to the standard Falcon verification relation.

5.2 Security Theorem

Theorem 1 (EUF-CMA security reduction for Falcon-PKR). For
any adversary A against Falcon-PKR in the ROM, its EUF-CMA
advantage is bounded by

ADVEUECMA (1) < AdVEYFEMA (Red., (1))

+ Advgsk(Rech(ﬂ)), m

where Red, transforms a Falcon-PKR adversary into a standard-
Falcon EUF-CMA adversary, and Redcg transforms it into a collision-
finding adversary against Hyy. The bound is established by mechani-
cally checked game transformations and reductions in EasyCrypt.

The proof first instruments the Falcon-PKR game with the event
badC(R &= hec # B A Hyx(hee) = Hpk(h), where h is the
honestly generated public-key polynomial and k. is the key recon-
structed from the forgery. The conjunction explicitly captures the
collision condition for the public-key hash: two distinct polynomi-
als map to the same H digest. We then split the winning event into
cases based on whether badCR occurs (see Figure 2). On the badCR
branch, the two distinct polynomials h and h,,. have the same Hyy
digest. Consequently, the forged signature directly yields a collision
for Hpk, which gives the second term in Theorem 1. On the —badCR
branch, an accepting public-key hash check implies hy, = h. The
PKR verification relation can then be connected to standard Falcon
verification through the intermediate reference-verifier game and
the algebraic equivalence

sgl(c—sl)zh — s1+s-h=¢c

where ¢ = H(r||m). The reduction Red, uses the standard Falcon
signing oracle to simulate the PKR signing oracle and outputs the
pair (r,s;) from a successful PKR forgery as a standard Falcon
forgery. This yields the first term in Theorem 1.

Thus, every successful Falcon-PKR forgery is accounted for by
one of two events: either it gives a standard Falcon forgery, or it
gives a collision in Hy. Consequently, assuming EUF-CMA secu-
rity of standard Falcon in the stated model and collision resistance
of Hpyk, the bound implies EUF-CMA security of Falcon-PKR. The
theorem therefore isolates the additional security assumption intro-
duced by PKR: collision resistance of Hy. It does not independently
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establish the concrete security level of the underlying Falcon in-
stantiation.

5.3 Correctness Guarantee

Security preservation concerns adversarially generated signatures;
we separately verify the correctness of the PKR transformation for
honest signing.

Theorem 2 (Correctness of Falcon-PKR). For every message m,
an honestly generated Falcon key pair and the corresponding PKR
signing procedure produce a signature that is accepted by the PKR
verification procedure. Moreover, for every signing output satisfying
s1+ s2 - h = H(r||m) with invertible s,, PKR reconstructs the original
public key:

RECOVER(r, m, s1,82) = s, (H(r||m) = s1) = h.

The proof is established compositionally in EasyCrypt. The un-
derlying Falcon signing interface specifies the required postcondi-
tion of an honest signing output: s; is invertible, the signing relation
holds, and the resulting signature satisfies the Falcon norm bound.
Together with the construction of s; in the PKR signing procedure,
these interface properties establish s; + s, - h = H(r||m) and the
conditions required by the PKR verifier. PKR then follows directly
from the signing equation. Writing ¢ = H(r||m) and substituting
s; =c—sy-h,weobtains; '(c—s1) =s; ' (c— (c—s2-h)) = h, where
invertibility of s, justifies the use of s;*. The PKR transformation
leaves s; and s, unchanged and therefore preserves the signature
norm. Once recovery reconstructs h, the signing relation and norm
bound consequently satisfy the conditions checked by the PKR
verifier, which accepts the honestly generated signature. The cor-
rectness experiment is machine-checked in EasyCrypt relative to
the abstract Falcon signing interface. The formalisation does not
verify the concrete low-level Falcon implementation or its arith-
metic, including the NTT implementation; instead, the properties of
Falcon signing required by the PKR transformation are represented
explicitly at the interface.

5.4 Proof Architecture

The EUF-CMA proof of Theorem 1 follows the four-step structure
in Figure 2. We first instrument the Falcon-PKR game with badCR
(Step 1). On the —badCR branch, A, = h, yielding the reference-
verifier game Gpid-ref (Step 2), which reduces to standard Falcon
EUF-CMA (Step 4). On the badCR branch, hy.c # h and Hpk(hrec) =
H,i(h), yielding a collision for Hy and a reduction to its collision-
resistance game (Step 3). The two branches give the additive bound
of Theorem 1.

The figure uses high-level aliases for the corresponding Easy-

Crypt games: EUF_CMA_PKR, G_PKR_CR, and G_mid_ref. The right
branch reduces to CR_PKHash via Redcg, while the left branch re-
duces to standard Falcon EUF-CMA via Red,.
Step 1, Isolating the collision event. We instrument the PKR
game to track a bad event: the forger produces a signature from
which a public key h, is recovered that differs from the real key h
yet hashes to the same digest under H. The challenger records this
event in an internal flag never exposed to the adversary, preserving
the adversary’s view and winning probability. In Figure 2, this is
the transition Game, — Game;.
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Gamey (GpkR):
Falcon-PKR EUF-CMA

Step 1
(instruments badCR)

Step 2 Step 3
(—badCR) (badCR)

hrec =h hrec # h
Game (Gmid-ref): Hyi (hrec) = Hppe(h)

Gamey (GpKR-CR):
PKR game + badCR

reference-verifier

s.wl

[ Standard Falcon EUF-CMA ] [ CR game for Hpk ]

Y Y
AdVETR-CMA (7) <

AdVEUFCMA (Red ;- (A1) ) + Advg;k (RedcRr(A))

Figure 2: Proof roadmap for the Falcon-PKR EUF-CMA reduction.
The PKR game is partitioned by badCR: when —badCR holds, h,.c = h
and PKR verification reduces to standard Falcon EUF-CMA; when
badCR holds, (h,ec, k) yields a collision for Hyy via Redcg. The two
cases give the final additive security bound. The numbered arrows
correspond directly to Steps 1-4 in Section 5.4.

Step 2, Separating the good and bad cases. The PKR verifier first
reconstructs the Falcon public key from the signature and checks
that its hash matches the stored public-key digest before applying
the norm test; standard Falcon verification applies the norm test
directly against the known public key. We therefore introduce an
intermediate reference-verifier game G yi4-ref, Whose verifier applies
the Falcon norm test directly to the recovered key, without the hash
comparison.

The key observation is that, outside badCR, the recovered key
must equal the original key, i.e., hy. = h. Hence, on the —badCR
branch, the PKR verifier and the reference verifier are equivalent.
The reference verifier is then related to standard Falcon verification
through the recovery relation sz_l (c—s1) =h o s;+sy-h=c. The
probability bound follows from a case split on badCR within the
single instrumented game Gpgr-cr:

Pr[Gpkr-cr : res] = Pr[Gpkr-cr : res A badCR]
+ Pr[Gpkr.cr : res A =badCR].

The first term is bounded by Pr[Gpkr-cr : badCR] by probability
monotonicity. On the —badCR branch, the second term is related
to Pr[Guid-ref : res| by a two-sided equivalence argument with
postcondition res; = res, V badCR;. Here, res; and res, denote the
Boolean outputs of the left and right games in the corresponding
pRHL judgment, and badCR; denotes the value of badCR in the
left-hand run in EasyCrypt notation).

Here, res; and res; denote the Boolean outputs of the left and
right games in the corresponding pRHL judgment.
Step 3, Reducing the bad event to collision resistance. Any ad-
versary that triggers the bad event—finding h,,. # h with matching
hashes—yields a collision for Hy directly. A black-box reduction
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formalises this: it simulates the PKR game for the forger and out-
puts the colliding pair. In Figure 2, this is the right branch from
Game, to the CR game for Hp.
Step 4, Reducing the standard game to Falcon EUF-CMA. A
second reduction embeds the standard Falcon challenger inside the
PKR game: it receives a standard Falcon public key h, computes
pk;, = Hpr(h), and uses the standard signing oracle to simulate PKR
signatures perfectly (since s; = ¢ — s, - h requires only h and the
standard signature (r, s;)). The random oracle H(-) for HashToPoint
is shared globally between the standard Falcon challenger and
the PKR adversary through the same lazy-sampled RO module, so
random-oracle queries made by A during signing are answered
consistently with the same map that the standard Falcon challenger
uses. The forger’s output (r,sz) is then a valid standard Falcon
forgery. In Figure 2, this is Game,; — Standard Falcon EUF-CMA.
Appendix B provides the corresponding game code, highlighting
the statements introduced or modified at each hop and the two
reductions underlying the final security bound.

The formalisation implications for implementation and deploy-
ment are presented in Section 6.1, followed by the empirical evalu-
ation and integrated discussion in Section 6.

6 Practical Implications and Evaluation

This section links the formal results to deployment and performance
evidence. We first extract implementation requirements implied
by the machine-checked proof (Section 6.1), then analyse the SE-
CUER deployment architecture (Section 6.2), evaluate Falcon-PKR
performance and size trade-offs (Section 6.3), and finally provide
an integrated discussion across these findings (Section 6.4).

6.1 Formalisation-Driven Implementation
Requirements

The machine-checked formalisation exposed three requirements
that are important for both the security argument and the imple-
mentation of Falcon-PKR.

Collision resistance and domain separation of Hy. The re-
duction shows that collision resistance of the public-key hash is
essential for relating a recovered key h,. to the honestly generated
key h. In particular, if verification accepts with Hy (hrec) = Hpi(h)
and hy. # h, the reduction obtains a collision in Hy. The formali-
sation therefore makes the collision-resistance assumption explicit
rather than treating it as an informal property of the construction.
The hash must also be domain-separated from the HashToPoint
oracle used by Falcon signing. This allows the collision-resistance
assumption to be used independently of the random-oracle rea-
soning for HashToPoint. Our implementation consequently uses a
dedicated, domain-separated SHAKE-256 [14] invocation for Hy.

Invertibility of s,. PKR requires s to be invertible in Z4[x]/¢.If s;
is not invertible, the recovered key is not used as a valid public key,
and the verifier rejects through its explicit invertibility condition.
The mechanised correctness proof therefore makes this condition
explicit and confirms the role of the rejection-sampling loop in
sign_recoverable (Section 4.1): successful signing produces an
invertible s,, rather than this check being merely an implementation
optimisation.

Conference acronym 'XX, June 03-05, 2018, Woodstock, NY

An intermediate reference verifier. The mechanisation intro-
duces an intermediate reference-verifier game Gig-ref (Section 5.4,
Step 2) that connects PKR verification with the standard Falcon ver-
ification relation. PKR verification operates on the recovered public
key, whereas standard verification operates directly on the original
public-key polynomial. Introducing Giqd-ref Separates these two
steps and makes the security-preserving transformation explicit:
the collision- resistance argument relates h,. to h, after which the
reference verification relation can be connected to standard Falcon
EUF-CMA security.

Together, the two theorems and the three insights above provide
a formal cryptographic justification for Falcon-PKR as a compact
PQ replacement for ECDSA in the Zcash [23] transparent protocol.
The formalisation is parameter-independent at the abstract ring
level; the security and correctness theorems hold for any concrete
instantiation of the ring, and in particular cover both Falcon-512
and Falcon-1024 without modification. The two parameter sets
are evaluated separately in the experimental implementation (Sec-
tion 6.3), so the formal guarantees apply to both sets of benchmarks
presented there.

6.2 SECUER Deployment and Attack Surface

This subsection discusses and connects the results of this work,
preceding a remark on the libraries of Prest [37] and PQClean [25]
for Falcon-PKR, the provided tools of Basso et al. [8] for SECUER
PoK, and an Elliptic Curve Cryptography (ECC) library [50] in
Python for a subsequent performance comparison. Generally, we
put a special emphasis on the comparison in a blockchain context.
We identify formatting errors in the SECUER PoK tools, which lead
to compilation issues on the Apple Silicon architecture; missing
support for the hash functions of PyCryptodome [16] in the ECC
library, which are required for the following performance analysis;
and missing PKR mode for Falcon in the libraries of Prest [37] and
PQClean [25]. PRs containing the resolved issues will be sent to the
respective public open-source GitHub repositories. All performance
benchmarks are executed on an Apple MacBook Air with Apple
Silicon architecture, the M3 Apple chip, and 24 GB of memory. The
work of Basso et al. [8] extends over several SIKE parameters; how-
ever, their provided tools showed severe execution errors such that
we were only able to build our evaluation on the SIKE parameter
434.

In Section 4.2, we analyze our implementation of the real-world
deployment regarding the distributed SECUER setup protocol. There-
fore, we investigate each property and compare it with our realised
architecture (Fig. 1). Moreover, we discuss which properties may
lead to attacks, identify two shortcomings in the original propo-
sition, and outline a solution. First, a third repository extends the
architecture to store sensitive resources, e.g., scripts for PR veri-
fication and hash values for verified directories, and reduces the
mirroring GitLab repository to act solely as an execution environ-
ment. Independent entities should manage all three repositories
to spread the risk of a single point of failure or compromise. Sec-
ond, we point out that it is not sufficient to ensure that a PR does
not change the directories for the verified sequences of proofs and
curves. Rather, no other file or directory than the one responsible
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Table 1: Proof-of-Knowledge (PoK) performance (ms).

Algorithm Proof | Verify
SECUER-PoK 2763 316.2
Schnorr signature (libsecp256k1) | 0.0106 | 0.0199
SQISign 30.746 2.114

for new proofs and curves should be modified. A simple counter-
measure is to create an additional hash value of all directories and
files, except the directory for new additions, and verify against it.
Hence, we argue this implementation reduces the attack surface
primarily to that of the underlying infrastructure of GitHub and
GitLab. Overall, the implementation adheres to the requirements
in [8] and therefore presumably correctly implements the protocol
which was proven to be secure. However, the reliance on the Git
infrastructure leads to limited usability and inconsistent behaviour;
e.g., if a participant slightly deviates from the protocol, verification
against the valid hash value across all directories and files will reject
the PR.

We conclude the examination of the SECUER implementation
with a performance-based comparison. Table 1 shows the bench-
mark results of the SECUER PoK [8] tools and two signature schemes
fundamentally built on a PoK. The Schnorr Signature scheme [31,
54] relies on the hardness of the Discrete Logarithm Problem (DLP).
Similarly, SQISign [1] relies on the hardness of computing isoge-
nies between supersingular elliptic curves, an assumption that also
underlies the SECUER PoK.

Our measurements show that the PoK [8], particularly in the
provided implementation, is orders of magnitude slower than both
the Schnorr and SQISign signatures.

Although the SECUER PoK [8] does not yield the best results for
further implementation study, we select it for its quantum-secure
properties and, in particular, its distributed setup protocol. Large-
scale MPC ceremonies such as the Zcash setup [52] have been con-
ducted over several days or weeks, with individual contributions
requiring substantial computation [10, 11, 21]. Our implementa-
tion of the distributed SECUER setup protocol achieves an average
runtime of 1.12 minutes per successful contribution. This suggests
that the protocol can support practical ceremony workflows, in-
cluding settings with hundreds of participants. Combined with the
quantum-secure properties of the SECUER PoK, these results moti-
vate its use as a candidate for quantum-secure blockchain setup.

6.3 Falcon-PKR Performance and Size
Evaluation

Building on Section 4.1, this subsection quantifies the runtime and
size impact of enabling PKR mode in Falcon. We compare Falcon-
PKR against standard Falcon and representative classical/PQ sig-
natures, with emphasis on ECDSA [24] in Zcash-like transparent
settings [23], to make the deployment trade-off explicit. Measure-
ments are obtained from the Python [37] and C [25] implementa-
tions introduced earlier.

Table 2 and Table 3 hold the performance values of the ECDSA
library benchmark [50] and those of Prest’s Falcon library [37]
in Python. These tables indicate Falcon’s significantly higher ex-
ecution time for key pair generation; however, this overhead can
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Table 2: Transparent ECDSA (us).

Function SHAKE256 | TurboSHAKE256 | ¢SHAKE256 | KangarooTwelve
generateKeyPair | 404.89 409.15 410.28 404.47
sign 410.86 411.53 408.95 409.24
recover 5,972.06 5,927.64 5,932.20 5,845.63
verify 1,584.45 1,559.91 1,557.17 1,548.78

Table 3: Transparent Falcon-512 (us).
Function SHAKE256 | TurboSHAKE256 | c¢SHAKE256 | KangarooTwelve
generateKeyPair 1,711,027.28 | 1,729,447.30 1,718,898.43 1,675,201.66
sign 11,034.33 11,089.65 10,992.24 11,066.97
signRecoverable 14,255.76 14,350.07 14,235.87 14,224.97
recover 2,366.34 2,390.74 2,373.85 2,430.66
verify 2,226.31 2,231.70 2,220.97 2,290.61
verifyRecoverable | 479.95 520.00 475.33 484.43

be considered negligible, as key pairs in general and especially
in blockchain networks are typically generated only infrequently,
e.g., a participant creates a new personal wallet. Additionally, Fal-
con’s signing functions are at least around 27 times slower than
ECDSA’s. While this is a negative aspect, it can be relativized as
digital signatures are mostly created once per blockchain transac-
tion per participant. However, blockchain network nodes verify
these signatures to check the authenticity of the transactions and
the integrity of the blockchain. Consequently, the verification op-
eration has a greater impact on blockchain performance than the
signing operation, as it is executed more frequently. In this regard,
the Falcon implementation in recoverable form outperforms the
ECDSA implementation by a factor of approximately 3.3.

In general, the total time-based cost for k number of validations
of transactions of potential blockchains using PKR can be expressed
as:

Tootal = T, + k- (Tprlic + Tvr:fify) @)

where Tsrleg‘;l is the time for generating a recoverable signature, TI;EC
is the time for recovering the public key from the signature, Tvr:fify is
the time for verifying the recoverable signature with the recovered
key.

Using the values from Table 2 and Table 3 for SHAKE256SHAKE-
256 [14], one can observe the following.

Tootat > Trotal
410.86 + n * (5,972.06 + 1,584.45)
> 14,255.76 + n * (2,366.34 + 479.95)
< 410.86 + n * 7,556.51 > 14,255.76 + n * 2, 846.29
& 410.86 > 14, 255.76 — n * 4,710.22 3)
& —13,844.90 > —n * 4,710.22
& n*4,710.22 > 13,844.90
& n > 2.93933
enz3
For n > 3, the ECDSA Python implementation [50] is overall
slower than the Falcon Python implementation [37], while Fal-

con additionally provides quantum-secure properties. Besides, we
create the benchmarks for different eXtendable Output Function
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Table 4: Lengths of the digital signature components (in bytes).

Algorithm Public Key | Private Key | Signature
ECDSA (Python [50] 64 32 64
libsecp256k1 64 32 64
Falcon-512 (Python [37]) 1014 1938 666 (recoverable: 1291)
Falcon-512 897 1,281 752
Falcon-1024 1,793 2,305 1,462
ML-DSA-44 1,312 2,560 2,420
ML-DSA-65 1,952 4,032 3,309
ML-DSA-87 2,592 4,896 4,627
SPHINCS-SHAKE256-128f-simple | 32 64 17,088
SPHINCS-SHAKE256-128s-simple | 32 64 7,856
SPHINCS-SHAKE256-192f-simple | 48 96 35,664
SPHINCS-SHAKE256-192s-simple | 48 96 16,224
SPHINCS-SHAKE256-256f-simple | 64 128 49,856
SPHINCS-SHAKE256-256s-simple | 64 128 29,792
SPHINCS+-SHAKE256-128f 32 64 17,088
SPHINCS+-SHAKE256-128s 32 64 7,856
SPHINCS+-SHAKE256-192f 48 96 35,664
SPHINCS+-SHAKE256-192s 48 96 16,224
SPHINCS+-SHAKE256-256f 64 128 49,856
SPHINCS+-SHAKE256-256s 64 128 29,792

(XOF) hash functions to evaluate significant performance differ-
ences. Here our contributions to accommodate the hash functions
of PyCryptodome [16] come into play, before these, the XOF hash
functions have not been featured. A dataset of 2000 instances is
utilized, where each instance records the runtime of a specific op-
eration type (generate key pair, sign, recover, verify)
with a specific XOF hash function (SHAKE256, TurboSHAKE256,
cSHAKE256, KangarooTwelve). This dataset allows us to assess the
statistically significant influence of the operation type and the XOF
hash function on the runtime. We create a multiple linear regres-
sion model, where the dependent variable is the runtime and the
predictors (independent variables) are the XOF hash function type
and the operation type. The results demonstrate that the type of
hash function has a statistically significant impact on the runtime
for ECDSA, but not for Falcon, at the strict significance level of
a =0.01% (i.e., there is a 0.01% probability of incorrectly rejecting
the null hypothesis, which states that the predictors have no effect
on runtime). This is verified by the Overall F-test [39], which checks
whether the predictors improve the model performance compared
to assuming no effect at all. On average, KangarooTwelve yields
the best performance for the Python ECDSA implementation.

It is worth noting that runtime is not the only critical factor when
evaluating the performance and suitability of a digital signature
algorithm in the blockchain context. The lengths of the keys and
the signatures themselves also play an important role, as shown in
Table 4.

Comparing the Python implementations reveals that Falcon’s
public key is nearly 16 times larger than ECDSA’s, and Falcon’s
signature is more than 10 times larger than those of ECDSA’s sig-
nature, as well as 20 times larger in its recoverable form. Both the
public key and the signature are cryptographic components that
are publicly available on a blockchain network and utilized for
verification and integrity. These larger sizes likely affect network
performance negatively, although the exact impact depends on the
concrete circumstances.

The private key of the Falcon algorithm is more than 60 times
larger than ECDSA’s. In a blockchain context, private keys are
typically stored in personal wallets; thus, their size has a greater
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impact on individual storage than on the blockchain network itself.
Overall, the cryptographic components of Falcon are at least an
order of magnitude larger than those of ECDSA. Thus, it is evident
that the storage is increased significantly, which also increases the
necessary resources.

In concluding whether Falcon is a suitable candidate to replace
ECDSA in terms of the utilized Python implementations, the se-
curity levels of the algorithms must also be taken into account.
NIST categorizes five security levels [34] for cryptographic al-
gorithms, which are listed (algorithm and level) to other stan-
dardized cryptographic algorithms: Falcon-512/-1024 [20] with 1/5,
ECDSA (secp256k1) with one, ML-DSA-44/-65/-87 [44] with 2/3/5
and SPHINCS, as well as SPHINCS+, in the variants 128/192/256
with 1/3/5. The results indicate that ECDSA on the curve secp256k1
and Falcon-512 fall within the same NIST security level. Conse-
quently, if the PKR mode is employed, ECDSA is inferior to Falcon-
512 in terms of performance in the blockchain context, as shown
in Eq. 3, but has the edge on storage. This implies that omitting
PKR leads to a significant performance reduction for Falcon-512,
while utilizing PKR results in a performance improvement, in ad-
dition to providing quantum-secure properties. Since ECDSA and
Falcon-PKR have PKR features, we do not need to compare that.

The programming language Python is known for its simplicity
and understandability, but not for its efficiency and performance.
Even though it is an unconventional choice for cryptographic im-
plementations, it can deploy cryptographic algorithms, as in the
PyCryptodome library [16], and should be considered in secu-
rity and cryptographic research. Nevertheless, we also perform
benchmarks on C implementations of relevant cryptographic digi-
tal signature algorithms. We begin by comparing ECDSA on the
secp256k1 curve [53] with the Falcon implementation from the PQ-
Clean project [25]. Table 5 shows that the libsecp256k1 functions
sign, recover, and verify each require approximately 20 ps. In
contrast, Table 5, which we generate by adapting the PQClean im-
plementation of Falcon-512 [25] to support the PKR mode, indicates
that the functions keypair, sign, verify, sign recoverable, and
verify recoverable (verify + recover) are slower by at least
a factor of 3 and Falcon-1024, shown in Table 5, by at least a fac-
tor of 6. This demonstrates that Falcon causes a performance loss
compared to ECDSA at a high level of optimization in the C pro-
gramming language and limits its advantages to its quantum-secure
properties. In general, this does not conclusively determine whether
Falcon is a suitable replacement for ECDSA, as it is still assumed
that quantum-secure properties are required to prepare for the
potential emergence of a QC in the near future.

On this account, we compare the performance of Falcon with
different ML-DSA and SPHINCS variants from the PQClean
project [25], which are also selected winners of the NIST PQC com-
petition [33]. NIST selected SPHINCS+ for standardization; how-
ever, since PQClean provides only SPHINCS, we take SPHINCS+
as its reference implementation [49], tailored for the AARCH64
architecture like the PQClean implementations, for the following
benchmarks. The PKR functionality is excluded from this compari-
son. Table 6 depicts that both Falcon variants are among the highest
ones in terms of key generation. This should be considered as a
clear disadvantage, but as described above, it would not impact
the performance of a blockchain itself. Considering NIST security
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Table 5: (Recoverable) Functions in libsecp256k1 and PQClean Fal-
con.

Hacker et al.

Table 6: PQClean digital signature algorithms (us).

levels 1 and 5, as described in 6.3 (Falcon-512 and Falcon-1024, re-
spectively), Falcon performs roughly an order of magnitude slower
than all ML-DSA variants, but at least an order of magnitude faster
than SPHINCS and SPHINCS+ for signing. Regarding verification,
Falcon is only slightly slower than the ML-DSA variants, while
all SPHINCS and SPHINCS+ variants are slower than the other
algorithms, making Falcon and ML-DSA the clear performers in
this metric.

6.4 Integrated Discussion

The combined evidence of performance and component sizes indi-
cates that no single signature family is uniformly optimal across
all criteria. In our measurements, ML-DSA variants are faster than
Falcon in key generation and signing (Table 6), while Falcon re-
mains substantially faster than SPHINCS/SPHINCS+ for signing.
On verification, Falcon-512 (70.7 ps) is slightly slower than ML-
DSA-44 (54.9 ps) at the same NIST security level, but faster than all
SPHINCS/SPHINCS+ variants.

For blockchain settings in which PKR is a hard requirement, Fal-
con remains a practical option because it supports a PKR-compatible
construction and admits a formal security reduction for the transfor-
mation under explicit assumptions. This advantage is structural: it
is not only a benchmark outcome but also a compatibility property
of the signature workflow.

Storage and throughput trade-offs remain explicit. Table 4 shows
that Falcon signatures and keys are larger than ECDSA, while PKR
reduces combined public-key-plus-signature representation for Fal-
con in our implementation setting by about 15%. Compared with
SPHINCS/SPHINCS+, Falcon offers markedly smaller signatures;
compared with ML-DSA, the trade-off is parameter-dependent be-
tween runtime and object sizes.

Overall, the results support a constrained claim: Falcon-PKR is
a credible candidate for systems that simultaneously require PQ
security, practical verification performance, and PKR-style trans-
action formats. For systems without PKR constraints, algorithm
selection should remain workload-driven and threat-model-driven
rather than fixed to a single primitive.

Algorithm Keypair | Sign Verify
Algorithm Function Avg (us) Falcon-512 18,595 1,154 70.7
Falcon-512 keypair 18,595.0 Falcon-1024 56,266 2,378 141
Falcon-1024 keypair 56,266.0 ML-DSA-44 65.4 136 54.9
ECDSA (libsecp256k1) | sign 16.40 ML-DSA-65 122 230 817
Falcon-512 sign 1,154.0 ML-DSA-87 _ 152 267 126
e AR

- : - -128s-simple R X

ECDSA (libsecp256k1) | sign recoverable | 16.40 SPHINCS-SHAKE256—192f—sim§le 869 22,925 | 1,414
Falcon-512 sign recoverable | 1,231.0 SPHINCS-SHAKE256-192s-simple | 56,999 | 531,835 | 528
Falcon-1024 sign recoverable | 2,604.0 SPHINCS-SHAKE256-256f-simple | 2,711 | 56959 | 1,731
ECDSA (libsecp256k1) | verify 21.30 SPHINCS-SHAKE256-256s-simple | 44,708 | 545,146 | 913
Falcon-512 verify 70.7 SPHINCS+-SHAKE256-128f 865.6 13,3821 | 862
Falcon-1024 verify 141.0 SPHINCS+-SHAKE256-128s 35,796.8 | 263,952 | 308.8
ECDSA (libsecp256k1) | verify + recover | 44.0 (21.30 + 22.70) SPHINCS+-SHAKE256-192f 1,105.8 20,624.2 | 1,319.2
Falcon-512 Verify recover 89.5 SPHINCS+-SHAKE256-192s 53,301.5 450,565.2 | 485.8
Falcon-1024 verify recover | 180.0 SPHINCS+-SHAKE256-256f 3533.6 | 41,9328 | 1,292.6

SPHINCS+-SHAKE256-2565 35,7012 | 393,889.6 | 654

7 Conclusion and Future Work

This paper studies PQ migration in blockchain-relevant crypto-
graphic workflows through two complementary case studies: PKR
mode for Falcon and SECUER-based ceremony infrastructure. For
Falcon-PKR, we provide a machine-checked EasyCrypt analysis
of security and correctness at an abstract Falcon interface. In the
ROM, we prove that the EUF-CMA advantage of Falcon-PKR is
bounded by the EUF-CMA advantage of standard Falcon under the
standard reduction and the collision-resistance advantage against a
domain-separated public-key hash. The proof therefore isolates the
additional assumption introduced by PKR. It also makes explicit
the requirements for domain separation and invertibility of s,. Sep-
arately, the correctness proof establishes that, under the specified
signing-interface properties, honest PKR signatures recover the
original public key and are accepted by the PKR verifier.

For implementation and evaluation, we realise Falcon-PKR for
Falcon-512 and Falcon-1024 and benchmark it against classical and
PQ alternatives. The results show a clear trade-off profile: PKR
improves representation efficiency for Falcon in our setting and can
improve verification-side costs in workflows that include recovery,
while Falcon still incurs larger keys/signatures than ECDSA and
does not uniformly dominate all alternatives across all metrics. For
ceremony infrastructure, we implement and analyse a practical
SECUER-based deployment architecture and identify concrete op-
erational hardening requirements for Git-based workflows. This
complements the signature-side analysis by addressing setup-layer
security in the same blockchain migration context.

Overall, the evidence supports a bounded conclusion: Falcon-
PKR is a credible candidate for systems that simultaneously require
PQ security and PKR-style transaction formats, provided its ex-
plicit assumptions are acceptable, and its storage/runtime trade-offs
match the target workload.

Future work. Our results suggest three directions for future
research. First, extending evaluation from library-level benchmarks
to end-to-end blockchain test deployments to quantify mempool,
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bandwidth, and validation effects under realistic load. Second, refin-
ing the SECUER deployment architecture toward stronger usability,
automation, and decentralised operational controls while preserv-
ing its security invariants. Third, extending the formal analysis
from ROM to QROM. This is an explicit scope boundary rather
than an omission. PQ-Squirrel [3] targets computationally sound
symbolic verification of post-quantum protocols, whereas qRHL
toolchains [51] support relational reasoning about quantum pro-
grams. Adapting the Falcon-PKR reduction and its algebraic in-
terface to any of these settings remains future work. A renewed
EasyPQC [5] framework is under development, making a fully
machine-checked QROM treatment of Falcon-PKR a natural next
step.
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ping from paper claims to artifact components. Anonymous link:
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B Game Hops and Reduction to Falcon
EUF-CMA

This appendix presents the games and reductions underlying Theo-
rem 1. They correspond to the EasyCrypt modules EUF_CMA_PKR,
G_PKR_CR, G_mid_ref, Red_CR, and Red2, which are mechanically
checked in the formalisation.
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PQMZ: Formally Verified Falcon-PKR for Post-Quantum Cryptographic Migration in Zcash

Game 0: PKR EUF-CMA
RO.init()

(h, sk) < S.keygen()

pkp — Hpk(h)

gs —[1]

(m, ) — AC (pky)
(r,s1,82) <« 0

¢ « RO.hash(r,m)"

b « PKRVerify(pky, m, o)

return b Am ¢ gs

Step 1

badCR
 —

Conference acronym 'XX, June 03-05, 2018, Woodstock, NY

Game 1: instrumented PKR game

hrec ‘_32_1‘ (c—s1)

Pkrec — pk(hren)

badCR « (hypec # h)
A(pkrec = pkp)

b — PKRVerify (pkp, m, o)
return b Am ¢ gs

Game 2: reference-verifier game
Same initialization and signing oracle

Step 2
~vadcr (M, &) — AC (pkp)
Z| (r,s1,82) < O

return b Am ¢ gs

Games 0-2 share the PKR signing oracle O.sign.
Games 0-1 use PKRVerify; Game 2 uses Ref Verify.

PKRVerify(pk, m, o)
(r,s1,82) — 0
¢ « RO.hash(r, m)
hrec 52_1‘ (c—s1)
Pkrec — Hpk(hrec)
return invertible(sz)
A (pkrec = pk) ;
Anormsq2(sy, sz) < f?

Probability split in Game 1:
Pr[res] < Pr[res A —badCR] + Pr[badCR]

PKR signing oracle O.sign(m)

(r,s2) « S.sign(sk, m)
¢o < RO.hash(r,m)
sie—co—sS2-h

qs — m:qs

return (r,s1,S2)

Pr[GpkR : res] = Pr[GpkRr-cR : res]

Step 3—badCR branch: collision resistance

Collision reduction Red g
RO.Init()

(h, sk) « S.keygen()
pky,  Hpe(h)

(m,0) — A° (pky)
(r,s1,82) « 0

¢ < RO.hash(r,m)

hrec ‘_351' (c—s1)
return (A, hrec)

Simulated PKR signing oracle

(r,s3) « S.sign(sk,m)

¢ « RO.hash(r, m)

sie—c—s2-h

return (r,sq,S2)

No query-list bookkeeping is needed.

izs = Red (S, A)

Collision-resistance experiment

(. ha) — Bfind()
return (hy # hy) A (Hﬁk(h1) :Hpk(hz))

RefVerify(h, m, (r,s2))

¢ «— RO.hash(r, m)

return

normsq2(c — sz - h,s3) < B2

< Pr[Gpid-ref : res] + Pr[GpgRr-cR : badCR]

< AdVEUFCMA (Red (A1) + Advg;k (Redcg(A)).

Step 4—reference game: standard Falcon EUF-CMA

Falcon reduction Red,
hsim — pk

Pkp — Hpk(Pk)

(m, ) — ASC (pky,)
(r,s1,82) « 0

return (m, (r,s2))

Simulated PKR signing oracle
(r,s2) < O.sign(m)

¢ « RO.hash(r, m)

S| ¢ — s hsim

return (r,s1,s2)

O supplied by standard
Falcon EUF-CMA game

Standard Falcon EUF-CMA experiment

RO.init()

(h, sk) « S.keygen()

gs < [ 1

(m,s) « RedZ (pk)

b « S.verify(h, m, s)

return b Am ¢ gs

O.sign(m) returns S.sign(sk, m) and updates gs.

Figure 3: Full game code underlying the four-step proof of Fig. 2, derived from our development. Top panel: the games of Steps 1-2, with dashed
boxes marking statements introduced or changed relative to the preceding game, and the shared oracle/verifier sub-procedures below each.
TThis oracle call is textually present in EUF_CMA_PKR but its result is unused there; it becomes load-bearing once instrumented as badCR
in G_PKR_CR. Bottom-left panel (Step 3): the reduction Red_CR to collision resistance of H,, plugged in as the adversary B of CR_PKHash.
#Unlike the oracle in the top panel, Red_CR.O.sign performs no query-list bookkeeping, since the collision-resistance game has no freshness
condition to check. Bottom-right panel (Step 4): the reduction Red2, which simulates G_mid_ref’s oracle for A via SimOracle while forwarding
signing queries to the standard oracle O of EUF_CMA_Std.
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