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Abstract. We give a randomized subexponential-time algorithm for
decision Learning with Errors (LWE) in two complementary parameter
regimes. For polynomial prime modulus q = nκ+o(1) with any fixed κ >
1/2, the algorithm handles independent discrete Gaussian errors drawn
from DZ,se , with Gaussian parameter se satisfying ln(2+se) = (lnn)a+o(1)

for any fixed 0 ≤ a < 1. Conversely, polynomial error se = nγ+o(1), for
any fixed γ > 0, can be handled with a quasipolynomial prime modulus
q = exp

(
(lnn)1+η+o(1)

)
for any fixed η > 0. In both regimes, for an

arbitrary secret distribution, the algorithm succeeds with probability
1− o(1) using m = n+Θ(n/ ln lnn) original samples, with expected time
and space 2Θ(n/ ln lnn).

Our starting point is the Wagner-style Gaussian sampler of Ducas, Engel-
berts, and Loyer (CRYPTO 2025). We instantiate its auxiliary extensions
with random P -ary lattices whose improved smoothing bound supports
the accuracy required for LWE without increasing the leading list size
exponent. At the smaller Gaussian width enabled by this geometry, the
basis-dependent condition of the exact sampler used in prior work is no
longer available. We therefore use the statistically approximate shifted
discrete Gaussian sampler of Aggarwal, Dadush, and Stephens-Davidowitz
(FOCS 2015) and control its error for adaptively chosen shifts. Finally,
a martingale analysis applies the Aharonov–Regev Fourier distinguisher
(JACM 2005) directly to the dependent output, avoiding the loss incurred
by comparison with an independent product distribution.

Our analysis applies to unstructured LWE with independent uniform
public vectors. In particular, it does not directly apply to ML-KEM, whose
security is based on the Module-LWE problem: the algebraic dependencies
arising from its module structure are not covered by our analysis.

Keywords: Learning with Errors · Wagner’s algorithm · BKW algorithm
· discrete Gaussian sampling · cryptanalysis



1 Introduction

Lattice-based cryptography derives much of its security from computational
problems on lattices. A central average-case problem is Learning with Errors
(LWE) [Reg05]. An LWE sample is a pair (a, b) ∈ Zn

q × Zq, where a is uniform
and b = ⟨a, s⟩ + e mod q for a secret s and a small random error e. Given m
independent samples, search-LWE asks to recover s, whereas decision-LWE asks
to distinguish the samples from uniform pairs.

BKW Algorithm. An algorithmic approach to LWE originates from the Blum–
Kalai–Wasserman (BKW) algorithm [BKW00]. It partitions the secret coordinates
into blocks and subtracts samples whose current blocks collide, eliminating one
block at the cost of increasing the effective error. For polynomial modulus the
direct method is exponential. Modulus switching and quantization reduce the table
sizes [AFFP14,ACF+15], and subsequent work introduced further optimizations
to BKW-based algorithms [DTV15,GJS15,GJMS17,GJMW19,WBLW25].

Kirchner and Fouque [KF15] gave a refined BKW algorithm with subexpo-
nential running time for sufficiently small secrets and errors, and further claimed
that only Θ(n) original samples suffice in the binary setting. This claim relies
on sample amplification to generate the larger number of samples required by
the BKW procedure. Herold, Kirshanova, and May [HKM18] later identified
a gap in this analysis and obtained a rigorous amplification guarantee using
Θ(n lnn) original samples. Thus their analysis does not establish the claimed
subexponential algorithm from only Θ(n) original samples.

Wagner-Style Gaussian Sampler. The discussion above identifies sample
amplification as a central obstacle to obtaining rigorous BKW algorithms from few
original samples. Ducas, Engelberts, and Loyer [DEL25] took a different approach.
They isolated the Wagner step underlying BKW and realized it through discrete
Gaussian sampling (DGS) on a chain of lattices. This avoids sample amplification
and yields a provable Wagner-style Gaussian sampler for orthogonal q-ary lattices.

Let A = [A′ | In] ∈ Zn×m
q . Partition the n equations into blocks of sizes

b1, . . . , br and let ni =
∑

j≤i bj . For each i ∈ [r], let A′i be the first ni rows

of A′ and define Ai := [A′i | Ini
] ∈ Zni×(m−n+ni)

q . Write Λ⊥q (Ai) := {x ∈
Zm−n+ni : Aix = 0 mod q}. Set Λ0 := Zm−n and Λi := Λ⊥q (Ai) for i ∈ [r]. Then
Λr = Λ⊥q (A). Ducas et al. formulate the Wagner-style Gaussian sampler as a
walk through this lattice chain, using an auxiliary superlattice Λ′i ⊇ Λi at each
level. Figure 1 shows the walk in the direction of the algorithm.

At each level, the sampler uses a lattice extension. Let πi : Rm−n+ni →
Rm−n+ni−1 denote the projection that removes the last bi coordinates. By sys-
tematic form, πi(Λi) = Λi−1 and ker(πi|Λi

) = qZbi . Identifying the kernel with its
last bi coordinates gives the exact sequence 0 −→ qZbi −→ Λi

πi−−→ Λi−1 −→ 0.
The Wagner step introduces an auxiliary superlattice Λ′i ⊇ Λi with the same
projection onto Λi−1. More precisely, let Γi ⊆ Rbi be a full-rank lattice satisfying
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Λ0 = Zm−n · · · Λi−1 = Λ⊥
q (Ai−1)

Λ′
i

Λi = Λ⊥
q (Ai) · · · Λr = Λ⊥

q (A)

DGLift BucketAndCombine

Fig. 1. The lattice walk underlying the Wagner-style Gaussian Sampler. At level i,
samples are lifted from Λi−1 to the auxiliary superlattice Λ′

i and then combined to
obtain samples in Λi.

qZbi ⊆ Γi, and define

Λ′i := Λi +
(
0m−n+ni−1 × Γi

)
.

Then πi(Λ
′
i) = Λi−1 and ker(πi|Λ′

i
) = 0m−n+ni−1 × Γi. Hence 0 −→ Γi −→

Λ′i
πi−−→ Λi−1 −→ 0. Since Λi ⊆ Λ′i and the two maps have the same image,

Λ′i/Λi
∼= Γi/qZbi . We call Λ′i/Λi the collision quotient because BucketAndCom-

bine groups lifted vectors by its cosets. Thus the auxiliary lattice Γi determines
both the collision quotient and the geometry of the Gaussian lifting step.

Ducas et al. [DEL25] instantiate this extension with the scaled integer lattice
ΓDEL
i := (q/pi)Zbi . Hence Λ′i/Λi

∼= ΓDEL
i /qZbi ∼= (Z/piZ)bi , so the quotient

consists of pbii classes. This is the lattice realization of lazy modulus switching:
the residue of the new block modulo q is replaced by a coarser label modulo pi.

The lifting step requires shifted DGS over ΓDEL
i . In their instantiation,

[DEL25] use the polynomial-time exact discrete Gaussian sampler of [BLP+13,
Lemma 2.3]. The parameter choices ensure that the Gaussian width satisfies the
condition required by this sampler. The subsequent BucketAndCombine step
groups lifted vectors by their classes in Λ′i/Λi and subtracts vectors from the
same class. This returns to Λi and increases the Gaussian width by a factor

√
2.

Repeating these two steps walks from Λ0 = Zm−n to Λr = Λ⊥q (A). The
collision and subtraction steps introduce dependencies among the output sam-
ples, so Ducas et al. maintain an invariant of conditional similarity to an in-
dependent discrete Gaussian list rather than independence itself. For m =
n+ ω(n/ ln lnn) and polynomial q, this yields a sampler of width q/polylog(n)
in time exp(O(n/ ln lnn)).

The LWE Barrier in Prior Work. Ducas et al. [DEL25, Section 4.3] observe
that their Wagner-style Gaussian sampler does not directly yield an LWE algo-
rithm running in subexponential time. There are two obstacles. A direct transfer
of an independent sample analysis of the Aharonov–Regev distinguisher [AR05]
through statistical distance would require the conditionally similar output dis-
tribution to be extremely close to an independent product distribution. Second,
achieving such accuracy with their sampler makes the smoothing requirement of
ΓDEL
i incompatible with the block sizes needed for a subexponential recursion.

To make the first obstacle explicit, suppose that the final list L = (X1, . . . ,XN )
is conditionally δr-similar to independent samples from DΛ⊥

q (A),q/f . The sampler
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analysis gives δr = O(4rε), where ε is the smoothing accuracy. The closure
property of conditional similarity and the probability chain rule give

Pr[L = (x1, . . . ,xN )] = e±Nδr

N∏
j=1

DΛ⊥
q (A),q/f (xj).

Hence, whenever Nδr = o(1), SD(Law(L), DN
Λ⊥

q (A),q/f ) = O(Nδr). This direct
comparison therefore requires Nδr = o(1). Since δr = O(4rε), it suffices to take
ε = o(1/(N4r)). For lnN = Θ(n/ ln lnn) and r = O(lnn), we have ln 4r =
O(lnn) = o(lnN) and therefore ln(1/ε) = Ω(n/ ln lnn). Thus a direct product-
distribution transfer forces a subexponentially small smoothing error, far beyond
the inverse polynomial accuracy used in the SIS∞ application.

The lattice ΓDEL
i then becomes the geometric bottleneck. Its smoothing

parameter has the asymptotic form3 ηε
(
(q/pi)Zbi

)
= Θ

(
(q/pi)

√
ln
(
bi/ε

))
.

Since the procedure DGLift requires si−1 ≥ ηε((q/pi)Zbi), this accuracy forces
pi = Ω((q/si−1)

√
ln(1/ε)). On the other hand, Λ′i/Λi has pbii cosets, and keeping

the list size within N1+o(1) requires bi ln pi = O(lnN). Combining the two
requirements gives bi = O(lnN/(ln(q/si−1) +

1
2 ln ln(1/ε))). In the accuracy

regime above, ln(1/ε) = Ω( n
ln lnn ), and therefore ln ln(1/ε) = Ω(lnn). Since

si−1 < q, it follows that bi = O
(

lnN
lnn

)
. With r = O(lnn) levels, the total number

of equations that can be processed is therefore
∑r

i=1 bi = O(lnN) = O
(

n
ln lnn

)
=

o(n). Thus, within their instantiation and the above product-distribution analysis,
the sampler cannot simultaneously guarantee the required accuracy, keep the lists
subexponential, and process all n equations. Ducas et al. [DEL25, Section 4.3]
explicitly suggest replacing the scaled integer auxiliary lattice by a lattice with
better smoothing behavior.

1.1 Contributions

We realize the direction suggested in [DEL25] and obtain a subexponential-time
decision-LWE algorithm from their Wagner-style Gaussian sampler. The proof
addresses three obstacles. First, the auxiliary lattice must remain smooth at the
accuracy required for LWE without forcing the block dimensions to become too
small. Second, the resulting narrower Gaussian width must still permit an efficient
implementation of the lifting step. Third, the sampler output must be analyzed
without comparing its full law with an independent product distribution.

Our main result gives a general tradeoff between the logarithmic growth scales
of the modulus and the Gaussian error width.

3 Lemma 2.8 of [DEL25] gives the corresponding upper bound. The reverse dependence
follows already from the 2bi dual vectors ±(pi/q)ej . Writing η := ηε((q/pi)Zbi), we
have 2bi exp(−πη2p2i /q

2) ≤ ε, and hence η ≥ (q/pi)
√

ln(2bi/ε)/π.
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Theorem 1.1 (Informal Main Theorem). Fix constants 0 ≤ a < b. Let q be
prime and let se ≥ 1 satisfy

ln(2 + se) = (lnn)a+o(1) and ln

(
q√
n

)
= (lnn)b+o(1).

For every secret distribution over Zn
q , there is a randomized distinguisher for

decision-LWE with independent errors from DZ,se that succeeds with probability
1− o(1) using m = n+Θ

(
n

(b−a) ln lnn

)
original samples. Its expected time and

space complexities are 2

(
1

2(b−a)
+o(1)

)
n/ ln lnn.

For polynomial prime modulus q = nκ+o(1) with any fixed κ > 1/2, we have
b = 1, and the theorem applies whenever ln(2 + se) = (lnn)a+o(1) for a fixed
0 ≤ a < 1. Conversely, polynomial error se = nγ+o(1) corresponds to a = 1,
and is covered by a quasipolynomial prime modulus q = exp

(
(lnn)1+η+o(1)

)
for any fixed γ, η > 0. In particular, in the polynomial-modulus regime with
ln(2 + se) = (lnn)o(1), the expected time and space become 2(1/2+o(1))n/ ln lnn

using n+Θ(n/ ln lnn) original samples.

Random P -ary Auxiliary Lattices. The first ingredient is a new choice
of auxiliary lattice in the framework of Section 1. The abstract quotient-based
sampler of [DEL25] remains unchanged. Their concrete instantiation uses the
scaled integer lattice ΓDEL

i = (q/pi)Zbi . We instead choose a prime P and use

Γi :=
q

P
ΛP (a

T
i ) = qZbi +

q

P
aiZ, ai ← Fbi

P \ {0}.

It satisfies Γi/qZbi ∼= Z/PZ, so the collision quotient has cardinality P , indepen-
dently of block dimension bi. At the same time, Lemma 3.2 shows that, with
high probability,

ηε(Γi) = O

qP−1/bi

√
max

{
1,

ln(1/ε)

bi

} .

For the determinant-matched scaled integer benchmark introduced in Section 3.1,
the corresponding dual-minimum smoothing bound is larger by a factor of order√
bi in the high-accuracy regime ln(1/ε) = ω(bi). At the accuracy required for

LWE, this gain removes the block-size obstruction described above: the block
lengths can sum to n while lnN = Θ(n/ ln lnn).

Implementing DGLift at Narrow Gaussian Width. The random P -ary
auxiliary lattices above permit substantially smaller Gaussian widths, but this
raises an implementation issue. DGLift requires DGS over the lattice coset.
Ducas et al. implement this step using the exact sampler of [BLP+13, Lemma 2.3].
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Although that sampler applies to general lattice bases, its polynomial-time
guarantee is basis dependent. The basis of ΓDEL

i satisfies the required condition
in their instantiation, whereas for our random P -ary lattices we do not have an
efficiently computable basis satisfying the required condition at the narrower
widths obtained above.

We therefore implement the shifted-DGS oracle using the statistically ap-
proximate algorithm of Aggarwal, Dadush, and Stephens-Davidowitz [ADS15,
Theorem 22]. The shifted-DGS condition of [ADS15] is controlled by the distance
from the shift to the auxiliary lattice rather than by a basis-dependent Gram–
Schmidt bound. In block dimension bi, one call takes time 2bi+o(bi) and incurs
statistical error 2−Ω(b2i ). Since the shift used in a later call may depend on all
preceding outputs, these approximation errors cannot simply be composed as
independent errors. Lemma 3.3 gives a coupling argument that controls their
accumulation throughout the adaptive execution.

Separately, BucketAndCombine requires smoothing of the orthogonal q-ary
lattices. We establish this smoothing directly from the Gaussian mass of their
dual lattices. Writing bmin := mini bi and bmax := maxi bi, we choose the block
parameters so that bmax = o(lnN) and b2min = ω(lnN). With these choices, the
shifted-DGS overhead does not change the leading list-size exponent and the
accumulated implementation error is o(1). Consequently, Theorem 3.2 gives an
implementable Wagner-style Gaussian sampler.

Fourier Distinguishing under Conditional Similarity. The final ingredient
is a direct analysis of the Aharonov–Regev periodic-Gaussian distinguisher [AR05]
on the vectors produced by the sampler. For a vector x ← DΛ⊥

q (A),q/f , the

distinguisher uses the Fourier score hb(x) := cos
(

2π
q ⟨x,b⟩

)
. The analysis in

Lemma 4.1 gives a separation of order τ := exp(−s2em/f2) between LWE and
uniform inputs.

The actual sampler output is dependent rather than independent. However,
conditional similarity controls the conditional expectation of each Fourier score
given all preceding vectors. Centering the scores by these conditional expectations
therefore yields a bounded martingale-difference sequence. Martingale concen-
tration shows that the empirical Fourier score differs from its ideal mean by
O(δ +N−1/2), where δ is the conditional-similarity parameter. Hence it suffices
that δ be a sufficiently small constant fraction of τ and that Nτ2 →∞.

By contrast, transferring the analysis through statistical distance to the full
independent product distribution would require the much stronger condition
Nδ = o(1). Thus the required sampler accuracy is governed by the Fourier bias
τ , rather than by the inverse list size 1/N .

Finally, we choose the smoothing accuracy so that the sampler guarantee
satisfies q4ε ≤ τ/64, and select the remaining parameters so that the sampler
and Fourier conditions hold simultaneously. Combining these choices with the
block-capacity bound above yields the modulus–error tradeoff of Theorem 1.1.
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1.2 Related Work

Algebraic approaches provide another line of subexponential algorithms for
LWE [AG11,ACFP14,STA20,Ste24]. We defer a detailed comparison, together
with the corresponding BKW-based results, to Section C.

A related geometric construction appears in the recent exact-SVP algorithm
of Gao, Feng, and Hu [GFH26], which uses a random prime-index superlattice
analogous to our random P -ary auxiliary lattice. Its role is different: their
construction is used to make the honest discrete Gaussian sampler available at
the shortest vector scale, whereas ours improves the smoothing behavior of the
Wagner-style Gaussian sampler while preserving a cyclic collision quotient of size
P .

2 Preliminaries

Throughout the paper, ln denotes the natural logarithm and log denotes the
logarithm to base two. For an integer M ≥ 1, let [M ] := {1, . . . ,M}. We write
Zq := Z/qZ. When q is prime, we identify Zq with the finite field Fq. We use Id
for the d× d identity matrix and 0 for a zero vector or matrix. We write ∥ · ∥2
for the Euclidean norm and ⟨·, ·⟩ for the standard inner product.

We write x← D to denote sampling x from a distribution D, and Law(X)
for the distribution of a random variable X. For any distribution D, we write
DN for the joint distribution of N independent samples from D. For a function
h of a random variable X← D, we write EX←D[h(X)] for its expectation. For
u, v > 0 and δ ≥ 0, the notation u = e±δv means e−δv ≤ u ≤ eδv.

2.1 Statistical Distance and Similarity of Distributions

Throughout this subsection, all distributions are discrete and supported on a
countable set X . For distributions P and Q on X , their statistical distance is
SD(P,Q) := 1

2

∑
x∈X |P (x) − Q(x)|. For a tuple X = (X1, . . . , XN ), we write

X−i for the tuple obtained by deleting Xi, X<i := (X1, . . . , Xi−1), and X>i :=
(Xi+1, . . . , XN ).

We use the notions of similarity and conditional similarity from [DEL25,
Definitions 2.1 and 2.2].

Definition 2.1 (Similarity, [DEL25, Definition 2.1]). Let D be a distribu-
tion on X and let δ ≥ 0. A random variable X taking values in X is δ-similar to
D if, for every x ∈ X , Pr[X = x] = e±δD(x).

Definition 2.2 (Conditional Similarity, [DEL25, Definition 2.2]). Let D
be a distribution on X and let δ ≥ 0. Random variables X1, . . . , XN taking values
in X are conditionally δ-similar to independent samples from D if, for every
i ∈ [N ] and every x = (x1, . . . , xN ) ∈ XN for which the conditional probability is
defined, Pr[Xi = xi | X−i = x−i] = e±δD(xi).
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Conditional δ-similarity implies δ-similarity of every marginal. More generally,
conditioning may be restricted to any subset of the remaining variables by
the same averaging argument, equivalently by the closure property of [DEL25,
Lemma 2.1]. In particular, for every i ∈ [N ] and every prefix in the support,

Pr[Xi = xi | X<i = x<i] = e±δD(xi).

2.2 Lattices and Quotients

A rank-d lattice Λ ⊆ Rk is the integer span Λ = BZd of linearly independent
columns of B ∈ Rk×d. We write span(Λ) for its linear span and det(Λ) =√
det(BTB) for its determinant. Its dual lattice is Λ∗ := {y ∈ span(Λ) : ⟨y,x⟩ ∈

Z for every x ∈ Λ}, and its first minimum is λ1(Λ) := min0̸=x∈Λ ∥x∥2. For
c ∈ span(Λ), we write dist(c, Λ) := minx∈Λ ∥c− x∥2.

A sublattice Γ ⊆ Λ is primitive if Λ/Γ is torsion free, or equivalently Γ =
Λ ∩ span(Γ ). In this case, orthogonal projection onto span(Γ )⊥ maps Λ onto
a lattice, and there exists a lattice complement Λc ⊆ Λ such that Λ = Γ ⊕ Λc.
The projection restricts to an isomorphism from Λc onto the projected lattice.
We also use that if Λ0 ⊆ Λ1 have the same rank, then Λ1/Λ0 is finite and
|Λ1/Λ0| = [Λ1 : Λ0].

2.3 LWE and q-ary Lattices

We regard the public LWE vectors as the columns of a matrix.

Definition 2.3 (Learning with Errors (LWE)). Let n,m, q ∈ Z>0, let Ds be
a distribution over Zn

q , and let De be a distribution over Zm. Sample A← Zn×m
q

uniformly, s← Ds, and e← De independently, and set b = AT s+ e mod q. In
decision-LWE, the goal is to distinguish (A,b) from (A,u), where u ← Zm

q is
uniform and independent of A.

A full-rank lattice Λ ⊆ Zm is called a q-ary lattice if qZm ⊆ Λ ⊆ Zm. For
A ∈ Zn×m

q , we define the primal q-ary lattice and the orthogonal q-ary lattice by

Λq(A) := {x ∈ Zm : x = AT s mod q for some s ∈ Zn
q } = qZm +ATZn,

Λ⊥q (A) := {x ∈ Zm : Ax = 0 mod q}.

They satisfy the duality relation Λq(A)∗ = q−1Λ⊥q (A).
The following standard first-moment bound controls the Euclidean minimum

of orthogonal q-ary lattice. Its proof counts nonzero integer vectors in a Euclidean
ball and bounds the probability that any such vector lies in the random lattice.
The proof is given in Section B.1.

Lemma 2.1 (Minimum of a Random Orthogonal q-ary Lattice, [Mic11,
Exercise 12]). Let q be prime and let A ← Fn×m

q be uniform. Assume that
qn/m ≥ 16 and that

√
mqn/m ≤ q. Then

Pr

[
λ1

(
Λ⊥q (A)

)
<

1

16

√
mqn/m

]
≤ 2−m.
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2.4 Discrete Gaussian Distribution

For any real s > 0 and c ∈ Rd, we define the Gaussian function on Rd by

∀x ∈ Rd, ρs,c(x) := e−π
∥x−c∥22

s2 .

For any countable set X, we define ρs,c(X) :=
∑

x∈X ρs,c(x). We write ρs := ρs,0.
For a full rank lattice Λ ⊆ Rn, center c ∈ span(Λ), and parameter s > 0, the
discrete Gaussian distribution DΛ,s,c is the probability distribution supported
on Λ defined by

∀x ∈ Λ, DΛ,s,c(x) :=
ρs,c(x)

ρs,c(Λ)
.

We abbreviate the centered distribution DΛ,s,0 as DΛ,s. For c ∈ span(Λ), define
the lattice shift Λ − c := {x − c : x ∈ Λ}, and let DΛ−c,s denote the centered
discrete Gaussian on this lattice shift. The two conventions are related by trans-
lation. If X← DΛ,s,c, then X− c is distributed as DΛ−c,s. Conversely, adding c
to a sample from DΛ−c,s gives a sample from DΛ,s,c.

For a full-rank lattice Λ ⊂ Rd and s > 0, the periodic Gaussian associated
with Λ at width s is the Λ-periodic function that maps c ∈ Rd to ρs(Λ−c)/ρs(Λ).
The following form of Poisson summation gives its Fourier representation.

Lemma 2.2 (Poisson Summation, [MR04, Lemmas 2.8 and 2.9]). Let
Λ ⊂ Rd be full rank, let s > 0, and let c ∈ Rd. Then

ρs(Λ+ c) =
sd

det(Λ)

∑
w∈Λ∗

e−πs
2∥w∥22e2πi⟨w,c⟩.

In particular, ρs(Λ+ c) ≤ ρs(Λ).

We use the following lower bound on the periodic Gaussian. It appears in
the proof of [AR05, Lemma 3.2]. The same statement with an explicit Gaussian
width appears in [PS24, Lemma 1].

Lemma 2.3 (Periodic-Gaussian Lower Bound). Let Λ ⊂ Rd be a full-rank
lattice, let s > 0, and let c ∈ Rd. Then

ρs(Λ− c)

ρs(Λ)
≥ ρs(c) = exp

(
−π ∥c∥

2
2

s2

)
.

We use the following standard tail estimate for a product discrete Gaussian.

Lemma 2.4 (Discrete Gaussian Error Norm). If e← Dm
Z,se , then

Pr
[
∥e∥22 > s2em/π

]
≤ (2/e)m/2.
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2.5 Smoothing Parameter

For 0 < ε < 1 the smoothing parameter of a lattice Λ is

ηε(Λ) := inf
{
s > 0 : ρ1/s(Λ

∗ \ {0}) ≤ ε
}
.

The smoothing parameter measures when the Gaussian mass of the dual lattice
away from the origin becomes negligible. Above this threshold, Gaussian mass is
nearly invariant under shifts, a property used in our Gaussian lifting analysis.

We also use a bound on the smoothing parameter in terms of the Euclidean
minimum of the dual lattice. For ε ≤ e−d, the following bound follows from
Banaszczyk’s Gaussian tail estimate [Ban93, Lemma 1.5] and appears in [PRS17,
Lemma 2.6] and [KNSW20, Lemma 6]. Monotonicity extends it to all ε ∈ (0, 1).

Lemma 2.5 (Dual-Minimum Smoothing Bound, [KNSW20, Lemma 6]).
For every rank-d lattice Λ and every ε ∈ (0, 1),

ηε(Λ) ≤
√

max{d, ln(1/ε)}
λ1(Λ∗)

.

Smoothing of a Random Orthogonal q-ary Lattice. By directly bounding
the Gaussian mass of the dual lattice, we obtain the following smoothing bound
for a random orthogonal q-ary lattice. The proof is given in Section B.2.

Lemma 2.6. Let q be prime, let 1 ≤ n < m, let A← Fn×m
q be uniform, and let

0 < ε ≤ 1
2 . Whenever 8max

{√
ln
(
2m
ε

)
, qn/mε−1/m

}
≤ q, we have, except with

probability 2−m over A,

ηε

(
Λ⊥q (A)

)
≤ 8max


√
ln

(
2m

ε

)
, qn/mε−1/m

 .

A natural alternative is to bound the smoothing parameter through a minimum
of the dual lattice, as in Lemma 2.5. For Λ⊥q (A), applying Lemma 2.1 to the
corresponding primal q-ary lattice would require

√
mq(m−n)/m ≤ q, equivalently

qn/m ≥
√
m. This condition need not hold in the early levels of our recursion,

where the number of imposed equations is still small. This obstruction is intrinsic:
since Zm ⊆ Λ⊥q (A)∗, one always has λ1(Λ

⊥
q (A)∗) ≤ 1. We therefore bound the

Gaussian mass of the integer part and the random nontrivial cosets separately.
[DEL25, Lemma 2.10–2.11] follow the analogous route using an ℓ∞ minimum

and obtain ηε

(
Λ⊥q (A)

)
= O

(
qn/m

√
ln(1/ε)

)
under their stated conditions. For

the smaller smoothing errors required here, directly bounding the Gaussian
mass of the dual yields qn/mε−1/m for the random-coset contribution. Since
ε−1/m = exp(ln(1/ε)/m), this factor is 1 + o(1) in our high-accuracy regime
m = (1 + o(1))n and ln(1/ε) = Θ(n/ ln lnn).
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2.6 Discrete Gaussian Sampling Algorithms

We use two discrete Gaussian sampling results. An exact sampler has output law
exactly equal to the target discrete Gaussian. A statistically approximate sampler
has output law within a stated statistical distance of the target distribution.

The exact sampler below applies to an arbitrary lattice basis. Its width
condition depends on the longest Gram–Schmidt vector of that basis.

Lemma 2.7 (Exact Shifted DGS, [BLP+13, Lemma 2.3]). Let B be a basis
of a d-dimensional lattice Λ, let B̃ be its Gram–Schmidt orthogonalization, and
let c ∈ span(Λ). If s ≥ ∥B̃∥

√
ln(2d+ 4)/π, where ∥B̃∥ is the largest Euclidean

norm of its columns, then there is a probabilistic polynomial-time algorithm that
samples exactly from DΛ,s,c.

We also use the approximate shifted DGS algorithm. [ADS15, Theorem 22] is
stated for sampling on the lattice shift Λ − c and returns at least one sample.
Retaining one output and translating it by c gives the following result.

Lemma 2.8 (Statistically Approximate Shifted DGS, [ADS15, Theo-
rem 22]). There is an absolute constant cDGS > 0 for which the following holds.
Let Λ ⊂ Rd be a d-dimensional lattice, let c ∈ span(Λ), and let g(d) = dω(1) be effi-
ciently computable. If s > dist(c, Λ)/g(d), then one can sample from a distribution
within statistical distance at most 2−cDGSd

2

of DΛ,s,c in time 2d+O(log d log g(d)).

We instantiate Lemma 2.8 with g(d) = e
√
d. Its width condition then becomes

s > dist(c, Λ)e−
√
d, and its running time becomes 2d+o(d).

3 A Wagner-Style Gaussian Sampler with Random P -ary
Auxiliary Lattices

This section constructs a Wagner-style Gaussian sampler for orthogonal q-ary
lattices Λ⊥q (A) using random P -ary auxiliary lattices. We first establish the
algebraic structure and smoothing bounds required by the recursion. We then
instantiate DGLift and BucketAndCombine steps and analyze the resulting
sampler at target Gaussian width q/f and smoothing-error parameter ε.

As in previous BKW-style analyses [KF15,DEL25], we place the input matrix
in systematic form. Write A = [C | B], where B ∈ Zn×n

q . Conditioned on B

being invertible, replace A by Ã := B−1A = [A′ | In]. This transformation leaves
Λ⊥q (A) unchanged. We write A = [A′ | In] for the resulting systematic matrix.4

4 Conditioned on B being invertible, B−1C is uniform, and the same holds for every
prefix. Moreover, Pr[B is singular] = O(q−1).

11



3.1 Random P -ary Auxiliary Lattices

We first define the lattice chain underlying the Wagner-style Gaussian sam-
pler [DEL25].

Let b1, . . . , br be positive integers with
∑r

i=1 bi = n, and put ni :=
∑i

j=1 bj
and n0 := 0. For i ∈ [r], let A′i be the submatrix consisting of the first ni rows of
A′ and define Ai := [A′i | Ini

], Λi := Λ⊥q (Ai). Thus Λ0 = Zm−n and Λr = Λ⊥q (A).
Deleting the last bi coordinates defines a surjective projection πi : Λi → Λi−1
with ker(πi) = qZbi , where qZbi is embedded in the newest coordinate block.

At level i, the sampler introduces an auxiliary superlattice Λ′i ⊇ Λi. The
lifting and collision steps require the following two properties.

1. Primitive extension. The kernel Γi of the projection πi : Λ
′
i → Λi−1 is

primitive in Λ′i, and the projection induces the exact sequence 0 −→ Γi −→
Λ′i

πi−→ Λi−1 −→ 0. This is the lattice extension used by DGLift.
2. Finite collision quotient. The inclusion Λi ⊆ Λ′i has finite index. The

procedure BucketAndCombine groups lifted vectors by their classes in
Λ′i/Λi. Two vectors in the same class differ by an element of the lattice Λi.

We realize both properties using a random P -ary auxiliary lattice. Let P be
prime. For each i ∈ [r], sample ai ← Fbi

P \ {0} uniformly and independently, and
define the random P -ary auxiliary lattice by

Γi :=
q

P
ΛP (a

T
i ) = qZbi +

q

P
aiZ.

We identify Γi with its embedding 0⊕ Γi in the newest bi coordinates and set
Λ′i := Λi + (0 ⊕ Γi). Lemma 3.1 verifies the two required algebraic properties.
The proof is given in Section B.3.

Lemma 3.1 (Algebraic Properties of the Random P -ary Extension).
For every i ∈ [r], the coordinate projection induces the exact sequence 0 −→
Γi −→ Λ′i

πi−→ Λi−1 −→ 0. Consequently, Γi is primitive in Λ′i. Moreover,
Λ′i/Λi

∼= Γi/qZbi ∼= Z/PZ.

The lemma shows that the random P -ary auxiliary lattice provides both the
primitive extension required by DGLift and the finite cyclic quotient required
by BucketAndCombine. Its geometry determines the Gaussian width needed
for smoothing and the cost of implementing the lifting step.

Geometry and Smoothing. Standard P -ary duality gives Γ ∗i = q−1Λ⊥P (a
T
i ).

Thus the smoothing parameter of Γi is controlled by the Euclidean minimum of
the random orthogonal P -ary lattice Λ⊥P (a

T
i ). Combining Lemmas 2.1 and 2.5

gives the following result.

Lemma 3.2 (Smoothing of the Random P -ary Auxiliary Lattice).
Suppose that P 1/bi ≥ 16 and

√
bi P

1/bi ≤ P . Then, with probability at least
1− 21−bi over ai, simultaneously for every ε ∈ (0, 1),

ηε(Γi) ≤
16q

P 1/bi

√
max

{
1,

ln(1/ε)

bi

}
.
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Proof. Apply Lemma 2.1 with n = 1, m = bi, and q = P . Before conditioning
on ai ̸= 0, the failure probability is at most 2−bi . Since (1 − P−bi)−1 ≤ 2,
conditioning on ai ̸= 0 increases this probability to at most 21−bi . Hence, except
with probability 21−bi , λ1

(
Λ⊥P (a

T
i )
)
≥
√
bi P

1/bi

16 , and therefore λ1(Γ
∗
i ) ≥

√
bi P

1/bi

16q .
On this event, Lemma 2.5 gives the claim. □

Remark 3.1. The use of the dual Euclidean minimum is essential for the de-
pendence on the smoothing accuracy in Lemma 3.2. A bound based on an ℓ∞
minimum, as in [DEL25, Lemmas 2.10 and 2.11], would lose the factor

√
bi

obtained above. Alternatively, a direct first-moment bound on the Gaussian mass
of the random nontrivial cosets introduces a term of the form qP−1/biε−1/bi . By
contrast, Lemma 3.2 depends only on

√
ln(1/ε)/bi. This distinction is crucial in

the high-accuracy regime used in the LWE application.

We next quantify the geometric improvement over a scaled integer lattice of
the same determinant. Define ΓDEL

i := q
P 1/bi

Zbi . This lattice is used only as a
determinant-matched geometric benchmark.5

Both auxiliary lattices have determinant det(ΓDEL
i ) = det(Γi) =

qbi

P . The dual
of the scaled integer lattice is (ΓDEL

i )∗ = P 1/bi

q Zbi , and hence λ1

(
(ΓDEL

i )∗
)
=

P 1/bi

q . On the event established in the proof of Lemma 3.2, which has probability

at least 1− 21−bi , the random P -ary auxiliary lattice satisfies λ1(Γ
∗
i ) ≥

√
bi P

1/bi

16q .
Thus the random construction achieves an Ω(

√
bi) improvement in the dual

minimum over the determinant-matched scaled integer lattice.
This improvement is optimal up to an absolute constant for the dual minimum

among determinant-matched lattices. Indeed, for any bi-dimensional lattice L
with det(L) = P/qbi , Minkowski’s first theorem gives λ1(L) = O

(√
bi P

1/bi

q

)
.

Together with λ1(Γ
∗
i ) ≥

√
bi P

1/bi

16q , this shows that the random P -ary construction
achieves the optimal Θ(

√
bi) improvement over the determinant-matched scaled

integer lattice at the level of the dual minimum. The same gain appears in the
corresponding smoothing bounds. We stress that this optimality concerns only
the dual-minimum analysis and does not imply optimality of the smoothing
parameter among all determinant-matched lattices.

3.2 Instantiating the Wagner-Style Gaussian Sampler

We now instantiate the Wagner-style Gaussian sampler of [DEL25, Algorithm 4]
with the random P -ary auxiliary extensions constructed above. Each level uses
the same two operations: DGLift lifts the current list from Λi−1 to Λ′i, and
BucketAndCombine combines vectors with the same class modulo Λi. The
abstract lifting and collision transformations are unchanged. What requires a
new implementation is the shifted DGS oracle inside DGLift; the cyclic quotient
labels used by BucketAndCombine are described in Section 3.2.
5 When P 1/bi is not integral, it need not contain qZbi and therefore does not define

the collision quotient required by the sampler.
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DGLift over Random P -ary Auxiliary Lattices. We follow the abstract
lifting procedure of [DEL25, Algorithm 2 and Lemma 3.1]. Its distributional
analysis depends only on the primitive lattice extension and the smoothing
condition on its kernel, both of which were established above. The remaining
issue is to implement its shifted DGS oracle at the Gaussian width available here.

For the scaled integer auxiliary lattice in [DEL25], the natural basis satisfies
the basis-dependent width condition of Lemma 2.7. For the random P -ary
auxiliary lattice, the efficiently computable Hermite Normal Form (HNF) basis
constructed below is not guaranteed to satisfy that condition at our target width.
We therefore use Lemma 2.8, whose width condition depends on the distance
from the center to the lattice.

Concrete Lift. Write A′i =

(
A′i−1
∆A′i

)
, ∆A′i ∈ Zbi×(m−n). The orthogonal q-ary

lattice Λi has basis

Bi =

(
Im−n 0
−A′i qIni

)
.

Let Ci be the lattice generated by the first m − n + ni−1 columns of Bi. The
remaining bi columns generate the kernel qZbi of πi : Λi → Λi−1. Consequently,
Λi = Ci ⊕ qZbi and Λ′i = Ci ⊕ Γi, where the last components are embedded in
the newest coordinate block.

Let x = (u,v) ∈ Λi−1, where u ∈ Zm−n and v ∈ Zni−1 . Its unique lift in Ci is
y = (u,v,−∆A′iu). Writing x = (u,v,0), ci := ∆A′iu ∈ Rbi , we have, for every
z ∈ Γi, y + (0,0, z) = x+ (0,0, z− ci). The two components on the right are
orthogonal. Hence ρs

(
y + (0,0, z)

)
= ρs(x) ρs,ci

(z). Therefore, conditioned on
the vector x, the ideal lifting step samples z← DΓi,s,ci

and returns y + (0,0, z).
An exact rational basis of Γi can be precomputed once at every level. Specifi-

cally, compute an HNF basis Hi of the column lattice generated by [P Ibi | ai]
and set Gi :=

q
P Hi. Then Gi is an exact rational basis of Γi = (q/P )ΛP (a

T
i ),

and its computation takes polynomial time in the input bit length.
Algorithm 1 summarizes this concrete lift. It remains to verify that Lemma 2.8

applies to every shift and to quantify the resulting statistical error.

Algorithm 1: Implemented DGLift over a Random P -ary Extension
Input :Level data (∆A′

i, Γi,Gi), a Gaussian width s > 0, and x ∈ Λi−1.
Output :A vector x′ ∈ Λ′

i satisfying πi(x
′) = x.

1 Write x = (u,v), where u ∈ Zm−n and v ∈ Zni−1

2 Set y← (u,v,−∆A′
iu)

3 Set ci ← ∆A′
iu

4 Sample z← DΓi,s,ci using Lemma 2.8 with basis Gi

5 Set x′ ← y + (0,0, z)
6 return x′

14



Shifted DGS Implementation. Because Γi contains qZbi , its covering radius
satisfies µ(Γi) ≤ µ(qZbi) = q

√
bi

2 . Therefore every center ci ∈ Rbi arising in
Algorithm 1 satisfies dist(ci, Γi) ≤ q

√
bi

2 . Applying Lemma 2.8 with d = bi and
g(bi) = e

√
bi , we obtain a valid shifted DGS implementation whenever s > q

√
bi

2e
√

bi
.

Each call then takes time 2bi+o(bi) and has statistical error at most 2−cDGSb
2
i

relative to the target shifted discrete Gaussian.
The centers used in the shifted DGS calls may depend adaptively on previous

sampler outputs throughout the recursion. All invocations of the shifted DGS
sampler use fresh independent randomness. We therefore bound the accumulated
statistical error in Lemma 3.3. The proof is the standard adaptive hybrid argument
and is given in Section B.4.

Lemma 3.3 (Adaptive Composition of Shifted DGS Errors). Consider
an adaptive computation making Q shifted DGS calls. Immediately before the j-th
call, let Hj−1 denote the complete algorithmic state. Conditioned on Hj−1 = h, let
Dj(· | h) be the target distribution and let D̃j(· | h) be the distribution produced by
the implemented sampler. Suppose that SD

(
D̃j(· | h), Dj(· | h)

)
≤ ξj for every j ∈

[Q] and every state h at which the j-th call is made. Then the joint distributions of
the implemented and ideal computations satisfy SD(Lawimpl, Lawideal) ≤

∑Q
j=1 ξj .

We now apply the adaptive composition bound to one complete lifting stage.
In the ideal stage, the primitive extension controls conditional similarity. In the
implemented stage, one shifted DGS call is made for each of the M input vectors.

Lemma 3.4 (Implemented DGLift). Fix a level i, a width s > 0, and
0 < ε ≤ 1

2 . Suppose that

s ≥ ηε(Γi), s >
q
√
bi

2e
√
bi
.

Let the input list consist of M vectors in Λi−1, with joint distribution conditionally
δ-similar to DM

Λi−1,s
. Then Algorithm 1 outputs M vectors in Λ′i, whose joint

distribution is within statistical distance M2−cDGSb
2
i of a distribution conditionally

(δ+3ε)-similar to DM
Λ′

i,s
. It makes M shifted DGS calls and runs, up to polynomial

factors, in time M2bi+o(bi).

Proof. With target shifted discrete Gaussian samples, Lemma 3.1 and [DEL25,
Lemma 3.1] give conditional (δ + 3ε)-similarity to DM

Λ′
i,s

.
Under the second width condition, every implemented shifted-DGS call is

within statistical distance 2−cDGSb
2
i of its target distribution for every center.

Applying Lemma 3.3 to the M calls gives total statistical distance at most
M2−cDGSb

2
i between the implemented and ideal output laws. The running-time

bound follows by summing the cost of the M shifted DGS calls. □
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Algorithm 2: BucketAndCombine at Level i
Input :An ordered list L′ = (y1, . . . ,yM ) ⊆ Λ′

i with M ≥ 3P .
Output :An ordered list of ⌊M/3⌋ vectors in Λi.

1 Initialize an empty ordered bucket B(c) for each c ∈ Z/PZ
2 for j ← 1 to M do
3 cj ← ℓi(yj)
4 Append yj to B(cj)
5 L← ()
6 for j ← 1 to M do
7 if |L| < ⌊M/3⌋ and |B(cj)| ≥ 2 then
8 Let y,y′ be the first two vectors in B(cj)
9 Append y − y′ to L

10 Remove y,y′ from B(cj)

11 return L

BucketAndCombine over the Cyclic Quotient. After lifting, Bucke-
tAndCombine returns the list from Λ′i to Λi by subtracting pairs that belong to
the same coset modulo Λi. We use the collision procedure of [DEL25, Algorithm 3].
It remains only to give an efficient representation of the quotient classes.

By Lemma 3.1, Λ′i/Λi
∼= Z/PZ. Using the decomposition Λ′i = Ci ⊕ Γi, write

y = yc + z with yc ∈ Ci and z ∈ Γi. This decomposition is efficiently recoverable
from y: the vector yc is the unique lift in Ci of πi(y), and then z = y−yc. Choose
ri ∈ [bi] such that ai,ri ̸= 0 mod P , and define the quotient label by

ℓi(y) := a−1i,ri
Pzri/q mod P.

To see that the expression is integral, write z = qw + (q/P )kai for w ∈ Zbi and
k ∈ Z. Then ℓi(y) = k mod P . It follows that ℓi(y) = ℓi(y

′) ⇐⇒ y − y′ ∈ Λi.
Thus ℓi represents the quotient classes in Λ′i/Λi.

We now apply BucketAndCombine from [DEL25, Algorithm 3] using the
labels ℓi. For c ∈ Z/PZ, let Nc := |B(c)| denote the size of bucket c. If its input
list has length M ≥ 3P , then the P buckets contain at least∑

c∈Z/PZ

⌊
Nc

2

⌋
≥ M − P

2
≥ M

3
,

disjoint pairs. We retain the first ⌊M/3⌋ differences in the order prescribed by
the collision procedure.

We use the collision analysis of [DEL25, Lemmas 3.2–3.4] with the quotient
labels ℓi, under the stronger smoothing condition stated below.6

6 In [DEL25, Lemma 3.3], the stated smoothing condition is on the superlattice, while
the convolution step in its proof uses smoothing of the underlying sublattice. Our
assumption s ≥

√
2 ηε(Λi) is exactly the condition required for that step, so the same

argument gives the stated (4δ + 3ε)-similarity bound.
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Algorithm 3: Wagner-Style Gaussian Sampler with Random P -ary
Auxiliary Lattices

Input : A systematic matrix A = [A′ | In] ∈ Zn×m
q , block lengths b1, . . . , br

with
∑r

i=1 bi = n, a prime P , an initial Gaussian width s0 > 0, and a
final list size N .

Output :An ordered list Lr = (X1, . . . ,XN ) ⊆ Λ⊥
q (A).

1 Set n0 ← 0, Λ0 ← Zm−n

2 Initialize L0 ← 3rN independent samples from DΛ0,s0

3 for i← 1 to r do
4 ni ← ni−1 + bi and si ←

√
2 si−1

5 Let A′
i be the first ni rows of A′

6 Set Ai ← [A′
i | Ini ] and Λi ← Λ⊥

q (Ai)

7 Sample ai ← Fbi
P \ {0}

8 Set Γi ← q
P
ΛP (a

T
i ), Λ′

i ← Λi + (0⊕ Γi)
9 Compute a rational basis Gi of Γi, and choose ri ∈ [bi] such that

ai,ri ̸= 0 mod P
10 Initialize L′

i ← ()
11 foreach x ∈ Li−1 in list order do
12 x′ ← DGLift(i, si−1,x;∆A′

i, Γi,Gi)
13 Append x′ to L′

i

14 Li ← BucketAndCombine(L′
i)

15 return Lr

Lemma 3.5 (Distribution of BucketAndCombine). Let M ≥ 3P and
0 < ε ≤ 1

2 . Suppose that the input list is conditionally δ-similar to DM
Λ′

i,s
.

If s ≥
√
2 ηε(Λi), then Algorithm 2 returns

⌊
M
3

⌋
vectors in Λi whose joint

distribution is conditionally (4δ + 3ε)-similar to D
⌊M

3 ⌋
Λi,
√
2s

.

Lemmas 3.4 and 3.5 give the two transformations used at each level. We now
combine them into the full Wagner-style Gaussian sampler.

Correctness of the Wagner-Style Gaussian Sampler. The preceding lifting
and collision lemmas determine the conditional similarity of the ideal sampler, in
which every shifted DGS call returns an exact sample from its target distribution.
The implemented sampler replaces these calls by Lemma 2.8. The next theorem
accounts for the accumulated implementation error.

Theorem 3.1 (Correctness of the Sampler). Let 0 < ε ≤ 1
2 , assume

s0 ≥
√
ln 2(m− n) + 4/π, and suppose that, for every i ∈ [r],

si−1 > max

{
ηε(Γi),

√
2 ηε(Λi),

q
√
bi

2 exp(
√
bi)

}
.
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Assume also that P ≤ N , and let bmin := mini∈[r] bi.
The ideal version of Algorithm 3 outputs exactly N vectors in Λ⊥q (A) whose

joint distribution is conditionally 5(4r − 1)ε-similar to DN
Λ⊥

q (A), 2r/2s0
.

The output law of the implemented sampler using Lemma 2.8 is within statisti-
cal distance ((3r+1− 3)/2)N2−cDGSb

2
min of this ideal output law. The implemented

sampler makes exactly ((3r+1 − 3)/2)N shifted DGS calls.

Proof. We first analyze the ideal procedure. Let δi denote the conditional sim-
ilarity parameter after level i. Initially, M0 = 3rN and δ0 = 0. Suppose that
Li−1 is conditionally δi−1-similar to D

Mi−1

Λi−1,si−1
. Lemma 3.4 gives conditional

(δi−1 + 3ε)-similarity on Λ′i, and Lemma 3.5 gives Mi = Mi−1/3, si =
√
2si−1,

and δi = 4δi−1 + 15ε. Since P ≤ N , we have Mi−1 ≥ 3P at every level. Solving
these recurrences yields Mi = 3r−iN, si = 2i/2s0, δi = 5(4i − 1)ε. At i = r,
Λr = Λ⊥q (A), which proves the claim for the ideal procedure.

At level i, the implementation makes Mi−1 = 3r−i+1N DGS calls, each within
statistical distance 2−cDGSb

2
i of its target distribution. Hence Lemma 3.3 gives

SD(Lawimpl, Lawideal) ≤
r∑

i=1

3r−i+1N 2−cDGSb
2
i ≤ 3r+1 − 3

2
N 2−cDGSb

2
min .

Finally,
∑r

i=1 Mi−1 = ((3r+1 − 3)/2)N , which is the claimed number of shifted
DGS calls. □

3.3 Sampler Tradeoff and Complexity

We now combine the requirements established above to derive explicit parameters
and complexity bounds. We separate the parameter analysis into three levels.
Theorem 3.2 treats the output-list size N as a prescribed parameter. Corol-
lary 3.1 then chooses the smallest asymptotically admissible N , and Corollary 3.2
specializes the resulting bound to the parameter regime used for LWE.

For compactness, throughout this subsection we write

L := ln(2m/ε), W := ln ln

(
q√
L

)
− ln(1 + ln f). (1)

Theorem 3.2 gives sufficient conditions, in terms of N , under which the sampler
produces N Gaussian lattice vectors at target width q/f , together with the
corresponding time and space bounds.

Theorem 3.2 (Wagner-Style Gaussian Sampler with a Prescribed List
Size). Consider an asymptotic parameter family with m > n, prime q, f > 1,
and 0 < ε ≤ 1/2. Define L and W as in Equation (1), and suppose that

L = O

(
n

ln ln q

)
,

q

f
≥ 64

√
L.
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There exist constants Csam, C > 0 such that the following holds. Let N ≥ 2 be a
power of two satisfying

W > Csam, log2 N ≥
n

2(W − Csam)
, (2)

and
(ln q)3 = o(lnN), lnN = o(n).

Suppose further that

m− n ≥ C

(
log2 N +

L

ln(2 + L)

)
.

Then, for all sufficiently large n, with probability 1− o(1) over A← Zn×m
q

and the random auxiliary lattices, the sampler outputs N vectors in Λ⊥q (A). Its
output distribution is within statistical distance o(1) of a distribution condition-
ally q4ε-similar to DN

Λ⊥
q (A),q/f . The expected time and space complexities are

N1+O(1/(1+ln f))+o(1)poly(m, ln q, ln(1/ε)).

Proof. The proof constructs feasible internal parameters for the sampler from
the instance parameters n,m, q, the target parameters f, ε, and the list-size
parameter N . Starting from the target width q/f , we choose the number r of
recursion levels and the Gaussian widths s0, . . . , sr backward so that sr = q/f
while the initial width s0 is large enough for exact sampling. At level i, we write
ti := si−1/

√
2 for the auxiliary smoothing width. The prescribed list size N

determines a prime P of comparable size and, through the smoothing bound for
the random P -ary auxiliary lattices, an upper bound for each block length bi.
We call this upper bound the block capacity at level i.

The central step is to choose bi that stay below the per-level smoothing
capacities, remain large enough for the shifted-DGS implementation, and satisfy∑r

i=1 bi = n. This is provided by Lemma B.1. Once these parameters have
been fixed, we verify smoothing of every auxiliary lattice Γi, smoothing of every
intermediate orthogonal q-ary lattice Λi, and the shifted-DGS width condition.
We then apply Theorem 3.1, bound the accumulated shifted-DGS error, and
estimate the running time and space.

Choice of Parameters. Set ε0 := ε/5, L0 := ln(2m/ε0) = L + ln 5, and
r :=

⌊
2 log2(q/f)− log2(512L0)

⌋
. For i ∈ [r], define

s0 :=
q

f 2r/2
, si := 2i/2s0, ti :=

si−1√
2
, xi := ln(q/ti). (3)

The assumed lower bound on q/f ensures that r ≥ 1 for all sufficiently large n.
From Equation (3), we have

sr =
q

f
, t1 ≥ 16

√
L0, tr =

q

2f
, xr = ln(2f).
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Moreover, the xi form a decreasing arithmetic progression and r = O(ln q).
Apply Lemma B.1 to Equation (3). It gives a prime P ∈ (N/2, N) and positive

integers b1, . . . , br such that
∑r

i=1 bi = n and, for every i ∈ [r],

16q

P 1/bi

√
max

{
1,

ln(1/ε0)

bi

}
≤ ti.

Write bmin := mini∈[r] bi, bmax := maxi∈[r] bi, and ni :=
∑

j≤i bj . The same
lemma gives, for every i ∈ [r],

bmin = Ω

(
lnN

ln q

)
, bmax = O

(
lnN

1 + ln f

)
, nixi = O(lnN ln ti).

Auxiliary Lattice Smoothing. By the choice of bi, Lemma 3.2 gives ηε0(Γi) ≤
ti simultaneously for all i ∈ [r], except with probability at most

∑r
i=1 2

1−bi ≤
2r 2−bmin . The lower bound on bmin and the assumption (ln q)3 = o(lnN) give
bmin

(ln q)2 = Ω
(

lnN
(ln q)3

)
= ω(1). Since r = O(ln q), the preceding failure probability

is o(1). Since ηε0(Γi) ≤ ti < si−1, the auxiliary-lattice smoothing condition in
Theorem 3.1 holds at every level.

Orthogonal Lattice Smoothing. Fix i ∈ [r] and put mi := m− n+ ni. From
Lemma 2.6, it is enough to prove

ti
2
≥ 8max


√
ln

(
2mi

ε0

)
, qni/miε

−1/mi

0

 . (4)

Indeed, ti/2 ≤ tr/2 = q/(4f) < q, so Equation (4) also verifies the range condition
in Lemma 2.6.

Since mi ≤ m, ti ≥ t1, and t1 ≥ 16
√
L0, the first term in Equation (4) is

bounded as required. For the second term, taking logarithms shows that it is
enough to prove

mi ln ti − ni ln q ≥ ln(1/ε0) +mi ln 16. (5)

Using mi = m− n+ ni and ln q = ln ti + xi, the left-hand side of Equation (5),
after subtracting mi ln 16, becomes

(m− n)(ln ti − ln 16)− ni(xi + ln 16).

Because xi ≥ xr = ln(2f) > ln 2, the prefix bound implies that this expression
is at least

(
m−n

2 − C1 lnN
)
ln ti for some absolute constant C1 > 0 and all

sufficiently large n. Using the assumed lower bound on m− n, this is at least(
C

2 ln 2
− C1

)
lnN ln ti +

C

2

L

ln(2 + L)
ln ti.

20



Choose C sufficiently large that the first term is nonnegative. Since ti ≥ t1 ≥
16
√
L0, we have ln ti ≥ 1

4 ln(2 + L) for all sufficiently large n. Increasing C if
necessary, the second term is therefore at least L, which is at least ln(1/ε0). This
proves Equations (4) and (5).

We next bound the failure probability for the prefix-lattice smoothing con-
ditions. By the systematic-form reduction in Footnote 4, the failure bound
of Lemma 2.6 increases by at most a factor two for all sufficiently large n.
Hence Pr[ηε0(Λi) > ti/2] ≤ 21−mi . Since mi ≥ m − n = Ω(log2 N) and
r = O(ln q) = o(lnN), the union bound over all prefixes is o(1). Consequently,√
2 ηε0(Λi) ≤ ti/

√
2 < si−1, as required by Theorem 3.1.

Shifted-DGS Implementation. It remains to verify the shifted-DGS width
condition si−1 > q

√
bi

2e
√

bi
in Theorem 3.1. Since si−1 =

√
2 ti and ti = qe−xi , this

inequality is equivalent to√
bi − xi −

1

2
ln bi + ln(2

√
2) > 0.

The assumption (ln q)3 = o(lnN) gives ln q = o
(√

lnN/ ln q
)
. Moreover, bmax =

O(lnN) gives ln bmax = O(ln lnN) = o
(√

lnN/ ln q
)
. Together with the lower

bound on bmin, this yields
√
bmin − ln q − 1

2 ln bmax + ln(2
√
2) = ω(1). Since

bi ≥ bmin, bi ≤ bmax, and xi < ln q, it follows that, for every i ∈ [r],√
bi − xi −

1

2
ln bi + ln(2

√
2) ≥

√
bmin − ln q − 1

2
ln bmax + ln(2

√
2) > 0

for all sufficiently large n. The shifted-DGS condition therefore holds at every
level for all sufficiently large n.

Distributional Guarantee and Complexity. The initial list can be sampled
exactly using Lemma 2.7. Indeed, s0 ≥

√
512L0 ≥

√
ln(2(m− n) + 4)/π, which

is the required width for the standard basis of Λ0 = Zm−n.
Moreover, P < N , so every call to BucketAndCombine receives at least

3P inputs. We may therefore apply Theorem 3.1 with smoothing error ε0. The
final Gaussian width is sr = q/f , and the conditional-similarity parameter is

5(4r − 1)ε0 = (4r − 1)ε < q4ε. Indeed, 4r =
(
2r/2

)4
=
(

q
fs0

)4
< q4.

The total number of shifted-DGS calls is 3r+1−3
2 N . Since r = O(ln q) =

o(lnN), this number is N1+o(1). Furthermore, b2min

lnN = Ω
(

lnN
(ln q)2

)
= ω(1). It

follows that the accumulated implementation error 3r+1−3
2 N2−cDGSb

2
min is o(1).

A shifted-DGS call at level i costs 2bi+o(bi) up to polynomial bit factors. Since
bmax = O(lnN/(1 + ln f)), the expected running time, and likewise the space, is

N1+O(1/(1+ln f))+o(1)poly(m, ln q, ln(1/ε)).
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A union bound over the auxiliary-lattice, prefix-lattice, and systematic-form fail-
ure events gives total failure probability o(1). Conditioned on the complementary
good event, the distributional guarantee above holds over the remaining sampler
randomness, as required later in Theorem 4.1. □

We next choose N at the smallest asymptotic scale allowed by Equation (2),
thereby obtaining a complexity bound directly in terms of n, q, f , and ε.

Corollary 3.1 (Asymptotic Sampler Tradeoff). Let m > n, q be prime,
f > 1, and 0 < ε ≤ 1/2. Define L and W as in Equation (1). Suppose that

L = O

(
n

ln ln q

)
,

q

f
≥ 64

√
L, W = ω(1),

W (ln q)3

n
= o(1).

If m − n ≥ C0

(
n
W + L

ln(2+L)

)
for a sufficiently large constant C0 > 0, then

there exists a power of two N satisfying log2 N =
(
1
2 + o(1)

)
n
W for which the

conclusions of Theorem 3.2 hold. In particular, the expected time and space are

2

(
1
2+O

(
1

1+ln f

)
+o(1)

)
n/W

poly
(
m, ln q, ln(1/ε)

)
.

Proof. Set log2 N =
⌈

n
2(W−Csam)

⌉
=
(
1
2 + o(1)

)
n
W , since W = ω(1). The assump-

tions on W , q, and m− n imply all remaining conditions of Theorem 3.2, and
substituting this choice of N gives the claimed bounds. □

The following specialization evaluates the tradeoff under explicit logarithmic
growth assumptions on q and f .

Corollary 3.2 (Logarithmic-Scale Sampler Specialization). Fix constants
0 ≤ a < b. Let m > n, q be prime, f > 1, and 0 < ε ≤ 1/2. Define L as in
Equation (1). Suppose that

ln f = (lnn)a+o(1), ln

(
q√
L

)
= (lnn)b+o(1), L = O

(
n

ln lnn

)
.

If, for a sufficiently large constant Clog > 0, m− n ≥ Clog
n

(b−a) ln lnn , then there

exists a power of two N satisfying log2 N =
((

2(b− a)
)−1

+ o(1)
)

n
ln lnn for

which the conclusions of Theorem 3.2 hold. The expected time and space are

2

(
1

2(b−a)
+O

(
1

1+ln f

)
+o(1)

)
n/ ln lnn

poly
(
m, ln q, ln(1/ε)

)
.

Proof. The assumptions give ln ln(q/
√
L) = (b+ o(1)) ln lnn and ln(1 + ln f) =

(a + o(1)) ln lnn. The second equality also covers a = 0, when ln(1 + ln f) =
o(ln lnn). Hence Equation (1) gives W = (b− a+ o(1)) ln lnn. The claim follows
by substituting W = (b − a + o(1)) ln lnn into Corollary 3.1. The remaining
conditions of Corollary 3.1 follow directly from the assumptions. □
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Remark 3.2 (Comparison with the Scaled Integer Auxiliary Lattice). The gain
over the scaled integer construction of [DEL25] comes from the dependence of
the auxiliary-lattice smoothing bound on the required accuracy. For the scaled
integer lattice, the global factor

√
ln(1/ε) contributes ln

(
ln f + 1

2 ln ln(1/ε)
)

to
the second term in the logarithmic width W . In contrast, Lemma 3.2 replaces
this loss by

√
max{1, ln(1/ε)/bi}, leaving the second term as ln(1 + ln f).

This difference is decisive when ln(1/ε) = Θ(n/ ln lnn). For polynomial q and
ln f = (lnn)a+o(1) with a < 1, our construction gives W = (1− a+ o(1)) ln lnn
and hence log2 N = Θ(n/ ln lnn). With the scaled integer smoothing bound, both
terms in the corresponding logarithmic difference are ln lnn+O(1), leaving only
an O(1) gap and therefore requiring log2 N = Θ(n). The price for exploiting the
narrower widths enabled by the random P -ary geometry is the NO(1/(1+ln f))

overhead of the statistically approximate shifted-DGS implementation, which is
No(1) whenever f = ω(1).

4 A Subexponential-Time Decision-LWE Algorithm

The preceding section constructed a Gaussian sampler that, given A ∈ Zn×m
q ,

produces vectors in Λ⊥q (A) at target width q/f . A natural next step is to use
these vectors as the dual vectors in a dual attack.

We briefly recall the general principle of dual attack. Given A ∈ Zn×m
q , the

input vector b is drawn either from b = AT s + e mod q or uniformly from
Zm
q . For x ∈ Λ⊥q (A), consider the residue ⟨x,b⟩ mod q. For an LWE input, the

defining relation Ax = 0 mod q gives

⟨x,b⟩ = ⟨x,AT s+ e⟩ = ⟨Ax, s⟩+ ⟨x, e⟩ = ⟨x, e⟩ mod q.

Thus the dual vector eliminates the secret and leaves an observation determined
by the error. On the other hand, if b ← Zm

q is uniform, then, for every fixed
x /∈ qZm, ⟨x,b⟩ mod q is uniform. Hence, for a fixed dual vector x, the original
decision-LWE problem is reduced to distinguishing ⟨x, e⟩ mod q from U(Zq).

More generally, given dual vectors X1, . . . ,XN , the attack forms

zj := ⟨Xj ,b⟩ mod q, j ∈ [N ],

and applies a statistical test to (z1, . . . , zN ). The sampler of the preceding section
supplies the first step. It remains to choose and analyze the distinguisher.

Several dual distinguishers can be used in this framework. Laarhoven and
Walter [LW21] compare the simple dual, Aharonov–Regev, and Neyman–Pearson
decoders. The Aharonov–Regev distinguisher [AR05] is particularly well suited
to our setting because its periodic-Gaussian score is naturally represented using
Gaussian-distributed dual vectors. The Gaussian weights are already encoded in
the sampling distribution, while the resulting empirical statistic is an average of
bounded cosine values. This makes its ideal bias explicit and allows concentration
to be proved under conditional similarity.
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Algorithm 4: Decision-LWE Algorithm
Input : (A,b) ∈ Zn×m

q × Zm
q , a target bias 0 < τ ≤ 1,

a target-width factor f , a list size N ,
and admissible parameters for Algorithm 3 with final width q/f .

Output :LWE or Uniform.
1 Write A = [C | B] with square B
2 if B is singular then
3 return an independent uniform element of {LWE,Uniform}
4 A← B−1A
5 Run Algorithm 3 on A with the supplied sampler parameters to obtain

L = (X1, . . . ,XN )

6 µ̂← N−1 ∑N
j=1 cos(2π

⟨Xj ,b⟩
q

)

7 if µ̂ ≥ τ
2

then
8 return LWE

9 return Uniform

4.1 The Aharonov–Regev Dual Distinguisher

We now formalize the Aharonov–Regev distinguisher selected above. Let Λ :=
Λq(A). The duality relation Λ∗ = q−1Λ⊥q (A) implies that X← DΛ⊥

q (A),q/f ⇐⇒
X
q ← DΛ∗,1/f . For b ∈ Zm

q , define its Fourier mean by

µA(b) := EX←D
Λ⊥
q (A),q/f

cos

(
2π

q
⟨X,b⟩

)
=

ρf (Λq(A)− b)

ρf (Λq(A))
. (6)

The equality follows from the Fourier representation of the periodic Gaus-
sian [AR05, Lemma 1.3]. Hence µA(b) is precisely the Aharonov–Regev periodic-
Gaussian score.

For a list L = (X1, . . . ,XN ) ⊆ Λ⊥q (A), define the empirical Fourier score

µ̂L(b) :=
1

N

N∑
j=1

cos

(
2π

q
⟨Xj ,b⟩

)
.

For independent Xj ← DΛ⊥
q (A),q/f , this is an unbiased estimator of µA(b).

The Aharonov–Regev distinguishing step compares this empirical score with a
threshold determined by a lower bound τ on the LWE value of µA(b).

Our full decision-LWE algorithm combines this Fourier test with the Wagner-
style Gaussian sampler developed in Section 3. It first generates a list L ⊆ Λ⊥q (A)
at width q/f , and then returns LWE if µ̂L(b) ≥ τ/2, and Uniform otherwise;
see Algorithm 4. The sampled vectors need not be independent, and the effect of
their conditional similarity on this test is analyzed below.

24



4.2 Analysis of the Dual Distinguisher

We analyze the dual test for a fixed public matrix A. The analysis separates the
two sources of distinguishing error. Define

νχ(τ ; f,m) := Pr
e←χm

[
ρf (e) < τ

]
, ∆ := (m− n) ln q −m ln(2f), (7)

where χ is the error distribution over Z, 0 < τ ≤ 1 is a target bias, and f ≥ 1.
Thus νχ(τ ; f,m) bounds the probability that the ideal LWE score falls below τ ,
while e−∆ will bound the expected ideal score of a uniform input.

Ideal Fourier Gap. We now compare the ideal mean µA(b) defined in Equa-
tion (6) under LWE and uniform inputs.

Lemma 4.1 (Ideal Fourier Gap). Let m > n, q be prime. Fix A ∈ Zn×m
q .

Let f ≥ 1, let χ be an error distribution over Z, and let 0 < τ ≤ 1. Then the
following hold.

(i) For every secret s ∈ Zn
q , if b = AT s+e mod q with e← χm, then µA(b) ≥ τ

except with probability at most νχ(τ ; f,m) over e.
(ii) If A has rank n and b← Zm

q is uniform, then EbµA(b) ≤ e−∆. Consequently,
Prb

[
µA(b) > τ

8

]
≤ 8e−∆

τ .

Proof. For an LWE input, b−e ∈ Λq(A). Hence Lemma 2.3 gives µA(b) ≥ ρf (e).
The first claim follows directly from the definition of νχ(τ ; f,m).

For uniform b, character orthogonality over Zm
q gives, for every fixed X ∈ Zm,

Ebe
2πi⟨X,b⟩/q = 1{X∈qZm}. Because A is fixed, the distribution DΛ⊥

q (A),q/f is
also fixed. Taking real parts, averaging over the reference vector X← DΛ⊥

q (A),q/f ,
and exchanging the two expectations, which is justified because the cosine is
bounded, gives

EbµA(b) = EbEX cos

(
2π

q
⟨X,b⟩

)
= EXEb cos

(
2π

q
⟨X,b⟩

)
= Pr

X←D
Λ⊥
q (A),q/f

[X ∈ qZm]

=
ρq/f (qZm)

ρq/f (Λ⊥q (A))
.

By scaling and Poisson summation, ρq/f (qZm) = f−mρf (Zm) and ρq/f (Λ
⊥
q (A)) =

qm−nf−mρf (Λq(A)), where the second identity uses Λq(A)∗ = q−1Λ⊥q (A) and
det(Λq(A)) = qm−n. Therefore EbµA(b) = ρf (Zm)/(qm−nρf (Λq(A))). Since
x 7→ e−πx

2/f2

is decreasing on R≥0, 2
∑

k≥1 e
−πk2/f2 ≤ 2

∫∞
0

e−πx
2/f2

dx = f .
Hence ρf (Z) ≤ 1 + f ≤ 2f . Thus EbµA(b) ≤ q−(m−n)(2f)m = e−∆. Finally,
µA(b) ≥ 0, so Markov’s inequality gives Prb

[
µA(b) > τ

8

]
≤ 8e−∆

τ . □

For χ = DZ,se , set τ := exp(−s2em/f2). By Lemma 2.4, νχ(τ ; f,m) ≤
(2/e)m/2. Thus τ is a valid target bias for the discrete Gaussian specializa-
tion. It remains to show that the empirical score concentrates around µA(b)
when the Gaussian dual vectors are conditionally similar but not independent.
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Concentration Under Conditional Similarity. The sampler output need not
consist of independent vectors, so Hoeffding’s inequality does not apply directly.
Instead, we center each summand by its conditional mean given the preceding
samples. The resulting partial sums form a martingale, while conditional similarity
bounds the discrepancy between each conditional mean and the target mean.

We recall the relevant definitions from [MU05, Chapter 12]. A sequence
M0, . . . ,MN is a martingale with respect to X1, . . . ,XN if, for every k ∈ [N ], Mk

is determined by X1, . . . ,Xk, E[|Mk|] <∞, and E[Mk | X1, . . . ,Xk−1] = Mk−1.
The Azuma–Hoeffding inequality states that if, in addition, |Mk −Mk−1| ≤ ck
almost surely for every k ∈ [N ], then, for every u > 0,

Pr[|MN −M0| ≥ u] ≤ 2 exp

−u2/(2

N∑
k=1

c2k)

 .

Lemma 4.2 (Conditional Similarity Implies Martingale Concentration).
Suppose X1, . . . ,XN are conditionally δ-similar to independent samples from

a distribution D, where 0 ≤ δ ≤ 1. Then, for every h : X → [−1, 1] and every
t > 0,

Pr


∣∣∣∣∣∣ 1N

N∑
j=1

h(Xj)− EDh

∣∣∣∣∣∣ > 2δ + t

 ≤ 2 exp

(
−Nt2

8

)
. (8)

Proof. For each k ∈ [N ], define the conditional mean ak := E
[
h(Xk)

∣∣X1, . . . ,Xk−1
]
.

Fix any prefix x<k in the support of X<k. By conditional δ-similarity, the
conditional distribution Pk(x | x<k) := Pr[Xk = x | X<k = x<k] satisfies
Pk(x | x<k) = e±δD(x) for every x ∈ X . Consequently,

|ak − EDh| ≤
∑
x∈X
|h(x)|

∣∣Pk(x | x<k)−D(x)
∣∣

≤ (eδ − 1)
∑
x∈X

D(x) = eδ − 1 ≤ 2δ,

Now define M0 := 0, Mk :=
∑k

j=1

(
h(Xj)− aj

)
for k ∈ [N ]. Then (Mk)

N
k=0 is

a martingale with respect to X1, . . . ,XN .7 We next verify the bounded-difference
hypothesis required by the Azuma–Hoeffding inequality. Since h(Xk) ∈ [−1, 1]
and ak ∈ [−1, 1], we have |Mk −Mk−1| = |h(Xk)− ak| ≤ 2. Thus the Azuma–
Hoeffding inequality gives

Pr[|MN | ≥ Nt] ≤ 2 exp

(
− N2t2

2
∑N

k=1 2
2

)
= 2 exp

(
−Nt2

8

)
.

7 Indeed, Mk is determined by X1, . . . ,Xk; moreover, |Mk| ≤ 2k, so E[|Mk|] <∞; and
E[Mk | X1, . . . ,Xk−1] = Mk−1 + E[h(Xk)− ak | X1, . . . ,Xk−1] = Mk−1.
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Finally,∣∣∣∣∣∣ 1N
N∑

k=1

h(Xk)− EDh

∣∣∣∣∣∣ =
∣∣∣∣∣∣MN

N
+

1

N

N∑
k=1

(ak − EDh)

∣∣∣∣∣∣ ≤ |MN |
N

+ 2δ.

Therefore, if the left-hand side exceeds 2δ + t, then |MN | > Nt. The preceding
Azuma–Hoeffding bound proves Equation (8). □

Lemma 4.1 bounds the ideal Aharonov–Regev mean under LWE and uniform
inputs, while Lemma 4.2 controls the deviation of the empirical score from this
mean under conditional similarity. Combining these bounds and accounting for
the statistical distance of the actual list distribution gives the following guarantee.

Theorem 4.1 (Aharonov–Regev Test under Conditional Similarity).
Let m > n, let q be prime, and fix a full-row-rank matrix A ∈ Zn×m

q . Let f ≥ 1,
let χ be an error distribution over Z, let N ≥ 1, and fix a target bias 0 < τ ≤ 1.
Define ∆ as in Equation (7).

Let L = (X1, . . . ,XN ) ⊆ Λ⊥q (A) be a random list generated independently
of b. Suppose that the law of L is within statistical distance ξ of a distribution
conditionally δ-similar to DN

Λ⊥
q (A),q/f , where δ ≤ τ/64. If

νχ(τ ; f,m) = o(1), e−∆ = o(τ), N−1/2 = o(τ), ξ = o(1),

then the distinguisher succeeds with probability 1− o(1).

Proof. Let D := DΛ⊥
q (A),q/f and hb(x) := cos(2π⟨x,b⟩/q). Applying Lemma 4.2

to hb and using Equation (6), we have ED[hb] = µA(b). Taking t = τ/16 and
using δ ≤ τ/64 gives 2δ + t ≤ 3τ/32. Therefore

Pr

[
|µ̂− µA(b)| > 3τ

32

]
≤ 2 exp

(
−Nτ2

2048

)
.

For an LWE input, Lemma 4.1 gives µA(b) ≥ τ except with probability
at most νχ(τ ; f,m). Outside these two events, µ̂ > τ/2. For a uniform input,
Lemma 4.1 gives µA(b) ≤ τ/8 except with probability at most 8e−∆/τ . Outside
these events, µ̂ < τ/2. Thus, under the conditionally similar reference law,
the error probabilities on LWE and uniform inputs are at most, respectively,
νχ(τ ; f,m) + 2 exp

(
−Nτ2

2048

)
and 8e−∆

τ + 2 exp
(
−Nτ2

2048

)
.

The statistical distance between the actual list law and the conditionally
similar reference law is at most ξ. Therefore the probability of either decision
event changes by at most ξ. Adding this term to the preceding bounds proves
the two claims. Under the displayed asymptotic assumptions, every term in the
two error bounds is o(1). □

27



4.3 Combining Sampler and Distinguisher

We now combine the sampler tradeoff from Corollary 3.2 with the Fourier
distinguisher of Theorem 4.1. The following theorem states the resulting modulus–
error tradeoff directly. Its two corollaries isolate the polynomial-modulus and
polynomial-error regimes.

Theorem 4.2 (Logarithmic-Scale Modulus–Error Tradeoff). Fix con-
stants 0 ≤ a < b. Let q be prime and let se ≥ 1 satisfy

ln(2 + se) = (lnn)a+o(1), ln

(
q√
n

)
= (lnn)b+o(1).

For every secret distribution over Zn
q , Algorithm 4 distinguishes decision-LWE

with independent errors from DZ,se from uniform using m = n+Θ
(

n
(b−a) ln lnn

)
original samples. Its success probability is 1 − o(1), and its expected time and

space complexities are 2

(
1

2(b−a)
+o(1)

)
n/ ln lnn.

The proof is given in Section B.6.

Corollary 4.1 (Polynomial-Modulus Specialization). Fix constants κ > 1
2

and 0 ≤ a < 1. Let q = nκ+o(1) be prime and suppose that ln(2 + se) =
(lnn)a+o(1), se ≥ 1. For every secret distribution over Zn

q , Algorithm 4 dis-
tinguishes decision-LWE with independent errors from DZ,se from uniform using
m = n+Θ

(
n

(1−a) ln lnn

)
original samples, with success probability 1−o(1) and ex-

pected time and space 2

(
1

2(1−a)
+o(1)

)
n/ ln lnn. In particular, if ln(2+se) = (lnn)o(1),

then the expected time and space are 2(1/2+o(1))n/ ln lnn.

Corollary 4.2 (Polynomial Error with Quasipolynomial Modulus). Fix
constants γ > 0 and η > 0. Let q be prime and suppose that se = nγ+o(1) and
q = exp

(
(lnn)1+η+o(1)

)
. For every secret distribution over Zn

q , Algorithm 4
distinguishes decision-LWE with independent errors from DZ,se from uniform
using m = n+Θ

(
n

η ln lnn

)
original samples, with success probability 1− o(1) and

expected time and space 2

(
1
2η+o(1)

)
n/ ln lnn.

Use of Generative AI. During the preparation of this manuscript, the authors
used OpenAI GPT-5.6 Sol for exploratory discussion concerning the choice of
discrete Gaussian sampling algorithm and for clarifying the presentation of proof
ideas. All claims, proofs, and technical arguments in the final manuscript were
developed and independently verified by the authors, who take full responsibility
for the content.
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A Asymptotic Implications for LWE-Based Cryptosystems

This section gives an asymptotic interpretation of our decision-LWE algorithm,
rather than a concrete security assessment.

Recovering a secret corresponds to search-LWE. Sample-preserving search-to-
decision reductions are known in several parameter regimes [MM11]. We therefore
conditionally assume that such a reduction applies to the relevant secret and error
distributions with polynomial overhead and without changing the asymptotic
modulus, error width, or sample count. Under this assumption, Theorem 4.2 also
gives a search-LWE algorithm with the same leading subexponential exponent.

Unstructured LWE. We denote the secret dimension and sample count by n and
m. In the polynomial-modulus regime, our algorithm requires m = n+Θ

(
n

ln lnn

)
.

Regev’s encryption scheme supplies Θ(n log q) samples [Reg05], so its sample
count is sufficient. Its polynomial modulus and

√
n-scale error, however, lie outside

the range of Corollary 4.1. The original GSW construction and several related
ABE schemes likewise use Θ(n log q) LWE samples [GSW13,GVW13,BGG+14];
their sample counts are therefore compatible with our algorithm whenever the
remaining modulus and error conditions hold.

FrodoKEM lies on the opposite side of the sample requirement. A public-key
LWE instance has m = n, while the largest ciphertext-defined instance has
m = n+ n̄ samples [GLN+25, Section 7.2]. Since all current parameter sets use
n̄ = 8, m− n is constant rather than Θ(n/ ln lnn).

Structured LWE: Heuristic Implications and Limitations. Our theorem
does not directly apply to Module-LWE or Ring-LWE. We nevertheless consider
whether its sample and modulus–error requirements are compatible with rep-
resentative structured schemes under the heuristic that coefficient-embedded
relations can be treated as unstructured LWE samples with comparable error
magnitude. This heuristic ignores the algebraic dependencies induced by module
or ring multiplication.

For ML-KEM [Nat24], let k be the module rank and n the ring degree.
Viewing the underlying Module-LWE instance as LWE gives scalar dimension
n′ = kn and at most m′ = (k + 1)n scalar relations [SAB+20, Section 5.1.1].
Hence m′ − n′ = n, which for fixed k exceeds the Θ(n′/ ln lnn′) surplus required
by our theorem. The error coefficients are also very small. The modulus scale is
more subtle. ML-KEM chooses q subject to the NTT condition n | (q − 1) and
the required decryption-failure probability. Thus neither the sample count nor
the modulus–error scale alone clearly rules out an asymptotic extension of our
approach.

The main obstacle for ML-KEM is structural. After coefficient embedding, the
scalar equations remain strongly correlated, whereas our sampler assumes inde-
pendent uniform public vectors. The additional ciphertext relation also contains
mixed error terms, message encoding, and compression effects. Consequently,
the preceding parameter comparison does not imply an attack on ML-KEM; a

32



rigorous application would require a separate analysis of these dependencies and
of the resulting error distribution.

RLWE-based homomorphic encryption gives another potentially relevant
regime. In BGV, BFV, and particularly CKKS, fresh RLWE samples use small
coefficient errors, while homomorphic depth is supported by comparatively large
ciphertext moduli or modulus chains [BGV12,FV12,CKKS17]. This is qualita-
tively the direction favored by our modulus–error tradeoff: a large modulus can
accommodate a substantially larger error scale, while very small initial errors fall
on the favorable side of Theorem 4.2.

The basic public key contains only a constant number of Ring-LWE rela-
tions and therefore does not provide the required sample surplus. Evaluation,
relinearization, rotation, and key-switching keys, however, may contain many
additional RLWE-style encryptions. These are potentially more relevant to our
sample requirement, but they involve ring dependencies, gadget decompositions,
related or transformed secrets, and typically composite RNS moduli. Determining
whether such evaluation material can be converted into sufficiently many usable
relations is therefore a natural question for extending our analysis to structured
LWE.

B Deferred Proofs and Parameter Calculations

This appendix collects the proofs and parameter calculations deferred from the
main text, in the order in which they first arise.

B.1 Minimum of a Random Orthogonal q-ary Lattice

Proof (of Lemma 2.1). Set R :=
√
mqn/m/16. We show that, with probability

at least 1− 2−m, no nonzero integer vector of Euclidean norm smaller than R
belongs to Λ⊥q (A).

The assumption
√
mqn/m ≤ q gives R < q. Hence every nonzero x ∈ Zm with

∥x∥2 < R remains nonzero modulo q. For such a fixed x, each row of the uniform
matrix A← Fn×m

q has inner product zero with x modulo q with probability 1/q,
independently across the n rows. Therefore PrA

[
x ∈ Λ⊥q (A)

]
= q−n.

It remains to bound the number of candidate vectors. The unit cubes centered
at the points of Zm ∩ RBm

2 have disjoint interiors and are contained in (R +√
m/2)Bm

2 . Consequently,

|Zm ∩RBm
2 | ≤ Vm

(
R+

√
m

2

)m

≤

√2πe(qn/m

16
+

1

2

)m

,

where the second inequality uses Vm ≤ (2πe/m)m/2.
A union bound over all nonzero candidate vectors now gives
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Pr

[
λ1

(
Λ⊥q (A)

)
< R

]
≤ q−n|Zm ∩RBm

2 |

≤

[
√
2πe

(
1

16
+

1

2qn/m

)]m
.

Since qn/m ≥ 16, the quantity in brackets is at most 3
√
2πe/32 < 1/2. The failure

probability is therefore smaller than 2−m, as claimed. □

B.2 Smoothing of a Random Orthogonal q-ary Lattice

Proof (Proof of Lemma 2.6). Set

t := 8max


√
ln

(
2m

ε

)
, qn/mε−1/m

 .

By assumption, t ≤ q. To prove ηε(Λ
⊥
q (A)) ≤ t, it is enough, by the definition of

the smoothing parameter, to show that ρ1/t

(
Λ⊥q (A)∗ \ {0}

)
≤ ε.

The dual lattice has the representation Λ⊥q (A)∗ = Zm + 1
qA

TFn
q . Its nonzero

Gaussian mass has two qualitatively different contributions. The coset Zm is
present for every A, whereas all other cosets depend on the random matrix. We
bound the fixed integer contribution and the random nontrivial-coset contribution
separately. The two terms in the definition of t are chosen precisely to control
these two contributions.

The Integer Contribution. We first bound ρ1/t(Zm \ {0}).
Since t ≥ 8

√
ln(2m/ε) > 1,

ρ1/t(Z)− 1 = 2
∑
k≥1

e−πt
2k2

≤ 4e−πt
2

.

Moreover, t2 ≥ 64 ln(2m/ε), and hence

4me−πt
2

≤ 4m

(
ε

2m

)2

=
ε2

m
≤ ε

4
,

where the last inequality uses m ≥ 2 and ε ≤ 1/2. Therefore

ρ1/t(Zm \ {0}) = ρ1/t(Z)m − 1 ≤ exp
(
4me−πt

2
)
− 1 ≤ ε

2
,

where the last step uses ev − 1 ≤ 2v for 0 ≤ v ≤ 1. Thus the fixed integer part
contributes at most half of the allowed smoothing error.

34



The Random Coset Contribution. We next control the Gaussian mass
outside Zm. For z ∈ Fn

q \ {0}, define the coset Cz := Zm + 1
qA

T z.

Because q is prime and z ̸= 0, AT z is uniform over Fm
q . Therefore

EA

[
ρ1/t(Cz)

]
=

1

qm

∑
v∈Fm

q

ρ1/t

(
Zm +

v

q

)
= q−mρq/t(Z)m.

The last equality follows because the qm cosets Zm + v/q partition q−1Zm.
The nontrivial cosets of Λ⊥q (A)∗ form a subset of the cosets represented by

Cz for z ̸= 0. Different values of z may represent the same coset, so summing
over all z ̸= 0 can only overcount their Gaussian mass. Hence

EAρ1/t

(
Λ⊥q (A)∗ \ Zm

)
≤ q−(m−n)ρq/t(Z)m.

Since t ≤ q, we have q/t ≥ 1. For every s ≥ 1, ρs(Z) ≤ 1 + s ≤ 2s, and
therefore

EAρ1/t

(
Λ⊥q (A)∗ \ Zm

)
≤ 2mqnt−m.

The second term in the definition of t gives t ≥ 8qn/mε−1/m, so the right-hand
side is at most ε4−m. By Markov’s inequality,

Pr
A

[
ρ1/t

(
Λ⊥q (A)∗ \ Zm

)
>

ε

2

]
≤ 2 · 4−m ≤ 2−m.

Outside this event, the integer contribution and the nontrivial-coset contribu-
tion are each at most ε/2. Hence ρ1/t

(
Λ⊥q (A)∗ \ {0}

)
≤ ε. By the definition of

the smoothing parameter, ηε(Λ⊥q (A)) ≤ t, which proves the claim. □

B.3 Algebraic Properties of the Random P -ary Extension

Proof (Proof of Lemma 3.1). We first determine the kernel of the projection.
Since Γi is supported on the newest bi coordinates, πi(Γi) = {0}. Hence πi(Λ

′
i) =

πi(Λi) = Λi−1, so the projection from Λ′i is surjective.
Let x ∈ Λ′i satisfy πi(x) = 0. By the definition of Λ′i, write x = v + z,

where v ∈ Λi and z ∈ Γi. Since πi(z) = 0, we have πi(v) = 0. Therefore
v ∈ ker(πi|Λi

) = qZbi ⊆ Γi. It follows that x ∈ Γi, which proves ker(πi) = Γi and
gives

0 −→ Γi −→ Λ′i
πi−→ Λi−1 −→ 0.

Since the quotient Λ′i/Γi
∼= Λi−1 is torsion free, Γi is primitive in Λ′i.

We next identify the finite quotient. The second isomorphism theorem gives

Λ′i/Λi = (Λi + Γi)/Λi
∼= Γi/(Γi ∩ Λi).
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A vector in Γi ∩ Λi is supported on the newest coordinate block and belongs
to Λi. It therefore lies in ker(πi|Λi

) = qZbi . The reverse inclusion is immediate,
so Γi ∩ Λi = qZbi . Consequently, Λ′i/Λi

∼= Γi/qZbi . The quotient on the right is
generated by the class of q

P ai. This class has order P : multiplication by P gives
qai ∈ qZbi , whereas an integer 1 ≤ k < P cannot annihilate it because kai ≠ 0
in Fbi

P . Thus Γi/qZbi ∼= Z/PZ which proves the claim. □

B.4 Adaptive Composition of Shifted DGS Errors

Proof (Proof of Lemma 3.3). For j = 0, . . . , Q, let Ej denote the law of the
hybrid computation in which the first j calls use their target distributions
and the remaining calls use the implemented sampler. Thus E0 = Lawimpl and
EQ = Lawideal. The adjacent hybrids Ej−1 and Ej induce the same distribution on
Hj−1. Conditioned on Hj−1 = h, they differ only in the jth call, after which they
apply the same adaptive randomized computation. Statistical distance does not
increase under randomized post-processing, so SD(Ej−1, Ej) ≤ ξj . The triangle
inequality now gives

SD(E0, EQ) ≤
Q∑

j=1

SD(Ej−1, Ej) ≤
Q∑

j=1

ξj .

□

B.5 Block Capacities for a Prescribed List Size

This subsection proves the block-allocation result used in Theorem 3.2. The list
size N is prescribed externally and remains fixed throughout the argument.

At each level i, the smoothing requirement for the random P -ary auxiliary
lattice imposes an upper bound on the admissible block size bi. We refer to the
largest block size guaranteed by this requirement as the block capacity of that
level. The proof first derives these per-level capacities, then shows that their
sum is at least n, and finally chooses actual block sizes that cover all n rows
while retaining the lower, upper, and prefix bounds needed later in the sampler
analysis.

Lemma B.1 (Block Allocation for a Prescribed List Size). Fix the
asymptotic parameter family and use ε0, r, ti, xi from the proof of Theorem 3.2.
Let N ≥ 2 be a power of two satisfying Equation (2) and

(ln q)3

lnN
= o(1), lnN = o(n).

If the constant Csam in Equation (2) is sufficiently large, then, for all sufficiently
large n, there exist a prime P ∈ (N/2, N) and positive integers b1, . . . , br with∑r

i=1 bi = n such that, for every i ∈ [r],

P 1/bi ≥ 16,
√
bi P

1/bi ≤ P,
16q

P 1/bi

√
max

{
1,

ln(1/ε0)

bi

}
≤ ti.
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Consequently, the hypotheses of Lemma 3.2 hold at every level, and the
resulting smoothing upper bound is at most ti.

Writing ni :=
∑

j≤i bj, bmin := mini∈[r] bi, and bmax := maxi∈[r] bi, the same
allocation satisfies

bmin = Ω

(
lnN

ln q

)
, bmax = O

(
lnN

1 + ln f

)
, nixi = O(lnN ln ti)

for all i ∈ [r].

Proof. The proof has three steps. We first derive a per-level block capacity from
the auxiliary-lattice smoothing condition. We then show that the sum of these
capacities is at least n. Finally, we choose the prime P and allocate the n rows
while ensuring the required block-size bounds hold for every block.

Put M := N/2, let L0 := ln(2m/ε0), and write ℓ := ln(1/ε0). The quantity
M will serve as a deterministic lower bound on the prime P , which will be chosen
in (M, 2M) after the per-level capacities have been determined.

We first record the scale of the smoothing-accuracy term. Since W ≤ ln ln q,
the block-capacity condition Equation (2) gives lnN = Ω(n/ ln ln q). Moreover,
L0 = ln(2m/ε) + ln 5 = O(n/ ln ln q), and hence βM := ℓ/ lnM = O(1) along the
fixed parameter family. The parameter βM measures the smoothing-accuracy
cost ln(1/ε0) relative to the logarithmic list size.

From the Smoothing Constraint to Per-Level Capacities. Fix a level i.
Our first goal is to determine a range of block sizes that automatically satisfies the
auxiliary-lattice smoothing condition. For a candidate block size b, introduce the
normalized inverse block size y := lnM/b. This normalization is useful because
the two b-dependent terms in the smoothing bound become M−1/b = e−y and
ℓ/b = βMy.

For every prime P ≥M , we therefore have

16q

P 1/b

√
max

{
1,

ℓ

b

}
≤ 16qe−y

√
1 + βMy.

Since xi = ln(q/ti), equivalently ti = qe−xi , it is sufficient that

y − 1

2
ln(1 + βMy) ≥ xi + ln 16.

We define the threshold inverse block size yi to be the unique solution

yi = xi +
1

2
ln(1 + βMyi) + ln 16.

To justify this definition, the function y 7→ y− 1
2 ln(1+βMy) is strictly increasing

for y > 1/2. Since xi ≥ xr = ln(2f) > ln 2, the defining equation has a unique
solution, and in fact yi > xi + ln 16.
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The corresponding block capacity is Bi := ⌊lnM/yi⌋. Thus Bi is the largest
block size, up to integer rounding, for which the preceding sufficient smoothing
condition is guaranteed by the threshold yi. Indeed, if 1 ≤ b ≤ Bi, then y =
lnM/b ≥ yi, and monotonicity of y − 1

2 ln(1 + βMy) gives 16qe−y
√
1 + βMy ≤

qe−xi = ti. Hence the main smoothing inequality holds for every b ≤ Bi.
The other two hypotheses of Lemma 3.2 also hold throughout this range.

Since P ≥ M and y ≥ yi > ln 16, we have P 1/b ≥ M1/b = ey > 16. For
b = 1,

√
b P 1/b ≤ P is immediate. If b ≥ 2, then P 1/b ≤

√
P . Moreover, b ≤

Bi ≤ lnM/ ln 16 < M ≤ P for all sufficiently large n, and therefore
√
b P 1/b ≤√

b
√
P ≤ P . Thus every positive integer b ≤ Bi is admissible at level i.

For later use, we also record the asymptotic size of the threshold. Because
βM = O(1), its defining equation first gives yi = O(1+xi), and substitution back
into the logarithmic term yields yi = xi +O(ln(1 + xi)) for all i ∈ [r].

Total Block Capacity. We now show that the sum of the per-level capacities
is large enough to accommodate all n rows. Let S :=

∑r
i=1 Bi. By the definition

of Bi,

S = lnM

r∑
i=1

1

yi
+O(r).

The preceding estimate for yi, together with yi ≥ xi > ln 2, gives

1

yi
=

1

xi
+O

(
ln(1 + xi)

x2
i

)
.

The values xi form a decreasing arithmetic progression with spacing ln 2/2. Since
x 7→ ln(1 + x)/x2 is integrable on [ln 2,∞), summing the error term contributes
only O(1). A sum–integral comparison for 1/x therefore gives

r∑
i=1

1

yi
=

r∑
i=1

1

xi
+O(1) =

2

ln 2
ln

x1

xr
+O(1).

It remains to identify the two endpoints. From Equation (3), t1 = Θ(
√
L0)

and tr = q/(2f). Hence x1 = ln
(
q/
√
ln(2m/ε)

)
+ O(1) and xr = ln(2f). Here

replacing L0 = ln(2m/ε0) by ln(2m/ε) changes only the bounded term. Since
lnxr = ln(1 + ln f) +O(1), the quantity W from Equation (1) satisfies ln x1

xr
=

W +O(1). Thus W measures, up to an additive constant, the logarithmic width
of the range of inverse block sizes available across the recursion.

Substituting the endpoint estimate into the capacity sum gives

S = 2 log2 M
(
W +O(1)

)
+O(r).

The growth condition (ln q)3/ lnN = o(1) implies r = O(ln q) = o(lnN) and
also ln ln q = o(lnN). Since W ≤ ln ln q and log2 M = log2 N − 1, replacing M
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by N changes the preceding estimate by o(lnN). Hence, after choosing Csam

sufficiently large to absorb the bounded and lower-order terms,

S ≥ 2 log2 N
(
W − Csam

)
for all sufficiently large n. The block-capacity condition Equation (2) therefore
gives S ≥ n.

Block Allocation and Per-Level Size Bounds. The inequality S ≥ n shows
that the per-level capacities are sufficient in total, but an arbitrary allocation
could leave some blocks too small for the shifted-DGS analysis. We therefore
impose a common baseline block size before distributing the remaining rows.

Since N = ω(1), Bertrand’s postulate gives, for all sufficiently large n, a
prime P ∈ (M, 2M) = (N/2, N).8 This prime satisfies P ≥ M , so every block
size bounded by Bi is admissible by the preceding analysis.

We next lower-bound every Bi. Since xi ≤ x1 < ln q and yi = xi+O(ln(1+xi)),
we have yi = O(ln q) for all i. Together with lnN/ ln q = ω(1), which follows from
(ln q)3/ lnN = o(1), this gives a constant c0 > 0 such that Bi ≥ c0 lnN/ ln q for
every level and all sufficiently large n.

Define the baseline block size d := ⌊c0 lnN/(2 ln q)⌋. Then d = Ω(lnN/ ln q)
and 1 ≤ d ≤ Bi at every level. Since r = O(ln q), the total number of rows used
by these baseline blocks is rd = O(lnN) = o(n). Assign d rows to every level.
The number of rows still to be assigned is n− rd, while the remaining capacity
satisfies

r∑
i=1

(Bi − d) = S − rd ≥ n− rd.

We may therefore distribute the remaining rows among levels with unused
capacity. This produces positive integers b1, . . . , br satisfying

∑r
i=1 bi = n and

d ≤ bi ≤ Bi for every i. Since every block size at most Bi is admissible, the three
auxiliary-smoothing conditions in the lemma follow immediately. Moreover,

bmin = Ω

(
lnN

ln q

)
.

The upper bound follows from the upper capacity endpoint. Since yi ≥ xi ≥
xr = ln(2f), we have bi ≤ Bi ≤ lnM/xr. As ln(2f) = Θ(1 + ln f) for f > 1, it
follows that

bmax = O

(
lnN

1 + ln f

)
.

8 The prime can be found deterministically by scanning the integers in (M, 2M) and
applying a polynomial-time primality test. Even a full scan costs Npoly(lnN), which
is absorbed by the sampler running time.
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Prefix Bound. It remains to establish the prefix estimate used later to control
the smoothing of the intermediate orthogonal q-ary lattices Λi. For every j ≤ i,
the capacity bound gives bj ≤ Bj ≤ lnM/xj , and therefore

ni ≤ lnM
∑
j≤i

1

xj
.

Because the xj form an arithmetic progression with fixed spacing ln 2/2, a
sum–integral comparison gives∑

j≤i

1

xj
= O

(
1

xi
+ ln

x1

xi

)
.

Multiplying by xi yields

nixi = O

(
lnN

(
1 + xi ln

x1

xi

))
.

For 0 < xi ≤ x1, the inequality xi ln(x1/xi) ≤ x1−xi follows from lnu ≤ u−1.
Moreover, x1−xi = ln(ti/t1) ≤ ln ti. Finally, t1 = Θ(

√
L0) = ω(1), so the additive

constant is also absorbed by O(ln ti). Consequently,

nixi = O(lnN ln ti)

for all i ∈ [r], which completes the proof. □

B.6 Proof of the Logarithmic-Scale Modulus–Error Tradeoff

Proof (Proof of Theorem 4.2). We combine the logarithmic-scale sampler of
Corollary 3.2 with the Fourier test of Theorem 4.1. The parameter choices below
are determined by two requirements. The conditional-similarity error must be a
sufficiently small fraction of the target Fourier bias, and the sampler must output
enough vectors to resolve that bias.

Matching the Sampler and Fourier Parameters. Let C > Clog be a
sufficiently large constant, where Clog is the constant from Corollary 3.2. Set

m := n+

⌈
C

n

(b− a) ln lnn

⌉
.

Thus m = (1 + o(1))n and m− n = Θ(n/((b− a) ln lnn)).
For Gaussian errors, Lemmas 2.4 and 4.1 identify exp(−s2em/f2) as a valid

target Fourier bias. We choose f so that this bias remains asymptotically larger
than the sampling fluctuation at the list size supplied by Corollary 3.2. Fix a
constant K > 4(b− a)/ ln 2 and define

f2
⋆ := Ks2e ln lnn, τ⋆ := exp

(
−s2em

f2
⋆

)
.
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Then
ln(1/τ⋆) =

(
1

K
+ o(1)

)
n

ln lnn
.

The sampler guarantee in Theorem 3.2 has conditional-similarity parameter
q4ε, while Theorem 4.1 requires this parameter to be at most τ⋆/64. We therefore
set ε⋆ := τ⋆/(64q

4) and L⋆ := ln(2m/ε⋆). For all sufficiently large n, we have
f⋆ > 1 and 0 < ε⋆ ≤ 1/2.

Applying the Logarithmic-Scale Sampler. We verify the explicit hypotheses
of Corollary 3.2. First, ln f⋆ = (lnn)a+o(1). For a > 0, this follows from ln(2+se) =
(lnn)a+o(1), which implies ln se = (lnn)a+o(1), while the factor

√
K ln lnn is

negligible on this scale. When a = 0, we have ln se ≤ ln(2 + se) = (lnn)o(1), and
the same conclusion follows because ln

√
K ln lnn = (lnn)o(1). In this case the

additional factor also ensures f⋆ = ω(1).
Next, the definition of ε⋆ gives

L⋆ = ln(2m) + ln 64 + 4 ln q + ln(1/τ⋆).

The modulus assumption implies ln q = (lnn)max{1,b}+o(1) = o(n/ ln lnn). Hence

L⋆ =

(
1

K
+ o(1)

)
n

ln lnn
= Θ

(
n

ln lnn

)
.

It follows that

ln

(
q√
L⋆

)
= ln

(
q√
n

)
+

1

2
ln

(
n

L⋆

)
= (lnn)b+o(1),

because b > 0 and ln(n/L⋆) = O(ln ln lnn). Finally, the choice C > Clog gives
the required sample surplus. Thus Corollary 3.2 applies and provides a power of
two N satisfying

log2 N =

(
1

2(b− a)
+ o(1)

)
n

ln lnn
.

By Theorem 3.2, there is a good event of probability 1− o(1), determined by
the public matrix and the auxiliary-lattice choices. We condition on this event
and on the realized lattices. The systematic-form reduction has succeeded, so the
public matrix has full row rank. The remaining sampler randomness produces
N vectors in Λ⊥q (A) whose joint law is within statistical distance o(1) of a
distribution conditionally τ⋆/64-similar to DN

Λ⊥
q (A),q/f⋆

. The exceptional event
will contribute only o(1) to the final distinguishing error.

Applying the Fourier Test. We now check the remaining hypotheses of
Theorem 4.1. The sampler uses only A and its internal randomness, so its
output list is independent of b. The statistical-distance and conditional-similarity
requirements were established above.
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For the sampling fluctuation, the list-size estimate gives

1

2
lnN − ln(1/τ⋆) =

(
ln 2

4(b− a)
− 1

K
+ o(1)

)
n

ln lnn
.

The coefficient is positive by the choice of K. Hence N−1/2 = o(τ⋆).
For the uniform-input condition, let ∆⋆ := (m − n) ln q −m ln(2f⋆), as in

Equation (7). We have

(m− n) ln q =
n(lnn)max{1,b}+o(1)

ln lnn
,

whereas m ln(2f⋆) = n(lnn)a+o(1) and ln(1/τ⋆) = Θ(n/ ln lnn). Since a < b,

m ln(2f⋆) + ln(1/τ⋆) = o
(
(m− n) ln q

)
.

Therefore
∆⋆ − ln(1/τ⋆) = (1− o(1))(m− n) ln q = ω(1),

which is equivalent to e−∆⋆ = o(τ⋆).
Finally, for χ = DZ,se , the definition of τ⋆ and Lemma 2.4 give

νχ(τ⋆; f⋆,m) ≤ (2/e)m/2 = o(1).

All hypotheses of Theorem 4.1 now hold on the good sampler event. The dis-
tinguisher therefore succeeds with conditional probability 1− o(1), and adding
the exceptional sampler event preserves overall success probability 1− o(1). The
argument is independent of the secret value, so the conclusion holds for every
secret distribution over Zn

q .

Complexity. The logarithmic-scale sampler corollary gives expected time and
space

2

(
1

2(b−a)
+O

(
1

1+ln f⋆

)
+o(1)

)
n/ ln lnn

poly
(
m, ln q, ln(1/ε⋆)

)
.

Here f⋆ = ω(1), so the additional exponent is o(1). Moreover, m = O(n),
ln q = (lnn)O(1), and ln(1/ε⋆) = O(n/ ln lnn). Thus the polynomial factor is
2o(n/ ln lnn). The expected time and space are therefore

2

(
1

2(b−a)
+o(1)

)
n/ ln lnn

.

Together with the chosen value of m, this proves Theorem 4.2. □

C Comparison of Subexponential-Time LWE Algorithms

Table 1 records the parameter regimes that are most directly relevant to the com-
parison with few original samples and subexponential running time. Several of the
cited works contain additional tradeoffs that are not shown separately. Albrecht et
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al. [ACFP14] give a more general algebraic family with m = n(log n)1/ε samples
for fixed ε > 0, while their semi-regularity analysis with only Cn samples, for
fixed C > 1, remains exponential. Kirchner and Fouque [KF15] likewise give more
general BKW tradeoffs for small-secret LWE. Our table records the linear-sample
BinaryLWE specialization because it is the regime most directly comparable to
our sample complexity.

Steiner [Ste24] derives subexponential complexity estimates not only for
BinaryError-LWE, but also for general LWE and binary-secret LWE. These
additional regimes require substantially more samples, whereas the BinaryError-
LWE specialization is the one yielding a linear-sample subexponential estimate,
and is therefore the row reported in the table. For the rigorous sparse-error result
of Sun, Tibouchi, and Abe [STA20], the algorithm uses 3n original samples; we
record this exact linear sample count rather than only O(n). Finally, Herold,
Kirshanova, and May [HKM18] also tabulate the classical BKW and BKW2

baselines that require exponentially many samples. Since our comparison focuses
on the regimes of few sample, these baselines with exponential sample are omitted.
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Table 1. Comparison of selected asymptotic algorithms for unstructured LWE. Unless stated otherwise, the error column gives the
discrete-Gaussian width se. Samples count original LWE samples, and the time column gives the leading exponent log2 T .

Reference Error Modulus Samples log2 T Status

Algebraic approaches
[AG11] ncs poly(n) 2Õ(n2cs ) ω(1− 2cs)n

2cs (log2 n)
2 rigorous

[ACFP14] binary poly(n) O(n ln lnn)

(
ω

8
+ o(1)

)
n ln ln lnn (ln lnn)

−1 heuristic

[STA20] binary poly(n) n1+γ Õ(n1−γ) heuristic

[STA20] Pr[e = 1] = n−β poly(n) O(n)

{
O(n1−β lnn), 0 < β < 1,

O(lnn), β ≥ 1
rigorous

[Ste24] binary poly(n) Cn Õ(
√
n) estimate

BKW and sample amplification

[KF15] binary poly(n) Θ(n)

(
ln 2

2
+ o(1)

)
n(ln lnn)

−1 claimed

[HKM18] ncs ncq

Θ(n lnn)
BKW :

(
1

2
cq(cq − cs)

−1
+ o(1)

)
n

rigorousBKW2 :
((

2 ln(cqc
−1
s )

)−1
+ o(1)

)
n

(cm + o(1))n
BKW :

(
1

2
cq(cq − cs − cqc

−1
m )

−1
+ o(1)

)
n

BKW2 :((
2 ln

(
cqc

−1
s (1− (cm − 1)

−1
)
))−1

+ o(1)

)
n

This work
Corollary 4.1 ln(2 + se) =

(lnn)a+o(1)

nκ+o(1) n +

Θ
(
n((1− a) ln lnn)

−1
) (

(2(1− a))
−1

+ o(1)
)
n(ln lnn)

−1 rigorous

Corollary 4.2 nγ+o(1) exp
(
(lnn)

1+η+o(1)
)

n + Θ
(
n(η ln lnn)

−1
) (

(2η)
−1

+ o(1)
)
n(ln lnn)

−1 rigorous

Conventions. For Gaussian rows, se denotes the width in ρse (x) = exp(−πx2/s2e). When a cited work uses standard deviation σ, we convert it via
se =

√
2πσ; this constant-factor conversion does not change the displayed asymptotics. Here ω denotes the matrix-multiplication exponent.

Parameter ranges. For Arora–Ge, 0 < cs < 1/2. For [STA20], 0 < γ < 1 in the balanced-binary result and β > 0 in the sparse-error result. For [Ste24],
C > 1 is constant. In [HKM18], cq, cs are fixed constants with cq > cs + 1/2; the linear-sample regime has constant cm > 1 and satisfies the additional
conditions of their Theorem 11. For this work, 0 ≤ a < 1, κ > 1/2, and γ, η > 0.
Qualifications. The bounds of [ACFP14] and the balanced-binary result of [STA20] rely on semi-regularity assumptions. The [Ste24] row uses the lowest
achievable degree of regularity as a complexity estimate. The linear-sample BinaryLWE claim of [KF15], which additionally assumes a binary secret, relies on
sample amplification; its limited-sample analysis contains the gap identified in [HKM18].
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