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Abstract—The k-nearest neighbor (kNN) algorithm is a core
primitive for similarity search over sensitive data, but eval-
uating KNN under fully homomorphic encryption remains
expensive because it requires distance computation, encrypted
ranking, and top-k extraction. CKKS is attractive for this
setting because it natively supports packed approximate arith-
metic, yet existing CKKS-based systems such as Engorgio
(USENIX Security 2025) incur high overhead when used for
reranking candidate sets.

We present NOMOS, an encrypted kNN protocol for
candidate sets that targets the ranking and top-k extrac-
tion bottleneck. NOMOS builds on Mazzone et al.’s matrix-
based ranking method (USENIX Security 2025), but intro-
duces a gap-amplified sign approximation that focuses preci-
sion on near-zero distance gaps, where XNN rank decisions
are most sensitive. NOMOS integrates this primitive into a
complete encrypted kNN pipeline, using slot-index alignment
and ReLU-based top-k extraction to avoid full sorting. For
large databases, offline k-means preprocessing forms fixed-
capacity candidate sets, allowing NOMOS to avoid global top-k&
extraction and reduce sign-approximation calls from quadratic
global growth to near-linear clustered scaling. With these
techniques, NOMOS outperforms state-of-the-art encrypted
ranking and top-%£ baselines. Across the Mazzone-style rank-
ing benchmark and candidate-set workloads compared with
Engorgio, NOMOS reduces latency by nearly 8x and up to
828, respectively. On the real-world SIFT dataset, NOMOS
achieves 100% top-1 and top-8 retrieval accuracy on evaluated
candidate sets, showing consistent retrieval quality on real data.

1. Introduction

Modern data-driven services increasingly rely on k-
nearest neighbor (kKNN) search over sensitive feature vec-
tors. Medical analytics, fraud detection, biometric search,
recommendation, and retrieval-augmented applications all
compare a query against a private database and return the
k nearest records. We focus on the single-owner outsourced
setting, where the same owner-client holds both the database
and the query and wishes to keep both confidential from the
server. In this setting, both the database and the query may
be encrypted, so the server must evaluate the kNN pipeline
without learning the records, the query, distances, ranks, or
selected outputs.

Fully homomorphic encryption (FHE) provides a non-
interactive foundation for this setting, but encrypted kNN
remains expensive because it combines arithmetic distance
computation with order-based selection. CKKS handles
packed real-valued arithmetic efficiently, making it natural
for encrypted feature vectors. Ranking is harder because
the server must compare encrypted distances, derive ranks,
and extract the top-k records, all without data-dependent
branching or intermediate decryption.

Recent encrypted database and vector-search systems
have made outsourced queries more expressive, but they
leave a gap for CKKS-native real-valued kNN reranking.
TFHE-based methods [1], [2], [3], [4] support exact or bit-
level comparisons, but rely on quantized representations and
expensive gate-level evaluation. Engorgio [6] supports top-k
queries through quantized CKKS ordering, but its general
database path pays precision-management and layout costs
that are unnecessary for real-valued reranking. CKKS rank-
ing and sorting systems [5], [7], [8], [9] reduce encrypted
ordering cost, yet they mainly operate on already encoded
values and often compute more ordering information than a
kNN query needs.

To address this gap, we present NOMOS, a CKKS-based
encrypted kNN protocol family for secure non-interactive
nearest-neighbor search. NOMOS specializes encrypted or-
dering to the kNN reranking pipeline by computing dis-
tances natively in CKKS, ranking encrypted distance values
with a comparison primitive tuned to near-zero distance
gaps, and extracting only the requested top-k outputs rather
than materializing a full ordering. The key observation is
that kNN rank decisions are most fragile when two distances
are close; therefore, the sign approximation used for ranking
should prioritize the near-zero distance-gap region instead of
optimizing uniformly over the full comparison domain.

The base protocol, Direct NOMOS, operates on one
encrypted candidate set, which can be the full database
in the unclustered setting or a fixed-capacity block inside
a larger clustered layout. For larger databases, Clustered
NOMOS (C-NOMOS) wraps Direct NOMOS with owner-
side capacity-bounded clustering: the owner-client prepares
encrypted blocks and representatives offline, and online
evaluation selects clusters, evaluates blocks, and merges
winners under encryption. Throughout the paper, NOMOS
denotes the protocol family, Direct NOMOS denotes the
base protocol, and C-NOMOS denotes the clustered scaling



TABLE 1: Qualitative comparison of encrypted kNN and CKKS ordering systems

Features Zuber TFHE-rs Cong Azogagh Hong Engorgio Mazzone Kim Rovida NOMOS
et al. [1] [2] et al. [3] et al. [4] et al. [5] [6] et al. [7] et al. [8] et al. [9] (Ours)
End-to-End kNN Pipeline o O [ O [ O @) @) o

k-Independent Extraction @) @) ©) O @) O O @) o
Gap-Amplified Sign Approx. O O O @) @) @) O O o
Quantization-Free O O [ O o [ o o
Scheme TFHE TFHE TFHE TFHE CKKS CKKS CKKS CKKS CKKS CKKS
Min. Reported Depth - - - 40 High' 65 30 20 18

TEngorgio uses repeated quantized comparison/bit-extraction stages, so we denote its depth as High. For NOMOS, k-independent extraction applies only
to Direct NOMOS terminal extraction.

wrapper.

1.1. Our Contribution

This paper makes four contributions:

o Gap-amplified sign approximation. We introduce a
CKKS sign approximation that amplifies near-zero dis-
tance gaps before applying the outer sigmoid approxi-
mation, focusing precision where kNN rank decisions
are most sensitive. This reduces encrypted comparison
cost while matching the protocol’s normalized distance-
difference domain.

« Efficient encrypted NN pipeline. Direct NOMOS
combines CKKS-native distance computation, distance-
difference encoding, encrypted ranking, slot-index
alignment, and ReLU-based top-k extraction. It iden-
tifies top-k candidates directly from ranks and slot
positions, avoiding full sorting and an additional high-
cost sign-approximation stage.

¢ C-NOMOS for clustered encrypted search. C-
NOMOS organizes the database into fixed-capacity
clustered blocks, selects representative clusters under
encryption, runs Direct NOMOS inside cluster blocks,
and merges selected block winners. Under fixed block
capacity and selected-cluster parameters, this changes
the dominant sign-approximation calls from quadratic
global growth to near-linear clustered scaling.

« Implementation and evaluation. Our OpenFHE im-
plementation shows that Direct NOMOS is 2x-8X
faster than the Mazzone-style ranking benchmark [7],
reaches up to 828x speedup over Engorgio in the
smaller direct database regime with the largest-speedup
point accuracy-matched, and achieves 100% top-1/top-
8 accuracy in the reported Direct NOMOS SIFT runs.
C-NOMOS achieves 100% precision and recall in
the reported clustered SIFT top-8 runs and reduces
ciphertext-level gap-sign calls from 2080 to 152 at
M = 16384 (excluding terminal ReLU extraction). In
database-size scaling, C-NOMOS reaches 46 x speedup
at M = 131072, where the Direct NOMOS timing
reference no longer preserves full top-8 recall.

1.2. Related Work

Table 1 summarizes the qualitative landscape; the re-
mainder of this subsection discusses each line of work.

1.2.1. Quantized FHE Search. Quantization-based meth-
ods convert high-precision data into low-precision or seg-
mented representations to accommodate FHE constraints.
TFHE-based approaches [1], [2], [3], [4] leverage functional
bootstrapping for exact comparisons but incur high per-gate
latency and require input quantization. Zuber et al. [1] pro-
pose a non-interactive secure kNN classifier under TFHE,
but serial bootstrapping drives execution times beyond 70
minutes for moderate databases. Engorgio [6] is a state-
of-the-art FHE database system that uses quantized CKKS
ordering to support hybrid relational and vector queries over
large encrypted databases. Its quantized ordering path targets
expressive database workloads; for CKKS-native real-valued
kNN reranking, however, this path introduces repeated com-
parison, precision-management, and layout costs that Direct
NOMOS avoids by operating directly on encrypted feature
vectors.

1.2.2. CKKS-based kNN and Sorting. CKKS [10] sup-
ports real-valued arithmetic without quantization. Hong et
al. [5] propose k-way sorting networks that reduce compar-
ison depth but require bootstrapping, resulting in execution
times exceeding one hour. Mazzone et al. [7] introduce
an efficient matrix-based ranking method with constant-
depth comparisons and a 65-level ordering circuit. Kim et
al. [8] and Rovida et al. [9] further optimize CKKS ordering
through improved polynomials, reducing depth to 30 and 20
levels respectively. These works primarily target encrypted
ranking or sorting over already encoded values, not an end-
to-end kNN pipeline from feature vectors to top-k outputs.
We adopt Mazzone et al. as the primary ranking baseline
because its released benchmark matches the matrix-style
ranking stage in NOMOS; other CKKS ordering systems
serve as qualitative context.

1.2.3. Sign Approximation. Sign function approximation
underpins comparison operations in encrypted ranking and
sorting. The most common approach uses Chebyshev inter-
polation [11], which offers numerical stability but requires



polynomial degrees exceeding 1000 for adequate accuracy.
Engorgio [6], Mazzone et al. [7], and Rovida et al. [9] use
high-degree Chebyshev-style sign approximations in their
comparison paths, resulting in substantial computational
overhead.

Composite approximation offers an alternative: it fac-
torizes the target as f(z) = g2(g1(z)) with lower-degree
components. Cheon et al. [12] introduce a general-purpose
composite scheme, while Mazzone et al. [7] and Kim et
al. [8] apply this to achieve high precision, consuming
15 multiplicative levels for sign approximation alone. Lee
et al. [13] propose a theoretically optimal multi-interval
scheme, but the complex coefficient computation hinders
practical adoption. Composite methods reduce evaluation
cost through low-degree polynomials but optimize global
sign quality; NOMOS targets the near-zero threshold gov-
erning encrypted kNN ordering.

2. Preliminaries

This section fixes notation and reviews CKKS, function
approximation, and order-based primitives used in encrypted
ranking.

2.1. Notations

Table 2 summarizes the key notation.

TABLE 2: Key notation

Symbol Description

D Encrypted database or block
Vi, q Record vector and query

M Database size

m Invocation/block size

n Ranking pool size

k Requested neighbors

N CKKS ring dimension

dij Normalized distance gap

Gy Stacked ¢-gap function

£s Sign saturation error

Tf Nominal dead-zone half-width
B Block capacity

c,r Clusters and selected clusters
L Blocks per cluster, L = [U/B]
Eq[4] Rank-£ cluster selector

Ay, Dy Prefix and rank-¢ masks
W{j,0b,t] Encrypted local winner record
S[e,b,t] Repacked selected winner

2.2. CKKS Homomorphic Encryption

CKKS [10] supports approximate SIMD arithmetic over
encrypted real or complex slots; a ciphertext with ring
dimension N provides N/2 slots. NOMOS uses RNS-
CKKS [14] through OpenFHE [15] and relies on slot-
wise addition/subtraction, ciphertext-ciphertext multiplica-
tion Mult, plaintext-ciphertext multiplication PMult, and
cyclic rotation Rot. Each Mult consumes one level and is
followed by rescaling; our implementation uses improved
rescaling [16] and double-hoisting hybrid key switch-
ing [17], [18].

2.3. Function Approximation in FHE

Since FHE schemes support only polynomial operations,
non-polynomial functions such as sign and ReLU must be
approximated.

Chebyshev interpolation expresses an approximating
polynomial in the Chebyshev basis, improving numerical
stability for high-degree approximations and often approach-
ing minimax error [19]. It is widely used in CKKS because
Taylor expansion converges poorly over wide intervals,
while Remez-style minimax and multi-interval methods can
require costly coefficient recomputation [11], [20].

Composite function approximations factorize a target
as f(z) = g2(g1(x)) so that several lower-degree poly-
nomials replace one very high-degree polynomial. Cheon
et al’s f/g composite sign method [12] is the standard
example: iterated composition shrinks the transition region
and improves global sign approximation while reducing
depth via Paterson—Stockmeyer evaluation [21]. Composite
approximations may target either uniform accuracy over a
broad interval or sharper resolution around a task-specific
transition region.

2.4. Order-Based Operations

Ranking and sorting rely on the sign function for pair-
wise comparison. We define:

1, z>0
sign(z) = ¢ 0.5, =0 (1
0, <0

Given values {dy,...,d,}, the rank of d; is computed

as:
rank(d;) = 0.5+ Y _ sign(d; — d;). 2)
J#i
Matrix-based approaches [7] encode pairwise comparisons
with constant comparison depth. Expansion encoding (epa)
repeats each distance across n consecutive slots, while repli-
cation encoding (rep) repeats the whole distance vector n
times. This permutation layout [9] expands the slot rep-
resentation from m to m2 entries, but amortizes pairwise
comparisons into SIMD slots and avoids O(n?) separate
ciphertext-level comparison invocations. Figure 1 illustrates
the method with distance vector {1,6,0,2}.

General sorting extends ranking with permutation masks
and an equal function to fully reorder elements; we refer
readers to [7] for details. In kNN, only the indices of
the k nearest neighbors are needed rather than a complete
ordering.

3. Framework Overview

This section presents the NOMOS workflow, system
architecture, and leakage boundary.
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Figure 1: Ranking example for distance vector {1,6,0,2}
using expansion and replication encoding.
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Figure 2: NOMOS protocol workflow.

3.1. System Architecture

Figure 2 shows the NOMOS protocol workflow. The
owner-client encodes and encrypts the database block and
query, while the server evaluates the fixed homomorphic
trace for distance computation, ranking, and top-k extrac-
tion. The server returns only encrypted outputs, and the
owner-client decrypts the final result locally. Dashed compo-
nents indicate the optional C-NOMOS scaling path, whose
owner-side setup prepares encrypted blocks and representa-
tives before online evaluation:

o Direct NOMOS. The owner-client encrypts a database
block and a query. The server runs the NOMOS
pipeline homomorphically to compute encrypted dis-
tances, encrypted ranks, and encrypted top-k outputs.
The owner-client decrypts only the final result.

e C-NOMOS. The owner-client organizes a large
database into encrypted blocks and representatives be-
fore upload. Online, C-NOMOS selects representative
clusters, evaluates blocks, and merges encrypted winner
records into the final top-k output.

In NOMOS’s single-owner model, C-NOMOS clustering is
an offline owner-side setup in which the owner-client runs
capacity-bounded k-means on the plaintext database, forms
representatives, pads clusters to public fixed capacities, and
encrypts the clustered layout before upload. For multi-owner

or vertically partitioned databases, a privacy-preserving clus-
tering protocol [22] could replace this step; that integration
is outside NOMOS’s current scope.

3.2. Threat Model and Security Analysis

Following the outsourced FHE model used by systems
such as Engorgio [6], NOMOS considers a two-party single-
owner setting. The owner-client owns both the database
and the query, holds the CKKS secret key, and outsources
encrypted computation to a semi-honest server that follows
the protocol but may attempt to infer information from
ciphertexts, public parameters, and the fixed execution trace.

Direct NOMOS. For Direct NOMOS, the online pro-
tocol is a single non-interactive FHE evaluation over an
encrypted database block. The server may learn:

e public parameters, including the block size, feature
dimension, CKKS parameters, and k;
« ciphertext sizes and the fixed evaluation trace.

The server does not learn plaintext records, the query, dis-
tances, ranks, selected indices, or final top-k outputs.

C-NOMOS. C-NOMOS inherits the Direct NOMOS
online security model, but assumes the owner-side clustered
setup has already been completed before encryption and
upload. This setup is not part of the C-NOMOS online
protocol or online latency. In addition to the Direct NOMOS
public information, the server may learn:

« setup-visible clustered-layout metadata, including ¢, 7,
a, U, L, block capacity B, and ciphertext/layout di-
mensions;

o public shape parameters of the encrypted owner-side
layout.

The server observes public cluster indices and layout dimen-
sions, but these indices are layout labels rather than plaintext
semantic labels. It does not learn representative distances,
selected top-r clusters, active cluster sizes beyond the public
capacity-bound layout, local winners, selected block win-
ners, invalid padding-entry positions beyond setup-visible
metadata, or final top-%£ outputs.

Encrypted validity indicators propagate through local
Direct NOMOS evaluations, selected-cluster composition,
and the final merge, so online control flow does not reveal
active valid counts or padding-entry positions beyond setup-
visible metadata.

Security argument. NOMOS adds no cryptographic
assumption beyond CKKS semantic security under
RLWE [10]. Let £p contain the public Direct NOMOS
parameters, ciphertext dimensions, and fixed trace, and let
L additionally contain the setup-visible C-NOMOS layout
metadata. Given this leakage, the online computation is a
fixed sequence of homomorphic operations, public masks,
and public polynomial evaluations, with no data-dependent
branching or intermediate decryption. A semi-honest
server’s online view can be simulated from Lp or Lc by
encrypting zeros with the same public dimensions and
replaying the fixed trace; Appendix A states this fixed-trace
simulation formally. The online view thus reveals nothing



beyond the stated leakage. We do not claim malicious
security, output integrity, or circuit privacy.

The attack of Li et al. [23] requires access to released
decrypted approximate values. In NOMOS, all decryptions
are performed locally by the owner-client after online evalu-
ation; the server receives no decrypted values and therefore
does not obtain the decryption-side interface required by that
attack model.

4. Gap-Amplified Sign Approximation

This section presents the gap-amplified sign approxima-
tion. Section 4.1 motivates the rank-resolution requirement,
Section 4.2 introduces the gap-sigmoid construction, and
Section 4.3 compares with prior strategies.

4.1. Challenges and Observations

NOMOS does not seek a uniformly optimal sign approx-
imation. Its goal is to minimize the rank-resolution threshold
for encrypted kNN, where near-zero distance gaps determine
ordering—an objective distinct from general sorting, which
demands high-quality sign approximation over the full input
interval.

Let P be a public upper bound on the squared Euclidean
distance between any database record and any query in the
allowed domain. Since nearest-neighbor retrieval depends
only on the relative order of distances, multiplying all
squared distances by a positive public constant preserves the
result. NOMOS therefore reserves a factor-two comparator-
domain margin and normalizes valid squared distances as

T D2(Vl7q) 7
d; = “op d; €10,1/2]. 3

The comparator input for ranking is then
6y =di —dj € [-1/2,1/2). @)

This compact domain eases the approximation burden on the
gap function while preserving a steep response near zero.

Ranking aggregates n — 1 pairwise sign values per
candidate (Equation (2)). If each sign approximation incurs
saturation error £,, the worst-case accumulated rank error
reaches (n—1)es when all errors align. A conservative target
for distinguishing adjacent ranks is therefore

1
2(n—1)

For Direct NOMOS, n = M; inside C-NOMOS, n is
the public block or merge-pool size. Equation (5) bounds
accumulated saturation error outside the unresolved near-
zero region; pairs inside the dead zone may be misordered.
NOMOS preserves the plaintext top-k set when the nor-
malized top-k boundary gap exceeds the dead-zone width
plus CKKS numerical error, and accumulated saturation
error stays below half a rank unit. For a sign approximation
f, we define the nominal dead-zone half-width as the first

&)

€s <

point where the approximation reaches the target saturation
threshold:

Tr(es) =inf{z > 0: f(z) >1—¢5 and f(—z) < e}
(6)
This metric captures the near-zero rank-resolution threshold
rather than global uniform sign-approximation error.

4.2. Gap-Amplified Sign Design

The gap function is a local amplifier, not a standalone
sign approximation. The design target is to approximate
sign(z) through a transformed input H () that moves small
nonzero distance gaps away from zero before the outer
sigmoid approximation is applied. We choose the inner
transform according to four design criteria:

« Direction-preserving amplification. The transform
should be odd, so positive and negative distance gaps
keep their comparison direction after amplification.

« Large near-zero slope. The transform should have a
steep response at the origin, pushing small nonzero
gaps away from the outer sigmoid’s hardest transition
region.

« Low-degree approximability. The transform should be
smooth on the calibrated comparison domain, allowing
a low-degree Chebyshev approximation with stable co-
efficients.

« Controlled output range. The transform should re-
main bounded, so stacked gap layers stay within the
intended approximation interval and residual off-origin
error can be absorbed by sigmoid saturation.

These criteria lead NOMOS to use the rational map
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as a design target. It is odd, analytic on the real line, has
origin slope G’(0) = 30, and reaches a bounded magnitude
of about 0.87 before decreasing smoothly. The implementa-
tion evaluates its degree-13 Chebyshev approximation over
[-1/2,1/2] homomorphically. Near the origin, small dis-
tance gaps are rapidly moved out of the transition region of
the outer sigmoid. This decouples two objectives conflated
in a direct sign approximation: the gap layer enlarges the
distance gaps that determine NN ranks, while the outer sig-
moid supplies a smooth saturation map. Consequently, the
gap polynomial need not approximate sign uniformly; once
its output enters the sigmoid’s saturated region, moderate
off-origin error is absorbed.

NOMOS stacks gap layers by inserting a plaintext factor
0.5 between layers:

Gi(z) = G(z), Ge(z) = G(0.5-Gy_1(x)), £>2.
(®)

This factor keeps each subsequent gap-layer input within the

approximation range without adding multiplicative depth.

The ¢-gap sign target is

Fiy(x) = sigmoidyg (Ge(x)), ©
. . 1
sigmoid,(z) = g (10)



We call Fi, F,, and F3 the single-gap, double-gap, and
triple-gap variants, respectively.

In the implementation, each gap layer is evaluated as a
degree-13 Chebyshev polynomial consuming 4 multiplica-
tive levels, and sigmoid,, is replaced by a degree-119
Chebyshev approximation consuming 7 levels. Hence the
sign-approximation depth with ¢ gap layers is

Dyign(£) = 40+ 7. (11)
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Figure 3: Gap-amplified sign approximation and near-zero
behavior.

Figure 3a shows the role of the stacked gap functions:
they do not approximate sign directly, but move near-zero
inputs into a range where the outer approximation can sat-
urate. Figure 3b shows the degree-119 approximation used
for this outer sigmoid. Errors of the gap approximation away
from the origin are less important because the final sigmoid
absorbs them once the transformed value lies in its saturated
region.

4.3. Comparison with Prior Sign Approximations

Direct Chebyshev approximation targets the discontin-
uous sign function over a broad interval and therefore
typically requires high degree [6], [7], [9]. As shown in
Figure 3c, Chebyshev approximation also exhibits visible
Gibbs-style oscillations, so a first crossing of the saturation
threshold does not by itself imply stable comparison behav-
ior. Cheon et al.’s composite approximation [12] follows a
different strategy by improving global sign approximation
through repeated transition-region compression.

NOMOS optimizes a different objective. Rather than
minimizing uniform error over the full interval, it targets
the near-zero region that determines encrypted kNN ranks.
The gap layers steepen the response around zero, and the

Algorithm 1 Direct NOMOS Workflow

Input: Database block D = {vy,...,v,}, Query q, Pa-
rameter k

Output: Indices of k nearest neighbors
1: Owner-Client: Pre&Enc > Data encoding
2: ctgy, ctq <+~ Encrypt(Encode(D,q))
3: Server-Side Phase 1: SquareDis

computation

4: ctgig < SquareDis(ctay, cty)

: Server-Side Phase 2: Epa&Rep
encoding

6: Ctepa, Ctrep < Epa&Rep(ctais)

7. Ctgeita < Sub(Ctepa, Ctrep)

8: Server-Side Phase 3: Ranking > Encrypted ranking

9: Ctgign < SignApprox(ctya)

10: Ctpnk ¢~ Aggregate(ctggn)

11: Server-Side Phase 4: Extraction > Top-k extraction

12: Ctoy  ReLUApprox(ctnk, k)

13: Owner-Client: Result Return

14: result «+ Decrypt(ctoy)

15: Z < ThresholdDetect(result)

16: return Z

> Distance

> Difference

W

outer sigmoid converts the amplified signal into a satu-
rated comparison value. Off-origin deviations of the gap
polynomial are therefore not the primary bottleneck. As
shown in Figure 3d, increasing the number of gap layers
progressively narrows the rank-resolution threshold, at the
cost of additional multiplicative depth.

5. NOMOS Protocols

This section details the NOMOS protocols. Section 5.1
presents Direct NOMOS, including its base workflow and
multi-ciphertext extension. Section 5.2 presents C-NOMOS.
Section 5.3 analyzes sign-approximation costs and overall
latency.

5.1. Direct NOMOS

5.1.1. Base Workflow. Algorithm 1 presents Direct
NOMOS over an encrypted database or block. Unlike prior
CKKS ranking systems [7], [9], which assume pre-encoded
distances, Direct NOMOS starts from encrypted feature vec-
tors and computes the top-k output end to end. The workflow
has four server-side phases: distance computation, difference
encoding, encrypted ranking, and RelLU-based extraction.
Here m denotes the current Direct NOMOS invocation size.
Standalone Direct NOMOS has m = M, while C-NOMOS
invokes the same primitive on public fixed-size pools such
as representatives and padded blocks.

Data encoding and packing. The owner-client en-
codes the current database block and query into CKKS
ciphertexts before transmission. In the single-ciphertext base
case, the block occupies m? slots, with vector v; stored in
the m-slot group starting at position (¢ — 1)m. The query



q is zero-padded and replicated to align with all candidate
vectors. Slot positions identify candidate indices throughout
ranking and extraction, avoiding permutation networks for
output recovery.
Distance computation and difference encoding.

Given the encrypted block ctg, and query ctgy, the server
performs two operations to construct all pairwise distance
differences in a single ciphertext.

SquareDis. Squared Euclidean distances are computed
through element-wise subtraction, squaring, and tree-based
reduction:

Ctdiff = SUb(Ctdb7 th)
ctyq = Mult(ctais, Ctair)

(0)
tdlsl tsq
t((]fs_t'—l) - Add( tc(lfs)t’ ROt(Ct((]fs)ﬂ 2j ))
1
et = ctif e ") (12)

where j = 0,...,[logym] — 1 in the recursive reduction.
The tree-based reduction aggregates squared differences
across the padded coordinate group of length m; only the
feature-coordinate slots are nonzero. After reduction, the
first slot of every m-slot group contains a valid squared
distance value. This phase consumes 1 multiplicative level
and O(logm) rotations.

PMult (ety,(1,0,1,0))

Rot (-D)&Add
e |0 Jar | o ===
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Figure 4: Epa&Rep encoding for distance vector {d3, d?}.

Epa&Rep. For pairwise distance comparisons, we con-
struct two complementary encodings. The expansion en-
coding ctp, replicates each normalized distance d; across
m consecutive slots. The replication encoding ct,, repeats
the entire normalized distance vector m times. Figure 4
illustrates this construction.

To construct cteps, we apply a scaling mask at positions
{0,m,2m,...,(m — 1)m} and zeros elsewhere. The mask
value is 1/(2P) for the public bound in Equation (3); for
features normalized to [0, 1]¢, this specializes to P = d. The
mask clears invalid intermediate values while normalizing
distances to [0,1/2]. Subsequent rotation and accumulation
operations replicate each normalized distance across its m-
slot group.

To construct ctp, we apply a diagonal mask selecting
positions {0, m+1,2m+2,...,(m—1)m+ (m—1)}, then
replicate through rotation and accumulation. Our approach
reduces the number of rotations by half compared to [7]
by trading one additional multiplicative level, a favorable
tradeoff given the high cost of rotation operations [24].

The difference ctgea = Sub(ctepazvctreg) yields all
normalized pairwise distance differences d; — d; in a single
ciphertext. This direction matches the rank definition in

Equation (2): smaller distances receive smaller rank scores.
This phase consumes 2 multiplicative levels.

Ranking via gap-amplified sign approximation. The
ranking phase transforms normalized pairwise distance dif-
ferences into encrypted rank values using the gap-amplified
sign approximation from Section 4. We define two opera-
tions used in Algorithm 1:

SignApprox. This operation applies the gap-amplified
sign approximation Fy(x) = sigmoid;;(G¢(z)) from Sec-
tion 4 to ctgey, through sequential polynomial evaluations.
The sign variant is selected by the number of stacked gap
layers ¢. Each gap layer consumes 4 multiplicative levels,
and the degree-119 approximation of sigmoid,, consumes
7 levels, giving sign depth Dy;gn(¢) = 4+ 7. After approx-
imation, each slot contains a value near 1 if d > d], near
0 if d < dj, and near 0.5 if the two normalized distances
are equal.

Aggregate. This operation computes rank scores
through tree-based reduction. The score of element ¢ fol-
lows Equation (2): it counts how many encrypted distances
are smaller than d;, with the self-comparison contributing
approximately 0.5. Comparison results for element ¢ occupy
slots {(i—1)m,...,im—1}. The aggregation uses [log, m |
rotation-and-add operations:

ct®

rank

t(]"t‘l) (-Add( t(])

— Ctsigna

rank rank’

Rot (ctfggk, 2j)) ,
([logy m1) (13)

Ctrank < Ct

for j =0,...,[log, m] — 1. After aggregation, the first slot
of each m-slot group contains a rank score in [0.5,m —
0.5] for distinct distances, where smaller scores correspond
to nearer candidates. We normalize this score to the ReLU
input domain by applying Sub with the midpoint (m+1)/2
and PMult with scaling factor 2/m.

ReLU-based top-k extraction. Conventionally, sign
approximation distinguishes top-k from non-target rank
scores after normalization, requiring 10+ additional levels.
Slot-index alignment makes explicit index computation un-
necessary: binary discrimination suffices, and ReLU pro-
vides it more efficiently.

We define ReLUApprox(Ctun, k) as the operation that
applies the shifted ReLU approximation polynomial to the
normalized rank ciphertext with parameter k. This operation
identifies elements whose ranks fall within the top-k range.

Shifted ReLU Design. We replace sign with shifted
ReLU:

—s-(x+1-28) <142k
ReLUShiﬂ(m):{O ( m) .’L‘>—1—|—£ (14)

The shift —1 + 2k/m places the kink at the first non-target
rank score after normalization. Top-k candidates lie to the
left of this kink, and the slope s = m/2 maps the nearest
target rank point, at distance 2/m from the kink, to unit
scale.

ReLU is better suited than sign for extraction because
sign’s zero-order jump discontinuity causes slow Chebyshev



error decay and Gibbs oscillations requiring degree-1000+
polynomials, whereas ReLLU’s first-order kink discontinuity
admits much faster decay and accurate approximation at
substantially lower degree.

Depth-Stable . Adjustment. Varying k£ only changes
the ReLU bias term. The approximation polynomial and
multiplicative depth remain unchanged for a fixed input size,
so Direct NOMOS avoids the additional encrypted selection
stages required by sorting-based top-k extraction.

Polynomial Approximation. A key structural property
simplifies degree selection: the ReLU kink at zp = —1 +
2k /m aligns with the first non-target normalized rank score.
The nearest target point lies at deterministic distance 2/m
to the left of the kink.

We use the standard decay heuristic for Chebyshev
approximation of first-order kink functions as a calibrated
design rule: the approximation error decreases with degree
dg and distance A, from the kink, roughly as Cy/(drA,).
At the critical target point Zjy = xo — 2/m, we set
A, = 2/m and choose dr so this error stays below the
detection threshold 74.¢ = 0.2:

Co -m
2dgr

Folding the fixed threshold factor into the calibrated constant
gives the rule

< Tdet- (15)

dp>C-m (16)

with C' = 0.1. This rule is a calibrated design heuristic,
not a uniform approximation theorem; for each configured
pool size, we validate the chosen degree on the discrete
normalized rank grid, especially the two points adjacent to
the kink. It yields degree-13 (4 levels) for m < 128, degree-
27 (5 levels) for m = 256, degree-55 (6 levels) for m = 512,
and degree-119 (7 levels) for m = 1024.

Owner-Client Post-Processing. The server returns en-
crypted ReLU outputs. After decryption, the owner-client
classifies slots with values > 74¢; = 0.2 as targets. This
threshold is 20% of the nearest target’s ideal ReL.U value
and provides a conservative margin accommodating approx-
imation errors. Target slot positions directly yield k nearest
neighbor indices.

5.1.2. Direct Multi-Ciphertext Extension. The base work-
flow operates when m? < N/2, which supports single-
ciphertext processing up to m = 128 under the evaluated
N = 216 configuration. This subsection describes the Direct
NOMOS extension for handling larger unclustered blocks.

Multi-Ciphertext Decomposition. For inputs exceed-
ing single-ciphertext capacity, m denotes the total invoca-
tion size and m’ denotes the per-ciphertext partition size.
We partition data across v = [m/m/] ciphertexts where

m! = 2U08:(VN/2)| denotes the maximum partition size.
Each partition independently executes distance computation
and local ranking. Cross-partition comparisons establish
global rankings through u(u—1)/2 pairwise operations. For
each partition pair (¢, 5), we apply the same gap-amplified
sign approximation to cross-partition distance differences

to determine how elements in partition ¢ rank relative to
partition j.

TransRanking. Cross-partition comparisons require one
gap-amplified sign evaluation for each partition pair. Rather
than evaluating the complementary direction again, Tran-
sRanking derives it from the existing sign outputs using rota-
tions, masking, and replication (Algorithm 4, Appendix C).
This trades O(log m') rotations and one multiplicative level
for avoiding another sign-approximation evaluation.

Global Ranking Assembly. Each partition adjusts local
rankings by incorporating cross-partition corrections. Let
F;; denote the encrypted count of elements in partition j
that are farther than a given element in partition ¢. Since the
global rank counts closer elements, partition j contributes
m’ — F; ;. The global rank score for elements in partition
1 is therefore

global_rank; = local_rank; + Z(m’ —Fj)
J#i
= local_rank; — Z Fiej+(u—1m'.
J#i

(a7

Here local_rank; is the within-partition rank score, and
F;; is obtained from the (4,j) sign evaluation and
the TransRanking-derived complementary direction. Shifted
ReLU approximation then extracts top-k elements from each
partition based on global rankings. This extraction uses the
total invocation size m, not the per-ciphertext partition size
m/, so global rank scores in [0.5,m — 0.5] use the same
offset and scale as in the Direct NOMOS base workflow.

5.2. C-NOMOS: Clustered Protocol

C-NOMOS is a fixed-trace clustered scheduling wrapper
around Direct NOMOS. It reorganizes a large database into
encrypted fixed-capacity blocks and merges selected block
winners, avoiding one global ranking operation over all M
records while reusing the same ranking primitive.

Figure 5 gives the workflow. Owner-side k-means setup
produces blocks and representatives before encryption and
upload. Online evaluation selects representative clusters,
evaluates all blocks under the same public trace, repacks
selected local winner records, and runs the final merge under
encryption.

Algorithm 2 gives the trace-level protocol. The owner-
side clustered setup is not counted as online latency. Direct
NOMOS calls over representatives and cluster blocks reuse
SquareDis, Epa&Rep, ranking, and extraction without inter-
mediate decryption; block mode uses packed rank-threshold
extraction (Section 5.2.2) to produce mergeable encrypted
winner records.

5.2.1. Capacity-Bounded Preprocessing and Layout. Be-
fore online encrypted query evaluation, the owner-client par-
titions the plaintext database and produces representatives as
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an offline setup step. C-NOMOS uses a capacity-bounded
assignment so every public cluster obeys

alM

IC;| < U= [CW for all j, (18)

where M is the database size, c is the number of clusters,
and « is a public slack parameter. The owner-client pads
each cluster to capacity U, encrypts the representatives and
padded blocks, and uploads the fixed layout.

Each cluster is split into

U

fixed-capacity blocks, where B is the maximum number
of records handled by one Direct NOMOS ranking pool.
Invalid padding entries remain in encrypted slots, so the
server follows the same public trace for every cluster. Each
uploaded entry carries encrypted feature, validity/weight,
and metadata channels; score channels are formed online
after query-dependent distances are computed. For merge-
able encrypted records, the score channel is

score; = w; (; — di) , (20)
where w; is an encrypted validity/weight channel and 1/2 is
the normalized distance bound from Equation (3). A valid
record stores 1/2 — d;, so nearer records receive larger
scores; an invalid padding entry has w; = 0 and zeroed
metadata. Merge pools pack up to B encrypted records
into the Direct NOMOS comparison layout, skip distance
computation because records already carry scalar scores, and
rank scores in descending order. For two encrypted records,
the comparison input is

A(i, j) = scorej — score;. 1)

Algorithm 2 C-NOMOS Clustered Workflow

Input: Database D, Query q, Parameters k,r,c, o, B
Output: Indices of k nearest neighbors
1: Owner-Side Setup: Capacity-Bounded Clustering
2: Set M «+ |D|
3: Generate clusters Cp,...
Koy -y Pe—1
4: Set U < [aM/c] and L < [U/B]
5: Owner-Client: Layout and Encryption
6: Construct fixed-capacity clustered layout with encrypted
validity indicators
7: Encrypt cluster blocks, representatives, and query
8: Server-Side Phase 1: Representative Selection
9: Run Direct NOMOS over encrypted representatives to
obtain Ey[j] for £=0,...,7 —1
10: Server-Side Phase 2: Local Candidate Selection
11: for each cluster j and block b under the public fixed
trace do
122 Run Direct NOMOS over the block to obtain
Wlj,b,t] fort =1,....k
13: end for
14: Server-Side Phase 3: Selector Repacking
150 S[0b, 1] <= 3720 Bulj] - WG, b, 1]
16: Server-Side Phase 4: Selected and Final Merge
17: Merge selected block winners and run final top-k merge

,C.—1 and representatives

18: Owner-Client: Result Return

19: Decrypt final encrypted outputs and apply threshold
detection

20: return Z

Since d; € [0,1/2], the comparison input remains in
the same calibrated interval [—1/2,1/2] used by the gap-
amplified sign approximation. Invalid padding records may
tie with the worst-bound valid score but never receive a pos-
itive score advantage. The evaluated workloads do not place
valid records exactly at the public worst-distance boundary;
if such a boundary tie occurs, fewer than £k positive-weight
records may be returned. The weight channel is propagated
through local selection, selected-cluster composition, and
the final merge, so the owner-client can discard any zero-
weight output after decryption.

5.2.2. Two-Level Encrypted Selection. Online evaluation
has two encrypted selection levels. First, the server evaluates
Direct NOMOS over encrypted representatives. This stage
does not reveal the selected cluster identifiers; it outputs
near-binary rank-specific encrypted selectors

E/jl€10,1], £=0,...,r—1, 5=0,...,c—1, (22)
where Ej[j] approximately indicates whether cluster j is
selected at representative rank ¢. These selectors are pro-
duced by the same packed threshold-extraction routine used
below: representative prefix indicators are differenced across
adjacent ranks and squared, yielding near-binary selectors

before encrypted gather.



Algorithm 3 Encrypted Winner Repacking

Input: Prefix indicators Ay, score channel score;, weight
channel w;, metadata channels meta,, selectors Fy[j]
Output: Local records W{[j,b,t] and selected records

S[e, b, t]
1: for t =1 to k do
2:  if ¢ =1 then
3: D; + At
4:  else
5: Dt — At - At,1
6: end if _
7: Dt < D?
8:  score; <— » . Dy[i] - score;
9: Wi < Zz Dt[Z] - Wi
10 meta, < »_. Dy[i] - w; - meta;
11:  WJ[j,b,t] < (scores, wy, metay)
12: end for
13: for f{=0tor—1 do
14:  for each block b and local rank ¢ do
15 S0t Y52 Edlj] - WG, b, 1]
16:  end for
17: end for
18: return W, S

Second, the server evaluates Direct NOMOS over all
fixed-capacity cluster blocks. For each cluster 57 and block
b, block-mode extraction outputs top-k encrypted winner
records

Wijb,t], b=1,...,L, t=1,... k. (23)
Each W{j,b,t] is an encrypted record—not a mask—
containing score, weight, and metadata channels; local rank-
derived masks are used only during extraction. For a ranking
pool of public size n, C-NOMOS forms packed prefix indi-
cators A; with the same gap-amplified sign approximation
Fy from Section 4; Appendix B states the calibrated selector
margin. The rank-t selector is obtained by adjacent prefix

differencing:

Dy = Al, D, =A, — Ay (t > 1), 24)
followed by the cleanup D; < D?. Then D, is an approxi-
mate encrypted one-hot selector for the rank-¢ local winner.
It gates the score, weight, and metadata channels to form
W1j,b,t], as summarized in Algorithm 3. The fixed trace

hides local winners and selected clusters from the server.

5.2.3. Encrypted Composition and Final Merge. C-
NOMOS composes representative-level and local-level out-
puts without decrypting selected cluster identifiers or routing
selected clusters in plaintext. For each representative rank
¢, the server applies the encrypted selector vector F, to the
block-level records of all clusters:

c—1
S[evbat]:ZEf[j]W[vavt]7 £=0,...,7r—1. (25)
=0
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This gather/repack step forms encrypted selected records
while hiding selected clusters. The same encrypted composi-
tion is applied to score, weight, and metadata channels. Cor-
rectness requires non-selected selector residuals to remain
small relative to the selected-record score gap; Appendix B
states the calibrated sufficient condition. The gather/repack
stage is dominated by linear ciphertext operations, rotations,
and plaintext masks; it does not introduce additional sign-
approximation calls.

For each representative rank ¢, C-NOMOS reduces
the encrypted records {S[{,b,t]}p=1... 1:¢=1,. k into one
cluster-level top-k list. The merge schedule is public and
fixed by L, k, and B. If a single ranking pool can hold all
Lk block winners, one merge is sufficient. Otherwise, C-
NOMOS applies a hierarchical block-winner merge, whose
pool count is denoted by H(L, k, B) in Section 5.3.

After selected block-winner merging, C-NOMOS has at
most rk encrypted candidates from the r representative-
selected clusters. A final Direct NOMOS merge extracts
the global encrypted top-k result from these selected candi-
dates. Its terminal ReLU masks gate the score, weight, and
metadata channels of the final merge pool, and the owner-
client decrypts the gated records. The metadata channel
carries the encrypted record identifier; after decryption, the
owner-client thresholds the weight/output mask, normalizes
surviving metadata by that mask, and decodes the identifiers.
Invalid padding entries keep zero validity throughout the
local selections, selected composition, and final merge. If
fewer than £ valid records are present, zero-weight outputs
may appear, but the owner-client ignores them after decryp-
tion.

5.3. Complexity Analysis

Sign-evaluation cost. Let C€" count ciphertext-level gap-
sign evaluations, including pairwise ranking signs and
packed threshold-selector signs, but excluding terminal
ReLU extraction. We write RankPool;(n) for the number of
fixed-capacity pairwise ranking pools required to select top-
t from n encrypted candidates. Rotations, masking, packing,
bootstrapping, selector repacking, and terminal ReLU eval-
uation are excluded from C*&" but included in measured
online latency. Direct NOMOS does not require bootstrap-
ping in the evaluated direct configurations; C-NOMOS uses
CKKS bootstrapping as a black-box refresh when multi-
stage evaluation exhausts the level budget.

Direct NOMOS. For Direct NOMOS over an unclustered
database of size M, let

ol

be the number of fixed-capacity ranking blocks. When M >
B, exact global ranking requires all symmetric block pairs,
giving

(26)

i on = "2 _onry @)



for fixed B. This quadratic growth is the main cost that
C-NOMOS avoids applying to the full database.
C-NOMOS. C-NOMOS starts from fixed-capacity clusters
with public capacity

U= Fﬂw—‘ (28)
c
and is split into
L= v 29)
- |B

fixed-capacity blocks. The cluster-block branch processes
all c¢L blocks, while the representative branch selects r
clusters and repacks only their encrypted winner records for
downstream merging. The high-level sign-evaluation count
is

Ce%omos = cL + kL +2 + Cs&n

+ RankPool (rk) + Cr

inter*

(30)

Here cL counts local pairwise ranking, kL counts packed
local threshold selectors, the constant 2 counts representa-
tive ranking and packed representative threshold extraction,
Cf;i%?ge counts selected block-winner merge signs, and the
last two terms count the final hierarchical merge before
terminal ReLU extraction. The representative path is a fixed-
trace scheduling choice that reduces downstream merge

volume; Appendix E gives the detailed term accounting.

TABLE 3: Ciphertext-level gap-sign evaluations under M =
16384, B =256, k =8, a=2,c=064,r =48, and U =
512, excluding terminal ReLU extraction. These parameters
give np =64, L =2, and H(L,k,B) = 1.

Equation Number Reduction
Direct NOMOS np(npg +1)/2 2080 1x
sign
C-NOMOS eL+ kL + 2+ Crmerge 152 13.7x

(j}hr

inter

+ Ry (k) +

In Table 3, R:(n) abbreviates RankPool;(n). At M =
16384, C-NOMOS reduces the Direct NOMOS gap-sign
count from 2080 to 152 (13.7x), while full measured latency
also includes gather/repack, rotations, packing, bootstrap-
ping, terminal ReL.U extraction, and other ciphertext-layout
costs.

6. Evaluation

This section evaluates NOMOS through microbench-
marks, system-level comparison with a state-of-the-art FHE
database system supporting top-k queries, and real-world
validation on SIFT.

6.1. Experimental Setup

Experiments run on one Intel Xeon Platinum 8473C
CPU with 52 cores, 104 hardware threads, and 512GB
RAM. Our OpenFHE [15] implementation uses OpenMP
and 128-bit CKKS parameters [25] with N = 216 where
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depth and slot budgets suffice and N = 2!7 for larger
workloads that need higher depth or a 256-record single-
ciphertext layout. Online latency covers encrypted input
processing through encrypted output generation and owner-
client result detection; offline key/context generation is ex-
cluded. Synthetic workloads use 16-dimensional normal-
ized vectors with a fixed sampled query per configura-
tion, checked against plaintext kNN on the same sampled
database. For the SIFT dataset [26], plaintext ground truth
is computed over the same sampled database subset and
query/layout used by the encrypted run.

Baselines use the same machine and multithreading. The
Mazzone-style ranking benchmark uses the same N = 216
as our ranking microbenchmark; its larger-M points use
the released f/g setting, which lowers latency but keeps a
deeper comparison circuit. Engorgio uses its released single-
database implementation, the same minimum distance gap,
and online top-k latency. This is an online trace-to-trace
comparison under released runtime-oriented configurations,
without offline setup or a separate accuracy-only Engorgio
tuning point. Ground truth is plaintext kNN and memory is
peak RSS. Throughout, M denotes the unclustered database
size for Direct NOMOS or the pre-clustering total for C-
NOMOS.

6.2. Microbenchmarks

Dead-zone half-width. Table 4 reports the nominal dead-
zone half-width defined in Equation (6). For each M, the
saturation target follows from e, < 1/(2(M — 1)), and the
reported value is the smallest positive input at which the
approximation reaches 1—¢, (with its negative side reaching
€s); smaller values indicate finer rank resolution near zero.
Columns are ordered by their value at M = 128, from larger
to smaller half-width.

The selection rule is to choose the lowest-depth gap
variant whose dead-zone half-width falls below the work-
load’s minimum distance gap. Single-gap suffices for the
Mazzone-style ranking benchmark with gap 0.01, while
the Engorgio comparison uses triple-gap for gap 0.0001.
This targets near-zero ranking resolution rather than global
uniform approximation error. Cheb1007 has fewer nominal
levels but far more plaintext-ciphertext multiplications, and
stronger Cheon-style variants require more levels.
Ranking benchmark. Following the resolution setting used
by the Mazzone-style benchmark, we use a minimum dis-
tance gap of 0.01 and evaluate the ranking stage with single-
gap. This is a ranking-to-ranking microbenchmark: both
systems start from encoded distance values and measure
encrypted ranking, not full kNN with distance computation
and extraction. Figure 6 shows that Direct NOMOS reduces
ranking latency by 2x—8x across the evaluated sizes, with
the largest speedup at M = 512.

6.3. NOMOS Performance

6.3.1. Comparison with a State-of-the-Art FHE Top-£
System. Figure 7 compares Direct NOMOS with Engorgio



TABLE 4: Nominal dead-zone half-width under the rank-accuracy target. Smaller is better. The suffix after “/” gives sign-

approximation levels.

M f=3,g=2/15 Single-gap/11 f=3, g=3/18 Cheb10077/10 f=4, g=3/21 Double-gap/15 f =4, g=4/24 Triple-gap/19

128 4.90x107%  4.17x107% 2.27x107%  1.54x1073
256 5.31x1073  4.41x107% 246x10"%  1.55x107°
512 5.70x107%  4.68x107%  2.65x107%  1.55%x107%
1024  6.06x107%  6.68x107% 2.82x107%  1.56x1073
2048  6.40x107%  6.73x107%  2.99x107%  1.56x1073
4096 6.73x107%  6.76x107%  3.15x107°%  1.56x1073
8192 7.04x107%  6.77x107%  3.30x107%  1.56x1072
16384  7.33x107%  6.78x107%  3.45x107%  1.56x1073

5.06x107%  4.76x10”%  2.32x107% 5.44x107°
5.50x107%  5.04x107%  2.52x107% 5.75x107°
5.91x107%  5.34x10”%  2.71x10”% 6.10x107°
6.30x107%  7.62x107*  2.89x10"* 8.70x107°
6.67x107*  7.69x107*  3.06x107% 8.78x107°
7.02x107%  7.72x10”%  3.23x10”% 8.81x107°
7.36x107%  7.73x10”%  3.38x10”% 8.83x107°
7.69%x107%  7.74x10”%  3.54x10”% 8.84x107°

The f, g columns are Cheon-style composite sign approximations. TCheb1007 exhibits strong post-threshold oscillations.

[ Direct NOMOS
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Figure 6: Ranking-only microbenchmark over encoded dis-
tances.
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(b) Accuracy (lines) and memory reduction (bars).
Figure 7: Direct NOMOS vs. Engorgio on unclustered
databases. Runtime annotations reference Top-16/Top-1
baselines; memory bars reference Top-1.

on unclustered databases, using the faster Direct NOMOS
ring configuration at each M. Engorgio’s top-k path scales
as O(M log, k); Direct NOMOS changes only the ReLU
bias when k varies, leaving the ranking trace and polynomial
degree unchanged for fixed M.
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Figure 8: Top-8 online scaling; C-NOMOS reports com-
plete online time, and the rightmost speedup is vs. Direct
NOMOS.

The largest measured speedup is at M = 128: 828x
over Engorgio Top-16 and 240x over Top-1. At this largest-
speedup point, the released Engorgio configuration also
matches plaintext top-k accuracy in Figure 7b. The advan-
tage narrows with M as the unclustered global ranking stage
grows quadratically; ranking already accounts for 74.8%,
98.2%, and 99.2% of online time at M = 2048, 8192, and
16384. At M = 16384 Engorgio top-1 is faster, motivating
C-NOMOS.

Figure 7b reports accuracy and peak memory. Direct
NOMOS matches plaintext top-%k results in all evaluated
Engorgio-comparison settings. Engorgio uses its released
runtime-oriented configuration; the plotted accuracy is re-
ported at the same runtime point, and higher precision
settings would define a different latency point. We therefore
treat the Engorgio curve as an online baseline at its released
configuration, not as an iso-accuracy comparison; the largest
reported speedup point is accuracy-matched. Memory trends
mirror runtime: Direct NOMOS is efficient in the direct
regime, while larger unclustered sizes increase ranking-
layout pressure.

6.3.2. Direct NOMOS and C-NOMOS Scaling. Figure 8
evaluates top-8 database-size scaling under the same gap
0.0001 and triple-gap setting as the Engorgio comparison. C-
NOMOS time is complete online runtime for representative
top-r, block-local top-k, selector repacking, selected-winner
grouping, compaction, and terminal top-k/ReLU extraction.
Engorgio is evaluated up to M = 65536, the largest size
supported by its released single-trace implementation in our
setup, so the final speedup is relative to Direct NOMOS.



TABLE 5: SIFT validation for NOMOS. Direct NOMOS
time entries report top-1/top-8; C-NOMOS reports clustered
top-8. Prec./Rec. values are percentages.

Method M c r Time (s) Prec./Rec.
Direct 128 - - 7.9/8.0  100/100
Direct 256 - - 17.4/17.3  100/100
Direct 512 - - 45.4/45.6  100/100
Direct 1024 - - 54.9/54.6  100/100
Direct 2048 - - 117.4/121.9 100/100
Direct 4096 - - 584.2/657.6  100/100
Direct 8192 - - 2520.2/2508.5 100/100
Direct 16384 - - 11432.5/11371.6  100/100
C-NOMOS 1024 8 8 222.7 100/100
C-NOMOS 2048 16 16 265.5 100/100
C-NOMOS 4096 32 32 551.3  100/100
C-NOMOS 8192 64 32 933.4  100/100
C-NOMOS 16384 64 48 1941.6  100/100
C-NOMOS 32768 64 48 3401.1  100/100
C-NOMOS 65536 128 64 6142.1 100/100
C-NOMOS 131072 256 96 15178.1  100/100

At M = 131072, C-NOMOS reaches 46 x speedup over the
Direct NOMOS timing reference, which no longer preserves
full top-8 recall under this configuration.

The public C-NOMOS configurations appear in Ap-
pendix D. Direct NOMOS is effective while a single global
ranking stage remains competitive; beyond that point, C-
NOMOS invokes it inside fixed-capacity cluster blocks and
merges selected winner records. A 100-trial representative-
count sweep guides the public choice of r, which is an
accuracy-latency tuning parameter, not a universal constant.

C-NOMOS achieves 100% precision and recall across
the reported clustered validation configurations, with public
r chosen no smaller than the observed sweep maximum; at
the smallest sizes this can select all clusters. Unclustered Di-
rect NOMOS remains 100% accurate through M = 16384,
then recovers 7/8, 6/8, and 4/8 top-8 results at M = 32768,
65536, and 131072. In the large direct-workload scaling
runs, Direct NOMOS uses a degree-1007 extraction cap.
The empirical boundary motivates C-NOMOS by tying ex-
traction and merge costs to B, r, and k rather than the global
M.

6.4. Real-World Validation on SIFT

We further evaluate NOMOS on SIFT real feature vec-
tors. SIFT inputs use the same public scaling and distance-
bound normalization as the encrypted run, and plaintext
ground truth is computed after the same preprocessing.
Table 5 reports Direct NOMOS top-1/top-8 retrieval over
128 to 16384 records and C-NOMOS clustered top-8 re-
trieval over 1024 to 131072 records. The reported Direct
NOMOS and C-NOMOS SIFT runs achieve 100% precision
and recall. The C-NOMOS online totals include configured
bootstrap-refresh cost but exclude owner-side clustering,
context setup, and key generation. We do not include a
separate Engorgio SIFT tuning study, as higher Engorgio
precision settings would define different runtime points.
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Discussion and limitations. NOMOS targets a two-party
single-owner outsourcing model; multi-owner clustering
would require a separate privacy-preserving setup. C-
NOMOS is a clustered scheduling wrapper, so recall is
empirical and depends on the public r sweep, although the
reported clustered SIFT top-8 runs achieve 100% precision
and recall. Absolute costs remain high at the largest di-
rect sizes, so near-term deployment is most practical for
hundreds to a few thousand records; C-NOMOS addresses
clustered scaling beyond this regime.

7. Conclusion

We presented NOMOS, a CKKS-based encrypted kNN
protocol family for the ranking and top-k extraction bottle-
neck in a two-party single-owner outsourcing model. Direct
NOMOS combines CKKS-native distance computation, gap-
amplified ranking, slot-index alignment, and ReLU-based
terminal extraction to evaluate encrypted kNN without full
sorting, while C-NOMOS wraps the same primitive with
owner-side capacity-bounded clustering and encrypted se-
lector repacking for larger databases. The resulting design
reduces the dominant encrypted sign-evaluation cost with-
out hiding the remaining layout, bootstrapping, and merge
costs. Our OpenFHE implementation is 2x—-8% faster than
the Mazzone-style ranking benchmark and reaches up to
828x speedup over Engorgio in the smaller direct regime,
where the largest-speedup point is accuracy-matched. In
database-size scaling, C-NOMOS reaches 46x speedup at
M = 131072 where the Direct NOMOS timing reference no
longer preserves full top-8 recall; on SIFT, Direct NOMOS
achieves 100% top-1/top-8 accuracy in the reported direct
runs, and C-NOMOS achieves 100% precision and recall in
the reported clustered top-8 runs.
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Appendix A.
Fixed-Trace Security Argument

This appendix formalizes the simulation statement used
in Section 3.2. The statement is intentionally scoped to the
semi-honest online view and to the leakage already listed in
the main text.

Proposition 1 (Fixed-trace online privacy). Assume CKKS
encryption is semantically secure. For Direct NOMOS, let
Lp contain the public parameters, ciphertext dimensions,
and fixed online trace. For C-NOMOS, let Lc additionally
contain the setup-visible clustered-layout metadata, includ-
ing owner-chosen public shape parameters. Then the online
view of any semi-honest server executing NOMOS is com-
putationally simulatable from Lp or Lc.

Proof. The simulator creates encryptions of zero with the
same ciphertext dimensions as the real encrypted database,
query, representatives, validity channels, and intermediate
records implied by the leakage. It then replays the public
sequence of homomorphic additions, multiplications, rota-
tions, plaintext masks, polynomial evaluations, and boot-
strapping calls in the fixed trace. Because NOMOS has no
data-dependent branching or intermediate decryption in the
online protocol, the simulated trace has the same public
shape and operation schedule as the real trace. A stan-
dard hybrid argument replaces each real input ciphertext
by an encryption of zero; semantic security makes adjacent
hybrids indistinguishable, and deterministic homomorphic
evaluation of public circuits preserves indistinguishability.
Thus the server’s online view reveals no information beyond
the stated leakage. The proposition does not claim malicious
security, output integrity, circuit privacy, or hiding of the
owner-chosen public setup parameters included in Lc. [

Appendix B.
Selector-Repacking Error Condition

This appendix spells out the calibrated condition behind
the C-NOMOS selector-repacking step. It is a sufficient
condition for the evaluated fixed-trace construction, not a
distribution-independent recall guarantee.



For a ranking pool of public size n, C-NOMOS first
maps the raw rank to the descending grid

pi = %(n — rank][i]).

For local position ¢, the public threshold is 6, = 2(n—t)/n,
and the packed prefix indicator is

Ali] = Fu(0.25(p; — 64)),

where F} is the same gap-amplified sign approximation used
for ranking. The factor 0.25 maps the rank-grid difference
back into the calibrated comparator domain. The ideal scaled
threshold half-margin is 1/(4n); for the evaluated pools with
n < B = 256, this is at least 1/(4B) ~ 9.8 x 107, above
the triple-gap dead-zone scale reported in Table 4.

Lemma 1 (Sufficient selector-repacking margin). Consider
a C-NOMOS gather/repack step

where one cluster j* is selected. Suppose each scalar chan-
nel of every encrypted winner record is bounded by R,
the selected selector satisfies |E[j*] — 1| < n, and every
non-selected selector satisfies |E[j]| < n. Then the scalar-
channel perturbation introduced by gather/repack is at most
ncR. If the local winner extraction for each W{j| has
channel perturbation at most & and CKKS numerical error
contributes at most v, then any downstream merge decision
with plaintext score gap

I'>2(+ncR+v)
is preserved after selector repacking.

Proof. For one scalar channel, the ideal selected value is
W{[j*]. The gathered value differs from it by

(B[] =W+ Y BGWE,
J#I*
whose magnitude is at most nR+ (¢—1)nR < ncR. Adding
the local extraction perturbation £ and CKKS numerical
error v gives a total per-record score perturbation budget
of & + ncR + v. A pairwise merge comparison changes
the difference between two scores by at most twice this
budget, so a plaintext gap larger than 2(£ 4+ ncR+ v) keeps
the comparison sign unchanged. Applying this condition to
every boundary comparison that can affect top-k selection
preserves the selected top-k records for that calibrated con-
figuration. O

Appendix C.
TransRanking Details

Algorithm 4 derives complementary rankings through
rotation-based transformations, avoiding redundant polyno-
mial evaluations in multi-ciphertext mode.
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Algorithm 4 TransRanking

Input: Sign output Ctsign”, partition size m/’

Output: Complementary ranking Ctran;,

: Ctrankj,; — Ctsignij

for i = 0 to [log,(m/)] — 1 do
Ctrankji — Add(Ctrankji ,Rot (Ctrankji , 21))

end for

Initialize extraction mask pt

for i =0tom —1do
ptmask[i X m/] «—1

end for

Ctrank;, < PMult (Ctrank;,, Ptmask)

for i = 1 to [log,(m')] do
Ctrankji — Add(ctrank
1)/2"))

end for

return Ctp,

<0

mas

B A A T o

—_ =
—_ O

/
4o Rot (Ctrani;,, m' -

12:
13:

Appendix D.
C-NOMOS Evaluation Configurations

Table 6 lists the public C-NOMOS configuration param-
eters used in Figure 8. Here M is the total database size
before clustered preprocessing, c¢ is the number of clusters,
r is the number of selected representative clusters, B is
the block capacity, « is the capacity slack parameter, and
U = [aM/c] is the fixed cluster capacity.

TABLE 6: C-NOMOS configurations for the scaling exper-
iment.

M c r B « U
1024 8 8 256 2 256
2048 16 16 256 2 256
4096 32 32 256 2 256
8192 64 32 256 2 256

16384 64 48 256 2 512
32768 64 48 256 2 1024
65536 128 64 256 2 1024
131072 256 96 256 2 1024

Appendix E.
C-NOMOS Sign-Count Details

This appendix expands the sign-count terms used in
Section 5.3. The cluster-block branch produces local win-
ner records W{j, b, t] for every public cluster block. Local
pairwise ranking contributes cL gap-sign evaluations. Local
winner extraction contributes kL packed threshold-selector
signs: for each block layer and threshold, records from all
c clusters are packed into one ciphertext-level batched sign
evaluation.

The representative branch contributes two signs when
the representative pool and its packed thresholds fit the
ciphertext layout: one pairwise ranking sign over representa-
tives and one packed threshold-selector sign for Ay, ..., A,.



This is the case for the reported configurations with ¢ < B
and packed threshold slots within the slot budget. Selector
repacking then forms S[/,b,t] from Ey[j] and W[j,b,t]
using rotations and masks. Its layout cost is Gseleet =
O(rkcL) = O(rkM/B) and is included in measured la-
tency, but it is not counted in Csien,

Let H(L, k, B) denote the selected block-winner merge
pool count. No selected merge is needed when L = 1; if
Lk < Band L > 1, then H(L, k, B) = 1. The term C3&%
counts the pairwise and threshold-selector signs for these
pools after segmented packing.

Finally, RankPooly(rk) counts only the pairwise rank-
ing pools in the final hierarchical merge. Non-terminal final-
merge pools must repack encrypted winner records for
another merge layer, so their packed threshold-selector signs
are counted by CH . Terminal ReLU masks are excluded
from Csien,

For Table 3, the terms are local ranking 64 - 2 = 128,
local extraction 8 -2 = 16, representative branch 2, selected
block-winner merging 2, RankPoolg(384) = 3, and one
non-terminal final-merge selector, for 128 4+ 16 + 2 + 2 +
3+1=152.

The slot budget fits the evaluated N = 27 layout
with 65536 CKKS slots. Local threshold extraction packs
64 - 256 = 16384 slots per threshold, so £ = 8 thresholds
over L = 2 layers give 16 packed threshold signs. Selected
block-winner merging packs 7(Lk)? = 48 - 162 = 12288
comparison slots, so one pairwise sign and one packed

threshold-selector sign give Crﬂi?ge = 2. The final merge
has rk = 384 records and uses a hierarchical schedule

with two first-layer ranking pools and one terminal ranking
pool, so RankPoolg(384) = 3. The two first-layer pools
are non-terminal and their threshold selectors are packed
into one ciphertext-level threshold sign, giving Chr = 1;
the terminal pool exposes final masks through ReLU, which

stays outside Ci&",
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