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Abstract. Multi-key fully homomorphic encryption (MKFHE) enables
computation over ciphertexts encrypted under keys independently gener-
ated by different parties. Recently, Min, Park, and Song (MPS, CRYPTO
2026) constructed the first RLWE-based MKFHE scheme in the plain
model, i.e., without trusted or interactive setup. Their construction re-
quires each local compact Gentry—Sahai—Waters (GSW) ciphertext to be
extended to a joint-key GSW-like ciphertext before evaluation, incurring
O(dk?) gadget products per input for k parties and gadget length d.

In this paper, we first construct an extension-free MKFHE scheme
(called Levis-fast) in the plain model, eliminating the O(dk?) gadget prod-
ucts required for joint-key ciphertext extension before homomorphic eval-
uation. Our core technique is a compatibility technique, termed Cofactor
Compatibility, which establishes a common projective decryption relation
across ciphertexts encrypted under independently generated local keys,
enabling their direct homomorphic evaluation. We further present a com-
pact variant (named as Levis-small) that reduces the communication of
each fresh ciphertext from O(dk?) to O(d) ring elements with only a
lightweight lifting operation. A proof-of-concept implementation shows
that, compared with MPS, for k € {2,4,8}, our construction Levis-fast
achieves evaluation speedups of 67.7x, 52.8 %, and 139.4x, respectively,
while our compact variant Levis-small reduces communication by a fac-
tor of 2.5x, 8.7x and 14.2x, and achieves evaluation speedups of 11.8x,
19.7x, and 54.4 %, respectively.

1 Introduction

Multi-key fully homomorphic encryption (MKFHE), introduced by Lopez-Alt,
Tromer, and Vaikuntanathan [22], is a powerful primitive that enables homomor-
phic computation on ciphertexts encrypted under different keys. An interesting
direction is to realize this primitive in the plain model, i.e., without interactive
setup or reliance on a trusted third party, which is useful for real-world appli-
cations, such as decentralized blockchains [21], and for building low-round MPC
protocols in the plain model [25].

Earlier constructions face a trade-off between setup requirements and effi-
ciency. The first MKFHE scheme, proposed by Lopez-Alt, Tromer, and Vaikun-
tanathan [22], requires neither a common reference string (CRS) nor interactive



setup. However, it relies on the decisional small polynomial ratio (DSPR) as-
sumption and uses a multiplicative joint secret key, resulting in multi-round
decryption and noise growth exponential in the number of parties. This noise
growth makes it difficult to instantiate the scheme with secure NTRU parame-
ters [2,12,16,17,19]. Subsequent (R)LWE-based MKFHE constructions support
one-round decryption but rely on the CRS model [13,26,8,29,10,9,31].

Recently, Min, Park, and Song (MPS) [25] constructed the first RLWE-based
MKFHE scheme in the plain model with only one-round decryption. Their con-
struction heavily relies on so-called compact Gentry—Sahai-Waters (cGSW) ci-
phertexts, which require a ciphertext extension to ring GSW (RGSW) cipher-
texts under a joint key before the subsequent homomorphic evaluation. For k
parties and gadget length d, this extension requires O(dk?) gadget products,
which scales quadratically with the number of parties and is much more expen-
sive than the homomorphic operation itself, which requires only O(1) gadget
products. Moreover, each fresh cGSW ciphertext contains O(dk?) ring elements,
incurring a communication cost that also grows quadratically with the number
of parties. This motivates the following fundamental question:

Can we construct an MKFHE scheme in the plain model with one-round
decryption, without costly ciphertext extension and with per-input
communication independent of the number of parties?

1.1 Owur Contributions

In this paper, we propose a new MKFHE scheme (called Levis-fast) without ci-
phertext extension in the plain model, which enables independently generated
local GSW ciphertexts to be evaluated straightforwardly. We further present a
compact variant (referred to as Levis-small), which reduces the per-input com-
munication to be independent of the number k of parties. Our constructions can
also be combined with the generic transformation by Ananth et al. [4], as in
MPS [25], to obtain one-round decryption. Another useful feature is that, unlike
MPS [25, Section 4.1], both ciphertexts and evaluation keys of our constructions
are independent of the multiplication order among the participating parties, and
so changing the evaluation order requires neither ciphertext modification nor key
switching. Specifically, our results are summarized below.

Cofactor compatibility. Our core technique is a compatibility technique called
Cofactor Compatibility. See Section 1.2 for technical details. It establishes a
common projective decryption relation across cGSW ciphertexts encrypted un-
der independently generated local keys. As a result, it enables us to evaluate
local cGSW ciphertexts straightforwardly, without converting them to the joint-
key RGSW representation. Furthermore, existing ciphertexts remain unchanged
when the number of parties grows, and no extension key is required when a
previously joined party later supplies a fresh, local ciphertext.

Compact ciphertexts with fused evaluation. We further present a ciphertext-
compression technique to reduce the communication cost of each fresh ciphertext.



Table 1. Comparison of MKFHE schemes in the plain model between the state-of-
the-art construction MPS [25] and our constructions, where k is the number of parties
and d denotes the gadget length.

MPS [25] Levis-fast (ours) Levis-small (ours)
Post-join computation O(dk?) o(1) o1+ %)
Post-join communication O(dk?) O(dk?) O(d)
Size of evaluation keys O(dk*) — O(dk?)
Free join X v v

In particular, each party generates an independent auxiliary key and publishes
a reusable local hint in the key-generation phase. It can then encrypt each fresh
message as an O(d)-element gadget-level encryption (GLEV) ciphertext, which
is independent of the number k of parties. In the evaluation phase, we let the
evaluator fuse the lifting operation which transforms the gadget-level ciphertext
into a ¢cGSW ciphertext with the subsequent vector external product, which
enables us to reduce the computational cost. See Section 1.2 for more details.

Theoretical comparison. Table 1 compares Levis-fast and Levis-small with
MPS [25] in terms of computation and communication costs in the post-join
setting. In this table, the computation counts the number of polynomial mul-
tiplications divided by the cost of one k-party vector gadget product, and the
communication counts the number of ring polynomials. We also compare the to-
tal size of the evaluation keys from all k£ parties, which counts the total number
of ring polynomials. We say that an MKFHE scheme supports “free join”, if a
party can join the system without the need to perform computation, when the
party provides no input message.

Implementation and evaluation. We implemented Levis-fast and Levis-small
in C++ for the 128-bit security level, and report the performance for k € {2, 4, 8}
in the post-join setting, where one party joins a fresh ciphertext into the homo-
morphic evaluation after all k£ parties have generated ciphertexts in the initial-
ization phase. Compared to MPS [25], Levis-fast improves the evaluation time
by a factor of 52.8 ~ 139.4x, and Levis-small reduces the communication cost by
a factor of 2.5 ~ 14.2x and speeds up the runtime by 11.8 ~ 54.4x.

1.2 Technical Overview

We focus on the MKFHE in the plain model. Consider a system with at most
Kiax parties and an evaluator. Initially, there are no parties in the system. The
parties join the system one by one, starting from party i,. After joining, a party
can upload ciphertexts to the evaluator. The evaluator uses them for further ho-
momorphic computation. After the computation is completed, the parties jointly
perform distributed decryption to recover the plaintext. Let K = (i1, ...,%x) be



the current party set, where k = |K|, and let n = Ky,ax + 1 for system capacity
Kmax-

Prior solution. In MPS [25], each party i; € K independently samples a secret
vector s;; € R?. When a party wants to join the system, it encrypts its message

pi; as a local cLEV ciphertext L;; € RSH)Xd] satisfying A; L, = p;, G+ pEy,
where A;; = [I; | s;,] is the local decryption map. The evaluator has a trivial
accumulator ciphertext acc® = 1 and a trivial joint key s° = 1. The parties join
the system one by one in a fixed order (i; — -+ — i), k < Kpax. When a new
party i; joins, it uploads a cLEV ciphertext L;, which encrypts j;; under the
decryption map A;;. The evaluator uses a vector gadget product to update both
the accumulator acc/ < L;;D(acc™t) explicitly and the joint key s/ < 71 A,
implicitly, which gives s/acc! = s77'A; L; D(acd™!) = p;,87"'GD(acd 1) =
Mg iy _q = g

Once the joint key has been established, suppose an existing party i; with j <
k wants to perform an external product with the accumulator. Since party 7; can
only generate a local cGSW ciphertext C;; satisfying A;,C;; = p;; Ai,G + pE;;
under its decryption map A;;, this ciphertext cannot be interpreted under the
joint key. Moreover, its dimension differs from the accumulator, so it cannot
be used directly in the computation. To resolve this issue, MPS introduces an
RGSW extension procedure, which homomorphically extends the local cGSW
ciphertext along the party order into an RGSW ciphertext under the joint key
before performing the external product. After party i; uploads a cGSW cipher-
text, the evaluator uses secret-key-dependent evaluation keys provided by parties
4j+1,-- -, to extend the cGSW ciphertext into an RGSW ciphertext under the
joint key through vector gadget products recursively.

However, this design has two main bottlenecks. To extend a local cGSW
ciphertext of party ¢; to the current joint-key domain, the evaluator uses the
secret-key-dependent evaluation keys of the subsequently joined parties and re-
peatedly applies vector gadget products along the party order. In MPS, this
extension requires O(dk?) vector gadget products in the worst case, where d is
the gadget decomposition length. These operations, which involve gadget de-
composition and ring-polynomial multiplications, must be performed before the
actual external product and therefore introduce a significant pre-product cost.
The communication cost is also substantial. A local cGSW ciphertext of party
i; has dimension (j+ 1) x d(j + 1), and thus contains d(j + 1)? ring elements. In
the worst case, where j = @(k), each fresh cGSW ciphertext therefore requires
O(dk?) ring elements to be transmitted to the evaluator. Hence, both the com-
putation required for RGSW extension and the communication of fresh cGSW
ciphertexts grow quadratically with the number of parties.

Our solution. In our construction, each party ¢ independently samples a secret
vector 8; € REmex and defines the local decryption map A; = [Ik,.. | s
nxdn

It encrypts a message p; as a local cGSW ciphertext C; € Ryp™, satisfying
AiC; = p1; 4;G + pE;.



To address the extension bottleneck, we introduce Cofactor Compatibility.

For K = (i1,...,1x), let sgk) contain the first k coordinates of s;, (Vic); denote
the matrix obtained by deleting column j, and define
(s"HT —1
1 o~ .
Vic = , h; = (—1) det(V;C);.
(s -1
ik

We denote ﬁ;g = (EO, e ,ﬁk)—r, and define hx = (ﬁm e ,Ek,l,(), e ,O,Ek)—r €
Rmatl and wic = (ho,..., he_1,0,...,0)T € REmax The signed-minor iden-
tity yields V;dAL;c = 0 and hence hz = w%Ai for every i € K. Applying this
identity to the local cGSW relation gives hECi = uihEG + pw%Ei for every
party. Although the local maps A; differ, their ciphertexts therefore share one
projective decryption relation.

Therefore, joining a new party does not require updating a joint key or con-
verting existing ciphertexts. Existing ciphertexts remain unchanged, and the
enlarged party set only induces a new common decryption direction for decryp-
tion. For an external product, suppose a vector ciphertext ¢, satisfies hgcx =
xhio + peg, and party ¢ € K uploads a local cGSW ciphertext C; encrypt-
ing u;. Since C; already satisfies the common cofactor relation under hy, the
evaluator can directly compute c,,, = ExtProd(Cj, ¢;), where ExtProd(C,c) =
ModDown p(CD(c)). The resulting ciphertext satisfies hg-c,,,, = zpihxo + pe’.
Thus, when a previously joined party later participates in an external prod-
uct, no RGSW extension is needed, reducing the pre-product work from O(dk?)
vector gadget products to O(1).

To address the second bottleneck, we introduce the Compact-Input Tech-
nique. Party ¢ samples an independent bridge key t; and publishes once a reusable
hint H; € Rg}id" satisfying A; H; = t; A;G+pEH (mod QP). A fresh encryption
of a message p contains the d pairs (ag, by) € Ré satisfying by + t;ap = puge + pes
(mod @), where gp = Q/q¢ and ey is fresh error. Hence each fresh ciphertext con-
tains 2d ring elements instead of a dn?-element cGSW matrix. The pair (ag, be)
and the reusable hint define the conceptual cGSW block

C\) = PhI, + HiD(acl,),  AiC = pgiA;i +pEiy (mod QP).

The evaluator does not construct these blocks. Before modulus down, it reasso-
ciates the external product as C,D(c,) = P, byve + H; ), D(a¢l,)ve, where
D(e;) = (vo,...,v4—1). This fused computation has the same algebraic result
without transmitting or materializing the full cGSW input. After the reusable
hint is published, communicating each fresh ciphertext requires O(d) rather than
O(dK2,,) ring elements.

max

1.3 Related Work

Multi-key FHE in the plain model. MKFHE was introduced by Lopez-Alt,
Tromer, and Vaikuntanathan [22], followed by constructions based on learn-



ing with errors (LWE) and RLWE that support dynamic and multi-hop eval-
uation [13,26,8,29,11]. More recent works have focused on reducing setup as-
sumptions and ciphertext-extension costs. Daza et al. [15] proposed a leveled
RLWE-based MKFHE scheme without ciphertext expansion in the CRS model,
while Dai et al. [14] replaced conventional expansion with an interactive key-
lifting procedure. Luo et al. [23] further studied RLWE-based MKFHE without
a CRS.

Most closely related to our work, MPS [25] gave the first RLWE-based
MKFHE with non-interactive setup in the plain model. Their construction intro-
duces compact leveled ciphertexts (cLEV) and cGSW ciphertexts and extends lo-
cal cGSW ciphertexts to RGSW ciphertexts under a nonlinear joint key for multi-
hop evaluation. Wang, Huang, and Tang [30] subsequently obtained dynamic
multi-key GSW without a CRS, while still retaining a ciphertext-extension pro-
cedure. In contrast, our construction leaves local cGSW ciphertexts unchanged
and obtains cross-key compatibility through a common projective decryption
direction, eliminating ciphertext extension and extension key size.

Efficient MKFHE. A complementary line of work improves the concrete cost
of multi-key evaluation and bootstrapping. Chen et al. [9] introduced multi-key
Torus fully homomorphic encryption (TFHE), while Kim et al. [18] improved
multi-key homomorphic evaluation through homomorphic gadget decomposition.
Kwak et al. [20] later reduced the complexity of multi-key TFHE bootstrap-
ping to O(dkn). Recent NTRU-based constructions, including FINALLY [2§]
and Xiang et al. [32], further improved multi-key bootstrapping and key-scaling
costs. Most recently, HERDS [31] reduced the serial bootstrapping complex-
ity to O(kn) and to O(vkn) under parallelization, together with an efficient
distributed-decryption protocol. Afshar and Goyal [1] pursued a different di-
rection and obtained fully succinct MKFHE from LWE. These works mainly
optimize bootstrapping, ciphertext size, or key scaling, whereas our work fo-
cuses on the compatibility of independently generated GSW ciphertexts before
such higher-level evaluation procedures.

2 Preliminaries

For a positive integer r, let [r] = {1,...,r}. We write vectors and matrices in
bold and use (-) " for transpose. The symbol I, denotes the r x r identity matrix.
We write z <— D for sampling from a distribution D and U(T') for the uniform
distribution over a finite set 7. Let N be a power of two, R = Z[X /(X" +1), and
Ro = R/QR, where Q is odd. Let p be a prime plaintext modulus satisfying
ged(p, @) = 1, and let R, = R/pR be the plaintext ring. Every a € R (and
likewise every residue class) is represented by a(X) = Zij\i_ol a; X" For u € R,
[[ull, is the coefficient £, norm. For a ring-valued matrix, ||E|,, is the largest
coefficient magnitude among all entries. Unless stated otherwise, norms are taken
before reduction modulo @, and [z]g denotes the coefficientwise centered lift of
2 € Ro. We use [luv]],, < [lul, o]l and Jluvl, < full, o], Let x and  be



key and error distributions over R. Let K,,x denote the maximum number of
parties supported by the public parameters. For a computation,  C [Kyax]
denotes its current party set and k = |K| its number of parties. Ciphertext and
key dimensions depend on K.« and remain fixed when IC grows.

Signed mazximal minors. For a matrix V € RF**+1) gver a commutative ring, let
V= denote the matrix obtained by deleting column j, and define ¢; = (—1)7 det(V5)
for 0 < j < k. Laplace expansion gives V¢ = 0. Permuting the rows of V' mul-
tiplies every coordinate of ¢ by the same sign. Both properties follow from the
determinant expansion and its alternating property [27].

2.1 Ring Learning with Error

Definition 1 (Decisional RLWE). For a modulus g, let Ry, = R/qR. For
s < x, sample a <~ U(Ry) and e < ¢, and output (b, a) € Rg, where b = —as+e
(mod q). The problem RLWE(N, q,, ) is to distinguish this distribution from
U(R3) [24].

Definition 2 (Decisional shared-A RLWE). For s = (s1,...,8) < X",
sample one common a < U(R,) and independent e; < v, output (b1,...,b,,a) €
RZ“, where b; = —as; +e; (mod q). The shared-A RLWE problem (sARLWE),
denoted SARLWE(r, N, q,%, x), is to distinguish this distribution from U(R;) [25].

Lemma 1 (RLWE implies shared-A RLWE). If one-sample RLWE(N, ¢, 1, x)
has distinguishing advantage at most €, then rank-r shared-A RLWE has advan-
tage at most re [5,6,25].

Proof. Replace the r responses one at a time. In the hybrid for coordinate j, a
one-sample RLWE challenge supplies the common mask a and the j-th response.
The reduction samples all other secrets and errors itself and forms their responses
using the same a. Previously replaced responses are uniform. Thus sharing a does
not obstruct the hybrid, and the triangle inequality gives the factor r.

2.2 Multi-Key Fully Homomorphic Encryption

We adapt the syntax used by MPS [25], which follows Lopez-Alt et al. [22], to
fixed-capacity leveled evaluation.

Definition 3 (Leveled multi-key fully homomorphic encryption). A lev-
eled MKFHE scheme is a family of probabilistic polynomial-time (PPT) algo-
rithms

JT Fmax, L, M) — (Setup, KeyGen, Enc, Eval, Dec), Kpax, L, M > 0,
with the following syntax.

— pp + Setup(1*, 18max 12 1M) generates public parameters for security pa-
rameter A\, party capacity Kmax, circuit depth L, and lifted-wire bound M .



— (ski, ek;,pk;) < KeyGen(pp) independently generates a secret key, public
evaluation keys, and a public key for party i.

— (ct,{i}) < Enc(pp, pki, m) encrypts m € R, and attaches the singleton party
label {i}.

— A party-side compact-input extension may define (ct, {i}) < CEnc(pp, sk;,m).
Its output is supplied to Eval together with ek;.

— (cty,K) < Bval(pp, f,{(pki, eki) }iex, {(ctj, {i5})}jeq) evaluates an arith-
metic circuit f and sets KK = {i; : j € [{]}, subject to k = |K| < Kmax-

— m < Dec(pp, {sk;}ick, (ct, K)) returns a message in R,, or the failure symbol
1.

In this paper, a supported vector-accumulator circuit is an arithmetic circuit
with an evaluation order in which every multiplication applies an input cGSW
matrix to an existing vector ciphertext. Additions act on vector ciphertexts. The
scheme satisfies the following properties.

— Correctness. For honestly generated keys and ciphertexts, every supported
vector-accumulator circuit f of depth at most L whose lifted wire values have
coefficient /; norm at most M satisfies

Pr [Dec(ppa {Ski}iEKa (th7 IC)) = f(mla cee 7m€)] Z 1- negl()\),

where equality is in R, and (cts, K) is returned by Eval on the corresponding
outputs of Enc or CEnc.

— Compactness. There exists a polynomial poly such that the size of ct; and
the running time of Dec are bounded by poly(\, Kiax, L,log M), indepen-
dently of the size of f.

2.3 Gadget Decomposition, cLEV, and cGSW

Following the gadget notation of MPS [25, Definition 5], let g = (go,...,94-1) €
RY .
QP

Definition 4 (Scaled gadget decomposition). 4 map D: Rg = Rp is a
P-scaled decomposition with respect to g if, for every x € Rq,

ID@)l. < By (g.D(@) = Po (mod QP).
The map is applied entrywise to vectors and matrices. For dimension m, set
Gm=8" ®ILn=[g0lm - ga—1ln] . (1)
For every compatible X over Rq,
GnD(X)=PX (mod QP). (2)

We instantiate this definition with an RNS basis Q = Hzl;é q¢ of pairwise
coprime moduli. Let P be coprime to p@Q, set Q¢ = Q/q¢, and take gp = PQy. The



¢-th component of D(x) is the base extension to Rgp of (x mod ¢,)(Q; ' mod gy).
Thus d counts the @ limbs, whereas P is used only for arithmetic over Rgp and
modulus down. We write n = Ky.x + 1 and G = G,, when the dimension is
clear.

For z € Rgp, choose a coefficientwise correction pd(z) satisfying pd(z) = =
(mod P), and define

ModDown p(z) = %@5(’2) (mod Q). (3)

The map is applied entrywise, and Bs bounds the coefficients of §(z).

Definition 5 (Vector external product). For C € Rgﬁdm and ¢ € Ry,
define
ExtProd(C, ¢) = ModDownp (CD(c)) € RS- (4)

This is the RNS analogue of the vector external product of MPS [25, Defini-
tion 9].

Definition 6 (Shared-A, cLEV, and cGSW relations). A shared-A cipher-
text of p € R}, under s € R" is ¢ = (by,..., by, a) satisfying

Ase=p+pe (mod Q), As =11, ] s].

A cLEYV ciphertext of u € Ry relative to the same map is a matriz L € R
satisfying

(r+1)xdr
QP

AsL = uG, + pEr, (mod QP).

A cGSW ciphertext of u € R, relative to the same map is a matric C €

Rggl) xd(r+1) satisfying

AC = UASG7‘+1 +pE (mOd QP)
for a small error matrix E.

These are the cLEV and ¢GSW formats of MPS [25, Section 3.1], with er-
rors scaled by the plaintext modulus. RGSW uses a scalar left decryption row,
whereas cGSW uses the shared-A map [I, | s].

3 Cofactor Compatibility

In plain-model multi-key GSW evaluation, ciphertexts generated under unre-
lated local decryption maps are not directly compatible. MPS [25] resolves this
mismatch by extending each local cGSW ciphertext to an RGSW ciphertext un-
der a joint key. We instead derive a common cofactor relation for the local maps
and use it to evaluate their ciphertexts without conversion.



3.1 Multi-Key Somewhat Homomorphic Encryption (SHE) with a
Common Decryption Direction

Fix a current party set K C [Kpax] with & = || > 1. Party ¢ € K has a
local decryption map A; = [Ik,,. | si]. Suppose its cGSW ciphertext C; €

Rg;m"“‘H)Xd(Km“H) encrypts p; € R, and satisfies

AiCi = i AiG + pE;  (mod QP). (5)

Definition 7 (Common decryption direction). A nonzero vector hx €
REmaxt1l s q common decryption direction for K if, for every i € K, there
exists wi; € REm such that hy = wgiAi, or equivalently, if hy- lies in the
intersection of the row modules of the local maps A;.

Write £ = (41,...,%) in canonical order. Here i1,...,17; identify parties,
while the second index in s; ; identifies a coordinate of party i’s fixed-capacity

secret vector. For each party, let s = (8i.0y---,8ik—1) be the first k coordi-

nates of s;. Form the k x (k4 1) matrix
Kk
(50T —1
Vic= oo hy = (=1) det(Vio)s, (6)
(sy )T =1
where (V;g); deletes column j and 0 < j < k. Embed the cofactor vector ﬁ;{ =

(ﬁo, . ,ﬁk)—r and its head in the fixed ambient dimensions as

h}C = (/};07 s 7};]{:71, O, eey O,ﬁk)—r (= RKnlax+17

~

wic = (ho, ..., hi_1,0,...,0)T € RFmax,

Lemma 2 (Common cofactor relation). Over the commutative ring R, V;ngL;g =
0 and hz =wiA; for everyi € K. If hic # 0, it is a common decryption direc-
tion for K. In particular, hio mod p € R; implies hic # 0 and makes hi o an
inwvertible decoding coefficient. A permutation of the parties multiplies all coor-
dinates of hi by the same sign.

Proof. The signed-maximal-minor identity from Section 2 gives V]Ci;//c = 0.
Hence (sgk))—r(ho, .ooyhg—1)T = hy,, which proves h,z = w{- A; after embedding.
The row-permutation statement follows from the same identity.

Lemma 3 (Cofactor compatibility). For every i € K, an unmodified local ci-
phertext satisfying (5) also satisfies hy-C; = ,uihEG—i—pw,EEi (mod QP). When
hi,o mod p is a unit, this is a common projective relation with a valid decoder
obtained by inverting hico in Rp.

Proof. By Lemma 2, by = wy-A; for every i € K. Therefore, left-multiplying (5)
by wy- gives hy-C; = pihgG + pwiE; (mod QP).

10



Projective decryption. The framework requires a decodable common direction
rather than the fixed normalization hx o = 1 in Rqg. Scaling hx and the cor-
responding phase by the same factor preserves the decoded message when that
factor is a unit modulo p and the scaled phase still satisfies the no-wrap con-
dition. Compatibility therefore depends on the common direction rather than
a chosen normalization. Forcing hx o = 1 during evaluation would require di-
vision by hx o in Rg. Such an inverse may not exist. Even when it exists, its
centered representative may be large enough to destroy the small-error relation.
We therefore retain the unnormalized cofactor vector during evaluation.

Suppose the final vector ciphertext satisfies hgc = phio + pe (mod Q).
The decoder takes the centered lift, reduces it modulo p, and normalizes in the
plaintext ring as

p = (hio mod p)~* ([h,—gc]Q mod p).

This succeeds whenever hx o modp is a unit in R, and the phase has not
wrapped modulo ). Theorem 1 bounds the probability that the unit condi-
tion fails for honestly generated keys, and Theorem 2 establishes the required
no-wrap condition.

3.2 Extension-Free Multi-Key GSW Evaluation

For a party set IC, every local cGSW ciphertext satisfies the same cofactor re-
lation. On the event hx o mod p € R}, this relation gives a common projective
decryption direction.

Lemma 4 (RNS external-product relation). Let C; satisfy Lemma 3, and
let a vector ciphertext satisfy hECm = zhi o + pe; (mod Q). Set z = C;D(c,)
and let pd = z (mod P) be the correction used by ModDownp. Then

LED(cy) — hyé
hEExtProd(Ci, c.) =xphco+p (uiez + Wr (;) K (mod Q).

Proof. The compatibility relation and (2) give
hiz = p;Phyc, + pwy-E;D(c,)
=zu; Phi o —&-p(P,uieg; + w;EiD(cw)) (mod QP).
Applying (3) gives the stated relation modulo Q. Indeed, z —pd is divisible by P
componentwise. After subtracting the message term and pPp;e,, the displayed

relation shows that p(w- F;D(c,) — hy-8) is divisible by P. Since ged(p, P) = 1,
the error numerator is also divisible by P.

3.3 Conversion-Free Party-Set Growth

The cofactor construction defines a common left relation for every party set of
size at most K.y in the fixed (Kax + 1)-dimensional ciphertext space. On the
unit event, this relation gives a decodable projective direction. Enlarging a party
set changes the relation used to analyze and decrypt a ciphertext but does not
change the ciphertext itself.
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Proposition 1 (Closure under party-set growth). Let ¢ be an intermediate
vector ciphertext obtained from local cGSW inputs owned by parties in K using
extraction, vector addition, and RNS external products. For every T 2 K with
|T| < Kmax, the same evaluation trace establishes the corresponding relation for
c under hy. Hence enlarging the party set requires neither ciphertext conversion
nor evaluation keys.

Proof. Fix T D K. Every leaf matrix C; is owned by an ¢ € T, so Lemma 3 gives
its cGSW relation under hy. Extraction is the external product with e, vector
addition preserves the relation, and Equation (4) preserves it for each subsequent
external product. Induction over the evaluation trace proves the claim.

For an honestly generated fixed set 7, Theorem 1 bounds the probability that
the required unit condition fails. The fixed ambient dimension and the noise
budget must accommodate the final party set.

4 Compact-Input Technique

In Section 3, each fresh cGSW input is communicated to the evaluator as a full
local ¢cGSW matrix containing O(dn?) ring polynomials. This communication
cost grows quadratically with the system capacity. Our compact-input technique
moves the cGSW structure into a reusable local hint and represents each fresh
message by a compact GLEV ciphertext. After the hint has been published
once, each fresh ciphertext contains only O(d) ring polynomials, with no explicit
dimensional dependence on K ax.

4.1 Compact Fresh-Input Communication

Let party ¢ have local decryption map A; = [Ik,.. | s:|. In addition to s;, it
samples an independent scalar bridge key ¢;. The party publishes a reusable local
hint H; € ’Rg?d" satisfying A;H; = t;A;G + pEf (mod QP). For a € Rg, the
hint satisfies
A;H;D(al,,) = t;PaA; + pEFD(al,).

For compact encryption, write § = (go, ..., G4—1) with go = Q¢ € R, so
that go = Pg, under the natural embedding into Rgp.

For every evaluation-gadget level 0 < ¢ < d, a fresh encryption of p under t;
consists of (ag, by) € R?Q satisfying

by + tiap = pge + pe,  (mod Q).

The resulting compact GLEV ciphertext contains 2d ring elements.
To lift it into the local cGSW domain, define

C) = PbI, + HD(a,I,) (mod QP). (7)

Here Pb, is well defined in Rgp because changing an integer lift of b, by a
multiple of ) changes Pb; by a multiple of QP. The lifting algorithm outputs

Lift(H;, GLEVE (1)) = C, = [C) | -+ | C{*Y).

12



Lemma 5 (Correctness of the lift). The matriz C,, is a local cGSW cipher-
text of p relative to A;. More precisely,

A,CY = pgeA; + pEiy (mod QP),
Ei,l = Pe,A; + Ef'D(acl,),

Consequently, N
A, C, = pA;G +pE; (mod QP). ()

Proof. Using the reusable-hint and compact-ciphertext relations,
A;CH) = PbyA; +t;PagA; + pEF D(aI,)
= P(by + tiag)A; + pE['D(asI,)
= ngeA; + pEiy.
Concatenating the d block relations gives (8).

4.2 Fused External Product

Let ¢, be an existing vector ciphertext and write its decomposition as D(¢;) =
(vo,...,v4-1), where Pc, =, gev; (mod QP). Materializing the conceptual

c¢GSW matrix and applying it to ¢, would give >, C’,(f)vg. Substituting the lifted
blocks and exchanging the two finite sums gives

d—1 d—1 d—1

> vy =Py b+ H, (Z D(aﬂn)w> :

=0 =0 =0
Setz =P ,byvpand W =}, D(a¢l,)ve, and define FExt(H;, GLEVE (1), cz) =
ModDownp(z + H;W).
Lemma 6 (Correctness of FExt). For the conceptual lift C,, in (7),

FExt(H;, GLEV? (1), ¢,) = ExtProd(Cy, ;) (mod Q). (9)

Proof. Substituting (7) gives

CuD(cg) = Z C’l(f)w
¢

=P Z bevy + H; (Z D(aeln)ve)
¢ ¢

Applying ModDownp to both sides proves the claim.

Proposition 2 (Evaluation completeness). For every supported vector ac-
cumulator circuit, lifting each compact input and applying the evaluation algo-
rithm yields a valid evaluation. Any occurrence of ExtProd(Lift(H;, GLEVE (1)), ¢)
may be replaced by FExt(H;, GLEVE (1), c).

Proof. The claim follows from Lemmas 5 and 6.
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5 MKFHE Constructions

In this section, we first instantiate the cofactor compatibility technique of Sec-
tion 3 with full local cGSW ciphertexts. We then combine it with the compact-
input technique of Section 4 to reduce the communication cost of fresh encrypted
inputs.

5.1 Levis-fast

We instantiate Levis-fast following the leveled MKFHE syntax of Definition 3
then analyze its correctness and noise growth.

Setup. On input (1}, 15max 1L 1M the setup algorithm selects ring and RNS
gadget parameters (N, Q, P, p, (¢¢)i<q) and distributions (x, Xr, ¥pk, ¥r) satisfy-
ing the security and correctness conditions developed below. It outputs these val-
ues together with (Kax, L, M) as pp. The long-term secret distribution x is co-
efficientwise uniform over {—1,0, 1}. The distribution x, denotes the ephemeral
distribution, and ¥k, ¢ are centered error distributions.

KeyGen. Each party independently samples s; < xXmex q; «+ U(Rgp), and
e; « ¢hmex. Its public key is p; = (—sia; +pe;,a;) € REp>+' It outputs

(Skia eki7pki) = (Si, ®7pz)

Enc. On input (pp, pk;, u) with p € R, independently sample r, < x, and
n, « Yf for each ¢ € [dn], set C[:,¢] = p;,re + pny + uG[:, £] (mod QP), and
output (C, {:}) with C € Rgfpd".

Eval. On input (pp, f, {(pki, ek:) }icr, {(ctj, {i5})}jerq), evaluate f gate by gate
using vector ciphertexts over Rg. The accumulator can be initialized as a vector
ciphertext by ExtProd(C,ep). Vector addition is cy4y = ¢z + ¢y. If Cy is a
cGSW ciphertext encrypting y, multiplication is ¢;, = ExtProd(Cy, c¢;). Each
ciphertext is maintained together with a party label. A gate on (ct,, K,) and
(cty, K,) outputs a ciphertext labeled by K, U K, provided that |K, U K,| <
Kmax~

Dec. On input (pp, {sk;}icic, (ct,K)), take ¢ = Extract(C') when ¢t = C' is a
matrix, and set ¢ = ct otherwise. Compute hi from the parties’ secret keys and
return L if hx o is not a unit in R,. Otherwise, output Dec(hk, ¢) = (hx,o mod

p)~! ([hxcclg mod p).

Correctness Analysis The correctness analysis focuses on the decodability of
the cofactor direction and the associated error growth. We first establish the
decoding condition, then bound the probability that hx ¢ mod p is not a unit,
and finally propagate the cofactor-weighted error through evaluation. When the
party set is fixed in the following analysis, write K = (41,...,%x) and abbreviate
h = hx and w = wg.
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Lemma 7 (No-wrap decoding). Suppose h'ec = uhgy + pe (mod @), ho mod
p is a unit, and ||pho + pel| . < Q/2. Then Dec returns p mod p.

Proof. The centered lift equals the actual polynomial phg 4 pe under the stated
bound. Reduction modulo p removes pe. Multiplying by the plaintext-ring inverse
of hg recovers the message.

Invertibility with ternary secrets. Let p be an odd prime, f, = ordan(p), and
gp = N/f,. The polynomial XV + 1 has g, distinct irreducible factors over F,,,
each of degree fp.

Theorem 1 (Invertible decoding coordinate). Let p be an odd prime. For
a fized honestly sampled set of k parties whose secret coefficients are independent
and uniform over {—1,0,1}, the cofactor construction satisfies

k-1
Prlho ¢ Ry] < ep Nk i= Gp 237ij < %. (10)
j=1

For every fized odd prime p, this probability is 2= as the power-of-two
dimension N grows.

Proof. Since p { 2N, the polynomial X~ 4+ 1 is square-free over F, and factors
into g, irreducible polynomials Fi, ..., Fy of degree f,. Let ay be a root of Fy.
The Chinese remainder theorem gives R, = [[7", Fprs ho € Ry <= ho(aw) #
0, V£. It therefore suffices to bound Pr[hg(cay) = 0] for one factor.

Fix a root @ = ay and write s(X) = Zf,\[;ol ¢ X". After conditioning on
Cf,s---,CN—1, their contribution is a fixed element v € Iprp7 and s(a) = v+

E{”;Ol cra”. The elements 1, , . .., af»~1 are linearly independent over F,. Since
p is odd, the map from (co,...,cz,—1) € {~1,0, 1}/» to the displayed sum is
injective. Consequently, Maxger ;. Pr[s(a) =] <7, 7m:=3"7/r.

The claim is immediate for £ = 1, when hg = —1. Assume k > 2. Subtracting
the first row of the minor defining hg from every remaining row and expanding
along the last column gives, up to sign, ho(a) = det(Dy), Do = (si, () —
Siy.j(@))2<r<k, 1<j<k—1. Condition on the first party’s secret. The entries of D,
are independent, and each has maximum point probability at most .

Set m = k — 1 and reveal the rows of D, in order. A random vector with
independent coordinates of maximum point probability at most 7 lies in a fixed
codimension-c subspace with probability at most 7w¢. Applying this bound at the
first dependent row gives

k—1
Pr[D,, is singular] < 7™ + 7™ 1 4 ... 41 = ij.
j=1

A union bound over the g, factor fields proves (10).
For the asymptotic claim, write N = 2% and let ¢, = max{vs(p—1), va(p+1)}.
For fixed p and a > t,, the standard order-lifting identity gives f, = 2¢1=% and

gp = 2'»~1. Hence f, = ©,(N) while g, is constant, and the failure probability
is 272 (V).
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Cofactor magnitude and error propagation. For chosen integer lifts of the inputs,
let m,, € R denote the value at wire w obtained without intermediate reduction
modulo p, and define My = max{l, maxycy |[|[Mmy|;}. Suppose each relevant
secret component satisfies [|s; j||; < H. For a uniform bound over all party
sets of size at most K ax, subtracting a baseline row in each minor and using
submultiplicativity gives

L= > |l € Kmax! (2H)Smext, (11)
J<Kmax
1h0llae < (Bmax — DI2H)mex1, (12)
Ln:= > |hlly <1+ H)Ly. (13)
J<Kmax
For (13), use hr,,., = >k, .. Si,jh;j- The bounds hold for all keys satisfying the

norm restrictions. For uniform ternary secrets, H < N. The cofactors increase
coefficient norms. They remain elements of the same degree-(N — 1) ring. For
public encryption, if ||r||, < H,, |€;||,, < Bpk, and [|n||, < B, then

BO < LprkHr + L, Bt. (14)

These are bounds on the base error, before multiplying by p. Let I'rns = dnN B,.
For an RNS external product whose matrix operand has common-direction error

at most B¢, define

2(Be) = [FRNSBCP+ Lth—‘ .

Indeed, if the matrix encrypts y and the vector ciphertext has error e,, Lemma 4
gives By < |lyll; Bz + Z(Bc). Vector addition satisfies 3,4, < 8, + By. For the
Levis-fast set fext = Z(Bo) and Arns = max{2, M + 1}. Induction over a sup-
ported depth-L vector-accumulator circuit gives B, < AkygBext. No indepen-
dence between accumulated errors, RNS digits, and modulus-down corrections
is assumed.

(15)

Theorem 2 (Fixed-capacity leveled correctness). Fiz a set of at most
Knax honestly generated parties and a supported vector-accumulator circuit f
over R, of depth at most L whose lifted wire values satisfy My < M. Assume
the conditions of Theorem 1 and that all sampled error and ephemeral-secret
bounds above hold except with total probability ég. If

Q > 2(M [[hol| o + PAfinsBext) (16)

using the deterministic upper bounds (12) and (14), then the decoded result is
correct except with probability at most 0 + €p N, Ko -

Proof. Lemma 2 supplies the shared input relation. Induction using the RNS
external-product recurrence and vector addition gives the output error bound.
The definition of My and the assumption My < M give ||mousholl, < M ||ho
so (16) implies Lemma 7’s no-wrap condition. Union the error-bound failure
event with Theorem 1’s bad-key event.
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For subgaussian coefficient errors, a union bound supplies the values Bpx and
Bt required by the theorem: T' coefficients with parameter 7 have magnitude
at most 74/21n(27/0g) except with probability d5. A reused public-key error is
counted once. Parameters must satisfy (16), the RNS decomposition bounds, and
the RLWE hardness requirements simultaneously. At fixed (Kpax, L), ciphertext
dimensions are independent of circuit size, while the leveled parameters may
depend on L.

Theorem 3 (Asymptotic parameter feasibility). Let Kpax(A) and L())
be polynomially bounded. Let p and N be admissible polynomially bounded pa-
rameter families with p t 2N and €, N k... negligible in X. Assume that the
execution samples polynomially many coefficients whose high-probability bounds
are polynomial in (A, Kmax, L, N) and that M is polynomially bounded. Assume
admissible RNS families for which d, log By, log Bs, and log P are polynomially
bounded. Then there exist moduli QQ coprime to pP for which Theorem 2 has neg-
ligible failure probability and every public parameter has polynomial bit length.
If the resulting RLWE instances are pseudorandom, the same parameter family
also satisfies Theorem /.

Proof. The assumed bound on €, v k,,,, makes the nonunit event negligible.
Since H = O(N), Equations (11)—(14) give

1Og2 ﬂO = O(Kmax 1Og Knax + Kmax 10g N + log(BpkHr + NBf)) . (17)

The assumed RNS bounds make log I'rns, 1og Bext, and log Agns polynomial
in (A, Kax, L, N). Consequently, the bit length required by (16) is polynomial.
Choose an RNS modulus @ of sufficient bit length and coprime to pP. Thus the
complete parameter description is polynomial in (A, Kyax, L). The final security
statement is conditional on the stated computational assumptions and does not
constitute a concrete hardness estimate.

Security of Levis-fast The cofactor vector is computed from secret keys only for
decryption and never appears in the public material of Levis-fast. We formalize
the static-coalition game and give the corresponding hybrid argument.

Static-coalition security game. We use indistinguishability under chosen-plaintext
attack (IND-CPA) with a static coalition. Let U users be registered. Before their
keys are sampled, the adversary fixes a corrupt set. Honest keys use independent
randomness. Corrupt users’ honestly generated secrets are given to the adver-
sary. A hidden bit b chooses the left or right message in each challenge query
(i, o, p1) for an honest user. The challenger returns the corresponding matrix
ciphertext produced by Enc. Queries may be adaptive and there may be poly-
nomially many. Their messages are ordinary adversary-selected elements of R,
not challenger-supplied functions of unknown secret keys. Public computation
of all challenge ciphertexts, including extraction, is unrestricted. The advantage
is the absolute difference between the probabilities that the adversary outputs
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one in the two worlds. The game protects inputs against the evaluator and a
static colluding coalition. Collaborative-decryption transcripts and outputs are
outside this experiment.

Theorem 4 (Public-key multi-user IND-CPA). Suppose the two RLWE
distributions in Section 2 are pseudorandom. Let Uy be the number of honest
users, and let J be the total number of challenge ciphertext columns. With a
conservative convention for distinguishing advantage,

AdVCPA < 2Uthax Epk + 2l]hJSenC) (18)

where epk bounds a one-sample RLWE distinguisher modulo QP for (x,¥px) and
Eenc bounds an n-sample distinguisher modulo QP for (x,,¥r). Reductions have
polynomial simulation overhead. The same bound applies after any polynomial-
time public evaluation.

Proof. For either message world, replace each honest public key by a uniform
vector in R)p. Lemma 1 performs this replacement response by response at
cost at most UpKmaxepk. Next replace the pre-message term pr + pn in every
challenge column by a uniform vector. For uniform p, its coordinates form RLWE
samples sharing the ephemeral secret r. Sequential replacement of the columns,
including a guess of an adaptively selected party and column, costs at most
UpJ€enc. The shifts uG[:, €] preserve uniformity. Applying the hybrids to both
message worlds and using the triangle inequality proves (18). Public evaluation
is efficient postprocessing.

The invertibility of hg is a correctness condition and does not affect key genera-
tion. Concrete security parameters must account for both the underlying RLWE
hardness and the reduction losses in (18) [3].

5.2 Levis-small

Levis-small extends Levis-fast with the party-side CEnc syntax of Definition 3 and
the technique of Section 4.

Modified Setup. Retain the RNS gadget G = G,,, its decomposition D, and its d
limbs, where n = K.y + 1. Extend pp with (x¢, %in)-

Modified KeyGen. In addition to the base key pair, party ¢ samples t; < x:
independently. For every column j € [dn], it samples r]H + X and nf — PP
and sets

Hi[..j] = pirl + o + G, 5] (mod QP).

Set H; € R%?d" and output (sk;, ek;, pk;) = ((si, i), Hi, D;)-
CEnc. On input (pp, ski, ) with p € R, independently sample a; < U(Rq)

and ey < 1y, for 0 < £ < d, set by = —t;ap + pge + pee (mod Q), and output
(GLEVE (1), {i}), where GLEVE (1) = ((as,b0))i=; € (RB)".
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Modified Eval. On input (GLEVtgi (1),{i}) and ek; = H;, the evaluator may
output B
(Life(H, GLEVE (1)), {1})

and apply Levis-fast algorithm. Given a vector ciphertext (¢, Ky ), it may instead
output B
(FExt(H;, GLEVE (1), c,), Ky U{i}),

as defined in Section 4, provided that |[K, U {i}| < Knax. Subsequent gates use
the Levis-fast evaluation algorithm and its party-label union rule.

Dec. Run the Levis-fast decryption algorithm using the s; component of each
Sk?i = (Si,ti).

Correctness Writing n]H = (nffeadd,nfist,j), define EF[:, j] = eiTjH + W}Iiad,j +
smgst’j. Then A;H; = t;A;G + pE (mod QP). For any current party set K
and i € I, Lemma 2 gives h; = wj - A;. Applying this identity to the reusable
hint gives hEHi = tihEG + p'wEEiH . Thus H; and every compact ciphertext of
party ¢ remain valid for every future admissible superset of that party. Neither
object is modified when the party set grows. Let (¢, KC;) be an existing vector
ciphertext and set £ = K, U {i}. Let €, = wgﬁz If h;az = zhic,o + peg, let
z be the fused expression before ModDownp and let pd = z (mod P) be its
correction. Lemmas 5 and 6 give

D(c,) — hid

hEFExt(H,», GLEVE (1), ep) = zphio+p (uegj + i iz (mod Q).

(19)
The fused computation is identical to the explicit lift followed by an external
product. Suppose HerH1 < H,, |leil < Bpk ||nf < By, |lee|lo, < Bin, and
the RNS digits are bounded by B,. Then

||oo

HwEEzHHOO < BH = LprkHr + Lth7

A
H’w;cEi,e

| < Bun == PBuHy + dNB, B, (20)
(o9}

where Hh = MaXp< <K, ||h]||1 < max{l,H}Lw.

max

Theorem 5 (Correctness of Levis-small). Fiz an honestly generated party set
of size at most Kyax and a supported vector-accumulator circuit of depth at
most L whose lifted wire values have £1 norm at most M. The evaluator may
lift a compact input before an RNS external product or apply it directly to a
vector ciphertext with FExt. Let Bug be defined by (20), set S, = max{fo, Pt },

& = =(58y), and Agns = max{2, M + 1}. If all sampling bounds hold except
with probability dcmp and

Q > 2(M [[holl + PAfNsBixt) (21)

then Levis-small decrypts correctly except with probability at most demp~+cp, N, K

max *
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Proof. Lemma 5 makes every lifted input a valid local cGSW ciphertext. Equa-
tions (19), (20), and (15) give Bz, < ||pll; Bz + = (Bus) for a compact gate. Since
every lifted wire value has norm at most M, induction over the circuit gives
Bout < AknsBi. Equation (21) implies the no-wrap condition of Lemma 7.
Combining the sampling failure with the nonunit event proves the claim.

Security The public material now contains objects from two independent secret
domains: H; € Rg?fl" is a target-domain encryption of ¢; under A;, whereas the
compact pairs lie in RzQ and are RLWE samples under ¢;. We assume circular
security for the following joint distribution. For independent s; + y®max and
t; < Xt, the joint distribution of pk;, H;, and polynomially many compact inputs
under ¢; is computationally indistinguishable when H; is replaced by a uniform
matrix of the same dimensions.

Theorem 6 (Static privacy of compact inputs). Assume the RLWE con-
ditions of Theorem 4, circular security for the joint distribution described above,
and that multi-sample RLWE(N, Q, ¥, x¢) s hard. Then the compact-input con-
struction is IND-CPA secure in the static-coalition game for honestly generated
keys and hints and a polynomial number of compact-input queries.

Proof. For each honest party, apply circular security to replace H; by a uni-
form matrix while retaining the compact inputs under ¢;. Next replace all pairs
(be,ar) by uniform auxiliary-key RLWE pairs. The shifts pge preserve unifor-
mity. Repeating over honest parties and applying the triangle inequality proves
the claim. Reuse of H; is covered by replacing its columns once, and reuse of ¢;
is covered by multi-sample auxiliary RLWE.

Communication and Arithmetic Cost For one party supplying mj, fresh
inputs, Levis-fast sends mi,dn? ring elements. Levis-small sends one dn?-element
hint over Rgp and 2d elements over Rq for each fresh ciphertext; compact
ciphertexts contain no P limb. After the party publishes its reusable hint, the
communication required for each subsequent fresh ciphertext drops from dn? =
O(dK?2,,) to 2d = O(d). The exact amortization threshold depends on the byte
sizes of @ and QP.

For decryption, the evaluator sends the extracted vector ciphertext, which
contains Kmax + 1 elements of Rg. A fresh input that will serve as a matrix
operand is retained as a full cGSW matrix of d(Kpax + 1)? elements of Ragp-

Ignoring additions, multiplication by P, digit extraction, and modulus down,
an RNS external product between a full n x dn cGSW matrix and a decomposed
vector uses dn? ring multiplications. Computing z, the aggregated decomposition
vector W, and H; W uses respectively dn, d>n, and dn® ring multiplications. The
fused count is therefore d(d + 1)n + dn?; its benefit is avoiding materialization
of the lifted matrix, not reducing this multiplication count below a full external
product.
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5.3 Discussion

We first discuss an additional consequence of cofactor compatibility: evaluation
is independent of the multiplication order. We then briefly describe how boot-
strapping and distributed decryption can be incorporated into our construction.
The latter two components are not the focus of this work and are included only
for completeness.

Order-independent evaluation. In MPS [25], the joint key depends on the multi-
plication order. Consequently, ciphertexts produced under different multiplica-
tion orders may be associated with different joint keys and require key switching
before they can be combined in subsequent computations. In our construction,
the cofactor relation is independent of the ordering of the participating parties.
Permuting the rows used in the cofactor construction changes the signed-minor
vector only by an overall sign, which represents the same projective decryp-
tion direction. Therefore, ciphertexts produced under different evaluation orders
remain compatible, and no key switching is required to reconcile different mul-
tiplication orders.

Bootstrapping. As in MPS [25], Levis-fast can be extended to general bounded-
depth circuit evaluation by retaining intermediate ciphertexts in the cGSW ma-
trix form and applying the standard GSW-style internal product. Cofactor com-
patibility is preserved under this operation, so the product of two compatible
matrix ciphertexts remains a compatible matrix ciphertext, without first con-
verting either operand to a joint-key RGSW representation. This provides the
multiplicative closure needed for multi-hop evaluation. Full homomorphism can
then be obtained by bootstrapping under an appropriate circular-security as-
sumption. In particular, each party publishes local cGSW encryptions of its
secret-key components, and the evaluator homomorphically evaluates the de-
cryption circuit, including the computation of the cofactor vector, the decryp-
tion phase, and the final normalization. Levis-small can use the same procedure
after lifting its compact ciphertexts to the local cGSW form.

Distributed decryption. Asin MPS [25], the participating parties can perform dis-
tributed decryption using a generic secure multiparty computation (MPC) pro-
tocol. Each party provides its local secret key as a private input, and the parties
jointly evaluate the cofactor construction and the decryption circuit, revealing
only the decoded plaintext. As in MPS, the resulting plain-model MKFHE can
also be combined with the generic transformation of Ananth et al. [4] to obtain
one-round decryption.

6 Evaluation

6.1 Experimental Setup

We provide a C++ proof-of-concept implementation of Levis-fast and Levis-small.
We use the Intel Homomorphic Encryption Acceleration Library (HEXL) [7] to
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Table 2. Parameter sets targeting at least 128-bit classical security. Each entry gives
(Na IOgQ Q7 U)'

Kmax  MPS [25] Levis-fast Levis-small
2 (4096,100,3.2) (8192,96,4) (16384,144,4)
4 (8192,214,3.2) (16384, 135, 4) (16384, 208, 4)
6 - (16384, 168, 4) (16384, 235, 4)
8 (8192,214,3.2) (16384,205,4) (16384, 270, 4)

accelerate number-theoretic transform (NTT) operations. All experiments are
conducted on a machine equipped with an Intel Xeon Platinum 8358 central
processing unit (CPU) at 2.60 GHz and 2 TB of random-access memory (RAM),
running Ubuntu 22.04. For timing measurements, we execute each protocol 50
times and report the average runtime. All experiments are performed using a
single thread. All parameter sets provide at least 128 bits of computational se-
curity.

6.2 Parameter Selection and Analysis

For MPS [25], we use the reported parameter sets in their paper. For Levis-fast
and Levis-small, we select the parameters using the LWE Estimator [3] under the
same security target. Table 2 lists the parameter sets used for the comparison.
For Levis-fast and Levis-small, the 55-bit special modulus P is used only for
arithmetic over P and modulus down and is not included in log, ). As in
MPS [25], we choose parameters for supported circuits of depth L = 2.

Plaintext-Ring Invertibility As in MPS, we select p = 257. For N = 2% > 128, the
identity v9(257% —1) = 8+t gives ordan (257) = f = N/128. Thus XV +1 has 128
irreducible factors of degree f over Fas7. For a root « of one factor, let ¢ = of.

Then ¢ generates FJ... A ternary secret satisfies s(a) = Zj:_ol o’ S;, where the

independent variables S; = szo cj+beb use disjoint secret coefficients. Let
w = e2™/27 and F(u) = 1+w" +w™*. For t # 0, the Fourier coefficient of S; is

127
P(t) =3[ F(e¢®) = —3712.
b=0
Indeed, (1?8 = —1, so the product selects one element from each pair {u, —u}.

Moreover, F(u) = w (1 — w3*)/(1 — w"), and multiplication by 3 permutes
FJ.-. The squared product is one, and its sign is negative because it contains
one representative from each of the 43 pairs on which F' is negative. Fourier
inversion gives

PLlS, = o] = (1—256-37128)/257, 2 =0,
T (137128 /257, x #0.
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Table 3. Comparison of communication and runtime for MPS, Levis-fast, and
Levis-small for the 128-bit security level. Levis-fast denotes the construction with full
local cGSW inputs. Levis-small denotes its compact-input variant with reusable hints
and compact online inputs. All rows use full occupancy, so k = Kmax. Communication
is reported in mebibytes (MiB), and runtime is reported in milliseconds (ms).

Communication (MiB) Runtime (ms)
Scheme k Setup Join Post Setup Enc. Join Post-EP
MPS 2 7.025 4.151  2.076  237.646  65.773 12.652  212.046
MPS 4 178.467 56.689 14.172 3667.193 236.183  76.354 1175.027
MPS 8 2202.188 359.438 44.930 52402.044 993.193 463.975 12885.840
Levis-fast 2 0.000 5.309 2.654 10.289  28.688 6.314 3.130
Levis-fast 4 0.000 111.328 27.832 70.608 236.694  82.838 22.259
Levis-fast 6 0.000 512.203 85.367 161.730 645.139 305.027 57.936
Levis-fast 8 0.000 1316.250 164.531  289.178 1078.499 645.305 92.424
Levis-small 2 20.988 1.688 0.844 192967 10.703 38.174 18.033
Levis-small 4 205.469 6.500 1.625 1527.596 17.080 251.612 59.711
Levis-small 6 832.617 13.770 2.295 5350.210 23.482 689.853  114.089
Levis-small 8 2467.969 25.313  3.164 15581.823  31.065 2011.792  236.810

Consequently, with 7y = ((1 + 37128)/257)N/128 Theorem 1’s rank argument
gives

S

-1
Prlhico ¢ Razr| < 128 773\/ <
1

1287 N
].—’R'N.

(22)

J
For N = 4096, 8192, 16384, the negative base-two logarithms of these bounds are

at least 249.18, 505.36, and 1017.72, respectively. With eight registered parties, a
union bound over all 247 nontrivial party sets remains below 224! at N = 4096.

6.3 Concrete Evaluation

Table 3 presents our concrete evaluation. Communication counts serialized public
material and ciphertexts transmitted to the evaluator. Setup includes one-time
public and evaluation keys, including the reusable hints. Join includes the cipher-
texts used to form the current party-set computation. Post includes the fresh
ciphertext used by the post-join external product. Final-result transmission and
distributed-decryption traffic are outside this benchmark. Setup and Join are of-
fline, one-time costs, so we compare the recurring costs using the Post and Post-
EP columns. Post-EP denotes the post-join external-product stage. For MPS, it
includes RGSW extension and the subsequent external product. The post-join
cost depends on the position of the party supplying the fresh ciphertext in the
multiplication order. An earlier party has a smaller local ciphertext but requires
a longer RGSW-extension path to the current joint key, whereas a later party
has a larger local ciphertext but requires less extension work. In particular, the
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first party incurs the smallest communication cost and the largest post-join com-
putation cost, while the last party exhibits the opposite behavior. We therefore
report the average MPS post-join cost over all k party positions. For each posi-
tion, we repeat the measurement 50 times and first average these runs; the values
reported in Table 3 are then averaged over the k party positions. For Levis-fast, it
contains only the external product. For Levis-small, it contains the fused lifting
and external-product computation. For communication measurements, we use
seeded serialization for uniformly random mask components. In Levis-small, the
d mask polynomials a, are regenerated from a short PRNG seed, so only the d
body polynomials by are transmitted, reducing the concrete ciphertext size by
approximately a factor of two. The same optimization gives only limited sav-
ings for MPS, since each shared random mask a is accompanied by multiple
body components. Over the measurements k € {2,4, 8}, Levis-small reduces Post
communication by 2.5-14.2x and Post-EP time by 11.8-54.4x relative to MPS.
Levis-fast reduces Post-EP time by 52.8-139.4x. Its Post communication is 1.3—
3.7x larger. These stage-level measurements use the same security target but
different scheme-specific secret distributions, moduli, and gadget parameters.
They are therefore not an identical-parameter or end-to-end comparison.
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