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Abstract

Password-authenticated key exchange (PAKE) and obfuscated key ex-
change (OKEX) are widely used protocols, appearing in passport ac-
cess control, Tor’s censorship evasion, and more. As quantum threats
grow nearer, there have been an increasing number of proposals for post-
quantum PAKE and OKEX. All such protocols are similar in that they
build on a KEM, obfuscating public keys and/or ciphertexts sent over the
wire, e.g., by adding a random mask or applying an ideal cipher. Many
propose instantiation with ML-KEM, a NIST-standardized lattice-based
KEM.

Unfortunately, ML-KEM is a poor fit for these obfuscating protocols.
The algebraic structure of ML-KEM public keys and ciphertexts means
that obfuscating these values requires custom procedures for hash-to-vector,
matrix expansion, serialization/deserialization, and randomized cipher-
text decompression. In order to be broadly useful, these procedures also
must be constant-time to prevent side channels and must be standardized
to permit interoperability. No such set of procedures exists today.

We observe that the barriers to instantiating PAKE and OKEX disap-
pear if some of the KEM’s algebraic structure is removed, i.e., if ML-KEM
is replaced with a KEM whose public keys and ciphertexts appear to be
uniform as bytestrings.

In this work, we specify Kopis, a Module Learning-with-Rounding
(MLWR) KEM with public keys and ciphertexts that are uniform as
bytestrings. Kopis is intended to be a drop-in replacement for ML-KEM,
in size, speed, and security. Kopis is nearly identical to Saber, a NIST
PQC finalist, and thus inherits its years of cryptanalysis.

We demonstrate that Kopis bears the security properties needed for use
in various PAKE and OKEX schemes and provide a formally verified Rust
implementation complete with portable, AVX2, and NEON backends, and
a non-formally-verified C implementation for Cortex-M4. We perform
benchmarks and find that Kopis is comparable to and often outperforms
the fastest known ML-KEM implementations.
Keywords: key agreement, password-based cryptography, post-quantum
cryptography
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1 Introduction
The key encapsulation mechanism (KEM) is the most prominent building block
of post-quantum encryption. It has been deployed in file encryption proto-
cols [Val25], encrypted messaging protocols [CS25, App24], TLS [KKWS26],
DNSSEC [NW26], SSH [Ope25], and many more widely used protocols. There
is one class of protocols, however, where KEM-based implementations are still
not standardized and face implementation difficulties. These are protocols that
require obfuscation of the key exchange material, i.e., which require that some al-
gebraic operations be performed on a public key or ciphertext. We highlight two
classes of such protocols, OKEX and PAKE, which demonstrate the difficulties
in instantiation, and propose Kopis as a solution.
OKEX. Obfuscated key exchange (OKEX) [GSV24] is a key exchange pro-
tocol which is intended to “look like nothing” to a passive observer, or, more
properly stated, to look like a uniform sequence of bytes of random length. Use
cases for OKEX protocols include protocol metadata hiding and censorship cir-
cumvention, such as in Tor’s obfs4 protocol [The19].

The post-quantum OKEX protocols pq-obfs and Drivel [GSV24, GRSV25]
use KEMs as building blocks and require that transmitted KEM public keys
and ciphertexts be pseudorandom bytestrings. To handle this, the authors of
[GSV24] define an abstraction, obfuscated KEM (OKEM), which is a KEM
plus encoding and decoding algorithms for public keys and ciphertexts, map-
ping them to/from pseudorandom bytestrings. They further propose a concrete
encoding mechanism for ML-KEM, called Kemeleon, and define the OKEM ML-
Kemeleon by combining the two.
PAKE. Password-authenticated key exchange (PAKE) protocols permit par-
ties with mutual knowledge of a low-entropy secret (the password) to interact
over an insecure channel to derive a high-entropy secret (the session key). A
secure PAKE guarantees that (1) any passive adversary is unable to derive the
session key, and (2) any active adversary has at most one attempt per session
at guessing the password. PAKE protocols are widespread, appearing in IoT
authentication, passport access controls, and secure backup systems.

The post-quantum PAKE protocols NoIC, Tempo, EKE-PRF, CHIC, CAKE,
and OCAKE [BCP+23, ABJS24, JRX25, ABJ25a, ABJ25b] all use KEMs as
building blocks and all require some algebraic manipulation of the public key,
and sometimes also the ciphertext. The specific manipulations vary from PAKE
to PAKE, but the two broad classes involve either (1) defining a keyed permuta-
tion family on the space of public keys/ciphertexts, or (2) defining an addition
operation over the space of public keys/ciphertexts, as well as a hash function
to those spaces.
Difficulties instantiating OKEX and PAKE. There are implementation
and specification difficulties with existing post-quantum OKEX and PAKE pro-
tocols. OKEX protocols rely on ML-Kemeleon. This is a functional choice, but
the ML-Kemeleon proposed standard [GSV26] is still in its early stages, has no
constant-time implementation (aside from the one built for this work), and adds

2



meaningful overhead to both computation time and ciphertext size.1 PAKE pro-
tocols either rely on ML-Kemeleon or else must perform parsing and arithmetic
that are specialized to the underlying KEM and define tricky constant-time
hash functions which output to the public key space.2 Further, due to the na-
ture of the public key obfuscation, some PAKEs require that encapsulation be
constant-time with respect to the public key, a property that ML-KEM does not
have.3

There is thus a gap between the theory and practice of OKEX and PAKE
protocols. As quantum timelines shorten, it is important that this gap be filled.
Insight. We observe that all the above difficulties are resolved by simply
using a KEM whose public keys and ciphertexts are pseudorandom bytestrings,
and whose encapsulation algorithm is constant-time with respect to the public
key. Indeed, this is sufficient for OKEX, since such a KEM would be a natural
OKEM, meaning all encoding algorithms are just the identity function. And
it is sufficient for PAKE because addition in public key/ciphertext space is
simply XOR, hashing to public key/ciphertext space is just ordinary hashing,
and keyed permutation families can be trivially instantiated using a wide-block
cipher, such as hctr2 [CHB21].
Our Contribution. We present and propose to standardize Kopis, a KEM
whose public keys and ciphertexts are pseudorandom bytestrings, and whose en-
capsulation algorithm (and in fact all algorithms) is constant-time with respect
to the public key (and all other inputs). We give an overview of Kopis, present
a specification, and argue for the security of Kopis, relying on the fact that it is
intentionally nearly identical to Saber, a NIST PQC finalist [DKRV18]. We fur-
ther argue that it has all the necessary security properties to instantiate PAKE
and OKEX protocols. We believe Kopis also is relevant for obfuscation use
cases outside of PAKE and OKEX, such as oblivious transfer [MR19], private
set intersection [RT21], steganography [KJGR21], and anamorphic encryption
[PPY22].

We implement Kopis in Rust with three backends (portable, AVX2, NEON),
and formally verify the correctness of all of them using the Lean theorem prover
[dMKA+15]. We also implement Kopis in C for the ARM Cortex-M4 archi-
tecture, but do not formally verify it. We conduct benchmarks and find that
Kopis is competitive with, and even outperforms, the fastest known ML-KEM
libraries across all measured CPU architectures and feature sets. We conclude
that Kopis is a viable drop-in replacement for ML-KEM for protocols which need
obfuscation properties.

We include the full specification in Appendix A. We also include a description
in Appendix B of our methodology for using code generated by a large language

1Concretely, encoding and decoding a ML-KEM-768 public key takes up to 4.6× as long
as encapsulation alone (Section 4), and ML-Kemeleon-768 ciphertexts are 41% larger than
ML-KEM’s.

2In Tempo, the runtime of this blinding procedure alone is up to 5.6× that of encapsulation
(Section 4).

3Making this constant-time incurs a slowdown of 7.9× on matrix expansion, and 3.3× when
doing key generation, encapsulation, and decapsulation in sequence [ABJ25b, Table 1].
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model (LLM) while still maintaining high-assurance guarantees.

2 Preliminaries
We use := to denote deterministic assignment, ← to denote assignment where
the right-hand side is a non-deterministic algorithm, and←$ to denote uniformly
sampling from a set. We write P(x, y; r) to denote running a procedure P with
inputs x, y and random coins r. When “; r” is omitted, it is assumed that r is
uniformly sampled. We let λ denote our security parameter. We let Bn denote
the space of bytestrings of length n. We denote vectors and matrices with bold
font.

We define ⌈x⌋ as the rounding of x ∈ Q to the nearest integer. When used
with ring elements or vectors thereof, we apply rounding coefficient-wise, using
the integer representative in [0, q) if it is an integer modulo q. We write ⌈x⌋q→p

as shorthand for ⌈(2p/2q)x⌋.
We make use of the Module-Learning-with-Rounding (MLWR) problem,

specifically over Rn = R/(2n)R where R is the quotient ring Z[X]/(X256 + 1).
An MLWRm,ℓ,µ,2q,2p sample is of the form

(A, b = ⌈As⌋q→p) ∈ Rm×ℓ
q ×Rm

p

where the public part A ←$ Rm×ℓ
q , the secret s ← βµ(R

ℓ), and βµ is a cen-
tered binomial distribution with parameter µ (always even), taking on values
in [−µ/2, µ/2], and with probability mass function p(x) = µ!

(µ/2+x)!(µ/2−x)!2
−µ.

The MLWRm,ℓ,µ,2q,2p problem refers to deciding whether an input is an MLWR
sample or a uniform value in Rm×ℓ

q ×Rm
p .

3 Our Construction
We construct Kopis, a Module-LWR-based KEM. As stated above, it is nearly
identical to Saber, specifically its round 3 (and final) version [BMD+20]. It is
constructed in the same style as ML-KEM, namely by building an IND-CPA-
secure public key encryption (PKE) scheme and then applying the Fujisaki-
Okamoto (FO) transform [FO99]. Kopis uses the same FO variant as ML-KEM,
namely FO̸⊥

m [HHK17, §3.3] with additional hashing of the public key.
Since Saber strongly resembles ML-KEM, Kopis also strongly resembles ML-

KEM. Kopis’s deviations from the last Saber specification are a mix of lessons
learned during the standardization of Kyber into ML-KEM and performance
optimizations. Kopis also has fewer implementation and usage gotchas than ML-
KEM: its algorithms are all constant-time (whereas ML-KEM’s encapsulation
and key generation running time depend on the seed in the public key), and its
algorithms do not require public or secret key validation (whereas ML-KEM’s
algorithms fail if pk has an unreduced coefficient or sk has a miscomputed hash).

We instantiate Kopis at the NIST security levels I, III, and V, yielding vari-
ants Kopis-512, Kopis-768, and Kopis-1024, respectively. Benchmarks can be
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Table 1: Sizes (in bytes) of KEM public keys, ciphertexts, and secret keys.

KEM Level I Level III Level V
pk ct sk pk ct sk pk ct sk

Kopis 672 736 32 992 1088 32 1312 1472 32
ML-KEM 800 768 1632 1184 1088 2400 1568 1568 3168
ML-Kemeleon 800 1152 1632 1184 1536 2400 1568 1920 3168

found in Section 4. Public key and ciphertext sizes are the same as Saber’s and
slightly less than ML-KEM’s across the board. Ciphertexts are 23–36% smaller
than those of ML-Kemeleon (Table 1). As a result, unlike ML-KEM-512, Kopis-
512 is able to fit a public key and ciphertext into a single UDP packet (1472 B,
assuming an Ethernet packet size of 1500 B), a property that may be useful in
key exchanges with such payloads [HNS+21, ADH+22, GRSV25].
Parameters. All variants use polynomials modulo X256 + 1, with public ma-
trix entries in R13 and rounded public-key and ciphertext vectors in R10. The
module rank ℓ is the dimension of the ℓ× ℓ public matrix, and t is the number
of bits per coefficient in the compressed ciphertext polynomial in Rt. All secrets
are sampled from βµ. We set (ℓ, t, µ) = (2, 3, 10), (3, 4, 8), and (4, 6, 6) for Kopis-
512, Kopis-768, and Kopis-1024, respectively. These match the parameters for
LightSaber, Saber, and FireSaber [BMD+20, §3].

A full specification of Kopis can be found in Appendix A, and will appear in
the C2SP standards body [Val].

3.1 New changes
We first highlight the most substantial differences between Saber and Kopis.
These changes improve ergonomics and speed.
Secret key is 32 bytes. ML-KEM and Saber define secret keys as a 5-tuple,
containing the secret vector, public key, public key hash, and implicit rejec-
tion secret. These values depend on each other. The specification does not
define how to, for instance, treat a secret key whose public key hash does not
match its public key. This brittleness has since been formalized in terms of the
MAL-BIND-K-PK and MAL-BIND-K-CT security properties, which ML-KEM has
been shown not to satisfy [CDM24, Sch24]. As was pointed out in the same
work, and recommended by others [Val24], a simple solution is to make secret
keys 32 bytes, from which we can regenerate the rest of the values. We do this
in Kopis. We do not, however, prevent implementers from internally caching
the expanded secret key for optimization purposes.
All hashes are TurboSHAKE. We replace SHA-3 and SHAKE with TurboSHAKE
[BDH+23, VWA+25] everywhere, most notably for hashing public keys, hashing
ciphertexts, and expanding matrix seeds. Specifically, TurboSHAKE128 replaces
SHAKE128, and TurboSHAKE256 replaces SHA-3 and SHAKE256. The primary
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difference in the primitives is that TurboSHAKE uses 12-round Keccak, whereas
SHAKE and SHA-3 use 24-round Keccak. The change provides a meaningful
speed boost, particularly in embedded systems, and improves masking efficiency
due to the significant cost of masked implementations of Keccak [KDvB+22].
At the same time, the security margin remains comfortably high. From the
TurboSHAKE authors [BDH+23]:

Changing the number of rounds in the underlying permutation from 24
in the SHA-3 standard functions to 12 in TurboSHAKE implies a drastic
reduction in safety margin. Still, TurboSHAKE is a reduced-round version
of Keccak and thereby directly benefits from all the cryptanalysis on the
latter. There is ample evidence from third-party cryptanalysis that 12
rounds provides a comfortable security margin [62 citations], as well as
from our own investigations [5 citations]…

At the time of this writing, the best collision attack applicable to
TurboSHAKE or to any SHA-3 instance works only when the permutation
is reduced to 6 rounds, and preimage attacks reach only 4 rounds. Hence
our proposal has a safety margin of 6 out of 12 rounds for collision and
(second) preimage resistance.

3.2 Fixes copied from ML-KEM
The remaining differences between Kopis and Saber come from changes that were
made to Kyber [ABD+21] before it was standardized. We list them below.
Matrix generation is pointwise. Rather than generate the public matrix
as A = XOF(ρ), we now generate it as A[i][j] = XOF(ρ∥i∥j). This permits ma-
chines with SIMD support to parallelize matrix generation and permits memory-
constrained devices to perform matrix multiplication element-by-element with-
out having to keep the entire matrix in memory [KS25, BKS19]. We do the
same for the generation of the secret vector s.
Module dimension is hashed into seeds. The public matrix seed, secret
seed, and implicit rejection secret are now derived from the hash of the secret
key concatenated with the module dimension ℓ. This ensures that the same
secret key does not produce related matrices when (possibly accidentally) used
at multiple security levels.
Remove defensive hashing. The encapsulation procedures of Saber and
Kyber sample 32 random bytes and immediately hash them. This was seen as
a hedge against a poorly configured or backdoored random number generator.
It was removed in ML-KEM because it was not believed to be reliable: “NIST
believes that adding an extra hash to Kyber will not do much to mitigate the
potential harms faced by the jeopardized system” [Dan23]. Thus, we exclude
this hedge in Kopis.
Remove ciphertext from final hash. Saber and Kyber include the ciphertext
in the final shared secret hash. This inclusion was removed in ML-KEM, since
its removal speeds up encapsulation and “simplifies proofs and leads to better
bounds without requiring a new failure-bound analysis” [Sch23]. For the same
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reasons, and because it does not affect any of the security properties we require,
Kopis does the same.

3.3 Why not X?
We consider whether it is possible to use for our purposes (OKEX and PAKE)
existing natural OKEMs, i.e., KEMs whose public keys and ciphertexts are pseu-
dorandom bytestrings. Recall that our goal is to provide a drop-in replacement
for ML-KEM in protocols that need their underlying KEM to have obfuscation
properties.
Saber. Since Kopis is so similar to Saber [DKRV18], it is reasonable to ask why
one wouldn’t simply use Saber itself for the highlighted use cases.

Firstly, there is the issue of standardization. The final submission is not
in agreement with its own reference implementation.4 Thus, there is no single
source of truth on Saber’s behavior. Secondly, to the authors’ knowledge, there
are no actively maintained Saber implementations in any language. This is a
meaningful barrier to usability. Thus, we propose Kopis as a modern version
of Saber, with a clean specification incorporating minor but significant improve-
ments and a maintained and optimized implementation.
Sable. Sable [MKKV21] is a proposed variant of Saber. While it maintains
its overall structure, it uses a more aggressive choice of parameters, which we
preferred to avoid in favor of conservativeness.
FrodoKEM. FrodoKEM [BCD+16] is a NIST Round 3 alternate candidate,
based on unstructured Learning-with-Errors (LWE) with a power-of-two modu-
lus. Since the end of the NIST competition, it has been adopted as a standard
by the ISO and BSI [Int26, Ger26], and is now widely seen as a conservative
choice of KEM.

FrodoKEM does not fit many use cases of ML-KEM, though, precisely because
of its conservatism. Its public keys and ciphertexts are an order of magnitude
larger than those of ML-KEM, and its runtimes are an order of magnitude longer.
It was for these reasons that NIST chose not to select it as a finalist [MAA+20].
SMAUG-T. SMAUG-T [CCC+26] is one of the two winners of the Korean PQ
KEM competition. It is an MLWE-MLWR hybrid scheme with a power-of-two
modulus. Unlike FrodoKEM, its public keys and ciphertexts are comparable in
size to those of ML-KEM.

SMAUG-T is an attractive candidate for our use cases, but there is little
public literature on the scheme. Further, the authors of this work were only able
to find a single public implementation of the final SMAUG-T standard, located
on its official website [Cry]. The code package contains a C implementation of
SMAUG-T in the directory, which we benchmarked and found to be 2–4× slower
than the libcrux ML-KEM Rust crate using the portable backend.5

4The disagreements are entirely syntactic, amounting to differences in the ordering of hash
inputs and return values. Nonetheless, these differences yield an entirely incompatible KEM.

5There is recent work [HPKS26] showing speedups of 50–64%. The code does not appear
to be public, so we could not run experiments ourselves. Even taking the speedups at face
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Given its lack of public scrutiny, lack of public implementations, and poor
performance compared to ML-KEM, we reject SMAUG-T as a solution.
Round5. Round5 [BBF+19] is a lattice-based KEM that uses error-correcting
codes to correct decryption failures. Although it offered enticing performance
numbers, Round5 was not selected to move on to NIST PQC Round 3 due to
the unclear security picture (a few minor attacks appeared in the literature, and
some parameter sets were not covered by the security proof) and the fact that
it did not offer a royalty-free license [MAA+20].
NTRU-HPS/NTRU-HRSS. The NTRU-HPS and NTRU-HRSS KEMs [CDH+20]
are based on the NTRU assumption and appear to be natural OKEMs. Their
public key and ciphertext sizes are comparable to those of ML-KEM, as are their
encapsulation and decapsulation times, and they earned a place in NIST PQC
Round 3 before being eliminated.

These KEMs are not drop-in replacements for ML-KEM when it comes to
key generation performance. Key generation time is 10–20× ML-KEM’s. This
makes these schemes poor choices for OKEX and PAKE, where every proto-
col execution requires the generation of an ephemeral keypair. Further, public
key uniformity requires the additional assumption of decisional NTRU [LTV12],
which does not follow from the security of the underlying scheme. This is be-
cause there is no known search-to-decision reduction for NTRU; moreover, the
decisional NTRU assumption has no known worst-case-to-average-case reduc-
tion.
Classic McEliece. The Classic McEliece KEM is a code-based ISO standard
[Int26] and NIST PQC finalist. Recently, it has been shown to be a natural
OKEM [Him25].

However, for reasons similar to FrodoKEM’s, Classic McEliece is not a viable
drop-in replacement for ML-KEM. While its ciphertexts are roughly 13% of the
size of ML-KEM ciphertexts, the public keys are massive, ranging from 261 kB
to 1.4 MB. This is problematic when used with any of the enumerated PAKE
and OKEX protocols, since all require sending a fresh KEM public key at the
beginning of each session.

3.4 Security of Kopis
Kopis inherits the security of Saber directly, as there are no deviations in Kopis
from Saber that meaningfully affect security.

Saber itself has received years of scrutiny from research teams around the
world. In the NIST final round report which selected Kyber over Saber, it was
written that the two “were very comparable to each other. NIST is confident in
the security that each provides,” and “NIST finds the MLWE problem, which
Kyber depends upon, marginally more convincing than the other assumptions
like MLWR” [MAA+20]. This should still inspire confidence in the MLWR
assumption. Outside of the NIST competition, Saber has also been:
value, encapsulation would still be roughly 2× slower than libcrux’s at level III.

8



Table 2: Classical security estimates for Kopis and ML-KEM. Core-SVP denotes
the lattice-estimator’s rough (SVP-only) model; full denotes its default MAT-
ZOV model.

Core-SVP Full
Parameter set Kopis ML-KEM Kopis ML-KEM
512 118.26 115.51 139.94 139.66
768 182.28 174.32 204.87 196.37
1024 247.62 241.76 267.30 262.34

• implemented in hardware and embedded systems [HLKH24, FBA+24,
IARp23, CHX22, FVR+22, IAB+23, ZHLR22, DMG23, AMJ+23, IAR+21,
BHK+21, BRvV22, PC20, ZZY+21, BDK+21, FSS20, SRB20, KBMSRV18,
MBMTK+20, WGY20, SPOG19],

• attacked in hardware [BPL25, LCS+25, MKB+24, KCS+24, NDJ23, BNGD23,
FKK+22, TUX+23, WND22, KDvB+22, BC22, CGMZ23, DHP+22, UXT+22,
XIU+21, DB22, PP21, NDGJ21, RBRC22, SKL+20, RBRC20, RRCB20],

• formally verified [HMS22],

• directly cryptanalyzed [GM23, MJZ22, DHP+22, OW21, HV20, DRV20],

• and cryptanalyzed as a consequence of (M)LWR cryptanalysis [BBS26,
WJLY25, NR23, WZW21, DVV19, DVV18, CZZ18, Mon18, BGM+16,
BLR+18, AKPW13].

The security of Saber rests on the hardness of the Module Learning-with-
Rounding (MLWR) problem [BPR12]. Asymptotically, LWR and its module
variant are known to be at least as hard as (M)LWE [BPR12, AKPW13]. How-
ever, these reductions are not tight for the parameters used in practice, either
requiring a superpolynomial modulus-to-rounding ratio or imposing bounds on
the number of samples. Our security estimates therefore do not rely on the re-
ductions but follow the standard heuristic methodology: we model each MLWR
sample as an MLWE sample in which the rounding error is treated as a noise
term drawn uniformly from an interval whose width depends on the round-
ing value, and estimate the cost of the best known attacks against the result-
ing MLWE instance. This approach follows both the standard approach for
(M)LWR-based constructions and the security analysis of Saber [DKR+20]. Re-
cently, a new analysis of LWR with power-of-two moduli [BBS26] shows an
LWR-specific improved attack. However, the attack applies to regimes with
a high number of samples (for a plain LWR instance with dimension N = 512
and Kopis parameters, it requires more than 256 samples), while Kopis and Saber
only reveal a few samples per instance (on the order of hundreds).

In Table 2, we report security estimates for Kopis, obtained using the Core-
SVP estimate and the full model of the lattice estimator by Albrecht et al. [APS15].
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When compared to ML-KEM, Kopis has better security in both models and at
all security levels.
Decryption failures. The decryption procedure in Kopis may fail when the
rounding errors are above the decoding threshold, causing the underlying PKE
to recover at least one message bit incorrectly [BMD+20, Theorem 6.2]. Since
Kopis uses the same parameters as Saber, it also has the same decryption-failure
probabilities: approximately 2−120, 2−136, and 2−165 for Kopis-512, Kopis-768,
and Kopis-1024, respectively [BMD+20, §3, Theorem 6.2].

These decryption failures can be exploited in secret-key recovery attacks [DGJ+19,
DRV20]. However, Saber’s analysis finds that decryption-failure attacks, both
classical and quantum, are more costly than direct attacks on the MLWR prob-
lem (considering a limit of 264 decryption queries per public key) [BMD+20,
§6.3].

3.5 Security Properties
We show that Kopis achieves key security properties needed for general use, and
for use in PAKE and OKEX. We include relevant snippets from the specification
in Figure 1 and describe the relevant experiments in Figures 2 and 3.

We highlight that no theorem below is novel. All are restatements of the-
orems proved in prior published work (sometimes with slight adaptations to
highlight the specific property).

3.5.1 Properties Necessary for PAKE and OKEX

IND-CCA. IND-CCA is the baseline requirement of every protocol we consider.
Kopis is IND-CCA in the ROM and the QROM.

Proof. Kopis’s PKE is IND-CPA under MLWRℓ+1,ℓ,µ,213,210 . This is [DKRV18,
Theorem 4], whose proof applies to Kopis unchanged. Our PKE differs from
Saber’s only in how the public matrix and private vector are expanded from
their seeds (pointwise versus reading sequentially), but both are modeled as
random oracle outputs either way.

Kopis’s KEM is the Fujisaki-Okamoto variant FO̸⊥
m applied to that PKE.

This carries an IND-CPA PKE to an IND-CCA KEM in the ROM [HHK17,
Theorems 3.1 and 3.6] and in the QROM [GLX24, Theorems 5–7] [BHH+19,
Theorem 5].

UNI-CTXT+. Recall that pq-obfs and Drivel require the underlying OKEM to
have ciphertext uniformity UNI-CTXT+ with CT = Bn for some n, and CAKE
requires only UNI-CTXT. Kopis is UNI-CTXT+ with CT = B32(t+10ℓ) = BCT_SIZE.

Proof. This is shown along the way in the proof of [DKRV18, Theorem 3]. We
reproduce the relevant hops of the proof below.

Write b, b′, s, s′, v′, cm for vec_b, vec_bprime, vec_s, vec_sprime, vprime,
cm, and let h1 denote the all-4 constant added by CompressToR10 and CompressToRt.
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fn SkToPk(sk: [u8; 32]) → [u8; PK_SIZE]:
let (_, _, pk, _) = ExpandSecretKey(sk)
return pk

fn PkeEncrypt(
randomness: [u8; 32],
pk: [u8; PK_SIZE],
msg: [u8; 32]

) → [u8; CT_SIZE]:
let vec_b = deserialize_vec(10, pk[..256*ℓ*10/8])
let mat_seed = pk[256*ℓ*10/8..]
let m = deserialize_elem(1, msg)

let mat_A = GenMat(mat_seed)
let vec_sprime = GenSecret(randomness)
let vec_bprime = CompressToR10(mat_A * vec_sprime)
let vprime = transpose(vec_b)
* (vec_sprime as VecR10)

let cm = CompressToRt(vprime - ((m as R10) << 9))

let ct = serialize_vec(10, vec_bprime)
|| serialize_elem(t, cm)

return ct

fn PkeDecrypt(
sk: [u8; 32],
ct: [u8; CT_SIZE])

→ [u8; 32]:
let (vec_s, ...) = ExpandSecretKey(sk)
let vec_bprime = deserialize_vec(
10,
ct[..256*ℓ*10/8]

)
let cm = deserialize_elem(t, ct[256*ℓ*10/8..])
let v = transpose(vec_bprime) * (vec_s as VecR10)
let cm10 = (cm as R10) << (10 - t)
let mprime = DecodeMsg(v - cm10)
return serialize_elem(1, mprime)

fn KemEncap(
randomness: [u8; 32],
pk: [u8; PK_SIZE]

) → ([u8; 32], [u8; CT_SIZE]):
# Derive the output key and encryption randomness
let pkh = TurboSHAKE256(pk, 32, DOMSEP_PKHASH)
let b = TurboSHAKE256(randomness || pkh, 64, DOMSEP_FO)
let (k, r) = (b[..32], b[32..])

# Encrypt to pk. `randomness` is itself the message
let ct = PkeEncrypt(r, pk, randomness)

return (k, ct)

fn KemDecap(sk: [u8; 32], ct: [u8; CT_SIZE]) → [u8; 32]:
let (_, z, pk, pkh) = ExpandSecretKey(sk)

let randomness = PkeDecrypt(sk, ct)
let b = TurboSHAKE256(randomness || pkh, 64, DOMSEP_FO)
let (k, rprime) = (b[..32], b[32..])
let cprime = PkeEncrypt(rprime, pk, randomness)

if ct == cprime:
return k

else:
return TurboSHAKE256(z || ct, 32, DOMSEP_NOREJECT)

fn CompressToR10(v: VecR13) → VecR10:
let h1 = make_r13([4u13; 256])
let h = make_vec13([h1; ℓ])
let s = (v + h) >> 3
return (s as VecR10)

fn CompressToRt(r: R10) → Rt:
let h1 = make_r10([4u10; 256])
let s = (r + h1) >> (10 - t)
return (s as Rt)

Figure 1: Excerpts from the specification (Appendix A) relevant for security
properties. The security parameters ℓ and t denote the public matrix dimen-
sions and the base-2 logarithm of the modulus of the space of compressed ring
elements, respectively.

We model the public matrix A as a uniformly random value (it is the output of
a random oracle). For u ∈ Rn and 0 ≤ a < b ≤ n let u[a..b] ∈ Rb−a denote the
coefficient-wise bit slice (u≫ a) as Rb−a. Thus, ⌈x⌋13→10 = (x+ h1)[3..13] and
CompressToRt(r) = (r + h1)[10− t..10].

Note that serialization is a bijection, since every modulus is a power of two
and every ring element has 256 coefficients, so an element of Rn occupies exactly
32n bytes. Thus, showing pseudorandomness of a serialization is equivalent to
showing pseudorandomness of its inputs. We now show UNI-CTXT+ with the
game-hopping argument from [DKRV18].
Game 0. The UNI-CTXT+ game with b = 0: the ciphertext is (the serialization
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of) (b′, cm) with b′ = ⌈As′⌋13→10 and

cm = CompressToRt(v′ − ((m as R10)≪ 9))

=
(
bT (s′ as Rℓ

10)− ((m as R10)≪ 9) + h1

)
[10− t..10]

Game 1. Replace b = ⌈AT s⌋13→10 with a uniform element of Rℓ
10. The distin-

guishing advantage of this hop is bounded by MLWRℓ,ℓ,µ,213,210 . Equivalently,
since 210 | 213: sample bq ←$ Rℓ

13 and set b := (bq as Rℓ
10). Reducing mod 210

maps uniform to uniform, so this is equivalent.
Game 2. Rewrite cm:

Game 1: cm =
(
bT (s′ as Rℓ

10)− ((m as R10)≪ 9) + h1

)
[10− t..10]

Game 2: cm = w[7− t..7]− ((m as Rt)≪ (t− 1)), w :=
(
bT
q s′ + h1

)
[3..13],

where we treat h1 as a member of R13 or R10 as necessary.
These values are identical. Write u := bT

q s′+h1 ∈ R13. Observe w = u[3..13]

and y := bT (s′ as Rℓ
10) + h1 = u[0..10]. Then w[7 − t..7] = u[10 − t..10] =

y[10 − t..10]. The subtraction of the appropriate shifts of m preserves equality
on both sides.

Note that this rewrite only works when 1 ≤ t ≤ 7, which is true for every
parameter set of Saber (and thus Kopis).
Game 3. Replace b′ and w with uniform elements of Rℓ

10 and R10. Since (A; bT
q )

is uniform on R
(ℓ+1)×ℓ
13 and (b′, w) = ⌈(A; bT

q )s′⌋13→10, the distinguishing advan-
tage of this hop is bounded by MLWRℓ+1,ℓ,µ,213,210 .
Game 4. Replace cm with a uniform element of Rt. This hop is perfectly indis-
tinguishable: a bit slice of a uniform value is uniform, as is a fixed subtraction
of 2t−1m from a uniform value.
Game 5. Undo Game 1, so that pk is honestly generated. The ciphertext no
longer depends on bq, so this changes only the distribution of pk. The advantage
of the hop is again bounded by MLWRℓ,ℓ,µ,213,210 .

This is the UNI-CTXT+ game with b = 1.

UNI-PK. Public key uniformity UNI-PK is required by pq-obfs (with PK = Bn

for some n), NoIC, Tempo, CHIC, CAKE, and OCAKE. Kopis is UNI-PK with
PK = B320ℓ+32 = BPK_SIZE.

Proof. As with UNI-CTXT+, this comes from the proof of [DKRV18, Theorem
3]. Specifically, it is shown by the first hop in the proof above.

SPR$-CCA. Recall that CAKE, OCAKE, pq-obfs, and Drivel require SPR$-CCA.
Kopis is SPR$-CCA with CT = B32(t+10ℓ) = BCT_SIZE.
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Proof. [MX23] discusses SPR-CCA, essentially SPR$-CCA but parameterized by
a sampler S that chooses ct, rather than ct being sampled uniformly. The
authors show SPR-CCA for Kyber6 and state that their results extend to Saber,
and hence to Kopis,7, since it uses the same variant of the Fujisaki-Okamoto
transform. This implies SPR$-CCA only if the sampler used is the uniform one.
We check that using the uniform sampler in their proof preserves the proof’s
validity.

The authors of [MX23] combine two properties to prove SPR-CCA: SDS-
IND—i.e., UNI-CTXT+ but using a sampler S instead of uniformly sampling
c1—and disjointness—i.e., that

Pr[c ∈ {Encap(pk; r)}r∈R : (·, pk)← Keygen(), c← S]

is negligible, whereR is the space of randomness (in our case, R = B32). Kopis is
statistically disjoint with respect to the uniform sampler, since |{Encap(pk; r)}r∈B32 | ≤
2256 ≪ 25888, which is the size of the ciphertext space at the lowest security
level. Further, we know Kopis is UNI-CTXT+ from above. Thus, Kopis achieves
SPR-CCA with respect to the uniform sampler, i.e., SPR$-CCA.

PNM. CAKE and OCAKE require pseudorandom non-malleability PNM [JRX25].
Kopis is PNM with CT = BCT_SIZE.

Proof. SPR$-CCA implies PNM [JRX25, Remark 3.7].

sPR2. CAKE and OCAKE require strong second pseudorandomness sPR2 [JRX25].
Kopis is sPR2 with CT = BCT_SIZE.

Proof. SPR$-CCA and SSMT$-CCA imply sPR2 [JRX25, Definition 2.5]. In turn,
SSMT$-CCA is proven in [Xag22] for KEMs with SDS-IND and an even weaker
Fujisaki-Okamoto transform than the one used by Kopis (not hashing pk). Since
we have SDS-IND from the argument above, we conclude Kopis is sPR2.

CRq. CAKE and OCAKE require collision resistance CRq for polynomial q
[JRX25]. Kopis is CRq.8

6The authors claim this with S set to the uniform sampler in Kyber’s ciphertext space,
but this is not true. After performing matrix multiplication, Kyber compresses ciphertexts,
which produces an easily observable bias [GSV24]. Thus, the SPR-CCA claim is true under
the MLWE assumption, but only with respect to the sampler that samples uniform values and
compresses them in the same way.

7More precisely, it is shown for a simpler Fujisaki-Okamoto transform, FO ̸⊥
m, which hashes

neither the public key nor the ciphertext into the final key. It is then shown that this result
can be lifted to the FO transform that Kyber v3 uses (hashes public key and ciphertext). The
same argument shows that it can be lifted to the FO transform that ML-KEM uses (hashes
public key but not ciphertext).

8As the authors note, it is necessary for CR that the KEM shared secret have length 3λ.
This can be achieved by simply applying a KDF to the output of Kopis.

13



Exp UNI-PKb

(·, pk0)← Keygen()
pk1 ←$ PK
b′ ← A(pkb)

return b = b′

Exp UNI-CTXTb

(·, pk)← Keygen()
(·, c0)← Encap(pk)
c1 ←$ CT

b′ ← A( pk , cb)

return b = b′

Exp C2PRI
(sk, pk)← Keygen()
(K∗, c∗)← Encap(pk)
c← A(sk, pk,K∗, c∗)

return Decap(sk, c) = K∗

∧ c ̸= c∗

Exp OW-PCA
(sk, pk)← Keygen()
(·, c∗)← Encap(pk)
K ← APCO⊥(sk,·,·)(pk, c∗)
return K = Decap(sk, c∗)

Exp SPR$-CCAb

(sk, pk)← Keygen()
(K∗

0 , c
∗
0)← Encap(pk)

(c∗1,K
∗
1 )←$ CT × K

b′ ← ADecc∗
b
(sk,·)

(pk, c∗b ,K∗
b )

return b = b′

Oracle Decc∗(sk, c)
if c = c∗ : return ⊥
return Decap(sk, c)

Oracle PCOc∗(sk, c,K)

if c = c∗ : return ⊥
return K = Decap(sk, c)

Exp ANO-PCAb

(sk0, pk0)← Keygen()
(sk1, pk1)← Keygen()
(·, c∗)← Encap(pkb)

b′ ← APCOc∗ (sk0,·,·)(pk0, pk1, c
∗)

return b = b′

Exp SSMT$-CCAb

(sk, pk)← Keygen()
(c∗,K∗

0 )←$ CT × K
K∗

1 := Decap(sk, c∗)
b′ ← ADecc∗ (pk, c∗,K∗

b )

return b = b′

Exp IND-CCAb

(sk, pk)← Keygen()
(K∗

0 , c
∗)← Encap(pk)

K∗
1 ←$ K

b′ ← ADecc∗ (sk,·)(pk, c∗,K∗
b )

return b = b′

Figure 2: Experiments for some standard KEM properties. We call the version
of UNI-CTXT without the gray box just UNI-CTXT, and the version with the
gray box UNI-CTXT+. PK and CT refer to the spaces of KEM public keys and
ciphertexts, respectively.

Proof. CRq for polynomial q is shown for Kyber v3 [JRX25]. We reproduce the
argument below, as it applies identically to Saber and Kopis.

Every Decap call hashes in some value that binds to the specific keypair, thus
making collisions as hard as finding hash collisions. More precisely, in the suc-
cessful decapsulation case, the output of Decap is (a subslice of) TurboSHAKE256(
randomness || pkh, ...), thus it includes (the hash of) pk. In the unsuc-
cessful decapsulation case, the output is TurboSHAKE256(z || ct, ...), thus
it includes z, which itself is a hash of sk. Modeling the two invocations of
TurboSHAKE256 as two random oracles (since they have distinct domain sep-
arators and input lengths), we can upper-bound the adversary’s CRq success
probability by the probability of finding a single random oracle collision for an
output length of 2λ, i.e., qRO/2

λ where qRO is the number of random oracle
queries the adversary makes.

OW-PCA and ANO-PCA. NoIC and CHIC require that the KEM be OW-PCA
and ANO-PCA. Kopis is OW-PCA and ANO-PCA.

Proof. OW-PCA is implied by IND-CCA, and ANO-PCA is implied by SPR$-CCA [Xag22].

14



Exp PNMb

(sk, pk)← Keygen()
(K′

0, c0)← Encap(pk)
(c1,K

′
1)←$ CT × K

(st, c∗)← A(pk, cb,K′
b)

if c∗ = cb : abort
K := Decap(sk, c∗)
b′ ← A(st,K)

return b = b′

Exp sPR2b
(sk, pk)← Keygen()
(·, c0)← Encap(pk)
c1 ←$ CT
K := Decap(sk, cb)
b′ ← A(pk, cb,K)

return b = b′

Exp CRq

for i ∈ 1..q :

(pki, ski)← Keygen()
c∗ ← A(pk1, . . . , pkq)

for i ∈ 0..q :

Ki∥τi := Decap(ski, c
∗)

return ∃i ̸=jτi = τj

Figure 3: Experiments for KEM properties needed for CAKE, OCAKE, and
EKE-PRF. CR requires that K have length 3λ, and lets Ki be the first λ bits of
the output of Decap.

Constant-time encapsulation. Because of the power-of-two moduli used
in Kopis, public matrix expansion is constant-time, and so encapsulation is
constant-time in the public key. In fact, every algorithm is constant-time in
all inputs.
Not proving Tempo. We opt not to prove the properties that would allow one
to instantiate Tempo with Kopis. This is mainly due to the fact that Tempo’s
proofs reference MLWE and ML-KEM directly. We believe that the arguments
hold identically for Kopis, but it would take up much space to work through the
details.

Instead, we argue that there is no need to instantiate Tempo with Kopis, be-
cause its predecessor, NoIC, can be instantiated with Kopis. Indeed, the original
purpose of Tempo was to fix the fact that NoIC could not be instantiated with
a KEM whose matrix expansion step was variable-time. This fix is not free:
the reduction of Tempo has worse tightness than that of NoIC, due to its use
of the Oracle MLWE assumption, which resembles MLWE but with adversarial
choice of public matrix seed. The authors show that Oracle MLWE is equivalent
to MLWE, but the reduction includes a factor equal to the number of oracle
queries made by the adversary. Since Kopis does not have variable-time matrix
expansion, Tempo and its tightness overhead are entirely unnecessary.

Finally, we note that the only practical difference in implementing NoIC over
Tempo is producing 32 additional bytes in the hash-to-public key space function
and XORing them with the public matrix seed, a minuscule overhead by any
measure.

3.5.2 Additional Properties

We identify some additional properties of Kopis that improve ergonomics and
allow deployment in more scenarios.
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MAL-BIND. Recall that MAL-BIND-K-CT indicates that the shared secret is
bound to the ciphertext, i.e., that it is not possible to arrive at the same shared
secret given two distinct ciphertexts [CDM24]. MAL-BIND-K-PK is defined simi-
larly, but with public keys. Because of its expanded secret key format, ML-KEM
was shown to trivially not attain either of these properties. Kopis achieves both
of these properties.

Proof. As was stated in [CDM24, §7.2], a KEM whose secret keys are 32-byte
seeds sidesteps the trivial binding attacks: the public-key hash is recomputed
consistently and correctly on every secret key load, as is the implicit rejection
secret. Since Kopis uses a 32-byte seed as a secret key, it achieves MAL-BIND-
K-CT and MAL-BIND-K-PK.

C2PRI. It was shown in [BCD+24] that ML-KEM can be combined with a Diffie-
Hellman noninteractive key exchange to achieve a KEM with hybrid IND-CCA
security, i.e., security under both classical and post-quantum assumptions. The
combiner—called QSF in the paper, CG in the IETF draft standard [CBG26],
and X-Wing when instantiated with ML-KEM—relies on the ciphertext second
preimage resistance (C2PRI) property of the underlying KEM for its classical
security. Kopis is C2PRI, and is thus compatible with efficient combiners.

Proof. This property is shown in [BCD+24, Theorem 3] for ML-KEM, and in
[CHH+25, Theorems 23–27] in the QROM and for KEMs with various FO trans-
forms. In particular, [CHH+25, Theorem 24] shows it for any KEM with FO̸⊥

m
9

and the domain-separated random oracle instantiation that Kopis and ML-KEM
use.

4 Implementation and Benchmarks
We implement Kopis in Rust, with three computational backends: portable,
AVX2, and NEON. For performance, we rely heavily on the number-theoretic
transforms (NTTs) described in [CHK+21]. We transcribe our specification to
Lean and use Aeneas [HP22] to extract the Rust code to Lean [dMKA+15].
We formally verify that all three backends match a Lean transcription of our
specification.
Scope of verification. We briefly describe what our Lean proofs establish.
For each of the three backends, we prove that the Rust code (extracted by
Aeneas) is equivalent to a Lean transcription of the Kopis specification (Ap-
pendix A). The audit surface is as follows: the Kopis Lean specification (209
lines of code), a TurboSHAKE Lean specification (45 lines, using a pre-existing
Keccak Lean formalization), and 18 theorems covering API correctness (most du-
plicates, to cover all three security levels). Our trust base covers dependencies (a

9Really, it shows it for U̸⊥
m and a rigid PKE scheme, but notes that the T re-encryption

transform makes a PKE scheme into a rigid PKE. Since our FO ̸⊥
m = U ̸⊥

m ◦ T, the theorem
follows.
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TurboSHAKE crate and a constant-time operations crate) and intrinsics (SIMD
instructions and some mathematical intrinsics). To ensure constant-timeness,
we rely on taint testing and binary inspection.

Much of the development and verification was aided by a large language
model (LLM). See Appendix B for more detail on our methodology for producing
high-assurance guarantees while delegating much of the code generation to an
LLM.

4.1 Rust Microbenchmarks
We benchmark our formally verified Rust implementation of Kopis10 and com-
pare it against the current fastest known Rust implementations of ML-KEM:
aws-lc-rs [Ser23], libcrux [Lab24] (formally verified as well), selkie [Con26], and
graviola [BP24]. In all tables, we report the median measured runtime, after a
3-second warmup. The maximum observed standard error of the median was
0.84%. Portable and AVX2 benchmarks were performed on an Intel i9-12900H
CPU, with hyperthreading and Turbo Boost disabled. NEON benchmarks were
performed on an Apple M3 chip.

All KEM experiments were done with derandomized implementations.11 All
implementations but aws-lc-rs use unpacked public and secret keys, meaning
they store the expanded public key, deserialized public key vector, and public key
hash in the data structure. We include aws-lc-rs in benchmarks for completeness,
but note that the comparison in encapsulation and decapsulation is unfair, since
it is parsing and expanding serialized values on every call.
Portable. Benchmarks of portable backends can be found in Table 3. We
compare against libcrux and aws-lc-rs. We omit graviola, since it has no portable
implementation, only AVX2 and NEON.

We ensured that none of the portable implementations used SIMD-accelerated
hashing. In this regime, we see that Kopis outperforms the other implementa-
tions in all operations except key generation. This is a fundamental tradeoff in
our implementation: in order to achieve fast encapsulation and decapsulation,
we must convert the public matrix to its NTT representation. This step is not
needed in ML-KEM, since the matrix is directly sampled in the NTT domain.
AVX2 and NEON. Benchmarks of AVX2 backends can be found in Table 4,
and those of NEON backends in Table 5. We benchmark the libraries from the
portable case, plus graviola, and minus libcrux in the NEON case. Times for
levels I and V are omitted for graviola, since it only implements ML-KEM-768.
In both tables, we see the same dynamic as in the portable case: Kopis is largely
faster than the competition in encapsulation and decapsulation, but falls short
in key generation.

10Code at https://github.com/rozbb/kopis-rs.
11This required modifications to the public API of aws-lc-rs. Code at https://github.com

/rozbb/aws-lc-rs/tree/mlkem-derand.
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Table 3: Portable runtime (in µs) of Kopis and Rust ML-KEM implementations.

Library Level I Level III Level V
K E D K E D K E D

kopis 12.4 6.47 11.6 22.0 8.37 15.2 35.1 11.4 19.6
aws-lc-rs 12.6 15.4 19.7 20.0 23.7 29.4 30.8 34.6 41.3
libcrux 14.2 8.32 13.7 24.4 11.9 18.8 38.8 17.1 25.4
selkie 15.5 11.1 17.9 28.1 14.6 23.1 40.6 17.3 28.9

Table 4: AVX2 runtime (in µs) of Kopis and Rust ML-KEM implementations.
graviola only implements ML-KEM-768.

Library Level I Level III Level V
K E D K E D K E D

kopis 5.13 2.79 5.66 9.30 3.53 7.45 13.6 4.58 9.44
aws-lc-rs 5.35 5.90 7.67 8.45 9.11 11.6 12.3 12.9 16.1
libcrux 10.5 4.30 6.67 13.9 4.58 8.08 18.6 5.83 11.2
selkie 6.77 5.22 7.90 12.2 5.59 9.95 17.8 6.83 12.7
graviola — — — 10.7 7.25 9.54 — — —

4.2 Cortex-M4 Microbenchmarks
We build our Kopis ARM Cortex-M4 implementation in C as a modification of
the last Saber implementation in the pqm4 library [SK18], a popular KEM and
signature benchmarking library for the Cortex-M4.12 While the implementa-
tion is not formally verified, we do benefit from having a small diff from the
Saber implementation (+344/–102). We also benefit from all the optimizations
done to the Saber implementation. We compare Kopis against the most recent
ML-KEM implementation and the last available Saber implementation before
it was removed from the pqm4 repository. All tests are done with respect to

12Code at https://github.com/rozbb/pqm4/tree/kopis.

Table 5: NEON runtime (in µs) of Kopis and Rust ML-KEM implementations.
graviola only implements ML-KEM-768.

Library Level I Level III Level V
K E D K E D K E D

kopis 5.15 2.62 4.82 9.40 3.48 6.62 16.1 4.80 8.98
aws-lc-rs 3.87 4.55 5.74 6.80 7.25 8.93 9.91 10.6 13.1
selkie 5.76 3.88 6.19 10.6 4.98 8.44 15.3 6.59 10.9
graviola — — — 7.37 4.15 5.18 — — —
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Table 6: Cortex-M4 runtime (in kcyc) of KEM implementations in pqm4.

Library Level I Level III Level V
K E D K E D K E D

kopis 234 263 316 417 456 529 667 714 811
saber 306 417 403 560 711 685 866 1046 1018
ml-kem 374 372 406 610 624 670 969 981 1041

Table 7: Cortex-M4 memory use (in kB) of KEM implementations in pqm4.

Library Level I Level III Level V
K E D K E D K E D

kopis 5.65 6.19 6.41 6.68 7.22 7.44 7.70 8.24 8.46
saber 5.60 6.29 6.30 6.63 7.31 7.32 7.66 8.34 8.34
ml-kem 4.37 5.44 5.41 5.40 6.47 6.45 6.44 7.50 7.48

the speed-optimized variant of the KEM (as opposed to the memory-optimized
variant). In order to compare unpacked representations against unpacked rep-
resentations, we deserialize the unpacked secret key for decapsulation (against
the specification’s “SHOULD NOT” directive against this).

All benchmarks were performed on an STM32F4DISCOVERY board at
24 MHz to avoid flash memory wait states. The maximum observed standard
error of the median was 0.6%. Since the algorithms of Saber and Kopis are
constant-time, their runtimes did not vary from run to run.

As we can see from Tables 6 and 7, Kopis outperforms ML-KEM and Saber
on the Cortex-M4 across the board, notably including key generation. The
speedup is entirely attributable to hashing. With NTTs, Kopis’s key generation
would be fundamentally slower than ML-KEM’s if both used the same hash
functions. But ML-KEM uses SHA-3 and SHAKE, and so 75%, 74%, and 67%
of the time spent in key generation, encapsulation, and decapsulation is just
hashing, respectively. By using TurboSHAKE, Kopis brings this down to 59%,
52%, and 45%, respectively.

Stack overhead shows the opposite scenario, with Kopis losing across the
board to ML-KEM, though never by more than 30%.

4.3 PAKE and OKEX Benchmarks
We now extend our analysis to the protocols which motivated Kopis in the
first place: password-authenticated key exchange (PAKE) and obfuscated key
exchange (OKEX). We find that Kopis provides meaningful speedups across the
board, as well as simplified implementation requirements.
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4.3.1 PAKE

We first compare the runtime of the Tempo PAKE [ABJS24], instantiated with
ML-KEM, to NoIC [BCP+23], instantiated with Kopis (recall that we do not
show that Tempo can be instantiated with Kopis). Since the two are similar up
to a 32-byte hash and XOR, this comparison is apt. Recall that the structure
of both PAKEs is to hash the password (and a salt) to the public key space (for
ML-KEM, vectors modulo q), and then add that value to the real public key (for
ML-KEM, using vector addition). Importantly, since this hash function takes
the password as input, it must be constant-time.

To avoid mixing and matching different ML-KEM libraries and hashing back-
ends, we will limit ourselves to estimating the primary costs of the Tempo and
NoIC protocols, namely initial key generation, constant-time hash-to-vector (×2
since both parties must do it), encapsulation, and decapsulation. Of these, the
only numbers not covered above are those from the constant-time hash-to-vector
algorithm.

We implement a constant-time hash-to-vector algorithm described in Tempo,
specifically the single-modular-division (SMD) algorithm (also called Algorithm
C1), both for portable and AVX2 backends.13 We measure a minimum cost of
25.5 µs for ML-KEM-768.14 Picking a good-at-everything ML-KEM implementa-
tion (graviola) and adding up the enumerated costs above, we get a total Tempo
AVX2 runtime estimate of 78.5 µs.

We do the same computation, instantiating NoIC with Kopis. Our constant-
time hash-to-vector for Kopis-768 is just an XOF invocation producing 992 B,
with no modular reduction necessary. We measure this to be 1.62 µs. This makes
the total Kopis AVX2 runtime estimate 23.5 µs, or a 70% speedup compared to
Tempo.

4.3.2 OKEX

We compare the runtime of Drivel [GRSV25], the hybrid-post-quantum obfus-
cated key exchange protocol, instantiated with ML-Kemeleon versus Kopis. We
estimate the primary costs of the online phase of Drivel: X25519 key generation,
X25519 Diffie-Hellman computation, Elligator encoding, OKEM key generation,
encapsulation, and decapsulation, and ordinary KEM key generation, encapsu-
lation, and decapsulation.

In ML-Kemeleon, key generation, encapsulation, and decapsulation all invoke
Kemeleon operations. We implement and benchmark Kemeleon with AVX2, and
report the numbers in Table 8.15 We also take benchmarks of X25519 key gener-
ation and Diffie-Hellman operations on AVX2 using the curve25519-dalek crate.

13Code at https://github.com/rozbb/ct-kemeleon/tree/94acc098f928719683fe3299367b2
0f96bdaa8b1.

14In fact, nearly all of this time is spent just inside the SHAKE-128 invocation. Each 12-
bit coefficient requires 24 bytes of randomness to avoid bias when reducing. Thus, the total
number of bytes squeezed from SHAKE-128 for ML-KEM-768 is 24 B · 256 · 3 = 18.4 kB.

15Code also at https://github.com/rozbb/ct-kemeleon/tree/94acc098f928719683fe32993
67b20f96bdaa8b1.
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Table 8: AVX2 runtimes (in microseconds) for Kemeleon encoding and decoding
of public keys and ciphertexts.

Value Level I Level III Level V
enc dec enc dec enc dec

pk 4.50 9.26 6.76 14.2 9.25 18.3
ct 12.7 13.6 17.6 18.5 21.1 23.0

Key generation is 11.82 µs, DH is 36.0 µs, Ristretto map-to-curve is 2.97 µs, and
its inverse is 27.5 µs.16 We estimate the KEM operations by summing graviola
key generation, encapsulation, and decapsulation, and multiplying by two (since
all operations are done by each side), yielding 55.0 µs. Adding the elliptic curve
overhead and Kemeleon ciphertext encoding and decoding overheads, we find
Drivel’s AVX2 runtime estimate to be 169.4 µs. We also have an additional
overhead of 448 B (41%) due to ciphertext encoding.

Doing the same with Kopis lets us skip Kemeleon entirely, yielding an AVX2
runtime estimate of 118.9 µs, a 30% speedup.

The runtime difference is starker with pq-obfs, since it must encode public
keys as well. Instantiated with ML-Kemeleon-768, we estimate the runtime
(using AVX2) to be 112.0 µs. Instantiated with Kopis, it is 40.6 µs, a 64%
speedup.

5 Future Work
We present some ideas not addressed in this work, which we believe would be
interesting and useful as follow-up.
Kopis-512mini. While it is possible to fit a Kopis-512 public key and ciphertext
(1408 B total) into a single UDP packet, doing so leaves little room for protocol
headers. Optimistically assuming an Ethernet MTU of 1500 B, the maximum
UDP payload is 1472 B, leaving just 64 B for protocol headers. This is insuf-
ficient for, e.g., WireGuard [Don17], which has 116 B of headers in the initial
message. Considering other plausible MTUs makes matters worse. IPv6 only re-
quires an MTU of at least 1280 B, meaning there are at most 1232−116 = 1116
bytes remaining for both a public key and ciphertext.

One path forward, as the authors of [HNS+21] note, is to define a variant
of Kopis-512 with a far higher decryption failure rate, ideally one which roughly
matches the likelihood of UDP transmission failure, which is already the dom-
inant source of key exchange failure. The noticeable decryption failure rate
breaks IND-CCA-security, but this is fine, since only IND-CPA-security is needed
for the ephemeral part of the key exchange. We estimate that increasing the

16A Curve25519 map-to-curve inverse function was not readily available in curve25519-dalek,
so we instead use Ristretto, a prime-order coset representation of Curve25519, with little
overhead compared to the base curve.
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decryption failure rate to 2−30 allows us to free 64 B from the public key. This is
enough for WireGuard at an MTU of 1500 B, but does not resolve the problem
at lower MTUs. For these, we suspect an entirely different KEM is necessary.
Side-channel-secure and HW implementations. Saber is well-suited for
side-channel resistant implementations, since the power-of-two moduli simplify
masking operations and the conversion between different types of masking [BBD+25,
Sec. 5]. Hardware implementations of Saber are are also simplified, since no ded-
icated reduction is needed [RB20].

Kopis inherits these advantages and offers further opportunities for efficient
implementations. Replacing SHAKE with TurboSHAKE halves the number of
Keccak rounds, thus lowering the cost of masked hashing. Moreover, point-
wise matrix generation enables parallel hashing evaluations in hardware. These
features motivate exploring masked implementations of Kopis, as well as high-
performance hardware implementations.
Standardizing PAKE on Kopis. The existing IETF draft standard for
hybrid-post-quantum PAKE [VJW26] (built on NoIC) currently only supports
ML-Kemeleon for the underlying OKEM. It may be helpful for, e.g., embedded
device support, to extend the specification to offer Kopis as an alternate OKEM.

6 Rights Release
To the extent possible under law, the authors have waived all copyright and
related or neighboring rights to this specification, as described in CC0 1.0 Uni-
versal.

To the best of the authors’ knowledge, no patents or patent applications
cover Kopis as described in this specification. Each author further grants to every
person a perpetual, worldwide, no-charge, royalty-free, irrevocable license under
any patent rights that author holds or later acquires, and that are necessarily
infringed by implementing this specification, to make, have made, use, offer to
sell, sell, import, and otherwise practice the subject matter described in this
specification.
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A Specification
Below we include a LATEX translation of Kopis’s Markdown specification.

A.1 Kopis KEM Specification
In this doc we define the Kopis key encapsulation mechanism (KEM). We do
this in two parts, first defining an IND-CPA-secure public key encryption (PKE)
scheme, then defining the IND-CCA-secure KEM via the Fujisaki-Okamoto
transform.

A.2 Preliminaries
We first specify all the algorithms, syntax, and mathematics we will need for
the specification.

A.2.1 Dependencies

We use the TurboSHAKE XOF family defined in RFC 9861. We invoke it as
TurboSHAKE128/TurboSHAKE256(M, L, D), where M is the message to be hashed,
L is the desired output length, and D is the domain separator in the range [0x01,
0x7f].

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL
NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “NOT RECOM-
MENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted
as described in BCP 14 RFC 2119 RFC 8174 when, and only when, they appear
in all capitals, as shown here.

A.2.2 Syntax

We use pseudocode resembling a mix of Rust and Python. Variables declared
with let mut are mutable. Function definitions are preceded with fn, each
function input name is followed by a colon, then the type signature, and each
function is followed by an arrow -> then the return type. Ranges are denoted
a..b, and indicate the range [a, b) (i.e., including a, excluding b). When s is
a sequence type (e.g., a bitstring or bytestring), s[a..b] is used to denote the
subsequence starting at index a (0-indexed), and ending at and excluding index
b. We use underscores in the LHS of assignments to denote the elision of a value
that is normally bound, e.g., let (a, _) = f() where f() returns two values.
We use ellipses to denote the elision of multiple values, e.g., let (a, ...) =
f(), where f() returns three values. We use infix || to denote concatenation
of bytestrings. We use infix ^ to denote integer exponentiation when the inputs
are expressions. We write [uK; N] to mean an array of N many K-bit integers.
Subtraction over uK is always defined as wrapping subtraction, e.g., 0u8 - 1u8
= 255u8.
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A.2.3 Mathematical Definitions

Let R be the negacyclic polynomial ring ℤ[X]/(X²⁵⁶ + 1). We denote by R13 the
polynomial ring modulo 2^13, i.e., R/2¹³R (this is isomorphic to (ℤ/2¹³ℤ)[X]/(X²⁵⁶
+ 1)). Similarly, R10 denotes R/2¹⁰R and R1 denotes R/2R.

The type MatRn refers to Rn^(ℓ×ℓ), i.e., ℓ×ℓ matrices of elements of Rn, for
any n. Similarly, the type VecRn refers to Rn^ℓ, i.e., vectors of ℓ elements of Rn.
For any n, we write make_rn to refer to the natural morphism from the space
of coefficients [un; 256] to Rn (input is interpreted lowest-degree-coefficient-
first). make_matn takes a nested array [[Rn; ℓ]; ℓ] and interprets it as a list
of rows in a matrix in MatRn. make_vecn takes an array [Rn; ℓ] and interprets
it as a column vector in VecRn, in the same order as make_matn, i.e., such that
make_matn([eye, zeros, ... zeros]) * make_vecn(eye) = make_vecn(eye),
where eye = [1, 0, ..., 0] , and zeros = [0, 0, ..., 0] (interpreting the
numbers as ring elements). When indexing into a vector v: VecRn for some n,
we do so in the same order that was used in its constructor, i.e., v[i] equals
a[i] where a is the input to the make_vecn that constructed v. transpose
transposes the given matrix or vector.

When we write r as U for some type U, we mean to invoke either the natural
injection or projection of r into/onto U. For example, if r is in VecR10 and U is
VecR13, then it is the natural injection, and if vice-versa, then it is the natural
projection by quotienting by 2¹⁰R13.

For any modulus N, we say the canonical form of an element of ℤ/Nℤ is its
representative integer in [0, N). For any n and a ring element r we say its
canonical coefficients canonical_coeffs(r: Rn) -> [un; 256] are the unique
sequence of 256 un values a_0, ..., a_255 such that r = a_255 X^255 + ...
+ a_1 X + a_0.

For an element r in Rn and integer N, we define the right-shift r >> N as
make_rn([a_0 >> N, a_1 >> N, ..., a_255 >> N]) where a_i are the canon-
ical coefficients of r. We define left-shift r << N similarly, with coefficients
reduced mod 2^n. We define right and left shift for elements of VecRn as oper-
ating element-wise.

We define to_bits_le(n: ℤ, k: un) -> [bool; n] to be the function that
converts an n-bit integer to its bit representation, starting with the least signif-
icant bit. Similarly, we define from_bits_le(n: ℤ, bits: [bool; n]) -> un
to interpret n bits as a un value, using bits[0] as the least significant bit of the
output, and so on.

A.3 Main Algorithms
We now define a public key encryption (PKE) scheme. For the purposes
of this specification, the secret key space is simply [u8; 32], and generating a
fresh secret key amounts to generating a fresh uniform bytestring. We define a
public key encryption scheme as the set of the following algorithms:

• SkToPk(sk) -> pk — Computes the public key corresponding to the given
secret key
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• PkeEncrypt(randomness, pk, msg) -> ct — Encrypts the given mes-
sage msg to public key pk, using encryption randomness randomness

• PkeDecrypt(sk, ct) -> msg — Decrypts the given ciphertext ct using
the secret key sk, and unconditionally returns a message msg

We now define a key encapsulation mechanism (KEM). Similar to the
PKE above, secret keys are uniform elements of [u8; 32]. A KEM is defined
as the set of the following algorithms:

• SkToPk(sk) -> pk — Computes the public key corresponding to the given
secret key

• KemEncap(randomness, pk) -> (k, ct) — Encapsulates a shared secret
k to public key pk, using randomness randomness. Outputs a k and a
ciphertext ct.

• KemDecap(sk, ct) -> k — Decrypts the ciphertext ct using the secret
key sk, and unconditionally returns a shared secret k

For real-world usage of these algorithms, the randomness parameters above
MUST be sampled uniformly.

An implementation note: the purpose of Kopis is to be used in settings
that require constant-time operations. Thus, any implementation of the above
functions MUST be constant-time with respect to all inputs.

A.3.1 Parameters

The following variables represent security parameters, and depend on the secu-
rity level being instantiated:

• ℓ — The public matrix dimension. This impacts the size of public keys
and ciphertexts

• μ — The binomial parameter used for secret generation. This is always
even.

• t — The base-2 logarithm of the modulus of the space of compressed ring
elements

A.3.2 Constants

We define the constants used in our implementation. The sizes in bytes of our
secret keys, public keys, and ciphertexts are functions of the parameters above:

• SK_SIZE = 32

• PK_SIZE = 256*ℓ*10/8 + 32

• CT_SIZE = 256*t/8 + 256*ℓ*10/8
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We also require domain separators for all our TurboSHAKE invocations:

• DOMSEP_KGEXPAND = 0x01

• DOMSEP_GENMAT = 0x02

• DOMSEP_GENSEC = 0x03

• DOMSEP_PKHASH = 0x04

• DOMSEP_FO = 0x05

• DOMSEP_NOREJECT = 0x06

A.3.3 PKE

We define key generation, encryption, and decryption for the Kopis IND-CPA-
secure PKE scheme. We will define the helper functions later.

fn SkToPk(sk: [u8; 32]) -> [u8; PK_SIZE]:
let (_, _, pk, _) = ExpandSecretKey(sk)
return pk

fn PkeEncrypt(
randomness: [u8; 32],
pk: [u8; PK_SIZE],
msg: [u8; 32]

) -> [u8; CT_SIZE]:
let vec_b = deserialize_vec(10, pk[..256*ℓ*10/8])
let mat_seed = pk[256*ℓ*10/8..]
let m = deserialize_elem(1, msg)

let mat_A = GenMat(mat_seed)
let vec_sprime = GenSecret(randomness)
let vec_bprime = CompressToR10(mat_A * vec_sprime)
let vprime = transpose(vec_b) * (vec_sprime as VecR10)
let cm = CompressToRt(vprime - ((m as R10) << 9))

let ct = serialize_vec(10, vec_bprime) || serialize_elem(t, cm)
return ct

fn PkeDecrypt(sk: [u8; 32], ct: [u8; CT_SIZE]) -> [u8; 32]:
let (vec_s, ...) = ExpandSecretKey(sk)
let vec_bprime = deserialize_vec(10, ct[..256*ℓ*10/8])
let cm = deserialize_elem(t, ct[256*ℓ*10/8..])
let v = transpose(vec_bprime) * (vec_s as VecR10)
let cm10 = (cm as R10) << (10 - t)
let mprime = DecodeMsg(v - cm10)
return serialize_elem(1, mprime)
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A.3.4 KEM

We define the IND-CCA-secure Kopis KEM below. The SkToPk function is
identical to the one given in the PKE above.

fn KemEncap(
randomness: [u8; 32],
pk: [u8; PK_SIZE]

) -> ([u8; 32], [u8; CT_SIZE]):
# Derive the output key and encryption randomness
let pkh = TurboSHAKE256(pk, 32, DOMSEP_PKHASH)
let b = TurboSHAKE256(randomness || pkh, 64, DOMSEP_FO)
let (k, r) = (b[..32], b[32..])

# Encrypt to pk. `randomness` is itself the message
let ct = PkeEncrypt(r, pk, randomness)

return (k, ct)

fn KemDecap(sk: [u8; 32], ct: [u8; CT_SIZE]) -> [u8; 32]:
let (_, z, pk, pkh) = ExpandSecretKey(sk)

let randomness = PkeDecrypt(sk, ct)
let b = TurboSHAKE256(randomness || pkh, 64, DOMSEP_FO)
let (k, rprime) = (b[..32], b[32..])
let cprime = PkeEncrypt(rprime, pk, randomness)

if ct == cprime:
return k

else:
return TurboSHAKE256(z || ct, 32, DOMSEP_NOREJECT)

We note again that, along with all other top-level functions, KemDecap MUST
be constant time with respect to its inputs. In particular, an implementer MUST
perform the ciphertext equality check in constant time.

For efficiency, implementers MAY internally cache the expanded decapsula-
tion key. But this expanded key SHOULD NOT be persisted anywhere.

A.3.5 Auxiliary Functions

We now define the auxiliary functions used in the schemes above:

fn ExpandSecretKey(
sk: [u8; 32]

) -> (VecR13, [u8; 32], [u8; PK_SIZE], [u8; 32]):
let randomness = TurboSHAKE256(sk || (ℓ as u8), 96, DOMSEP_KGEXPAND)
let mat_seed = randomness[..32]
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let secret_seed = randomness[32..64]
let z = randomness[64..]

let mat_A = GenMat(mat_seed)
let vec_s = GenSecret(secret_seed)
let vec_b = CompressToR10(transpose(mat_A) * vec_s)
let pk = serialize_vec(10, vec_b) || mat_seed
let pkh = TurboSHAKE256(pk, 32, DOMSEP_PKHASH)

return (vec_s, z, pk, pkh)

fn CompressToR10(v: VecR13) -> VecR10:
let h1 = make_r13([4u13; 256])
let h = make_vec13([h1; ℓ])
let s = (v + h) >> 3
return (s as VecR10)

fn CompressToRt(r: R10) -> Rt:
let h1 = make_r10([4u10; 256])
let s = (r + h1) >> (10 - t)
return (s as Rt)

fn DecodeMsg(r: R10) -> R1:
let h2 = make_r10([2^8 - 2^(10-t-1) + 4; 256])
let s = (r + h2) >> 9
return (s as R1)

fn GenMat(seed: [u8; 32]) -> MatR13:
let A: [[R13; ℓ]; ℓ]
for i in 0u8..ℓ:

for j in 0u8..ℓ:
let buf = TurboSHAKE128(seed || i || j, 256*13/8, DOMSEP_GENMAT)
A[i][j] = deserialize_elem(13, buf)

return make_mat13(A)

fn GenSecret(seed: [u8; 32]) -> VecR13:
let s: [R13; ℓ]
for i in 0u8..ℓ:

let buf = TurboSHAKE256(seed || i, μ*256/8, DOMSEP_GENSEC)
let vals = bit_slices(buf)
let r: [u13; 256]
for k in 0..256:

# Recall subtraction is wrapping
r[k] = hamming(vals[2*k]) - hamming(vals[2*k+1])

s[i] = make_r13(r)
return make_vec13(s)
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# Serializes an element of Rn (for any choice n=13,10,1,t)
fn serialize_elem(n: ℤ, r: Rn) -> [u8; n*256/8]:

let a = canonical_coeffs(r)

let all_bits: [bool; n*256]
for i in 0..256:

all_bits[n*i..n*(i+1)] = to_bits_le(n, a[i])

let out: [u8; 32*n]
for i in 0..32*n:

out[i] = from_bits_le(8, all_bits[8*i..8*(i+1)])
return out

# Serializes an element of VecRn (for any choice n=13,10,1,t)
fn serialize_vec(n: ℤ, v: VecRn) -> [u8; ℓ*n*256/8]:

let out: [u8; ℓ*n*32]
for i in 0..ℓ:

out[n*32*i..n*32*(i+1)] = serialize_elem(n, v[i])
return out

# Deserializes an element of Rn (for any choice n=13,10,1,t)
fn deserialize_elem(n: ℤ, bytes: [u8; n*256/8]) -> Rn:

let all_bits: [bool; n*256]
for i in 0..n*32:

all_bits[8*i..8*(i+1)] = to_bits_le(8, bytes[i])

let coeffs: [un; 256]
for i in 0..256:

coeffs[i] = from_bits_le(n, all_bits[n*i..n*(i+1)])
return make_rn(coeffs)

# Deserializes an element of VecRn (for any choice n=13,10,1,t)
fn deserialize_vec(n: ℤ, bytes: [u8; ℓ*n*256/8]) -> VecRn:

let elems: [Rn; ℓ]
for i in 0..ℓ:

elems[i] = deserialize_elem(n, bytes[n*32*i..n*32*(i+1)])
return make_vecn(elems)

# Reinterprets a bytestring as a sequence of bitstrings of length μ/2
fn bit_slices(bytes: [u8; μ*256/8]) -> [[bool; μ/2]; 512]:

let all_bits: [bool; μ*256]
for i in 0..μ*32:

all_bits[8*i..8*(i+1)] = to_bits_le(8, bytes[i])

let out: [[bool; μ/2]; 512]

46



for i in 0..512:
out[i] = all_bits[i*μ/2..(i+1)*μ/2]

return out

# Returns the number of set bits in b
fn hamming(b: [bool; μ/2]) -> u13:

let mut weight = 0u13
for i in 0..μ/2:

if b[i]:
weight += 1

return weight

A.4 Parameter Sets
We define three security levels for Kopis: Kopis-512, Kopis-768, and Kopis-1024,
referring to the dimension of the public key vector over ℤ/2¹⁰ℤ:

Name Parameters PK_SIZE CT_SIZE SK_SIZE
Kopis-512 ℓ=2 t=3 μ=10 672 736 32
Kopis-768 ℓ=3 t=4 μ=8 992 1088 32
Kopis-1024 ℓ=4 t=6 μ=6 1312 1472 32
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B Implementing High-Assurance Code with an
LLM

The majority of our Kopis Rust implementation was written by an LLM. Nonethe-
less, we claim this is high-assurance code, due to the strict constraints we placed
around the code production process, using unit tests, known-answer tests, linters,
and, most importantly, formal verification in Lean. We built our implementa-
tion incrementally, beginning with short, human-audited (LLM-written) Rust
code and Lean theorems and ending with a codebase with 6.7 kloc of Rust and
76 kloc of Lean.

We describe our design and implementation process below, as this is of po-
tential independent interest and may inform future work. The LLMs used were
Claude Opus versions 4.8 and 5.

B.1 Building the Trusted Base
We describe the trusted starting points from which we built the rest of the Kopis
codebase.
English Specification. In order to build the high-assurance codebase, we
first needed to define a source of truth. We wrote a Markdown specification
for Kopis, reusing as much structure as possible from Saber. We also specified
all functions with explicit randomness, to make testing easier later on. We
performed multiple passes over the specification, both with and without the
help of an LLM, tweaking language until we were satisfied that all ambiguities
were resolved.
Lean Specification. We used an LLM to produce a Lean specification of
Kopis from the Markdown specification. We reused the Keccak primitive from
SymCRust [Res26], a recently published Lean-verified implementation of ML-
KEM-768. The LLM-produced specification of Kopis required just 209 lines of
Lean code to be human-audited, which was done without much difficulty.

B.2 Building Bridges
At this point, we still had not run any code. So we produced test vectors
to test on both implementations. We had an LLM produce a small Python
implementation of Kopis and output known-answer test (KAT) vectors, covering
each security level, honest executions, executions with mauled ciphertexts,17 and
executions with values that are malformed (e.g., wrong ciphertext length). We
spot-checked the Python code but did not do a close reading.
Rust KAT runner. To consume the vectors and start our Kopis Rust imple-
mentation, we had an LLM modify a pre-existing human-written and well-tested
Saber implementation in Rust. We then gave an LLM the specification and a
description of the KAT file (importantly, not the Python implementation itself),

17These were missed in the first iteration and added later on.
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and asked it to look at the pre-existing Saber Rust codebase and modify it until
it implemented Kopis. We reviewed the resulting diff of +104/–128 manually.18

With the diff merged, we prompted the LLM to make one more change: to
implement KATs using test vectors in the format described above. The diff was
+182 lines of Rust, which we manually reviewed.
Lean KAT runner. At the same time, we also had an LLM build a known-
answer test harness using a description of the KAT file. This PR was less than
100 lines of Lean code, which we spot-checked but did not do a close reading of.

With all test harnesses set up, we passed the test vectors into the Lean and
Rust implementations and found that all passed.

B.3 Formally Verifying the Rust
With trustworthy Rust and Lean implementations of Kopis in hand, we could
then begin proving their equivalence. This was a relatively hands-off process.
Proving Rust. We used Aeneas [HP22] to extract our Rust implementation
to Lean, and began prompting the LLM to prove equivalence of the extracted
Lean to our Lean specification from the previous section. As a side benefit, a
proof of correctness against our Lean specification also proves that the Rust
code is panic-free.

To aid the LLM, we gave it access to SymCRust to copy techniques if any were
relevant. We started by prompting for proofs of equivalence for ring addition,
then for serialization and deserialization. These proofs succeeded and brought
to our attention that our TurboSHAKE dependency needed to be axiomatized,
since we do not implement it directly in our crate. Similarly, our dependency on
subtle, a crate for constant-time selection operations (necessary for the Fujisaki-
Okamoto transform), was axiomatized. Finally, since they were not yet covered
by Aeneas, some basic Rust intrinsics were axiomatized, namely count_ones
and wrapping_neg.

We then moved on to ring multiplication and expand_decap_key, then on to
PKE encryption and decryption. No issues arose in any of these processes, so
we asked the LLM to just complete the proof for the KEM, which it did.
Making theorems auditable. Lean proofs are not useful unless we can verify
the theorems. By the end of the above process, there were about 14 kloc of
Lean code, not including comments. We asked the LLM to extract the top-level
theorems and place them in their own file, so we could manually review them.
After several rounds of rephrasing theorems, choosing what counted as top-level,
and reformatting for readability, we ended up with 18 theorems (many of them
duplicates because of the three security levels) describing the correspondence
between the extracted Rust API and the Lean implementation. These theorems
were placed in a separate file TopLevelTheorems.lean and manually reviewed.

18The deleted code included easily visually skippable functions such as repetitive hash com-
putations and serialization/deserialization routines for Saber KEM and PKE secret keys. The
remaining changes in the PR were variable renames and deletion of Saber KATs, both easily
visually skippable using a side-by-side word-diffing UI.
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Checking for sorry. The top-level theorems are useless if there are hidden
axioms in the proofs or proofs using sorry (a tactic which tells the prover
that no proof is present). To check this, we had an LLM produce a file called
TrustBase.lean, which dumps all axioms used in the project and matches them
to a list of approved axioms. If any axiom is unapproved, an error is raised. We
checked this axiom list to ensure it was what we encountered in the above steps.

B.4 (Mostly) Fearless Optimizing
Once we had a functioning Lean pipeline for updating proofs, it became ex-
tremely easy to let the LLM perform arbitrary optimizations. For example,
the LLM produced code specializing serialization and deserialization for specific
moduli. We simply let it produce the code, verified that it improved bench-
marks, and let it fix the Lean proofs. All we needed to check was that the
top-level theorem file was unchanged.
Using NTT. We asked the LLM to make high-impact optimizations to the
crate. The route it chose was the number-theoretic transform (NTT) described
in [CHK+21, Section 4], specifically the one which uses a semiprime modulus
just greater than 225, so that all Kopis operations fit without overflow. This
modification improved our encapsulation and decapsulation runtimes by nearly
2×.

The cost was that our internal representation of the public and secret keys,
now stored in the NTT domain, no longer matched the Lean specification. To
accommodate this change, we modified the top-level theorems to be independent
of internal representation. For example, rather than showing that an internal
representation of pk matches the Lean specification, it suffices to show that
(1) deserializing a public key and encapsulating to it produces the same cipher-
text and shared secret as when the same is done in Lean, and (2) deserializing
a public key and serializing it is the identity.
Adding SIMD. Next, we had an LLM create SIMD backends. We chose
the same NTT for all backends and introduced compile-time flags to enable or
disable them at compile time (with runtime detection if otherwise unspecified).
We produced an AVX2 backend and a NEON backend (supporting only CPUs
which also have SHA-3 hardware acceleration). The top-level theorems remained
the same for all backends.

Like the NTT optimization, the new backends required changes to the trust
base. During proving, we discovered that Rust AVX2 and NEON instructions
are not covered by Aeneas. And so every instruction we used needed to be
axiomatized. We had the LLM create a list of these (48 NEON and 55 AVX2),
axiomatize their definitions, produce Rust programs that produce test vectors,
and produce Lean code to check the test vectors against the axioms.
Parallelizing TurboSHAKE. In our AVX2 backend, we found that we achieved
a significant speedup if we implemented a 4-way parallel TurboSHAKE squeezing
algorithm. To prove this correct, we needed a Lean specification for TurboSHAKE.
Since Keccak was already provided by SymCRust, a TurboSHAKE implementa-
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tion was not far off. We had an LLM produce a Lean specification of TurboSHAKE,
requiring just 45 lines of Lean code to be human-audited. In non-AVX2 back-
ends, an external crate was still used for TurboSHAKE computations, so those
calls remained axiomatized.
Checking for constant-timeness. At this point, most of the code in the
crate had been produced by an LLM. The guardrails of the Lean proofs mean
that we can be assured of correctness. But Lean proofs cannot tell us whether
our implementations are properly constant-time. There are two primary sources
of non-constant-timeness: an explicit branch over a secret value, and use of a
non-constant-time operation, such as integer division.

We had an LLM produce checks for both kinds of constant-timeness. The
first is a Valgrind test harness which performs taint-testing, and the second
is a manual scan through the compiled binaries to look for non-constant-time
instructions. The taint-testing was done by marking secret bytes as undefined,
and running Valgrind’s memcheck. When this happens, any branching based
on undefined values will throw a fatal error. Thus, this catches secret-based
branching. For the manual scan, we had an LLM produce a list of plausible
instructions that are not constant-time in the various architectures (7 instruc-
tions total), and search for them in the compiled binaries. We also introduced
an allowlist for specific instances where instructions are used in a benign way
(e.g., division involving two public values).

B.5 Cortex-M4 implementation
We built our ARM Cortex-M4 implementation on top of the pqm4 library [SK18],
a collection of the current state-of-the-art implementations of KEMs and signa-
ture algorithms for the Cortex-M4.

The first thing we did was recover the Saber implementation. It was removed
from pqm4 after it was eliminated from the NIST competition. So we copied the
last known implementation (commit 3743a66). We note that each Saber security
level has two implementations: one optimized for speed and one optimized for
stack usage. For the rest of this section, when we say “implementation,” we are
referring to both.

To prepare a Kopis implementation, we copied the Saber implementation to
its own folder. Next, we told an LLM to read the Kopis Markdown spec and
convert that folder into a Kopis-768 implementation, optimizing for a minimal
diff. We manually reviewed the resulting diff, which was +344/–102 lines.

Finally, we extended the implementations to Kopis-512 and Kopis-1024. Like
the Saber implementation, these are identical, except for a two-line difference in
the parameters file (ℓ changes, and the remaining parameters are already defined
as a function of ℓ). The rest of the files are symlinks to the corresponding files
in the Kopis-768 implementation.

As a final check, we had an LLM create a test harness for the code. It
produced code to run all Kopis implementations and produce test vectors. We
also had an LLM extend the Rust implementation to consume these KATs.
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These commits were +144/-0 and +179/-0, respectively. We reviewed these by
hand. All KATs passed.
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