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Abstract. We present variants of blind Schnorr and blind Okamoto-
Schnorr signatures that are not susceptible to ROS-style attacks. We
prove the schemes unforgeable in the algebraic group model and the
random oracle model: the Okamoto-Schnorr variant under the discrete-
logarithm assumption; the Schnorr variant under the algebraic one-more
discrete-logarithm assumption. Our Schnorr variant improves on the
communication complexity of Snowblind (CRYPTO 2023), the state-
of-the-art “pairing-free” blind signature scheme, while matching its sig-
nature size. Moreover, we show that this communication complexity is
optimal: any blind “Schnorr-like” scheme whose first message is a single
group element is susceptible to a variant of the ROS attack by Ben-
hamouda et al. (EUROCRYPT 2021).

1 Introduction

Blind signatures [Cha82] allow a user to obtain a signature on a message from
a signer so that the signer does not learn any information about the mes-
sage and the signature. They are applied in various settings such as e-cash
[Cha82,CFN90,0092, Bra94, BCKL09, BFQ21], e-voting [Cha88, FO093, Oka98,
BFP*01,KRS10], anonymous credentials [Bra94,CL01,CL04,CG08,BL13,FHS15],
and privacy-preserving applications [VR15,HBG16,GCGF16,SLY " 22]. They are
also used in several recent industry applications, such as privacy-preserving ad-
click measurement [PCM21], Apple’s iCloud Private Relay [App], Google One’s
VPN Service [Gool, and various forms of anonymous tokens [Int, PST].

Blind signatures must satisfy two properties: (one-more) unforgeability, mean-
ing a malicious user, who might open multiple concurrent signing sessions, is
unable to produce more valid signatures than completed signing sessions; and
blindness, meaning a malicious signer is unable to link a valid message-signature
pair to the session that produced the signature.

There exist constructions based on RSA groups [BNPS03,Lys23] and pairing-
friendly elliptic curves [Bol03, KRS23]. However, at the same security level the
former lead to much larger signatures than elliptic-curve-based schemes; on the
other hand, there are currently no standards for pairing-friendly curves. This
makes efficient “pairing-free” schemes defined over discrete-log-hard groups, for
which there are standards [LHT16, CMR 23], most desirable.

Another criterion is the round complexity of the signature issuing proto-
col, with two-move schemes being optimal. Unfortunately, Fischlin and Schréder



[FS10] showed that even a broad class of three-move schemes are impossible
to prove secure via a reduction to non-interactive assumptions in the stan-
dard model. More recently, Dietz, Kastner and Tessaro [DKT26] showed that
(under certain conditions on the message length and the number of random
oracle queries) there exist no pairing-free and round-optimal constructions in
(Maurer’s) generic group model (GGM) [Mau05] and the random oracle model
(ROM) [BR93].

In pairing-free groups this leaves round-optimal constructions based on Fis-
chlin’s paradigm [Fis06], that rely on non-black-box use of the group [KNR24,
KTZ26], which have larger signatures due to their reliance on non-interactive
zero-knowledge proofs, or (efficient) three-move constructions [Abe01, Sch90,
Oka93,FPS20,KLX22,CKM*23] in the Algebraic Group Model (AGM) [FKL18]
and the ROM. Furthermore there exist three-move constructions [CART26,
Che26] that do not rely on the AGM, but only the ROM, that incur a much
larger signature size. In particular, the more efficient scheme has signatures that
comprise 15 group elements and 22 scalars, while communication comprises 17
group elements and 14 scalars. There also exist constructions that only rely
on the ROM by requiring at least four moves [FW24, CATZ24, KRW24, KR25,
BHKR25, KLR26, DMV26].

Schnorr signatures [Sch90] admit a simple three-move blind signing proto-
col [CP93]. Their concurrent security was analyzed [FPS20] in the AGM and
the ROM, assuming that the one-more discrete-logarithm problem [BNPS03,
BFP21], as well as ROS, a problem introduced by Schnorr, are hard. Schnorr
[Sch01] had also showed that solving ROS allows an attacker to forge signatures if
multiple signing sessions can be opened concurrently. Later, Wagner [Wag02] de-
scribed a sub-exponential-time attack on ROS, and more recently Benhamouda
et al. [BLLT21] gave a polynomial-time attack, which translates to attacks on
many schemes, such as blind Okamoto-Schnorr signatures [Oka93], when the
adversary opens a polynomial number of concurrent signing sessions.

This leaves the following efficient pairing-free blind signature schemes: Abe’s
scheme [Abe01] is computationally blind and proven unforgeable under the
discrete-logarithm assumption in the AGM+ROM [KLX22]; Clause Blind Schnorr
[FPS20] is a variant of Schnorr relying on the “modified ROS” assumption, a
strengthening of the ROS problem, against which there are sub-exponential-time
attacks [TZ22]. Snowblind [CKM™ 23] improves upon the scheme by Tessaro and
Zhu [TZ22], yielding smaller signatures and simplifying the proof.

The aim of this work is to find more efficient (pairing-free) blind signature
schemes that are not susceptible to ROS-style attacks. In particular, we pose the
following question:

Can we construct more efficient pairing-free three-move blind signature
schemes that are concurrently secure?

Our schemes. Consider the (insecure) blind Schnorr issuance, where the signer
first sends one group element called the “commitment”, the user responds with a
field element called the “challenge”, and the “response” of the signer is another



Table 1. Short three-move blind signatures in pairing-free groups. The column Comm.
refers to the communication size of the signing protocol. All schemes are proved one-
more unforgeable in the AGM+ROM, all but Abe’s scheme are perfectly blind and
have one group element as the public key. There exists a polynomial-time attack for
ROS, and (slightly) sub-exponential attacks for the modified ROS (mROS) problem.

Blind signature Sig. size Comm. Assumptions
Abe [Abe01, KLX22] 2G+6Z, 3G+ 6Z,+logp DL

Blind Schnorr [Sch90, FPS20] 1G +17Z,, 1G + 2Z, OMDL+ROS
Clause Blind Schnorr [FPS20] 1G+1Z, 2G4+ 3Z, + 1bit  OMDL+mROS
Snowblind [CKM 23] 1G + 2Z, 2G + 47, DL

This work: Schnorr? 1G + 2Z, 2G +2Z, AOMDL
This work: Okamoto-Schnorr® 1G + 3Z, 2G + 3Z, DL

field element computed by a linear function in the challenge and secret key. The
signature then comprises of one group and one field element. Based on this,
Barreto and Zanon [BZ23] altered the construction such that the signer first
sends two commitments, and the user answers with two challenges output by a
hash function. The last message then combines both challenges and commitments
into a single response, essentially yielding two applications of Schnorr. Their
blind signature scheme was later shown to be insecure [RCK™25].

In our variant (defined in Fig. 12) the signer sends two commitments but
the user responds with only one challenge. Where before the response was com-
puted using a linear function in the challenge, here the response is computed
using a non-linear function. A signature then consists of one group element and
two scalars. This matches state-of-the-art pairing-free blind signatures, while
improving on communication cost (see Table 1).

We prove our scheme concurrently secure in the AGM and ROM assuming
the hardness of the Algebraic One-More Discrete-Logarithm (AOMDL) problem.
Our proof follows the blueprint of earlier proofs, like the one for blind Schnorr
[FPS20], which gives a reduction to OMDL that fails exactly when the adversary
can be used to solve the ROS problem. At its core, the proof uses the algebraic
representations of the forgeries returned by an adversary to compute the (one-
more) discrete logarithm of the public key. For our blind signature scheme, this
leads to a variant of the ROS problem with an exponential number of equations,
which we show is unconditionally hard.

Analogously, we obtain a variant of the Okamoto-Schnorr scheme (defined
in Fig. 13). Its signatures consist of 1 group element and 3 scalars, and it also
improves on the communication cost of previous works. We show our scheme con-
currently secure in the AGM and ROM assuming the hardness of the Discrete-
Logarithm (DL) problem. For a detailed comparison of pairing-free blind signa-
ture schemes we refer to Table 1.



Lower bound. We show that our constructions are in some sense optimal.
To do so, we adapt the framework by Hauck, Kiltz and Loss [HKL19] for con-
structing blind signatures from linear function families. Our extension allows
for arbitrary homomorphic evaluation functions, which defines how the (scalar)
secret key relates to the (vector) public key and is used to verify the response,
and allows for arbitrary coefficient functions, that compute the signer’s response
given the challenge. We then show that unforgeability of such schemes relates to
the Constrained Coset ROS (CCROS) problem, and that the polynomial-time
ROS attack [BLL"21] can be adapted to CCROS. This implies that three-move
blind signature schemes within the extended HKL framework are insecure if their
first signer message (“commitment”) consists of a single group element.

2 Preliminaries

The value A € N denotes the security parameter, x <- X denotes sampling
uniformly at random from a set X, y == = denotes deterministic assignment of
x to y, y < A(z) denotes running the algorithm A on input z that outputs
y. Vectors are denoted by boldface letters v, and their i-th element by v;. The
standard basis vectors are denoted by e;, where all elements of e; are 0 except
the i-th which is e; ; = 1. Functions are applied component-wise to a vector of
elements of the function’s domain. The inner product between vectors v, u is
denoted by v - u, and the product with a scalar s by s- v or by the shorthand
sv. Element-wise vector multiplication is denoted by v ® w. Exponentiation
of a vector v* is defined as k-times application of element-wise multiplication
v®---Ov. Theset {1,..., ¢} is denoted by [¢], and [(]U{0} is denoted by [¢]o. It is
assumed that there is an algorithm GrGen that on input the security parameter A
in unary returns a cyclic group G of prime order p of bit-length A with generator
G, where the discrete-logarithm problem is hard. Group operation is denoted
additively by 4. Schemes and their algorithms are denoted by sans-serif letters,
and their individual algorithms by dot notation, e.g., Scheme.Alg(z). Oracle
access to O given to an adversary A is denoted by A°. The classes of negligible
and polynomial functions are denoted by negl()) and poly(\), respectively.

2.1 Algebraic Group Model (AGM)

The AGM is an idealized model where the adversary is required to supply a
representation z; € Zp, for i € [t], for any group element Z € G it outputs such
that Z = 2221 z;A;, where A; € G are the group elements the adversary has
been input so far.

The AGM can be naturally extended to vector spaces. Let V be an n-
dimensional vector space over a field K, e.g., G is a vector space over Z,. Then,
the adversary is required to supply a representation k; € K, for i € [t], for the
vector v € V such that v = 22:1 k;b;, where b; € V are the vectors the ad-
versary has been input so far. Furthermore, if the adversary is given a vector
space homomorphism f : U — V, where U is an m-dimensional vector space



over K with basis u; for i € [m], then each vector v = ajui + -+ + amuy € U
for a; € K satisfies f(u) = a1 f(u1) + -+ 4+ am f(un). Thus, the adversary is
additionally required to supply the representations a; € K for i € [m] such that
v=> " aif(u)+ Zle kib;. In other words, giving the adversary access to f
is equivalent to giving it the vectors f(u;). In the following, the adversary only
supplies vectors u € U as its representation w.r.t. f, which implicitly defines the
representations (a;);e[m]-
A vector v with representation ki, ..., k; may be denoted as v, .k,

2.2 Blind Signatures
A three-move blind signature BS consists of the following algorithms:

— BS.PGen(1*) — par takes a security parameter and returns parameters par.

— BS.KeyGen(par) — (sk, pk) takes par and returns the key pair (sk, pk).

— BS.Sign(par, sk), BS.User(par, pk,m) a pair of interactive algorithms, where
the signer takes a private key sk, the user takes a public key pk and message
m, such that each comprises two subalgorithms defined as:

e BS.Sign, (par,sk) — (states, R) takes a private key sk, and returns the
signer’s state state; and commitment R.

e BS.User;(par, pk, R,m) — (state,, c) takes a public key pk, commitment
R, and message m, and returns the user’s state state, and challenge c.

e BS.Sign,(par, sk, states,c) — s takes states and ¢, and returns the re-
sponse .

e BS.Users(par, pk, state,, s) — o takes state, and s, and returns the sig-
nature o.

— BS.Verify(pk,m,0) — b takes a public key pk, message m, and a signature
o, and either accepts (b = 1) or rejects (b = 0).

Correctness. A blind signature scheme BS is correct if for all par < BS.PGen(1%),
all keys (sk, pk) < BS.KeyGen(par), all messages m and for
(states, R) < BS.Sign, (par, sk)
(statey, c) < BS.Userq (par, pk, R, m)
o + BS.Usery(par, pk, state,, BS.Sign, (par, sk, states, ¢))

it holds that BS.Verify(pk,m,o) = 1.

One-More Unforgeability (OMUF). The advantage of an adversary .4
against the one-more unforgeability of a three-move blind signature scheme BS
is defined as:

Advg2Ui () = Pr[OMUFgs()) = 1], (1)

where the game OMUF is defined in Fig. 1. The scheme BS is called one-more
unforgeable if for all p.p.t. adversaries A it holds that AdeBrg‘j(A) = negl(A).



Game OMUF%5()) Oracle Ct()

par < BS.PGen(1%) k:=k +1; sessy := open
(sk, pk) < BS.KeyGen(par) (statey, Ry) < BS.Sign, (sk)
k:=0 return (k, Ri)

(mi, 04)icie + AP (par, pk)

Oracle Rp(J,
gs = |{j | sess; = closed}| racle Rp(j, ¢)

return g; < ¢ if sess; # open then return L
AVi# j € l]: (mi,oi) # (mj, 0;) s; < BS.Sign,(state;, ¢)
A Vi € [£] : BS.Verify(pk,m;,0;) =1 sess; := closed
return s;

Fig.1. The (strong) One-More Unforgeability game for three-move blind signa-
ture schemes.

Game Blindgs(\) Oracle Ch(z € {0,1}, R;)

par + BS.PGen(1?) if sess; # L then return L

b+ {0,1};b0 :=b;b1 : =10 sess; == open

(pk, mo, m1) < A(par) (state;, ¢;) < BS.Usery(pk, Ri, my,)
b AN (par) return c;

return b = b’
Oracle (i € {0,1}, s;)

if sess; # open then return |

sess; = closed; o3, < BS.Users(state;, s;)
if 09 # L Aoy # L then return (oo,01)
return |

Fig. 2. Blindness game for three-move blind signature schemes.

Blindness. The advantage of an adversary A against the blindness of a three-
move blind signature scheme BS is defined as:

Advgd™i()) = 2 - Pr[Blindgs () = 1] — 1, (2)

where the game Blind is defined in Fig. 2. The scheme BS is called computa-
tionally blind if for all p.p.t. adversaries A it holds that Advglsl?j(/\) = negl(\).

2.3 Linear Function Families

We adopt the definition of linear function families of Backendal et al. [BBSS18].
A linear function family LF consists of:

1. a p.p.t. parameter generation algorithm LF.PGen, that on input the security
parameter A returns par, which defines two vector spaces D := D(par), R :=
R(par) over the scalar field S := S(par) with null vectors Op, O, respectively;



2. a deterministic polynomial-time evaluation function LF.F(par) defined by par,
that implements a vector space homomorphism F := LF.F(par) : D — R, i.e.,

VseSVr,yeD:F(s-z+y)=s-F(x)+F(y).

3 Linear Blind Signatures

In this section, we introduce the concept of linear blind signatures expand-
ing on the works of [BBSS18, HKL19]. We analyze the security requirements
of these constructions in the AGM and ROM giving rise to a novel hardness
assumption called CCROS. We generalize the p.t. ROS attack by Benhamouda
et al. [BLL*21] to this setting. We show that any p.t. attack on the assumption
translates directly into a p.t. attack on the OMUF of linear blind signatures. Fi-
nally, we prove the impossibility to construct computationally (or statistically,
or perfectly) blind and one-more unforgeable linear blind signatures.

3.1 Linear Blind Signatures from Identification Schemes

To understand linear blind signature schemes, first consider three-move iden-
tification schemes between a prover and a verifier. First, the prover sends a
commitment to the verifier. Then, the verifier replies with some challenge, to
which the prover responds with a response. At last, the verifier either accepts or
rejects based on the commitment, challenge, and response. Numerous construc-
tions in the literature are captured by three-move identification schemes instanti-
ated from linear function families, i.e., linear identification schemes [FS87,Sch91,
GQ88,0ka93, Lyu09]. At its core lies an efficiently computable homomorphism
F that is used to verify the response. Namely, a public-key pair is a pair (z, X),
where X := F(z) is the public key and x is sampled uniformly at random. The
commitment is a value R := F(r) and the response is computed as s := ¢ -z +r,
where ¢ is the challenge from the verifier. The verifier can verify this linear
relationship using F as F(s) =c¢- X + R since F(c-x +r) =c¢- F(x) + F(r).

Linear signature schemes are constructed from linear identification schemes
through a Fiat-Shamir transform by hashing the commitment along a mes-
sage to compute the challenge [BBSS18]. Blind signatures can be obtained sim-
ilarly using the framework by Hauck, Kiltz, and Loss [HKL19]. We extend
the HKL framework to allow for arbitrary coefficient functions in the response
s (cf. Fig. 3). Concretely, let s = P(c)z + r, where P is an arbitrary effi-
ciently computable coeflicient function. Setting P to the identity function yields
the original framework. Note that any linear signature scheme with response
s = P(c)x + Q(c)r, for some coefficient functions P, @), can be transformed into
a linear signature scheme with response s’ := P’(c)xz + r, for some coefficient
function P’, such that any attack on the latter implies an attack on the former
(see Lemma 3).

In the following, blind denotes a blinding suite which on input the parameters
par specifies the randomness set {2 and the blinding functions

RIEREx N>R, c:R*xCxN—C, §:R*xCxDxN—D.



BS.Sign(par, =) BS.User(par, X := F(x), m)
r <+ D; R :=F(r) B, (R',c,s’) « blind(par);w « 2
R =R'(X,Rw)
=F(ao(w)) + a1 (w)X + az(w)R
' + H(R',m)
s=Plc)x+r — < c=c(X,R,c;w) = B(;w)
/] az(w)P(c) = P(") + a1 (w)
— 5 5 assert F(s) = P(c)X + R
s’ =5 (X,R,c,sw) = ap(w) + as(w)s
return (R',s)

Fig. 3. Linear blind signature protocol BS[LF, H, blind]. The gray text shows the equa-
tions the blinding must satisfy, where g, a1, as are efficiently computable functions.

Syntax. A linear blind signature BS[LF, H, blind] using the linear function family
LF, random oracle H, and blinding suite blind := (R’, c,s’) is a three-move blind
signature scheme consisting of the following algorithms:

— BS.PGen(1") — par takes a security parameter and outputs the parameters
par < LF.PGen(1?), which implicitly define H : R x {0,1}* — C, blind(par),
and the coefficient function P : C — S.

— BS.KeyGen(par) — (sk, pk) takes parameters par and outputs the key pair
(sk, pk := F(sk)), where sk < D is sampled uniformly at random.

— BS.Sign(sk), BS.User(pk, m) are a pair of interactive algorithms specified by
the protocol in Fig. 3.

— BS.Verify(pk,m, o) — b: takes a public key pk, message m, and a signature
o= (R/,s"), and accepts (b =1) (and otherwise rejects with b = 0)

F(s') = P(H(R',m)) - pk + . 3)

The functions R’,c,s’ input all previously defined values of the protocol,
except the outputs of the functions themselves, which are defined implicitly
by the other input values, e.g., ¢ does not take the output R’ of R’ since it
can recompute R’ (cf. Fig. 3). Thus, this covers all possible ways to blind the
construction. We assume algebraic access to R, i.e., algorithms can only use the
operations defined for R, implying that R'(X, R;w) = F(ap(w)) + a1 (w)X +
as(w) R, for some functions g, a1, as The rest of the blinding functions ¢, s’ can
be expressed using ag, a1, as by following the interactive protocol in Fig. 3 and
using Eq. 3:

Lemma 1. Let LF be a linear function family, H a random oracle, blind =
(R',c,s’) a blinding suite, BS[LF, H, blind] a linear blind signature with coefficient



function P, challenge set C, and randomness space §2. Assuming algebraic access
to R and unforgeability of BS, there exist efficiently computable functions oy :
R —-Dya;:2—8ay: 28, B:Cx N2 —C such thatVd € C,w e 2 :

RI(X, R;w) = F(ap(w)) + a1 (w)X + aa(w)R (4)
c(X,R,¢; w) B(d;w) (5)
(X, R,c, s;w) = ap(w) + az(w)s (6)
az(w)P(B(c;w)) = P(¢) + a1 (w) (7)

with overwhelming probability.

Proof. Given the linear blind signature BS[LF, H, blind], since R’ is algebraic it
can be written as

R(X, R;w) = Flap(w)) + a1 (w) X + az(w)R, (8)

where aq, a1,y are efficiently computable functions. In order for a signature
(R',s") = (R(X,R;w),s'(X,R,c,s;w)) to verify for message m, Eq. 3 must
hold for ¢ = H(R',m). Plugging in Eq. 8 into Eq. 3 yields

FS'(X,R, ¢, s;w)) = P()X + F(ap(w)) + a1 (w) X + az(w)R, (9)

where X denotes the public key. Any valid transcript (R, c,s) satisfies F(s) =
P(c)X + R. Substituting R = F(s) — P(¢)X in Eq. 9 and reordering yields

F(s'(X,R,d, 5;w) — ap(w) — az(w)s) = (P(c') + a1 (w) — az(w)P(c)) X. (10)

If the term in front of X is non-zero, then there exists a trivial attack on the
OMUF of BS for ¢ = 2:

Let A be an adversary against the OMUF of BS. It receives the parameters
par, the public key X, and access to the oracles Ct,Rp,H. It queries (1, R) < Ct(),
samples w + (2, computes R’ := R'(X, R;w), queries ¢ + H(R',m) for some
message m € {0,1}*, computes ¢ := c(X, R, ¢’;w), and queries s < Rp(1,c). At
last, A computes

z:=(P()+ o (w) - ag(w)P(c))fl(s’(X, R, s;w) — ap(w) — az(w)s),

samples 7 < D, computes R := F(7), queries ¢ < H(R,m) for some message
m € {0,1}*, computes § := P(¢) - x + 7, and returns the forgeries (R, s), (R, 8)
on the messages m, m.

The first signature is valid by definition, and the second is valid if Eq. 10
holds and therefore

AdV%ISI,][ﬁ:,H,innd],A()‘) > Pr[P(c) + a1 (w) — az(w)P(c) # 0],

implying that P(¢’) + a1(w) = as(w)P(c) with overwhelming probability. Ob-
serve that the right-hand side equals ag(w)P(c(X, R,c’;w)), and that the left-
hand side is independent of X and R. Furthermore, these equations must hold for



any w, ¢’ sampled uniformly at random. Thus, there is a function B : C x 2 — C
such that

c¢(X,R,d,w) = B(d,w). (11)
Hence for ¢ and w we have
as(w)P(B(d,w)) = P(d) + a1 (w). (12)
Moreover, if the previous expression holds, then Eq. 10 implies
F(s'(X,R,d, s;w) — ap(w) — az(w)s) = Og.
Thus, s'(X, R, ¢, s;w)—ap(w)—ag(w)s is in the kernel of F. Any blinding function
s’ may be redefined such that the previous expression is exactly Op by subtracting
the arising kernel element. Thus, w.l.o.g. it holds that
S(X,R,d, s;w) = ap(w) + az(w)s, (13)
and Egs. §, 11, 12 and 13 yield the lemma. O
Correctness. Let m € {0,1}* and for x,r < D let
X :=F(z) and R:=F(r).
For w <— {2 define
R :=F(ap(w)) + a1 (w) X + as(w)R,
and for ¢ <~ H(R',m) and ¢ := B(c’;w) let
s:==Pc)r+r and s = ap(w)+ as(w)s.
Then for o := (R, s') verification succeeds since
F(s') = F(ao(w) + az(w)s) = F(ao(w)) + az(w)(P(c)X + R)
a7 Flao(w)) + (P(c) + a1 (w) X + az(w)R = P(d)X + R'.
Properties of the blinding suite. The probability that P(B(c;w)) = P(c),
for w < {2 sampled uniformly at random, must be negligible. Otherwise, there
is an attack on the blindness of BS (see Lemma 2). Informally, the blinding
function B does not hide the fact that the blinded challenge ¢ = B(¢’;w) maps
to the same image P(c) as the challenge ¢’. This can be exploited to distinguish
which signature containing ¢’ was generated from which transcript containing c.
This attack succeeds as long as P(c) # P(c”), where ¢’ is the challenge
of the other signature not generated from the transcript containing c. If the

probability that this equation holds is non-negligible, then there is an adversary
against the OMUF of the scheme (see Lemma 2). Informally, the adversary uses

10



the function B to create two forgeries out of one. It first queries the signature
(R',s") generated from the transcript (R, ¢, s) using the blinding suite. Then,
it returns the forgeries (R',s’), (R, s) on the messages m’, m. The first forgery
is valid due to correctness, and second forgery is valid when P(c) = P(c”) for
¢’ < H(R,m).

The probability of P(B(c¢';w)) = P(c’) being negligible implies that the prob-
ability that P(¢") + a1 (w) = ag(w)P(c’) holds is negligible (see Lemma 1). This
is lower-bounded by the probability that a;(w) = 0,a2(w) = 1. This is used
later to solve CCROS.

Lemma 2. Let BS[LF,H,blind] be a linear blind signature with corresponding
blinding functions a1, as. Then there exist p.p.t. adversaries A against the blind-
ness of BS, making two random oracle queries to H, and B against the OMUF
of BS, making one signing query and two random oracle queries, returning £ = 2
forgeries, such that

Advglsiﬁ_dF,H,blind],A()‘) + Adv%ré][lllj:,H,blind],B(/\) > Pr [ai(w) =0Aaz(w) =1].
(14)

w2

Proof. Let BS[LF,H,blind] be a linear blind signature. Let A be a p.p.t. dis-
tinguisher against the blindness of BS, and mg, m; two distinct messages. The
distinguisher samples x < D and outputs (pk := F(x),mg, m1) to the challenger.
Then, A interacts with the challenge and signature oracles Ch, X (see Fig. 2) by
following the protocol in Fig. 3: A samples r; + D, queries ¢; + Ch(i, F(r;)),
computes s; == P(¢;)z + 1, and queries ¥(i,s;) for ¢ € {0,1}. After the second
call to X, A receives the signatures o; := (R, s’) on messages m; for j € {0,1}.
Then, A queries ¢} < H(R}, m1) and outputs 1 iff P(cq) = P(c}).

Let 7; == (R;,c¢;,s;) denote the transcripts of the two signing sessions for
i € {0,1}. Let b be the bit of the challenger denoting that ¢; was generated
during the session with the transcript 7;g,. The advantage of A is

Advge™{(\) = 2Pr[b =] — 1 = 2Pr[b = 1] Pr [P(co) = P())b = 1]
¢l
+2Pr[b = 0] Prc[P(co) # P(c)b=0] -1
¢l

= Pr [P(B(cjiw)) = P(c))] + , Pr [P(B(cp;w)) # P(cy)] — 1
cj«+C cg,ci+C
w12 w12

= Pr [ W)P(B(4;w)) = azw)P(er) Aaz(w) # 0]
ch
w2 =P(c|)+a1(w) (Lem. 1)

+ Prfoaw) =0~ Pr [P(B(chiw)) = P(c})]

cy,c1C
w12
> Pr[o(w) =0Aax(w) =1 - Pr [P(B(c;w)) = P(c)], (15)
w12 cp.c1C

w2

where the probability that P(B(cj;w)) = P(c}) is equivalent to the probability
where both sides are multiplied by as(w), except when as(w) = 0.
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It remains to argue that there exists a p.p.t. adversary B against the OMUF of
BS with advantage equal to the probability that P(B(cy;w)) = P(c}). Adversary
B is given the parameters par, public key X and oracles H, Ct, Rp. First, B samples
w < 2, queries (1, R) < Ct() and ¢, + H(Rj, m) for R == F(ap(w))+a1(w) X+
as(w)R, and some message my,. Then B queries s < Rp(1,¢) for ¢ :== B(c;w),
and sets s(, = ap(w)+az(w)s (cf. Lemma 1). Then, (RY, s}) is a valid signature on
my due to correctness. Next, B sets R := R, s} := s, samples some message m| #
myg, and queries ¢j < H(R}, m}). At last, B returns the forgeries (R{), sg), (R}, s})
on mg, m}. The second signature is valid when P(B(c{;w)) = P(c}) since

F(s}) = F(s) = P(B(cp;w))X + R = P(c})X + Ry,

where the second equality follows from the validity of the transcript (R, ¢, s),
which satisfies F(s) = P(¢)X + R. Thus, the advantage of B is

,Pr [P(B(ch;w)) = P(c})] = Advges (M) (16)
cg,c1+C
w2

Eq. 16 and Eq. 15 yield the lemma. O

Given a linear blind signature BS with response s = P(c)z + Q(c)r, a linear
blind signature BS’ with response s = P’(c)x +r can be constructed by dividing
out Q(c) from the response of the former. This works as long as Q(c) has an
inverse, thus the challenge space C’ of BS' contains only challenges ¢ with Q(c) #
0. The reduction is then straightforward since an adversary against BS’ can be
perfectly simulated except when the random oracle of the challenger returns a
¢ € C\ C'. The probability of this is bounded by two constant-time adversaries
against the OMUF of BS. One adversary succeeds whenever P(c) # 0 and Q(c) =
0, since then the response s reveals the secret key. The other succeeds whenever
P(c) = Q(c) = 0, since then any (R,0p) is a valid signature on m for ¢ =
H(R, m).

Lemma 3. Let LF be a linear function family, H a random oracle, BS[LF, H]
a linear blind signature scheme with response s .= P(c)x + Q(c)r for efficiently
computable functions P,Q. Then there exists a signature scheme BS'[LF, H'] with
response s = P'(c)x + r such that the following holds. Given an adversary A
against the OMUF of BS' running in time T making qn queries to H' and g,
queries to Ct. Then there exist adversaries By, By, Bs against the OMUF of BS
such that By runs in time 7, and makes qn queries to H and qs queries to Ct,
adversaries By, By run in constant time, and make a constant number of queries
to H and Ct such that

AdVEZS (1) < ADVREH, (1) + ar AVREH, () + a1 AdVEZE, (V).

Proof. Let BS[LF, H] be a linear blind signature with response s := P(c)x+Q(c)r
for efficiently computable functions P, Q. Consider linear blind signature scheme
BS'[LF, H’] which is the same as BS except the response is of the form

s=P'(c)x +r, (17)

12



where P’ : C' — S; ¢+ (Q(c)) "1 P(c) with the restricted challenge set C' == {c €
C|Q(c) #0}, and H : R x {0,1}* = C'.

Let A be an adversary against the OMUF of BS' running in time 7 making
qn queries to H and g5 queries to Ct. Adversary By against the OMUF of BS is
constructed as follows. Adversary By is given the parameters par, defining the
linear function family LF and random oracle H, the public key X, and access
to the commitment and response oracles Ct, Rp. First, By runs (my, 0;)icjg

ACt/’Rp/’H/(par, X) simulating the oracles Ct’, Rp’ as follows.

— Ct' = Ct,
— Rp'(i,c € C') : query s + Rp(i, c) and return (Q(c))~! - s,
— H'(R,m) : query ¢ < H(R,m) if Q(c) # 0 return ¢, else abort.

At last, By returns (m;, 0;);c(q. It’s advantage is
AdvEe'y (A) < Advge's (A) + Prlabort]. (18)
The probability of abort is bounded by

Prlabort] < g5 - Pr [Q(c) = 0]

c+C
< an- PLIP(0) £ 0AQ0) = 0] +1 - PrIP(e) = 0AQ(e) =0
(19)

Consider the following adversary B; against the OMUF of BS. Adversary B
is given the parameters par, defining the linear function family LF and random
oracle H, the public key X, and access to the commitment and response oracles
Ct,Rp. Adversary B; queries R < Ct(),c¢* < H(R,m), and s < Rp(i,c*), for
some message m. It returns the signatures (F(r;), P(c;)(P(c*))™ts + Q(ci)rs),
where ¢; = H(F(r;), m;) for some message m,, for ¢ € [2]. The signatures are valid
when P(c*) # 0 and Q(c¢*) = 0 implying F(s) = P(c¢*)X + Q(¢*)R = P(c¢*)X

F(si) = P(ci)(P(c")™F(s) + Q(ci)F(ri) = P(ci) X + Q(ei)F(ry).
The advantage of B is

Advgs's, () = Pr[P(c) # 0 A Q(c) = 0]. (20)

Consider the following adversary Bs against the OMUF of BS. Adversary B;
is given the parameters par, defining the linear function family LF and random
oracle H, the public key X, and access to the commitment and response oracles
Ct,Rp. Adversary By samples R < R, set s := Op, and returns (m, (R, s))
for some message m. Let ¢* = H(R,m). The signature is valid when P(c*) =
Q(c*) = 0 since

P(c")X +Q(c¢")R=0r =F(s).

13



The advantage of By is

Advge's, (V) = Pr [P(c) = Q(c) = 0]. (21)

cC
In conclusion, Egs. 18, 19, 20 and 21 yield

Advs i (A) < Advges, (A) + anAdvREs, () + anAdvgEs, (). L

3.2 Security of Linear Blind Signatures

In this section, we introduce a novel variant of the ROS problem, termed Con-
strained Coset ROS (CCROS). To motivate the necessity of CCROS, we show
that any attack against CCROS directly translates to an attack against the
OMUF of a linear blind signature.

The ROS and the CCROS problem. The Random inhomogeneities in an
Overdetermined System of linear equations problem (ROS) (see Fig. 4) was first
introduced by Schnorr [Sch01] studying the OMUF of Schnorr and Okamoto-
Schnorr signatures. The problem states that it is difficult to solve £ + 1 linear
equations in ¢ indeterminates where the right-hand sides are uniformly random
values computed by hashing the coefficients of the equations.

We define a generalization of ROS called CCROS as defined in the Fig. 4.
This problem is parametrized by a function P : C — S from the challenge set C
to the scalar field S. CCROS is equivalent to ROS if C = § and P is an efficiently
invertible bijection. The function P essentially constrains the solution set and
the right-hand sides of the equations to lie in the image of P. In addition, the
random oracle takes values £ which define the range of the right-hand side as the
coset £ + P(C). The problem states that it is difficult for an adversary to find
an overdetermined matrix (p; ;)icfe+1],je[q), constants (£);cje+1), and a solution
vector (7;);epq such that for each i € [¢ + 1] :

> jetg PiiP (i) = P(H(pig, ..o, pie, &) + &, (22)

where the adversary is free to choose in which coset parametrized by &; the sum
lies.

The advantage of an adversary A against CCROS problem in ¢ indetermi-
nates is defined as

Advigen .4 (A) = PrICCROSPGen ¢(A) = 1], (23)
where the game CCROS is defined in Fig. 4, and PGen is an algorithm which

on input the security parameter returns parameters defining the challenge set C,
scalar field S, and constraining function P : C — S.

14



Game ROSPgen o(N)

par < PGen(l)‘) // defines S s.t. H: 8¢ = S
((p; € SYicier1), v € 8°) + A (par)
return Vi # j € [+ 1] : p; # p; A p; -y = H(p;)

Game CCROSS‘Gen,Z(A)

par < PGen(1%) // defines C,8, P s.t. P:C — S,H: 8+ 5 ¢
((p; € 8% icier1), € € ST,y € ) + A" (par)
return Vi # j € [(+ 1] : (p;, &) # (p;, &) Ap; - P(v) = P(H(p;, &) + &

Fig. 4. The ROS game (top) and the Constrained Coset ROS game (bottom) where H
is a random oracle.

Relation of CCROS and OMUF. In this section, a reduction of the OMUF
of a linear blind signature to the CCROS problem is shown. The reduction is
straightforward. Informally, given the public key X and an adversary against
CCROS, the reduction first issues ¢ Rp-oracle queries receiving commitments
R = (Ri)iem- Next, the reduction runs the adversary. On the i-th random oracle
query Heeros(p;, &) the reduction returns ¢ < H(R., m;), for R, .= p, - R+ &X
and some message m;. If the adversary returns (p;,&;)ice41) and v satisfying
Eq. 22 for i € [¢ 4+ 1], then the reduction finishes all ¢ sessions by querying
Rp(4,7:) to obtain s := (s;);cg. It sets sj = p, - s, and returns the forgeries
(R, s;) on m;. The forgeries are all distinct and valid using the correctness of

19 9%

the signing transcripts and Eq. 22: F(s}) = p, - P(v)X + p, - R = P(c,) X + R..

Theorem 1. Let LF be a linear function family and H a random oracle. Let A
be an adversary against CCROS of LF with constraining function P for ¢ inde-
terminates running in time T and making at most qn, queries to its random oracle
Heeros- Then there exists an adversary B against the OMUF of BS[LF, H, blind]
making qn queries to H and £ queries to Ct and running in time 7 + O(qn + £)
such that

AdVES Pgen e, a(A) < Adv(égl[lll_fF,H,blind],B(/\)' (24)

Proof. Let A be an adversary against CCROS parametrized by BS.PGen in ¢
indeterminates running in time 7 making at most ¢, random oracle queries.
Consider the adversary B against the OMUF of BSILF,H,blind] (see Fig. 5).
The adversary B is given the public key X, system parameters par, the signing
oracles Ct,Rp, and the random oracle H. It opens ¢ sessions and receives R; <+
Ct() for i € [f]. Let R = (R;)icq, and M = () an empty mapping. It runs
AHeeros () (par) with
Hccros(p7 é-) = H(P R+ §X7 m)a

where m € {0,1}* is the binary representation of the counter k for the k-th
query. The message m is saved in the mapping M(p, §) := m. It receives ((p, €
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Game CCROSEGen . p(\)

T := (); par < PGen(1*) // defines ¢, S s.t. P: C — S,H: 81 > ¢

M= ();k = 0; R := (R:)iepq for (4, Ri) « Ct()

((p; € SYicer1), € € ST e € CY) «+ APeeros (par)

5= (8:)ieqq for si <= Rp(4,ci) // (M(p;, &), (p; - R+ & X, p, - s)) are OMUF forgeries
return Vi # j € [0+ 1] : (p;, &) # (p;, &) N pi, P(e)) — & = P(H(p;, &)
Oracle Heeros(p, §)

if T(p,&) # L then return T(p, &)
T(p,§) < C

k:=k+1;m:=bogk...bo// k=% 2%,
M(p, &) :==m; T(p,§) < H(p- R+ £X,m)
return T(p,§)

Fig. 5. The CCROS game. The lightgray statements show the OMUF reduction.

S8icpe1), € € S, c € 8Y). Let m; € M be the message s.t.
Hccros(pz’agi) = H(pz : R—F&X, mi)a (25)

as either p;, &; was queried before, or be queried at this point by the reduction.
Adversary B finishes all open sessions with s; < Rp(i,¢;) for i € [¢]. Let s =
(54)ie[q, then for all i € [(] we have

When A returns the forgeries (m;, (R, = p; - R+ &, X, s; .= p; - 8)) it succeeds
if all (p;,&;) are distinct and

Pi- P(C) = P(Hccros(piagi)) + 62 (27>
Then the forgeries are valid since for i € [¢ + 1] we have
F(si) = F(p; - 5)
Eq. 27
= (P(Heeros(pis &) +&) - X +pi - R
P(H(p; - R+&X,m;)) - X +p;- R+ &X = P(H(R],m;)) - X + R;.

F homogorphism - F(S) Eq.:26 p; - (P(C) X+ R)

Eq. 25

The forgeries (m;, (p; - R+ &X, p; - ) are all distinct since m; # m; for all
i # j by construction. Thus, B wins the OMUF game whenever A wins the
CCROS game. O

3.3 Impossibility of Linear Blind Signatures

In this section, an attack on CCROS is shown closely following the strategy for
the ROS attack outlined in [BLL*21, Theorem 1]. Then using the lemmas and
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theorems proven in the previous sections, we prove the impossibility of linear
blind signatures.

Attack on CCROS. We extend the polynomial-time attack of Benhamouda
et al. [BLLT21] to CCROS for ¢ > log q. The ROS attack in [BLL"21] is defined
over the field Z,. It can be generalized to CCROS for any extension field S of
prime power order ¢ = p™ when given an isomorphism ¢ : § — Z;". The attack
creates two sets of £ equations satisfying Eq. 22. The first set is trivial: p; is the
unit vector e; and &; = 0. The second set can be created using solutions to Eq. 29.
The rest of the proof proceeds as in [BLLT21] where the binary decomposition
of the hash of the £+ 1-th equation takes place in the coordinate space Z;'.

Theorem 2. Let S be a finite field of prime power order ¢ = p™ for m > 1,
¢ > m[logp] an integer, C a challenge set, H : S*1 — C a random oracle,
P :C — § an efficiently computable function, ¢ an isomorphism between Zy'
and S computable in time 7,. Then there is an adversary A against CCROS for
¢ indeterminates running in time O(¢-1+71,+1log q), making {+1+1 -k queries
to H such that

Adviganra(A) > o, (28)

where, for each i € [{], a is the probability to solve the following equation in
time T using k random oracle queries in the indeterminates x € C,(y,z) €

S* xS\ {(1,0)}:
yPx) —z=PH({y e+ z-ep1)). (29)

Proof. In the following let p denote a polynomial of the form pg+p1z+-- -+ peze
and p € S[x1, ..., x| the vector (p1,..., p¢) without pg. For i € [{] let

PO — a1 =1, €@ =0, (O H(©, &),

and compute the solution C( ), uﬁl) f(l) to Eq. 29 (in time 7 with probability «
using x queries) such that (u; (1) 5(1)) # (1,0), i.e

i Py — e = PH(uY - e + 6V - ey)). (30)

Set p(l) = ,u Vo, If 3i* € [4] : P(ng)) = P(c,l(&)), then return

0 0 0 0 1 0 0
P, ol ), (€90 gDy (V0.

These solutions are valid since
- Ple) = " = P(c”) = P(H(p". &) for i € [0],
and

Eqg. 30
P! Ple) = ¢ = uVP(el?) = ¢ P P(H(p(", V).
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Otherwise, Vi € [{] : P(cgo)) # P(cgl)). Observe that the finite field S forms a
vector space over Zj,, where vector addition is the field addition, and the product
of a vector s € S with a scalar z € Z,, is defined as z applications of the field
addition of s with itself. Furthermore, § is isomorphic to Z;', which also forms
a vector space over Z,. Let ¢ : Z' — S be the isomorphism. Then, ¢ defines
a vector space isomorphism as well since ¢(z - s +t) = z - ¢(s) + t, for any
z € ZLp,s,t € Zy'. Let ly,..., Ly be integers satisfying ¢ = Z:’;l 0;,2% > p.
These integers exist since £ > m[logp]|. Define

Foo moPEN g s St ten
S O L N =1 4uj=1d Lt bty i)-

The polynomial fz is well-defined since the denominator is non-zero. Observe
that p,,, is a multivariate polynomial in ¢ variables, and that fi(P(CEb))) =b.

Let y := P(ce41) + pet1,0 for cop1 = H(pgyq,0). Compute o~ (y) = (Y1,- -+, Ym)
in time 7,. Since ¢; > logp, it is possible to compute the binary decomposition

Y = 2?:1 b; ;2971 for all i € [m] in time O(logq). Then,
m ‘ m
Zzbi,ﬂj*lsﬁ(ei) = Zyiso(ei) =0t vie)) = (Y1, ym)) = ¥,
i=1 j=1 i=1
and therefore
m £; -
P(cer1) + pevio =iy Zj:l bi, ;27 p(ei). (31)

Computing the bits b; ; takes time O(r, + log¢) in total. Return the solutions

b1, (b1~ ) b, m
(pgll)wu?pel . 7""pé ¢ )7pE+1)7
(b1,1) (b1,e1) (bm e, )
(1 7"'75(1 17"'7££ mvo)a
(cgbl’l), o CZ)MI)» o Cébm’[m))-

These solutions are valid since for i € [m],j € [¢;],h = €1+ --+£;_1+j we have
bi, ; bi,j bij bij i, j i, j bi,j
P Ple) =) = ! P(e ) — g = P(H(py ) &),
and
A m £; . blyj -

Pes1 P(€) = bryi(P(€) — prvno = S0y S5y Fu(P(e7)) 2 2y = prsio

=3 Zf-i:l bi i 2 i — pes1o
Eq. 31

L7 Pleesr) + pes1.0 — peyr.o = P(H(pgy1,0)).

This attack runs in time O(¢- 7+ 7, +log ¢), making £+ 1+ ¢ - k random oracle
queries, with success probability af, depending on the time 7, probability «, and
number of queries « it takes to solve Eq. 29 for any i € [¢]. O
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Impossibility of linear blind signatures. When constructing a linear blind
signature, the function P must exhibit a certain linearity (cf. Eq. 7). This, in
turn, implies that the signatures themselves can be potentially combined linearly
leading to a loss of security. Indeed, Eq. 29 can be solved using the blinding
functions of the scheme when setting © = B(c’;w),y = az(w), 2 = a1 (w), where
¢’ is the hash evaluation and w is sampled uniformly at random. The equation
holds due to Eq. 7 unless y = 1,z = 0. If the scheme is computationally blind
and one-more unforgeable, the probability that y = 1,z = 0 is negligible due
to Lemma 2. Thus, CCROS can be solved in polynomial time when ¢ > loggq
(Thm. 2), hence there is an adversary returning £+ 1 signatures while opening ¢
signing sessions in polynomial time (Thm. 1) contradicting the assumption that
the scheme is one-more unforgeable.

Theorem 3. Let BS[LF, H,blind] be a linear blind signature, where LF is defined
over the scalar field S of prime power order ¢ = p™, and let v : S — Z' be
an isomorphism computable in time 7,. There does not exist BS that is com-
putationally blind and one-more unforgeable: consider blinding a signature takes
time (3, then there exists an adversary A against OMUF of BS, for £ > loggq,
making at most qp oracle queries to H, £ queries to Ct, and running in time
OU-p+71,+1ogq+ L), such that

Advggl[lll_l;,H,blind],A(/\) > 1 — negl()). (32)

Proof. Let BS[LF,H, blind] be a linear blind signature where LF is defined over
the scalar field S of prime power order ¢ = p™ for m > 1. Given that BS
is computationally blind and one-more unforgeable, for any p.p.t. A,B due to
Lemma 2 it holds that

€= [a1(w) = 0 A az(w) = 1] < Advge™i(A) + Advge's (A) = negl(\). (33)

Pr
w+—2
Then, Eq. 29 can be solved by sampling w + 2 and setting z := B(c;w),y ==
as(w), z = ay(w), for ¢’ < Heeros (Y- €; 4+ 2-€p41) queried from the oracle defined
in Theorem 2. Specifically for i € [¢] we have

az(W)P(B(c;w)) — a1(w) = P(Heeros(az(w) - €; + a1 (w) - €p41)),

due to Eq. 7. Using Eq. 33, the solution (y,z) is in $* x S\ {(1,0)} with non-
negligible probability 1 — €. Therefore, Eq. 29 can be solved in time S with
probability 1 — ¢ using a single random oracle query, where 3 is the time it takes
to blind a single transcript (R, ¢, s). Thus, there is an adversary A solving the
CCROS problem in ¢ indeterminates in time O(¢ - 8 + 7, + log ¢) such that

AdVEESp 4(A) = (1 —¢)" > 1 — negl(A),

while making 2¢ + 1 queries to Heeros due to Theorem 2. Consequently, there is
an adversary B against the OMUF of BS, making 2¢ + 1 random oracle queries
and ¢ signing queries, running in time 7 = O(¢- § + 7, + log ¢ + £), such that
by Theorem 1 we get

AdV(égl[lifF,H,bnnd],B(/\) = AdviEp a(A) = 1 — negl(A). O
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A direct consequence of Thm. 3 is that if BS is computationally blind and
one-more unforgeable (in polynomial time), then O(¢- 5+ 7, +log ¢+ ¢) must be
super-polynomial. The values 3, log ¢ are polynomial (in the security parameter)
by definition, otherwise the protocol cannot be executed in polynomial time
as blinding or basic operations in D, R,S would take super-polynomial time.
The parameter ¢ denotes the number of concurrent signing sessions any p.p.t.
adversary can open, hence it is assumed to be polynomial. By elimination, 7,
must be super-polynomial.

If adversaries only have black-box access to S, then OMUF is reducible to
the isomorphism problem as defined by Maurer and Raub [MRO7]. This problem
is efficiently reducible to the extraction problem in the prime field of S [MRO07,
Corollary 3]. A result by Boneh and Lipton shows that the extraction problem
can be solved in sub-exponential time [BL96, Theorem 8] under a (plausible)
number-theoretic conjecture, in particular in time

exp ((2 +0(1))y/logp - log logp). (34)

Thus, there is a sub-exponential-time adversary against the OMUF of BS for
any scalar field §. Moreover, there is an algorithm in the non-uniform model of
computation solving the extraction—and hence the isomorphism—problem in
polynomial time in logp [Mau94].

Otherwise, if § = Zpm , then 7, = 0 since the prime field of § is Z,, hence ¢
is the identity function and need not be computed, and hence BS is forgeable.

4 Toward Concurrently Secure Blind Signature Schemes

As seen in Sec. 3, there is a sub-exponential-time attack on the OMUF of com-
putationally blind signatures instantiated from linear function families with a
single commitment. Furthermore, when the scalar field is represented as integers
in Zg, then there is a polynomial-time attack on either blindness or OMUF of
the scheme. We are not aware of any finite field implementations for which the
integer counterparts of their field elements are hard to compute.

Therefore, all existing computationally blind and one-more unforgeable linear
blind signatures (that use one commitment) must be instantiated using black-
box scalar fields requiring impractical parameter sizes in the ROM.

In this section, linear blind signatures are extended to the setting of two
commitments. First, a case study of the blind signature scheme by Barreto and
Zanon [BZ23] is presented, which was later shown to be not one-more unforge-
able [RCK™25]. Building on their construction, two perfectly blind and one-more
unforgeable variants, termed Schnorr? and Okamoto-Schnorr?, are presented
along with a proof in the AGM+ROM.

! Meaning, adversaries obtain a string representation of the field elements and must
query oracles to compute field operations.
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4.1 Case Study: BZ

Given a cyclic abelian group G of prime order p and generator G such that
the discrete-logarithm problem is hard in G, and given the random oracle H :
G? x{0,1}* — (Z))*. Let (x, X = 2G) be a key pair where x  Z, is sampled
uniformly at random. The scheme BZ proposed by Barreto and Zanon [BZ23]
proceeds as follows (the blinding factors are omitted for the sake of clarity). The
signer sends two group elements R = rG,T = tG to the user, with r,t < Z,.
The user responds with two challenges (¢, d) < H(R, T, m) for some message m.
Finally, the signer returns the response s := cdx + dr 4+ t. The user verifies the
transcript by checking that sG = cdX +dR+ T.

The construction BZ can be conceptualized as two “applications” of Schnorr.
Given the key pair (z,z@G), the first application computes R := rG,s = cx +r,
for r < Z, and some challenge ¢, creating the one-time key pair (s, sG = cX+R).
The second application computes 71" := tG, z := ds + t, for t < Z,, and challenge
d. Thus, (T, z) is a Schnorr signature under the one-time public key sG.

BZ was shown insecure for a polynomial number of concurrent signing ses-
sions [RCK'25], resulting from the realization that it is no harder than a sin-
gle “application” of Schnorr. Informally, given the random oracle H, commit-
ment oracle Ct, and response oracle Rp for BZ, querying Rp(i,c,1) returns
valid Schnorr responses since s = cx + (r + t), where (r + )G is the Schnorr
commitment. Given an adversary Agc against Schnorr, the reduction simu-
lates the oracles as follows: Ctgen() == R+ T for (R,T) + Ct(), Rpgey(i,c¢) ==
Rp(i, ¢, 1). When simulating random oracle queries, the second commitment of
BZ can be freely chosen: Hgen(R;, m;) = ¢; for (¢;,d;) < H(R;, 6;G,m) for
uniform 0; < Z,. Thus, when Agq, returns the forgeries (my, (Rj, s}))ic[e+1)
satisfying s,G = Hscn (R}, m;)X + R}, then the reduction returns the forgeries
(my, (R}, T! = 6,G, z; == d}s; + ¢})), where (c},d) = H(R],0.G,m;). The forg-
eries are valid BZ signatures since

2IG = d\siG + 0)G = d;Hsen (R, mi) X + d;R, + T} = cd, X + d,R, + T).

Intuitively, splitting the challenge into two challenges increases the power
of an adversary: it can always choose d = 1 to obtain simple Schnorr signa-
tures. Moreover, as seen in the previous sections, single commitment schemes
are impossible in general. Therefore, the main idea of the following sections is
to construct a 2-commitment scheme with a single challenge.

4.2 2-Commitment Blind Signatures from Linear Function Families

Definition. The 2-commitment blind signature 2BS[LF, H] using the linear func-
tion family LF and random oracle H consists of the following algorithms:

— 2BS.PGen(1*) — par takes a security parameter, returns par < LF.PGen(1?),
which defines the homomorphism F : D — R, where D, R are vector spaces
over the scalar field S, and the random oracle H : R? x {0,1}* — S*.
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— 2BS.KeyGen(par) — (sk, pk) takes parameters par and returns the key pair
(sk, pk), where sk < D, pk := F(sk).

— 2BS.Sign(par,sk), 2BS.User(par, pk,m) are a pair of interactive algorithms
specified by the protocol in Fig. 6.

— 2BS.Verify(pk, m, o) takes a public key pk, message m, and a signature o =
(R, T', ), sets ¢ + H(R',T',m), and returns

F(s)=¢ -pk+ R + ()7 '-T. (35)

Signature variants. A signature on a message m produced by 2BS consists
of two commitments R,T € R and a response s € D. Consider the variant
2BS’ where R is replaced by the challenge ¢ + H(R,T,m), ie., 0 = (c,T,s).
Verification for this variant works as follows: first compute R := F(s) — ¢ - pk —
¢~ 1T and accept iff c = H(R, T, m). Blindness follows directly from the original
scheme as the schemes are identical up to post-processing.

The reduction to the OMUF of the original scheme is trivial: let A be an
adversary against the OMUF of 2BS’, the reduction forwards the parameters par
and public pk to 4, and simulates A’s oracle queries using its own oracles. When
A returns the forgeries (m;, (ci, T, si))ic[e+1), the reduction computes R; =
F(s;) — ¢ - pk — ci_1 - Ty, and returns (my, (R;, T3, 54))ieje+1)- The reduction’s
forgeries are valid whenever A’s forgeries are valid. Thus, Advgggif[LF)H], a0 <

AdvganSu[lf_F,H],B()‘)'
Correctness. Let m € {0,1}* and for sk,r,t + D define
pk :=F(sk) and R:=F(r) and T :=F().
For a,y D and < §* let
R :=B-R+F(a) and T :=p2-T+F(y).
Then for ¢/ «+ H(R',T",m) and ¢ := ¢/37! define

s=c-sk+r+ct-t and s'::,é’-s—l—a-l-(cl)_l'%

2BS.Sign(par, sk) 2BS.User(par, pk := F(sk),m)
r,t+ D R.T a,v+ D, + §*
R :=F(r); T = F(t) — R =8-R+F(a)
T = B T+F(y)
s==c-sk+r+ct-t —c d <+ HR, T m); c:=p""¢
-5 5 assert F(s) =c-pk+R+c ' T
s=B-s+a+ ()t~
return (R',T',s)

Fig. 6. The 2-commitment blind signature 2BS from the linear function family LF.
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which verifies since

F(s") = BF(s) + F(a) + (¢)~'F()
=B(c-pk+R+c"T) +F(a) + ()7 - F(v)
=c pk+B-R+ ()12 - T+F(a)+ () -F(y)
=c pk+R + ()T

Blindness. The goal of an adversary against the blindness of 2BS is to determine
which signature o; on message m; resulted from which transcript 7, for 7,7 €
{0,1}. For each bit ¥/ € {0,1} output by the adversary, there is a state, of
blinding parameters distributed independently and uniformly over D x §* x D
(as defined in 2BS.User), explaining that o; was generated from 7y/q; in the view
of the adversary.

The idea is that the output of the random oracle c; and the blinding pa-
rameters «;,7; define a properly distributed state («; ;,8i;,%,;) such that
R} = Bi jRi+F(ai;), T) = B2, Ti+F(vi;), ¢ = Bijci sj = Bijsi+ouj+cf i
hold. Thus, o; could have resulted from either transcript 7y or 7.

Theorem 4 (Perfect blindness). Let 2BS[LF,H] be a 2-commitment blind
signature scheme using the linear function family LF with a surjective evaluation
function F. For any adversary A against the blindness of 2BS in the ROM it holds
that

Advageii e 4 () = 0. (36)

Proof. Let A be an adversary against the blindness of 2BS[LF, H]. It obtains the
parameters par for LF defining F, and outputs the public key pk and the messages
mo,m1 € {0,1}*. Then, A is given access to the random oracle H, challenge
oracle Ch, and signature oracle . It impersonates the signer with public key
pk for two sessions generating two transcripts 7; = (R;, T;, ¢, s;) for i € {0,1}.
After closing both sessions, A receives the signatures o; :== (R}, T}, s}) for j €
{0,1}. The goal of the adversary is to determine which signature o; on message
m; resulted from which transcript 7;. If there are properly distributed blinding
parameters of 2BS.User for each pair (7;,0;), then A’s output bit is independent
of whether o; was generated from 7y or 71, since each case is explained by the
blinding parameters defined by (7;,0;) in the view of A.

It remains to argue that for all bits ' € {0, 1} output by A, there are blinding
parameters statey = (o j, Bij,%i,j)je{0,1}, for i = j @ V', distributed uniformly
and independently over D x §* x D conditioned on the view of A before it
obtains the signatures, and such that

37
38
39
40

R; = ﬁi,j 'Ri + F(Oé@j)
T =B}, T+ Fvij)
s = Bijci

!/

J

85 = Big - si+aig+ ()7 iy

(37)
(38)
(39)
(40)
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for j € {0,1}, after A obtains them.

Let the bit b € {0,1} define which transcript was used to produce which
signature by the challenger, and define by := b, by := —b. Then, 7; generates oy,,
or equivalently ¢; is generated by 7, for 4,5 € {0,1}.

Consider the view of A before it obtains the signatures. Define j3; ; := cjc; L
The value 3; ; is uniformly distributed over §* since ¢; = H(R}, T}, m;) produces
uniform values.

Since F is surjective, there are preimages t;,t; of T;, T}, respectively. The
value v; ; = t; - 22] - t; is uniform in D if t; = 5]2 - tp; +; is uniform in D
independent of 3; ;. Uniformity of t; is implied by the uniformity of -; sampled
by the challenger.

The value o ; = 5; — Bij - 8 — (c;
Sp; +aj + (c})_1 -y; is uniform in D independent of j3; ;,7; ;. Uniformity of s;-
is implied by the uniformity of a; sampled by the challenger.

Therefore, the random variables in state, are mutually independent and
distributed uniformly over D x §* x D, for any b’ € {0,1} conditioned on the
view of A before receiving the signatures.

After A observes the signatures, Egs. 38,39 and 40 are satisfied by definition.
It remains to argue that Eq. 37 holds. Consider the case when A closes its signing
sessions honestly, thus receiving signatures oy # L and o1 # L. Otherwise, there
is nothing to compare and A has no better advantage than guessing. Adversary
A receives valid signatures whenever the assertion F(s;) = ¢; - pk+ R; + 0;1 -T;
holds, for ¢ € {0, 1}. Then, the signatures themselves must be valid as well, thus

/ — A / /\—1 !

F(s}) =c; - pk+ R + (cj)~" - T}. Therefore,
Bij - Ri+ Flauy) = Bij - Ri + F(s}) — Bij - F(si) — ()™ Flyiy)
Zﬁiﬂ‘ ~Ri+c;-pk+R;+(c;)_1 Tj/
—Bij - (ci-pk+ R+ et T) = ()™ Flriy)
=Bij-Ri+c;-pk+ R+ ()" T}
—copk— B Ry — (&) 7187, - Ty — ()™ - F(iy)
=R+ ()T = ()87 - Ti = ()~ - Flvig)

= R4 ()7 T~ () B T ()T ()8 T = R,

-1 . . . . I a..
)~" 74,y is uniform in D if s} = B;

and for all b" € {0,1} statey = (ajgpj, Bjwb i, Viav,j)iefo,1} defines indepen-
dently and uniformly distributed blinding parameters implying that o; was gen-
erated by T;gp. Hence, A has no better advantage than guessing. O

One-more unforgeability. The OMUF of 2BS reduces to solving either the Al-
gebraic One-More Preimage problem (AOMPre), the Second Preimage problem
(2ndPre), or solving the quadratic ROS over a boolean Hypercube problem (Hy-
perROqS).

AOMPre is a falsifiable assumption which generalizes the algebraic one-more
discrete-logarithm problem (cf. Fig. 10). Given a linear function family LF, the
adversary succeeds if it returns the preimages (w.r.t. F) of all elements it received
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Game AOMPrept., () Oracle Chal() Oracle Pre((c)ic(,)

par ¢ PGen(1"); ¢,d =0 c=ctl /X = Flao) + D aif(ei)
(Y15 ye) = AP (par) e D di=d+1
return d < cAVi € [¢] : F(z;) = F(y:) return F(z.) return ap+ 3

i€lc] Qilq

Fig. 7. Algebraic One-More Preimage resistance (AOMPre) game.

Game 2ndPrepg., (A)

par < PGen(1*); z «+ D
z’ + A(par,z,F(z))
return z # 2’ AF(z) = F(z')

Fig. 8. Second-preimage resistance (2ndPre) game, where F is a many-to-one mapping.

from the challenge oracle, while issuing fewer preimage queries than challenge
queries. Furthermore, on each preimage query of an R element, a representation
explaining how the queried element was computed using previous challenges
must be supplied (see Sec. 2.1). The advantage of an adversary A against the
AOMPre problem w.r.t. the linear function family LF is defined as

AdviPmPTe(N) = Pr[AOMPreft peon(A) = 1], (41)

where the game AOMPre is defined in Fig. 7.

Given a linear function family LF, the 2ndPre problem states that it is hard to
find second preimages of F. The advantage of an adversary A against the second-
preimage resistance problem w.r.t. the linear function family LF is defined as

Advﬁ‘;?jre(A) = Pr[2ndPreft peen(A) = 1], (42)

where the game 2ndPre is defined in Fig. 11.

HyperROgS is a statistically hard variant of ROS (see Thm. 6). The ad-
vantage of an adversary A against HyperROqS for ¢ indeterminates for the
parameter generation algorithm PGen is defined as

AdvERETo8 (M) = Pr[HyperROqSpGen ¢ (A) = 1], (43)

where the game HyperROqS is defined in Fig. 9.

In the following, a high-level overview of the proof of OMUF is given. Con-
sider an adversary that returns ¢ + 1 forgeries (m;, (R}, T/, s})) after issuing ¢
signing queries resulting in the responses (R;,T;) and s;. Since the adversary is

algebraic, it must output the representations 77;(1)771(2)7&7;(1)757;(2)7pgl)’0§1)7p52)7
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Game HyperROqSﬁf\Genye(A)

par + PGen(1%) // par defines finite field F of order g
(e € P, B, € F** ) icphn), € € (FX)Y) <= AM(par, £) // H: F*+2 5 F* rand.orac.
return Vi # j € [( + 1] : (o, B;) # (;,8;)
AYi€[L+1]Vbe {0,1}¢: // let =b:=1— b and “” denote inner prod.
(H(ei, 8.))" + (H(ei, B)ews +B;) - (1,b@ e, ~b® ¢?) =0

Fig.9. The HyperROqS game (Random inhomogeneities in an Overdetermined
quadratic System of equations on a boolean Hypercube).

022) such that
R =F() + &Y okt Sim ol Ry + 5500003 T,

T/—F( ) 5(2 Pk‘f'ZJ 10523) R; +2J 191(2g 1;.

Furthermore, since the forgeries are valid, it holds that
F(si) =i X+ Rj+ ()" - T}, (44)

where ¢; = H(R}, T/, m;). The reduction embeds 2¢. AOMPre challenges into
the commitments R;, Tj, and simulates Rp-queries using its Pre oracle as s; <
Pre(c; - X + R; + c_1 T;). Then using the definition of s;, the validity of the
forgeries, and the reprebentatlonb of R! one can construct the following set
of equations:

79 17

B)+ ) di- R+ > e T, (45)

keK JEMNK

for a,dy,er, € S,b € D, K C [{]. Then, the reduction queries the preimages
of R, T; for k € K and j € [{]\ K. Together with the queries made to Rp,
this amounts to a total of 2¢ queries. Using these preimages, Eq. 45 can be
solved for log X if a # 0. Given log X, the rest of the commitments R;, T}, are
computed using the correctness of the signing sessions. The probability that
a = 0 can be reduced to the probability of solving the HyperROgS problem
given that (m;, R;,T!) are distinct for ¢ € [¢ + 1], i.e., each forgery is verified
using a distinct hash function evaluation. If there are two distinct forgeries where
(my, R, T!) coincide, then there is a reduction against the 2ndPre problem. In
Thm. 6 we then show that the probability of solving HyperROgS is information-
theoretically upper-bounded by (¢% + 3¢z +4)/(2(g —1)). Thus, the security of
the scheme comes down to breaking AOMPre for 2¢ challenges or 2ndPre.

Theorem 5. Let LF be a linear function family, which defines the scalar field S
of order q. Let Aag be an algebraic adversary against the OMUF of 2BS[LF, H|
running in time T making at most { signing queries and qpg random oracle
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queries. Then, there exists an adversary B against the AOMPre problem w.r.t.
LF, making at most 2¢ queries to Pre and qg + ¢ + 1 random oracle queries,
running in time T, and an adversary C against 2ndPre w.r.t LF running in time
T such that

@ +3qu +4
2(g—1)

The following is a straightforward adaptation of [FPS20, Lemma 3] to our
setting and is proven analogously. It will simplify the proof of Theorem 5.

AVIBET F 1) A, (V) < ADVEER(N) + AdviEE™ e (A) + (46)

Lemma 4. Let LF be a linear function family and let A be an adversary against
the OMUF of 2BS|LF,H] running in time T and making at most £ queries to
Ct. Then there exists an adversary B that makes exactly ¢ queries to Ct and ¢
queries to Rp, and returns £ + 1 forgeries, running in time at most T + O(L),
such that

AdVgglsu[fLF,H],A()\) = Advgglsu[lf_F,H],B(/\)'

Proof of Thm. 5. Let 2BS[LF, H] be a 2-commitment blind signature using the
linear function family LF and the random oracle H. Let A, be an algebraic
adversary against the OMUF of 2BS making at most ¢ queries to Ct and ¢y
random oracle queries to H. W.L.o.g. it follows from Lemma 4 that A, closes
all ¢ sessions, and returns ¢ + 1 forgeries.

Assuming A, succeeds, consider the adversary B against the AOMPre prob-
lem w.r.t. LF, defined in Fig. 7. Adversary B receives par defining LF, and has
access to the challenge and preimage oracles Chal, Pre. It queries X < Chal(), and
runs A, with par and X as the public key, and simulates the oracles H, Ct, Rp
as follows:

— On the j-th Ct query: query R; < Chal(),T; < Chal(), and return (R;,Tj).
— Rp(j,¢;) : query s; < Pre(¢; X + R; + cj_lTj, (Bi)ie[2¢41),); With representa-

tion 1 = ¢j, 825 =1, Bojt1 = cj_l, and §; = 0 otherwise.
Since Aaig succeeds, it returns £+ 1 valid forgeries (my, (R}, T, s)) and repre-

(4! ) 2) 5(1) 5(2)7,)2 0(1 Pz 0( ) satisfying

sentations Vi
R, =F M x MR, 0T, 47
) ( ) 5 + Z] 1 pz + Z] 1Y4,5 ( )
2) 2 2
T) = FO2) + 67X + X5 o) Ry + X5, 02T, (48)

for i € [¢ + 1]. The reduction B queries ¢, < H(R}, T}, m;) for i € [¢ + 1]. From
the validity of the forgeries it follows that

F(s)) =X + R, + () ~'T]. (49)

Furthermore, the same relation is valid for the closed signing session transcripts
(Rj, Tj, Cj, Sj)7 i.e.,

Rj =F(sj) = ¢;X — ¢; Ty, Ty = ¢j(F(sj) — ;X = Ry),  (50)

J
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for j € [¢]. Substituting R., T/ in Eq. 49 with Eqgs. 47 and 48, respectively, and

27 ?

grouping by R elements yields

(€Y +d+ <'->-15<2>) X =F(= 45— () ")
+ 3 (= a) — ()T R+ 5 (—0) — ()N Ty (51)

Substituting every Ry,T; in Eq. 51 with Eq. 50, respectively, for any index
partition K C [¢], K = [¢] \ K, and grouping by R elements yields

(51‘(1) — 2R :051)) =D kek 9(1) P ta
) gl@)*(cbil 2 jeR PE,J) — (€)™ Yher 0§?,3ci)X
- F( (1) — 2jer pg}])sj — 2 hek 95’1,3%81@ + 5
— ()7 = (D)7 Syer ol s = ()7 T 0 cusr)
+ ZkeK ( Pz k + 91 kCk — (Cz) IPEQk) + (c /‘)_19572;301@)31@
+ e (Al = 007 + (@) et = ()T 0)T,

Let =X be the term in front of X and I be the argument of F for the index
set K, and let P; 1, ©; ; be the terms in front of Ry, T}, respectively, i.e.,

EZKX = F(FiK) + ZkeK Pi,kRk + Z]’E? @iijj'

Let B be the (“bad”) event that VK C [¢(] Vi€ [{ + 1] : ZK = 0.
Assuming B does not occur, there exist K C [¢] and i € [¢ + 1] such that
ZK +£0. Then, B queries

i < Pre(Ri, (Bi)icpery,)  and  t; < Pre(T}, (Vi)iej2e1)0),

for k € K,j € K (with Bax = Y241 = 1, and §; = ; = 0 otherwise). It computes
the private key

2= (ST + Xhek Pirrk + X jcx Oiiti)s
and for j € K,k € K the commitments (Eq. 50)

R — . . J— 71 . f— J— —_
T = sj =i — ¢t and tr = ck(sp — cxx — T1).

It returns the AOMPre solution (z,71,¢1,...,7¢t¢). Note that the number of
Dlog-queries is 2¢ since it is queried for s; for all j € [¢], and for 7,t; for
k € K,j € K, where |K| + |K| = {. Therefore, B succeeds except when B

occurs, hence

AdVEBSILF 1), 4, (V) S AAVRTE™(A) + Pr[B A OMUF3gl ¢ (V) = 1] (52)
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It remains to consider the case when B occurs. We reduce this event to solving
the HyperROqgS problem, defined in Fig. 9, as follows: Reduction H is given the
parameters par, £ defining LF and the number of equations in HyperROqS, and
the random oracle Hy,os : S¥**2 — S*. It samples x + D, and sets X = F(z).
Then, H runs A:l’gc t’Rp(par, X) simulating its oracle queries as follows.

— Ct and Rp are simulated using 2BS.Sign(par, z) with the private key x.
—H R[nyj”,&ﬁ”,pﬁ”,ﬂﬁ”] ,T[7§2)7552>7p§2)7052>] ,m; ) : check if there exists d;, d; such
that (R, T, m;, d;,d;) € Q, if so, return §;d;. Else sample §; < S* as long as

no entry in @ has its last component equal to

di — HhTOS (5;1(51(1)7 _pgl)v _051))7 5;2(61‘(2)7 —PEQ)» _052)))

Store (R, T,m;,0;,d;) in Q and return ¢ == 6;d;.
At last, Aag returns the £ + 1 forgeries (my, (R}, T}, s;)) with representations

satisfying Eqgs. 47 and 48. Let C be the event that 3i # j € [(+1] : (m;, R, T!) =
(my, R, T)).
Assuming C does not occur, the values (m;, R, T!) are all distinct for 7 €

[¢ + 1]. The reduction H makes ¢ + 1 distinct queries to H for each (m;, R}, T}),
and returns

_ 1 1 — 2 2 2
((ai =0 1<§i(1)7_p5 )?_05 ))7 Bi =79, 2(51( )’_pz( )7_01(‘ )>)i€[€+1]’ C)’

where ¢; is the value that was queried to Rp(j, ¢;), and J; is the value chosen in
the simulation of H and stored in Q. Note that (v, 3;)ice+1) are £+ 1 distinct
points due to how 0; was chosen. Whenever B occurs, VK C [(] Vi € [{ + 1] :

1 1 1
(fz-( )~ Zje[z]\K PZ(-,j)Cj — Ykek ez(k)ci> + ¢
_i(.2 2 2
+ ()t (fz( ) > iel\K pz(',j)cj — ke ez(k)ci) =0, (53)

holds, where ¢, = H(R},T!,m;). We identify (the complement of) each set

K C [{] by the bitvector b € {0,1}¢ on the boolean hypercube, i.e., b; = 1

iff 1 € [¢]\ K. The sums may be rewritten as scalar products masked by b, e.g.,

2jelenk pg,lj)cj = 2jel pz(‘,lj)bjcj = p{" - (b® ¢). Thus, Eq. 53 is equivalent to

Vbe {01} Vie[f+1]:
&) —plV (boe)- 0 (o )+
+ ()P = pP poe) -0 (o)) =0,

Defining «; = 5;1(51-(1), —p§1)7 —01(-1)) (corresponding to the representation of
R)) and B, = §; 2 (51-(2), —pEZ), —0-2)) (corresponding to the representation of

2

T!), and substituting ¢; = d;d; yields
S - (1,b® ¢,~b® ) + §;d; + 0;d;*B; - (1,b® ¢,~b ® ¢?) = 0.
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Multiplying by §; 1d; and rearranging yields
d} + (die; + B;) - (1,b© ¢, b ® ¢*) = 0,

where d; = Hpros(@;, B;). Given that B holds, H solves the HyperROqS problem
except when C' occurs, hence

Pr[B] < AdvFgend 3 (N) + Pr[C]. (54)

It remains to consider the case when C occurs. This can be reduced to solving
2ndPre, defined in Fig. 11. The reduction C is given as input par, x, F(x) and runs

ASI’gCt’RP(par, X), simulating its oracle queries honestly:

— Ct and Rp are simulated using 2BS.Sign(par, z) with the private key x.
— the random oracle is simulated by sampling a random response and recording
input-output pairs in a table.

Since Aaig breaks strong unforgeability (m;, R, T, s;) # (m;, R}, T}, s’;) for i #
j € [¢+ 1] holds. Therefore when A, succeeds and returns ¢ + 1 forgeries
such that C occurs, then there exist two forgeries (m, R, T, s1) and (m, R, T, s2)
with $1 # s2. Then by the verification equation we get that F(s;) = F(s2) and
therefore s; — so € ker F. Therefore C returns = + s; — s which is not equal to
x as s1 # So, and since

F(x+s1 —s2) = F(z)+ F(s1 — s2) = F(x),
C solves 2ndPre. Therefore,
Pr[C] < AdviEE™ (),
and the theorem follows by combining this with Eqs. 52, 54 and Thm. 6. O

Hardness of HyperROqgS. The polynomial-time attack by Benhamouda et
al. [BLL"21] against ROS takes advantage of the fact that one can create 2/
equations such that there are 2¢ different valid solutions ¢ for ¢ of those equations.
Thus, there is a large enough solution set to solve one more equation. HyperROqS
differs in that per “equation” i, there are actually 2¢ conditions (represented by
different values of b) that must be satisfied. This restricts the set of solutions
making it improbable that another equation can be satisfied.

These 2¢ equations ensure that each random oracle query falls into one of
two cases: either the query already uniquely defines the (relevant part of the)
possible solution vector ¢ before seeing the response to the random oracle query,
or there exist two distinct queries that define the same component of a possible
solution vector c¢. In either case the query defines a polynomial before the answer
to the random oracle query is known, such that if that query is part of a valid
solution, then said answer has to be a root of that polynomial. As the answer is
a uniform element, this is unlikely.
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Theorem 6. Let £ € N, F be a finite field of order q output by PGen, and A
be an adversary against HyperROgS (Fig. 9) making qg queries to the random
oracle H, then

2
h; rroqs 9y + 3qH + 4
AdVpGam ot (A) < BECED (55)
Proof. First consider the case that there exists (¢, 3) in the output of A not
queried to the random oracle. Since h := H(a,3) is unknown to A its win
condition for b= (1,1,...,1) and a solution ¢ is

h? + (aoh+ Bo) + Y _ cj(azh+ B;) =0,
j<e

a monic polynomial of degree 2 evaluated at a random point h. By Schwartz-
Zippel A succeeds with probability at most 2/(qg — 1).

Now consider that the output of A is a subset of all ¢ random oracle queries
{(as,B;) : 1 <i<qpu}. Let h; = H(ay, B;) denote the answer to the i-th oracle
query and let

'Yi,j(X) = XOéiJ' +Bi,j for 0 S] SE,

Yi, (X) = Xy jre + Bijre for 1 <j </
For a vector b € {0,1}* consider its “neighboring” vector b @ e;, differing only
in the j-th bit, then the win condition yields

0="hi+ (hai+B;)  (1,boc,~boc?)
- (h? + (hici +8) - (1,(bd ej) ©c,~(bB e;) ® 02))
= (hiai + 52‘) . (O7 b-bdej)oc,(-b——-(bde;)) o c2)
= (hyoi + B;) - (0,(0,b; — =b;,0) ® ¢, (0,-b; — b;,0) ® c?)
= (hicvij + Bij) - (=1)7%¢j + (hicvi e + Bijie) - (=1)% 5,
and since c¢; # 0 we get
i, (hi) = ¢;%i,5(hi)- (56)

We will show that every random oracle query will fall into one of two classes,
which is determined before the query is answered: for ¢ < gy define

Sii=A{j €l :;Bijte— Bijcujte # 0},
then for each query this set will either be empty or non-empty. Observe that
whenever j € S; then ~;; and 4;; are linearly independent polynomials for
1 < j </, as the determinant of the coefficient matrix of the linear system
is non-zero. Moreover, j € S; implies 7; j(h;) # 0V 4;,(h;) # 0 as otherwise
vi,j(hi;) =0 and a; ; = 0 contradicts j € S;, and «; ; # 0 implies

Bi,j

a0+ Bijre =0,

,J
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contradicting j € S;.
Now if for the i-th query S; = () then since ~; ; and 4; ; are linearly dependent
define A; ; € F such that

Vi = NiiYVings

whenever 4; ; # 0, and A; ; = 0 otherwise. The polynomial
¢
Pi(X) = X? 4+ 7i0(X) + Z)\i,j%‘,j(X)a
j=1

is defined before the answer h; to the random oracle query is observed by A.
If on the other hand for the k-th query Sy # () and there exists ¢ < k such
that S; N Sy # 0 then let j € S; N Sk. The polynomial

Qi 5.k (X) := i (ha) Va5 (X) — Fi,5 (ha) i, (X),

is defined before the answer hj to the random oracle query is observed by A.
Let R C [qy] with |R| = £+ 1 denote the indices of random oracle queries
that are used in the solution by A and consider two cases:

— if there exists ¢ € R such that S; = (. By the definition of A; ; and by (56)
we have that

£
Pi(hi) = hi +vi0(hs) + D> Xijvii(ha)
j=1

¢
= hi +7i0(hi) + Zcﬂi,j(hi) =0,
=1

since i € R and the win-condition for b = (1,1,...,1). By Schwartz-Zippel
the probability of this happening is at most 2/(q — 1).

— if for all i« € R we have S; # () then since |S;| < ¢ and |R| = ¢ + 1 by the
pigeonhole principle there exists ¢ < k with i,k € R such that S; N Sy # 0.
Let j = minS; N Sk, then Q; ;i is a non-zero polynomial as j € S; implies
vij(hi) # 0V 4 j(h;) # 0, and j € S, means that v ; and 4 ; are linearly
independent, hence @; ;1 is a non-trivial linear combination.

Now since for i,k € R by (56) we have

Qi jk(hi) = i (hi) Yk (i) — i 5 (hi) Vi 5 (hi)
= ¢;%i,j(hi) Yk, (hi) — ¢i%i,5(hi)Ar,j (i) = 0,

and by Schwartz-Zippel conditioned on the previously observed transcript
this happens with probability at most 1/(¢g — 1).

For each query ¢ < qp define the event W; as

w. . JPithi) =0 Si =10,
Tl Qumyi(hi) =0 3IMm<i:S,NS;#0 A j=minS, NS,
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and let W := |J,- a W;. Note that the event W; is defined before the random
oracle query returns h;. We just showed that whenever A wins and queries all
of its output to the random oracle then W occurs. Then by the union bound
we get

2+i—1 <2‘IH+(q2H)
q—1 = g—1

PrW] < Y PrW]< )

i<qm i<qu

Let E denote the event that A queries each of its output to the random oracle,
then A’s winning probability is bounded by
Pr[A wins] < Pr[W] + Pr[A wins A -]
2 qH
< 2H + (%) n 2
- oq-1 q—1
@ +3qy +4
T 2¢-1)

since (%) = (¢4 — ay)/2- O

4.3 Instantiations

We propose two instantiations of 2-commitment blind signature schemes from
linear function families, one based on the hardness of the discrete-logarithm prob-
lem, one based on the hardness of the algebraic one-more discrete-logarithm prob-
lem.

Hardness assumptions

Algebraic One-More Discrete-Logarithm (AOMDL) problem. The ad-
vantage of an adversary A against the algebraic one-more discrete-logarithm
problem w.r.t. the group-generation algorithm GrGen is defined as:

Advgiden a(A) = Pr[AOMDL en(A) = 1], (57)

where the game AOMDL is defined in Fig. 10.

Game AOMDLE ¢ (A) Oracle Chal() Oracle Dlog((:)ice+1])
(G,p, Q) + GrGen(1?) c=c+1 /] X = oG+ g i G
c:=0; d:=0; i < Ly d=d+1

(Y1, Ye) < ACha"D"’g(G,p, G) return z;G return oo + Zie[c] QT
return d < cAVi € [ : x; = yi

Fig. 10. Algebraic One-More Discrete-Logarithm (AOMDL) game [NRS21].
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Game DLE c., ()

(G,p,G) < GrGen(1*)
T ZLp; X =2aG

y +— A(G,p,G, X)
return x =y

Fig. 11. Discrete-Logarithm (DL) game.

Discrete-Logarithm (DL) problem. The advantage of an adversary A against
the discrete-logarithm problem w.r.t. the group generation-algorithm GrGen is
defined as:

Adv(élr%gen,A(A) = Pr[DLérGen(/\) = 1]’ (58)

where the game DL is defined in Fig. 11.

Schnorr2. Let LF be the linear function family where LF.PGen := GrGen returns
cyclic groups G of prime order p with generator G. The evaluation function is
defined as F(z) = #G mapping inputs from the domain D := Z, to the range
R = G, where both Z, and G form vector spaces over the scalar field S := Z,,.
The properties of vector spaces and homomorphisms can be easily checked, and
thus are omitted. The game AOMPre for LF defined above is exactly the AOMDL
problem (compare Figs. 7 and 10) as first defined in [NRS21]. As F is bijective,
Adv{EI™(\) = 0 for all adversaries.

Let Sch?[GrGen] := 2BS[LF] be the 2-commitment blind signature scheme
instantiated with LF using GrGen (see Fig. 12). It follows from Thm. 5 that for
any algebraic adversary Aai; against the OMUF of Schz[GrGen], making at most
{ signing queries and gy random oracle queries, there exists an adversary B
against the AOMDL problem making 2¢ queries to the discrete-logarithm oracle
and gy + ¢ + 1 queries to the random oracle such that

aF +3qy +4
2(¢—1)

Furthermore, perfect blindness follows from Thm. 4. The variant where signa-
tures are of the form (c, R, 5) € Z) x G x Z,, has equivalent security (see Sec. 4.2).

omuf aomdl
AdVER2 GrGen], A, (M) < AdVGGen 5(A) +

Okamoto-Schnorr?. We show a reduction from AOMPre to 2ndPre for linear
function families with non-injective evaluation functions, which is used to argue
OMUF based on the hardness of the discrete-logarithm problem.
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Sch?.PGen(1%) Sch?.KeyGen(G,p,G)  Sch?.Verify(pk, m, o)

(G,p, Q) < GrGen(1?) sk « 7Z, (R, T',s")y« 0o
H:G? x {0,1}* - Z) pk:=skG d + H(R,T',m)
return (G, p,G) return sk, pk return s'G = ¢pk+R'+ () ' T’
SCh2'Sign1((Gap7 G)7 Sk) Schz.Usen ((vaa G)7 pk7 R: T? m)
Tt Zp o,y Lp; B Ly
R=rG; T =tG R = BR+ aG; T' = B°T +~G
states == (r,t) ¢ <« HR,T',m); c:=""c modp
return states, (R, T state, = (a, 8,7, R, R, T, T’ ,c,c)
return state,,c
Sch?.Sign, ((G, p, G), sk, states, c) Sch®.User2((G, p, G), pk, state,, s)
(r,t) + states (o, B,7, R, R, T, T, c, ') + state,
si=c-sk+r+c ' -tmodp if sG#c-pk+R+c ' -Treturn L
return s s =F-s+a+ ()" -ymodp
o= (R,T',5)
return o

Fig. 12. Blind Schnorr? signature scheme.

Lemma 5. Let LF be a linear function family where F is not injective. Let A be
an adversary against the AOMPre of LF running in time 7. Then there exists
an adversary B against the 2ndPre of LF running in time O(7) such that

AdviRP™(A) < 2AdvEET (V). (59)

Proof. Let A be an adversary against the AOMPre of LF running in time 7.
Consider the reduction B against 2ndPre of LF. The reduction B is given the
2ndPre challenge par, z, X satisfying F(z) = X, runs AP (par), and simulates
the oracles Chal, Pre as follows: let ¢ := 0,

— On the i-th Chal query sample z; < D and return F(z;). Increment ¢ by 1.
— On Pre((a)ig[e,) return ag + Zie[c] ;.

Let K := ker F then K # {0}, as F is not injective. When a successful A
returns (yi,...,y.) then B computes §; := y; — x; € K. Now if there exists i
such that §; # 0 then B returns x + J;, and aborts if no such ¢ exists. Since
F(x + d;) = F(z) + F(;) = F(x) this is a valid 2nd preimage.

As the queries to Pre define an underdetermined system of d linear equations
in ¢ > d unknowns z1,...,x., there exists an index ¢ such that z; is a free
variable. As every element in the image of F has at least two pre-images and
since Chal selected a uniform preimage z; of F(x;), the probability that y; = x;
is at most 1/2.
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Hence the probability that there exists 4 such that §; # 0 is at least 1/2
and therefore

Advir R (A) = Pr[3i §; # 0 A AOMPreft pgen(A) = 1]

= Pr[3i 6; # 0 | AOMPre{t peen(A) = 1] - Pr[AOMPreft pee, (V) = 1]
1

1
> - PrIAOMPreth peen (V) = 1] = SAdVIEE™ (),

concluding the proof. O

Let LF be the linear function family where LF.PGen := GrGen returns cyclic
groups G of prime order p with generators G # H, where log, H is assumed to
be unknown. The evaluation function is defined as

F(z,y) = 2G +yH,

mapping tuples (z,y) € Zf) to the group G, where the sets ZZ and G form vector
spaces over Z,. Observe that F is non-injective since F(z + logg H,y — 1) =
F(x,y)+F(logs H,—1) = F(z,y). Therefore, Lemma 5 applies reducing AOMPre
to 2ndPre.

Given an adversary A against the 2ndPre of LF defined as above, the re-
duction B to DL is straightforward. The reduction receives the group instance
(G, p, G) and the challenge H € G (defining LF). If G = H then B returns 1, oth-
erwise it samples ,y < Z,, and runs A on the 2ndPre instance ((z,y), tG+yH).
When A returns a solution (2/,y’) with (2/,y') # (x,y) and 2G + yH =
2’G+y'H, then H = (y—y') (2’ —2)G, hence B returns (y—vy') (2’ —x) mod p
as the discrete logarithm of H. The inverse of y —y’ exists because y = i’ would
imply *G = 2’G, which contradicts (z/,y') # (z,y). Thus,

AdVEEIT (V) < Advei® 5(A). (60)

Let OkaSch?[GrGen] := 2BS|LF] be the 2-commitment blind signature scheme
instantiated with LF above (see Fig. 13). Then, Thm. 5, Lemma 5, and Eq. 60
imply the existence of an adversary B against DL such that

i + 3¢y +4
2(q—1)
Furthermore, OkaSch? is perfectly blind due to Thm. 4. The variant where the

signature is of the form (¢, R, s1,82) € Zy x G x Zf, has equivalent security (see
Sec. 4.2).

omu dl
AdVOkanchz[GrGen],Aalg(/\) < 3Advgci, 5(A) + (61)
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OkaSch?.PGen(1*) OkaSch?.KeyGen(G, p, G, H)

(G,p, Q) < GrGen(1?); H + G*\ {G}  ski,sko « Zp; sk = (sky,skz)
H:G? x {0,1}* — Z; pk := sk1G + sko H
return (G,p, G, H) return sk, pk

OkaSch? Verify(pk, m, o)

(R, T, s1,85) « o3 ¢ «+ H(R',T',m)
return s{G + shH = ¢ -pk+ R + ()7L - T

OkaSch?.Sign, ((G, p, G, H), sk) OkaSch?.User1 ((G, p, G, H), pk, R, T, m)
T17T2,t1,t2(—Zp 0(1,@2,71,72(—Zp,ﬁ<—Z;
R:=rG+reH R =BR+a1G+ azH
T:=t1G+toH T = 52T+’}/1G+’}/2H

states == (r1,72,t1,t2) ¢« H(R,T',m); ¢c:= B¢ modp
return states, (R, T statey,

= (0417 042, ’717 ’727 ﬁ7 R7 R/7 Ta T/a C? Cl)
return state,,c

OkaSch?.Sign, ((G, p, G, H), sk, states,c) OkaSch®.User2((G, p, G, H), pk, state,, s)

(r1,72,t1,t2) < states; (ski,sk2) < sk  (ai,a2,71,7%,8, R, R, T,T' c,c)

s1:=c-ski+r+c 't modp  statey,
sgi=c-ska+ro+c -ty modp (s1,82) < s

s = (s1,52) if51G+82H¢C'pk+R+C71'T
return s return |

sh=8-s1+a1+ ()" modp
sy =B 52 +as+ ()7' -2 mod p
o= (R T, s}, sh)

return o

Fig. 13. Blind Okamoto-Schnorr? signature scheme.
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