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Abstract

Atomic swaps are the prototypical application of adaptor signatures. Practical construc-
tions settle with two ordinary on-chain signatures and require no scripting, but they need two
sequential online rounds: Alice samples a hard statement and sends its pre-signature, and Bob
follows with his own pre-signature using the same statement. We ask whether the protocol can
be compressed into a single online round (from Bob to Alice), which we call a non-interactive
atomic swap, without relying on impractical universal adaptor signatures. In particular, we re-
quire that both parties continue to use standard signature schemes with unmodified verification
algorithms.

Our main result is a lower bound: for statistically unlinkable adaptors with negligible faith-
fulness failure, Bob’s valid-signature space per message must be superpolynomially larger than
the relation’s witness space. This (1) reaffirms the impossibility result by Erwig et al. [PKC
2021] for unique signatures as a trivial corollary, and (2) excludes non-interactive swaps using
the same signature scheme on both sides. However, the bound does leave room for asymmetric
instantiations. We give one in which Alice signs with BLS and Bob uses a pairing-Schnorr adap-
tor whose witness is Alice’s BLS signature, and prove its security under the native unforgeability
of BLS in the random oracle model.

To support more signature schemes in our non-interactive swap framework, we introduce
atomic signature swaps with preprocessing: Alice publishes message-independent public data
before the messages are chosen. These data, together with her public key and the messages,
later determine a statement whose witnesses assemble into her native signature. The protocol
requires a single online round carrying a pre-signature by Bob and falls into our non-interactive
framework. We prove a Schnorr/Schnorr instantiation under the OMDL assumption in the
random oracle model, and give a conditional ECDSA /Schnorr instantiation.

1 Introduction

An atomic swap [TMM22, HLTW24] lets two parties exchange assets that might live on different
ledgers, so that either both transfers take place or neither does. Abstractly, Alice wants a signature
op on a transaction mp under Bob’s key and Bob wants a signature o4 on m4 under Alice’s key;
but neither should obtain the other’s signature without simultaneously enabling the other to obtain
theirs. The first realizations used hash time-locked contracts, which require scripting support on
both chains and leak the link between the two transactions. Adaptor signatures [Poel7, Poel8,
AEE"21] (ASig) remove both drawbacks.

An adaptor signature scheme ASig extends a signature scheme > with a hard NP relation R.
The signer can create a pre-signature & bound to a statement Y in R. This pre-signature can be



adapted into a full signature o using a witness y such that (Y,y) € R, so that anyone holding &
and o learns y.

The above properties make adaptor signatures a perfect fit for atomic swaps, which are their
prototypical application.! We recall the standard two-round atomic swap protocol from adaptor
signatures [MMS™19, AEE*21, TMM22, LTZ24] (see Fig. 1(a)): Assume Alice (resp. Bob) wishes
to receive a signature from Bob (resp. Alice) on a known message mp (resp. m4) where both
signature schemes, referred to as ¥4 and X p, admit an adaptor signature extension w.r.t. the
same hard relation R. The messages m4 and mp could for example be unsigned transactions from
Alice to Bob and from Bob to Alice. Neither party wants to pay the other without also getting
paid. Here is how this is solved: Alice first samples a statement-witness pair (Y,y) € R, generates
a pre-signature 4 on my w.r.t. Y, and sends (Y,54) to Bob. Bob then uses the same statement
Y to produce a pre-signature 6 on mp and sends it back. Upon receiving g, Alice adapts it
into a full signature op using ¥y, and posts op on chain to claim the transaction mp. Once the
transaction is confirmed, and hence o is public, Bob extracts the witness y from (65, 0p), adapts
74 into a full signature o4, and posts g4 on chain to claim my4. By putting proper time-locks
on the transactions (which are allowed even in non-Turing-complete blockchains like Bitcoin) the
parties can further ensure that the swap will either occur atomically or will not occur at all.

The above swap requires two sequential rounds. This can be acceptable when the swap is ar-
ranged between two applications that are already in contact, but can be problematic when the swap
occurs between different (unsynchronized) chains, or when the parties have different time zones, or
are behind intermittent connectivity. Hence, it is natural to ask how much of this interaction is
really necessary.
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Figure 1: Simplified atomic swap protocols via adaptor signatures. (a) The two-round interactive
protocol, where Alice sends (Y,54) and Bob sends &p. Both signature schemes have adaptor
signature extension. (b) The one-round non-interactive protocol, where Bob derives Y from public
data and sends 6p. Only ¥p needs an adaptor signature extension.

! Adaptor signatures have since become a standard building block for blockchain protocols beyond swaps, including
payment channels [AEE"21], coin mixing [GMM*22], and Discreet Log Contracts [Dry17, Dis24].



The Non-Interactive Framework. The idea toremove a round from such an adaptor-signature-
based swap is to make the witness to the relation be itself the desired signature.? More concretely,
to realize a non-interactive atomic swap (see Fig. 1(b)) we need an adaptor signature scheme ASigp
w.r.t. the following direct signature relation

Ra ={((pka,ma),c4) : Vera(pka,ma,oca) = 1}, (1)

where the statement Y asserts that a valid signature on m 4 under pk4 of ¥4 exists, and a witness is
any such signature o 4. Given such ASigp, Bob derives Y from the public pair (pka, m4), pre-signs
mp w.r.t. Y under pkp of X, and sends 65 to Alice. Alice then produces a signature g4 on m4
and uses it as a witness to adapt & into a full signature og. After observing op on the blockchain,
Bob extracts a witness of Y, which is exactly Alice’s signature on m4.

Beyond non-interactivity, this framework enjoys a second advantage of asymmetry. Namely,
only Y p is required to admit an adaptor signature extension, while 3 4 is kept entirely unmodified.
Alice may therefore use a signature scheme without any adaptor extension, for example BLS sig-
natures [BLSO01], which are compact and widely deployed but admit no adaptor extension by the
impossibility of [EFH'21].

But how can we realize ASigp? A straightforward way would be to use universal adaptor signa-
tures [DOY22, LTZ24, CLTZ25, GH26, ABC*26], which support arbitrary NP relations, including
the relation R 4 defined via X 4’s verification. This approach has two drawbacks. First, evaluating
the relation in a general-purpose zero-knowledge proof incurs a substantial efficiency loss. The cost
is particularly high when ¥ 4’s verification invokes a hash function that is modeled as a random
oracle, as for Schnorr and ECDSA. Recently, Abe et al. [ABC"26] mitigate this cost using on-
line/offline NIZKs and obtain more practical parameters for the universal approach. Second, and
more importantly for deployment, the adaptor scheme ASigp changes the form of the signatures
produced by ¥ p: a signature obtained by pre-signing and adapting differs from one produced by
standard signing, and verification must be extended to accept it. Giunta and Hostdkova [GH26]
formalize this as the scriptlessness of adaptor signatures, a core desirable property for blockchain
applications: the conditional logic of the adaptor scheme should live entirely between the two
parties; the verifier never needs to see it, and what it checks is an ordinary signature under the
ordinary verification algorithm. Déttling et al. [DTST26] achieve scriptlessness for arbitrary NP re-
lations without modifying the underlying signature scheme, but require an additional advertisement
message, making the resulting swap two-round.

In contrast to universal adaptor signatures, adaptor signatures for a specific simple relation,
such as the discrete-logarithm relation, typically achieve perfect scriptlessness (the verification algo-
rithm remains unchanged from the underlying one) and perfect unlinkability (a pre-sign-then-adapt
signature distributes identically to one produced by standard signing). This raises the question we
address in this work:

Can we build a non-interactive atomic swap where both o4 and op are standard (scriptless and
unlinkable) signatures?

1.1 Owur Contributions

We study non-interactive atomic swaps from adaptor signatures and prove both negative and pos-
itive results.

2The same notion is called a one-way atomic swap in [ABC'26].



A Lower Bound on Signature Expansion. Our main technical result quantifies how large
Bob’s signature space must be to support an adaptor for a relation R. Let @Qp be the number of
valid X5 signatures per message and let N be the size of the witness set per statement. For an
€ow-one-way relation, Theorem 3.8 implies

N(1-6)?

Qp >
€ow + 14

)

Here ;1 measures statistical unlinkability, and é bounds the probability that extraction returns a
witness different from the one used for adaptation. When pu, d, and €,,, are negligible, the bound
forces B to exceed N by a superpolynomial factor. We obtain the following consequences.

e Unique signature schemes, such as BLS, have p = 1 and therefore admit no adaptor sig-
nature extension for any hard relation. This reaffirms (as a corollary of our bound) the
impossibility from [EFHT21].

e For a non-interactive swap using the direct signature relation R4 from Eq. (1), N = Q4.
Our theorem implies that Qp/Q 4 is superpolynomial, and hence schemes with comparable
signature-space sizes, including the same scheme, are excluded.

BLS Becomes Compatible with Atomic Signature Swaps. On the positive side, the above
cardinality bound leaves room for a construction with Q4 = 1. We instantiate Alice’s scheme with
BLS and Bob’s with pairing-Schnorr over (G, Gr). Bob’s adaptor uses the relation Y = e(W, g2),
whose witness W is Alice’s BLS signature. We give explicit algorithms and a reduction to native
BLS unforgeability, with Bob’s challenge hash in the random-oracle model. The resulting Bob
signature has a group-element response and a pairing-based verifier. This construction does not
contradict the lower bound and the impossibility of [EFH"21], since BLS is only used on Alice’s
side, which requires no adaptor extension (cf. Fig. 1(b)).

Atomic Signature Swaps with Preprocessing. 7To extend the range of signature schemes our
non-interactive paradigm admits, we introduce offline preprocessing. In the direct approach, Bob’s
adaptor must support Alice’s verifier, whose witnesses are complete signatures and whose form may
be arbitrarily complicated. Our approach replaces the full verification relation R4 of Eq. (1) by
a simpler relation that Bob’s adaptor can support, as shown in Fig. 2. In a pre-processing phase,
Alice publishes data p (independently of the message); the triple (pka,p,m4) then determines a
statement Y = Stmt(pka, p, m4) whose witness w is her online signing response. Public assembly
turns every valid witness into a native Alice signature, even when p is maliciously generated.

For Schnorr and ECDSA, preprocessing fixes signing randomness (so that N = 1) to derive
a fixed-base discrete-logarithm statement. In Schnorr, the slot and message determine R and
Y =R pkf(R’p kA’mA), and the unique scalar witness s gives the signature (R,s). This changes
the relation from ¢ witnesses to one, rather than beating the bound for the same relation. BLS
fits the same framework with empty preprocessing and Rpair = {(Y, W) : e(W,g2) = Y}. We
formalize statement-derivable signatures, define unforgeability with public preprocessing (PP-EUF)
and sound assembly, and prove a generic composition theorem without requiring unique witnesses.
The resulting exchanges appear in Fig. 2 and Table 1.

e For Schnorr, a bundle of fixed public nonces permits a generalized-birthday forgery attack,
as described in Sect. 4.7. We use a message-dependent two-nonce derivation and prove its
security under the OMDL assumption in the random-oracle model.
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Figure 2: The atomic signature swap with preprocessing from statement-derivable signatures. Alice
publishes a bundle of message-independent offline outputs once. Given my and mpg, Bob derives
Y from Alice’s public key and aux, and sends a pre-signature to Alice. The witness is Alice’s online
signing output. The instantiations are Schnorr/Schnorr and, conditionally, ECDSA /Schnorr.

e For ECDSA, the direct verification equation uses a nonce-dependent discrete-logarithm base.
Two additional public group elements and consistency proofs give a statement in the fixed-
base relation used by scalar Schnorr. We prove sound assembly; unforgeability with this extra
public information remains an explicit assumption.

Online ASig ext. OA,0B . T
Protocol rounds required for  standard Instantiations (X4 x 2p)
Schnorr x Schnorr
+
AEE+21 [AEE*21] 2 Sa, 55 v PCDSA x BCDSA
ASig with advertisement [DTST26] 2 YB v any X ASigap
Universal ASig [DOY22] 1 YB X any X UASig
This work 1 XB v BLS x pairing-Schnorr
This work (preprocessing) 1 YB Schmorr > Schnorr

ECDSA x Schnorr (conditional)

Table 1: Atomic swaps from adaptor signatures. Online rounds count messages between Alice
and Bob. “o4,0p standard” indicates whether both o4 and op are accepted by the unmodified
verification algorithms of ¥4 and X, respectively.

1.2 Related Work

Atomic Swaps and Adaptor Signatures. Atomic swaps were classically realized with hash
time-locked contracts, which require scripting support on both chains and publicly link the two
transactions. The concept of adaptor signatures was first introduced as scriptless scripts by Poel-
stra in [Poel7, Poel8] and later formalized by Aumayr et al. [AEET21]. Recently numerous
concrete constructions have been proposed under a variety of assumptions, including Schnorr-
based schemes [AEET21], ECDSA-based schemes [AEET21, TZY22, HMR26], LWE/SIS-based
(LAS) [EEE20], group action-(isogeny-)based IAS, ORCAS, and GATOR [TMM21, CDG*26,
DMZ26], and code-based schemes [KH22]. Generic constructions have been shown from identifica-
tion schemes with suitable homomorphic properties by Erwig et al. [EFH"21], and from dichotomic
signatures by Gerhart et al. [GSST24].



Universal Adaptor Signatures. A separate line of work constructs universal adaptor signatures
for arbitrary NP relations. Dai et al. [DOY22] gave a general construction from arbitrary signatures
and NP languages, later refined by Liu et al. [LTZ24] and Ciampi et al. [CLTZ25] to additionally
achieve witness hiding. Abe et al. [ABC™26] take a different route through online/offline NIZKs: the
offline prover randomness enables extraction from the online proof, leading to a substantially more
efficient post-quantum construction. Despite this efficiency improvement, the resulting complete
signature includes the NIZK proof and requires an augmented verifier; hence it is not scriptless
with respect to the underlying signature scheme. Giunta and Hostakova [GH26| formalize this
deployment requirement, and constructing universal adaptor signatures that are fully scriptless
remains a challenging open problem. An alternative way to achieve scriptlessness for arbitrary NP
relations is to add protocol communication. Déttling et al. [DTST26] give two general compilers
supporting diverse signature schemes while achieving statement truth privacy; both require an
additional advertisement message, making the resulting swap two-round.

Comparison with [GMTMSS26]. The impossibility of [EFH'21] has motivated several at-
tempts to recover adaptor-like functionality for unique signatures like BLS. Concurrently and in-
dependently of this work, Gomez-Martinez et al. [GMTMSS26] introduce two-party asymmetric-
input solitary-output adaptor signatures (2P-AISO-AS), in which PreSign is an interactive protocol
between two parties. They instantiate the notion efficiently from BLS in two ways and obtain
BLS-compatible contingent payments, atomic swaps, and coin mixing. Both [GMTMSS26] and
Section 4.9 give BLS-compatible swaps. The pre-signing in [GMTMSS26] is interactive, while our
construction uses BLS for Alice and non-interactive pairing-Schnorr pre-signing for Bob. The lower-
bound adversary locally pre-signs its supplied challenge, so Theorem 3.8 does not apply to their
interactive primitive.

2 Preliminaries

Let A € N denote the security parameter throughout the paper. For n € Zsg, define [n] :=

{1,2,...,n}. We write x := y for the assignment of y to z. Let z &8 denote the operation of
sampling x uniformly at random from a set S. For a distribution D, we write = < D to denote
sampling x according to D, and write D(x) to denote the probability that the sample equals z. For
an algorithm A, we write y < A(x) to denote running A on input x and assigning the output to
y. We write y := A(z;r) if the randomness r is specified.

We use [P] to denote the bit 1 if the Boolean predicate P evaluates to true, and 0 otherwise.
A function f()) is said to be negligible if, for every polynomial p()), there exists A9 € Z such that
FON) < 5y for all A > o

For random variables X and Y over S, define their min entropy and statistical distance, respec-
tively, as

ses

Hoo(X) := —log (max Pr[X = s]> ,

1
A(X,Y) = > Pr(r =s] - Pr[y =]
ses
2.1 Signatures

Definition 2.1 (Signatures). A signature scheme ¥ = (Gen, Sign, Ver) consists of the following
three algorithms.



e (pk,sk) < Gen(1). The key generation algorithm takes as input the security parameter \,
and outputs a public key pk and a secret key sk. We use [Gen(17)] to denote the set of all
key pairs generated via Gen(1%).

e o < Sign(sk,m). The signing algorithm takes as input sk and a message m, and outputs a
signature o.

e 0/1 < Ver(pk,m, o). The (deterministic) verification algorithm takes as input pk, m, and o,
and outputs a bit.

Correctness. For any (pk,sk) < Gen(1}), any message m and o « Sign(sk,m), it holds that
Ver(pk,m,o) = 1.

Definition 2.2 ((Strong) unforgeability of signatures). A signature scheme Sig is (strongly) un-
forgeable under chosen message attacks, if for any PPT adversary A, it holds that

Adv (V) == Pr[(S)UFy 4 = 1] < negl()),

where the experiments (S)UFy, , are defined in Fig. 3.

Experiment (S)UFy, ,: Oracle S1GN(m):

1. (pk,sk) + Gen(1*); S := 0 5. o« Sign(sk,m)
2. (m*, %) + ASN(pk) 6. S:=SU{(m,o)}
3. return [Ver(pk,m*,c*) A (m*,-) ¢S] // UF 7. return o

1. return [Ver(pk,m*,c*) A (m*,0*) ¢S] /) SUF

Figure 3: The (strong) unforgeability experiment for signature scheme X.

We recall some well-known signature schemes like Schnorr, ECDSA, and BLS in Sect. 2.2.

2.2 Schnorr, ECDSA, Okamoto, and BLS Signatures

In this section, we present Schnorr [Sch90], ECDSA [Nat23, JMV01], Okamoto [Oka93], and
BLS [BLS01] signatures. The first three are operated over a cyclic group G = (g) of prime order
q together with a hash function modelled as a random oracle, whereas BLS additionally requires a
bilinear pairing.

Schnorr Signatures. Let H :{0,1}* — Z,. The key generation algorithm samples x & Zq and

outputs sk = z, pk = X := ¢g”. To sign m, the signer samples a nonce r & Zgq, sets R := g" and
¢:= H(R,X,m), and outputs

o= (R,s), s:=r+c-xmod q.

Verification accepts (R, s) if g° = R - X H(RXm),

For every fixed R € G the verification equation determines s uniquely, and conversely every R
admits such an s. Hence |Spi,m| = ¢ and Schnorr is g-regular. Since Sign samples R uniformly from
G, its output is uniform on Sy, ,,. Schnorr signatures are strongly unforgeable in the random oracle
model under the discrete logarithm assumption. The Schnorr adaptor signature was introduced by
Aumayr et al. [AEE"21], which supports the discrete logarithm relation (Y = ¢¥,y) € R.



ECDSA Signatures. Let H :{0,1}* — Z, and let f : G — Z, be the usual conversion function
mapping a group element to its z-coordinate modulo ¢q. Key generation is as for Schnorr: sk = x,

pk = X = ¢g*. To sign m, the signer samples k & Ly, sets R = g* and r := f(R), and outputs
o=(rs), s:=k ' (H(m)+r-z) mod g,

restarting if » = 0 or s = 0. Verification accepts (r, s) if f(gH(m)/s . X’"/s) =r.

A valid (r,s) determines the reconstructed nonce point. In a raw, idealized counting model,
ECDSA therefore has ©(q) (approximately ¢) valid signatures and signing is approximately uniform
over its support. The exact count depends on retries for » = 0 or s = 0, coordinate reduction,
the (r,s)/(r, —s) symmetry, and low-s normalization in some deployments. The ECDSA adaptor
signature was introduced by Aumayr et al. [AEE'21], which also supports the discrete logarithm
relation (Y = ¢¥,y) € R.

Unlike Schnorr, ECDSA is not strongly unforgeable: the nonces k and —k yield the same r, since
g* and ¢g~* share an z-coordinate, so (r,s) and (r, —s) are both valid and either can be computed
from the other. Nevertheless, known ECDSA adaptors can have perfectly faithful extraction; this
is why Sect. 3.4 treats faithfulness separately from strong one-wayness.

Okamoto Signatures. Okamoto’s scheme [Oka93] uses two independent generators g1,g2 € G

whose relative discrete logarithm is unknown. Key generation samples x1, 22 & Z4 and outputs

sk = (x1,22), pk = X = g7 g5*. To sign m, the signer samples ry,ro & Zq, sets R := g{*g5? and

c:= H(R,X,m), and outputs
o= (R,s1,$2), $s1:=7T1+c-x1, S9:=Tr9+cC-xo.

Verification accepts if g;'g5* = R - X°.

The verification equation is a single linear constraint on the pair (s1, s2) € Zg, so each of the ¢
possible values of R admits exactly ¢ valid pairs. Hence |Spim| = ¢?> and Okamoto is ¢*-regular,
with Sign uniform on Sy ;. The Okamoto signature scheme is strongly unforgeable in the random
oracle model under the discrete logarithm assumption.

BLS Signatures. Let e: G; x Ga2 — Gr be a bilinear pairing over groups of prime order ¢ with
generators ¢, g2, and let H : {0,1}* — G be a hash function modelled as a random oracle. Key

generation samples x & Z4 and outputs sk = x, pk = X := g3. Signing is deterministic,
o:=H(m)" € Gy,

and verification accepts if (o, g2) = e(H(m), X).

BLS is a unique signature scheme: the verification equation admits exactly one solution o for
each (pk,m), so |Sprm| = 1 and BLS is 1-regular. Uniqueness makes BLS strongly unforgeable
as soon as it is existentially unforgeable, which holds in the random oracle model under the co-
CDH assumption. On the other hand, uniqueness is precisely what prevents BLS from carrying an
adaptor signature extension [EFHT21]. Our Theorem 3.8 recovers this impossibility as a special
case.



2.3 Hardness Assumptions

Definition 2.3 (One-more discrete logarithm [NRS21]). We say the (¢-)one-more discrete loga-
rithm ((¢-)OMDL) assumption holds over G, if for any PPT adversary A, it holds that

AdvT! (X) := Pr[OMDL,g 4(\) = 1] < negl())

where the experiment OMDL, g 4(\) is defined in Fig. 4.

Experiment OMDL, g 4()): Oracle CHAL(): // ( queries in total
1. £:=0;ctr:=0 5 0:=0+1

2 ({al}tiel) < AHPL%(G, g, q) 6 a0 & Ly Xpi= g7

3. require ctr < / 7. return Xy

1. return [Vi € [{] : X; = ¢%]
Oracle DLoG(X € G):

8 ctr:=ctr+1

9. return log, X

Figure 4: The ¢-(algebraic) one-more discrete logarithm game.

2.4 NP Languages

Let {Rx} C ({0,1}* x {0,1}*), be a series of binary relations indexed by parameter A. If \ is
fixed then we simply denote R. We call R an NP relation if there is an efficient algorithm to
check whether (Y,y) € R. The relation R defines an NP language L := {Y € {0,1}* | Jy €
{0,1}* s.t. (Y,y) € R}. We call Y the statement (or instance, not necessarily in L), and y
a witness of Y if (Y,y) € R. We assume there are efficient sample algorithms that returns an
instance-witness pair (Y,y) and y is uniformly sampled from the witness set Wit(Y'). Formally,

(Y,y) < Sample(R).

Definition 2.4 (One-wayness). A relation R is €,,-one-way if for any PPT adversary A,
AV 4 (\) = Pr((Y,y) « Sample(R); y/ — A(Y) : (Y,5/) € R] < egu.

Definition 2.5 (Strong one-wayness). A relation R is €40-strongly one-way if for every PPT A,
Pr[(Y,y) - Sample(R); v + A(Y,y) : v’ € Wit(Y) A y' # y] < eson-

For Ra = {((pka,ma),0) | Vera(pka,ma,o) = 1}, one-wayness corresponds to key-only
unforgeability of >4, and strong one-wayness to its key-only strong unforgeability variant. EUF-
CMA and SUF-CMA imply the respective key-only notions. The native signing algorithm is a
uniform witness sampler whenever it is uniform on Sy, m,, as for Schnorr and BLS and for the
raw, idealized ECDSA model up to the conventions above.

2.5 Adaptor Signatures

Definition 2.6 (Adaptor signatures). An adaptor signature (ASig) scheme w.r.t. a relation R
consists of seven algorithms ASig = (Gen, Sign, Ver, pSign, pVer, Adapt, Extract), where the first three
algorithms are defined in the same manner as for a standard signature scheme ¥ = (Gen, Sign, Ver)
(cf. Def. 2.1), and the last four are defined as follows.



& < pSign(sk,m,Y). The pre-sign algorithm takes as input sk, m and an instance Y, and
outputs a pre-signature .

e b+ pVer(pk,m,Y,5). The pre-verification algorithm takes as input pk, m, Y and &, and
outputs a bit indicating the validity of &.

e 0 + Adapt(pk,m,5,y). The adaptation algorithm takes as input pk, m, & and a witness y
as input, and outputs an adapted signature o.

e y/ L « Extract(pk,m,Y,5,0). The (deterministic) extraction algorithm takes as input pk,
m, Y, ¢ and o, and outputs a witness y, or a failure symbol L.

Correctness. We require the pre-signature correctness, the adaptation correctness, and the ex-
traction correctness.

For any (pk,sk) + Gen(1%), any message m, any (Y,y) € R, any & < pSign(sk,m,Y), o
Adapt(pk, m,,y), and y' < Extract(pk,m,Y,5,0), it holds that

1. (Pre-signature correctness) pVer(pk,m,Y,5) = 1;
2. (Adaptation correctness) Ver(pk,m,o) = 1;
3. (Extraction correctness) (Y,y') € R.

We consider the following security properties for adaptor signatures, following [DOY22, GSST24,
LTZ24].

Full extractability. The signer can extract a witness from the pre-signature and the adapted
signature. Note that if the relation R is one-way, then full extractability implies unforge-
ability (the adversary cannot generate a valid pre-signature or a regular signature on a fresh
message) [DOY22].

Pre-signature adaptability. The receiver can adapt a valid pre-signature into a valid (full) sig-
nature with the knowledge of a witness.

Unlinkability. The presign-then-adapt signature is indistinguishable from a standard signature.

We formalize full extractability, pre-signature adaptability, and unlinkability below. We also
give the optional witness-hiding and pre-verify-soundness notions immediately afterward.

Definition 2.7 (Full extractability of ASig). An adaptor signature scheme ASig w.r.t. relation R
is fully extractable, if for any PPT adversary A,

Advjfgit& 4(N) 1= Pr[FEXTasig 4(\) = 1] < negl(\),

where the experiment FEXTasig 4() is defined in Fig. 5.
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Experiment FEXT asig, 4(\): Oracle SIGN(m):

1. (pk,sk) < Gen(1%) 7. o < Sign(sk,m)
2. 8:=0; Tim]:=0 8. §:=8Su{m}
3. (m*,0*) « ASONPSION(pL) 9. return o

1. by = [Ver(pk,m*,0*) Am* ¢ S]
5. b= [V(Y,5) € T[m*] : (Y, Extract(pk,m*,Y,5,0*)) ¢ R]
6. return [by A b

Oracle PSIGN(m,Y):

10. & < pSign(sk,m,Y)
1. Tm]:=T[m]U{(Y,5)}

12. return ¢

Figure 5: Full-extractability experiment for adaptor signature scheme ASig.

Definition 2.8 (Pre-signature adaptability of ASig). An adaptor signature scheme ASig w.r.t.
relation R has pre-signature adaptability, if for any public key pk, any message m, any (Y,y) € R
and pre-signature ¢ s.t. pVer(pk,m,Y,d) = 1, it holds that Ver(pk, m,Adapt(pk,m,5,y)) = 1.

Definition 2.9 (Computational unlinkability of ASig). An adaptor signature scheme ASig w.r.t.
relation R is computationally unlinkable, if for any PPT adversary A,

Adv:\g‘{g&(x) := |2 - PrlUNLINKasig 4(A) = 1] — 1] < negl()),

where the experiment UNLINKasig 4()) is defined in Fig. 6.

Experiment UNLINKasig 4()): Oracle CHALL(M, Y, y):
LbE {0,1} 5. require (Y,y) € R
2. (pk, sk) < Gen(1*) 6. & < pSign(sk,m,Y)
3. b« ACHALLSIGN,PSIGN () 7. oo < Adapt(pk,m,5,y)
1. return [b =b'] 8. o1 < Sign(sk,m)
9. return oy
The S1GN and PSIGN oracles are as in Fig. 5.

Figure 6: Unlinkability experiment for adaptor signature scheme ASig.

Definition 2.10 (Witness hiding of ASig). An adaptor signature scheme ASig w.r.t. relation R is
witness hiding, if there exists a simulator Sim such that, for any PPT adversary A, it holds that
AdvAig sima(A) = |2 - Pr[WitHasig sim 4 () = 1] — 1] < negl(}),

where the experiment WitHasig sim,4()) is defined in Fig. 7.

WitHasig,sim,.4(A):

L b 0,1}

2. (Y,y) « Sample(R)
3. bleACIIALL(Y)

I. return [b=V]

CHALL(pk, sk, m):

5. require fasig(pk, sk) =1

6. // check the validity of (pk, sk)
7. & < pSign(sk,m,Y)

8. 0g < Adapt(pk,m,&,y)

9. o1 ¢ Sim(sk,m,Y)

10. return oy,

Figure 7: Witness-hiding experiment for adaptor signature scheme ASig.
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Note that witness hiding is implied by unlinkability [LTZ24].

Definition 2.11 (Pre-verify soundness of ASig). An adaptor signature scheme ASig w.r.t. binary
relation R has pre-verify soundness, if for any PPT adversary and any Y ¢ Lg, it holds that

(pk, sk) < Gen(1%)

snd —
AdVASig,A(A) = Pr (m, 5’) — A(Sk’)

: pVer(pk,m,Y,5) = 1| < negl()\).

3 Lower Bound for Non-Interactive Atomic Swaps

In this section we study the lower bound for non-interactive atomic swap from ASig. Through-
out this section, we abbreviate Adapt(pk, m,&,y) as Adapt(d,y;r) and Extract(pk,m,Y,d,0) as
Extract(¢,0,Y) when the omitted inputs are clear. We assume perfect correctness and determinis-
tic extraction for

ASigp = (Gen, Sign, Ver, pSign, pVer, Adapt, Extract).

3.1 Definitions and Useful Lemmas

Definition 3.1 (Regularity). Let ¥ = (Gen, Sign, Ver) be a signature scheme. For (pk,sk) €
[Gen(1*)] and message m, define Syp := {0 | Ver(pk,m,0) = 1}. We say % is Q-regular if
|Spk,m| = @ for all such pk and m.

Analogously, a binary relation R is W-witness-regular if [Wit(Y)| =W for all Y € Lx.

Schnorr is g-regular over a prime-order group, and unique signature schemes such as BLS are
1-regular. For ECDSA we use the raw, idealized counting model with ©(q) (approximately ¢) valid
signatures; retry conditions, coordinate reduction, sign symmetry, and low-s normalization affect
the exact deployed count.

Definition 3.2 (Extractable set). For all (pk, sk) € [Gen(1%)], messages m, statements Y € Lg,
and & € [pSign(sk, m,Y)], define the eztractable set

E(0,Y) :={0 € Spm | Extract(d,0,Y) € Wit(Y)}.

Definition 3.3 (Pre-sign-then-adapt distribution). Fix an honest key pair (pk, sk), a message m,
and (Y,y) € R. Let Dy(0) be the probability over Sy, obtained by sampling & < pSign(sk,m,Y’)
and outputting o = Adapt(ad,y), i.e.,

!/

Dy(o) := Pr[c + pSign(sk,m,Y); o' + Adapt(d,y) : o = 0.
Let D be the distribution obtained by the same experiment with y & Wit(Y') drawn uniformly.
By total probability,
1
D(o) = Wity Z Dy (o), equivalently Z Dy(o) = |Wit(Y)| - D(o). (2)
yeWit(Y) yeWit(Y)

We emphasize that D need not be efficiently samplable, and it occurs only in the analysis. Both
D, and D are supported on Spp, .

Definition 3.4 (Statistical unlinkability). An adaptor signature scheme ASig based on ¥ has
p-unlinkability if for all (pk, sk) € [Gen(11)], message m and (Y,y) € R,

A(Sign(sk,m), Dy) < pu.
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Our lower bound needs to know how often adapting a pre-signature with a witness and then
extracting fails to return that same witness. The classical extraction correctness in Definition 2.6
only guarantees that Ext returns some valid witness. We isolate the stronger property as faithful
extraction.

Definition 3.5 (Faithful extraction). An adaptor signature scheme ASig w.r.t. a relation R is
§-faithful if for all (pk,sk) € [Gen(1)] and message m,

(Y,y) < Sample(R); & <+ pSign(sk,m,Y);

Pr o + Adapt(d,y); v := Ext(5,0,Y)

cy Fy| <0

We say ASig has perfectly faithful extraction if 6 = 0.

Faithfulness is a property of the scheme rather than of the relation, and it is immediate for every
construction we are aware of, including Schnorr [AEET21], ECDSA [AEE"21], and lattice-based
schemes [EEE20]. It is also achieved by all existing universal adaptor signatures [DOY22, LTZ24,
CLTZ25].

Lemma 3.6 (Disjoint fibres). For every &, the sets

Ey(0) :={0 € Spi,m | Extract(d,0,Y) =y}, ye Wit(Y),
are pairwise disjoint, and £(5,Y) = Uyewiy) Ey(9)-
Proof. Since Extract(d,-,Y) is deterministic, every o lies in at most one &,(), and o € £(5,Y)
holds exactly when its image is a witness. O

The next lemma bounds faithfulness failure averaged over honest keys, which suffices for the
lower bound. The converse fails, as Remark 3.10 illustrates.

Lemma 3.7 (0 < €s0w). If R is €sow-strongly one-way, then every adaptor signature scheme for
R fails to recover the adaptation witness with probability at most €50y, averaged over honest key
generation, for every efficiently chosen message fized before sampling (Y, y).

Proof. Consider the adversary A that generates (pk, sk) < Gen(1*), fixes any message m, samples
o + pSign(sk,m,Y) and o + Adapt(d,y), and outputs 3’ := Extract(c,0,Y). By extraction
correctness its output satisfies ' € Wit(Y). Hence A wins the game of Definition 2.5 exactly when
y' # 3, which is the failure event of Definition 3.5, now averaged over (pk, sk) « Gen(1%). O

3.2 Lower Bound

Theorem 3.8. Let R be N-witness-reqular, let Xp be Qp-reqular, and let ASigg be an adaptor
signature scheme for X g w.r.t. R that is p-statistically unlinkable and §-faithful (0 <6 <1). Then
there exists a PPT adversary A against the one-wayness of R such that

Adv'(A) > ﬁ(1 — )% - p.
QB
Proof. The adversary A against the one-wayness of R works as follows. On input Y, it generates
(pk, sk) + Gen(1*) and fixes an efficiently chosen message m. It computes & + pSign(sk,m,Y’) and
o < Sign(sk, m), and outputs Extract(¢,0,Y"). Since o € Sy m, it wins precisely when o € £(5,Y).
For fixed (pk,sk) and Y € Lg, write W := Wit(Y) and |W| = N.
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By unlinkability D is u-close to Sign(sk, m). For each fixed outer pre-signature &, the set £(5,Y")
is fixed, so statistical distance applies to this event; the sample defining D uses an independent
fresh pre-signature. Therefore,

Pr[o < Sign(sk,m): 0 € £(5,Y)] > Prlo+ D:0€&(5,Y)] — p
By Lemma 3.6, for every &,

Prlo« D:oc&(5,Y) =Y D(&
yeW
Let psy(0) := Pr.[Adapt(c, y;7) = o] € [0, 1], we get

D(&(5)) = Y, Dlo)

oE€E(5)

> Y D) paylo) J/py(0) <1

o€y (d)

= ZD - psy(0) - [Extract(c,0,Y) = y].

Since Extract is deterministic, the bracket is a deterministic function of 6. Taking the expecta-
tion over ¢ < pSign(sk, m,Y’) turns the summand into a joint probability:

Es [pgy o) - [Extract(c,0,Y) = y]

qu—u /\

[Adapt(a y;r) =0 A Extract(,0,Y) =y].

Define 1, (o) := Prs »[Adapt(G,y;r) = o AExtract(, 0,Y) # y| and recall that Prs ,[Adapt(d,y;r) =
o] = Dy(o). The right-hand side equals Dy,(c) — ny(0). Define the subdistribution of faithfully

extracted outputs by
1
Gy (o) := N Z (Dy(a) - Uy(g))-

yew

By Equation (2), 0 < Gy (o) < D(0). Let dy be the faithfulness-failure probability conditioned
on this key and statement Y, with y uniform in W. Then ) _Gy(c) = 1 — dy. Summing the
preceding fibre inequality over witnesses gives

Es[D(£(5,Y))] = N Y _D(0)Gy (o)

>N Gy(o)

> C];;(l —dy)%

The last step is Cauchy—Schwarz on the Q)p accepted signatures. Finally, average over honest keys
and sampled statements. Witness regularity fixes N, and Definition 3.5 gives § := Epp, sy [dy] < 0.
The statistical hop and Jensen’s inequality yield

N
Adv'(A) > @Epk,sk,Y[(l —8y) ] —p
N

> o137 —u>piﬂ—®2—m

which proves the claim. O
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3.3 Corollaries and Implications

Corollary 3.9. Under the regularity and statistical unlinkability hypotheses of Theorem 3.8, if
R is €sow-strongly one-way with 0 < €50 < 1, then there exists a PPT adversary A against its
one-wayness such that

AV (A) > (1 en)? — i
@B

If ASigp has perfectly faithful extraction, then

AV (A) >
QB

Proof. By Lemma 3.7, the proof of Theorem 3.8 applies with § = €50,,. Perfect faithfulness gives
0 =0. O

Remark 3.10 (Faithfulness vs. strong one-wayness in the lower bound). Theorem 3.8 uses faith-
fulness directly, which can hold even when strong one-wayness fails. For example, raw ECDSA
is malleable because (r,s) and (r,—s) both verify,®> while known ECDSA adaptors use inverse
adaptation and extraction operations and are perfectly faithful [AEE'21, TZY?22, HMR26]. Error-
bearing lattice relations give another separation: they need not be strongly one-way, while the
schemes of [EEE20] have perfectly faithful extraction.

Corollary 3.11. Under the hypotheses of Theorem 3.8, assume that R is €oy-one-way and €op+p >

0. Then

Qs _ (1-5)

N = euwtp .
Consequently, if 6, €oyp, 1t are negligible, then Qp/N is superpolynomial in A. By the preceding
corollary, the same conclusion holds when €sow, €ow, it are negligible.

Remark 3.12. Faithfulness and statistical unlinkability remain important in the lower bound.

e For N > (g, pad the discrete-logarithm relation with a redundant component:
Wit(Y) ={(y,2) : ¢ =Y, z € Zn}.

If adaptation ignores z and extraction returns zg = 0, then § = 1 —1/N. The bound becomes
QB > 1/(N(€ow + 1)) and does not force expansion relative to the padded witness set.

e The Okamoto signature scheme has ¢? verifier-accepted signatures per message (see Sect. 2.2),
although a modified signer fixing r; = 0 produces only ¢ of them. Such concentration does
not invalidate Theorem 3.8, and its bound requires no uniformity over the full accepted space.

e Large 1 can make the bound vacuous. For example, append a bit set to 0 by signing and to
1 by adaptation, with verification accepting both and extraction rejecting bit 0. Then p =1,
and ordinary signatures never lie in the extractable set.

Corollary 3.13 ([EFH'21]). A unique signature scheme, i.e., Qg = 1, admits no adaptor signature
extension for a hard witness-reqular relation.

Proof. Use the adversary from Theorem 3.8. Uniqueness makes its ordinary signature identical to
the output of adapting its pre-signature with any valid witness. Extraction correctness therefore
guarantees a valid witness, so its one-wayness advantage is 1. O

3Low-s deployments reject one member of each pair.
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Corollary 3.14. Under the hypotheses of Corollary 3.11, if R = R4 and ¥ 4 is Qa-reqular, then
N = Q4 and Qp/Qa4 is superpolynomial. Thus two regular schemes with comparable signature-
space sizes, including the same scheme, are excluded under those hypotheses.

3.4 Which Signature Pairs Are Feasible
We now read Corollaries 3.11 and 3.14 as a constraint on (X4,Xp) in non-interactive swaps. If
ASigp is perfectly faithful, as are all constructions we are aware of, then
N
€ow + 1 '

For a concrete reading, suppose p = 0, extraction is perfectly faithful, and key-only one-way
advantage is about €., ~ 2728, For Y = (pka,m4) and a Q-regular ¥4, the requirement

Qp >

becomes
Qp > Qa-2".

BLS, Schnorr, and Okamoto are respectively 1-, ¢-, and ¢?>-regular. The ECDSA row uses a
raw, idealized counting model, with ©(q) valid signatures and the approximation @ = g; rejection,
coordinate reduction, sign symmetry, and low-s normalization affect the exact count in deployed
variants. Table 2 summarizes the resulting conditional reading. Formally, its ECDSA entries apply
the exact-regularity theorem to a raw, regularized model with Q4 = ©(q); they do not assert that
deployed ECDSA is exactly regular.

Table 2: Conditional feasibility in the direct signature-relation framework, at the 128-bit security
level. x means that Corollary 3.11 excludes the direct signature-relation instantiation under its
unlinkability, faithfulness, hardness, and regularity hypotheses. v'* marks a construction proved
here, and v'* means not excluded by the bound but no proved construction here. The BLS x Schnorr
star is realized by the pairing-Schnorr variant of Sect. 4.9, whose native response is a group element
and whose commitment lies in the pairing target group; it is not ordinary scalar Schnorr.

Y p (pre-signer)

Y4 (adapter) Qa BLS  Schnorr ECDSA  Okamoto
1 g 2256 9256 g2 9512
BLS 1 x Ve Ve VI
Schnorr q ~ 2256 X X e
ECDSA O(q) X X vai
Okamoto q? ~ 2512 X X X

The table concerns only the direct relation

Ra = {((pka,ma),o4) : Vera(pka,ma,o4) = 1},

for which N = |Wit(Y')| = Q4 when Alice’s scheme is ) 4-regular.

Accordingly, in the raw, regularized ECDSA model, direct ECDSA x Schnorr has N = Q4 =
O(q) and Qp = ¢, hence Qp/N = ©O(1). Corollary 3.11 excludes this pair under its stated hypothe-
ses because its right-hand side is superpolynomial. If extraction is perfectly faithful, the required
inequality is simply Qp/N > 1/(€my + ). This conclusion uses statistical unlinkability and the reg-
ularized counting model; it is unrelated to the PP-EUF assumption for the ECDSA preprocessing
construction in Sect. 4.
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e Bob cannot use a unique signature scheme. This is due to the impossibility of [EFH21] and
Corollary 3.13.

o Uniqueness on Alice’s side. With Q4 = 1, the cardinality bound leaves room for Bob schemes
with sufficiently large signature spaces. This is only a necessary condition. The concrete
scheme proved here is BLS X pairing-Schnorr, for Rpai = {(Y, W) : (W, g2) = Y'}.

e Comparable signature spaces. Under the hypotheses of Corollary 3.11, two Q-regular schemes
with comparable signature-space sizes, and in particular the same scheme, are excluded for
the direct signature relation.

e Larger Bob signature spaces. For Schnorr or idealized ECDSA, Alice with ¢ =~ 2256, the bound
does not exclude, for example, Okamoto with roughly ¢? valid signatures or Schnorr over a
much larger group. This is a legitimate reading of a necessary condition. However, we do not
construct adaptors for these pairs.

From the Bound to the Constructions. The table applies the bound to the direct relation,
whose witnesses range over Alice’s full signature space. As outlined in the introduction, Sect. 4
instead derives statements for simpler relations: fixed-base discrete logarithm for Schnorr and
ECDSA, and pairing preimages for BLS with empty preprocessing. The generic construction does
not require unique witnesses.

4 Atomic Signature Swaps with Preprocessing

Last but not least, we look at how we can extend the range of signature schemes that our non-
interactive atomic swap framework supports. To this end we introduce atomic signature swaps
with preprocessing, as abstracted in Fig. 2. Alice publishes one-time use slots p;. For a request
(ma,mp,i), Bob derives Y = Stmt(pka, pi;,m4) and sends a pre-signature. Alice computes her
online response w, adapts Bob’s presignature (into his native signature), and publishes this native
signature. Bob then extracts a witness for Y and Alice’s native signature. We formalize this
exchange and construct it from a statement-derivable signature scheme for Alice and an adaptor
for Bob over the same relation.

4.1 Syntax and Security of Atomic Signature Swaps

Fix two signature schemes Y 4,3 p, we denote their public parameters by pp4 and ppg, and the
combination of the two is pp = (pp4, ppg).* Without loss of generality, a secret key also stores its
corresponding public key. All algorithms reject malformed encodings and invalid public keys.

Definition 4.1 (Atomic signature swap with preprocessing). An atomic signature swap with pre-
processing ASwap consists of the following algorithms. The bundle size £ > 1 is polynomial in the
security parameter; & denotes Bob’s pre-signature.

® pp Setup(l)‘, Y 4,2pB). Generate compatible parameters for the fixed schemes ¥4 and ¥,
and return pp = (pp4, PPg)-

‘Earlier we presented the syntax of (adaptor) signatures without public parameters. Since this section composes
two signature schemes within a single atomic swap, we now write them explicitly, for example, the description of the
cyclic group underlying Schnorr.
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(aux,st) < Offline(ska,¥). Generate an advertisement aux of ¢ indexed slots and private
mutable state st, independently of the messages and counterparty. We denote this public
context and a subsequent swap request by

ctx = (pk‘A,pk:B,aUX), req — (mA,mB,i)7 (S [6]

e b+ ReqAdm(ctx,req). Return a bit b that is 1 exactly when the request is admissible for the
context.

e & < PreSign(skp,ctx,req). Generate Bob’s pre-signature for the exchange, or reject. Bob
retains (ctx, req, ).

e b + PreVerify(ctx,req,5). Return a bit b that is 1 exactly when the offer passes public
pre-verification.

e (st',op) + Adapt(sky,st,ctx,req, ). Update Alice’s state and return op for publication, or
L on failure. An aborted completion may still consume its slot.

e 04 <« Ext(ctx,req,d,0p). Recover Alice’s signature from Bob’s retained offer and op, or
reject.

For fixed schemes Y4 and Yp, we abbreviate Setup(1*,¥4,Xp) as Setup(1}). Rejection by a
signature-producing algorithm returns 1, and adaptation always returns its updated state as well.

We call a swap secure if it satisfies correctness, atomicity, and unforgeability (Defs. 4.2 to 4.4).

Notation and state conventions. Fix a swap II, we write Genx, Signy, and Very for the native
algorithms of ¥ x, use dot notation for tuple fields, and take pp implicitly except in Genx (ppy)-
Alice’s slots are one-time use across all contexts. Bob reserves each offered native message for
at most one pre-signature; ordinary signing and offers use disjoint messages. A fresh swap or
session identifier in mp naturally separates distinct obligations. Throughout, security requirements
quantify over PPT adversaries and polynomial bundle sizes ¢ where present, and negligibility is in
A

We set Verx(pk,m, L) = 0. The predicate Unused(st,i) reads the unused flag of slot 7, and
M is Bob’s native message space. A failed require returns L from the current oracle call. State
changes are atomic and persist on failure. In Bob’s game, L records offers, M reserves their native
messages, and S records ordinarily signed messages; || appends a list entry. The set P records Alice
messages with successful completions.

The games use honestly generated pp and permit a preliminary adversary stage before key
generation, with state z and shared public-oracle access. Probabilities are over parameter and key
generation and all algorithm and adversary coins, including any public random oracles. We omit A
and ¢ from advantage notation when clear.

Definition 4.2 (Correctness). For a PPT message-selecting adversary D, define
Advi™ (D; A, £) := Pr[SwapCorry; (A, £) = 1],

where the game SwapCorryy p(A, £) is defined in Fig. 8. The swap is correct if this probability is
negligible, and perfectly correct if it is 0. The game detects either party failing to obtain a native
valid signature in an adaptive sequence of admitted honest exchanges.
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Experiment SwapCorry; (A, £):

1. pp  Setup(1*); z < Dy (pp)

3. (aux,st) < Offline(ska, ¢)
I ctx := (pka,pkp,aux)

5. T=0)U=[; M:=0
6. for j € [(] do

7. (req,z) < Di(z,ctx, T)

9. (ma,mp,1i) = req
1. U:=U\{i}; M:=MU{mp}

12. & < PreSign(skp, ctx, req)

15. if og = 1 then return 1

16. o4 + Ext(ctx,req,c,0p)

19. T :=T| ((ctx,req,5,05))

20. return 0

10. if ¢ ¢UVmp e M then return 0

4. (st,op) « Adapt(ska,st,ctx, req, o)

2. (pka,ska) < KeyGen 4 (pp4); (Pkp, skp) < KeyGeng(ppj)

8. if req = L V RegAdm(ctx,req) = 0 then return 0

13. if & = L V PreVerify(ctx, req,5) = 0 then return 1

17.  wva:=Verg(pka,ma,o4); vg := Verg(pkp,mp,05)
18.  if vy =0V wvg =0 then return 1

Figure 8: Correctness experiment for an atomic signature swap with preprocessing.

Definition 4.3 (Unforgeability). For an adversary A controlling Bob, define

Adv%wapUF(A; A, £) := Pr[SwapUFp 4(\, £) = 1],

where the game SwapUFy 4(), /) is defined in Fig. 9. The swap is unforgeable if this probability
is negligible. The adversary wins with a native valid Alice signature on a message for which no

successful completion occurred.

Experiment SwapUFy 4(A,¢):

1. pp < Setup(1*)

2. z < Ao(pp)

3. (pka, ska) < KeyGen 4 (ppy)

1. (aux,st) < Offline(sky, £)

5. Pi=g

6. (m*,0*) « ATOMPLETE (5 pk 4, aux)
7. v := Vera(pka, m*,o*)

8. return [v =1Am* ¢ P]

Oracle COMPLETE(ctx, req, 5):

9.

require RegAdm(ctx,req) = 1

. require ctx.pks = pka

. require ctx.aux = aux

. require Unused(st, req.i) = 1
require PreVerify(ctx, req,5) = 1

. (st,oB) < Adapt(ska,st,ctx, req, )

5. vp := Verg(ctx.pkp,req.mp, o)

;. require vp =1

. Pi=PU{reqmy}

. return op

Figure 9: Unforgeability experiment (Alice’s security) and completion oracle.
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Definition 4.4 (Atomicity). For an adversary A controlling Alice, define
Adv%wapAtom(A; A) := Pr[SwapAtomp 4()\) = 1],

where the game SwapAtomp 4()) is defined in Fig. 10. The swap is atomic if this probability is
negligible. The adversary wins with a native valid Bob signature for a recorded offer from which
extraction fails to return a native valid Alice signature.

Experiment SwapAtomy; 4()): Oracle SWAPOFFER(ctx, req):

1. pp ¢ Setup(1*) 12. require ReqAdm(ctx,req) = 1

2. z + Ao(pp) 13. require ctx.pkg = pkp

3. (pkp, skp) < KeyGeng(ppg) 14. require req.mp ¢ MU S

L L= M=2;5=0 15. M := M U {req.mp}

5. (j,oB) + A?“"APOFFER’SIG“OTHER(z7pkB) 16. & < PreSign(skp, ctx, req)

6. if j ¢ [|L|] then return 0 17. require 7 # L

7. (ctx, req, &) := L[j] 18. require PreVerify(ctx,req,5) =1
8. 0 ¢+ Ext(ctx,req,d,0p) 19. L:= L ((ctx,req,&))

9. vp := Verg(pkp,req.mp,op) 20. return (|L|, o)

10. va := Very(ctx.pka,req.ma,o4) Oracle SIGNOTHER(m):

1. return oy =1Ava =0] 21. require m € Mg\ M
21. B

22. S:=SU{m}
23. 0 < Signg(skp, m)

24. return o

Figure 10: Atomicity experiment (Bob’s security), offer oracle, and ordinary signing oracle.

Security scope. These are fresh-message signature-exchange guarantees for one polynomial-size
preprocessing bundle. They do not cover an additional ordinary signing interface under Alice’s
same key, bundle replenishment, state exposure or reset, corruption, delivery, or liveness. They also
do not by themselves establish asset-level ledger atomicity. We discuss deployment requirements
in Sect. 4.10.

4.2 Decomposable and Statement-Derivable Signatures

We now introduce decomposability and statement-derivability, the two key ingredients for Alice’s
signatures.

Definition 4.5 (Decomposable signatures). Let ¥ = (Gen, Sign, Ver) be a signature scheme. A
decomposition equips it with algorithms
(p, T) < OffSign(sk),
b < Adm(pk, p,m),
w <— OnSign(sk, T, m),
o < Assemble(pk, p, m, w).

Here b € {0,1}, and w and o may be L. The public output p is message-independent. Each call
of OffSign uses independent randomness and produces one private slot 7, which is one-time used.
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The private slot stores or determines its associated public output p. Admission and assembly are
public and deterministic.

The bit Adm(pk, p,m) specifies whether the public slot p may be used to sign m under pk.
The test includes native key and message validation, the format of p, and any construction-specific
consistency or nondegeneracy checks. For a private slot associated with p, OnSign returns L if
Adm(pk, p,m) = 0. Assemble also rejects such triples.

We say that the scheme is perfectly correct if for every honest key pair, offline output (p, 1),
and admitted message m, every output w <— OnSign(sk, 7, m) satisfies w # L and

Ver(pk, m, Assemble(pk, p,m,w)) = 1.
The following experiments use the public parameters and oracle conventions of Sect. 4.3.

Definition 4.6 ((Strong) unforgeability with preprocessing). Let ¥ be a decomposable signature
scheme. Let ¢ € {euf,seuf} denote the ordinary and strong unforgeability variants, which we call
PP-EUF and PP-sEUF, respectively. In Fig. 11, OFFSIGN exposes independent indexed public
slots, and ONSIGN(7,m) consumes an unused admitted slot and returns the raw online response
w. The adversary wins with a native valid signature on a message never answered by ONSIGN
(PP-EUF), or a message-signature pair distinct from all assembled oracle responses (PP-sEUF).
Define
AdvRP (A) = Pr[PPUFE, (V) = 1],

and analogously define the strong advantage using t = seuf. We say that ¥ is PP-EUF if
AdvgpeUf(.A) is negligible for every PPT A, and PP-sEUF if the AdvgpseUf(A) advantage is neg-
ligible.

Experiment PPUFtZ,A()\): Oracle OFFSIGN():

1. pp ¢ Setup(1*) 11, ctr:=ctr+1

2.z + Ao(pp) 12. (p,T) « OffSign(sk)
3. (pk, sk) + KeyGen(pp) 13. Loglctr] := (p, T)
Loctr:=0;5:=@; Log[-] : =L 4. return p

5. (m*,07) AIOFFSIGMONSIGN(Z’pk) Oracle ONSIGN(%, m):
6. if Ver(pk,m*,0*) = 0 then

5. require Logli] # L

16. (p,T) := Log[i]

17. require Adm(pk, p,m) =1
18. Logli] := L

19. w < OnSign(sk,7,m); 7:= L

7. return 0

8. if ¢t = euf then

9. return [(m*,:) ¢ 5]
10. return [(m*,0*) ¢ 5]

20. o := Assemble(pk, p, m, w)
21. S:=SU{(m,o)}

22. return w

Figure 11: Unforgeability with preprocessing: ordinary (¢t = euf) and strong (¢ = seuf) variants.

Batch Equivalence. For independently generated slots, adaptive offline queries are equivalent to
initial exposure of any polynomial-size batch: one direction reveals precomputed slots on demand,
and the other requests the whole batch initially. We use either formulation interchangeably.
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Definition 4.7 (Statement-derivable signatures). Let R be an efficiently decidable relation. A
decomposable signature scheme is also statement-derivable for R if it has a public, deterministic
algorithm

Y « Stmt(pk, p,m).

The output may be a failure symbol |, which is neither a statement nor a witness, and we say
R(Y,w) =0 whenever Y = L or w = L. We require the following two properties.

1. Admissible message consistency. For every honest key pk, offline output p, and message m,
if Adm(pk, p,m) = 0, then Stmt(pk, p,m) = L.

2. Honest response membership. For every honest keypair sk, pk, offline output (p, 7), admitted
message m, and w < OnSign(sk, T, m),

R(Stmt(pk, p,m),w) = 1.

Definition 4.8 (Sound verification collapse). Let R be an efficiently decidable relation. Define
Advsy*P* (D) := Pr[Collapsey, p(\) = 1],

where the game Collapsey, () is defined in Fig. 12. The adversary chooses arbitrary (pk, p, m,w)
and wins if w is a valid witness for Stmt(pk, p, m) but Assemble(pk, p, m,w) fails native verification.
A statement-derivable signature scheme has sound verification collapse for R if this probability is
negligible in A for every PPT D. Collapse is perfect if this probability is always 0.

Experiment Collapsey, 1(\):

1. pp ¢ Setup(1*)

2. (pk, p,m,w) « D(pp)

3. Y = Stmt(pk, p,m)

.. if Y = 1 then return 0

5. if R(Y,w) = 0 then return 0
6. o := Assemble(pk, p, m, w)

7. return [Ver(pk,m,o) = 0]

Figure 12: Sound verification collapse for a statement-derivable signature scheme.

Notice that, for honest slots, PP-EUF implies hardness of finding such a witness for a fresh
message, since public assembly would turn it into a forgery.

4.3 Generic Construction and Security
The construction composes Alice’s statement derivation with Bob’s adaptor over the same relation.

Construction 4.9 (Generic swap). Let ¥4 be a statement-derivable signature scheme for an
efficiently decidable relation R, and let X g be a native signature scheme that admits an adaptor
scheme ASigp for R. Write

ctx = (pka, pkp,aux), req = (ma,mp,1).

On admitted inputs, each algorithm derives Y = Stmty4(pka, p;, ma) from its context and request.
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e pp « Setup(1*). Generate compatible common parameters pp = (pp.4, ppg)-

o (aux,st) < Offline(ska,?). Independently run (p;,7;) < OffSign,(sk4) for i € [¢]. Return
aux = (¢, p1,...,p¢) and state st storing aux, the private slots, and their unused flags.

e b < ReqAdm(ctx, req). Parse both tuples and check that pkp and mp are valid native inputs,
aux encodes a bundle (¢, p1,...,p¢) with £ > 1, and i € [¢]. Also check Adm 4(pka, pi,ma) =1
and Stmt(pka, pi,ma) # L. Return 1 iff all checks pass.

e 7 «+ PreSign(skp, ctx,req). Reject if ReqAdm(ctx,req) = 0 or pkp differs from the public key
stored in skp. Return & < pSigng(skp,mp,Y).

e b+ PreVerify(ctx, req,d). Return 0 if ReqAdm(ctx, req) = 0; otherwise return

pVerg(pkp,mp,Y, 7).

e (st’,op) + Adapt(ska,st,ctx,req, 7). Require PreVerify(ctx, req, &) = 1, pk4 equal to the key
stored in sk4, aux equal to the stored advertisement, and slot ¢ unused; otherwise return
(st, L). Atomically consume i before computing

w <— OnSign 4(ska, Ti,mA),
op + Adaptg(pkp, mp, &, w).

Erase 7;, obtaining st’. Return (st’,op) if Verg(pkp, mp,op) = 1, and (st’, L) otherwise.
e 0,4 <+ Ext(ctx,req,5,0p). Reject unless all three checks hold:
ReqAdm(ctx, req) = 1, PreVerify(ctx,req,5) = 1, Verg(pkp,mp,op) = 1.

Compute w < Extractg(pkp,mp,Y,d,0p5) and reject unless R(Y,w) = 1. Set o4 :=
Assemble 4 (pka, pi, ma,w). Return o4 if Vera(pka,ma,o4) =1, or L otherwise.

Write IT = ASwap (X 4, X5, R) for the resulting atomic signature swap with preprocessing, with
the above choice of ASigp understood.

Remark 4.10 (Index selection). Multiple parties may offer for one slot, but Alice can complete at
most one; an additional reservation mechanism is needed.

Theorem 4.11 (Generic composition). Let R be an efficiently decidable relation. Let ¥4 be a
statement-derivable signature scheme for R, and let ASigg be an adaptor signature for R with
native signature scheme Xp. Suppose that ¥4 is PP-EUF and has sound verification collapse,
and that ASigg has honest correctness, deterministic pre-verification, full extractability, and exact
pre-signature adaptability. Model conventions and the reductions are given directly below. Then the
generic construction II = ASwap(X4, X5, R) is a secure atomic signature swap with preprocessing,
i.e. it is correct, unforgeable, and atomic. More precisely, for every PPT D, A and polynomial
bundle size £, there are PPT reductions satisfying

corr (1. collapse
AdVH (D, A, f) < AdVEA (Bcorr)a
AP (AN, 0) < AdVEPU(Byy),
Adv%wapAtom (.A) < AdeAeé(ith (Bext) + Adv;oilapse (Bcollapse)'

If collapse is perfect, 11 is perfectly correct. The reduction Bpp makes £ offline queries and at most
£ online queries.

23



Proof. The theorem follows from Propositions 4.12 to 4.14, which establish correctness, unforge-
ability, and atomicity of the generic construction under the stated assumptions. O

Let II be Construction 4.9, with the chosen adaptor ASigp and the common model specified
below. We prove the three security propositions separately.

Common Model. All component assumptions use the same joint pp, encodings, and public or
random oracles as the swap. They allow arbitrary polynomial preprocessing before the challenge
key is generated, and every stage counts toward the stated query bounds. Each reduction preserves
the challenger’s parameters, key, and oracle state; Bob’s full-extractability game is understood with
this same preliminary stage.

4.3.1 Correctness

Proposition 4.12 (Correctness). Suppose Alice’s X5 has honest response membership and sound
verification collapse, as in Defs. 4.7 and 4.8. Suppose Bob’s adaptor ASigg has deterministic
pre-verification and honest correctness. Then Il is correct; in particular, for every PPT D and
polynomial bundle size £, there is a PPT reduction Beorr such that

AV (D; A, £) < AdvE ™™ (Boory ).
If collapse is perfect, 11 is perfectly correct.

of Proposition 4.12. The collapse reduction Bcoyy runs Dy(pp), generates both honest keys and
Alice’s bundle, and simulates Fig. 8. On each admitted unused slot, honest response membership
gives R(Y,w) = 1, hence w # L. Honest adaptor correctness gives a native valid op and an
extracted witness w’ with R(Y,w’) = 1. The only remaining failure is

Ver 4(pka, ma, Assemble s (pka, pi,ma,w’)) = 0.

At the first such failure the reduction outputs (pka, p;, ma,w’); deterministic statement derivation
and assembly make it a winning collapse tuple. This detects every correctness failure without
guessing a slot, proving the bound and the perfect-correctness claim. ]

4.3.2 Unforgeability

Proposition 4.13 (Unforgeability). Suppose Alice’s ¥ 4 is statement-derivable (Def. 4.7) and PP-
EUF (Def. 4.6). Suppose Bob’s adaptor ASigp has deterministic pre-verification and exact pre-
signature adaptability (Def. 2.8). Then II is unforgeable; in particular, for every PPT A and
polynomial bundle size £, there is a PPT reduction By, such that

Adv U (A X, 0) < AdVEPTY (B ).
The reduction makes £ offline queries and at most £ online queries.

of Proposition 4.13. The reduction By, in Fig. 13 forwards the PP-EUF challenge key and obtains
¢ independent public slots from OFFSIGN. Its preliminary stage runs Ag. For each completion
passing the public and unused-slot checks, it consumes the same slot as the challenger, obtains w
from ONSIGN(i,m4), and runs Bob’s public adaptation. This exactly simulates Construction 4.9,
including failed calls.
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The crucial invariant is equality between the swap’s paid-message set and the message projection
of the PP-EUF signature history S. Every legal response query has

R(Y,w) =1, pVerg(pkp, mp,Y,0) = 1.
Pre-signature adaptability, including for malicious Bob keys and offers, therefore gives
Verp (pkB, mp, AdaptB(pk‘B, mpg,0, w)) =1.

Thus every response records and pays the same m 4, while a call rejected before signing changes
neither set:
P={m:3o (m,0) € S}.

A winning swap output is consequently a fresh-message PP-EUF forgery. The simulation makes ¢
offline and at most £ online queries, with no loss in success probability.

Bop.o(pp): Oracle COMPLETE(ctx, req, 5):
1.z + Ao(pp) 9. require ReqAdm(ctx,req) = 1
2. return (pp, 2) 10. require ctx.pky = pka

11. i tX. =
Byp.1((pps 2), pka): require ctx.aux = aux

3. for i € [¢] do
1. p; + OFFSIGN()

12. (ma,mp,1) = req; pkp := ctx.pkp
13. require i € U

14. require PreVerify(ctx,req,5) =1
5. aux = (4, p1,...,p¢) 5 U =0 {i}

6. Ui=[{); P:=0

7. (m*,0*) « ATOMPLETE (5 pk 4 aux)

8. return (m*,c*)

16. w < ONSIGN(i,m4)

17. op + Adaptg(pkp,mp,d,w)
18. vg = Verg(pkp,mp,oR)

19. require vg =1

20. Pi=PU{ma}

21. return op

Figure 13: Reduction from Alice’s swap security to PP-EUF. The second stage has access to the
challenger’s OFFSIGN and ONSIGN oracles.

Adaptability is needed for freshness: a failed adaptation after an online query would leave m 4
recorded by PP-EUF but unpaid in the swap. O
4.3.3 Atomicity

Proposition 4.14 (Atomicity). Suppose Alice’s statement-derivable signature scheme Y4 has
sound wverification collapse (Def. 4.8), and Bob’s adaptor ASigp has deterministic pre-verification
and full extractability (Def. 2.7). Then the protocol 11 is atomic; in particular, for every PPT A,
there are PPT reductions Bext and Beollapse such that

Advy PR (L) < AdVIEEL  (Bext) + AdVe P (Bogiiapse)-

of Proposition 4.14. A valid target signature can cause exactly two failures: extraction returns no
R-witness, or it returns a witness whose assembly fails native verification. For the recorded target
offer (ctx, req, d), write

Y = Stmta(pka, pi,ma), w = Extractg(pkp, mp,Y,0,0pB).

25



Admission and pre-verification are deterministic and passed when the offer was recorded, so Y # L
and these checks cannot newly fail. Let Badey denote a valid target with R(Y,w) = 0, and
Badcollapse @ valid target with R(Y, w) = 1 but invalid assembly. The winning event is their disjoint
union.

For Badeyt, the reduction Beyt uses the component challenger’s Bob key and the preliminary
stage (pp, Ao(pp)). It simulates Fig. 10, replacing each legal PreSign call by PSIGN(mp,Y") and each
legal SignOther(m) call by S1GN(m). All admission checks, reservations, failed-call behavior, and
offer-list updates are preserved. For the reserved target message, the component histories satisfy

mp ¢ S, Tmg] ={(Y,5)}.

The unique recorded offer is therefore the sole entry in the full-extractability test, and Badeys wins
that game. Indeed, full extractability only promises that extraction succeeds for some recorded
pre-signature on the target message; the reservation rule makes that entry the offer under attack.
Each swap-oracle call uses at most one corresponding component query.

For Badcolapse; the reduction Begapse generates Bob’s key locally and simulates both swap
oracles. On that event it returns (pka, p;, ma,w), a winning collapse tuple even if Alice’s key and
advertisement were malicious. The two reductions in Fig. 14 therefore give

Pr[Badexi] < Advadl, (Bext),

11.
Pr[Badcollapse] < AdV%OA apse(Bcollapse)-

Their sum is the claimed bound, with no guessed-offer loss.

Bext,1((pp; 2), PkB): Beollapse (PP):

. L=)M:=2;5=0 6. z + Ao(pp)

9. (], O'B) (_A?VVAPOFFER,SIGNOTHER(Z’pkB) 7. (pkB,SkB) — KeyGenB(ppB)

3. require j € [|L]] . L= M:=02;,5:=9

1 (ctx,req,d) := Llj] 0. (j,op)  APWTOTTERSIGNOTIER G, pgp)
5. return (req.mp,op) 10. require j € [|L]]

11. (ctx,req, ) := L[j]

12. (pka,pkp,aux) ;= ctx

13. (4, p1,...,pe) := aux

14. (ma,mp,i) = req

15. require Verp(pkp,mp,op) =1
16. Y := Stmta(pka, pi,ma)

17. w := Extractg(pkp,mp,Y,5,08)
18. require Y # L AR(Y,w) =1
19. 04 := Assemble s (pka, pi,ma,w)
20. require Very(pka,ma,04) =0
21. return (pka, p;,ma,w)

Figure 14: Reductions for Bob’s security. The left reduction uses the component signing and pre-
signing oracles; the right reduction generates Bob’s key and answers locally. Oracle substitutions
are specified in the proof.
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PP-EUF protects Alice against misuse of public preprocessing. Exact adaptability makes each
consumed online response a successful Bob completion, preserving message freshness in the PP-
EUF reduction. Full extractability gives Bob a valid witness; sound collapse turns it into a native
Alice signature even for malicious advertisements. Neither unlinkability nor pre-verify soundness
is needed for these guarantees.

4.4 Instantiations Overview

Our instantiations use two relations: Rpr,, given by Y = ¢“ in a prime-order group, and Rpair,
given by Y = e(W, g2) for a bilinear pairing. The table records Alice’s preprocessing security and
Bob’s adaptor; Schnorr and conditional ECDSA use the first relation, and BLS uses the second
with empty preprocessing.

Relation  Alice Alice’s security Bob Bob’s adaptor

RpL Schnorr OMDL in ROM (Sect. 4.7) Schnorr Standard [AEE™21]

RpL ECDSA Conditional PP-EUF (Sect. 4.8) Schnorr Standard [AEET21]

R pair BLS Native BLS EUF-CMA Pairing-Schnorr  Sect. 4.6, [GSST24]
(Sect. 4.9)

4.5 Bob’s Adaptors for Canonical Relations
For a public, efficiently computable function F': D — T, define

Rp={(Y,w)eTxD:F(w)=Y}.

We focus on efficiently represented finite abelian groups D, T and homomorphisms F, so F(tw) =
F(t)F(w). We use multiplicative notation, except for scalar domains. The function is one-way if
finding a preimage of F'(w) for uniformly sampled w € D is computationally hard. Both swap
components must use the same function, parameters, and encodings.

Schnorr and the Discrete Logarithm Relation. For a prime-order group G = (g), take
D = (Zq¢,+), T =G, and Fpr(w) = g*. Then

RoL =Ry, ={(Y,w) € GXZy:g¥ =Y},

Bob’s native Schnorr key is B = ¢, for b Zy, and verification checks g°# = CpBH5(CB.B.mp)
The standard Schnorr adaptor [AEET21, GSST24] pre-signs by sampling rp < Z, and returning

Cp =g'?Y, = (CB,5B), sp=rp+ Hp(Cp, B,mp)b.

Pre-verification checks ¢°8 = (Cp/Y)BH5(CB:B:ms). adaptation adds w, and extraction subtracts
sp from a valid full response with matching commitment. We use the known security of this adaptor
under DL in the ROM, with canonical encodings and validated inputs.

Pairing-Schnorr. For a bijective homomorphism F': D — T between prime-order cyclic groups,
the same pattern gives a Schnorr-type signature. Choose K < D \ {1} and publish P = F(K).
With Ty < D, set

C=F(T,), c=Hg(C,Pm), S=TyK° F(S)=CP"
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For Fpair(W) = e(W, g2) : G1 — G, this gives pairing-Schnorr. Its adaptor for Rpair = {(Y, W) :
Foair(W) =Y} uses

C = Fpair(T0)Y, c = Hp(C,P,m), S = TyK¢,

then adapts as S = SW and extracts W = § / S from a valid signature with matching commitment.

Relation to Prior Work. These adaptors follow the witness-shift pattern of Gerhart et al. [GSST24]:
multiply the commitment image by Y, translate the response by a witness, and extract by di-
vision or subtraction. Their full-version Lemma 17 identifies suitable commitment-recoverable
Fiat—Shamir schemes as dichotomic, and Theorem 5 supplies a simulatable transparent reduc-
tion. The compiler applies once its hypotheses are matched, including a quasi-injective homomor-
phic one-way function and native strong unforgeability. Related pairing-based Schnorr signatures
appear in [GV13, WHL24]|; the latter’s SIGppy uses a source-group commitment, whereas our

C = Fpair(To) € G lets Bob fold Y directly into it. Sect. 4.6 proves native strong unforgeability
and full extractability directly for our format and games.

4.6 Pairing-Schnorr Signatures and Adaptors

The identification-based dichotomic framework of Gerhart et al. [GSST24] also yields this adaptor
(full version, Lemma 17 and Theorem 5), together with their compiler, after matching its hypotheses
to our common model. We give a direct proof because it is short and establishes exactly the native
strong unforgeability and full extractability used here.

Let e : G1 x Go — Gr be the nondegenerate prime-order pairing of Sect. 4.9, and write
F' = Fpair, where Fp,ai (W) = e(W, g2). This is a bijective homomorphism. We work in the common
model of Sect. 4.3, with Hg(C, P,m) € Z, a random oracle. All algorithms validate canonical
subgroup encodings; public keys must be nonidentity, while identity commitments and statements
are allowed.

Native Signatures. (P, K) < KeyGeng(ppg). Sample K < G\ {1} and return (P, K) with
P = F(K). For o < Signg(K,m), sample Ty < G1 and return o = (C, S), where

C=F(Ty), c¢=Hp(C,Pm), S=TyK°".

For v < Verg(P,m,o), return the bit testing F(S) = CP¢ This is dichotomic for F, with
S1(K,m; Z) = Z and o(K,m, C;t) = tKHs(CPm),

Adaptor algorithms. For 6 < pSigng(K,m,Y) with Y € Gr, sample Ty «— G and return
o= (C,S), where R
C:F(To)Y, C:HB(C,P,TH,), S:T()KC.

~

For v «— pVerg(P,m,Y, ), return the bit testing F'(S) = (C/Y)P¢. For o - Adaptg(P,m,5, W),
return (C, SW). For W « Extractg(P,m,Y,&,0), first verify the full signature o = (C’,S) and
the pre-signature. If ¢’ = C, return W = S/S; otherwise return L.

Lemma 4.15 (Pairing-Schnorr security). The native signature and adaptor are perfectly correct
on honest inputs. The adaptor’s pre-verification is deterministic, and its pre-signature adaptability
1s exact. If inverting F' on a uniformly random nonidentity image is hard, the native signature
is strongly unforgeable and the adaptor has full extractability in the ROM, including with multiple
pre-signatures per message.
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Proof. Correctness and adaptability. Homomorphism gives native correctness and, for any admitted
key, accepted pre-signature, and witness W,

F(SW) = (C/Y)PY =CP°®, F(5/8)=Y

whenever the full signature is valid with matching commitment. These identities also prove exact
adaptability and honest extraction.

Simulation. Given an inversion challenge P, sample independent ¢ < Z, and S « G, set
C = F(§)P_CY, and program Hp(C, P,m) = c¢. This simulates a pre-signature for any Y’; native
signing uses Y = 1. The uniform commitment hits a previously assigned input with probability at
most Qg /q per call, where Qg counts all hash assignments, including preliminary queries. Outside
these negligible collisions, the simulation is exact.

The target query. For native strong unforgeability, a winning signature cannot have the same
commitment and message as an oracle-issued signature: injectivity of F would force the same
response and hence the identical signature. For full extractability, the winning message was not
ordinarily signed, and its commitment differs from every pre-signature issued for that message;
a matching entry would extract a witness by the first part. Thus, in either game, the target
verification input was not programmed by the simulator. Except with probability 1/q, the adversary
queried it before outputting the signature.

Forking. The general forking lemma [BNO6], rewinding at that query, gives two accepting
signatures (C*,S),(C*,S") with distinct challenges ¢, ¢’ and polynomial loss. Their verification
equations give

K =(s/s))",  F(K)=P,
contradicting pairing-preimage hardness. The simulation-collision bound applies to both execu-
tions. This proves both security claims with the same simulation and extraction argument. O

4.7 Schnorr Alice for the Discrete-Logarithm Relation

Over G = (g) of prime order ¢, we make Schnorr statement-derivable for Rpy, using two independent
nonces per slot. This technique follows MuSig2 [NRS21] and is necessary to avoid a preprocessing
attack on single public nonces.

Recall that Alice generates (A,a) < KeyGen 4(pp,4) by sampling a < Z; and setting A = g*.
She uses the native Schnorr verifier g% = RAMss(f:A™) for signatures (R, s). The independent
random oracles Hyo, and Hg, output scalars in Z,.

An Attack on Single Public Nonces. For public nonces R; = ¢", set R* = [[, R;. If a fresh
m* and signing messages m; satisfy ¢ = Hgo(R*, A,m*) = >, ¢; with ¢; = Hgg(R;, A,m;), one
response s; = 1; + ¢;a per slot gives s* = . s; and the forgery (R*,s*):

¢ = (H Ri> ATic = RFAC

Wagner’s generalized-birthday search [Wag02] finds such additive relations; Sect. 4.7 gives the
disjoint message lists and search conditions. This is a concrete-security concern, not by itself a
polynomial-time PP-EUF break, and motivates our message-dependent two-nonce aggregation.
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Generalized-Birthday Attack on Single Public Nonces. Publishing one nonce per slot
creates linear relations across responses and admits a generalized-birthday attack. For public nonces
R, = g™, fix R* = Hle R; and choose pairwise disjoint sets of candidate messages Mo, ..., M,.
Before requesting any response, populate the lists

LO = {_Hsig(R*,A,m) im e ./\/l()},
L; = {Hsig(Ri, A,m) : m € M}, i€ ).

A solution to this modular (¢ + 1)-sum problem selects messages with ¢* =", ¢; (mod ¢). Request
the corresponding response s; = 7; + ¢;a once for each slot and output (R*,s*) with s* = " s;.

Then
g = (H Ri) A% = R A,

The target message lies in My, so it is fresh. For £ + 1 a power of two, Wagner’s generalized-
birthday technique [Wag02] applies to this list problem; a larger bundle can supply a subset of that
size. The attack demonstrates the concrete-security risk of fixed public nonces; it does not by itself
establish a polynomial-time violation of PP-EUF.

Decomposition and Statement Derivation. For the relation Rpr, and a well-formed slot
p = (R1, R2), use the public computations

b= Hyon(A, Ry, Ry,m), R= RiR},

_ _ pae (3)
c = Hgg(R, A,m), Y = RA“.

(p, T) < OffSign(a). Sample independent 1,73 <= Zg; return p = (¢"', ¢™*) and 7 = (r1,ra).

d < Admgchnorr (4, p, m). Return 1 exactly when A passes native key validation (A € G\ {1}),
p is a pair of canonically encoded elements of G, and m is a native message.

s < OnSign(a,7,m). Recover A = g% and p from 7, and reject if admission fails. Compute
b, ¢ from Equation (3) and return s = 1 + bry + ca mod gq.

o < Assemble(4, p,m,s). Reject if admission fails or s is not a canonical scalar in Z,.
Otherwise recompute R from Equation (3) and return (R, s).

o Y < Stmt(A, p,m). Reject if admission fails; otherwise return Y from Equation (3).

Identity nonce points, effective commitments R, and statements Y are allowed. Each call to OffSign
produces an independent one-use slot. Relative to the single-nonce design, each slot adds one group
element; nonce derivation adds one hash and one exponentiation.

Lemma 4.16 (Schnorr statement derivation). The preceding decomposition is perfectly correct and
statement-derivable for Rp1,, with perfect sound verification collapse.

Proof. Inadmissible inputs are rejected. Honest membership and correctness follow from
gs _ grl—l-brg—i—ca _ RIRSAC -V

For any admitted key and nonce pair, ¢g° = Y = RAHsie(:Am) jg exactly native verification of the
assembled (R, s), proving perfect collapse even for malicious inputs. O
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Assumption. The one-more discrete logarithm (OMDL) assumption says that, given random
challenge points in G' and access to an oracle returning discrete logarithms of chosen points, a PPT
algorithm cannot output the logarithms of all its challenge points using strictly fewer logarithm-
oracle queries than challenge points. We need it for 2¢ + 1 challenges and at most 2¢ queries, for
every polynomial /.

Lemma 4.17 (Two-nonce preprocessing security). Under OMDL, the two-nonce implementation
is PP-EUF in the random-oracle model, with one online response per slot under a single honest
stgning key.

Proof. Embedding and simulation. By batch equivalence, fix a polynomial bound ¢ on offline queries
and expose all slots initially. The nonce-combination technique is from MuSig2 [NRS21]. Run the
preliminary adversary stage and retain its state and oracle assignments, then obtain the OMDL
challenges

A, R1,17 RLQ, .. 7R€,17 R&Q.

Abort if A = 1 or a preliminary hash query contains A in its key field; otherwise publish A and
the nonce pairs. Use lazy oracle tables. Whenever a fresh Hyon(A, R 1, Ri2,m) is assigned b,
immediately look up or assign

Hyg(Ria RY o, A,m).

This eager lookup only samples otherwise unobserved independent oracle values. To answer an
online signing query (i,m), query the logarithm oracle on

b
R R, A,

obtaining the exact online response. Each slot is answered once per execution.

Forking the final forgery. Consider a successful fresh-message forgery (R*, s*) whose verification
input was assigned before the output. Treat assignments to both hash domains, including internal
H, assignments, as one sequence. Report the assignment index for (R*, A,m*). The general
forking lemma [BNO06] yields, with polynomial loss, two successful executions sharing the prefix
before this assignment and having distinct answers ¢*, ¢*. Rewind adversary state and slot flags,
preserve prefix oracle values, and independently sample subsequent assignments in both domains,
using the same adversary coins. The two forgeries have the same R*, m* and give

a=(s"—s")(c" =) (mod q).

Freshness excludes response queries on m* in both successful runs.
Per-slot equation accounting. Cache identical logarithm-query points across both executions.
A slot supplies at most two response equations:

/ / /
s=r1;1+br;s+ ca, s'=ri1+brio+ca.

Exclude duplicate published nonce pairs and collisions between distinct fresh Hy, assignments,
including across the forks. Then b = b implies a common-prefix assignment. Its companion
signature challenge is also fixed in the prefix by eager lookup, unless it is the forked assignment
itself. In that case its message is m* and neither run requests a response for it. Hence equal b
implies the same response equation: two distinct equations have distinct b. This is the accounting
property supplied by the weighted second nonce.
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OMDL contradiction. Abort on the excluded collisions before making completion queries. Given
a, a slot with no response equations costs two nonce-logarithm queries; a slot with one costs a query
for r; 2, after which r; 1 = s — br; 2 — ca. With two distinct equations, compute

s—s —(c—d)a

b-V ’

Tri2 = i1 =8— b?‘@g — Ca

without another query. Response plus completion queries are respectively 04+ 2, 1 + 1, or 2+ 0
per slot; cached coincidences only reduce the total. Thus at most 2¢ queries recover all 2¢ 4+ 1
challenge logarithms. The excluded events—A = 1, a preliminary-key collision, duplicate nonce
pairs, fresh-hash collisions, an unqueried verification hash, and a repeated fork challenge—have
total probability polynomial in the query bounds divided by ¢; the forking loss is polynomial in the
number of assignments. Nonnegligible PP-EUF success therefore contradicts OMDL. O

Remark 4.18 (One-time slots and concrete variants). Reusing a two-nonce slot can give three
independent linear equations in r; 1, 7; 2, a and reveal the key. The reduction is asymptotic and does
not give a tight concrete bound. The construction uses full group encodings and scalar responses;
compatibility with x-only encodings, parity conventions, or deterministic nonce generation requires
separate analysis.

Theorem 4.19 (Schnorr swap). Under OMDL in the stated ROM and common group, the two-
nonce decomposition and scalar Schnorr adaptor give a secure atomic signature swap with prepro-
cessing for every polynomial £. Both outputs satisfy the native Schnorr verifiers.

Proof. Lemmas 4.16 and 4.17 give Alice’s properties. OMDL implies DL hardness, so the known
Schnorr adaptor [AEET21, GSST24] gives Bob’s required properties. Applying Theorem 4.11 then
yields Theorem 4.19. O

4.8 Alice: ECDSA for the Discrete Logarithm Relation

Let the ECDSA group be G = (g) of prime order ¢, written multiplicatively for consistency,
with native coordinate reduction f(R) = x(R) mod q. Alice generates (A, a) + KeyGen 4(pp4) by
sampling a < Z; and setting A = g%. Let h = Hg(m) € Z, denote the native message-to-scalar
rule. The native verifier on (r, s) requires r, s € Z; and checks that g"/5 A™/% is a nonidentity point
whose reduced coordinate is r.

Fixed-base Statement Derivation. For a fixed nonce R = ¢*, an honest ECDSA response
satisfies
s=k"1(h +ra), R =g AT, r = f(R).

The equation R® = g"A" gives a discrete-logarithm statement with base R, whereas Bob’s scalar
Schnorr adaptor requires the fixed base ¢g. The message-independent points U = g'/* and V = Ak
give

gs _ Uth.

This supplies the fixed-base relation Rpr,. The inverse-nonce data require consistency validation
and a separate preprocessing-unforgeability assumption.

32



Slot data and consistency proofs. In each slot, sample k « Z;, set R = g*, and resample if
r = f(R) = 0. Publish

p= (Ra U,V,’/Tk,’ffa), U:gl/kv V:Al/k
Retain 7 = (k, p). The proofs certify respectively
3k: R=g* N g=U", Ja: A=g* NV =U"

Use Fiat—Shamir Chaum-Pedersen proofs [CP93] with independent coins and a random oracle
H., to Z4, domain-separated by proof type and from all other hashes, binding the full tuple and
commitments through an unambiguous canonical encoding. To prove X = B* and Z = D*, sample
v < Zq and output ™ = (11,73, z), where

T\ =B’, T,=D' d=H.,(tag,A, R UV,B,D,X,2T,Ty), z=uv+dz.

Scalar arithmetic is modulo gq. The verifier checks canonical subgroup encodings of 771,75 and a
canonical scalar z € Zg4, recomputes d, and checks B* = T1 X 4 and D* = T, Z%. The first proof uses
the bases (g,U) and images (R, g); the second uses the same bases and images (A, V). All points
must have canonical subgroup encodings; require A, R,U,V # 1, r £ 0, and verify both proofs.

Lemma 4.20 (Consistency-proof soundness). The two proofs have perfect completeness. For an
adversary making at most Qcp queries to Hcp before outputting a tuple and its two proofs, the
probability that validation accepts a false consistency claim is at most ecp = (Qep +2)/q.

Proof. Substitution proves completeness. Special soundness implies that, for a false claim and fixed
commitments, at most one challenge can accept. Each fresh hash query fixes these before sampling
a uniform challenge; a union bound over )., adversarial queries and at most two final verification
queries gives (Qcp +2)/q. O

Decomposition and statement derivation. For p = (R,U,V,ny,m,) and h = Hg(m), write
r=f(R), Y=U"W"  s=(h+ra)/k (mod q), (4)
where only the response s requires the private nonce and key.

e (p,7) « OffSign(a). Generate R,U,V,m, 7, as above with A = ¢® and f(R) # 0; return
p=(R,UV,m,m,) and 7 = (k, p).

d <+ Admgcpsa (A4, p,m). Check native key and message validity, the canonical nonidentity
subgroup encodings of R,U,V, r = f(R) # 0, and both consistency proofs. Return 1 exactly
when these checks pass and UHE(MYT £ 1,

s < OnSign(a,7,m). Recover A = g% and the stored p; reject if admission fails. Return
s = (Hg(m) +ra)/k mod q.

o < Assemble(A, p,m,s). Reject if admission fails or s is not a canonical nonzero scalar.
Otherwise return the native ECDSA signature (f(R), s).

Y «+ Stmt(A,p,m). Reject inadmissible inputs. Otherwise compute and return Y =
UHe(m)y/ f(R).
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Admission must exclude Y = 1: Alice can choose k,m with r = f(g*) # 0, h # 0, and a = —h/r,
giving true consistency claims but witness s = 0, which yields no native signature. Correctness
holds on admitted inputs; otherwise another unused slot may be tried.

Lemma 4.21 (ECDSA derivation and assembly). The ECDSA decomposition is perfectly correct
on admitted inputs and statement-derivable for Rpy,. It has sound verification collapse in the ROM:
for every PPT D,

Advcollapse (D) < (Qcp + 2)/(]’

YECDSA

where Qcp bounds its consistency-proof hash queries.

Proof. True consistency claims give R = ¢F, U = ¢k, A = ¢% and V = U® for nonzero k,a.
Admission ensures s # 0, so

¢ =U"W" = ks=h+ra = "4/ =4¢"=R.

Since f(R) = r # 0, assembly verifies. Honest responses satisfy the relation, and inadmissible
inputs are rejected, proving correctness and statement derivation. Every collapse violation thus
supplies a false accepted consistency proof; Lemma 4.20 gives the bound. ]

Definition 4.22 (ECDSA nonce-preprocessing assumption). For every polynomial ¢, given an
honest ECDSA public key and ¢ independent public slots (R;, U;, Vi, Ty 4, ma) distributed exactly
as above, no PPT adversary with one admissible response query s; = (Hg(m) + r;a)/k; per slot
can output a native ECDSA signature on a message not queried to the response oracle. The
assumption includes the full proof transcripts, the public inverse-nonce points, and adaptive message
and random-oracle queries, including preprocessing on pp and the public oracles before the key is
revealed. It is precisely PP-EUF for this implementation.

Remark 4.23 (Preprocessing security and ECDSA variants). Def. 4.22 is an additional assumption,
not a consequence of ordinary ECDSA EUF-CMA or consistency-proof soundness. Slot reuse on
distinct hash values reveals (s —s')/(h—h') = 1/k and then a = (ks — h)/r. Raw ECDSA also fails
PP-sEUF: (r,q — s) is a different valid signature after one response. Low-s assembly may return
(r,min(s,q — s)), but the response interface and PP-EUF assumption still expose the raw s.

Theorem 4.24 (Conditional ECDSA swap). Assume Def. 4.22 in the joint model, with independent
random-oracle domains for consistency proofs and Bob’s challenges. The ECDSA decomposition
and scalar Schnorr adaptor then give a secure atomic signature swap with preprocessing for every
polynomial £, with native ECDSA for Alice and native Schnorr for Bob.

Proof. Lemma 4.21 gives statement derivation and sound collapse; Def. 4.22 gives PP-EUF by
batch equivalence. That assumption also implies DL, hardness: recovering a from an honest A = g%
permits a fresh forgery without response queries. The known Schnorr adaptor [AEET21, GSST24]
supplies Bob’s properties, and Theorem 4.11 applies. ]

4.9 BLS Alice and Pairing-Schnorr Bob for the Pairing Relation

BLS supplies Alice’s empty-preprocessing decomposition; Bob uses the pairing-Schnorr adaptor of
Section 4.5. Alice’s native BLS signature is the witness, and pairing verification determines the
statement. Let e : G1 X Gy — G7 be a nondegenerate, efficiently computable type-3 pairing on
prime-order groups of order ¢, with generators g1, g2 in pp. Fix F,air(W) = (W, g2). Nondegeneracy
and prime order make this a bijective homomorphism from G; to Gp. Its canonical relation is
Rpair = RF

pair

={(Y,W)eGr xGr:e(W,g2) =Y}.
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All public keys, signatures, statements and commitments are subgroup-checked and canonically
encoded. Hash H4 maps messages to G \ {1}. The hash for Bob’s challenges has a separate
domain and outputs Zj.

Alice’s Statement-Derivable BLS Signatures. Sample a < Z; and set A = g5 to gener-
ate (A,a) < KeyGen,(ppy); her native signature is W = Ha(m)®. Verification is e(W,g2) =
e(Ha(m),A), with nonidentity key and signature checks. Let Admprs(A4,p,m) accept exactly
when A € Gy \ {1} has a canonical encoding, p = ¢, and m is a native message. The algorithms

are

(p,7) ¢ OffSign(a), (p,7) = (e,8),
d + Admprs(A, p,m), d € {0,1},
W <+ OnSign(a,e,m), W = Ha(m)?,
o + Assemble(A, e, m, W), o=W,
Y « Stmt(A,e,m), Y =e(Ha(m), A).

The right-hand identities specify the outputs on accepting inputs. Online signing, assembly, and
statement derivation return L on inadmissible inputs; online signing uses A = ¢g§ and requires
7 = g, and assembly requires W € Gy \ {1} with canonical encoding. The advertisement records
the bundle capacity, and the state tracks slot consumption.

Lemma 4.25 (BLS statement derivation and preprocessing security). The BLS decomposition
is perfectly correct and statement-derivable for Rpair, with perfect sound verification collapse. For
every PPT PP-EUF adversary A there is a native BLS EUF-CMA adversary B in the same common
model such that

AdVEPY (A) = AdviE (M),
The reduction makes one signing query per legal online query and none for offline queries.

Proof. Bilinearity gives correctness and membership; Y # 1 makes every admitted witness a native
valid nonidentity signature, proving perfect collapse. For PP-EUF, preserve the preliminary stage
and challenge key, create empty slots locally, and forward legal online queries to the native signing
oracle. Views and queried message sets coincide. ]

Lemma 4.26 (BLS security implies pairing-preimage hardness). Native BLS EUF-CMA security
implies hardness of inverting F(W) = e(W, g2) on a uniformly random nonidentity image, in the
same common-parameter and public-oracle model.

Proof. Given an honest BLS key A, choose a fresh m and set Y = e(Ha(m),A). For uniform
U + G, mask this image as P = YF(U) and abort if P = 1, an event of probability 1/q.
Conditioned on no abort, P is uniform nonidentity and independent of the prior public-oracle view.
An inverter returning K with F(K) = P therefore gives the forgery W = K /U, since

e(W,g2) = F(K)/F(U) =Y = e(Ha(m), A).

Here Y # 1 ensures native nonidentity validity. No signing query is needed, so nonnegligible
inversion success contradicts BLS EUF-CMA. O

The resulting proof chain is

BLS EUF-CMA = Fjsi-inversion hardness
—> pairing-Schnorr full extractability = swap security.
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Theorem 4.27 (BLS—pairing-Schnorr swap). Assume native BLS EUF-CMA in the joint model,
with Bob’s challenge hash an independent random oracle and Alice’s hash in the assumed BLS
model. For every polynomial £, the empty BLS decomposition and pairing-Schnorr adaptor give a
secure atomic signature swap with preprocessing: the exchanged signatures are native BLS under

Alice’s key and native pairing-Schnorr under Bob’s key. The adaptor extends Bob’s scheme, not
BLS.

Proof. Combine Alice’s properties (Lemma 4.25) with Bob’s (Lemmas 4.15 and 4.26) and apply
Theorem 4.11. O

4.10 From Signature Swaps to Ledger Atomic Swaps

Ledger deployment must bind the recipient, amount, chain/domain, and transaction or session
identifier into native messages; persist slot consumption and Bob-message reservations; and en-
sure Bob observes op in time to use o4, with valid transactions, appropriate confirmations, and
compatible refund deadlines. It must also prevent Alice from publishing op and authorizing a con-
flicting spend before Bob settles, for example through joint control or locked funds. Our theorem
establishes signature-level atomicity; ledger-level atomicity and liveness require these additional
mechanisms.
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