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Abstract. CROSS is a code-based signature scheme built on the Restricted
Syndrome Decoding Problem and is a second-round candidate in NIST’s
additional digital signature standardization process. Recent work shows that
its reference implementation is vulnerable to side-channel analysis, allowing
an attacker to recover the long-term secret key from a single power trace. No
masking countermeasure has so far been designed for CROSS’s restricted-
syndrome framework, leaving its practical side-channel resistance unresolved.
In this work, we present a full sensitivity analysis and a gadget-based masking
schedule (Go—Gs) for the CROSS signing algorithm of the R-SDP(G) variant.
One gadget in this schedule, the restriction-lift exponentiation, has no coun-
terpart in prior masked multivariate- or lattice-based signatures: it masks "
via table lookup, share-serial conversion, and ISW-multiplication sub-gadgets
rather than via a fixed linear or bilinear map. We rigorously prove tmask-
probing security for each gadget individually and for their full composition,
using the NI, SNI, and Nlo frameworks. We implement the resulting masked
signer for an arbitrary number of shares d and evaluate it on an x86-64 plat-
form, measuring cycle overheads of 21.73x at first order and 78.05x at second
order relative to the unmasked baseline. At first order, our masked CROSS
is cheaper than a comparably masked Dilithium-2 (38x), but Dilithium-2
overtakes it at second order (70x). This crossover cost is driven by the O(d®)
chained-ISW cost of Gi3/G7 compared to Dilithium’s cheaper O(d?) scaling.

Keywords: Post-Quantum Cryptography - Digital Signature - CROSS - Side-Channel
Attack - Secure implementations - Masking

1 Introduction

CROSS [3] is a post-quantum digital signature scheme based on the Restricted
Syndrome Decoding Problem R-SDP or Restricted Syndrome Decoding Problem
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with Subgroup (R-SDP(G)). This code-based scheme is constructed from a zero-
knowledge identification protocol (CROSS-ID) to a non-interactive signature via the
Fiat-Shamir transform. This scheme was among the second-round candidates in the
ongoing National Institute of Standards and Technology (NIST) standardization
procedure [1I2]. Although this scheme has not been advanced to the third round, it
is a post-quantum code-based candidate scheme constructed from a zero-knowledge
identification protocol and uses a restricted-syndrome-decoding structure.

Recent works have demonstrated that unprotected implementations of CROSS
are vulnerable to powerful side-channel attacks, including single-trace horizontal and
correlation power-analysis attacks. Schupp and Sigl [I8] presented the first horizontal
side-channel attack on CROSS, recovering the full secret key from a single power
trace for nearly every published parameter set. Czuprynko et al. [12] independently
confirmed single-trace key recovery via correlation power analysis and reduced the
number of rounds an attacker needs to observe by an order of magnitude. Both attacks
exploit the same structural weakness in CROSS to recover the long-term secret key.
However, a systematic side-channel security analysis of CROSS and corresponding
implementation countermeasures remains lacking.

Contribution. In this work, we present a comprehensive sensitivity analysis of the
CROSS signing algorithm. We propose a masked implementation to protect against
side-channel attacks, specifically differential power attacks. Concretely, our main
contributions are as follows:

— Systematic Sensitivity Analysis (Section : We perform a systematic
sensitivity analysis of CROSS signing, adapting the methodology introduced for
masking the Unbalanced Oil and Vinegar scheme [I6] to CROSS’s restricted-
syndrome-decoding structure. We classify every intermediate variable produced
during signing, including the long-term restricted error vector, the per-round
transitive map vli], and the ephemeral syndrome, according to whether its Ham-
ming weight, if observed on a power or EM traces, can expose the long-term
secret directly or transitively.

— Complete Masking Schedule (Section : We design a full gadget-based
masking schedule, GO-GS8, covering key expansion, per-round ephemeral sam-
pling, the transitive-map subtraction, a masked discrete-exponentiation gadget
for the restriction lift ¥, the secret-secret multiplication that produces uli],
the syndrome computation, commitment formation, and the first-response step.
The restriction-lift gadget has no counterpart in prior masked multivariate or
lattice-based signature schemes. It masks bit-serial modular exponentiation via
a chain of arithmetic-to-Boolean and Boolean-to-arithmetic conversions rather
than a fixed linear or bilinear map.

— Formal Probing Security Proofs (Sections [4] & [5)): We formally prove the
tmask-probing security of every individual gadget. In Section 5] we compose these
into a unified probing-security proof for the complete masked signing algorithm,
following the NI/SNI/NIo composability framework of Barthe et al. [4/6] based
on the ISW masking model [14].

— Implementation and Evaluation (Section @: We implement the resulting
masked signer and evaluate its performance on an x86-64 platform, benchmarking



the overhead against the unmasked CROSS baseline and masked implementations
of Dilithium-2 [15].

2 Preliminaries

2.1 Notation

We follow the notation of the CROSS Round 2 specification [3]. Let F,, be a finite field
with p elements and let I, be a finite field with z elements, z<p. Let ECF; be the
cyclic subgroup of order z generated by g, and write g* €E for the exponent-to-group
lift of z €. The restriction set E™ is the object space for R-SDP; for R-SDP(G) we
additionally work with a subgroup G CE™ of size 2™, for some 0 <m <n. We write n
and n—k for the code length and syndrome length, ¢ for the number of parallel rounds
of CROSS-ID, w for the weight of the second challenge, A for the security parameter,
and c=2t—1 for a fixed constant used throughout key and seed derivation.

Vectors and matrices are written in bold (e.g. v, H). A central notational con-
vention, which we adopt directly from the specification, is the distinction between
exponent-domain and lifted representations of a restricted object: an overlined symbol
such as € or v[i] denotes a quantity living in IF,, while the corresponding non-overlined
symbol, e.g. v[i]= g"l1 denotes the same quantity after being lifted into F,, through
g. This distinction is not cosmetic: every leakage-bearing operation in CROSS signing
either acts on an exponent-domain quantity directly(the transitive-map subtraction)
or acts on a lifted quantity (the syndrome computation and the first response). Our
masking gadgets in Section [ are organised around exactly this boundary. The public
parity-check matrix is H EF;"_IC) ™ and for R-SDP(G), the public subgroup matrix is
M €F™*", We write Seedy, € {0,1}%* for the long-term secret-key seed, Salt € {0,1}2*
for the salt per sign, Seed € {0,1}* for the root of the seed-tree per sign, and Seed]i]
for the round leaf i. For each (sub-)gadget X introduced later, Tx(-) denotes its
elementary operation count and Rx () its fresh-randomness cost.

2.2 Masking and Security Notions

Ishai et al. [14] introduced the t-probing model, in which an adversary adaptively
chooses t a5k intermediate wire values to observe in a circuit;the circuit is ,,,5-probing
secure if the joint distribution of any ¢,k probed wires is independent of the secret
input. Security against such an adversary is achieved by decomposing every sensitive
variable x into a d-share decomposition [[z]], for d=tmasc+1 shares at a target masking
order tyagk; We use tmask throughout this report to avoid clashing with the specifi-
cation’s own ¢, the number of CROSS-ID rounds. Because CROSS mixes Boolean
and arithmetic computation, and because its arithmetic computation itself spans two
algebraic domains, we use three distinct share types, distinguished by notation:

— Boolean shares, [[z]|g =(z0,...,x4—1), satisfying z=x¢Bx1 B Dx4_1, arising
from CSPRNG /SHAKE output and from any computation performed directly
on bitstrings.



— Exponent-domain arithmetic shares, [[Z]], satisfying .fzzz;é.i‘k (mod 2),
carrying quantities that live in I, before the exponent-to-group lift, such as e,
€q, and [q].

— Field-domain arithmetic shares, [[z]], satisfying xzzz;émk (mod p), car-
rying quantities that live in ), after the lift, such as u[i], v[i], §'[¢], and y][d].

An adversary who observes at most ¢, shares of any single variable, under any
one of these three sharing types, learns nothing about it.

The paper [] introduced composable security notions that allow individually
secure masked gadgets to be combined while preserving overall probing security, three
of which are central to the masked CROSS construction developed in this report.

tmask-Non-Interference (NI) A gadget is task-Non-Interference if the joint dis-
tribution of any set of at most .5k intermediate probes, including output wires,
can be simulated from at most t,,¢ shares of each input; this ensures that a
gadget does not amplify the adversary’s information across the share boundary.

tmask-Strong Non-Interference (SNI) A gadget is tpas-Strong Non-Interference
if any set of ¢; internal probes and ¢, output probes, with ¢;+t, <tyask, can be
simulated from at most ¢; shares of each input; SNI is strictly stronger than NI
and permits direct composition of gadgets without an additional refresh between
them, since the output of a SNI gadget propagates no more information than t;
input shares.

tmask-Non-Interference with Public Outputs (Nlo) A gadget is tyasc-Non-
Interference with Public Outputs if, for any set of at most .5 probes, there
exists a subset of input shares of size at most ¢,,5x from which the probes can
be simulated together with the gadget’s public output; this is the appropriate
notion for operations such as rejection sampling, whose accept/reject decision
is leaked by design.

2.3 The CROSS Signature Scheme

CROSS (Codes and Restricted Objects Signature Scheme) [3] is a Fiat—Shamir sig-
nature obtained from a five-pass zero-knowledge identification protocol, CROSS-ID,
which proves knowledge of a solution to a restricted syndrome decoding problem. The
secret key is a single seed Seedy, from which the long-term secret is expanded via
ExpandSK (Algorithm in Appendix line 1). The scheme admits two variants. In
the R-SDP variant, ExpandSK generates the exponent-domain secret e €[F7 directly,
whose lift e=g® € E" is the long-term restricted error vector satisfying the public
syndrome relation s=eH . In the R-SDP(G) variant, the secret is instead generated
in a compact form ég € F7', with the full exponent-domain vector recovered as
eé=egM for the public subgroup matrix M, before being lifted the same way; this
reduces the size of the secret key at the cost of an extra derivation step wherever e
is needed. Both problems are believed hard against Information-Set-Decoding-style
solvers, with the R-SDP(G) variant additionally relying on the subgroup structure
of G not yielding a meaningful decoding shortcut.



CROSS-ID runs ¢ independent parallel rounds to amplify soundness, and the Fiat—
Shamir transform replaces the verifier’s two interactive challenges, chall; € F; and
chally € {0,1}¢, with values derived non-interactively by hashing the prover’s commit-
ments and the message. Algorithm [18|in Appendix [B] restates the signing procedure,
retaining the specification’s own variable names and phase structure. Following the
convention of the CROSS v2.0 specification, steps that are common to both variants
are written once, spanning the full width of the algorithm. Steps that differ between the
two variants are split into two columns separated by a dashed vertical rule: R-SDP(G)-
specific content appears on the left, and R-SDP-specific content appears on the right
with a dashed horizontal rule bounding the top and bottom of each such block.

Two structural points are worth making explicit before turning to sensitivity
analysis. First, For R-SDP(G), the secret key and the per-round ephemeral material
each exist in two related forms: a compact exponent-domain form (¢, é;[i]) and
a full exponent-domain form (e, &'[i]) derived from it via M, so the transitive map
is likewise computed twice, once compact (V[i]) and once full (v[i]). The exponent-
to-group lift is invoked twice per round on independent inputs, in Phases C and E
of Algorithm (18| (Appendix : on v[i] in Phase C, to form the masked syndrome
input, and on €'[i] in Phase E, to form the first response.

3 Sensitivity Analysis

A variable X is sensitive if knowledge of X or its Hamming weight, i.e., side-channel
leakage (observable from a power or electromagnetic trace), enables an adversary to
recover the long-term secret keys. For the CROSS signature, a variable X is sensitive
if its side-channel leakage exposes CROSS long-term secrets Seedgy, €, e directly or
algebraically. Across the signing data flows (Figures [1] and , intermediate variables
are categorized as high (long-term secrets), medium (ephemeral secrets), or public,
and analyzed step-by-step below.

Key Expansion In the begining of the signing process, ExpandSK(Seed) algorithm
generates public H and secret € (for R-SDP(G) it uses two intermediate computed
private value €z and public value M ). Since leakage during this expansion directly
exposes the master key, Seedgy, €, and ég are rated high sensitivity, whereas H and
M are public.

Per-Round Ephemeral Sampling and the Transitive Map Figure[I]traces the per-round
computation for the R-SDP variant, and Figure [2] the corresponding computation
for R-SDP(G).

In the ephemeral sampling process, first a master seed (Seed) and salt (salt) are
sampled uniformly and used to generate t seeds Seed[1],...,Seed[t] by invoking the
SeedTreeLeaves algorithm, shown as the Seed[i] node in Figures|l|and [2} As all of
these ¢ seeds are ephemeral, we classify these components as Medium sensitivity. In
round i, evaluating a CSPRNG on Seed[i] yields:

— &[i] and u'[4] directly for R-SDP (Figure [);
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Fig. 1: Sensitivity of the per-round signing computation for the R-SDP variant.
Red = HIGH (long-term-secret derived), amber = MEDIUM (ephemeral-secret),
green = public.
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Fig. 2: Sensitivity of the per-round signing computation for the R-SDP(G) variant. The
compact secret ¢ and compact transitive map v¢[i] are equally sensitive to their full
counterparts € and v[i], since either reveals the long-term secret through the same alge-
braic relation. The commitment cmt[¢] hashes the compact map v|[i] rather than v[i].

— u'[i] and a compact e[i] for R-SDP(G), where &'[i] =&, [i]M via public matrix
multiplication (Figure [2).

We classify €[i] and u'[i] as Medium sensitivity: although refreshed per round,
they transitively interact with the long-term secret e via the modular difference
V[i] = & —€[i] mod =z (and analogously v[i] = ég — é[i| mod z for R-SDP(G)).
This subtraction stage is High sensitivity because physical leakage (e.g., Hamming
weight) immediately compromises € entrywise. The subsequent componentwise lift
vlil; = ¢" € F, (the g*) node) remains HIGH sensitivity, as it is an invertible
function of the secret-dependent state v[g].

Secret-Times-Secret Multiplication and the Ephemeral Syndrome In the next step,
the vector vli] is then combined with the ephemeral masking vector u’[i] to form
ufi] = v[i]«u'[i], shown as the * node in Figures [[] and [} According to previous
discussion, the long-term secret dependent vector v([i] is high sensitivity. Additionally,
this is the only secret-times-secret multiplication in CROSS signing.

The ephemeral syndrome s'[i]=u[i]H " is derived from the high-sensitivity inter-
mediate u[i] and the public matrix H, therefore we classified it as HIGH sensitivity.
Notably, s'[i] is the primary leakage target exploited in prior side-channel analyses
of CROSS [I8/12].

Commitment Computation The CROSS signature scheme generates two commit-
ments: cmty and cmt;. In round 4, cmtg[é] hashes the syndrome s'[i], Salt, and
the secret-dependent vector v[i] (Figure [I); for R-SDP(G), it evaluates cmtoli] =
Hash(s'[i]| v [i] |Salt|i+c) using vg[i] instead (Figure [2). This hash evaluation is
classified as HIGH sensitivity because its pre-image combines two HIGH sensitivity
inputs (s'[i] and v[i] or v¢[i]) prior to compression.



The commitment cmty [i] =Hash(Seed[i]|Salt|i+c) is generated directly by Seed]i]
(see Figures 1] and . As it is computed directly from the ephemeral round seed,
this step has MEDIUM sensitivity. Once the commitments are computed, the digests
cmtp[i] and cmt; [¢] are safe to publish due to hash one-wayness. Therefore, side-channel
leakage is a risk only during pre-image assembly, not from the output digests.

The challenges (chally chally), commitment digests (digest,,yq, .- digest ,an, ), and
Proof elements are strictly public hash/commitment outputs, while Path is assigned
Medium sensitivity due to its dependence on the master Seed. For the i-th round
with chally[{] =0, the opened responses (y|[i],v[i]) (or (y[i],v¢[i]) in R-SDP(G)) are
mathematically zero-knowledge and safely published without exposing e. Although
V[i] remains vulnerable to physical side-channel leakage during intermediate hardware
execution (countermeasures are detailed in Sections [1.3] and [£.4). This pathway
depends on the ephemeral exponent €[i], which generates the Medium-sensitivity
vector €'[i] through €'[i]; = ¢ [!li. During the evaluation of y[i] = chall, [i]-€'[i] +u'[i],
side-channel leakage on the product chall; [¢]-€'[i] directly exposes € [i], affecting the
security of & through the linear relation v[i]=e—¢&'[i] mod z.

4 Masking Gadgets for CROSS Signing

In this section, we present a full masking schedule for CROSS signing (Algorithm .
For each gadget, we present its ¢, .sc-secure algorithm. We define security notions
for their constituent sub-gadgets, and establish overall security via compositional
arguments. Table [1| summarizes all gadgets and their security targets.

Table 1: Overview of the gadgets used in Masked CROSS signing algorithm
Step Gadget Notion Theorem

GO Masked key expansion tmask-probing Theorem [60|

G1 Masked per-round ephemeral sampling  tmask-probing Theorem
G2 Masked transitive-map subtraction SNI Theorem |12
G3 Masked restriction lift / lookup SNI Theorem
G4 Masked secret—secret multiplication SNI Theorem [15)
G5H Masked syndrome computation SNI Theorem |16
G6 Commitment computation Nlo Theorem
G7 Masked first response SNI Theorem 19|
G8 Final output handling ZK-safe Theorem [20)
MaskedCROSS _Sign (composition of GO through G8) tmask-probing

Methodology. We establish probing security for each gadget by matching its sub-
gadgets to proven tp,ask-(S)NI/NIo constructions (affine maps, one-time pad splits,
ISW multiplications, table recomputations) and applying standard composition rules
(affine maps are SNI, SNT after NI/NIo restores probing security, and serial SNI
composition preserves SNI), as in Theorems [6] and



Algorithm 1 SampleSharedSeed([[Seedsi]]) — GO.1 (tmask-SNI)

Require: Boolean shares (mso,...,msq—1) € ({0,1}**)¢ such that mso®--@&mss_1 = Seed,
for a uniformly random Seeds;, and share count d="tmask+1.
Ensure: Boolean shares (so,...,54—1) € ({0,1}**)? such that so@-@®s4_2 =Seedsy.
1: for £=0,....d—2 do
2 s {0,112
3: Sk < Skp@msg > each share independently uniform; no plaintext seed constructed
4: Sd—14Sq—1Dmsg

5: return (so,...,Sd—1)

This shortcut is sound because the underlying sub-gadgets already have simulator-
based proofs. While linear maps, OTP splits, and ISW products match trivially, G3’s
per-share table lift (w < ¢%* mod p) pushes uniform shares through a nonlinear map.
Uniformity is preserved only because g generates the order-z subgroup F, making
the lift a bijection Z/2Z— E. Thus, Theorem [14] uses a dedicated simulator-based
proof via a bijection lemma before applying composition rules to the subsequent ISW
accumulation.

4.1 GO: Masked Key Expansion

GO is the first gadget to handle the long-term secret Seed, which is vulnerable to
side-channel leakage during initial key expansion (Section . To protect the master
key and derived secrets (€ and &g), GO immediately turns shares of Seedg, into
arithmetic shares [[€]](and [[eg]] ) over . together with public matrices H (and M).
Throughout this process, GO follows one essential rule: no circuit wire ever carries
Seedgg, €, or e as a whole, unmasked plaintext.

Sub-Gadgets of GO

G0.1 — SampleSharedSeed. To ensure Seedy, never appears as a plaintext wire value,
we generate its d Boolean shares (sg,...,s4—1) independently and uniformly at random
such that it holds Seedg :@f:_ol s;. This allows us to create a valid Boolean sharing
without ever computing or holding Seed in plaintext.

Theorem 1 (GO.1 t,,5,-SNI). SampleSharedSeed is task-SNI.

Proof. There are no internal wires beyond the d output wires themselves, so the only
probes available to the adversary are output probes on the d shares. Since every
share sy, is independently and uniformly sampled and added with a share of Seedsy,
any subset of at most tnask <d—1 output shares is jointly uniformly distributed and
statistically independent of Seeds, =soPB--PSq_1. O

The cost of SampleSharedSeed follows directly from Algorithm

Teo1(d)=3d=0(d), Reo1(d)=d-2A=0(d).



G0.2: MaskedSHAKE. The Boolean shares (sg,...,54—1) are absorbed into a masked
Keccak- f[1600] permutation. We use this gadget directly from [4], treated as tpas,-NI
following Bos et al. [7], and closed by the ¢,,as1-SNI refresh gadget GO0.5 (Theorem .

Theorem 2 (G0.2 tp,,5-INT). MaskedSHAKE is tyasi-INI [{I7].
The complexity of MaskedSHAKE is the following.
Teo2(d)=0(d*)=0(d*), Rco2(d)=6(d*)=0(d?).

G0.5: SecSampleFz. G0.2 gives us a Boolean-shared byte stream, and we must turn this
into n (or m for R-SDP(G)) arithmetic shares in Fz. We do this with rejection sampling,
taking one candidate byte b at a time and checking if b< z. This check must stay on
Boolean shares the whole time and must never bring the shares of b together on one
wire. If it did, one probe would reveal the full value of b and break probing security. To
check b< z safely we build a masked comparator from the SecAdd and SecAnd gadgets
of [5]. We compute b—z on Boolean shares using SecAdd, with the bits of the public
value z used as plain constants. Every AND gate inside SecAdd is an instance of SecAnd,
their masked AND gadget. We then read the sign bit of the result, which tells us if b< z,
without ever putting the plaintext value of b on a wire. This gadget is tiask-NI. The
sign bit becomes the public flag flag€{0,1}. Since z is public, revealing flag does not
leak more than the protocol already exposes. Once the flag is revealed, the full gadget is
tmask-NIo in the sense of [5]: the public output flag is given to the simulator for free, and
any t1 <tmask internal probes can be simulated from at most ¢; input shares plus flag.

Algorithm 2 SecSampleFz([[stream]|g,n) — GO0.3 (tmask-NI0)

Require: Boolean-shared byte stream [[stream]]5; target count n; public modulus z.
Ensure: Arithmetic shares [[Z1]],...,[[Z»]] with Z; €Fz for each j.

1: collected <0

2: for ¢=0,1,... until collected=n do

3: (bo[0),...,ba—110]) < [[stream[]]] B > take one Boolean-shared candidate byte
4: (80,-.,0a—1) < SecAdd((bo[{]....,ba—1[¢]),—z) > masked subtract, z public; SecAdd [5]
5: flag < (8o[msb]® -+ Hd4—1[msb]) > reveal sign bit only; public NIo output
6: if flag=1 then

7 [[Z cottected]] < B2A((bo [Z],...,bd_l[é]Lz) > calls G0.4; no recombination
8: collected < collected +1

9: return [[Z1]],...,[[Zn]]

Theorem 3 (GO0.3 tp,a5k-NI0). SecSampleFz is tyask-NIo.

Proof. The only step touching the Boolean shares of b before the reveal is the call
to SecAdd. Every linear step inside SecAdd is share-wise for free. Every AND gate
inside SecAdd is an instance of SecAnd, which iS t,,5-SNI [5]. Composing these gives
SecAdd itself ¢,,,5-NT on its own, so any t1 <task probes on its internal wires can



be simulated from ¢; shares of b. Once the flag is revealed, the composite gadget
meets the tyas-Nlo definition of the paper [5]: the same ¢; probes can be simulated
from ¢; shares of b plus the public value flag. The conditional call to B2A (G0.4) only
runs when flag=1, which is a public event, so given flag the B2A step is t;nask-SNI
by [10] and adds no new information about b beyond what flag already tells us. O

The cost of SecSampleFz follows directly from Algorithm
Tco3(d:n) =O(n) (d+Tsecadd (d)+(d—1)+Tgoa(d) +1) = O(np.d?).
Rco3(d,n) =0(n) (Rsecadd (d) +Re2a(d)) = O(np.d?).

G0.4: B2A (Boolean-to-arithmetic conversion). After the masked comparator accepts
a candidate byte, its Boolean shares must be converted to arithmetic shares over Fg,
for g€ {z,p}, before the value can take part in the rest of CROSS signing. We convert
one bit at a time, following Schneider, Paglialonga, Oder, and Giineysu [I7]. Each
Boolean-shared bit is first turned into arithmetic shares of that same bit; since a bit
only has two possible values, this step needs no table and no cross-share multiplication
beyond a small, fixed pattern. The = [log,q| per-bit results are then combined with
Horner’s method, most significant bit first: double the running total and add in the
next bit’s arithmetic shares, modulo ¢q. For CROSS, pu is 3, 7, or 9, depending on
the parameter set. The cost of the conversion depends only on p, the bit length of
q, rather than on q itself.

Algorithm 3 BZA((eO,...,ed,l),q,u) — GO0.4 (tmask-SNT)

Require: Boolean shares of a p-bit value x = @D, ex with x < ¢. Public prime ¢ € {z,p}.
Bit width p=Tlog,q].

Ensure: Arithmetic shares ao,...,aq—1 €Fy with 3, ax =2 (mod g).
1: (ag,...,ad_l) — (O,...,O)
2: for j=p—1,...,0 do > most significant bit first
3 get the Boolean bit-shares by < bit;(ey) for all k
4 (b0,---sbd—1) < SecB2Ag-Bit((bo,..-,ba—1),q) > [17], Alg. 5
5: for k=0,...,d—1 do
6 a < (2ax+by) mod q

7

return (ag,...,aq—1)

Theorem 4 (G0.4 ta5,-SNI). B2A is tiask-SNI at d=tmasc+1 shares.

Proof. Each call to SecB2Ag-Bit is tmask-SNI on its own [I7]. Each Horner step,
a+ 2a+b, is a linear operation over F,, so it is tmask-SNI for free [4], matching
how [I7] treats these same steps in proving their full multi-bit conversion SNI. Chain-
ing SNI gadgets one after another keeps the result SNI [4]. O

The cost of B2A follows directly from Algorithm
Tco4(d,pt) = pi-Tabiegoa (d) + O(ud) = O(ud?) ([17)).
Reo.4(dpt) = pi-Rapiegoa (d) = O(ud?).
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G0.5: Refresh. At the end of G0’s key expansion, and at several points in G1, we
need to re-randomize a set of arithmetic shares without changing the value they sum
to. We draw one fresh random value for every pair of shares i < j, add it to share
i, and subtract it from share j. For this, we follow the Refresh algorithm proposed
in [] of Appendix [A] This gadget i tmasc-SNI and we use this gadget wherever the
rest of the paper needs a standalone t,,,,5.-SNI refresh.

The cost of Refresh follows directly from Algorithm

Teos(d)= 242 .0(1)=0(d?), Reos(d)=4LL =0(d?).

GO.6: SecPubMatVecFz (R-SDP(G) only). In the R-SDP(G) variant, G0.3 and G0.4
produce shares of the compact secret [[eg]] € F2™. The full restricted error vector
is then derived as [[€]] = [[ég]]M, where M € Fz™*" is the public subgroup matrix.
Since M is public, this multiplication decomposes share-wise: €, :éG7kM for each
share index k. No cross-share interaction occurs, and no fresh randomness is needed.

Algorithm 4 SecPubl\/IatVech((é@o,...,ég,d_l),1\7[) — GO.6 (tmask-SNT [4])

Require: Arithmetic shares ég,...,€éc,d—1 € F2z™ with ), écr = €éc (mod z); public
matrix M eFz">",
Ensure: Arithmetic shares €,...,es—1 €Fz" with 3, e, =ecM (mod 2).
1: for £=0,....d—1 do
2: e +ec M mod z > public matrix; touches only share k

3: return (o,...,64-1)

Theorem 5 (GO0.6 tp,,5-SNI). SecPubMatVecFz is task-SNI.

Proof. Each output share e, =ég, »M is a linear function of one input share €c.; and
the public matrix M. There are no secret-dependent branches, no memory accesses
dependent on the secret indices, and no cross-share multiplications. Any t; internal
probes and t, output probes with ¢;+t, <t.sk can therefore be simulated from ¢;
shares of [[ég]], satisfying the SNI definition of the paper [4]. O

The cost of SecPubMatVecFz follows directly from Algorithm

Teo6(d,;mn)=d-O(mn)=0(dmn), Rgoe(d,m,n)=0.

Security Analysis of GO

Theorem 6 (GO ty.s-Probing Security). Let d=tyasx+1. The gadget
MaskedExpandPrivateSeed is ty.5c-probing secure. The joint distribution of any set
of at most tmask probes inside GO is statistically independent of Seedg, €, and €q.
No intermediate wire inside GO carries any of these values in plaintext form.
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Algorithm 5 MaskedExpandPrivateSeed([[Seeds;]]) — GO master flow

Require: [[Seedsx]]; CROSS parameters n, m (R-SDP(G) only), z, p, A, t.
Ensure: ([[e]],[[ec]] (R-SDP(G)),H,M (R-SDP(Q))).
Sharing the master seed
1: (so,...,Sa—1) <— SampleSharedSeed([[Seed,x]]) > GO.1
Expanding Seeds, into Seede and Seed,

2: state; < MaskedSHAKE.init()

3: MaskedSHAKE.absorb(stater,(so,...,54—1) | 3t+1) > G0.2
4: [[stream.]] B +— MaskedSHAKE .squeeze(state,4\ bits) > G0.2
5:

[[Seede]| B, Seed,r <—split [[stream,]]s at 2X bits
Public matrices from Seed,; (unmasked)
6: H,M < ExpandPublic(Seed, | 3t+2)
Expanding Seed: into a fresh Boolean-shared stream
7. states <—MaskedSHAKE.init()
: MaskedSHAKE.absorb(states,|[Seedz]] 5 | 3t+3) > GO0.2
9: [[stream2]] B <—MaskedSHAKE .squeeze(statez,) > G0.2
Rejection sampling and Boolean-to-arithmetic conversion
10: if R-SDP then

o

11: [[e]] «— SecSampleFz([[stream2]| B,n) > G0.3 (calls G0.4 internally)

12: else > R-SDP(G)

13:  [[ec]] < SecSampleFz([[streamz]| 5,m) > G0.3 (calls G0.4 internally)

14: [[€]] + SecPubMatVecFz([[ec]],M) > G0.6
Closing the composition

15: [[€]] ¢ Refresh([[e]],) > G0.5

16: return ([[e]],[[ec]],H,M)

Proof. We apply the composition theorem of [4] to the gadget chain.

GO.1 - G0.2 — G0.3 — G0.4 PP c0 6 GO,
—~ M~ =~ =~ —~— =~
SNI NI Nlo SNI SNI SNI

Step 1 (GO.1 to GO0.2). GO.1 is tyas-SNI. Its output shares are independently
uniform. Zero input shares are enough to simulate any set of at most ¢,,5c probes.
GO0.2 is tmask-NI. We adopt this from Bos et al. [7], who treat the same masked
Keccak- f[1600] construction as NI in their own composition. Feeding an SNI output
into an NI gadget yields an NI composite [4].

Step 2 (G0.2 to G0.3). G0.3 is tmask-No. Its only public output is the flag
flag. This flag is a fixed function of the public threshold z and the shared candidate
byte. By the Nlo composition rule of [4], a public output like this does not lower the
probing security of the surrounding composition.

Step 3 (GO0.3 to G0.4). G0.4 is task-SNI. It takes the conditional output of
GO0.3 as input. An Nlo gadget behaves like an NI gadget on its shared output. Its
public flag costs nothing extra to simulate. Feeding this Nlo output into an SNI
gadget still yields an NI composite.
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Step 4 (G0.4 to G0.6, R-SDP(G) only). G0.6 iS tyas-SNI for free. It is an
affine gadget, so [4] applies directly. Feeding the NI output of G0.4 through this SNI
linear map still yields an NI composite.

Step 5 (G0.4 or G0.6 to GO0.5). GO.5 is tyask-SNIL Placing an SNI sink at
the end of an otherwise NI chain re-establishes full #,,,¢-probing security for the
whole composition [4]. Take any ¢; internal probes and ¢, output probes on the full
GO circuit, with t;+t, <tmask- These can be simulated from t; shares of G0’s implicit
input. That input is empty: (Seeds,e,ec) =9. GO has no circuit inputs beyond the
fresh randomness sampled inside G0.1. So simulation from the empty set is enough.
This is trivially possible.

The invariant that no wire inside GO ever carries a plaintext sensitive value follows
from each sub-gadget in turn. GO.1 never constructs Seedg;. G0.2 processes only
Boolean shares. G0.3 checks b< z using SecAdd and SecAnd, and never recombines
the candidate byte b. G0.4 converts one bit at a time and never reconstructs the
plaintext byte. G0.5 and G0.6 are both purely share-wise. a

The cost of MaskedExpandPrivateSeed follows directly from Algorithm [5] combining
the costs of its constituent sub-gadgets:

Teo ="To01+O(1) Teo2+Teo.3(d:m) +Tgos+Tcos =O(myp.d> +dmn-+d)).
Rco=Rco.1+O(1)-Rao2+Rco3(d,m)+Reos=O(mp.d*+d\).

4.2 G1: Masked Per-Round Ephemeral Sampling

G1 produces the per-round ephemeral material [[€'[i]]] €Fz", [[u'[i]]] €Fp™, and, for
R-SDP(G), [[e;;[i]]] € F=™. A subtlety distinguishes G1 from GO. The seed-tree leaf
Seed[i] used by G1 is only conditionally public. It will be revealed for rounds where
chally[{]=1. But chall, is determined by the Fiat—Shamir hash only after all ¢ rounds
of G1 through G6 have already executed. When G1 executes, no round has been
designated open or closed. Every leaf must therefore be treated as sensitive. This is an
instance of the general vulnerability identified by Seker et al. [I9]. Their attack targets
the unopened party in the Picnic signature scheme and allows full key recovery from
side-channel probes. Their countermeasure introduces a new (N —1)-private MPCitH
paradigm, named SNI-in-the-head. Instead of revealing N —1 MPC shares as in the
unprotected case, the signing algorithm reveals only N —d—1 shares. This yields a
d-probing secure signature scheme by construction, through reduced disclosure rather
than through masking every gadget. We adopt a related discipline here, but through
direct masking rather than reduced disclosure. We generate each Seed[i] directly in
d-shared Boolean form (G1.0). No leaf value ever appears as a whole plaintext on
any wire, regardless of whether the round is eventually opened.

Sub-Gadgets of G1

G1.0: MaskedSeedLeaves. The seed-tree evaluation SeedTree(Seed |Salt) produces ¢
leaf values Seed[1],...,Seed][t]. No leaf and no internal node of the tree may ever exist as
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Algorithm 6 MaskedSeedLeaves() — G1.0 (tmask-SNI)

Require: Public salt Salt € {0,1}2)‘; tree depth log,t; share count d=tmask+1.
Ensure: Boolean-shared leaves ([[Seed[1]]]s,...,[[Seed[t]]| 5), each a valid d-sharing of the
corresponding leaf of the tree rooted at a uniformly random, never-instantiated Seed.

add [[left]], [[right]] to level[¢+1]

: ([[Seed[1]]) B,.--,[[Seed[t]]] B) — level[log,t]
return ([[Seed[1]]]5,...,[[Seed[t]]] B)

1: (rooto,...,rootq—1) & ({0,1}21)4

2: level[0] + {(rooto,...,roota—1)}

3: for (=0,...,Jlog,t—1 do

4: for each node [[node]] at position idz in level[¢] do

5: ([left],[[right]]) +— Masked TreePRG([[node]],Salt,¢,idz) > tmask-NI [4]
6: [[left]] «— Refresh([[left]]); [[right]] +— Refresh([[right]]) > GO0.5
7

8

9:

a whole plaintext value on any wire. Note that a leaf is not a fresh value the signer is
free to define implicitly as the XOR of independently-sampled shares. It is a determin-
istic output of the tree, and that determinism is load-bearing. The verifier reconstructs
disclosed leaves for challs[i] =1 rounds from a small number of revealed internal nodes,
using ordinary, unmasked evaluations of the same public tree PRG. Feneuil, Rivain,
and Warmé-Janville [I3] analyze exactly this leakage surface for GGM-tree-based com-
mitments. Recovering any parent seed, including the root lets an attacker recompute
every child seed beneath it, and hence the full secret sharings derived from that subtree.
Masking such a tree means masking the PRG evaluation itself at every node, as we do
here. This is their standard, format-preserving construction, at O(d?) cost per node
under standard masking gadgets, since the non-linear step of a masked Keccak permu-
tation requires an O(d?) multiplication gadget. Their paper’s own contribution is a set
of tweaks to bring this down. For the GGM variant specifically, their tweak replaces
the single d-masked tree with d+1 separate, unmasked seed trees, one per masking
share of the root seed, at the cost of including d+1 sibling paths in the signature
instead of one. This brings the GGM-variant commitment cost to O(d), at a linear cost
in signature size. This tweak changes the signature format. We adopt the standard,
format-preserving construction here and leave the cheaper, format-changing tweak as
a design option outside the scope of a masking-gadget-level rewrite. Concretely, we
reuse the same composition strategy as G0.2: the permutation at each tree node is
the higher-order masked Keccak construction of [4], treated as tmasc-NI following Bos
et al. [7]. We call this per-node application Masked TreePRG. That permutation is only
tmask-INI, hence we insert the pairwise-random Refresh gadget (GO0.5, Theorem
after every level before the next level’s masked-PRG call consumes the shares.

Theorem 7 (G1.0 tp,,5-SNI, conditional). As before, the masked Keccak-f[1600]
permutation used by Bos et al. [7 is tmask-NI. Hence the gadget MaskedSeedLeaves
5 tnasi-SNI.

Proof. The root shares are produced randomly. At each level, MaskedTreePRG is
tmask-INI by the identical argument as Theorem [2} The Refresh call immediately
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following is tmask-SNI (Theorem 2), placed as a sink after each level’'s NI gadget [4].
This re-establishes SNI for the composite of that level. By induction on tree depth,
every level’s output and hence every leaf is delivered as a valid #,,,,5,-SNI sharing. O

The cost of MaskedSeedLeaves follows directly from Algorithm [6}
Te1o(d,T) =O(T) (Tao2+Tcos) =O(Td?), Rero(d,T) =O(T) (Reo2+Reos) =O(Td?).

G1.1 — MaskedSHAKE (round-seed expansion). Each Boolean-shared leaf [[Seed|[i]]| g
from G1.0 is absorbed share-wise into a masked Keccak-f[1600] permutation [7] to
produce a Boolean-shared byte stream. The linear absorb step XORs each leaf share
Seed[i];, into the corresponding Keccak state share: statey, +— statey ®Seed[i] BSalt®
(i4c), where Salt and i+c are public and absorbed without masking. This absorb
iS tmask-SNI for free [4]. The subsequent masked permutation call is ¢y,a5-NI by the
same assumption used in G0.2 and G1.0 [7]; composing the SNI absorb with the NI
permutation yields an NI composite [4].

Theorem 8 (G1.1 ¢,,sk-NI, conditional). Under the assumption that the masked
Keccak-f[1600] implementation is tmask-NI [7], and given that [[Seed[i]]|g is a valid
Boolean d-sharing from G1.0 (Theorem @, MaskedSHAKE is tmask-NL

Proof. Identical in structure to the proof of Theorem [2| with [[Seed[i]]] s replacing
[[SeedskﬂB. O

The cost of MaskedSHAKE (round-seed expansion) follows directly from the same
accounting as GO0.2:

Te1.1(d) =Teo2(d) =O(d?), Re11(d)=Rco2(d)=0(d?).

G1.2 — SecSampleFz (masked rejection sampling over Fz). The Boolean-shared byte
stream from G1.1 is converted into n (or m for R-SDP(G)) arithmetic shares of
elements of Fz by masked rejection sampling. The threshold check b< z is evaluated
on Boolean shares using a comparator built from the SecAdd and SecAnd gadgets
of [B]: we compute b—z with SecAdd, using the bits of the public z as plain constants,
and every AND gate inside SecAdd is a SecAnd call; the sign bit of the result tells us
if b< z. The only public output of the comparator is the accept/reject flag flag € {0,1};
since z is a public parameter, leaking flag reveals nothing about b beyond what the
protocol already exposes. This gadget is shared verbatim with G0.3; Algorithm
and Theorem [3| cover both instantiations, with [[¢’[i]]] or [[e,[¢]]] in place of [[Z]]. The
tmask-NIo claim is per [5].

Te12(d, L) =Tgo3(d,L) = O(Lyu.d?) (Algorithm 2} L€ {n,m}).
Re12(d,L) =Rco3(d,L)=O(Lyu,d*).
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G1.83 — SecSampleFq (sampling over Fp). G1.3 produces [[u'[i]]] €Fp™ from the same
masked SHAKE instance already running in G1.1. This mirrors G1.2 exactly, with
p in place of z: the candidate stays Boolean-shared throughout, and only a single
accept/reject bit is revealed. We build the comparator from the same SecAdd and
SecAnd gadgets of [5], computing rnd —p on Boolean shares and reading the sign
bit as flag. Once accepted, the Boolean-shared candidate is converted to arithmetic
shares in Fp using the same B2A gadget as G0.4, targeting Fp instead of Fz. We
then apply the pairwise-random Refresh gadget (GO0.5, Theorem to each accepted
output share, closing the chain with a genuine SNT sink.

Algorithm 7 SecSampleFq([[stream]|p,n) — G1.3 (tmask-SNI)
Require: Boolean-shared SHAKE stream [[stream]|p from G1.1; output length n; public

prime p.

Ensure: Arithmetic shares [[u'[i]]] with each «/[i]; uniform in Fp.
1: 50
2: while j<n do
3: (705 yrd—1) < [[stream]] B, next [log,p] bits > Boolean-shared candidate
4: (60,---,64—1) ¢ SecAdd((ro,...,ra—1),—p) > SecAdd [5]; p public
5: flag < 8o [msb]| BB da—1[msb] > public NIo output; 1 iff rnd <p
6: if flag=1 then
T [[u'[i];]] < B2A((70,....,ra—1),p) > G0.4, targeting Fp
8: [u'[#];]] ¢ Refresh([[u[4],]]) > GO.5; closes with a genuine SNI sink
9: j—j+1

10: return [[u'[i]]]

Theorem 9 (G1.3 task-SNI). SecSampleFq is tiask-SNI.

Proof. The candidate-generation and acceptance steps, up to and including B2A, form
a tmask-NIo core: SecAdd is t,.5x-N1, since every AND gate inside it is a t,asc-SNI
SecAnd call [5], and B2A is ta5-SNI (Theorem , conditioned on the public flag.
Refresh sits as a sink immediately after this Nlo core, on every accepted output share
re-establishing #,,,5,-SNI for the sub-gadget. O

The cost of SecSampleFq follows directly from Algorithm [7}
Te1.3(dn) =O(n) (Tsecadd (d) +Tco4(d 1) +Teo5(d) ) = O(np,d®) (SecAdd [H]).
Re13(d,n) =O(n) (Rsecadd (d) +Rco.4(d ) +Rcos(d) ) = O(np,d?).

G1.4 — SecPubMatVecFz (R-SDP(G) only). For R-SDP(G), the full ephemeral
[[€'[2]] is derived from [[e;[i]]] by the share-wise linear map €'[i] =€[i],M for each

share index k. Since M is public, no cross-share interaction occurs and no fresh
randomness is needed. The argument and theorem are identical to G0.6 (Theorem [5).

Theorem 10 (G1.4 ty,a5-SNI). SecPubMatVecFz([[e;[i]]],M) is tmask-SNI.
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Proof. Identical to the proof of Theorem [5} 0
The cost of SecPubMatVecFz mirrors G0.6 directly (Theorem [5| Algorithm [4):

Te1.4(d,m,n)=Tgoe(d,m,n)=0O(dmn), Rgra(d,m,n)=0.

Algorithm 8 MaskedRoundSample(i,[[Seed[i]]] 5,Salt,c,M) — G1

Require: Round index #; that round’s leaf [Seed[i]]z, from Algorithm @ public Salt,
constant ¢; public matrix M (R-SDP(G) only).
Ensure: ([[¢'[i]]], [[é¢[i]] (R-SDP(G)), [[u’[i]]))-

1: state < MaskedSHAKE.init()

2: MaskedSHAKE.absorb(state,[[Seed|[:]]] 5 | Salt | i+c) > Gl.1
3: [[stream]] B — MaskedSHAKE.squeeze(state)

4: if R-SDP(G) then

5: [[e&[i]]] < SecSampleFz([[stream]] 5,m) > G1.2
?z , [[€'[d]]] +— SecPubMatVecFz([[e; []]],M) > Gl.4
8: [[€'[2]] +— SecSampleFz([[stream]]| 5,n) > G1.2
9: [[u'[i]]] + SecSampleFq([[stream]] 5,n) > GL1.3
10: return (&', (e ), [ 4])

G1 Master Algorithm

Security Analysis of G1

Theorem 11 (G1 ¢yas-Probing Security). Let d=t,.sc+1. Under the assump-
tion that the masked Keccak-f[1600] permutation is tmask-NI [7f, MaskedRoundSample
is tmask-probing secure with respect to the ephemeral outputs €'[i], egi], and u'fi]. No
intermediate wire inside G1 carries any of these values in plaintext form.

Proof. We apply the composition theorem of [4]:

GL.0— Gl.1— Gl.2— G1.3 Z5PPO), 1 4
= =~ =~ ~~
SNI NI Nlo SNI SNI

G1.0 is tmask-SNI (Theorem @; feeding its output into the #,.5-NI gadget G1.1
yields an NI composite. G1.2 is tyask-Nlo (Theorem [3), and by Rule 3 of [] its
public accept/reject output does not degrade the composition. G1.3 is tyas-SNI
(Theorem E[); as an SNI sink after the NI/Nlo chain, it re-establishes t,sx-probing
security. In R-SDP(G), G1.4 i8 tyask-SNI for free (Theorem , and the composition
remains t,,sk-probing secure. The plaintext invariant follows from: G1.0 never recom-
bines any tree node (Theorem ; G1.1 processes only Boolean shares; G1.2 uses the
masked comparator built from SecAdd and SecAnd of [5]; G1.3 uses the same masked
comparator and converts accepted candidates directly to arithmetic shares via B2A,
without ever recombining a candidate into plaintext; G1.4 is purely share-wise. 0O
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The cost of MaskedRoundSample follows directly from Algorithm [8) combining the
per-round costs of its sub-gadgets:

T =Ter1+Te12(L) + Te13(n) +Tera =O((n+m)ud® +dmn).
R =Rer.14+Ra12(L) +Ra13(n) = O((n+m)ud?).

4.3 G2: Masked Transitive-Map Subtraction

Protecting the subtraction v[i] =& —€'[i] mod z is the role of G2. Both published
power-analysis attacks on CROSS target exactly this step [I8/12], since it is the first
point where the long-term secret and the round’s ephemeral material meet in direct
arithmetic. The masked version of this subtraction works share by share. Each output
share ¢; 3, only depends on the matching input shares a; and b; 1, and on the public
modulus z. No share ever touches a different share index, and no fresh randomness
is needed to compute it.

The SecRestrSub Gadget

Theorem 12 (SecRestrSub t,,,5.-SNI). SecRestrSub is tmaskc-SNI, as long as [[a]]
and [[b]] are valid full-threshold d-sharings.

Proof. Each output share is an affine function of the matching input shares: no two
shares are multiplied together, and no share depends on another share’s index. This
makes the gadget tas-SNI directly [4]. Any ¢; internal probes and ¢, output probes
with ¢; +t, <tmask touch at most d—1 distinct share indices, which the simulator
reproduces from ¢; shares of each input alone. a

Algorithm 9 SecRestrSub([[a]],[[0]]) — G2 (tmask-SNI)

Require: Arithmetic shares [[a]] = (ax);,x and [[b]] = (bj k), of vectors over Fz, length
n; both are valid full-threshold d-sharings delivered by GO and G1 respectively.
Ensure: [[c] with >, ¢jx=a;—b; (mod z) componentwise.
1: for j=1,..n do
2: for k=0,....d—1 do
3: ¢4 (ajk+(z—bjk)) mod z > share-wise; no cross-share interaction

4: return [[c]]

The cost of SecRestrSub follows directly from Algorithm [&

Tee(d;n)=nd=0(nd), Rga(d,n)=0.
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Security Analysis of G2

Theorem 13 (G2 ty.s-Probing Security). Let d = tyask + 1. As long as GO
and G1 deliver valid full-threshold d-sharings, G2 is tmask-probing secure across all t
rounds. Any set of at most tmask probes on the wires of every G2 call, together, tells
the attacker nothing about €, eq, €'[i], or eg[i].

Proof. GO hands [e] to t separate calls of SecRestrSub, one per round, and the
attacker’s budget of ¢,,,sk probes is shared across all of them, not reset per call. Since
each call iS ta5k-SNI (Theorem , the composition rules of [4] guarantee no split
of the probe budget across the ¢ calls ever recovers tasc or more shares of [[g]].
The inputs required by Theorem [12| are valid d-sharings by construction: [[€]] and
[[éc]] come from GO (Theorem [6)), and [[€/[i]]], [[e;[i]] come from G1 (Theorem [L1).
For R-SDP(G), SecRestrSub is called twice per round: once on the compact values
and once on their full-size images. G0.6 and G1.4 both apply M share by share, so
V[l]k =é€x —e [l]k = (égyk 7é/G,k [Z])M:VG [Z}kM
holds exactly, share by share. Probing share k of one call therefore gives nothing
beyond probing share k of the other, since the two are tied by a public linear operation,
so both calls together are covered by the same SNI argument as Theorem [12] at the
same share count. A non-linear or index-mixing link between G0.6 and G1.4 would
break this shortcut, requiring a refresh between the two calls, or the probe-isolating
framework of Cassiers and Standaert [9], instead. O

4.4 G3: Masked Restriction Lift

G3 evaluates the group-element map ¢\) : Fz — E C Fp* on each component of
the shared transitive-map vector [v[i]] € F2", producing the shared lifted vector
[[v[é]]] e Fp™. ¥[i]; must never appear as a plaintext index. g generates the order-z
subgroup E, so the exponentiation telescopes over an additive sharing of the exponent:
gl :HZ;é g%* mod p. This lets each share be lifted independently through a small
public table (z € {7,127} for R-SDP and R-SDP(G)) and then combined via the
masked multiplication gadget of G4.

Lemma 1 (The lift is a bijection). The map ¢:Z/2Z—E, ¢(x)=g* mod p, is a
bijection.

Proof. g generates E, and [E|=2z. So ¢°,...,¢g* ! are the z distinct elements of E, one

each. That makes ¢ injective and surjective. A map between two finite sets of the
same size that is injective is a bijection. a

Corollary 1 (Uniformity is preserved). If X is uniform over Z/zZ, then ¢(X)
is uniform over E.

Proof. For any y€E, exactly one z satisfies ¢(z)=y. So Pr[¢(X)=y|=Pr[X =x]=
1/z, the same for every y. O

19



G3.1 — TableLift. The public lookup table T[y] = g¥ mod p is precomputed once
for y=0,...,z— 1. For share v;, TableLift looks up w < T'[v; x], then immediately
splits w into a fresh d-sharing, the same construction as SecSampleFq in G1.3. No
wire besides the transient w ever holds an unmasked function of v; x, and w is erased
right after splitting.

Te31(d)=0(d), Rgz1(d)=d—1=0(d).

G3.2 — SecMult (accumulate). The d per-share liftings [[g%-°]],...,[[¢%¢-1]] are com-
bined into one additively-shared product, using d—1 sequential calls to the ISW
gadget SecMult of G4 (Theorem: initialize the accumulator to the first lifting, then
fold in each later lifting via [[acc;]] < [[ace;]]*[[g%*]]. This is the only secretxsecret
multiplication per share in the schedule, and its output is [[v(i];]] directly.

Tea2(d)=(d—1)-Tea(d) =O(d®), Rgza(d)=(d—1)-Res(d)=0(d").

Algorithm 10 SecExpLift([[v[i]]) — G3 (tmask-SNI)

Require: Arithmetic shares [[v[i]]] over Fz", valid full-threshold d-sharings from G2; public
generator g of the order-z subgroup ECFp*.
Ensure: [[v[i]] with v[i]; =¢"!!i in shared form over Fp".
1: T[y]+g¥ mod p for all y € {0,...,2—1}>> public table, computed once & reused across V7,
2: for j=1,....,n do
3: for k=0,...,d—1 do

4: w<—T[V[i];x] > G3.1: lookup on one share, safe to reveal
5: for ¢=0,...,d—2 do
6: 2i[4] ﬁFp; w4 (w—~;[¢]) mod p
T L[d—1]+w b fresh d-sharing [[gV103:#]] £
8: Zero(w)
9: [[accj]] <—£0
10: for k=1,....d—1 do
11: [[acc;]] «—SecMult([[ace;]],4k) > G3.2: one genuine ISW call (G4) per share
12 [[v[d;]]«[[aces]]

13: return [[v[i]]]

Security Analysis of G3

Theorem 14 (G3 task-SNI). SecExplLift is timask-SNI, provided [[V[i]] is a valid
full-threshold d-sharing from G2. No intermediate wire carries v[i]; in plaintext form.

Proof. Fix a component j and a share k. Write t=v[i]; and oy, for its k-th share.

Consider the wire w="T[vy], the first wire of that G3.1 call. Build a simulator
Simy, for it. If a probe touches w, Simy, asks for the single share vy, and computes
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Algorithm 11 SecMult([[o]],[[w]]) — G4 (fmasi- SN, [144])

Require: Additive shares [[v]] = (vo,...,vq—1) and [w] = (wo,...,wqs—1) in Fp; both valid
full-threshold d-sharings.
Ensure: [[u]] with >, ux= (3, vk) (3, we) (mod p).
1: for £=0,....d—1 do
2: U Vg -wy, mod p > diagonal terms; one per share
: for k=0,...,d—2 do
for /=k+1,....d—1 do

3

4
$

5: Tr,0 < Fp

6: g < (U +7k,e) mod p

7 g 4 (ug+vpwe+vewy —rg,¢) mod p

8

: return [[u]]

w the same way the real circuit does. This uses one input share. If no probe touches
w, Simy, draws a value @ uniformly from E on its own. This uses no input share. By
Corollary [I] @ has the same distribution as the real w, since vy, is uniform by the
full-threshold property of G2’s output. Either way, one input share is enough.

The remaining wires of that call, ¢[0],...,¢x[d—1], form a one-time-pad split of
w. This is the same structure already used in Theorem [I] Any probe among them
is simulated with fresh uniform draws, using no further input shares.

So each G3.1 call needs at most one share of [[7]] to simulate any number of its
own probes. Across the d calls, a budget of t; <t .5k probes touches at most ¢; of
the wires w, so it costs at most ¢; shares in total.

Each G3.2 call is t;,,5k-SNI by Theorem |15} Chaining d—1 SNI calls, and chaining
them after the G3.1 stage above, stays SNI by the same composition rule used in
Theorem [6] SecMult is a sink gadget, so the last call in the chain re-establishes SNI
for the whole composite, and [[v[¢];]] can be taken directly as [acc,]]. So the full
per-component chain is ,,5k-SNI.

The plaintext invariant holds throughout. w never persists past its own split
and erasure. G3.2 uses fresh ISW randomness per call (Theorem . No wire ever
computes V=1, Uy, itself. O

The cost of SecExplLift follows directly from Algorithm
Tes(d,n) =n(O(d*)+(d—1)-Ta(d)) = O(nd®).
Rez(d,n) =n(O(d*)+(d—1)-Rea(d)) =O(nd?).

4.5 G4: Masked Secret—Secret Multiplication

G4 computes the component-wise product u[i] =v[i]xu'[i] €Fp", using the full ISW
multiplication gadget. G3.2 reuses this same gadget. All other multiplications in the
pipeline involve a public operand and uses cheaper share-wise scaling instead.

Theorem 15 (G4 t,,5-SNI at linear share count). Let d = tyask + 1. The
multiplication structure of Ishai, Sahai, and Wagner [T])], instantiated with d shares,
i$ tmask-SNI. This follows the tight-share-count SNI analysis of [4].

21



Proof. Take any t; internal probes and t, output probes with t; +t, <ty Each
probed cross-term wire, either ry ¢ or vywe+vewy —7 ¢, involves at most two share
indices k,f. Each fresh random 7, is used in exactly one cross-term, masking it
independently of every other cross-term. The simulator of [4] builds a perfect joint
distribution of all probed wires from at most ¢; shares of each input, [[v]] and [[w]],
regardless of t,. This is the defining property of SNI, unlike the weaker NI notion,
where simulation cost would grow with ¢;+t,. It is also what lets the share count drop
from ISW’s original 2.5k +1 to the linear t,,,5c+1 used throughout this paper. 0O

The cost of SecMult follows directly from Algorithm

Tea(d) =d+ 152 0(1)=0(d) (ISW [M]), Rea(d) =15 =0(d?).

4.6 G5: Masked Syndrome Computation

G5 computes [[s[i]]]=[[u[i]]JH" €Fp"~*, where HeFp("~*)*" is the public parity-
check matrix. This operation is targeted by both published power-analysis attacks
on CROSS [18/12]. Because H is public, the matrix-vector product decomposes
share-wise: §'[i] = u[i], H'" for each share index k. No cross-share multiplication
occurs, and no fresh randomness is needed. We process one share index end-to-end
before moving to the next. This temporal share separation does not affect the formal
proof, but it reduces cross-share leakage in the physical time domain [16/5].

Algorithm 12 SecPubMatVec([[ufi]]],H) — G5 (tmask-SNI)

(n—k)xn i

Require: Arithmetic shares [[u[¢]]] in Fp"; public parity-check matrix H € Fp n
systematic form [I,,_ | P].
Ensure: [[s'[i]]] with 3°,s'[i{js=uli{H" (mod p).
1: for £=0,....d—1 do > temporal share separation: one share index at a time
2: for j7=0,..,n—k—1 do > systematic part: H; ;=1
s'[i]k; <= alilk.;
for {=n—k,..,n—1 do > non-systematic accumulation

s'[i)k ;< (8'[ilx.j+ulilk e H[j][(— (n—k)]) mod p

3
4
5: for j=0,...n—k—1 do
6
7: return [[s'[i]]]

Theorem 16 (G5 tpask-SNI). SecPubMatVec is tya5k-SNI.

Proof. Every output share s'[i], ; is a Fp-linear combination of shares u[i]y ¢ at the
same share index k, and public matrix coefficients H[j][¢—(n—k)]. No two different
share indices of [[ui]]] appear in the same expression, and no secret-dependent branch
or memory access occurs. By the (AFFINE) typing rule of [4], this makes the gadget
tmask-SNI directly.

For completeness: take any t¢; internal probes and ¢, output probes with ¢;+t, <
tmask- These probed wires touch at most ¢;+t, <d—1 distinct share indices of [[u[i]]].
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Algorithm 13 SecA2B([[z]],q) — G6.0 (tmask-SNI, PINT core + tpas-SNI refresh [4])

Require: Arithmetic shares [[z]]=(zo,...,£4—1) of x €Fg; bit length k= [log,q].
Ensure: Boolean shares (zj,...,x_;) € ({0,1}") with =, ®-®a)_; =xz.

1: reduce each xy < xx mod ¢ share-wise

2: (20y.-,Ty_1) < SecA2BModp((o,..-,Td—1),q) > [8]; tmask-PINI
3: (20ye-,Ty_1) < Refresh((zg,...,x5_1)) > G0.5, over ({0,1}*,®)
4: return (zy,...,x5_1)

Since [[u[i]]] is a valid full-threshold d-sharing from G4 (Theorem [15)), any subset
of at most d—1 same-index shares is jointly uniform and independent of u[i]. The
simulator reproduces the joint distribution of all probed wires from ¢; shares of [[u]i]]]
and the public matrix H, satisfying the SNI definition of [4]. O

The cost of SecPubMatVec follows directly from Algorithm

Tes(dn.k)=d-O((n—k)n) =0(d(n—k)n), Res(d,n,k)=0.

4.7 G6: Masked Commitment Computation

G6 forms the per-round commitment values cmtg[i] and cmty [¢]. It represents the
boundary between masked internal computation and the public signature transcript.
cmtgli] is a protocol-public hash digest, published in the first challenge phase, but
its pre-image assembles the two HIGH-sensitivity inputs before compression. The
hash primitive inside G6 is the same masked Keccak-f[1600] construction used in
G0.2 and G1.1 [7]. It operates on a Boolean-masked state and absorbs its inputs
share-wise, without ever recombining them. [[s'[i]]] from G5 and [[v[¢]]] (or [[V¢[d]]])
from G2 are arithmetic shares, over Fp and Fz respectively, so each component must
first be converted to a Boolean sharing before it can be absorbed. cmt; [i] needs no
such conversion: its sole sensitive input, Seed]i], is already Boolean-shared from G1.0.

Sub-Gadgets of G6

G6.0 SecA2B. Each component of [[s'[¢]]] and [[V[i]] (or [[Va[i]]]) is converted to a
Boolean sharing using SecA2BModp, the bitsliced arithmetic-to-Boolean conversion
of Bronchain and Cassiers [8], applied over Fq for g € {p,z}. This construction is
proven tp.sk-PINI by Bronchain and Cassiers, a composable notion introduced by
Cassiers and Standaert [9] alongside SNI. We close each call with one Refresh (G0.5),
applied over ({0,1}1°%29] @) the same way it is already applied to Boolean shares in
G1.0’s seed tree. This closing refresh is what lets SecA2B slot into the same #,;,,5,-SNI
composition chain as every other gadget in this schedule.

Lemma 2 (PINI implies t,,5c-NI). If a gadget is tmask-PINI [9], it is tmask-NI.
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Proof. Take any t’ <ty probes, split into ¢; internal probes and ¢, output-share
indices A, t; +t; =t'. By the PINI definition, there is a set B of at most ¢; indices
such that all probed wires and the output shares indexed by A can be simulated
from input shares indexed by AUB. Since |[AUB| <|A|+|B|<to+t1 =t <tmask, this
is exactly the tmask-INI simulator requirement. a

Theorem 17 (G6.0 ty,,5k-SNI). SecA2B is tyask-SNI at d=tmasc+1 shares.

Proof. SecA2BModp iS timask-PINT [8], hence tas-NI by Lemma Refresh is tmask-
SNI (Theorem [22)), and the same argument holds over ({0,1}*,®) as over Fz. Placing
an SNI sink at the end of an NI gadget re-establishes full ¢,,,q-probing security for
the composite [4], the same rule used for masked Keccak throughout this schedule
(Theorem @ Step 5; Theorem @ This gives SecA2B the same t,,,5,-SNI interface
used by every other gadget in this composition tree. a

The cost of SecA2B follows directly from Algorithm
Teeo(dy) =O(ud”) (SecA2BModp [8]), Repo(dyp) =O(ud?).

G6.1-G6.2 MaskedSHAKE squeeze and Reveal. MaskedSHAKE.squeeze returns d
Boolean shares of the digest, one per share of the sponge state, since the permutation
never recombines shares internally. The final commitment is obtained by calling
Reveal on these d shares. Reveal is t,,q-Nlo: it takes a valid d-sharing and outputs
the plaintext value, safe precisely because that value is already protocol-public.

Tee.1(d) =Tco2(d) =O(d?), Res1(d)=Rco2(d)=0(d?).
Tee2(d)=d=0(d), Rge2(d)=0.

Theorem 18 (G6 ty,.s-NIo). Under the assumption that the masked Keccak-
f11600] permutation of Bos et al. is tmask-NI [7], and given Theorem[I7, the gadget
SecCommit is tmask-NIo with public outputs cmtoli], cmty [7].

Proof. Each SecA2B call is t,,5,-SNI by Theorem Each absorb step XORs one
input share into the corresponding Keccak state share, with no cross-share interaction,
so the absorb is task-SNI for free. Composing the SNI SecA2B output with the SNI
absorb, and that with the ¢,as-NI masked permutation [7], yields an NI composite [4],
for both the cmtgi] chain and the cmt; [¢] chain, up to the point squeeze returns [[h]]
(or [[/]]). Reveal is tiask-NIo by definition, since the value it outputs is protocol-public,
and sinking an Nlo gadget after an NI composite preserves Nlo for the whole chain.
Both outputs are protocol-public, so they are given to the simulator for free. This
is exactly tmas-INIo. O

The cost of SecCommit follows directly from Algorithm
Tge = (n—k)-Tas.o(d:p)+L-Tas.0(d2)+O(1)-Te1+Tas2 =O(nud?),
Rgs= (n— k’) -Rg6.0 (d,p) +L-Rge.0 (d,Z) +O(1) ‘Rge1= (’)(n,udQ).
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Algorithm 14 SecCommit([[s'[¢]]],[[¥[¢]]],[[Seed][i]]] 5,Salt,i,c) — G6 (tmask-NIo)

Require: Arithmetic shares [[s'[i]] in Fp™ " from G5; arithmetic shares [[¥[i]] in Fz™ (or
[Veli]] in Fz™ for R-SDP(G)) from G2; Boolean shares [[Seed[i]]] s from G1.0; public
Salt € {0,1}**, round index 4, constant c¢=2t—1.

Ensure: Public commitments cmto[é], cmty [¢].

1: for j=1,...n—k do

2 [[8'[1];]] B < SecA2B([[s'[i];]],p) > G6.0: one call per component, over Fp
3: if R-SDP then

4: for j=1,..,n do

5: (711,115 ¢ SecA2B([[911,]).2)

6: else

7 for j=1,...,m do
s: [l )ls — SecA2B([v[i;]12)

9: Ho < MaskedSHAKE.init()

10: MaskedSHAKE.absorb(Ho,[[s'[i]]] 5)

11: if R-SDP then

12: MaskedSHAKE.absorb(Ho,[[V[i]]] )

13: else

14: MaskedSHAKE.absorb(Ho,[[Va[i]]]5)

15: MaskedSHAKE.absorb(#o,Salt | i+c) > public inputs absorbed unmasked
16: [[h]] +—MaskedSHAKE .squeeze(Ho) > G6.1: d Boolean shares of the digest, still masked
17: cmto[i] « Reveal([[A]]) > G6.2: the one declassification step

18: Zero([[s'[i]]]); Zero([[s'[il]] 5)

19: if R-SDP then

20 Zero([[V[ill]); Zero([[V[ill]»)

21: else

22: Zero([[valil]]); Zero([[valill]z)
23: H1 < MaskedSHAKE.init()

24: MaskedSHAKE.absorb(#1,[[Seed[i]]] 5)
25: MaskedSHAKE.absorb(#1,Salt | i+c)
26: [[1]]+MaskedSHAKE.squeeze(H1)
27: cmty [i] < Reveal([[R]])

28: return cmtgi], cmt [i]

4.8 GT7: Masked First-Response Computation

GT7 computes [[y[i]]] = [[w'[i]]] +chall; [{]-[e[i]]], where [[¢/[i]]=[[¢" "]] is the shared
group-element lift of the ephemeral exponent vector, and chall; [i] eFp* is a public
scalar derived by Fiat—Shamir. y[i] is published as part of the signature. G7 covers the
device-side computation leading to [[y[i]]]; the security implications of subsequently
revealing y[i] is addressed in G8.

Sub-Gadgets of G7

G7.1 — SecExplLift. The ephemeral exponent vector [[€'[i]]] €Fz" from G1 is lifted
to [[€'[7]]] € Fp™ using the same masked exponentiation gadget developed in G3 (Algo-
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rithm [10), applied here to the structurally identical input [[€’[i]]]. The two invocations
use independent inputs and independent fresh randomness, so Theorem [14] applies
without modification.

Tgr1 (d,n) =Tg3 (d,n) = O(ndS ) , Rgri1 (d,n) =Rg3 (d,n) = O(nds) .

G7.2 — SecLinMap. The shared lifted vector [[€'[7]] is multiplied share-wise by the
public scalar chall; [i]: s j < chall; [i]-€/[i]; », mod p. Each output share depends on
exactly one input share and one public constant.

Ter2(dn)=nd=0(nd), Rer2(d:n)=0.

G7.3 — SecAdd. The result is combined with [[u’[i]]] from G1 share-wise: y[i]; » ¢
(856 +u'[i] 1) mod p.

Te73(d,n)=nd=0(nd), Rg73(dn)=0.

Algorithm 15 SecFirstResp([[u’[¢]]],chally [i],[[€'[]]]) — G7 (fmask-SNI)

Require: Arithmetic shares [[u’[i]] in Fp™ from G1; public scalar chall; [i] € Fp*; arithmetic
shares [[€'[{]]] in Fz" from G1.

Ensure: Arithmetic shares [[y[i]]] in Fp" with Y, y[t]x =u’[1]+challi [5]-€'[i] (mod p).
1: [[€'[d]] «— SecExpLift([[e[2]]]) > G7.1: reuses G3; €'[i] never recombined
2: for j=1,..n do
3 for £=0,...,d—1 do
4: s<—chall[i]-€'[i];x mod p > G7.2: transient register; one share x public scalar
5
6

vk < (W[i];k+s) mod p > G7.3: share-wise add; s consumed and not stored
: return [[y[i]]]

Theorem 19 (G7 tpas-SNI). The gadget SecFirstResp is timask-SNI.

Proof. We apply the composition rules of [4] to the sub-gadget chain

G7.1 — G7.2 — G7.3.
~ =~ =~
SNI SNI SNI

G7.1 (SecExpLift) is tmask-SNI by Theorem since G3 was proven SNI and the
present invocation is an independent application of the same construction to [['[i]]].
G7.2 I8 timask-SNI for free []: each output share depends on one input share and the
public scalar chall; [i]. The sequential composition of two tmas-SNI gadgets is itself
tmask-ONI; thus G7.1 composed with G7.2 is t45-SNL. G7.3 is tiask-SNI for free by
the same argument; composing the SNI output of G7.14-G7.2 through the SNI G7.3
yields an SNI composite. The full gadget G7 is therefore #,,,5,-SNI.

The plaintext invariant holds throughout: G7.1 never recombines &'[i] (Theo-
rem |14); G7.2 and G7.3 operate share-wise on individual shares and public constants,
introducing no cross-share interaction. O
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The cost of SecFirstResp follows directly from Algorithm
Ter(d,n) =Tes(dn)+O(nd) = O(nd®), Rgr(dn)=Rgs(d,n)=0(nd®).

Theorem 20 (G8 Transcript Safety). CROSS-ID is zero-knowledge [3], cmtg|i]
is computationally binding (collision resistance of the underlying SHAKE-based hash),
and cmto[i] and cmty [i] are fived and published before chally is determined. Given this,
publishing y[i] right after G7, and then running TranscriptPublish, reveals no more
information than the public signature transcript of the unmasked CROSS signing
algorithm. In particular, the Reveal calls do not violate ty.sc-probing security.

Tes=T"-O(nd)=0O(Tnd), Rgs=0.

5 Masked CROSS Sign — Top-Level Algorithm

Algorithm [16] shows the full masked signing flow for CROSS. The pseudocode follows
the gadget schedule above. All HIGH and MEDIUM sensitivity variables appear in
shared form. Reveal appears only at points that are protocol-public.

5.1 Gadget Composition and Security Proof

This section ties the per-gadget theorems together into a single end-to-end security
claim for MaskedCROSS _Sign, following the NI/SNI/NTo composition framework [4].

Composition Rules Used Three facts about NI, SNI, and Nlo gadgets are used
throughout the composition argument, all from [4]. Feeding the output of an SNI
gadget into an NI gadget gives an NI composite. Chaining several SNI gadgets in
sequence gives another SNI gadget. And placing an SNI gadget as the last step of
an otherwise NI or Nlo chain restores full ¢,,,s-probing security for the whole chain,
since a public Nlo output never costs the simulator anything extra.

5.2 Main Theorem

Theorem 21 (Probing Security of MaskedCROSS _Sign). Let d = tmaq + 1.
Assume the masked Keccak-f[1600] permutation of Bos et al. is tmask-NI in the
probing model [7], and that the CROSS identification protocol CROSS-ID is zero-
knowledge, so G8 publication is safe [3]. Given these two assumptions, together with
the tmask-SNI ISW multiplication gadget ( Theorem and the tmasc-SNI SecA2B
gadget (Theorem , both already established above, the masked signing algorithm
MaskedCROSS _Sign (Algorithm IE) 18 tmask-probing secure: the joint distribution
of any set of at most tyask probes inside the signing computation is statistically
independent of Seedg, €, and éq.
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Algorithm 16 MaskedCROSS _ Sign([[Seed,]],M sg)

Require: Shares of Seedsg, [[Seedsk]] and message M sg; masking order tmask.
Ensure: Same public signature object as Algorithm

1: [[Seedsk]] < SampleSharedSeed([[Seedsk]]) > GO.1 (SNI)
2: ([[e]),[[ec]],H,M) +— MaskedExpandPrivateSeed([[Seedx]]) > GO (tmask)-probing
3: Salt< {0,1}2; Seed<: {0,1}*

4: ([[Seed[1]]] B,---,[[Seed|[t]]] B) <— MaskedSeedLeaves() > G1.0 (SNI)
5: for i=1,...,t do

6: ([lecEE [, [d])]) + MaskedRoundSample(i,[[Seed|[i]]] 5,Salt,c,M) >

G1(tmask-probing)
7. if RSDP(G) then

8: [V [i]]] + SecRestrSub([[ec]],[[ex[]]) > G2 (SNI)
9: [[¥[i]]] < SecRestrSub([[e]],[[€'[#]]]) > G2 (SNI)
10: [[v[i]]] < SecExpLift([[v[z]]]) > compute g", G3 (SNI)
11: [[ul]]] < SecMult([[v[2]]],[[u’[z]])) > ISW, G4(SNI)
12: [[s'[4]]] = SecPubMatVec([[u[:]]],H) > G5 (SNI)
13: if R-SDP then
1451: 1 (cmto [¢],cmt [i]) <~ SecCommit([[s'[¢]]],[[V[¢]]],[[Seed[i]]] 5,Salt,i,c)
16: (cmto ] ,cmt [i]) «— SecCommit([[s'[¢]]],[[Va[2]]],[[Seed[d]]] 5,Salt,i,c)
> G6 (Nlo)
17: Public challenge phase (no masking required)
18: chally <~ CSPRNG ¢ (Hash(Hash(M sg) | digestem: | Salt))
19: for i=1,....t do
20: recompute ([[€'[1]]],[[u’[i]]]) via G1
21: [[y[#]]] +— SecFirstResp([[u’[4]]],chall: [2],[[€'[2]]) > G7 (SNI)
22: challp < FixedWeightChall,, (Hash([[y]] | digestchan, ))
23: (Salt, digestemt, digestchall, , Path, Proof, resp) —
TranscriptPublish(challs { [y [2]],[[V[2]]]}; [V [8]]],Seed }) > G8

24: return public signature (Salt,digestcms,digestenan, ,Path,Proof resp)

Proof. By Theorems [6H20] each of GO-G8 satisfies the notion recorded in Table [T}

GO - Gl - G2 —+G3 —+ G4 - G5 — G6 — G7 — G8.
~—~ ~—~ N T " " " " ~~
t-prob  t-prob SNI SNI SNI SNI Nlo SNI ZK

We verify composition using the rules of [4]. GO and G1 are each ta5-probing secure
by their own composition arguments (Theorems @ , so the shares they deliver
satisfy every downstream precondition. G2-G5 are each t,,5-SNI, so the sub-chain
iS tmask-SNIL. GO is task-Nlo: its public outputs cmtg[é], cmty [i] cost the simulator
nothing extra, so the chain’s probing security is unaffected. G7, t;,,5k-SNI, sits as an
SNI sink right after G6 and re-establishes full ¢,,5k-probing security up through G7.
G8 reveals only protocol-safe values (Theorem : its Reveal calls are justified by
the zero-knowledge property of CROSS-ID [3] and the binding of the commitment
hash, exposing no shares of [[€]], [[ég]], or any ephemeral secret. Since Seedy, €, and
é¢ appear only inside the [[-]] types produced by GO and consumed by G2-G7, the
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simulator definition of ¢,,5.-probing security lets any .5 probes be reproduced
without knowledge of those values, completing the proof. a

The cost of the masked signing algorithm follows from [I6}

Tsign =Tco+Ta1o+ T (Ter™ +Teo+Tas +Tex Tas +Tes + Tar +Teg ™) = O (T (nud® +nd?)),
Rsign =Rco+Ra1o+ T (Re™ +Res +ReG +Res +Rar) = O (T (nud® +nd?)).

6 Implementation Results

We implement MaskedCROSS _ Sign (Algorithm 6] for the R-SDP(G) variant cross-
sha3-r-sdpg-1-fast. Every gadget GO-G8 is implemented as a share-generic C
routine parameterized by the number of shares d, which is specified as a compile-time
constant. The same code base runs at any masking order t,sx = d— 1 without
gadget-level changes.

We benchmark on an x86-64 laptop, compiled with gcc -03 -march=native
-std=c11. We time Sign two ways for each run, the CPU’s cycle counter (rdtsc) and
wall-clock time (CLOCK_MONOTONIC). The unmasked reference Sign implementation
is substantially more expensive, so we average its performance over 30 executions.
The masked Sign is far more expensive to run, so we average it over 30 calls instead.
In both cases we report the mean and standard deviation, computed with Welford’s
running-average method, so the numbers stay numerically stable even for the larger,
noisier masked runs.

Table 2: Sign cost, unmasked vs. masked, for cross-sha3-r-sdpg-1-fast (n=>55,
k=36, p=>509, z =127, T =147 rounds, weight w =76), measured on an x86-64
host. p is masked mean divided by unmasked mean.

Unmasked d=2 d=3
Sign, kCycles (p) 3050.77 (1X) 66287.11 (21.73X) 238127.09 (78.05X)
Sign, wall-clock (ms) 1.087 23.607 84.804

We build and run three versions of Sign for this variant: the unmasked reference,
and the masked version at d=2 and d=3 shares. d=2 is first-order masking, ¢,k =1,
safe against a single probe. d =3 is second-order masking, ¢,.sx = 2, safe against
any two probes. For both values of d, KeyGen, Sign, and Verify executed correctly
end-to-end. A masked signature still verifies against the unmasked verifier.

Public key size (54 bytes) and signature size (11980 bytes) do not change under
masking. Masking only changes how Sign computes internally, not the format of
what it outputs. The secret key does grow. It now stores d shares instead of a single
plaintext seed, so it scales linearly with d, 32 bytes per share. Going from d=2 to
d=3 multiplies Sign’s cost by about 3.6x as shown in Table [2f (p column).

A detailed performance breakdown by phase is provided in Table [3| This data
is derived from a separate, instrumented run that utilized per-phase timers, with
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Table 3: Sign phase breakdown for cross-sha3-r-sdpg-1-fast. Values are mean
kCycles per Sign. Top block: exclusive phases (sum to the Sign wall up to ~1% of
unprofiled glue). Bottom block: nested B2A/SecA2B costs already included in G1/G6.

Phase / sub-gadget d=2 d=3
GO key expansion 200 412
G1.0 seed tree 557 1306
G1 ephemeral sample 33981 122108
G2 transitive subtract 143 192
G3 restriction lift 1109 3151
G4 ISW SecMult 574 1138
G5 syndrome 731 1068
G6 commit 28529 89614
G7 first response 1102 3285
Public FS / Merkle 350 376
G8 reveal 16 18
Sign wall (profiled) 67546 223100
Nested conversions (inside G1 / G6; not additive)

B2A./B2A, 9684/6575  22639/62065

SecA2B. /SecA2B, 9496/9256  35407/33663

results averaged over 10 calls. As a result, the totals are close but not identical to
those presented in Table 2] Almost all of the Sign cost is split between two phases:
ephemeral sampling (G1) and commitments (G6). Their combined share of the Sign
wall increases with d: 93% at d =2 and 95% at d = 3. Both phases are expensive
mainly because of Boolean-to-arithmetic (B2A) and arithmetic-to-Boolean (SecA2B)
conversion. B2A’s share of Sign grows from 24% (d=2) to 38% (d=3). SecA2B’s
share grows from 28% (d=2) to 31% (d=3).

Why the cost jumps this way. Section gives the overall cost of Sign as O(T (nud?+
nd?)). Most gadgets, including B2A, SecA2B, and the masked Keccak calls inside G1
and G6, cost O(d?). G3 (and G7, which reuses G3) is the exception: it chains d—1
ISW multiplications together, one per share, and each ISW call already costs O(d?)
on its own, so the chain costs O(d®) per component. As the chain length is d—1, the
cubic term increases at a faster rate than the quadratic terms as d increases. This
is why the cost of moving from d=2 to d =3 is higher than a uniform per-share
increase would indicate, because one term in the total scales with d> rather than d2.

6.1 Comparison with Dilithium

We compare masked CROSS implementations against masked implementations of
Dilithium2 [IT], which is built and run on the same machine as masked CROSS.
On masking overhead itself, Dilithium-2 costs noticeably more than CROSS at
d=2 (38x vs. 21.73x, about 1.75x higher), but by d=3 CROSS’s overhead ratio
has overtaken Dilithium-2’s (78.05% vs. 70X, about 1.12x higher). Second, in terms
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Table 4: Sign cost, unmasked vs. masked, CROSS R-SDP(G)-1-fast vs. Dilithium-2
with the same x86-64 host and same compiler flags. p denotes masking overhead.

Scheme Unmasked d=2 d=3

(kCycles) (kCycles, p) (kCycles, p)
CROSS fast 3050.77 66287.11 (21.73x) 238127.09 (78.05x)
Dilithium-2 [I1] 1436 55029 (38x) 100794 (70x)

of raw cost, a masked Sign call with CROSS is more expensive than Dilithium-2
across both orders measured: about 1.20x more at d=2, increasing to about 2.36x
more at d=3. CROSS’s masked Sign costs more cycles than Dilithium-2’s masked
Sign at every masking order measured here.

7 Conclusion

We presented the first masking countermeasure for the CROSS signature scheme.
We derived a gadget-based masking schedule (GO-G8) from a sensitivity analysis
of CROSS signing and proved ty,,s,-probing security for each gadget and their full
composition in the NI/SNI/NTo framework. One gadget in this schedule has no direct
counterpart in prior masked multivariate- or lattice-based signatures: the restriction-
lift exponentiation (G3), which masks g"1 via table-lookup, share-serial conversion,
and ISW-multiplication sub-gadgets rather than a fixed linear or bilinear map. The
masked CROSS signing implementation incurs overheads of 21.73x at first order and
78.05x at second order. The overhead of the first-order masked implementation of
CROSS is cheaper than that of masked Dilithium-2 [TT] (38x) but is overtaken by
it at second order (70x). This crossover is driven by the O(d®) chained-ISW cost of
G3/GT compared to Dilithium’s more efficient O(d?) scaling.
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A The Refresh gadget

Algorithm 17 Refresh((ao,...,a4-1),2) — G0.5 (tmask-SNI, matching RefreshM of [4])

Require: Arithmetic shares ao,...,aq—1 with ), ax=x (mod z).
Ensure: Fresh arithmetic shares co,...,ca—1 with >, ck =2 (mod z).
1: for £=0,....d—1 do
2: Cr < ag
3: for i=0,...,d—2 do
4:  for j=i+1,.,d—1 do
5 r& Tz
6: ci+(c;+7) mod z
7 ¢j+(¢;—r) mod z
8

: return (co,...,C4—1)

Theorem 22 (GO0.5 t,,k-SNI). Refresh is tmask-SNL

Proof. We apply Proposition 1 of [4] to our group Fz in place of their generic ring
K. Take any set of probes with ¢; internal probes and t, output probes, where
t1+to <tmask. Each internal probe touches at most one line of the update matrix.
So we can find at most t; shares whose full line we must simulate exactly. For those
t1 shares, we simulate their line using the real input share and fresh random values,
exactly like the real computation. Every other output share still has at least one
un-fixed random value in its line. We simulate each of those outputs with one fresh
random value. So all probes, internal and output, are simulated using only ¢; input
shares. This meets the SNI definition.

The cost of Refresh follows directly from Algorithm

Teos(d) =242 .0(1)=0(d?), Reos(d)=LL =0(d?)

B The CROSS Signing Algorithm
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Algorithm 18 Sign(sk,Msg)

Require: sk: secret key Seedsr €{0,1}**; Msge{0,1}*: message.
Ensure: Sgn: signature.

—_

11:
12:
13:
14:
15:
16:

17:
18:
19:

20:

21:
22:

23:
24:
25:
26:
27:

28:
29:

Data: \: security parameter; c=2t—1; g€l generator of E; ¢: number of rounds;
w: weight of the second challenge.
Phase A. Key expansion

Phase B. Sample salt, seed tree (public/protocol-level)

: Seed & {0,1}*;  Salt<>{0,1}2*
: (Seed[1],...,Seed[t]) < Seed TreeLeaves(Seed|Salt)

Phase C. Per-round commitments

: for :=1,....;t do

Vi +—e—e'[i]
for j=1,..,n do
vlilj g*
ui] + vli]xu'[1]
s'[i] «u[i]H"

cmt [¢] < Hash(Seed|[s]|Salt|i+c)
Phase D. First challenge chall; (public)
digest s, < TreeRoot (cmto[1]]-+|cmto [¢])

digest,y,;, < Hash(cmty [1]]--|cmt1 [¢])
digest,,, + Hash(digest,,,, [digest s, )
digest ;,, +— Hash(Msg)

digest 1, <+ Hash(digest ;. |digest,,,|Salt)
chall; <~ CSPRNG (g )¢ (digest y,ay, [t+c)
Phase E. First response
for i=1,....t do

for j=1,..n do

/[y g1

y[i] < u'[i]+chall; [i]-€'[4]
Phase F. Second challenge chall, (public)
digestgpan, < Hash(y[1]]--[y[¢] |digGStchalll )
chally <~ CSPRNGg,, , (digest oy, [t+c+1) € {0,1}*
Phase G. Second response and signature assembly
Proof < TreeProof (cmto[1]|-++|cmto[¢]|chally)
Path <— SeedPath(Seed|Salt|challz)
for i=1,...,t do

if chally[{]=0 then

respli]1 —cmt [i]
Segn + (Salt,digest,
return Sgn

digest,y,,y,, ,Path,Proof,resp)

cmt?
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