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Abstract

We introduce a cryptographic framework for fingerprinting machine learning models, enabling model
providers to train models that can later be attributed to them. Our framework captures an honest
setting in which providers distribute base models that users may subsequently modify to adapt them
to their own applications (e.g., through finetuning). We formalize three properties for fingerprinting
schemes: (1) quality preservation or undetectability : fingerprinted models must remain computationally
indistinguishable from models produced by an underlying training algorithm, (2) robustness: the finger-
print must remain detectable even after the model weights are subject to permitted modification, and
(3) unforgeability : no computationally bounded trainer can forge the fingerprint except by applying a
permitted modification to an existing fingerprinted model. Under the continuous learning with errors
assumption [BRST21], we construct a robust and unforgeable fingerprinting scheme for modifications in
ℓ2. The scheme achieves undetectability with respect to any given noisy training algorithm, meaning
any algorithm whose output weights can be decomposed into independent Gaussian and non-Gaussian
components.

Along the way, we introduce two new technical tools. The first is a form of steganography; we develop
a method for undetectably modifying a noisy training algorithm so that its output weights secretly encode
a message. The embedded message remains decodable even after bounded ℓ2 perturbations to the weights.
Second, we introduce the pancake alignment problem, a “semi-search” variant of homogeneous continuous
learning with errors (hCLWE). Given hCLWE samples generated from a random secret, the goal is to
recover a direction that is sufficiently aligned with the secret. We provide evidence for the hardness of
pancake alignment in certain parameter regimes via reductions from continuous learning with errors.
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1 Introduction

In recent years, AI models have begun to pass through complex supply chains, where they may be processed,
modified, or hosted by multiple parties [CVS23; WN23; NS26]. This makes it difficult to reliably attribute a
model to the party or parties responsible for producing it, which is important both for protecting intellectual
property (IP) and for holding model providers accountable for their models’ behavior [MMML+25]. To
address this, fingerprinting, or watermarking the weights of a machine learning model, has emerged as a
prominent tool for certifying model ownership [UNSS17; WWZY20; XWMK+24; PKA25; NHBS+26]. The
goal is to train a base model w ∈ Rn whose origin can later be verified, even after the model has been
adapted to downstream tasks by other parties. For example, a model provider may distribute a general-
purpose, pretrained model to a customer, who subsequently fine-tunes it. An auditor may then wish to
verify that the resulting model originated from the provider, without requiring the customer to preserve the
original model or training procedure.

Fingerprinting schemes should satisfy several desirable properties [XWMK+24; NHBS+26; RCS26]. The
fingerprinted models should (1) remain high in quality, (2) remain fingerprinted even after undergoing permit-
ted modifications (e.g., fine-tuning or compression), and (3) be distinguishable from independently trained,
un-fingerprinted models1. Existing approaches provide empirical evidence for these properties, but are largely
heuristic and lack formal guarantees [XWMK+24; NHBS+26; RCS26; ZWHX+24; UNSS17; WWZY20;
PKA25; WXLX+25]. This limits the extent to which they can be relied upon, particularly in sensitive
settings such as legal applications.

In this work, we provide a cryptographic treatment of fingerprinting. Cryptography provides a natural
language for formally capturing the desired properties listed above. For example, rather than informally
requiring that fingerprinted models “remain high in quality,” we can require they be computationally indis-
tinguishable from models produced by an ordinary training algorithm. Cryptography also provides powerful
tools for reasoning and providing formal guarantees about “permitted model modifications”. Rather than
attempting to enumerate every transformation that an honest downstream user might perform, we define
a broad class of permissible modifications and require the fingerprint persist even when these modifications
are chosen adversarially.

Our model. We consider a setting in which a model provider trains multiple models and distributes
their weights to multiple customers. We assume that customers are honest: they do not intentionally
attempt to remove the provider’s fingerprint, but may nevertheless modify the model for their own purposes.
In order to certify ownership over these models, the model provider trains them using a fingerprinting
scheme, consisting of efficient algorithms (Gen,FP,Ver). Before any training, they first sample a (secret)
fingerprinting key sk ← Gen(1λ), independent from any trained model. They then produce weights using
the fingerprinting algorithm, which takes in a training data distribution D and training specification spec
(e.g., the training hyperparameters), and outputs fingerprinted weights wFP ← FPD(sk, spec). Finally, the
verification algorithm Ver(sk,w′)2 is able to distinguish fingerprinted weights (correctness) from weights that
are independent of the key sk (soundness). In addition, we ask for the following,

• Undetectability : To computationally bounded users without the secret key, models produced by the
fingerprinting algorithm are indistinguishable (given white-box access to the weights) from models
produced by an underlying training algorithm. To the best of our knowledge, this is the first work
to introduce undetectability to fingerprinting. In fact, the spirit of our approach, which modifies the
training procedure to hide a detectable signal in the model parameters, has previously been described
as invasive [WXLX+25], as prior attempts to do so resulted in a detectable modification to the model’s
output distribution [WK19]. However, undetectability allows us to take such an approach while pro-
viding a strong, cryptographic guarantee of quality preservation (against all efficient benchmarks).

• Robustness: Following related work on watermarking open-source models [CGMR24], we provide a
formal treatment of robustness: even if a customer receives a fingerprinted model wFP and modifies
it in a permissible manner to obtain weights w′, the verifier Ver(sk,w′) will still accept. To formalize

1In the fingerprinting literature, these properties are often referred to as harmlessness, persistence, and reliability or unique-
ness, respectively.

2We consider white-box verification, where the verifier sees the candidate weights in the full.
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the class of permitted modifications, we use a two-input predicate Φ : Rn × Rn → {0, 1}, where
Φ(wFP,w

′) = 1 indicates that w′ is within the permitted modification of wFP
3.

• Unforgeability : If a separate model trainer produces a model w′ that is sufficiently far, according
to some two-input predicate Ψ, from every fingerprinted model they have observed, then the verifier
will reject w′4. To the best of our knowledge, this is the first work in fingerprinting to formalize
this form of unforgeability, which considers forgeries only on far weights. It significantly strengthens
soundness, because it protects honest trainers that unintentionally produce models correlated with the
fingerprinting key sk—for example, by training on data scraped from the internet that happened to
be produced by a fingerprinted model. While soundness no longer guarantees that the verifier rejects
such a model, unforgeability guarantees rejection so long as the new model is far from the fingerprinted
model whose outputs were used for training.

Readers familiar with the literature on watermarking AI-generated outputs may already recognize formal
treatments of these properties [CGZ24; CG24; LSS26]. While watermarking and fingerprinting are related,
their settings and applications are different. In watermarking, the goal is to generate certified outputs using
an already trained model; to later answer the question, were these outputs generated by an AI model? In
contrast, fingerprinting aims to certifiably train a model such that, later, given any set of weights, one can
answer questions such as: did these weights originate from a particular provider? or are these weights a
modification of a particular model? Formalizing these properties for fingerprinting is new and, as we will
discuss shortly (Sections 1.1 and 2), achieving them requires completely different techniques.

Applications One may wonder why we need a secret key to determine whether a candidate model is
within a permitted modification of a fingerprinted model. Why would a model provider not simply retain all
of its trained models and, during verification, check whether the candidate weights are sufficiently close to
one of the models in its database? There are several benefits to instead using a fingerprinting scheme. First
is efficiency : the secret key sk is more succinct for storage and enables faster verification, eliminating the
need to maintain a potentially large database of models. Second, the secret key can be distributed without
revealing information about the provider’s models: although the fingerprinted models depend on sk, the key
itself is sampled independently before any training, so observing sk alone reveals no information about the
models. Finally, a secret key provides a strong claim of ownership. In some scenarios, providers may discard
model weights after training them—for instance, due to copyright agreements5 or for versioning purposes.
With a fingerprinting scheme, so long as the provider’s key is retained, recovered copies of the old weights
can still be attributed back to them. We describe two general settings that benefit from these properties.

Third-party auditing. One or many model providers may outsource fingerprint verification to an auditor
(e.g., the EU AI Office [Eur24]). Without fingerprinting, the providers would need to give the auditor access
to all of their models, which is both inefficient and undesirable. Although the auditor is trusted to perform
verification, they may not be trusted with the providers’ proprietary weights. A fingerprinting scheme instead
allows the auditor to store only a succinct secret key sk per-model or per-provider. This enables a natural
workflow in which the auditor is given access to a model only when it is flagged downstream—for example,
because it is exhibiting problematic behavior. Since the flagged model is already the subject of a dispute,
disclosing it to the auditor may be acceptable; crucially, the auditor need not receive any of the providers’
other, undisputed models. Moreover, if the application requires that even disputed models remain private,
the model holder and auditor can instead perform verification using secure multiparty computation.

IP protection via strong claims of ownership. Consider a scenario in which a model provider’s weights are
illegally posted online, for example, by a disgruntled employee or by a competitor posing as an honest
customer. With our fingerprinting setup, the provider may have previously distributed or committed to a

3For example, for our construction Φ outputs 1 when the two models are sufficiently close in ℓ2 distance.
4Ideally the predicates Ψ = Φ, guaranteeing rejection when weights fall exactly outside the permitted modification threshold.

However, our construction achieves a gap variant, where Ψ(w,w′) = 0 ⇒ Φ(w,w′) = 0. This is still meaningful; rejection is at
least guaranteed for weights far enough outside the permitted threshold.

5For instance, a customer may commission model training on sensitive data, under the agreement that the provider discards
the weights upon delivery.
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particular secret key sk. The provider can then open the commitment and demonstrate that the published
weights carry its fingerprint. Coupled with unforgeability, this establishes that the published model is close
to a model produced using the provider’s secret key, providing evidence of the provider’s prior possession of
the model.

1.1 Our results

Our main conceptual contribution is in providing formal definitions of undetectability, robustness, and un-
forgeability for fingerprinting (Section 4). On the technical side, we construct a fingerprinting scheme for a
broad class of training algorithms that we call noisy training algorithms (Definition 5.1). In short, these are
training algorithms that produce weights which are subject to additive Gaussian noise. Under the continuous
learning with errors (CLWE) assumption [BRST21], we construct an ℓ2-robust and unforgeable fingerprint-
ing scheme (Sections 5 and 6). Robustness guarantees that verification accepts on weights that are ℓ2-close
to fingerprinted weights, while unforgeability guarantees that verification rejects on weights that are ℓ2-far
from all previously fingerprinted weights.

Along the way, we develop two new technical tools. The first is a new computational problem, the pancake
alignment problem (Definition 4.8), which we show is hard in certain parameter regimes via a reduction from
CLWE. We believe this problem may be of independent interest, and our preliminary cryptanalysis suggests
that it may remain hard over a broader range of parameters than those covered by our reductions (Section
7). The second is a method for embedding messages into naturally trained weights such that the weights
are indistinguishable from standard training. Assuming the hardness of the pancake alignment problem, the
message remains decodable even in the presence of bounded adversarial perturbations in ℓ2 (Section 5.2).

Defining fingerprinting. We define a fingerprinting scheme (Gen,FP,Ver) (Definition 4.2) with respect to
an underlying training algorithm Train, which takes as input a distribution D and training specification spec
and outputs trained weights w ← TrainD(1λ, spec). As noted earlier, we require that, with the secret key
sk ← Gen(1λ), a verifier can distinguish fingerprinted weights from weights independent of sk. That is, we
require correctness: for any D and spec, Ver(sk,FPD(sk, spec)) = 1, and soundness: for any w′ independent
of sk, Ver(sk,w′) = 0.

Moreover, we require undetectability, which says without the secret key sk, no customer should be able to
distinguish fingerprinted weights from weights produced by the original training algorithm. This subsumes
any efficiently computable test of quality, such as performance on a test dataset.

Definition 1.1 (Undetectability, informal). No PPT adversary A can distinguish between an oracle OFP(sk,
·, ·), for a randomly generated sk ← Gen(1λ), and an oracle OTrain(·, ·). The oracles take in as input a
training distribution D and specification spec, and return weights from FPD(sk, spec) and TrainD(1λ, spec)
respectively.

We also want to allow an honest user to make permissible modifications to fingerprinted weights while
maintaining verification. In the simplest case, a user receives fingerprinted weights w and produces a
modification w′; if Φ(w,w′) = 1, meaning w′ is a permitted modification of w, verification should still
accept. We strengthen this by allowing the user access to a fingerprinting oracle, so they may interact with
multiple fingerprinted models. Verification then accepts so long as w′ is Φ-close to any of these models.
This subsumes the simple case above, and also captures scenarios where a user’s model w′ is correlated with
multiple fingerprinted models, such as when a user finetunes fingerprinted weights w(1) using outputs from
a second fingerprinted model w(2).

Definition 1.2 (Robustness, informal version of Definition 4.3). For any two-input predicate Φ : Rn×Rn →
{0, 1} indicating permissible distance, a fingerprinting scheme (Gen,FP,Ver) is Φ-robust if for any PPT
adversary outputting w′ ← AOFP(sk,·,·),

Φ(w,w′) = 1 for some w ∈ W =⇒ Ver(sk,w′) = 1

with overwhelming probability over sk← Gen(1λ) and the randomness of the adversary and its oracle. Here,
W is the set of fingerprinted weights observed by A through its queries to the oracle OFP.
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Permitting modifications motivates a unique form of “robust” unforgeability, first observed in the water-
marking literature [LSS26]. Typically, in cryptography, unforgeability requires verification to reject under
any modification to the object of interest. In contrast, in many ML settings, we want to distinguish slightly
modified objects from significantly different ones. For example in fingerprinting, we want to allow robust
verification, but we do not want to accidentally attribute weights that are outside the modification threshold
to the secret key owner. That is, an honest trainer who can observe weights via a fingerprinting oracle
OFP(sk, ·, ·) shouldn’t be able to produce new weights that verify despite being far from all the fingerprinted
weights. This threat model subsumes users who see fingerprinted weights indirectly through their outputs
(e.g., by scraping data from the internet).

Definition 1.3 (Unforgeability, informal version of Definition 4.4). For any two-input predicate Ψ : Rn ×
Rn → {0, 1} indicating permissible distance, a fingerprinting scheme (Gen,FP,Ver) is Ψ-unforgeable if for
any PPT adversary outputting w′ ← AOFP(sk,·,·),

Ψ(w,w′) = 0 for all w ∈ W =⇒ Ver(sk,w′) = 0

with overwhelming probability over sk← Gen(1λ) and the randomness of A and OFP.

Next, we show that the above definitions can be satisfied under standard assumptions. Before that, we
diverge momentarily into sharing a perspective on the use of cryptography in machine learning; a technically-
minded reader can skip the following paragraph.

A perspective on the cryptographic treatment of honest behavior. In traditional cryptography, correctness is
usually easy to achieve since “honest behavior” is fully prescribed by the cryptographic schemes and protocols.
In contrast, many challenging problems in human-AI systems arise because permissible behavior is not fully
prescribed. Often, we want to allow honest parties to modify the object of interest with some degree of
freedom—in fingerprinting, a general-purpose base model may be fine-tuned; in watermarking, a generated
text template may be edited; and in generalization, deployment inputs may be different from the training
data. Whether cryptography can help in all such settings remains open, but it at least offers a methodology
for providing guarantees against broad classes of behaviors, no matter if those behaviors are malicious or
honest. That said, it is worth noting that there is a slight shift of emphasis. In traditional cryptography, it
is often justified to consider a threat model that is stronger than one might initially expect, at the cost of
other desiderata such as functionality or efficiency. In ML settings, it is instead often valuable to capture
reasonable, honest behaviors while being minimally intrusive to the surrounding system.

Coming back to our definitions of robustness and unforgeability, we believe it is reasonable for honest
users to produce new weights that have dependency on the weights of multiple fingerprinted models, hence we
provide the adversary with access to the fingerprinting oracle. One could also consider a stronger definition in
which the adversary additionally has access to a verification oracle. However, from the perspective of honest
modification, this is arguably less natural: an honest user should not be adapting a model with the intent
of influencing verification. We work with the current definitions and leave the exploration of alternatives to
future work.

A fingerprinting scheme for noisy training algorithms. We construct an ℓ2 robust and unforgeable
fingerprinting scheme with respect to any noisy training algorithm (Definition 5.1). For a noise level σ
and dimension n, a training algorithm Train is in the class (σ, n)-NoisyTrain if training can equivalently
be decomposed as first sampling some n-dimensional underlying weights w ← SampleFirstD(1λ, spec), then
sampling independent Gaussian noise g ← DRn,σ, and outputting w + g as the final weights6. At first
glance, a training algorithm that adds noise to the final parameters may seem counterintuitive. However,
prior work has shown that injecting noise during and after training can help achieve many useful guarantees,
including differential privacy [ACGM+16], generalization [Bis95], adversarial robustness [HRF19; CRK19],
and exploration in reinforcement learning [PHDS+17]. In Section 5.1, we provide more detailed examples,
and in Section B, we show that, for certain training algorithms, noise added during training can propagate
to the final parameters, allowing us to represent such algorithms as noisy training algorithms.

6The actual class NoisyTrain is slightly more general than this, and only requires a subset of coordinates be decomposable
into a weight component and a Gaussian component; for this section we will consider this simplification.
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Theorem 1.1 (Robust fingerprinting, informal version of Corollary 5.5.1). Let Train be any training algo-
rithm in the class (σ, n)-NoisyTrain. Assume CLWE with binary secrets is hard (Definition 3.7) in dimension

λ. Then for some ∆ = Θ̃(σ
√
n

λ3/4 ), there exists an undetectable fingerprinting scheme w.r.t Train that is L2(∆)-
robust, where the predicate L2(∆) outputs 1 iff its inputs are within ∆ in ℓ2-distance.

The security of our fingerprinting scheme relies on (normalized) binary-secret CLWE7, meaning the secrets
are drawn uniformly from 1√

λ
{±1}λ. Prior work [GVV22] has shown that this variant is hard assuming LWE

with binary secrets is hard, which in turn follows from the hardness of standard LWE [Mic18].
We now interpret Theorem 1.1 quantitatively. Recall that σ is the standard deviation of the Gaussian

noise g← DRn,σ that the training algorithm Train adds to its base weights w, producing final weights w+g.
Undetectability then guarantees that fingerprinted weights are indistinguishable from w + g. Note that by
standard concentration, ∥g∥2 ≈ σ

√
n. In typical applications, the noise level σ is therefore set small enough

so that the noise does not dominate the weights, σ
√
n = o(∥w∥2), while still large enough to obtain the

benefits of noisy training.
Robustness then guarantees that removing the fingerprint requires an ℓ2 perturbation of magnitude

roughly ∥g∥2/λ3/4, where λ is the dimension that CLWE is hard in. It is worth noting that we can instantiate
our construction with an instance of CLWE that has relatively small dimension λ (e.g., λ = 512, see Remark
5.4 for details). In comparison, the number of weights n in a modern machine learning model may be
on the order of millions or billions [GDJP+24]. Therefore, the robustness threshold ∥g∥2/λ3/4 may still
be substantial in typical settings, where ∥g∥2 ≈ σ

√
n ≫ λ3/4. Indeed, many natural model modifications

either affect only a subset of weights (e.g., fine-tuning the last k ≪ n weights) or perturb all weights only
slightly (e.g., quantization for resource-constrained devices [LGH24]). In the former case, concentrating an
∥g∥2/λ3/4 magnitude perturbation on only k ≪ n weights permits substantially larger changes per weight.
In the latter, the total perturbation should remain smaller than the training noise, since larger changes may
begin to degrade model quality. We refer the reader to Section 5.4 for further discussion.

We also show that, under additional assumptions, one can simultaneously guarantee ℓ2-unforgeability.

Theorem 1.2 (Unforgeable fingerprinting, informal version of Theorem 6.1). Let Train be any training
algorithm in the class (σ, n)-NoisyTrain. Assume 1) CLWE with binary secrets is hard in dimension λ, 2)

symmetric key encryption exists, and 3) pseudorandom functions exist. Then for some ∆ = Θ̃(σ
√
n

λ3/4 ), there

exists an undetectable fingerprinting scheme w.r.t Train that is L2(∆)-robust and L2(Θ̃(∆+σ
√
λ))-unforgeable.

Ideally, the robustness and unforgeability thresholds would be the same, to ensure that the verifier accepts
if and only if the candidate weights are ∆-close in ℓ2 to some fingerprinted weights. Our construction,
however, incurs a small gap, guaranteeing that the verifier accepts weights that are ∆-close in ℓ2, but rejects
weights that are more than roughly (∆ + σ

√
λ)-far from all fingerprinted weights. We make no guarantees

for weights whose distance falls between these thresholds. However, as we discussed earlier, because the
dimension of the weights n≫ λ, this σ

√
λ gap is relatively small.

Heuristic potential. Our guarantees apply to any model produced by a noisy training algorithm, whose
weights can be represented as a base model with additive Gaussian noise. It may be the case, however, that
the weights are not exactly of this form, but may still be sufficiently random due to randomness in the data
collection or training process. Our construction admits a heuristic approach for fingerprinting such weights:
treat the algorithm Train as a noisy training algorithm by using its output wrandom ← TrainD(1λ, spec) as
the Gaussian component g and let the base weights w = 0. Under the assumption that the distribution of
TrainD(1λ, spec) is Gaussian with noise level σ, the fingerprinted weights would then inherit all our formal
guarantees; heuristically, one might expect them to hold approximately if the training algorithm Train’s
output distribution is “close enough” to Gaussian.

New tool: pancake alignment. As an interface between the hardness of CLWE and robust fingerprinting,
we introduce the pancake alignment problem. Before defining it, we must first discuss the (multi-secret) Gaus-
sian pancake distribution (Definition 4.6), also known as the homogeneous CLWE distribution [BRST21].
For parameters γ ∈ R and β ≪ 1, a shift z ∈ [0, 1)ℓ, and orthonormal secrets S = (S[1], . . . ,S[ℓ]) ∈ Rn×ℓ,

7The original formulation of CLWE [BRST21] draws secrets uniformly from the unit sphere.
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the Gaussian pancake distribution generates samples that look standard Gaussian in most directions, but
lie near a discrete “pancake” in each secret direction:

y← DRn,1 conditioned on γS⊤y + e = z (mod 1), where e← DRℓ,β .

Prior work [BRST21; BNHR22] has shown that assuming CLWE is hard, then for any fixed z ∈ [0, 1)ℓ,
no PPT adversary can distinguish between samples from the Gaussian pancake distribution for a uniformly
random S and the standard Gaussian distribution. In our work, we show a slightly stronger statement that
even Gaussian pancake samples where the shift z = S⊤u can depend on the secret are computationally
indistinguishable from standard Gaussian samples (Proposition 4.1).

This brings us to the pancake alignment problem, which can be viewed as a “semi-search” version of the
Gaussian pancake distinguishing problem. The problem asks an adversary with access to Gaussian pancake
samples to find a direction v that is aligned with the secret S.

Definition 1.4 (Pancake Alignment Problem, informal version of Definition 4.8). For an approximation
parameter t ∈ [1, n], the pancake alignment problem asks, given samples from the ℓ-secret Gaussian pancake
distribution for a random secret S ∈ Rn×ℓ, find a unit vector v ∈ Rn such that∥∥S⊤v∥∥2

2
> t

ℓ

n
.

Put differently, the pancake alignment problem asks that an adversary cannot achieve a significantly
better alignment with the secret subspace than it could without access to Gaussian pancake samples. In
particular, for any fixed v independent of S, ES

[
∥S⊤v∥22

]
= ℓ

n , and standard concentration bounds tell us
∥S⊤v∥22 ≤ O(ℓ/n) with high probability. The problem therefore asserts that observing Gaussian pancake
samples does not help an adversary improve this alignment by a multiplicative factor of t.

One might wonder why CLWE does not immediately imply the hardness of pancake alignment. If Gaus-
sian pancake samples are computationally indistinguishable from standard Gaussian samples, independent
of the secret S, then it is tempting to treat S⊤v as if the adversary’s output v were independent of S. Unfor-
tunately, this is not necessarily the case. Although the distribution of v is computationally indistinguishable
whether the adversary is given Gaussian pancake samples or standard Gaussian samples, this does not imply
that the secret-dependent quantity S⊤v is computationally indistinguishable between the two experiments.
In particular, a distinguisher for S⊤v does not necessarily imply a distinguisher for v, since without knowing
S, an adversary cannot evaluate the distinguisher for this secret-dependent quantity.

Nevertheless, we show that for certain approximations t, there is a reduction from CLWE. Concretely,
both when t = Ω̃(

√
λ), as well as when t ≈ 1/ϵ, where ϵ denotes the pancake alignment adversary’s success

probability.

Theorem 1.3 (Informal version of Theorems 4.1 and 4.2). Assume CLWE with binary secrets is hard. Then,
for any number of secrets ℓ such that n− ℓ ≥ λ, there is some t = Θ̃(

√
λ) such that the t-pancake alignment

problem is hard to solve with inverse polynomial success probability. Moreover, for any ϵ ∈ (0, 1), there is
some t = Θ(1/ϵ) such that t-pancake alignment problem is hard to solve with success probability more than
ϵ.

Despite only having reductions from CLWE for approximations t given above, we conjecture that the
problem remains hard to solve with inverse-polynomial success probability even when t = Θ(1) is a constant
(Assumption 4.3), because we currently know of no attacks that outperform the trivial strategy of outputting
a fixed vector independent of the Gaussian pancake samples.

New tool: embedding messages into noisy weights. Using the pancake alignment assumption, we
develop a method for (robustly) embedding messages into model weights. One can view this as a form of
steganography, which has proven to be a powerful tool in the watermarking literature [Zam24; CG24]. The
main differences in our setting are that (1) we embed messages into real-valued model weights rather than
binary token strings, and (2) we seek robustness with respect to ℓ2 rather than Hamming perturbations.

Specifically, in Section 5.2, we construct PPT algorithms (Gen,Embed,Dec) that produce weights which
embed a decodable message m whilst appearing computationally indistinguishable from weights that came
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from a noisy training algorithm. Given a secret key sk ← Gen(1λ), weights w ∈ Rn, and noise g ← DRn,σ,
we embed a message m ∈ {0, 1}λ by computing

gemb ← Embed(sk,m,w,g)

and outputting the embedded weights w + gemb. We obtain the following guarantees.

Lemma 1.4 (Informal version of the Lemmas in Section 5.2). There exist PPT algorithms (Gen,Embed,Dec)
such that, for any message m ∈ {0, 1}ℓ and base weights w ∈ Rn, the following experiment

Sample gemb ← Embed(sk,m,w,g), where sk← Gen(1λ) and g← DRn,σ

satisfies:

1. Undetectability. Assuming CLWE with binary secrets is hard, the embedded weights w + gemb are
computationally indistinguishable from the ordinary noisy weights w + g to any user who does not
possess sk.

2. Decodability. The message can be decoded from the embedded weights:

Dec(sk,w + gemb) = m.

with overwhelming probability.

3. Robustness. Assuming t-pancake alignment is hard, if a PPT adversary A chooses a bounded pertur-
bation v← A(w + gemb) with

∥v∥2 ≤ Õ
(σ√n√

λt

)
,

then Dec(sk,w + gemb + v) = m with overwhelming probability.

4. Small perturbation. The embedding procedure modifies the noise vector by only a small amount:

∥g − gemb∥2 ≤ O(σ
√
λ).

with overwhelming probability.

While undetectability relies on the hardness of CLWE, robustness relies on our new pancake alignment
assumption. Thus, for t = Ω̃(

√
λ), our entire construction can be based solely on CLWE via the reduction

from Theorem 4.1. However, assuming the hardness of pancake alignment for smaller t, such as constant
t = Θ(1), yields a larger robustness threshold.

Given this tool, a model provider can embed a message into weights from a noisy training algorithm by
first obtaining a decomposition (w,g), and then replacing the noise g with the embedded noise gemb. The
first property ensures that the resulting weights w+gemb look as though they were produced by the original
noisy training algorithm. The second and third properties ensure that the decoder can recover the message
m from the resulting weights, even after an adversary has slightly perturbed them. Finally, the fourth
property ensures that the embedded weights remain ℓ2-close to the original noisy weights: since λ≪ n, the
embedding perturbation σ

√
λ is much smaller than the typical ℓ2 norm σ

√
n of the noise. This property will

be useful for obtaining unforgeability (Section 6).
It is worth noting that the decoding algorithm presented in Section 5.2 only approximately recovers the

message m. For exact recovery, one can instead embed the encoding of the message using an error-correcting
code. The decoder can then approximately recover this encoding and use error-correction to recover the
original message, as we do in Section 6.

9



1.2 Related work

Backdooring. A related line of work, initiated by [GKVZ22], studies how to undetectably backdoor ma-
chine learning models. The goal is to produce a model that, without a backdoor key, is computationally
indistinguishable from one obtained through ordinary training, while with the key, one can identify inputs
on which the model exhibits special behavior. Follow-up work considers backdoors for which it is hard to
generate triggers without the backdoor key [BRV26]. Such hidden behaviors could potentially be used for
fingerprinting: a model provider could associate a model with a secret trigger and later verify the fingerprint
by observing the model’s response to that trigger. However, existing backdoor constructions do not provide
a formal notion of robustness to model modification, and recent work shows that they can, in some settings,
be removed [GSVV25].

Fingerprinting. There is a large body of work on heuristic approaches to fingerprinting machine learning
models, which broadly fall into two categories. The first introduces a backdoor into the model, typically
through additional training [ABCP+18; XWMK+24; PKA25; NHBS+26; RCS26] or by using the model
parameters to identify a natural backdoor [ZWHX+24]. The second embeds a detectable signal directly into
the model’s parameters [UNSS17; WWZY20]. Although these works refer to themselves as watermarking,
we view them as fingerprinting in our terminology, since they certify the model itself. Our approach is closer
to the latter. It is unique in the sense that, while prior methods have been shown to detectably aler the
model distribution [WK19], our construction achieves undetectability, ruling out such degradation.

Watermarking. The term watermarking has been used in a broad range of applications. Most closely
related to our work is the open-source watermarking scheme of [CGMR24], which plants an undetectable
signal into model weights by post-processing them with Gaussian noise. Their setting is nevertheless quite
different. The watermark is designed to be detected from the model’s outputs. While detection is also
possible given candidate weights, it requires access to the original, unwatermarked model. In contrast, our
fingerprint can be certified directly from candidate weights using only the secret key.

In addition, a line of work studies undetectably watermarking the outputs of language models when users
have API access to responses [KGWK+23; CGZ24; FGJM+23; CG24; GM24; CHS25; LSS26; MMP26], with
similar approaches extending to image models [GZS25]. These approaches modify how outputs are sampled
from an already trained model. Our setting differs in that we modify the training procedure to implant a
signal directly into the model parameters. We refer the reader to [ZGCF+25] for a comprehensive survey on
watermarking model outputs.

Another line of work studies cryptographically watermarking circuits, where the goal is to produce a
circuit that is computationally indistinguishable from an unwatermarked one, yet can be verified as originat-
ing from a secret key. Following the impossibility results of [BGIR+12], [CHNV+16] initiated the study of
circuit watermarking, and along with subsequent work [KW17; QWZ18; KW19] showed how to watermark
circuits implementing pseudorandom functions (PRFs). However, the input-output behavior of a machine
learning model is generally far from that of a PRF, so these techniques do not directly apply.

Certifying model ownership. An adjacent line of theoretical work studies certifying model ownership
using backdoor-like techniques. [CGZ26] introduce a framework in which a marker takes a model and
produces a similar marked model together with a proof of ownership. Given the proof and black-box queries
to any model with similar input-output behavior to the marked model, one can verify ownership. They show
that they can mark a model if and only if it is not self-correctable, meaning that its input-output behavior
cannot be recovered from an approximation to the model. [GTNP26] study a setting in which ownership is
verified directly from the marked model, without a proof. They show that, against time-bounded adversaries,
either a method for marking models, a method for making models adversarially robust, or a transferable
attack must exist.

Our work is complementary to these settings. First, our verifier has white-box access to the model
parameters, which is less general than these frameworks, but allows us to establish qualitatively different
guarantees; namely, our guarantees are geometric rather than based directly on input-output behavior.
This allows us to capture robustness against physical model transformations such as quantization without
assumptions about their effect on behavior, while also capturing robustness against behavioral changes when
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appropriate assumptions do hold—–for example, when large ℓ2 perturbations to model parameters induce
significant change in input-output behavior. Second, we modify the training algorithm itself rather than
marking an already-trained model. This provides a well-defined notion of undetectability.

2 Technical Overview

How to embed messages into weights? Recall from Section 1.1, our goal is to take an embedding key
sk, a message m ∈ {0, 1}λ, and a decomposition of noisy weights, w ∈ Rn and g ← DRn,σ, and produce
embedding noise gemb. With the secret key, we should be able to recover m from the embedded weights
w + gemb. At the same time, without the secret key, gemb should remain computationally indistinguishable
from g, thereby preserving undetectability.

Shifted Gaussian pancake samples, where the shift depends on the secret-key, give us exactly this. Recall
the λ-secret Gaussian pancake distribution GPβ,γ(S,u, z), where S ∈ Rn×λ consists of λ orthonormal secrets,
and u ∈ Rn, z ∈ [0, 1)λ are inputs that describe the shift. It generates samples as

y← DRn,1 conditioned on γS⊤y + e = S⊤u+ z (mod 1), where e← DRλ,β .

Proposition 4.1 states that, assuming CLWE, samples from GP(S, ·, ·) for a random S (where the shifts
can be chosen adaptively) are computationally indistinguishable from standard Gaussian samples. This is
analogous to standard learning with errors (LWE), where LWE samples remain indistinguishable from null
samples even when they contain a secret-dependent linear shift.

This suggests a natural first approach: we use z to embed the message and u to cancel the contribution
from w. Specifically, the embedding key S ∈ Rn×λ is a Gaussian pancake secret, and the embedding
algorithm Embed(S,m,w,g) ignores g and outputs gemb = σy, where

y← GPβ,γ(S,−
γ

σ
w,m), with m represented in {1/4, 3/4}ℓ.

This preserves undetectability, since σy is computationally indistinguishable from a sample from DRn,σ.
Furthermore, we can define a decoder Dec(S,w + σy) that approximately recovers m by projecting the
weights onto the secret directions and scaling appropriately. A simple calculation gives

γ

σ
S⊤(w + σy) =

γ

σ
S⊤w + γS⊤y (mod 1)

=
γ

σ
S⊤w − γ

σ
S⊤w +m− e (mod 1)

= m− e (mod 1)

where e ← DRλ,β is small noise. For exact recovery, when the noise level β is sufficiently small, one can
round each coordinate of m− e to whichever of 1/4 or 3/4 is closer.

This construction satisfies undetectability and decodability, but it simply discards the input noise g and
samples a fresh embedding vector gemb. This incurs an ℓ2-distance ∥g − gemb∥2 of roughly 2σ

√
n, rather

than the σ
√
λ bound claimed in Section 1.1. To achieve the latter, we instead start from Gaussian g and

round it to the desired Gaussian pancake vector gemb, using the randomized rounding procedure of [Pei10].
This has the additional benefit that ∥g−gemb∥2 ≤ O(σ

√
λ). Figure 1 provides a visual representation of the

embedding.

Robustness from pancake alignment. To see robustness, suppose an adversary observes an embedded sample
w+gemb and attempts to break decoding by adding a bounded perturbation v ∈ Rn. The decoder Dec(S,w+
gemb + v) then recovers

m− e+
γ

σ
S⊤v (mod 1).

Therefore, to cause the decoder to fail, the adversary must induce a sufficiently large perturbation in the
secret subspace; in particular, v must satisfy ∥ γσS

⊤v∥22 > αλ for some constant α ∈ (0, 1/2)8. Equivalently,

8The adversary needs to induce a sufficiently large ℓ2 contribution (rather than an ℓ∞ one), since it must prevent the decoder
from recovering most coordinates of m, which suffices for exact recovery when m is encoded using an error-correcting code.
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writing v∗ = v/∥v∥2, the adversary must find a direction v∗ that is sufficiently aligned with S:

∥∥S⊤v∗∥∥2
2
>

σ2α

γ2∥v∥22
λ.

If v were chosen independently of S, such alignment would be extremely unlikely when n ≫ λ, since
a high-dimensional vector is almost always nearly orthogonal to a random low dimensional subspace. The
problem is that v is not necessarily independent of S, since the adversary sees the Gaussian pancake sample
gemb. Therefore, to argue that such an attack can’t occur, we must assume that the pancake alignment

problem is hard for approximation t = n · σ2α
γ2∥v∥22

. Under this assumption, A cannot remove the fingerprint so

long as the perturbation is bounded by ∥v∥2 ≤ σ
√
αn

γ
√
t
. Using our reduction from CLWE (Theorem 4.1), we

can set t = Θ̃(
√
λ) and γ = Θ̃(

√
λ) to see that the message can still be decoded after Θ̃(σ

√
n

λ3/4 ) perturbation.

Figure 1: Visualization of embedding a single-bit message m = 0 in dimension n = 2. The red arrow
represents trained weights w + g produced by a noisy training algorithm. These weights are then rounded
in the secret direction to w + gemb, which lies within a discrete “pancake”. In higher dimensions, decoding
is robust because an adversary cannot easily find a perturbation in the secret direction, i.e., a perturbation
that moves the green arrow away from the pancake, back towards the red arrow.

Robust fingerprinting (Section 5). Given a way to embed messages into noisy weights, we can construct
a robust fingerprinting scheme for any noisy training algorithm Train. The secret key consists of a Gaussian
pancake secret S and a random message m← {0, 1}λ. The fingerprinting algorithm computes noisy weights
(w,g), embeds m into them, and outputs the embedded weights w + gemb. The verification algorithm
Ver((S,m),w′) decodes a message from w′ and accepts iff it equals m. Undetectability, correctness, and
robustness follow directly from the corresponding properties of the embedding scheme. Soundness follows
because, for fixed weights w′ independent of the random message m, the decoded value γ

σS
⊤w′ (mod 1) is

unlikely to be close to m.

Unforgeable fingerprinting (Section 6). To additionally achieve unforgeability, we need to ensure that
the verification procedure is not overly robust. To do so, rather than embedding the same random message
m in every fingerprinted model, we instead embed a “robust” MAC of the noisy weights w+g into the final
output weights w + gemb. The verifier then decodes this MAC, and uses it to ensure that they only accept
weights that are close to the original noisy weights.

To achieve this, we adapt the non-malleable transformation underlying the construction of ideal pseudo-
random codes (PRCs) [AACD+25]. Their work gives a generic transformation that uses a PRF to convert
a robust message-embedding scheme into an authenticated one, which prevents the decoder from decoding
a message that was never embedded. That is, if an adversary A observes embeddings and outputs weights
w′, then we can guarantee:
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1. Robustness: If w′ is close to one of the embedded weights w + gemb observed by the adversary, then
the decoder recovers the corresponding embedded message.

2. Authentication: Otherwise, the decoder either outputs ⊥ or recovers a message that was embedded
into one of the previous weights observed by the adversary.

Given an authenticated embedding scheme, one idea for training fingerprinted weights FPD(sk, spec) is
to first produce noisy weights (w,g), and then embed the fingerprinting algorithm’s randomness along with
the training distribution D and training specification spec into the fingerprinted weights w + gemb. During
verification, Ver(sk,w′) decodes (randomness, D, spec) from w′ and uses it to reconstruct w + gemb. The
verifier can then check if w′ is close to the reconstructed weights. If this were possible, we would obtain the
following guarantees:

1. Robustness: If w′ is close to some fingerprinted weights, the decoder recovers the information needed
to reconstruct those weights, and the verifier accepts.

2. Unforgeability : Otherwise, if w′ is far from all fingerprinted weights, authentication guarantees that
the decoder either outputs ⊥ or reconstructs some previously fingerprinted weights. In the latter case,
those weights are far from w′, so the verifier rejects.

However, there is an issue. This construction only works when the training distribution has a short
description, so that it can be embedded into the n-dimensional vector gemb. Unfortunately, this does not
capture many practical applications, such as when the training distribution is described by a dataset con-
taining many datapoints x ∈ Rn. To overcome this, we still leverage authenticated embeddings, but instead
of embedding all the information needed to recover w + gemb, we only embed enough information for the
verifier to evaluate the closeness between w′ and w + gemb. Specifically, we embed a random seed s and a
seeded hash hs(w+ g), where h is an ℓ2 locality-sensitive hash, which allows one to determine whether two
inputs are close in ℓ2 distance given their hashes, provided that the inputs are chosen by an adversary with
no knowledge of the seed s9. Since the seed and hash value form a short digest, they can be embedded into
the n-dimensional embedding noise.

During verification, the verifier uses the authenticated decoder to recover either ⊥ or a pair (s, hs(w+g)).
It can then use the seed s to compute hs(w

′) and compare it with hs(w+g) to determine whether w′ is close
to the weights w + g before embedding. Since ∥g − gemb∥2 ≤ O(σ

√
λ), this essentially reduces to checking

whether w′ is close to w + gemb.
One caveat is that if an adversary is able to learn the hash seed s by observing the fingerprinted weights,

they may be able to construct some w′ for which the closeness test between hs(w
′) and hs(w + g) gives

an incorrect result. To prevent this, one could either use an adaptively robust locality-sensitive hash for ℓ2
[BRVV26], or, in our setting where the verification key is secret, simply embed an encryption of (s, hs(w+g))
instead.

Reducing CLWE to pancake alignment (Section 7). To show that our decoder is robust under the
CLWE assumption, we give a reduction from CLWE to pancake alignment when t = Ω̃(

√
λ). We work

in λ dimensions. To start, in Section 8 we show that the hardness of CLWE implies the hardness of the
(single-secret) shifted Gaussian pancake problem: namely, for a uniformly random unit vector s ← Sλ−1,
the oracle GP(s, ·, ·) is computationally indistinguishable from an oracle that ignores its inputs and instead
outputs standard Gaussian vectors g← DRλ,1.

Now, suppose there is an adversary A that breaks the t-pancake alignment problem for a single secret.
With probability 1/poly(λ) over s← Sλ−1 and v← AGP(s,·,·)(1λ), we have

(s⊤v)2 > t/λ.

We will use A to construct an adversary B that distinguishes between Gaussian pancake and standard
Gaussian oracles. The key observation is that rotating Gaussian pancake samples preserves the distribution
up to a corresponding rotation of the secret: if y← GP(s,R⊤u, z), then Ry is distributed as a sample from

9Such hashes can be constructed unconditionally, for example, by randomly projecting the inputs to a lower-dimensional
space [JL+84].
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GP(Rs,u, z). The adversary BO(·,·) exploits this by sampling two independent uniformly random rotations
R1,R2 and running A twice, each time using its own oracle rotated with Ri. This produces vectors v

(1),v(2),
which B then rotates back, setting u(i) = R⊤i v

(i).
In the case where O(·, ·) outputs standard Gaussian vectors, the rotated oracles are both distributed

exactly as standard Gaussian oracles, by rotational invariance of the Gaussian distribution. Thus, the
vectors v(i) are independent of the rotations Ri. Rotating them back by the uniformly random rotations
therefore makes the resulting vectors uniformly random, which means they are approximately orthogonal:∣∣∣(u(1))⊤u(2)

∣∣∣ ≈ 1√
λ
.

On the other hand, when O(·, ·) outputs Gaussian pancake samples, B runs A on two independent and
uniform secrets R1s and R2s. If A succeeds on both, which occurs with probability at least 1/(poly(λ))2,
then each v(i) is (t/λ)-aligned with R⊤i s. Consequently, when rotated back, each u(i) is (t/λ)-aligned with
the same s. We can then show that this implies the u(i) themselves are aligned,∣∣∣(u(1))⊤u(2)

∣∣∣ ≥ Ω̃

(
t

λ

)
.

When t = Ω̃(
√
λ), the alignment is noticeably larger than in the standard Gaussian case, allowing B

to distinguish the two oracles. Figure 2 illustrates the two cases. The key technical step is showing that
the alignment between u(1) and u(2) is dominated by their alignment in the secret direction s, and that it
cannot be canceled by a large negative contribution from their alignment in the subspace s⊥ orthogonal to
s. Specifically, we show that the components of u(i) in s⊥ are uniform, so their inner product is likely small.

The final steps are to extend the reduction from dimension λ to any dimension n > λ, while preserving
essentially the same approximation t, and then to extend from a single secret to up to n− λ secrets, again
with essentially the same t.

Figure 2: Visualization of our reduction in λ = 3 dimensions. Given a Gaussian pancake oracle (left), the
adversary’s outputs v(i) are each aligned with a rotated secret Ris, so when rotated back the u(i)’s are
aligned. In contrast, with a null oracle (right), the rotated u(i)’s are uniform over the sphere and nearly
orthogonal.

3 Preliminaries

Notation We write DRn,σ for the Gaussian distribution with mean 0 and covariance σ2

2π In. At times,
we refer to the standard Gaussian, by which we mean DRn,1 despite the covariance being 1

2π In. For a
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distribution D, we write s ← D to denote sampling s from D. For a set S, we write U(S) for the uniform
distribution over S, and use s ← S as shorthand for s ← U(S). For random variables X and Y , we write

X
d
= Y to denote that X and Y are identically distributed.
For a matrix S ∈ Rn×m and i ∈ [m], we write S[i] ∈ Rn for the ith column of S. For a vector s ∈ Rn and

index j ∈ [n], we write sj ∈ R for the jth entry of s. For a set I ⊆ [n], we write sI for the vector consisting
of the coordinates of s indexed by I, and s¬I for the vector consisting of the remaining coordinates, indexed
by [n] \ I.

We write Sn−1 for the (n − 1)-dimensional unit sphere, consisting of the set of unit vectors in Rn. We
write Z for the set of integers. For a ∈ Rn, we write a cmod 1 for the centered modulo operation, defined
as the unique z ∈ [−1/2, 1/2)n such that a− z ∈ Zn. We write a mod 1 for the standard modulo operation,
defined as the unique z ∈ [0, 1)n such that a− z ∈ Zn. For a, η ∈ R, we write ⌊a⌋η for the largest element of
ηZ that is at most a. For vectors, we extend this notation entry-wise.

For ℓ, n ∈ N, let Vℓ,n ⊆ Rn×ℓ denote the Stiefel manifold of n× ℓ matrices with orthonormal columns:

Vℓ,n =
{
W ∈ Rn×ℓ : W⊤W = Iℓ

}
.

For n ∈ N, let SO(n) denote the special orthogonal group, which consists of n-dimensional rotations
about the origin. For i ∈ [n], let b(i) ∈ Rn denote the ith standard basis vector, i.e.,

b
(i)
j =

{
1, if j = i,

0, otherwise.

We write n = n(λ) to denote that n : N→ R is a function of the security parameter. When the dependence
on λ is clear from context, we overload notation and write n to refer to n(λ). We write n = poly(λ) when n
is polynomially bounded and ϵ = negl(λ) when ϵ is bounded above by a negligible function.

3.1 Lattices and discrete Gaussians

Lattices A lattice is a discrete additive subgroup of Rn. We assume throughout that all lattices are
full-rank. The dual of a lattice L is defined as

L∗ :=
{
y ∈ Rn : x⊤y ∈ Z for all x ∈ L

}
.

For an n-dimensional lattice L and function f : Rn → R, we write f(L) :=
∑

y∈L f(y). For y ∈ Rn, the
shifted lattice (or coset) L+ y is defined as L+ y := {x+ y : x ∈ L}.

Discrete Gaussian For s > 0, we define the Gaussian function by ρs(x) = exp(−π∥x/s∥22). For a shifted
lattice y+L, the discrete Gaussian Dy+L,s is the distribution supported on y+L that assigns each x ∈ y+L
probability proportional to a Gaussian with standard deviation s/

√
2π,

Pr[x] =
ρs(x)

ρs(y + L)
.

Smoothing parameter We recall the smoothing parameter, which can be viewed intuitively as the stan-
dard deviation above which a discrete Gaussian behaves similarly to a continuous Gaussian.

Definition 3.1 (Smoothing parameter [MR07]). For a lattice L and a parameter ϵ > 0, the smoothing
parameter ηϵ(L) is defined as

ηϵ(L) := inf{s : ρ1/s(L∗ \ {0}) ≤ ϵ}.
Prior work provides various upper bounds on the smoothing parameter. Here, we only require bounds

for the integer lattice.

Lemma 3.1 ([PRS17], Special case of Lemma 2.6). For any n ∈ N and c ≥ 1, ηϵ(Zn) ≤ c
√
n, where

ϵ = exp(−c2n).
Lemma 3.2 ([MR07], Special case of Lemma 3.3). For any n ∈ N and ϵ > 0,

ηϵ(Zn) ≤
√

ln(2n(1 + 1/ϵ))

π
.
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Facts about various distributions. We recall some facts about the discrete Gaussian, Gaussian, and
uniform distributions on the sphere. First, we see that a wide enough discrete Gaussian distribution over a
shifted lattice has similar tails to a Gaussian distribution.

Lemma 3.3. For any n-dimensional lattice L, shift y ∈ Rn, ϵ ∈ (0, 1), and s > ηϵ(L), we have

Pr
x←DL+y,s

[∥x∥2 > s
√
n] ≤

(1 + ϵ

1− ϵ

)
4−n.

Proof. From [DD18, Corollary 4]

Pr
x←DL+y,s

[∥x∥2 > s
√
n] ≤ ρs(L)

ρs(L+ y)
4−n

From [Pei10, Lemma 2.4]
ρs(L)

ρs(L+ y)
≤ 1 + ϵ

1− ϵ

when s ≥ ηϵ(L).

This is comparable to the following tail bound on the continuous Gaussian distribution.

Lemma 3.4 ([LM00], χ2 tail bounds). For any n ∈ N, σ > 0, t > 0,

Pr
e←DRn,σ

[||e||22 ≥
σ

2π
(n+ 2

√
nt+ 2t)] ≤ exp(−t)

and
Pr

e←DRn,σ

[||e||22 ≤
σ

2π
(n− 2

√
nt)] ≤ exp(−t).

It is also comparable to the uniform distribution over the unit sphere, whose tails behave like a Gaussian
with standard deviation 1/

√
n.

Lemma 3.5 ([Ver18, Theorem 3.4.5]). For any n ∈ N, v ∈ Sn−1, and t ≥ 0,

Pr
s←Sn−1

[s⊤v ≥ t] ≤ 2 exp(−t2n/2).

Another useful fact will be that a wide enough continuous Gaussian is statistically close to a mixture of
discrete Gaussians with equal weight.

Lemma 3.6 ([GVV22], in the proof of Lemma 17). Let t > 0 be a parameter and let τ ≥
√
ln t+ ω(log λ)

be the standard deviation. Then the distribution of y sampled as

y ← DZ+a,τ , where a← [0, 1)

is negl(λ)/t close (in TV distance) to DR,τ .

In addition, it will be useful to remember that the non-integral part of a wide enough Gaussian is
statistically close to uniform.

Lemma 3.7 ([MR07], Corollary of Lemmas 3.3 and 4.1). Let t > 0 be a parameter, let τ ≥
√
ln t+ ω(log λ)

be the standard deviation, and let a ← DR,τ . The distribution of (a mod 1) is negl(λ)/t close to uniform
over [0, 1).
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3.2 Cryptography

Pseudorandom functions A pseudorandom function (PRF) [GGM86] is a keyed function that is com-
putationally indistinguishable from a uniformly random function to adversaries with black-box access.

Definition 3.2 (Pseudorandom function). Let ℓin = poly(λ) and ℓout = poly(λ) denote the input and out-
put lengths, respectively. A pseudorandom function family is a family of efficiently computable functions{
PRFk : {0, 1}ℓin(λ) → {0, 1}ℓout(λ)

}
k∈{0,1}λ such that for every PPT adversary A,∣∣∣∣ Pr

k←{0,1}λ

[
APRFk(·)(1λ) = 1

]
− Pr

[
Af(·)(1λ) = 1

]∣∣∣∣ ≤ negl(λ),

where f is sampled uniformly at random from the set of all functions with the same domain and range as
PRFk.

Symmetric-key encryption We recall symmetric-key encryption with indistinguishability under chosen-
plaintext attacks (IND-CPA) security. Informally, IND-CPA security guarantees that encryptions of any two
adversarially chosen messages are computationally indistinguishable without knowledge of the secret key.

Definition 3.3 (Secret-key encryption). Let ℓin = poly(λ) and ℓout = poly(λ) with ℓin ≤ ℓout denote the
message and ciphertext lengths, respectively, and let s = poly(λ) denote the number of random bits needed for
each encryption. A (fixed-length) secret-key encryption scheme is a tuple of PPT algorithms (Gen,Enc,Dec)
where

• Gen(1λ) takes in a security parameter and outputs a secret key sk.

• Enc(sk,m; r) takes as input a message m ∈ {0, 1}ℓin(λ) and outputs a ciphertext ct ∈ {0, 1}ℓout(λ) using
randomness r← {0, 1}s(λ).

• Dec(sk, ct) takes as input a ciphertext ct ∈ {0, 1}ℓout(λ) and outputs a message m ∈ {0, 1}ℓin(λ) or failure
⊥.

Additionally, these algorithms satisfy:

Perfect correctness.10 For every key sk ∈ supp(Gen(1λ)) and message m ∈ {0, 1}ℓin(λ),

Pr
r←{0,1}s(λ)

[Dec(sk,Enc(sk,m; r)) = m] = 1.

IND-CPA security. For a PPT adversary A and a bit b ∈ {0, 1}, define the experiment Exptb(λ,A)
as follows. A challenger samples sk ← Gen(1λ) and gives A access to an encryption oracle Encsk(·). The
adversary submits two messages (m(0),m(1)), each of length ℓin(λ). The challenger returns a challenge
ciphertext ct∗ = Enc(sk,m(b); r), where r ← {0, 1}s(λ) is fresh randomness. The adversary then outputs a
bit b′, and the experiment outputs 1 if and only if b′ = b. We require that, for every PPT adversary A,

|Pr[Expt0(λ,A) = 1]− Pr[Expt1(λ,A) = 1]| ≤ negl(λ).

3.3 Continuous Learning with Errors

We define the advantage δ = δ(λ) of an adversary A solving an average-case distinguishing problem between
a secret-dependent oracle Oλ,s, parameterized by λ and s drawn from a distribution Wλ, and a null oracle
O′λ as

δ :=

∣∣∣∣ Pr
s←Wλ

[
AOλ,s(1λ) = 1

]
− Pr

[
AO

′
λ(1λ) = 1

]∣∣∣∣
We say that a distinguishing task is hard if, for every PPT adversary A, there exists a negligible function
ϵ = negl(λ) such that A’s advantage on the task is at most ϵ.

The distinguishing tasks we will consider are the decisional versions of both discrete learning with errors
(LWE) and continuous learning with errors (CLWE).

10We only require perfect correctness for ease of presentation; our arguments later on can be adapted to schemes with
negligible correctness error.
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Definition 3.4 (Learning with Errors Distribution [Reg09]). Let n, q ∈ N and σ ∈ R>0. For a secret s ∈ Zn
q ,

we define the LWE distribution LWEs(n, σ, q) as the distribution that generates samples

(a, s⊤a+ e mod q),

where a← Zn
q and e← DZ,σ.

Definition 3.5 (Decisional LWE). Let n = n(λ), q = q(λ), σ = σ(λ) be parameter families, and let
W = {Wλ} be a family of distributions over Zn

q . The LWE problem LWE(n, σ, q,W ) asks to distinguish
between an LWE oracle LWEs for a random s ← Wλ, where each query returns an independent sample
from LWEs(n, σ, q), and a null oracle Null, where each query returns an independent null sample, (y, r) for
y← Zn

q , r ← Zq.

Definition 3.6 (Continuous Learning with Errors Distribution [BRST21]). Let n ∈ N and γ, β ∈ R>0. For
a secret s ∈ Rn, we define the continuous LWE distribution CLWEs(n, β, γ) as the distribution that generates
samples

(y, γs⊤y + e mod 1),

where y← DRn,1 and e← DR,β.

Definition 3.7 (Decisional CLWE). Let n = n(λ), γ = γ(λ), β = β(λ) be parameter families, and let
W = {Wλ} be a family of distributions over Sn−1. The CLWE problem CLWE(n, β, γ,W ) asks to distinguish
between a CLWE oracle CLWEs for a random s ← Wλ, where each query returns an independent sample
from CLWEs(n, β, γ), and a null oracle Null, where each query returns an independent null sample, (y, r) for
y← DRn,1, r ← [0, 1).

Prior work [BRST21] has shown that when the secret distribution Wλ is uniform over the unit sphere
Sλ−1, CLWE is hard for parameters γ ≥ 2

√
λ and β = 1/poly(λ), under the assumption that worst-case

lattice problems are hard for efficient quantum algorithms. This is analogous to the classical LWE setting,
where worst-case lattice problems admit quantum reductions to LWE for appropriate polynomial modulus-
to-noise ratios [Reg09]. More recently, [GVV22] established a direct classical reduction from LWE with
binary secrets to CLWE with normalized binary secrets.

Theorem 3.8 ([GVV22], Special case of Theorem 6). Let λ ∈ N be the security parameter (and di-
mension). Assume LWE(λ, σ, q, U({±1}λ)) is hard for parameters q = q(λ) and σ = σ(λ) satisfying
σ ≥ 3

√
λ(lnλ+ 2ω(log λ)). Then for γ = γ(λ), β = β(λ) satisfying

γ =
√
λ(lnλ+ 2ω(log λ)) and β = O

(σ
q

)
,

CLWE(λ, β, γ, U( 1√
λ
{±1}λ)) is hard.

Theorem 3.8 gives us a reasonable range of parameters for which we can comfortably assume the hardness
of CLWE with normalized binary secrets in λ dimensions. For example, setting γ =

√
3λω(log λ) and

β = 1/poly(λ), any efficient algorithm for CLWE with normalized binary secrets would yield an efficient
algorithm for LWE with a polynomial modulus-to-noise ratio. Using existing reductions from standard
LWE to binary secret LWE [Mic18], this would in turn yield an efficient algorithm for standard LWE with
polynomial modulus-to-noise ratio.

One may wonder whether we can decouple the CLWE parameters from the dimension while preserving
security. In particular, when the dimension n is very large, can we set γ and β as functions of the security
parameter alone, rather than requiring them to grow with n? It turns out this is the case for uniform
secrets, as seen in the proposition below. The key idea is to lift low-dimensional CLWE samples to a higher-
dimensional space: we view the original samples as lying in a uniformly random low-dimensional subspace
and add an independent standard Gaussian component in the orthogonal complement.

Proposition 3.1 (Separating CLWE gap and dimension). Let λ ∈ N be the security parameter and assume
CLWE(λ, β, γ, U(Sλ−1)) is hard for parameters γ = γ(λ), β = β(λ). Then for any n = poly(λ) ≥ λ,
CLWE(n, β, γ, U(Sn−1)) is hard.
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Proof. We prove the contrapositive. Say there is some n ≥ λ and some PPT adversary A that achieves
advantage δ = 1/poly(λ) at distinguishing a CLWEs′ oracle where s′ ← Sn−1 from a null oracle. Then
we construct an adversary B against the lower dimensional problem. At the beginning BO(1λ) samples a
uniformly random basis for a λ-dimensional subspace of Rn, U ← Vλ,n. Let U⊥ ∈ Rn×n−λ arbitrarily
complete the basis. B then implements the oracle O′ as follows. For each requested sample, B does as
follows:

• Sample (y, b)← O

• Sample g← DRn−λ,1

• Output (Uy +U⊥g, b)

B then simulates AO′
(1λ) and outputs the bit returned by A. Clearly, when O is the null oracle, O′ is a

higher dimensional null oracle.
Now suppose O is a CLWEs oracle for s ← Sλ−1. Then we know that the first component Uy + U⊥g

where y ← DRλ,1 and g ← DRn−λ,1 is distributed as an n-dimensional standard Gaussian vector. We also
have that

b = γs⊤y + e mod 1

= γ(Us)⊤(Uy) + e mod 1

= γ(Us)⊤(Uy +U⊥g) + e mod 1

where the second line comes from U⊤U = Iλ and the third from U⊤U⊥ = 0. Therefore, in this case, (y, b)
is exactly a sample from CLWEUs. Since U ← Vλ,n and s ← Sλ−1 are uniform, the vector Us is uniformly
distributed over Sn−1. Hence O′ is an oracle that outputs n-dimensional CLWE samples with uniformly
random secret, and B inherits A’s distinguishing advantage δ.

Remark 3.1. The proposition above is intended primarily to provide intuition; it does not directly establish
parameter separation for CLWE with normalized binary secrets. In Section 8, we will instead reduce CLWE
with normalized binary secrets to a shifted variant of the Gaussian pancake distinguishing problem with secrets
uniform on the sphere. We then use ideas similar to those in the proof above to separate the dimension from
the parameters for that problem.

4 New Definitions

4.1 Fingerprinting

We define a fingerprinting scheme, that applies to a fixed training algorithm Train. Intuitively, given a data
distribution D and a training specification spec, the fingerprinting algorithm learns weights that, to users
without the secret key sk, are computationally indistinguishable from those learned by Train with the same
inputs. On the other hand, users with sk can detect a fingerprint on such weights.

Definition 4.1 (Training algorithm). A training algorithm Train is a PPT algorithm that, given a security
parameter 1λ, oracle access to a training distribution D, and a training specification spec (e.g., hyperparam-
eters), outputs a trained model w← TrainD(1λ, spec).

Definition 4.2 (Fingerprinting scheme). A (secret-key) fingerprinting scheme with respect to a training
algorithm Train is a tuple of PPT algorithms (Gen,FP,Ver) satisfying the following properties:

• Gen(1λ) takes as input a security parameter λ and generates a fingerprinting key sk.

• FPD(1λ, sk, spec) takes as input a fingerprinting key sk, oracle access to a training distribution D, and
a training specification spec and outputs fingerprinted weights wFP.

• Ver(1λ, sk,w′) takes as input candidate weights w′ and outputs a bit in {0, 1} indicating whether or not
they contain a fingerprint.
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Correctness. For every distribution D and specification spec that are valid inputs to Train,

Pr
sk←Gen(1λ)

wFP←FPD(1λ,sk,spec)

[
Ver(1λ, sk,wFP) = 1

]
≥ 1− negl(λ).

Soundness. For every n = poly(λ) and every fixed w′ ∈ Rn,

Pr
sk←Gen(1λ)

[
Ver(1λ, sk,w′) = 1

]
≤ negl(λ).

Undetectability. For every PPT distinguisher A,∣∣∣∣ Pr
sk←Gen(1λ)

[
AOFP(1

λ,sk,·,·)(1λ) = 1
]
− Pr

[
AOTrain(1

λ,sk,·,·)(1λ) = 1
]∣∣∣∣ ≤ negl(λ).

where OFP(1
λ, sk, ·, ·) and OTrain(1

λ, ·, ·) are oracles that take in the description of a distribution D and a
specification spec and output a sample from FPD(sk, spec) and TrainD(1λ, spec) respectively.

Remark 4.1. Our definition of undetectability allows the adversary to adaptively choose the training distri-
bution D and specification spec, and then observe fingerprinted weights w ← FPD(1λ, spec). This captures
the strongest setting we have in mind; for example, a customer may outsource training to a fingerprinter
while specifying exactly how they want their weights to be trained.

In addition to correctness and soundness, we would like to capture a class of honest transformations that
the model receiver may apply while preserving security. For example, the receiver may fine-tune part of the
model to adapt it to their own task. Robustness formalizes this using a two-input predicate Φ: it requires
that no adversary can produce weights that are within a Φ modification of fingerprinted weights for which
the fingerprint no longer verifies.

Definition 4.3 (Robustness). Let Φ : R∗ × R∗ → {0, 1} be a predicate indicating whether two weight
vectors are close and let δ : N → [0, 1] be the success probability. A fingerprinting scheme (Gen,FP,Ver) is
(Φ, δ)-robust if for every PPT adversary A,

Pr

[
sk ← Gen(1λ)

w′ ← AOFP(1
λ,sk,·,·)(1λ)

:
∃w ∈ W such that Φ(w,w′) = 1

and Ver(sk,w′) = 0

]
≤ δ(λ) ,

where W denotes the set of fingerprinted weights observed by A through its queries to OFP. At times, when
δ is a negligible function, we omit it and simply refer to this as Φ-robustness.

On the other hand, we want to ensure that honest model trainers who did not use the service are not
falsely flagged. At first glance, soundness may seem sufficient to provide this guarantee. Indeed, if a model
owner trains their model independently of any fingerprinted models, then soundness guarantees that they will
not be falsely flagged. However, outputs from a fingerprinted model may themselves be correlated with the
fingerprinting key, since they are functions of the fingerprinted weights. A fingerprinter therefore may want
to allow even honest trainers to produce models that have some correlation with their secret key without
claiming ownership of those models. Unforgeability addresses this issue by guaranteeing that even a model
correlated with the secret key—–namely, a model generated by an adversary that has access to fingerprinted
models but not the secret key itself–—is not falsely attributed to the fingerprinter, provided it is sufficiently
far from every fingerprinted model.

Definition 4.4 (Unforgeability). Let Ψ : R∗ × R∗ → {0, 1} be a predicate indicating whether two weight
vectors are close and let δ : N → [0, 1] be the success probability. A fingerprinting scheme (Gen,FP,Ver) is
(Ψ, δ)-unforgeable if for every PPT adversary A,

Pr

[
sk ← Gen(1λ)

w′ ← AOFP(1
λ,sk,·,·)(1λ)

:
∀w ∈ W, Ψ(w,w′) = 0

and Ver(sk,w′) = 1

]
≤ δ(λ) ,

where W denotes the set of fingerprinted weights observed by A through its queries to OFP. At times, when
δ is a negligible function, we omit it and simply refer to this as Ψ-unforgeability.
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As an example of a predicate describing permitted modifications, consider the ℓ2 predicate, which outputs
1 when the inputs are close in Euclidean distance. In Section 5.4, we discuss transformations to ML model
weights that may be captured by the ℓ2 predicate.

Definition 4.5 (ℓ2 predicate). For a threshold ∆ ∈ R, the predicate L2(∆) : Rn ×Rn → {0, 1} is defined as

L2(∆)(w,w′) =

{
1 if ∥w −w′∥2 ≤ ∆,

0 otherwise.

Remark 4.2. Our definitions are strong in the sense that, in all security games, the adversary is given full
white-box access to the fingerprinted weights, rather than being restricted to black-box queries to the model.
This captures adversaries that directly obtain the model parameters and attempt to modify or distinguish
them.

Remark 4.3. On the other hand, our definitions have two limitations that may be interesting to address in
future work. First, neither the robustness nor the unforgeability adversary is given access to a verification
oracle. We view this as reasonable in the semi-honest setting, where honest transformations are not influenced
by verification decisions. Nonetheless, it remains an interesting technical question whether security can be
achieved against such adversaries. Second, our verification algorithm requires white-box access to the model
weights in the clear. This is natural in settings where verification is performed on disputed models whose
weights must already be revealed to the verifier, or in the semi-honest setting, where verification can instead
be performed via secure MPC. In less trusted settings, however, it would be interesting to study whether
verification can be performed using only black-box queries to a model, without revealing to the model holder
that the verifier is attempting to verify it.

4.2 KDS Gaussian pancake and Pancake Alignment

KDS Gaussian pancake. We define the multi-secret, key-dependent shifted Gaussian pancake distribu-
tion. Its samples are standard Gaussian in most directions, while their projections onto the secret directions
are discretized. Geometrically, the distribution consists of parallel “pancakes” that are narrow in the secret
directions and wide in the orthogonal directions. In our variant, the center of these pancakes is determined
by a key-dependent shift. Formally, samples are drawn as follows.

Definition 4.6 (KDS-Gaussian Pancake distribution). For n, ℓ ∈ N such that 1 ≤ ℓ < n, real numbers
β, γ > 0, a matrix S ∈ Vℓ,n, and vectors u ∈ Rn, z ∈ [0, 1)ℓ, samples from the ℓ-secret key-dependent shifted

(KDS) Gaussian pancake distribution GP
(ℓ)
β,γ(S,u, z) are generated as:

• For i ∈ [ℓ], sample the pancake ki ← DZ+ti,
√

γ2+β2 , where the shift ti = −S[i]⊤u+ zi mod 1.

• For i ∈ [ℓ], sample the noise ei ← DR,β′ independently, where β′2 = β2/(γ2 + β2).

• Sample the orthogonal component v as DRn−ℓ,1 from the subspace orthogonal to S.

• Output y = v +
∑ℓ

i=1(
ki

γ′ + ei)S[i] where γ′ = (γ2 + β2)/γ.

At times, we drop the superscript (ℓ) or subscripts β, γ from GP
(ℓ)
β,γ when they are clear from context.

Remark 4.4. The component along each direction S[i] is distributed as(ki
γ′

+ ei

)
d
=

γ

γ̂2

(
DZ+(zi−S[i]⊤u mod 1),γ̂ +DR, γ̂β

γ

)
, where γ̂ =

√
β2 + γ2.

The KDS Gaussian pancake distinguishing task asks an adversary to distinguish samples from the Gaus-
sian pancake distribution from standard Gaussian samples, where the shift may be chosen adaptively.

Definition 4.7 (KDS-Gaussian pancake distinguishing task). Let n = n(λ), ℓ = ℓ(λ) γ = γ(λ), β = β(λ)
be parameter families. The Gaussian pancake distinguishing problem GPshift(n, ℓ, β, γ) asks to distinguish

between a KDS-Gaussian pancake oracle GP
(ℓ)
β,γ(S, ·, ·) for a random S ← Vℓ,n, and a null oracle Null(·, ·),

which ignores its inputs and outputs fresh samples from DRn,1
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The Gaussian pancake distribution without a shift GP(S,0,0), also known as the homogeneous CLWE
distribution, was introduced in [BRST21]. They showed a reduction from CLWE to the corresponding
Gaussian pancake distinguishing problem. Subsequently, [BNHR22] introduced the shifted Gaussian pancake
distribution GP(S,0, z), where the shift has no dependence on the key, and likewise gave a reduction from
CLWE. In contrast, we consider a setting in which the adversary may adaptively choose vectors u, z and
receive samples from GP(S,u, z), where the shift is −S⊤u + z (mod 1). Nevertheless, we show that this
adaptive shifted variant remains hard under the assumed hardness of CLWE.

Proposition 4.1. Let λ ∈ N be a security parameter. Assume CLWE(λ, β/
√
2, γ, U( 1√

λ
{±1}λ)) is hard

(Definition 3.7) for parameters β = β(λ) and γ = γ(λ) satisfying β = 1/poly(λ) and γ ≥
√

3λω(log λ).
Then for every dimension n = poly(λ) ≥ λ and number of secrets ℓ = poly(λ) such that n − ℓ ≥ λ,
GPshift(n, ℓ, β, γ) is hard.

We prove this proposition in Section 8, where we include a more careful analysis of the advantage.

Pancake alignment We introduce a new problem, the (key-dependent shifted) pancake alignment problem.
At a high level, the problem asks, given oracle access to (KDS) Gaussian pancake samples for a random,
unknown secret S, find a direction v aligned with S, that is, v has large inner product with many of the
secret directions given by the columns of S.

Definition 4.8 (Pancake alignment problem). Let n, ℓ ∈ N be the dimension and number of secrets, let
γ > 0 and β ∈ (0, 1) be pancake parameters, and let t ∈ R with 1 ≤ t ≤ n be the approximation parameter.
The pancake alignment problem, t-PA(n, ℓ, β, γ), is defined as follows. Given oracle access to KDS pancake

samples GP
(ℓ)
β,γ(S, ·, ·) for a random secret S← Vℓ,n, output a direction v ∈ Sn−1 aligned with the secret,∥∥S⊤v∥∥2

2
≥ t

ℓ

n
.

Definition 4.9 (Pancake alignment hardness). Let t = t(λ), n = n(λ), ℓ = ℓ(λ), γ = γ(λ), β = β(λ) be
parameter families and let δ = δ(λ) be the advantage. We say a PPT algorithm A solves t-PA(n, ℓ, β, γ) with
advantage δ if they succeed at solving the pancake alignment problem with probability δ taken over S← Vℓ,n,
as well as the randomness of A and its oracle. We say t-PA(n, ℓ, β, γ) is hard if every PPT adversary solves
the problem with at most negligible advantage.

Recall that the bound t(ℓ/n) comes from the fact that ∥S⊤v∥22 = Θ(ℓ/n) with high probability over
S when v is fixed and independent of S. Asking that the problem be hard means that Gaussian pancake
samples do not leak enough information about the secret S to make the alignment task significantly easier. In
Section 7, we give reductions from CLWE to pancake alignment for certain approximations t. In particular,
for t ≥

√
λω(log λ), we give a reduction from the GPshift distinguishing task, which in turn yields a reduction

from CLWE with normalized binary secrets. This is interesting in our setting, where the dimension n will be
the number of weights in a machine learning model and may be much larger than the security parameter λ.

Theorem 4.1. Let λ ∈ N be a security parameter. Assume CLWE(λ, β/
√
2, γ, U( 1√

λ
{±1}λ)) is hard (Def-

inition 3.7) for parameters γ = γ(λ), β = β(λ) satisfying β = 1/poly(λ) and γ ≥
√
3λω(log λ). Then for

any n = poly(λ) and ℓ = poly(λ) such that n− ℓ ≥ λ and ℓ = o(n), there exists some t = t(λ) satisfying

t = O(
√
λ log λ)

such that t-PA(n, ℓ, β, γ) is hard.

Proof. By Proposition 4.1, GPshift(λ, 1, β, γ) is hard. The claim then follows from Proposition 7.2.

We also give a reduction from CLWE when t ≈ 1/ϵ, where ϵ denotes the PA adversary’s advantage. In
our application, the adversary’s advantage will later translate into the failure probability of robustness in
our fingerprinting scheme. In many ML applications, negligible failure probability may not be necessary; an
inverse-polynomial or even small constant failure probability may be acceptable. We present the Theorem
for single secret (ℓ = 1) pancake alignment, but one could additionally extend it to multiple secrets using
Lemma 7.3.
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Theorem 4.2. Let λ ∈ N be a security parameter. Assume CLWE(λ, β/
√
2, γ, U( 1√

λ
{±1}λ)) is hard for

parameters γ = γ(λ), β = β(λ) satisfying β = 1/poly(λ) and γ ≥
√
3λω(log λ). Then for any ϵ = ϵ(λ) and

any n = poly(λ) ≥ λ, there exists some t satisfying

t =
1

ϵ
(1 + o(1))

such that no PPT adversary solves t-PA(n, 1, β, γ) with advantage more than ϵ.

Proof. By Proposition 4.1, GPshift(λ, 1, β, γ) is hard. The claim follows from Proposition 7.3.

The statements above provide strong evidence of hardness for certain values of t, based on reductions
from well-studied hard problems. However, our best known attack achieves only negligible advantage once
t = Θ(1) is some constant. We therefore conjecture hardness for a broader range of t than what our reductions
formally establish.

Assumption 4.3. For any n = poly(λ) ≥ λ, any ℓ = ℓ(λ) such that n − ℓ ≥ λ and ℓ = o(n), any β =
1/poly(λ), and any γ = γ(λ) ≥

√
3λω(log λ), there exists some constant t = Θ(1) such that t-PA(n, ℓ, β, γ)

is hard.

5 Robust Fingerprinting

Here, we give a construction of an ℓ2-robust fingerprinting scheme for noisy training algorithms. In Section
5.1, we formally define noisy training algorithms and discuss natural learning algorithms that fall within
this class. In Section 5.2, we show how to embed messages into the outputs of noisy training algorithms. In
Section 5.3, we present our construction and state its guarantees. Finally, in Section 5.4, we discuss honest
weight transformations that are captured by ℓ2-robustness.

5.1 Noisy training algorithms

We give a fingerprinting scheme that applies to any algorithm in the class (σ, n)-NoisyTrain, which is pa-
rameterized by a noise level σ and a dimension n. At a high level, this class captures training procedures
whose output weights contain n coordinates that can be expressed as the sum of a Gaussian component and
a component sampled independently of that Gaussian.

More precisely, a training algorithm belongs to (σ, n)-NoisyTrain if it produces weights in Rn′
(for some

n′ ≥ n) via a process equivalent to the following:

1. Sample the first n coordinates w[1 : n].

2. Independently sample a noise vector g← DRn,σ.

3. Sample the remaining coordinates w[n+ 1, n′], possibly depending on g.

The final output weights are then w+(g,0)—that is, the noise g is added to the first n coordinates which
were sampled independently of g. We formalize this class below, and then give some examples of learning
algorithms that fall within it.

Definition 5.1 (NoisyTrain). Let λ ∈ N be the security parameter, let σ = σ(λ) be the noise level, and let
n = n(λ) be the number of noisy coordinates. A PPT training algorithm Train is in the class (σ, n)-NoisyTrain
if there exists a subset of coordinates I with |I| = n and a pair of PPT algorithms (SampleFirst, SampleRest)
such that for every valid training specification spec and data distribution D, the vector w∗ generated by
sampling

(wI , state)← SampleFirstD(1λ, spec), g← DRn,σ, w¬I ← SampleRestD(1λ, spec, state,g),

then setting w∗I = wI + g and w∗¬I = w¬I is distributed the same as standard training,

w∗
d
= wTrain, where wTrain ← TrainD(1λ, spec).
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Remark 5.1. The auxiliary state state allows SampleRest to continue a partial computation performed by
SampleFirst. For example, SampleFirst may sample the entire vector w independently of the noise g, output
only wI , and pass w to SampleRest through the state. SampleRest may then fine-tune w¬I , possibly depending
on g. For example, it could use wI + g as the weights of an earlier layer while fine-tuning the remaining
coordinates.

We list examples of natural training algorithms that admit such decompositions.

Differentially private gradient descent via the Gaussian mechanism [ACGM+16] Consider gra-
dient descent in which Gaussian noise is added to the gradient updates11. The training algorithm obtains a
dataset (X,y)← D, arbitrarily initializes w(0) ∈ Rn, and computes

w(t) = w(t−1) − η
(
∇LX,y(w

(t−1)) + g(t)
)
, g(t) ← DRn,σ.

Here L is a loss function and η ∈ R is the step size. After T iterations, the output is w(T ) ∈ Rn. This
algorithm falls in (ησ, n)-NoisyTrain with noise added to every coordinate. Concretely, SampleFirstD(1λ, spec)
runs the first T − 1 iterations as above and outputs the noiseless part of the final update,

w = w(T−1) − η∇LX,y(w
(T−1)),

while SampleRest is trivial (there are no remaining coordinates to sample). Since g(T ) ← DRn,σ implies
ηg(T ) ← DRn,ησ, we may equivalently sample the final noise as g ← DRn,ησ and output w + g, which is
identically distributed to w(T ). This same construction extends naturally to the case where noise is added to
only a subset of coordinates. We additionally show in Section B that in certain settings, noise accumulates
across training so that the algorithm falls in the class (σ, n)-Train for a larger effective noise level σ.

One caveat for this application is that recent work [SH26] shows that replacing Gaussian noise with
Gaussian pancake noise in private training allows the secret key holder to extract private information from
the resulting weights. Thus, fingerprinting such an algorithm requires assuming that the auditor and model
provider, who hold sk, do not exploit it for this purpose. Since the model provider already performed
the private training and the auditor is assumed to be honest, we do not view this as a major additional
assumption. Moreover, to any party without the key, (e.g., the general public) the resulting weights remain
computationally indistinguishable from private weights.

Noisy data. There is a body of work that studies training on data that itself is naturally noise [SKPS+22].
Moreover, there is a body of work on artificial noise injection, which provides evidence that intentionally
adding noise to data may improve generalization [Bis95] or adversarial robustness [CRK19]. In particular, a
training algorithm may use data (X′,y′)← Dnoisy, where

X′
d
= X+Ξ and y′

d
= y + ξ,

with (X,y)← D denoting the underlying clean data and Ξ and ξ denoting independent noise.
Consider a setting in which the trainer has access to clean data but is willing to inject independent

noise during training; for example, to improve generalization, or because the guarantees of training on noisy
data suffice for their application. We show in Section B that, for certain loss functions and Gaussian Ξ, ξ,
this noise propagates through gradient descent linearly, so that the final weights decompose as the weights
obtained by training on the clean data, plus an independent additive Gaussian component. Such training
algorithms are compatible with our fingerprinting scheme.

Random weights. In some training procedures, a subset of the weights may themselves be random. For
example, the random feature model [RR07] uses a fixed layer of Gaussian random weights, with only the final
layer’s weights trained. Any learning algorithm using this model is in the class (1, n)-NoisyTrain: SampleFirst
outputs the 0 vector (since this part of the weights is not learned at all), we sample the noise g ← DRn,1,
and SampleRest trains the remaining weights using g as the random layer.

11We omit per-example gradient clipping for simplicity; it does not affect the argument below.
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This observation also suggests a heuristic extension of our fingerprinting scheme beyond the setting
covered by our formal guarantees: even when a model’s random weights are not exactly Gaussian, one can
apply the same fingerprinting procedure as if they were. Our formal guarantees would no longer necessarily
hold, but this offers a natural heuristic approach for fingerprinting models with sufficiently random weights.

Injecting noise into parameters. It may be that the training algorithm itself does not naturally admit
a Gaussian decomposition, but the trainer is willing to add Gaussian noise to a subset of the weights after
training; for example, under the heuristic that this noise will not significantly affect model quality, or that
noise may induce some desired behavior [AJVZ26, Section 3]. In this case, SampleFirst and SampleRest run
the original training algorithm to completion then the trainer adds the noise g post hoc to the component
given by SampleFirst.

5.2 Embedding messages into weights

Our core technique is to take the continuous Gaussian vector g present in the decomposition of the weights,
and slightly perturb it to obtain a “pseudogaussian” fingerprinted vector gFP. The perturbation embeds a
message z that can be recovered fromw+gFP, while the marginal distribution of gFP remains computationally
indistinguishable from that of g.

More specifically, we will “round” g to a vector that is statistically close to a KDS-Gaussian pancake

vector GP(S, γ̂2

γσw, z). We show in Lemma 5.1 that, after appropriately scaling the weights and projecting
onto the secret directions, the embedded message can be approximately decoded.

γ̂2

γσ
S⊤(w + gFP) = z+ small noise (mod 1).

We state our embedding algorithm, Embed(S,u, z,g), and its guarantees below. It is inspired by the discrete
Gaussian sampler of [Pei10].

Embed(S,u, z,g)

1: Let γ̂ :=
√
γ2 + β2

2: For i ∈ [ℓ] denote z′i := zi − S[i]⊤u
3: For i ∈ [ℓ], let ti = (z′i mod 1)− γ̂√

2σ
S[i]⊤g

4: For i ∈ [ℓ], sample hi ← DZ+ti,
γ̂√
2

, ei ← DR, γ̂β
γ

5: Compute

gFP = (I− SS⊤)g +
σγ

γ̂2

ℓ∑
i=1

(
γ̂√
2σ

S[i]⊤g + hi + ei)S[i]

6: return gFP

Remark 5.2. One may wonder why we do not directly sample gFP from the distribution GP(S, γ̂2

γσw, z),
rather than first sampling g and then rounding it to a Gaussian pancake vector. Indeed, this would suffice
for our construction. The benefit of our approach is that it ensures that w + g remains close in Euclidean
distance to the fingerprinted output w+ gFP (Lemma 5.4). This closeness will be useful in Section 6, where
we modify the fingerprint to achieve unforgeability.

For all statements in this section, let n, ℓ ∈ N with 1 ≤ ℓ < n be the dimension and number of secrets
respectively, and let σ, γ ∈ R>0, and β ∈ (0, 1) be parameters. We use Embed to denote the algorithm
Embed instantiated with these parameters. Unless otherwise stated, the statements hold without any other
restrictions on the parameters.

First, we show that the embedded message z can be approximately recovered from the embedded weights
w + gFP.
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Lemma 5.1 (Approximate recovery of embedded message). Let the secret S ∈ Vℓ,n, the message z ∈ [0, 1)ℓ,
the weights w ∈ Rn, and the input g ∈ Rn be fixed. Let

gFP ← Embed(S,
γ̂2

γσ
w, z,g).

Then
γ̂2

γσ
S⊤(w + gFP) = z+ k+ e, where k ∈ Zℓ and e← DRℓ, γ̂β

γ
conditioned on k.

Proof. For fixed i ∈ [ℓ], the ith coordinate satisfies(
γ̂2

γσ
S⊤(w + gFP)

)
i

=
γ̂2

γσ
S[i]⊤w +

γ̂2

γσ
S[i]⊤gFP.

By definition of gFP, this is equal to

γ̂2

γσ
S[i]⊤w +

γ̂√
2σ

S[i]⊤g + hi + ei

for some hi ∈ Z+ (zi − γ̂2

γσS[i]
⊤w mod 1)− γ̂√

2σ
S[i]⊤g and some ei ← DR, γ̂β

γ
, Since

( γ̂2

γσ
S[i]⊤w +

γ̂√
2σ

S[i]⊤g + hi

)
= zi (mod 1),

we get that, (
γ̂2

γσ
S⊤(w + gFP)

)
i

= zi + ki + ei, for some ki ∈ Z.

Next, we show that the distribution of gFP is statistically indistinguishable from a KDS-Gaussian pancake
vector. This will later imply that under CLWE, gFP is computationally indistinguishable from a continuous
Gaussian. This relies on the following Lemma, that shows we can “round” a Gaussian vector to a discrete
Gaussian.

Lemma 5.2 ([Pei10], Special case of Theorem 3.1). Let σ1, σ2 > 0 be standard deviations such that σ1 >
ηϵ(Z). Let z ∈ R be arbitrary. Consider the experiment:

Choose x2 ← DR,σ2
then choose x1 ← x2 +DZ+z−x2,σ1

.

Then the marginal distribution of x1 is within 8ϵ in statistical distance of DZ+z,
√

σ2
1+σ2

2

.

Lemma 5.3 (Rounding preserves the KDS-Gaussian pancake distribution). Let ϵ ∈ (0, 1) be a parameter.
Let S ∈ Vℓ,n, z ∈ [0, 1)ℓ, and u ∈ Rn be arbitrary random variables. Assume γ̂√

2
≥ ηϵ(Z). Let

gFP ← Embed(S,u, z,g), where g← DRn,σ

Then gFP is within 8ϵℓ statistical distance of σy, where y← GP
(ℓ)
β,γ(S,u, z).

Proof. Since the S[i]’s are orthonormal, the random variables γ̂√
2σ

S[i]⊤g for i ∈ [ℓ] are independent DR, γ̂√
2

and are independent of the orthogonal subspace (I− SS⊤)g. We can rewrite

gFP
d
= (I− SS⊤)g +

σγ

γ̂2

ℓ∑
i=1

(g∗i + h∗i + ei)S[i], where g∗i ← DR, γ̂√
2

, h∗i ← DZ+(zi−S[i]⊤u mod 1)−g∗
i ,

γ̂√
2

.

Lemma 5.2 tells us that for each i ∈ [ℓ], g∗i + h∗i is 8ϵ close in statistical distance to a sample from
DZ+(zi−S[i]⊤u mod 1),γ̂ . Following the observation made in Remark 4.4, triangle inequality gives us the
result.
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Finally, we show that rounding g to gFP, has the additional benefit that gFP remains close in ℓ2 distance
to the initially sampled g. In particular, their distance is roughly σ

√
ℓ, despite both vectors lying in Rn. In

our application, n≫ ℓ, since n is the number of model weights while ℓ need only be ω(log λ).

Lemma 5.4 (Rounding introduces a small ℓ2 perturbation.). Let S ∈ Vℓ,n, z ∈ [0, 1)ℓ, and u ∈ Rn be fixed.

Let ℓ, γ̂ satisfy γ̂√
2
≥

√
ln(6ℓ)

π . Let

gFP ← Embed(S,u, z,g), where g← DRn,σ.

Then there exists a constant C > 0 such that

Pr
[
∥g − gFP∥2 > σ

√
Cℓ

]
≤ 2e−ℓ + 3 · 4−ℓ.

Proof. We can rewrite g = (I− SS⊤)g+
∑ℓ

i=1

(
S[i]⊤g

)
S[i] since the columns of S are orthonormal. By the

definition of gFP, we have

gFP = (I− SS⊤)g +
σγ

γ̂2

ℓ∑
i=1

(
γ̂√
2σ

S[i]⊤g + hi + ei

)
S[i],

where hi ← DZ+ai(g) for ai(g) = (zi − S[i]⊤u mod 1) − γ̂√
2σ

S[i]⊤g and ei ← DR, γ̂β
γ
. Therefore, their

difference satisfies

g − gFP =

ℓ∑
i=1

((
1− γ

γ̂
√
2

)
S[i]⊤g − σγ

γ̂2
hi −

σγ

γ̂2
ei

)
S[i].

Since rotations preserve Euclidean norm, we can analyze the norm of g − gFP after its been rotated using
the rotation that maps S[i] to the ith canonical vector b(i). This tells us that

∥g − gFP∥2 =

∥∥∥∥(1− γ

γ̂
√
2
)S⊤g − σγ

γ̂2
(h+ e)

∥∥∥∥
2

where S⊤g← DRℓ,σ, h← DZℓ+a(g), γ̂√
2

for a(g) = (z− S⊤u mod 1)− γ̂√
2σ

S⊤g, and e← DRℓ, γ̂β
γ
.

We bound each term separately. By Lemma 3.4, ∥S⊤g∥2 > σ
√

5
2π ℓ with probability at most e−ℓ and

∥e∥2 > γ̂β
γ

√
5
2π ℓ with probability at most e−ℓ. Moreover, by Lemma 3.2, γ̂√

2
≥ η1/2(Zℓ), so by Lemma 3.3,

conditioned on g, h satisfies ∥h∥2 > γ̂√
2

√
ℓ with probability at most 3 · 4−ℓ. This means the same is true

with probability taken over g and h.
A union bound gives us that with probability at least 1− (2e−ℓ + 3 · 4−ℓ),

∥g − gFP∥2 ≤ (1− γ

γ̂
√
2
)σ

√
5

2π
ℓ+

σγ

γ̂2
(
γ̂√
2

√
ℓ+

γ̂β

γ

√
5

2π
ℓ)

≤
(
2

√
5

2π
+

1√
2

)
σ
√
ℓ,

using the fact that γ ≤ γ̂ and β ≤ γ̂.

5.3 Fingerprinting construction

Equipped with this tool, we can construct a fingerprinting scheme for any algorithm in the class (σ, n)-
NoisyTrain (Definition 5.1). The key consists of random secret S ← Vℓ,n and message z ← [0, 1)ℓ. To

fingerprint n-dimensional weights wI , we generate gFP ← Embed(S, γ̂2

γσwI , z,g) and output wI + gFP. To
verify, we check whether we can approximately recover the randomly sampled z from the corresponding
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indices of the input weights w′I . If so, we declare the weights to be fingerprinted. In contrast, fixed weights
that are independent of z are unlikely to pass this check.

Let Train be in the class (σ, n)-NoisyTrain and denote (SampleFirst,SampleRest) its decomposition and I
the subset of coordinates which are generated by SampleFirst, as per Definition 5.1. Our scheme is parame-
terized by pancake parameters γ, β, ℓ.

Gen(1λ)

1: Compute ℓ = ℓ(λ), n = n(λ), γ = γ(λ), β = β(λ), σ = σ(λ).
2: Sample S← Vℓ,n.
3: Sample z← [0, 1)ℓ.
4: return (S, z).

FPD((S, z), spec)

1: Compute (wI , state)← SampleFirstD(1λ, spec).
2: Sample g← DRn,σ.

3: Let γ̂ =
√
γ2 + β2.

4: Sample, as in Section 5.2,

gFP ← Embed

(
S,

γ̂2

γσ
wI , z,g

)
.

5: Compute w¬I ← SampleRestD(1λ, spec, state,gFP).
6: Let wFP be the vector such that (wFP)I = wI + gFP and (wFP)¬I = w¬I .
7: return wFP.

The verification algorithm is parameterized by a threshold α ∈ (0, 1).

Verα((S, z),w
′)

1: Compute ζ = ( γ̂
2

γσS
⊤w′I − z) cmod 1 ∈ [−1/2, 1/2)ℓ.

2: return 1 if ∥ζ∥2 ≤ α
√
ℓ, 0 otherwise.

Remark 5.3. The scheme above is presented with respect to (σ, n)-NoisyTrain algorithms for which a subset
of the weights can be expressed as a base model plus Gaussian noise. Importantly, however, g need not be
Gaussian for the correctness or soundness guarantees. Thus, heuristically, one could apply the construction
directly to naturally trained weights: treat the naturally trained weights as g, set wI = 0, and fingerprint them
using the same procedure. If the naturally trained weights are sufficiently random and resemble a Gaussian
distribution, then one may heuristically hope for analogous robustness and undetectability guarantees.

5.3.1 Construction guarantees

Theorem 5.5 (Non-robust fingerprinting). Let λ ∈ N be the security parameter. Assume CLWE(λ, β/
√
2, γ,

U( 1√
λ
{±1}λ)) is hard (Definition 3.7) for parameters γ = γ(λ) and β = β(λ) satisfying

γ ≥
√

3λω(log λ) and

√
5(γ2 + β2)β√

2πγ
<

√
6

12
.

Let n = poly(λ) with n = ω(λ) be the number of noisy weights and let σ = σ(λ) be the noise level of the
training algorithm. Let Train be any training algorithm in the class (σ, n)-NoisyTrain (Definition 5.1). Set the

number of secrets ℓ = ω(log λ) such that n− ℓ ≥ λ. For any threshold α such that

√
5(γ2+β2)β√

2πγ
< α ≤

√
6

12 , the

construction (Gen,FP,Verα) is an undetectable fingerprinting scheme (Definition 4.2) with respect to Train.

28



Remark 5.4 (Concrete parameters). Our fingerprinting scheme can be instantiated with parameters γ =√
3λ log λ and β = Θ(1/

√
λ). Using the reduction from binary-secret LWE to CLWE of [GVV22] (Theo-

rem 3.8), security follows from the hardness of binary-secret LWE in dimension λ with noise σ = Θ(
√
λ log λ)

and modulus q = Θ(λ log λ). The noise rate σ/q = Θ(1/
√
λ) is relatively large, so security can be based on

small dimensions λ. Instantiating with λ = 512, σ = 100, and q = 10000, the LWE estimator of [APS15]
reports a cost of 2147 operations for the best attack.

Proof. Correctness and soundness follow from Lemmas 5.6 and 5.8. For undetectability, note that by Propo-
sition 4.1, GPshift(n, ℓ, β, γ) is hard. Now, suppose for contradiction, that there exists a PPT distinguisher
AO(·,·) that distinguishes OTrain from OFP with inverse polynomial advantage. We construct a PPT adversary
B against the GPshift problem (Definition 4.7). In particular, B is given oracle access to O′, which is either
the null oracle Null or the Gaussian pancake oracle GP(S, ·, ·). B samples z ← [0, 1)ℓ. To simulate a query
(D, spec) to A’s oracle, B computes (wI , state)← SampleFirstD(1λ, spec) and then samples

y← O′
(
γ̂2

γσ
wI , z

)
.

B then samples the rest w¬I ← SampleRestD(1λ, spec, state, σy) and returns wFP where (wFP)I = wI + σy
and (wFP)¬I = w¬I to A.

When O′ = Null, we have y← DRℓ,1, and hence σy← DRℓ,σ. The definition of (SampleFirst, SampleRest)
(Definition 5.1) tells us that on each query (D, spec), the simulated oracle exactly gives an output from
TrainD(1λ, spec). On the other hand, when O′ = GP(S, ·, ·), y is distributed as

y← GP

(
S,

γ̂2

γσ
wI , z

)
.

For our setting of γ, we have
γ̂√
2
≥ γ√

2
≥
√
λ ≥ ηϵ(Z),

where ϵ = 2−λ by Lemma 3.1. By Lemma 5.3, on each query (D, spec), the response wFP generated by B is
within 8 · 2−λℓ statistical distance of the response FPD((S, z), spec), which uses gFP generated using Embed
rather than σy. Since A makes at most poly(λ) adaptive queries, a standard hybrid argument implies that
in this case, B’s distribution is within 2−λpoly(λ) = negl(λ) statistical distance of A’s distribution with the
FP((S, z), ·) oracle. Thus, B inherits the distinguishing advantage of A with a negl(λ) loss, which is still
inverse polynomial. This contradicts the assumed hardness of GPshift.

Corollary 5.5.1 (Robust fingerprinting from CLWE). Let λ ∈ N be the security parameter. Assume that
CLWE(λ, β/

√
2, γ, U( 1√

λ
{±1}λ)) is hard (Definition 3.7) for parameters γ =

√
3λ log λ and β = 1/poly(λ)

satisfying

√
5(γ2+β2)β√

2πγ
= o(1) <

√
6

12 .

Let n = poly(λ) such that n = ω(λ) and n−λ ≥ λ be the number of noisy weights and let σ = σ(λ) be the
training algorithm’s noise level. Let Train be any training algorithm in the class (σ, n)-NoisyTrain (Definition
5.1). Then there exists some

∆ = Ω
( σ

√
n

λ3/4 log3/2 λ

)
such that there exists an L2(∆)-robust (Definition 4.3) fingerprinting scheme with respect to Train.

Proof. We can set the number of secrets ℓ = λ and instantiate (Gen,FP,Verα) with α =
√
6

12 . Correctness,

soundness, and undetectability follow from Theorem 5.5, together with the fact that γ̂β
γ

√
5
2π <

√
6

12 . For

robustness, first see that Theorem 4.1 implies that there exists some t = O(
√
λ log λ) such that t-PA(n, ℓ, β, γ)

is hard. Combining this with the fact that γ
γ̂2 = γ

γ2+o(1) = 1
O(
√
λ log λ)

and applying Lemma 5.9 with

α2 =
√
6

12 −
γ̂β
γ

√
5
2π = α− o(1) gives the claimed robustness.
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Corollary 5.5.2 (Robust fingerprinting from CLWE and Pancake Alignment). Under the same setting as
Corollary 5.5.1, additionally assume Assumption 4.3. Then there exists

∆ = Ω
( σ

√
n√

λ log λ

)
such that there exists an L2(∆)-robust fingerprinting scheme with respect to Train.

Proof. The proof is identical to that of Corollary 5.5.1, except that Assumption 4.3 guarantees the existence
of some t = Θ(1) such that t-PA(n, ℓ, β, γ) is hard.

5.3.2 Proofs

For the remainder of this section, let, n = poly(λ), ℓ = poly(λ) with ℓ < n, γ = γ(λ), β = β(λ), and

σ = σ(λ) be functions of the security parameter. Let γ̂ =
√
γ2 + β2. When we refer to our construction,

we mean instantiated with these parameters. Individual lemmas may impose additional constraints on these
parameters; the parameters may otherwise be chosen arbitrarily subject to those constraints.

Correctness Correctness holds because when we scale the fingerprinted weights and look down the secret
direction, we get a vector near Z+ z.

Lemma 5.6 (Correctness). Let the number of secrets satisfy ℓ = ω(log λ) and the threshold

α ≥ γ̂β

γ

√
5

2π
.

Then the construction (Gen,FP,Verα) satisfies correctness.

Proof. We prove something stronger, that correctness holds for every key sk ∈ supp(Gen(1λ)). Let sk =
(S, z) and (D, spec) be fixed, and let wFP ← FPD((S, z), spec) where (wFP)I = wI + gFP with (wI , ·) ←
SampleFirstD(1λ, spec) and gFP ← Embed(S, γ̂2

γσwI , z,g). By Lemma 5.1, we have that

ζ =
γ̂2

γσ
S⊤(wI + gFP)− z cmod 1 = e cmod 1, where e← DRℓ, γ̂β

γ

We get that

∥ζ∥2 = ∥e cmod 1∥2 ≤ ∥e∥2 ≤
γ̂β

γ

√
5ℓ

2π
≤ α
√
ℓ

with probability at least 1− exp(−ℓ), by Lemma 3.4.

Soundness Soundness holds because a fixed vector independent of the uniformly random z ← [0, 1)ℓ is
unlikely to be near Z+ z. The following lemmas formalize this.

Lemma 5.7. Let ℓ ∈ N and let z← [−1/2, 1/2)ℓ be uniformly random. Then

Pr

[
∥z∥22 ≤

ℓ

24

]
≤ 2 exp(−ℓ/18).

Proof. We know that ∥z∥22 =
∑ℓ

i=1 z
2
i , where zi ← [−1/2, 1/2) satisfies 0 ≤ z2i ≤ 1/4 and E[z2i ] = 1/12. By

Hoeffding’s inequality,

Pr

[
ℓ∑

i=1

z2i −
ℓ

12
≤ −t

]
≤ 2 exp

(
− 2t2

ℓ(1/4)2

)
.

Taking t = ℓ/24 we obtain

Pr

[
ℓ∑

i=1

z2i ≤
ℓ

12
− ℓ

24

]
≤ 2 exp

(
−2(ℓ/24)2

ℓ/16

)
= 2 exp

(
− ℓ

18

)
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Lemma 5.8 (Soundness). Let the number of secrets ℓ = ω(log λ) and let the threshold satisfy α ∈ (0,
√
6

12 ].
Then the construction (Gen,FP,Verα) satisfies soundness.

Proof. We show that for any S ∈ Vℓ,n, soundness holds with overwhelming probability over z← [0, 1)ℓ. Let
w′ ∈ Rn be fixed. Then

ζ = (z− γ̂2

γσ
S⊤w′) cmod 1

d
= U([−1/2, 1/2)ℓ),

since subtracting a fixed vector and reducing modulo 1 preserves the uniform distribution. Lemma 5.7 tells

us that this norm is more than
√

ℓ
24 =

√
6

12

√
ℓ ≥ α

√
ℓ with probability at least 1− exp(−ℓ/18), which means

the verifier rejects with this probability.

Robustness In order to remove the fingerprint by adding a small perturbation v ∈ Rn to fingerprinted
weights, the adversary must find v ∈ Rn of small norm that is sufficiently aligned with the secret directions,

so that the verification test
∥∥∥ γ̂2

γσS
⊤((wFP)I + v)− z cmod 1

∥∥∥
2
exceeds the threshold α

√
ℓ. The pancake

alignment assumption asserts that this problem is computationally hard.

Lemma 5.9 (Robustness). Assume that for some parameters t = t(λ), γ = γ(λ) ≥
√
3λω(log λ), and

β = β(λ) such that

√
5(γ2+β2)β√

2πγ
< 1

2 , no PPT adversary can solve the t-PA(n, ℓ, β, γ) problem with advantage

ϵ = ϵ(λ) (Definition 4.9). For any threshold α = α(λ) satisfying

α = α1 + α2, for some α1 ≥
γ̂β

γ

√
5

2π
, α2 ∈ (0,

1

2
− α1).

and any ∆ = ∆(λ) satisfying

∆ ≤ γ

γ̂2
· α2σ

√
n√

t
,

the construction (Gen,FP,Verα) is (L2(∆), δ)-robust (Definition 4.3) against adversaries making m = poly(λ)
queries to their fingerprinting oracle, where δ := m(8ℓ2−λ + exp(−ℓ) + ϵ).

Proof. For contradiction, say there exists a PPT adversary A making m queries such that with probability

more than 8mℓ2−λ +m exp(−ℓ) +mϵ, w′ ← AOFP(1
λ,(S,z),·,·)(1λ) is rejected despite being close to one of the

observed weights. That is, there exists some wFP ∈ W such that

∥ζ∥2 =

∥∥∥∥ γ̂2

γσ
S⊤((wFP)I + v)− z cmod 1

∥∥∥∥
2

> α
√
ℓ

where v := w′I − (wFP)I is the adversary’s perturbation to the coordinates at I, which satisfies ∥v∥2 ≤ ∆.
Recall from Lemma 5.1, this implies∥∥∥∥e+ γ̂2

γσ
S⊤v cmod 1

∥∥∥∥
2

> α
√
ℓ, where e← DRℓ, γ̂γ β .

We swap to a hybrid where the game ends with A losing if for any e, ∥e∥2 > γ̂β
γ

√
5ℓ
2π ≥ α1

√
ℓ. From

Lemma 3.4 and a union bound, this occurs with probability at most m exp(−ℓ), so A’s winning probability
in this game is more than 8mℓ2−λ +mϵ.

Now, we show if A wins in this hybrid, there is an adversary B that breaks alignment. BGP(S,·,·) sam-
ples a random z ← [0, 1)ℓ. B simulates fingerprinting queries (D, spec) to A by computing (wI , state) ←
SampleFirstD(1λ, spec), sampling y ← GP(S, γ̂2

γσwI , z) with its Gaussian pancake oracle, and sampling

w¬I ← SampleRestD(1λ, spec, state, σy). It outputs w with the noise σy added to the indices at I. B
collects these outputs in a set W and finishes executing A to get w′. Its final output is

w′
I−(w

∗
FP)I

∥w′
I−(w∗

FP)I∥2
for a

uniformly random w∗FP ∈ W.
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For our choice of γ, by Lemma 3.1, γ̂√
2
≥
√
λ ≥ η2−λ(Z). By Lemma 5.3 and the triangle inequality, the

output distribution of B is within 8mℓ2−λ statistical distance of the output of A. Therefore, with probability
more than mϵ, there is some wFP ∈ W and e ∈ Rℓ such that∥∥∥∥e+ γ̂2

γσ
S⊤(w′I − (wFP)I) cmod 1

∥∥∥∥
2

> α
√
ℓ, where ∥w′I − (wFP)I∥2 ≤ ∆ and ∥e∥2 ≤ α1

√
ℓ.

Since center modding only decreases the norm, triangle inequality tells us∥∥∥∥ γ̂2

γσ
S⊤(w′I − (wFP)I)

∥∥∥∥
2

> α
√
ℓ− ∥e∥2 ≥ (α− α1)

√
ℓ ≥ α2

√
ℓ.

Combining this with the fact that ∥w′I − (wFP)I∥22 ≤ ∆2 ≤ γ2

γ̂4 · α
2
2σ

2n
t , we see

∥S⊤(w′I − (wFP)I)∥22
∥(w′I − (wFP)I)∥22

≥ 1

∆2
· σ

2γ2α2
2ℓ

γ̂4
≥ t

ℓ

n
.

Therefore, B succeeds on the pancake alignment problem when such a wFP exists (which we argued happens
with more than mϵ probability) and it correctly guesses w∗FP = wFP. Since A makes m queries, B obtains
advantage at least mϵ

m = ϵ, contradicting the assumption.

5.4 Discussion

Ultimately, an adversary must introduce a perturbation v satisfying

∥v∥2 = Θ̃

(
σ
√
n

λ3/4

)
in order to remove the fingerprint. At first glance, this requirement may not seem particularly restrictive.
The fingerprinter is already willing to release models that are indistinguishable from the outputs of Train,
which adds noise of norm roughly σ

√
n to the base model wI . Thus, adding noise of a smaller magnitude

Θ̃(σ
√
n/λ3/4) to the already-noised model could plausibly preserve the model’s quality while still being

sufficient to remove the fingerprint. We therefore do not claim that removing the fingerprint necessarily
degrades the model. However, we argue that our guarantee captures many transformations that an honest
customer would apply.

In more detail, let B denote the root-mean-square magnitude of the base weights, B2 := 1
n

∑n
i=1(wI)

2
i ,

so that ∥wI∥2 = B
√
n. One can intuitively view B as a measure of the typical absolute value of a single

weight. Write the training noise as σ = εB for some ε = o(1); that is, the magnitude of the added noise
∥g∥2 is of slightly smaller order than that of the base weights, σ

√
n = o(∥wI∥2). If a user modifies every

weight, the root-mean-square magnitude of their perturbation must be at least

∆n :=
∥v∥2√

n
= Θ̃

(
εB

λ3/4

)
,

in order to remove the fingerprint, which is of slightly smaller order than the root-mean-square of the weights
themselves. If instead the user modifies only k ≪ n weights, the same budget must be concentrated on those
coordinates, so the root-mean-square magnitude of the perturbation must be at least

∆k :=
∥v∥2√

k
= Θ̃

(
εB

λ3/4

√
n

k

)
,

which exceeds the root-mean-square magnitude B of the weights whenever k = Õ(ε2n/λ3/2) is a small
enough fraction of the weights. In this regime, removing the fingerprint would require modifying the affected
weights by more than their typical value. Our robustness guarantee therefore covers transformations such
as the following.
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• Quantization: A model provider may round weights to a lower precision (e.g., to reduce storage
requirements [LGH24]). If rounding changes each coordinate by at most ∆n in absolute distance, for
instance by rounding them to the nearest value in ∆nZ, then the fingerprint is preserved.

• Zeroing out small weights: A model provider may sparsify the model by zeroing some weights
[HPTD15]. If k weights of absolute value at most ∆k are zeroed out, then the fingerprint remains.

• Adding random noise: A model provider may add more Gaussian noise to the weights [AJVZ26].
For v← DRn,σ/λ3/4 the norm is concentrated around σ

√
n/λ3/4. Hence, adding slightly less noise than

the training algorithm’s noise preserves the fingerprint.

Moreover, many practical model modifications only alter a low-dimensional subspace of the weight vector.
Indeed, in our setting, where a customer outsources training to a powerful model provider, we would expect
the customer to have substantially less compute, and so additional training should not be on the entire
model.

• Fine-tuning a subset of weights: Many fine-tuning procedures update only a subset of k ≪ n
weights, leaving the rest unchanged. If fine-tuning introduces a perturbation with root-mean-square
magnitude at most ∆k to the updated weights, then the fingerprint is preserved.

• LoRA: Low-rank adaptation (LoRA) [HSWA+21] freezes weights and learns a low-rank matrix, M ∈
Rd1×d2 of rank k ≪ n, which is flattened and added to the weights. Removing the fingerprint requires
∥M∥F = Θ(σ

√
n/λ3/4). Since M has at most k nonzero singular values, the fingerprint is preserved

whenever the root-mean-square singular value of the update is at most ∆k.

6 Unforgeable Fingerprinting

We adapt our construction to achieve unforgeability by leveraging a certain ℓ2 locality-sensitive hash, which
is a seeded hash function hs that allows one to approximate the ℓ2 distance between two inputs x,y by
approximating the ℓ2 distance between their hashes hs(x), hs(y), provided that the inputs are chosen without
knowledge of the hash seed s. For our locality-sensitive hash, we use a binary Johnson–Lindenstrauss
projection [JL+84; Ach03]. Specifically, the seed is a random matrix P ← {±1}m×n, and the hash is the
scaled projection hP(x) =

1√
m
Px.

To learn fingerprinted weights, rather than embedding a random z ∈ {0, 1}ℓ as we do in the robust
construction, we instead embed both a hash seed s and the hash hs(w + g) of the trained weights into the
fingerprinted weights w + gFP

12. We do so in a manner satisfying the following properties:

1. An adversary that observes the fingerprinted weights w+gFP cannot learn the hash seed s and therefore
cannot adaptively use the seed to circumvent the closeness check. We achieve this by embedding an
encryption of the seed and hash. Since we can only approximately recover the ciphertext from the
embedding, we additionally encode the ciphertext using an error-correcting code.

2. When decoding a message from candidate weights w′, if w′ is ℓ2 close to previously fingerprinted
weights, we recover the corresponding hash and seed. Otherwise, we either recover ⊥ or one of the
previously embedded hash and seed pairs. We achieve this by also embedding the randomness used
in the encryption, as well as a MAC of this randomness to authenticate it, so that during verification
we only proceed if the ciphertext corresponds to a valid encryption. This idea was inspired by the
non-malleable transformation of [AACD+25].

To verify a candidate w′, the verifier attempts to decode a hash and its seed from w′ and check if hs(w
′)

is close to decoded hash.

12We require a hash because we need to reduce the message size sufficiently to embed it into gFP.
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6.1 Unforgeable fingerprinting construction

For this section, let n = n(λ) and σ = σ(λ) be parameters and let Train be a training algorithm in the class
(σ, n)-NoisyTrain. Denote (SampleFirst,SampleRest) its decomposition, and I the set of noisy coordinates, as
in Definition 5.1. Let γ = γ(λ), β = β(λ) be pancake parameters. Let η = η(λ) be a precision parameter for
rounding, and let B = B(λ) be a bound on the magnitude of the weights; that is, for every (D, spec), the
weights wI ← SampleFirstD(1λ, spec) satisfy ∥wI∥∞ ≤ B.

Let Σ = (Gen,Enc,Dec) be a symmetric key encryption scheme (Definition 3.3) that requires s = poly(λ)
bits of randomness per encryption, with message length qin = poly(λ) (to be specified later) and ciphertext
length qout = qin +O(λ). For a particular m = poly(λ) to be specified later, let

{PRFk : {0, 1}λ → {±1}m×n × {0, 1}s} and {MACk : {0, 1}qin−2λ × {0, 1}λ → {0, 1}λ}

be pseudorandom function families (Definition 3.2). Let (Encode,Decode) be an information-theoretic error-
correcting code with constant rate ρ ∈ (0, 1) that can correct up to a constant ϵ ∈ (0, 1

4 ) fraction of Hamming
errors13.

Assume n is large enough so that we can choose the number of secret directions ℓ = ω(log λ) to satisfy
qout
ρ ≤ ℓ < n. That is, using the error-correcting code, we can encode ciphertexts that encrypt qin bit messages

into ℓ bit codewords. We detail our construction UF = (Gen,FP,Ver) below.

Our key generation algorithm UF.Gen(1λ) does as follows

• Sample S← Vℓ,n.

• Sample PRF keys k← {0, 1}λ, kMAC ← {0, 1}λ.

• Sample an encryption key sk← Σ.Gen(1λ).

• return (S, k, kMAC, sk).

The fingerprinting algorithm UF.FPD((S, k, kMAC, sk), spec) does

• Sample g← DRn,σ and compute (wI , state)← SampleFirstD(1λ, spec). If ∥g∥∞ > σ
√
λ, return ⊥.

• Sample a seed r← {0, 1}λ and let (P, t(1)) = PRFk(r) ∈ {±1}m×n × {0, 1}s.

• Let the message z = ⌊ 1√
m
P(wI + g)⌋η.

• Authenticate the message and randomness t(2) = MACkMAC
(z, r) ∈ {0, 1}λ.

• Generate a ciphertext using t(1) as the randomness,

ct = Σ.Enc
(
sk,

(
z, r, t(2)

)
; t(1)

)
.

• Encode the ciphertext and map it to { 14 ,
3
4}

ℓ,

c′ =
3

4
− 1

2
c, where c = Encode(ct) ∈ {0, 1}ℓ.

• Sample gFP ← Embed(S, γ̂2

γσwI , c
′,g).

• Sample w¬I ← SampleRestD(1λ, spec, state,gFP).

• Let wFP be the vector such that (wFP)I = wI + gFP and (wFP)¬I = w¬I .

• return wFP.

The verification algorithm UF.Verτ ((S, k, kMAC, sk),w
′), parameterized by a threshold τ = τ(λ) does

13Such codes exist, for example [ABNN+92; NN90; Ta-17].
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• Compute ζ = γ̂2

γσS
⊤w′ cmod 1 ∈ [−1/2, 1/2)ℓ and let

c̃ =

{
0 if ζi < 0

1 otherwise
.

• Compute (z̃, r̃, t̃(2))← Σ.Dec(sk,Decode(c̃)).

• Compute (P̃, t̃(1)) = PRFk(r̃) and c = Encode(Σ.Enc(sk, (z̃, r̃, t̃(2)); t̃(1))). Check if

MACkMAC
(z̃, r̃) ̸= t̃(2) or ∥c̃− c∥0 > ϵℓ,

if either occurs, return 0.

• return 1 if
∥∥∥z̃− 1√

m
P̃w′

∥∥∥
2
≤ τ , 0 otherwise.

Using this construction, we can obtain the following guarantees.

Theorem 6.1 (Robust and unforgeable fingerprinting). Let λ ∈ N be a (sufficiently large) security param-
eter. Assume all of the following:

• CLWE(λ, β/
√
2, γ, U( 1√

λ
{±1}λ)) is hard (Definition 3.7) for γ =

√
3λ log λ and β = 1/poly(λ) small

enough so that

√
γ2+β2β

γ

√
5
2π = o(1).

• For any qin = poly(λ) there is an IND-CPA secure encryption scheme (Definition 3.3) with message
length qin and ciphertext length qout = qin +O(λ),

• For any input and output lengths pin = poly(λ) and pout = poly(λ), there exists a PRF family (Definition
3.2).

Let n = poly(λ) such that n ≥ ω(λ log λ) + λ be the number of noisy weights, and let σ = σ(λ) such that
σ and 1/σ are polynomially bounded be the noise level of the training algorithm. Let Train be any training
algorithm in the class (σ, n)-NoisyTrain (Definition 5.1), that outputs weights with infinity norm bounded by
B = poly(λ). Then there exists

∆∗ = Θ
( σ

√
n

λ3/4 log3/2 λ

)
such that for any ∆RB ≤ ∆∗, there exists an L2(∆RB)-robust (Definition 4.3) and L2(∆UF)-unforgeable
(Definition 4.4) fingerprinting scheme, for a particular ∆UF satisfying ∆RB ≤ ∆UF ≤ O(∆RB + σ

√
λ log λ).

Proof. We instantiate our construction UF with the following parameters. Let δJL ∈ (0, 1) and ϵ ∈ (0, 1/4)
be any constants. We set the rounding parameter η = σ and the hashed dimension m = 4+2λ

δ2JL/2−δ
3
JL/3

= Θ(λ).

Let Σ be an IND-CPA encryption scheme that requires s = poly(λ) bits of randomness per encryption and
has message size qin = poly(λ) defined as

qin = m log
(2n(B + σ

√
λ)

σ
√
m

+ 1
)
+ 2λ = O(λ log λ),

and ciphertext size qout = qin + O(λ). Let PRF be a PRF family with input size λ, output size mn + s,

and let MAC be a PRF family with input size qin − λ, output size λ. Let the number of secrets ℓ =
⌈
qout
ρ

⌉
,

where ρ ∈ (0, 1) is the constant rate of the error-correcting code corresponding to error rate ϵ. We have

λ ≤ ℓ ≤
⌈
qin+O(λ)

ρ

⌉
≤ O(λ log λ), which implies

√
γ2+β2

2 ≥ γ√
2
≥

√
λω(log λ) ≥

√
ln 6ℓ

π for λ sufficiently

large.
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Syntax Since n ≥ ω(λ log λ) + λ, n − ℓ ≥ λ and n > m for sufficiently large λ. Moreover, see that with
Σ, we encrypt messages ⌊ 1√

m
P(w + g)⌋σ, where P ∈ {±1}m×n, ∥w∥∞ ≤ B, and ∥g∥∞ ≤ σ

√
λ, along with

two λ-bit strings. Since ∥ 1√
m
P(w + g)∥∞ ≤ n(B + σ

√
λ)/
√
m, after rounding to σZ, the message can be

represented using qin bits, and the resulting ciphertext has length qout. The error-correcting code therefore
produces a codeword c of length qout

ρ ≤ ℓ.

Undetectability Undetectability follows from the same argument as Theorem 5.5, except that the Gaus-
sian pancake adversary must sample its own decryption key sk and PRF keys k, kMAC at the beginning and

compute the message c′ for each FP query in order to sample y ← O′( γ̂
2

γσwI , c
′). Note that the abort

condition ∥g∥∞ > σ
√
λ changes the distinguishing advantage by at most a negligible amount by Lemma 3.4.

Robustness By Claims 6.1 through 6.4, the robustness security game is negl(λ)-indistinguishable from
GRB

4 . By Theorem 4.1 and the fact that n − ℓ ≥ λ and ℓ = o(n), the CLWE assumption implies that
there exists some t = O(

√
λ log λ) such that t-PA(n, ℓ, β, γ) is hard. Combining this with the fact that

γ
γ̂2 = 1

O(
√
λ log λ)

, then if we choose robustness parameter

∆RB =
γ

γ̂2
·
σ(
√
ϵ

4 − o(1))
√
n

√
t

= Θ
( σ

√
n

λ3/4 log3/2 λ

)
and threshold τ =

√
1 + δJL

(
∆RB + σ

√
Cℓ

)
+ σ
√
m, then by Lemma 6.2 no PPT adversary can win the

robustness game with inverse-polynomial probability.

Unforgeability From Claims 6.1 to 6.4, the unforgeability security game is negl(λ)-indistinguishable from
GUF

4 . By Lemma 6.4, if we use the same threshold τ as we used for robustness, then we achieve the claimed
unforgeability.

Corollary 6.1.1. Under the same setting as Theorem 6.1, additionally assume Assumption 4.3. Then there
exists

∆∗ = Θ
( σ

√
n√

λ log λ

)
such that for any ∆RB ≤ ∆∗, there exists an L2(∆RB)-robust and L2(∆UF)-unforgeable fingerprinting scheme,
for a particular ∆UF satisfying ∆RB ≤ ∆UF ≤ O(∆RB + σ

√
λ log λ).

6.2 Hybrids

For ease of notation, we prove security in the case where Train outputs weights in Rn, so that the SampleRest
algorithm is trivial. The same arguments extend straightforwardly to the general case. We give a number of
hybrids, for both the robustness and unforgeability games. We mark changes between hybrids in red. Let
Verf1,f2 denote our verification algorithms using the functions f1, f2 instead of PRFk, MACkMAC

respectively.
We define the following hybrids.

• GRB
0 and GUF

0 , defined below, are identical to the robustness and unforgeability security games for the
predicates L2(∆RB) and L2(∆UF) respectively (Definitions 4.3 and 4.4), except that A is given access
to the fingerprinting oracle FPf1,f2 (defined below), and the final verification check is performed using
Verf1,f2τ , where f1 and f2 are uniformly random functions. In addition to replacing the PRFs with
random functions, the fingerprinting algorithm FPf1,f2 differs from the real fingerprinting algorithm in
two ways: it aborts if any of the randomly sampled seeds r collide, and it maintains a set Π of certain
message–codeword pairs.
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GRB
0 (A, λ, τ,∆RB)

1: Π, ΠFP = ∅.
2: Sample S← Vℓ,n, sk← Σ.Gen(1λ), and uniformly random functions

f1 : {0, 1}λ → {±1}m×n × {0, 1}s, f2 : {0, 1}qin−2λ × {0, 1}λ → {0, 1}λ.

3: w′ ← AOFPf1,f2
((S,sk),·,·)(1λ).

4: Output 1 if both:

– Verf1,f2τ (S, sk,w′) = 0.

– ∃w ∈ ΠFP such that ∥w −w′∥2 ≤ ∆RB.

GUF
0 (A, λ, τ,∆UF)

1: Π, ΠFP = ∅.
2: Sample S← Vℓ,n, sk← Σ.Gen(1λ), and uniformly random functions

f1 : {0, 1}λ → {±1}m×n × {0, 1}s, f2 : {0, 1}qin−2λ × {0, 1}λ → {0, 1}λ.

3: w′ ← AOFPf1,f2
((S,sk),·,·)(1λ).

4: Output 1 if both:

– Verf1,f2τ (S, sk,w′) = 1.

– ∀w ∈ ΠFP, ∥w −w′∥2 > ∆UF.

FPf1,f2((S, sk), (T , spec))

1: Sample g ← DRn,σ and compute (w, state) ← SampleFirstD(1λ, spec). If ∥g∥∞ > σ
√
λ,

return ⊥.
2: Sample r← {0, 1}λ. If r is equal to a previously sampled seed, abort and output 0.
3: Let (P, t(1)) = f1(r), let z = ⌊ 1√

m
P(w + g)⌋η, and let t(2) = f2(z, r).

4: Compute ct = Σ.Enc(sk, (z, r, t(2)); t(1)) and c = Encode(ct) ∈ {0, 1}ℓ.
5: Add ((z,P), c) to Π.
6: For i ∈ [ℓ], let c′i =

3
4 −

ci
2 .

7: Sample gFP ← Embed(S, γ̂2

γσw, c′,g).
8: Add w + gFP to ΠFP.
9: return w + gFP.

• GRB
1 and GUF

1 are identical to GRB
0 and GUF

0 , respectively, except that the final verification check is
performed using Verτ,no-decrypt instead of Verf1,f2τ . The algorithm Verτ,no-decrypt, defined below, uses the
set Π to answer verification queries without needing the decryption key sk.
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Verτ,no-decrypt(S,w
′)

1: Compute ζ = γ̂2

γσS
⊤w′ cmod 1 ∈ [−1/2, 1/2)ℓ.

2: c̃ =

{
0 if ζi < 0

1 otherwise
.

3: Compute (z̃, P̃) =

{
(z,P) if there exists c such that ((z,P), c) ∈ Π with ∥c̃− c∥0 ≤ ϵℓ

⊥ otherwise.
.

4: If (z̃, P̃) =⊥, return 0.

5: return 1 if
∥∥∥z̃− 1√

m
P̃w′

∥∥∥
2
≤ τ , 0 otherwise.

• GRB
2 and GUF

2 are identical to GRB
1 and GUF

1 , respectively, except that the adversary’s fingerprinting
oracle is replaced by an oracle FPenc-0. This oracle is identical to FPf1,f2 , except that it samples
P ← {±1}m×n, r ← {0, 1}λ, t(1) ← {0, 1}s, and t(2) ← {0, 1}λ independently, without evaluating f1
and f2, and in Step 4, the oracle instead generates the ciphertext as ct = Σ.Enc(sk,0; t(1)).

• GRB
3 and GUF

3 are identical to GRB
2 and GUF

2 , respectively, except that we defer sampling P until after
the execution of A. We give the definition of GRB

3 below; GUF
3 is defined analogously, with the final

winning condition modified accordingly.

GRB
3 (A, λ, τ,∆RB)

1: Π, ΠFP = ∅.
2: Sample S← Vℓ,n, sk← Σ.Gen(1λ).

3: w′ ← AOFP′
enc-0

((S,sk),·,·)
(1λ).

4: For each (w + g, c) ∈ Π, sample P ← {±1}m×n and replace the entry in Π with
((⌊ 1√

m
P(w + g)⌋η,P), c).

5: Output 1 if both:

– Verτ,no-decrypt(S, sk,w
′) = 0.

– ∃w ∈ ΠFP such that ∥w −w′∥2 ≤ ∆RB.

FP′enc-0((S, sk), (T , spec))

1: Sample g ← DRn,σ and compute (w, state) ← SampleFirstD(1λ, spec). If ∥g∥∞ > σ
√
λ,

return ⊥.
2: Compute ct = Σ.Enc(sk,0; t(1)) where t(1) ← {0, 1}s and c = Encode(ct) ∈ {0, 1}ℓ.
3: Add (w + g, c) to Π.
4: For i ∈ [ℓ], let c′i =

3
4 −

ci
2 .

5: Sample gFP ← Embed(S, γ̂2

γσw, c′,g).
6: Add w + gFP to ΠFP.
7: return w + gFP.

• GRB
4 and GUF

4 are identical to GRB
3 and GUF

3 , respectively, except that the games abort and output 0 if,
in any fingerprinting query made by A, ∥g − gFP∥2 > σ

√
Cℓ for a particular constant C > 0.

6.3 Security proofs

For two security games G,G′ that take as input an adversary A, a security parameter λ, and auxiliary
inputs aux, we write G ≈c G

′ if the two games are computationally indistinguishable; that is, for every PPT
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adversary A and every auxiliary input aux,

|Pr[G(A, λ, aux) = 1]− Pr[G′(A, λ, aux) = 1]| ≤ negl(λ).

We write G ≈s G′ if the two games are statistically indistinguishable, meaning that the above condition
holds even for computationally unbounded adversaries.

Claim 6.1. Assume PRF and MAC are pseudorandom function families. Then the robustness and unforge-
ability games for the predicates L2(∆RB) and L2(∆UF) are computationally indistinguishable from GRB

0 and
GUF

0 , respectively.

Proof. We prove the claim using three hybrids. First, swap PRFk with a uniformly random function f1.
By the pseudorandomness of the PRF, this changes any adversary A’s winning probability by at most a
negligible amount. Next, replace the PRF MACkMAC

with a uniformly random function f2.
It remains to account for the additional abort condition in FPf1,f2 . Since A makes at most poly(λ)

fingerprinting queries, and each seed r is sampled independently and uniformly from {0, 1}λ, the probability
that any two seeds collide is negl(λ), changing the winning probability by at most a negligible amount.

Claim 6.2. Assume that Σ satisfies perfect correctness. Then

GRB
0 ≈s G

RB
1 and GUF

0 ≈s G
UF
1 .

Proof. The only difference between G0 and G1 is how the final verification is performed. Let A be an

adversary and denote w′ ← AOFP(1
λ,(S,sk),·,·) its output. Denote by Π,ΠFP the sets collected during A’s

fingerprinting queries and c̃ the codeword obtained from the weights w′ during the final verification check.
We consider two cases.

First, suppose there exists some c such that ((z,P), c) ∈ Π and ∥c̃−c∥0 ≤ ϵℓ. In G1, the final verification
Verτ,no-decrypt, sets (z̃, P̃) to (z,P). We show that Verf1,f2τ in G0 does the same. Since ((z,P), c) ∈ Π, there
exists some r← {0, 1}λ, t(1), and t(2) such that (P, t(1)) = f1(r), t

(2) = f2(z, r), and c = Encode(ct), where
ct = Σ.Enc(sk, (z, r, t(2)); t(1)). Since the error-correcting code corrects an ϵ-fraction of errors, c̃ decodes
to ct. By perfect correctness of Σ, decrypting ct recovers (z, r, t(2)) exactly. Therefore, the check that
f2(z, r) = t(2) passes, and Verf1,f2τ recovers P̃ = P using f1(r) and sets z̃ = z, just as in G1.

Now suppose that for every ((z,P), c) ∈ Π, we have ∥c̃−c∥0 > ϵℓ. In this case, inG1, Verτ,no-decrypt outputs

0. We show that Verf1,f2τ also outputs 0 except with negligible probability. Suppose, for contradiction, that
Verf1,f2τ outputs 1 with inverse polynomial probability. Whenever this occurs, Verf1,f2τ decrypts c̃ to some
(z̃, r̃, t̃(2)) ̸=⊥ and evaluates f1(r̃) to obtain (P̃, t̃(1)). These values then satisfy

f2(z̃, r̃) = t̃(2) and ∥c̃− c∥0 ≤ ϵℓ, where c = Encode(Σ.Enc(sk, (z̃, r̃, t̃(2)); t̃(1))).

If f2(z̃, r̃) = t̃(2) and the pair (z̃, r̃) is equal to a message-random seed sampled in a previous fingerprinting
query, then the corresponding codeword c would have been added to Π. This contradicts our assumption
that c̃ is more than ϵℓ far in Hamming from every codeword in Π. Therefore, the pair (z̃, r̃) was not used in
a previous fingerprinting query, and so this is the first time f2 is being called on it. Since f2 is a uniformly
random function, its output on the pair is uniformly random. Hence, the probability of the above event is
negligible, contradicting our assumption.

Claim 6.3. Assume Σ is IND-CPA secure. Then

GRB
1 ≈c G

RB
2 and GUF

1 ≈c G
UF
2 .

Proof. We prove the claim for the robustness games, the argument for the unforgeability games is identical.
Let A be a PPT adversary, let q = poly(λ) be the number of fingerprinting queries made by A, and define
hybrids H0, . . . ,Hq where, in Hi, the first i fingerprinting queries are answered as in GRB

2 and the rest as in
GRB

1 . Then H0 = GRB
1 and Hq = GRB

2 . We will show Hi−1 ≈c Hi for each i ∈ [q].
Suppose PPT A distinguishes Hi−1 from Hi with inverse polynomial advantage. We build an IND-CPA

adversary B. B simulates the game for A exactly, answering all queries other than the ith precisely as in
Hi−1/Hi (the two hybrids agree there). At the ith query (D, spec), B samples

w← SampleFirstD(1λ, spec), g← DRn,σ, r← {0, 1}λ, P← {±1}m×n, t(2) ← {0, 1}λ,
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and aborts if r collides with any previous seed, as the fingerprinting algorithm in Hi would. Let z :=
⌊ 1√

m
P(w + g)⌋η. Since in Hi−1, all r’s are distinct and f1, f2 are uniformly random functions, f1(r) and

f2(z, r) are both uniformly random, independent of prior queries; so B’s freshly sampled P, t(2) have exactly
the right distribution. B then decides on two messages

m(0) =
(
z, r, t(2)

)
, m(1) = 0,

submits (m(0),m(1)) to its challenger, and receives ct← Σ.Enc(sk,m(b); t(1)) for a fresh t(1) ← {0, 1}s. We
can see that if b = 0, ct is identically distributed to the ith ciphertext in Hi−1 and if b = 1, ct is identically
distributed to the ith ciphertext in Hi.
B then encodes ct, computes c′ = 3

4−
1
2c, samples gFP via Embed, updates Π,ΠFP as the game prescribes,

and returns w+ gFP to A; all remaining queries and the final verification are simulated as in the respective
hybrid. Note that this is possible because, in these hybrids, verification does not require knowing the
decryption key sk, and no part of the game requires knowing the encryption randomness t(1).

Thus B perfectly simulates Hi−1 when b = 0 and Hi when b = 1, so A’s distinguishing advantage transfers
directly to B’s IND-CPA advantage, contradicting the security of Σ. Hence Hi−1 ≈c Hi for all i ∈ [q], and
by a hybrid argument GRB

1 ≈c G
RB
2 .

Claim 6.4. GRB
2

d
= GRB

3 and GUF
2

d
= GUF

3 . Moreover, assuming ℓ = ω(log λ) and
√

γ2+β2

2 ≥ ln
√

6ℓ
π , then

GRB
3 ≈s G

RB
4 and GUF

3 ≈s G
UF
4 ,

Proof. The first two claims follow because in G2, the only use of P before the final verification check is in
constructing the hidden (z,P) ∈ Π. The fingerprinted weights no longer depend on (z,P), and Π is not
exposed to A. Thus, we may defer sampling P until after A terminates and reconstruct Π with exactly the
same distribution.

The latter two claims follow from Lemma 5.4, which guarantees that, for each of the polynomially
many fingerprinting queries, ∥g − gFP∥2 ≤ σ

√
Cℓ for a particular constant C > 0, except with negligible

probability.

Lemma 6.2 (Hardness of robustness game). Let δJL ∈ (0, 1) and ϵ ∈ (0, 1
4 ) be constants and let the projected

dimension m = m(λ) and number of secrets ℓ = ℓ(λ) satisfy

m ≥ 4 + 2ω(log λ)

δ2JL/2− δ3JL/3
and ω(log λ) ≤ ℓ ≤ o(n).

Let β = β(λ), γ = γ(λ) such that γ̂β
γ

√
5
2π <

√
ϵ

4 be parameters. Assume there exists some t = t(λ) such that

no PPT adversary can solve t-PA(n, ℓ, β, γ) with advantage δ = δ(λ). Then for any robustness parameter
∆RB = ∆RB(λ) satisfying

∆RB ≤
γ

γ̂2
· σα
√
n√

t
, where α =

√
ϵ

4
− γ̂β

γ

√
5

2π
,

any threshold τ = τ(λ) such that

τ ≥
√
1 + δJL

(
∆RB + σ

√
Cℓ

)
+ η
√
m, where C > 0 is a particular constant,

and every PPT adversary A making q = poly(λ) fingerprinting queries,

Pr[GRB
4 (A, λ, τ,∆RB) = 1] ≤ negl(λ) + qδ

Proof. Let A be a PPT adversary. Denote by the random variables Π,ΠFP the sets collected during GRB
4

and w′ the output of A. Condition on the event that there exists wFP = (w + gFP) ∈ ΠFP which satisfies
∥w′−wFP∥2 ≤ ∆RB. We will first show that, except with probability qδ+negl(λ) over S and the adversary’s
randomness, the verifier recovers the message associated with wFP from w′. Conditioned on this event, we
then show that the final verification test accepts except with probability 2−ω(log λ) over the randomness of
the P’s.
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Recovering the message. Let c be the codeword used while generating wFP and let c′ = 3
4 −

1
2c.

Following the proof of Lemma 5.9

ζ =
γ̂2

γσ
S⊤w′ =

(
c′ + e+

γ̂2

γσ
S⊤(w′ −wFP)

)
(cmod 1),

where e← DRℓ, γ̂β
γ
. Define e′ := e+ γ̂2

γσS
⊤(w′ −wFP) (cmod 1). Since ∥w′ −wFP∥2 ≤ ∆RB ≤ γσα

√
n

γ̂2
√
t
, we can

again follow the proof of Lemma 5.9 to see that, assuming that no PPT adversary can solve t-PA(n, ℓ, β, γ)
with advantage δ, together our choice of α implies that

∥e′∥2 ≤
√
ϵℓ

4

except with probability at most qδ + negl(λ).
When this occurs, Lemma 6.3 tells us that at most ϵℓ coordinates satisfy |e′i| ≥ 1

4 . Recall ζi = ( 34 −
ci
2 +

e′i) (cmod 1), so whenever |e′i| < 1/4, the sign of ζi is 1 if ci = 1, −1 if ci = 0. Consequently, ∥c̃− c∥0 ≤ ϵℓ.
Therefore, in Verτ,no-decrypt, (z̃, P̃) is set to the message associated with c,

(z̃, P̃) =

(
⌊ 1√

m
P(w + g)⌋η,P

)
where P← {±1}m×n is fresh and g is the standard Gaussian vector sampled while producing wFP.

Final verification test. Now, fix a secret S and fix the adversary’s randomness such that the recovery
event described above occurs and the game doesn’t abort early. Denote w′ the adversary’s output and
wFP = (w + gFP) ∈ ΠFP the close weights, which are now both fixed. Denote by g the continuous Gaussian
vector sampled during the fingerprinting query that returned wFP

Note P is a uniformly random matrix in {±1}m×n that is independent of the fixed vectors w + g and
w′. By Johnson-Lindenstrauss for binary matrices [Ach03, Theorem 1.1] and our choice of m,

Pr
P

[∥∥∥∥ 1√
m
P((w + g)−w′)

∥∥∥∥
2

>
√
1 + δJL ∥(w + g)−w′∥2

]
≤ 2−ω(log λ).

Moreover, since the game aborts unless ∥g − gFP∥2 ≤ σ
√
Cℓ, by triangle inequality,

∥(w + g)−w′∥2 ≤ ∥(w + g)−wFP∥2 + ∥wFP −w′∥2
≤ σ
√
Cℓ+∆RB,

Taking into account the rounding error, we have that verification accepts except with probability 2−ω(log λ):∥∥∥∥⌊ 1√
m
P(w + g)⌋η −

1√
m
Pw′

∥∥∥∥
2

≤
∥∥∥∥⌊ 1√

m
P(w + g)⌋η −

1√
m
P(w + g)

∥∥∥∥
2

+

∥∥∥∥ 1√
m
P((w + g)−w′)

∥∥∥∥
2

≤ η
√
m+

√
1 + δJL

(
∆RB + σ

√
Cℓ

)
≤ τ.

Therefore, whenever GRB
4 outputs 1, either message recovery fails or we fall in this 2−ω(log λ) probability

event that verification fails. The result follows by a union bound.

The proof above relied on a simple fact, that many of the coordinates of an ℓ2 bounded vector will be
small in magnitude.

Lemma 6.3. Let α ∈ (0, 1), e ∈ [−1/2, 1/2)ℓ with ∥e∥2 ≤ α
√
ℓ. It holds that

|{i : |ei| ≥ 1/4}| ≤ 16α2ℓ
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Proof. Let T := {i : |ei| ≥ 1/4}. This follows from the fact that∑
i∈T

e2i +
∑
i/∈T

e2i ≤ α2ℓ

=⇒ |T |/16 +
∑
i/∈T

e2i ≤ α2ℓ

=⇒ |T | ≤ 16α2ℓ.

Lemma 6.4 (Hardness of unforgeability game). Let δJL ∈ (0, 1) be any constant and let the projected
dimension m = m(λ) and number of secrets ℓ = ℓ(λ) satisfy

m ≥ 4 + 2ω(log λ)

δ2JL/2− δ3JL/3
and ω(log λ) ≤ ℓ ≤ o(n).

For any threshold τ = τ(λ) > 0, any unforgeability parameter ∆UF = ∆UF(λ) satisfying

∆UF ≥
τ + η

√
m√

1− δJL
+ σ
√
Cℓ, where C > 0 is a particular constant,

and every adversary A,
Pr[GUF

4 (A, λ, τ,∆UF) = 1] ≤ negl(λ).

Proof. Fix S ∈ Vℓ,n and the randomness of the adversary A, such that 1) their output w′ satisfies ∥w′ −
wFP∥2 > ∆UF for all wFP ∈ ΠFP, 2) (z̃, P̃) computed during Verτ,no-decrypt is not ⊥, and 3) the game

does not abort early. Note all these events must occur in order for GUF
4 to output 1. Then (z̃, P̃) must

equal (⌊ 1√
m
P(w + g)⌋η,P) for a random P ← {±1}m×n where w + g corresponds to some fingerprinted

(w + gFP) ∈ ΠFP. Again by Johnson-Lindenstrauss [Ach03, Theorem 1.1],

Pr
P

[∥∥∥∥ 1√
m
P((w + g)−w′)

∥∥∥∥
2

<
√
1− δJL ∥(w + g)−w′∥2

]
≤ 2−ω(log λ).

Moreover, we know that

∥w′ − (w + gFP)∥2 > ∆UF =⇒ ∥w′ − (w + g)∥2 > ∆UF − σ
√
Cℓ.

Combining these, verification rejects except with probability 2−ω(log λ):∥∥∥∥⌊ 1√
m
P(w + g)⌋η −

1√
m
Pw′

∥∥∥∥
2

≥
∥∥∥∥ 1√

m
P((w + g)−w′)

∥∥∥∥
2

−
∥∥∥∥⌊ 1√

m
P(w + g)⌋η −

1√
m
P(w + g)

∥∥∥∥
2

>
√
1− δJL

(
∆UF − σ

√
Cℓ

)
− η
√
m ≥ τ.

So GUF
4 outputting 1 implies a negligible probability event.

7 Pancake Alignment Cryptanalysis

We include cryptanalysis to better understand the hardness of the pancake alignment problem. We first show
in Section 7.1 that when the approximation parameter satisfies t < 1, there is an efficient attack. However,
we show once t > 1 is a constant, this same attack no longer works, and that the problem is hard for an
adversary that makes no queries to its Gaussian pancake oracle. We then give two reductions from CLWE
to pancake alignment. The first, in Section 7.2, applies for t = Ω̃(λ), while the second, in Section 7.3, applies
for t = 1/ϵ, where ϵ is the adversary’s advantage.
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7.1 An efficient attack for t < 1

In this section, we show that when t < 1, an adversary that outputs a fixed unit vector v ∈ Sn−1 succeeds
with non-negligible probability. We also show that this same attack fails to succeed when t > 1 is a constant.
First, we present a fact that makes it easier to analyze the distribution of S⊤v for uniformly random S← Vℓ,n.

Fact 7.0.1. Let ℓ, n ∈ N be dimensions such that 1 ≤ ℓ ≤ n. Let v ∈ Sn−1 be fixed and let S← Vℓ,n. Then
S⊤v is distributed as the first ℓ coordinates of a vector sampled uniformly from the unit sphere Sn−1.

Proof. Let R be the rotation that rotates v to the first canonical basis vector, Rv = b(1). Since the uniform
distribution over Vℓ,n is rotationally invariant,

S⊤v
d
= (R⊤S)⊤v = S⊤b(1).

Therefore, it suffices to show that the first row of S satisfies the claim. Let Q← Vn,n. It is a standard fact
that S← Vℓ,n for ℓ ≤ n can be obtained by taking the first ℓ columns of Q, i.e.,

S = (Q[1]| . . . |Q[ℓ])

Formally, Q ← Vn,n means Q sampled from the Haar measure over the orthogonal group O(n). By Haar
invariance, Q and Q⊤ have the same distribution. Hence the first row of Q has the same distribution as
the first column, which is uniform on the unit sphere Sn−1. We can conclude that the first row of S, which
consists of the first ℓ entries of the first row of Q, satisfies

(Q[1]1,Q[2]1, . . . ,Q[ℓ]1)
d
= (s1, . . . , sℓ) , s← Sn−1.

We can now obtain tail bounds on the alignment of a fixed vector v independent of S.

Proposition 7.1. Let ℓ, n ∈ N with n− ℓ > ℓ14, let v ∈ Sn−1 be fixed, and let S← Vℓ,n be random. For any
s > 0,

Pr[∥S⊤v∥22 <
ℓ− 3s

n
] ≤ exp

(
−s2

ℓ

)
,

and

Pr[∥S⊤v∥22 >
ℓ+ 3s

n
] ≤ exp

(
− s2

ℓ+ s

)
.

Proof. Due to Fact 7.0.1, it suffices to analyze the squared norm of the first ℓ coordinates of s ← Sn−1,∑ℓ
i=1 s

2
i , which is distributed as the Beta distribution, Beta( ℓ2 ,

n−ℓ
2 ). Using [Sko23, Theorem 1], we can see

that ∥S⊤v∥22 is concentrated around its mean:

Pr[∥S⊤v∥22 >
ℓ

n
+ ϵ] ≤ exp

(
− ϵ2

2
(
v + cϵ

3

)) and Pr[∥S⊤v∥22 <
ℓ

n
− ϵ] ≤ exp

(
− ϵ2

2v

)
for any ϵ > 0. Here, v is the variance and c is an error term; in our case

v :=
2ℓ(n− ℓ)

n2(n+ 2)
, c :=

4(n− 2ℓ)

n(n+ 1)
.

In particular, if we set ϵ = 3s
n , we have

2v =
4ℓ(n− ℓ)

n2(n+ 2)
≤ 4

ℓ

n2

2
cϵ

3
=

8s(n− 2ℓ)

n2(n+ 1)
≤ 8

s

n2

14We can get a similar bound for the case where n− ℓ ≤ ℓ.
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Meaning ∥S⊤v∥22 > ℓ+3s
n with probability at most

exp
(
− ϵ2

2
(
v + cϵ

3

)) ≤ exp
(
− 9s2/n2

8(ℓ+ s)/n2

)
≤ exp(−s2/(ℓ+ s))

and ∥S⊤v∥22 < ℓ−3s
n with probability at most exp(−s2/ℓ).

Remark 7.1. Proposition 7.1 characterizes the regimes in which the attack that outputs a fixed vector v
succeeds. For simplicity, we consider the setting where ℓ = ω(log λ). When ℓ = O(log λ), a similar analysis
applies, but the attack ceases to succeed once t ≥ ω(log λ).

• When t < 1 is a constant, setting s = ℓ(1−t)
3 and applying the first part of the proposition shows that

∥S⊤v∥22 ≥ t ℓn with probability 1− exp(−Θ(ℓ)), therefore the attack succeeds.

• When t > 1 is a constant, setting s = ℓ(t−1)
3 and applying the second part of the proposition shows that

∥S⊤v∥22 > t ℓn with probability at most exp(−Θ(ℓ)), which is negligible; the attack no longer succeeds.

Another simple attack worth considering is for the adversary to output a normalized Gaussian pancake
vector y

∥y∥2 , where y is obtained from its GPβ,γ oracle. Since y is correlated with the secret, it is not

immediately clear whether this affects alignment. However, recall from Remark 4.4, the alignment between
the secret S and a sample y satisfies

∥S⊤y∥22
d
= ∥ γ

γ̂2
(k+ e)∥22, where k← DZℓ+t,γ̂ for some shift t ∈ [0, 1)ℓ and e← DRℓ, γ̂β

γ
.

The random variable γ
γ̂2 (k + e) is (approximately)15 sub-Gaussian with parameter γ

γ̂2

√
γ̂2 + ( γ̂βγ )2 = 1

[MP11, Lemma 2.8], which means that ∥S⊤y∥22 ≤ O(ℓ) with overwhelming probability in ℓ. Combining
this with the fact that the norm of a Gaussian pancake vector satisfies ∥y∥22 = Θ(n) with overwhelming

probability, then the alignment
∥S⊤y∥22
∥y∥22

≤ O(ℓ/n), so such an attack fails once t is a large enough constant.

7.2 Reduction from KDS Gaussian Pancake for t = Ω̃(
√
λ)

In this section, we present the proof for the key component of Theorem 4.1. This reduction consists of three
parts. We first show that, assuming the KDS Gaussian pancake problem is hard, then for a single secret
ℓ = 1, the pancake alignment problem is hard when t =

√
nω(log λ), where n is the dimension. Next, we

show how to lift hardness from lower to higher dimensions: hardness in dimension λ < n implies hardness in
dimension n for roughly the same t. Combined with the first result, this gives hardness for t =

√
λω(log λ)

even when n > λ. Finally, we show that hardness for the single-secret problem implies hardness for the
multi-secret problem with roughly the same t, provided that the number of secrets satisfies ℓ = o(n).

Proposition 7.2. Let λ ∈ N be a security parameter and let γ = γ(λ), β = β(λ) be parameters. Assume
that no PPT adversary solves GPshift(λ, 1, β, γ) with advantage ϵ = ϵ(λ). Then for any n = poly(λ), ℓ = ℓ(λ)
satisfying n− ℓ ≥ λ and ℓ = o(n), there exists some t∗ satisfying

t∗ = O(
√
λ log λ)

such that for any t = t(λ) ≥ t∗, no PPT adversary can solve t-PA(n, ℓ, β, γ) with advantage more than
ℓ
√
ϵ+ negl(λ).

Proof. Fix n, ℓ satisfying the conditions of the theorem. By Lemma 7.1 with k = log2 λ, no PPT adversary
can solve t′-PA(λ, 1, β, γ) with advantage

√
ϵ+ negl(λ), where

t′ =
√
2λ log λ+

√
2λ log λ√
λ− 1

= Θ(
√
λ log λ).

15When γ̂ > ηϵ(Zℓ), it is ln( 1+ϵ
1−ϵ

) sub-Gaussian as in [MP11].
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By Lemma 7.2 and the fact that n − ℓ + 1 > λ, no PPT adversary can solve t′′-PA(n − ℓ + 1, 1, β, γ) with
advantage

√
ϵ+ negl(λ) + negl(λ) where t′′ satisfies

t′′(
λ

t′′ + r(n− ℓ+ 1)
) = t′, where r := 4

λ− 1

n− ℓ
,

which, when rearranged, tells us that

t′′ =
(t′/λ)r(n− ℓ+ 1)

1− (t′/λ)
= Θ

( t′

1− (log λ/
√
λ)

)
= O(t′).

Finally, by Lemma 7.3, no PPT adversary can solve t∗-PA(n, ℓ, β, γ) with advantage ℓ(
√
ϵ+ negl(λ)+negl(λ))

where

t∗ =
n

n− ℓ+ 1
t′′ =

t′′

1− o(1)
, when ℓ = o(n).

Because increasing t only makes the problem harder, for any t ≥ t∗ = O(
√
λ log λ), no PPT adversary can

solve t-PA(n, ℓ, β, γ) with advantage ℓ
√
ϵ+ negl(λ).

7.2.1 The reduction for a single secret

Before beginning, observe that for any rotation R ∈ SO(n), it is easy to generate samples with a rotated
secret, GPβ,γ(Rs, ·, ·), using only an oracle for the unrotated secret GPβ,γ(s, ·, ·). On input z ∈ [0, 1), u ∈ Rn,
simply rotate the sample generated by the oracle,

Ry, where y← GP(s,R⊤u, z).

We can see that

Ry
d
= Rv + (k/γ′ + e)Rs,

where Rv is distributed as Gaussian from the subspace orthogonal to Rs, and k ← DZ+b,γ̂ with a shift b
satisfying

b = (−s⊤(R⊤u) + z mod 1) = (−(Rs)⊤u+ z mod 1),

which is exactly a sample from GP(Rs,u, z). This observation will allow us to define a Gaussian pancake
adversary that uses a pancake alignment adversary on simulated oracles with randomly rotated secrets. If
the pancake alignment adversary is successful, then in the real-oracle case each output vector, after being
rotated back, exhibits a common directional bias towards the secret s. In contrast, when the oracle is
Null, the output of the pancake alignment adversary is independent of the random rotation. Rotating the
resulting vectors back therefore produces uniformly distributed vectors with no common preferred direction.
This distinction can be exploited to distinguish the Gaussian pancake oracle from Null.

Lemma 7.1. Let n = n(λ) be the dimension, and let β = β(λ), γ = γ(λ) be parameters. Assume there is
no PPT adversary that can solve GPshift(n, 1, β, γ) with advantage ϵ. Then for any k = k(λ), there exists
some t∗ = Θ(

√
nk) such that for any t ≥ t∗, no PPT adversary can solve t-PA(n, 1, β, γ) with advantage√

ϵ+ 8 exp(−k).

Proof. For contradiction, assume there is some k, some t ≥ (
√
2kn +

√
2kn√
n−1 ) = Θ(

√
nk), and some PPT

adversary A such that for s← Sn−1, v← AGP(s,·,·)(1λ),

Pr[(v⊤s)2 ≥ t/n] =
√

ϵ+ 8 exp(−k), where v ∈ Sn−1.

Then we can construct an adversary BO(·,·) against the (worst case) Gaussian pancake distinguishing problem.
BO(·,·)(1λ) does as follows:

• For i ∈ [2] sample a uniformly random rotation Ri ← SO(n).

• For i ∈ [2], run v(i) ← ARiO(R⊤
i ·,·)(1λ) independently with fresh randomness.
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• Output 1 if

|(R⊤1 v(1))⊤(R⊤2 v
(2))| ≥

√
2k

n
,

0 otherwise.

Here, RiO(R⊤i ·, ·) is the oracle described above, that takes inputs z ∈ [0, 1), u ∈ Rn, queries from the oracle
y← O(R⊤i u, z), and rotates the output sample Riy. We can see what happens in each case.

Null case: When B is given a null oracle, meaning O(·, ·) ignores its inputs and outputs standard Gaussian
vectors, each query to the rotated oracleRiO(R⊤i ·, ·) returnsRig where g← DRn,1. By rotational invariance,
each query is distributed exactly as a query to O(·, ·). Therefore, outputs v(1), v(2) are independently
distributed as outputs of AO(·,·)(1λ). We can see that u(1) := R⊤1 v

(1) and u(2) := R⊤2 v
(2) are distributed

as independent uniform vectors from Sn−1, since v(i) is independent of Ri. By Lemma 3.5 and symmetry,
conditioned on u(1),

|(u(1))⊤u(2)| ≥
√

2k

n
,

with probability at most 4 exp(−k) over u(2). Therefore, the same holds with probability over u(1) and u(2).

Pancake case: When O(·, ·) outputs Gaussian pancake vectors for the secret s ∈ Sn−1, as mentioned
above, RiO(R⊤i ·, ·) has the same distribution as an oracle GP(Ris, ·, ·). We can express the adversary’s
output as its component in the secret direction plus its component in the orthogonal directions:

v(i) =
√

1− δ2i a
(i) + δiRis,

where δi := (Ris)
⊤v(i) = s⊤u(i) is the component in the secret direction, and a(i) is a random vector in the

subspace orthogonal to Ris. We then get that after unrotating the adversary’s output,

u(i) = R⊤i v
(i) =

√
1− δ2i ã

(i) + δis,

where ã is some vector in the subspace orthogonal to s. We can see that the alignment

|(u(1))⊤u(2)| = |(
√

1− δ21 ã
(1) + δ1s)

⊤(
√
1− δ22 ã

(2) + δ2s)|

= |
√
1− δ21

√
1− δ22((ã

(1))⊤ã(2)) + δ1δ2|

≥ |δ1δ2| − |(ã(1))⊤ã(2)|,

where the last inequality follows from reverse triangle inequality and the fact that |δi| ≤ 1.
To deal with the second term, intuitively notice that ã(i) is obtained by un-rotating the component a(i),

which describes the portion of the adversary’s output that is orthogonal to Ris. Because the adversary only
has access to the rotation Ri through the direction Ris revealed by the oracle, it has no information about
how Ri acts on the subspace s⊥. Therefore, when we un-rotate it to get ã(i) = R⊤i a

(i), we get a uniformly
random direction within s⊥. Lemma 7.4 formalizes this intuition, guaranteeing that ã(i) is uniform over
Sn−1 ∩ s⊥. Since the vectors ã(i) are independent and uniform over the same n − 1 dimensional subspace
and rotations preserve inner product, we know their inner product is distributed as the inner product of two
random vectors that are uniform on Sn−2. Using the same argument as the null case, we get that

|(ã(1))⊤ã(2)| ≥
√

2k

n− 1
,

with probability at most 4 exp(−k). For the first term, we have |δ1δ2| ≥ t
n with probability at least

ϵ + 8 exp(−k), as this occurs when the pancake alignment adversary succeeds on two independent runs.
Therefore, with probability more than ϵ+ 4 exp(−k),

|(u(1))⊤u(2)| ≥ t

n
−
√

2k

n− 1
,
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which is at least
√

2k
n due to our lower bound on t. Therefore, B’s distinguishing advantage is at least ϵ,

contradicting the assumed Gaussian pancake hardness.

7.2.2 Reducing low-dimensional PA to high-dimensional PA

In the prior section, we get a
√
n term in t. Here, we present a way to decrease t when the dimension n

is much larger than the security parameter λ, by showing that the hardness of the lower dimension version
implies the hardness of a higher dimension version with the a similar t. In doing so, we can instead set
t =

√
λω(log λ) even in n > λ dimensions.

Lemma 7.2. Let β = β(λ), γ = γ(λ), t = t(λ) be parameters, and let ϵ = ϵ(λ) be the advantage. There
exists some t∗ satisfying

t∗ = O
(
t
( λ

t+ λ

))
,

such that if there is no PPT adversary that solves t∗-PA(λ, 1, β, γ) with advantage ϵ, then for any n =
poly(λ) ≥ λ, there is no PPT adversary that solves t-PA(n, 1, β, γ) with advantage ϵ+ negl(λ).

Proof. For contradiction, say there is an n ≥ λ and an adversary A that solves the n-dimensional problem.
Then we construct a PPT adversary BGP(s,·,·) for s ∈ Sλ−1 as follows. B first chooses an arbitrary U ∈ Vλ,n

and samples a random R← SO(n). It implements an oracle GP(RUs,u ∈ Rn, z ∈ [0, 1)]) by doing

• Sample g← DRn−λ,1.

• Sample y← GP(s,U⊤R⊤u, z) using its oracle.

• Output (R(Uy +U⊥g)).

B then simulates v← AGP(RUs,z,·)(1λ) and outputs U⊤R⊤v
∥U⊤R⊤v∥2 .

We see that B perfectly simulates the distribution of AGP(s′,·,·) for s′ = RUs ← Sn−1 (by the same ar-
gument as in the proof of Lemma 8.4). Therefore,

α2 :=
(
s⊤(U⊤R⊤v)

)2 ≥ t

n

with probability at least ϵ+ negl(λ). Recall we can rewrite

v =
√
1− α2a+ α(RUs)

where a ∈ (RUs)⊥. When we un-rotate v, we get

R⊤v =
√

1− α2a′ + α(Us)

where a′ ← Sn−1 ∩ (Us)⊥, by Lemma 7.4. Then, when we project, we get

U⊤R⊤v =
√
1− α2U⊤a′ + αs

where the norm satisfies

∥U⊤R⊤v∥22 = (1− α2)∥U⊤a′∥22 + α2,

By Lemma 7.6, ∥U⊤a′∥22
d
= Beta(λ−12 , n−λ

2 ), which has mean λ−1
n−1 .

Using standard concentration results [Sko23, Theorem 1], ∥U⊤a′∥22 ≤ 4λ−1
n−1 with probability at least

1− negl(λ). Denote r := 4λ−1
n−1 . Conditioned on this and α2 ≥ t/n, we have,

(s⊤U⊤R⊤v)2

∥U⊤R⊤v∥22
≥ α2

r + α2(1− r)

≥ 1

1 + r
α2

≥ 1

1 + rn
t
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Therefore, if we set the approximation t∗ such that the above alignment is always larger:

1

1 + rn
t

≥ t∗

λ
⇐⇒ t∗ ≤ t(

λ

t+ rn
) = Θ(

tλ

t+ λ
)

then B succeeds with probability at least ϵ on any s.

7.2.3 Reducing single-secret PA to multi-secret PA

Lemma 7.3. Let n = n(λ) be the dimension and ℓ = ℓ(λ) with n − ℓ ≥ λ and ℓ = o(n) be the number
of secrets. Let β = β(λ), γ = γ(λ), t = t(λ) be parameters and let ϵ = ϵ(λ) be the advantage. There exists
t∗ = t(1− o(1)) such that if no PPT adversary can solve t∗-PA(n− ℓ+ 1, 1, β, γ) with advantage ϵ, then no
PPT adversary can solve t-PA(n, ℓ, β, γ) with advantage ℓϵ.

Proof. For the sake of contradiction, suppose there exists an adversaryA that solves the multi-secret problem;
that is, with probability ℓϵ over S← Vℓ,n and v← AGP(S,·,·)(1λ),

ℓ∑
i=1

(S[i]⊤v)2 ≥ t
ℓ

n
.

Denote n′ := n− ℓ+ 1. We construct an adversary BGP(s,·,·) for the lower-dimensional 1-secret problem.
At the beginning, B samples R ← SO(n) and j ← [ℓ]. Given inputs u ∈ Rn and z ∈ [0, 1)ℓ, B simulates a
query to GP(S,u, z) as follows:

• Let u′ = R⊤u.

• Sample y1 ← GP(Ij−1,u
′[1 : j − 1], z[1 : j − 1]) ∈ Rj−1.

• Sample y2 ← GP(s,u′[j : n′ + j − 1], zj) ∈ Rn′
using the oracle.

• Sample y3 ← GP(Iℓ−j ,u
′[n′ + j : n], z[j + 1 : ℓ]) ∈ Rℓ−j .

• Let y∗ =

y1

y2

y3

 , and return Ry∗.

B then runs v← AO(·,·)(1λ), where O is the oracle described above, and outputs (R⊤v)[j:n′+j−1]
∥(R⊤v)[j:n′+j−1]∥2 .

Conditioned on j, on each oracle call, the sample y∗ before rotation is distributed as a sample from
GP(S∗,R⊤u, z), where

S∗ =

Ij−1 0 0
0 s 0
0 0 Iℓ−j

 .

The columns of S∗ are orthonormal. Therefore, after applying the random rotation, Ry∗ is distributed as
GP(S,u, z) where S = RS∗ is uniformly distributed in Vℓ,n. Conditioned on j, v is then distributed exactly
as if it were generated by A with an oracle GP(S, ·, ·) for a uniformly random secret.

Now define the events

Ei =

{
(S[i]⊤v)2 ≥ t

n

}
.

If B picks j and Ej occurs, then we can see that B will succeed with the approximation t∗ := tn′

n . This is
because

(s⊤(R⊤v[j : n′ + j − 1]))2 = (S∗[j]⊤(R⊤v))2

= (S[j]⊤v)2

≥ t

n
=

t∗

n′
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So B succeeds with approximation factor t∗ = t(n−ℓ+1)
n = t(1− o(1)) when ℓ = o(n). Note this also true of

the normalized vector, since ∥(R⊤v)[j : n′ + j − 1]∥2 ≤ 1.
It remains to bound the probability of this event when j is chosen uniformly from [ℓ]. By assumption,

∥S⊤v∥22 ≥ t ℓn with probability ℓϵ, which implies that at least one Ei must occur with this probability.

Hence, Pr
[⋃ℓ

i=1 Ei

]
≥ ℓϵ. Since B chooses j uniformly from [ℓ], its success probability is 1

ℓ

∑ℓ
i=1 Pr[Ei] ≥

1
ℓ Pr

[⋃ℓ
i=1 Ei

]
≥ ϵ, contradicting the assumed hardness.

7.2.4 Facts about the uniform distribution on the sphere restricted to a subspace

Lemma 7.4. Let ℓ, n ∈ N with ℓ < n and S ∈ Vℓ,n be fixed. Let R← SO(n) be a uniformly random rotation.
Let a ∈ Rn be a random vector that can be generated as a ← A(RS) by some (potentially unbounded)
adversary A. Then if we project a to the subspace orthogonal to RS and un-rotate it,

R⊤Π(RS)⊥a,

its direction is distributed uniformly over Sn−1 ∩ S⊥ (conditioned on this vector being non-zero).

Proof. Since S has orthonormal columns and R is orthogonal, RS also has orthonormal columns, so
Π(RS)⊥ = I− (RS)(RS)⊤. Let Q ∈ SO(n) be any rotation satisfying QS = S. We know that

(RQ)S = R(QS) = RS.

We have the deterministic identity

Q⊤R⊤(I− (RS)(RS)⊤)A(RS) = (RQ)⊤(I− (RQS)(RQS)⊤)A(RQS).

Since R is uniformly (Haar) random, RQ
d
= R, so we have

Q⊤R⊤(I− (RS)(RS)⊤)a
d
= R⊤(I− (RS)(RS)⊤)a.

Since this holds for every Q ∈ SO(n) with QS = S and the same invariance holds for the direction of
R⊤(I− (RS)(RS)⊤)a, then by Lemma 7.5,

R⊤(I− (RS)(RS)⊤)a

∥R⊤(I− (RS)(RS)⊤)a∥2
← Sn−1 ∩ S⊥.

Lemma 7.5. Let ℓ, n ∈ N with ℓ < n, let S ∈ Vℓ,n be fixed, and let a ∈ Sn−1 ∩ S⊥ be random. If, for every

Q ∈ SO(n) satisfying QS = S, Qa
d
= a, then a is distributed uniformly over Sn−1 ∩ S⊥.

Proof. Let M ∈ SO(n) be a change of coordinates such that

M(S⊥) = span(b(1), . . . ,b(n−ℓ)),

where b(i) is the ith canonical basis vector. Consider the pushforward distribution Ma. For every Q as
above,

(MQM⊤)(Ma) = M(Qa)
d
= Ma.

So Ma is invariant under every rotation of the form MQM⊤. Since Q fixes S pointwise and acts arbitrarily
on S⊥,

MQM⊤ =

[
P 0
0 Iℓ

]
for some P ∈ SO(n− ℓ), i.e. Q in M’s coordinate system acts only on MS⊥ = span(b(1), . . . ,b(n−ℓ)). Thus
Ma, which is only supported on the first n− ℓ coordinates, is invariant under every rotation acting on those
coordinates. Identifying

Sn−1 ∩ span(b(1), . . . ,b(n−ℓ)) ∼= Sn−ℓ−1,
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this means Ma is invariant under SO(n − ℓ) acting on Sn−ℓ−1. By uniqueness of the Haar measure, the
distribution of Ma must be uniform over Sn−1 ∩ span(b(1), . . . ,b(n−ℓ)). It follows that a = M⊤(Ma) is
uniformly distributed over

M⊤
(
Sn−1 ∩ span(b(1), . . . ,b(n−ℓ))

)
= Sn−1 ∩ S⊥.

Lemma 7.6. Let λ, n ∈ N such that 1 < λ < n, let x ∈ Sn−1 be fixed, and let a← Sn−1 ∩ x⊥. Let W ⊆ Rn

be a λ-dimensional subspace containing x. Then

∥ΠWa∥22
d
= Beta

(
λ− 1

2
,
n− λ

2

)
,

where ΠW denotes the orthogonal projection onto W .

Proof. Since a ∈ x⊥,
ΠWa = ΠW∩x⊥a.

The subspace x⊥ has dimension n− 1, and

dim
(
W ∩ x⊥

)
= λ− 1,

since x ∈W . Since changing the coordinate system preserves Euclidean norms, we may choose a coordinate
system adapted to x and W . Namely, let the final basis vector be x and choose the first λ− 1 basis vectors
to form an orthonormal basis for W ∩ x⊥. These choices are compatible since W ∩ x⊥ is orthogonal to x.
Completing these vectors to an orthonormal basis {d(i)} gives a coordinate system in which

x⊥ = span(d(1), . . . ,d(n−1))

and
W ∩ x⊥ = span(d(1), . . . ,d(λ−1)).

Therefore, in this coordinate system, we can express

a = [a1, . . . , an−1, 0]
⊤,

where [a1, . . . , an−1] is uniformly distributed on Sn−2, and we have

∥ΠWa∥22 =

λ−1∑
i=1

a2i ,

which is distributed as

∥ΠWa∥22
d
= Beta

(
λ− 1

2
,
n− λ

2

)
.

7.3 Reduction from KDS Gaussian Pancake for t = 1
advantage

Here, we give the proof of Theorem 4.2. This reduction is particularly interesting when we only need to rule
out adversaries that succeed with high probability. The idea behind this reduction is that if an adversary
can produce a vector v that is often biased toward the secret direction, then repeatedly un-rotating the
outputs of AGP(Rs,·,·) for random rotations R should yield vectors that remain consistently biased toward
s. In contrast, repeatedly un-rotating the outputs of ANull(·,·) should produce vectors whose directions are
uniformly distributed. We leverage this gap to construct a distinguisher. Notably, this reduction only
requires the relatively weak assumption that the GP problem is hard for almost all instances.
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Proposition 7.3. Let n = n(λ) ≥ λ be the dimension, and let β = β(λ), γ = γ(λ) be parameters. Assume
no PPT adversary can solve GPshift(n, 1, β, γ) with advantage 1−negl(λ). Then for any ϵ = ϵ(λ), there exists

t∗ =
1

ϵ
(1 + o(1))

such for any t = t(λ) ≥ t∗, no PPT adversary can solve t-PA(n, 1, β, γ) with advantage ϵ.

Proof. For contradiction, assume there is some PPT adversary A such that for s← Sn−1, v← AGP(s,z,·)(1λ)
satisfies

Pr[(v⊤s)2 ≥ t/n] = ϵ, where v ∈ Sn−1.

Then we can construct an adversary BO(·,·) against the Gaussian pancake distinguishing problem. Let
m = ω(n3). BO(·,·)(1λ) does as follows:

• For i ∈ [m] sample a uniformly random rotation Ri ← SO(n).

• For i ∈ [m], run v(i) ← ARiO(R⊤
i ·,·)(1λ) independently with fresh randomness.

• Compute the empirical covariance matrix Σ̂ = 1
m

∑m
i=1 R

⊤
i v

(i)(v(i))⊤Ri.

• Compute the eigenvalues λ̂1, . . . , λ̂n of Σ̂.

• Output 1 iff there is a pair of eigenvalues λ̂i, λ̂j with i ̸= j such that

|λ̂i − λ̂j | > 4

√
n

m
.

Recall the oracle RiO(R⊤i ·, ·) is the oracle that rotates the first input and the output of the sample from O,

as in the proof of Lemma 7.1. Let R← SO(n), v← ARO(R⊤,·,·)(1λ) be random variables. Consider the two
cases.

Null case: When the oracle O(·, ·) ignores its inputs and outputs standard Gaussian vectors, each query
to RO(R⊤·, ·) returns Rg where g ← DRn,1. As in the proof of the previous reduction, this is distributed
exactly the same as a query to O(·, ·). We can analyze the covariance matrix for the random variable
u := R⊤v,

E[uu⊤] = ER,A,O[R
⊤ARO(R⊤·,·)(1λ)ARO(R⊤·,·)(1λ)⊤R]

= E[R⊤AO(·,·)(1λ)AO(·,·)(1λ)⊤R]

= Es←Sn−1 [ss⊤]

which has all eigenvalues equal, λ1 = λ2 = . . . = λn = 1
n . Since the random variables R⊤i v

(i) are independent
copies of u, Corollary 7.7.2 tells us that,

|λ̂i − λi| ≤ 2

√
n

m

for all i ∈ [n] simultaneously with probability 1 − 2ne−n/2. Therefore, the absolute difference between any

two λ̂i, λ̂j is at most 4
√

n
m , meaning B will output 0 with probability at least 1− 2ne−n/2.

Pancake case: Consider a fixed s ∈ Sn−1, and consider the oracle O(·, ·) that outputs Gaussian pancake
vectors with secret s. Then RO(R⊤·, ·) has the same distribution as an oracle for GP(Rs, ·, ·). Recall from
the proof of Lemma 7.1 we can rewrite

u = R⊤v =
√
1− δ2ã+ δs
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where δ := s⊤u, and the direction ã is distributed as uniform over Sn−1 ∩ s⊥ independent of δ, so
√
1− δ2ã

has mean 0. This tells us that

ER,A,O[uu
⊤] = E[(1− δ2)ãã⊤] + E[δ2]ss⊤ =

1− E[δ2]
n− 1

(I− ss⊤) + E[δ2]ss⊤,

The coefficient 1−E[δ2]
n−1 follows from the fact that

√
1− δ2ã is rotationally invariant over the subspace s⊥.

Therefore, the covariance matrix restricted to s⊥ is isotropic, with all n− 1 eigenvalues being equal. Since,

tr(E[(1− E[δ2])ãã⊤]) = 1− E[δ2],

each eigenvalue in the orthogonal subspace is 1−E[δ2]
n−1 .

WLOG, let λ̂1 denote the eigenvalue corresponding to E[δ2]. By Corollary 7.7.2, with probability at least

1−2ne−n/2, λ̂1 is within absolute distance 2
√

n
m of E[δ2] and λ̂2 is within absolute distance 2

√
n
m of 1−E[δ2]

n−1 .
Let β1, β2 denote their errors respectively. Conditioned on this event, we have,

λ̂1 − λ̂2 ≥
(n− 1)E[δ2]− (1− E[δ2])

n− 1
+ β1 − β2

≥ nE[δ2]− 1

n− 1
− 4

√
n

m

≥ tϵ− 1

n− 1
− 4

√
n

m
,

where we use the fact that E[δ2] = E[((Rs)⊤AGP(Rs,·,·))2] ≥ t
n (Pr[A succeeds]) ≥ tϵ/n. Now, so long as

t >
1

ϵ

(
1 + 8(n− 1)

√
n

m

)
=

1

ϵ
(1 + o(1)),

the difference between λ̂1 and λ̂2 is more than 4
√

n
m , meaning B will output 1 with probability at least

1− 2ne−n/2. Because this holds for every secret s ∈ Sn−1, it holds on average over s← Sn−1.

7.3.1 Covariance estimation

In prior section, we use the following facts that allow us to estimate the covariance of random unit vectors.
For self-adjoint matrices A and B, we write A ≼ B to denote that B−A is positive semidefinite. We write
λi(A) for the ith eigenvalue of A.

Lemma 7.7 ([Tro12] Matrix Hoeffding). Let X1, . . . ,Xm be random self-adjoint matrices with dimension
n, and let A1, . . . ,Am be fixed self-adjoint matrices with dimension n. Assume each Xi satisfies

E[Xi] = 0 and X2
i ≼ A2

i almost surely

Then for all t ≥ 0,

Pr[λmax(

m∑
i=1

Xi) ≥ t] ≤ n exp(− t2

8σ2
)

where σ2 = ∥mA2∥op.

Fact 7.7.1. Let u be a random vector from a distribution over Sn−1. Then almost surely,

−I ≼ uu⊤ − E[uu⊤] ≼ I

Proof. u is supported on unit vectors, so 0 ≼ uu⊤ ≼ I with probability 1, which implies the same about its
expectation, 0 ≼ E[uu⊤] ≼ I.

Setting Xi = ±(u(i)(u(i))⊤ − E[uu⊤]) and Ai = I, we get the following.
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Corollary 7.7.1. Let u(1), . . . ,u(m) be i.i.d. from a distribution U over the unit sphere. Then

Pr[
∥∥∥ m∑

i=1

u(i)(u(i))⊤ −mEu←U [uu
⊤]
∥∥∥
op
≤ t] ≥ 1− 2n exp(− t2

8m
)

Proof. We use the fact that for a symmetric matrix x =
∑m

i=1 u
(i)(u(i))⊤−mEu←U [uu

⊤], ∥X∥op = maxi |λi|.
Since λmax(X) and λmax(−X) are simultaneously smaller than t with the stated probability, it follows that
the operator norm is bounded by t with the same probability.

Corollary 7.7.2. Let u(1), . . . ,u(m) be i.i.d. from a distribution U over the unit sphere. Let ϵ ∈ (0, 1).
Then with probability at least 1− ϵ, for every i ∈ [n],∣∣∣λi(

1

m

m∑
i=1

u(i)(u(i))⊤)− λi(E[uu⊤])
∣∣∣ ≤ 2

√
2 ln( 2nϵ )

m

Proof. Denote A := 1
m

∑m
i=1 u

(i)(u(i))⊤ and B := E[uu⊤]. From Corollary 7.7.1,

∥mA−mB∥op ≤ 2

√
2m ln(

2n

ϵ
)

with probability at least 1−ϵ. Therefore, the operator norm between A and B is at most 2√
m

√
2 ln( 2nϵ ). The

result follows from Weyl’s inequality, which states the absolute difference between corresponding eigenvalues
of A and B is upper bounded by the operator norm of their difference.

8 Hardness of Key-Dependent Shifted Gaussian Pancake

Here, we recall the proposition, that the multi-secret, KDS Gaussian pancake distinguishing problem is hard
assuming CLWE with normalized binary secrets is hard. We prove the statement through a series of auxiliary
lemmas.

Proposition 8.1. Let λ ∈ N be a security parameter. Let γ = γ(λ) ≥
√
3λω(log λ) and β = 1/poly(λ)

be parameters. Assume no PPT adversary solves CLWE(λ, β/
√
2, γ, U( 1√

λ
{±1}λ)) with advantage δ = δ(λ).

Then for every n = poly(λ) > λ and ℓ = poly(λ) such that n− ℓ ≥ λ, there is no PPT adversary that solves
GPshift(n, ℓ, β, γ) with advantage ℓ(δ + negl(λ)).

Proof. The condition γ ≥
√

3λω(log λ) implies that, for every m = poly(λ), γ ≥
√
λ(lnm+ lnλ+ ω(log λ)).

Hence, by Lemma 8.1 with S := U({±1}λ), no PPT adversary solves CLWEshift(λ, β/
√
2, γ, 1√

λ
S) with advan-

tage δ + negl(λ). By Lemma 8.2, this implies that no PPT adversary solves CLWEshift(λ, β/
√
2, γ, U(Sλ−1))

with advantage δ + negl(λ). By Lemmas 8.3 and 8.4, and the fact that n − ℓ + 1 > λ, no PPT adversary
succeeds at GPshift(n − ℓ + 1, 1, β, γ) with advantage δ + negl(λ). Finally, Lemma 8.5 implies that no PPT
adversary solves GPshift(n, ℓ, β, γ) with advantage ℓ(δ + negl(λ)).

8.1 CLWE with key-dependent shift

We define an intermediate problem, the decisional continuous LWE problem with a secret-dependent shift.

Definition 8.1 (CLWE with KDS distribution). Let n ∈ N and γ, β ∈ R>0. For a secret s ∈ Rn and a shift
u ∈ Rn, we define the u-shifted CLWE distribution u-CLWEs,shift(n, β, γ) as the distribution that generates
samples

(y, γs⊤y + γs⊤u+ e mod 1),

where y← DRn,1 and e← DR,β.

Definition 8.2 (Decisional CLWE with KDS). Let n = n(λ), γ = γ(λ), β = β(λ) be parameter families,
and let W = {Wλ} be a family of distributions over Sn−1. The CLWE with key-dependent shift problem
asks to distinguish between an oracle CLWEs,shift(·) for a random s←Wλ, which takes as input u ∈ Rn and
returns a fresh sample from u-CLWEs,shift(n, β, γ), and a null oracle Null which ignores its input and outputs
fresh null samples.
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8.2 Reducing normalized binary secret CLWE to CLWE with KDS

The key idea behind the reduction (inspired by [GVV22]) is that a sufficiently wide Gaussian sample y ←
DRλ,τ can be viewed as consisting of an integer part and a fractional part a ∈ [0, 1)λ, where the fractional
part is uniformly random. Given such a sample, we can first compute its fractional part a. We can then
sample a fresh Gaussian whose fractional part is a − u (mod 1), which is still uniform. Thus, while in the
discrete LWE analogue of this reduction, one subtracts u directly from the uniform sample, here we subtract
u only from the fractional part of the Gaussian sample.

Lemma 8.1. Let λ ∈ N be the security parameter (and dimension), let m = poly(λ) be the number of
samples, and let S = {Sλ} be a family of distributions over Zλ with fixed norm r = r(λ). Assume no PPT
adversary making m queries to its oracle solves CLWE(λ, β, γ, 1

rS) with advantage δ = δ(λ), where β = β(λ),
γ = γ(λ) are parameters satisfying

γ ≥ r
√
lnm+ lnλ+ ω(log λ).

Then there is no PPT adversary making m queries to its oracle that solves CLWEshift(λ, β, γ,
1
rS) with ad-

vantage δ + negl(λ).

Proof. Denote τ = γ/r. We know τ ≥
√
lnm+ lnλ+ ω(log λ). We show that for any s ∈ supp( 1rS), one

can simulate a single query to a CLWEs,shift(·) oracle using a single query to its CLWEs oracle, incurring only
negl(λ) loss in advantage.

In particular, given input u∗ ∈ Rλ, an adversary AO can generate samples as follows:

• Sample (y, b)← O.

• Let a = (τy) mod 1.

• Let u = τu∗.

• For i ∈ [λ], sample y′i ← DZ+(ai−ui mod 1),τ . Denote y′ = (y′1, . . . , y
′
λ).

• Output (y
′

τ , b).

For the case where O is the CLWEs oracle, we want to argue that (y
′

τ , b) is negligibly close to a u∗-shifted
sample when y is standard Gaussian and b = γs⊤y + e mod 1. Note that

y′ = a− u = τy − τu∗ (mod 1),

which implies that
τy = y′ + τu∗ (mod 1).

Since rs ∈ Zλ and γ = rτ , A’s simulated samples satisfy

(
y′

τ
, (rτ)s⊤y + e mod 1) = (

y′

τ
, (rs)⊤(τy) + e mod 1)

= (
y′

τ
, (rs)⊤(y′ + τu∗) + e mod 1)

= (
y′

τ
, (rτ)s⊤(

y′

τ
+ u∗) + e mod 1)

= (
y′

τ
, γs⊤(

y′

τ
) + γs⊤u∗ + e mod 1).

It remains to show that y′ looks like DR,τ when y is standard Gaussian, which implies that the above
is distributed as a u∗-shifted CLWEs,shift sample. From Lemma 3.7, for i ∈ [λ], ai = (τyi mod 1) is within
negl(λ)/(λm) in statistical distance of uniform over [0, 1). Therefore the shifted (ai − ui mod 1) is also
negl(λ)/(λm) close to uniform over [0, 1). By the data processing and triangle inequalities, as well as Lemma
3.6,

y′i ← DZ+(ai−ui mod 1),τ
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is 2negl(λ)/(λm) close to DR,τ . In total, there are λm coordinates (λ coordinates per query) sampled like
this, so by triangle inequality the m generated samples are 2negl(λ) close to m CLWEs,shift samples. Note in
the case where O is the null oracle, this also implies that the m generated samples are 2negl(λ) close to m null
samples. Therefore, the advantage of A is at least the advantage of any CLWEshift(λ, β, γ

1
rS) distinguisher

making m queries (with a negligible loss).

8.2.1 Making secrets uniform over the unit sphere

In the prior section, we showed CLWEshift is hard when the secret distribution 1
rS is discrete. In this section,

we will show that this implies its hardness when secrets come uniformly from the unit sphere. This is a
common idea from the literature [BRST21; GVV22], here we just apply it to our key-dependent shifted
problem.

Lemma 8.2. Let λ ∈ N be the security parameter (and dimension), and let S be a distribution over
Zλ with fixed norm r = r(λ). Let γ = γ(λ), β = β(λ) be parameters. If no PPT adversary can solve
CLWEshift(λ, β, γ,

1
rS) with advantage δ = δ(λ), then no PPT adversary can solve CLWEshift(λ, β, γ, U(Sλ−1))

with advantage δ.

We show that for any s ∈ supp( 1rS) ⊆ Sλ−1 an adversary A with an oracle for CLWEs,shift can modify

their oracle to one for CLWEs′,shift where s′ is uniform on the sphere. At the beginning, AO(·) samples a
uniformly random rotation R ∈ Rλ×λ. On a query u ∈ Rλ, they generate

(Ry, b), where (y, b)← O(R⊤u).

By rotational invariance, when O is the null oracle, the distribution remains unchanged. When O is the
CLWEs,shift oracle,

(Ry, γs⊤y + γs⊤(R⊤u) + e mod 1) = (Ry, γ(Rs)⊤Ry + γ(Rs)⊤u+ e mod 1)

d
= (y′, γ(Rs)⊤y′ + γ(Rs)⊤u+ e mod 1)

d
= (y′, γs′⊤y′ + γs′⊤u+ e mod 1),

where y′ ← DRλ,1 is standard Gaussian by rotational invariance and s′ ← Sλ−1 is uniform from the unit
sphere because it is a randomly rotated unit vector.

8.3 Reducing CLWE with KDS to KDS Gaussian Pancake

The same reductions used in [BRST21; BNHR22] to reduce the CLWE distinguishing problem to the Gaus-
sian pancake distinguishing problem extend naturally to the shifted setting. In particular, [BRST21] shows
that if we perform rejection sampling on the first component y of a CLWE sample conditioned on the second
component γs⊤y + e mod 1 being close to some z ∈ [0, 1), then we can generate a sample from GP(s,0, z)
in polynomial time. In the shifted setting, we can instead query for u

γ -shifted CLWE samples(
y, γs⊤y + s⊤u+ e mod 1

)
,

then apply the same rejection-sampling procedure, with the additional shift accounted for by the term s⊤u.

Lemma 8.3. Let λ ∈ N be the security parameter (and dimension), let β = 1/poly(λ) and γ = γ(λ) be
parameters. If no PPT adversary can solve CLWEshift(λ, β/

√
2, γ, U(Sλ−1)) with advantage δ = δ(λ), then

no PPT adversary can solve GPshift(λ, 1, β, γ) with advantage δ.

Proof. The proof is identical to the rejection-sampling argument of [BRST21, Lemma 4.1], except that,
when generating a sample from GP(s,u, z), we do rejection sampling using g0(b) =

∑
k∈Z ρβ/

√
2(b + z + k)

on freshly queried samples (y, b)← CLWEs,shift(
u
γ ).
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8.3.1 Separating the parameters and the dimension

Earlier, in Proposition 3.1, we showed that when the dimension is sufficiently larger than the security
parameter, we can separate the parameters β and γ from the dimension n. Here, we use the same idea to
establish an analogous parameter separation for the GPshift problem.

Lemma 8.4. Let λ ∈ N be the security parameter and let β = β(λ), γ = γ(λ) be parameters. If no PPT
adversary can solve GPshift(λ, 1, β, γ) with advantage δ = δ(λ), then for any n = poly(λ) > λ, no PPT
adversary can solve GPshift(n, 1, β, γ) with advantage δ.

Proof. For contradiction, assume there is some n > λ and some PPT adversary A that can distinguish an
oracle GP(s, ·, ·) where s′ ← Sn−1 from a null oracle with advantage δ. Then we construct B against the lower
dimensional problem. At the beginning BO(·,·)(1λ) samples a uniformly random basis for a λ-dimensional
subspace of Rn, U← Vλ,n. Let U

⊥ ∈ Rn×n−λ arbitrarily complete the basis. B then implements the oracle
O′ as follows. On input z ∈ [0, 1), u ∈ Rn,

• Sample g← DRn−λ,1.

• Sample y← O(U⊤u, z).

• Output (Uy +U⊥g).

B then simulates AO′(·,·)(1λ) and outputs the bit returned by A. Clearly, when O(·, ·) outputs standard
Gaussian vectors, O′(·, ·) also outputs standard Gaussian vectors.

Now suppose O(·, ·) is an oracle for GP(s, ·, ·) for s← Sλ−1. Recall that y ← O(U⊤u, z) can be written
as

y = (I− ss⊤)h+

(
k

γ′
+ e

)
s,

where h← DRλ,1, and k ∈ Z+ (−(Us)⊤u+ z mod 1). Then we have that

Uy +U⊥g = U(I− ss⊤)h+

(
k

γ′
+ e

)
(Us) +U⊥g,

The Gaussian component is n-dimensional with covariance

U(I− ss⊤)U⊤ +U⊥(U⊥)⊤ = UU⊤ − (Us)(Us)⊤ + I−UU⊤ = I− (Us)(Us)⊤.

Therefore,

Uy +U⊥g1
d
= (I− (Us)(Us)⊤)g′ +

(
k

γ′
+ e

)
(Us),

where g′ ← DRn,1, which is exactly a sample from GP(Us,u, z).
Finally, since U ← Vλ,n and s ← Sλ−1 are uniform, the vector Us is uniformly distributed over Sn−1.

Hence O′(·, ·) is an oracle for n-dimensional Gaussian pancake samples oracle with uniformly random secret,
and B inherits the distinguishing advantage of A.

8.3.2 Extension to multiple secrets

We can additionally use the same ideas as in [BRST21, Section 9] and the proof of Lemma 7.3 to see that
the shifted problem remains hard when there are ℓ ≤ n− Ω(λc) secret directions.

Lemma 8.5. Let λ ∈ N be the security parameter. Let β = β(λ), γ = γ(λ) be parameters. Let n = n(λ)
and ℓ = ℓ(λ) such that n > λ and n − ℓ = Ω(λc) for some constant c > 0 be the dimension and number of
secrets, respectively. If no PPT algorithm can solve GPshift(n− ℓ+1, 1, β, γ) with advantage δ, then no PPT
algorithm can solve GPshift(n, ℓ, β, γ) with advantage ℓδ.

Proof. The proof is identical to that of [BRST21, Lemma 9.3], with one difference. In particular, the
adversary, given a lower-dimensional single secret oracle GP(s, ·, ·), must adapt the procedure from the proof
of Lemma 7.3 in order to simulate shifted multi-secret samples GP(S,u, z) for S ∈ Vi+1,n as needed for the
reduction.
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B Noise Level of Natural Training Algorithms

Throughout the paper, we informally motivated noisy training algorithms as those that inject noise either into
the final parameters or into each gradient step during training. In the latter case, a trivial decomposition still
places the algorithm within our noisy training class: we can regard the noise injected at the final gradient
step as the noise added to the final parameters, while absorbing all earlier noise into the base weights.
However, this decomposition fails to capture the contribution of noise injected during earlier iterations of
gradient descent. Recall for robustness, we want the algorithm’s noise level to be as large as possible.

In this section, we show that for many natural training algorithms, we can instead accumulate the noise
injected across all gradient steps and decompose the algorithm into learning base weights followed by adding
a larger noise vector at the end. This decomposition then fits naturally into our fingerprinting framework,
because we can learn the base weights and use embedded, pseudogaussian noise for the finals noise vector,
thereby increasing the noise level σ compared to the trivial decomposition.

B.1 Accumulating noise during training

Let L : Rn → R be a twice-differentiable loss function that potentially depends on a dataset (X,y), and let
{η(t)}t ∈ [T ] and {σ(t)}t∈[T ] be sequences of learning rates and noise levels, respectively. Consider a learning

procedure that injects noise at each step of training. That is, weights w(0) ∈ Rn are initialized at the start,
and at each step t ∈ [T ] the algorithm computes

w(t) = w(t−1) − η(t)
(
∇L(w(t−1)) + g(t)

)
, where g(t) ← DRn, σ(t) .

The algorithm then outputs w(T ) as the final weights. Trivially, any algorithm of this form is in the class
(η(T )σ(T ), n)-NoisyTrain because of the additive noise at the final step. We show that such an algorithm
can additionally be approximated (and, in many cases, exactly represented) by a learning algorithm in
(σ, n)-NoisyTrain, where the noise parameter σ accumulates all the noise σ(t) added throughout training.

Decomposing into clean weights plus noise. Let w
(t)
clean ∈ Rn denote the weights at step t if they were

generated by the algorithm without noise:

w
(t)
clean = w

(t−1)
clean − η(t)∇L

(
w

(t−1)
clean

)
.

We show that the final noisy weights w(T ) can equivalently be computed as the clean weights w
(T )
clean plus

a single (larger) Gaussian perturbation. Define v(t) := w(t) −w
(t)
clean, and write w(t) as base weights plus a

perturbation

w(t) = w
(t)
clean + v(t).
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We will show that in many settings v(T ) is distributed as noise term that can be sampled after computing

the base weights w
(T )
clean. We have v(0) = 0, and expanding the recurrence,

v(t) = w(t−1) −w
(t−1)
clean + η(t)

(
∇L

(
w

(t−1)
clean

)
−∇L

(
w(t−1))− g(t)

)
= v(t−1) + η(t)

(
∇L

(
w

(t−1)
clean

)
−∇L

(
w(t−1))− g(t)

)
.

By the multivariate mean value theorem [AA58, Theorem 12.9], for each t ∈ [T ] there exists some

ŵ(t) ∈ Rn (on the line between w
(t)
clean and w(t)) such that

∇L
(
w

(t)
clean

)
−∇L

(
w(t)

)
= ∇2L

(
ŵ(t)

)(
w

(t)
clean −w(t)

)
= −∇2L

(
ŵ(t)

)
v(t).

Substituting this into the equation from above gives us

v(t) =
(
I− η(t)∇2L

(
ŵ(t−1)))v(t−1) − η(t)g(t),

and expanding this recurrence down to v(0) = 0 yields

v(T ) =

T∑
t=1

η(t)

 T∏
j=t+1

(
I− η(j)∇2L

(
ŵ(j−1)))g(t).

Sampling a single noise vector. In some cases, we can compute v(T ) by sampling a single noise vector.
Define

Σ :=

T∑
t=1

(η(t)σ(t))2A(t)(A(t))⊤, where A(t) =

 T∏
j=t+1

(
I− η(j)∇2L(ŵ(j−1))

) .

Since the g(t) are independent isotropic Gaussian vectors, v(T ) is distributed as Gaussian with covariance
Σ. Thus, letting Σ1/2 denote any matrix square root of Σ, we can equivalently generate v(T ) by sampling
h← DRn,1 once and outputting v(T ) = Σ1/2h.

If the standard deviation Σ1/2 can be computed in advance, then this lets us decompose the training

algorithm as: (1) train w
(T )
clean with no noise, (2) compute Σ1/2, (3) sample a noise vector g = Σ1/2h, and

(4) output w(T ) = w
(T )
clean + g. When Σ1/2 = σI is isotropic, this algorithm falls in the class (σ, n)-Train.

How to compute Σ1/2? Note that computing Σ1/2 requires computing ∇2L(ŵ(t)) at the unknown in-
termediate points ŵ(t). There are two ways to handle this:

1. Heuristic approximation. Replace ∇2L(ŵ(t)) with ∇2L(w
(t)
clean), which is computable along the clean

training trajectory. This yields an algorithm that is heuristically close to, but not exactly equal to, the
original noisy procedure.

2. Exact computation when the Hessian is constant. For some natural loss functions, ∇2L(w) does not
depend on the input w at all, so it can be computed exactly (and in advance, before training). For
example, for the least-squares loss induced by a dataset (X,y),

L(w) = 1
2∥Xw − y∥22,

the gradient and Hessian are

∇L(w) = X⊤(Xw − y), ∇2L(w) = X⊤X,

which is independent of w. In this case Σ1/2 can be computed exactly, with X⊤X substituted directly
for every ∇2L(ŵ(j−1)) term in the product above. In addition, when the loss is piecewise linear, for
example,

L(w) = |Xw − y|
then the Hessian is 0 almost everywhere.
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When is the noise Σ1/2 isotropic? Although throughout the main body we embed the fingerprint into
isotropic Gaussian noise, this is primarily for ease of presentation, and our constructions extend naturally
to noisy training algorithms whose Gaussian noise has arbitrary full rank covariance matrix Σ. Rather than
replacing the noise with σy for a Gaussian pancake vector y, we can use Σ1/2y. In this case, the σ term
appearing in our robustness thresholds is replaced by the appropriate noise level 1/∥Σ−1/2∥op. Thus, the
ideas shown above already allow us to accumulate the noise injected throughout a training algorithm into a
single Gaussian vector with covariance Σ, which can then be fingerprinted. This can yield better robustness
than the trivial decomposition, which uses only the noise η(T )σ(T ) injected at the final training step.

However, since we focus on the isotropic setting in the main body, it is useful to characterize when the
accumulated noise is isotropic, allowing us to determine the effective noise level σ. This occurs, for example
when the Hessian is 0, or, in the case of the least-squares loss, when the data matrix X⊤X = λI for some
λ ∈ R16. Then we have that Σ1/2 = σI for σ satisfying

σ =

√√√√√ T∑
t=1

η(t)σ(t)

T∏
j=t+1

(1− η(j)λ)

2

,

which can be substantially larger than η(T )σ(T ).

B.2 Noisy training algorithms

Here, we give settings where accumulating the noise σ(t) may be useful. We are slightly informal because
the specific choice of noise is heavily dependent on the application.

Differential privacy. In the differential privacy literature, the noise level and learning rates are set ap-
propriately to ensure privacy while preserving utility. In particular, [ACGM+16, Theorem 1] says that to
obtain (ϵ, δ)-differential privacy, we require noise

σ(t) = Ω
(C√

T log(1/δ)

ϵd

)
∀t ∈ [T ],

where d ∈ N is the number of datapoints used for training, T ∈ N is the total number of training steps, and
C ∈ R is a bound on the gradient of the loss function, ∥∇L(w)∥2 ≤ C for all w ∈ Rn. A reasonable setting
that additionally guarantees utility is, given d private datapoints, run the training algorithm for T = d2 steps
using step size η(t) = Θ

(
1
td

)
and the same noise σ(t) = Θ

(
C
√
log(1/δ)/ϵ

)
at each step [BST14, Theorem

2.4]17. The noise of this algorithm, when accumulated (ignoring the Hessian terms), is approximately

σ =
∑
t∈[d2]

η(t)σ(t) = Ω
(C√

log(1/δ) log d

ϵd

)
.

Without accumulation, the noise is instead smaller, η(d
2)σ(d2) = Θ

(
C
√
log(1/δ)/(ϵd3)

)
. Informally, one can

view this accumulated noise as a slightly lower order than the norm of the clean base weights w
(d2)
clean. This is

because, loosely, ∥w(d2)
clean∥2 ≤ Cd, as it is the sum of d2 gradients of norm at most C, and the accumulated

noise σ is smaller by a factor of

√
log(1/δ) log d

ϵd2 .

Noisy data. When the training data is noisy, we show that for certain loss functions, the noise passes
through the gradient as an independent additive Gaussian term, allowing noise injected into the data at each
iteration to be accumulated into a single noise vector as described above. Concretely, suppose the training

16For instance, when the data comes from a spherical distribution.
17This setting gives an excess risk bound of O

(C2n log(1/δ)

d ϵ2

)
when the loss L is Θ(1)-strongly convex.
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algorithm uses noisy labels y′ ∈ Rd, distributed as clean labels y ∈ Rd perturbed by independent Gaussian

noise: y′
d
= y + g where g← DRd,σ. Consider again the quadratic loss LX,y(w) = 1

2∥Xw − y∥22. We have

∇LX,y′(w) = X⊤(Xw − y′)

= X⊤(Xw − y − g)

= ∇LX,y(w)−X⊤g,

which shows that computing a gradient on noisy data is equivalent to computing the gradient on clean data
plus adding an independent Gaussian noise vector that one can compute with the clean data, h = −X⊤g
(which has covariance σ2X⊤X). Consequently, gradient descent with fresh label noise at each iteration can
be represented as gradient descent on the clean data with an additive Gaussian noise term at each iteration,
which can then be accumulated as in the preceding section.

A similar argument holds for linear losses, for example LX,y(w) = −y⊤Xw, even when fresh noise is
injected into the features at each iteration, X′ = X+G where G← DRd×n,σ Then

∇LX′,y(w) = −(X+G)⊤(y)

= ∇LX,y(w)−G⊤y.

where noise −G⊤y is distributed as Gaussian with covariance σ2∥y∥22In.
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