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Abstract

We analyse the Lattice Isomorphism Problem framework of Ducas and van Woerden when it is instantiated
with the direct sum of two rescaled integral Barnes—Wall lattices, As = gBWZ, & (g+ l)BWTZn. All primitives
of the framework share the same key pair, a public form P = UTSU and a secret unimodular matrix U,
so recovering U from P breaks each of them. We take the hash-and-sign signature scheme as an example,
whose security rests on distinguishing the class of S = diag(g®*R, (g + 1)?R) from that of the auxiliary form
Q™' = diag(R,g*(g + 1)®>R). We show that the g*-hull maps each of the two classes onto the other, is
computable from the public key alone, and rescales the two blocks from (g,g + 1) to (1,g(g + 1)) without
changing the automorphism group, so that solutions of the transformed instance lift back. The transformed
instance then splits into two isomorphism problems for the public Barnes—Wall lattice in half the dimension.
At d = 1024, g = 43 the estimated cost of key recovery drops from 220 to 124 classical bits.

1 Introduction

In recent years, the Lattice Isomorphism Problem (LIP) has attracted increasing attention as a foundation for
post-quantum cryptography. The framework proposed by Ducas and van Woerden [1] uses a lattice equipped with
efficient decoding or sampling algorithms, applies a secret unimodular transformation of basis, and publishes the
resulting Gram matrix. The change of basis serves as the secret key and the Gram matrix as the public key.
The HAWK signature scheme [2] follows the same principle in a module setting. Since then, a number of further
primitives have been built within this framework. They include a concrete key encapsulation mechanism on Barnes—
Wall lattices [3], public-key encryption [4], fully homomorphic encryption [5, 6], identity-based encryption [7], and
commitment schemes obtained by viewing LIP as a group action [8]. The security of all these schemes relies on the
hardness of either the search or the distinguishing variant of LIP for a direct sum lattice masked by a unimodular
transformation.

Despite increasing activity, cryptanalysis of concrete LIP instantiations remains comparatively limited. Ducas
and Gibbons [9] examined the cryptanalytic role of s-hulls for LIP and showed that these sublattices, computable
directly from a Gram matrix, yield effective reductions for several families of instances. Their analysis also identifies
a case in which the s-hull construction provides no useful information. For a unimodular lattice, every s-hull is a
scaled copy of the original lattice, so the transformation does not alter the underlying geometry. This explains the
preference for unimodular lattices in [1, 9].

The instantiations considered in this work fall outside this case. The secret lattice is a direct sum of two
differently scaled copies of the same unimodular lattice. Although each individual block is therefore unaffected
by the unimodular-lattice argument of [9], the direct sum is not. The s-hull acts on the two blocks with different
scaling factors to them, so that the resulting lattice is not a scaled copy of the original one. Thus, an appropriate



choice of s modifies the geometry of the lattice while preserving the relevant structural information. This change in
geometry creates a sharp separation between the two blocks and makes the underlying direct-sum decomposition
reachable by lattice reduction.

Our contribution. We consider the instantiation in which the remarkable lattice in the framework [1] is the
direct sum of two rescaled copies of the integral Barnes-Wall lattice BW?Z of dimension m,

As = gBWE @ (g+1)BWE cRY, d=2m, S=diag(¢’R,(g+1)’R),

where R denotes the Gram matrix of BWZ, and the distinguishing problem is stated with respect to the auxiliary
form Q! = diag(R, g?(g + 1)?R). The scaling factors g and g + 1 are consecutive, so the two blocks of Ag have
close first minimum. Moreover, the two forms have the same determinant and kissing number. The ¢?-hull does
not separate the classes either: it maps each form to a scaled representative of the other class.

We present an attack that exploits s-hulls to expose the hidden direct-sum structure of the public form. Passing
to the g*-hull changes the scaling factors from (g,g + 1) to (1,g(g + 1)). The automorphism groups remain equal
to Aut(R) x Aut(R), which allows a solution of the transformed LIP instance to be lifted to a solution for the
original forms. The resulting scale separation implies that vectors below g(g+ 1)A1(R) belong to the first Barnes—
Wall block. Consequently, short-vector reduction can be used to identify the hidden decomposition, after which
the search problem decomposes into two LIP instances for the public form R of dimension d/2.

Organization of the paper. Section 2 introduces the notation for integral forms and LIP, recalls the relevant
properties of s-hulls and Barnes—Wall lattices, and specifies the considered signature instantiation. Section 3 gives
the reduction, proves its correctness, describes the corresponding algorithms, and evaluates the resulting search
and distinguishing costs.

2 Preliminaries

2.1 Lattices

A lattice A C R is a discrete subgroup of the additive group R%. It is closed under addition and subtraction, and

there is a radius r > 0 such that any two distinct vectors v,w € A satisfy |[v — w|| > r, where || - || denotes the
Euclidean norm on R?.

Every lattice admits a basis, a set of linearly independent vectors by,...,b, € R? that generates it over Z.
Arranging them as the columns of B = [by,...,b,], we write

A(B)=B 7" = {Zn: z:b;
=1

T; EZ}.

The number n of basis vectors is the rank of A, equal to the dimension of the real subspace spanned by A. The
lattice is full-rank if n = d, and we restrict to this case throughout. Two bases B and B’ generate the same lattice
if and only if B’ = BU for some U € GL4(Z), which is why unimodular transformations play the role of secret
keys in the constructions considered below.

The dual lattice of A consists of the vectors of its span having integer inner product with every lattice vector,

A" ={xespan(A) | (x,y) € Z for all y € A}.

If B is a basis of a full-rank lattice A, then B~ T is a basis of A*. A lattice is integral if A C A*, that is, if all inner
products of lattice vectors are integers, and unimodular if A = A*.
The Gram matriz of a basis B is the symmetric positive definite matrix of pairwise inner products
TR —
B'B= (<bi7bj>)1gi,j§d’
and the volume of A is vol(A) = det(BTB)'/2. The volume does not depend on the choice of basis and measures

the density of the lattice, a larger volume corresponding to sparser lattice points.
The first minimum of A is the length of a shortest nonzero lattice vector,

AM(A) = mi .
1(A) vergg{lo}HVII



More generally, the i-th successive minimum A;(A) is the smallest » > 0 such that the lattice vectors of norm at
most r span a subspace of dimension at least 7. The first minimum is bounded in terms of the volume.

Theorem 2.1 (Minkowski bound). For a lattice A of rank d,
A(A) < Vd - vol(A)M4.
For a random lattice the first minimum is predicted by the Gaussian heuristic

vol(A)t/4 d 1
gh(4) vol(B¢)1/d ome (A,

where B¢ is the unit ball in R?. The ratio A;(A)/gh(A) compares the first minimum of a lattice with that of a
random lattice of the same volume. It enters both the hull analysis and the cost estimates of Section 3.2.

2.2 Quadratic forms and the Lattice Isomorphism Problem

Throughout, vectors are columns, GL4(Z) denotes the group of unimodular integer matrices, and O4(R) the group
of orthogonal transformations.

Definition 2.2 (Lattice Isomorphism Problem). Given bases B,B’ € R of two isomorphic lattices, compute
an orthogonal transformation O € Og(R) and a unimodular transformation U € GL4(Z) such that B’ = OBU.

It is more convenient to work with quadratic forms. A quadratic form of rank d is a positive definite symmetric
matrix M € §7%(R) and the form is integral if M € Z4*<. We write gm(x) = x ' Mx for the associated quadratic
map, ||x||m = v/gm(x) for the induced norm, and vol(M) = v/det M. A basis B of a lattice A gives the quadratic
form M = BTB, its Gram matrix, and conversely every M & S;O(R) arises in this way from a lattice Ang
determined up to isometry. Lattice invariants therefore transfer to quadratic forms, and we write

A(M) = rZrllii\r% , Ix|In, min(M) = A\, (M)?, Min(M) = {x € Z% : gum(x) = min(M)},
x€Z4\{0
with A;(M) the i-th successive minimum.
Two quadratic forms M, M’ are equivalent, written M ~ M’, if M/ = UTMU for some U € GLy(Z). Denote
the equivalence class of M as
[M] = {U'MU | U € GL4(Z)}.

For a pair of forms we denote by
IsoM,M') = {X € GL4(Z) | X "MX =M'},  Aut(M) = Iso(M, M)
the set of equivalences between them and the automorphism group of M.

Definition 2.3 (Worst-case search LIP, WC—SLIPM). For a quadratic form M, the worst-case search lattice iso-
morphism problem consists of finding, for a given M’ € [M], a unimodular transformation U € GL4(Z) such that
M =U"MU.

This is equivalent to Definition 2.2, since the orthogonal part is recovered as O = B/(BU)~! once U is known.
For a form M and M’ € [M] we write LIP™MMY for the instance of we-sLIPM with input M’, that is, the task of
finding an element of Iso(M, M’), and LIP™) when M/ € [M] is left unspecified.

Definition 2.4 (Worst-case distinguishing LIP, we-ALIPMo-M) | For two quadratic forms Mo, My with [Mg] #
[M,], the worst-case distinguishing lattice isomorphism problem is the following: given an arbitrary M’ € [My],
where b € {0,1} is a uniformly random bit, recover b.

Cryptographic schemes sample their public key from a fixed distribution rather than adversarially, so security
is stated against the average-case variants. Let D, ([M]) denote a distribution supported on [M], parametrised by



a width s. In ac-sLIPM the instance M’ is drawn from D, ([M]), and in ac-ALIPMoM: the instance is drawn from
Dy ([My]) for a uniform bit b. Worst-case to average-case reductions for both are given in [1].

Fact 2.5. If Xo € Iso(M, M) # @, then Iso(M, M') = Aut(M) - Xj.

Proof. If A € Aut(M) then (AX,) M(AX,) = XJMX, = M. Conversely, if X € Iso(M,M’) then, using
M = (Xg)"'M'X; !, the matrix A = XX, ' satisfies ATMA = M. O

The solutions of a search instance thus form a coset of Aut(M), and any element of the corresponding coset is
sufficient for the successful key-recovery attack.

2.3 Hulls for lattices and quadratic forms

One of the main cryptanalytic techniques against LIP is the hull attack of Ducas and Gibbons [9]. It exploits
s-hulls computable from the public Gram matrix whose geometry can make the associated LIP instances easier
than the original instance. Unimodular lattices, those with A = A*, avoid this source of geometric weakness, since
every rational s-hull is a scaled copy of the original lattice [9].

Definition 2.6 (Hull and s-hull). For a lattice A with dual A*, the hull is H(A) = ANA*. For s € Qxg, the s-hull
of A is the sublattice
Hs(A) = AN sA™.

For an integral lattice, A C A* and hence H(A) = A. The ordinary hull therefore provides no nontrivial
invariant, which motivates the parametrized construction. The behaviour of the s-hull on unimodular lattices is
completely characterized by [9, Lemma 8]: for s = a/b with ged(a, b) = 1 it coincides with the scaled lattice aA. Up
to scaling there is thus a single s-hull, namely A itself, however s is chosen. More generally, for an integral lattice
with Gram matrix M, the same argument shows that H,/,(A) = aA whenever a is coprime to det M, so only the
values of s whose numerator shares a prime factor with det M can yield a lattice that is not a scalar multiple of A.

Scaling is what removes any cryptanalytic value from these hulls in the case of unimodular lattices. The
difficulty of LIP for a lattice is determined by its gap

gap(A) = max { gh(A) gh(A*) } |

M) A7) .
where gh denotes the Gaussian heuristic. Since gap(sA) = gap(A) for every s, replacing a unimodular lattice A
by any of its s-hulls yields an instance of exactly the same difficulty. In particular, whenever the s-hull is merely
a scaled copy of A, the technique of [9] provides no advantage. Barnes—Wall lattices are unimodular up to scaling
over Z[i] and their integral versions have determinant a power of two, so all odd s values yield scaled copies, while
the remaining s values were shown in [10] to be ineffective as well.

Section 3 shows that this classification does not extend to the case when the lattice is a direct sum whose
blocks are scaled by different factors. Even when both blocks are unimodular, the s-hull of the resulting lattice
need not be a scaled copy of it, because a single modulus s can act differently on blocks carrying different scaling
factors. This permits to reduce LIPSP) o a simpler problem considering the hulls of the original lattice Ag. For
a nonsingular M € Z4*4 put

ArM)={xecZ?:Mx=0 (mods)},

a lattice of full rank d, since it contains sZ?.

Lemma 2.7 ([9, Lemma 3]). Let A be an integral lattice with basis matriz B and Gram matric M = BTB. Then
Hs(A) = BAL(M), and if K is a basis matriz of A+ (M), the Gram matriz of Hs(A) in the basis BK is

M. = (BK)' (BK) = K'MK. (2)

Proof. A vector By with y € Z? lies in sA* = sB~TZ? if and only if By = sB~ "z for some z € Z?, that is, if
and only if My = sz. Hence H,(A) = BAX (M), and (2) is immediate. O

The form K "MK depends on the choice of K only up to Z-equivalence. Replacing K by KW with W € G Ly(7Z)
replaces it by WT(K"MK)W. The class [K'MK] is therefore a well-defined invariant of [M], and s-hulls may



be used either as distinguishers, through this invariant, or as reductions, through the transformation itself. The
second use is based on the following equivariance.

Lemma 2.8. Let M € Z%*4 be nonsingular and M’ = UTMU with U € GLq(Z). Then AF(M') = U1AL(M)
for every s € N.

Proof. The matrix U' is unimodular, hence invertible modulo s. Therefore
Mx=0 < U'MUx)=0 < M(Ux)=0 (mods) <= Ux e A-(M). O

2.4 Barnes—Wall lattices

Definition 2.9 (Barnes—Wall lattice). Let N be a power of two and 8 = 1+ i. The Barnes—Wall lattice BWy of
dimension N over Zl[i] is the lattice generated by the columns of the basis matriz

B(BWy/2) 0
B(BW;) = (1), B(BWy) = (B(BWZZ) GB(BWN/Q)) ’

or, equivalently,

®logy N
10
B(BWy) = (1 9) .

We write BWZ C Z™, with m a power of two, for the integral lattice obtained from BW,, /2 by replacing each
entry a + ib € Z[i] of B(BW,, /o) with the block
a —b
b a)’

whose columns are the real embeddings of a + ib and of i(a + ib). The resulting matrix is a basis B(BWZ2) of
BWZ  and we denote by R = B(BWZ)TB(BWZ) its Gram matrix. This is the form the attack works with, so
we record its parameters in the notation used throughout. Every column of B(BW,, 3) has squared norm m/2,
since both columns of the 2 x 2 factor have squared norm 2, and the real embedding preserves norms. Hence

/\1(R)2 = m/27
so the squared minimum of BWZ is half its dimension, all basis vectors of BWZ are minimal, and Min(R) generates
Z™. Table 1 lists the quantities invoked throughout this work. Note that the gap of Barnes—Wall lattices differs

from the Minkowski bound by ©(/m), which makes them unusually dense for structured lattices and permits
smaller parameters at a given security level [1, 10].

Table 1 Parameters of the integral Barnes—Wall lattice BWZ,.

parameter general m = 512
dimension m 512
first minimum M(R) =/m/2 16
Gram determinant det R = (m/2)™/2 256256
volume vol(R) = (m/2)™/4 256128
normalized volume vol(R)Y/™ = /X1 (R) 4
density relative to gh A1 (R)/gh(R) = /7e/ 1 (R) 0.73
kissing number K= Hiff (28 4 2) ~ 2472

2.5 Schemes from ALIP framework and the key-recovery problem

The framework of [1] yields several primitives: a key encapsulation mechanism, a zero-knowledge proof of knowledge
and the identification scheme derived from it, and a hash-and-sign signature. They differ in how the secret is used,



but not in how it is generated. In each case one fixes a quadratic form S whose lattice admits an efficient decoder
or Gaussian sampler, samples P < D, ([S]) together with a unimodular U satisfying P = UTSU, and publishes
P while keeping U secret.

The security of these schemes is stated in terms of ac-sLIPS and of ac-ALIPS Q" with an auxiliary class [Q~1].
The choice of that class is constrained by the arithmetic invariants of a quadratic form, which are computable in
polynomial time and would otherwise separate the two classes at once. The auxiliary form must therefore agree
with S on all of them.

The role of the auxiliary class depends on the primitive, so we take the hash-and-sign signature of [1, §6]
as an example. The auxiliary form is chosen so that, in the last game of the security proof, signature forgery
is statistically impossible. Once the public key has been replaced by a form of [Q~!], which the distinguishing
assumption makes undetectable, an overwhelming fraction of targets admit no valid signature at all. To achieve
this, the form Q™! must admit a sparse projection or, equivalently, its dual must contain a dense sublattice of rank
k. A uniform target then has no lattice point within the acceptance radius p, except with probability at most 27*.

Theorem 2.10 ([1, Theorem 6.2]). Consider the signature scheme S := (Gen, Sign, Verify) of [1, §6] instantiated
with a quadratic form S € S;O(Z), sampling parameter p, and public key parameter s > 0. Let Q € S;O(Z) be a
quadratic form with a dense rank k = ©(d) sublattice DZF C 74, in particular such that

% < (\/ 8me - det(DTQD)l/k)il.

Then S is EUF-CMA secure if aC-ALIPf’(r1 is hard.

We analyse the instantiation in which S and Q! are block-diagonal forms whose blocks are differently scaled
quadratic forms R of the Barnes-Wall lattice BWZ. For an integer g > 2 we set

i=2m, 8= (gQOR (g +2)2R) - Q= <I0{ 9*(g J(r) 1)2R) ' ®)

The value g = 1 is excluded because the two forms then coincide. Geometric invariants of a quadratic form, such
as the successive minima, the kissing number and the theta series, are hard to compute, and the design relies on
this. For S and Q! they do not all coincide. The kissing numbers agree, since in both lattices the minimal vectors
are exactly those of one Barnes—Wall block, but the first minimum differs by the factor g,

A1(S) = g Mi(R), AMQ™H =MR),

since in each case the shorter block attains the minimum, and the theta series differ as well. The first minimum
is an invariant of Z-equivalence, so [S] # [Q™!] for every g > 2, and the two classes are distinguished by any
algorithm that computes it. This is no contradiction with the assumed hardness of ALIPS’Q_l7 since computing
the first minimum of a d-dimensional form is itself exponential in d. The security of the scheme rests on the claim
that no such invariant is accessible within the claimed security level.

The search problem considered in this work is

given the public P and S, find U’ € GLy4(Z) with U'TSU’ = P,
and by Fact 2.5 every element of Iso(S,P) is an equivalent secret key. The remaining parameters, including the

Gaussian widths, the acceptance bound p, the modulus ¢ and the sampling distribution D, ([S]), do not enter the
reductions below.

3 The attack

3.1 Reduction and splitting

We present the argument for odd g, and Remark 1 explains the modification for even g. The starting point is the
g2-hull of the two forms, which we compute explicitly.



Proposition 3.1. Let s = g2, with g odd. Then Ks = diag(L,,, ¢%L,,) is a basis matriz of A;(S), the matriz
Kq = diag(¢°L,,, L) is one of Agﬁ(Q_l), and

2 4
T _(9R 0 _ 201 To-lw. _ (IR 0 _ 2

Proof. Write x = (x1,X2) with x1,xs € Z™. For S the condition Sx = 0 (mod g¢?) splits into g?Rx; = 0, which
holds for every x1, and (g + 1)?Rxz = 0 (mod g¢?). As ged(g + 1,g) = 1, the factor (g + 1)? is invertible modulo
g%, and as g is odd, R is invertible modulo g2 by Section 2.4. The condition is therefore xo = 0 (mod g?). Hence
A (S) = Z™ @ g°Z"™ with basis matrix Ks. For Q™' the second condition, g*(g +1)*Rxz = 0 (mod ¢*), is void,
while the first, Rx; = 0 (mod g¢?), forces x; = 0 (mod g¢?). Hence A;E (Q7Y) = ¢?°Z™ & Z™ with basis matrix Kq.
Both identities in (4) are direct computations. O

Remark 1. If g is even, then g + 1 is odd and the modulus s = (g + 1)? plays the role of g*. The proof of
Proposition 3.1, with the two blocks exchanged, shows that Kg = diag((g+1)%L,,, L) 4s a basis matriz of A% ,,(S)

> (g+1)2
an
T 2 (9*(g+1)°R 0
K{SKs = (g+1) 0 R

Up to the permutation exchanging the two blocks, which is unimodular, this is (g + 1)?Q~t. All subsequent state-

ments and algorithms therefore hold for even g after replacing g by (g + 1) and exchanging the blocks, so the
parity of g does not affect the subsequent arguments.

Remark 2 (lattice form of Proposition 3.1). The proposition also follows directly from the corresponding lattice
representations. Write A = BWZ. For lattices Ly, My in a subspace V and Ly, My in its orthogonal complement,

(Ll S LQ)* = LI S LE, (L1 &) Lg) N (M1 S5 Mg) = (L1 N Ml) &® (LQ N MQ),

and (cA)* = ¢ tA* for every ¢ > 0, so that Hs(cA) = cHgj2(A). The hull of As = gA @ (9 + 1)A is therefore
computed block by block,

Hs(AS) = gIHs/g2 (A) D (g + 1) HS/(9+1)2 (A)
It remains to determine the s-hulls of A for rational s. Since A is integral and det R is a power of two, the quotient
A*/A is a 2-group and A C A* C 27¢A for some e > 0. Let p,q be positive integers with p odd and ged(p, q) = 1.
Ifx € A and x = (p/q)y with'y € A*, then 2¢qx = p2°y € pA, and since 2°q is invertible modulo p, this gives
x € pA. Conversely pA = (p/q) gA C (p/q)A*. Thus

Hp/q(A) = pA

for all such p and q. In particular Hi(A) = AN A* = A, which only uses that A is integral. For s = g with g odd,
the first block of As therefore gives g H1(A) = gA, and the second gives (g + 1) Hy2/(g+1)2(A) = g*(g + 1A, since

g% is odd and coprime to (g + 1)2. Hence

Hyz2(As) = gA @ g*(g+ 1)A = gAq-1.

The same computation for Aq-1 = Adg(g+1)A uses Hy2(A) = g>A and Hijg+1)2(A) = A, and gives Hg2(Agq-1) =
g*A @ g(g + 1)A = gAs. Each block is multiplied by its own factor, here 1 for the first block of As and g° for the
second. This is why, in contrast with the unimodular case, the s-hull of Ag is not a scaled copy of Ag, even when
A itself is unimodular.

Both hulls are thus scaled copies of the other form in the pair. The next statement rewrites this in lattice terms
and shows that s = g? is the least favourable choice for the scheme, in the sense that it separates the two blocks

most strongly.

Corollary 3.2. Let g be odd, write g+ 1 = 2w with w odd and t > 1, and put A = BWZ.



1. The g?-hull exchanges the two lattices up to the scaling factor g,
ng (As) = gAQ—l, ng (AQ—I) = gAs.

In particular, the associated invariant takes the same pair of values on [S] and on [Q™Y], so it does not separate
the two classes.
2. For every odd positive integer s,

Ho(As) = cr($)A @ eals)h,  erls) = ﬁ, eals) = m,

and the ratio of the block scalings sep(s) = max{cy(s)/ca(s), ca(s)/c1(s)} satisfies sep(s) < g(g + 1). Equality
holds if and only if g* | s and ged(s,w) = 1, and in that case Hs(As) = (s/g?) Hy2(As).

Proof. (1). Apply Lemma 2.7 to (4). The forms ¢?Q~" and ¢*S are the Gram matrices of gAq-1 and gAs.
(2). By Remark 2,
Ho(As) = 9 Moy () @ (9 + 1) Hay g2 (A),
and H,,/q(A) = pA whenever p/q is in lowest terms with p odd. In lowest terms s/¢* has numerator s/ ged(s, g%),
which is odd because s is odd, so the first block equals ¢;(s)A. Since s is odd, no power of two cancels in
s/(g+1)? = s/(2%w?), so its numerator in lowest terms is s/ ged(s, w?), again odd, and the second block equals
¢2(s)A. The two ratios are

ca(s) _g+1 ged(s, g%) c1(s) _ 9 ged(s, w?)
c1(s) g ged(s, w?)’ ca(s)  g+1 ged(s,g?)’

Since ged(s, g?) < g% and ged(s,w?) > 1, the first ratio is at most g(g + 1), with equality exactly when g2 | s
and ged(s,w) = 1. The second ratio is at most gw?/(g + 1) = gw/2, which is strictly smaller than g(g + 1)
because w < g + 1 and t > 1. In the case of equality s = g?r with 7 odd and coprime to w, so ¢1(s) = gr and
ca(s) = g*(g + 1)r, and H(As) = r H,2(As) by part (1). O

For comparison, s = 1 returns Ag itself with sep(1) = 14 1/g. Even values of s bring in the 2-adic structure
of BWZ and are not covered by part (2). For even g the same argument applies with the roles of g and g + 1
exchanged, the optimal value being s = (g + 1)? as in Remark 1.

Thus the g?-hull does not by itself provide a distinguishing invariant. Its relevance to key recovery is of a
different nature. It changes the ratio of the block scalings from 1+ 1/g for S to g(g + 1) for Q~!, and this scale
separation is the structural property exploited by the short-vector step below. The hull computation is polynomial-
time and, as shown further on, preserves the automorphism group relevant to the lifting of solutions. Since the
hull is computed from a Gram matrix alone, the same transformation can be applied to the public key, where
the secret U is unavailable. Lemma 2.8 shows that the result is the hull of S transported by U, which gives the
following reduction.

Theorem 3.3. Let P = UTSU, let Kp be any basis matriz of A;-z (P), and set G = g’2KgPKP. Then G 1is
integral, the matriz Vo = KglUKP lies in GL4(Z), and G = V] Q™1Vy. In particular G € [Q™}].

Proof. By Lemma 2.8, Ag% (P) = U_lAng (S). Hence Kp and U~ !Kg are bases of the same lattice and differ by
a unimodular factor, that is Kp = U 'KgV, with Vy = KglUKp. Then

KpPKp = ViK{SKsV, = V{ (°Q™ 1)V,
by Proposition 3.1, and the right-hand side is g2 times an integral matrix. O

An instance of LIPS is therefore transformed into an instance of LIP(Q" ) in polynomial time. The cryptan-
alytic relevance of this transformation follows from the increased separation between the scaling factors of the two
blocks in the resulting instance. To obtain a reduction to lower-dimensional LIP instances, we must first identify
the corresponding block decomposition from the transformed form and then establish that a solution to the trans-
formed instance can be mapped back to a solution of the original one. Both properties follow from the structure
of sufficiently short vectors in the transformed lattice.



Lemma 3.4. Let A = ¢; BWZ @ co BWZ with 0 < ¢; < ¢a. Every vector x = (x1,X2) € A with
Ix[* < c3A1 (R)?
satisfies xo = 0 and hence lies entirely in the first block. In particular A\ (A) = c; A\ (R) and
Min(A) = Min(c; BW2) @ {0}, (Min(A)) = ¢, BWZ @ {0}.

Proof. We have ||x||? = ¢?x] Rx; + ¢3xJ Rxy with both terms nonnegative, and xo # 0 forces x; Rxs > A1 (R)2.
The value c3)\; (R)? is attained in the first block and is smaller, so every minimal vector has xs = 0. These vectors
generate ¢; BWZ @ {0} because Min(R) generates Z™. O

The threshold c2 A1 (R) exceeds the first minimum by the factor co/cq. For S this factor equals 14 1/g, whereas
for Q7! it equals g(g + 1). The same block-separation argument is therefore substantially more accessible after
the hull transformation, and the corresponding BKZ estimates are given in Section 3.2. The lemma has a second
consequence, which does not depend on the size of the separation but only on its existence. Since the minimal
vectors span exactly one block, no isometry can interchange the two.

Theorem 3.5. Let T € {S,Q 7!} and A € GL4(Z) with ATTA = T. Then A = diag(A1, As) with Ay, Ay €
Aut(R), and
Aut(S) = Aut(Q!) = Aut(R) x Aut(R) (5)

as block-diagonal subgroups of GL4(Z).

Proof. Both forms are of the shape T = diag(c?R, c3R) with 0 < ¢; < cg, namely (c1,c2) = (9,9 + 1) for S and
(c1,¢2) = (1,9(g+ 1)) for QL. Let Ay = Z™ @ {0} and Ay = {0} © Z™ be the coordinate blocks of Z.

Since ATTA = T, the map x + Ax preserves gt and hence permutes Min(T). By Lemma 3.4 these vectors lie
in Ay and generate it, so AA; = A;. Moreover As is the orthogonal complement of A; with respect to T, because
T is block diagonal and R is nonsingular. Let y € Ao and x € A;. Since AA; = Aj, we may write x = Ax’ with
x' € Ay, and then

x'T(Ay) =x'"TATTAy = x'"Ty = 0.
Hence Ay is orthogonal to Ay, and AAs = Ay as well.

From Z? = A; @ Ay and AA; = A; we get A = diag(A;, Ay) with Ay, Ay € GL,,(Z). Substituting into
ATTA = T gives ZA/RA; = IR, that is, A; € Aut(R). Conversely, every diag(A, Ay) with A; € Aut(R)
satisfies ATTA = T, the scalings ¢? cancelling. The resulting condition does not involve ¢; and cg, so the two
automorphism groups coincide. O

The two automorphism groups therefore coincide, and the hull transformation does not enlarge the set of
solutions. This differs from the Construction-A instantiations considered in [9, §5], where the hull may collapse to
pZ? for generic instances and the subsequent reduction proceeds through code equivalence. In the present setting
the transformed lattice retains both Barnes—Wall blocks, so the correspondence between the two LIP instances is
exact and can be written down explicitly.

Theorem 3.6. In the setting of Theorem 3.3, the map ¢ : X +— KSXKP_,1 is a bijection from Iso(Q~1, G) onto
Iso(S, P).

Proof. Let V € Iso(Q~ !, G). The set is nonempty by Theorem 3.3, so V = AV, with V, = KglUKp and
A € Aut(Q!) by Fact 2.5, and A = diag(A1, Ay) by Theorem 3.5. Since Kg = diag(I, g?I) is scalar on each
block, it commutes with A, whence

¢(V) = KsAV(Kp' = (KsAKg') (KsVoKp') = AU,

an integral unimodular matrix satisfying (AU)TS(AU) = UT(ATSA)U = P by (5). Injectivity follows from
the invertibility of Kg and Kp over Q. Conversely, for any U’ € Iso(S,P), the matrix A = U'U~! belongs to
Aut(S) = Aut(Q1), and p(AV,) = U’. O

Any solution of the transformed instance therefore yields a secret key for the original one, and it remains to
solve the transformed instance itself. Here the enlarged scaling of the second block becomes decisive. By Lemma 3.4



the vectors below the threshold identify one block of Ag-1, and the orthogonal complement identifies the other,
which reduces the problem to two instances of half the dimension for the public form R.

Theorem 3.7. Let G = V' Q™ 'V for an unknown V € GL4(Z) and put
AW =Spany{x € 2¢ | x"Gx < ¢* (g + 1)°(R)*} n2Z%, AP ={yezZ!|x"Gy=0Yxec AV} (6)

Then the following hold.

1. AW and A® have rank m and 7% = AV @ A2,
2. For basis matrices Cy, Cy € Z4*™ the matriz C = [Cy | Cy] is unimodular, and the forms

R, = C/GC;, R, =g %(g+1)%C] GC;, (7)

are integral and Z-equivalent to R, say F] RF; = R; with F; € GL,,(Z).
3. For any such F1,Fy, the matriz V' = diag(F1,F2)C™! lies in GLq(Z) and satisfies V'T Q™ 'V' = G.

Proof. Let Ay = Z™ @ {0} and Ay = {0} ® Z™, with respect to which Q™! is orthogonal, and let W = {x € Z¢ |
x"Gx < ¢%(g+ 1)?M1(R)?}, so that A = Spang W N Z?. The map x — Vx is an isometry from G to QL.
(1). First, V™A, is saturated. Indeed Z? = V1A, ® V~1A,, so the quotient by V~1A; is free and

Spang(V'A1) NZ4 = VA, (8)

By Lemma 3.4 with ¢; = 1 and ¢o = g(g + 1), every x € W has Vx € A;. Hence W C V1A, and, taking
spans and intersecting with Z¢, A(Y) € V1A, by (8). For the reverse inclusion it is enough that W have rank
m, since then the two Q-spans are nested of equal dimension, hence equal. That holds because BWZ contains m
independent minimal vectors, of squared norm A1 (R)? < ¢g2(g + 1)2A1(R)?, whose preimages lie in W.

Note that W need not generate V~'A;. Only the independence of m of its elements is used, and any finite
index is absorbed by the saturation in (6). Nor is minimality of length needed, since everything below the threshold
qualifies and the threshold is itself the certificate of membership in the first block.

For A®) | the condition x ' Gy = 0 for all x € A" says that Vy is Q ~'-orthogonal to A;, which for a nonsingular
block-diagonal form means Vy € Ay. Hence A®) = V1A, and AV ¢ A®) = v—174 = 74,

(2). Unimodularity of C follows from (1). As VCj is a basis matrix of Ay, it has the form (lgl) with F; €
GLy,(Z), and likewise VC = (g, ). Then Ry = (VC1)'Q*(VC;) = F{ RF; and C; GC; = ¢g*(9+1)*F; RF>.

(3). From VC = diag(F1,F2) we get V = diag(F;,F2)C~! for the true F;. Given other solutions F/, the
matrices D; = F/F; ! lie in Aut(R), so

V' = diag(F}, F5)C ™! = diag(D1, D2)V,
and diag(D;,D3) € Aut(Q~!) by Theorem 3.5, whence V'TQ~'V' = G. O

3.2 Algorithms and cost estimates

Key recovery

Algorithm 1 HurLrBasis(M, s) — a basis matrix of AL (M)

Require: nonsingular M € Z4*¢ modulus s € N
Ensure: K € Z4*4  a basis matrix of AL (M)

1: (D,A,B) «+ SNF(M) >D =AMB, A,B € GL4(Z), D diagonal
2: fori=1,...,d do

3: C; < S/ ng(S,D“‘)

4: K «+ B -diag(cy,...,cq)

5. K + HNF(K)

6: return K

Lemma 3.8. Algorithm 1 is correct and polynomial in d, logs and the bit size of M.
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Proof. The matrix A is invertible modulo s, so Mx = 0 is equivalent to AMx = 0. With y = B~ !x this reads
D;;y; = 0 mod s for each i, that is y; = 0 mod ¢;. Hence AL (M) = Bdiag(cy, ..., cq)Z?, and the Hermite normal
form (HNF) only changes the basis. Both normal forms are computable in polynomial time [11]. O

Algorithm 2 REDUCETOAUXILIARY(P, g) — from LIPS+ to LIP(Q@ ")
Require: public key P = UTSU, integer g > 2

Ensure: (Ks,Kp,G) with G € [Q7}]

. if g is odd then

2 s+ g%, Kg < diag(L,, ¢°I,)

3: else

2
4: s+ (g+1)% Ks<+ (IO (9 +é) Im) > see Remark 1

=

5. Kp < HuLLBAsIs(P, s)
6: G+ s 'KLPKp
7. return (Kg,Kp, G)

Lemma 3.9. With Kp in Hermite normal form and G = g_QK;PKp,

1085 [|G llmax < 1085 ([P ||max + 2log, d + 2log, g.
Proof. The entries of Kp are bounded by s = g2 because sZ? C AL (P), so that |(KpPKp);j| < d%s?||P||max-
Dividing by s gives the claim. O

At d = 1024 and g = 43 this contributes at most 31 additional bits to the bound on each entry, which is
negligible compared with the subsequent lattice-reduction steps.

Algorithm 3 SOLVEAUXILIARY(G, g, A1 (R)) — solving LIP(Q@ S

Require: G = V'Q™'V for an unknown V € GLy(7Z)
Ensure: some V' € Iso(Q™ !, G)

1: W < m independent x € Z¢ with x"Gx < g%(g + 1)2)\;(R)?, obtained by reducing G

2: C; < basis matrix of A = Spang(W) N Z¢ b saturation, via HNF/SNF
3. Cy + basis matrix of kery ClTG) >{y € 74 | xTGy =0 Vx € A(l)}
4. C « [Cl ‘ CQ], R; « Cl GCy, Ry« g_2(g+ 1)_QC2TGCQ

5: F1 « SOLVELIP(R,R;), Fs + SOLVELIP(R,Rs,) > dimension d/2
6: return V' « diag(F;,Fy) - C~!

Remark 3. Line 1 of Algorithm 3 does not require minimal vectors of G. By the proof of the Theorem 3.7, any
vector of norm below g(g + 1)\1(R) lies in the first block, so it suffices to find m linearly independent vectors
below this threshold. If a single lattice reduction does mot provide that many, the procedure can be iterated in the
orthogonal complement of the vectors already found.

The computations in Lines 2—-3 are polynomial-time integer linear algebra. If K is a basis matrix of the integer
kernel {y € Z¢ | W'y = 0}, where the columns of W are the vectors of W, then A®) = Spang(W) N Z? is the
integer kernel of KT, since both consist of the integer vectors orthogonal to every vector orthogonal to W. Line 3
is again an integer kernel computation. Integer kernels are computable in polynomial time via Hermite normal
forms [11]. By Theorem 3.7, every entry of Cg GCy is divisible by g?(g+1)2, so the form Ry computed in Line 4 is
integral. Line 5 invokes LIP®) twice with the same reference form R, so any precomputation for BW,%, including
a canonical form [12] or the isometry test of Plesken and Souvignier [13], can be reused.
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Algorithm 4 HULLATTACK(P, g) — recovering a secret key
Require: public key P = UTSU, integer g > 2
Ensure: U’ € GLy(Z) with U'TSU’ = P

1: (Ks,Kp,G) < REDUCETOAUXILIARY(P, g)

2. V' <= SOLVEAUXILIARY(G, g, A1 (R))

3: return U’ + KSV’K1§1

Theorem 3.10. Suppose SOLVELIP is correct and Line 1 of Algorithm 8 returns m independent vectors below
the threshold. Then Algorithm 4 outputs U’ € GLg(Z) with U'TSU’ = P.

Proof. By Theorem 3.3 the form G is integral and lies in [Q7!], so Iso(Q}, G) # @. Theorem 3.7 makes
SOLVEAUXILIARY correct. The saturation of (W) is A the forms R, and Ry are Z-equivalent to R so that both
oracle calls have solutions, and the assembled V' lies in Iso(Q ™!, G). Theorem 3.6 then sends V' to an element of
Iso(S, P). O

Apart from the short-vector computation in Line 1 and the two calls to SOLVELIP, the attack consists of
Smith and Hermite normal forms and products of d x d integer matrices. These operations are polynomial in d
and 1og,||P||max [11], with coefficient growth bounded by Lemma 3.9.

Remark 4. Note that the transformed instance G is needed only to identify the preimages of the two blocks in the
coordinates of P, after which P itself decomposes. Let Ay = Z™ @ {0} and As = {0} ® Z™. By Theorem 3.5 and
Theorem 3.7, Kp = U *KgVq and AV = Vo_lAl. Since Kg = diag(I,,, g*I,,) maps Ay onto itself, this gives

KpA®M = U 1A,
Hence the lattices
M; = Spang(KpAW)NZI=U'A;,  My={yeZ'|x"Py=0vxeM}=U"A

are computable from P, the second equality using that S is block diagonal. For basis matrices T1, Ty of My, Mo
the matriz T = [Ty | T2] is unimodular, and TTPT = diag(g°R/, (¢ + 1)*R}) with R} € [R]. For arbitrary
solutions F;"RF, = R/, the matriz U’ = diag(F;,Fy) T~ then satisfies

U'TsU' =T " (T'PT)T ' =P.

This yields a secret key directly, without Theorem 3.6 or Theorem 3.5, and at the same cost, since the short-vector
step and the two instances of LIP®) gre unchanged. Theorems 3.5 and 3.6 nevertheless retain their structural

significance, since they establish an explicit bijection between the solution sets of LIPSP) gnd LIP(Q_l’G), so that
the reduction to the g?-hull is lossless.

ALIP

The block structure also settles the distinguishing problem, and here no hull transformation is needed. The de-
terminant and the kissing number coincide for the two classes, whereas their first minimum differ by the factor

g.

Proposition 3.11. We have min(S) = ¢g?\;(R)? and min(Q~1) = A\ (R)2. Moreover, exactly  vectors of Z°
satisfy x " Q7 1x = A\ (R)2, while none satisfies x' Sx < g1 (R)?. Both quantities are Z-equivalence invariants.

Proof. Apply Lemma 3.4 with (¢1,¢2) = (9,9 + 1) and with (¢1,c2) = (1,9(g + 1)), and read the kissing number
from Table 1. Invariance holds because congruence by a unimodular matrix is a bijection of Z¢ preserving the
quadratic form. O

Any vector of squared norm below g?\;(R)? therefore certifies that a form lies in [Q~!], which gives the
following distinguisher.
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Algorithm 5 DI1sTINGUISH(P, g, A1 (R)) — solving ac-ALIPS Q"

Require: P < D,([S]) or P + D,([Q~!]), parameters g and \;(R)
Ensure: a guess for the class of P
. 3 < smallest block size satisfying (11) with n = d, ||v|]| = A\ (R) and vol"/? = \/g(g + 1)A\1 (R)
v + BKZ3(P)
if v Pv < ¢g?\;(R)? then
return [Q~!]
else
return [S]

SR A S A

The distinguisher depends only on a class invariant and is therefore independent of the key-generation
distribution.

Remark 5 (auxiliary forms from [14]). The auxiliary form need not be built from R itself. By [14, Lemma 15],
the signature scheme can be instantiated with the same S and the auziliary form

Q/—1: R’ 0
0 g*(g+1)"R')”

where R is the Gram matriz of a lattice in the genus of BWZ whose first minimum and that of its dual are within
a constant factor of the Minkowski bound. Such a lattice exists by [14, Theorem 1], under a mild condition on
the genus. The gap (1) of the auziliary lattice then grows only linearly in the gap of BWZ, so that a considerably
smaller scaling factor g suffices.

This modification does not restore the security of the scheme. Key recovery is unaffected, because Algorithm 4
never uses the auziliary form of the scheme. It relies on the fact that the g?-hull of S is ¢?Q~' with Q~! =
diag(R, g%(g + 1)?R), which is a property of S alone. Moreover, Table 3 shows that reducing g does not remove
the gap between key recovery and the direct attack. For g > T the cost of key recovery is determined by the two
instances of LIP®) gnd equals 124 classical and 112 quantum bits independently of g. For g = 3 the splitting step
becomes dominant and the cost rises to 139 classical and 126 quantum bits, still far below the 209 classical and
189 quantum bits of the direct attack.

Finally, any key-recovery algorithm immediately yields a distinguisher with essentially the same complexity and
one-sided error. Let A be an algorithm that, for a sample P < D,([S]), outputs a matriz U’ € Iso(S,P) with
probability €. Define a distinguisher that runs A on the input P, verifies whether U'TSU’ = P, and outputs [S] if
and only if the verification succeeds. The verification requires O(d®) operations.

For a sample from [Q~1], the verification condition can never be satisfied, and hence the distinguisher never
outputs [S], independently of the output or behavior of A. For a sample from [S], the verification succeeds with
probability €. Consequently, the distinguishing advantage is e, while the computational cost is that of A plus an
O(d?) wverification overhead.

Complexity estimate

We estimate the lattice-reduction components of the attack using the core-SVP model. BKZ-f [15, 16] is represented
by a polynomial number of SVP calls on projected blocks of dimension §. In the core-SVP model [17], one such
call is assigned cost 2¢%, with co = logy \/3/2 & 0.292 in the classical setting [18] and cg = log, \/13/9 ~ 0.265
in the quantum setting [19]. Under the geometric series assumption [20] the root-Hermite factor is

o = (2 wm”ﬂ)ﬁ, (9)

1/n

and BKZ-3 returns a vector of norm about §3 vol(£)"/". A vector of norm below a bound 7" is therefore obtained

once
5% - vol(L)/™ < T. (10)
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If the lattice contains an unusually short vector v, the estimate of [17] predicts that it is found once

V2 vl < 827 vl

For the splitting step, condition (10) with 7 = g(g + 1)A\1(R) and vol(G)Y/? = /g(g + 1)A;(R) reads 6% <

g(g + 1)A\1(R), whereas (11) is applied to the minimal vectors of G, of norm A; (R). In each case the block size
is the smallest /3 satisfying the condition, and the corresponding classical and quantum costs are given as |cc (]
and |cof] bits.

Applied to BWZ itself these estimates give 3 = 426 at m = 512, that is 124 classical and 112 quantum bits,
and 8 = 816 at m = 1024, see [10] for details. Note that these models work on random lattices, for which A\; = gh,
whereas BWZ is highly structured. Their use for Barnes-Wall lattices is therefore heuristic, as is customary for
lattices and the same applies to the estimates below.

We compare three lattice-reduction problems. Recovering Min(P) directly requires a vector of norm g\ (R) in
dimension d. The splitting step works in the transformed lattice G € [Q™!] of the same dimension and volume,
where it suffices either to recover a minimal vector, of norm A;(R), or to reach the threshold g(g 4+ 1)A\1(R). Each
of the two resulting instances of LIP®) requires the minimal vectors of a form in [R], of norm A; (R) in dimension
m, and is independent of g. Under the geometric series assumption the latter target is not reached for any 8 < m,
so the corresponding estimate is an exact SVP computation in dimension m. The parameters and estimates are
given in Tables 2 and 3.

(11)

Table 2 Parameters at d = 1024, m = 512 and A1 (R) = 16.

g=3 g=7 g=9 g=43
g(g+1) 12 56 90 1892
vol'/? =\ /g(g + DAL (R) 13.86 29.93 37.95 173.99
A1 (Ag) = gAi(R) 48 112 144 688
A(Ag-1) =M (R) 16 16 16 16
splitting threshold g(g + 1)A1 (R) 192 896 1440 30272

Table 3 Cost at d = 1024 as 8 and (classical bits / quantum bits) in the core-SVP model. The block size is estimated
either by the condition of [17] for recovering an unusually short vector or by the geometric series assumption [20]. For
LIP for R the latter is not met for any 8 < 512, so the entry marked * is an exact SVP computation in dimension 512.

step estimate  dim. g=3 g=171 g=9 g=43
direct attack on P [17] 1024 716 (209/189) 739 (215/195) 743 (216/196) 756 (220/200)
distinguishing [17] 1024 479 (139/126) 377 (110/99) 352 (102/93) 237 (69/62)
Colittin [17] 1024 479 (139/126) 377 (110/99) 352 (102/93) 237 (69/62)
phthing [20] 1024 737 (215/195) 517 (150/137) 470 (137/124) 282 (82/74)
LIP for R. twice [17] 512 426 (124/112) 426 (124/112) 426 (124/112) 426 (124/112)
’ [20] 512 512* (149/135)  512* (149/135)  512* (149/135)  512* (149/135)
Koy rocover [17] 479 (139/126) 426 (124/112) 426 (124/112) 426 (124/112)
o4 y [20] 737 (215/195) 517 (150/137)  512* (149/135)  512* (149/135)

At d = 1024 and g = 43 the estimated key-recovery cost decreases from 220 to 124 classical bits and from
200 to 112 quantum bits. The dominant component after the hull and block decomposition is the LIP for the
Barnes—Wall form R in dimension m, so the remaining computational problem is determined by the corresponding
half-dimensional instance.

The key-recovery estimate becomes independent of g once the block-splitting step is cheaper than the subsequent
LIP instances. Under the geometric series assumption [20], the splitting step determines the key-recovery cost for
g = 3 and g = 7, with 215 and 150 classical bits respectively, while for g > 9 the exact SVP computations for
the two Barnes—Wall instances dominate at 149 classical bits. The distinguishing cost depends on g, since the first

14



minimum of the two classes differ by a factor of g. At d = 1024, the heuristic core-SVP estimate is 69 classical
bits for ¢ = 43 and 110 for g = 7.

4 Conclusion

The attack is not specific to Barnes—Wall lattices. It applies to the generic construction Ag = gA @ (g + 1)A
of [1, 14] for any integral lattice A with Gram matrix R, provided that one of g and g + 1, say w, is coprime to
det R. Proposition 3.1 then holds with the modulus s = u?, and the hull again rescales the blocks to (1, g(g + 1)).
The splitting argument of Theorem 3.7 holds for any R with A,,,(R) < g(g+1)A1(R), and the direct decomposition
of Remark 4 yields a secret key without using the structure of Aut(R). Key recovery therefore always reduces to
two instances of LIP for A in half the dimension. For A = Z™, where det R = 1 and )\,, = A1, both conditions
hold for every g. The remaining instances are then instances of ZLIP in dimension d/2, for which the heuristic
analysis of [2] predicts that BKZ with block size d/4 + o(d) suffices, and for which [21] gives a provable algorithm
making polynomially many calls to an SVP oracle in dimension at most d/4 + 1. Direct sums of rescaled copies of
a single lattice should thus be avoided in LIP-based constructions.
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