A KLEPTOGRAPHIC ATTACK ON CSIDH
TREY LI

ABSTRACT. This note reports an attack scenario for CSIDH that does not appear to have
been considered in the literature. A subverted device of Alice can leak a shared curve
between Alice and Bob through Alice’s public curves in later CSIDH sessions. The attack
adapts the Young—Yung kleptographic attack from classical Diffie-Hellman to CSIDH using
the Goldreich—Levin theorem and rejection sampling. We prove that a CSIDH public curve
[a]x Ey remains computationally indistinguishable from an honest public curve even when its
secret class [a] is rejection-sampled according to a hard-core bit of a hidden parallelization
curve [a][c]* By formed by the same class [a] together with an independent curve [¢]* Ey. The
proofs rely only on the computational assumptions underlying CSIDH itself. We hope that
this note provides a useful starting point for the study of algorithm-substitution attacks in
isogeny-based cryptography, complementing existing work on side-channel and fault attacks.

1. INTRODUCTION

Kleptographic and algorithm-substitution attacks use malicious implementations of a cryp-
tographic scheme to leak secret information through deliberately generated outputs that look
like legitimate ones. Young and Yung introduced SETUP attacks [12] and later used the
term kleptography and gave an attack on classical Diffie-Hellman [13]. Later work studied
when algorithm-substitution attacks are undetectable [1,2], and how state resets can help
detect them [11]. For CSIDH, the study of compromised implementations has so far focused
mainly on side-channel and fault attacks [3,7]. This note asks whether CSIDH admits a
kleptographic attack in which ordinary-looking public curves leak secret information. We
show that it does.

Alice’s subverted device stores a CSIDH public key E, = [¢] x Ey chosen by the kleptog-
rapher, together with a random string r (we will show later that this random string can
be derived during Alice’s use of the device, so there is no need to store it in the device
beforehand). To leak a target bit b, the device repeatedly samples secret keys a from the
honest CSIDH secret-key distribution until the inner product (bin(Apg,),r) mod 2 = b,
and outputs the curve E, = [a] x Ey as Alice’s public key, where bin(Ag) is the binary
representation of the canonical Montgomery coefficient Ap of E. After observing F,, the
kleptographer computes [t] * E, = [a] x £, and recovers b using the same r. Assuming the
hardness of group-action Diffie-Hellman and using the Goldreich-Levin theorem [10], we
show that the bit (bin(Ap.g, ), 7) mod 2 is a hard-core bit given (E,, E;,r). We further show
that the rejection-sampled public key F, is computationally indistinguishable from an hon-
estly generated CSIDH public key, even when (E,r) is known. Repeating the procedure
over later sessions using different random strings r leaks a CSIDH shared curve or any other
secret one bit at a time.
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This attack applies naturally to other non-interactive key-exchange schemes, such as
SWOOSH [9], and to key encapsulation mechanisms built from non-interactive key-exchange
schemes. In particular, the two parties must be able to derive the same shared value from
a secret key and the other party’s public key; this value must be computationally hard to
recover from the public keys alone; and it must admit a canonical binary encoding from
which the shared secret can be recovered. Under these conditions, the same Goldreich—
Levin and rejection-sampling mechanism can be used to leak any polynomial-length secret.
A notable feature of the attack is that it relies on no hardness assumption beyond those
already underlying the security of the original scheme.

2. THE ATTACK

Let p =4[, ¢; — 1 be a prime with /1, ..., ¢, distinct small odd primes. CSIDH [4] uses
Montgomery curves Ey4 : y* = 23 + Az? 4+ x over F, with base curve Fy : y* = 2® + . Let
7 be the p-power Frobenius and O = Endg, (Ey) = Z[r| = Z[\/—p| the associated quadratic
order. Each ¢; splits as (¢;) = L;l; with [; = (¢;,7 — 1) and [; = (¢;, 7 + 1). For a nonzero
invertible integral ideal a € O of norm coprime to p, write Efa] = (1), . ker(a) and let [a] x E
be the codomain of the separable isogeny with kernel E[a]. The class group cl(O) acts freely
and transitively on the orbit & = {[a] x Ey : [a] € cl(O)}. For e = (ey1,...,e,) € Z™ write
] = T,

In CSIDH, Alice and Bob sample secret vectors e € {—m,...,m}" and f € {—m,...,m}"
respectively, exchange the public curves [e] x Ey and [f] * Ey, and obtain the shared curve
([e][f]) * Eo = [e + f] x Eyp. The group-action inverse problem (GAIP) asks to recover an
efficiently actionable representation of [e] given (Fy, [e]* Ep); the group-action computational
Diffie-Hellman problem (GACDH) asks to compute ([e][f]) * Eo given (Ey, [e] x Eo, [f] * Eo)-

The attack adapts the Young—Yung kleptographic attack for Diffie-Hellman [13] to CSIDH.
It replaces the cross-session key-dependent method of Young—Yung with a cross-session key-
independent method by using the Goldreich-Levin theorem [10] together with rejection sam-
pling. It works as follows.

Let Eve be the kleptographer, possibly a device vendor. Before selling the device to Alice,
Eve generates a CSIDH key pair (z, E,) with E, = [z]xEy and embeds the public key F, into
the device. She also embeds a sequence of polynomially many independently and uniformly
sampled strings 71,79, -+ € {0,1}* into the device, where L = [log, p] = ©(\) with A the
security parameter. Alice runs the device as a black box and the device only outputs CSIDH
public keys [a] * Ey and CSIDH shared secrets ([a][b]) x Ey to Alice. For each candidate secret
key a sampled by the device, let E, = [a] x Ey and define Z, = [a] x E,. By commutativity
of the class-group action, we have Z, = [a| x E, = [z] x E,. The device can compute Z,
from (a, E,), while Eve can compute Z, from her secret key x and Alice’s public key E,,
without interacting with the device. Write Z, = E4, in canonical Montgomery form. For
any of the random strings r shared between the device and Eve, define the Goldreich-Levin
predicate h,.(Z,) = (bin(Az,),r) (mod 2). We show that this is a hard-core predicate given
(Eq, Eyy1).

Lemma 1 (Hard-core predicate). Let x and a be independently sampled from the CSIDH
secret-key distribution, and let r <+ {0,1} be uniform. If GACDH is hard, then no
polynomial-time algorithm can predict h.(Z,) from (E,, E.,r) with non-negligible advantage
over 1/2.
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Proof. Suppose there exists a polynomial-time predictor P with non-negligible advantage
in predicting h,.(Z,) from (E,, E,,r). Averaging over the honestly sampled secrets a and
x, there is a non-negligible fraction of “bad” pairs (E,, E,) for which P(E,, E,,-) predicts
h.(Z,) with non-negligible advantage over uniform r. Fix any such bad pair; this also
fixes the curve Z,. Applying the Goldreich-Levin reconstruction lemma [10, Lemma 1] to
P(E,, E,,-) gives a polynomial-size list containing bin(Az,) with non-negligible probability
in polynomial time. Thus, given a random GACDH instance (Ey, E,, F,), one may run
the Goldreich—Levin reconstruction algorithm and select a uniformly random element of the
resulting list. With non-negligible probability the pair (FE,, E,) is bad, and conditioned
on that event the random choice from the final list equals bin(Az,) with non-negligible
probability. This means that GACDH can be solved in polynomial time with non-negligible
probability, a contradiction. O

Now, suppose Alice has already completed an honest CSIDH exchange with Bob and
obtained a shared curve E4. Write by, b, ... for the bits of bin(A). To leak b; in a later
session, the device samples at most L independent candidate secret keys a < {—m, ..., m}"
and uses the first one that satisfies h,,([a] x E;) = b;. If no candidate succeeds, it samples
an honest secret a instead. It then sets a; := a and outputs E,, = [a;] x Ey. After observing
E,,, Eve computes Z,, = [z| ¥ E,, and recovers b; = h,,(Z,,) if h.,([a;] * E,) = b;.

Note that the pair (E,,r) is fixed before sampling a. There is a chance that for some bad
pairs (E,, ), an a such that h,,([a] x E;) = b; occurs with very low probability or does not
exist at all. Namely, most or all a give h,, ([a] x E,) = 1 —b;. For these pairs (F,, ), rejection
sampling and hence the attack may fail under the sampling-time bound L. We show that
for overwhelmingly many pairs (E,, r), the predicate h,.([a] x E,) is nearly balanced over the
choice of a. We then use this balancing property to show that there are only negligibly many
bad pairs that would fail most a.

Lemma 2 (Balanced predicate). Fiz b € {0,1}. For each pair (E.,r), define the proba-
bility pp(Ey, 1) := Pry[h,([a] x E,) = b] over a which is sampled from the CSIDH secret-key
distribution. If GACDH is hard, then for honestly and independently sampled (E,,r) and
every inverse-polynomial € > 0, we have Prg, Hpb(Ex,r) — %‘ > 5] = negl(\). Moreover,

Eg, » Hpb(Ex,r) - %H = negl(\).

Proof. Suppose for some inverse-polynomial € > 0 the probability Prg, , H po( By, 1) — %{ > 5}
is non-negligible. We construct a predictor for the hard-core bit in Lemma 1. Given a chal-
lenge (E,, E,,r), sample an independent honest secret ¢’ and output h,([a'] x E,) as the
prediction for h,([a]x E;). For a fixed pair (E,, ), the challenge bit h,([a] x E,) and the pre-
dicted bit h,.([a'] * E,) are independent samples from the same Bernoulli distribution. Hence

the predictor is correct with probability py(Ey, r)*+ (1 —py(Ex,1r))* = 3 +2 (pp(Es, ) — %)2 :
Whenever the pair (E,,r) satisfies |py(FE,,7) — 1/2] > ¢, the advantage of the predictor is at
least 2¢2. If such pairs occurred with non-negligible probability, then given (E,, E,,r), the
overall advantage of predicting h,([a] x E,) would be non-negligible, contradicting Lemma 1.
This proves the first claim.

For the second claim, let X = ‘ po( By, 1) — %‘ . For every inverse-polynomial € > 0, the first
claim gives Pr[X > ¢] = negl()A). Since 0 < X < 1/2, we have Eg, ,[X] < e + 3 Pr[X > ¢].
Now take ¢ = 1/(2¢()\)) for any polynomial g. For sufficiently large A, the second term of
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Eg, »[X] is negligible and hence smaller than 1/(2¢(\)), so Eg, ,[X] < 1/g(\). Since ¢ is any
polynomial, we have that the expected bias Eg, .[X] is negligible. O

Now we show that the probability of sampling a bad pair (E,,r) which fails many a is
negligible. This conclusion is also used in the proof of Lemma 4. It allows us to neglect the
effect of bad pairs when calculating certain probabilities.

Lemma 3 (Bad-pair probability). For b € {0, 1}, define Bad, := {(Ex,r cpp(Ey,r) < 4}
If GACDH is hard, then Prg, . [(E,,r) € Bad,] = negl()). Consequently, except with negligible
probability over (E,,1), both target bits have per-trial success probability greater than 1/4.

PT’OOf. It pb(E:car) S 1/47 then |pb(Exar) - %} > le Therefore, {(Ex,’l“) :pb(Exar) < 1/4} -
{(Ea;,T |pb E. ) 2! > } Since the event on the left is precisely Bady, it follows that
Prg, ,[(Ez,7) € Bady] < Prg,, Hpb E.r)— 2‘ > 1], which is negligible by Lemma 2. The
same argument applies to either value of b. ([l

We are now ready to prove indistinguishability or undetectability results. Our final goal
is to show that the output distribution of L-bounded rejection sampling is indistinguishable
from the output distribution of honest CSIDH key generation. For this, we first prove that
the output distributions of unbounded rejection-sampling key generation and honest key
generation are indistinguishable, and then show that the output distributions of bounded
and unbounded rejection-sampling key generation are indistinguishable.

Lemma 4 (Indistinguishability between unbounded and honest). Fiz b € {0,1}. Define
unbounded distribution Ry, to be the joint output distribution obtained by sampling (E,,T)
honestly and then repeatedly sampling honest secrets a until h,.([a] * E;) = b, and outputting
(E., 1, E,), where E, = [a|xEy. If py(E,,r) = 0, instead sample an independent honest secret
a and output (E,,r, E,). Then, under GACDH, Ry, is computationally indistinguishable from
the honest CSIDH joint distribution obtained by sampling E,, r, and a independently and
outputting (E., 1, E,).

Proof. Let H be the honest distribution. Define Ry and R; as above, and let M := %Rg+%R1.
We first compare M with H. Fix (E,,r) and write ¢ = po(E,, 7). If 0 < ¢ < 1, then under
honest key generation the event h,([a] x E,) = 0 occurs with probability ¢ and the event
h.([a]*E,) = 1 occurs with probability 1—¢. Therefore, conditioned on this fixed pair (E,, r),
the honest output distribution is the mixture H | (E,,7) = q(Ro | (E,,7)) + (1 — q)(R1 |
(E., r)) By contrast, M mixes the same two conditional distributions with equal weights,
namely M | (E,,7) = 5(Ro | (Ey, 7)) +5(R1 | (Es,7)). Since Ry | (E,,r) assigns probability
only to outputs satisfying h.([a] * E,) = 0, while Ry | (E,,r) assigns probability only to
outputs satisfying h,.([a]*x E,) = 1, their supports are disjoint. By the definition of statistical
distance, the statistical distance between the two mixtures is determined by the difference
in their mixture weights, namely A(H | (E,,r), M | (Ey,r)) =2 (lg= 3|+ |1 —q) —3|) =
} — %‘ If g = 0 or ¢ = 1, one predicate value never occurs. By definition, the sampler for the
impossible value outputs an independently generated honest public key, while conditioning
on the value that occurs with probability one also gives the honest distribution. Hence both
components of M are honest for this fixed pair, so the conditional statistical distance is zero.
Thus, in all cases, A(H | (Ep,r), M | (E.,T) ) < |p0 E.r)— 2‘

Since M = %Ro + %Rl and both Ry and R; sample (E,,r) according to the same honest

distribution as H, for every fixed (e,, p) we have Prg [(E.,7) = (€, p)] = Prg,[(E.,r) =
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(ez:p)] = Pru[(Es,7) = (es,p)]. Therefore, Pry[(E,, 1) = (e4,p)] = 3Pra[(Es,r) =
(€zp)] + 3 Prp,[(Esir) = (€s,p)] = Pru[(Es,7) = (es,p)]. Hence H and M have the
same marginal distribution on (F,,r). Therefore, the statistical distance between their joint
distributions is the average of the corresponding conditional statistical distances, namely
A(H,M) = Eg,, [A(H | (Ey,7),M | (Ey,r))]. Plug in the bound above, namely A(H |
(Ey, ), M | (Es,7)) < |po(Es,7) — 4|, together with Lemma 2, we have A(H,M) <
Eg, . [|po(Es, ) — 3|] = negl(M).

We now show that R, is computationally indistinguishable from H. Suppose for contra-
diction that there exists a polynomial-time distinguisher D that distinguishes R, from H
with non-negligible advantage. Since H and M have negligible statistical distance, D also
distinguishes Ry, from M with non-negligible advantage. Let ¢, and ¢;_; be the probabilities
that D outputs 1 on samples from R, and R;_;, respectively. Since M = %Rb + %Rl,b, we

have Pr[D(M) = 1] = %. Then the non-negligible distinguishing advantage between R,
and M is ‘qb — L;””’! = %|qb — q1_p|- Hence |g, — q1_| is non-negligible.

Now consider the following two polynomial-time predictors for an honest hard-core chal-
lenge (E,, E,,r). The first runs D(E,, r, E,) and predicts b if D outputs 1, and predicts 1 —b
otherwise. The second uses the opposite prediction rule. Consider first a sample from M.
Outside Bady U Bad;, we have py(E,,r) > 0 and p;_,(E,,r) > 0, so neither R, nor R;_, falls
back to honest sampling of a. Hence a sample from R, satisfies h,([a]* E,) = b, while a sam-
ple from R;_, satisfies h,([a] x E,) = 1 —b. By Lemma 3, the exceptional event Bady U Bad,
has negligible probability. Hence, on M = %Rb + %Rl,b, the first predictor succeeds with
probability 3¢, + (1 —qi_) negl(A) = 2+ 3(g — ¢1—s) £negl(\), while the second predictor
succeeds with probability 1(1 — g,) + 3q1—p & negl(A) = 1 — (g, — ¢14) £ negl()). Since
|gy — ¢1-p| is non-negligible, at least one of these two predictors predicts the hard-core bit on
M with non-negligible advantage over 1/2.

Finally, since M and H have negligible statistical distance, and statistical distance bounds
the difference in the probability of any event, for the event that a predictor correctly predicts
h.([a] * E,) we have |Pry[succ] — Pry[succ]| < A(M, H) = negl(\). Hence changing the
input distribution from M to H changes the predictor’s success probability by at most a
negligible amount. Thus one of the two polynomial-time predictors predicts h,.([a] x E,) on
an honest challenge with non-negligible advantage, contradicting Lemma 1. Hence Ry is
computationally indistinguishable from H. 0

Lemma 5 (Indistinguishability between bounded and unbounded). Fix b € {0,1}. Let R,()L)
be the joint output distribution obtained by sampling (E,,r) honestly, then sampling at most
L independent candidate secrets ay,as, ... and using the first a; satisfying h,([a;] x E;) = b.
If no such candidate exists, sample a fresh honest secret a instead. In either case, output
(B, 1, E,), where E, = [a] x Ey. Then A(RISL), Ry) = negl(M).

Proof. Fix (E,,r) and write ¢ = py(E,, 7). We first compare the conditional distributions of

RéL) and Ry for this fixed pair.

If ¢ = 0, then by definition both samplers output an independently generated honest
public key, so A(Rl()L) | (Ey,7), Ry | (Ep,7)) =0,

Now suppose that ¢ > 0. For the fixed pair (E,, ), the bounded procedure independently
samples at most L honest secrets ay, as, ..., where each a; satisfies h,([a;] x E;) = b with

probability ¢. The unbounded procedure keeps sampling honest secrets until the first one
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satisfying this condition appears and outputs its public key. The bounded procedure does the
same if one of aq, ..., ay, satisfies the condition, and otherwise outputs a fresh honest public
key. Therefore, the bounded and unbounded procedures differ only when all L sampled
secrets fail, which occurs with probability (1 — ¢)¥. Hence A(RéL) | (Ey,7), Ry | (BEyy7)) <
(1-q)"

Since RIEL) and Rj, have the same marginal distribution on (E,,r), we have A(RZSL), Ry) =

Eg, » [A (RIEL) | (Ezy7), Ry | (Ey, 7’))} We evaluate this expectation by separating the pairs

(E,,r) according to whether ¢ < i or q > }1. The contribution from the event ¢ < }1

is Prg <1 E [A(RIEL) | (Ey,7), Ry | (B, 7)) )q < %] Since statistical distance is at most

1, this contribution is at most Pr [q < ﬂ The contribution from the event ¢ > }L is

Pr¢>1i]E [A(R,()L) | (Ez,7), Ry | (B, 7)) ’q > }L] Since ¢ > 1 implies A(RIEL) | (Ezy7), Ry |
(Ey,r)) < (1 —q)% < (3/4)F, this contribution is at most (3/4)". Hence AR R,) <
Pr[q < 1] + (3/4)%. By Lemma 3, the first term is negligible. Since L = [log,p] = O()),
the second term is also negligible. Therefore A(RZSL), Ry) = negl(\). O

Theorem 1 (Rejection-sampling indistinguishability). Fiz b € {0,1}. Let R,EL) be the joint
output distribution of the bounded rejection-sampling procedure defined above, which honestly
samples (E,,r) and outputs (E,,r, E,). If GACDH is hard, then R,(,L) is computationally
indistinguishable from the honest joint distribution obtained by sampling E., v, and a in-
dependently and outputting (E.,r, E,). In particular, the kleptographically generated public
key E, is computationally indistinguishable from an honestly generated public key even when
(Ez,7) 1s known.

Proof. Let H be the honest joint distribution obtained by independently and honestly
sampling E,, r, and a and outputting (F,,r, E,). By Lemma 4, R, ~. H. Suppose
for contradiction that RIEL) %. H. Then there exists a polynomial-time distinguisher D
such that ‘Pr[D(RéL)) =1]—-Pr[D(H) = 1]‘ is non-negligible. By Lemma 5, A(R,()L), Ry) =

negl(\). Let ¢ = Pr[D(Rl()L)) = 1] and ¢ := Pr[D(Ry) = 1]. Since statistical distance
bounds the difference in the probability of any event, we have |q;, — ¢q| < A(RéL), Ry) =
negl(A). Therefore, by the reverse triangle inequality, |Pr[D(R,) = 1] — Pr[D(H) =1]| >
)Pr[D(RéL)) — 1] - Pr[D(H) = 1]‘ - ‘Pr[D(R,EL)) — 1] - Pr[D(R,) = 1]‘. The first term on
the right is non-negligible by the contradiction assumption and the second is negligible by
Lemma 5, so the left-hand side is non-negligible. Thus D distinguishes R, from H with
non-negligible advantage, contradicting Lemma 4. Hence RISL) ~. H. U

Theorem 1 can be interpreted in terms of the commutative CSIDH action. In leakage
session 7, the four curves form the following commutative square:

E,—" B

[ai]l l[ai}

Eo, —5— 2
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The attack can be viewed as sampling a CSIDH public key E,, according to one bit of
information about the parallelization curve Z;. Theorem 1 says that this conditioning cannot
be detected from (E,, E,,,r;) under GACDH. In particular, knowing E, and r; does not help
determine how a; was selected.

Theorem 1 concerns a single rejection-sampled public key. The following corollary extends
the claim to the joint distribution of polynomially many rejection-sampled public keys.

Corollary 1 (Multi-session indistinguishability). Let t = t(\) be polynomial, let E, be
honestly generated, and let ri,...,r; be independent uniform strings. Fiz any target bits
by,...,by € {0,1}. For each i, generate E,, using the bounded rejection-sampling proce-
dure above with target bit b;, string r;, and fresh independent randomness. Then the joint
distribution (Ey,ri,...,7 Eoyy ..., Eq,) is computationally indistinguishable from the hon-
est joint distribution obtained by sampling E, and rq,...,r; in the same way and sampling
E, ..., E, asindependent honest CSIDH public keys.

Proof. We prove the claim by a hybrid argument using the single-session indistinguishability
of Theorem 1. For j = 0,...,t, define a hybrid distribution H; in which the first j public

keys Eq,, ..., Fq4, are generated honestly, while the remaining ¢ — j public keys are generated
by the bounded rejection-sampling procedure with target bits b;yq,...,b:. In every hybrid,
the same honestly generated E, and independently sampled strings rq, ..., r; are used. Thus

Hj is the multi-session rejection-sampling distribution of the corollary, while H; is the honest
multi-session distribution.

Suppose for contradiction that there exists a polynomial-time distinguisher D that dis-
tinguishes Hy from H; with non-negligible advantage £(\). By the triangle inequality, the
total distinguishing advantage between Hy and H; is at most the sum of the distinguishing
advantages between the adjacent hybrids H;_; and H;. Therefore, for some j € {1,...,t},
D distinguishes H;_; from H; with advantage at least e(\)/t. Since ¢ is polynomial, e(\)/t
is still non-negligible.

The distributions H;_; and H; differ only in session j: in H;_, E,, is generated by the
bounded rejection-sampling procedure with target bit b; and string r;, whereas in Hj, E,,
is generated honestly.

We now use D to distinguish the two distributions in Theorem 1 for the fixed target bit
bj. Given a challenge (E,,r, F) from that theorem, set r; = r and FE,, = E. Sample all
other strings r; independently and uniformly. For each ¢ < j, generate E,, honestly. For
each ¢ > j, generate E,, using the bounded rejection-sampling procedure with the same £,
string r;, target bit b;, and fresh independent randomness.

If F is generated by the bounded rejection-sampling procedure, then the resulting joint
distribution is exactly H,_;. If E/ is honestly generated, then the resulting joint distribution
is exactly H;. Therefore D distinguishes the two challenge distributions of Theorem 1 with
non-negligible advantage, contradicting that theorem. Hence Hy and H; are computationally
indistinguishable. 0

Therefore, using successive strings r; across sessions leaks the target bits b; one at a time,
with Alice’s sequence of kleptographically generated public keys remaining computationally
indistinguishable from a sequence of honestly generated CSIDH public keys.

There is one more thing we want to address to optimize the attack scenario, which is about

how the strings r; can be obtained. Although the attack above pre-embeds polynomially
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many independent uniform strings in Alice’s device, they need not be fixed at setup, and
their number need not be fixed in advance. In fact, fresh public random bits can be derived
from honestly generated CSIDH public keys E, as the device is used. In the following, we
first show that the parity of the canonical Montgomery coefficient of an honest CSIDH public
key E, is nearly balanced, and then show how to use von Neumann debiasing to generate
independent uniform bits.

Lemma 6 (Parity of honest public keys). Let a be sampled from the honest CSIDH secret-
key distribution, let E, = [a]*x Ey = E4 be an honest public curve, and let P(E,) = A mod 2
be the parity of the canonical Montgomery coefficient A € {0,...,p — 1}. Under GACDH,
we have Pr[P(E,) = 0] = 5 + negl(A\) and Pr[P(E,) = 1] = 5 — negl()).

Proof. Note that the honest secret-key distribution is invariant under a — —a. Moreover, if
la]| x Ey = E 4, then [—a] x Ey = E_ 4, since inversion of the CSIDH class-group action on E
corresponds to quadratic twisting [4]. Thus every nonzero coefficient A is paired with —A
with the same probability. Since p is odd, A and —A have opposite parity. This means that,
apart from the fixed point A = 0 of the map A — — A, the two parities occur with the same
probability.

To handle the fixed point A = 0, let § = Pr,[[a]xEy = Ep]. We can see that under GACDH,
0 is negligible, since otherwise if § were non-negligible, then given a random GACDH instance
(Eo, E., E,), with non-negligible probability we will have E, = Ej, and one could simply
output F, as the answer of GACDH, and this would solve GACDH with non-negligible
probability. Hence 6 = negl(\). Since A = 0 has parity 0, we have Pr[P(E,) = 0] =
2045 =1+2and Pr[P(E,) = 1] = 52 = 1 — ¢, This completes the proof. O

This lemma gives a simple way for the device and Eve to derive public uniform bits from
honestly generated CSIDH public keys FE, using the von Neumann debiasing procedure.
Consider the parity bits of two successive independently generated honest public keys. If the
pair is 01, output 0; if it is 10, output 1; and if it is 00 or 11, discard the pair and try again.
We show that this generates one uniform bit using about four public keys E, on average.

Let ¢ = Pr[P(E,) = 1]. A pair is accepted with probability Pr[01] 4+ Pr[10] = 2¢(1 — ¢).
By Lemma 6, we have ¢ = 1 — negl()), and hence the acceptance probability is 2¢(1 — ¢) =
£ — negl(A). Moreover, Pr[01] = (1 — ¢)¢ = Pr[10], so conditioned on acceptance, the

resulting bit is exactly uniform. Since each trial uses two honest public keys, the expected
1

number of honest public keys E, required to obtain one uniform bit is ;7= =4+ negl(\).
Applying this procedure to fresh independent honest public keys gives independent uniform
bits. Collecting L such bits gives a fresh uniform string r;.

Notice also that Alice will learn these strings r; as well. This is not a problem as r; were
expected to be public for using the Goldreich—Levin theorem. The Goldreich-Levin argument
only requires r; to be uniform and independent of the current leakage-session secret key a;
and the independently generated embedded key E,. Thus the device and Eve can derive
each random string r; from earlier honestly generated public keys before using it in a leakage
session.

We remark that this attack can leak any secret of Alice instead of just leaking a shared
curve E4. For example, the device may leak the ephemeral CSIDH secret e of Alice, and
Eve can later use e together with the public key [f]* Ey of Bob to compute the shared curve

E4 = ([e][f]) * Ey. Unlike E4, which is known to Alice, the ephemeral secret e can be erased
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after the leakage is complete, so Alice may never recover it even if she later reverse-engineers
the device.

We have now proved all the main results of this note. They provide the foundation
for studying how this attack satisfies the definitions of several notions in the kleptogra-
phy and algorithm-substitution literature, including regular, weak, strong, and polynomi-
ally bounded SETUPs and SETUP bandwidth [12-14], undetectability and strong unde-
tectability of algorithm-substitution attacks [1,2], and state-reset detection and asymmetric
ASAs [11]. Here we do not go into details.

We end this note by explaining why a natural character-based detection method does
not detect our attack. In the classical Diffie-Hellman SETUP [13], Young and Yung con-
sidered the setting in which the device is not reverse-engineered but the owner knows her
own ephemeral secret keys. In their Diffie-Hellman SETUP, the algebraic relation between
successive secret exponents can be detected through quadratic residuosity, which motivates
the additional blinding term in their attack. A natural analogue for CSIDH would be a
non-trivial character x : cl(O) — {£1}. To see how such a detector could work, suppose the
hidden relation were encoded by the condition x([z][a;]) = (—1)%. Since y is multiplicative,
this gives (—1)%x([a;]) = x([z]). An owner who knows a; and b; can therefore compute
s; := (—1)%x([a;]) in every session. Although x([z]) is unknown, the SETUP relation forces
all the values s; to be equal. Provided that s; = 1 and s; = —1 each occur with non-
negligible probability under honest key generation, repeating the test over several sessions
would reveal the existence of a subversion attack, without learning either the secret class [x]
or the public curve E, embedded in the device. However, this detection does not apply to
our attack for at least two reasons. First, there is no fixed multiplicative character relation
across sessions: each a; is freshly and independently rejection-sampled using the condition
h,,([a;] * E;) = b; for an independent string r;. These conditions are not evaluations of a
fixed multiplicative character on [z|[a;], so the cancellation producing the statistic s; above
does not apply. Second, for the standard CSIDH setting p = 3 (mod 8) and O = Z[\/—Dp],
genus theory gives odd class number h(—p) for the maximal order, while the conductor-
two class-number formula gives h(—4p) = 3h(—p) [8]. Thus O also has odd class number.
Hence cl(O) has no quotient of order 2, so Hom(cl(O), {£1}) is trivial. In particular, the
assigned genus characters [5,6,8] provide no non-trivial quadratic character analogous to the
Legendre symbol. Thus the specific character-based detection that motivates blinding in the
Young—Yung Diffie-Hellman attack requires no special treatment here.
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