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Abstract

Targeted hitting-set generators (HSGs) are primitives that have recently attracted atten-
tion in the study of pseudorandomness and derandomization. Recent works have shown
that sufficiently strong targeted HSGs can be used to soundly instantiate the Fiat-Shamir
transformation, yielding non-interactive protocols against uniform PPT adversaries in the
plain model (i.e., without any setup phase for selecting a cryptographic hash function). In
particular, Chen et al. (STOC 2025) combined this paradigm with the MPC-in-the-head tech-
nique to construct a non-interactive witness-indistinguishable argument for NP from a non-
interactive commitment scheme and a targeted HSG.

Inspired by these results, we explore other cryptographic applications of this paradigm.
Our main result is a black-box construction of a non-interactive witness-indistinguishable
commit-and-prove scheme against uniform PPT adversaries in the plain model. Following
Chen et al., we obtain our construction by combining the MPC-in-the-head technique with
the targeted-HSG-based Fiat-Shamir paradigm. The construction relies on an injective one-
way function with efficiently recognizable range and a sufficiently strong targeted HSG.
The latter is the same targeted HSG used by Chen et al. and can be instantiated under a very
strong but plausible complexity-theoretic assumption.

*© IACR 2026. This article is the full version of the article published by Springer-Verlag in the proceedings of
TCC 2026, available at <DOI>.
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1 Introduction

1.1 Background
1.1.1 NW-Type PRGs/HSGs

The pseudorandom generators (PRGs) of Nisan and Wigderson [NW94] and follow-up work—
hereafter called NW-type PRGs—play a central role in derandomization (i.e., deterministic sim-
ulation of randomized algorithms). Unlike cryptographic PRGs, NW-type PRGs may run longer
than the distinguishers, and they are often only required to fool restricted classes of distin-
guishers with larger error.! This relaxation enables substantially shorter seed lengths than
cryptographic PRGs; for instance, under strong (but plausible) complexity assumptions,” there
exists a PRG with seed length O(log N), error 1/poly(N), and running time poly(/N) that fools
size-O(N) circuits [TW97]. (Here N is the input length of the distinguisher.)

An NW-type PRG can be used to derandomize a randomized algorithm A on input z as
follows: enumerate the PRG outputs for all seeds, run A(z) on each pseudorandom string in
the list, and take a majority vote. This derandomization works as long as the PRG is strong
enough to fool A(z;-) on every input z. If the PRG has seed length O(log V), then enumerating
all seeds takes poly(V) time, so the running-time overhead is polynomially bounded.

For derandomizing one-sided error algorithms, a weaker primitive called a hitting-set gen-
erator (HSG) suffices. An HSG guarantees that, for any z, if A(z) outputs 1 with sufficiently high
probability over true randomness, then at least one pseudorandom string in the list makes A(x)
output 1. This guarantee is enough because, for the one-sided derandomization, the majority
vote above can be replaced by checking whether any string in the list makes A(x) output 1.

In what follows, we always use the term PRG to refer to an NW-type PRG. We also use the
generator in its derandomization form. That is, rather than treating it as taking a seed and
outputting a single pseudorandom string (e.g., » + G(o)), we view it as outputting the list of
pseudorandom strings indexed by all seeds (e.g., {rs},cf013¢ G(1%). Note that the list size
L = 2 must be roughly as large as the distinguisher size (or, for a uniform distinguisher,
the distinguisher input length); otherwise, the list could be hardwired into the distinguisher,
making pseudorandomness impossible.

1.1.2 Targeted PRGs/HSGs and Their Application to Fiat-Shamir

Recent progress has achieved even shorter seed lengths (and therefore smaller list sizes) by
considering targeted PRGs/HSGs [Gol11, CT22a]. A targeted PRG/HSG is a non-black-box vari-
ant of a standard PRG/HSG whose output may be tailored to the particular distinguisher being
fooled. That is, when fooling a randomized uniform algorithm A with input length N, the
generator G no longer needs to produce a single list of pseudorandom strings that fools every
algorithm in {A(z;-)},cq0,13~v; Instead, it suffices that for each input = € {0, 1}V, G(x) produces
a list that fools A(x; ).

To obtain shorter seed lengths (and therefore smaller list sizes), Chen and Tell [CT22a] con-
sider an average-case formulation of targeted PRGs/HSGs. In this formulation, the input z is
drawn from an arbitrary polynomial-time samplable distribution, and G(z) is required to fool
the distinguisher with high probability over the choice of z. They then construct, under a
strong and non-standard complexity assumption, a targeted HSG with list size N¢ for any con-
stant e > 0. This result yields a very small overhead for derandomizing uniform algorithms on
polynomial-time samplable inputs: a randomized algorithm running in time 7' can be deter-
ministically simulated in roughly N¢T" time. (For more details on recent progress on targeted
PRGs/HSGs, see the survey by Chen and Tell [CT23a] and Tell’s invited talk at TCC 2025 [Tel25].)

1Recall that a cryptographic PRG has a fixed polynomial-time running time and is required to be pseudorandom
against any PPT distinguisher with negligible error (i.e., with at most negligible distinguishing advantage).
2Specifically, assume that a problem in £ = DTIME(2°(™) has circuit complexity 2™,



As an application, Chen and Tell [CT23b] and Chen et al. [CRT25] use a targeted HSG in place
of a cryptographic hash function to soundly instantiate the Fiat-Shamir transformation [FS87]
for certain public-coin interactive protocols. That is, they consider a transformation where
verifier challenge messages are deterministically generated by feeding the current transcript
into a targeted HSG, and they derive the soundness of the transformed protocol from pseudo-
randomness of the targeted HSG.3 In particular, Chen et al. [CRT25] show (among other results)
that a non-interactive witness-indistinguishable argument (NIWI) can be constructed from a
targeted HSG and a non-interactive commitment scheme. Compared with NIWIs obtained
by soundly instantiating the Fiat-Shamir transformation with cryptographic hash functions
(such as correlation-intractable hash functions [CGHO04]), the resulting NIWI works in the plain
model—i.e., there is no need to sample a hash function as a common reference string (CRS).
The tradeoff is that the soundness of the NIWTI is guaranteed only against uniform PPT ad-
versaries; this is because the targeted HSG is only guaranteed to be pseudorandom against
uniform adversaries on polynomial-time samplable inputs.

1.1.3 Targeted PRGs/HSGs and MPC in the Head

From a cryptographer’s perspective, the result by Chen et al. [CRT25] is obtained in an intrigu-
ing way: they use a targeted HSG to soundly combine the Fiat-Shamir transformation with
the MPC-in-the-head technique [IKOS09].* Recall that the MPC-in-the-head technique was orig-
inally proposed to realize zero-knowledge (ZK) protocols from secure multi-party computation
(MPCQ): given a public statement = € L and a secret witness w, the prover proves the relation
R(z,w) = 1 to the verifier as follows.

1. The prover generates a secret sharing (ws, ..., w,) of w such that w®- - -®w, = w, and runs
in its head an MPC protocol that computes the functionality F(z, wy,...,w,) = R(z,w; &
---@®w,). The prover commits to each party’s view views, . . ., view,, obtained from this MPC
execution.

2. The verifier selects a random subset of the parties @ C [v].

3. The prover opens the views {view, },c of the parties selected by @), and the verifier checks
whether the opened views are consistent (e.g., whether each party outputs 1 and whether
the message sent by Party : matches the message received by Party j for every i, j € Q).

Soundness holds since when R(z, w) = 0 for every w, the security of the MPC protocol implies
that there are many inconsistencies among the views (and therefore when (@ is large enough,
inconsistent views are selected by @ with high probability). Zero-knowledge holds since when
@ isnot too large, opening {view; };co does notleak any information about the unopened shares
{witigq-

Chen et al. [CRT25] apply the Fiat-Shamir transformation to the MPC-in-the-head technique
using a targeted HSG as follows. The transcript up to the first message (consisting of the state-
ment z and the commitments ¢y, ..., ¢, to the views) is fed into the targeted HSG to determin-
istically generate a list of challenges {Q(a)}ae[L]r and the prover opens the views selected by
QW U ---uU P, For soundness, it is shown that one of the challenges in the list selects in-
consistent views when the targeted HSG is pseudorandom for a sufficiently strong class of
distinguishers.> For WI, it is shown that, with appropriate MPC parameters, the witness w re-
mains hidden even when views are opened based on a list of challenges rather than a single

3As observed by Chen and Tell [CT23D], this transformation can be viewed as derandomizing the verifier of a
public-coin interactive protocol via a targeted HSG.

“More precisely, Chen et al. [CRT25] combine the Fiat-Shamir transformation with the zero-knowledge proba-
bilistically checkable proof (ZK-PCP) of Hazay et al. [HVW22], and Hazay et al. obtain their ZK-PCP using the MPC-
in-the-head technique.

SRoughly speaking, it suffices that the targeted HSG is pseudorandom for the algorithm AS"(z,ci,...,c.; Q)
that uses its SAT oracle to recover the values committed in ¢4, ..., ¢, and checks whether the challenge @ selects
inconsistent views.



challenge. (Note that using a targeted HSG is important here. If a standard NW-type HSG is
used, the list size is larger than the input length, so we would have L > |c1| + -+ + |ey| > v.
Thus, the union of the challenges Q™) U --- U Q") could select all parties, thereby leaking w to
the verifier.)

1.2 Our Contribution

Our starting point is the question of whether we can build other cryptographic protocols by
using a targeted HSG to soundly combine the Fiat-Shamir transformation with the MPC-in-
the-head technique. In this paper, we answer this question affirmatively and construct a non-
interactive black-box witness-indistinguishable (WI) commit-and-prove scheme.

Commit-and-prove. A commit-and-prove scheme is a commitment scheme equipped with
a “prove phase,” where the sender can prove a statement about the committed value without
opening the commitment. Such schemes were implicitly used by Goldreich et al. [GMW87] for
obtaining a secure multi-party computation protocol with malicious security, and a formal-
ization is given by Canetti et al. [CLOS02]. (Essentially, in this application, commit-and-prove
schemes are used to bind a party to a hidden input and later enforce that its protocol messages
are consistent with that input.) A construction of commit-and-prove schemes is called black-
box if it uses the underlying cryptographic primitive only via its input/output interface. Such
commit-and-prove schemes have been used as a tool for enforcing honest behavior on ma-
licious parties without relying on non-black-box uses of the underlying cryptographic primi-
tives, thereby avoiding costs that depend on the circuit complexity of their concrete implemen-
tations (see, e.g., [GLOV12, LP12, GOSV14]). Khurana et al. [KOS18] constructed, among other
results, a 3-round black-box WI commit-and-prove scheme (i.e., the commit and the prove
phases consist of three rounds in total).

Ourresult. Ourresultisanon-interactive black-box WI commit-and-prove scheme (i.e., both
the commit phase and the prove phase consist of a single message from the sender).

Theorem (informal; see Theorem 3). Assume the existence of an injective one-way function with
efficiently recognizable range and a targeted HSG for all distinguishers in DTIME[N]>AT. Then,
there exists a black-box construction of a non-interactive WI commit-and-prove scheme against
uniform PPT adversaries in the plain model.

The targeted HSG used in this theorem is the same as the one used by Chen et al. [CRT25]
in their application to the Fiat-Shamir transformation and the MPC-in-the-head technique.
Therefore, it can be instantiated under the same (very strong) complexity-theoretic assump-
tion (see Theorem 2 and Corollary 1 for details).

Our result is incomparable to the 3-round black-box WI commit-and-prove scheme of Khu-
rana et al. [KOS18]. Specifically, our result is non-interactive but requires a strong targeted
HSG as an additional assumption and provides security only against uniform PPT adversaries.
Also, while Khurana et al. achieve a proof-of-knowledge-style soundness definition, we do not
guarantee the existence of an efficient extractor. (This relaxation seems reasonable given that
the prove phase of our scheme is non-interactive.)

1.3 Additional Related Work

Khurana [Khu21] constructed a relaxed non-interactive commit-and-prove argument in the
plain model via non-black-box techniques, assuming sub-exponentially secure indistinguisha-
bility obfuscation and one-way functions. Khurana’s result differs from ours in two respects:
its construction is non-black-box, and its notion of non-interactive commit-and-prove differs



from ours in how the commitment string is determined. Specifically, under Khurana’s def-
inition, after receiving a single message from the committer, the receiver uses private ran-
domness to produce a local output that is treated as the commitment string. Thus, under this
definition, the same committer message may induce different commitment strings depending
on the receiver’s private randomness. In our notion, by contrast, the commitment string is
generated by the sender and is fixed by the sender’s commit-phase message, independently of
any receiver randomness.

2 Technical Overview

We obtain a non-interactive black-box WI commit-and-prove scheme in two steps.

1. Using the MPC-in-the-head technique, we obtain an interactive black-box WI commit-
and-prove scheme with constant soundness error.

2. We apply the Fiat-Shamir transformation, instantiated with a targeted HSG, to obtain a
non-interactive scheme with negligible soundness error.

Letus first give an informal definition of a commit-and-prove scheme. A commit-and-prove
scheme extends a standard statistically binding commitment scheme by adding a prove phase.
The prove phase is required to satisfy the following security properties.

* Soundness. If the sender provides a convincing proof for a commitment ¢ and a state-
ment C (represented as a Boolean circuit), then there exists an opening that opens the
commitment ¢ to a message m such that C(m) = 1.

» WI. For any messages mg, m; and statement C with C(my) = C(m;) = 1, the commit and
prove phases executed with respect to mg and C are computationally indistinguishable
from those executed with respect to m; and C.

With this definition in mind, we first outline the interactive construction and then the trans-
formation to a non-interactive construction.

2.1 Interactive Black-Box WI Commit-and-Prove

For ease of presentation, we first present a non-black-box construction of an interactive WI
commit-and-prove scheme and then transform it into a black-box construction.

2.1.1 Non-Black-Box Construction

The starting point is the following naive (and insecure) construction, which combines any
perfectly binding, computationally hiding non-interactive commitment scheme (NIC) with a
WI proof system.

Construction 1.

* Commit phase. To commit to a message m, the sender computes a commitment ¢
to m using the NIC.

* Open phase. To open a commitment to m, the sender opens ¢ to m.

* Prove phase. To prove a statement C, the sender uses the WI proof system to prove
the following statement: ¢ is a commitment to a message m such that C(m) = 1.

Soundness is immediate from the soundness of the WI proof system. However, this construc-
tion is not WI. Indeed, by the binding of the NIC, the statement proven by the WI proof is true
for only a single m, and in this case the WI proof provides no privacy about m.

6



As a modification of the above construction, consider using the NIC twice in parallel.

Construction 2.

* Commit phase. To commit to a message m, the sender computes commitments
cp, ¢1 to m using the NIC twice.

* Open phase. To open a commitment to m, the sender opens ¢, and ¢; to m.

» Prove phase. To prove a statement C, the sender uses the WI proof system to prove
the following statement: there exists b € {0,1} such that ¢, is a commitment to a
message m with C(m) = 1.

Now WI is immediate from the hiding of the NIC and the WI of the WI proof system. However,
this construction does not satisfy soundness. Indeed, the sender can produce a convincing WI
proof even if one of ¢, or ¢; is a commitment to a message m’ such that C(m’) # 1. (If the WI
proof is modified to prove the statement for both ¢, and ¢;, then WI no longer holds for the
same reason as in Construction 1.)

Our first non-trivial observation is that we can obtain a secure WI commit-and-prove
scheme by using the NIC four times in parallel (with carefully designed open and prove
phases).

Construction 3.

* Commit phase. To commit to a message m, the sender computes commitments
cp, €1, 2, c3 to m using the NIC four times.

* Open phase. To open a commitment to m, the sender sends m to the receiver and
also opens ¢y, ¢1, co, c3. Let mg, m1, m2, m3 denote the opened messages. Then, the
receiver checks whether the most frequent value among mg, m;, ms, ms is equal to
m, with ties broken canonically. (We always have mo = m; = mgs = mg = m in an
honest execution, but we intentionally relax the receiver’s verification condition
so that even if m; # m for some i € {0, 1,2, 3}, the receiver accepts as long as the
most frequent value equals m.)*

» Prove phase. To prove a statement C, the sender uses the WI proof system to prove
the following statement: there exist messages m', m* and an index i* € {0,1,2, 3}
such that for every i € {0,1,2,3} \ {i*}, ¢; is a commitment to a message m; with
m; € {m’,m*} A C(m;) = 1.

4Similar relaxations of full consistency verification have appeared in the literature on black-box con-
structions; see, e.g., [CDMW18, CDMWO09].

WI is easy to prove from the hiding of the NIC and the WI property of the WI proof. The key
points are (i) there is a commitment ¢;« that is not used in the WI proof and (ii) each of the
remaining three commitments is only required to be a commitment to m; € {mf, m*} such that
C(m;) = 1. We can in particular use a simple hybrid argument that switches the committed
value of ¢;» and the index i* one by one. Soundness is proved as follows. From the soundness
of the WI proof, (i) there exists at most one index i* € {0, 1, 2, 3} such that ¢;« is a commitment to
some m’ such that C'(m’) # 1, and moreover (ii) there exist two distinct indices ¢, € {0,1,2,3}\
{i*} and a message m such that both ¢; and ¢; are commitments to m with C(m) = 1. From the
latter, the most frequent value m; is committed by at least two commitments, and together
with the former this implies C(m;) = 1. Therefore, when the sender provides a convincing
proof, we can open ¢ to some m such that C'(m) = 1 by opening ¢, ¢1, ¢z, c3 to their committed
values.®

This argument assumes that we can correctly open co, c1, c2, c3 to some mg, my, ma, m3 even if these commit-



2.1.2 Black-Box Construction

We now gradually modify the above non-black-box construction to obtain a black-box con-
struction. In particular, we modify Construction 3 so that the statement proven by the WI
proof becomes an “MPC-in-the-head friendly” form.

First, consider the following construction, where we eliminate m, m* from the witness of
the WI proof. (This is achieved by adding interaction and borrowing the technique used by
Khurana et al. [KOS18].)

Construction 4.

* Commit phase. To commit to a message m, the sender views m as an element
of a finite field F, samples a random element » € F, and computes commitments
co, €1, C2, c3 t0 (m,r) using the NIC.

* Open phase. To open a commitment to m, the sender sends m to the receiver and
also opens ¢y, c1, ¢2, c3. Let (mq, rg), (mq,71), (ma,r2), (ms, r3) denote the opened mes-
sages. Then, the receiver checks whether the most frequent pair (my,r;) among
them satisfies m; = m (with ties broken canonically).

» Prove phase. In a proof for a statement C, the receiver first samples a random
element v € F\ {0} and sends it to the sender. In response, the sender samples
a random bit o € {0,1}, sends v, := wr + m and a random element v;_, € F to
the receiver, and uses the WI proof system to prove the following statement: there
exists i* € {0,1,2,3} such that for each i € {0,1,2,3}\ {i*}, ¢; is a commitment to a
pair (m;, r;) with r;u +m; € {vo,v1} A C(m;) = 1.

WI can be proved via the same simple hybrid argument as in Construction 3. Soundness can
be proved as in Construction 3 by using that, with high probability, the committed messages
(mo, 7o), (m1,71), (M2, r2), (m3,73) of the commitments co, ci,co, c3 satisfy {mi}icio1,230\firy <
{m!, m*} for some i* and m', m*. Indeed, with high probability over the choice of u, we have
riu +m; # rju + m; for every ¢, j such that m; # m; (i.e., the map m; — r;u + m; is injective).
Thus, given that the soundness of the WI proof guarantees {r;u+m;}ic(o,1,2,3\ i} < {vo,v1} for
some i*, we have {m;};c(0.1.23p (i3 € {m', m*} for some mf,mt.

Next, consider the following construction, where we eliminate * from the witness of the
WI proof. (This is achieved by using a standard trick used in prior work such as ZAPs [DN07].)
In the following, we instantiate the WI proof system with Blum’s 3-round ZK proof for Graph
Hamiltonicity (or any special honest-verifier ZK proof) II. For simplicity, assume that IT has
a 1-bit verifier challenge message and soundness error 1/2. Let the three messages of IT be
denoted by 71, 7o, 3.

Construction 5.

* Commit phase and open phase: Same as Construction 4.
* Prove phase.

1. The receiver samples a random v € F \ {0} and sends it to the sender.

2. The sender samples a random bit o € {0, 1}, sends v, := ur +m and a random
element v;_, € F to the receiver, and for each i € {0,1,2,3} runs II on the
following statement to obtain its first message = ;: ¢; iS a commitment to a
pair (m;, r;) such that r;u + m; € {vo,v1} A C(m;) = 1.

ments are ill-formed. This assumption can be justified by using an NIC such that in the commit phase the receiver
can efficiently check whether a commitment can be opened to some message. (Such an NIC can be obtained by
using an injective one-way function with efficiently recognizable range [Blu82]).



3. The receiver samples a random challenge =, ; € {0, 1} for each ¢ € {0, 1,2, 3}.

4. The sender chooses a random A € {0,1} and sets 7y; = m; & A for each
i € {0,1,2,3}. Then, for each i € {0, 1, 2,3}, the sender treats 7, as a verifier
challenge message of IT and runs II to obtain its third message 3 ;.

Soundness and WI can be proved by appropriately modifying the analysis of Construction 4.

» Soundness is proved via a union bound over A € {0, 1}. Note that to reuse the analysis of
Construction 4, it suffices to show that the statement proven by II is false for at most one
index i* € {0,1,2,3}. Thus, suppose that the statement is false for at least two indices.
Then, for any fixed A € {0, 1}, the sender succeeds in all instances of IT with probability
at most (1/2)? by the soundness of I1. Therefore, by a union bound over A, the probability
that there exists some A € {0, 1} for which the sender succeeds in all instances of IT is at
most 2 - (1/2)? =1/2.

» WI is proved by using that II is special honest-verifier ZK. Recall that special honest-
verifier ZK guarantees that for any »5 € {0,1}, one can simulate a proof (i, 7}, 73) in
a way indistinguishable from a real proof. Now, the key point of Construction 5 is that
the sender can choose A so that the execution of IT can be replaced with a simulation for
atmost oneindex * € {0, 1,2, 3}: first choose arandom 75 ;« and simulate (7 j=, 72 j+, 73+ ),
and then set A := my ;« @ T2 ;+ based on the challenge ;- sampled by the receiver. Thus,
WI can be shown via the same simple hybrid argument as in Construction 4.

Finally, we obtain a black-box construction by using the MPC-in-the-head technique. In
particular, the sender computes each ¢; and 7 ;, w3; in Construction 5 using the following sim-
ple special honest-verifier ZK commit-and-prove scheme.

* Instead of letting ¢; be an NIC commitment to (m,r), let ¢; = (¢; 1, ..., ¢;,) be NIC commit-
ments to secret shares s; i, ...,s;, of (m,r).

* Instead of using II to generate 7 ; and 73 ;, use the MPC-in-the-head technique to generate
them.

Specifically, the MPC-in-the-head technique is used with the following functionality: the
parties’ private inputs are the secret sharess; 1, .. ., s, ,,, and the functionality reconstructs
a pair (m;,r;) from the shares and outputs 1 if and only if r;u + m; € {vg,v1} A C(m;) = 1.
Moreover, in the last round, the sender opens not only the views but also the shares of
the parties selected by the receiver (i.e., {s; ;, view; ;};c@), and the receiver checks that the
secret input in each view; ; i8S s; ;.

The analysis proceeds as in Construction 5, with some minor adjustments for soundness. First,
unlike II, the MPC-in-the-head technique requires the challenge message to be longer than 1
bit, so we need to increase the number of parallel executions for a union bound.” We also
need to note that the MPC-in-the-head technique only guarantees that the committed shares
are “close” to shares that satisfy the statement. (For example, if only one share is switched
to an incorrect one, a random subset is likely to miss the incorrect share.) To ensure that a
convincing proof still implies that the commitment can be opened to a message satisfying the
statement, we relax the open phase verification condition: even when a small fraction of the
committed shares are erroneous, an opening is accepted as long as the shares can be error-
corrected. For this reason, in our actual scheme, shares are generated via Shamir’s secret
sharing rather than simple additive secret sharing.

’Specifically, we need to increase it from 4 = 3 -1+ 1to 3- O(¢) + 1, where ¢ is the challenge message length in
the MPC-in-the-head technique. (It is observed by Chen et al. [CRT25] that, by cleverly using a 4-wise independent
hash function, we can set £ = O(log v) when the goal is constant soundness error.)



2.2 Non-Interactive Black-Box WI Commit-and-Prove

To remove interaction, we apply the Fiat-Shamir transformation where the hash function is
instantiated by a targeted HSG. Since our interactive construction has two types of verifier
challenges (v and 75), we use the targeted HSG in a tree structure in the Fiat-Shamir transfor-
mation. That is, first a list of first-type challenges {u(a)}ae[ 1) is generated by using the targeted

HSG, and then for each « € [L], a list of second-type challenges {wéa’ﬁ )} seir) is generated by
using the targeted HSG again. (Here L is the list size of the HSG.) The soundness analysis fol-
lows naturally from existing analyses (in particular, Chen et al. [CRT25]) and uses the notion of
round-by-round soundness [CCH"19], which was originally developed for soundly implement-
ing the Fiat-Shamir transformation using correlation-intractable hash functions [CGHO04]. The
analysis of WI is achieved by appropriately setting the parameters of the secret sharing and
the MPC so that not too many shares and views are opened. (As a minor issue, the linear poly-
nomial r;u +m; used in the simplified description above is replaced in the formal construction
by a polynomial f; of sufficiently large degree so that f;(u"), ..., fi(u(")) do not reveal m;.)

Finally, we give minor comments on parameter selection. Specifically, the parameters in
our construction must be carefully set under the following constraints.

» The message length must not be too large. This is because the list size of the HSG is
determined by the HSG input length. (If the message length is too large, the value of L
becomes large and WI may fail.)

» The verifier randomness must not be too long. This is because existing targeted HSGs
[CT22a] can generate only pseudorandom strings of limited length.

See Section 4 for the formal construction and the parameter choices underlying these con-
straints.

3 Preliminaries

3.1 Notations and Conventions

We use )\ to denote the security parameter. For any binary strings a,b € {0,1}*, we write a || b
and (a, b) for their concatenation. For any n € N, we use [n] to denote the set {1,...,n}. For any
sequence a = (a1,...,a,) and subset Q C [n], we use a|g to denote the subsequence (a;);cq.
When it is clear from the context, we abuse notation and often use set notation for sequences.
That s, the sequence (ay, . . ., a,) and subsequence a|q are often denoted as {a; };c|,) and {a; }icq;
respectively. We use poly to denote an unspecified polynomial, negl to denote an unspecified
negligible function, and PPT as an abbreviation for “probabilistic polynomial-time.” For a set
S, we write s < S to denote sampling s uniformly from S. For any probabilistic algorithm
Algo and an input z, we write y < Algo(z) to denote running Algo(z) with uniform randomness
and obtaining output y. We use L to denote a special error symbol outside {0,1}*. Whenever
an honest algorithm aborts, we regard each component of its output as L. Unless otherwise
specified, any honest function/algorithm/Turing machine/circuit is assumed to output L on
any input containing L. These conventions do not restrict adversarial algorithms.

For any ¢/ € N, § € [0,1], and string v = (uy,...,u¢) € X’ over an alphabet %, we say that a
string v is o-close to u if v = (vy,...,v,) € ¢ and |{i | u; # v;}| < 6 - £. We say that v is é-close to
a set of strings S if v is §-close to some u € S. We say that v is é-far from « (resp., S) if v is not
d-close to u (resp., S).

The reader is assumed to be familiar with basic notions in cryptography, such as compu-
tational indistinguishability and one-way functions. (For basic definitions, see standard text-
books such as [Gol01].) In this paper, all security notions are defined with respect to uniform
adversaries.

8For simplicity, we often regard a|g as implicitly including the information about Q.
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3.2 Non-interactive Commitment

Definition 1 (Non-interactive commitment). A pair of Turing machines (Com, Rec), where Com
is probabilistic and Rec is deterministic, is called a non-interactive commitment scheme if it
satisfies the following.

Correctness. For every A € Nand m € {0,1}%,
Pr |Rec(1*,¢,m,d) = 1] (¢,d) + Com(1*,m)| = 1.
Perfect binding. For any A € N, ¢ € {0,1}*, and (mg,m1) € ({0,1}*)? such that mqo # my, there
is no (do,dy) € ({0,1}*)? satisfying Rec(1*, ¢, mq, do) = 1 A Rec(1*, ¢, m1,dy) = 1.
Computational hiding. For every \ € N and every pair of PPT Turing machines (A, As),

(mo, m1,sta) < Al(l/\)
b+« {0,1} <
(c,d) + Com(1*,my)

[mo| = [ma]

Pry ) Assta,e) = b

+ negl(A).

N | —

The first part of the output of Com is called the commitment, and the second part is called the
decommitment. A (potentially ill-formed) commitment c is called valid if it can be opened to
some message m € {0,1}*, i.e., Im,d € {0,1}* s.t. Rec(1*,¢,m,d) = 1; otherwise, it is called
invalid. When a commitment c is valid, its committed value is defined as the unique message
m to which it can be opened. When a commitment c¢ is invalid, its committed value is defined
as L.

In this paper, we additionally require a stronger binding property for non-interactive com-
mitment schemes.’ Informally, we require that any invalid commitment admits an efficiently
verifiable certificate of invalidity. The formal definition is as follows.

Definition 2 (Strong perfect binding). A non-interactive commitment scheme (Com, Rec) is said
to satisfy strong perfect binding if it satisfies the following instead of the standard perfect binding
requirement.

1. (Both valid and invalid commitments can be opened.) For any \ € N and ¢ € {0,1}",
there exist m € {0,1}* U {1} and d € {0,1}* such that Rec(1*,c,m,d) = 1.

2. (Both valid and invalid commitments are binding.) For any A € N, ¢ € {0,1}*, and
(mo,m1) € ({0,1}* U {L})? such that my # m, there is no (do,d1) € ({0,1}*)? satisfying
Rec(1*, ¢, mq,dy) = 1 A Rec(1*,¢,my,d;) = 1.

Non-interactive commitment schemes with strong perfect binding can be constructed from an
injective one-way function with efficiently recognizable range.!°

3.3 Non-Interactive Witness-Indistinguishable Commit and Prove

We define non-interactive witness-indistinguishable (WI) commit-and-prove schemes. Our
definition is based on that of Khurana et al. [KOS18] for interactive WI commit-and-prove
schemes. For simplicity, we restrict attention to the case where committed messages have
length A.

Definition 3. A non-interactive witness-indistinguishable (WI) commit-and-prove scheme
consists of four Turing machines (Com, Rec, Prv, Vrfy) that satisfy the following.

9See Footnote 6 in Section 2.

Let f be an injective one-way function and let hc be the hardcore bit of f. Then, it suffices to consider the
commitment scheme [Blu82] in which a commitment to a message m € {0,1} is ¢ = (f(r), m & hc(r)) for random
r € {0,1}*. Rec can check the invalidity of ¢ by checking whether the first component of ¢ is outside the range of f.
(The certificate d can be an empty string.)
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« Commitment correctness. For every A\ c N, T € N, and m € {0,1}*,

Pr [Rec(1),17,c;m,d) = 1| (e,d) « Com(1*,17,m)| =1,

* Proof correctness. For every A ¢ N, T € N, m € {0,1}*, and a circuit C such that |C| =T
and C(m) =1,

Pr [ Vrfy(1*,17,C, ¢, ) = 1 ‘ (¢,d) + Com(1*, 1, m) ) ] = 1.

7+ Prv(1M17,C, ¢, m, d

* Perfect binding. Forany A ¢ N, T € N, ¢ € {0, 1}*, and (mg, m1) € ({0,1}*)? such that mq #
my, there is no (dy,dy) € ({0,1}*)? satisfying Rec(1*, 17, ¢,mo, dg) = 1 ARec(1*, 17 ¢, m1,d;) =
1.

* Computational hiding. For every pair of PPT Turing machines (A;, As), every polynomial
T:N— N, and every X € N,

[mo| = [m]

Prt o As(sta,e) = b

b+« {0,1}
(¢, d) « Com(1*, 170 my)

+ negl(\).

N | —

(mo,ml,StA) — ./41(1)‘, 1T(>\)) ]
<

» Soundness. For every PPT Turing machine A, every polynomial T : N — N, and every
A€EN,

Pr [SUCCESS(/\,T, Creom) | (O m) < AQP, 1T<A>)} < negl(\),

where sUCCESS(A, T, C, ¢, ) is the event that all of the following hold.

— For every m € {0,1}* such that C(m) = 1 and every d < {0,1}*, it holds
Rec(1*,17W) ¢, m, d) # 1.

- Vrfy(1*, 170 ¢, e,m) =1

» Witness indistinguishability. For every triple of PPT Turing machines (A1, Az, As), every
polynomial T : N — N, and every X\ € N,

(mo,my,staq) < Ap (14,170

|m0| :‘mﬂ be{O,l} 1
Pr| AC(mo) =C(m1) =1 (c,d) < Com(1*, 170 my) < 5t negl(\).
A Ag(StAQ, 7T) =b (C, StA72> — AQ(StAJ, C)

7+ Prv(1%, 170N ¢, ¢, my, d)

Remark 1 (Difference from the definition of Khurana et al. [KOS18]). Unlike the definition of
Khurana et al., the soundness definition above only requires that the commitment ¢ can be
opened to a message m satisfying the statement, and it does not require that such an m be
efficiently extractable. %

3.4 Shamir’s Secret Sharing

We recall Shamir’s secret sharing [Sha79]. In this paper, we use the following well-known use-
ful fact: shares produced by Shamir’s secret sharing can be viewed as a Reed-Solomon code-
word, which allows error correction even when fewer than 1/3 of the shares are corrupted
[MS81].

Theorem 1 (Shamir’s secret sharing scheme). There exists a pair of polynomial-time Turing
machines (Share, Recon) (wWhere Share is probabilistic and Recon is deterministic) satisfying the
following.
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» Correctness. For anyn € N, t € N, and m € {0,1}* such thatt < n,

Pr [Recon(sy,...,s,) =m | (S1,--.,5n) < Share(1",1*,m)| = 1.

* Robust reconstruction. Fix any n € N and t € N such that t < n/3. For each m € {0,1}",
let S,,, denote the range of Share(1™, 1%, m). Then, for any s = (s1,...,s,) € ({0,1}* U{L})",

the following hold.
— Ifthere exists m € {0,1}* such that s is (t/n)-close to S,,, then Recon(s1, ..., s,) outputs
m1
— Otherwise (i.e., s is (t/n)-far from S, for every m € {0,1}*), Recon(sy, ..., s,) outputs
L.
Furthermore, S, is efficiently checkable, i.e., for any s = (s1,. .., s,) one can decide in poly-

nomial time whether s € S,,.

* Privacy. There exists a PPT Turing machine S (called the simulator) such that for any
neNteN ACI[n,andm € {0,1}* such that t < n and |A| < t, the distributions
{s|a|s:=(s1,...,8n) < Share(1",1*,m)} and S(1",1¢,1™| A) are identically distributed.

3.5 Targeted Hitting-Set Generator

We recall the definition of targeted hitting-set generators (HSGs) [Gol11, CT22a, CT23b]. The
following description is taken from [CRT25].

Definition 4 (avoider). We say that a function D : {0,1}™ — {0,1} is an (1 — ¢)-dense avoider
foraset S C {0,1}™if

PriD(r)=1| r« {0,1}"] >1—¢ A Vs € S,D(s) =0.

Definition 5 (targeted HSGs). Let G be an algorithm that takes input x € {0,1}" and outputs
p = p(n) strings of length m = m(n), and let X = {X,, },en be an ensemble of distributions (where
X, is over {0,1}"). We say that G is a targeted hitting-set generator that is (e, §)-pseudorandom
over X for a class C of uniform algorithms (or (e, §)-targeted HSG over X for C in short) if for
every Turing machine M € C and every sufficiently large n € N,

Pr[M(z,-) is a (1 — €)-dense avoider for G(x) | z + X,] < d(n).

In this paper, we use the targeted HSG from [CRT25] (which is based on [CT21, Proposition
6.2] and [CT22b, Theorem 7.1]). Roughly speaking, this targeted HSG is obtained by assuming
the existence of a function that is “non-batch-computable” in the following sense: there exists
a function f : {0,1}" — {0, 1}* such that each output bit of f can be computed in time 7" (and
hence the £-bit output of f can trivially be computed in time k- T), but the £-bit output of f can-
not be computed in time £°T for some small § > 0. This non-batch-computability is required
to hold when the input « to f is sampled from any polynomial-time samplable distribution. In
fact, the actual assumption is even stronger: even approximating the .-bit output of f, namely
computing the output of f on a 0.99 fraction of the £ coordinates, is assumed to be impossible.
(For more about non-batch-computability, see, e.g., [CT21, Section 1.2].)

Theorem 2 ([CRT24, the first half of Corollary 7.16]). For a sufficiently small v > 0, assume that
thereis f : {0,1}™ — {0,1}*="" such that each output bit of f is computable in time T'(n) = poly(n),
but the following holds. For every algorithm Rec running in time T - k*°! and making queries to a

"This implies that for any s, there exists at most one m such that s is (t/n)-close to Sy,.
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SAT oracle O, every polynomial-time samplable distribution X = { X, },en, and every sufficiently
large n € N, the probability over x ~ X,, that the following holds is negligible:

Pr [Rec?(z); = f(x);] > 0.99,

where the probability above is over the random coins of Rec and over i € [k].

Then, there is a (1/2, N—“())-targeted HSG running in polynomial time that is pseudorandom
for DTIME[N]>AT over all polynomial-time samplable distributions, and on inputs of length N
outputs N°) strings of length N¢, where ¢ = 1) - ~ for a constant n > 0.12

3.6 Secure Computation

We assume the reader is familiar with MPC protocols. In this paper, we consider MPC protocols
in the honest-majority setting, under a synchronous communication model with secure point-
to-point channels and a broadcast channel. When an MPC protocol is run among v parties
Py, ..., P, each party P, is assigned a common public input = and a local private input y;, and
the parties jointly evaluate a (deterministic single-output) v-party functionality F to obtain an
output z := F(z,y1,...,y,) for all parties. The running time of each party P, is poly(v, T'), where
T is the circuit size of F. The view of each party P; consists of its local input, its randomness,
and the messages received by P; during the execution.

We consider malicious security, and as in prior MPC-in-the-head literature [IKOS09], we
use the following property-based security rather than real/ideal-based security.

Definition 6 (Correctness). We say that an MPC protocol 11 realizes a v-party functionality F
with perfect correctness if for all inputs (x,1,...,y.), the probability that the output of some
party is different from F(x,y1,...,y,) is 0.13

Definition 7 (Privacy). Let 1 < 7 < v. We say that an MPC protocol 11 realizes a v-party
functionality F with perfect r-privacy if there exists a PPT simulator S such that for any
inputs x,yi,...,y, and every set of corrupted parties T C [v] with |T| < 7, the joint view
viewp(z,y1,...,y,) of parties in T is distributed identically to S(T, z, (yi)icT, F (T, Y1, - -, Yp))-

Definition 8 (Robustness). We say that an MPC protocol 11 realizes a v-party functionality F
with perfect r-robustness if it is perfectly correct in the presence of a semi-honest adversary
as in Definition 6, and furthermore for any computationally unbounded malicious adversary
corrupting a set T of at most 7 parties, and for any inputs (z,y1, . . ., y,), the following robustness
property holds. If there is no (y,,...,y,) such that |{i | y; # v.}| < |T| and F(x,v},...,y,) = 1,
then the probability that some uncorrupted party outputs 1 in an execution of 11 in which the
inputs of the honest parties are consistent with (x,yi, . ..,y,) is 0.1

Finally, as in prior MPC-in-the-head literature [IKOS09], we introduce consistency between
the views of two parties.

Definition 9 (Consistent views). We say that a pair of views (view;, view;) iS consistent (with
respect to the MPC protocol I1 and some public input x) if the outgoing messages implicit in view;
(with respect to 11 and x) are identical to the incoming messages reported in view; and vice versa.

2More precisely, “pseudorandom for DTIME[N]*AT” means the following: for every algorithm D that gets input
z € {0,1}" and random coins » € {0,1}¥" and runs in linear time O(N) while making oracle queries to SAT,
and every polynomial-time samplable distribution Z = {Zxn}~en, the probability over z ~ Zy that D(z,-) is a
(1/2)-dense avoider for the output list of the generator on z is negligible [CRT24, Footnote 53].

13The probability is over the independent choices of the random inputs 1, ..., r, to the parties.

14This definition of robustness is slightly stronger than that of Ishai et al. [IKOS09], but it is still clearly implied
by real/ideal-based security.
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4 Non-Interactive Witness-Indistinguishable Commit and Prove

In this section, we prove our main result.
Theorem 3. Assume the existence of the following primitives.

» A non-interactive commitment scheme NIC = (NIC.Com, NIC.Rec) satisfying strong perfect
binding.

* A (1/2,negl)-targeted HSG HSG for DTIME[N]AT over all polynomial-time samplable distri-
butions, where on inputs of length N, the HSG runs in time poly(N) and outputs poly(N¢)
strings, each of length N¢ for a sufficiently small constant e > 0.1°

Then, there exists a non-interactive witness-indistinguishable commit-and-prove scheme that
makes only black-box use of NIC.

Theorem 3 yields the following corollary (cf. Section 3.2 and Theorem 2).
Corollary 1. Assume the following.
* There is an injective one-way function with efficiently recognizable range.

» For a sufficiently small v > 0, there is f : {0,1}" — {0,1}*="" such that each output bit
of f is computable in time T'(n) = poly(n), but the following holds. For every algorithm
Rec running in time T - k°°! and making queries to a SAT oracle O, every polynomial-time
samplable distribution X = {X,},cn, and every sufficiently large n € N, the probability
over z ~ X, that the following holds is negligible: Pr[Rec®(z); = f(x);] > 0.99, where the
probability is over the random coins of Rec and over i € [k].

Then, there exists a non-interactive witness-indistinguishable commit-and-prove scheme that
makes only black-box use of the injective one-way function.

We prove Theorem 3 in three steps. In the first two steps, we construct an interactive black-
box WI commit-and-prove scheme (specifically, first a special honest-verifier ZK commit-and-
prove scheme, and then a WI one based on it). In the final step, we apply the Fiat-Shamir
transformation to obtain a non-interactive construction.

4.1 Step 1. Interactive SHVZK Commit and Prove
In what follows, we use the following information-theoretic primitives besides NIC and HSG.

» Shamir’s secret sharing scheme (Share, Recon).

* An MPC protocol 1T satisfying the following. For any v,7 € N such that 7 < v/3, II en-
ables v parties to jointly compute the following functionality F with perfect r-privacy
and perfect 7-robustness.

— When the common public input is a circuit C' and the v private inputs are si, ..., s,,
F outputs 1 if and only if all of the following hold.
# Recon(si,...,s,) outputs some m such that C(m) = 1.
* (s1,...,s,)1sin the range of Share(1”,17,m).

An MPC protocol satisfying the above can be realized, for example, by the BGW protocol
[BGW88].

15For the required size of ¢, see the proof of Lemma 8.
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We define a commit-and-prove scheme SHVZKCP = (SHVZKCP.Com,SHVZKCP.Rec,
SHVZKCP.Prvy, SHVZKCP.Vrfy,, SHVZKCP.Prvy, SHVZKCP.Vrfy,) as follows. (For later use,
we require SHVZKCP to satisfy strong binding just like NIC. Thus, SHVZKCP.Rec verifies not
only decommitments for valid commitments but also certificates of invalidity for invalid
commitments.) At a high level, SHVZKCP is a simple special honest-verifier ZK commit-and-
prove scheme based on the MPC-in-the-head technique described in Section 2.1. The only
non-trivial ingredient is a trick due to Chen et al. [CRT25], which uses a 4-wise independent
hash function to reduce the verifier’s randomness to logarithmic length while retaining
constant soundness error. (This logarithmic randomness bound is needed for the later
Fiat-Shamir transformation using a targeted HSG; see Section 2.2 and Section 4.3.)

Special honest-verifier ZK commit-and-prove SHVZKCP.

¢ SHVZKCP.Com(1*, 17, m).
If |m| # A, abort. Otherwise, do the following.

1. Compute (si,...,s,) < Share(1”,17,m) for 7 := max(\,T) and v := 37 + 1.
2. Compute (¢;,d;) < NIC.Com(1%,s;) for each i € [v].
3. Output ¢ := (c1,...,¢,) and d == (s1,dy, ..., Sy, dy).

¢ SHVZKCP.Rec(1*,17, ¢, m, d).
Parsecanddas (¢i,...,¢,) and (s1,ds, ..., sy, d,), respectively. Then, output 1 if and
only if all of the following hold.
— NIC.Rec(1?, ¢;, 54, d;) = 1 for every i € [v].

— Recon(si,...,s,) =m.

e SHVZKCP.Prv{ (1,17, C, ¢, m, d).
If /m| # X or |C| # T, abort. Otherwise, do the following.

1. Parsecandd as (cy,...,¢,) and (s1,dy, ..., sy, d,), respectively.

2. Run the MPC protocol IT in the head with parameters v, 7, common public input
C, and v private inputs s, ..., s,. Let the views of the v parties be denoted by

(viewq, ..., view,).
3. For each i € [v], compute (¢}, d}) + NIC.Com(1*, view;).

17

4. Output m = (c},...,c,) and st := (s1,dy, viewy, d}, ..., sy, dy, view,, d),).
¢ SHVZKCP.Vrfy, (1*,17).

1. Sample a 4-wise independent hash function % : [v] — [87/¢], where ¢ := ©(\/T)
is a sufficiently large parameter.“

2. Output 7 = h.
* SHVZKCP.Prvy(st, m2).

1. Parsestas (s1,dy,viewy,d}, ..., sy, d,, view,, d.,) and parse r, as a 4-wise indepen-
dent hash function 4 : [v] — [87/¢].

2. Define a family of 4-wise independent random variables { X}, as follows.

o {1 if h(i) = 1

0 otherwise

3. Let@ = {i € [v] | X; = 1}. If |Q|] > ¢, output 73 := L. Otherwise, output
T3 = {si,di,viewi,dg}ieQ.
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* SHVZKCP.Vrfy, (117, C, ¢, w1, 72, 73).

If |C| # T, output 0. Also, define @ as in SHVZKCP.Prvy, and if |Q| > ¢ then output 1.
In all other cases, parse ¢, 7, and w3 as (ci, ..., ¢), (¢}, - .., ¢,), and {s;, d;, view;, d} }icq,
respectively, and output 1 if and only if all of the following hold.?

— NIC.Rec(1*, ¢;, 54,d;) = 1 and NIC.Rec(1%, ¢, view;, d}) = 1 for every i € Q.

- For each i € @, the secret input of the i-th party in view; equals s;.

— For each i € @, the output of the i-th party in view; is 1.€

— For each i, j € Q, view; and view; are consistent.

“For the required size of g, see the proof of Lemma 3.

bFor each i with view; = |, we treat view; as an arbitrary default view and define its secret input, output,
and consistency with other parties’ views accordingly.

‘That is, the i-th party outputs 1 when the common public input is C' and its view (including its local
secret input, randomness, and incoming messages) is views;.

It is immediate from the construction that SHVZKCP makes only black-box use of NIC, as it
accesses NIC only through the input/output interfaces of NIC.Com and NIC.Rec. We now estab-
lish the required properties of SHVZKCP, beginning with correctness.

Lemma 1.

« Commitment correctness. For every A\ c N, T € N, and m € {0,1}*,

Pr [SHVZKCP.Rec(l)‘, 17 ¢,m,d) =1| (¢,d) + SHVZKCP.Com(1*, 1T,m)] —1.

* Proof correctness. For every A ¢ N, T € N, m € {0,1}, and a circuit C such that |C| =T
and C(m) =1,

(¢,d) +~ SHVZKCP.Com(1*,17 m)

\ 4T _ (m1,st) < SHVZKCP.Prv; (1%, 17,C,c,m,d) | _
Pr | SHVZKCP.Vrfy, (17,11, C, ¢, 1,72, m3) = 1 7> < SHVZKCP Virfy, (11, 17) =1

73 — SHVZKCP.Prva(st, m2)

Moreover, SHVZKCP.Vrfy, is a public-coin algorithm,'® and |r;| = O(log(A+T)). Also, there
exists a universal constant K > 0 (independent of X and T) such that |c| + |m1| < vE for
v =3max(\,T)+ 1.

Proof. Commitment correctness follows from the correctness of NIC and that of Share. Proof
correctness follows from these and the correctness of 1. The verifier’s randomness complexity
is O(logv) = O(log(\ + T)) since it suffices to choose a 4-wise independent hash function # :
[v] — [87/q]. Finally, |c| + |m1| = |(c1,. .., e)| + |(c], ..., c,)| < poly(A, T, v) < poly(v). O

Next, we show strong perfect binding and computational hiding.

Lemma 2.
» Strong perfect binding.

1. Forany A e N, T € N, and c € {0,1}*, there exist m € {0,1}* U{ L} and d € {0,1}* such
that SHVZKCP.Rec(1*,17 ¢, m, d) = 1.

2.Forany A € N, T € N, ¢ € {0,1}%, and (mg,m1) € ({0,1}* U {L})? such that
mo # my, there is no (do,d;) € ({0,1}*)? satisfying SHVZKCP.Rec(1*,17, ¢, mq, dy) =
1 A SHVZKCP.Rec(1*, 17, ¢, mq,dy) = 1.

®That is, SHVZKCP.Vrfy, samples a string uniformly at random and simply outputs it.
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* Computational hiding. For every pair of PPT Turing machines (A;, As), every polynomial
T:N— N, and every X € N,

(mo, m1,sta) < A (14, 170))
b+« {0,1} <
(¢,d) < SHVZKCP.Com(1*, 170 1)

[mo| = |m|

Py As(sta,e) = b

+ negl(A).

N |

Proof . Strong perfect binding follows from the strong perfect binding of NIC and the fact that
Recon is deterministic. Computational hiding follows from the computational hiding of NIC. O

Next, we show soundness. As mentioned in the technical overview (Section 2.2), we need
a strengthened variant called round-by-round soundness [CCH*19]. Informally, it guarantees
that, given a partial transcript (C, ¢, 1, m2), we can decide whether the sender is “doomed” in
a way that satisfies the following properties.

» When the statement (C, ¢) is false (i.e., ¢ cannot be opened to any message m such that
C(m) = 1), then for any 7, the sender is doomed in the partial transcript (C, ¢, 71, m2) with
high probability over the choice of 7.

» If the sender is doomed in a partial transcript (C, ¢, 71, m2), then for any 3, the receiver
rejects in the full transcript (C, ¢, 7y, w2, 73).

The formal statement appears below.

Lemma 3 (Round-by-round soundness). There exists a Boolean function Doomed satisfying the
following.

1. For every )\, T, C, and c such that T = poly()), if the commitment ¢ cannot be opened
to any m such that C(m) = 1, (i.e, if for every m such that C(m) = 1 and every d,
SHVZKCP.Rec(1*, 17, ¢, m, d) # 1), then

1
Vry : Pr [Doomed(\, T, C, ¢, 1, m3) = 1 | mo < SHVZKCP.Vrfy, (1}, 17)| > 5 (1)
2. Forany \, T, C, ¢, w1, and wo such that T = poly()\), if Doomed(\, T, C, ¢, 1, m2) = 1, then
Vs : SHVZKCP . Vrfy, (12,17, C, ¢, my, o, m3) = 0.
Furthermore, Doomed can be computed in time poly(v) with oracle access to NTIME|[poly(v)], where
v =3max(\,T)+ 1L
In the proof of Lemma 3 below, we use the following elementary facts.

Fact 1 ([CRT24, Fact A.1 (slightly augmented)]). Let X;,..., X, be pairwise independent
Bernoulli random variables with the same mean p € (0,1, and let n := E[>_" ; X;] be the
expectation of their sum. Then,

n

1

Pr Xi—p| >p| < —.

&z <5

In particular,

1
PriX;=---=X,=0/<—.

np

Fact 1 follows immediately from Chebyshev’s inequality.

Fact 2. If the size of a minimum vertex cover of a graph G is greater than ¢, then G has a
matching of size greater than ¢/2. O

Fact 2 holds since if the maximum matching contains at most ¢/2 edges, the vertices of this
matching form a vertex cover of size at most ¢.

Proof of Lemma 3. Define Doomed as follows.
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Doomed(\, T, C, ¢, 71, m2).

1. Parse ¢ and m as (ci,...,¢,) and (¢},...,d,), respectively. For each i € [v], define

e 24

s; and view; to be the committed values of ¢; and ¢, respectively.” Define @ as in
SHVZKCP.Prva.

2. If |Q| > ¢, output 0. Otherwise, output 1 if and only if {s;, view; },c¢ fails to satisfy
one of the last three conditions in SHVZKCP.Vrfy,. That is, output 1 if and only if
|Q| < ¢ and moreover one of the following holds.”

» For some i € , the secret input of the i-th party in view; differs from s;.
» For some i € , the output of the i-th party in view; differs from 1.
» For some i,j € Q, view; and view; are inconsistent.

If ¢; (resp., ¢;) is an invalid commitment, we define s; := L (resp., view; :== 1).
bAs in SHVZKCP.Vrfy,, for each i with view; = | we treat view; as an arbitrary default view and define its
secret input, output, and consistency with other parties’ views accordingly.

To see that Doomed can be computed in time poly(r) with oracle access to NTIME|[poly(v)], observe
the following. First, given s, and view; for each i € [v], the rest of the computation of Doomed is
clearly computable in time poly(), T, v) < poly(v). Second, since s; and view; are the committed
values of ¢; and ¢, respectively, they can be computed in time poly(») given oracle access to
NTIME[poly(v)].

The second part of the lemma is immediate from the definition of Doomed and the perfect
binding of NIC, so we focus on the first part.

Fix any A, T, C, and ¢, and assume that the commitment ¢ cannot be opened to any m such
that C(m) = 1. Fix any m;. As in Doomed, parse cand m as (cy,...,¢,) and (¢}, ..., c,), and define
s; and view; to be the committed values of ¢; and ¢, respectively, for each i € [v]. Also, for each
i € [v], let s; be the secret input of the i-th party in view;. (If view; = L, then s/ is the secret input
of an arbitrary default view.) Let s := (s1,...,s,) and s’ := (s},...,s,).

The proof proceeds in three steps.

1. Show that when the commitment ¢ cannot be opened to any m such that C(m) = 1,
we have F(C,s},...,s,) # 1V |{i € [v] : s; # s;}| > 7/2, where F is defined so that

F(C,sy,...,s,) outputs 1 if and only if all of the following hold.

* Recon(s),...,s!,) outputs some m such that C(m) = 1.

* (s),...,s,)1s (7/2v)-close to the range of Share(1”,17,m).
2. Show that when F(C, s/, ...,s,) # 1, we have (1).
3. Show that when |{i € [v] : s; # s/}| > 7/2, we have (1).

Details follow.

First, we show that when the commitment ¢ cannot be opened to any m such that C(m) = 1,
we have F(C,s|,...,s,) # 1V |{i € [V] : si # s}}| > 7/2 (i.e., either F(C,s,,...,s,) # 1 ors
and ¢ are (r/2v)-far). We actually prove the contrapositive: if 7(C,s,,...,s,) =1 and s and s’
are (7/2v)-close, then the commitment ¢ can be opened to some m such that C'(m) = 1. By the
definition of F, when F(C, s, ...,s,) = 1, we have the following.

* Recon(s’) outputs some m such that C(m) = 1.
» §'is (7/2v)-close to the range of Share(1”,17,m).

Since we assumed that s and s’ are (7/2v)-close, it follows that s is (7/v)-close to the range of
Share(1,17,m). Therefore, by the robust reconstruction of Shamir’s secret sharing, Recon(s)
outputs m. Summarizing, we have the following.
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* Recon(s) outputs some m such that C'(m) = 1.

Therefore, letting d; be a decommitment that opens ¢; to s; for each i,!” we can use the decom-
mitment d = (s1,dy, ..., s,,d,) to open the commitment ¢ to some m such that C(m) = 1.

Next, we show that when F(C,s,,...,s,) # 1, we have (1). (This step closely follows the
proof in [CRT24, Appendix A].) Recall that in Doomed, a family of 4-wise independent random
variables {X;};c;,; and a set Q = {i € [v] | X; = 1} are defined as in SHVZKCP.Prv, based on 7.
(By definition, E [X;] = Pr[X; = 1] = ¢/87 and E[}_,.,; Xi] = v - ¢/87 = (37 +1) - ¢/87 < ¢/2.) To
show that Doomed outputs 1 with probability at least 1/2 over uniformly random 7, it suffices
to show that the following event occurs with probability at least 1/2: the resulting set @ has
size at most ¢ and contains either an inconsistent pair of views or a party whose output is 0.
For the former, the probability that |Q| > ¢ is at most

1 1 8

Priy xiz2E|Y x| < _ <3

3 v L= Nl =V /87 (Br+1) q/87 — 3q
(A

€[]

(The first inequality follows from Fact 1.) To show the latter, consider the following inconsis-
tency graph G: G has v vertices, and there is an edge between vertex ; and vertex j if and only
if view; and view; are inconsistent.

* Case 1: the size of a minimum vertex cover of G is at most r/2. In this case,
(viewq,...,view,) can be regarded as the views of an MPC execution with at most 7/2
corrupted parties. Moreover, by the definition of F and the robust reconstruction of
Share, the condition F(C,s,...,s!,) # 1 implies that there is no (s/,...,s!) such that
i | s; # s/} < 7/2and F(C,sY,...,s,) = 1. Therefore, by the perfect r-robustness of
the MPC protocol II, at least v — 7/2 > 57/2 views in {view;},c[,; output 0. Therefore, the
probability that none of these views is selected by @ is at most 16/5¢ by Fact 1.

* Case 2: the size of a minimum vertex cover of G is greater than 7 /2. In this case, by Fact 2,
G has a matching M of size greater than 7/4. For each edge e = (¢, j) € M, letY, = X; - X;.
(That s, Y, is the indicator of the event that both i and j are selected by Q.) Thus, {Y.}cens
is a sequence of at least /4 pairwise independent Bernoulli random variables with mean
E[Y.] = E[X;] - E[X,] = (¢/87)?. Hence, by Fact 1, the probability that Y. = 0 for every
e € M is at most 2567/¢.

Therefore, when ¢ = ©(,/7) is sufficiently large, in either case the event described above occurs
with probability at least 1/2. Hence, (1) holds.

Finally, we show that when s and s’ are (7/2v)-far, we have (1). To show that Doomed out-
puts 1 with probability at least 1/2, it suffices to show that the following event occurs with
probability at least 1/2: the set @ has size at most ¢ and contains an index : with s; # s;. For the
former, the probability that |Q| > ¢ is at most 8/3¢ as above. For the latter, the probability that
none of the at least 7/2 indices with s; # s, is selected by @ is at most 16/¢ by Fact 1. Therefore,
when ¢ = ©(,/7) is sufficiently large, (1) holds. O

Finally, we show strong honest-verifier ZK. We consider a strengthened variant in which
the receiver rewinds the sender a bounded number of times in a tree structure. That is, for a
single commitment ¢, the receiver specifies multiple statements {C’(a)}ae[ 1) to obtain multiple
first-round prover messages {ﬂ‘”}ae[ 1> and for each (C(@), ﬂa)), the receiver specifies multi-
ple verifier challenge messages {wé‘)"ﬁ )}5€[L] to obtain multiple third-round prover messages
{wé""ﬁ )} se(r)- (This strengthened variant is motivated by our plan to later instantiate the Fiat-

Shamir transformation using a targeted HSG in a tree structure, as sketched in Section 2.2.)
We note that our variant is strong honest-verifier ZK in the sense that the cheating receiver

7Such d; exists by the strong perfect binding of NIC.
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specifies verifier challenge messages {wgaﬁ )} se(r) at the beginning of the experiment. (In con-
trast, for later convenience we allow the cheating receiver to specify statements {C(a)}aem
adaptively based on the commitment c.)

Lemma 4 (SHVZK against bounded rewinding adversaries). For every pair of PPT Turing ma-
chines A = (A, As) and every polynomial T : N — N, the following holds. Let L. : N — N be any
function such that L(\) = O(1%) for v = 3max(\, T(\)) + 1 and § < 1/4. Then, there exists a pair
of PPT Turing machines S = (S1,S,) (called the simulator) such that the output of the following
two experiments, REAL(\) and IDEAL()), are computationally indistinguishable.

* REAL(\):
1. Compute (m, {my"} o sernystar) < Ai1(1*,17,1L), where T := T(X) and L == L()).
2. Compute (c,d) < SHVZKCP.Com(1*, 17, m).
3. Compute ({C},ci1y,staz2) < Az(sta, ).
4. Compute (7' st(@)) « SHVZKCP.Prv;(1*,17,C ¢, m,d) for each o € [L].
5. Compute 7" « SHVZKCP.Prvy(st@, x{™?)) for each o, 8 € [L].
6. If m| # X or 3a € [L]s.t. [CW| # T v C@(m) # 1, output L. Otherwise, output
(staz e ™ aequ) {75 Yo per):
* IDEAL(\):
1. Compute (m, {wé‘)"ﬁ)}aﬁem, sta1) < A1 (1%, 17, 15), where T := T()\) and L := L()).
2. Compute (c,sts) + Si(1*, 17,14, (xS}, sei))-
3. Compute ({C)},c(1],staz2) < Az(sta1, ).
4. compute ({r\"}oeir) {m5 D Yo gern)) + Salsts {C}aq)).
5 IfIm| # Xor3a € [I]s.t.|C| # T v C®(m) # 1, output L. Otherwise, output

(sta,c, {7T§a)}oz€[L]a {Wéaﬁ)}a,ﬂe[L])'

Proof. Fix any pair of PPT Turing machines 4 = (A4;,45). Consider the following simula-
tor S = (81,82). Let Sspare be the simulator whose existence is guaranteed by the privacy of
Shamir’s secret sharing, and let Si; be the simulator whose existence is guaranteed by the per-
fect r-privacy of the MPC protocol II.

Simulator S = (51, S5).

° 81(1)\7 1T7 1L7 {7T2a7ﬁ)}a,ﬁ€[[/})'

1. For each «,3 € [L], define the set Q #) based on wéo‘”@) as in SHVZKCP.Prvs.
Also, for each o € [L], let Q(® (0‘ Dy...uQl), where each Qf) is
defined as Q(*#) = Q(a ) when ]Q(a A| < g and Q(*P) := ) otherwise. Finally,
letQ=QWu...uQ®

2. Compute {s;}icq < SSha,e(l’/, 17,1, Q) for 7 := max(\,T) and v := 37 + 1. Also,
for each i € [v] \ Q, let s; be an arbitrary default share.

3. Compute (c;,d;) «+ NIC.Com(1%, s;) for each i € [v].
4, Output c = (Cl, R ,Cl,) and stg = (1)‘, 1T, 1L, {Q(a’ﬁ)}a’ﬂew], S1,d1,..., Sy, dy).

* Sy(sts, {C}aepny)-

1. Parsests as (1,17, 15 {Q@P)}, 51}, 51,41, - .., 50, dy,), and define Q(®) for each
a € [L] asin ;.
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2. For each a € [L], compute wgo‘) as follows. Compute {viewgo‘)}iGQ@ —
S(Q@, C®, {si};eq,1). For each i € [v]\ Q), let view!”) be an arbitrary
default view of II. For each i € [v], compute (¢,*), d/{*)) - NIC.Com(1*, viewz(-a)).
Let W%a) = (c’l(a), e ,ci,(a)).

3. For each a, 3 € [L], compute r."? as follows. If Q8| > ¢, let r{*? = 1.
Otherwise, let wéa’ﬁ) = {si,di,view(a),dg(o‘)}ieQ(a,m.

%

4. Output ({ﬂa)}ae[L]a {W:E,a’ﬁ)}aﬂe[m)'

Consider the following hybrid experiments.
» Hybrid H, is identical to REAL()).

* Hybrid H, differs from H, only in that for each a € [L], {viewgo‘)}ie[y]\Qm) is defined as
in Sy (i.e., as arbitrary default views of II). The views {vieWEO‘)}iE[V}\Q(a) are used only to

compute commitments {c;(“)}ie[y}\Qm, and these commitments are never opened. Thus,
by the computational hiding of NIC, the output of H; is computationally indistinguishable
from that of H,.

» Hybrid H, differs from H; only in that for each « € [L], {viewgo‘)}iGQ(a) is defined as in S,
(i.e., computed using Sy;). The total number of views selected by Q@ is at most ¢ - L =
O(y/7) - o(r'/*) < 7 for sufficiently large \. Thus, by the perfect m-privacy of II, the output
of H, is identically distributed as that of H;.

 Hybrid H3 differs from H, only in that {s;};c;)\ ¢ is defined as in S; (i.e., as arbitrary
default shares). The shares {s;}c,) o are used only to compute commitments {c; };cj)\o»
and these commitments are never opened. Thus, by the computational hiding of NIC, the
output of H3 is computationally indistinguishable from that of H,.

* Hybrid H, differs from Hs only in that {s;},c¢ is defined as in S; (i.e., computed using
Sshare(17,17,1*,Q)). The total number of shares selected by @ is at most ¢ - L? = ©(,/7) -
o(t'/?) < 7 for sufficiently large \. Thus, by the privacy of Shamir’s secret sharing, the
output of H, is identically distributed as that of Hj.

» Hybrid Hj is identical to IDEAL()). By the construction of S = (51, S»), the output of Hj is
identically distributed as that of Hj,.

O]

4.2 Step 2. Interactive WI Commit and Prove

Using SHVZKCP = (SHVZKCP.Com, SHVZKCP.Rec, SHVZKCP.Prvy, SHVZKCP.Vrfy,,
SHVZKCP.Prvo, SHVZKCP.Vrfy,) constructed above, we define a commit-and-prove scheme
WICP = (WICP.Com, WICP.Rec, WICP.Vrfy,, WICP.Prvy, WICP.Vrfy,, WICP.Prva, WICP.Vrfy,) as
follows. At a high level, WICP is obtained by running several instances of SHVZKCP in
parallel, as described in Section 2.1. For notational simplicity, we assume throughout this
step that, when run with security parameter A, SHVZKCP can commit to messages of length
Astvzkcp = A(B+1), where B := max(\'/¢, T).'® (Recall that e is the parameter of HSG as stated
in Theorem 3.)

18This can be achieved by internally instantiating the construction from Section 4.1 with security parameter
Ashvzicp. We nevertheless continue to write 17 as the first input to the SHVZKCP algorithms below.
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Witness-indistinguishable commit-and-prove WICP.

* WICP.Com(1*,17, m).
If |m| # A, abort. Otherwise, do the following.

1. Let F be a finite field such that |F| = 2%, and view m as an element of F. Let
7 = O(log(X + T)) be a sufficiently large positive integer, and let / := 37" + 1.
Let 7" = poly()\, T') denote the size of the circuit ¢’ defined later in WICP.Prvy;
under the fixed construction of C’, 7" is uniquely determined by A\ and 7'. Let
B = max(\/¢, T).

2. Sample rq,...,rp € F uniformly at random.

3. For each i € [/], compute (¢;,d;) < SHVZKCP.Com(1*,17" 7n;), where 1, =
m | | --- || 75 is the concatenation of the binary representations of m and
r1,...,TB.

4. Output ¢ :== (c1,...,¢) and d == (1, dy, ..., My, dy).

¢ WICP.Rec(1*, 17, ¢, m, d).
Parsecanddas (ci,...,cs)and (mq,ds, ..., my,d,), and let k be any index such that
1y, is the most frequent value among (7, . . ., 7,/) € ({0, 1}*BE+FD U{L})" (with ties
broken canonically).” Then, output 1 if and only if all of the following hold.
— SHVZKCP.Rec(1*, 17", ¢;, 1, d;) = 1 for every i € [/].
— There exist ry,...,rp € F such that my = m||ri||---||7B.

o WICP.Vrfy,(1},17).

1. Sample v € F \ {0} uniformly at random.
2. Output mp = u.

e WICP.Prvy(1*,17,C, ¢, m, d, m).
If jm| # X or |C| # T, abort. Otherwise, do the following.
1. Parse ¢, d, and ng as (ci,...,cy), (Mmy,dq,...,m,,d,), and u, respectively, and
abort if u ¢ F \ {0}. Check that for some rq,...,rp € F each 7, satisfies m; =

m |7 | -+ || B, and define the degree-B polynomial f : F — F by f(z) =
rBa:B—I—-~-—|—T1x—|—m.

2. Sample o € {0,1} uniformly at random, let v, := f(u) € F, sample v;_, € F
uniformly at random, and define C’ as the following circuit.

- (' is given (u,vg,v1) as hardwired input. Then, given m || r; || --- || 75 as
input, C’ outputs C(m) if the degree-B polynomial f(z) = rgpz? + --- +
riz + m satisfies f(u) € {vo,v1}, and outputs 0 otherwise.

By the definition of 77, we have |C'| = T".
3. For each i € [v/], compute (7 ;,st;) + SHVZKCP.Prvy (1}, 17", C", ¢;, i, d;).
4, Output T == (Uo, Wy Wil ilg < o o ,7'('1’1,/) and st = (Stl, 20 ,Stl,/).
» WICP.Vrfy, (1*,17).

1. Choose ma1,. .., 7, € {0,1}¢ uniformly at random, where ¢ = O(log(\ + 7)) is
the output length of SHVZKCP.Vrfy, (1*,17").

2. Output m = (w21, ..., T2).

* WICP.Prvy(st, m2).
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1. Parse st and 75 as (sty,...,st,s) and (ma,1, ..., T2, ), respectively.

2. Choose A € {0, 1} uniformly at random, and for each i € [v/] let 7y ; == ma; @ A.
3. For each i € [/], compute 73 ; < SHVZKCP.Prva(st;, 7r2.;).

4. Output 73 == (A, 731, ...,73,7).

* WICP.Vrfy, (1%, 17, C, ¢, mg, w1, 72, 73).
If |C| # T, output 0. Otherwise, do the following.
1. Parse c, m, 71, m2, and w3 as (c1,...,¢), U, (V0, V1, T, .-, T1u)s (T2,0, .00, T2 00),

and (A,ms1,...,ms,/), respectively. Define C” as in WICP.Prv; with (u,vg,v1)
hardwired, and let 7" := |C’|. Also, compute (72 1,...,72,/) as in WICP.Prv,.

2. Output 1 if and only if, for every i € [v'],
SHVZKCP.VI’fyZ(l)‘, 1T/,C,,Ci,WLZ‘,ﬁ'g,i,ﬂ'gﬂ‘) = 1,

“For the required size of 7/, see the proof of Lemma 7.
’Note that 7, may be L.

It is immediate from the construction that WICP makes only black-box use of SHVZKCP.
Since SHVZKCP in turn makes only black-box use of NIC, it follows that WICP also makes only
black-box use of NIC. We now establish the required properties of WICP, beginning with cor-
rectness.

Lemma 5.

« Commitment correctness. For every A\ c N, T € N, and m € {0,1}*,

Pr [WICP.Rec(1*, 17, ¢,m,d) = 1| (¢, d) + WICP.Com(1*, 1T,m)] —1.

* Proof correctness. For every A € N, T € N, m € {0,1}*, and a circuit C such that |C| =T
and C(m) =1,

(¢,d) + WICP.Com(1*, 17 m)
7o + WICP.Vrfy, (1*,17)
Pr | WICP.Vrfy, (1,17, C, ¢, mo, 71, T2, 73) = 1 (m1,st) < WICP.Prv; (12,17, C, ¢, m,d, 7)) | = 1.
7y < WICP.Vrfy, (1*,17)
Ty < W|CP.PI’V2(St, 7T2)

Moreover, WICP.Vrfy, and WICP.Vrfy, are public-coin algorithms, and |my| = X and |ma| =
O((log(A + T))?). Also, there exists a universal constant n > 1 (independent of ¢, \, and T)
such that

A+ [Cl+ le| + [mo| + |m1| < B" 2)
for B := max(\'/¢, T).

Proof. Commitment correctness follows directly from the commitment correctness of
SHVZKCP. Proof correctness follows from the perfect proof correctness of SHVZKCP and
the fact that SHVZKCP.Vrfy, is a public-coin algorithm. Moreover, by construction, |mo| = A,
and |m| = |mo1| + -+ + |ma| = V- O(log(A + T)) = O((log(A + T))?). Furthermore, since
|C’| = poly(\, T, B), we have || = poly(\, T, B, '), which implies (2). O

Next, we show perfect binding and computational hiding.
Lemma 6.

s Perfect binding. For any A\ € N, T € N, ¢ € {0,1}%, (mo,m1) € ({0,1})? such that
mo # my, there is no (do,d1) € ({0,1}*)? satisfying WICP.Rec(1*,17, ¢, mg,dg) = 1 A
WICP.Rec(1*,17, ¢, mq, d1) = 1.
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* Computational hiding. For every pair of PPT Turing machines (A;, As), every polynomial
T:N— N, and every X € N,

(mo,my,sty) « A (1}, 170))
b+« {0,1} <
(¢,d) < WICP.Com(1*,17™) my)

[mo| = |m|

P As(sta,e) = b

+ negl(\).

N |

Proof . Perfect binding follows directly from the strong perfect binding of SHVZKCP. Indeed,
suppose there exist dy = (mo,1,do 1, .., Mo, do,) and dy = (Mmy1,di 1, ..., ,,d1,s) sSuch that
SHVZKCP.Rec(1*, 17", ¢;, 1wy 4, dp ;) = 1 for every b € {0,1} and i € [/]. Then, by the strong perfect
binding of SHVZKCP, we have 7y ; = 1, for every i € [/], and hence the most frequent value

among (1,1, . .. ,mo,s) and (my1,...,m,,) is identical. Since any valid opening to m; requires
this most frequent value to have prefix m,, this implies mg = m;.
Computational hiding follows directly from the computational hiding of SHVZKCP. O

Next, we show soundness. As before, we consider round-by-round soundness.

Lemma 7 (Round-by-round soundness). There exist Boolean functions Doomed;, Doomeds such
that the following hold.

1. For any A\, T, C, and c such that T = poly()), if the commitment ¢ cannot be opened
to any m such that C(m) = 1, (i.e, if for every m such that C(m) = 1 and every d,
WICP.Rec(1*,17, ¢, m, d) # 1), then

1
Pr [Doomedl(A,T, Cye,m) = 1 ‘ 7o 4 WICP Vrfyy (17, 1T)] > 2. 3)
2. Forany \, T, C, ¢, and m, such that T = poly()), if Doomed; (\, T, C, ¢, my) = 1, then
1
Vi : Pr [Doomedg()\,T, C, ¢, mo,m1, ) = 1 ‘ 79 < WICP.Vrfy, (17, 1T)} > 2. 4)

3. Forany )\, T, C, ¢, my, 71, and s, such that T = poly()\), if Doomedy(\, T, C, ¢, o, w1, m2) = 1,
then

Vs : WICP.Vrfy, (12,17, C, ¢, mo, 71, o, 3) = 0. (5)

Furthermore, Doomed; and Doomed, can be computed in time poly(B) with oracle access to
NTIME[poly(B)].

Proof. We define Doomed; and Doomeds as follows. Let Doomedsyyzkcp be the Boolean function
whose existence is guaranteed by the round-by-round soundness of SHVZKCP (Lemma 3).

Doomed; and Doomeds.

* Doomed; (A, T, C, ¢, mp).

1. Parse ¢ and m as (cy, - ..,c,) and u, respectively. Let the committed values of
(c1,...,cp) be g, ... m, € {0,1}MB+D U {1}, and let k € [/] be any index
such that 7, is the most frequent value among (4, . . ., m,/) (with ties broken
canonically). Also, parse each 7i; as m;| 71 ||-- - | v and define the degree-B
polynomial f; : F — F by fi(z) = r; gxB + - +ri1z + m.@

2. Output 1 if and only if all of the following hold.

- C(mk) 7& 1.
- For every i, j € [V/], if ih; # 1y, then fi(u) # f;(u).

e Doomedg()\,T, C, C, 7T0,7T1,7T2).
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1. Parse ¢, mg, 71, and ms as (Cl, c. ,C,,/), U, (’Uo,’Ul,’R’l,l, . ,7T171,/), and (71'2,1, e ,7T271,/),
respectively. Define C” as in WICP.Prv; with (u, v, v;) hardwired, and let 77 :=
1C.

2. Output 1 if and only if the following holds: for every A € {0, 1}/, there exists
JE [I/,] such that fr27j =T, ® A satisfies DoomedSHVZch()\, T,, Cl, Cj,T1,5, 73'27]‘) =
1.

“Uf ; = L,letm; .= 1 and f; := L. (In this case, we view f; as a function that outputs L on all inputs.)

To see that Doomed; and Doomeds can be computed in time poly(B) with oracle access to
NTIME[poly(B)], observe the following. For Doomed;, given 7i; for each i € [v/], the remaining
computation is clearly computable in time poly(\, T, B,v') < poly(B). Moreover, since each
m; is the committed value of ¢;, it can be computed in time poly(B) given oracle access to
NTIME[poly(B)]. For Doomed,, aside from computing Doomedsyyzkcp, the computation is clearly
computable in time poly(2¢, ) = poly(\, T, v') < poly(B). Moreover, Doomedsnyzkcp can be com-
puted in time poly(r) with oracle access to NTIME[poly(v)], where v = 3max(Aspvzkep, T”) + 1 =
poly(A, T, B) < poly(B).

First part. First, we show (3). Fix any A, 7, C, and ¢, and assume that the commitment ¢

cannot be opened to any m such that C(m) = 1. As in Doomed;, define 74, ..., 7, and k, parse
each m; as m; || ri1 || --- || 7,3, and define f;. The goal is to show that, for uniformly random
u € F\ {0}, the following event occurs with probability at least 1/2.

* C(mg) # 1.

 For every i, j € [V/], if in; # 1y, then fi(u) # f;(u).

From the construction of WICP.Rec, when the commitment ¢ cannot be opened to any m such
that C(m) = 1, we always have C(my,) # 1.19 Also, for any i, j € [/], if 7; # 1, then f; and f;
are distinct degree-B polynomials (or 1), so

1/e
Pr[3i,] € [/] Sit. i # 1y A fiu) = f;(u) | w e T\ {0}] < 2 !IFIB— = W
Since T' = poly(\) and v/ = O(log(X + 7)), this upper bound is at most 1/2 for sufficiently large
. Therefore, we have (3).

Second part. Next we show (4). Fixany \, T, C, ¢, and = such that Doomed; (A, T, C, ¢, mp) = 1,
and also fix ;. Parse mp and m; as v and (v, vi,m11,...,m,), respectively. Define C’ as in
WICP.Prvy with (u, v, v1) hardwired, and let 77 := |C’|. As in Doomed;, define m,...,m, and k,
parse each m; as m;||r;1 |- - - || i3, and define f;.

As a preliminary step, we show that when Doomed; (\, T, C, ¢, m) = 1, the index set I* defined
asI*:={ie[V]|C'(m;) # 1} satisfies |I*| > 7/ + 1. (Intuitively, I* is the set of indices where the
statement proven by SHVZKCP is false.) By the definition of Doomeds, if Doomed; (A, T, C, ¢, 7p) =
1 then both of the following hold.

* C(my) # 1 (i.e., most frequent value does not satisfy C).
 For every i, j € V'], if ih; # m;, then f;(u) # f;(u) (i.e., the map 7; — f;(u) is injective).

To show that [I*| > 7' + 1, we assume |/*| < 7/ and derive a contradiction. By the definition of
I*, we have C’'(m;) = 1 for every i € [] \ I*. Hence, by the definition of C’, we have C(m;) =
1A fi(u) € {vg,v1} for every i € [v] \ I*. Since the map ; — f;(u) is injective, it follows that

9This is because if C(my) = 1, then by opening ¢ = (c1,...,¢,s) t0 (#u1, . . ., 7,/), We can open ¢ to some m such
that C(m) = 1.
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there exist 7,/ such that we have C(m;) = 1 A, € {mf,mi} for everyi € [v/]\ I*. Since
W]\ I*| > v — 7" = 27’ + 1, by an averaging argument there exists /i € {/f,m?} such that
[{i € [V/]\ I* | n; = m}| > 7' + 1. Thus, the most frequent value 7, satisfies 1y, € {mnt, m*},2°
and therefore C(my) = 1, a contradiction.

With this in hand, we show (4) using |/*| > 7/ + 1. From the definition of Doomed,,
our goal is to show that the following event occurs with probability at least 1/2 over the
choice of {my,;};c: for every A € {0,1}%, there exists j € [/] such that #,; = m; ® A
satisfies Doomedsnyzkcp(A, T7,C", ¢, m1 5, 725) = 1. We consider a union bound over A €
{0,1}¢. Fix any A € {0,1}, and let EVENT(A) be the event that #»; = m; ® A satisfies
Doomedsnvzicp(A, TV, C', ¢j, 14, 72,5) = 0 for every j € I*. Note that, by the definition of I*,
for each j € I* the statement proven by SHVZKCP is false (i.e., the commitment ¢; cannot be
opened to any r; such that C’(1n;) = 1). Then, since {72 ;}ic)] = {72 © A}icp is uniformly
distributed when {r2;};c[,, is uniformly distributed, we have the following from the round-
by-round soundness of SHVZKCP.

NI peen

Since ¢ = O(log(A\+T)), it follows that when 7’ = O(log(A+1T)) is sufficiently large, the following
follows from a union bound.

Pr [38 € {0,1) S BVENT(A) | {madie) ¢ ({0,1})"] <2727+ < %

Therefore (4) holds.

Third part. Finally, we show (5). This follows immediately from the construction of
WICP.Vrfy, and the round-by-round soundness of SHVZKCP. O

Finally, we show witness indistinguishability. As before, we consider a strengthened vari-
ant in which the receiver rewinds the sender a bounded number of times in a tree structure.
Below, the upper bound on the number of rewindings is carefully chosen so that later we can
use the Fiat-Shamir transformation with the targeted HSG assumed in Theorem 3.

Lemma 8 (WI against bounded rewinding adversaries). For every tuple of PPT Turing machines
A = (A1, Az, A3, Ay) and every polynomial T : N — N, the following holds. Let n > 1 be any
constant that satisfies (2) in Lemma 5, let N : N — N be the function defined as N(\) = B" for
B := max(\/¢,T(\)), and let L : N — N be a function such that L()\) = poly(N(\)¢). Then, when ¢
is sufficiently small, for every \ and for T .= T'(\) and L := L()\), it holds

i (mo,ml,StAJ) <—¢41(1>‘,1T71L)

b+ {0,1}

(¢,d) < WICP.Com(1*, 17, my)

(CAm$ Yaein)sstaz) « As(sta,c)

Va € [L] : (), st(@)) « WICP.Prv, (11,17, C, ¢, my, d, (™)
({ﬂéa’ﬁ)}aﬁem,su,g) — As(staz, {W%a)}aegL])
Va, B € [L] : 7{™") « WICP.Prvy(st(@), z{*?)) |

<

[mo| = |ma

A C’(mo) = C’(ml) =1

NVa, o € [L] with o # o : wéa) # 7y )
A Ag(stas, {Wéa’ﬂ)}a,ﬁe[m) =b

+ negl(A).

N

Proof. As a warm-up, we first consider the case L = 1. Without loss of generality, we assume
that A; always outputs mg, m; such that |mgy| = |m1| = A Amgy # my, and that .4, always outputs
(C, {W(()a)}aem) such that |C] = TAC(mg) = C(m;) = 1and w((]o‘) € F\ {0} for every o € [L]. In this
case, our goal is to bound the following probability. (For later convenience, we relabel mg, m;

2Note that if || < 7/, then [{r1,...,70,,} \ {@f, m*} < 7.
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as m,m’ in the following.)

i (m, m’,stAJ) %Al(l)‘,lT, 1L)

m* « {m,m'}

|m| = |m/| (c,d) + WICP.Com(1*, 17, m*)

Pr| AC(m)=C(m')=1 (C,mo,sta2) < Aa(stan,c) . (6)
N Ay(stag,m3) =m* (m1,st) < WICP.Prvi (1,17, C, ¢, m*, d, o)

(m2,5ta3) < As(staz2, ™)

T3 WICP.PFVQ(ST_,’]TQ)

We bound the probability in (6) via hybrid experiments Hy, ..., Hy,/_1);¢ defined below. Let
SHVZKCP.S = (SHVZKCP.S;,SHVZKCP.S;) be the simulator whose existence is guaranteed by
the strong honest-verifier zero-knowledge of SHVZKCP (for the case L = 1). We begin by defin-
ing Hy and H;.

* Hybrid H, is the experiment in (6) with m* = m. Inlining WICP.Com, WICP.Prv;, and
WICP.Prv,, we can describe H, as follows.

1. Compute (m,m’,sta1) + A1 (1*,17,1L).

2. Compute c as follows: sample (r1,...,rg) + FB; for each i € [/], let i; = m||ry||-- ||
rp and compute (¢;, d;) + SHVZKCP.Com(1*, 17" 7n;); let ¢ == (c1, ..., cpr).

3. Compute (C,u,sta2) < Aa(stai,c).

4. Compute m as follows: sample o + {0,1} and let v, = f(u) and v;_, + F us-
ing the polynomial f(z) = rpz? + --- + rz + m; define ¢’ based on (u,vo,v1);
compute (m;,st;) < SHVZKCP.Prvi(1*, 17", C", ¢;, 7, d;) for each i € [/]; let m =
(Uo,vl, 7T171, e ,7T17V/).

5. Compute ((7T271, e 7T27,/), StA,g) — A3(StA72,7T1).

6. Compute 73 as follows: sample A <« {0,1}¢; let Ta,; = my,; & A for each i € [V/];
compute 73 ; <— SHVZKCP.Prvy(st;, 72 ;) for each i € [V/]; let w3 := (A, m3.1,...,T3,0).

7. Compute out + A4(st43,m3).
The output of Hy is .A4’s output out.
* Hybrid H; differs from H, only in the following ways.

— In Step 2, additionally sample (r},...,r%) < FE.
- In Step 4, instead of setting v;_, + F, let v;_, := f’(u) using the polynomial f'(z) =
rpaB 4+ i+ m.

The output of H; is identically distributed as that of H,. This is because when u # 0, the
value f'(u) = r'gu®+- - -+rju+m’ for uniformly chosen (4, ..., %) is uniformly distributed
in the adversary’s view.

Next, for each & < ['], we define Hyg,_1y12, Hagk—1)+3> Ha(k—1)+4> a0 Hygo_1y45.
* For each k € [v], Hybrid Hy;_1), differs from H,(;_,);, only in the following ways.

— In Step 2, additionally sample 7 < {0, 1}

— In Step 6, instead of sampling A « {0,1}* and setting #»; := 7 ; ® A for each i € [/],
let A ==y, & 79, and set 7o ; := w2 ; ® A for each i € /] \ {k}.

The output of Hy(;_1);- is identically distributed as that of H;_1)4,. This is because for
any {ma}c, the distributions

o A+ {0,1}
{({WQ,z}ie[ul},A) ' Vi e [V'} . 7%272, =T @ A }
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and
o < {0,1}
({72itiep), A) | A= T2k © Tok
Vi € [l/,] \ {k} : 7¢['277; =T D A
are identically distributed.
* For each k € ['], Hybrid Hy;_,)43 differs from Hy,g,_;),- only in the following ways.

— In Step 2, instead of computing (cj,d;) + SHVZKCP.Com(1*,17" 7n;), compute
(ck,sts) < SHVZKCP.S; (17,177, 15, 7ty 1.).

—In Steps 4 and 6, instead of computing  (m,sts) +—
SHVZKCP.PI’Vl(l)‘,1T/,C/,Ck,mk,dk) and T3,k SHVZKCP.PrVQ(Stk,ﬁ'Q’k), compute
(7T17k, 7T37k) — SHVZKCP.SQ(S'C,S', Cl) in Step 4,

By the special honest-verifier zero-knowledge of SHVZKCP, the output of Hy ;)3 is com-
putationally indistinguishable from that of H_1)o.

* For each k € ['], Hybrid Hy;_1)44 differs from H,g,_,), 5 only in the following ways.
— In Step 2, instead of computing (¢, sts) < SHVZKCP.S; (1}, 17", 1%, 715 1.), let i), == m/ ||
i ||--- |7 and compute (cy, dy) < SHVZKCP.Com(1*, 17", 7} ).
- In Step 4, instead of computing (mx,73%) < SHVZKCP.Sx(sts,C’), compute

(7T17k,stk) — SHVZKCP.PFVl(lA, 1T/,C,,Ck,7‘h;€,dk) and T3k < SHVZKCP.PI’VQ(Stk,ﬁ'Q’k)
in Steps 4 and 6.

As above, by the special honest-verifier zero-knowledge of SHVZKCP, the output of
Hy(—1)+4 1s computationally indistinguishable from that of Hyg,_ 1) 3.

* For each k € ['], Hybrid Hy;_)45 differs from H,g,_,),, only in the following ways.

— In Step 2, do not sample 75 5, + {0, 1}*.

- In Step 6, instead of setting A := my, @ 72, and 72; == mp; & A for each ¢ € [V/] \ {k},
sample A < {0,1}* and let 75, :== m; ® A for each i € [/].

As above, the distributions of ({#2;},c/,A) are identical between Hy;_1);5; and
Hy(—1)+4, SO the output of H;_,),5 is identically distributed as that of H,(;_1);4.

Finally, we define H,(,/_1) .

* Hybrid Hy/ 1)1 differs from H,,,_,);5 only in the following ways.

- In Step 2, do not sample (ry,...,rg) « F5.
- In Step 4, instead of setting v, := f(u) using the polynomial f(z) = rgz®+- - -+riz+m,
let v, < F.

As above, when u # 0, the value f(u) is uniformly distributed in the adversary’s view,
and thus the output of Hy(,,_),¢ is identically distributed as that of Hy,_1)s.

Hybrid Hy(,/_1)4¢ is identical to the experiment in (6) with m* = m’ (the roles of s and 1 — o are
swapped in Step 4). Therefore the probability in (6) is at most 1/2 + negl(\).

Next, we consider the general case where L(\) = poly(N(\)¢). We use a natural exten-
sion of the hybrid experiments from the case L(\) = 1. (For example, as H;, we consider an

experiment in which we set v\ := f/(u(®)) instead of v} «+ F for each a € [L).2!) The indis-

tinguishability among these hybrid experiments can be shown as above; it suffices to note the
following points.

Y As another example, as Hy,—1)+2, We consider an experiment in which in Step 2 we additionally sample
(755 Vs + ({0,139)%°, and in Step 6 we set A = 7{%® @ #{%? for each o, € [L] and set 7% =
%P @ AP for eachi € [v]\ {k}.
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* To show that the output of H; is identically distributed as that of H,, we use the fact
that for any distinct vV, ..., (") € F\ {0} and uniformly chosen (v}, ..., %), the values
(M), ..., f'(uP)) are uniformly distributed when L < B. (When e is sufficiently small,
we indeed have L = poly(N¢) = poly(B") < B.)

* To show that the output of H,(,_1),3 is computationally indistinguishable from that of
Hy—1)12, We use the fact that the special honest-verifier zero-knowledge of SHVZKCP
holds when L()\) = O(l/é) for v = 3max()\5HVZch,T’()\)) +1landé§ < 1/4. (When ¢ is
sufficiently small, we indeed have L()\) = poly(N(\)€) = poly(B") = O(°) for § < 1/4.2%)

O]

4.3 Step 3. Non-interactive WI Commit and Prove

Finally, using WICP = (WICP.Com, WICP.Rec, WICP.Vrfy,, WICP.Prvy, WICP.Vrfy,, WICP.Prvy,
WICP.Vrfy,) constructed above, we define a non-interactive WI commit-and-prove scheme
NIWICP = (NIWICP.Com, NIWICP.Rec, NIWICP.Prv, NIWICP.Vrfy) as follows. Let n > 1 be a suf-
ficiently large constant chosen so that it satisfies (2) in Lemma 5.23

Non-interactive witness-indistinguishable commit-and-prove NIWICP.

¢ NIWICP.Com(1*, 17, m).

1. Output (¢, d) < WICP.Com(1*,17 m).
e NIWICP.Rec(1*,17, ¢, m, d).

1. Output b :== WICP.Rec(1*,17, ¢, m, d).
« NIWICP.Prv(1*, 17, C, ¢, m, d).

1. Let N := B" for B := max(\'/¢,T). Let L denote the number of strings output
by HSG on inputs of length .

2. Let 2o == (1*,C, c), and use padding so that |z| = N.

3. Compute {w(()a)}ae[L] = HSG(xp).

4. For each a € [L], compute (i, st(@)) «- WICP.Prv; (1,17, C, ¢, m, d, ()4

5. For each o € [L], let 2\ = (1}, C, c,wéa),wia)), use padding so that |z\*)| = N,
and compute {wéa’ﬁ)}ﬁem = HSG(2\™).

6. For each a, 3 € [L], compute 7> < WICP.Prvy(st(@, x{®?)) b

7. Output m = ({mi* Yaeqz)s (5" Yo peiny):

« NIWICP.Vrfy(1, 17, C, ¢, ).
If |C| # T, output 0. Otherwise, do the following.

1. Parse w as ({ﬂ“}aem, {w:(,,a’ﬁ)}aﬂe[L]), and compute {W((]a)}ae[u and

(7S serr @s in NIWICP.Prv.

2. Output 1 if and only if WICP.Vrfy,(1*,17, C, ¢, ng@,ﬁ“),wgavﬁ), wé"’ﬁ)) = 1 holds
for every a, 8 € [L].

“Formally speaking, each wé") is truncated to an appropriate length so that it can be fed into WICP.Prv;.
b Again, formally speaking, each 7{*** is truncated to an appropriate length.

22To see the last equality, observe that given 7"(\) = |C’| = B®W, we have v = 3max(Asuvzicp, T'(A) + 1 =
3max(A(B + 1), B®W) 41 = B9M),
Z3For the required size of 7, see the proof of Lemma 11.
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It is immediate from the construction that NIWICP makes only black-box use of WICP and
thus only black-box use of NIC.

Lemma 9.

« Commitment correctness. For every A\ c N, T € N, and m € {0,1}*,

Pr {NIWICP.Rec(l)‘, 17 ¢,m,d) = 1 ‘ (¢, d) + NIWICP.Com(1*, 1T,m)} — 1.

* Proof correctness. For every A € N, T € N, m € {0,1}*, and a circuit C such that |C| =T
and C(m) =1,

AT _
Pr[ NIWICP.Vrfy(1%, 17, C e, m) = 1 ‘ 7+ NIWICP.Prv(1*, 17, C, ¢, m, d

(¢,d) + NIWICP.Com(1*, 17, m) } _1

) :
Proof. Both claims follow immediately from the corresponding properties of WICP. (To see
that the strings generated by HSG are long enough to serve as wéa) and wéo"ﬁ ), observe that HSG
outputs strings of length N¢ > X > max(|=(|, [x{*?]).24) O

Lemma 10.

s Perfect binding. For any A ¢ N, T € N, ¢ € {0,1}%, (mo,m1) € ({0,1}*)? such that
mo # my, there is no (do,d;) € ({0,1}*)? satisfying NIWICP.Rec(1*, 17, ¢, mq,dy) = 1 A
NIWICP.Rec(1*,17, ¢, my, d1) = 1.

* Computational hiding. For every pair of PPT Turing machines (A,, As), every polynomial
T:N— N, and every X € N,

_ (mo,ma,sta) « Ay (11,170
Pr K”EJ (—st|m¢1:‘) ., b+ {0,1} < % + negl(\).
BT (¢,d) + NIWICP.Com(1*,17™) my)
Proof. Both claims follow immediately from the corresponding properties of WICP. O

Lemma 11 (Soundness). For every PPT Turing machine A, every polynomial T : N — N, and
every A € N,

Pr [success(\, T, C, ¢, ) | (C,e,) <—A(1A,1T<A>)] < negl()), 7

where sUCCESS(\, T, C, ¢, ) is the event that all of the following hold.

« For every m ¢ {0,1}* such that C(m) = 1 and every d < {0,1}%, it holds
NIWICP.Rec(1*, 17V ¢, m, d) # 1.

« NIWICP.Vrfy(1*, 170 O, ¢, 7) = 1.

Proof. The proof proceeds in three steps.
First, we prove the following.

(Ca ¢, ({ﬂ-ga)}ae[L]v {Wéaﬂ)}aﬂe[[l])) — ./4(1)\, 1T()‘))
Pr |CHEAT; | 0 := (1,C,¢) < negl()), (8)

(78 Y aern) = HSG (o)

where CHEAT; is the event that all of the following hold.

24Recall from Lemma 5 that |={*| = X and |={*"| = O((log(A + T))?).
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« For every m < {0,1}* such that C(m) = 1 and every d < {0,1}*, it holds
NIWICP.Rec(1*, 17V ¢, m, d) # 1.

* For every a € [L], it holds Doomed; (A, T'(\), C, c,w(()a)) = 0.

Equation (8) follows immediately from our assumption that HSG is a (1/2,negl)-targeted
HSG for DTIME[N]AT over all polynomial-time samplable distributions. Indeed, for any
(A, T(N), C, ¢), if NIWICP.Rec(1*,17W) ¢, m, d) # 1 for every m € {0,1}* such that C(m) = 1 and
every d € {0,1}*, then by the round-by-round soundness of WICP, we have

1
Pr |Doomed; (A, T'(\), C, ¢, mp) = 1| mp < WICP.Vrfyy(1*, 17Ny | > 5

Moreover, since Doomed; can be computed in time poly(B) with oracle access to NTIME[poly(B)],
it follows that when 7 is sufficiently large, we have Doomed; € DTIME[N]*AT, i.e., Doomed; is
computable in linear time in the input length given oracle access to SAT. (Recall that N := B".)
Therefore, Doomed; (A, T'(\),C, ¢, -) is a 1/2-dense avoider for HSG(zy) with negligible probabil-
ity over the choice of g = (1%, C, ¢), and thus, we have (8).

Next, we prove the following.

(Cre; ([ Yo Ams™ P Yaspern)) < A, 1TO)
zo = (1*,C,¢)

Pr |3k € [L] s.t. CHEATo, | {m0 }acrn = HSG (o) < negl()), (9)
Vo€ [L]: 2l = (1}, C e, n, 7))
Va € [L] : {Wéa’ﬁ)}ﬁem = HSG(QZga))

where for each k € [L], CHEAT, ;, is the event that all of the following hold.
« Doomed; (A, T(\),C, e, w() = 1.
» For every g € [L], it holds Doomeds(\, T'(N), C, ¢, w(()k), wgk), wék’ﬁ)) = 0.

As above, Equation (9) follows immediately from our assumption that HSG is a (1/2, negl)-
targeted HSG for DTIME[N]°AT over all polynomial-time samplable distributions. Indeed,
choose k € [L] uniformly at random and apply the targeted HSG to the resulting polynomial-
time samplable distribution of mgk). Whenever CHEAT; ;, holds for some £, the uniformly chosen
index satisfies CHEAT, , with probability atleast 1/L. Since L = N°(©) and the failure probability
of the targeted HSG is N—«(1), this polynomial loss preserves negligibility, proving (9).

We are now ready to prove (7). From (8) and (9), the following holds.

(e, ((mi Y aerey 1757 apern))  A(Y1TO)
o = (1)‘, C, C)

Pr |cHEATs | {5 Yoty = HSG (o) < negl()\), (10)
Va € [L]: acga) = (1", O, c, ﬂ[()a),ﬂa))
Va e [L] : {m$D}gern) = HSG ()

where CHEAT; is the event that all of the following hold.

« For every m € {0,1}* such that C(m) = 1 and every d < {0,1}*, it holds
NIWICP.Rec(1*,17W) ¢, m, d) # 1.

* For every a, 3 € [L], it holds Doomeds (), T(\), C, c, n(()o‘),w§°‘),7r§°"5)) =0.

Moreover, by the round-by-round soundness of WICP, for each «,3 € [L], it holds that if
Doomedsy (A, T(A), C, ¢, mb®, w{®, 7{*#)) = 1, then

s L WICP. iy, (14,170, €, ¢, m§™ 7, 7P l®P)) = 0.,
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(Equivalently, for each o, € [L], we have WICP.Vrfy,(1*, 170 C, c,wéa),wia),wéa’ﬁ),wéa’ﬁ)) =

1 for some néa’ﬂ) only when Doomedg(/\,T(A),C,c,n(()a),ﬂa),wgaﬁ)) = 0) Then,
since by construction we have NIWICP.Vrfy(1*,17W) C ¢,;7r) = 1 only when
WICP.Vrfy, (1}, 170 O ¢, wéa),wﬁa),wéa’ﬁ),wga’ﬁ )) = 1 for every a,8 € [L], (7) follows from
(10). O

Lemma 12 (Witness indistinguishability). For every triple of PPT Turing machines (A;, Az, As),
every polynomial T : N — N, and every A € N,

(m07 my, St.A,l) — A1(1>\, 1T()\))

]m0| = |m1\ b+ {0, 1} 1
Pr| AC(mo)=C(m1) =1 | (¢, d) < NIWICP.Com(1*, 170 my) <5 tnegl(h). (D
A\ ./43(5’(,4’2,71’) =b (C, St_A’Q) — AQ(St_AJ,C)

7 < NIWICP.Prv(1*, 170 O, ¢, my, d)

Proof. By construction, this follows immediately from the witness indistinguishability of
WICP against bounded rewinding adversaries. Indeed, HSG outputs poly(N€) strings (where
N = B" for B := max(\/¢,T)), and it can be assumed without loss of generality that these
strings are distinct, so we can use Lemma 8 to obtain (11). O

This completes the proof of Theorem 3.

Statement on the Use of Generative Al

Limited or no Al contribution.?® Generative Al tools were used solely to assist with language
editing, document organization, formatting, and minor technical checks. They were not used
to generate research results, mathematical claims, or proofs. All Al-assisted material included
in the manuscript was reviewed and verified by the author, who takes full responsibility for
the content of this article.
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