Kettle: Short Post-Quantum Threshold Signatures
from the HAWK Signature Scheme
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Abstract

HAWK is a lattice-based hash-and-sign signature scheme that
was a third round candidate in the NIST additional call for
post-quantum signatures. It has short signatures and keys, as
well as fast and portable signing and verification. However,
in response to a highly-publicized Al-driven cryptanalytic
result that reduced its security (roughly doubling the required
dimension to achieve a given security level), the authors de-
cided to withdraw from the competition. The need to increase
parameters was seen as limiting the size advantage of HAWK
compared to the already selected lattice schemes ML-DSA
and Falcon, which was one of its primary selling points along-
side speed and the lack of floating-point arithmetic.

In this paper, we identify another attractive aspect of the
HAWK design that is not affected by the Al attack and has
been overlooked so far: its surprising friendliness to multi-
party computation (MPC). Indeed, HAWK signing can be
achieved in a generic way from a small collection of basic
composable MPC functionalities (like integer multiplication,
uniform random generation, etc.) in such a way that instanti-
ating those functionalities using MPC protocols with given
security properties (semi-honest vs. malicious, honest vs. dis-
honest majority, etc.) yields a secure protocol for MPC signing
with those same properties.

As a result, we obtain Kettle, a UC-secure threshold signa-
ture protocol that outputs specification-compliant HAWK sig-
natures and scales to an arbitrary number of parties. It offers
essentially the shortest signature size so far for a lattice-based
threshold signature, while achieving significantly lower round
complexity and online communication cost than other thresh-
old protocols built from pre-existing, non-threshold lattice-
based signatures (like ML-DSA and Falcon): as low as 2
online rounds (a dozen rounds total) and 2 kB online com-
munication per party, depending on the specific setting and
optimization choices.

We also provide a proof-of-concept implementation of our
approach in the MP-SPDZ framework, which can be instanti-
ated with any number of parties, any threshold, and a variety
of security properties.

1 Introduction

Threshold signatures are protocols that make it possible to
distribute the ability of signing messages among a collection
of users, in such a way that at least # users need to cooper-
ate to sign a message, and fewer of them cannot sign even
if they collude and fail to follow the protocol. Such proto-
cols are particularly useful to distribute trust, eliminate single
points of failure and mitigate the risks arising from key com-
promise. Accordingly, they are often regarded as a necessity
to securely deploy sensitive real-world systems involving,
e.g., cloud key management, HSMs, or blockchain wallets
and smart contracts. This has motivated NIST to launch a
call [11] for multi-party threshold schemes (MPTS), which
has in turn spurred a flurry of renewed research activity in the
field.

While most threshold signature schemes proposed so far are
based on the hardness of discrete logarithms [4,6, 16,20,32]
(and related to ECDSA, Schnorr signatures or pairing-based
schemes like BLS), recent work has partially shifted towards
post-quantum secure protocols, most of them based on lat-
tice assumptions. These can be roughly divided into two
types: “ad hoc” protocols on the one hand, that are designed
from the ground up as threshold schemes and optimized as
such; and on the other hand protocols that thresholdize a pre-
existing signature scheme, making it possible to generate in
a distributed way signatures that pass a pre-existing verifi-
cation algorithm. The former type, which includes construc-
tions like Pelican [25], TRaccoon [37], EKT [24], CTZ [13],
Ringtail [10] and Olingo [28], tends to lead to more efficient
protocols, with fewer rounds and often less communication,
since they have the freedom to choose “multi-party compu-
tation (MPC)-friendly” operations as part of their signature
generation algorithm; but they also tend to suffer from larger
signature size, and of course have the drawback of being
incompatible with pre-existing deployments (which may fur-
thermore be constrained by interoperability requirements). In
contrast, the latter type, which includes thresholdized ML-
DSA [36] protocols Quorus [8] and Mithril [12] as well as
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the recently proposed Threshold FALCON [26], needs to adapt
an existing scheme to the MPC setting, which tends to require
substantial compromises in terms of round and communica-
tion complexity, but the resulting signatures correspond to an
existing scheme, so they tend to be comparatively short and
are interoperable for free.

In this paper, we present an instance of the latter approach.
We thresholdize the HAWK signature scheme, a lattice-based
hash-and-sign construction that had advanced to the third
round of the NIST additional call for post-quantum signa-
tures. It has short signatures, and has been praised for being
fast as well as easy to implement (not requiring floating point
arithmetic or overly complex computations). However, a very
recent, high-profile cryptanalytic result attributed to the An-
thropic Mythos model [39] has reduced the conjectured hard-
ness of the underlying lattice problem (lattice isomorphism
for rank 2 modules over power-of-two cyclotomic rings), re-
quiring twice as large of a dimension to achieve the same
security level (so that HAWK-1024, originally expected to
reach the 256-bit security level, actually offers 128 bits of
security, while a new HAWK-2048 parameter set would be
needed for 256-bit security). Even taking this new attack into
account, HAWK remains surprisingly competitive, with sig-
natures half as long as ML-DSA while avoiding FALCON’s
floating point arithmetic, and achieving faster signing than
both. Nevertheless, the scheme can no longer be said to hold
a size advantage over FALCON (a condition set by NIST for
considering a third lattice-based signature standard), and the
authors decided to withdraw from the competition as a result.
From the standpoint of MPC, however, we argue that HAWK
remains a highly compelling scheme.

We present Kettle,! a threshold protocol for HAWK that
inherits its short signature size and its simple and efficient
verification, while offering a flexible design combining sim-
ple MPC functionalities that can be instantiated to achieve a
wide range of security properties (semi-honest vs. malicious,
honest vs. dishonest majority, etc.), and scales gracefully to
an arbitrary number of parties. Kettle also offers an attractive
performance profile, particularly in terms of online round and
communication complexity, with as few as 2 online rounds
and only 2 kB online communication (at the 128-bit security
level with HAWK-1024) depending on the specific setting
and optimization choices. This compares favorably not only
to other threshold signature protocols for pre-existing lattice-
based signatures, but even to many purpose-built schemes.
An overview of the MPC techniques used to achieve this and
build the Kettle protocol is provided later in this introduction
(Section 1.2).

Threshold signatures are useful whenever signing authority
should not be concentrated in a single device, administrator, or
organization: custody of blockchain assets, HSM-backed key
management, certification-authority and code-signing keys,

I“kettle, n.: a usually large group of raptors (such as hawks or vultures)
circling high in the sky on an updraft of warm air” (Merriam—Webster).

and organizational separation of duties are all natural deploy-
ment targets. We expand on these application domains in Sec-
tion A.

1.1 Related Work

Lattice signatures and multiparty computation. Most prac-
tical lattice-based signatures belong broadly to one of two fam-
ilies. The first consists of hash-and-sign constructions in the
GPV framework of Gentry, Peikert and Vaikuntanathan [27],
including Falcon/FN-DSA. Signing in a typical GPV-style
scheme requires sampling a discrete Gaussian over a lattice
coset determined by the message and the secret trapdoor. This
operation is already among the most intricate parts of a con-
ventional implementation: it may involve recursive lattice
decompositions, high-precision or floating-point arithmetic,
and careful control of the output distribution. Carrying it out
on secret-shared data is considerably more difficult. In par-
ticular, generic MPC techniques do not provide an obvious
efficient realization of lattice Gaussian sampling, and trans-
lating the usual samplers into arithmetic or Boolean circuits
results in complex, highly interactive computations.

The second family follows Lyubashevsky’s Fiat—Shamir-
with-aborts paradigm [34,35], as instantiated by schemes such
as BLISS [21] and Dilithium/ML-DSA [36]. These schemes
avoid trapdoor sampling, but use rejection sampling to make
the distribution of the response statistically independent of
the signing key. Rejection is particularly inconvenient in a
multiparty protocol: whenever an attempt is rejected, the par-
ties must discard the computation and restart, including any
message-dependent online interaction. Moreover, determin-
ing whether an attempt should be accepted may itself require
expensive secure operations, such as norm tests, decompo-
sition and rounding, or, in Gaussian-based schemes such as
BLISS, comparisons involving secret discrete-Gaussian sam-
ples. Thus, neither of the two dominant approaches to lattice
signatures translates directly into an efficient MPC signing
protocol.

Purpose-built threshold lattice signatures. These difficul-
ties motivated a line of constructions designed from the outset
for distributed signing. Many of them resemble Fiat—Shamir-
with-aborts signatures algebraically, but replace rejection sam-
pling with noise flooding: sufficiently large additional noise
statistically hides the contribution of the signing key, eliminat-
ing the need to restart the protocol. This approach underlies
TRaccoon [37] and related constructions including EKT [24],
Ringtail [10] and Olingo [28]. Because their signing algo-
rithms can be chosen to consist largely of linear operations
and other MPC-friendly primitives, these schemes achieve
low round complexity, in some cases only two signing rounds
and a single online round. They can also support features such
as identifiable aborts or robust distributed key generation.
The price of avoiding rejection is that the flooding noise
must be substantially larger than the masking noise used in



Table 1: Comparison of lattice-based threshold schemes. The generation of correlated randomness is excluded from the
computations. We compare schemes for N = 1024 signers. When these numbers are not available, we show the estimates for
the largest number of users given by the authors. Numbers for this work correspond to Kettle instantiated with HAWK-1024
(128-bit security level in light of [39]), in the honest-majority setting; upgrading to malicious security adds one online round and

negligible communication (Section 5.2).

Scheme Offline Rounds Offline Com. Cost Online Rounds Online Com. Cost Final Sig. Size No. of Signers
Kettle (this work) 10 36.6 MB 2 1.9kB 1221 B 1024
Threshold FALCON [26] 0 thousands 800.3 MB 666 B 16
Quorus (Threshold MLDSA) [8] 108 330.1 MB 16 1.44 MB 2.4 kB 63
Mithril (Threshold MLDSA) [12] 2 32B 4 1.05 MB 2.4 kB 6
Pelican [25] 0 4 (53.8+ 116N) kB 26.4 kB 1024
TRaccoon [37] 1 32B 2 28.2 kB 12.7 kB 1024
Ringtail [10] 1 (602.0+ 16N) kB 1 10.7 kB 13.7kB 1024
EKT [24] 1 282.3 kB 1 14.4 kB 10.8 kB 1024
Olingo [28] 0 3 852.0 kB 11.3kB 1024

ordinary Fiat—Shamir-with-aborts signatures. The resulting
responses are therefore harder to compress, and signatures are
typically much larger than those of ML-DSA and its predeces-
sors. Furthermore, these constructions define new verification
algorithms and signature formats. They consequently do not
provide interoperability with existing standards or deploy-
ments, even when their algebraic structure is closely related
to that of standardized lattice signatures.

Threshold ML-DSA. A different line of work attempts to
execute the signing algorithm of an existing Fiat—Shamir-
with-aborts scheme in MPC. This requires addressing not
only rejection sampling, but also several nonlinear operations
in ML-DSA, including high-bit extraction, hint generation,
modular reduction, norm checks, and the evaluation of the
rejection conditions on shared values. Quorus [8] gives a gen-
eral MPC-based thresholdization of ML-DSA that supports
arbitrary numbers of parties and general threshold access
structures. Its modularity and scalability come at a relatively
high interaction cost: its concrete signing protocol requires
16 online communication rounds, before accounting for repe-
titions caused by rejected attempts.

Mithril [12] takes a substantially different approach. Rather
than evaluating the entire ML-DSA signing algorithm as a
generic shared computation, it has the parties work with shares
of the signing key and prove that their local contributions were
formed correctly. A direct application of conventional secret
sharing is problematic because ordinary shares of a short lat-
tice secret need not themselves be short, whereas the relevant
lattice proofs and rejection arguments require short witnesses.
Mithril resolves this issue using replicated secret sharing, so
that the values appearing as witnesses remain suitably struc-
tured. This yields a comparatively efficient protocol, requiring
three rounds per signing attempt, but restricts the construction
to small committees, with concrete instantiations supporting

at most six parties. Moreover, its output distribution is not
that of ordinary ML-DSA signing: although the signatures are
accepted by the ML-DSA verification algorithm, threshold-
generated signatures can be distinguished from signatures
produced by the standard signer. Thus, Mithril provides verifi-
cation compatibility, but not a distribution-preserving thresh-
old realization of ML-DSA.

Threshold hash-and-sign signatures. Distributing a GPV
trapdoor was in fact one of the earliest approaches to lattice-
based threshold signatures. Bendlin, Krehbiel and Peikert [7]
constructed threshold signatures and identity-based encryp-
tion from a shared lattice trapdoor. Its signing protocol, how-
ever, assumes access to a black-box MPC functionality that
samples a discrete Gaussian over an arbitrary lattice coset. No
concretely efficient realization of this functionality was pro-
vided, and implementing it appears to require essentially all
the difficult numerical and recursive operations of GPV sam-
pling inside MPC. The construction is therefore principally
a feasibility result rather than a practical threshold-signing
protocol.

Very recently, Threshold FALCON [26] provided the first
concrete thresholdization of FALCON/FN-DSA. It shows
that general-lattice Gaussian sampling can indeed be imple-
mented securely in MPC, but at a very high interaction cost:
the protocol requires many thousands of rounds for an indi-
vidual execution, with batching and amortization reducing
the reported cost to roughly one thousand online rounds per
signature when many signatures are generated together. This
illustrates the central obstacle faced by GPV-style schemes:
their compact signatures are obtained through a sampling pro-
cedure that is exceptionally difficult to reproduce on shared
secrets.

Our work Kettle gives the first efficient threshold instan-
tiation of a lattice-based hash-and-sign signature. The key



enabling feature is specific to HAWK. Unlike conventional
GPV schemes, HAWK does not sample a Gaussian over a gen-
eral secret-dependent lattice coset. It samples each coordinate
independently from a one-dimensional discrete Gaussian over
27 or 27+ 1, with the choice of coset determined by secret
bits. Sampling over Z, selecting between the two distributions,
and performing the remaining polynomial operations can all
be expressed using standard MPC primitives. Kettle there-
fore retains the short, specification-compliant signatures of
HAWK while avoiding both the rejection-heavy computation
of threshold ML-DSA and the general-lattice Gaussian sam-
pler responsible for the high round complexity of Threshold
FALCON. See the comparison in Table 1. Technically, Kettle
only has the second shortest signature size after Threshold
FALCON in that table, but that protocol is so far from prac-
tical that we think it fair to claim “essentially the shortest”
signature size among lattice-based threshold signatures.

1.2 Technical Overview
1.2.1 HAWK Signatures

At a high level, the HAWK signing algorithm proceeds as
follows, where B, f and g are all part of the signing key.

1. Hashing: Compute a public hash of the message m to
be signed, a binary vector h < H(m).

2. Center Computation: Compute the center t < B-h
(mod 2) (again a binary vector).

3. Gaussian Sampling: Sample a Gaussian vector x
coordinate-wise from D) x D) x ... where D) is
a discrete Gaussian on the coset 27Z + b centered at 0.
That is, the i-th coefficient of x is distributed following a
Gaussian supported over 27 +t;.

4. Final Multiplication: Let x be split into two halves x =
(x0 || x1), and interpret each x; € Zy as a ring element in
a certain cyclotomic ring & . Compute wy <— f-x; —g-xp
in the ring & . The signature is then given by s < (h; —
w1)/2 (up to a choice of sign and a rare rejection step
that do not matter for our purposes).

1.2.2 Naive Threshold Signing

The basic idea of the Kettle protocol is the following. We
start with a secret-shared secret key [B]. Since the message m
is public, the parties can locally compute '] = [B] - h. Now,
we actually need to obtain [¢], where t =¢' mod 2. If we use a
power of two as the modulus, the parties can locally compute
[t]2 (over the binary domain) by locally reducing their shares
modulo 2, but this still falls short, since we need [¢] (over the
arithmetic domain) for the computation that follows next.
To address this we employ daBits [38], which work as
follows. The parties preprocess a series of random bits r €

{0,1}?" both as [r], (binary sharings) and [r] (arithmetic
sharings). The parties then compute locally and open ¢ <
[t]2 & [r]2. followed by [t] <— ¢+ [r] —2- ¢ @ [r] (where &
is the coordinate-wise XOR operation on bits, and © denotes
the Hadamard product of integer vectors, i.e., coordinate-wise
multiplication).

With [t] in hand, the next step is to do the Gaussian sam-
pling. Assume that, from a preprocessing to be specified later,
the parties obtain shares of discrete Gaussian vectors [x(*)]
and [x(1)] such that the coefficients of x(*) are sampled from
D) (supported over 27Z) and those of [x(1] from D) (sup-
ported over 2Z + 1). They can multiplex these using ¢ as

[x] = VT + [ © [Ax],

where Ax = x(1) — x(0),

The above requires the parties to compute the secure prod-
uct [t] ® [Ax], which could be done with any secure multipli-
cation protocol. What follows then is splitting into two halves
[x] = ([x0] || [x1]), interpreting ([xo], [x1]) as polynomials
([x0]; [x1]) over R, and computing [w] = [f] - [x1] — [g] -
[xo0]]. Once again, this requires secure multiplication. After
this, the signature can be reconstructed with local computation
only.

1.2.3 Optimizing the Naive Baseline

The naive online phase has two costly secure-multiplication
steps: the Hadamard product [t] ® [Ax] and the polynomial
product [f] - [x1] — [g] - [xo] over R. Neither of them gen-
uinely depends on the message: the only message-dependent
quantity in the whole online phase is the public binary vector
¢ produced by the daBit opening. The optimization below
moves all secret multiplications into the preprocessing, leav-
ing the online phase with two openings and a single public-
coefficient linear combination of stored shares.

Linearizing the final polynomial. Let rot(h) € Zy*" denote
the matrix of multiplication by & € K in the coefficient
basis (see 2.1 for the explicit form). Then the HAWK fi-
nal polynomial w = f -x; — g-x9 has coefficient vector
w = rot(f) - x; — rot(g) - xo, which we write compactly as
w=M  x withx = (xo || x;) and

M :=[—rot(g) | rot(f)] € ZZXZ".

Since each entry of M is a signed copy of one coefficient of f
or g, we have [M] “for free” from [f], [¢]-

Absorbing the multiplex into the mask. Substituting the daBit
identity t = ¢ + (1 —2¢) ® r into the multiplex x = x(©) +-1 ©®
Ax and rearranging, we have
x=x94roAxtco(1-2r) @A,
N——— —_——

=50 =5



The split x = s9 + ¢ © s separates the secret preprocessed
randomness (8, 81, derived from x<0),x(1) ,r) from the public
binary coefficients (¢, opened online).

Packaging the preprocessing. Composing the two steps,

w=M-x=M-s0+M-(cOs).
——

=Wy

The first summand wy is fully determined by the preprocess-
ing. The second summand depends on ¢ but only linearly:
expanding (¢ ®s1); = ¢; - (s1);, its j-th coordinate is

2n

ZMJI s1)i

where V; := M;;- (s1);. Both wy and V are products of
secret-key shares and preprocessed randomness; given them,
the entire variable part of w is the linear combination V - ¢
with the public coefficients ¢, computed locally on stored
shares.

(M-(cos)) =(V-0)j,

The optimized online phase. Assuming the preprocessing has
stored ([wo], [V],[r]2). signing reduces to

1. one opening to publish ¢ + open([t], @ [r]2) € F3";

2. the local computation [w] < [wo]] 4+ [V] - ¢, using only
public coefficients ¢ and stored shares;

3. one opening to recover w, and follow the final public
steps of HAWK signing

No secret multiplication takes place online. The preprocess-
ing itself still grows quadratically in n (it computes ©(n?)
secret products to assemble [wy] and [V]); we propose an
alternative scheme in Section 5.1 with linear-communication
preprocessing, at the cost of one extra online round.

Remark 1 (Preprocessing the salt). In HAWK there is a public
salt that gets hashed alongside the message. We treat this as
preprocessing, which means an adversary can choose the
message after seeing the salt, and hence requires an extra
security argument. This is similar to what is done in one-
round Threshold MAYO [3]. We discuss this in Section 4.1.

1.2.4 Preprocessing the Gaussians

In the online phase above we assumed that from preprocess-
ing the parties have Gaussian samples [[x ﬂ from DO (sup-
ported over 27) and [x(V)] from D! (supported over 2Z+ 1).
To do this, we directly adapt the discrete Gaussian sampling
algorithm from HAWK itself to the multi-party setting.
More precisely, discrete Gaussian sampling in HAWK is
carried out by so-called reverse cumulative distribution table
(RCDT) sampling. For each of the two distributions D), b =
0,1, one tabulates the probabilities pf ) =Pr__ 0 [x>1i] with
sufficiently many bits of precision L (in the case of HAWK,

it is shown that L = 78 suffices): these are the RCDTs. Then,
one can sample from D) by sampling a random integer u of
(b)

L bits, comparing it to every value p; " in the corresponding

RCDT, and counting the number of indices i such that u <

)

In Kettle, we proceed similarly: to generate a shared Gaus-
sian sample from D), say, the parties first sample Boolean
shares [[u;]> of the bits of the L-bit value u (by locally gener-
ating uniform bits), and apply a Boolean comparison circuit
to these bits to obtain the shared bit [b;], = [u < p ]]2 for
eachi (i.e., b; =1 if and only if u < pEO)). By using a com-
parison circuit of logarithmic depth and linear size such as
the one arising from the Brent—Kung adder circuit, this can
typically be done in roughly log, L rounds and a total of 2L
multi-party bit multiplications (i.e., multi-party AND gates).
The number of indices i such that u < pgO , from which the
Gaussian sample is easily deduced, can then be obtained by
converting these Boolean shares to arithmetic shares [b;] us-
ing daBit openings, and summing them together (which is a
local computation).

This description glosses over some minor technical de-
tails. First, since D®) is supported over 2Z + b, a sample
x~ D® can be computed as x <— 2y + b where y is sampled
according to a discrete Gaussian over Z of half the standard
deviation, centered at —b/2. This is the approach taken in
HAWK (which halves the size of the RCDTSs and the number
of comparisons) and we can clearly do the same in our setting,
as the affine map y — 2y — b can be computed on a shared
value with only local computations. Moreover, it is observed
in HAWK that the distribution of x is symmetric around 0, so
one can simply sample its absolute value |x| using the same
RCDT approach, and randomly flip its sign. This can also
be done in our setting, at the cost of one extra offline round
for the multiplication by +1, but further halving the size of
the RCDT, and hence the communication cost of the compar-
isons. Alternatively, one can use the full size RCDTs to save
an offline round, but increasing the communication.

Incidentally, additional tricks exist that make it possible to
reduce the round complexity of the comparisons themselves
at the cost of increased communication. In general, regarding
the offline phase, we prefer lower communication rather than a
lower number of rounds, since that phase can be amortized by
carrying out the preprocessing for many signatures in advance,
so we omit those tricks in our main protocol.

Remark 2 (Rejection of large Gaussian vectors). In standard
HAWK, the signature algorithm restarts if the length of the
Gaussian vector x is too large, in the sense that it exceeds
the verification bound. Since we simply omit this check in
our protocol, signatures have a probability of being invalid.
According to [9], the probability that this check triggers for the
HAWK-1024 parameters is less than 272!, Thus our protocol
produces an invalid signature with a negligible probability,
which does not affect the unforgeability of the scheme.



1.2.5 Preprocessing the Linearization

It remains to explain how the parties precompute, in the
Fagg-hybrid model, the secret-shared objects [wo] € Zy and
[V] € Z<*" from [f], [¢] and the preprocessed Gaussians
[x©7, [x(V], together with the daBit mask ([r],[r]2). The
bulk of the cost is @(n?) secret multiplications: the two halves
of [wo] = M - s¢ are two polynomial products [f] - [so,1] and
[l - [s0.0] over R, and the n x 2n matrix [V has 2n entries,
each a single secret product [M ;] - [(s1):]-

At a high level, Ilp,, instantiates exactly the algebra de-
scribed above. It first samples the public salt and uses the
MPC Gaussian sampler to obtain shared vectors [x(*)] and
[[x(l)ﬂ for the two possible cosets. It then generates a daBit
mask ([r],[r]2), computes [Ax], and locally/multiplicatively
forms the two affine preprocessing vectors

[so] = xO1+[rl@[ax],  [si] = (1 -2[r]) © [Ax].

Finally, using the shared key polynomials [f], [g], the parties
compute the two polynomial products defining [wo] = [Mso]
and the entrywise products [V ;] = [M;;] - [(s1):] for all
(j,i) € [n] x [2n]. The output of preprocessing is therefore
the tuple (salt, [wo], [V],[r]2) consumed by the two-round
online protocol. We give the full protocol, including the Gaus-
sian sampler and its security analysis, in Section 3.

2 Preliminaries

2.1 The Polynomial Ring X and Coefficient
Matrices

Throughout the paper, n is a power of two and ¢ a prime
number. We let

R = Zg[X]/ (X" +1)

denote the underlying polynomial ring of HAWK,” and iden-
tify R with Zj via the natural Zg-linear isomorphism 7 :
R — Z; that reads off coefficients, namely n(ao +a1X +
~~~—|—an,1X”’1) = (ap,ai,...,an—1). We freely identify a
polynomial a € R with its coefficient vector 7(a) € Zj, using
bold notation @ when the vector representation is more con-
venient and the same letter without bold for the polynomial
representation.

For every h € R, multiplication by /4 is a Z,-linear en-
domorphism of &R . We denote its matrix in the coefficient
basis by rot(h) € Zy*", which satisfies rot(h) - n(a) = n(h-a)
for every a € R .. Concretely, when R = Z,[X]/(X" + 1), the
matrix rot(h) is the negacyclic Toeplitz matrix of h: writing
n(h) = (ho,h1,...,h,—1), its entry in row j and column i is

2While the standard HAWK scheme operates over Z[X]/(X" + 1), we
use R to handle secret sharing. The modulus ¢ is chosen to be sufficiently
large to prevent overflows during computation, similar to the NTT modulus
used in HAWK.

rot(h)j’,- = hj_i when j > i and I’Ot(h)j.,' = —hn_;,_j_,' when
j < i, so each entry of rot(h) is a signed copy of exactly
one coefficient of 4. The map rot is a Zg-algebra homomor-
phism: it satisfies rot(cth 4+ Bh’) = arot(h) + Prot(h’) and
rot(h-h') =rot(h) - rot(h'), with rot(1) = I,,.

2.2 Discrete Gaussian Distribution

For a parameter 6 > 0, we define pgs(x) = exp(—|x|?/26?%) €
R. For any ¢ € R, the discrete Gaussian distribution over Z+c
with standard deviation ¢, denoted by Dy . s, is defined by
Dite6(x) =po(x)/ Xoez e Po(2) forx € Z+c. In the signing
algorithm of HAWK, we sample a vector x € Z>" from the
discrete Gaussian distribution over 272" + ¢t for t € {0,1}*"
by sampling each coordinate x; from 2»z, 5, where #; is the
i-th entry of ¢.

2.3 Digital Signature

A digital signature scheme consists of the following three
algorithms (KeyGen, Sign, Verify). We suppose that all algo-
rithms implicitly take a public parameter pp as input.

* KeyGen() — (vk,sk): The key generation algorithm out-
puts a verification key vk and a signing key sk.

* Sign(sk,m) — o: The signing algorithm takes as input
sk and a message m and outputs a signature G.

* Verify(vk,o,m) — b: The verification algorithm takes
as input vk, ¢, and m and outputs 1 if the signature is
valid, and O otherwise.

Looking ahead, our threshold signing protocol precomputes
a salt salt in the offline phase before m is determined. To
deal with this leakage, we consider an explicit-salt variant by
adopting the approach used in [3]. Instead of generating a
salt within Sign, this variant is given salt as input. We denote
this modified signing algorithm by SignDet(sk,m,salt) —
(0,aux). We additionally consider an auxiliary output aux to
handle the additional leakage during our signing algorithm.

Strong Unforgeability. We briefly recall the definition of
strong unforgeability under chosen message attack (SUF-
CMA). The procedure of the security game is as follows:
the challenger generates (vk,sk) by KeyGen and runs the
adversary A4 by giving it vk. 4 can query m to the signing
oracle upon which the challenger runs Sign on m and returns
©. The goal of 4 is to produce a valid non-trivial forgery. A
non-trivial forgery means that the message-signature pair has
never been produced by the signing oracle.

We consider a similar security game for the explicit-salt
variant. The only difference is that 4 can query an adaptively
chosen salt along with m to the signing oracle. The winning
condition remains identical.



2.4 HAWK Signing Algorithm

We recall the HAWK signature scheme [9] in Algorithm 1,
deferred to Section B.

For simplicity, we omit some encodings for the verifica-
tion key and signatures. Since we consider the key generation
by the trusted third party and encodings apply to aggregated
signatures, it is easy to apply such encoding to our threshold
signature without compromising the security. The key gen-
eration algorithm samples the secret key from the centred
binomial distribution with parameter 1 € Z>;. Concretely, a
value x is sampled from the support {—m,—n+1,...,n} with
probability (xzfn) /22", HAWK uses SHAKE256 to instantiate
the hash function H. Specifically, it uses H to compute a hash
of the verification key hpub = H(vk), whose length depends
on the security level, a message digest M = H (m,hpub) €
{0,1}°'2 where m is the message to be signed, and a vector
h=H(M,salt) € {0,1}2". We write ¢ for the bit length of the
salt, whose value depends on the parameter set and for which
we refer to [9]. For simplicity, we use the same notation H for
both cases since the details of the instantiation are not essen-
tial for proving the security of our protocols. HAWK uses two
subroutines NTRUSolve(f,g,1) and Decompress(s;,h, Q).
NTRUSolve is to find a somewhat short vector (F,G) € R?
such that fG — gF = 1. Decompress recomputes s, a part of
the full signature, from sy, vk and A, which can be computed
from vk and m. We omit the details of these subroutines be-
cause they are not involved in our threshold signing protocol.
We refer the reader to [9] for details on the mappings of H
and those subroutines. The signing algorithm samples x using
RCDT sampling for D,y , . For simplicity, we denote this

by x & DV Forac R, sym-break(a) returns true if a # 0
and the first non-zero coefficient of a is positive.

We also present an explicit-salt variant of HAWK, in which
Sign is replaced with SignDet. Instead of sampling salt inter-
nally, this variant takes salt as input. Furthermore, it addition-
ally outputs w; (computed in line 20 of Sign), which is the
value before applying sym-break. The security of the HAWK
scheme instantiated with SignDet is analyzed in Appendix F.
We show that this variant is SUF-CMA if the standard HAWK
is SUF-CMA.

2.5 Secure Multiparty Computation
2.5.1 UC Framework

We use the Universal Composability (UC) framework to state
the security of our protocols. In this framework, security is
defined by comparing a real-world execution of a protocol
with an ideal-world execution in which the desired task is per-
formed by a trusted functionality. A protocol IT UC-realizes
an ideal functionality ¥ if, for every real-world adversary A4,
there exists an ideal-world simulator .S such that no proba-
bilistic polynomial-time environment 2 can distinguish the

real execution from the ideal execution except with negligible
probability. We consider static corruptions, where the adver-
sary chooses the corrupted parties before the protocol begins.
The main advantage of working in the UC framework is com-
posability: protocols proven secure in an ideal-hybrid model
remain secure when the ideal functionalities are replaced by
concrete UC-secure implementations. Accordingly, our sign-
ing, preprocessing, Gaussian-sampling, and auxiliary MPC
subprotocols are specified through ideal functionalities and
then instantiated in the corresponding hybrid models.

2.5.2 Arithmetic Black-Box Model

Our threshold signing protocols are described in the Arith-
metic Black-Box (ABB) model, a standard MPC abstraction
that captures the ability of the parties to distribute, operate
on, and reconstruct secret values without committing to any
concrete secret-sharing scheme or adversarial setting. A value
x stored in the ABB is denoted [x], in line with the standard
secret-sharing notation that typically instantiates the model.
We refer to the parties as having “shares” of x when x is stored
in the ABB.

HAWK signing requires the parties to manipulate both arith-
metic values and bits, so we equip the ABB with two storage
domains: an arithmetic domain over Z,, where ¢ is a prime,
and a binary domain over F,. We write [x] for an arithmetic
share of x € Z, and [b], for a binary share of b € IF,.

The basic ABB-style commands, parameterized by a
domain dom € {arith,bin}, are: input, add, addmult-cons,
mult, open, rand, coin, and mod2.> We do not introduce a
stand-alone Fapp functionality; instead, the basic commands
appear as the foundation of each functionality we define.

Notation and conventions. We omit handle names when
convenient and write, e.g., [x + y] < [x] + [y] for an add
call, [[r] < rand for a rand call, and ¢ + coin for a coin call.
We extend the notation component-wise to vectors, matrices,
and polynomials in R = Z,[X]/(X" +1) (viewed as length-
n coefficient vectors): for a vector x € Zj we write [x] to
mean that each coordinate is stored in the ABB, and similarly
for matrices. We write a ® b for the Hadamard (component-
wise) product and A - b for matrix—vector multiplication; both
extend to shared values in the obvious way using the ABB
commands above.

2.6 Some Functionalities
2.6.1 The Key-Generation Functionality 7¢

The functionality 7« extends the arithmetic black box of
Section 2.5.2 with a one-shot (key-gen) command, which
runs HAWK.KeyGen (Algorithm 1), stores the four secret-key
polynomials f,g, F, G in the arithmetic domain, and sends the

3This mod 2 reduction is free when ¢ is a power of two; otherwise it
requires an edaBit and one comparison per value.



verification key vk = (@, hpub) to all parties. Of the ABB
commands, only (open) and (coin) produce output visible to
the parties; all others merely update the internal store. The full
description is deferred to Section C. In this work we do not
discuss how to instantiate this functionality. Doing so would
require solving the NTRU equation in MPC, which seems to
be a challenging problem, as also observed in [26].

2.6.2 The Extended ABB Functionality 7.,gz: daBits
and LTC

For our threshold signing we will require two extra operations:
doubly-authenticated bits (daBits), which consist of a secret
pair ([#], [r]2) where r € {0,1}, and a less-than comparison
(LTC) command, which compares a secret bit-wise value [u]»
,

with a public constant c, storing the result as a bit [b = u <
c]. Both commands can be instantiated in the 7x¢-hybrid
model using standard techniques. daBits were introduced by
Rotaru and Wood [38], and a more efficient variant known as
edaBits is given in [23]; for instantiations whose arithmetic
domain is Z,x we refer to [18]. We summarize both cases
in Section D. The (ltc) command is realized by a standard
Boolean comparison circuit, whose cost we account for in
Section 5.4. The formal description of both commands is
deferred to Section C.

3 Offline Phase

We begin by discussing the offline phase of our protocol.

3.1 The Preprocessing Functionality 7p.

The functionality 7p., below captures the required prepro-
cessing for our online phase, which in particular includes the
generation of the public salt, but also produces the prepro-
cessed values needed to compute the signature in the online
phase, as outlined in the technical overview in Section 1.2.
Concretely, on a (prep) call the functionality fetches the

stored key polynomials f,g, samples a fresh salt salt &
{0,1}, two Gaussian vectors x(*) & (D)2 and x(1) &

(D)2 and a uniform mask r & {0,1}?"; it forms so =
x4 r®Ax and 51 = (1 —2r) © Ax with Ax = x(1) —x(0),
storeswo=M-spandV;; =M, ;- (81); under the supplied
handles together with r in the binary domain, and sends salt
to all parties. Here M := [—rot(g) | rot(f)] € ZZXZ”, and
Q)(O), D) denote the two coordinate-wise RCDT samplers
used in HAWK (see Section 2.4). Each call samples fresh
randomness and writes to the handles supplied by the caller,
so distinct calls produce independent preprocessing and the
functionality keeps no state of its own. The full description is
deferred to Section C.

3.2 The Preprocessing Protocol I1p .,

Now we instantiate Functionality 7p., via Protocol Ilpc,
below. This protocol is set in the F.apg-hybrid model. The
only command that must be instantiated is (prep). For the
Gaussians we make use of procedure T, ussian, described later
below in Section 3.3. For the salt, the (coin) command of
the ABB is used. Finally, for the preprocessed products, the
multiplication command of the ABB is invoked.

,_[ Protocol 1: Ilp,., ]

The protocol is set in the F.apg-hybrid model.

Input. Arithmetic-domain handles idf,idg of a secret-
shared signing key ([f],[g]), already populated in
Fenpp by key-gen, together with fresh output handles
idy,,idy,id,.

Output. A public salt salt and three F.Agg-stored sharings
([wol, [V1,[r]2) asin Fpep.
1. Parties call salt < coin({0, 1}%).
2. Parties call ([[x(o)]], [[x(')]]) < MGaussian-
3. Each party locally computes [Ax] « [x(1)] — [x(©)].
4

. For i € [2n], parties call ([r;],[ri]2) < daBit on
Fenpp.- Stack the results into ([r], [r]2)-

. Parties call [m] < [r] © [Ax].

6. Each party locally computes [so] < [x(©)] + [m] and
[s1] « [Ax] =2 [m].

7. Parse [so] = ([s0,0] || [$0,1]) and call the two poly-
nomial multiplications [[f -so,1] and [g - so 0] over R;
each party locally sets [wo] < [f-s0,1] — [g-s0,0]-

8. Form M = [—rot(g) |rot(f)] entry-wise: for each
(j,) € [n] x [2n], the entry [M ;] is a signed coor-
dinate of [f] or [g]. derived locally by a (signed)
permutation of the stored shares. Parties call [V ; ;] +
[M;i] - [(s1)i] for each (j,i) € [n] x [2n].

9. Output (salt, [wo], [V, [r]2)-

9}

3.3 The Gaussian Sampling Sub-Procedure

T Gaussian

A core primitive we need is sampling obliviously from certain
Gaussian distributions. The first procedure Tt4iscs(7) below
takes as input a RCDT, and samples from it by obtaining a
random integer and determining via a set of comparisons—
instantiated using the (ltc) command from F.agg—the posi-
tion of the table this corresponds to.

Procedure 2: 1y.¢65(7T) }

1. Sample [u], € FJ® uniformly (via 78 independent
binary rand calls).



2. Foreach i€ {0,...,12}, call [b;]2 + ltc([u]2,T[i])
on Feapp, all 13 calls in parallel.

3. Foreachie€ {0,...,12}, convert [b;]> to an arithmetic
share [b;]:
(a) Call ([ri],[ri]2)  daBit on Tepps.
(b) Open d; « open([bi]2 @ [ri]2)-
(c) Each party locally sets [b;] < d; + [ri] —2d; -
[ril-
4. Each party locally sets [A] < ¥.2,[b:].
5. Return [A].

J

The procedure above will be ultimately used to sample half
Gaussians. The procedure Tr,qrjip below randomly shifts this
sampled value to obtain a symmetric sample around O.

,_[ Procedure 3: rnqrip ([x]) ]

1. Call ([p],[p]2) + daBit on Feapg (only the arith-
metic share [p] is used below).

2. Each party locally sets [o]] < 1 —2[p], an arithmetic
share of 6 € {—1,+1} uniform.

3. Call [y] + mult([o], [x])-
4. Return [y].

. J

Finally, Procedure 7, ssian below puts together the tech-
niques from above to sample from the distributions required
in HAWK.

,-[ Procedure 4: ¢ ysqian } )

The procedure is parametrized by two public 13-entry
RCDTs Tp, Ty € (F38)13.

Output. Arithmetic-domain sharings [x(©], [x(1] e Zfl”.
1. For each i € [2n], in parallel:

@ Call [A'] « Tarcs(To) and [A)] «
THaifcs (T1).-

(b) Each party locally sets [[yg)]] — 2[[h(()i)]] and
D] < 20407+ 1.

(c) Call [[XSO)]] &= TERndFIip([[y(()i)]]) and [[x?”]] «
andFIip(HyEi>]])'

2. Stack the per-coordinate shares into [x(?)], [x(")] and
store them under the requested handles.

3.4 Security of the Offline Phase

Theorem 1. Protocol Ilp., UC-realizes the functionality
Fprep in the Feppp-hybrid model against any static adversary

corrupting an arbitrary strict subset of the parties.

The proof reduces the adversary’s view to one public coin
(the salt) and the 52n daBit-masked bit openings of TGayssians
each uniform and independent of the value it hides; it is given
in Section E.

4 Threshold Signing: Online Phase

Now we are ready to describe the online phase of our protocol.
First we describe the functionality to instantiate, ¥sjgn, in
Section 4.1. Then we present our main (online phase) protocol
in Section 4.2. Finally, we analyze its security in Section 4.3.

4.1 Threshold Signing Functionality

Functionality ¥s;, below captures the threshold version of
HAWK we ultimately aim at instantiating in this work. It con-
tains three commands: (key-gen), which stores internally the
key, (sample-salt), which samples a salt, appends it to a queue
of unused salts and sends it to all parties, and (sign), which
as the name implies generates the signature. The functional-
ity exposes a salt-sampling command because our protocol
publishes the salt during preprocessing, before the message
is known,; this is the only preprocessed value the adversary
learns early.

Concretely, (key-gen) runs HAWK.KeyGen() once, stores
sk = (B,hpub) internally and sends vk = (@, hpub) to all

parties; (sample-salt) samples salt & {0,1}¢, appends it
to a queue Q and sends it to all parties; and (sign,m)
pops the first salt from Q (aborting if Q is empty), runs
HAWK .SignDet(sk,m,salt), and sends to all parties the re-
sulting signature ¢ together with the pre-sym-break polyno-
mial wy used internally. The queue is what enforces that each
salt serves at most one signature. The full description is de-
ferred to Section C.

Remark 3 (On “explicit-salt HAWK” and comparison to [3]).
Note that (1) ¥sis, only executes a signature once the salt
has been generated, and (2) s, destroys a salt once it has
been used. We refer to this variant of HAWK as explicit-salt
HAWK, a name inspired by explicit-salt MAYO from [3]. As
in [3], the signing functionality maintains a queue of unused
salts, which is what enforces that every salt is used for at
most one signature. Our formalism nevertheless differs from
theirs in two aspects. First, our variant captures additional
leakage during the signing protocol. Specifically, the variant
signing algorithm outputs not only a signature but also an aux-
iliary value. Second, we show that our variant is SUF-CMA,
which is a stronger notion than existential unforgeability un-
der CMA considered in [3]. For more details on formalization
and security analysis of our variant, refer to Section 2.3 and
Section F.



4.2 The Online Signing Protocol I1s;,,

Now we propose our protocol for (online) signing, Ils;s,. In
short the protocol, which is set in the #p,.,-hybrid model,
uses the functionality to generate the key and to produce the
necessary preprocessing. Then the ABB is used to execute the
online phase sketched in the technical overview (Section 1.2).

,_[ Protocol 5: Is;g, }

The protocol is set in the 7pep-hybrid model.

Setup. The parties have previously invoked 7piep’s
key-gen to populate [f], [g]l, [F],[G] under known han-
dles, which they assemble into [B]. They also hold one or
more preprocessing tuples (salt, [wo], [V], [r]2) produced
by calls to (prep), which they consume in the order in which
they were produced.

Input. A public message m.
Output. A signature ¢ = (salt,s;) on m.

1. Let (salt,[wo],[V],[r]2) be the first unused prepro-
cessing tuple, which the parties mark as used.

2. Each party locally computes M < H(m||hpub) and
h = (ho,h1) < H(M,salt) € F5", the binary-domain
matrix [B], < mod2([B]), and sets [t] « [B]2 - k.

3. Parties call ¢ + open([t]2 @ [r]2)-
4. Each party locally computes

W] < [wo] +[V]-c.

5. Parties call w < open([w]).
6. If —sym-break(w), set w < —w.

7. Each party locally computes s; < (h; —w)/2 and
outputs ¢ = (salt,sy).

J

Remark 4 (Ordering of signing requests). The queue disci-
pline of ¥s;s, requires the parties to agree on the order in
which preprocessing tuples are consumed, which formally
is an assumption on the environment: all parties receive the
same sequence of (prep) calls and signing requests. In deploy-
ment it is provided by whichever component already serializes
client requests, such as a gateway in front of the signing nodes
or a state-machine-replication layer.

4.3 Security of the Online Phase

Theorem 2. Protocol 1ls;z, UC-realizes the functionality
Fsign in the Fprep-hybrid model against any static adversary
corrupting an arbitrary strict subset of the parties.

Proof sketch. The protocol performs exactly two openings,
and every other step is local. The first opens ¢ =t @ r, which is
uniform because r is a fresh daBit mask, and the second opens
w, which equals the value wy that sy, returns to the simu-
lator. Correctness follows from the identities of Section 3.1,
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which give w = M - (x(¥) +1 ® Ax), together with the fact that
x(© and x(V) are sampled independently of ¢, so the Gaussian
vector implicitly used by Ils;s, is distributed as a fresh sample
from D). The full proof is given in Section E. O

S Communication/Rounds-Optimizations

5.1 A communication optimized variant

As discussed in Section 1.2, running the signature protocol in
only 2 online rounds requires the communication-heavy pre-
computation of the matrix [V], which consumes O(n?) secret
multiplications. This cost is analyzed precisely in Section 5.5.
We also provide a communication-optimized variant of our
signing protocol. This alternative entirely removes the need to
compute the expensive quadratic terms, at the cost of one ex-
tra online round. Instead of resolving the polynomial products
during the offline phase, this variant performs a coefficient-
wise selection of the Gaussian samples based on the target
centers, followed by an online polynomial multiplication.

The offline phase of this variant follows I1p,, up to step 6,
omitting the polynomial products of step 7 and the computa-
tion of [V] in step 8; the stored tuple is (salt, [so], [s1], [7]2)-
We detail the online phase of this communication-optimized
variant in ITco sign.

,_[ Protocol 6: I1co sjgn }

Setup. Each party holds, stored in #pcp,, arithmetic-domain
shares [B] of the signing matrix and one or more prepro-
cessing tuples (salt, [so], [s1], [r]2), where [so] and [s;]
are precomputed to allow the linear selection of the Gaus-
sian samples. As in Ilg;g,, the tuples are consumed in the
order in which they were produced.

Input. A public message m.

Output. A signature ¢ = (salt,s;) onm, or L.

1. Each party locally computes M < H(m|/hpub) and
h= (ho,h1) + H(M,salt) € F3", the binary sharing
[B]2 < mod2([B]), and [[t], < [B]2 - h.

2. — Round 1: Selection —
Parties call ¢ < open([[t]2 & [r]2).

3. Each party locally computes the coefficient-wise
(Hadamard) selection:

[x] < [so] + ¢ ® [s1]

and parses it as [x] = ([xo] || [*1]) € R>.

4. — Round 2: Convolution —
Parties call the secure polynomial multiplications over
R:
Vsl < [71-[x1] and  [vg] < [g] - [xol

5. Each party locally sets [w] < [v¢] — [ve]-




6. — Round 3: Opening —
Parties call w < open([w]).

7. If —sym-break(w), set w < —w.

8. Each party locally computes s1 < (h; —w)/2 and
outputs ¢ = (salt,sy).

If the HAWK public rejection conditions fail when applied
to w, the parties output _L, discard the preprocessing tuple,
and restart with a fresh call to prep.

Note that this version requires a polynomial multiplication
over R _in the online phase. This operation can be achieved in
a single round with a communication cost linear in n by using
Beaver triples [5] generated directly in the polynomial ring

R.

5.2 Fine-grained rounds and communication
cost analysis.

As discussed in Section 5.1, the online phase of our signature
scheme runs in either 2 or 3 rounds, depending on the chosen
communication cost tradeoff. In this section, we evaluate the
performance of our protocol. We first break down the round
complexity of the offline phase (Section 5.3) and the commu-
nication costs of our underlying cryptographic building blocks
(Section 5.4). We then aggregate these metrics to derive the to-
tal communication cost for both the offline and online phases
(Section 5.5). Finally, we explore several tradeoffs that al-
low further reduction of the offline round complexity at the
expense of higher communication overhead (Section 5.6).

Scope. Our analysis evaluates the protocol in the semi-honest
model and deliberately omits the raw generation phase of
daBits [23, 38] and Beaver triples [5]. Because this crypto-
graphic material is entirely independent of both the signing
key and the message, it can be batch-generated arbitrarily
far in advance using standard techniques, based either on
oblivious transfer [30] or on somewhat homomorphic encryp-
tion [19, 31]. Furthermore, upgrading our protocol to mali-
cious security adds only a single online round dedicated to
the final MAC-check (and also adds offline rounds), along
with a constant, negligible communication overhead.

5.3 Offline Round Complexity

The offline phase primarily consists of evaluating the discrete
Gaussian sampler and, optionally, linearizing the final poly-
nomial. Because the sampling applies to 2n coefficients for
both secret key polynomials (f and g) and spans two candi-
date centers (x(0> and xm), the operations below are executed
4n times in parallel. The round complexity decomposes as
follows:

1. Boolean Comparison (RCDT): The evaluation of 13
parallel leq circuits over 78-bit integers. Using a standard
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Brent-Kung tree topology, this step takes [log,(78)] =7
rounds.

2. Mask Opening: One round of communication to pub-
licly reconstruct the masked comparison bits.

3. Sample Assembly: One round of arithmetic multiplica-
tions to apply the Gaussian sign and assemble the final
values [x(*)] and [x(V].

4. Polynomial Linearization: One round containing the
parallel polynomial products and the O(n?) scalar
multiplications necessary to construct [V] and [wo].
(This step is strictly required for Ilsi;,and omitted in
Ico-sign)-

Due to full vectorization, the offline phase runs in exactly
10 rounds for I1s;;and 9 rounds for ITco - sign.

5.4 Communication Cost of the Building
Blocks

We parameterize the communication costs using the number
of parties N and a prime ring modulus ¢. In our HAWK in-
stantiation, we choose ¢ such that [log, ¢] = 15. The only
requirement for ¢ is to be sufficiently big so that no reduc-
tion occurs on the manipulated values (HAWK operates over
the integers; the specification notes that 15-bit NTT-friendly
moduli are suitable for all HAWK parameter sets, including
n = 1024 [9]), and we choose it prime for Shamir secret shar-
ing efficiency.

5.4.1 Multiplication Cost

Assuming a standard Shamir secret-sharing scheme (or addi-
tive secret-sharing over authenticated SPDZ rings), we distin-
guish two domains:

* Boolean domain: Binary values within the sampler can-
not be shared natively using Shamir over [ if N > 2.
We operate over an extension field Fox, which has 2% — 1
nonzero evaluation points and hence supports up to
2¥ — 1 parties, so we need 2¥ > N. The communica-
tion cost of one Boolean multiplication (an AND gate)
is = 2K bits per party. For the N = 1024 signers of Ta-
ble 1 this gives k = 11; the smaller choice kK = 10 would
support only 1023 parties, and lowers the offline cost of
I1sign to 36.6 MB.

Arithmetic domain: The HAWK operations are exe-
cuted over Z,. The communication cost for an arithmetic
multiplication (MUL,) is 2k = 30 bits per party.



5.4.2 Comparison Cost (leq)

Proposition 1 (Cost of Brent-Kung Comparison). Let a
and b be L-bit integers. The MPC comparison circuit
MPC.Leq(a,b) requires slightly less than 2L Boolean multi-
plications and runs in [log,(L)| communication rounds.

For the HAWK parameters, following the specification, we
evaluate the RCDT on L = 78 bits, yielding approximately
156 Boolean multiplications per leq invocation.

Remark 5 (On the choice of the modulus ¢). Both a prime
and a power of two are viable choices for g. With g prime
an arithmetic share is a single field element (for Shamir it
suffices that g > N), but the binary domain must be embedded
in an unrelated extension Fpx with 2 > N, so every daBit
requires a dedicated cross-domain protocol [23, 38]. With
g = 2%, reduction modulo 2 is a ring homomorphism and
hence local on shares; Shamir then requires a Galois ring
GR(2%,x) with 2% > N [1], inflating arithmetic shares by a
factor , but that same reduction maps GR (2%, k) onto Fx—
exactly the extension the binary domain already needs—so
a daBit degenerates into sampling a shared random bit and
reducing it locally.

Which side wins depends on how arithmetic-heavy the vari-
ant is. [Ts;g, is dominated by the ®(n?) products assembling
[V] and [wo], so the factor K is expensive and a prime modu-
lus is preferable; Ilco sign removes those products, leaving
an almost purely Boolean offline phase in which the same
factor is negligible while the savings on the ®(n) daBits of
the RCDT sampler remain. For a few parties the question
disappears altogether: replicated sharing over Z,« needs no
extension, as exploited by the four-party instantiation of Sec-
tion 6. This comparison is qualitative, since daBit generation
is excluded from Section 5.5.

5.5 Total Protocol Communication Cost

Based on the component costs from Section 5.4, we summa-
rize the aggregate operation counts for both variants of the
protocol. For an n-dimensional HAWK ring (n = 1024 for
HAWK-1024), the total footprint is heavily dominated by the
offline phase.

We only need to open wi, which is half of w. The open-
ing communication cost is therefore n times the size of an
arithmetic share.

We derive concrete numbers from these formulas in Table 1.
We also provide a small Python script* to compute the offline
and online communication cost depending on the number of
parties.

5.6 Offline Rounds Tradeoffs

We present three distinct tradeoffs that allow pushing the
offline round complexity even lower, at the expense of higher

4https://github.com/hdvanegasm/kettle
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Table 2: Operation count per signature (n = 1024)

Phase ITco—sign(3-Round) IIsizn (2-Round)
Offline  4n x (13MPC.Leq Same as I1co-sign
+13 daBit Opens + 4n> MPC.Mult,
+1 MPC.MuItq) (Linearization: wy, V)
+ 2nMPC.Mult,
(mask)
Online 271 Binary Mask Opens  2n Binary Mask Opens

+ 2 Ring Products
+ 1 Signature Open

+ 1 Signature Open

communication or precomputation overhead:

* Full-Gaussian RCDT: It is possible to save the round
dedicated to the sign application by evaluating the Cu-
mulative Distribution Table of the full Gaussian, rather
than that of a Half-Gaussian. While this saves one round
and removes a scalar multiplication, it doubles the size of
the RCDT. Consequently, the number of leq evaluations
(and their associated communication cost) jumps from
13 to 26.

* Higher-Degree Beaver Triples: By generating degree-
3 Beaver triples during the raw preprocessing phase,
the comparison circuit can be evaluated with a depth of
[log;(78)] = 4 rounds instead of [log,(78)] = 7. How-
ever, standard techniques for classic Beaver triple gener-
ation do not apply to generating higher-degree ones. We
therefore need to compute the degree-3 triples from the
degree-2 ones, which effectively takes two rounds. In to-
tal, this saves one round of offline latency but effectively
doubles the communication cost of every leq gate.

* Cross-Term Precomputation: We can precompute the
correlated algebraic cross-terms to perfectly parallelize
the algebraic assembly with the comparison circuit. Ap-
plying this technique to the daBits and the Ax terms
saves the mask-opening dependency round, at the cost
of multiplying the number of required arithmetic multi-
plications by a factor of exactly 14 (one sign term plus
13 daBit combinations). While this 14 x overhead is
highly efficient for the sampler itself, attempting to apply
this cross-term parallelization to the ®(n?) linearization
products of Ils;,,makes the communication absolutely
prohibitive.

These different tradeoffs can reduce the number of offline
rounds down to 7, at the cost of increasing the communica-
tion cost of the leq step. Such optimizations are particularly
suitable when the leq footprint is small compared to the total
offline communication cost, typically in deployments opti-
mized for round complexity involving few parties.
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6 Implementation

To evaluate our algorithm’s real-world performance, we imple-
mented it using the MP-SPDZ framework [29].° Our protocol
is expressed entirely in terms of F.apg, using only generic op-
erations and no scheme-specific optimization, so MP-SPDZ is
a natural fit: it runs a single circuit against many interchange-
able backends, letting us vary the security setting while keep-
ing the circuit fixed. Our goal is to measure the relative cost
of Ilp,, followed by Ilsj,, across these backends in a single
emulated network setup.

To benchmark our protocol, we choose four different instan-
tiations of F.app that are secure against a malicious adversary:
a protocol based on Shamir secret sharing that is secure in
the honest majority setting, which we will call “malicious
Shamir” [33]; a SPDZ-wise Shamir version that do not re-
quire multiplication triples [2, 14], also in the honest majority
setting; the MASCOT protocol which is secure in the dis-
honest majority setting; and the four-party protocol Fantastic
Four [17], which achieves robustness, does not require cor-
related randomness generation, and is secure in the honest
majority setting. The first two instantiations let us choose
any number of parties and any corruption threshold, as long
as we have an honest majority, and the underlying algebraic
structure is IF,. The MASCOT protocol, whose computational
domain is also IF,, allows us to choose any threshold up to
N — 1 parties. In contrast, the Fantastic Four protocol runs
over Zy and is specifically for four parties with one corrup-
tion, exploiting this setting to achieve high efficiency.

This work uses two distinct notions of pre-processing: MPC
pre-processing, the correlated material required to execute an
arithmetic circuit, and signing pre-processing, the protocol
IIprep. Our benchmarks exclude the former and include the
latter in full.

For protocol execution, we emulate a LAN with a network
delay of 0.5 milliseconds and a bandwidth of 1 Gbit/s using
the tc Linux command. In our implementation, we assume all
parties are connected via a point-to-point authenticated private
channel, and we do not consider a broadcast channel. We
executed the protocols on a Google Cloud n4a-highcpu-64
instance with 64 vCPU and 128 GiB of RAM.

For each instantiation of the arithmetic black-box, we exe-
cute I1p, followed by the execution of Ils;s, among 8 parties
with a corruption threshold of 3 parties (except Fantastic Four,
which is fixed to 4 parties and 1 corruption). We indepen-
dently run each parameter combination 30 times. As a result,
we report the average execution time and a 95% confidence
interval (CI); in every configuration, the half-width of this in-
terval is below 1% of the reported mean, except for MASCOT,
which is below 2.7%. The results are shown in Figure 1.

The results show different tradeoffs depending on the con-
crete realization of F.agg. First, notice that Fantastic Four is
the most efficient protocol in this execution. This protocol
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Figure 1: Average runtime for each protocol in an emulated
LAN. Each bar shows the average with each protocol execu-
tion shown as points and the 95% confidence interval.

has the following advantages: the number of parties and cor-
ruptions is fixed, and the protocol exploits this fact to catch
the only malicious adversary and achieve robustness without
sacrificing performance; also, the computational domain is
Z, which offers facilities to compute over mixed arithmetic
circuits as in our case. Another advantage of Fantastic Four
is that it is not in the online/offline MPC paradigm, which
means the protocol does not need to generate correlated ma-
terial before the signing message is known. However, unlike
the other three protocols, Fantastic Four is restricted to four
parties, which may be a considerable limitation in some practi-
cal settings. Second, without MPC pre-processing, MASCOT
surpasses the other two protocols over F, even when the latter
guarantee security on a dishonest majority, while the former
are secure on an honest majority. This is because MASCOT’s
online phase is more efficient than Shamir-based protocols.
However, Shamir-based protocols outperform MASCOT in
the offline phase (which we exclude from the experiments).
These results show the versatility of our protocol, as it can fit
in multiple setups and real-world applications by carefully an-
alyzing the tradeoffs and the characteristics of each arithmetic
black-box instantiation.

On the interpretation of these timings. These numbers are
meant to be read horizontally, as a comparison between secu-
rity settings for one and the same protocol, not as absolute per-
formance figures: MP-SPDZ pays a substantial generic-circuit
overhead, so a hand-optimized Kettle would be considerably
faster, whereas the schemes of Table | report purpose-built
implementations. We therefore refrain from concrete timing
comparisons with other threshold signatures, and compare
only on the implementation-independent metrics of Table 1.
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A Application Domains

Threshold signatures are useful whenever signing authority
should not be concentrated in a single device, administra-
tor, or organization. A prominent example is the custody of
blockchain assets, where control of a wallet can be distributed
among several users, devices, or service providers. This re-
duces the risk that a single stolen key, compromised endpoint,
or malicious insider can authorize a transaction, while also al-
lowing policies such as requiring approval from several depart-
ments or geographically separated custodians. Similar mech-
anisms arise in exchanges, institutional custody platforms,
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decentralized autonomous organizations, and smart-contract
administration, where threshold authorization can protect priv-
ileged operations such as contract upgrades, treasury transfers,
or changes to governance parameters. Compared with con-
ventional multisignature constructions, threshold signatures

can retain a compact, ordinary signature format and expose Algorithm 1 HAWK algorithms
only a single public verification key, which is often desirable HAWK KeyGen()
for compatibility, privacy, and reduced on-chain overhead. 1: Sample coefficients of f,g € ®_ i.i.d. from Bin(n).
Beyond blockchain systems, threshold signing is relevant to 2: if f,g are not invertible modulo X" + 1 and modulo 2 or ||(f,g)||5 <
a wide range of high-value key-management services. HSM- 2n-GZ, then

. L. L : restart
backed infrastructures can distribute a signing key across . 7+ NTRUSolve(f,g,1)

3
o . 4
several hardware modules, data centers, or administrative do- 5. if r— | then
mains, thereby reducing dependence on any single HSM and 6:  restart
improving resilience against both compromise and failure. 70 (F,G) < r

. . . . 8: if ||(F,G)||., > 127 then
This model is applicable to cloud key-management and sign- 9
; R t X R restart
ing services, certification-authority keys and other PKI opera-
tions, code-signing systems, secure software-update mecha-
nisms, document-signing services, and the authentication of
logs or audit records. It can also support organizational sepa-

g G
11: hpub + H(Q)
12: return (vk,sk) = (@, (B,hpub))

10: B «+ <f F>,Q%B*B

ration of duties: for example, a sensitive release may require HAWK Sign(sk,m)
joint approval from engineering, security, and operations, with- 13: M <—$H (m|[hpub)
out reconstructing the signing key at any one location. More 14: salt & {0, 1}

15: h = (ho,h1) < H(M,salt)
16: t < B-h mod 2
17: x= (xo,xl) <i @(f)

generally, threshold signatures combine compromise resis-
tance, fault tolerance, and distributed control while preserving

the standard verification interface of the underlying signature 18: if [|x||> > 8n- G2, then
scheme, making them attractive as a drop-in strengthening of 19:  restart
existing signing infrastructures. 20: wy <= —g-xo+fx1
21: if ~sym-break(w;) then
22: W] — —Wq
B The HAWK Signature Scheme 23: 51 ¢ (1 —w1)/2
24: return ¢ = (s1,salt)
Algorithm. 1 recalls the HAWK glgorithms used throughout HAWK SignDet sk, m, salt)
the paper, in the notation of Section 2.4. 25: M < H(m| hpub)

26: h = (ho,h) < H(M,salt)
27: t < B-hmod 2

C Deferred Functionalities 28: x = (x0,x1) & DO
29: wy < —g-xo+ f-x1

We give here the full descriptions of the key-generation func- 30: if sym-break(w,) then

. /
tionality 7« of Section 2.6.1, of its extension F.apg of Sec- gé elSGWI o
tion 2.6.2, of the preprocessing functionality 7p., of Sec- 33w —w
tion 3.1, and of the threshold signing functionality ¥s;s, of 34: 51 (b —wh)/2
Section 4.1. 35: return ¢ = (s1,salt) and w;
T HAWK_Verify(vk, o, m
,_[ Functionality 1: . } 36, hpubeH(Q);( )
. . . . L. 37: M < H(m||hpub)
The functionality maintains an internal dictionary map- 38: h« H(M,salt)
ping handles id to values, each tagged with a do- 39: 59 < Decompress(s|, h, Q)
main in {arith,bin}, and a one-shot flag initialized € 40: 5+ (50,51); w= (wo,wy) < h—2s
{true, false}, initially false. Parameterized by a domain 41: if salt € {0, 1} As € R2 Asym-break(w;) A [w < 8n- 02, then
dom € {arith,bin}, the functionality supports the ABB- 42: return |

style commands: 43: return 0

* (input,id,P;,dom) from all parties and
(input,id, P, x,dom) from P;: store (x,id).

* (add,id;,idy,id3): fetch (x,id;) and (y,id;) from
the same domain and store (x+y,id3).
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(addmult-cons,id;,idy, (a,b)): fetch (x,id;) and
store (a-x+b, idy) in the same domain.

o (mult,id;,idy,id3): fetch (x,id;) and (y,id;) from
the same domain and store (x-y,id3).

* (open,id): fetch (x,id) and send x to all parties.

* (rand,id,dom): sample r uniformly from the corre-
sponding ring and store (r, id).

* (coin,dom): sample r uniformly from the correspond-
ing ring and send r to all parties.

* (mod2,id;,idy): fetch (x,id;) from arith and store
(x mod 2,1idy) in bin.

In addition:
* On input (key-gen,idy,idg,idF,idg) from all par-
ties:
1. If initialized = true, abort.
2. Run HAWK.KeyGen() (Algorithm 1) to obtain
(Wﬁ@zﬂQiBmmm»“MhB:<£ g)
and f,g,F,G € R.

3. Store (f,idy),(g,id,),(F,idr),(G,idg) in
the arithmetic domain (each polynomial
coordinate-wise).

4. Set initialized <« true and send
vk = (Q,hpub)“ to all parties.

“While hpub is a public component of sk in the standard
HAWK, we include it in vk for simplicity.

\

,_[ Functionality 2: F.agp }

Supports all commands of #k. In addition:
* On input (daBit,id,,id;) from all parties: sample

rd {0, 1}, store (r,id,) in the arithmetic domain,
and store (r,1idp) in the binary domain.

* On input (Itc, [ul,c,idp) from all parties, where
[u]2 refers to a stored binary-domain string u € F5
and c € Fé is a public constant (both interpreted as
unsigned ¢-bit integers): set b < 1 if u < cand b+ 0
otherwise, and store (b,1dp) in the binary domain.

,_[ Functionality 3: 7p,; }

Supports all commands of F.agg. In what follows, let
‘D(0>7’D(1) denote the two coordinate-wise RCDT sam-
plers used in HAWK (see Section 2.4), and assume the
secret-key polynomials f,g € R have been previously
stored in the arithmetic domain (e.g., by key-gen). Set
M :=[—rot(g) | rot(f)] € ZZXZ”.

* On input (prep, idy,,idy,id,) from all parties:

1. Fetch f,g from the arithmetic domain.
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2. Sample salt & {0,1}¢, x(© & (D(0))2n,

& (D)2 and r & {0,132,
3. Set Ax + x(1) fx(o), S0 x© +r® Ax, and
s1 < (1-2r) 0 Ax.
4. Compute wo <— M - s € Zy and the matrix V €
ngzn whose (j,i)-entryis V; < M;;-(s1);.
5. Store (wg,idy,) and (V,idy) in the arithmetic
domain, and (r,id,) in the binary domain.
6. Send salt to all parties.
Each call samples fresh randomness and writes to the
handles supplied by the caller, so distinct calls produce

independent preprocessing and the functionality keeps
no state of its own.

\.

,_[ Functionality 4: 7s;,, ]

The functionality maintains a one-shot flag initialized
{true,false} (initially false), the HAWK signing key sk =
(B,hpub) and verification key vk = (@, hpub) (populated
by key-gen), and a queue Q of unused salts (initially empty).

On input (key-gen) from all parties:

1. If initialized = true, abort.

2. Run HAWK.KeyGen() (Algorithm 1) to obtain
(vk,sk) = (Q,(B,hpub)) with B = (£ g) and
f.e,F,GER.

3. Store sk and vk internally.

4. Set initialized < true and send vk to all parties.

On input (sample-salt) from all parties:

1. Sample salt & {0,1}* and append salt to Q.
2. Send salt to all parties.

On input (sign,m) from all parties:
1. If Q is empty, abort.
2. Remove the first element salt from Q.

3. Run HAWK.SignDet(sk,m,salt) (Algorithm 1), ob-
taining a signature ¢ together with the pre-sym-break
polynomial w; used internally.

4. Send (o,wq) to all parties.

D Generating daBits

A daBit is a pair ([r],[r]2) holding the same bit r in the
arithmetic and in the binary domain. We recall here how the
(daBit) command of F.agg is instantiated, which depends on
the arithmetic domain; the cost of this generation is excluded
from the counts of Section 5.5, as discussed there.



Power-of-two modulus. When g = 2k reduction modulo 2
is a ring homomorphism and hence local on shares. Over
Zy with replicated or additive sharing, a daBit is obtained
by having the parties sample a shared random bit and re-
duce it locally, the reduction mapping the arithmetic sharing
onto a binary sharing of the same bit. For Shamir sharing the
arithmetic domain becomes the Galois ring GR(2, k) with
2% > N [1], whose reduction modulo 2 lands in F,x — exactly
the extension the binary domain already uses — so the same
local argument applies. See also Remark 5.

Prime modulus. When ¢ is prime the two domains are un-
related and a dedicated cross-domain protocol is required.
daBits were introduced by Rotaru and Wood [38]: each party
inputs a random bit in both domains, proves consistency, and
the bits are combined by XOR so that a single honest party suf-
fices to randomize the result; a cut-and-choose step removes
inconsistent contributions in the malicious setting. Escudero
et al. [23] give the more efficient edaBit variant, which pro-
duces a whole shared k-bit value together with the sharings
of its bits at amortized cost well below k daBits, and is what
a concrete instantiation should use in practice. We refer to
these works for the protocols and their security analysis, and
to [18] for instantiations whose arithmetic domain is Z.

E Deferred Proofs

Theorem 1. Protocol 1lp., UC-realizes the functionality
Fprep in the Feppp-hybrid model against any static adversary
corrupting an arbitrary strict subset of the parties.

Proof. Let A4 be a static adversary corrupting a strict subset
C of the parties before the protocol begins, and let Z be a
probabilistic polynomial-time environment. We describe a
simulator Sim that, by interacting with the ideal functionality
Fprep and emulating Feapp towards A4, produces a view that
is identically distributed to the view of A4 in the real-world
execution of Ilp, in the F.apg-hybrid model. This implies
that no environment can distinguish the two executions, which
is the UC-realization requirement.

Where the adversary’s information comes from. In the Feapp-
hybrid model, parties communicate only with F.agg; there
is no peer-to-peer communication. Consequently, the entire
view of A during the execution of I1p,, consists of the mes-
sages that F.apg delivers to the parties in C. Inspecting the
command interface of F.agg (Section 2.6.2 and the ABB-
style commands inherited from 7x¢ in Section 2.6.1, with the
full descriptions in Section C), only two commands produce
party-visible messages: open, which broadcasts the stored
value, and coin, which broadcasts a freshly sampled value.
Every other command — input, add, addmult-cons, mult,
rand, mod2, key-gen, daBit, and Itc — only updates Feagg’s
internal store and produces no message visible to any party.
To define Sim it therefore suffices to identify every open and
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coin call issued by Ilp,, and to show that Sim can deliver
matching distributions for each.

Enumerating the open and coin calls of I1p..,. We trace the
protocol step by step.

Step 1: salt « coin({0,1}"). One coin call; the output is a
uniformly random ¢-bit string broadcast to all parties.

Step 2: ([[x(o)]], ﬂx(l)]]) ¢ TGaussian. Procedure mgayssian iN-
vokes, for each of the 2n coordinates, two instances of T ircs
(with tables 7y and 77) and two instances of Tr,qFiip, for a to-
tal of 4n invocations of Ty, irs and 4n invocations of Tr,dFiip-
TlRndFlip Uses one daBit and one mult, neither of which is
party-visible. Ttj,i¢cs, on the other hand, contains the only
opening of the protocol: in step 3.b of s, each of the
13 bits d; < open([bi]2 @ [ri]2), i € {0,...,12}, is opened
to all parties. Across the 4n invocations of 7y,isgs this pro-
duces 52n opened bits. All other commands within TG,y ssian
are non-visible.

Steps 3—-9 of Ilp.ep. Step 3 is a local subtraction. Step 4
issues 2n daBit calls (silent). Step 5 is a Hadamard product
realized as 2n mult calls (silent). Step 6 is a local addition
and subtraction. Step 7 issues two polynomial multiplications,
each consisting of n> mult calls (silent), followed by a local
subtraction. Step 8 derives the entries of [M] by local signed
permutations of the stored [f], [¢] (silent), then issues 2n>
mult calls to populate [V] (silent). Step 9 outputs handles —
no values are revealed.

In total, Ilp, issues exactly one coin call (step 1) and
exactly 52n open calls (inside ¢,y ssian); €very other operation
leaves results in F.apg’s store and produces no party-visible
message.

The simulator. Sim proceeds as follows.

1. Whenever 4 (controlling the corrupt parties in C) trig-
gers the start of Ilp,., by joining the protocol’s first
command, Sim forwards the corresponding prep call to
Frrep on behalf of the corrupt parties (using the pub-
lic output handles idy,, idy,id, of the protocol). Fpep
samples its own salt7x(0) xW) computes wg, V, stores
the latter, and returns salt to all parties; Sim records salt.

2. Sim emulates the call to coin in step 1 of Ip., by deliv-
ering exactly the salt it just received from 7pc, to 4 as
the result of the coin broadcast.

3. Sim emulates every other 7.agg command of Ilp,., in
its internally simulated copy of F.agg. Since none of
these commands generate party-visible messages, the
only thing Sim must produce is internal consistency of its
emulated state, which is straightforward: Sim maintains
its own handle dictionary and updates it according to the
(deterministic, non-revealing) semantics of each F.agp
command.

4. For each of the 52n open calls inside the mt,sgs invo-

cations, Sim samples a fresh uniform bit d; & {0,1},



independently across the 52n openings, and delivers d;
to A4 as the broadcast result of the corresponding open.

Indistinguishability. We compare the view of 4 in the two
worlds.

Distribution of salt. In the real world, salt € {0,1}" is sam-
pled uniformly by .agg inside the coin call. In the ideal
world, 7p,e, samples salt uniformly in step 2 of its prep com-
mand (Section 3.1) and Sim forwards exactly this value. Both
distributions are uniform on {0, 1}; they coincide exactly.

Distribution of the 52n opened bits. Consider a single invo-
cation of Tp,i¢Gs. In the real world, T, rcs samples [u], € F%g
via 78 independent rand calls, and obtains 13 binary-domain
stored bits [b;] via Itc([u]2, T[i]). Each b; is a deterministic
function of the (secret) u and the public threshold 7'[i]. For
each i € {0,...,12}, an independent daBit call produces a
uniformly random bit r;, and d; is opened as d; = b; B r;.

Conditioned on any fixed value of u (equivalently, any
fixed values of by,...,b1), the bits rg,...,r;» are mutu-
ally independent and uniform on {0,1}, so the bits dy =
by @ ry,...,d12 = b1p & ryp are also mutually independent
and uniform. Marginalizing over u leaves the same distribu-
tion: the 13 opened bits of one Ty,fcs invocation are i.i.d.
uniform on {0, 1}, independently of u. Across the 4n invoca-
tions of Ty.iscs, each invocation uses fresh independent r-bits
and fresh independent u-strings, so all 52n opened bits are
mutually independent and uniform on {0, 1}.

In the ideal world, Sim samples d~, independently and uni-
formly on {0,1} for each of the 52n openings. The joint
distribution of the 52n simulated bits is therefore exactly the
same as the joint distribution of the 52n real-world opened
bits.

Joint distribution. In the real world, salt is sampled by an
Feapp call (step 1 of ITp,ep) that is independent of the calls
that produce u and r; (steps inside Tgaussian). In the ideal world,
Fprep samples salt independently of the d; that Sim samples
afterwards. Hence in both worlds the salt is independent of
the 52n opened bits, and the joint view of 4 is the uniform
distribution on

0,1} x {0,1}>%",

Stored values are never revealed. No F.pgg command is-
sued by Ilp,, after step 9 reveals any of the stored values
wo,V, r. In the real world these values satisfy

W():M~S(), VjJ':Mj,,"(S])i,
with so =x +roAx, s; = (1 —2r) ® Ax, Ax = x(1) —x(0),
and x(0) ~ (D)2 x(1) ~ (D(1))2 p ~ {0,1}?" as sampled
inside TGaussian and Feapp.daBit. In the ideal world, prep
samples its own x© x() r from the same distributions and
stores values defined by the same formulas (steps 3 and 4
of Fprep). Since these stored values are never opened during
ITprep (in either world), they contribute nothing to A’s view.
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Conclusion. A’s view in the real-world execution of Ilpc,
in the F.apg-hybrid model and A4’s view in the ideal-world
execution mediated by Sim are both distributed as the uni-
form distribution on {0, 1}¢ x {0,1}°%". These two views are
therefore identically distributed, and no environment Z can
distinguish them. This concludes the proof. O

Theorem 2. Protocol Ilsg, UC-realizes the functionality
Fsign in the Fprep-hybrid model against any static adversary
corrupting an arbitrary strict subset of the parties.

Proof. In the ¥p.p-hybrid model the parties interact only
with #pe,, and the only commands issued by ITs;s, that pro-
duce output visible to the parties are the two openings of
steps 3 and 5; every other step is local. It therefore suffices to
exhibit a simulator for those two values.

For correctness, recall from Section 3.1 that wo = M - s
and V;; = M; ;- (s1);, where so = x4 roAx and s =
(1-2r)©Ax. Since c =t @ r givest =c+ (1 —2¢) ©r over
the integers, we obtain so+ ¢ ® s1 = x94+ro Ax, so the
value opened in step 5 is w = M - (x(¥) 41 ® Ax), which is
precisely the polynomial w; computed by HAWK.SignDet
on input (m,salt). Moreover x9 and x(1 are sampled by
Frrep independently of ¢, so the i-th coordinate of 20 4+to
Ax is distributed according to D). The Gaussian vector
implicitly used by Ils;s, is therefore distributed exactly as
the one sampled inside SignDet, even though it was prepared
before m was known.

The simulator Sim forwards the key-gen command to Fsig,
and delivers the resulting vk to 4, and forwards the j-th (prep)
call as the j-th (sample-salt) command, delivering the salt it
receives. On a signing call with message m it sends (sign,m)

to Fsign, obtains (G, w;), samples ¢ & F2"_ and delivers ¢ and
wq as the outputs of the two openings. In the real execution
¢ =t @ r with r uniform and independent of everything else,
so ¢ is uniformly distributed, and by the argument above the
second opening equals w; with the same distribution in both
worlds. Finally, step | takes the first unused preprocessing
tuple, so each tuple is used in at most one execution and the
salts are consumed in the order in which they were produced,
matching the queue discipline of ¥s,,. The two views are
therefore identically distributed, and no environment can dis-
tinguish the real execution from the ideal one. O

F Security of Explicit-salt HAWK

We provide an analysis of the security of the explicit-salt
variant of HAWK, where the signing algorithm is replaced
with SignDet. Toward this, we first need to argue the dis-
tance between the distribution of x sampled from the discrete
Gaussian distribution and that from RCDT sampling. This
can be evaluated by following the same analysis using Rényi
divergence in [9, Sec. 6.5]. Consequently, we can focus on a



variant of the explicit-salt scheme that uses the discrete Gaus-
sian distribution instead of RCDT sampling. We denote the
signing algorithm of this variant by SignDet’. To conclude
this analysis, we prove that the explicit-salt variant instan-
tiated with SignDet’ is strongly unforgeable under chosen
message attack (SUF-CMA). Following the proof strategy
of [3] and leveraging the well-known proof technique of the
Full-Domain Hash by Coron [15], we show that the explicit-
salt variant is SUF-CMA if the HAWK signature scheme, that
uses discrete Gaussian sampling, is SUF-CMA.

Theorem 3. The HAWK scheme instantiated with SignDet’ is
SUF-CMA in the random oracle model if the standard HAWK
is SUF-CMA. Formally, if there exists an adversary A against
SUF-CMA of the explicit-salt HAWK scheme, making at most
qn and qs queries to the random oracle H and the signing
oracle, respectively, there exists an adversary ‘B against SUF-
CMA of HAWK such that

€q <4(gs+1)-e3+q,-exp(—0O(n)) (1)

where €4 and €z are the winning probabilities of A and B in
the SUF-CMA game.

Proof. We construct B that takes as input vk = Q and inter-
nally runs A4 by giving vk and simulating the random oracle
and the signing oracle. Let H and Og be the random oracle
and the signing oracle for the standard HAWK, and H' and
O be the random oracle and the signing oracle simulated by
B for the explicit-salt HAWK scheme. B has a biased coin b
which becomes b = 1 with probability p = gs/(gs + 1) and
manages a list L and a set Q,,. B simulates the random oracle
and the signing oracle as follows:

Random Oracle H'. If the query is not of the form (m/|salt),
it forwards it to H and returns the response. If L[m,salt] # L,
it returns h where L|m,salt] = (h,0’,b). Otherwise, it tosses
the coin b. If b = 1, it first queries m||salt to Os and obtains
o’ = (s},salt’). It obtains h < H(m||salt||salt’) by access-
ing H, stores L[m,salt] = (h,6’,1). If b = 0, it obtains h <
H (m||salt||0) by accessing H, and stores L[m,salt] = (h, L,0).
Finally, it returns h.

Signing oracle Oj. If the query is not of the form (m,salt)
or (m,(-,salt)) € Op, it returns L. If L[m,salt] = L, then it
makes the hash query (m||salt) by itself. If L[m,salt] = (-, -,0),
then B aborts. Otherwise, it parses (h,6" = (s,salt’), 1) +
L[m,salt], computes wy < h; —2s;, and flips the sign of w
with probability 1/2, where h = (hg,h;). Then it updates
Om  OmU{(m,(s1,salt))} and returns 6 = (s},salt) and
wi.

After 4 terminates with an output (m*,6* = (s7,salt")), B
first checks its validity and whether (m*, (s7,salt”)) ¢ Q,,. If
either check fails, B aborts. Without loss of generality, we
suppose that L[m*,salt*] # L when A’s output passes the
check. It parses (h,0’ = (s},salt’),b) < L{m* salt*]. In the
case of (m*,(-,salt™)) ¢ Qp, if b = 1, then ‘B aborts. If not,
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it sets salt = 0. Otherwise (namely, (m*, (-,salt™)) € Q), it
sets salt = salt’. It eventually outputs ((m*||salt*), (s},salt))
as a forgery.

Analysis of Advantage We first analyze the distribution of
A’s view. Since B returns the output of H in the random
oracle simulation, the distribution of responses of H’ is cor-
rect. For the signing oracle, there is a subtle gap between
the distribution of signatures. Concretely, while the signing
algorithm of the standard HAWK repeats until a valid signa-
ture is generated, the signing algorithm of the explicit-salt
HAWK terminates with L if x is too large. By following the
same argument as in [22, Proof of Lemma 10] leveraging
the tail bound of the Gaussian distribution, the probability
that the signing algorithm returns L is upper bounded by
exp(—®(n)). Due to the union bound, the probability that the
signing algorithm aborts at least once is upper bounded by
gs -exp(—0(n)). Oy also returns wy which is a value before
applying sym-break. Since w follows the Gaussian distribu-
tion under @-norm (see [9,22] for details), the sign of the first
non-zero coefficient of w; is positive with probability 1/2.
Thus the distribution of w; remains identical. Also, since 4
is not allowed to make the same signing query (m, salt) twice,
Og always returns a signature which is not opened yet. Let
€, be the winning probability conditioned on the signing al-
gorithm never aborting. Due to the above argument, we have
€q < € +qs-exp(—0(n)).

Next, we show that B’s output satisfies the winning con-
dition in SUF-CMA of the standard HAWK. Since we
have H'(m*||salt") = H(m*||salt"||salt) due to the construc-
tion of B, if (m*,0* = (s],salt”)) passes the verification,
((m*||salt”), (s7,salt)) also passes the verification. More-
over, there are two cases: (i) a pair (m*,salt”) does not
appear in the signing query, i.e., (m*,(-,salt*)) ¢ Q,,, and
(ii) a pair (m*,salt*) appears in the signing query, i.e.,
(m*,(-,salt™)) € Q. In case (i), due to the abort condi-
tion, we have b = 0. Then since (m*||salt*) has never been
queried to Os, B’s output is a non-trivial forgery. In case
(i), since (m*, (-,salt*)) € Q,,, (m*||salt™) has been queried
to Os which means L{m*, salt*] = (h,6’ = (s},salt’),1). Due
to (m*,(-,salt™)) € Q,, and (m*, (s7,salt™)) ¢ O, we obtain
s| # st. Then we also have (s},salt) # (s],salt’). Therefore,
B’s output is a non-trivial forgery.

Finally, we analyze €/, by following the same analysis in
[3]. B aborts unless (I) b = 1 holds in all signing queries, (I)
b = 0 holds for A4’s output in the case of (m*, (-,salt*)) ¢ O,
and (IIT) A4 outputs a valid forgery. Since the coins are in-
dependently sampled and A4 cannot see coins unless ‘B ter-
minates, we have €5 > €, - p% - (1 — p). By substituting
p=4qs/(qs+1), using the fact that (1—1/a)* > 1/4 fora > 2,
and combining all above arguments, we have

eq <4(gs+1)-e5+qs-exp(—0O(n)).



Remark 6 (Reduction Loss). The security bound above has
two reduction losses: a multiplicative loss of 4(g;+ 1) and an
additive loss of g, - exp(—®(n)). For the first one, we could
replace this loss with another additive loss by adopting an-
other proof strategy. Specifically, if there are sufficiently many
valid w for the target h, we can bound the probability that
A outputs the same signature s as the one received from
Os based on its entropy. Then the reduction no longer needs
to abort the game in the signing oracle since it can always
assign h as in the case of b = 1. Regarding the second loss, for
the HAWK-1024 parameters the abort probability of a single
signing attempt is bounded by 27!2! [9], so with g, < 2
the additive term is at most 2757, and the bound above is al-
ready meaningful. For parameter sets where this term is non-
negligible, it can be removed via an alternative proof strategy
that proves security directly under an average-case one-more
(approximate) shortest vector problem omSVP [9,22]. In the
game of omSVP, the sample oracle returns w sampled from
the Gaussian distribution under @-norm without performing a
norm check. Consequently, we no longer have to account for
the gap between distributions arising from the norm check.
Instead, this approach requires additional analysis of the dis-
tributions as in [9].
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