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Abstract. Threshold fully homomorphic encryption distributes decryp-
tion authority among multiple parties, but achieving strong security can
significantly increase the required ciphertext modulus and the size of
each decryption response. Existing parameter analyses typically focus
on threshold decryption alone. In particular, the recent work of Kim
et al. (KLL"26) analyzes correctness and strong simulation security of
partial decryption without covering distributed key generation (DKG).
When the parties generate the keys themselves, the DKG and partial-
decryption protocols must satisfy their respective correctness and secu-
rity requirements.

We revisit correctness and simulation-security requirements for threshold
decryption when it is composed with DKG. We then introduce Jambon,
which applies deterministic rounding to partial decryptions to further
reduce the modulus used for decryption responses. The composed se-
curity bound accounts separately for setup and decryption errors. We
prove exact recovery for BFV and extend the approach to CKKS under
an additional condition.

Under the stated temporary-HE assumptions and resource hybrids, we
establish universally composable security with strong threshold privacy
against static malicious corruption in the random-oracle model. We prove
security for the DKG and its composition with verifiable partial decryp-
tion. Under the stated algebraic and statistical parameters, Jambon’s
numerical decryption responses are at least 60% smaller than the native
responses of the updated KLL™"26 strong-security construction at every
threshold considered for 256, 512, and 1024 parties. This comparison uses
the specified sufficient bounds and excludes proof and setup traffic.

1 Introduction

Fully homomorphic encryption (FHE) lets a server compute on encrypted data
without learning the inputs [4,13,9]. Threshold FHE (ThFHE) distributes the
decryption key among N parties so that responses from any ¢ parties recover the
result [2]. The server can thus compute without authority to release the output.
Distributed key generation (DKG) lets the parties generate the secret key and



its shares without a trusted dealer [15]. For FHE, setup must also produce public
and evaluation keys.

Lattice-based ThFHE communication depends largely on ciphertext and re-
sponse moduli. For ring degree n, one element modulo g requires about nlog, g
bits. Correctness bounds ¢ from below through the accumulated evaluation noise.
Privacy can require additional noise to hide the secret shares: conventional noise
flooding increases the reconstruction margin and hence the required modulus.

KLL*"26 [17] sharpens modulus bounds for correctness and simulation secu-
rity of threshold FHE. To realize such parameters without a trusted dealer, a
DKG must securely generate the corresponding keys and shares. Its setup tran-
script must be simulated jointly with the shares and public/evaluation keys. This
raises the question: how compact can threshold decryption remain when composed
with distributed setup?

Even when the ciphertext modulus satisfies these bounds, decryption re-
sponses need not use that modulus. Can the response modulus be reduced fur-
ther without sacrificing correctness or privacy? Rounding compresses ciphertexts
in Kyber [1], distributed-PRF partial evaluations [10], and threshold-decryption
responses in other settings [26,23,24]. For ThFHE, separately rounded responses
must remain correct after interpolation and jointly simulatable from only the
permitted information.

Beyond parameter analysis, setup and decryption must remain secure when
composed, including before authorized plaintext release. Under strong threshold
privacy, the simulator must answer partial-decryption requests without the plain-
text before release [12]. Existing works address parts of this picture: MHP 26 [20]
gives an efficient semi-honest DKG for CKKS, while BFM ™25 [5] establishes
malicious universally composable (UC) security for BGV and describes a CKKS
extension. Other works reduce decryption communication under different as-
sumptions on servers, randomness, or the participating set [26,23,24].

The challenge is to obtain compact threshold decryption with composable
security for distributed setup and decryption.

1.1 Owur contributions

We present Jambon, a ThFHE construction with distributed key generation and
compact asynchronous threshold decryption, retaining the underlying FHE en-
cryption and evaluation algorithms. Here, asynchronous means parties compute
numerical responses without prior responder-set agreement (i.e. agreement on
the exact set of parties partaking in threshold decryption). Our contributions
are twofold.

Compact asynchronous decryption with distributed setup We revisit correctness
and simulation-security requirements for threshold decryption when it is com-
posed with DKG. Furthermore, Jambon deterministically rounds partial decryp-
tions, representing responses over a smaller modulus than the ciphertexts. The
composed security bound includes setup and decryption distinguishing errors.



—— Jambon = ----- KLL"26 (strong)

N = 256 N =512 N =1024
'&; 24 4 g —
2 4
g 167 1 1 .’
=] 1
L UL I T 1
o 8 T i 1
) o e /.
§ | "
- /.--—'um—\ /’\
0 —_ T \ T |
0 0.5 10 0.5 10 0.5 1

Threshold fraction t/N

Fig. 1. Numerical response sizes at n = 2'% for every integer 2 < t < N. Jambon is
solid; the strong-security baseline from the updated KLL'26 ePrint is dashed. Lines
join certified samples without smoothing; panels share a linear scale. The KLL jump
above t/N = 1/2 reflects its changed interpolation geometry (Section 8.1). Ciphertext,
proof, authentication, and setup traffic is excluded.

Using the reusable key/zero-share masking mechanism?, each party sends one

deterministically rounded ring element without fresh private decryption noise or
prior responder-set agreement.

We prove exact BFV recovery accounting for homomorphic, interpolation,
and rounding errors, and give CKKS profiles under additional conditions. Un-
der the stated algebraic and statistical parameters, Jambon’s BFV responses
are at least 60% smaller than native responses of the strong-security construc-
tion in the updated KLLT26 ePrint for every threshold 2 < ¢t < N with
N € {256,512,1024}; representative profiles save 64.8-87.2%. These numeri-
cal response sizes exclude ciphertext, verification, and setup traffic. Section 8
gives the parameter comparison; Figure 1 plots the results.

Universally composable security for distributed setup and decryption We prove
UC security with strong threshold privacy against static malicious corruption
in the random-oracle model, in the stated resource hybrids, for DKG and its
composition with verifiable partial decryption.

The partial-decryption simulator answers without the plaintext before release
and remains consistent afterwards [12]; every accepted response is linked to DKG
shares. We give a six-wave static-malicious DKG using local commit-and-prove,
authenticated channels, and notifications of round completion. We simulate setup
disclosures jointly with the keys and shares required by the threshold-decryption
reduction, establishing composable security for setup and asynchronous decryp-
tion (Sections 5 to 7).

3 The updated KLL"26 ePrint [17] provides strong security.



Table 1. Selected ThFHE profiles. Here ¢ is the evaluated-ciphertext modulus before
server preprocessing, r < ¢ is a reduced response modulus, and ¢; counts {0,1}-LSS
scalar components. Domains omit proof and authentication traffic; ring degrees and
moduli are source-specific.

Work (variant) DKG Async. Response Security
BCGG18 2] ({0,1}-LSS) No Yes /e SIM, hon.
BFM ™25 [5] (Protocol 1) Yes Yes Rq UC, mal.
KLL"26 [17] (strong) No Yes Rq SIM, strong, hon.
PS24 [26] (postproc.) No — Zryr < q SIM, hon.
OT25 [23] (module) No No Rr7lq SIM, hon.
0T26 [24] ({0, 1}-LSS) No Yes Z% r|q SIM, hon.
OT26 (Shamir) No No Zr; 7| q SIM, hon.
Jambon Yes Yes Rr;r|q UC, strong, mal.

DKG: Yes denotes a distributed protocol in the stated resource hybrid; No denotes
dealer setup for the selected profile. Async. means decryption without prior active-set
agreement, combining any qualifying collection as responses arrive; it implies neither
robust setup nor guaranteed delivery. For PS24, the selected profile fixes t = N. SIM
denotes the source’s simulation definition; hon./mal. denote semi-honest/malicious cor-
ruption; strong denotes simulation without the plaintext before authorized release [12].

2 Related Work

Table 1 compares key generation, asynchronous decryption, response domains,
and security for selected ThFHE profiles.

Rounding in related primitives. Kyber compresses ciphertext coefficients while
retaining decryption precision [1]. CLW25 [10] rounds distributed-PRF partial
evaluations and uses a second rounding to ensure agreement with centralized
evaluation on random inputs; its threshold-PKE construction adds fresh partial-
decryption noise. SPM25 [28] and SPM26 [29] provide further rounded distrib-
uted-PRF constructions, including adaptive security in the latter. Jambon ad-
dresses evaluated FHE ciphertexts and jointly simulates responses before and
after plaintext release (Section 3).

Flooded and compressed ThFHE responses. BGGT18 [2] constructs ThFHE for
arbitrary thresholds from linear secret sharing and noise flooding. BEM ™25 [5]
develops eflicient asynchronous decryption with ring sharing and malicious secu-
rity. KLL %26 [17] sharpens interpolation bounds for standard and strong simula-
tion security, retaining native flooded responses at the ciphertext modulus. Jam-
bon uses its sharing geometry and bounds, and proves decoding and simulation
after deterministic response rounding. KLLT26 also provides implemented nu-
merical experiments on the tightness of its interpolation bounds. Section 8 com-
pares numerical partial-decryption payloads with uncompressed strong-security



KLL'26 under the stated parameters, with interpolation points selected sep-
arately for each construction. The metric excludes ciphertext, proof, authenti-
cation, and setup traffic; the reported savings therefore concern numerical re-
sponses rather than total protocol communication.

PS24 [26] uses a trusted server to rerandomize, flood, and Gaussian-round
evaluated ciphertexts; further rounding compresses the responses by postpro-
cessing its base scheme. Its proved compact construction uses additive all-party
scalar-LWE sharing, with server randomness hidden from corrupted decryptors.
OT25 [23] gives server-assisted low-communication ThFHE with padding for
a bounded decryption workload and no fresh private partial-decryption noise.
Jambon uses the same key and zero shares across ciphertexts and computes
each response from a locally validated ciphertext.

The serverless constructions of OT26 [24] offer two different tradeoffs. The
binary-sharing variant rounds flooded products and retains multiple shares; the
Shamir variant applies the participating set’s weights before Gaussian random-
ized rounding and uses reusable pairwise-PRF zero masks. Jambon applies in-
terpolation weights at the combiner, making local responses independent of the
eventual set, and accounts for the resulting error amplification in its correct-
ness bound. THED [25] compresses structured CKKS responses by selecting
coefficients and truncating low bits; comparison with complete ring responses
must also fix the useful plaintext slots and precision. Interactive alternatives use
secure comparisons, preprocessed double sharings, or MPC-based modulus con-
version [31,16,11]; their interaction and preprocessing used once per decryption
incur different costs.

Strong simulation and distributed setup. EY24 [12] formalizes strong threshold-
FHE simulation, withholding the evaluated plaintext until corrupted and queried
parties qualify, and constructs PRF zero masks with fresh smudging noise.
KLL*26 achieves strong simulation for asynchronous Shamir sharing using two
reusable ring shares and a ciphertext-hash mask, under base-FHE security and
RLWE in the random-oracle model [17, Fig. 4, Thm. 4.2]. Its optional omission of
the small RLWE error retains fresh flooding [17, Rem. 1]. BFM 25 proves mali-
cious UC security for a request-gated threshold functionality [5]. Jambon proves
strong simulation for deterministic compressed responses, including incomplete
sessions and responses exposed before verification. Its malicious protocol vali-
dates input proofs and public evaluation records locally; for CKKS, the theorem
additionally requires the lift bound and exact-output stability in (Z). Adaptive-
corruption threshold encryption, as studied in [30], provides a guarantee outside
our static model.

Jambon’s key resharing uses the standard additive-to-Shamir conversion [21]
for multiparty RLWE encryption [22], alongside one independent sharing of zero.
Following KLLT26, each party reuses its key and zero shares across ciphertexts;
a ciphertext-dependent hash supplies the mask multiplier. Jambon rounds the
resulting masked response. Its temporary-HE approach follows MHP126 [20],
whose four-round protocol already accommodates resharing in its final round.
BFM ™25 also proves UC-secure DKG with an affine key-bias interface [5]. Jam-



bon’s functionality instead samples the prescribed joint record and permits
abort; selecting which key-generation instances complete can still bias the com-
pleted keys. Its contribution is the joint setup simulation needed for the threshold-
decryption security proof and the link from DKG shares to accepted responses.
Six waves in its resource hybrid do not establish an implementation-level round
improvement.

3 Technical Overview

Jambon combines deterministic rounding with KLL*26’s hashed zero-sharing
mask [17, Fig. 4]; its setup supplies the joint distribution used by the simulation.

3.1 Local compression and reconstruction

Let R = Z[X]/(X™ + 1) for a power-of-two degree n, with coefficient norm
|||, and write Ry = R/qR. For a BE'V ciphertext (a, b) under secret s, assume
b—as = (¢/p)m+e (mod q), where p is the plaintext modulus, m the intended
result, and ||e]|lc < Be bounds the accumulated error. Choose odd moduli p | r |
q and let L = g/r. Here r is the response modulus and L the rounding gap.

Setup gives party ¢ the evaluations f; = F(«;) and ¢g; = G(«;) of independent
Ring—Shamir polynomials of degree at most ¢ — 1, with constants s and 0. The
public interpolation points use KLLT26’s spaced-monomial geometry [17]. For
a canonical serialization 7 of the key identifier, parameters, and full ciphertext,
the public oracle supplies h, € R,. Using centered representatives and rounding
each coefficient, party ¢ returns

i = H[afi + hrgily

17 H ; Lp; = afi + hrgi + p; (mod q),

Here ||pi]loo < (L —1)/2; key and mask contributions are rounded together.

For a qualified set S, integral interpolation coefficients )\f reconstruct D
times the constant, where D is a common power-of-two denominator-clearing
factor. The zero mask cancels, so the reconstructed phase is

[Db —LY XNp;

i€S

_ 49 s
= =-Dm+ De — A7 p; (mod gq).
; > Aps (mod q)

q i€S

Let M;(S) = > ,c5llAf[l1. The rounding contribution is bounded by B(S) =
(L — 1)M;(S)/2. Exact BFV recovery follows if DB, + B(S) < ¢/(2p) for ev-
ery qualified set. A proved upper bound M > maxg M;(S) gives the sufficient

condition . DB
r e
->(1—-=|M .
p ( L) I

Reconstruction recovers Dm and multiplies by D~! modulo p. Simulation deter-
mines a sufficient L; correctness then determines 7. Only the response modulus




r is used for transmission. The CKKS core uses centered scalar division by D
and the ciphertext scale, with separate no-wrap and precision bounds. Malicious
CKKS additionally needs the exact-output condition (Z), including its lift and
stability requirements; precision alone does not imply it (Sections 5 and 7.3).

3.2 Simulation across release

Fix a corrupted set C of size ¢ < t. Conditioning on its zero shares leaves
k =t — 1 — ¢ independent uniform coefficients in the representation of G by
polynomials vanishing at the corrupted parties’ points. The proof uses them
as RLWE secrets, leaving the FHE secret and its public and evaluation keys
intact. The proof adds small errors to these coefficient products before applying
RLWE hybrids, making the unrounded-response polynomial uniform subject to
its constant as and the corrupted evaluations. As in KLL 26 [17, Thm. 4.2], this
remaining zero-sharing randomness supports replies before plaintext release.

At the publication reaching threshold, let T contain the ¢ — 1 corrupted
and previously published identities. For BFV, interpolation preserves their un-
rounded evaluations while replacing the constant by b — (¢/p)m. The functional-
ity applies this rule atomically with release of m. The old and new unrounded-
response polynomials differ by

e[Ja-Ya;h).

jer

The shift uses only the interpolation coefficient at zero, avoiding the all-index
bound in KLL*26’s analysis. A bounded shift changes a rounded coefficient only
near a boundary; uniformity modulo L at the first oracle query bounds this event.
The probability that some zero share’s coefficients are not collectively coprime
to ¢ is charged once: at error insertion if k£ > 0, and at release if kK = 0. A union
bound covers all candidate labels, parties, and coefficients (Sections D.1 and 7).

The malicious construction validates input proofs and replays public eval-
uation circuits locally. Each response proves the unique rounding relation for
shares linked to DKG. Commitment binding fixes corrupted shares; hiding re-
places commitments to honest shares by commitments to zero before the setup
and decryption hybrids. Public exposure counts toward release, while local re-
ceipt with an accepted proof enables reconstruction. Section 5 and theorem 7.3
give the validation rules and joint guarantee.

3.3 Producing the full key and sharing distribution

Following MHP 126 [20], temporary HE evaluates the full key-generation circuit
on the XOR of the parties’ committed private random strings. An independent
uniform honest string makes this XOR uniform, yielding the prescribed key dis-
tribution. The malicious protocol uses independent uniform masks fl; € R, and
the specified addition-preserving embedding into the temporary-HE plaintext



space to open the public outputs and s + j fl; modulo g. This algebraic em-
bedding is distinct from label serialization and the CKKS slot embedding. Each
dealer shares its private —fl; and independently shares zero; adding the public
opening yields shares of s. This resharing uses the masked opening directly in
‘R4; no integer opening is required. The six-wave schedule commits to the sharing
polynomials before releasing evaluations and binds the final commitments to the
resulting shares.

The proof simulates earlier openings and the adversary’s stored sharing mes-
sages jointly with the final shares. It samples honest partial openings with the
prescribed aggregate and samples the key and zero sharing messages consistently
with corrupted outputs and fixed corrupted contributions. After hiding honest
commitments, this simulated view does not require the remaining zero-sharing
randomness used in the decryption security proof. The argument includes aborts
and pending executions; it does not assert an unbiased key distribution condi-
tioned on completion. Sections 6 and 7 give the samplers, the temporary-HE
requirements, and the composition proof.

4 Preliminaries

4.1 Notation

Let A and x denote computational and statistical security parameters, and let
[N] = {1,...,N}. There are N parties, threshold ¢, and a power-of-two ring
degree n. Write R = Z[z]|/(2"+1), Rq = R/qR, and reserve Y for sharing poly-
nomials. The notation [v], denotes coeflicient-wise representatives in (—¢/2, ¢/2J;

all polynomial norms are coefficient norms. We use & for sampling, uniformly
for a finite set, a2, for computational indistinguishability, and |z] = [z + 1/2]
coefficient-wise. For r | ¢, write L = ¢/r and define modulus switching by

0], = [L[H ER,.

By Lemma 6, modulus switching preserves uniformity and, for odd L, its lifted
rounding residue has coefficient norm at most (L — 1)/2.
We use [|[uv]lco < ||t]l1]|v]lco (Lemma 2).

4.2 Ring—Shamir sharing

We use Shamir sharing over R, at evaluation points whose pairwise differences
are invertible [27,17]. Fix 2 <t < N and a9 = 0,1, ...,an € Ry with o — a;
a unit for ¢ # j, including i = 0.

Definition 1 (Ring—Shamir syntax). Tosample (f;);c[n] < Share(s), choose
independent uniform ry,...,7_1 € Ry and set f; = F(a;) for F(Y) = s +

Z;: r;Y3. For |S| =t, reconstruction is s = >, ¢ (5 fi, where

05 = 4

S - .
el o —ay
JES\(i}



The required invertibility and privacy properties are recalled in Lemmas 3
and 4.
We use the equally spaced monomial evaluation points of [17, Cor. 5.1],

N/ — 2|—log2 N S 2n’ a; = x(ifl)Qn/N/. (1)

For odd ¢, every difference o; — a; with ¢ # j is a unit in R4, so the cor-
responding Lagrange coefficients are well defined. Moreover, by [17, Cor. 5.1],
the denominators of the corresponding Lagrange coefficients can be cleared by
D = 9flogs 1]

Thus, interpreting EZS in R ® Q, we have the integral representatives

)\Z.S — DEIS ER, Z)\f =D, Z)‘ffl = Ds (mod q). (2)
i€s ies

All reconstruction norms refer to these representatives. The auxiliary algebraic
proofs appear in Section A.

4.3 Ring learning with errors (RLWE)

Definition 2 (Decisional RLWE). The assumption DRLWE,, 4 . . asserts
that polynomially many samples (a;, [a;s + e;]q); and (aj,u;); are computa-

tionally indistinguishable, where s & Xs is fixed and aj,u; & Ry, € & Xe are
independent.

Security advantages. Write Advriwe(Tred, @) for the maximum absolute differ-
ence between the output-one probabilities in the preceding two experiments, over
distinguishers of running time at most T;.q using at most () samples with one
shared secret; see [19, Definitions 3.1 and 3.3]. The threshold-decryption security
proof uses xs = U(R,) and x. = x. For commitments, use the hiding and bind-
ing games of [3, Section 8.12], under the prescribed public-parameter setup. In
the hiding game, the adversary chooses valid equal-length mg, m; and receives
the commitment Com(mp;d), where Com is the commitment algorithm and
is fresh commitment randomness. The advantage Adv'&ig;(de) is the maximum
absolute difference between its output-one probabilities for b = 0,1. The bind-
ing advantage Advtc’igri(Tred) is the maximum probability of producing two valid
openings of one commitment to distinct messages. All maxima use time bound

T}ed, including reduction overhead.

4.4 Underlying FHE

Let FHE = (KeyGen, Enc, Eval, Dec) have public key fhepk, including evaluation
keys, and two-component ciphertexts ct = (a,b) € Ri at the selected decryption
level [13,9].



Definition 3 (Exact noisy-linear FHE (BFV)). For plaintext space R,,
p| ¢, and A = ¢/p, a ciphertext is B.-admissible for m € R, when

b—as=Am+e (mod q), eeR, |elloo < Be. (3)
Decryption |b— as|, recovers m when B, < ¢/(2p).

The divisibility p | ¢ is part of this interface; a native BFV scale |g/p| requires
an encoding-error term. For CKKS, the phase is b — as = m + e (mod ¢), with
encoded target m, public scale A, and slot embedding og)ot; the precise bounds
are in Definition 7. We specify the encryption and evaluation procedures, in-
cluding rescaling and key switching, with proved message and error bounds. Ad-
missibility guarantees these bounds; it is not a public test for secret decryption
noise.

5 Threshold Fully Homomorphic Encryption

Jambon replaces each unrounded partial decryption by one deterministically
rounded ring element. We give its interface, construction, correctness bounds,
and verification mechanism; Section 7 states the security guarantees.

5.1 Core interface and correctness
The core syntax uses trusted setup; Section 6 replaces it by distributed setup.

Definition 4 (ThFHE syntax).

A (t, N)-ThFHE scheme consists of ThKeyGen, ThEnc, ThEval, PartDec, and
Combine. Key generation returns pk and privately delivers sk; to party ¢; encryp-
tion and evaluation use the base FHE. A response p; = PartDec(sk;, ct) does not
depend on the other responders. For |S| = ¢, Combine(pk, ct, S, (p;)ics) returns
an exact BFV plaintext, a finite-precision CKKS vector, or L.

Each response is indexed by the canonical label 7 = Encode(kid, pp, ct), an
injective serialization of the key-generation identifier kid, public parameters and
entire ciphertext. This fixes the mask input and response record for that key
and ciphertext: aliases, retries and requester nonces cannot create fresh masks.
Here kid identifies one key-generation instance; serialization does not itself prove
ciphertext validity. For admitted 7, the private target is v; = m, € R, for BFV
or v, = m,; € R for CKKS. The CKKS profile fixes a finite-precision output
space YV, scale Ac_, encoding error €enc -, and decryption allowance €gec, -

Definition 5 (Correctness). For y of the declared output type, define

[:l/ = U]’ BEV,
OUtOKT(v; y) = |:Hy _ USloit(/U) S Edec,T:| ) CKKS

ct,

‘ [ee]
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The relation is zero for | or an output outside the specified space. The scheme
is ecor-correct if the probability that any admitted 7 and any |S| = ¢ fail this
relation on correctly generated responses is at most €., over the entire execution.
This is a failure probability, whereas €gec - bounds numerical error. Responder
sets may be chosen from the preceding transcript; corruption remains static. For
CKKS, accepted outputs approximate the intended slots within €enc,r + Edec,r;
different qualified sets need not return identical vectors.

5.2 Core security model

We require IND-CPA security given any static set of fewer than ¢ key shares,
and UC simulation of strong threshold decryption, including incomplete ses-
sions [6,5,31,12]. The core model is static semi-honest, with corruption fixed
before setup and oracle queries; Section 5.5 adds malicious verification. The ad-
versary may choose requests, responder sets and message-delivery times from
the transcript observed so far; it cannot change the corrupted set. The random
oracle Hy accepts classical queries and is shared by all invocations for one key-
generation instance, with separate instances across keys and a domain separate
from the base FHE.

The setup resource fixes the full joint distribution of public/evaluation keys,
shares, and declared retained setup state. The admission functionality runs the
allowed encryption and evaluation algorithms, records the intended decryption
value, and guarantees the stated phase bounds; it does not accept arbitrary
ciphertexts. These core interfaces are explicit hybrids (Section B); the malicious
protocol below replaces ideal admission by input proofs and public evaluation
checks.

The functionality counts corrupted identities from the outset and honest
identities at their first public response for 7. For each publication, the simulator
supplies a bounded deterministic circuit, evaluated on L before ¢ identities are
counted and on v, thereafter. At the threshold-reaching publication, the circuit
is fixed before the simulator learns v, ; circuit evaluation, response recording and
target release are atomic. The circuit has no oracle or secret-share access and is
not transmitted. Thus the privacy threshold counts exposure, while a recipient
reconstructs after completing setup, associating its request with the ciphertext,
and receiving t prescribed responses. Malicious decryption also requires veri-
fied responses; delayed verification or delivery cannot postpone target release.
Records persist across retries and cancellation, without a decryption agreement
step or global abort. Under fair activation and delivery, ¢ willing responders
suffice, but corruption tolerance alone does not guarantee that many available
parties.

5.3 Construction

The public parameters pp fix the base scheme, the output specification, and odd
moduli r < ¢ with r | ¢ for the key-generation instance; put L = ¢/r. For BFV,
also fix odd p < r with p | r and let A = ¢/p. For CKKS, n > 2 and there is

11



no plaintext modulus p; Ay > 0 is the public scale at the selected decryption
level. The specified encryption and evaluation procedures output two-component
ciphertexts at modulus ¢; their scales may differ. Use the points and integral
coefficients of (1)—(2), with the corresponding base-FHE interface in Definitions 3
and 7. Use one public mask oracle Hy : {0,1}* — R,, domain-separated from
the base FHE. Figure 2 specifies the numerical algorithms. The asynchronous
commands PDec and FinDec invoke PartDec and Combine, respectively, after
checking the local request and response records (Section B). For CKKS, fix a
public deterministic numerical decoder Num. from the combined phase to Y,
with error bound v, > 0: for every u € R with u = [u],,

Oslot (u)

— =l <y,
DA, || ="" (5)

HNumT<u>

‘ o0

This public decoder applies the slot embedding and scalar division by DA to
the centered phase, with the specified finite-precision error; it uses neither the
secret key nor a modular inverse of D.

ThKeyGen(1*,1%,1%)

1. Run (fhepk, s) < FHE.KeyGen(1*) and assign a key-generation identifier kid.
2. Independently sample (f;);c;n] < Share(s) and (g:)ie[n) <— Share(0) over R,.
3. Set pk = (fhepk, pp, kid) and privately deliver sk; = (f;, gs) to party i.

PartDec(sk;, ct)
1. Parse ct = (a,b) and set 7 = Encode(kid, pp, ct).
2. Return p; = |[afi + Ho(7)gilq|r-

Combine(pk, ct, S, (p;)ies)

1. Reject malformed inputs; require S C [N] and |S| = t; derive 7 and (A\{)ies.
2. Compute zg = [Db —LY s /\fpi]q.

3. For BFV, return y, s = [Dfl LstPLﬂ with D~! taken modulo p.

4. For CKKS, return yr s = Num;(zs).

ThEnc and ThEval call the base Enc and Eval using fhepk.

Fig. 2. Jambon with BFV or CKKS decoding. All partial-decryption calls are for ad-
mitted ciphertexts.

The reusable key/zero shares and hash mask follow KLL'26 [17, Fig. 4];
each party stores two R, elements. Jambon sends one deterministically rounded
R, element, sampling no private noise or per-ciphertext secret material; retries
are deterministic. The multiplication Lp; lifts a response to modulus ¢: different
representatives of p; € R, give the same result modulo q.

12



5.4 Correctness
For both profiles, define

Mi(S) =S IS, BGS) = Z ). (6)

‘ 2
€S

Lemma 1 (Aggregation identity). Fiz a ciphertext ct; = (a,b) and correctly
generated Jambon responses. There are integral residues p; with ||pillcc < (L —

1)/2 such that -

25 = D(b—as) — Z M pi (mod gq). (7)
i€S

In particular,

Z)‘fpi

i€S

< B(S).

o0

The identity also holds when the unrounded values are evaluations of any poly-
nomial P, of degree at most t — 1 with P-(0) = as.

Theorem 5.1 (Deterministic BFV correctness). In the BFV profile, any
t correctly generated responses to a Be-admissible ciphertext reconstruct its in-

tended plaintext provided
q
DB. + B(S) < —. 8
+B(S) < 2 ¥
If this inequality holds for every |S| =t, correctness holds simultaneously for all
responder sets and all admitted ciphertexts.

Proof (sketch). For the unrounded-response polynomial P, = aF + Hy(7)G, the
zero sharing gives P, (0) = as. Balanced rounding writes each lifted response as
P;(o;) + p; modulo ¢; interpolation therefore gives (7). Substituting b — as =
Am + e leaves total error at most DB, + B(S) around the scaled plaintext
DAm. Under (8), rounding recovers Dm mod p, and D! mod p recovers m.
The argument is pointwise in every ciphertext and responder set; Section B.2
gives the full proofs of aggregation and BFV recovery.

Remark 1 (BFV modulus choice). The BFV profile is correct under the
sufficient conditions

pMy

> 2pDB,, > P
4 P 5e " 1-2pDB./q

(9)

where M{"** = max|gj— M1(S). These follow by substituting L = ¢/r into
DB, + (L/2)M{** < q/(2p) and rearranging.

For CKKS, the same error must satisfy both a no-wrap bound and a slot-
precision bound.
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Corollary 5.1 (CKKS correctness). For every admitted CKKS ciphertext,
let

b—as=1,+e (modq), 727 [0 < B, lerlloo < Be.

Use B(S) from (6). Suppose that, for every admitted label and every |S| =t,

D(By,,» + Be) + B(S) < q/2, (10)
n B(S)
A\ < .
Act,. (Be + D ) + Vr < €dec,r (11)

Then the CKKS profile is deterministically correct in the sense of Definition 5,
conditional on the stated pipeline bounds. In particular, all qualified sets simulta-
neously satisfy the output relation of the trusted CKKS instance in Definition 11.

Proof (sketch). The no-wrap bound makes the aggregated phase an equality in R
after centering. Divide its slot embedding by DA, use ||0siot ()] oo < nf|w]] oo,

and add the numerical error bound v,. This gives exactly (11); no distributional
assumption on the rounding residues is used. The full proof is in Section B.2.

These deterministic results give e.,, = 0 conditional on the stated bounds;
any failure of those bounds is charged separately.

5.5 Verifiable decryption against malicious parties

For static malicious C, |C| < ¢, the protocol checks input encryptions and public
evaluations, and binds responses to DKG shares. Each sender proves the follow-
ing relation separately to each other recipient in the specified ideal-ZK hybrid |8,
Sect. 7.1], without an admission functionality:

Jp,w: Validinput,, (p,w) = 1, ct = Enc(pub, p;w). (V0)

The predicate checks message validity, permitted encryption randomness and
coefficient bounds; it does not certify random sampling. Each recipient verifies
the input proofs, ciphertext formats and parameters, and recomputes the com-
plete public evaluation circuit; no recipient agreement is required. The semantic
bounds must hold for every accepted witness and allowed circuit, including ad-
versarially chosen randomness (Section 7.3).

R6 fixes the commitment table C; = Com((f;, g;); ;) using (D1), binding
later responses to the final DKG shares. For public p; . and h, = Hy(7), a
responder proves

C; = Com(({f, g); V),
Lpir=a;f+hg+p (mod q), (V1)
f796Rq7 PERv HIOHOOS(L_l)/2
For odd L, this relation proves that the response is the unique prescribed value.

The commitment table, hash, encoding and exact session identifiers are checked
outside the NP circuit, which takes h, as a constant.
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First publication exposes the response and fixes one proof task per other re-
cipient; these tasks survive cancellation. A recipient records a verified response
when its message and proof acceptance match, setup has completed, and the local
request is associated with the validated ciphertext; earlier arrivals are buffered.
BFV combines any ¢ verified responses unchanged. The verifiable CKKS proto-
col instead returns Q,(Combine) under the exact-output CKKS condition (Z)
of Section 7.3; ordinary precision correctness alone does not establish that con-
dition. The full functionality, protocol and simulator are in Section B.3. Input
proofs, evaluation records and response proofs add communication beyond the
one-ring numerical response.

6 Distributed Key Generation

Jambon setup generates public and evaluation keys and independent Ring—
Shamir sharings of the secret and zero. We first convert additive shares to Shamir
shares against semi-honest adversaries, then give a separate six-wave protocol
against static malicious adversaries, allowing abort. Both use the ring and eval-
uation points of Section 5.3, where the points and their pairwise differences are
invertible.

6.1 Sharing the secret key and zero

The underlying key-generation protocol (the backend) returns public/evaluation
keys pkg and gives party j an additive secret-key share S?dd € R,. These shares

satisfy Zjvzl sf;-dd = s. We use j for a dealer and i for a recipient. We apply stan-
dard Ring-Shamir resharing [21] to these shares and, independently, to zero. Its
security interface specifies the joint key distribution and corrupted parties’ stored
state and received messages (Definitions 13 and 14). Sharing uses authenticated
private channels, key-generation instance identifiers, and fresh randomness in-
dependent of the backend and the threshold-decryption random oracle Hy.

(1) Run the backend, retaining its public and evaluation keys.

(2) Each dealer j independently samples A, g, B; ¢ & Ry for 1 < ¢ < t and

forms
t—1
Kj(Y) =343 4;,v7,
=1

-1 (12)
Zj(Y)=Y_ BjY".
(=1

Send (x;,:,v;,:) = (K;(), Zj(;)) privately to each ¢ # j and retain the
self-contribution.
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(3) After its backend output and all contributions arrive, party ¢ computes and
stores
fi= ij,i, 9i = Zyj,u ski = (fi, 9i)- (13)
J J

The target distribution is obtained by sampling two independent coefficient
families:

t—1 t—1
FY)=s+Y aY’  GY)=) bY'
=1 =1 (14)

ag, by & R, independently.

Theorem 6.1 (Ring—Shamir DKG output distribution). Assume the
semi-honest protocol above, Definition 13, and exact sampling. Conditional on
the sampled backend randomness and key outputs, the aggregate polynomials fol-
low the distribution in (14), and every completed party obtains their evalua-
tions at its point. If the backend’s joint base-key distribution is the specified one,
the sampled application keys and shares have exactly the output distribution of
ThKeyGen. This statement concerns the sampled record, before scheduler-selected
completion events; the deterministic correctness results of Section 5.4 apply to
every completed key under their stated conditions.

Proof (sketch). The constant terms sum to s and zero, respectively. Indepen-
dent uniform coefficients remain independent and uniform under summation,
even with the backend randomness and outputs fixed. For fewer than ¢ cor-
rupted recipients, the simulator samples all but one honest dealer’s message
vectors uniformly and determines the last from the aggregate shares and cor-
rupted contributions. The point conditions give every consistent table equally
many polynomial completions. The full proof of the output distribution is in
Section D.2; Lemma 12 and theorem D.1 give the setup-transcript simulation
and composition arguments.

Sharing the secret key and zero sends 2N (N — 1)nw(q) share bits in one par-
allel wave, where w(q) = [log, ¢|. Adding the zero component to an existing key
re-sharing message adds no wave. Backend costs and channel overhead remain
additional; readiness requires every prescribed contribution, so setup need not
complete under withholding. Theorem D.1 additionally requires simulation of
corrupted parties’ stored backend state.

6.2 Sharing private masks before a public opening

Suppose each dealer j knows a private mask fl; and the backend publicly opens

m:s+2ﬂj (15)
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with exact equality in the sharing ring. Dealers can prepare shares before m is
available, using

t—1
Kj(Y)=—fl; + > A", (16)
=1
and, after the opening, compute
fi=m+ > Kj(o). (17)
J

Zero sharing is unchanged. The public opening cancels the masks without divi-
sion by N; Lemma 7 proves the same output distribution and privacy of each
honest dealer’s messages to fewer than ¢ recipients. An exact integer opening also
permits reduction to ¢ even if ¢ does not divide the backend modulus, provided
the retained public/evaluation keys are compatible. This optional modulus con-
version requires an aggregate no-wrap bound; a modular identity alone does not
suffice. Section C.2 and remark 7 give the lemma and the additional simulation
obligations for early dealing.

6.3 Six-wave malicious setup

The numerical construction realizes }'é’,i\éﬁ under the hypotheses below, against
a static malicious coalition C' with |C| < ¢. Here D fixes the full joint dis-
tribution of the public key, evaluation key, and secret, and pub is the base
public/evaluation-key record in pk = (pub, pp,kid). The functionality in Sec-
tion C.5 samples once and permits abort after candidate disclosure. The pre-
scribed distribution concerns this sample: adversarially selecting completed key-
generation instances can bias the distribution conditioned on non-abort. Publi-
cation and readiness are scheduled separately; abort preserves past releases, and
omitted messages remain pending.

The hybrid supplies consistent authenticated broadcast, authenticated pri-
vate channels, separately delivered round completion notifications, and session-
aware Verified Commit-and-Prove Fycp. VCP registers immutable typed values,
verifies prescribed relations on those values, and privately transfers registered
coordinates to designated recipients for use in later proofs. Its exact resource in-
terface and public-key publication wrapper appear in Section C.5.1. Temporary
HE must satisfy IND-CPA with its complete public evaluation key, the stated
auxiliary-RLWE bounds, and correctness for the entire fixed key-generation cir-
cuit, including enlarged flooding noise, level projections, and embeddings. The
six-wave count is in this hybrid; a concrete realization must establish these con-
ditions and include its resource costs and composition losses. Honest setup ran-
domness is independent of Hy, setup calls use disjoint domains, and corrupted
choices may depend on earlier answers. This construction shares uniform private
masks directly in Rg; it does not use the optional integer-opening conversion.

Section C.5.3 gives the exact protocol; its six message waves have the follow-
ing roles.
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R1: Register temporary secrets, key-generation randomness, source masks, coins,
and noise rows; broadcast public-key and relinearization-key contributions
with consistency proofs.

R2: Open the registered coins, encrypt the key-generation random tapes (pri-
vate bit strings fixed in R1) with smudging, and privately transfer the
registered row coordinates.

R3: Certify receipt status and the temporary relinearization key, then locally
evaluate KG* (w1 & -+ ® wy).

R4: Open the public key record and m = s+ ), fl;; commit to sharings of the
negative private masks and zero, with proofs linking them to the original
masks; withhold their evaluations.

R5: After locally verifying every required R4 commitment and proof, privately
send the committed evaluations and retain self-contributions. Corrupted
dealers must therefore fix their polynomials before honest evaluations are
disclosed.

R6: Certify receipt status and final shares; on receiving its R6 completion no-
tification, each party queues a readiness notice independently. Delivery of
that notice enables use of the stored shares.

The final proof links the shares used for decryption to the actual DKG out-
puts:

C; = Com((fi, gi); Vi),

C; = Com <m + Zﬂcj,i, Zyj,i> ;U
J J

It is checked against the original ordered incoming references, including self-
contributions, and adds no wave. The first delivered R6 completion notification
fixes success and one commitment per identity; new source proofs, updates,
and transfers are then rejected while historical receipts remain verifiable. The
commitment assumptions and their additional losses belong to Theorem 7.3.

Theorem 7.2 proves security jointly with the application keys and shares
for subsequent decryption. Its proof simulates flooded openings, then constructs
the key- and zero-sharing messages from corrupted shares. Fixing R4 rows before
R5 exposure accommodates malicious rushing and the release gates. Section C
gives the specifications and variants; Section D.3 proves the auxiliary hybrid
comparisons.

(D1)

Resource instantiation. The commitment/proof resource must preserve a private
value when its ownership passes to a recipient. A concrete classical starting point
is the multiparty extended committed oblivious transfer of Garay et al. [14],
which includes precisely such transfer-and-recommit operations. Section C.5.2
describes a proposed bit-level implementation of our commitment-and-proof re-
lations and its costs. Its session, delivery, and shared-state security remains to
be proved; the candidate does not establish six concrete communication rounds
or a lattice-only implementation.
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7 Security Analysis

We prove threshold-decryption, DKG, and joint malicious security. Corruptions
are static; oracle queries are classical and separated by key-generation instance.
The numerical core uses ideal admission; the malicious construction replaces it
with local input proofs and public evaluation checks. The DKG hybrid chain
follows; other proofs are in Section D. Error terms are summarized in Table 5.

7.1 Strong security of threshold decryption

Fix a corrupted set C' of size ¢ < t and put k =t — 1 — c. For one key-generation
instance, r | ¢ are fixed odd moduli, L = ¢/r, and gg bounds all distinct labels
queried to Hy, including discarded candidates and environment queries. Let y
be the error distribution of uniform-secret DRLWE,, ; r7(r,), and fix a cutoff
B,. For the monomial points of (1), with signed-monomial inverses taken in R,

define
10 - ciah

ueT

I = max , Iy =1.
TC[N], |T|=3

ie[N\T

The mask and output shifts are bounded by Bmask := kI.By and Boy := I_1 Be.

The error-tail and coefficient-primitive-mask exceptions are

€y 1= quEE)—rX[HEHOO > By, Eprim = N Z o

g
¢ prime

1

For a shift bound B, the rounding-boundary probability is bounded by

O, B= 07
PulB) = {min{L (2[B] +2)/L}, B> 0.

A mask is coefficient-primitive when ged(q, go, - - -, gn—1) = 1; multiplication by
a fresh uniform hash then makes each unrounded coefficient uniform modulo L.
The term €prim bounds the exceptional setup event (Lemma 10). Only the proof
samples errors from y; Jambon samples no private decryption noise.

Theorem 7.1 (UC security for strong threshold decryption). Use the
BFV interface of Definition 3, the execution model of Section 5.2, and the deter-
ministic correctness condition (8) for every qualified set. Assume uniform-secret
decisional RLWE with error distribution x. Let Tyeq bound the Tunning times
of the reductions in Section D.1, including their simulation overhead. Then the
Jambon wrapper realizes Fiyeye[ThKeyGen, N, t, bfv, @] of Definition 11 with

cue < kAAVRIWE(Tred, qr) + €x + Eprim
+ quNn(BL(Bmask) + Br(Bout)) -

It satisfies Definition 12 when this bound is negligible. The straight-line simulator
receives neither s nor honest key shares and obtains the decryption value only
when the functionality authorizes its release.

(18)
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Proof (sketch). Following KLLT26’s zero-sharing strategy [17, Thm. 4.2], condi-
tioning on corrupted zero shares leaves k independent uniform ring coefficients;
for k = 0, the following RLWE steps are empty. Bounded proof-only errors
change rounded responses only near a boundary; ¥ RLWE hybrids replace the
hashed products by uniform values, preserving the public and evaluation keys.
The resulting polynomial has degree at most ¢ — 1, fixed evaluations on C, and
constant a,s. Write Seen, = C U E,, where E, contains the honest identities
whose responses for 7 have already been publicly exposed. The first k& honest
evaluations of this polynomial can be sampled uniformly at identities chosen
from the preceding transcript. Immediately before the next, threshold-reaching
exposure, set T = Seen,, so |T| =t — 1. The simulator commits an affine inter-
polation circuit before learning the decryption value. The functionality evaluates
the circuit and releases that value atomically; thereafter the simulated polyno-
mial differs by

PUY)-P.(Y)=e, [[a=Ya;"), |T|=t-1.
JET

The universal boundary event covers every shift of norm at most By, including
the adaptively selected crossing set T. Outside these events all packets agree,
and pointwise correctness gives identical outputs for every qualified delivered set.
Stored records preserve retries, cancellation, and incomplete executions without
fairness or early disclosure. The full proof and its auxiliary lemmas are in Sec-
tion D.1.

Ciphertext privacy separately inherits the base FHE’s IND-CPA guarantee
with its public evaluation keys (Proposition D.1). The CKKS extension per-
mits release of the encoded target and requires bounds preventing modular
wraparound and ensuring numerical precision (Corollary D.2); it does not assert
approximate-output-only leakage.

7.2 Malicious distributed setup

The six-wave setup of Section 6.3 requires temporary-HE correctness for its
complete fixed circuit, including enlarged floods and the declared embeddings.
Section D.3 defines its hardness experiments, reductions, and error bounds. In
particular, (45) accounts for honest samples outside their declared domains and
shifts exceeding their cutoffs, without conditioning on acceptance or completion;
output failures belong to eyg. Write Advimp for the temporary-HE IND-CPA
bound and Adv,u, for distinguishing (a;, —aju + €g ;); from uniform second
components, with shared v < x,. The distinguishing-advantage bound Advys
for simulating auxiliary samples from the public key is defined in Lemma 13.

Theorem 7.2 (Malicious UC DKG). Assume the ordinary public-EVK
TempHE IND-CPA and auziliary-RLWE bounds of Section D.3, HE-Corr, the
embedding and sampler conditions, and the local resources of Section 6.3. For
every PPT static malicious adversary A corrupting corr with |corr| < ¢, there is
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a straight-line PPT simulator S such that, for every PPT environment Z, the
numerical protocol Ilg realizes fé’évc’DJ_ with distinguishing advantage at most

Ecrypt = Athmp + 2(Advaux -+ Adviig; + €lite + €5 + Eevk + Ein)a

(19)
EDKG S Ecrypt + Eout + Esamp + €HE T+ Etail-

The siz-wave claim includes abort/incomplete prefizes and (40). Comparisons
retain (pub, s, F, G) jointly with the public/corrupted transcript and release his-
tory, hence allow causal continuation using the honest parties’ final DKG shares.
The actual simulator receives only specified candidates/releases, with no se-
cret or honest-share query. UC security requires negligible displayed error; ro-
bustness/adaptive corruption are excluded. Concrete resources need their own
UC/joint-state theorem and losses.

Proof. Auxiliary derivations appear in Section D.3.2; the simulator is specified
in Section C.5.

Retain the full application record and abort/pending history from Hy = Real
to Hg = lIdeals,. Costs are statistical distance, except H3-H4, which bounds
every PPT Z’s distinguishing advantage.

Step Transition and justification Cost bound

HO-H1 Couple real role samplers; record corrupted submissions epyre
without A’s tape.

H1-H2 Reparameterize masks below; Lemma 14. 0

H2-H3 Apply HE-Corr to the real execution before suppressing hon- epgg + €ous
est domain failures; (51).

H3-H4 Ciphertext replacement (50); available-state reduction in epack
Section D.3.2.

H4-H5 Uniform honest tape gives uniform XOR; fresh joint distri- exg
bution of the key and zero sharings (40).

H5-H6 Match real and ideal events using Sg. Epost

For H2, let H = [N]\ C, choose h* € H, fix s and corrupted masks, and sample

m&E Ry, &R, (he H\{n*}),

ﬂh*:m—s—Zﬂi.

i#h*

This exact change of variables costs zero statistical distance; HE and flooding
costs remain. Only the analysis uses s and the residual; with corrupted R4 rows
fixed, Lemma 14 preserves the joint output distribution. After H3, visible rows
need only m, feorr, georr and corrupted rows; Section D.3.2 lists the data deter-
mining the H4 continuation. For H5, R1 fixes corrupted tapes; one independent
uniform honest tape gives KeySampp. Fresh honest coefficients and corrupted
R4 coefficients fixed before honest numerical exposure give (40), preserving the
corrupted view and zero-sharing kernel.

21



For H6, match starts and delivered notifications of round completion to
Started and Done, respectively; match readiness and failure notices to ReleaseKey
and ReleaseAbort. The invariant B, C B,._; and guard H C B,._1 give the R4/R5
candidate times. Required-slot failure blocks every unreached candidate/success
boundary through its immutable public slot or missing later ok. Remaining pre-
fixes, delayed public-key registration, abort, partial initialization, local readiness
and joint final share state match without completion conditioning. Session/key
tags separate records; Sg is independent of Z. Sum the table’s costs for (19) and
across key-generation instances. a

7.3 Malicious threshold decryption

The verifiable wrapper checks ciphertexts locally and binds responses to the
final DKG shares. Its ideal decryption value is the exact finite output below; the
encoded-target CKKS core is a separate profile.

Semantic profiles. Let the allowed ciphertexts be the closure of (VO0)-verified in-
puts under the checked evaluation circuits of Section B.3. All bounds below are
pointwise over the declared key distribution, every accepted witness (including
adversarially chosen randomness), and every allowed adaptively chosen evalua-
tion circuit; honest-coin averages or conditioning on acceptance/success do not
suffice. These are HE/policy conditions, not secret-noise tests or an admission
resource. Write u, = [br — a.s], and B(S) as in (6). For BFV require standard
correctness and, for every allowed ciphertext with intended plaintext m., and
every |S| =t,

vr = Dec(s,ct,) =my, |y —(a/p)vrllloe < Bey  DB.AB(S) < q/(2p).

Thus every qualified reconstruction equals v, .

For CKKS wuse the exact decryption approach of Li-Micciancio [18, Sect. 6]:
exact deterministic computation and decryption at fixed precision. Input and
output spaces are finite with polynomial-length canonical encodings. Fix public
total polynomial-time maps @, : YV, — V. and Lift, : V. — R, indexed by
the public output profile and independent of the mask oracle. With the existing
numerical decoding map, define

Dec?(s, ct,) := Q- (Num([Du,],)) .
Require the following exact-output CKKS condition:
v; = Dec? (s, ct,) = gy(p),
|lur — Lift, (v;)]|oo < Biitt,

Dljurllec + B(S) < q/2,
Qr(Num-([Dur — R])) = vr (Rl < B(S)).

(Z)

Here gy is the declared deterministic clear computation (identity for encryp-
tion), independent of keys and encryption/evaluation coins. The last two lines
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quantify over every |S| =t and every integral R € R in range, including non-
response residues. The lift and perturbation bounds are additional threshold
requirements, simultaneous with the security bound below; no message lattice
or concrete CKKS instantiation is assumed.

Theorem 7.3 (Malicious UC security with strong threshold privacy).
Let 2 <t < N. Assume the DKG hypotheses/resources of Theorem 7.2, the alge-
braic, uniform-secret RLWE and oracle hypotheses of Theorem 7.1, the semantic
profile above, and local ideal ZK of Section 5.5 with the local validation procedure.
The released decryption value is exact finite v.; CKKS is conditional on (Z).
Commitments are computationally hiding/binding, with fixed-length injective en-
coding of Rg and secure public parameters independent of the key-generation and
mask randomness; shared setup requires an explicit joint guarantee.

For one key-generation instance and static malicious C, ¢ = |C| < t, the
siz-wave DKG, RG certification (D1), and verifiable online wrapper realize the
strong functionality with

Etotal < EDKG - Eonline 1 Ehide 1 Ebind- (20)
Use (19) for epkg and the complete right-hand side of (18) for eonline, with

Bow=I1_1B*,  B*=B, (BFV), B*= B (CKKS),
k=t-1-c  ex=auk Pr [|Elw > By,

fim =N S

g
¢ prime

Count all distinct queried candidates, including discarded queries and exposed
proof statements, in qg. For Tieq bounding all reduction running times, the per-
key cost of replacing honest final-share commitments by commitments to zero
i €hide < (N —¢) Advgig;(Tred). The term eping bounds the probability of valid
openings of one registered commitment to distinct share pairs in the DKG share-
binding proofs or proofs of correct partial decryption. Ideal ZK is exact; input
certification counts toward its invocation budget. No admission functionality is
supplied, and local-validation simulation costs zero in this hybrid. Honest ran-
domness outside the permitted set gives the same Linpyt tn both worlds with-
out resampling; honest-encryption completeness must account for this failure.
Probabilistic profiles additionally incur their joint failure cost over the compared
executions and adaptive records. Add the established realization errors for ZK,
VCP, channels, the resource providing notifications of round completion, and
commitment parameters, and sum the bounds over key-generation instances. UC
realization requires the total to be negligible for the declared execution budget.

Proof (sketch). Every accepted ciphertext is a verified input encryption or an
allowed evaluation of such inputs, including inputs encrypted with adversari-
ally chosen randomness. Couple honest inputs and local failures; the simulator
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emulates their proof notices without witnesses and forwards only actual cor-
rupted witness submissions. Source binding and (V1) fix corrupted responses to
their prescribed values. Hide honest commitments, replace DKG jointly with its
outputs, then apply the residual RLWE hybrids; uniformity is conditioned on
the permitted algebraic view, not the real transcript. When v, is released, the
simulator uses (¢/p)v, for BFV and Lift,(v,) for CKKS; the latter changes the
output-shift bound to I';_; Bji. First-query boundary events cover proofs and re-
sponders chosen from the transcript, without conditioning on future validation
or delivery. Public response exposure counts toward release; recipients record
verified responses once all local conditions and matching receipts are satisfied.
Coupled packets give the same unquantized aggregate, and BFV correctness or
(Z) forces the output to equal v, for every qualified set. The full proof in Sec-
tion D.4 gives the straight-line simulation for pending requests, immutable proof
sessions, cancellation, and incomplete prefixes.

8 Evaluation

We compare numerical partial-decryption sizes with KLL126’s strong construc-
tion, using our finite-query refinement at matched ring degree, threshold, plain-
text modulus, ciphertext-error bound, and statistical budget. This is a parameter
study, without implementation, runtime, or concrete lattice-security claims.

8.1 Metric and parameter selection

A Jambon partial decryption contains one element of R,; the strong KLL"26
response contains one flooded element of R, [17, Fig. 4]. Writing w(u) = [logy u]
for fixed-width coefficient serialization, we measure

Chart = nw(r), Cqualtified = tnw(r), Ceq = 2nw(q), (21)

counting t response objects and one two-component ciphertext once each. The
saved fraction relative to KLLT26 is 1 — w(r)/w(gk). Authentication, commit-
ments, proofs, and additional network copies are outside this response-size met-
ric.

We fix the analytical inputs

n=2%  p=65537, B,=2%,

22
By, =64, qp=2%, Kk = 40. (22)

Here B, bounds accepted ciphertext errors, gg bounds all candidate labels in the
security theorem, and 27" covers its rounding-boundary or flooding transition.
The proof-only x is centered binomial on [—64, 64]; Jambon samples no decryp-
tion noise. Deployment additionally requires a workload, validation of base-FHE
and mask-RLWE security, and bounds on the remaining terms in (18).

Put D = 2/t For the power-of-two party counts studied here, Jam-
bon uses spaced monomials with Nj = N; KLL*26 uses the geometry N} =
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2Mlogy max{N.2t}1 < 95 chosen in [17, Cor. 5.4, Thm. 5.5]. Both Nj and D double
just above t = N/2, causing the plotted jump (Section E.3); Section E.4 also
gbecks a common geometry. Write Mot and My for the reconstruction bounds,
I'; for the bound on the coefficient associated with zero, and G for the bound
covering all interpolation coefficients (Section E.1, including ¢ = 2). We use the
following exact choices.

Jambon. Choose the least odd L > 1 satisfying

A=B, max(t—1— c)fc, B = Beft_l,

0<c<t

Ty =% =00 LS 9k NR[J(A) + J(B)] %
2z +2, x>0, = .

The maximum covers every corruption count ¢ < t, including the pre-release
mask term. Set ¢ = rL, where r is the least odd multiple of p satisfying the BFV

correctness condition
r 1 2DB,
2; > (1 - L) Meery + Te (24)

This order of selection separates the statistical gap from the transmitted mod-
ulus.

Strong KLLT26 baseline. Use Figure 4’s small RLWE error and fresh inde-
pendent flooding, with corruption fixed before queries and one invocation per
party per ciphertext over at most qg ciphertexts. Only responses outside the
first t — 1 exposed identities (including corruptions) require a flooding shift:
H, = (N —t+1)gy replacements. Exact integer-cube overlap refines the source’s
bound (Lemma 16):

Ex = DB.I,_1(N) + By[(t — 1)Gk + D],
2°HinEx — 1
Bsm = max {17 ’th2K-‘ } ’ (25)
ak > 2p [(Be + p/4)D* + Mc(DBy + Bsw)], ax > 2D
Choose the least admissible odd gk. This retains the full correctness condition,
including p/4 [17, Thm. 4.1], while bounding ciphertext and RLWE errors sep-
arately. This common allocation does not identify the security notions or assert

optimality of either modulus. Integer choices use outward-rounded bounds; de-
ployment must also impose workload-specific modulus constraints.

8.2 Partial-decryption sizes

Table 2 reports 64.8-87.2% savings, using three threshold fractions for each
N € {256,512,1024}. At n = 26 width w gives w/128 MiB (1 MiB is 22°
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Table 2. Analytical BFV response sizes under (22). Widths are bits per coefficient;
response sizes are MiB per party, rounded to two decimals. Saved uses the exact widths.
The strong KLL126 baseline uses the finite-query refinement; geometries are selected
separately.

Width (bits) Response (MiB)  Saved
N t  w(r) wg) KLL*26 Jambon (%)

85 145 458 3.58 1.13 68.3
256 128 134 479 3.74 1.05 72.0
170 108 784 6.12 0.84 86.2
170 267 786 6.14 2.09 66.0
512 256 243 826 6.45 1.90 70.6

341 188 1436 11.22 1.47 86.9

341 506 1438 11.23 3.95 64.8
1024 512 460 1517 11.85 3.59 69.7
682 349 2736 21.38 2.73 87.2

bytes): (N,t) = (1024, 512) reduces 11.85 to 3.59 MiB. The same ratio applies
to t responses.

The ciphertext moduli ¢; := g = rL and gk are selected separately under each
scheme’s sufficient conditions. At N = 1024, their ciphertext coefficient widths
are respectively (957,1024,960) and (1438,1517,2736) for the three displayed
profiles. At full threshold they are 627 and 2884 bits (Section E.3). Counting
one ciphertext once and ¢ numerical responses gives savings of 64.6%, 69.5% and
87.2% for the three profiles. This excludes verification and setup; network traffic
depends on dissemination (Section E.6).

FEvery-threshold guarantee. We also check every integer 2 < ¢ < N. The mini-
mum savings for N = 256,512, 1024 are, respectively, 59/89 at ¢ = 36, 318/505
at t = 52, and 163/270 at t = 88. The minimum across this finite grid is
163/270 ~ 60.37%, attained at (N,t) = (1024, 88). Directed-interval enclosures
certify the integer bit widths, and exact rational comparisons identify the min-
ima. Section E.4 supplies the verification method, a worked example, extended
grids, and statistical-budget sensitivity.

Dependence on the party count. The all-threshold minimum decreases from
66.29% at N = 256 to 54.31% at N = 32768 (Table 3); the 60% floor is claimed
only for the main three party counts. The one-third profile instead approaches
63.17% along admissibly growing ring degrees (Proposition E.2). This limit does
not bound all thresholds, and the finite sweep proves no asymptotic value for
the minimum.

Sensitivity to reconstruction bounds. Both budgets use upper bounds rather than
exact coeflicient maxima. Table 4 applies the same hypothetical d-bit tighten-
ing to each reconstruction bound, with necessary floor D, and recomputes every
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Table 3. Scaling with N, with the inputs of (22) and fixed n = 65536. The bit
widths are at a minimizing threshold ¢*; the last column shows the one-third profile.
Percentages are rounded. Larger party counts are analytical extensions.

N t* w(r) w(gk) Minimum (%) At |N/3] (%)
256 36 120 356 66.29 68.34
512 52 187 505 62.97 66.03
1024 88 321 810 60.37 64.81
2048 106 459 1103 58.39 64.02
4096 162 751 1743 56.91 63.61
8192 186 1007 2279 55.81 63.39
16384 220 1353 3004 54.96 63.28
32768 266 1824 3992 54.31 63.22

Table 4. Counterfactual reconstruction-bound sensitivity: minimum savings over all
thresholds. d = 0 uses the proved bounds; d > 0 assumes unproved tighter bounds.

N d=0 d=38 d=16 d=32
256 66.29 67.71 69.15 72.16
512 62.97 63.92 64.80 66.61
1024 60.37 60.96 61.54 62.67

threshold with simulation bounds fixed. In the dominant-term range, this re-
moves d bits from each response width, preserving their difference and increasing
the saved fraction. The tighter bounds remain unproved (Section E.5).

8.3 Communication scope

For s responders, the malicious protocol runs E = s(IN — 1) external sender—
recipient proof sessions, excluded above; self-receipt needs none. Let by count
proof-session bytes beyond the numerical response, including repeated public
inputs, and bog count offer and authentication bytes. With b, = nw(r)/8, the
complete response dissemination and amortized setup budget is

C1ma| = E(br + bV + boff) + Ksetup/Jdec- (26)

Here Ketup includes all setup traffic and Jge. counts decryptions sharing it. Input
proofs, ciphertexts, and evaluation circuits are separate; nonuniform session costs
require a sum. Thus this total is below the native numerical response transport
Enw(qk)/8 precisely when

Ksetup < TL(’IU((]K) - w(r)) )

27
Jaec B 8 (27)

bV + boff +

For (N,t) = (1024,512) and s = t, the right side is 8456 KiB per external session.
Malicious comparisons must include both proof systems, input validation, and
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setup at matched workloads and computational security. Reconstruction needs
t verified responses; DKG can wait or abort. These results do not rank other
compressed-response schemes. Sections E.6 and E.7 detail transport costs and
CKKS precision, lift and stability requirements.
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A Auxiliary preliminaries

We record the elementary ring facts used in the proofs and the complete CKKS
interface.

Lemma 2 (Coefficient-norm product bound). For u,v € R, ||uv|e <
[l llv]loo-

Proof. Each coefficient of the negacyclic product is a sum of signed products
ujvg, with every coefficient of u occurring once. The triangle inequality gives
the bound. O
Lemma 3 (Invertible evaluation matrices). For A,; = o), i € [N], 1 <
J < t, every (t—1)-row restriction At and every t-row restriction Vg = (1n | A)s
are invertible. Restrictions of A to at most t — 1 rows are surjective.

Proof. For indices in increasing order,

det Ay = (H ai> H (0 — o), det Vg = H (o — o).

i€T i,j€T ©,jES

i<j i<j
Both determinants are products of units. A smaller row restriction extends to
an invertible block and is surjective after coordinate projection. a

Lemma 4 (Correctness and privacy). Reconstruction is correct, and any
|T'| <t shares are uniform over RLT‘ independently of s.

Proof. Interpolation through Vs yields » ;¢ (9 F(a;;) = F(0) = s. For privacy,

write fr = slp + Apr and apply the surjectivity in Lemma 3 to uniform r. 0O

Lemma 5 (Monomial differences are units). If ¢ is odd, any two distinct
monomials in {1,z,...,2*" "} have a unit difference in R,.

Proof. For 0 < e < 2n, set h = 2n/ged(e,2n) and z = z°. Then h is even,
2M? = —1, and (1 — 2) Z?fo_l 27 = 2. Thus 1 — z is invertible modulo odd ¢;
multiplication by a monomial gives the claim. a

Lemma 6 (Balanced rounding). Each output has exactly L™ preimages, so
modulus switching preserves uniformity. For odd L, every v € Ry satisfies

Livl,=v+p (modg), peR, |ple<(L-1)/2

Proof. Translation by L on Z, maps the preimages of one rounded value bijec-
tively to those of the next, so every scalar output has L preimages. Taking the
product over n coefficients gives L™. For odd L, set p = L|[v],/L] — [v],; each
coefficient lies in {—(L —1)/2,...,(L —1)/2}. O
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A.1 LWR terminology and the CKKS interface

The main security theorem uses RLWE; the following definition only identifies
the rounded-product form.

Definition 6 (Learning with rounding). For a fixed uniform secret s & Rqs

a ring-LWR sample is (a, |as],), where a & R,. Decisional ring-LWR asks
to distinguish polynomially many such samples from (a,u) with independent

u & R.. Ordinary LWR replaces the ring product by (a,s) for a,s € ZZ and
has scalar output in Z,..

The core approximate-decoding profile fixes both an encoded target and its
public error budget. The malicious exact-output profile adds the separate se-
mantic conditions of Section 7.3.

Definition 7 (Approximate noisy-linear FHE (CKKS)). Let Ay > 0
be the public scale at the ciphertext’s current level, and let ogoi: R — C™/2
be the canonical embedding restricted to one coordinate from each conjugate
pair. For public bounds B, Be, €enc, a ciphertext is admissible for an intended
vector z € C"/? if there exist an encoded polynomial 7 € R and an error e € R
satisfying

b—as=1m+e (modq), ||| <Bm, lelloc < Be,

Oslot (m)

—Z
At

S 5enc .

oo

If B,, + B. < ¢q/2, then decoding returns

‘ _ B
outor( = a5)) ypec(s, ct) — ) < cane + 2

Dec(s,ct) = A , < AL

Here ||osiot(€)]|oo < nlle]joo converts the coefficient-error bound to a slot-error
bound. CKKS has no plaintext modulus p and does not require A = ¢/p; unlike
BFV, its decoded output retains the phase error.

B Full threshold-decryption interfaces and proofs

This appendix specifies the execution interfaces and proves correctness.

B.1 Formal security interfaces

We require ciphertext privacy and UC security for strong threshold decryption,
including incomplete sessions and recipient-specific message delivery [6,5,31,12].
KLLT26 counts queried identities separately for each ciphertext [17, Def. 2.10].
Plaintext release counts published responses for a canonical ciphertext; output
readiness counts responses received by a particular recipient.
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Execution model. A static semi-honest adversary A fixes C' C [N], |C] < t,
before setup and oracle queries. Corrupted parties follow the prescribed compu-
tation when participating; their states are exposed, and the adversary controls
the order and delay of network deliveries. Requests, concurrent invocations, and
responder sets may depend on the preceding transcript; the corrupted set re-
mains fixed. We use authenticated public channels F,n and a random oracle
Fro for Hy with classical queries, restricted to one key-generation instance and
domain-separated from the base FHE. The key identifier contains the UC session
identifier. Commands referencing unknown or wrong-session records fail type
checking without changing state. Invocations under one key share label, publi-
cation, and response tables. A local identifier ssid names a party’s decryption
context within UC session sid, without changing the input to Hy.

Definition 8 (Ciphertext privacy). For every static C' with |C| < ¢, IND-
CPA security holds when (sk;);ec is additionally given to the adversary. The
two challenge messages have identical public encoding parameters, and | Pr[3’ =
B] — 1/2] is negligible. This experiment has no honest partial-decryption oracle;
the following functionality specifies the leakage of such responses.

Key and admission interfaces. The hybrid resources in Definition 12 are
specified below; as in [31, Sect. 3.1], the key resource is parameterized by a
key-generation algorithm.

Definition 9 (Key interface).

The resource Fxg[KGen, &] specifies a joint sampler for application keys and
stored setup state, with key marginal exactly KGen, including public/evaluation-
key and share correlations. The fixed specification £ determines setup events,
public disclosures, successive disclosures {¢ to the corrupted set, and local readi-
ness conditions. The first setup request samples the record once; only coins and
algebraic outputs are presampled, not future scheduling decisions. Repeats reuse
this record; keys and shares cannot be altered, replaced, or resampled. Real par-
ties store their shares privately; the ideal service stores the joint record and
reveals to S only the items and events authorized by £. For £ = @, initialization
reveals exactly (pk,skc) to S and queues independently delayed key-ready no-
tices. Otherwise each event releases only its enabled items, and readiness requires
the specified conditions. There is no phase-specific abort command, and no claim
about the sampled distribution conditional on delivery. For KGen = ThKeyGen
of Figure 2, the application shares are the independent sharings Share(s) and
Share(0). The trusted setup in this section uses £ = @. A DKG replacement
must realize the specified pair (KGen,§) or justify a secure conversion to this
interface.

Definition 10 (Admission interface).

The resource Fagm records the specified Enc/Eval procedure, with public ci-
phertext bytes, identifiers, input dependencies, and output parameters. Encryp-
tion uses fresh base-scheme coins; evaluation uses registered inputs and allowed
circuits. An honest input and its coins are not disclosed by registration; the
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same resource is used on both sides of the realization statement. There is no
arbitrary-ciphertext import, and aliases of identical canonical ciphertexts use
one record. An admitted record contains the private target v, of Definition 5:
the BFV plaintext m, or CKKS encoded target m., fixed by the computation
and encoding. Only the ideal service receives this target before authorized re-
lease; it is not adversarially asserted or chosen after seeing the secret phase. The
specified procedure guarantees the noisy-linear equation and rejects inconsistent
records; this is not a public test of secret-dependent ciphertext noise. Realizing
this admission interface is separate from threshold decryption, as is standard for
restricted FHE decryption [5,31].

Atomic publication. The simulator submits a deterministic Boolean circuit
M : {1} UV, = R,, where V, is the finite, publicly encoded target space.
Public parameters bound its size polynomially, sufficiently for interpolation and
rounding. Before accessing the target, the functionality checks syntax and size;
canonical reduction of the output makes evaluation total. The circuit has no
oracle gates, share input, or secret-phase input and is not transmitted. At the
first publication reaching ¢ counted identities, S fixes M before learning v,;
response exposure, counting, and target release form one transition.

Shared request and state rules. The core and verifiable interfaces use
the following rules, with the additional validation checks specified below for the
latter. For a key-ready party, Bind(ssid, 7) immutably associates a local context
with an admitted ciphertext and returns its bound notice. In an active context,
PDec replays an existing response or creates a pending ticket e = (7, 4, serial) with
fresh serial; duplicates coalesce. An unready FinDec returns Lpotready Without
closing the context. Cancel stops new work and detaches the context’s requests;
a ticket is canceled only if no live context needs it. Bindings, published responses,
counts, queues, received records, and outputs persist across retries and contexts,
including canceled contexts, which may still receive and finalize existing records.
Silence remains pending; there is no global decryption abort or timeout.

Definition 11 (Strong asynchronous functionality).

For an admissible (KGen,¢), t < N, and IT € {bfv,ckks}, functionality
F3renelKGen, N, t, IT, €] uses the key/admission interfaces and atomic publica-
tion rule above. Commands carry (sid, kid); invalid requests have no effect and
repeats reuse records.

(1) Setup and admission. On the first KeyGen, sample once; release keys,
corrupted views, and individual readiness notices according to Fxg[KGen, ¢].
After public-key release, forward Enc/Eval to admission. For each admitted
(7,ctr,v;), initialize Seen, = C and empty response, receipt, ticket, and
output records; disclose only public data. Aliases share these records.

(2) Requests. Apply the shared request rules; notify S of each pending honest
ticket.

(3) Publication. On CommitPart(e, 7, M) from S, require a live unpublished
ticket, T = Seen., and the public circuit checks before target access. Put
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w = L when |T' U {i}| < t, and w = v, otherwise. Atomically expose and
store (7,4, M(w)), complete e, add i to Seen,, and queue the immutable
packet for every recipient, with immediate self-receipt. At the first crossing
also send (Open, 7, v, ) to S. Corrupted publications store only the prescribed
response on the actual sk;; their identities are already counted.

(4) Delivery and output. On ReleasePart(7,1, j), deliver an existing queued
packet to key-ready, locally bound j and insert ¢ into D, ; once. Deliveries
are independent. On FinDec(ssid, S) for bound 7, require |S| = t and S C
D, ;; otherwise return Lotready Without closing the context. Return m., for
BFV; for CKKS, recompute y = Combine(pk, ct-, S, (pi r)ics) and return y
if OutOK,(vr,y) = 1, otherwise Lpagr,. Record the output under (7,5) for
reuse and notify S; no final approval is required.

(5) Cancellation. Apply the shared state rules.

Real wrapper. The wrapper IIthrye implements these state and delivery
rules. A live request runs PartDec and publishes atomically, without a proposed
responder set; the sender retains its packet immediately. Other recipients store
authenticated, correctly typed packets, buffering arrivals until key readiness and
local binding. Retries reuse bytes; KLLT26 instead resamples flooding on each
invocation [17, Sect. 4.2]. A ready FinDec runs Combine locally. The private-
target CKKS check occurs only in the ideal service; correctness and simulation
bound its failure. Bind/Cancel require no network agreement, and authentication
does not prove correct computation of a response.

Definition 12 (UC security for strong threshold decryption). Fix an
instance (KGen, N, t,I1,&) and let G = (Fauth, FRO, Fadm) With Fagm as in Defi-
nition 10. For every PPT adversary A in the stated model, there exists a PPT
simulator S such that, for every PPT environment Z and polynomial-length
auxiliary input z,

| Pr [EXECHIER S (10, 2) = 1]

g A _
— Pr[EXECS sy kgenvtings.z(12) = 1]| < uch).

Negligible ¢, gives UC realization in this hybrid [6]. The comparison includes
all packets and honest outputs under interleaving, cancellation, alias retries,
recipient-specific delivery, and more than ¢ responses.

Remark 2 (Asynchrony and composition). No responder-set agreement or
common delivery order is required. Once any ¢ prescribed packets reach a bound
recipient, its next final-decryption activation requires no further approval. Out-
put requires fair local activation/delivery, ¢ willing responders, and a recipient
request; |C| < ¢ alone does not ensure N — |C| > t. Malicious security addition-
ally requires the verifiable protocol and proof below. Replacing Fke by DKG
requires the same joint key distribution, compatible setup delivery /failure se-
mantics, and a composable simulator for its public transcript [6]. The oracle is
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not shared with unrelated protocols; quantum-superposition queries lie outside
the theorem [7]. In Section 7.1, gy counts all distinct queried candidate labels,
including discarded hash queries; local invocation identifiers do not increase the
number of distinct mask inputs.

B.2 Full correctness proofs
B.2.1 Proof of Lemma 1.
Proof. Set P.(Y) = aF(Y) 4+ Ho(7)G(Y'), where F(0) = s and G(0) = 0. By

Lemma 6,

Lp; = Pr(o;) + pi (mod q).
Changing the lift of p; by a multiple of r changes Lp; only by a multiple of q.
Interpolation gives Y, A{ Pr (o) = DP,(0) = Das (mod gq), and substitution in
zg yields (7). The same argument applies to any such P.; Lemma 2 gives the
norm bound. a

B.2.2 Proof of Theorem 5.1.
Proof. Substitute b —as = Am + e (mod ¢) into (7) to obtain

2s = DAm+es (mod q), es :DefZ)\iSpi. (28)

€S
The norm bound in Lemma 1 implies |leg|lcc < ¢/(2p). The p scaled plaintext
representatives Aj in Z, have circular spacing ¢/p, so coefficient-wise rounding
recovers Dm mod p. Because D is a power of two and p is odd, multiplication
by D~ mod p recovers m. O

B.2.3 Proof of Corollary 5.1.

Proof. By (7), zs = D(1; +e;) — Y. ;cg A pi (mod q). The right-hand side has
coefficient norm at most D(B,, r + B.) + B(S) < ¢/2, so this is equality of
centered representatives in R. Every embedding root has modulus one, hence
losiot (W) |loo < nl|w||oo- Linearity and (5) give

‘ ’ <”(BE+B<5>)+VT_

o A, D
Equation (11) gives OutOK, (7, Y, s) = 1; approximating z, by ogiot (110 )/Act.,
adds €enc,r- The argument is pointwise in the keys, oracle answers, ciphertext,
and responder set, so it holds for every admitted label and qualified set, even
when selected using the preceding transcript. a

Remark 3 (CKKS scaling). Multiplication by D requires (10), beyond B,,, -+
B, < q/2. CKKS retains residual error, so (10)—(11) must hold alongside the se-

curity bound on L = ¢/r. Deterministic responses and Num, give identical out-

puts for fixed (7,.5) across recipients and retries; different qualified sets may dis-

agree. Correctness assumes no distribution or independence of rounding residues;

joint response/output simulation is proved separately.

Oslot (mT)

NumT(zS) — A
ctr
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B.3 Verifiable decryption: functionality, protocol, and simulator

For 2 < t < N and static |C| < ¢, retain the numerical algorithms, labels,
and shared state rules. Replace ideal admission by the local validation below,
and bind responses to DKG shares in the local-ZK hybrid (Theorem 7.3). BEV
returns Combine; CKKS returns - (Combine) under Section 7.3’s additional con-
ditions. First exposure advances the privacy threshold; verified receipt enables
reconstruction.

]:-mal,com

Functionality F¢ 1 rye |

1. KeyGen;: invoke DKG Init; on (sid, kid).

2. R6 evidence: accept well-typed honest C; from S without openings; re-
quire corrupt C; to open to its actual ideal pair. The first successful
Done(i, 6) requires a complete valid commitment table with one entry
per party and makes the table immutable. Deliver Ready; when its local
DKG readiness conditions hold.

3. Accepted DKG PublishKey: enable Enc/Eval and execute the input-proof
and local-validation rules below, including their private checks, sampling,
failures, and recipient-specific arrivals.

4. First local admission of (7,ct;): internally store v, = Decl(s,ct,), set
Seen, = C, and initialize missing application state once, preserving
previously buffered records. Further admissions and alternate validation
records reuse this state.

5. Exposure (e,T, M) from S: require a live honest ticket, T = Seen,,
no published (7,7) response, and M satisfying the atomic-publication
checks above; otherwise reject without target access or state changes.
Use the core functionality’s atomic counting and target-release rule to
store/expose (kid, 7,4, C;, M (w)), complete e, and queue this immutable
message for all recipients. Fix one proof task per j # i, persisting after

cancellation.

6. Delivery and validation events: apply Process below.

7. FinDec(ssid, S): require |S| =t and S C D}; otherwise return Lnotready
without closing the context. Return v, using the output record indexed
by (,.5), without final adversarial approval.

8. Cancel: apply the shared rules, preserving proof tasks and sessions.
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Verifiable decryption protocol I1,jimbon

Store the final shares and commitment randomness (f;, g;, ;) after the R6
checks; public records may exist earlier.

1. Enc;(u) after key publication: sample w with the declared encryption
distribution. If Validlnput, (¢, w) = 0, return Loy without a root or
proof task. Otherwise publish ct = Enc(pub, u; w) and its root record, then
invoke (VO0) for each j # ¢; record the honest sender’s self-acceptance.

2. Eval or a wvalidation-record arrival: recompute the public evaluation
records and update local admission by the validation procedure below.
Return the evaluated ciphertext; evaluation does not require plaintexts.

3. Ready live request bound to 7 with Adm;(7) = 1 and finalized commit-
ment table: compute p; » = |[arfi + Ho(7)gi]q]r- Publish and retain the
authenticated response (kid, 7,4, C;, p; - ), atomically fixing one persistent
proof task per j # i. Each task subsequently invokes local ZK session
(sid, kid, part, 7,4, j) with « = (sid, kid, 7,¢, C;, pi », h+), hr = Hoy(7), and
witness (f, g, 9, p) satisfying (V1).

4. Delivery and validation events: apply Process below.

5. FinDec: apply the functionality’s output checks and rules for record-
ing and reusing outputs; return Combine for BFV and @,(Combine) for
CKKS. Retries and Cancel use the common rules.

Straight-line simulator S,

1. Setup: run Sp at its prescribed events. At R6 supply honest C; =
Com((0,0);%;) and source notices; check corrupt references/openings
against actual ideal pairs.

2. Inputs/evaluation: publish the honest ciphertext records supplied by the
functionality and emulate their prescribed ZK tasks without witnesses.
Read corrupt (V0) witnesses from actual local-resource submissions; for-
ward them privately for validation. Replay public evaluation computa-
tions and schedule each record/proof arrival independently, preserving
local admission.

3. Exposure ticket, T' = Seen,: if |T'| < t—1, provisionally sample u; , & Rq
and propose M(-) = |u;r|r. At |T| = t — 1, interpolate @ of degree at
most t — 1 by

&(0;v) = b, — EncTarget..(v),
P(aj;v) = ar fj + Ho(7)g; (G €0), (S1)
D(o;v) = uj - (jeT\CO).

Propose M (v) = |®(ay;v)],, M(L) = 0; after accepted exposure retain
P! = &(Y;v,). Later first responses use M(-) = | PL(c)] .
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4. Accepted exposure: store the unrounded value or polynomial P.. Re-
jected/canceled proposal: discard it. Stale proposal: recompute for the
live ticket/current T'. Retry: replay the published response.

5. Transport: schedule from notified tickets, published responses, resource
notices and outputs, using the emulation rules below.

Common execution rules. Each rule below applies to the functionality, protocol,
or simulator it names.

Setup and contexts. On the same (sid, kid), KeyGen, = Init; uses the DKG
functionality’s single sampler and start, phase, candidate, abort, replay and
pending rules; a party need not wait for other parties to become ready. The
real protocol uses six-wave DKG, R6 certification (D1), finalization of the com-
mitment table, and Section 6.3’s publication wrapper (prescribed DKG callers
and public R4 checks). After the first R6 completion notification is delivered,
new source proofs, updates, and transfers are rejected; historical receipts remain
verifiable. Enabled PublishKey permits public operations and local validation
even before candidate/readiness conditions hold or after abort; records persist.
Honest binding/decryption requires local readiness, validation, and a finalized
commitment table. Input proofs add communication, not a DKG wave.

Input proofs and public evaluation. Fix public Enc/Eval code, finite
message and randomness spaces, an allowed set of circuits and parameters, and
polynomial-time ValidInput,,. This predicate checks message and randomness
formats, canonical encodings, membership in the declared randomness support,
and coeflicient bounds of the output and correctness conditions. Support mem-
bership checks permitted values, not their sampling probabilities. Honest encryp-
tion samples its declared distribution without resampling; corrupt encryption
may choose any accepted witness. For root = (sid, kid, input, ¢, £, pub, pp, ct),
with fresh honest serial ¢, session (sid, kid,input,i,¢,5) for j # i proves the
relation (VO0) (with encryption randomness denoted here by w). Each evalua-
tion record gives its full polynomial-size public circuit, ordered canonical parent
records, output parameters and ciphertext. Check every operation, ciphertext
format and parameter, and recompute every node by Eval, using checked ex-
plicit public randomness for randomized evaluation. Each input edge requires
its complete source record, including its verified ancestry; bare ciphertexts or
unsupported imports do not suffice.

Local ciphertext-validation procedure. At j, buffer authenticated
records and matching (V0) acceptances in either order, including before readi-
ness. Key publication and every record/proof arrival process all newly enabled
nodes topologically. Set the local flag Adm;(7) = 1 iff the complete received
evaluation circuit passes public checks, each root has matching local acceptance
(or honest self-acceptance), and every statement matches the published key and
output specification. Admission at j does not wait for other recipients. The
local-ZK rules below allow a proof session to start before its statement is regis-
tered (an off-registry session) or its record published; witness submission alone
neither publishes nor admits a record. Immutability is per recipient/session;
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match corrupt equivocation against complete records without global first-record
selection or agreement. Canonical 7 = Encode(kid, pp, ct) excludes record/proof
serials and input dependencies: alternate validation records share exposure,
response, and output records. Records, acceptances and local flags persist after
cancellation/setup abort. No admission functionality is supplied.

Ideal execution of input proofs. Honest Enc; privately receives pu, per-
forms the same checks/sampling, and publishes only its root before enabling
proof sessions; failure creates none. For proof sessions initiated by corrupted
parties, S forwards actual submitted (z, u,w) privately; check (V0) and repro-
duce immutable valid-start/acceptance events, including before record arrival.
Run the same public/local validation procedure. Honest inputs/coins are nei-
ther requested from nor disclosed to S. DKG and decryption share one internal
(pub, s, F, G) with F(0) = s, G(0) = 0; s persists after publication/abort; no
command in this interface returns it to the simulator or any party. Dec} is BEV
decryption or finite CKKS Decff); its stored target in finite V; stays private until
authorized release.

Local ZK and public checks. Use a separate ideal ZK session Fzk for each
sender-recipient pair, following the commit-and-prove pattern of [8, Sect. 7.1].
Acceptance is specific to that recipient and session; it is not a transferable NIZK.
A private valid (Prove, zkid, z, w) stores z, notifies A of (zkid, 7, j, ), and enables
scheduled authenticated acceptance at j without revealing w. The first valid
input fixes even an off-registry session; invalid inputs preserve state, conflicts
give no acceptance, repeats reuse records, and admission never resets them.
Public checks require Adm;(7), canonical encodings, key/identity/label, C; =
KeyComl[i], pi.r € Ry, hy = Hp(7) and matching local acceptance. Check the
hash externally; the NP circuit uses constant h, without an oracle gate.

Delivery: Process(r,j). In both worlds, discard wrongly tagged arrivals;
buffer well-typed responses and verifier-local acceptances independently, even
before validation/readiness/binding. Arrival, local admission, commitment-table
finalization, readiness, or binding processes all eligible buffered pairs for affected
(7,7) in the same activation, without another S command. Finalizing the com-
mitment table triggers processing for all pairs; Ready; triggers processing for all
of j’s contexts. Insert 7 once in D7} iff matching arrivals pass public checks, the
commitment table is finalized, and j is ready/bound to 7 with Adm;(r) = 1.
Queued records cannot enter the verified set before receipt at j; honest self-
receipt is immediate. In the ideal execution, a response from a corrupted party
must also be the prescribed response on its actual ideal pair; other traffic creates
no response-table entry.

Retries and cancellation. The shared rules apply also to ZK: retries reuse
proof sessions; cancellation preserves pending proof tasks, sessions, acceptances,
and buffered records.

Simulator interface. Run A; emulate source/ZK resources and all corrupt
submissions (including off-registry validity, conflicts and repeats), retaining wit-
nesses. Check source-pair consistency only at registered public checks. Honest
notices use published responses/persistent tasks, no honest witness, and the sup-
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plied unprogrammed oracle. Set EncTarget, (v) = (¢/p)v for BFV and Lift,(v)
for CKKS; the public total polynomial-time lift makes (S1) admissible even if
nonlinear. The functionality handles private Bind/Cancel and buffers; S requests
no private context, honest canonical share or early target. Rejected proposals
change no stored record. Without local validation, honest Bind/PDec has no
effect and FinDec returns Lnotready; Other readiness/failure rules persist. A new
recipient never resets Seen, or creates a second response.

C Distributed Setup: Specifications and Variants

This appendix specifies setup; Sections D.2 and D.3 prove its security.

C.1 Underlying key generation and compatibility

Definition 13 (Key generation with additive shares and DKG syntax).

A backend IIg generates a public record pkg, including all evaluation keys, and
private additive shares s394, ... 5334 € R, with Y j s?dd = s. Its specification
fixes their joint distribution, auxiliary state, public transcript, and permitted
message-delivery sequences. The sampled backend record consists of its random-
ness and key outputs, excluding subsequent adversarial delivery decisions. Let £-
denote the current backend view of the statically corrupted set C': their available
additive shares, stored randomness, and messages received so far. No uniform dis-
tribution is assumed for the additive-share vector s34 = (S?dd) jen]- The com-
piler DKG[ITg](1*,1%,1%) runs this backend and privately delivers sk; = (f;, g;)
and the common public record to each party completing setup. Backend state
and dealing coins may be retained.

Key-distribution and modulus compatibility. To obtain the trusted key
distribution of Section 5.3, the backend’s joint (pkg,s) distribution must equal
that of the specified base-FHE key generator, including evaluation keys and their
correlations. The additive reconstruction identity alone does not imply this con-
dition. Shares must lie in the application ring R,. Reduction from a backend
modulus Qg requires ¢ | Qo and compatible base keys; arbitrary integer repre-
sentatives need not preserve reconstruction. The exact-integer-opening variant of
Lemma 7(iv) removes divisibility only for sharing; compatibility of the retained
public and evaluation keys remains required. In the prime-Qq option of [20,
Sect. 4.1], taking ¢ = Qo is incompatible with 1 < r < ¢ and r | ¢. A compatible
composite-modulus backend is not excluded, but its parameter and exactness
conditions must be established.

Definition 14 (Setup interface and security). Fix C' C [N] before setup,
with ¢ = |C] < t. The backend-adapted setup interface samples one backend
record according to its declared distribution and independent polynomials of
(14). Tt sets f; = F(a;) and ¢g; = G(«;) and supplies the aggregate values
fco, gc privately to the simulator once this record is sampled. The public record
and updates to ¢ are released at their specified backend events; this does not
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disclose future received messages early. Honest key-ready notices obey the ac-
tual backend-output and all-contribution receipt gates, without resampling when
messages are withheld. Only shares, public data, and readiness are applica-
tion outputs; retained backend state belongs to the corrupted setup view. Let
ThKeyGeng denote the application-key generator obtained from this joint sam-
pling distribution by outputting the public record and (f;, g:)ie[n]- Let £g denote
the setup-view profile of Definition 9 with this joint backend record, corrupted-
share release at sampling, and the publication, message-delivery, and readiness
rules just stated. Thus the setup resource is Fxg[ThKeyGeng, &g].

A secure realization simulates retained coins, visible messages, metadata,
delivery order, concurrent sessions, and incomplete executions, respecting each
item’s release time. Sharing security is in the backend and authenticated private-
channel hybrid; full DKG requires a composable realization of that backend
interface. To realize the original Fkg[ThKeyGen, @], whose simulator receives
only (pk, sk¢), the application-key distribution must be that of ThKeyGen and an
additional simulator must reproduce {¢ and each delivered part of the backend
transcript from those permitted outputs with the same joint distribution. Charge
this additional simulation error separately; the output distribution alone does
not establish transcript simulation.

For threshold decryption, use F3eye(ThKeyGeng, N, t, I1,&g] from Defini-
tion 11. The trusted instance additionally requires the compatibility and tran-
script simulation above; corruption remains static.

C.2 Key-generation protocols and mask sharing

Backend instantiation. MHP"26 [20] supplies a concrete additive-key archi-
tecture for sparse-key threshold CKKS. We retain its keys and its costs for sparse-
secret generation, temporary threshold encryption, and public/evaluation-key
generation, including temporary noise flooding. Its main public/evaluation-key
generation variant has party-dependent noise, so the joint-distribution and mod-
ulus conditions above require separate verification. Its static honest-but-curious
analysis, including circular security for evaluation keys, does not establish the
entire composable interface of Definition 14.

Rounds and availability. The sharing wave of Section 6.1 can include zero
shares in existing key-resharing messages. In [20, Sect. 4], additive shares become
available after round three and may be re-shared during the fourth and final
round, alongside evaluation-key completion. Thus one additional wave bounds
the sequential construction, not this integrated schedule; the full DKG is not one-
round. Completion requires every prescribed contribution and backend output.
Withholding can block setup, and no timeout selects a new dealer subset.
Mask sharing and the key-generation schedule. The architecture of [20]
opens the masked value in (15) and forms additive shares s?dd =4im—1f;. It
already samples masks early [20, Sect. 4.2] and reshares in its final round, so (16)—
(17) claim no further round reduction. They rearrange standard resharing [21]:

add

reshare s3°¢ = ¢;m — fl; for public 37, ¢; = 1 and collect the public offsets at

aggregation. Taking ¢; = 1 and the others zero avoids division by N.
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Lemma 7 (Sharing private masks and adding the public opening).
Assume the semi-honest construction above, with exact independent coefficient
sampling, and a backend satisfying (15). Replace steps (2) and (3) by (16) and
(17). Then the following hold.

(i) (Output distribution.) Conditional on the sampled backend record, f; =
F(a;) for the polynomial F of (14) with ag = 3_; Aje, which is inde-
pendently uniform in R, under the prescribed sampling; the conclusion of
Theorem 6.1 is therefore unchanged.

(ii) (Privacy of a dealing.) For a fized coalition C with |C| < t and an honest

dealer j, the received values (IN(j(ai))iec are uniform in R!ZC| and inde-
pendent of fl;.

(iii) (No inverse of N.) This sharing step never divides by N, so the prime-Qq
option of [20, Sect. 4.1] is not required by that step.

(iv) (Changing the sharing modulus.) If (15) holds in R without wrap-around,

reduce it modulo any admissible application modulus ¢ and sample Aj, &
Ry. The resulting shares lie in R, without requiring q | Qo.

Proof. For (i), substituting (16) into (17) and using (15) gives

N

N t—1 t—1
fi=m =3+ 3 (Y A5 )al =5+ Y acal.
j=1 =1 =1

Jj=1

A sum containing one uniform independent summand is uniform and indepen-
dent of the remaining ones, which gives the coefficient distribution. For (ii),
every «; is a monomial unit, and Lemma 5 shows that the pairwise differ-
ences of distinct points are units for odd ¢. For ¢ = |C| > 0, the first ¢
columns of the evaluation map (Aj¢)e — (30, 4;0%)icc have determinant
[lico @i [lick, i kec (o — @i), which is a unit. The map is therefore surjective
for ¢ < t—1 and sends uniform coefficients to a uniform vector, which additively
masks the constant term. For ¢ = 0, the claim is vacuous. Claim (iii) is immedi-
ate from (17), in which m enters with coefficient one. For (iv), an identity that
holds in R reduces to every quotient R,, and the dealing coefficients are drawn
in the target ring rather than transported from R, . a

Claim (iv) remains unverified for [20]: it requires consistent integer repre-
sentatives, an exact opening, and an aggregate no-wrap bound at the opening
modulus, including failure probabilities. A scale gap or modular identity does
not suffice: lifting the latter may introduce an unknown multiple of the modulus.
The six-wave construction below instead cancels uniform masks directly in R,
using explicit temporary-HE embeddings. Preparing shares before m requires
early access to each private mask; Remark 7 states the additional simulation
obligations, beyond the composition theorem’s subsequent sharing wave.

Remark 4 (Sampling). For each coefficient, rejection sampling retains blocks
of J independent w(q)-bit candidates and uses the first below ¢, repeating if nec-
essary. A bounded implementation reports setup failure after one unsuccessful
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block. Couple their retained coins until this event. Since each rejection has prob-
ability below 1/2; their complete views differ with probability at most

Esamp < 2N (t — 1)n 277 + exq,

where ekg is a separately established backend key-sampling discrepancy or failure
probability. This bounds the sampled record and all partial transcripts, without
conditioning on completion or selecting a different dealer set after failure. For
the additive profile below, replace the coefficient count 2N (t—1)n by N(N —1)n.

C.3 A deterministic CKKS refinement

Remark 5 (Deterministic canonical-norm refinement for CKKS).

Keep the original coefficient-norm no-wrap condition unchanged. Let o; range
over the canonical embeddings of the cyclotomic field. For normalized reconstruc-
tion weights £ = \? /D, define

Acan(S) 1= max 3" |0 (¢9)] < Mi(S)/D.
€S

The slot-error bound can be sharpened to

n L—-1

A (Be + 2/1can(S)> + Us. (29)
ctr

The proof in Section D.2 applies each embedding to the same integral residues

as Lemma 1. This deterministic estimate needs no independence premise, but a

uniform guarantee requires a proved bound over every qualified set; sampled-set

measurements do not justify revised parameters.

C.4 Additive sharing with all parties required

Definition 15 (Additive profile). For the separate access structure requir-
ing all N parties, retain f; = s?dd and omit key re-sharing. Each dealer j samples
a uniform vector (y;1,...,Yyjn) € szv with sum zero by choosing N — 1 coordi-
nates independently and setting the last to minus their sum. Privately send each
recipient ¢ its coordinate and set g; = > i Yii- Then g is a uniform additive zero

sharing independent of the backend. Use the same canonical labels and response

pi = llafi + Ho(7)gilqlr

Combine all N responses by

N
2= [b—LZpi] : (30)

For BFV output |z],. For CKKS use a public deterministic numerical decoding

add

2% with error at most v, from oyt (2)/Act, . The reconstruction weights

map Num
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and scale are 1 independently of the Ring—Shamir definition of D. This is a sep-
arate profile, not a substitution ¢t = N in that definition. We write Th KeyGenadd
for the algorithm that samples the selected backend’s joint public/evaluation-
key and additive-key-share distribution, independently samples the uniform ad-
ditive zero sharing above, and outputs the public record and (f;, gi)ie[N]. Its
application-key instance is f?rtgFHE[ThKeyGenadd,N, N,II,2] of Definition 11.
Let fédd follow the sampling and release rules of Definition 14 for this additive
distribution; readiness requires the backend output and all zero contributions.
The retained-state setup is Fig[ThKeyGen®® ¢399] and its online instance is
Fr e[ ThKeyGen® ™ N, N, 1T, £3%] of Definition 11.

Theorem C.1 (Additive correctness). For every additive key and zero shar-

ing and every admitted ciphertext, there are integral residues p; with ||pillco <
(L —1)/2 such that

N
zzb—as—Zpi (mod gq).
i=1

BFV correctness holds if B + N(L — 1)/2 < q/(2p). For CKKS, sufficient
conditions are

Bpr + Be + N(L—1)/2 < q/2, (31)

L (Be+ N(L = 1)/2) + vr < edecr (32)
Act,
The strong-security proof for threshold decryption in Theorem D.2 has resid-
ual dimension k = N — |C| — 1, mask bound kB,, and output-shift bound B..
In this precise sense the reconstruction and simulation factors are D = 1 and
I' = 1. The backend fixes the key-share distribution, which need not be uniform,
and must separately ensure ciphertext privacy given the corrupted setup view.
Zero dealing still costs N(IN — 1)nw(q) share bits and one wave unless a speci-
fied backend schedule carries it already. Each response remains one R, element,
or nw(r) bits. Any numerical saving from the smaller factors requires matched
security, precision, and modulus conditions.

C.5 Malicious setup functionality and resources

Use the static coalition, base-key distribution, and ring parameters of Section 6.3,
and put ¢ = |C|. The functionality distinguishes candidate disclosure, abort,
public-key publication, and recipient-local key delivery.

Functionality ]—'é’,i\épl

1. Init; (i € H), first call. Insert ¢ into I = By and notify S of Started(7),
even after abort. If I = H, active, and unsampled: fix corr D corr,
|corr| =t — 1; sample (pub, s) < KeySampp(1*) once and, independently,
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(fi,9i) & Rg for 4 € corr. Interpolate the unique degree-< t polynomials
F(O) = s, F(Oéi) = fi, G(O) =0, G(Oéi) = g; (Z S cAo/rr),

and set all remaining pairs to (F(o;), G(o)).
2. Done(i,r) from S. Require

i€ H\B,, HCB,_;, 1<r<6, active V (success AT = 6).

Insert ¢ into B,.. The first insertion into Bj releases KeyCandidate(pub)
only to S; the first into By releases ShareCandidate(( f;, g:)icc) only to S,
hiding the padding. The first into Bg fixes success.

3. PublishKey from S. After KeyCandidate, release pub once, even after
abort.

4. ReleaseKey(j) from S, j € Bs. Independently deliver the queued Ready;
and privately provide, for application use, (pub, f;, g;) once.

5. Abort from S. Require no success and C' # @; permanently abort, even
before I = H. Record stage initial if Bs = @, key if Bs # @ = By, and
share otherwise.

6. ReleaseAbort(j) from S, j € I. After abort, deliver | once, including to
late starters.

C.5.1 Local resources and control The following rules complete the func-
tionality, protocol, and simulator. Only the simulator issues the ideal scheduling
commands; these commands do not authenticate real events. All commands carry
(sid, kid); invalid or disabled inputs do nothing, and repeats reuse records. Ini-
tially the key-generation instance is active and unsampled, with H = [N]\ C,
I = By =, and B; = --- = Bg = &. Never resample; abort preserves past
releases and enabled publication, while missing inputs and notices stay pending.
Honest sampling/domain failures are charged to Theorem 7.2. The hybrid pro-
vides consistent authenticated broadcast, authenticated private channels, sep-
arately delivered round completion notifications, and session-aware Fycp. A
party’s first Init publicly registers Started(i) even after abort and starts Rl in
that activation unless locally terminal. A party’s round-r completion notification
is delivered only after all required messages and receipts verify; for r < 6, its
delivery immediately starts R(r + 1). Delivery to one recipient does not wait
for delivery to others. Required message entries are immutable; ignore messages
with the wrong session, unauthenticated messages, duplicates, and messages for
rounds that have already closed. Only failure of a required current message or
check terminates the receiving party, which sends no later ok. Silence remains
pending. Other parties may continue until locally notified; a late first Init still
starts R1 if no local failure is known. No party restarts after its own terminal no-
tice. Readiness and failure notices have independent recipient-local delivery. For
public-key publication, a wrapper checks one immutable R4 packet per identity
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and every exact-statement receipt, bound to this key instance, certified output
handles, and the same preceding transcript. It decodes only designated public
outputs into canonical pub and registers that record once; invalid or conflicting
submissions have no effect. Honest parties invoke it automatically at verified
R4 reconstruction; corrupted invocations are actions of 4. Only DKG identities
may submit. This local resource call adds no message wave. Fycp supports the
following restricted operations. A handle identifies a registered value; its type
fixes the domain and encoding. A receipt attests that the prescribed verification
succeeded.
1. Commit registers a typed, immutable, owner-specific value and returns only
fixed public metadata, padded by type.
2. Prove accepts only registered stage relations on original owner handles and
authorized incoming references. Its receipt binds the exact public statement.
3. Transfer privately delivers a registered coordinate to its named recipient and
registers that same value for subsequent prescribed relations. Values trans-
ferred between honest parties remain private. Coin opening is the prescribed
public-opening operation.
There is no external honest-witness query, unrestricted relation, or post-protocol
export. A simulator emulating these local subroutines sees corrupted submis-
sions, not the adversary’s private tape, and may defer unexposed honest records.
These capabilities are part of the hybrid specification. A concrete commit-
ment /proof implementation must realize this entire interface.

Domains. Use the negacyclic temporary ring # = Z[Z]/(Z™™r 4 1) with
power-of-two nymp, and let #, = Z/v#. Temporary ciphertexts lie in Zg;
relinearization-key generation uses modulus M = PQ. This coefficient represen-
tation satisfies ||uv||oo < [lul|1||v||oo for integer lifts, as used by the error bounds.
Final masks and sharing polynomials lie in R,. Every output identifier o has a
fixed output module &7, and an explicit addition-preserving embedding Emb, of
its plaintext domain. For example, ¢ | Q, permits coefficient padding and mul-
tiplication by @Q,/q into a sufficiently large output module. Different rings are
not identified, and no inverse of N or uncertified integer opening is used. The
application, temporary-ring, and output-module dimensions are n, nmp, and n,;
each statistical bound uses the dimension of its sampled noise vector.

Use the direct-RLWE temporary HE of (42): its public key is available at
M, and lower-level keys are its projections. At each declared level its encryption
distribution is the R2 formula below with £ = 0 and the scheme’s prescribed
encryption coins. Its ordinary IND-CPA experiment includes the complete public
evaluation key (EVK) of the temporary HE, distinct from the application keys
produced by the key-generation circuit. The proof uses the explicitly defined
public auxiliary samples of Section D.3.1; Lemma 13 reduces that experiment
to IND-CPA with that public evaluation key and auxiliary RLWE. No honest
temporary secret or unused witness is disclosed by the resource interface.

The full tape circuit, input/output handles, encodings, witness domains, and
error distributions are fixed before execution. Use the temporary-HE hypotheses
and error bounds of Section D.3. The correctness bound must cover the com-
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plete circuit, level projections, embeddings, and all enlarged relinearization-key,
input, and output flooding noise. Theorem 7.2 assumes this bound; no concrete
parameter set establishes its feasibility here. Concrete resource realizations add
their UC/joint-state composition losses.

C.5.2 A candidate for the commitment/proof resource Garay et al.’s
multiparty extended committed oblivious transfer (Fnecot) [14, full version,
Sect. 6.2] supplies immutable bit commitments, Boolean gate relations, and pri-
vate transfer with a new recipient-owned commitment to the transferred bit.
For a candidate implementation, encode each value as a fixed-length bit vector
with session-, stage-, owner-, and handle-specific identifiers. Express the pre-
scribed domain and stage predicates as Boolean circuits on original and autho-
rized incoming handles; commit intermediate wires and prove their gates. For a
coordinate bit, use its original handle as both ECOT branch handles. Either re-
ceiver choice then transfers exactly that bit and registers it under the recipient,
supplying the incoming reference needed by later relations, including (D1).

The cited construction uses CRS and broadcast, DDH, and its specified UC-
ZK resources; the paper’s UC-ZK compiler additionally uses strong RSA or its
stated DSA assumption. We use only its static-corruption restriction, not the
adaptive theorem requiring erasures. A realization still needs proofs of exact
statement binding, recipient-local delivery, immutable values, concurrent ses-
sions, and joint-state setup security. The temporary-HE correctness condition
HE-Corr must be established separately.

If Breg, G, Byr, and Bop count registered bits (including intermediate wires),
proved gates, transferred bits, and opened bits, a concrete implementation must
account for

Bregccom + G(cgate + Bycy + Bopcop + Chneta;

where each unit cost includes its verifier fan-out and resource traffic. These
implementation-dependent costs and any additional communication waves are
excluded from the response-size tables.

C.5.3 Six-wave protocol The public setup samples independent uniform
apk, a; in Zp. The values hg; j,hi,:; below are intermediate relinearization-
key contributions; R3 combines them into the temporary relinearization key
(Kj,Aj);, used for homomorphic multiplication in the key-generation circuit.
We display one gadget column with coefficient ~y, suppressing column indices,
including on independent coins v; ; and A; = ). v; ;. Columns share temporary
secrets, with s"P = iszmp and u = Y, u;. Honest secrets follow Xtmp, Xu;
other honest randomness is independent except for the specified joint error dis-
tributions. Honest e?k follows the actual TempHE public-key error distribution,
and eq; ; < Xo,; follows the auxiliary-RLWE error distribution, independently.

For every honest ¢ and every column j, the R1 error is ey ; ; <£ [_Blm Bl’j]”tmp,
independently. (44) includes these radii and the independent uniform coefficient
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noise for row sums and input flooding; (1) bounds the public-sample simula-
tion error. Honest samples outside the required domains count toward 6., in
(45), including before R3 and when C' = &, rather than the conditional HE-Corr
bound. Every message and reference is bound to (sid, kid, stage, owner).

Protocol Il: rounds 1-3

R1: fixed state and noise rows. Party ¢ registers temporary secrets

5P ;, setup errors, a uniform random tape w; (the private bit string
used by the key-generation circuit), a uniform source mask fl, € R,, and

a uniform coin v; € #Z);. For each gadget column, it samples independent

i & [— By, By|"». It broadcasts and proves

pk

7 7

tm
by = —apks; © +e

tm tm
hoi = —au; +vs;" " + e, hi;=as; * +e1,.

For each output handle o, it samples a small row sum p;, and a uniform
ToW (Wissj0)je[N] € AN conditioned on Zj Wisjo = Pio; it commits the
row and proves its sum and domains. All bounds are part of the registered
relations. After checking, set b= " b;, ho = > hois hi = > hae

R2: coins, encrypted tapes, and row transfers. Open the registered
v; and set A = ) v;. Broadcast smudged encryptions of the registered
tape blocks and prove consistency. With fresh encryption randomness vepc
(distinct from w;), the sign convention is

Encem(m) = (benc + €0 + Emb(m) + &£, apkVenc + €1).

Privately transfer each w;_,;, to j with its stored reference.
R3: receipt status and relinearization key. If the R2 receipt checks
pass, broadcast and prove, under the original handles and exact aggregates,

k’i = (77,0 — A)S:mp + BlUi + ;-

Publish each combined k;, without separately publishing its two secret prod-
ucts, and set K = >, k;. All required statuses and proofs must pass. Using
the relinearization key (K, A), locally evaluate the fixed circuit

CKg(W1, ce ,wN) = KG*(w1 D--- @UJN>.

Its outputs are the required secret objects and final public/evaluation key
bytes, not the key-generation errors or random tape. Local evaluation adds
no message wave.
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Protocol Il5: rounds 4—6

RA4: output opening and commitments to mask and zero shares.
Set zio =,  Wi—ior On the prescribed evaluated ciphertext handles only,
broadcast and prove

— tmp _ tmp
Di,s = C1,55; + Embs(ﬂz) + Zi,s5 DPio = C1,05; + Zi,0

for the secret and public handles, respectively. For the sharing step, write
j for the dealer and ¢ for the recipient. Dealer j independently samples

3
Aj e, Bje < Ry and forms

t—1 t—1
Kj(V)=—fl;+ Y A Y  Zj(Y)=> Bj.Y"
=1 =1
Commit z;; = I?j(ai) and y;; = Z;j(cy); prove degree, evaluation, and

constant-term consistency, linked to the same source-mask handle. No nu-
merical x;;,%;, is transferred in this round. After verification, decode pub
and m=s+ ) fl, € R,.

R5: private transfer of mask and zero shares. After locally accept-
ing all required R4 commitments and consistency proofs, dealer j privately
transfers the already registered (z;,;,y;,:) to recipient ¢. Thus corrupted deal-
ers fix their polynomials before honest evaluations are disclosed. Check the
stored openings and retain self-contributions locally.

R6: final status. Broadcast the prescribed receipt/verification status.

Party 4 retains
fi=m+szj,i, gizzyj,i~
J J

Delivery of its R6 completion notification queues a key-ready notice; delivery
of the latter enables use of the stored pair. The first delivered R6 comple-
tion notification fixes success, independently of other recipients’ deliveries.
A required-message or verification failure terminates locally; no dealer is
dropped and no sharing polynomial changes. Pending is not success. The
final-share proofs below are carried in this same wave.

Simulator Sg

1. Start and R1-R3. Match every Started(i) registration; unless locally
terminal, start R1. Generate honest temporary states, actual coin open-
ings, valid relinearization-key contributions and corrupted-column noise
coordinates. At honest tape positions, use zero encryptions and value-
independent honest receipts.

2. KeyCandidate(pub) (R4). Sample m & Ry; apply SimOpen of (51) to
m and public targets. Supply mask- and zero-sharing receipts without
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numerical transfers. Check rushing corrupted messages against registered
state and mirror failure.

3. ShareCandidate( feorr, georr) (R5). Sample the full table by (52); release
entries in actual transfer order. Honest-to-honest transfers expose only
metadata; preserve complaints and releases.

4. Round completion and output delivery. Before abort, call Done(i, 1)
on each delivered round-r completion notification, before the next wave
(r < 6) or readiness queue (r = 6). Mirror individual readiness delivery
by ReleaseKey(j); call ReleaseAbort(j) only on j’s local failure notice.

5. Failure and publication. Own sampling/domain failure leaves the
key-generation instance pending. Otherwise, the first verified corrupted-
message failure invokes Abort at any stage. Match PublishKey to its wrap-
per event, even after abort.

Simulator conventions. Run A, forward its interaction with Z, and emulate the
session-aware resources, recording and checking corrupted submissions. Match
metadata, invalidity, omissions and pending round completion notifications; can-
didates follow actual openings, not mere eligibility. Charge the simulator’s own
sampling/domain failures to Theorem 7.2; continue permitted partial executions
and late starts without post-abort Done calls or resampling. The simulator re-
ceives no s, F, G, fy, gg or canonical honest masks. The full sampled application
record exists only in the proof coupling, which supports subsequent use of the
stored shares and gives the simulator no additional information. The simulator’s
own temporary secrets are distinct from the unknown secret in the temporary-
HE reduction.

C.5.4 Proofs of final shares in round 6 After a successful R5, party
1 has its complete ordered incoming references, including its self-contribution.
It samples fresh independent ¢; and forms the commitment in (D1). The R6
Fvcp relation certifies the second equality against exactly those original source
references, with canonical encodings and the exact session, key, stage, and iden-
tity. The new coins are registered only for this source relation. It broadcasts
(ok, sid, kid, i, C;, 0; ), where o; denotes that relation’s authenticated receipt. This
message depends only on R5 state and fresh local coins, so it adds no round. An
R6 completion notification is delivered only after every prescribed status and
source proof verifies, with exactly one C; per identity. The first such delivery
freezes KeyCom; new source proofs, updates, and transfers are then rejected,
while historical receipts remain verifiable for later recipients. Each party retains
(fiy9i,9;) locally. Failure uses the existing share-stage abort gate. No erasure
or adaptive-security claim is made. These proofs use the declared commitment
setup and hiding/binding assumptions of the malicious threshold-decryption the-
orem; those losses are not included in (19).
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D Security Proofs and Auxiliary Profiles

This appendix gives the complete security proofs for threshold decryption and
the auxiliary distributional arguments used by the main-body DKG chain. The
encoded-target core and the exact-output malicious extension use distinct ci-
phertext and output interfaces. The functionality releases the decryption value
vr; in the CKKS core this is the encoded target.

Table 5: Error bounds and their roles. Computational advantages, statis-
tical distances, failure probabilities and numerical tolerances are distinct.

Symbol Meaning

Euc, Eonline Total online UC advantage and its upper bound.

EDKG) Etotal Total DKG bound for keys, shares and transcript; total bound
for DKG composed with malicious ThFHE.

AdVimp, AdVaux Computational bounds: temporary-HE IND-CPA with its full
public evaluation key; auxiliary RLWE with the shared secret
U < Xu-

Adviigt Distinguishing bound Zj AdngzWEJ < JAdvaux for simulat-

ing auxiliary samples from the public key; each summand is a
single-sample auxiliary-RLWE bound.

Ehide ; Ebind Computational bounds for honest-commitment hiding and ob-
taining distinct valid openings of one commitment.

Exs Eprim Failure probabilities: an RLWE error exceeds By; some zero
share has gcd(q, go, ..., gn—1) > 1.

Enoise, Ecross Statistical bounds for proof-only noise and the polynomial

change at release, including the primitive-mask failure for & >
0 and k = 0, respectively.

ERLWE Computational bound: sum of the k£ online RLWE advantages.

Elift, €5, Eevk Statistical distances for hiding the public-sample correction,
R3 correction and evaluation-key errors with independent
noise.

€in, Eout Statistical distances for shifting input ciphertext distributions
and hiding remaining errors in output openings.

EHE, Etail Probability bounds for temporary-HE correctness failures,

and for honest samples or shifts outside their specified bounds.
Output failures are included only in epg.
€samp (malicious DKG) Sum of the four sampling distances below.

Epre; EKG, Epost s Ered Statistical distances for sampling in the real protocol, key gen-
eration, simulator and reductions, counting all uses.

Ecrypt s Eback Combined computational/statistical DKG and ciphertext-
replacement bounds, included in the total.

Ex Statistical distance for comparison X; 0x bounds the proba-
bility that its shift exceeds the stated bound.

EB, Epriv UC losses of the external additive-key backend and authenti-

cated private channels for the complete setup.

Continued on the next page
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Table 5 (continued)
Symbol Meaning

Ecompat Additional loss for simulating the backend state and tran-
script, including incomplete executions, from the specified
setup interface.

€samp, €KG (backend com- Share sampling distance plus the backend key-sampling dis-

position) tance or failure bound ekg; distinct from malicious-DKG
terms.

€add UC distinguishing loss for the separate additive N/N online
profile.

Ecor Probability bound for any allowed ciphertext and qualified set
violating correctness during the execution.

E€enc, Ty Edec,r Numerical errors: encoded target versus intended result;

threshold output versus encoded target. Unindexed forms give
common bounds.

Bounds use the execution budgets in their theorems; sums already include their
component terms. In particular, € does not always denote a statistical distance. The
symbols «; are reserved for evaluation points.

The remaining ¢ symbols denote the R3 corrections ¢y, d5,; or additive shifts
and their coordinates in the statistical-distance bounds.

D.1 Threshold-decryption security proof

We first prove the sharing and boundary lemmas used in Theorem 7.1. Condi-
tioned zero-sharing masks and release-time interpolation also underlie KLL*26’s
proof [17, Thm. 4.2]; our boundary couplings handle deterministic compressed
packets.

Proposition D.1 (Ciphertext privacy). If the underlying FHE is IND-CPA
secure with its public evaluation keys, then Jambon satisfies Definition 8 with the
same advantage bound.

Proof. For every fixed s, Lemma 4 makes fc and go independent uniform vec-
tors, independently of the randomness generating the public and evaluation keys.
A base-FHE IND-CPA reduction therefore samples these corrupted shares uni-
formly and forwards the challenge unchanged. The mask oracle is independent
of the base FHE and is answered consistently by lazy sampling. This experiment
has no honest partial-decryption oracle. a

Lemma 8 (Publication and readiness invariants). For every prefiz of an
execution of Definition 11, let E. be the honest indices with a committed packet
for T and Resp.. its packet table. Then

Seen, = CUE,, D, ; C dom(Resp,) C Seen..
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FEach stored response is immutable and identical at all recipients that receive it.
The first release of v, to the simulator coincides with installation of the (t—|C|)-
th distinct honest packet. No pending ticket, alias, cancellation, or rejected pub-
lication changes these statements. In particular, a ready final-decryption request
implies that v has been released to the simulator.

Proof. Initially Seen, = C and both packet and receipt tables are empty. A
successful honest publication inserts exactly one previously absent honest index
and its packet in one transition; corrupted publications add packets only at
indices already in C. A delivery or self-receipt copies a stored packet, and retries
never create a second packet for that index. Binding and cancellation do not
remove any published entry or reset a canonical record, while a stale or invalid
commitment changes no state. Induction on the command sequence gives the
inclusions and immutability. Since |C| < t, the first transition to size t is an
honest publication, and ¢ distinct received indices cannot precede it. a

Lemma 9 (Conditioned sharing kernel). Let G2 be the interpolant of de-
gree at most ¢ satisfying G&(0) = 0 and G (i) = g; for i € C. Conditioned on
go, the zero-sharing polynomial has the unique representation

G(Y)=Ge(Y)+ We(V)U(Y),  We(Y):=Y [[(Y - a),
i€C

where U(Y) = Zj:é B;Y7? has independent uniform coefficients in R,. More-
over, fori ¢ C and || Ej|loc < By,

k—1
Welai) Y olE;|| < kILBy.

=0 -
Proof. Successive division of G—GY by its monic linear factors is exact: the other
evaluation differences are units, so each remaining root survives a preceding
division. Conversely, every U of degree at most k — 1 (or U = 0 for k& = 0)
gives a polynomial with the required evaluations. This is a bijection from the
uniform conditional sharing fibre to Rf} including the singleton fibre when k& = 0.
Finally, We (o) is a signed monomial times [, (1 — a;ay'). Multiplication
by ozg preserves coefficient norms, and Lemma 2 gives the stated bound. O

Lemma 10 (Coeflicient-primitive masks). For g € Ry, the coefficient-
primitive condition is
ng(q7907 cee agn—l) =1

For such g and uniform h € Ry, every coefficient of hg is uniform in Zq. In the
prescribed setup, the probability that any g; is not coefficient-primitive is at most
Eprim -

Proof. A coeflicient of hg is a linear form in the uniform coefficients of h, whose
weights are a signed permutation of the coefficients of g. Its image is the ideal
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they generate in Z,; the ged condition makes this ideal Z,. Surjectivity gives
uniformity because every fibre of a finite-group homomorphism has the same
size. By Lemma 4, each g; is uniform in R. For every prime ¢ | g, the probabil-
ity that all its n coefficients vanish modulo £ is £~™. A union over the distinct
prime divisors and party indices proves the bound. The claim is marginal uni-
formity, not independence across coefficients or parties; a ring unit is sufficient
but unnecessary. O

Lemma 11 (Rounding-boundary coupling). If a scalar residue v mod L is
uniform, the probability that some integral shift of magnitude at most B changes
|v], is at most Br(B). The shift may depend on v.

Proof. There is one rounding boundary in each period of length L. Its two-sided
radius-B neighbourhood contains at most 2[ B| + 2 integral residues; outside it
every permitted shift stays in the same cell. The case B = 0 is exact. For a
vector of unrounded values, a union bound applies to the marginal probabilities
without any independence assumption. a

Proof (Proof of Theorem 7.1). We construct one simulator for each adversary,
independently of the environment, then compare complete executions by hybrids.
Setup and admission are the exact interfaces in the theorem, not additional
protocols whose security is inferred here.

Simulator and atomic publication. The simulator S runs A and forwards
the public key and the actual corrupted states supplied by the ideal setup; it
does not resample these states. It uses the given random-oracle resource without
programming it and mirrors all local bindings, ticket serials, cancellations, and
channel deliveries. For each label 7, it stores the committed unrounded values
uj,, of honest packets, the published packets, and eventually a single polynomial
P.. Write h, = Hy(7) and define EncTarget,.(v) = (¢/p)v for BFV. When the
simulated real wrapper is activated to publish a live honest job e = (7,1, serial),
read T = Seen. before that publication and proceed as follows.

(1) If P! is not fixed and |T'| < t — 1, sample a provisional u & R4 and submit
the constant circuit M, (w) = |u], in (CommitPart, e, T, M,). Store u; , = u
only after successful commitment.

(2) If P! is not fixed and |T| = ¢t — 1, form the polynomial-valued affine map
&, 7(Y;v) specified by

&, 7(0;v) = b, — EncTarget,. (v),
@r r(aj;0) = ar fj + hrg; (J€0),
Prr(aj;0) = ujr (G eT\O).

Submit the circuit
M.(v) = |Prr(as;v)]r, M.(L)=0.
All interpolation data except the circuit input v are already known, so at

this first threshold crossing the simulator submits the circuit before learning
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vr. The functionality evaluates M, (v, ), stores and exposes the packet, and
releases v, to the simulator in the same transition. Upon this opening set
P! =&, p(Y;v,) and store its unrounded evaluation at ;.

(3) If P! is fixed, commit the constant circuit M.(w) = |P/(c;)], and retain
its unrounded value upon success. Already published packets are replayed
without a new circuit or gate event.

A rejected or canceled commitment never enters the table of committed un-
rounded values; any stale proposal is discarded and recomputed for a live ticket
and the current T'. The circuits are polynomial-size: interpolation uses the public
inverse Vandermonde matrix over R4, and the remaining arithmetic and round-
ing have polynomial bit complexity. Their oracle values are hardwired public
constants; they contain no honest shares, hidden phase, or oracle gates. The
L branch of the crossing circuit is never used after a successful expected-state
check. At the first threshold crossing, this computes the response and installs
the packet atomically with the release of v, without rewinding or releasing v,
for an unfinished ticket. By Lemma 8, exactly &k distinct honest packets precede
crossing, including none when k£ = 0; C' is never enlarged artificially. Corrupted
responses use the supplied corrupted states and the prescribed deterministic
algorithm, exactly as in the passive real execution. Final outputs require no
message from S: the functionality uses its stored packets and output profile.

Hybrid Hy — H;i: proof-only noise. Hybrid Hy is the real execution. Use
Lemma 9 and, at each label’s first query, associate fresh errors E. ; < x and set
T:; = h.B; + E; ;. Hybrid H; replaces each honest unrounded value by

k—1

arfi + heGE(ew) + Wolew) Y ol T,
3=0

then applies the unchanged rounding operation. The difference has coefficient
norm at most Bmask, except with probability €,,. When k > 0, condition on the
setup and the history preceding a label’s first query, before sampling h,. The
entire ciphertext is already fixed by its canonical label. Outside the setup event
of Lemma 10, every coordinate of the original unrounded value a;, f; + h,g; is
uniform in Z,, hence modulo L. Mark it bad if any shift bounded by Bmask can
cross a rounding boundary. Lemma 11 and a union over all candidate labels,
parties, and coefficients bound this transition by

Eprim T Ex + QHNnﬁL (Bmask)-

The union includes discarded candidates and values never ultimately exposed.
It therefore covers later adaptive selection without assuming uniformity after a
hash answer or response has been observed. Couple executions until the first
differing exposed byte; outside the marked events the schedules and subsequent
decisions agree. When k& = 0, this transition is the identity: there is no proof-only
noise, and no primitive-mask exception is charged here.

Hybrid H; — Hs: replacing the mask kernel. Replace the columns
(Tr;)- one at a time by independent uniform (Z: ;),. For column j, a standard
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RLWE reduction uses its samples (h.,T: ;), samples earlier columns uniformly,
and computes later columns using independently sampled secrets on the same
hr. It assigns the sample’s first component to Hy(7) only at first query and
records it for reuse on subsequent queries. This gives the joint random-oracle
distribution exactly and costs at most k Advriwe (Tred, ¢ )-

Unlike the ideal simulator, this reduction emulates setup internally: it gener-
ates s, F, and all base-FHE public and evaluation keys, and samples go and its
interpolant GOC. Only the embedded residual mask secret is unknown. Its cor-
rupted shares have the exact conditional setup distribution because W vanishes
on {0} UC. It can preserve every base-FHE side-information value and simulate
the subsequent adaptive execution while changing no ciphertext component a.
or b;. No uniformity assumption on evaluated ciphertexts or auxiliary-leakage
assumption on the embedded RLWE secret is used. When k£ = 0 this hybrid
transition is empty.

In Hs the unrounded responses are evaluations of

k—1
Pr(Y) = a:F(Y) + h-GO(Y) + We(YV)Z-(Y),  Z:(Y) =Y Z; ;Y7

J=0

At first query, conditional on the earlier history and the setup, Z, is fresh uni-
form. Consequently, P, is uniform subject to

deg P, < t, P, (0) = a,s, P.(aj)=a-fj+hrg; (j€C).

Subtracting the interpolant through {0} U C leaves W¢ times a uniform polyno-
mial; the residual contribution of F' only translates it. Fresh residual coefficients
are independent across labels, although ciphertexts and their fixed constraints
may depend on the earlier transcript.

Hybrid H,; versus the simulator. Before crossing there are k free ring
coefficients. Evaluation at any at-most-k distinct honest indices is surjective: the
factors We(«;) are units and the remaining evaluation matrix is Vandermonde
with unit differences. Thus sequential uniform sampling of unrounded values
is exactly deferred sampling of P,, even with adaptive index choices. Keeping
unrounded values, rather than only their rounded images, preserves the correct
conditional distribution for later responses.

Couple these values with those recorded by S. At the successful crossing
commitment, P, = &, r(Y;m,) and P, agree on T, while their constants differ
by e-. Uniqueness of interpolation gives the identity in R,[Y]

PL(Y) =P (Y)=e, [JO-Ya; ).
JeT

At every remaining party this shift has an integral lift of coefficient norm at
most Boyt. At first query, mark each original coordinate of P:(a;) bad if any
shift of this magnitude can cross a rounding boundary. For & > 0, a single
honest evaluation is uniform in R, by kernel surjectivity, so the probability of a
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marked coordinate is bounded by Lemma 11 without a primitive-mask exception.
For k = 0, Hy = Hy; fresh h, and Lemma 10 give the same bound outside an
event of probability at most €pim. The universal shift event protects against
every possible crossing set T', including one chosen from the responses; no union
over crossing sets is needed. Hence this comparison costs at most g NnSr,(Bout)
when k > 0, and at most that quantity plus epim when k£ = 0. All old, crossing,
and subsequent response bytes then agree.

Outputs and UC scheduling. It remains to match honest outputs, not
merely response transcripts. In Ha, the identity Pr(0) = a,s gives the aggrega-
tion equation (28). The pointwise correctness proof in Theorem 5.1 applies to
these auxiliary unrounded polynomials by Lemma 1. Every qualified set therefore
returns m., for arbitrary rounding residues within their deterministic bounds.
Outside the boundary events, simulated bytes equal these bytes, so public re-
computation agrees with every ideal output. No independence claim about the
rounding residues is used.

The bookkeeping of setup, registration, local contexts, tickets, and receipts is
identical in the coupled executions. A publication circuit is an internal descrip-
tion of the simulator’s next packet, not an extra protocol message; successful
commitments match real local send events. Before such a send, cancellation may
remove a pending job without exposing a value. After it, cancellation cannot
remove its packet, privacy count, self-receipt, queued deliveries, or an already
obtainable output. Stale serials and expected-state mismatches are rejected be-
fore v, is read. Local identifiers never create fresh cryptographic labels, so retries
after cancellation and aliases retain the same unrounded and rounded values.
By Lemma 8, every recipient’s ready set is a subset of committed packets, even
when recipients use different sets or receive them in different orders. Thus iden-
tical packets imply identical readiness, failed-request responses, local combining
outputs, and subsequent public scheduling decisions. The environment may re-
compute Combine from every public packet; it need not trust the functionality’s
output announcement. No fairness assumption is used for indistinguishability: a
permanently delayed job or message simply gives the corresponding incomplete
prefix on both sides. The conditional availability claim in Remark 2 follows sepa-
rately from the wrapper’s local final-decryption rule, not from UC security alone.
The same straight-line S works for every environment; reductions may run the
environment to distinguish hybrids, not to construct S. For k& > 0 the primitive-
mask exception occurs only in the first transition, while for £ = 0 it occurs only
in the last comparison. Thus it is charged once, and the triangle inequality gives
(18). ad

Corollary D.2 (Encoded-target CKKS profile). Use the numerical decod-
ing map and deterministic conditions of Corollary 5.1, with the registered CKKS
targets of Section 5.2. Replace the BF'V interface and correctness hypotheses of
Theorem 7.1 by Definition 7 and (10)—(11), keeping the same setup, oracle, and
RLWE hypotheses. Then the Jambon wrapper realizes

F3vene| ThKeyGen, N, t, ckks, @]
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with realization error bounded by (18), where B bounds the coefficient error in
by —ar;s =1, + e, (mod q).

Proof. Use EncTarget_(v) = v in the crossing circuit, so P/(0) = b, — m,. The
polynomial difference is still e, [] ; er(l— Ya;l), and the first threshold-crossing
circuit is constructed before m., is released. Thus every response comparison
and the bound (18) are unchanged; no plaintext modulus is needed. For a ready
output request, the functionality applies the public finite-precision decoding map
to its immutable response table and checks OutOK.. It neither asks the simulator
to approve an output nor samples fresh error. In Hy, the CKKS correctness
proof applies pointwise to the underlying sampled polynomial by Lemma 1.
Outside the boundary events, the recomputed value therefore satisfies OutOK
simultaneously for every delivered set and equals the real recipient’s local output.
Recording and reusing outputs under (7,.5) gives identical outputs for identical
packet sets across recipients, while distinct sets may give different vectors within
the permitted tolerance. By Lemma 8, a ready set implies that v, has been
released to the simulator, including after local cancellation; there is no additional
early leakage from the relation test. On a bad execution the functionality is
still defined and may return Lpaqtr; this discrepancy is covered by the same
realization bound. There is no additional probabilistic precision event under the
deterministic hypotheses. a

Remark 6 (Scope and parameter cost). The reduction for the zero-sharing
coefficients uses uniform-secret RLWE; ciphertext privacy retains the base FHE
assumptions in Proposition D.1. The theorem covers static semi-honest adver-
saries making classical queries to independent random oracles for distinct key-
generation instances; it makes no claim for a shared global oracle or quantum
superposition queries [7]. For each polynomial execution budget, the chosen ¢/r
must make the boundary terms negligible; I'; < 27 does not establish polynomial
threshold overhead. The setup exception is bounded by epim as a function of the
actual moduli and ring degree, not by a universal numerical constant. CKKS se-
curity is relative to the encoded-target functionality, not to approximate-output-
only leakage. Its no-wrap and precision conditions must hold together with the
security constraint on g/r. If the pipeline’s admissibility bounds have a stated
total failure probability, add that probability to the realization bound. Replac-
ing setup by a DKG requires a separate realization of the same instance of
Definition 9, including its public transcript and delivery/failure semantics; that
obligation is left to the DKG security analysis. The theorem does not cover
simulator-chosen replacement key views, unanimity-based context agreement,
public verification of malicious responses, or a network-wide abort protocol.
Adding any such feature requires a matching real protocol and an extension
of the simulator, rather than a change of functionality alone.

D.2 DKG Security Analysis

We prove the sharing distribution and simulate the dealing transcript, then state
the backend guarantees required for composition. Corruptions remain static.
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D.2.1 Owutput distribution and retained dealing state

Proof (Proof of Theorem 6.1). Fix the backend randomness and outputs, in-

cluding s, s394, ... s34 before resharing and subsequent delivery decisions. All

parties follow the semi-honest sampling rules. By (12),

t—1 t—1
SE()=s+> (D A YL DY zv)=> (D B | Y~
j =1\ j i =1\ J

Each coefficient sum contains an independent uniform summand; all sums are
independent of one another and of the backend record. Thus the target dis-
tribution holds, with its prescribed constant s, and local aggregation evaluates
these polynomials irrespective of delivery order. Presampling all coins proves the
identity even for incomplete executions; it makes no claim about the distribution
conditioned on completion. a

Remark 7 (Resharing using a masked opening). For Lemma 7, replace
> K(Y) by m+ 3, IN(j (Y). The output-distribution proof and completion
count below are unchanged: fixed constants merely translate the evaluation con-
straints. Once m and corrupted masks are available, the sampler uses fc—m1 for
the corrupted evaluations. This does not simulate messages sent before opening
m. Such a schedule requires a causal simulator for the enlarged backend view, in-
cluding the opening and corrupted masks at their specified release times; security
for the original £- alone does not supply it. Accordingly, Theorem D.1 proves
composition for subsequent dealing. Early mask sharing retains these additional,
unproved simulation obligations.

Lemma 12 (Exact completion count and dealing-view simulator). Put
m=t—-1,c=|C] <t, and h =N —c. Let Ac : R]' — Ry evaluate a zero-
constant polynomial at the corrupted points. For either coefficient family, fix its
aggregate coefficient vector, the corrupted dealers’ coefficient vectors, and every
honest dealer’s evaluation vector at C'. If their sums are consistent, the number
of honest coefficient completions is exactly

[Rg|m=e) (=), (33)

Consequently the complete corrupted dealing view has a perfect polynomial-time
sampler from (o, fo, go) without requesting an additional secret or honest-share
input. Conditioned on the presampled corrupted-visible algebraic dealing table
and corrupted tapes, the residual zero-sharing polynomial is still uniform on
the fibre specified by go. This conditioning excludes later response-dependent
scheduling events, which are handled by the interactive transcript coupling.

Proof. By the invertible evaluation differences and Lemma 3, the first ¢ columns
of A¢ form an invertible matrix. Thus A has a computable right inverse and
kernel size |R,|™ ¢, including the empty constraint when ¢ = 0.
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After subtracting corrupted coefficient vectors, each of h — 1 honest dealers
has |Rq|™ ¢ coefficient choices with its prescribed evaluations. The aggregate
sum fixes the last vector, which satisfies its constraints precisely when the eval-
uation sums are consistent. This proves (33), also for ¢ = m or h = 1. For key
dealing, first subtract s?ddl from dealer j’s evaluation vector; fixed constants
therefore do not affect the count.

Here is the sampler for the visible transcript. First sample the corrupted
dealers’ coefficient vectors independently and uniformly, retain their full tapes,
and compute their outgoing key and zero messages using their actual additive
shares sacfld = (s?dd)jec. For the h honest incoming key vectors at C, sample
h — 1 independent uniform vectors in Ry and determine the last by

Z Tjo = fo — Z(S?ddl + AcAj).

j¢cC JjeC

Independently do the same for zero messages with prescribed sum

Z Yyj,c = go — Z AcB;.

j¢C jeC

Here A; = (A;j¢)e and B; = (B, ¢), are coefficient vectors, and z; ¢, y;,c collect
dealer j’s messages to corrupted recipients. The sampler uses no honest additive
share s?dd. For each fixed aggregate polynomial and backend record, the comple-
tion count makes all consistent incoming tables equiprobable. Their distribution
depends on F, G only through fc, gc, and on the backend only through its de-
clared corrupted state. Corrupted coefficients remain uniform because an honest
dealer can supply the aggregate remainder. Applying this independently to both
families also proves conditional uniformity of the residual zero polynomial given
corrupted tapes and incoming messages.

Sample this table once and release entries at their scheduled deliveries. Cor-
rupted outgoing messages follow from their tapes; private honest-to-honest con-
tents remain hidden, while lengths, endpoints and delivery effects are simulated.
Every corrupted intermediate state is determined by its tape and delivered en-
tries, so the full-record coupling covers adaptive schedules, withheld messages
and interleaving without conditioning on completion. Independent instances use
fresh coins; aliases reuse the stored table. Static corruption requires no erased-
state assumption. a

Remark 8 (Additive zero dealing). For the additive profile, replace the
polynomial module by V = {y € Rév : > ¥i = 0}. Projection V' — R{ is
surjective, with kernel size |R |V ¢!, since at least one coordinate lies out-
side C. The same sum-and-fibre argument gives |Rq|(N —e=1(=1) completions
after fixing the aggregate and corrupted rows. The simulator samples corrupted
zero rows, samples h — 1 honest incoming vectors, and fixes the last by their
sum go. Consequently the residual additive zero vector is uniform conditional
on go and the corrupted-visible algebraic dealing table and tapes. This is not a
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posterior-uniformity assertion after online responses or response-dependent de-
livery decisions. This claim does not require uniformly distributed backend key
shares.

D.2.2 Composition and backend requirements

Theorem D.1 (Conditional DKG composition). Assume the backend re-
alizes the additive-key-generation component of Definition 14, including its spec-
ified retained state and behavior at every execution prefix, with error €g, and
the authenticated private channels have realization error epiy for the complete
setup. The dealing extension supplies the independent F,G sharings and the
dealing-readiness gates; these are not assumed as backend outputs. It has no
additional simulation error with eract sampling. It realizes the setup resource
Fka[ThKeyGeng, &g] of Definition 14 with error at most

€B + Epriv + Esamp-

Here a sampling or failure term already charged to the backend is not charged
twice. Under the algebraic, admission, RLWE, and correctness hypotheses of
the original strong-threshold theorem, the corresponding backend-adapted Ring—
Shamir functionality F3yenqe[ThKeyGeng, N, t, IT,&g] for II € {bfv, ckks} is real-
ized with error at most

€ + Epriv + Esamp =+ Eonlines (34)

where Eonline 98 the bound of Theorem 7.1, or its encoded-target CKKS coun-
terpart. If, in addition, the backend’s key distribution is the original one and
a simulator given the original setup outputs reproduces the additional backend
view with error Ecompat, the original setup interface Fyg|ThKeyGen, @] and on-
line instance Fene[ThKeyGen, N, ¢, II, & are obtained with that extra error.
This simulator must reproduce the joint transcript at every stage of message
delivery, including incomplete executions; matching completed outputs alone is
insufficient.

Proof. In the backend/private-channel hybrid, apply Lemma 12 to the actual
corrupted record at the release times supplied by the backend premise. The
sampler preserves keys, corrupted states and every scheduled prefix without
honest-share queries or fairness. Data processing carries the sampling discrep-
ancy of Remark 4 to these views; replacing the backend and private channels
gives the first bound.

For the online phase, condition on the full base-key/backend record gen-
erated by the reduction. The key polynomial is still a uniform sharing of s.
By Lemma 12, the retained zero-dealing view can be sampled from g¢ and is
independent of the residual zero coefficients used in Lemma 9. The RLWE re-
duction can therefore generate all backend and key-side information itself and
sample the zero-dealing view without knowing a challenged residual mask secret.
The proof-only noise, column replacement, and first-query boundary couplings
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of Theorem 7.1 apply unchanged. The online simulator receives actual fo, go
through the declared interface; readiness, publication and delivery rules are un-
changed. Theorem 6.1 and the original bounds supply pointwise correctness,
proving the online term in (34). Finally, the separately assumed simulator re-
moves the additional setup view, when that guarantee is available. a

The theorem separates a proved information-theoretic dealing layer from a

conditional backend instantiation. In particular, a backend with s394 = s and
all other s?dd = 0 satisfies the additive identity, and re-sharing still gives the

exact final polynomial distribution, but a corrupted first party retains s. Thus
the identity and output distribution cannot imply the original setup security
for an arbitrary backend. Nor does strong online simulation by itself establish
ciphertext privacy with the retained backend state. The concrete CKKS backend
must supply those guarantees under its stated assumptions.

D.2.3 Deterministic correctness refinements

Proof (Proof of Remark 5). Under the unchanged coefficient no-wrap condition,
Lemma 1 gives the integral equality

25 = Dl +er) =S M pilles < (L—1)/2.
€S

Each embedding root has modulus one, hence |o;(e;)| < nB. and |o;(p;)| <
n(L—1)/2. Divide the equality by DA and use the triangle inequality in each
embedding. The residue contribution is at most n(L—1) ", |0 (A /D)|/(24Ax, ).
Taking the maximum over embeddings and adding the numerical error proves
(29). Finally |o;(A7)] < | A1 gives Acan(S) < M;(S)/D. This argument uses no
residue-variance estimate; the coefficient bound preventing wraparound is still
required. a

Proof (Proof of Theorem C.1). The rounding-residue identity gives
Lpi = afi + Ho(7)gi + pi  (mod q), lpillsc < (L —1)/2.

Sum over all parties and use ), f; = s and >, g; = 0. This gives the claimed
phase identity and aggregate residue bound N(L — 1)/2. For BFV, the stated
bound places the phase within half a plaintext spacing. For CKKS, (31) iden-
tifies the centered integral lift with the desired message plus error; applying
losi0t (W) ]|oo < n||w||se and adding v, gives (32). All claims hold pointwise, with
no independence assumption about residues. a

D.2.4 The additive all-party profile This is a separate additive N/N con-
struction, not Ring—Shamir with ¢t = N. It uses the setup of Definition 15 and the
publication/delivery rules of Definition 11. The declared setup view includes cor-
rupted backend state. Removing that additional view requires a simulator from
(pk, fo, 9c) and its separately charged error, as in Theorem D.1; the additive
identity alone establishes neither setup security nor ciphertext privacy.
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Theorem D.2 (Strong security with additive shares). Use the static
semi-honest execution, admission, publication, and delivery interfaces of Sec-
tion 5.2, with threshold t = N and the additive profile of Definition 15. The
setup samples an arbitrary joint key/backend record with Zfil fi=sin Ry. In-
dependently, it samples a uniform additive zero sharing g satisfying Zf\;l g; = 0.
It provides the actual corrupted shares and the declared retained state to the sim-
ulator. Conditioned on the algebraic part of the declared corrupted setup view,
the base-key/backend record, and gc, excluding response-dependent scheduling
events, assume that g is uniform on the additive zero-sharing fibre with the
prescribed go. In particular, independent zero dealing satisfies this conditional-
distribution requirement even when corrupted dealer tapes and incoming dealings
are retained, by the zero-dealing transcript simulation.

Put ¢ =|C| < N and k = N —c— 1. Use qu, By, fr, and epim from the
preceding analysis, and let Tieq bound the running times of the reductions below,
including their stimulation overhead, with

ex = quk Pr [|Ells > Byl, Bmask = kB, Bout = Be.
E+x

Assume uniform-secret decisional RLWE and the deterministic correctness con-
ditions of Theorem C.1. Then, in the declared setup/admission hybrid, the ad-
ditive wrapper realizes fﬁFHE[ThKeyGenadd,N, N, IT,&8%4) for IT € {bfv,ckks},
with
€add < k AdvRiwe (Treds 4 ) + €y + Eprim
+aquNn(Br(kBy) + Br(Be)).

Replacing the declared setup hybrid by a DKG realization, with any required
simulation of additional setup state, adds that realization’s error, including any
stated sampling or base-key-generation failure probability. The online simulator
requests no secret or honest-share input beyond the declared corrupted setup view
and requires no erasures.

(35)

Proof. We give the changes to the proof of Theorem 7.1, checking the different
sharing distribution and reconstruction rule. Let H = [N]\ C and fix i* € H
for the proof. Conditioned on the declared algebraic setup view, the zero shares
have the representation

9i = 6]' (.7 € H\{Z*})v gix = — Z Gu — Z ﬂjv (36)
}

ueC JEH\{i*

where the k residual values 3; are independent uniform ring elements. Thus the
basis is e; — e;+; no uniformity of the key shares f; is required. The zero-dealing
sampler of Remark 8 generates the additional corrupted view from go without
these residual values.

Simulator. Use the core simulator’s state and scheduling rules and the given,
unprogrammed oracle; put h, = Hy(7). For the first k& honest publications, sam-
ple uniform unrounded values and retain them only after successful commitment.
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For the last honest identity 4, let T' = Seen, immediately before its publication,
so |T| = N — 1, and replace the interpolation circuit by

w;+(v) = by — EncTarget, (v) — Z(anj + hrgj) — Z Wj 7,
jec JET\C (37)

M(v) = |ui - (v)]r, M(L)=0.

Here EncTarget,.(v) = (q/p)v for BFV and v for CKKS. The circuit is fixed before
release and evaluated atomically with publication and release of v,. Thereafter
every honest identity is already in Seen., so only stored packets can be replayed.
Corrupted responses use their actual shares; stale or canceled proposals neither
alter stored values nor release v, .

Noise and RLWE replacements. At each label’s first query sample £ ; +
x and put Tr ; = h,f; + E- ;. The proof-only perturbed values are

o =a,fi + Try (j e H\{i"}),
UZ(}?T = ani* —h, Z Gu — Z TT,j- (38)
=te; JEH\{i*}

The errors sum to zero and change each honest value by at most kB, outside
the tail event. Each ¢; is marginally uniform; Lemmas 10 and 11 therefore give
1> 0€pim + €y + quNnfSL(kB, ). As in the core proof, mark all candidate labels
and coordinates at first query, before later sender or completion choices; no
posterior uniformity is assumed.

Use the core proof’s shared-first-component RLWE hybrids to replace the k
columns (7; ;) by independent uniform columns (Z; ;),. This contributes at
most k Advriwe(Tred, grr) to the distinguishing advantage. The reduction gen-
erates the complete key /backend record and f, samples g¢o, and uses the condi-
tional zero-view sampler above. Thus its only unknown secret is the challenged
Bj; all key correlations and private-channel metadata remain simulatable with-
out extra RLWE leakage assumptions. The resulting vector is uniform subject
to

N
sz(i) = a7s, 1}1(12‘)/' =arfuthrge (uweC). (39)
=1

Indeed, nonpivot coordinates are independent translates of Z. ; and the pivot
is fixed by their sum. This holds for any fixed f and backend record, with fresh
residual masks across labels.

Release and outputs. Any proper subset of the honest coordinates of this
fixed-sum vector is uniform. The simulator’s first k& unrounded values therefore
implement exact deferred sampling, including for identities selected from the
preceding transcript. At the last publication, (37) changes only that value, by
er = by —a;s — EncTarget_(v;), with |le;]lcc < Be. The crossing coefficient is
1. The core first-query boundary argument now costs ggNnBr,(Be) + 1r=0€prim,
covering every possible last sender. For £k = 0 there are no noise or RLWE

65



replacements; fresh h, and the primitive-mask lemma supply the bound. The
primitive-mask exception is thus charged exactly once.
Both replacements preserve (39). For arbitrary rounding residues [|p;|oo <

(L-1)/2,
bLZpi] Ebfaszpi (mod q).

Consequently Theorem C.1 applies pointwise, with D = 1: BFV uses B, +
N(L—-1)/2 < q/(2p); CKKS uses the no-wrap and precision bounds (31)—(32).
No independence of rounding residues is needed. Outside the marked events,
identical packets give identical outputs satisfying the ideal relation.

Lemma 8 applies because publication and delivery commands are unchanged.
Readiness now requires all N responses; corrupted indices count toward release
even before their packets arrive. The simulator preserves retries, cancellation,
self-receipts and incomplete executions, using the declared setup view without
honest-share queries or completion conditioning. Adding the three transition
bounds proves (35); setup realization losses are charged separately. a

Zz =

The remaining subsections establish the static-malicious extension: the nu-
merical DKG theorem preserves the full sampled application record, and the
combined theorem adds commitment and online verification losses.

D.3 Temporary-HE assumptions and malicious DKG proof

We prove Section C.5.3 in the local-resource hybrid of Section 6.3; Theorem 7.3
separately charges R6 commitment losses.

D.3.1 Output distribution and assumptions Before completion decisions,
inversion of the evaluation map, whose determinant is a unit by Lemma 3, for
the ¢t — 1 ideal seed pairs (including corrupted indices) gives

t—1 t—1
FY)=s+Y aY’  GY)=)Y bY'
=1 =1 (40)

ag, by & R, independently.

Both coefficient families are independent of the base-key record.
Temporary-HE correctness. For any admissible PPT adversary, HE-Corr
bounds by eyg the probability that a valid R3 prefix violates

CO,O + cl,ostmp = Embo<M:ase) + €0, ||eo||oo S Bct,m (41)

or flooded decoding correctness, before later abort decisions. The correctness
bound must cover the complete fixed circuit/actual parameters: enlarged B ;,
hint/input floods, level projections/embeddings, output flood sums and decoding
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margins. The security error bounds assume this correctness bound; it supplies
no concrete feasible circuit-correctness parameter set.

Temporary FHE. Use the direct-RLWE TempHE profile of Section C.5.3,
with actual same-key public/EVK entries at modulus M:

b.t = 7apkx —+ epk’
K* _ 2 A*x * <42>
i =TT — A + €;-

Use = < Xtmp, independent uniform ap, A;, independent errors from the origi-
nal key distribution, and exact level projections/encryption distributions. Let
Advimp bound multi-message IND-CPA with complete public EVK and one
shared challenge bit, without secret/decryption/setup oracles. The direct key
format is standard [20, App. E.1]; any circular-security premise is part of this
public-EVK assumption [20, Sect. 2.1].

For J columns, Adv,ux bounds distinguishing (a;, —aju+eq ;); from indepen-
dent uniform second components, with shared u < x,. Use independent honest
R1 errors ey & [-B1, B ]"™ as in Section C.5.1. Comparisons between
the original distributions exclude implementation losses: (50) charges them to
€red Over all reduction occurrences, with multiplicity.

IND-CPA with public auziliary samples. We make explicit the auxiliary ex-
periment used below; it grants no secret-state or setup oracle. In experi-
ment Augg, for 3 € {0,1}, the challenger samples the original temporary
key (z,bz, (A}, K7);) of (42) and gives the distinguisher the complete public
key and evaluation key. Independently for every column, it samples

5 5 o
aj &= An, ey [=Bug, Bug"me, zp = ajeter;  (mod M),

and gives (aj,zj); to the distinguisher. On each adaptive query (mg, m1) with
equal public encoding length, it returns an ordinary TempHE encryption of mg
with independent encryption coins, at the declared level. The same bit is used
for all queries. The distinguisher may keep the queried messages and its own

randomness, but receives neither x nor the auxiliary errors or encryption coins.
Define
AdVaugmented (D) = [Pr[DA%80 = 1] — Pr[DA%: = 1]] .

This is an intermediate experiment, not an additional hardness assumption. In
particular, it does not allow arbitrary auxiliary leakage correlated with x; the
following reduction applies to exactly the samples above.
Lemma 13 (Simulating auxiliary samples from the public key). From
the actual public key alone, independently sample 1; < Xu, V; < Xo,, G &
[—Bi1,j, By, and compute

aj = ap”j + Vj, zj = =berj + G = a;r + G + 4;, (L)
Aj = —egkrj — Vj{E, Dj = hquk + BtmpBV,j~

67



With auziliary noise xo,; and B, j = By, the norm bounds give |Aj|ls <
D;. Jointly with the full public key/EVK and adaptive encryption answers, the
distinguishing gap between these simulated samples and the samples of Augg, for
either fized B, is at most Advyig + €1igs + Onige, where

J
. n iD;
Advi =) AdVgI)JWE,j < JAdVaux, e < min 1,y 0 R

= —~ 2By, +1

Consequently, for every PPT D,
Advaugmented (D) < Advtmp + 2AdVlift + 2(glift + 91ift)~ (43)

Proof. First remove A; from the simulated sample using the independent uni-
form noise ¢; and (48), with the stated cutoff charge. The resulting sample is
(aj,a;x + ¢;) with a; = apkrj + v;j. Replace each a; by uniform using a single-
sample auxiliary-RLWE challenge. The reduction samples = and errors from the
original key distribution, sets apik to minus the challenge coefficient, and takes
the challenge’s second component as a;. It can therefore compute a;x + ¢;, the
full public key /EVK, the other columns and, for the fixed bit 3, all adaptive en-
cryption answers. It does not need the challenged 7; or v;. The common public
coefficient is allowed in each single-column reduction; summing the column costs
gives Advygt.

For the middle comparison, an ordinary public-EVK IND-CPA reduction
receives the original public key/EVK, generates all simulated samples by (L1)
using its own randomness, and forwards every message-pair query to its chal-
lenge oracle. This requires neither = nor eP*. Apply the preceding replacement
once for each challenge bit and use the triangle inequality to obtain (43). These
comparisons preserve the distinguisher’s local state in the auxiliary experiment,
including its queried messages, public answers and its own randomness. Internal
coins used to generate the simulated samples are excluded from this state. No
assertion is made for additional secret-dependent leakage.

Error bounds. Registered states satisfy |[s\™P|l1 < Bimp, |luilli < hu,
le?* loo < Bpi, and [lep,i,jlloe < By, for b€ {0,1}. Set

Bs,j = N(BympBo,j + huBi,;)-

Let Bevk,; and Bi,, bound the original evaluation-key error ej and tape block
b’s aggregate encryption shift in its output module. At an unscaled negacyclic
level, suppose |[Vencll1 < henc,bs ||€1]loc < Benci,p, and each projected public-key
error is bounded by Bk . Then the ciphertext transformation below admits

Bin,b = (N - 1)(Bpk,bhenc,b + BtmpBenCLb)-
Any subsequent coeflicient map additionally requires a proved operator-norm

bound; this formula does not identify distinct levels or modules. Independent
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coeflicientwise uniform floods with bounds B, ;, B¢y, B,,o give

UNER

: Ntmp,j Bs,j

es <min< 1 2
°= 72— QBW' +1 ’

J

Ntmp,j Bevk,j
QB’WJ +1 ’

) npBin,p
€in < mlﬂ{LZ QBgtﬂLl} )

b
. noBct o
Eout < ming 1, E — .
{ - 2B,,+1 }

Use widened B ; in Bs ; and sum over all columns, honest blocks and outputs per
key-generation instance, with actual dimensions ngmp j, 7, Mo (DOt necessarily
n). Each honest flooding variable is independent of its shift before any value
depending on that variable is revealed; successive hybrid costs add by triangle
inequality, without independence of error events. Uniformly over unconditioned
experiments, challenge bits, admissible adversaries and schedules, 6;.; bounds
any honest sample outside its stated bounds, and 0x, X = lift, d, evk, in, bounds
any respective infinity-norm cutoff failure

Eevk < min ]-7 Z
' (44)

(A),0n,5,€5, Aency) at  (Dj, Bsj, Bevk j, Binp)-
Put
Etail = 2(ereg + elift + 95 + Gevk + 9in)~ (45)

Output/decoding failures are in egg. Sampler coupling costs are €samp = Epre +
EKG + Epost + Erea for distributions sampled by real protocol roles, central-
key tapes, implemented simulator and all reductions, respectively. Count each
key /zero-coefficient or temporary-role occurrence once; exact resource draws cost
zero. Jyamp rejection trials, each succeeding with probability at least 1/2, cost
at most 27 7samr per occurrence. Native hardness challengers are never truncated
or conditioned; non-dyadic distributions need not have exact finite tapes.

The main-body theorem is Theorem 7.2; its complete HO-H6 chain uses the
lemmas below.

D.3.2 Distributional steps and proof All comparisons retain the pub-
lic/corrupted transcript, delivery history and full sampled application record.
They do not retain or expose the honest temporary secret x or unexposed hon-
est resource witnesses. Fixed state and relinearization-key replacement.
Every accepted message from a corrupted party must satisfy the prescribed
relation on its registered values. In particular, each R4 partial is fixed before
the party decides whether to send it. Write s™P = 3. si™P U = 3" u;, and

e’
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Eb = Zi eb,i-

K + As™P = ~(s"P)2 4 s"™PE, + UE; + Z ;. (46)

Fix an honest party h and put x = S;me, T = Z#h szmp, and hg _p, = Z#h hoi-

ky =v2® + (YT + ho,—n — A)x — Tho,p, + 1 + 6n,

. (47)

op =5 mpeoyh + Eiup,.
Within the registered norm bounds, ||0p||cc < Bs. For n uniform on [—B, B]™tmr
and independent of shift data V', overlap counting gives the unconditional bound

SD((V.n+46(V)). (Vom) < Efmin{l, nump[0(V)leo/(2B + 1)}]. (48)

Separating the cutoff-failure event gives a bound of € x + 0x; modular reduction
and causal continuation preserve the bound. For relinearization-key contribu-
tions, corrupted states are fixed before the 7n,-dependent R3 exposure, and the
shift excludes 7. Auxiliary-sample, evaluation-key and input-ciphertext replace-
ments likewise use independent uniform floods. Retain adaptive sending, abort
and pending decisions as transcript data under the same continuation, never as
acceptance/completion conditions. Remove 6y, (e5+6s), then replace hg p, by uni-
form using an auxiliary reduction knowing = (Advaux). The TempHE reduction
uses (L1) without z,e*:

A= A" 47T + ho,—p, Uh:A—Z% kn = K* — Thop, + . (49)
iZh

A* is independent of visible R1 and the other fixed coins and states, so vy, is
uniform and the reduction can defer generating its unopened record. K* is first
used in R3; smudge e* at cost eoyi + Govk-

For E=35", “h efk7 the ciphertext transformation is

b="by; —apT + E, (co,c1) —> (co—Ter + &, e1),
Aenc = _E/Uenc - T61.

Independent & absorbs Agp. without computing it (gin + i) Submit (w, 0) for
each honest tape block. The reduction itself samples every honest application
tape w; and records the corrupted tapes submitted to the emulated commitment-
and-proof resource. R1 fixes all these tapes before any R2 challenge ciphertext
is exposed. Their XOR therefore specifies the same application key in both
branches without knowledge of the challenge bit. Later sharing messages are
generated by the conditional sampler below. The retained application secret is
distinct from the unknown temporary secret . The two endpoint bridges cost

Eback < Ecrypt + Etail + Ered- (50)
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Apply this ciphertext-replacement reduction only after the output-opening re-
placement below. The simulator’s own temporary secrets differ from the reduc-
tion’s unknown secret. After replacement, suppress honest domain failures and
restore Sg’s pending rule for its own sample outside the stated bounds (6rcg per
endpoint), including pre-R3 failures for C' = @. Use unconditioned draws from
the original distributions: unknown challenge tails are analysis events charged
once per relevant endpoint, with no extra output-tail charge.

State available to the ciphertext reduction. The preceding reductions operate on
the H3 execution, after the output opening has been replaced by SimOpen. For
clarity, their continuation uses exactly the following data.

1. Public key/EVK, the samples of Section D.3.1, and challenge ciphertexts.
These determine all public evaluations. For party h’s relinearization-key con-
tribution, use (49); the other honest temporary secrets are sampled by the
reduction.

2. The chosen honest application tapes, source masks and sharing coefficients,
corrupted submissions to the emulated resource, and honest noise-row coor-
dinates already delivered to corrupted parties. Thus T', the corrupted con-
sistency checks and the full application record (pub, s, F,G) are computable
without x. Unexposed honest resource records may remain deferred, as al-
lowed by the interface; they are not recovered from the simulated openings.

3. Output partials generated by (51), and sharing messages generated from
the retained application record by (52). All corrupted-recipient transfers are
therefore computable; honest-to-honest transfers expose only metadata.

In these proof hybrids the reduction emulates the local resource; it does not

submit the unknown x as a numerical witness. Honest receipts use the exact

public statement and fixed metadata. Corrupted submissions are checked against
their own registered values and incoming references, including submissions cho-
sen adaptively from earlier messages. The restricted resource offers no operation
that exports an honest temporary secret, tape, or unused witness. After output
replacement, no later honest numerical message requires x. Consequently, a dis-
tinguisher of H3 and H4, including any causal use of the retained application
record, gives a distinguisher in the specified auxiliary experiment. This argument
would not apply to a resource that exposed additional honest temporary state.

Simulated opening. For fixed p and any assignment to the ¢ < IV corrupted

coordinates,
#{we N 3w =p) = ||V,

#{w : ZZ W; = P, Weorr = wcorr} = ‘%|N_C_1-

Observed honest-row coordinates are uniform independently of their sums: R2
exposure and subsequent choices leave an honest row’s uniformly sampled sum
independent of the error shift. For H = [N]\ corr, conditional on these coordi-
nates, corrupted rows and all sums, honest R4 partials are uniform with sum

EmbO(MO) + €0+ PH, 0 + Pcorr,o — €00 — Z ﬁvﬁ,o-

iEcorr
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Here My = m, public M, is prescribed, and recorded states determine p; .
SimOpen(o, M, ) samples pp , from the distribution of the sum of honest floods
and sets

V, = Embo(MO) + ,EH,o =+ Peorr,o — €0,0 — Z ]/9\740‘ (51)

i€corr

Sample all but one honest partial opening uniformly; set the remaining one so
that their sum is V,. One unused independent honest row’s uniform flood hides
€, by (48), costing eout + enur jointly with the full application record. Data
processing covers the same adaptive later sharing/abort/pending continuation,
without conditioning on its outcomes.

Lemma 14 (Conditional simulation of key and zero sharings). Con-
dition on full F,G, source masks, m, and corrupted R4 polynomials. The table
of honest key and zero sharing messages to corrupted parties has an exact sam-
pler depending on F,G only through feorr, eorr: Sample all but one honest row
uniformly and determine the remaining row by (52).

Proof. For ¢ > 0, the first ¢ columns of Vo = (af)iecomlgkt have determinant
(o) T ton-o0
1Ecorr i<k, i,kEcorr

a unit; each evaluation fiber has size |Ry|""'7¢ (¢ = 0 is vacuous). Fix honest
h*, sample the other honest rows on corr independently uniformly, and set

Th*,corr = fcorr — Mleor — E L j corr — E T h,corry

jEcorr he H\{h*}

Yh* ,corr = Georr — § Yj,corr — § Yh,corr-

j€corr heH\{h*}
For either family, the conditional probability of any first |H| — 1 rows is

|Rq|(t,1,c)(‘m,1)
|R,|(t—D(HI=1)

|Rq|,c(‘H|,1).

The aggregate fixes the last coefficient vector; constants translate fibers and in-
dependent families multiply probabilities. Sample once after corrupted rows are
fixed, then release in scheduler order, preserving complaints/incomplete prefixes.
After removal of secret-dependent evidence, dependence on G only through georr
preserves its uniform residual kernel given the pre-online algebraic view. This is
not an information-theoretic uniformity claim conditioned on the real commit-
ments and transcript. O

The complete HO-H6 chain appears in the main-body proof of Theorem 7.2.
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D.4 Proof of malicious threshold decryption

We prove Theorem 7.3 by checking the obligations added to the core proof
by input validation, DKG and local proofs. The session-local resources follow
the commit-and-prove pattern of [8, Sect. 7.1]; they are not global proofs or
transferable NIZKs.

Proof. Fix one simulator per adversary, independently of Z, and retain failed
setup and incomplete executions.

0. Validated ciphertexts. Induction on local validation events gives
Adm;(t) = 1 = ct, € EvalClosure(Validlnput, Policy): roots require a match-
ing (V0) acceptance or honest self-acceptance; derived nodes require valid
ancestors and exact public recomputation. The pointwise conditions of Sec-
tion 7.3 therefore assign one output Dec)(s,ct,) to every accepted proof for
7, even with maliciously chosen encryption randomness. Couple honest input
tapes and failure branches; the ideal service produces the same ciphertext, and
the simulator emulates honest notices without witnesses. Forward only actual
corrupted witness submissions privately for the same (VO0) check. Induction
under the common key couples records, notices and local validation decisions,
including invalid inputs, interleaving and proof sessions whose statements fail
public checks. Starting a proof or extracting its submitted witness does not
publish a pending root. All proof paths for the ciphertext share its canonical
label and Seen., without recipient synchronization.

1. Binding responses to DKG shares. A corrupted party’s (D1) witness
fixes its shares from actual incoming references, including its own contribution.
An accepted (V1) witness for a different pair yields distinct openings of its
registered commitment, at cost eping. For two accepted responses using the same
pair and label,

Lp—p)=p—p (modq), q=Lr, [p—plle <L
= p=p,p=p nR,.

Reduce coefficientwise modulo L; odd-L rounding supplies existence. Thus every
accepted response is the prescribed rounding, without a commitment-knowledge
assumption. Emulate notices exactly while honest statements are true and re-
tain that emulation after replacing honest commitments. The resource rules of
Section 5.5 fix each session’s statement, parties and first proof input, even before
public registration checks pass; such sessions fill no response entry and are never
reset by admission. After the first R6 completion notice, new source proofs, up-
dates and transfers are rejected, while historical receipts remain verifiable. Static
corruption requires no later honest-state opening.

2. Hiding before other replacements. Replace each honest C; by
Com((0, 0); ¢;). The reduction generates genuine setup, knows the two challenge
messages and unchallenged coins, and retains numerical responses and simulated
notices without the challenge opening. Its continuation includes malicious in-
puts, incomplete R6, aborts and interleaving. These at most N — ¢ replacements
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cost epide and precede DKG and RLWE replacement, so commitments disclose
no challenged residual coefficient.

3. DKG and causal setup views. Lemma 14 samples honest dealings from
(m, fc, go, rowsc) while preserving full F, G; the zero-dealing view depends on
G only through go. Corrupted R6 checks use actual tables; honest proofs use
simulated notices and commitments to zero. The joint DKG theorem preserves
(pub, s, F, G) and all release times at cost epkg, allowing the same decryption
continuation without giving its simulator s or honest openings.

Presample the ideal one-shot key and independent sharing coins indepen-
dently of the mask-oracle tape, without changing their release times. Causal
dealings and corrupted rows may depend on earlier oracle answers but disclose
no additional residual zero-sharing randomness. At each candidate’s first hash
query, even before initialization, setup or admission, condition only on this inde-
pendent algebraic record and preceding history. The label fixes ciphertext bytes
and its oracle answer is fresh uniform. Mark boundary events for every candidate
and party at that time; never condition on future rows, delivery, admission or
successful completion.

4. Applying the core hybrids. The preceding replacements establish the
hypotheses of Lemma 9: the coefficients of U in G = G%+W¢U are uniform given
the permitted algebraic view. The RLWE reduction generates base/evaluation
keys, F,gc and the causal dealing view without the challenged coefficient. It
knows s for internal decryption, whereas the final simulator receives neither s nor
v, before release. Consequently the proof-only-noise and shared-first-component
column replacements in Section D.1 apply, with

Enoise < 1k>05prim + Ex + qHNnBL(Bmask)a
erRwe < k AdVrRiwe (Tred, 4 )-

Both steps are empty for k = 0. First-query answers are stored and reused, and
commitments to zero require no additional secret.

5. Exposure and release. Let E; be the set of honest identities with a pub-
lic response, including responses with unfinished proofs. Then Seen, = C U E;
and DY, C Seen,. The core deferred-sampling argument gives the first k& un-
rounded values, including for identities chosen from the transcript. Immediately
before the first threshold-reaching publication, set T' = Seen,, so |T| =t — 1.
The simulator submits (S1) for this set before learning v,; evaluation, publica-
tion and release are atomic. Use EncTarget, (v) = (¢/p)v for BFV and Lift,(v)
for CKKS. Thus

Pl-Pr=e [[0=Ya;"),  Jerloo <B"
JjeET

covering every later crossing set without a union over sets. For k = 0, fresh
hashes and primitive masks supply this bound; otherwise the primitive-mask
exception was charged at noise addition. Together the three costs are at most

The core universal boundary event costs €cross < g NNAL(I—1B*) + 1r=0€prim,

Eonline-
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6. Outputs and delivery. Couple initialization, key publication, local val-
idation, response publication, proof notices, cancellation and delivery. Accepted
corrupted responses are fixed by Step 1; honest packets agree outside the marked
events. Matching acceptances or honest self-receipts give identical verified sets,
so t verified identities imply prior release to the simulator. Lemma 1 gives
zg = [Du; — Rglq with ||Rs|le < B(S). BFV correctness or the exact-output
CKKS condition (Z) forces output v,; packet coupling also preserves the pub-
lic aggregate before quantization. The unchanged local execution rules retain
buffers, published responses and proof sessions after cancellation; the simula-
tor schedules using notified tickets and accepted publications, without private
contexts. Abort preserves public and validation records, while rejected propos-
als alter no state and access no decryption value. Thus the specified simulator
matches every recipient, retry and incomplete execution, with an unprogrammed
oracle, no fairness or completion conditioning, and no honest-share queries. Sum-
ming the costs proves (20). O

E Evaluation bounds and additional profiles

This appendix proves the bounds and checks supporting Section 8.

E.1 Certified modulus budgets

We bound the reconstruction and simulation factors, then choose L = ¢/r before
r to avoid an implicit inequality in q.

Lemma 15 (Uniform integral coefficient bounds). Use the points of (1),
let N' =22 N1 < 9p and put D = 2198211 For 2 <t < N, define

L£/2]
Us(t, N') = 27 loex tIL /N7 TT sin ™ (wa/N'),
a=1

Mcert(ta N/) = tUQ(t, N/)

(53)

Then the fized integral cleared coefficients satisfy | \7|1 < Usx(t,N') for every
|S| =t and i € S, and hence M{™™ < Mgeys. For the simulation factors I'; of

Section 7.1, set fo =1 and, for1 <j<t, set

LG+1)/2]-1

Iy =min{ 29,27 /Nj2 [  cos*(ma/N") ;. (54)
a=1

Empty products equal one, and I'; < fj. Both bounds depend on (t,N'), inde-
pendently of n.

Proof. Apply the third and fourth bounds of KLL*26 [17, Cor. 5.1], translating
its ring degree and party count to n, N. Its Theorem 3.8 clears denominators
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before applying the embedding-norm bound; hence the first bound holds for inte-
gral coefficients before reduction modulo ¢, without assuming they are centered
representatives. Its Corollary 5.1 embeds the degree-N’/2 subring generated by
y = x2/N " into R, preserving coeflicient ¢; norms. Apply the fourth bound at
threshold j+1 to [T, (1 —Yay ) evaluated at a;, together with the elementary
bound 27.

This upper bound need not equal M{"**. Over 2 < ¢t < N, its unique max-

imum occurs at ¢t = 86,170,342,682 for N = 256,512,1024, 2048, respectively.
Each one-third row is therefore within one bit of the largest reconstruction
bound, but need not minimize the saved fraction, whose denominator also de-
pends on [ 1.
Jambon budget. By (18), (23) allocates 27" to rounding boundaries; RLWE,
error tails, exceptional masks, and setup failures remain separate. Taking only
¢ =t — 1 would omit the mask term for smaller corruption sets. Substituting
q = rL into (8), with the exact odd-L residue bound (L — 1)/2, gives (24). In
the threshold-dominated range, the leading budgets are

log, r ~ logy p + logy Meert, log, ¢ = log, 1 + log, L. (55)

Bit widths use the exact inequalities. Increasing n preserves the coefficient bound
but increases the coefficient count and required gap.

Bounds for the strong native baseline. Put N = oflogy max{N.2t}] " — NK/Q
and D = 2M°g2t1 and assume N/ < 2n. The mterpolatlon points are aZ =1,
where y = x2”/NK generates the subring Z[y]/(y™ + 1) of Z[z]/(z™ + 1). Write
0570 and ZJT_mi for ordinary reconstruction and interpolation coefficients, before

clearing denominators. For ¢t > 3, define

[t/2]
U = 2_t+|'10g2 t.|+1\/7 H sin™ 7Ta/]\/vK)

a=1
L(t-1)/2]
= Dvm H sin~%(mwa/Ny), My = tUk.

For t = 2, instead set Ux = m, Gk = 4, and My = 2m. In both cases, use

lt/2]—-1
[ (Ng) =min{ 2071 201 /m H cos?(ra/Ny)
a=1

These bounds apply to integral lifts before modular reduction: for every qualified
S of size t, | D¢ 70|y < Uk. For every set T of t — 1 party indices, i ¢ T, and
T* = {0}UT, the polynomials DEJT ~% are integral and have coefficient £; norm
at most Gk, while ngﬁo” itself is integral and has norm at most ft—l(N(()-
For t > 3, apply the integral denominator-clearing and subring arguments of
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KLL*"26 [17, Thm. 4.4, Cor. 5.4]; centered reduction cannot increase coefficient
norms. The separate cosine bound at 0 uses £1 ~% = [[jer(1— aia;l); the
elementary product bound gives the additional minimum with 2¢=1.

The case t = 2 lies outside Corollary 5.4. For distinct points, let k& be their
nonzero exponent difference modulo 2m, set g = ged(k,2m) and h = m/g.

Because m is a power of two and k Z 0 (mod 2m), g divides m and k/g is odd.
Thus (y*)" = —1 and

9 h—1
_ ka
1 ,yk - Zy ’
a=0

The right side has coefficient £; norm at most A < m after reduction by y™ + 1,
so each coefficient D¢7 =% has norm at most m when D = 2. For T' = {4}, the
interpolation coefficients at «; are Z({)O’]}_)ai =1—y"J and €§O’J}_>ai =y,
Their norms are at most 2 and 1, respectively, and hence the common bound
Gk = 4 for all interpolation coefficients is valid after multiplication by D. We
retain this common bound, although the coefficient at j alone admits 2.

Lemma 16 (Strong native flooding with a finite query budget). Con-
sider the second KLLY 26 construction, with its explicit deterministic EeRLWE,i
term retained, and the statistical transition from Hybrid Hy to Hybrid Hy in the
proof of its Theorem 4.2 and Lemma 4.3 [17]. Set Cqee = D? and Csjy = D
over an odd ciphertext modulus q > 2D?. Assume at most q distinct cipher-
text labels, at most one invocation per identity and ciphertext, a corruption set
fized before response queries with cardinality less than t, and the error bounds
llectlloo < Be and |leriwe,illo < By on these invocations. The corruption set
may be chosen after the public key, as in the source experiment. Define

Hy = (N —t+1)qmu,
Ex = DB.I,_1(Ny) + By[(t — 1)Gk + D].

For fresh, independent uniform flooding on [—Bsm, Bsm|™ at each invocation, this
transition has statistical distance at most

Ht’I’LEK
) 56
2Bgm + 1 (56)
Consequently,
2°HynEx — 1
By = max {1, [WQK—‘ }

makes this contribution at most 27". This bounds only the stated statistical tran-
sition; it does not include the source’s RLWE, random-oracle, base-FHE, or
error-tail terms.

Proof. Initialize each ciphertext’s exposed-identity set with the corrupted iden-
tities. The hybrids agree until this set reaches t. Freeze its first ¢ —1 identities as
Te;: their deterministic components are stored for honest parties and computed

7



from shares for corrupted parties. Corrupted responses are unchanged; interpo-
lation at an identity in T,; reproduces its stored component. Thus only identities
outside T,; can change, at most N — ¢t + 1 per ciphertext and H; overall. This
counts from plaintext release without padding the corruption set or revealing
the plaintext early.

Fix the history and underlying state at a changed query. Write T' = T,
T* ={0}UT, and ¢; = {] 7. Let e be the BFV error and 7, = erLwe,,
the deterministically hashed errors, including 7; at the queried identity. The
source’s Hi, Hy response centers differ, up to sign, by D§ modulo gk, for the
integral polynomial

o= Z(ng)"?j — Dn; — (Dlo)ect.
JeT
The integral-lift bounds and ||uv||ee < |Jull1]|v]leo give

|8]lse < (t — 1)Gk By + DBy + DI} (N)Be = Fx.

All D¢ are formed in the integral subring before reduction; £y is already integral.
Neither their lifts nor § need be centered modulo ¢k.

For U, uniform on [—b,b]" N Z™ and any integral vector §, exact counting
gives

- |04 16| oo
A =1- | I 1-— < .
(Ub,Ub+§) max{(), Wil S wri

a=1
Since D is invertible modulo odd gk, remove the common center and factor
D; modular reduction cannot increase distance. Each changed query therefore
contributes at most nE/(2Bsy, + 1). Its fresh flooding sample is independent
of the history, query, stored components, and errors defining §. The conditional
bound thus holds for every adaptively chosen query and T,;; sequential coupling
sums it over at most H; invocations. Finally, 2Bg, + 1 > 2¥ HynFXx.

The resulting sufficient correctness budget. For odd p > 2, D? is invertible
modulo p. Let Fx = (B, + p/4)D?. The full correctness condition of the second
construction (KLLT26, Theorem 4.1) follows from

qk > 2p [Fk + Mk (DBy + Bgy)| qk > 2D>.

Indeed ||Cgec mod gk||1 = D?, and summing the RLWE-error and flooding coef-
ficient bounds DUy and Uk over t contributors gives the result. We use Figure 4’s
explicit-error protocol, not Remark 1’s noise-omission variant. The finite-query
lemma replaces the source’s coarser flooding condition; the smaller radius need
not satisfy that condition literally. Additional fresh responses must be counted
separately, whereas Jambon repeats its recorded response. For comparison, sub-
stituting 2% H; for 2* in the source’s unsharpened Equation (4) gives a larger
sufficient modulus; neither choice is claimed optimal.
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E.2 Profile details and statistical terms

Table 2 uses (22) and thresholds
tiys = |N/3], ty2 = N/2, tays = [2N/3]. (57)

They are the largest integers satisfying, respectively, t < (N+1)/3,t < (N+1)/2,
and t < (2N +1)/3 on this grid.

All use the same response arithmetic and privacy condition ¢ < t. OQutput
from honest parties alone requires fair activation and delivery and N — ¢ > t.
At ¢ =t —1, this is N > 2t — 1, which the two-thirds profile violates; threshold
fractions alone do not establish availability.

Each coefficient of the proof-only x is the difference of two independent sums
of 64 uniform bits: support [—-64,64] gives ¢, = 0 at B,, = 64. For odd g, its
number w(q) of distinct prime factors satisfies 3*(4) < ¢. Thus Lemma 10 gives
Eprim < Nw(q)3™" < Nlogs(q)3™™ < 2789 on the tabulated grid.

E.3 Sources of the response-size reduction

Write M = Meet(t,N), Ty = 25Nggn and Tx = 2%(N — t 4+ 1)guyn. The
flooding-dominated terms give Byy ~ Tk Ex/2, L ~ 2T,(A + B), and

r~ pMj,
q ~ 2pMTy(A+ B), (58)
gk ~ pMkTk Ex.

Consequently,
@ 2N MA+B

g« N —t+1M¢ Fx

These approximations describe sufficient choices, not necessary moduli; reported
widths use exact bounds. Besides rounding from ¢; = rL to r, the simulation
arguments differ: KLL126 charges RLWE errors at previously fixed nonzero
points and ciphertext error at zero. Jambon’s output shift B involves only the
coefficient at zero; A separately charges proof-only mask errors (Theorem 7.1).
The savings therefore combine rounding and simulation bounds, with different
admissible geometries above t = N/2; the common-geometry check below isolates
the latter effect.

(59)

Interpreting the plotted KLL™ 26 response sizes. The source’s Theorem 5.5 opti-
mizes its own bound, not necessarily our finite-query refinement. For the plotted
power-of-two party counts, N, = N below or at half threshold and 2V above it.
Both N| and D = 2Mg2 1 double at t = N/2 + 1, producing Table 6’s jumps.
Other power-of-two crossings change D; serialization adds 1/128-MiB steps. The
additional inverse-sine product Gk means the KLL'26 sizes need not peak near
one-third threshold. Lines join discrete samples, without asserting continuity in
t.

79



Table 6. Certified KLL'26 width jumps across half threshold. The spacing parameter
changes from N to 2N and D from N/2 to N. Response sizes are MiB per party,
rounded to two decimals.

w(gk) Response (MiB)
N t=N/2t=N/2+1t=N/2t=N/2+1
256 479 728 3.74 5.69
512 826 1322 6.45 10.33
1024 1517 2505 11.85 19.57

Table 7. Separate ciphertext and response widths at N = 1024, in bits per coefficient.
KLL%26 is the strong Figure 4 profile with the finite-query refinement. These are
sufficient analytical parameters, not matched concrete lattice-security estimates.

t wg) wigk) w(r)

341 957 1438 506
512 1024 1517 460
682 960 2736 349
1024 627 2884 31

E.4 Certified minima and sensitivity

The grid covers every integer 2 < t < N, through N = 32768. The interval-
verification procedure uses directed decimal rounding, Machin’s identity with
alternating-series remainders for m, and Taylor enclosures for sine products.
Widths are determined by comparison with exact powers of two, not floating-
point logarithms.

Put M = My, C = 2DB,, F = (B. +p/4)D? and § = (M + C)/T}. The
selected odd moduli satisfy

p(M —6) <r <p(M+6§+2),

TxEx — 1
2p [FJFMK (DBX+K;>} < gk

+ 2.

T« E 1
<2p |:F+MK <DBX+KK+>}

The grid satisfies Tk Ex > 3 and the correctness cutoff exceeds 2D?. An enclo-
sure crossing a serialization boundary must be refined until it lies in (2¥~1, 2%];
otherwise no width is certified. Exact rational comparisons then determine min-
ima. Independent regression checks can use the original nine standard-baseline
rows and all 21 entries of the updated KLL*26 Table 3 with their respective
inputs.
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Table 8. Statistical-budget sensitivity against strong KLLT26. Each pair is a mini-
mizing threshold and its saving; all other inputs are fixed.

Kk =40 K =64 K =80
N ¢ Saving (%) ¢ Saving (%) t* Saving (%)
256 36 66.29 48 68.27 48 69.44
512 52 62.97 78 64.49 78 65.37
1024 88 60.37 102  61.47 108 62.13
2048 106  58.39 140  59.19 152 59.66

Remark 9 (Finite-grid minimum). Use (22) and (NV,t) = (1024, 88), so
Nj = Ny =1024 and D = 128. The exact bounds give

44 43
M = 882750512 [ sin*(7a/1024), Gk =128V/512 | [ sin~>(ma/1024).

a=1 a=1

Here Ty = 287, A = 292, B = 2117 [, = 9216 | 9191 4 9100 4 1 [, — 937.232,
and
Ex = 2"* + 64(87Gk + 128).

Interval evaluation gives

9320 9810 1_ 321 163

—— = ~60.37%.

810 270 %

The displayed logarithms are log,r ~ 320.171573 and log, gk ~ 809.411628;
w(qy) = 537 is not the transmitted-response width. Minimality follows from the
full 255 + 511 4+ 1023 = 1789-pair sweep, not from this single row.

<r<2® 28 <<

At N = 256,512, 1024, imposing the same geometry N| = N gives respective

all-threshold minima of 64.52%, 62.81% and 60.37%. Thus the 60% floor on this
finite grid does not depend on the geometry difference. Using the unsharpened
source Equation (4) with the same finite-query allocation and Jambon’s native
geometry instead gives 68.35%, 64.55% and 61.51%. The main tables use the
smaller, refined KLL*26 modulus.
Statistical-budget sensitivity. For each tabulated profile, the x = 40 enclo-
sure for r also contains all choices at x > 40 within the same bit width. The
KLL"26 flooding radius and modulus are nondecreasing, so savings and their
finite-grid minimum cannot decrease; the minimizing threshold can change. This
describes the communication ratio, not a recommended security level.

These analytical extensions and the following one-third limit give no all-
threshold guarantee for unbounded V.

Proposition E.2 (One-third profile against strong KLL"26). Let N tend
to infinity through powers of two, set t = | N/3|, and keep p, B, By, qu, £ fized,
with By, > 0. Choose admissible power-of-two ambient degreesn > N/2 satisfying
logn = O(log N). Use Jambon’s proved reconstruction and gap bounds to choose
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Table 9. Extended 2048-party profiles against strong KLL'26, with the inputs and
reporting convention of Table 2.

Width (bits) Response (MiB)  Saved
N t  w(r) w(g) KLL'26 Jambon (%)

2048 682 985 2738 21.39 7.70 64.0
1024 892 2894 22.61 6.97 69.2
1365 669 5332 41.66 5.23 87.5

its least admissible rounded-response modulus r, and use the finite-query strong
parameterization above to choose the least admissible odd qx. Set

1/6 1 1
I, = / log, sin(mx) d, a=—-—2I, g=-2I;=a+ .
o 3 3
For w(u) = [logy u], the saved fraction satisfies
w(r) g (logN)
1-— = +0 . 60
w(gk) atyg N (60)

The limiting fraction is approximately 0.6317.

Proof. In this profile Ny, = N, so both constructions use the same reconstruction
bound M = tUk. The sine-product estimate gives logo M = aN + O(log N)
and log, Gk = gN + O(log N). Separating the integrable endpoint singularity
log  from log(sin(mwz)/x) yields an O(log N) error in the corresponding Riemann

~

sums. The cosine bound has log, [3—1 = bN + O(log N), where b = 1/3 +

2[01/6 log, cos(mz) dz < 1/3. Since sin(mz) < 1/2 for 0 < & < 1/6, one has
g >1/3 > b. With fixed positive By, it follows that

logy Ex = gN + O(log N), logy Bsm = gN + O(log N).

The polynomial factors D, t, H;,n and integer rounding affect only the O(log N)
terms. Therefore the flooding term dominates the complete strong correctness
budget and w(gk) = (a + g)N + O(log N). Jambon’s gap is exponential in this
profile, and substitution in its exact BFV response condition yields w(r) =
aN + O(log N) with a > 0. Dividing these expressions proves the stated result.
This is the limit of the specified sufficient parameter choices, not a lower bound
over all thresholds or a concrete-security statement.

E.5 Sensitivity to tighter reconstruction bounds

Hold the simulation bounds, L and By, fixed, and hypothetically improve both
reconstruction bounds by d bits:

my = max{D, 27 M}, mk = max{D, 27 M}.
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The floor is necessary by the cleared reconstruction identity; these improved
bounds remain unproved. With odds (x) the least odd integer strictly above x,

r(my) = podds ((1 — L™")ymy +2DB. /L),

gk (mx) = odds (max{2p[F + mk(DBy + Ban)],2D?}), (61
where F' = (B, + p/4)D?. In the dominant-term range, a common d-bit tight-
ening removes about d bits from each width, preserving the absolute gap and
increasing the saved fraction. The exact rounded minima in Table 4 are recom-
puted, not inferred from that approximation. At (N,¢) = (1024,512) the width
pairs are (460, 1517), (452,1509), (444,1501) and (428, 1485); the 1057-bit gap
is unchanged. Any improvement to the interpolation bounds used in simulation
must also change Fx and the flooding budget before repeating the comparison.

E.6 Transport and setup accounting

For common ring degree n, let U, V' count transmitted ciphertext and numerical-
response copies. Their bit counts are

Cy = n[20w(qy) + Va(r)],

Ck = n[2U0w(gk) + Vw(gk)]. (62)

Hence C) < Ck precisely when
V(w(gk) — w(r)) > 2U (w(qy) — w(ax))- (63)

Counting one ciphertext object and t responses gives U = 1,V = t, without
treating broadcast as unit-cost transport. At N = 1024 and ¢t = 341,512,682,
this count saves 64.63%, 69.53%, 87.18%, respectively. Unicasting the ciphertext
to all parties uses U = N,V =t and instead saves 37.93%, 39.93%, 70.49%. At
t = N = 1024, these two counts save 98.88% and 85.15%. These counts exclude
proofs, authentication, evaluation records, and setup; U = 0 recovers incremental
response traffic when the ciphertext is already available. Each modulus requires
a separate computational-security assessment; if approved ring degrees differ,
the response ratio is
nw(r)
nKw(gk)”

Point-to-point delivery from t responders to every other party costs t(N —
1)nw(r) bits; additional responders increase this cost. Semi-honest sharing of
the secret and zero adds 2N (N — 1)nw(q) bits to backend traffic; sharing only
zero adds N(N — 1)nw(q) bits. Malicious setup also uses temporary HE, com-
mitments, and proofs (Section 6). Its fixed commitment per identity is reused
across ciphertexts. Sending each bg-byte commitment to every other party gives
Keetup = N(N — 1)bc + Kother, including all other setup messages and proofs in
Kother- The local-ZK functionality requires s(N — 1) distinct recipient proof ses-
sions, not one transferable proof. Any repeated response, commitment, or hash in
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those sessions counts toward by ; bog covers remaining offer/authentication traffic
in both directions. Input proofs and evaluation records lie outside E(b, + by +
botr ). These counts cover prescribed invocations, not adversarial packet flooding.

For a concrete malicious comparator on the same transport, let its per-session
verification and metadata cost be ok and its amortized setup budget be K« /Jqec-
The communication difference is then

n(w(qK) - w(r)) Kg — Ksetup )

E
8 Jdec

An empirical comparison requires compatible realizations with specified security
parameters, serialization, and setup costs; no proof-size or runtime measurements
are asserted here.

E.7 CKKS precision budget

For the encoded-target CKKS core, the BFV parameters must additionally sat-
isfy Corollary 5.1 at proved target bound B,,, scale A, numerical decoding error
v, and allowed error £qec:

q > 2D(Bm + Be) + (L - 1>Mcert7
(64)

n (L — 1)Mcert
(B, oA ) cert
A( ST

) + v < Edec-

The second inequality bounds L above at fixed scale and precision; it must
coexist with (23)’s lower bound. Increasing ¢ alone does not establish feasibility.

Malicious CKKS has an exact finite ideal target and additionally requires the
public lift and perturbation stability in (Z) (Section 7.3). Replace B, by By in
the output-shift term B of (23). The inequalities above alone do not establish
that profile; no concrete malicious CKKS parameters are reported.
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F Generative AI Usage

This work used generative Al tools (Opus 5.1, Fable 5.1, and GPT-6) during
manuscript preparation for:

— Technical review assistance. Checking proof sketches, theorem state-
ments, parameter calculations, and the Jambon construction for potential
issues. The authors independently checked flagged issues and applied correc-
tions only after manual verification.

— Presentation refinement. Assisting with drafting and improving wording,
notation, paragraph structure, and section transitions. The authors reviewed
and revised Al-assisted text and retained control over the final manuscript.

The tools served as automated reviewers and writing assistants. The authors
retain full responsibility for the accuracy, originality, and integrity of all content.
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