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Abstract. Multisignatures compress many signatures on a common mes-
sage into a single aggregate. In large distributed systems, aggregation oc-
curs over multiple hops, where partial aggregates may overlap. The recent
hint-free multisignatures of Hofheinz, Reichle, and Wagner (TCC 2026)
eliminate aggregation-topology hints, but verification still requires the
complete set of participating public keys. This leaves open whether the
signer-set information itself can be eliminated. We answer this question
negatively. We introduce idempotent multisignatures to capture unre-
stricted aggregation of overlapping aggregates and prove that any such
scheme has a signature size linear in the number of signers.

To circumvent this lower bound, we introduce unique multisignatures, a
sequential alternative that eliminates this metadata and retains constant-
size signatures. We construct unique multisignatures using incrementally
verifiable computations. Finally, replacing signature chains in authenti-
cated Dolev—Strong Byzantine Broadcast with our primitive enables two-
round termination when the sender is honest and reduces communication
from O(n3) to O(nz) against t < n adaptive corruptions.

1 Introduction

In (non-interactive) multisignatures (MS) [22], a group of N independent sign-
ers jointly endorse a message m by producing N signature shares. Once these
shares are collected, they can be combined into a single constant-size aggregate
signature, ideally no larger than an individual share. This aggregate can then
be publicly verified to demonstrate that all IV signers endorsed m. Multisigna-
tures are a fundamental cryptographic primitive with numerous applications,
including Bitcoin [31,28,32] and Proof-of-Stake systems [17,6,7].

When the number of signers is small, all signature shares can be collected
and aggregated directly in a single stage. This approach, however, does not scale
to large networks such as Proof-of-Stake blockchains [17], where requiring ev-
ery signer to broadcast a signature share to the entire network would generate
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prohibitive communication overhead. In Ethereum, for example, tens of thou-
sands of validators! sign attestations using the non-interactive BLS multisig-
nature scheme [8,6,7]. Rather than broadcasting every signature share globally,
validators first send their shares, via a gossip protocol, to a subset of designated
aggregators within their committees. Each designated aggregator combines the
shares it receives into a partial aggregate and broadcasts it to the global net-
work. A block proposer then combines several such partial aggregates into the
final aggregate signature. This multi-hop aggregation process substantially re-
duces global network traffic.

Fault tolerance, however, creates a complication. Each committee has, on
average, 16 aggregators [16], and different aggregators receive shares from over-
lapping sets of validators. Consequently, the same validator’s signature share
may appear in multiple partial aggregates. The block proposer, therefore, can-
not blindly combine partial aggregates from the same committee, since doing so
may include the same share multiple times in the final signature. At the same
time, selecting a single partial aggregate is undesirable because that aggregate
may represent only a small fraction of the committee. Thus, the simple aggre-
gation procedure used in a single-hop setting, where no auxiliary information
accompanies a share or aggregate, is insufficient in the multi-hop setting.

Ethereum addresses this problem by attaching a bitmask to every partial
aggregate that identifies exactly which validators contributed signature shares
[17]. After receiving the partial aggregates and their corresponding bitmasks, the
block proposer selects a collection whose bitmasks are pairwise disjoint, so that
no validator is counted more than once. Among such collections, the proposer
aims to maximize the number of participating validators, corresponding to the
number of set bits in the bitwise OR of the selected masks. This solution has
two significant drawbacks. First, the bitmask introduces an overhead that grows
linearly with the number of validators, eliminating the constant-size advantage
of multisignatures. Second, selecting the optimal collection of partial aggregates
yields the Attestation Aggregation and Packing Problem (AAPP), an NP-hard
optimization problem [19,37].

One can avoid the AAPP by replacing the bitmask with a vector of counters
that records the multiplicity of each validator’s signature share. Partial aggre-
gates could then be combined without requiring the signer sets to be disjoint,
while the counters would track duplicate contributions. This approach, however,
does not solve the underlying communication problem: if ¢ upper-bounds the
multiplicity of any validator’s share, the counter vector incurs an overhead of
N -log, (1) bits. Hence, both approaches require auxiliary information whose size
grows linearly with the number of signers.

Constant-size Signatures. Ideally, we would like to aggregate signatures arbi-
trarily while keeping the sizes of both the partial and final aggregate signatures
constant with respect to the number of validators. In particular, aggregation

L Approximately a 1/32 fraction of all active validators; see https://beaconcha.in/
charts/validators.
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should not require broadcasting a bitmask or maintaining per-signer multiplic-
ity information. Achieving this goal is currently listed as an open problem in
Ethereum research [18]. We formalize this ideal functionality through the notion
of non-interactive idempotent multisignatures. This leads to the first question
addressed in this work:

Can we construct a non-interactive idempotent multisignature with constant-
size signatures that supports repeated aggregation over overlapping signer
sets, without tracking the multiplicity of individual signers?

We answer this question negatively. We prove that such a primitive can-
not exist. Otherwise, it would imply an unconditional lossless compression algo-
rithm capable of compressing random data beyond information-theoretic limits
[11,35,34]. In fact, our impossibility result is stronger: it continues to hold even
when the signature size is N — 1 bits.

A Practical Alternative. The impossibility result suggests that tracking the
exact set of participating signers is the only approach if one simultaneously re-
quires unrestricted aggregation and constant-size signatures. Fortunately, many
consensus applications do not need to know which participants signed. It is of-
ten sufficient to verify only how many distinct participants contributed to an
aggregate signature.

Motivated by this observation, we move away from arbitrary multi-parent
aggregation and instead adopt a sequential aggregation paradigm. This gives
rise to our notion of non-interactive unique multisignatures. In a unique mul-
tisignature scheme, signatures are aggregated sequentially, and each aggregation
step increases the signature’s depth. An aggregate signature of depth k € [N]
convinces a verifier that k distinct signers participated in signing the message,
without revealing their identities.

The depth need not be encoded explicitly in the signature. To preserve
constant-size signatures, the verifier may instead test validity for each possi-
ble value k € [N]. Thus, the signature itself remains a constant size regardless
of the number of signers. This leads to the second question of this work:

Can we construct unique multisignatures with constant-size signatures?

We answer this question positively, but with a caveat. Relying on the depth
to verify how many signers have signed a message has an obvious flaw: a single
malicious signer can sign the message and increase the counter k times to con-
vince the verifier that k different signers have signed the message. Preventing
such a malicious beghavior under standard assumption 2 requires encoding the
signers identities in the aggregate signatures, which brings us back to the same
impossibility result introduced above. To break this cycle, we show that such a
primitive with constant-size signatures can be constructed assuming the signers
can be restricted to contribute at most once to an aggregate signature. This can
be done using trusted hardware environments or one-shot signatures [2,36]. Both

2 The meaning of “standard assumptions” will be clarified in the following.



approaches can be used to limit the number of signing operations each signer
can perform in the protocol run, ensuring they can sign at most once per epoch.
We provide such a construction and demonstrate its practicallity by providing a
byzantine broadcast protocol on top of it.

Byzantine Broadcast with Early Termination. The Dolev-Strong proto-
col [14] is an authenticated Byzantine Broadcast protocol enabling a group of
n parties Pq1,...,P, to reach agreement over a synchronous network. Assume
without loss of generality that P; is the sender with an input value v, and that
1 <t < n—1is the number of corrupted parties. The protocol ensures with
overwhelming probability that after ¢ + 1 rounds: (i) all honest parties termi-
nate and decide some value v’ (Termination), (ii) all honest parties decide on
the same value v’ (Agreement), and (iii) if the sender is honest, then all honest
parties decide on v (Validity).

A drawback of this protocol prevents honest parties from terminating before
completing ¢ + 1 rounds. A malicious sender P; colluding with corrupted parties
can exploit early termination to equivocate and break Agreement. The main
issue allowing this attack is the attacker’s ability to sign two distinct values.
Restricting the signing ability of each signer to one signature per protocol run
can solve this issue. Since our construction of unique multisignatures provides
exactly this restriction, it is a perfect fit to substitute the typical signature chains
in standard Dolev-Strong byzantine broadcast implementations.

Because the signing ability is restricted to one signature per epoch, if the
sender is honest, every honest party terminates safely in round 2. Otherwise,
a malicious sender can force the protocol to run for ¢ + 1 rounds. Due to the
constant size of our unique multisignature, the protocol messages sent by the
parties are of size 1+ 2 -k, where k is the constant signature size. Therefore, the
communication complexity of our protocol is reduced from the original O(n?’)
down to O(n? - (I +k)), where [ :=1 and 2 - k is the signature size.

1.1 Related Work

Authenticated Byzantine Broadcast. Dolev and Strong [14] gave the clas-
sical deterministic authenticated Byzantine Broadcast protocol, tolerating up to
t =n—1 corruptions in ¢+ 1 rounds. Dolev and Reischuk [15] established funda-
mental lower bounds on the communication required for authenticated Byzantine
agreement. More recently, Momose and Ren [30] obtained quadratic communi-
cation under weaker resilience assumptions, including ¢t < n/2 with threshold
signatures and trusted setup.

Early Termination. A related line of work studies protocols whose termi-
nation time depends on the actual number f of corruptions. Loss and Nielsen
[25] give a deterministic, adaptively secure protocol tolerating up to t = n — 1
corruptions and terminating in (’)(min 2t + 1) rounds. Deligios, Klasovita, and
Liu-Zhang [13] subsequently obtain asymptotically optimal early termination for



t < (1 —¢)n. In contrast, our approach enables early termination by strengthen-
ing the authentication primitive: unique multisignatures prevent a signer from
authenticating two conflicting values within the same protocol epoch.

Randomized Protocols. Randomization provides another approach to im-
proving upon the deterministic ¢ + 1-round bound. Garay, Katz, Koo, and Os-
trovsky [20] study authenticated broadcast in the presence of a dishonest major-
ity. Subsequent works obtain improved round complexity in different dishonest-
majority regimes [9,41,40]. These results are largely orthogonal to ours: we re-
tain a deterministic protocol and instead use unique multisignatures to prevent
equivocation and reduce authentication overhead.

Hint-Free Multisignatures. Most closely related to our cryptographic moti-
vation, Hofheinz, Reichle, and Wagner [21] recently introduced hint-free multisig-
natures for multi-hop aggregation. Their notion removes auxiliary information
describing how an aggregate was formed, while verification still depends on the
set of participating public keys. Our setting asks whether one can go further
and avoid tracking signer identities or multiplicities altogether. Our impossibil-
ity result rules out this stronger form of arbitrary idempotent aggregation with
constant-size signatures, thereby motivating unique multisignatures that certify
only the number of participating signers.

2 Technical Overview

BLS Signatures and Aggregation. A standard BLS signature operates over
a bilinear group, where a signer with secret key sk hashes a message m and
computes the signature as ¢ := H(m)®*. To verify the signature, the verifier uses
a pairing to check whether e(o,g) = e(H(m), pk), where pk := g*. A powerful
feature of BLS is non-interactive multisignature aggregation, which allows mul-
tiple signatures o1,...,0N on the same message m to be combined simply by
multiplying them into o = [], o;. This results in a compact signature regardless
of the number of signers. Furthermore, this aggregate signature can be verified
under the aggregate public key, computed as a simple product apk = []; pk;.
Similar to standard BLS, verification of the aggregate signature is performed by
checking e(o, g) = e(H(m), apk), which holds since

e(o,9) =€ <H rn,g> = e(H(m)*, g) = e(H(m), g) = e(H(m), apk),

where sk ==}, sk;.

Note that we are not operating in the plain public key model: We assume
that every signer provides a Proof of Possession (PoP) [6,26,33] of the secret key
sk, corresponding to its public key pk;, which is how Ethereum’s Proof of Stake
works. Without PoP, special mitigations must be implemented against rogue-key
attacks [7].



Multi-Hop Aggregation. In highly distributed systems with many signers,
collecting all signature shares to aggregate them at once does not scale due to
the communication overhead that floods the network. To reduce this overhead,
one can use multi-hop aggregation by dividing the signer set PK into smaller
subsets PK; such that PK = U;PK;. After aggregating the shares of each subset
PK; inside smaller subnetworks, only the partial aggregations of PK; are sent to
the global network, which are then aggregated together to generate the final sig-
nature. However, this introduces the following issue: Let PK := {pky, pky, pks},
PK; == {pky,pky}, and PKy := {pky, pks}. Assume all sign the same message,
producing o; := H(m)%i and the signature shares inside the corresponding sub-
network are aggregated as X, := o1 - 09 and Y5 = 09 - 03. Aggregating both
partial aggregations yields X := X - Xy = 0y - 02 - 03. Consequently, verifying
this signature under the aggregate public key apk := pk; - pky - pks fails if we use
the standard verification equation, since

e(2,9) = e(H(m)aF25eH50) g) = e(H(m), gt 2skotso))
+ e(H(m)7g(Sk1+sk2+sks)) = e(H(m), apk).

To verify correctly, the verifier requires knowledge of the multiplicity of each
signature share in the final aggregate signature. This issue can be resolved using
one of the following approaches:

— Bitvector-Guided Aggregation: To avoid the multiplicity issue, a system
can use a bitvector to track participants and only aggregate disjoint sets.
However, because aggregators often collect overlapping sets of signatures,
these overlapping aggregates cannot be merged, as the bitvector cannot rep-
resent multiplicities.

— Encoding the Multiplicities: If a protocol wants to force the multi-hop
aggregation of overlapping sets, one solution is to encode a vector of counters
that tells the verifier the exact multiplicity of each public key. However, this
means replacing the simple 1-bit-per-signer bitvector with multiple bits per
signer, which adds significant data overhead.

— Tracking the Aggregation Topology: Another solution is to let the ver-
ifier use the exact tree of how the aggregates were merged to compute the
verification equation. However, encoding and sending this random topology
as a hint creates a large communication overhead.

— The Normalization Approach: A recent solution by Hofheinz et al. [21]
introduces hint-free multi-signatures using Indistinguishability Obfuscation
[3,23]. Their approach uses a public normalization procedure that automat-
ically removes the redundant signature shares during aggregation, thus re-
ducing the multiplicity of every key to exactly 1. While this completely
eliminates the need to track multiplicities or aggregation topologies, the ver-
ifier still requires the exact set of participating public keys (e.g., an N-bit
bitvector) as an explicit input.

Unfortunately, all these approaches incur an overhead that is at least linear
in the number of signers.



Impossibility of (N —1)-Bit Aggregate Signatures. We show that multisig-
nature schemes supporting multi-hop aggregation for N signers while preserving
a signature size of N — 1 bits do not exist. We formalize this type of signature as
a new primitive called Idempotent Multisignature and demonstrate that the ex-
istence of such a primitive implies a compression algorithm capable of losslessly
compressing random data.

Intuitively, if an idempotent multisignature scheme can encode exactly who
signed and who did not within a signature of size N — 1, it is essentially com-
pressing a linear-length bitvector (where 1 denotes participation and 0 denotes
absence). We can frame this signature aggregation as an information-theoretic
transmission game. First, for a fixed sequence length N (e.g., N = 4), we gen-
erate N key pairs (pk;,sk;) and produce individual signature shares o; for a
fixed, arbitrary message m := 0. This setup acts as a public dictionary that is
generated once and is entirely independent of the data to be transmitted.

Now, suppose a sender wishes to transmit an arbitrary N-bit sequence, for
example, B = 1001. To encode B, the sender aggregates the pre-computed
signature shares corresponding to the set bits (positions 1 and 4), producing the
aggregate y = SigAgg({o1,04}).

The receiver, given y (and having access to the public dictionary of individual
shares o;), iteratively checks positions i = 1,..., N to deduce whether the i-
th signer participated. For the first bit (i = 1), the receiver computes a test
aggregate y; = SigAgg({o2,03,04}). They then aggregate y and y; to form Y7 =
SigAgg({y, y1}). Because y contains o1, the combined aggregate Y7 contains all
four shares and will successfully verify against the full aggregate public key.
Since the receiver knows o1 was not in yj, its presence in Y7 implies it must have
come from y, allowing the receiver to deduce b; = 1. Similarly, for the second
bit, the receiver computes yo := SigAgg({o1,03,04}) and Y = SigAge({y, y=}).
In this case, Yo will fail to verify because neither y nor ys contains o9, leading
the receiver to correctly deduce by = 0. By repeating this process, a sender can
transmit any arbitrary bit string of length N compressed within a signature of
size N — 1, which directly violates established information-theoretic compression
bounds.

Sequential Aggregation. As an alternative to idempotent multisignatures,
we study a variant of sequential aggregate signatures [27,26]. A directed-path-
style aggregation eliminates the situation resulting in one of the shares being
aggregated multiple times, assuming the signers behave honestly. While falling
back to sequential aggregation comes with its efficiency limitations, it reopens
the question of whether we can achieve multi-hop aggregation while keeping the
signature size constant.

Unique Multisignatures. Unique Multisignatures are a variant of sequential
aggregate signatures. In contrast to typical aggregate signatures that allow the
signers to sign arbitrary distinct messages, unique multisignatures impose strict
pattern on the messages being signed. Concretely, the signers sign messages of
the form (m,e,7), where m is a message signed by all signers, e is an epoch,



and 7 is the current depth of the signature. Crucially, message-signature pairs
can only be aggregated for the same (m,e). In the e-th protocol run, N sign the
same message m. The i-th signer in the signing chain for ¢ € [N] signs (m, e, 1),
consequently, the signing sequence is of the form:

(L,(m,e,0)) = (o1,(m,e, 1)) = (02,(m,e,2)) = ... = (o, (m, e, N)),

where (on, (m,e, N)) is the final aggregate signature in epoch e of depth N.
Unfortunately, as highlighted earlier, unique multisignatures exist only if the
signers behave honestly. For example, an adversarial signer in the sequence
can receive a signature of depth j, signs the message k > 1 times, and for-
wards a signature of depth j + k instead of j + 1 to the next signer. To encode
B = 1001, the encoder sequentially signs and aggregates a message m := 0 un-
der the keys sk; and sk, (the positions corresponding to 1) sequentially in epoch
e = 1: o} «® Sign(PK,sk;, m,e,1);01 < SigAgg(PK, m, e, (L,0),(01,1));0} =
Sign(PK, sky, m, e,2); 04 < SigAgg(PK, m, e, (01,1), (04,2)). Given the compres-
sion o4, The decoder iterates over all bits b; for i := 1,...,4. For by, it com-
putes X <* Sign(PK, sk, m, e,3) and ¥, < SigAgg(PK,m, e, (04,2), (X},3)). It
then tries to verify VerifyAgg(PK, m, e, 3, X1 ), which should output 0 because the
signature is valid for depth 2 since only two unique signers participated in its
signing. Consequently, since adding a share corresponding to sk; did not increase
the depth of the signature, the decoder learns that a share from sk; has been
aggregated in oy4; therefore, by = 1.

For the second bit b, the decoder analogously computes X} and X5. How-
ever, since b = 0, no share corresponding to sk, is aggregated in o4, hence
aggregating X, increases the depth of o4, hence VerifyAgg(PK, m e, 3, Xs) = 1,
and the decoder infers that no share from sk, was included in o4 and therefore
ba = 0. The rest of the bits can be decoded analogously.

Restrictive Signing Oracle A Restrictive Signing Oracle (RSO) provides
access to the signing functionality of an underlying digital signature scheme
DS, while restricting the caller to obtaining at most one signature per epoch. In
particular, the caller never obtains the signing key sk. During initialization, upon
invocation of KeyGen, the oracle generates a key pair (pk, sk), stores sk internally,
and returns pk. Signatures are requested through the interface Sign, which takes
as input a message m and an epoch e. If no signature has previously been issued
for epoch e, the oracle computes and returns a valid signature ¢ on m and
marks e as used. Any subsequent signing request for the same epoch is rejected
with L. There are two natural approaches to realizing an RSO. The first relies on
trusted hardware that protects the signing key and maintains state across signing
operations. The second relies on one-shot signatures, a cryptographic primitive
in which a signing key can be used to produce at most one signature [2,36].
The former can be instantiated using commodity hardware, such as trusted
execution environments or hardware authentication tokens, whereas the latter
fundamentally exploits quantum computing.

— Hardware Assumptions. A generic way to implement an RSO is to use a
trusted execution environment (TEE) [10]. A TEE isolates security-sensitive



code and data from the rest of the system, including privileged software
such as the operating system or hypervisor. The RSO can therefore generate
and store sk within the protected environment and maintain a trusted state
recording of which epochs have already been used. Provided that this state is
protected against rollback, the TEE can enforce the one-signature-per-epoch
restriction even when the surrounding software is malicious. Moreover, re-
mote attestation can bind the public key pk to a particular attested program,
allowing a third party to verify that pk was generated by an implementation
that enforces the required signing policy. A more lightweight realization may
be possible using hardware FIDO authenticators, such as YubiKey, Google
Titan, or Nitrokey devices. FIDO2 and WebAuthn implement public-key-
based challenge-response authentication in which an authenticator gener-
ates a credential key pair and uses the corresponding private key to sign
authentication challenges [5,38]. Hardware authenticators can additionally
provide attestation evidence about the authenticator and the provenance of
the generated credential.

Of particular interest for our setting is the optional signature-counter mech-
anism supported by WebAuthn authenticators. When implemented, the au-
thenticator maintains a counter that increases after successful authentication
operations, and the resulting counter value is included in the signed authenti-
cator data. Consequently, for an authenticator that provides a monotonically
increasing, rollback-resistant counter, the counter value can be interpreted as
a device-generated epoch identifier. Under this interpretation, each counter
value is associated with at most one signature, giving an RSO-like interface
for sequential epochs.?

— One-Shot Signatures. One-shot signatures (OSS) provide a particularly
natural cryptographic realization of the restriction underlying an RSO. In-
formally, an OSS signing key permits the generation of a signature on a
single message, after which it cannot be used to produce a valid signature on
a second message. The notion was introduced by Amos, Georgiou, Kiayias,
and Zhandry [2]. More recently, Shmueli and Zhandry gave a standard-model
construction under cryptographic assumptions [36]. Such signatures funda-
mentally rely on quantum signing keys and exploit the inability to copy
quantum information freely.

This property is stronger than what double-authentication-preventing sig-
natures (DAPS) provide. In a DAPS scheme, multiple signatures can, in
principle, be generated, but signing two conflicting messages associated with
the same address reveals the signer’s secret key [4]. Thus, DAPS discourages
equivocation by making it punishable, whereas OSS prevents the production
of two signatures in the first place.

A single OSS key pair naturally realizes only a single epoch. To obtain an
RSO supporting multiple epochs, one can assume an upper bound E on the

3 This requires an authenticator that implements a suitable signature counter and
protects it against rollback. Moreover, if epochs are chosen independently by the
application rather than identified with the authenticator counter, additional trusted
state is required to enforce the one-signature-per-epoch restriction.



number of epochs and generate an independent OSS key pair (pk,,sk,) for
every e € [E]. The RSO uses sk, to answer the signing request associated
with epoch e. To avoid a public key whose size grows linearly with FE, the
public keys {pk_}cc[g) can be committed to using a Merkle tree. The RSO
public key then consists only of the Merkle root, while a signature for epoch
e is accompanied by pk, and the corresponding Merkle authentication path.

We provide a construction of a unique multisignature with constant signature
size using Incrementally Verifiable Computations. This approach can combined
with a hardware signing oracle or one-shot signatures.

Byzantine Broadcast with Early Termination. Early termination is gen-
erally unsafe in the standard Dolev—Strong protocol. Suppose an honest party
P; terminates in round ¢. A malicious sender Py colluding with ¢t — 1 corrupted
parties can violate the Agreement as follows. During the first ¢ — 1 rounds, the
corrupted parties exchange two conflicting values, v = 1 and v’ = 0, only
among themselves, thereby constructing valid signature chains for both values.
In round ¢, they send the chain for v to an honest party P; and the chain for v’
to another honest party P;. If P; terminates immediately and outputs v, then P;
may output v’, since it has not yet learned about the conflicting value v. Agree-
ment is therefore violated. Waiting one additional round prevents this attack. In
round ¢t + 1, the honest parties forward the values they received, causing P; and
P; to learn both v and v’. They can then detect the equivocation and output
the prescribed default value, thereby preserving Agreement. This illustrates why
the standard Dolev—Strong protocol requires parties to execute all ¢ 4+ 1 rounds:
an honest party cannot safely terminate upon receiving its first valid signature
chain, because a conflicting chain may still exist elsewhere in the network.

The attack fundamentally relies on the sender’s ability to authenticate two con-
flicting values within the same protocol execution. If each participant is restricted
to signing at most one value per execution, such equivocation becomes impos-
sible. Our notion of unique multisignatures provides precisely this guarantee by
allowing each signer to contribute at most one signature per epoch. This makes
unique multisignatures a natural replacement for the signature chains used in
standard implementations of Dolev—Strong Byzantine Broadcast.

With this restriction, once an honest party receives a valid value carrying the
sender’s signature, it can safely sign the value, broadcast the resulting aggregate
signature, and terminate. No conflicting value can later be accepted, because
producing such a value would require a second valid signature from the sender
in the same epoch, which is prohibited by the unique-signing property. Thus,
sender equivocation is ruled out cryptographically rather than detected through
an additional round of communication.

Moreover, unique multisignatures keep the authentication information con-
stant size. Instead of carrying a signature chain whose length grows with the
number of rounds, a message contains only a constant-size aggregate authentica-
tion object. Consequently, replacing Dolev—Strong signature chains with unique
multisignatures reduces the protocol’s overall communication complexity from

10



O(n3) to (9(712) while simultaneously enabling safe early termination for honest
parties.

3 Preliminaries

Let A € N denote the security parameter. Unless stated otherwise, all algorithms
and adversaries are probabilistic polynomial-time in A. For n € N, we write
[n] == {1,...,n}. For a binary string z € {0,1}*, |z| denotes its bit length;
for a finite set S, |S| denotes its cardinality. We use z < y for deterministic
assignment and z «° D to denote sampling = according to a distribution or
randomized experiment D; if D is a finite set, the sampling is uniform. Unless
explicitly indicated, probabilities are taken over all random coins of the setup,
the algorithms, and the adversary.

3.1 Digital Signatures
We recall the definition of standard digital signatures.

Definition 1 (Digital Signatures). A digital signature scheme DS = (KeyGen,
Sign, Verify) is defined as follows:

— KeyGen(1*) The randomized key generation algorithm takes as input a secu-
rity parameter 1%, and it outputs a key pair (pk,sk).

— Sign(sk,m) The randomized signing algorithm takes as input a secret key sk
and a message m, and it outputs a signature o.

— Verify(pk, m, o) The deterministic verification algorithm takes as input a pub-
lic key pk, a message m, and a signature o. It outputs a bit b € {0, 1}.

A digital signature scheme DS must satisfy correctness and existential un-
forgeability. For completness, we provide the full definitions in the supplementary
material.

3.2 Broadcast

Network and Parties. We consider a set of parties P := {Py,...,P,}, where
P; is the designated sender and holds an input v € {0,1}. Before the protocol
begins, a trusted registration functionality binds each party P; to a public key
pk; and gives all parties authenticated, read-only access to PK = pk; ien]" The
adversary cannot modify these bindings. The parties communicate over authenti-
cated point-to-point channels in a synchronous network. An execution proceeds
in numbered, lock-step rounds. Every message sent by an honest party to an
honest party in a given round is delivered by the end of that round.

11



Adaptive Corruptions. The adversary A may adaptively corrupt up tot < n
parties during the execution, based on its current view. Corruptions are per-
manent. Upon corrupting a party, A obtains its local state and controls all of
its subsequent actions and outgoing messages. Note that corrupting an RSO-
equipped party does not reveal the RSO’s, as they are inaccessible even to the
party itself.

Definition 2 (Byzantine Broadcast). Let II be a protocol that is executed
by N parties Py, ...,Pn, where Py, the designated sender, holds an input v and
all parties terminate upon output. We say that II is adaptively secure if, for
every adaptive adversary corrupting at most t parties, the following properties
hold with overwhelming probability:

— Termination: All honest parties eventually terminate and decide on some
value v'.

— Agreement: All honest parties decide on the same value v'.

— Validity: If the sender Py is honest, then every honest party decides on v.

3.3 Compression

Definition 3 (Compression in the Random Oracle Model). For a se-
curity parameter X\, a hash function H treated as a random oracle, we define
compression schemes CMP™ = (SetupH7 Encode', DecodeH) as follows:

— SetupH(l)‘,N) The setup algorithm takes as input a security parameter 1
and a mazimum bit length N, and outputs a public parameter pp. We as-
sume pp specifies the input domains Xy, = {0, 1} and Yy, of Encode and
DecodeH, respectively.

— EncodeH(pp,x) The compression algorithm takes as input a string x € Xpp
and outputs a compressed string y € Vop.

— DecodeH(pp,y) The decompression algorithm takes as input a compressed
string Yy € Vop, and it outputs a decompressed string x € Xpp.

Theorem 1 (Compression Limit in the Random Oracle Model). Let
CMPH = (SetupH, Encode!, DecodeH) be a d-lossless compression scheme in the
random oracle model for a constant § € (0,1). That is, for all security parameters
A, all mazimum bit lengths N, all random oracles Hyp, all public parameters

pp «° SetupH(l’\, N), and all x € Xy, it holds
PHr DecodeH(pp7 EncodeH(pp,x)) =z | H extends Hpp| > 6.

Then it holds |Vop| > 9 - | Xpp].

Proof. The proof relies on a simple averaging argument similar to [12, Fact
8.1.]. As Pr[Decode" (pp, Encode (pp,z)) = z] > §, there exists a realization of
a random oracle H € H extending H,, such that there is a fraction of &y,
say Xy, C App, with || > 0 - [App|, and it holds for all 2’ € A, that
DecodeH(pp, Encode! (pp, x’)) = 2’. Thus, the cardinality of the image of Encode!
is at least of size [X] |, i.e. [Vpp| > X5, > 0 - [Xpp]. O
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3.4 Incrementally Verifiable Computation (IVC)

Incrementally Verifiable Computation (IVC) [39] allows a prover to prove that
an initial state xg reaches another state x; by repeatedly applying a transition
function F for j times, i.e.,
zj = F(F(...F(z0)))-
—_——————
j times
Crucially, the proof size and the verifier’s time are sublinear in the depth j. In
this work, we follow the definitions of [24], which assume a constant-size proof.

Definition 4 (Incrementally Verifiable Computation). An Incrementally
Verifiable Computation (IVC) scheme is a tuple of algorithms IVC = (Setup,
KeyGen, Prove, Verify) where:

— Setup(1*): The randomized setup algorithm takes as input a security param-
eter 1* and outputs a common reference string crs.

— KeyGen(crs, F): The deterministic key generation algorithm takes as input a
common reference string crs and a transition function F. It outputs a prover
key prk and a verifier key vrk.

— Prove(prk, zo, z;-1,2;,j,mj—1,0j-1): The randomized prover algorithm takes
as input a prover key prk, an initial state xo, two states x;_1 and x;, a step
index j, a proof mj_1, and a witness oj_1. It outputs an updated proof ;.

— Verify(vrk, zo, z;, 7, 7;): The deterministic verifier algorithm takes as input a
verifier key vrk, an initial state xo, a state x;, a proof depth j, and a proof
mj. It outputs a bit b € {0,1}.

An IVC scheme IVC = (Setup, KeyGen, Prove, Verify) must satisfy the following
properties:

Definition 5 (Perfect Completeness). An IVC scheme IVC := (Setup, KeyGen,
Prove, Verify) satisfies perfect completeness if for any adversary A:

crs <% Setup(1*),
(F,d, 0, xj-1,05-1,m5-1) <> Alcrs),
Verify(vrk, zo, 0,0, L) = 1A | (prk,vrk) + KeyGen(crs, F),
Verify(vrk, zo, z;,7,7;) = 1 xj — F(xj-1,05-1),
Verify(vrk, l‘o,l‘j_hj — 1,71']'_1) = 1,
T <—$ Prove(prk, T, Tj—1, CEj,j7 Tji—1, O'jfl)
Definition 6 ((ts,t},,cxs)-Knowledge Soundness). An IVC scheme IVC :=
(Setup, KeyGen, Prove, Verify) satisfies (tgs,t},, €ks)-knowledge soundness if for

all j € N, and for any adversary A running in time at most tys, there exists an
extractor € running in time at most t),, such that:

I crs +% Setup(17),
Pr Verify(vrk, zo, 2, 4, m;) =1 | (F,z0,x;,7;) < Alcrs,r),
re{oA i (prk, vrk) < KeyGen(crs, F) -
[2; = x% where crs «% Setup(1*), = e
— $P1r NE e F(xi,w;) (F, w0, x},m5) < Alers, 7)),
{01} | Vie{0,...,5 =1} | (wo,...,wj—1) < E(crs,r)
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Definition 7 (Succinctness). There exists a polynomial p such that for all
security parameters A € N, all step indices j € N, and all transition functions
F, the proof size and the running time of Verify are strictly bounded by p(A, |vrk]).

4 Idempotent Multisignatures

In this section, we introduce the notion of non-interactive idempotent multisig-
natures, a variant of standard multisignatures [22,29,7] allowing for repeated ag-
gregation of signature shares while preserving a fixed total aggregate-signature
size at most N — 1 bits, where N is the number of signers. The key requirement
for such a primitive is a property we call idempotent correctness. This property
ensures that the multiplicity of a signature share in an aggregate signature does
not affect the aggregate key required to verify the signature correctly.

To formalize this, we distinguish between a multiset (which allows repeated
elements) and its underlying set (which contains only the unique elements, ig-
noring repetitions). Consider a set of three signers {S7, 52, S5}, each using their
secret key sk, to generate a signature share o; on the same message m. Let S =
{01, 02,03} be the standard set of these shares. The standard aggregate signature
o + SigAgg(S) is valid under the aggregate key apk + KeyAgg({pky, pky, pks}).
The idempotence property ensures that for any finite multiset X' whose under-
lying set is exactly S, the multi-aggregated signature ¢’ < SigAgg(X') remains
valid under the exact same aggregate key apk for the message m.

Definition 8 (Non-interactive Idempotent Multisignatures). A non-
interactive idempotent multisignature scheme IMS = (Setup, KeyGen, KeyAgg,
Sign, SigAgg, Verify) is defined as follows:

— Setup(l’\): The randomized setup algorithm takes as input a security param-
eter 1* and outputs a public parameter pp. We assume that pp implicitly
encodes \.

— KeyGen(pp; rnd): The deterministic* key generation algorithm takes as input
a public parameter pp, and randomness rd, and it outputs a pair (sk, pk).

— KeyAgg(PK): The deterministic key aggregation algorithm takes as input a
set of public keys PK = {pky,...,pk,} for any integer t > 1, and it outputs
an aggregate key apk.

— Sign(sk, m): The randomized signing algorithm takes as input a secret key sk
and a message m and outputs a signature share &.

— SigAgg(X): The deterministic signature aggregation algorithm takes as input
a finite set of signatures X (which can be basic signature shares or partial
aggregations). It outputs an aggregate signature o.

— Verify(apk, m, 0): The deterministic verification algorithm takes an aggregate
key apk, a message m, and a signature o as input. It outputs a bit b € {0,1}.

4 The random coin rnd is given explicitly as input.
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Note that we define KeyGen this way to enable ad-hoc key generation by instan-
tiating KeyGen as a pseudorandom function PRF with rnd being the PRF key.

An IMS must satisfy idempotent correctness (definition 9), existential un-
forgeability (definition 10), and efficiency (definition 11).

Definition 9 (Idempotent Correctness). We say that an Idempotent Mul-
tisignatures scheme IMS := (Setup, KeyGen, KeyAgg, Sign, SigAgg, Verify) satisfies
idempotent correctness if for any security parameter A € N, any integer N > 1,
and any message m € {0,1}*, the following holds:

— Generate public parameters pp «° Setup(1*).

— Sample uniformly random coins rnd; <3 {0,1}* and compute key pairs
(sk,, pk;) < KeyGen(pp;rnd;) for all i € [N].

— Compute the aggregate public key apk < KeyAgg({pky,...,pky})-

— Let a; <% Sign(sk;, m) fori € [N]. Define the complete set of basic signature
shares as X = {o1,...,0N}.

— For any integer k > 1, let V1,..., Vi be a collection of arbitrary, not nec-
essarily disjoint, non-empty subsets of X such that U§:1 V; =X

— For all j € [k], let o} < SigAgg(V;) be the partial aggregation of subset V;.

— Let 0 < SigAgg({o1,...,0}}) be the final aggregate signature.

It holds that Pr[Verify(apk,m,o) = 1] = 1.

Definition 10 (Existential Unforgeability (EUF-CMA)). For an idempo-
tent multisignature scheme IMS = (Setup, KeyGen, KeyAgg, Sign, SigAgg, Verify),
an adversary A, and a security parameter A\ € N, we define the unforgeability
game EUF-CMAs as follows:

— Setup: Sample random coins rd % {0,1}*. Run pp <* Setup(1*) and
(sk*, pk*) <+ KeyGen(pp;rnd). Provide pp and the target public key pk™ to
the adversary A.

— Online Phase: A may adaptively request signatures on arbitrarily chosen
messages m. Upon receiving a query for m, return & <° Sign(sk*, m). Let Q
be the set of all messages queried by A to this oracle.

— Output Determination: When A terminates, it outputs a tuple (PK, m*, o*).
Compute apk + KeyAgg(PK). Output 1 if all of the following conditions hold:
1) Verify(apk,m*,0*) =1, 2) pk*™ € PK, 3) m* ¢ Q. Otherwise, output 0.

The advantage of A is defined as:
AdviE M (A) = Pr [EUF-CMAjys = 1]

We say that IMS is (tewf, €cuf)-EUF-CMA-secure if for all adversaries A running
in time at most ey, it holds that

AdvEREMA(A) < ey
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Definition 11 (Efficiency). We say that an Idempotent Multisignatures scheme
IMS := (Setup, KeyGen, KeyAgg, Sign, SigAgg, Verify) is efficient if for any secu-
rity parameter A € N and any number of signers N > 1, the following holds: The
size of any basic signature share output by Sign is bounded by poly(\), and the
size of any valid aggregate signature o output by SigAgg is at most N — 1 bits.

Theorem 2. In the random oracle model, if there exists an efficient idempotent
multisignature scheme satisfying idempotent correctness and (t,e)-EUF-CMA se-
curity for some N - < 1/2, then there exists a ¢§'-lossless compression scheme
CMP™ = (Setup™, Encode™ : & — {0,1}, Decode" : {0,1}M — X) for M <
N—1,0":=1—N-¢, a realization of the random oracle H, and an input domain
X, such that M < log(|X| - "), which violates the bound in theorem 1.

We provide the compression algorithm in figure 1 and defer the full proof with
the formal losslessness analysis to section C

5 Unique Multisignatures

Non-interactive unique multisignatures are a variation of sequential aggregate
signatures [27,26] with an aggregate signature size of poly(\) 4 log(N), where
N is the number of signers. One of the key features of unique multisignatures
is that they restrict the signing and aggregation functionalities. In unique mul-
tisignatures, signing is divided into epochs e such that every signer signs a single
message m per epoch. An epoch can be seen as an identifier of a protocol ex-
ecution; hence, each signer is allowed to issue a single signature per protocol
execution. It must be infeasible for any signer to sign two messages m and m’
with m # m’ in the same epoch e. We call this property Non-Equivocation.

Additionally, no coalition of N dishonest signers can generate a final ag-
gregate signature attesting that N’ > N signers have signed a message m in
epoch e. Intuitively, this property ensures that each signer can sign a message
m in some epoch e at most once. We call this property Uniqueness. We provide
formal definitions in the following.

Definition 12 (Unique Multisignatures). A Unique Multisignature scheme
UMS := (Setup, KeyGen, Sign, Verify, SigAgg, VerifyAgg) is defined by the follow-
ing algorithms:

— Setup(1*, N): The randomized setup algorithm takes as input a security pa-
rameter 1% and a number of signers N, and outputs public parameters pp.

— KeyGen(pp): The randomized key generation algorithm takes as input public
parameters pp and outputs a secret key sk and a public key pk.

— Sign(PK,sk,m, e, 7): The randomized signing algorithm takes as input a pub-
lic key set PK, a secret key sk, a message m, an epoch counter e, and a depth
parameter T, and outputs a signature share o.

— Verify(PK, pk, m, e, 7,0): The deterministic verification algorithm takes as in-
put a public key set PK, a public key pk, a message m, an epoch counter e,
a depth parameter T, and a signature o, and outputs a bit b € {0,1}.
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Decode" (pp, )

~

fSetupH(lk, N)
1:

5=

\102

(N7 ppimsv)(’s) < PP

J

2 pp;,. " IMS.Setup(1*) 2: fori=1...N do
3: fori=1...N do 30 ki« H()
4: ki <> H(4) 4: (Pk;, sk;) < IMS.KeyGen(pp;,, 5; ki)
5: (pk;, sk;) < IMS.KeyGen(pp,,,.;k;) 5: done
6 Sli] «* IMS.Sign(sk;, 0) 6: apk < IMS.KeyAgg({pky,-..,pky})
7. done 7: fori=1...N do
8: pp:=(N,ppim. X = {0,1}",5) e Si=d
o: return pp 9: for j € [N]\ {i} do
10 : Si = S; U{S[j]}
Encode" (pp, ) 1 done
1: (N, pPims, X, 5) < pp 12 : os,; = IMS.SigAgg(S;)
2: (®1,...,2N) & 13 : o; = IMS.SigAgg({os,,y})
3: Sy:=10 14 : x; = IMS.Verify(apk, 0, 0;)
4: fori=1...N do 15: done
5 if ; = 1 then 16: z < (z1,...,ZN)
6: Sz = Sz U{S[i]} 17: return x
7 fi
8: done
9: y:=IMS.SigAgg(Ss)
return y
Fig.1. A construction of ¢'-lossless compression scheme CMPH := (SetupH, Encode',

DecodeH) using an idempotent multisignature scheme IMS, where H is a hash function

treated as a random oracle.

— SigAgg(PK, m, e, (01,71), (02,72)): The signature aggregation algorithm takes
as input a public key set PK, a message m, an epoch e, two signatures oy
and oo of depths 71 and 7o, respectively. It outputs an aggregate signature o

and a number of shares T.

— VerifyAgg(PK, m,e, 7,0): The deterministic aggregate verification algorithm
takes as input a public key set PK, a message m, an epoch e, a number of
shares T, and a signature o. It outputs a bit b € {0,1}.

Definition 13 (Correctness). Let UMS := (Setup, KeyGen, Sign, Verify, SigAgg,
VerifyAgg) be a unique multisignature scheme. We say that UMS satisfies cor-
rectness if for any security parameter 1*, any number of signers N, any message
m, any epoch e € N, any depth T € [N], and any signer i € [N], the following

holds:
— Run pp <% Setup(1*, N).
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— Generate N key pairs (pk;,sk;) % KeyGen(pp) for j € [N] and set PK :=
{Pk;}jeiny-
— Generate o <% Sign(PK, sk;, m,e, 7). Then,

Pr[Verify(PK, pk;,m,e,7,0) = 1] = 1.

Definition 14 (Sequential Correctness). Let UMS := (Setup, KeyGen, Sign,
Verify, SigAgg, VerifyAgg) be a unique multisignature scheme. We say that UMS
is sequentially correct if for any security parameter 1*, any number of signers N,
any message m, any epoch e € N, and any ordered sequence of k € [N] distinct
signers (i1,...,1ir) where i; € [N], the following holds:

— Run pp <% Setup(1*, N) and initialize an empty public key set PK < ().

— Generate N key pairs (pk;,sk;) < KeyGen(pp) for i € [N] and set PK <
PKU {pk; }ien]-

— Set the initial aggregation state to empty: o < L, 740

— For j=1,...,k, the signers iteratively sign and aggregate their shares with
the previous partial aggregation:

g T Sign(PK, sk; . m,e, j)
(0),) «* Sighgg(PK, m, e, (0} 1,5 — 1), (0;,4))

— Then, for the final aggregate signature o, and the final number of shares k,
it holds that:
Pr[VerifyAgg(PK, m, e, k,07,) = 1] = 1.

Definition 15 (Uniqueness). For a unique multisignature scheme UMS =
(Setup, KeyGen, Sign, Verify, SigAgg, VerifyAgg), a security parameter X\, a total
number of signers N € N, a corruption bound t € [N], and an adversary A, we
define the game UNQ{ys(t, N) as follows:

— Setup Phase. Generate pp <° Setup(1*, N), initialize an empty public key
set PK < 0, an empty set of corrupted parties C < 0, a table K[| < 0, and
a table H[-] + 0. For every i € [N], generate (pk;,sk;) <°* KeyGen(pp), set
K[i] :== (pk;,sk;), and update PK <— PK U {pk;}.

— Signing Phase: Invoke A(pp, PK). A gets access to the following two ora-
cles, which it may query adaptively and in an interleaved fashion.

e Signing Oracle. On input an index i, a message m, an epoch counter
e, and a depth parameter T, return L if i ¢ [N] or i € C. Otherwise,
parse (pk;,sk;) < K[i], generate o +% Sign(PK,sk;,m,e, 7). If ¢ # L,
update H[(m,e)] < H[(m,e)] U {i}. Return o to A.

e Corruption Oracle. On input an index i, return L if i ¢ [N], i € C,
or |C| > t. Otherwise, update C <— C U {i}, parse (pk;,sk;) < Kli], and
return sk; to A.

— Output Determination: A outputs a tuple (m*,e*, 7%, 0*). Output 1 iff:

VerifyAgg(PK, m*, e*, 7", 0") =1 and 7 > |H[(m*, e*)]UC|.

Otherwise, output 0.
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We say UMS s (tyng, Eung)-Unique if for all adversaries A running in time
tung, 1t holds that

PrlUNQ{vs(t, N) = 1] < €ung-

Intuitively, the adversary wins if it can generate a valid aggregate signature
with depth 7* larger than the number of parties that either signed (m*, e*) while
honest or were corrupted. This can happen by (i) repeated aggregation of one of
the signature shares, (ii) forging a signature share corresponding to an honest
party that neither signed (m*,e*) nor was corrupted, or (iii) generating more
than one signature share for one of the corrupted parties. Therefore, a scheme
allowing a signer to generate an arbitrary number of signatures per epoch cannot
satisfy this notion.

Definition 16 (Non-Equivocation). For a unique multisignature scheme
UMS := (Setup, KeyGen, Sign, Verify, SigAgg, VerifyAgg), an adversary A, a se-
curity parameter A, and a number of signers N, we define the game quleS as
follows:

— Setup: Generate public parameters pp «° Setup(1*, N), initialize an empty
public key set PK < () and a secret key set SK < 0, and invoke A(pp).

— Online Phase: A may adaptively send up to N distinct KeyGen requests.
For each request, generate (pk,sk) <* KeyGen(pp), update PK < PK U {pk}
and SK <+ SK U {sk}, and return (pk,sk) to A. Moreover, A is given access
to a signing oracle: On input (sk,m, e, 7), return L if sk ¢ SK and otherwise
return Sign(PK, sk, m,e, 7).

— Output Determination: A outputs a tuple (pk,mi, 71,01, Ma, 7o, 09,€).
Output 1 iff my # mq, pk € PK, and Verify(PK, pk, my, e, 71, 01) = Verify(PK
, Pk, ma, e, 7o, 02) = 1. Otherwise, output 0.

We say UMS is (teq, €cq) -non-equivocation secure if for all adversaries A running

in time teq, it holds that

Pr[Eq(j‘MS =1] < &gy

Definition 17 (Efficiency). A unique multisignature scheme UMS is efficient
if there exists a polynomial p such that for any security parameter A € N,
any number of signers N, any public key set PK, any message m, any epoch
e € N, any depth 7 € N, and any valid aggregate signature o (i.e., such that
VerifyAgg(PK, m, e, 7,0) = 1), it holds that |o| < p(\) + log(N).

Constant-Size UMS. Note that efficiency (definition 17) tolerates an aggregate
signature size logarithmic in the number of signers N. However, it is easy to see
that any UMS satisfying this efficiency definition can be transformed into another
unique multisignature scheme UMS’ with a constant aggregate signature size by
modifying the algorithm VerifyAgg to drop the signature depth 7 from its input.
In this case, UMS'.VerifyAgg has to search for the largest depth 7 € [N] for which
UMS.VerifyAgg(...,7,...) = 1.
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5.1 On the Impossibility of Unique Multisignatures under Standard
Assumptions

In this section, we show that Unique Multisignatures are impossible to construct
under standard assumptions.

This impossibility stems from the combination of the Uniqueness and Effi-
ciency properties due to their contradictory nature. Uniqueness requires the ver-
ification algorithm to reject if the aggregate key contains a duplicate constituent
(one of the public keys was aggregated more than once). To this end, the verifi-
cation algorithm needs the aggregate key to encode and reveal its constituents;
therefore, it must encode a per-key counter specifying how many times each
public key occurs. Constructing such an encoding while preserving Efficiency vi-
olates the compression bound (theorem 1) because it is equivalent to encoding
an arbitrary amount (linear in the number of signers) of data in a constant-size
codeword (independent of the number of signers).

Theorem 3. In the plain random oracle model, if a (t,€)-unique multisignature
scheme UMS satisfying efficiency (definition 17) exists, then there exists a 0-
lossless compression scheme CMPH := (SetupH, Encode" : X — {0,1}M] Decode™ :
{0,1}M — X) for an input domain X and § > 1—N-e, such that M < log(|X|-6).

We provide the compression algorithm in figure 2 and defer the full proof with
the formal losslessness analysis to section C.

5.2 An IVC Transition Function (.7-':3;g

In this section, we describe a transition function with respect to a digital signa-
ture scheme DS := (KeyGen, Sign, Verify).

— State. The state x; consists of a tuple (PK,m,e, j), where PK is a public
key set, m is a message, e € N is an epoch, and j € N is the state index. The
initial state is zp := (PK, m, ¢, 0).

— Transition Function ]—"Bgsg(xj_l,wj). On input the previous state z;_1 =
(PK,m,e,j — 1) and a witness w; = (pk;,0;), return x;_ if pk; ¢ PK or
DS.Verify(pk;, (m, e, (PK, j)),0;) = 0. Otherwise, output an updated state
zj = (PK,m,e,j).

5.3 Unique Multi Signatures under Stronger Assumptions

In this section, we propose a construction of a unique multisignature scheme
UMS. The construction relies on a restrictive signing oracle RSOpps) for an
EUF-CMA-secure digital signature scheme, ensuring that no signer can gener-
ate more than one signature per epoch. We formally define the oracle below.
This combination directly ensures that no malicious signer can sign two distinct
values in the same epoch; hence, the non-equivocation property holds. However,
it is insufficient for uniqueness. In particular, ensuring uniqueness requires pre-
venting the aggregation algorithm from repeatedly aggregating the same share.
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{etup(ﬂ7 N)

Decode(pp, y)

1: PK0 1t (N, PPymss X, {sk; biew), PK) < pp
20 PPum. — UMS.Setup(1*, N) 2: mi=0,e:=1,00=1;7:=0
3: fori=1...N do 3: ify=1then //2=0...0
4t (pk;,sk;) < UMS.KeyGen(pp,,..) 4 =1
5:  PK < PKU {pk,} 5: else
6: done 6 : for j=N...1do
7: if UMS.VerifyAgg(PK, m e, j,y) = 1 then
Tt pp = (VPP X = (0.1}, {5k Jiciny. PK) VerivAgg (P, m. <.Jv)
8: Ti=7+1
8 : return pp
9: break // signature depth found, exit the loop
Encode(pp, x) 10 q
1 (N, PPymss X, {sk; e ], PK) < pp 11:  done
2: m=0e=1,0:=1,7:=0 12: fori=1...N do
3: (w1, ,an) 13: oi «° (UMS.Sign(PK, sk, m, e, 7),7)
4: fori=1...Ndo 14: (o}, 7)) «° UMS.SigAgg(PK, m, ¢, (y, 7 — 1), 0:)
5 if z; =1 then 15 : if UMS.VerifyAgg(PK, m,e, 7, 07';) =0 then
6 : Ti=7+1 . .
, 16 : z, =1
T or—1 = (07-1,7 = 1) 17 : else
8 : o ° (UMS.Sign(PK,sk,,m,e, 1), T) 18 @ =0
9: (o0, 7) P UMS.SigAgg(PK, m,e,0,_1,0,) 19: fi
10 : fi 20: domne z = (z1,...,%N)
11: done 21: return x
12: Y=o,
E return y j
Fig.2. A construction of an unconditional compression algorithm CMP := (Setup,

Encode, Decode) from a given unique multisignature scheme UMS.

We achieve this via sequentiality: A signature oo of depth 75 on a message m
can be aggregated with another signature o; of depth 7 on the same message
m iff o, = 7 + 1. Note that this condition is checked implicitly when evaluating
IVC.Prove. It remains to ensure efficiency. To this end, we treat signature aggre-
gation as a transition function updating a state z; := (PK, m, e, 7;) sequentially:

(PK,m,e,0) —» (PK,m,e,1) = --- = (PK, m,e, N).

Then, we rely on incrementally verifiable computations to generate proofs for the
current state attesting that 7; distinct signature shares have been aggregated.
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Restrictive Signing Oracle. We formalize the notion of restrictive signing
oracles (RSO), an abstraction modeling any technique restricting the signing
ability of parties in a distributed system. Such an oracle is constructed with
respect to a digital signature scheme to fully control the parties’ access to their
secret keys. Concretely, it allows each party to sign a single message per epoch. To
this end, signers must not be able to extract their secret keys from the oracle;
otherwise, they could sign arbitrarily. Consequently, any event where a party
successfully signs two messages in the same epoch must result from breaking the
EUF-CMA security of the underlying signature scheme.

Definition 18 (Restrictive Signing Oracle). A restrictive signing oracle
RSO\ps) for a digital signature scheme DS is defined by the following interfaces:

— KeyGen(i): The randomized key generation algorithm takes as input an iden-
tifier i, and outputs a public key pk;.

— Sign(i,m, e,aux): On input an identifier i, a message m, an epoch counter e,
and auziliary data aux, it outputs a signature o.

Definition 19 (Correctness). A restrictive signing oracle RSOpg) for a dig-
ital signature scheme DS := (KeyGen, Sign, Verify) satisfies correctness if for all
A € N, all identifiers i, all messages m, all epoch counters e € N, all auxiliary
data aux,

pk; +* RSO|ps].KeyGen(i)

Pr | DS.Verify(pk;, (m, e, aux),o) = 1 > $ RSO[ps).Sign(i, m, e, aux)

Definition 20 (One-Shot Security). For a number of signers N € N, a
digital signature scheme DS := (KeyGen, Sign, Verify), a restrictive signing oracle
RSO[ps) = (KeyGen, Sign), and an adversary A, we define the game OS“,{\SO[DS] as
follows:

— Setup: Initialize RSO[ps) with a public key set PK := ), and invoke A(1A N).

— Online Phase: A is given oracle access to RSOps).KeyGen(-) which it may
query on at most N distinct identifiers. For each query on an identifier i,
generate a public key pk; < RSO|ps)-KeyGen(i), add it to PK, and return
it to A. Similarly, A is given access to RSO(pg).Sign(-) to acquire signatures
on tuples of the form (i,m, e, aux).

— Output Determination: A eventually outputs a tuple (pk™, e*, my, auxy, o1,
Mo, auxs, o). Output 1 iff all of the following hold: 1) DS.Verify(pk*, (my, e*,
auxy),o1) = DS.Verify(pk™, (mq, e*,auxs),02) = 1, 2) (my,aux;) # (ma,
auxz), 3) pk* € PK. Otherwise, output 0.

The advantage of A is defined as: Advggo[m] (A) =Pr {OS“F?SO[DS] = 1} . Fora
(tews,€euf)-EUF-CMA-secure digital signature scheme DS, we say that the oracle
RSOps) is one-shot secure if for all adversaries A running in time te,s, it holds
that: Advgssoms] (A) < N-geyy. Intuitively, we assume that the restrictive signing
oracle perfectly stores each secret key and enforces at most one signing query per
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key and epoch. Hence, a winning output contains a valid signature on a message
that the oracle did not sign under one of at most N public keys. Guessing this
public key incurs a factor N, yielding AdVCR)SSo[DS] (A) < N -eeuy.

Construction of Unique Multisignatures. We assume there exists a restric-
tive signing oracle RSOpps) = (KeyGen, Sign) for a digital signature scheme DS.
Furthermore, we assume the existence of an incrementally verifiable computation
scheme IVC.

Construction 1 (Unique Multisignature). Let IVC := (Setup, KeyGen, Prove,
Verify) be a succinct IVC scheme satisfying completeness and knowledge sound-
ness. Let fa'?gsg be the transition function defined in section 5.2. Let PK be a public
key set and initialize a counter ¢ = 0.

— Setup(1*, N). Generate crs <% IVC.Setup(1*) and (prk,vrk) < IVC.KeyGen(
crs, faDgsg), set pp == (prk, vrk), and return pp.

— KeyGen(pp). Increment i = i + 1, invoke pk < RSO[ps)-KeyGen(i), set
sk := 1, and return (pk, sk).

— Sign(PK,sk,m, e, 7). Return o <° RSO(ps).Sign(sk, m, e, (PK, 7)).

— Verify(PK, pk,m, e, 7,0). Return DS.Verify(pk, (m,e, (PK,7)),0).

— SigAgg(PK, m, e, (01,71), (02,72)). Parse (prk,vrk) < pp, and let xg := (PK,
m,e,0), z,, = (PK,m,e,m), and z, = (PK,m, e, 12).
Abort and output L if

(o1 # LV 7 #0) AIVCVerify(vrk, zg, 7y, 71,01) =0
V Vpk € PK, Verify(PK, pk,m, e, 12,09) = 0.

Otherwise, let pk be the key under which the signature oo verifies and gen-
erate o <3 IVC.Prove(prk, o, Zr,, T1,, T2, 01, (pk, 02)), and output (o, 7s).

— VerifyAgg(PK, m, e, 7,0). Parse (prk,vrk) < pp, set o == (PK,m,e,0) and
zr = (PK,m,e, 7). Return IVC.Verify(vrk, xg, z,, T, 0).

Theorem 4 (Correctness of UMS). Let UMS be the unique multisignature
scheme defined in construction 1. If the restrictive signing oracle RSO|ps) satis-
fies correctness, then UMS satisfies correctness.

Theorem 5 (Sequential Correctness of UMS).  Let UMS be the unique
multisignature scheme defined in construction 1. If the restrictive signing or-
acle RSOps) satisfies correctness and the incrementally verifiable computation
scheme IVC satisfies perfect completeness, then UMS satisfies sequential correct-
ness.

Theorem 6 (Uniqueness of UMS). Let UMS be the unique multisignature
scheme defined in construction 1 for a number of signers N and a corruption
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Table 1. Comparison of deterministic synchronous Byzantine broadcast protocols.
Here, t is the corruption bound, f is the actual number of corruptions, ¢ = n — f, and
k is the signature size. We assume constant-size broadcast values, i.e., £ = O(1).

Protocol General rounds Improved rounds Worst-case rounds Communication
Albouy et al. [1] t+1 max{2,t+ 3 — c} t+1 Om!(1+tr)/(n—t—1H)"
Loss—Nielsen [25] O (min{f?,t}) o(f) O(t) O (n*(min{f°,t} + x))
Deligios et al. [13]  O(min{f”,t}) o(f) O(t) O(n*(min{f*,t} + x))
Our work t+1 2 t+1 O(n?)

*The communication complexity of Albouy et al. is not stated in the paper; we derive

this bound from the explicit forwarding of signature chains in Algorithm 2.

bound t € [N], and let INC, DS, and RSOps) be the primitives used in the con-
struction. If INC is (tgs, t}.., €ks)-knowledge sound, DS is (teys,€ens)-EUF-CMA
secure, and RSOps) is OS secure, then UMS 'is (tung, Eung)-Unique, where:

Eung < ks + 2-N- Eeuf and tunq ~ min(tk37 teuf - t;cq)

Theorem 7 (Non-Equivocation of UMS).  Let UMS be the unique mul-
tisignature scheme defined in construction 1 for a number of signers N, and let
RSOps) be the restrictive signing oracle used in the construction with respect to
a digital signature scheme DS. If RSOps) is OS secure, then UMS is (teq,€cq)-
non-equivocation secure, where ecq < N - €oyf and teqg = teys.

For completness, we provide the full proofs in section C.

6 Efficient Byzantine Broadcast with Early Termination

In this section, we propose an efficient variant of the Dolev—Strong protocol with
good-case early termination. In particular, our protocol allows honest parties to
terminate in round 2 when the sender is honest. Our protocol also improves
communication efficiency by replacing the linearly growing signature chains of
the original Dolev—Strong protocol with a single constant-size unique multisigna-
ture section 5. This reduces the overall communication complexity from O(n3)
to (’)(nQ), outperforming existing approaches as shown in table 1.

Early Termination. In the standard Dolev—Strong protocol, honest parties
cannot safely terminate immediately after accepting a valid value. A malicious
sender, together with corrupted parties, may maintain two conflicting signature
chains and reveal them to different honest parties in different rounds. Therefore,
an honest party that terminates as soon as it sees the first valid chain may
decide on a value before learning that another conflicting chain exists. Waiting
until round t 4 1 prevents this attack: any value that can still be extended to a
valid chain must eventually be forwarded by an honest party, allowing all honest
parties to observe the relevant values before deciding.
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/ Dolev-Strong Protocol with Early Termination \
The protocol is executed by a set of parties P := {P1,...,Pn} for a unique epoch e
(increased for each execution). Assume w.l.o.g. P1 is the sender with a public key
pk, and input value v € {0,1}.
Each of the parties P», ..., Py maintain three (initially empty) sets V*, S¢, St.

— The Sender P;. Generate of «° Sign(PK,sk,v,e,1) and (o1,1) +° SigAgg(
PK,v, e, (L,0),(c1,1)), broadcast (v,o1,01), and terminate.
— Party P; for i=2...N. For all rounds r =1,...,¢t+ 1, do the following:

1. If a message (v,07,0,-1) was accepted in round r — 1, generate o, <
Sign(PK,sk,v,e,r) and (or,r) <8 SigAgg(PK, v, e, (0r—1,7 — 1), (07.,7)),
broadcast (v, o7, 0,), and proceed to the decision phase.

2. When receiving a message (v,07,0,) in round =, if v ¢ VY,
Verify(pk,,m, e, 1,01) = 1, and VerifyAgg(PK, v, e,7,0,) = 1, accept the mes-
sage v by updating V' « V' U {v} and S} + S; U {(01,0+)}.

— Decision Phase. Output 1 if V' = {1} and 0 otherwise. j

$

Fig. 3. A variant of the Dolev-Strong broadcast protocol that relies on a Unique Mul-
tisignature scheme UMS := (Setup, KeyGen, Sign, Verify, SigAgg, VerifyAgg). We assume
all parties generated their keys and populated PK with their public keys.

Our protocol removes the source of this problem using the non-equivocation
property of unique multisignatures. Every accepted value contains a valid sig-
nature share under the sender’s public key for the same epoch. Hence, except
with negligible probability, two conflicting values cannot both carry valid sender
authentication in the same execution. Consequently, once an honest party ac-
cepts a valid value, no conflicting value can later be accepted by another honest
party. The party can therefore broadcast the accepted value and terminate im-
mediately, rather than waiting until round t+1 as in the standard Dolev—Strong
protocol. In particular, when the sender is honest, all honest parties accept the
sender’s value in round 1 and can terminate in round 2.

Communication Complexity. The communication complexity of the proto-
col is O(n?). The sender broadcasts once in round 1, and every other honest
party broadcasts at most once: after accepting a value, it updates the aggregate
signature, broadcasts it to all parties, and terminates. Hence, the protocol con-
tains at most n broadcasts by honest parties. Since each broadcast sends the
same message to O(n) parties, this results in O(nQ) point-to-point messages.
Moreover, each message contains only the value v, the sender’s individual sig-
nature share, and a constant-size unique multisignature aggregate. Thus, the
authentication information does not introduce an additional linear factor in the
number of parties, reducing the communication complexity from O(n3) for the
standard Dolev—Strong protocol to O(n2).

Theorem 8 (Adaptive Security). Let IT be the Dolev—Strong-based broad-
cast protocol with early termination defined in figure 3, executed by n parties
while tolerating at most t < n adaptive corruptions. Suppose that the underly-
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ing unique multisignature scheme UMS satisfies correctness and sequential cor-
rectness, s (tung, Eung)-Unique for corruption bound t, and is (teq,Eeq)-nON-
equivocation secure. Then II satisfies Termination with probability 1, Valid-
ity with probability at least 1 — €.q, and Agreement with probability at least
1 —€eqg — €ung- In particular, if eyng and e.q are negligible, then II is adaptively
t-secure.

Proof. Let A be an adaptive adversary corrupting at most t parties throughout
the protocol execution.

Termination. Every honest party either accepts a value in some round r < t
and terminates after broadcasting it in round r + 1, or reaches the end of round
t + 1 and executes the decision phase. Therefore, every honest party eventually
terminates and outputs a value. To show validity and agreement, we define and
rule out the following bad events.

— Let E; be the event that there exist two distinct values v # v’ and two
signatures o1, 0} such that

UMS.Verify(PK, pky, v, e, 1,01) = UMS.Verify(PK, pky, v, e, 1,07) = 1.

— Let E; be the event that an honest party accepts a value v in round t + 1
with a valid aggregate signature oy of depth t 4+ 1, but H[(v,e)] \ C = 0,
where H[(v, €)] is the set of parties that signed (v, e) while being honest and
C denotes the final set of corrupted parties.

We bound the probabilities of these events through the following two claims.
For completness, we provide proofs for both claim in the supplemental material.

Claim 1. There exists a reduction R such that Pr[E;] < PrlEqliys = 1] < eeq-
Claim 2. There exists a reduction R such that Pr[Ey] < PrlUNQ[ys(t,n) =
1] < Eung-

Validity. Suppose the sender P; is honest and holds input v. In round 1, P;
generates a valid signature share o] on (v, e, 1) and a valid aggregate signature o
of depth 1, and broadcasts (v, o7, 01) to all parties. By correctness and sequential
correctness of UMS, every honest party accepts v in round 1.

Consider any value v/ # v. For an honest party to accept v, per figure 3,
there must exist a signature of such that

UMS.Verify(PK, pk,, v/, e,1,07) = 1.
At the same time, the signature generated by the honest sender satisfies
UMS.Verify(PK, pk,, v,e,1,0}) = 1.

Hence, the acceptance of v/ # v implies E;. By claim 1, this event occurs with
probability at most e.,. Therefore, except with probability at most .4, every
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honest party accepts only v and outputs v.

Agreement. Assume an execution in which neither E; nor Es occurs.

We first observe that at most one value can be accepted by honest parties
during the execution. Assume for the sake of contradiction that two distinct
values v and v’ are accepted, possibly by different honest parties and in different
rounds. By the acceptance rule in figure 3, there exist signatures o1 and of such
that UMS.Verify(PK, pky,v,e,1,01) = UMS.Verify(PK, pky,v’,e,1,07) = 1.

Since v # v’, this implies E1, contradicting our assumption. Therefore, through-
out the execution, all honest parties that accept a value accept the same value.

Furthermore, we notice that if the sender is honest, then the validity argu-
ment above already implies agreement. Therefore, we assume in the following
that the sender is corrupted.

Next, consider the case in which no honest party accepts a value. In this
case, every honest party outputs 0, and agreement holds. Therefore, it remains
to consider the case in which at least one honest party accepts a value and show
that this implies that every honest party accepts this value.

Let r be the first round in which an honest party accepts a value, and fix
an honest party P; that accepts a value v in round r. If v = 0, then no honest
party can accept 1, since all values accepted by honest parties are identical.
Consequently, every honest party outputs 0.

It remains to consider the case v = 1. We observe that the first honest
acceptance of 1 must occur by round t, i.e., r < t. Indeed, an aggregate signature
accepted in round t + 1 has depth t + 1. Since at most t parties are corrupted,
such an aggregate cannot be generated solely from corrupted parties without
violating the uniqueness of UMS.

Formally, this is captured by Es. Since E; does not occur, whenever an honest
party accepts 1 in round t+ 1, it holds that H[(1,¢e)]\C # 0. Fix j € H[(1,e)]\C.
Since the sender is corrupted, j # 1. Thus, P; is an honest non-sender. By the
protocol, Pj can generate its signature share in some round s <t + 1 only after
accepting 1 in round s — 1. Consequently, P; must have accepted 1 by round t.
Hence, whenever an honest party accepts 1 in round t 4+ 1, some honest party
has already accepted 1 by round t. It follows that the first honest acceptance of
1 occurs in some round r < t.

Since P; remains honest throughout the execution, in round r 41 it generates
its signature share, extends the aggregate signature accepted in round r, and
broadcasts the resulting message. By correctness and sequential correctness of
UMS, the resulting aggregate signature is valid.

By the choice of 7, no honest party accepted a value before round r. Every
honest party that accepts a value in round r accepts 1 and therefore already
holds the same value as P;. Every other honest party remains active in round
r 4+ 1 and, by synchrony, receives the message broadcast by P; and accepts 1 by
the end of that round. Thus, every honest party outputs 1.

We conclude that Agreement holds whenever neither E; nor E; occurs. There-
fore, Agreement can fail only if at least one of these events occurs. By claim 1
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and claim 2, we have

Pr[Agreement fails] < Pr[E; U Eg] < Pr[E;] + Pr[Es] < e + €ung-

Hence, II satisfies Agreement with probability at least 1 — €cq — Eung- O
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A RSO from One-Shot Signatures

We now show how to instantiate a restrictive signing oracle using quantum in-
formation, relying on the notion of one-shot signatures. To do so, we first recall
the definition of one-shot signatures introduced by Amos et al. [2].

Definition 21 (One-shot Signatures).
A one-shot signature scheme is a tuple of algorithms (KeyGen, Sign, Verify)
with the following syntax:

— KeyGen(crs): On input a common reference string crs, outputs a classical
public key pk and a quantum secret key sk.

— Sign(sk,m): On input a secret key sk and a message m, outputs a signature
.

— Verify(crs, pk,m, ): On input a common reference string crs, a public key pk,
a message m, and a signature o, outputs a bit b.

Definition 22 (Correctness).
If (pk,sk) < KeyGen(crs), then Verify(crs, pk, m,Sign(sk,m)) = 1 for any
message m with overwhelming probability.

Definition 23 (One-Shot Security). For every quantum polynomial-time
algorithm A, we have:

Verify(crs, pk, mg, 09) = 1| crs « {0,1}" )
g Verify(crs, pk,my,01) = 1| (pk, {(mo,00), (m1,01)}) < Alers) | — %

We now show that one-shot signatures naturally realize the notion of a re-
strictive signing oracle. We assume that the number of epochs is upper bounded
by e, (), which is polynomial in the security parameter.

We define RSO.KeyGen(i) and RSOSign (i, m, e, aux) as follows. Throughout,

we assume that a common reference string crs is given:

— RSO.KeyGen(i): Create e, key pairs for the one-shot signature scheme by
running (pk;,sk;) < KeyGen(crs) for each j € [e,]. Output the public key
PK; = (pky,- .., pk,,) and store SK; = (sky,...,sk, ).

— RSO.Sign(i, m, e,aux): Recover SK; = (sky,...,sk, ), set M = (m|[aux), and
output Sign(sk,, M).

Lemma 1. The above construction is a correct and one-shot secure restrictive
signing oracle instantiation.

Proof. Correctness of the restrictive signing oracle follows directly from the cor-
rectness of the underlying one-shot signature scheme.

For one-shot security, suppose that there exists an adversary A that breaks
the one-shot security of the RSO scheme. That is, the adversary outputs a valid
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tuple (PK*,e*, my, auxy, o1, mo, auxs, 02). This means that there exists a public
key pk} € PK* and messages M; = (mp|laux;) and M = (mg||auxs) such that

Verify(pke, My, 01) = Verify(pke, M2, 02) = 1.

Therefore, (pk, (M1, 01),(Ms,02)) is a valid forgery against the one-shot secu-
rity of the underlying signature scheme for the public key pk’. O

B Extended Preliminaries

B.1 Digital Signatures

Definition 24 (Correctness). A digital signature scheme DS satisfies cor-
rectness if for all A\ € N and all messages m,

Pr [Verify(pk, m, o) = 1| (pk,sk) <> KeyGen(1*), 0 «* Sign(sk,m)| = 1.

Definition 25 (Existential Unforgeability (EUF-CMA)). Let DS = (KeyGen,
Sign, Verify) be a digital signature scheme and A be an adversary. For any secu-
rity parameter A € N, we define the game EUF—CMA“SS as follows:

— Setup: Compute (pk,sk) <> KeyGen(1*) and invoke A(pk).

— Online Phase: A is given oracle access to Sign(sk,-). Let Q be the set of
all messages queried by A to this oracle.

— Output Determination: A eventually outputs a forgery pair (m*,c*). The
game outputs 1 if Verify(pk,m*,0*) =1 and m* ¢ Q. Otherwise, it outputs
0.

The advantage of A is defined as:
AdvELTMA(4) .= Pr |[EUF-CMA%s = 1] .

We say that the scheme DS is (tewf,€cur)-EUF-CMA secure if for all adver-
saries A running in time at most te, s, it holds that

AdvELTMA(A) < ey

C Deferred Proofs

Theorem 2. In the random oracle model, if there exists an efficient idempotent
multisignature scheme satisfying idempotent correctness and (t,e)-EUF-CMA se-
curity for some N -& < 1/2, then there exists a &' -lossless compression scheme
CMP" := (Setup™, Encode" : & — {0,1}™,Decode™ : {0,1}M — X) for M <
N —1,0" :=1—N-¢, a realization of the random oracle H, and an input domain
X, such that M < log(|X|-d"), which violates the bound in theorem 1.
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Proof. Given an efficient Idempotent Multisignatures scheme IMS := (Setup,
KeyGen, KeyAgg, Sign, SigAgg, Verify), we construct a compression scheme CM pH
= (SetupH, Encode', DecodeH) as depicted in figure 1.

Now, we analyze the d-losslessness of our construction. For any x € X, let
y = Encode" () and 2’ := Decode" (y). For all » € [N], we distinguish two cases:

— x, = 1: By construction, since z, = 1, Encode™ ensures that S[t] = IMS.Sign(

sk,,0) is an aggregant of y. Additionally, Decode! ensures that o, contains all
S[j] = IMS.Sign(sk;, 0) for ¢ # j € [N] (from og,) as well as IMS.Sign(sk,, 0)
(from y). Consequently, each signature share in S appears at least once
as an aggregant in o,. Per the idempotent correctness property of IMS,
IMS.Verify(apk,0,0,) evaluates to 1 with probability 1. As Decode™ com-
putes z, := IMS.Verify(apk, 0, 7,), it holds that Pr[z] = 1] = Pr[z] = z,] = 1.
x, = 0: In this case, Encode” does not include S[:] as an aggregant in
y, and neither Decode™ includes it as an aggregant in og,, hence S[i] =
IMS.Sign(sk,,0) is not an aggregant of o,. Consequently, it must hold that
IMS.Verify(apk,0,0,) = 0 per the EUF-CMA security of IMS with probabil-
ity at least 1 — & since IMS is (¢,£)-EUF-CMA secure. Consequently, since
Decode” outputs z/ = IMS.Verify(apk,0,0,), it holds that Pr[z/ = 0] =
Pr[z) = x,] > 1 — . We show this formally in claim 3.

Claim 3. For any x € X with y := Encode”(z) and 2’ := Decode™ (y), and
any ¢ € [N] with x, = 0, there exists a reduction R with

Prjz! = 1] < AdviyE ™MA(R) <e.

Proof. For a fixed x € X and ¢ € [N] such that z, = 0, we construct a
reduction R that plays the EUF-CMA game against the IMS challenger. R
receives the public parameters pp,,,, and the challenger’s public key pk™,
and proceeds as follows:

1. Set pk, := pk™.

2. Forallj € [N]\{¢}, generate key pairs (pk;, sk;) < IMS.KeyGen(pp;,,,,; rnd;)
using randomly sampled coins rnd;, and compute the basic signature
shares S[j] < IMS.Sign(sk;,0).

3. Compute the partial aggregate signature y := IMS.SigAgg({S[j] | z; =
1}). Note that because z, = 0, this step is computable without knowing
sk, or S[].

4. Compute og, := IMS.SigAgg({S[j] | 7 € [N]\{¢}}) and o, := IMS.SigAgg({
0s,,y}) as done in Decode™.

5. Output the forgery (PK,m* o*) = ({pky,...,pky},0,0,) to the chal-
lenger.

Notice that R perfectly simulates the execution of Encode!' and Decode”
without querying challenger’s signing oracle for the target message 0. Fur-
thermore, the key pk™ is included in the keyset PK. By the definition of
Decode™, the bit x) evaluates to 1 iff IMS.Verify(apk,0,0,) = 1. In this case,
o, is a valid forgery under the aggregate key apk = IMS.KeyAgg(PK), hence

Pr(z! = 1] < Advige ™™ (R) <e.
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Overall, we have
Pr {DecodeH(EncodeH(x)) = x] =Pr [DecodeH(y) =z | y = Encode™ ()

= Pr {:c' = x‘y = Encode™ (), 2" = DecodeH(y)}

Pr [Vi € [N], =} = z;

y = Encode" (), 2’ = Decode" (y)}

=1-Pr [HLG [N], 2! # z,

y = Encode"(z),2/ = DecodeH(y)}

x,=0#uw,
vV, =1#uz,

1—P1"[E|L€[N],CB£:07£$L

=1-Pr |:3LE [V],

y = Encode" (), 2/ = Decode" (y)]

Y

y = Encode™(z), 2/ = DecodeH(y)]
— Pr |:3L €[Nz, =1#uz,
>1-0-N-e=1-N-c¢.

y = Encode(z),2" = DecodeH(y)}

Our construction is ¢’-lossless for 8’ :== 1 — N - ¢, and its codeword length M
is identical to the signature length output by IMS.SigAgg. Since IMS must be
efficient (in the sense of definition 11), it holds that M < N — 1. However, by
theorem 1, it must hold that M > log(|X|-¢') = log(2V - §') = N + log(d').
Since N -e < 1/2, we have ¢’ > 1/2 and therefore log(d’) > —1. Hence, N —1 <
N +log(d"), which is a contradiction. Therefore, IMS cannot exist. O

Theorem 3. In the plain random oracle model, if a (t,€)-unique multisignature
scheme UMS satisfying efficiency (definition 17) exists, then there exists a 0-
lossless compression scheme CMPH := (Setup", Encode™ : X — {0,1}™, Decode" :
{0,1}M — X) for an input domain X and § > 1—N-¢, such that M < log(|X|-§).

Proof. Let UMS := (Setup, KeyGen, Sign, Verify, SigAgg, VerifyAgg) be an arbi-
trary unique multisignature scheme. We construct a compression scheme CM PH =
(SetupH, Encode, DecodeH) as depicted in figure 2.

It remains to show that our scheme is d-lossless. For any z € X, let y :=
Encode™(2) and 2/ := Decode™ (y). For all » € [N], we distinguish two cases:

— x, = 1: By construction, since z, = 1, Encode™ ensures the generation of a
signature share o, on (m, e) under the secret key sk, and its aggregation in the
aggregate signature y. Upon decoding, Decode” generates a fresh signature
share on (m,e) using the secret key sk,, aggregates it with y to generate a
fresh aggregate signature o) of depth 7, := 7, where 7 — 1 is the depth of
y. Finally, Decode" computes 2/ := 1 — UMS VerifyAgg(PK,m, e, 7/, c!). Per
the uniqueness property, UMS.VerifyAgg(PK, m,e,7/,0/) = 0, except with
probability at most €. Thus, except with probability e, it must hold that
x, = z,. We state this formally in the following claim.
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Claim 4. For any z € X with y := Encode”(z) and 2’ := Decode™ (y), and
any ¢ € [N] with x, = 1, there exists a reduction R such that

Prlz) = 0] < Advye(R) < e.

Proof. For a fixed arbitrary string © € X and an index ¢ € [N] where z, = 1,
assume Decode" outputs 2/ = 0. We construct a reduction R that plays the
game UNQ{fys.

During the setup phase, R receives the public parameters pp and the public
key set PK.

‘R emulates EncodeH(:L') to compute the aggregate signature y of depth 7 :=
H, where H is the Hamming weight of . For every index j where z; =
1, R queries the signing oracle on (j,m,e,7) at the corresponding depth.
Therefore, after emulating Encode (), it holds that

H[(m,e)] = {j € [N] | z; = 1}.

Because 2, = 1 and 2/ = 0, emulating the decoder at index ¢ yields an aggre-
gate signature o’ of depth 7 := H+1 such that UMS.VerifyAgg(PK, m, e, 7,0") =
1. In particular, R queries the signing oracle on (¢, m, e, H+1) and aggregates
the resulting signature share with y as done in Decode™.

Since x, = 1, the index ¢ already belongs to H[(m,e)], and therefore this
additional signing query does not increase the size of H[(m, €)]. Furthermore,
R makes no corruption queries. Hence,

|H[(m,e)] UC| = H.
R outputs the tuple (m,e, H + 1,0"). Because
UMS.VerifyAgg(PK,m,e, H + 1,0') = 1

and
H+1>|H[(m,e)]UC|=H,

R satisfies all winning conditions Therefore, we have:

Prlz) = 0] < Adv\i(R) <.

Thus, we have
Priz/=1|z,=1>1-c¢.

z, = 0: In this case, Encode" generates the aggregate signature y with-
out including a signature share from sk, in it. Then Decode" generates a
signature share for sk, as o, = (UMS.Sign(sk,,m,e,7 + 1),7 + 1), where
7 is the depth of y. Then, Decode" aggregates it with y as (o/,7) «°

UMS.SigAgg(PK, m, e, (y,7),0,). As o/ was generated by aggregating 7 + 1
signature shares from 7 + 1 distinct signers, it follows by definition 14 that
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UMS . VerifyAgg(PK, m,e,7 + 1,0]) = 1 with probability 1, hence Decode"
computes z, := 0, hence

Priz)=0|z,=0]=1.
Overall, we have
Pr {DecodeH(EncodeH (z)) = x} =Pr [DecodeH (y)=z|y= EncodeH(m)}
= Pr [m’ = x’y = Encode(z),2/ = DecodeH(y)}

= Pr [Vi € [N],z} = x;

y = Encode" (), 2/ = Decode" (y)}
=1-Pr [EIL € [N], 2, # x,|y = Encode™(z), 2’ = DecodeH(y)}

x=0#uw,
Vo, =1#z,

Zl—Pr[HLE[NL%:O#xL

=1-Pr |:3L € [N], y = Encode™(z), 2’ = DecodeH(y)}

y = Encode™(z), 2/ = DecodeH(y)}

— Pr {EILE[N],wizl#xL
>1-N-e—0=1—-N-e¢.

y = Encode(z),2” = DecodeH(y)}

Our construction is é-lossless for § := 1 — N - ¢, and it has a codeword size
identical to the signature size |y| output by UMS.SigAgg. Since UMS must
be efficient (in the sense of definition 17), it holds that |y| < poly(\) +
log(N) = O(1) + log(N). However, per theorem 1, it must hold that |y| >
log(|X| - 6) = log(2V - §) = N + log(d). For a sufficiently large N such that
O(1)+1log(N) < N+log(6), we have a contradiction. Therefore, UMS cannot
exist in the plain random oracle model.

O

Theorem 4 (Correctness of UMS). Let UMS be the unique multisignature
scheme defined in construction 1. If the restrictive signing oracle RSO(ps) satis-
fies correctness, then UMS satisfies correctness.

Proof. Let m be a message, e an epoch, 7 € [N] a depth, and i € [N] a signer.
By construction,

o % UMS.Sign(PK, sk;, m, e, 7) = RSO[ps).Sign(sk;, m, e, (PK, 7).
By the correctness of RSO[pg), it holds that
DS.Verify(pk;, (m,e, (PK,7)),0) =1
with probability 1. By definition of UMS.Verify, this is equivalent to
UMS.Verify(PK, pk;,m,e, 7,0) = 1.

Therefore, UMS satisfies correctness. U
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Theorem 5 (Sequential Correctness of UMS). Let UMS be the unique
multisignature scheme defined in construction 1. If the restrictive signing or-
acle RSO\ps) satisfies correctness and the incrementally verifiable computation
scheme IVC satisfies perfect completeness, then UMS satisfies sequential correct-
ness.

Proof. Let m be a message, e an epoch, and suppose k honest signers (i1, ..., i)
iteratively compute an aggregate signature oj,. By definition, verifying this ag-
gregate signature is equivalent to verifying the underlying IVC proof:

UMS.VerifyAgg(PK, m, e, k, o}.) = IVC.Verify(vrk, zo, zx, k, 0},).

To show this evaluates to 1, we simply need to show that every state transition
in the sequence is valid. At any step j € [k], the honest signer 7; computes

o; < UMS.Sign(PK, sk, ,m, e, j) = RSO(ps).Sign(sk;,, m, e, (PK, j)).
By the correctness of RSOpg), this signature is valid, i.e.,
DS.Verify(pk; , (m, e, (PK, j)),0;) = 1.
When UMS.SigAgg folds this step into the chain, it provides the witness
w; = (pk,,,0;). Because pk;, is registered in PK and o} is valid, the transition
function evaluates successfully, mapping the previous state z;_; to the new state

Zj:

Faa((PK,m, e, — 1), (pk;,, 05)) = (PK,m, €, ).

agg
Since L is a valid initial proof for the initial state xy = (PK,m,e,0), and
every subsequent step perfectly satisfies the transition function fé',DgSg, the perfect

completeness of IVC guarantees that every updated proof or;- is valid. In partic-
ular, the final updated proof oj, is valid. Therefore, the verification algorithm
outputs 1. O

Theorem 6 (Uniqueness of UMS). Let UMS be the unique multisignature
scheme defined in construction 1 for a number of signers N and a corruption
bound t € [N], and let INC, DS, and RSOps) be the primitives used in the con-
struction. If INC is (ts, )5, €xs)-knowledge sound, DS is (tewf,Ecur)-EUF-CMA
secure, and RSOps) is OS secure, then UMS 'is (tung, Eung)-Unique, where:

Eung <eps+2-N- Eeuf and tu”q ~ min(tks’ teuf o t;fs)

Proof. Let A be an adversary playing the uniqueness game against UMS. We
bound the advantage Advﬂk‘,,%(A) through a sequence of games.

Game Gyg. This is the original UNQ{jy;s game.
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Game G1. This game is identical to Gg, except that we define a bad event Eg
and the game aborts and outputs 0 if this event occurs. We fix the random coins r
of the adversary A. When A eventually terminates and outputs a valid forgery tu-
ple (m*,e*, 7%, 0*), it must hold that UMS.VerifyAgg(PK, m*,e*, 7%, 0*) = 1. Per
construction, this implies that o* is a valid IVC proof. That is, IVC.Verify(vrk, x,
X, T*,0%) = 1, where pp = (prk, vrk), zg := (PK,m*, e*,0), and z,~ = (PK, m*,
e*, 7).
Upon successful verification, the game invokes the knowledge extractor (wq,
., wex) <= E(crs, ) to extract the witness sequence. We define the bad event E3
to occur if the extracted witness chain contains an invalid transition. Formally,
E; triggers if there exists an index j € [7*] such that for the extracted witness
w; = (pk;,0;), either pk; ¢ PK or the signature is invalid for the state transition,

j
i.e. DS.Verify(pk;, (m*,e*, (PK,j)),0;) # 1.

Claim 5. If IVC is (tgs, t),,, €ks)-knowledge sound, then
Pr[Es] < egs.

Proof. We construct a reduction R, that acts as a malicious prover against the
knowledge soundness of IVC. R receives the common reference string crs and
random coins r from the challenger. It computes (prk,vrk) < IVC.KeyGen(crs,
f;?gsg), constructs the UMS public parameters pp := (prk, vrk), initializes PK < ),
C + 0, K[] «+ 0, and H[-] < 0. For every i € [N], it generates (pk;,sk;) <°
UMS.KeyGen(pp), sets K[i] := (pk;,sk;), and updates PK <— PK U {pk;}. It then
invokes A(pp, PK) using the coins r and answers its signing and corruption oracle
queries exactly as in Gg, perfectly simulating Gg.

When A outputs its valid forgery (m*,e*,7*,0%), R1 computes the states
xo = (PK,m*,e*,0) and x,- := (PK, m*, e*, 7*), and outputs the tuple (faDgsg,xo,
X+, 0%) to its challenger.

By knowledge soundness, except with probability at most €x,, whenever R4
outputs a verifying proof, £ outputs a valid sequence of witnesses. By defini-
tion, Es occurs exactly when R; generates a proof that satisfies the verification
relation, but the corresponding extractor &(crs,r) fails to output a sequence of
witnesses satisfying the transition function .FaDgSg (i.e., invalid witnesses sequence).
Consequently, we have that Pr[Es] < ei5 and hence the claim. O

Per the claim, we have

|Pr[Gy = 1] — Pr[Go = 1]| < Pr[E3] < eps.

Game Go. This game is identical to G1, except that we define a bad event E4
and the game aborts and outputs 0 if this event occurs. Upon extracting the wit-
ness sequence (wi, ..., w,«) < £(crs, r) where each witness w; is a signature-key
pair (pk;f, U}‘), we define E4 to occur if the chain contains a signature generated
under a public key pk; such that i ¢ H[(m*,e*)]UC. Formally, E4 occurs if there
exist indices j € [7*] and i € [N]\ (H[(m*,e*)] UC) such that for the extracted

witness w; = (pkj,07}), it holds that pk; = pk;.
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Claim 6. If DS is (teus,euys)-EUF-CMA secure, then
PrlEs] < N - ecuy-

Proof. We construct a reduction Ro that runs the EUF-CMA game against DS.
Ry samples i «° [N] uniformly at random and receives a challenger public
key pk* from the EUF-CMA challenger. It simulates Go for A, except that it
embeds pk; = pk* and sets sk, := i. For every £ € [N]\ {i}, it generates
pk, <% RSO|ps).KeyGen(¢) and sets sk, := £. It initializes K, C, and H, constructs
PK = {pk,}¢cn), initializes an empty set Q; - (), and invokes A(pp, PK; ).

Whenever A queries the signing oracle for signer ¢ on (m,e,7), if e € Q;,
Ro returns L. Otherwise, it updates Q; + Q; U {e}, forwards the message
(m, e, (PK, 7)) to the EUF-CMA challenger’s signing oracle, returns the resulting
signature to A, and updates H[(m,e)]. All signing queries for the remaining
signers and all corruption queries are answered as in Go. If A corrupts signer 4,
Ro aborts.

When A outputs its valid forgery (m*,
coins 7 to run the extractor (wi,...,w.=
one of the indices such that i ¢ H|[(m*,e*

= (pk;, 05), then

e*,7*,0%), Ro uses the fixed random
) « E(crs,r). If E4 occurs and i is
)] UC and there exists j € [7*] with

DS.Verify(pk;, (m*,e*, (PK, 5)),07) = 1.

Since i ¢ H[(m*,e*)], R2 never queried its EUF-CMA oracle for the message
(m*, e*, (PK, j)). Therefore, Ry outputs ((m*,e*, (PK, j)),07) as a valid forgery.
Ro guesses such an index i with probability at least 1/N. Hence,

PI‘[E4]
N )

AdVEgF—CMA (Rg) >

hence
PI‘[E4] < N - Eeuf-

Per this claim, we have
| Pr[Gz = 1] — Pr[Gq = 1]| < Pr[E4] < N - ecuy.

Finally, we bound the probability that the adversary wins Go. By the winning
conditions of the game, if A wins, it outputs a valid forgery with depth

> |H[(m*,e*)]uC].

Because G2 did not abort, the extracted witness sequence (wq,...,w,+)
E(crs,r) is valid and contains no signatures generated under a public key pk;
such that i ¢ H[(m*,e*)] UC. Therefore, for all j € [7*], the extracted key pk;
must belong to the set

{pk; | i € H[(m", e")]UC}.
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Since the sequence contains
7" > [H[(m", e")] U C]|

valid signatures, there must exist two distinct indices i,5 € [7*] (i # j) such
that pk} = pk;‘ by the pigeonhole principle. This, however, violates the one-shot
security of the underlying RSOps). We show this formally in the following claim.

Claim 7. If RSOpg) is OS secure, then
Pr[Ge =1] < N - geyy.

Proof. We construct a reduction R3 that plays the game OS%”O[DSJ. Rs3 gets
oracle access to RSOpps).KeyGen(-) and RSOpg).Sign(-).

R sets up the UMS public parameters pp «°* UMS.Setup(1*, N), initializes
PK < 0, C + 0, K[] « 0, and H[] < 0. For every i € [N], it generates
pk; «5 RSO[ps).KeyGen(i), sets sk; := i and K[i] = (pk;,sk;), and updates
PK < PK U {pk;}. It then invokes A(pp, PK).

Whenever A queries the signing oracle on (i,m,e,7), R3 forwards the un-
derlying signing request (i, m, e, (PK, 7)) to its challenger’s Sign oracle, updates
H[(m,e)] + H[(m,e)] U {i} if the resulting signature is not L, and returns the
response to A. Whenever A corrupts a signer ¢, R3 updates C + C U {i} and
returns sk; = . All subsequent invocations of the underlying RSOps).Sign oracle
are forwarded to the challenger.

Eventually, A outputs its valid forgery (m*,e* 7%, 0*). Rz uses the fixed
random coins 7 to run the extractor (wi,...,w.«) < E(crs,r). As established
above, if A wins Gg, the extracted chain must contain two witnesses w; =
(pk*,0F) and w; = (pk™, o) at distinct indices ¢ # j under the same public key

J
pk*. By the verification conditions of the chain, it must hold that

DS.Verify(pk™, (m*, e*, (PK, 1)), o) = DS.Verify(pk®, (m*, ", (PK, j)),07) = 1.
R sets aux; = (PK,4) and auxy := (PK, j), and outputs the tuple (pk*,e*,

m*,auxy, o), m*, auxs, a;) to its challenger. Because i # 7, it follows that aux; #
auxg, hence (m*,auxy) # (m* auxy). Additionally, it holds that

DS.Verify(pk®, (m*, e, auxy ), o)) = DS.Verify(pk®, (m*, ", auxz), 07) = 1.
Furthermore, pk* was generated through the challenger’s RSO|ps)-KeyGen oracle
and hence belongs to PK. This satisfies all winning conditions of the OS game.
Since Rz perfectly simulates the environment for A4 and constructs a valid win-

ning tuple whenever A wins Gg, we have:

Pr[G; = 1] < AdvRSo,, (Rs) < N - ccuy.
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Overall, we have

AdviNI(A) = AdvEe(A)
< AdvE (A) + es
< AdvE2(A) + N - ceus + Ens
<2-N-eeup + €ps-

O

Theorem 7 (Non-Equivocation of UMS). Let UMS be the unique multisig-
nature scheme defined in construction 1 for a number of signers N, and let
RSOps) be the restrictive signing oracle used in the construction with respect to
a digital signature scheme DS. If RSOpg) is OS secure, then UMS is (teq,€cq)-
non-equivocation secure, where €cq < N - eyt and teg = teys.

Proof. Let A be an adversary playing the game Eq(j‘MS. We construct a reduction
R4 that plays the game OS%‘O[DS]. R4 receives oracle access to RSOps).KeyGen(+)
and RSOps).Sign(-).

R4 sets up the UMS public parameters pp «°* UMS.Setup(1*, N), initializes
an empty public key set PK < () and a counter i := 0, and invokes A(pp).
Whenever A makes a UMS.KeyGen request, R4 increments i := i + 1, forwards 4
to its challenger’s RSOps).KeyGen oracle to obtain pk;, updates PK <= PKU{pk;},
and returns (pk;,4) to A. Whenever A makes a signing-oracle query (¢, m, e, 7),
R4 forwards (i, m, e, (PK, 7)) to its challenger’'s RSOps;.Sign oracle and returns
its response to A.

Eventually, 4 outputs its winning tuple (pk, my, 71,01, M2, 72, 02, €). By the
winning condition of the game Eq, it must hold that m; # ma, UMS.Verify(PK, pk,
my, e, 71,01) = UMS.Verify(PK, pk, ma, e, 72,02) = 1, and pk € PK.

Ry sets aux; = (PK, 7;) for i € {1, 2} and outputs the tuple (pk, e, my, auxy, oy
, My, auxy, 09) to its challenger. Because m; # ma, it follows that (mj,aux;)
# (mg,auxs) and it holds that DS.Verify(pk, (my,e,aux;),o1) = DS.Verify(pk,
(mg,e,auxz),02) = 1. This satisfies the winning conditions of the OS game.
Since R4 perfectly simulates the game for A and constructs a valid winning
tuple whenever A wins Eqjys, we have:

E
Advjys(A) < AdV(R)’SSO[DS] (R4) <N -ecuy-
O

Claim 1. There exists a reduction R such that Pr[E;] < PrlEqliys = 1] < eeq-

Proof. Let A be an adaptive adversary against the protocol in figure 3. We
construct a reduction R that plays the game Eq(jys.

R receives the public parameters pp and makes n UMS.KeyGen requests to
obtain key pairs (pk;,sk;) for all ¢ € [n]. It sets

PK = {pki}ie[n]
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and assigns pk; to the sender P;.

R simulates the protocol execution for A. Whenever a simulated party in-
vokes UMS.Sign(PK, sk,, m, e, 7), R queries its signing oracle on (sk;, m,e, 7) and
uses the returned signature. Signing requests made after a party is corrupted are
forwarded analogously.

All honest-party computations are performed according to figure 3. Whenever
A adaptively corrupts a party, R provides its local state and lets A control the
party for the remainder of the execution.

If E; occurs, then there exist two distinct values v # v’ and signatures o1, 0}
such that

UMS . Verify(PK, pky, v, e, 1,01) = UMS.Verify(PK, pky,v’,e,1,07) = 1.

R outputs
(pk17v7 1, 017UI7 170376)

to its challenger.

Since v # v/, pk; € PK, and both signatures verify under pk; in the same
epoch, this tuple satisfies all winning conditions of the non-equivocation game.
Therefore,

Pr[E;] < PrlEqfus = 1] < eeq-

O

Claim 2. There exists a reduction R such that Pr[Es] < PrlUNQJys(t,n) =
1] < eyng-

Proof. Let A be an adaptive adversary against the protocol in figure 3. We
construct a reduction R that plays the game UNQ{ys (t, n).

During the setup phase, R receives the public parameters pp and the public
key set PK. It invokes 4 and simulates the protocol execution according to figure
3.

Whenever an honest party P; generates a signature share on a value v in
epoch e at depth r, R queries its signing oracle on (i,v,e,r) and returns the
resulting signature to the simulated party. Whenever A corrupts P;, R queries
its corruption oracle on 7 and thereafter lets A control that party.

Suppose Es occurs. Then some honest party accepts a value v with an aggre-
gate signature oy41 satisfying

UMS . VerifyAgg(PK, v,e,t + 1,0141) = 1,

while

H(v,e)] \ C = 0.

Hence,
H[(v,e)] CC,

and therefore
H[(v,e)]UC| =[C| <t
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R outputs
(Ua e,t+ 17 Ut+1)

to its challenger. Since
t+ 1> |H[(v,e)]ul],

and the aggregate signature verifies at depth t + 1, R satisfies both winning
conditions of the uniqueness game. Thus,

Pr[Es] < PrlUNQ{us(t,n) = 1] < cung-
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