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Abstract. GCM is the leading authenticated encryption scheme. With its application
in TLS alone, it finds millions of uses every day. However, in the last years, various
shortcomings of GCM have been observed: mistakes in earlier proofs, non-optimal
security degradation in case of shorter tags, the support for a 96-bit nonce only
(concatenated with a 32-bit counter) for the most widely implemented variant, but
most of all, the brittle resistance against nonce misuse. This latter shortcoming
is particularly worrisome in applications where uniqueness of the nonce cannot be
guaranteed (such as in distributed systems). In part to salvage this situation, the
US National Institute of Standards and Technology (NIST) is contemplating the
idea of standardizing Rijndael-256-256. Indeed, sticking to the concept of a 32-bit
counter, this would allow the support of 224-bit nonces next to the 32-bit counter.
Nonetheless, it may be observed that nonces may still be accidentally reused due to
other causes and the larger block size does not solve the fatal effects of nonce misuse,
among which the possibility to perform a subkey recovery.

To salvage this, we propose GCM-256. The fix is, as a matter of fact, rather simple
and comes almost for free. In a nutshell: whereas a native generalization of GCM
to 256-bit blocks would mask the output of GHASH with only half of the output of
the initial nonce based block cipher evaluation, we suggest to not discard the other
half but use it as key to GHASH. As an effect, we demonstrate that GCM-256 does
not only achieves classic confidentiality and authenticity, but as a bonus it achieves
nonce misuse resilience, meaning that even if nonces are misused, the scheme still
guarantees security for fresh nonces.
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1 Introduction

Authenticated encryption [BNOO] is the main concept that secures today’s digital commu-
nication. It assures confidentiality of data, meaning that no outsider can learn anything
about the content of it, as well as authenticity, meaning that any manipulation gets
detected. The most well-known and most widely used authenticated encryption scheme is
undoubtedly Galois/Counter Mode, or GCM [MV04]. It has been standardized in NIST’s
SP 800 38D [Dwo07] and in ISO/IEC 19772 [ISO09], and it is used as main authenticated
encryption scheme in TLS [SMCO08], IPSec [VMO05], SSH [I1S09], Wifi (WPA3) [WPA24],
NSA Suite B [NSA10], and IEEE 802.1 [IEE06].

At a very high level, GCM is a fairly clean combination of nonce based counter
mode for keystream encryption followed by Wegman-Carter-Shoup [WC81, Bra82, Sho96]
for authentication. A bit more concretely, suppose we are given a keyed block cipher
Ek :{0,1}™ — {0,1}", the most widely used variant of GCM operates as follows on input
of a (n — 32)-bit nonce N, associated data A, and plaintext P:
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Figure 1: The GCM authenticated encryption scheme for 96-bit nonce. The function
GHASH,, is depicted in Figure 4. We refer to Algorithm 1 for the pseudocode. The
GCM-ext-1 authenticated encryption scheme is identical, but with 256-bit wires.

e It first computes the keystream

S = Ex(N[[(2)s2) | Ex(N[3)s2) [ ---,

where (i), denotes the encoding of the integer ¢ € N into a binary string of length
32 bits, and then S is added to the plaintext to obtain the ciphertext C' = P & S;

o It then evaluates GHASH with key L = Ex(0™) on an injective padding of A and
C (cf., (8)), and masks it with Z = Ex(N||(1)32) to get the tag:

T = GHASHL(A,C) & Z .

We refer to Figure 1 for a visualization of the mode. We remark that the formal specification
of GCM [MV04] is more general in that it allows for arbitrary-length nonces: if the nonce
is not of size n — 32 bits, it is first processed with GHASHy, to obtain an n-bit input to the
counter mode.

In their original specification, McGrew and Viega [MV04] derived a proof, that was
later re-analyzed and fixed by Iwata et al. [[OM12] and Niwa et al. [NOMI15]. These
results show that, assuming F is a pseudorandom permutation and the nonce is never
reused for different encryption evaluations, GCM achieves confidentiality as long as the
total complexity does not exceed 2"/ and authenticity as long as additionally the total
number of forgery attempts does not exceed 2" /¢, where ¢ is the maximum block length.
It is worth noting that this result is in fact slightly more general, in that it supports tag
truncation to t bits. In this case, the number of forgery attempts should not exceed 2¢/¢.

However, the freshness of the nonce is a rather crucial condition! If a nonce IV is used
twice for two encryptions (A4, P) and (A’, P’), we necessarily have C@C’ = P@ P’, but more
importantly, L = Ex(0™) can be recovered quite efficiently and this subsequently allows
for universal forgeries [Jou06]. The importance of the problem becomes particularly clear if
one considers GCM instantiated with AES, the de facto standard instantiation [Dwo07]. In
this case, n = 128 (the key may be 128, 192, or 256 bits), and the nonce size is n — 32 = 96
bits. If one cannot maintain a counter (for whatever reason, e.g., as one is concerned with



a distributed system), random nonces may collide after 2*® evaluations, and once this
happens, leakage of L implies that one cannot trust encryptions using key K anymore.
This is a real-world problem, as also suggested by Kampanakis et al. [KCCP23].

In response to this, the US National Institute of Standards and Technology (NIST) is
currently planning to standardize Rijndael-256-256 [NIS24]. This block cipher has a 256-bit
key, but more importantly (for our discussion) a 256-bit block size. Intuitively, this seems
to solve the issue of short nonces: in above example it would allow nonces of size 224 bits.
(Here, we remark that this is also the reason why we restrict our focus to the original
version of GCM with 96-bit nonces: the general version is more expensive, and not needed
after all if we would instantiate GCM with Rijndael-256-256.)

However, this is only intuition: it only makes sense to reason about the potential
of Rijndael-256-256 in GCM once the proper generalization of GCM to 256-bit blocks is
considered, and the GCM specification nor the NIST standard consider this. Particularly,
it is not clear how GCM would be generalized to accommodate a 256-bit block.

In this direction, we can see two logical extensions:

e GCM-ext-1. In the first extension, all wires in Figure 1 are 256 bits. This means
that nonces are of size 224 bits (provided the counter is still of size 32 bits), but also
GHASH operates with a 256-bit key, over a binary extension field of size 22°6,! and
with a 256-bit mask. In this case, the bounds of GCM literally carry over, but with
n = 256 instead of n = 128. Note that this is also very similar to the plans that
NIST recently outlined [NIS26];

¢ GCM-ext-2. In the second extension, the encryption wires are 256 bits but the
authentication wires are still 128 bits. In this case, the specification of GCM and
Figure 1 carry over, except that the subkey for GHASH would be

L = leftyog( Ex (0%5%)) (1)
and the masking would be with

Z = left1o8(Ex (N|(1)32)) - (2)

The function is depicted in Figure 2. This description is simpler and is inspired by
the observation that, in fact, the security bounds of GCM are quadratic in the block
size (the 27/2 term) during encryption but only roughly linear in the tag size during
authentication (the 2¢/¢ term). Stated differently, this observation suggests that
having a 256-bit authentication path is overkill [NIS26]. Noting that the bounds on
GCM basically already consider a truncated variant, it is quickly observed that the
original bounds still carry over, with n = 256 and ¢t = 128.

1.1 GCM-256 and Its Nonce Misuse Resilience

Actually, judging the existing security bound on GCM, of the two generalizations outlined
above, the GCM-ext-2 variant makes the most sense, but still, nonce misuse is devastating
as it reveals the subkey (1) and it thus gives room for universal forgeries. We remark that
nonce misuse may seem like an unlikely event in case the nonce is of size 224 bits, but nonce
misuse can take many different shapes and forms regardless of the nonce size [BZD'16].

However, additionally, part of the “randomness” in the block cipher evaluation of (2)
gets destroyed. Based on this, we consider the very minor modification on GCM that has
a rather high impact: instead of (1) and (2), we set

Z = leftyas(Ex (N|(1)s2)) ,
L = right95(Ex (N[(1)32)) -

1This would be over the binary extension field with an irreducible polynomial of degree 256.
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Figure 2: The GCM-ext-2 authenticated encryption scheme. The function GHASH[, is
depicted in Figure 4.

Table 1: Security results of GCM, the extensions GCM-ext-1 and GCM-ext-2, and GCM-256.

Block Regular Nonce misuse resilient

Mode . Proof/Bound

s1ze Conf. Auth. Conlf. Auth.
GCM 128 v v v X [NOMI15, ADL17], Sect. 3.1
GCM-ext-1 256 v v v X [NOMI15, ADL17], Sect. 3.1
GCM-ext-2 256 v v v X [NOMI15, ADL17], Sect. 3.1
GCM-256 256 v v v v Sect. 4

In words, not only the masking value Z is derived based on the nonce but also the GHASH
subkey. We dub the function GCM-256, and it is depicted in Figure 3. Note that the
idea to also have the GHASH subkey depend on the nonce is not new: it already appears
a similar way in ChaCha20-Poly1305 [Ber05, Ber08] (RFC 8439 [NL18]). However, while
this idea was impossible to be executed in GCM with AES (unless an extra block cipher
call would be made), this potential feature is enabled by the planned standardization of
Rijndael-256-256. Because of this, it makes sense, and it is a highly relevant problem, to
thoroughly analyze the resulting GCM-256 construction.

We perform that analysis of GCM-256 in this work. Concretely, we prove that GCM-256
achieves the same bounds on confidentiality and authenticity as GCM. However, more
interestingly, as a bonus we do not prove this in the classical model but under the nonce
misuse resilience model of Ashur et al. [ADL17]. This property basically implies that nonce
misuse breaks the security of the scheme for that nonce only, but evaluations for any new
nonce are still confidential and authentic. Note that this was not the case for the original
GCM, as nonce misuse revealed the nonce invariant subkey L. Most importantly, GCM-256
achieves confidentiality and authenticity under nonce misuse resilience whereas the earlier
version of GCM only achieve confidentiality under nonce misuse resilience [ADL17, Section
4.2].

The security results are summarized in Table 1. Here, it should be noted that GCM
is specifically for 128-bit blocks whereas GCM-ext-1, GCM-ext-2, and GCM-256 are for
256-bit blocks. These first three schemes are equally efficient in the number of block cipher
evaluations, while GCM-256 saves one block cipher evaluation.
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Figure 3: The GCM-256 authenticated encryption scheme. The function GHASHy, is
depicted in Figure 4. We refer to Algorithm 2 for the pseudocode.

1.2 Related Constructions

Before proceeding, we briefly highlight two GCM-related constructions. The first one is
GCM-RUP [ADL17], a variant of GCM that achieves authenticity under release of unverified
plaintext by processing the output of GHASH, using a tweakable block cipher construction
on top of E. The second one is GCM-SST [CMM25], a variant of GCM that solves the
suboptimal 2! /¢ security term against forgeries [Fer05, NGR05] by replacing the universal
hash function by a cascade of two hash functions with different subkeys, so as to allow
for strengthened security under shorter tags. In fact, Inoue et al. [[JMM25] proved that
this strengthened security is indeed achieved, and they additionally prove nonce misuse
resilience of GCM-SST. In our work, we do not focus on release of unverified plaintext, and
neither do we specifically target improved security under specifically short tags.

One may also target nonce misuse resistance: In this model (cf., Section 2.3), evaluations
of the scheme for repeated nonces are still secure. However, these schemes are always
more expensive, and they are at least two-pass, meaning that one has to go over the entire
data twice. An example inspired by GCM is GCM-SIV [GL15]. In our work, we aim for a
minimal adjustment over GCM that achieves strengthened security.

Likewise, a different angle of research that salvages the problem of short nonces is
to derive a subkey from the master key and the nonce, actually similar to a technique
introduced in GCM-SIV [GL15]. Several works have introduced this recently [Val25, BDD25,
GR25, KHEC25], however, also this approach consists of a rather structural adjustment to
GCM, whereas we aim to minimize the adjustment.

1.3 OQutline

We start with preliminaries in Section 2. The original GCM construction, and a discussion
of the meaning of its bounds for GCM-ext-1 and GCM-ext-2, is given in Section 3. Then, we
define GCM-256 in Section 4, prove its nonce misuse resilient confidentiality in Section 4.1
and its authenticity in Section 4.2. We conclude in Section 5.



2 Preliminaries

Let N denote the set of natural numbers, {0,1}* the set of binary strings of arbitrary
length, and for n € N we denote by {0,1}" the set of binary strings of length n. We
abbreviate {1,...,n} as [n]. Given a string A € {0,1}" and ¢ < n, we define left;(A) to
be A[1: ¢] and right,(A) to be A[n — ¢ :n]. For n € Nand i € {0,...,2" — 1}, we denote
by (i),, the encoding of i into a binary string of length n.

Given n € N and a string A € {0,1}?", we denote by B, C<= A the parsing of A into
the bit strings B, C € {0,1}" such that A = B||C. We alternatively write B ileftn(A)
and C = right,,(A). Furthermore, for A € {0,1}*, we denote by (A, ..., Ay)<——A the
procedure that first pads A with Os so that it is of length a multiple of n bits, and outputs
the unique strings {A; € {0,1}"}, satisfying A = ||]", A4;.

We denote by fun,, (respectively perm,,) the set of functions (respectively permutations)
from {0,1}™ to {0,1}"™. If S is a finite set, we write = <% S to denote that x is sampled
uniformly from S. Furthermore, we will use A := B to denote that a variable is being
defined.

2.1 Block Ciphers

Let K be a finite set and n € N. A block cipher with key space K and message space {0, 1}"
is a keyed function F : K x {0,1}" — {0,1}" such that for any K € K, E(K,-) = Ex(-)
is a permutation over {0,1}". In our work, block ciphers are only evaluated in forward
direction, and we will require that they achieve “high” PRP security, as defined as follows.

Definition 1 (Pseudorandom Permutation (PRP) Security). Let E : Kx{0,1}" — {0,1}"
be a block cipher and let A be a distinguisher who makes queries to the encryption routine
of Fy, i.e., performs a chosen-plaintext attack with a uniformly sampled key K <s K.
The pseudorandom permutation (PRP) advantage of E against A is defined as

AdVEP(A) = [Pr[APx — 1] — Pr[A” — 1]| , (4)

where P <$ perm,,.

2.2 Universal Hashing

Let K be a finite set, X C {0,1}*, and n € N. We will consider a keyed hash function
H: Kx X — {0,1}", and require it to satisfy almost uniformity and almost XOR
universality.

Definition 2 (Almost Uniformity). Let H :  x X — {0,1}" be a hash function. It is
said to be d-almost uniform for § € (0, 1] if

Priccsc[Hx(X) = Y] <6, VXeX VY €{0,1}". (5)

Definition 3 (Almost (XOR) Universality). Let H : £ x X — {0,1}" be a hash function,
it is said to be e-almost XOR universal for € € [0, 1] if

PrcscHx(X) @ Hg(X') =Y]<e, VX#X €X,VY €{0,1}". (6)

We say that the set K is said to be suffiz-free if for any X # X’ € K, X’ is not a suffix
of X, more precisely, there is no Y € {0,1}* so that X =Y X".
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Figure 4: The GHASH™" universal hash function, operating with a key L and an injectively
padded message X1||Xz|| - - || Xg. Note that we denote X - L by X ® L for clarity.

2.2.1 GHASH

Let p(x) be an irreducible polynomial over Fy of degree n. Addition and multiplication of
polynomials modulo p(z) defines a finite field Fon and we can identify elements of {0,1}"
as elements in this finite field. Henceforth, we describe GHASH over bit strings.

We first describe the raw version on padded bits, denoted GHASH™" (noting that
the GHASH as used in GCM puts a padding layer on top of it). Fix some £ € N let
K =1{0,1}"\{0"}, L € {0,1}", and X C ({0,1}")=*. Then, we define

GHASH™ (L, X) = GHASH?™(X) =X, - L' ® ... ® X, - L, (7)

where (X1,..., X)) & X, This function is depicted in Figure 4.
It is proven that GHASH™" achieves good almost uniformity and almost XOR univer-
sality [Tay93,MV04].

Lemma 1 (Security of GHASH™" [Tay93, MV04]). The function GHASH™" of (7) is

d-almost uniform for 6 = 2%. If K is suffix-free, it is e-almost XOR universal for e = 2%.

We remark that suffix-freeness of K is required to avoid attacks of Shen et al. [SSW23].

GCM uses GHASH™" in a particular way, and this is the function we dub GHASH. It is
defined on three inputs: a key L € K, and two arbitrary-length bit strings A,C € {0,1}*
such that [|A|/n] + [|C|/n] +1 < £. Concretely, we define

GHASHL (A, €) = GHASHT" (pad,,(4) || pad,,(C) || [Alea I [Clea) - (8)

where |-|g4 denotes the length encoded as a 64-bit string. As the padding of A and C into
the input to GHASH?" is injective, the results of Lemma 1 carry over.

2.3 Authenticated Encryption

Let K, N, and A be sets, and t € NT. An authenticated encryption scheme is a pair of
functions E = (E.Enc, E.Dec) such that E.Enc : £ x " x A x {0,1}* — {0,1}* x {0,1}*
is the encryption function that takes secret key K € K, nonce N € N, associated data
A € A, and plaintext P € {0,1}* and returns a ciphertext C € {0,1}* and tag T' € {0,1}",
and E.Dec: K x N x A x {0,1}* x {0,1}* — {0,1}* U {L} takes as input the secret key
K € K, nonce N € NV, associated data A € A, ciphertext C' € {0,1}*, and tag T € {0, 1},
and returns either a plaintext P € {0,1}* or the symbol L.

The traditional security notions for authenticated encryption schemes are confidentiality
(conf) and authenticity (auth), where the adversary may arbitrarily choose nonces for
encryption queries, provided that all nonce values are distinct (see, e.g., [RBBKO01]). Such
an adversary is called nonce respecting. We summarize these notions below.

Definition 4 (Nonce Respecting Confidentiality (conf)). Let E = (E.Enc, E.Dec) be an
authenticated encryption scheme and let A be a distinguisher against E with uniformly
sampled key K < IC. The nonce respecting confidentiality (conf) advantage of E against
A is defined as

AdvE"(A) :=

Pr [AE'E"CK = 1} —Pr [A$ = 1}

)



where § is an oracle that returns a random string of |P| + ¢ bits for any query (N, A, P).
A may not re-use nonces.

Definition 5 (Nonce Respecting Authenticity (auth)). Let E = (E.Enc,E.Dec) be an
authenticated encryption scheme and let A be an adversary against E with a uniformly
sampled key K <3 K. The nonce respecting authenticity (auth) advantage of E against A
is defined as

Adva™(A) = Pr[.AE'E”CK’E'DecK forges|.

We say A forges if it receives P # 1 from the decryption oracle. 4 may not re-use
nonces in encryption queries. In addition, a trivial forgery is not allowed, namely if A
receives (C,T') from an encryption query (N, A, P), A should not make a decryption query
(N, A,C,T) after that query.

However, in certain settings, maintaining a nonce is problematic. To salvage this,
Rogaway and Shrimpton [RS06] introduced the concept of nonce misuse resistance (nmr)
to address scenarios where nonces may be repeated. While their security notions provide
the strongest possible guarantees, schemes achieving nmr require heavier computation
than nonce respecting authenticated encryption schemes. In particular, the confidentiality
notion under nonce misuse resistance necessitates offline encryption: the first ciphertext bit
can only be output after the algorithm has processed the entire input (V, 4, P) [HRRV15].

Ashur et al. [ADL17] introduced a relaxed concept called Nonce Misuse resiLience (nml).
The idea is that, even if nonces are misused, security for new nonces is still guaranteed.
More technically, under nml, the confidentiality notion splits encryption queries into two
categories: challenge queries and non-challenge queries. An adversary A is allowed to
query the real authenticated encryption scheme (real world), or an idealized primitive
(ideal world). Non-challenge queries are always answered with the real-word oracle, while
the challenge queries are answered with the corresponding real or ideal primitive. In a
challenge query, nonce reuse is not allowed, whereas in a non-challenge query, the nonce
may be repeated. During authenticity, there are no challenge oracles, instead A has access
to both an encryption and a decryption oracle, and the objective of A is to forge, that is,
fabricate a fresh valid authenticated ciphertext. We remark that the fresh part is necessary
to prevent trivial attacks. Nonce misuse is allowed during encryption, however, decryption
queries with repeated nonces are not allowed. A fortiori forgeries must have fresh nonces.

Formally, we consider the following nonce misuse resilience security notions on E.

Definition 6 (Nonce Misuse Resilience Confidentiality (nml-conf)). Let E = (E.Enc, E.Dec)
be an authenticated encryption scheme and let A be a distinguisher against E with uniformly
sampled key K < K. The nonce misuse resilience confidentiality (nml-conf) advantage of
E against A is defined as

AdVEml_Conf(A) — ’Pr[AE.EncK,E.EncK _ 1] — Pr |:A$,E.EFICK _ 1:|

)

where $ is an oracle that returns a random string of | P|+4¢ bits for any query (N, A, P). We
denote by O; € {E.Enck, $} the challenge oracle and by Oy = E.Enck the non-challenge
oracle. A may re-use nonces with its non-challenge oracle Og, but it may not re-use nonces
with its challenge oracle O;. Furthermore, A may not query one of its oracles with a nonce
that it already used for the other one.

Definition 7 (Nonce Misuse Resilience Authenticity (nml-auth)). Let E = (E.Enc, E.Dec)
be an authenticated encryption scheme and let A be an adversary against E with a
uniformly sampled key K <% K. The nonce misuse resilience authenticity (nml-auth)
advantage of E against A is defined as

AdVEml_aUth (A) -— Pr [AE.EnCK,E.DeCK forges} 5



We say A forges if it receives P # L from the decryption oracle. Here, nonces in encryption
queries may repeat, but any nonce value in a decryption query must appear at most once in
encryption queries. In addition, a trivial forgery is not allowed, namely if A4 receives (C,T)
from an encryption query (N, A, P), A should not make a decryption query (N, A,C,T)
after that query.

3 Original GCM

We will restrict our focus to the case of GCM for 96-bit nonce [Dwo07], but we describe it
for the general setting that the tag may be truncated to ¢ bits. The specification is given
in Algorithm 1 and depicted (without tag truncation) in Figure 1.

Algorithm 1 GCM for 96-bit nonces

1: function GCM.Enc (K, N, A, P) 1: function GCM.Dec (K, N, A,C,T)

2 (Pp,...,Pn) &P 2 (Ch,...,Cn) & C

3: fori=1,...,mdo 3 fori=1,...,m do

4 GeReBc(N|G+1y) & P CoBx (N {i+ 1))

5 C < leftip|(C1 || --- || C) 5: P < leftjc|(Py || -~ || Pm)

6: L + Ex(0™) 6 L+ Ex(0™)

7 Z < Er(N|[[(1)3,) 7 Z + Er(N|(1)s,)

8: H + GHASHL(A,C) 8 H + GHASHL(A,C)

9: T « left,(Z ® H) 9 if T = left;(Z @ H) then return P
10: return (C,T) 10: else return |

3.1 Existing Security of GCM

Following McGrew and Viega [MV04] and Iwata et al. [[OM12], Niwa et al. [NOMI15]
proved the following bounds on the nonce respecting confidentiality and authenticity of
GCM with 96-bit nonces. We adopt the bounds of Inoue et al. [[JMM25], who tailored the
ones of Niwa et al. to the specific version of GCM with 96-bit nonces.

Theorem 1 (Confidentiality of GCM [NOMI15,1JMM25]). Consider an n-bit block cipher
E, and consider any conf adversary A that runs in time 0 and makes q queries where
each query has input-data of length at most £ blocks of at most o blocks of data across
all queries. Then, there exists a PRP adversary B that runs in time O(c8) and makes
(¢ + o+ 1) encryption queries such that

(c+q+1)2 2(c+q)

AdVE 5 (A) < AdVEP(B) + oTEs o

Theorem 2 (Authenticity of GCM [NOMI15,IJMM25]). Consider an n-bit block cipher
E, and consider any auth A that runs in time 0 and makes q encryption queries and v
decryption queries where each query has input-data of length at most £ blocks of at most o
blocks of data across all queries. Then, there exists a PRP adversary B that runs in time
O(o0) and makes (¢ + v+ o + 1) encryption queries such that

(c+q+v+1)? 20+q+v) vl+1)
2n+1 on + 2t

Advedinie (A) < AdVEP(B) +



3.2 Application to GCM-ext-1 and GCM-ext-2

Clearly, the specification of GCM-ext-1 of Section 1 is identical to that of GCM of Algorithm 1
and depicted (without tag truncation) in Figure 1, as the functions are identical though
with n twice as large. This also means that the security bounds of Theorems 1 and 2 apply
to GCM-ext-1 as well.

The specification of GCM-ext-2 of Section 1 differs from Algorithm 1 only in the
following two changes:

« Line 6 for both encryption and decryption get replaced with L < left,, /o(Ex (0™)).
e Line 7 for both encryption and decryption get replaced with Z < left,, o (Ex (N|| (1)3,))-

However, the security proofs of Theorems 1 and 2 first apply a PRP-PRF switch on E, de
facto treating Ex as a random function, which results in the observation that truncation
to obtain L and Z does not change anything, and these theorems carry over though with
a shorter (¢ = 128)-bit tag.

3.3 Insecurity of GCM and Variants Under Nonce Misuse

However, it is well-known that under nonce misuse, GCM is insecure. Indeed, suppose one
observes two encryptions (N, A,C,T) and (N, A’,C’,T’) under the same nonce N. By
design, we know that C®C’ = P® P’ for the real world E.Enc, which would not be the case
for the ideal world $, thus breaking the confidentiality of GCM in two queries. Additionally,
from these two evaluations, once can observe that (in the notation of Algorithm 1 with "’s
added for the intermediate values of the second queries)

TaT =7 @®GHASHL(A,C)® Z' & GHASH (A',C").
However, as N = N’ necessarily Z = Z’, and one obtains that
T & T = GHASHE" ((pad,, (4) | pad,,(C) | [Ales | [Clos) &
(padh, (') || pac, (C") || |4'loa || 1C"]ss) )

From this, L can be easily deduced.
These attacks apply to GCM, GCM-ext-1, and GCM-ext-2, demonstrating that all three
fall victim under the nonce misuse attack.

4 GCM-256

Inspired by the attacks of Section 3.3, we present and formally describe GCM-256 in
Algorithm 2. We refer to Figure 3 for a depiction of the mode (without final truncation).
The change compared to GCM of Algorithm 1 is surprisingly simple, it only consists of
combining the generation of Z and L in line 6 for both encryption and decryption, but
enables much stronger security guarantees for GCM-256.

We remark that this version of GCM is specifically to be used with a block cipher with
block size n = 256 bits (and probably key size k = 256) and with GHASH on 128-bit key
and blocks. Concretely, this algorithm has a block size n = 256, a nonce size s = 224, a
counter size n — s = 32, and a tag size t = 128.

In what remains of this section, we prove nonce misuse resilience confidentiality in
Section 4.1 and authenticity in Section 4.2. Note that nonce respecting security follows by
implication.
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Algorithm 2 GCM-256

1: function GCM-256.Enc(K, N, A, P) 1: function GCM-256.Dec(K, N, A,C,T)
2 (Pp,...,Pn) &P 2 (Ch,...,Cpn) & C

3: fori=1,...,m do 3 for:=1,...,m do

4 Ci « P& Ex (N (i +1)3,) 4 P+ C; @ Erc (N (i + 1) 35)

5 C < left|p|(C1 || -+ || Cm) 50 P leftyo)(Py | - || Pn)

6 Z|LSEr(N | (1)s) 6 Z|L<Ex(N | (1)3)

7 H + GHASH,(A,C) 7 H + GHASH.(A4,C)

8 T« lefty(Z® H) 8 if T =left;(Z ® H) then return P
9: return (C,T) 9 else return |

4.1 Nonce Misuse Resilience of GCM: Confidentiality

We start by proving the nonce misuse resilience confidentiality of GCM-256. The proof
resembles a bit the analyses of Niwa et al. [NOMI15] on GCM and Inoue et al. [IJMM25]
on GCM-SST.

Theorem 3. Given any nml-conf A that runs in time 6 and makes q queries consisting
of q1 challenge and g2 = q — q1 non-challenge encryption queries, where each query has
input-data of length at most £ blocks of at most o blocks of data across all queries. Then,
there exists a PRP adversary B that runs in time O(00) and makes q + o encryption
queries such that

(0 +9)?

AV (A) < AdvEP(B) + <71

Proof. Let K be the key sampled uniformly at the beginning of the game, P be sampled
uniformly from perm,,. By abusing notation, we denote by GCM-256[P] the variant of
the authenticated encryption scheme GCM-256, but that does not use a key and instead
replaces the evaluations of Ex by P. Then, by a hybrid argument:

AdvEiigss (A) < AdVEP (B) + AdvEdiZs ) (C) 9)

where B denotes an adversary running in time O(cf) and making at most g + o queries,
and C denotes a computationally-unbounded deterministic adversary, with the same query
complexity as A.

Then, we sample F' uniformly at random from fun,,, and by the PRP-PRF switch [BRO6],
we have

(0 +9)?

AdVgncﬂr\_/lc-%nsfﬁ[P] (€) < on+1

+ Adveeii s (D) (10)
where D has the same time and query complexity as C.

Let 7 and 7 be, respectively, the transcripts for the challenge and non-challenge queries
containing the keystream, that is:

T = (Zf 1 j€ [ql],iE{O,...,mj}),
T= (Z cj€lgelic {0,...,@}),
where 77 = F(Nj|| (i 4+ 1),,) and similar for Zz
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Observe that F(N||-) is uniformly distributed and independent of F(N'||-) whenever
N # N’, and since nonce repetition is not allowed for challenge queries, the values in 7 are
uniformly and independently distributed. Additionally, the non-challenge oracle is never
queried for a nonce queried to the challenge oracle, implying that 7 is independent of 7.

Concluding, the outputs of the calls to the challenge oracle, GCM-256[F] in the real
world and $ in the ideal world, are both uniformly random and independent of the
non-challenge oracle, and thus

Advgn(qill\_/lc—%rgﬁ[F] (D) =0.

Together with (9) and (10), this completes the proof. O

4.2 Nonce Misuse Resilience of GCM: Authenticity

Next, we prove nonce misuse resilience authenticity of GCM-256. The proof builds further
upon the ideas of the proof of Theorem 3, with some difficulties incurring in the coverage
of forgery attempts.

Theorem 4. Consider any nml-auth A that runs in time 6 and makes q encryption queries
consisting of q1 nonce respecting queries and qo = q — q1 nonce misusing encryption queries,
and v decryption queries where each query has input-data of length at most £ blocks of at
most o blocks of data across all queries. Then, there exists a PRP adversary B that runs
in time O(c0) and makes q + v + o encryption queries such that

au . +q+v)? vl

AdvETIR a5 (A) < AdVEP(B) + ("271# 5

Proof. The first part of this proof is similar to that of the proof of Theorem 3. Concretely,
P, F, GCM-256[P], and GCM-256[F] be as defined in the proof of Theorem 3. Then, we
first replace Fx with the randomly sampled permutation P, incurring a PRP cost, and
then we replace P with a randomly sampled function F', and putting that together, we
obtain

(c+q+v)?

AAVEET 385 (A) < AdVEP(B) + T L+ AV (D). (11)

B denotes an adversary running in time O(c#) and making at most ¢ + v 4+ o queries, and
D denotes a computationally-unbounded deterministic adversary, with the same query
complexity as A. Let 7, 7, and T be, respectively, the transcripts containing the key
streams for the nonce respecting, nonce misusing and decryption queries:

T:(Zf : je[ql],z‘e{o,...,mj}),
(7 jelwlicio...m}),

(Zg : je[u],ie{o,...,mj}),

?

%"

where again Z/ = F(N;]|| (i + 1)4,) and similar for 7} and ZZJ

Then, we repeat the argument of the proof of Theorem 3 to conclude that 7 U T is
independent of 7. This property holds as the nonces in the queries corresponding to
elements in 7 U T are, by assumption, disjoint to those to 7. Hence, we may disregard
nonce misusing queries.

We now introduce some notation. Let T denote the set of all transcripts reachable
by the interaction of D with the encryption and decryption oracles, and Tyry denote the
subset of transcripts in which D succeeds in making a valid forgery. Since D stops the
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moment it finds a valid forgery, or it runs out of queries, each 7 € Tyry contains at most
q1 + v entries, and must end with a valid decryption query.

For convenience, for each tuple in the transcript 7yy, we append the key streams. In
other words, for an encryption tuple (N7, A CI,TT) we append 77 = ||i»o Z7, and for a
decryption tuple (NJ Al CJ TJ) we append Zi = ||2>0

Let X denote the transcript random variable generated by the interaction of D with
the encryption and decryption queries. Additionally, we let Ty be the subset of Tymy
denoting the transcripts in which the successful forgery is at the j-th decryption query.
By definition, we have

AdVEER SR ) (D) = Pr[X € Tym] = ZPr[ m] . (12)

We fix 1 € ’T@w and by definition, the j-th query of 7 is a successful decryption query:
(N A,C,T,Z). Let N be the set of nonces used during encryption up to the point of the
j-th decryption query.

We distinguish two cases:

1. N ZN. A fortiori, Zo is uniform at random and independent of all the keystream
blocks appearing in the encryption queries. Therefore, T, which equals

= left; (lefty95(Zo) ® GHASH A,0)),

rlghtlzg(Zg)(

is also uniformly random (cf., Figure 3), and hence the probability that it is a valid
forgery is exactly 1/21;

2. NeN. Then, there exists a unique encryption query-response tuple (N, A, P,C,T)
such that N = N. The forgery 7 is successful if and only if

left;(GHASH (A, C) ® GHASHL(A,C)) =T & T,

where L = righty,g (Zo) = right,45(Zp). By Lemma 1, this happens with probability
at most £/2¢ (noting that the almost XOR universality result of Lemma 1 also holds
after truncation [BJKS93]).

In either case, the j-th forgery attempt is successful with probability at most £/2¢:

¢
Pr{X = wm} <5

(13)

The result then follows from (11) to (13). O

5 Conclusion

In this work, we introduced GCM-256, an authenticated encryption scheme based on
the popular GCM, designed to exploit the larger block size of Rijndael-256-256, which
NIST plans to standardize. In detail, the larger block size of Rijndael-256-256 enables
the possibility to cleanly derive the masking value and the GHASH subkey from a single
block cipher call. This adjustment clearly comes at essentially no additional cost, but we
demonstrate that the improved version GCM-256 not only achieves “normal” confidentiality
and authenticity, but also security under nonce misuse resilience. This way, GCM-256 solves
a well-known problem that was present in GCM, namely that nonce reuse is devastating
and allows an attacker to even retrieve subkey material.
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