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Abstract

We introduce new pseudorandom correlation generators (PCGs) for matrix triples: shares of
triples (A, B, A - B) where A, B are random matrices over IF"*" for a field F and an integer #.
Matrix triples are consumed in a wide variety of secure computation protocols that involve matrix
arithmetic, which occurs commonly in settings such as privacy-preserving machine-learning and
statistics, threshold cryptography, secure linear algebra, and more. Previous PCGs for matrix triples
are inefficient: their seed grows at least linearly in the matrix dimension, and their expansion is slow.
In this work, we introduce two new PCGs with improved performances:

¢ Our first construction, inspired by the recent work of (Gentry and Lee, Crypto 2026) on FHE
for matrix arithmetic, relies on the quasi-abelian syndrome decoding (QASD) assumption
introduced in (Bombar et al., Crypto 2023), an assumption which has since received a significant
amount of attention. Our PCG generates N matrix triples over [F"*" from a seed of size
poly(A,logn,log N) using ©(n® log (n3 N)) field operations per triple, removing the linear
dependency on n from the seed compared to previous works.

* Our second construction is more mathematically involved, and builds upon an elegant and
surprising connection with the Weyl-Pauli twisted algebra, a mathematical structure originally
studied in (Weyl, Zeitschrift fiir Physik, 1927) in the context of quantum kinematics. Our PCG
relies on a new variant of the QASD assumption over the Weyl-Pauli twisted group algebra
and exhibits impressive performances: it has the same seed size as our first construction and
generates N matrix triples at a cost only a small constant time larger than the cost of computing
N matrix triples in the clear.

We complement our results with an in-depth study of our new twisted QASD assumption and
demonstrate the benefits of our PCGs in concrete applications such as privacy-preserving machine
learning and threshold MAYO.
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1 Introduction

Modern secure computation protocols (often abbreviated MPC, for MultiParty Computation) often rely
on correlated randomness, generated in a preprocessing phase, to achieve a lightweight online phase.
Over the past decade, pseudorandom correlation generators (PCG) [BCGI18, BCG'19b, BCG ' 19a]
have emerged as a leading paradigm to distribute correlated randomness: following a low-overhead
distribution of short correlated seeds, the participants can stretch them silently into large amounts
of pseudorandom correlations, using only local work and no further interaction. Depending on the
security model, the number of participants, and the target function, secure computation protocols
can consume a wide variety of correlations. Over the past few years, increasingly efficient PCGs
have been introduced for most of the leading correlations used in generic MPC, including vector
oblivious linear evaluation (VOLE) [BCGI18], random oblivious transfers (OT) [BCG " 19b, BCG " 19a,
CRR21, BCG 22, RRT23, KPRR25, KPR "26], oblivious linear evaluation (OLE) and (authenticated)
Beaver triples [BCG20b, AS22, BCCD23, BBC24a, LXYY25a, MMST25, ARR25], as well as
their generalizations over rings [LXYY25b, LLX26], and other more exotic forms of correlated
randomness [ABG 24, CDKSS25, CKM " 26].

Perhaps one of the most fundamental correlations in applied secure computation is matrix triples:
shares of a triple (A, B, A - B) where A, B are random matrices over IF"*" for a field F and an integer
n. Matrix triples enable secure multiplication of private n-by-n (shared) matrices (U, V) using low
communication (21 per party, the same cost as communicating their shares in the clear) and computation
(2 matrix multiplications per party), using the natural generalization of Beaver’s reduction of random
OT to OT [Bea92]. Matrix multiplication shows up everywhere: in secure machine learning, where
it dominates the cost of inference [JVC18, KRC"20, HjLHD?22], training [MZ17, MR18, WGC109,
WWP22], graph neural networks [RXW 22, WZJ23, PRL" 23] and, most recently, transformer and LLM
evaluation [HLC 722, GIM 24, PZM 24, jLHG " 25]; in secure linear algebra, where solving linear
systems and computing determinants, ranks, inverses and pseudo-inverses all reduce to iterated matrix
products [BIB89, CDO1, NW06, CKP07, MWO08, MV24]; in threshold post-quantum signatures such
as UOV and MAYO, whose key generation and signing can be rewritten entirely in terms of matrix
operations [CS19, CEN25]; and in privacy-preserving statistics and computational biology, such as ridge
and linear regression [NWI" 13, GSB ™ 17], matrix factorization for recommender systems [NIW " 13],
and PCA-corrected genome-wide association studies [CWB18, BGPG20, CFC*25].

Consequently, a considerable effort has been devoted to designing efficient protocols to securely
compute matrix triples. Yet, despite the extensive body of work on the topic and the remarkable
progress over the past few years, existing protocols remain too expensive. Protocols built from standard
secure computation techniques are communication-heavy: obtaining an 1 x n triple from 7> scalar
multiplication triples, or from oblivious transfer via Gilboa’s protocol [Gil99] even with the vectorization
tricks of SecureML [MZ17], costs communication cubic in 7, roughly n3¢? bits for ¢-bit entries.
Concretely, a single 128 x 128 triple over a 64-bit ring costs about 1 GB of communication in the
semi-honest setting, and about 47 GB per party with the authenticated triples of MASCOT [KOS16]
over a 128-bit field; SecureML reports an OT-based offline phase of 19 GB for a linear regression on
a 10* x 103 dataset, and of 80 hours (against 1.2 hours online) for training a small neural network on
MNIST [MZ17], and Chen et al. estimate the SPDZ preprocessing of the convolutions of ResNet-50
at 5 TB per party [CKR "20]. Homomorphic encryption brings the communication down to a small
multiple of the triple itself: the generators of [CKR 20, MG23, RRKK23, CHM "25] compute the
triple as a single encrypted matrix product under a joint key and exchange 9 to 15 MB per party
per authenticated 128 x 128 triple over a 128-bit prime field. The price is paid elsewhere: one-time
evaluation keys of hundreds of megabytes to tens of gigabytes (1.45 GB in MatriGear [CHM " 25], 27 GB
in [CKR"20]), and a computational cost which, despite a decade of progress on homomorphic matrix
multiplication [HS 14, HS18, JKL.S18, CYW 25, BCH " 24, Par25, G126, CK1L.26], still stands at one to



ten seconds per 128 x 128 triple on a single core [CHM ™25, RRKK23], and at seven seconds to a minute
at dimension 256, three orders of magnitude above the cost of the online multiplication it enables.

PCGs for matrix triples. Given the pervasiveness of matrix multiplication in secure computation, one
could expect PCGs to have transformed the generation of matrix triples as they did for OT and OLE. This
has not happened: the few existing constructions actually run into much the same barrier as the protocols
above. Concretely, a programmable PCG for OLE [BCG " 20b] yields matrix triples by composition, but
the seed grows by an 1> factor (where 7 is the matrix dimension). Boyle et al. [BCG20b, Section 7.4]
managed to reduce this overhead to n? by leveraging their ring-LPN PCG for inner products, but this
remains limited to small matrices'. Li, Xing, Yao and Yuan [LXYY25a] give a direct construction from
quasi-abelian syndrome decoding whose seed grows only linearly in 7, but at the cost of moving to an
extension field of degree n: every operation of the expansion is an arithmetic operation in IFp, the number
of PRG evaluations per triple grows quadratically in 7. In all cases the seed size or the expansion cost
scales with the matrix dimension, and PCGs stop being competitive with the interactive protocols beyond
very small matrices. A “dream” PCG for matrix triples would have a seed size independent of both the
number of triples and the matrix dimension, and a concretely efficient expansion procedure scaling even
at high dimensions. This is the main goal of this work.

1.1 Our Contributions

In this work, we provide compelling solutions to this important open problem, obtaining PCGs for
matrix triples with seed size poly (A, logn,log N) bits for producing N matrix triples over IF"*" with
hidden constants on par with those of the best known PCG constructions for OLE [BCG20b, BCCD23].
Concretely, we contribute two new PCG constructions, each interesting in its own right:

* Our first construction (Section 3) relies on the same QA-SD assumption underlying several previous
PCG constructions [BCCD23, BBC"24a, LLX " 26]. Its expansion cost is ©(n°Nlog(n>N) ) field
operations (Equation (18)), i.e. cubic in the matrix dimension # per triple. Compared with the best
previous PCG for matrix triples [LXY Y25a], which relies on the same assumption over an extension
field of degree n, this retains the same cubic per-triple expansion cost, but shaves all dependency on n
from the seed.

* The main downside of the first construction is exactly this cubic per-triple cost. Our second construction
overcomes it: its expansion cost is (202 —1) - MM(n) field operations per triple (Equation (19)), where
MM(n) denotes the cost of multiplying two 7 X 1 matrices, with any algorithm (e.g. Strassen’s), and ¢
is the module rank of the assumption. For ¢ = 2, this is only 7 - MM(n): a factor 7 above computing
the matrix triple in the clear. This comes at the cost of introducing a new assumption, twisted QA-SD,
a natural generalization of QA-SD that captures the noncommutativity of the ring of n X n matrices.

We complement these constructions with an in-depth analysis of twisted QA-SD (Sections 5 and 6.4).
In a nutshell, the twist has essentially no effect on standard, ISD-style attacks, and we generalize the
folding framework, the main structural attack against QA-SD, to the twisted setting. Intriguingly, our
analysis suggests that twisted QA-SD might even be more secure than QA-SD in some parameter regimes:
over small fields, ordinary QA-SD is threatened by sparse-interpolation attacks [BDHV25, Jou26], which
recover the noise from scalar points where every public multiplier vanishes simultaneously, a phenomenon
inherent to evaluating commutative polynomials on a grid. No such points exist for the twisted construction,
whose public multiplier is a noncommuting algebra element rather than a scalar-valued function. Whether

Boyle et al. report seeds of 83 MB expanding to 400 MB of 8 x 8 triples, and of 330 MB expanding to 810 MB of 16 x 16
triples, a compression factor of 5 and 2.5 that extrapolates to tens of gigabytes of seed at n = 128, and conclude that the
approach “is only likely to be useful for small matrix dimensions”



some generalization of these attacks nonetheless applies to twisted QA-SD is, we believe, an intriguing
open question.

Eventually, in Section 6, we analyze the concrete efficiency of our constructions when integrating
several standard optimizations from the PCG literature and estimate their runtime on a sample of
parameters using operation counts and micro-benchmarks on our machine (an Apple M1 Pro).

1.2 Our Approach

As in previous works, we start from the line of work on PCGs for OLEs from ring-LPN [BCG " 20b]
and quasi-abelian syndrome decoding (QA-SD) [BCCD23, BBC "24a, LXYY25a], and ask ourselves
how these approaches should be adapted to generalize to matrix triples. The main technical hurdle boils
down to the following observation: multivariate polynomial rings and group algebras (the algebraic
structures in which these constructions operate) are commutative, and therefore cannot natively capture
the non-commutativity of matrix multiplication. In these constructions, the parties obtain pseudorandom
elements Xxg, x1 of a group algebra (each of which is a compressed encoding of a long vector), together
with additive shares of their product xg - x1, which directly yields a large batch of OLEs. To generate
matrix triples instead, we need a way to embed the non-commutativity of matrix multiplication in this
framework. Concretely, we seek a replacement for the product of the group algebra with the following
properties: elements of the algebra can be efficiently mapped to matrices, and when the replacement
operation is applied to two elements encoding two matrices, the result is again an element that can be
efficiently mapped to a matrix, and this matrix must be the product of the two encoded matrices. In other
words, the encoding must turn the new operation into matrix multiplication. We consider two ways of
achieving this.

Moving out of the group algebra. In the first approach, matrices are encoded as elements of IF;[G],
but we replace the product with an operation that moves the operands out of the algebra: to multiply two
encodings, we first move them into an intermediate group algebra, over a larger group with one additional
coordinate. This coordinate plays the role of the summation index of a matrix product (the index k that
is contracted when computing ) ; AjBy;): the first encoding is placed in the larger algebra with this
coordinate in the position of the column index of A, and the second one with this coordinate in the
position of the row index of B. We then multiply the two elements in the larger algebra, and come back
to the original algebra by summing over the additional coordinate (a trace operation), which performs
the contraction. The result encodes the product of the two matrices (up to a fixed scalar factor). The
downside of this approach is that the parties have to work in a group algebra which is 7 times larger than
the one in which the encodings live, and this factor 7 shows up in the cost of the expansion. The benefit is
that the pseudorandom elements xo, x1 never leave the original group algebra IF, [G], so we can rely on
exactly the same QA-SD assumption as previous works. This approach is directly inspired by a recent line
of work on homomorphic encryption for matrix arithmetic [GL26], which multiplies encrypted matrices
encoded in a multivariate ring through an auxiliary variable and a trace.

Twisting the product. Our second approach uses a different strategy. Rather than going out of the group
algebra, we directly modify its internal product. Recall that a group algebra IF;[G] has a basis {1} ¢cc
indexed by the group elements, and that the product of two basis elements is the basis element indexed by
the sum of their indices: ug - uy = ug,p,. A twisted group algebra keeps the same basis, but multiplies
the product of two basis elements by a scalar that depends on the two indices: ug - uj, = «(g,h) Ugih,
where the twist « maps pairs of group elements to ]qu (and satisfies a compatibility condition which keeps
the product associative). Twisting changes neither the additive structure of the algebra nor the notion
of sparsity of its elements, but it can make the product non-commutative. The key observation is that
there is a choice of twist for which the twisted group algebra of G = (Z/nZ.)? is exactly the algebra of



n X n matrices over IF;. This observation is old, and was made in a very different context: at the birth
of quantum mechanics, Weyl introduced the “clock” matrix P and the “shift” matrix Q in his study of
quantum kinematics [Wey50]. They satistfy PQ = wQP for a primitive rn-th root of unity w, and their
products P'Q/ form a basis of the 7 x n matrices in which the product of two basis elements is another
basis element, multiplied by a power of w: this is precisely a twisted group algebra of (Z/nZ.)?. This
basis was later studied by Schwinger [Sch60], and it is known today as the generalized Pauli basis [Got99].
Adding a batch coordinate, we obtain a twisted group algebra together with an efficiently computable
one-to-one mapping to batches of N matrices (it consists of Fourier transforms along two of the three
coordinates, and costs a quasi-linear number of operations), such that the twisted product of two elements
translates exactly to the matrix products of the matrices they encode. In this approach, there is no auxiliary
coordinate and no trace: the algebra, and hence the domain of the function secret sharing scheme, has
exactly the size of a batch of N matrices, as for PCGs for OLE producing the same number of field
elements. The downside is that the pseudorandom elements now live in the twisted algebra, so we need a
twisted variant of the QA-SD assumption, which we analyze in depth in Sections 5 and 6.4. We give a
more detailed overview of the two constructions in Section 1.4.

1.3 Applications

As we mentioned above, secure matrix products are used in a wide variety of works on applied secure
computation, and our new PCGs have the potential to significantly improve many of them, in the same
way that PCGs for OT, VOLE, and OLE have already yielded significant speedups in many settings of
secure computation [BCG ™ 19b, BCG " 19a, CRR21, BCG 22, RRT23, KPRR25, KPR 726, BCGI18,
BCG20b, AS22, BCCD23, BBC " 24a, LXYY25a, MMST25, ARR25]. In this paper, we focus on two
kinds of applications to illustrate this point.

Threshold MAYO. We show that our PCGs provide the missing ingredient needed to generate the
correlated randomness required by a recent line of work on post-quantum threshold signatures for the
MAYO signature scheme [CEN25, ABCN26]. The threshold protocol of Aranha, Borin, Celi, and
Niot [ABCN26] reduces every interactive step of threshold MAYO signing to a handful of products of
secret-shared matrices, but its analysis assumes that the matrix triples used for these products, together
with their MACs, are supplied by a trusted party, and leaves their generation open. We show that our PCGs
fill exactly this gap. For one of the round-2 parameter sets of MAYO, one signing attempt only needs 29
square matrix triples of size 81, which our twisted construction produces in about 17 core-milliseconds
and 45 KiB of amortized seed per party, and this reduces the communication of the online phase of the
protocol by a factor of about 13.9.

Privacy-preserving machine learning. We revisit several classical works on privacy-preserving
machine learning, and show that our new PCGs would bring them significant improvements. Many of
these works already reduce a large part of their computation to products of secret-shared matrices, and
either generate the corresponding triples in a preprocessing phase or evaluate the products online using
homomorphic encryption; this is the case, for example, of SecureML [MZ17] for training neural networks,
of the maliciously secure inference protocol of Chen et al. [CKR " 20], of BumbleBee [jLHG " 25] for
transformer inference, and of the secure Poisson regression protocol of Kelkar et al. [KLRS22]. As one
example, evaluating the convolutions of a ResNet-50 model with the protocol of Chen et al. uses 3298
products of 128 by 128 matrices, and generating the corresponding matrix triples with their maliciously
secure construction costs about 41 GB of communication per party and 7.4 hours of computation on 16
threads; the same triples, produced with our twisted PCG instead, would only cost about 1.3 MiB of
amortized seed per party and 48 seconds of computation on a single core.



1.4 Technical Overview

Pseudorandom Correlation Generator. Informally, a PCG consists of two algorithms. Gen(1%) outputs
a pair of short seeds (ko, k1), one per party; and the deterministic Expand(c, k) stretches k, into a long
string R, for o € {0,1}, with |k;| < |R,|. Correctness requires that (Ro, R1) be computationally
indistinguishable from an instance of target correlation C. Security requires that a party holding k. learn
nothing about the other party’s output beyond what C already reveals: given k., the string R;_, must be
indistinguishable from one reverse-sampled from C conditioned on R, .

Function Secret Sharing (FSS). Informally, FSS allows to share the function f : Z — G for some group
G into (fo, f1) such that f, computationally hides f and for all x € Z, fo(x) + f1(x) = f(x). This
could be trivially achieved by sharing the truth table of the function f; however, one would typically
want the shares to be compact (with respect to the size of the truth table). For point functions, efficient
constructions of FSS are known [GI14, BGI15, BGI16]. Hence, to succinctly share an ¢-sparse vector,
just use FSS for the sum of t-point functions (SPFSS), and can therefore be shared with keys of size
O(tAlog |Z|) for A be the security parameter. Running FullEval on such a key returns the party’s share at
every point of Z at once. For the type of FSS we consider, FullEval is significantly faster than the generic
solution of running |Z| instances of Eval.

A Template for constructing PCG using FSS. A general template to construct PCG for a target correlation
C was used in many works [BCGI18, BCG " 19b, BCG"20b, BCCD23, BBC"24a]. At a high level, each
party’s share of C is generated from a short sparse seed, made pseudorandom by an LPN-style assumption
over a suitable ring. The correlation between the two shares reduces to a product, and expanding that
product shows that its coefficients are public: the only secret part is a handful of cross terms, each of them
sparse. Hence Gen samples the sparse seeds and generates SPFSS keys for those cross terms, setting k-
to be the SPFSS keys together with its own sparse seed. In turn, Expand(c, k) runs FullEval on each
key to recover a share of each cross term, combines these with the public coefficients, and adds its own
locally computable part. Here the seed stays short because the SPFSS keys are: the domain enters only
through logarithm. Hence, the seed size depends on the SPFSS key size and the size of the sparse seeds.
The expansion cost then depends on the evaluation using SPFSS keys and on other operations needed to
output the additive share.

In ring-LPN-based constructions of PCG, the choice of the ring is a design parameter, and changing
the ring can significantly affect the efficiency. To illustrate this, let us examine constructions of PCG from
prior works that use different rings and consequently achieve varying levels of efficiency.

PCG for degree-two correlations. The goal of Boyle et al. [BCG ' 19b] was to get a correlation in
which each party gets a pseudorandom share X, together with additive share of the tensor product Xy ® X7.
The construction here uses dual form of LPN: for a public randomly sampled matrix H over Z; and a
t-sparse vector e, of length n over Z, the vector X, = He; is pseudorandom. Now, Gen samples &
and &), observes that their tensor product has at most t> non-zero coordinates, and then uses FSS for
the sum of 2-point functions to distribute it. The Expand algorithm uses bilinearity of tensor product
ie. (Hep) ® (Hey) = (H ® H)(€p ® €1). This allows each party, to recover its share of tensor product
locally. Since X, is pseudorandom for each ¢ € {0, 1} under LPN, we have the desired tensor product
correlation. However, efficiency was a bottleneck here. The SPFSS domain has size n2 when the output
has length 7 and the expansion is, therefore, inherently quadratic in the output length. A natural fix,
observed by [BCG20b], is to view each sparse vector as a sparse polynomial &, and to let X, be its
evaluations at public points, so that the cross term becomes the polynomial product €j - €1, computable in
quasilinear time. This is insecure because the resulting code can be efficiently distinguished by algebraic
decoding.

Changing the ring. The resolution of [BCG"20b] was to have the same polynomial view but choose
the underlying ring intelligently. Working in R, = Z,[X]/F(X) for a degree-N modulus F, ring-LPN
states that (a, a - e + f) is pseudorandom for sparse ¢, f and random a € R . The product e; f; of two



t-sparse polynomials is again t2-sparse, but now it lives in a domain of size 2N rather than N2. Hence,
each party’s seed is logarithmic in N scaled by #>. Now, the expansion costs @(N ) ring operations using
fast polynomial multiplication instead of the Q)(N?) of the tensor route, since now each tensor product is
only of length 2. Choosing F to split into N distinct linear factors turns one OLE over R, into N OLEs
over Zy.

From the prior works above, the point we are trying to convey is that the ring is a design parameter,

and choosing it intelligently significantly improves efficiency. [BCCD23] pushed this further by replacing
Z,[X]/F(X) with a group algebra IF,[G] for a finite abelian G, so that the underlying code is quasi-
abelian; the resulting QA-SD assumption supports small fields and underlies FOLEAGE [BBC " 24a] and
the multi-quadratic instantiations of [LLX "26].
What we want: PCG for matrix triples. Our target is the batched matrix-triple correlation where each
party receives (A, By, Z,) each in (/\/ln(qu))N such that Zg + Z1 = (Ag + A1) X (Bg + By). Here,
(M, (FFy))N is the matrix space of n X n matrices, batched N times, with each entry in F,, and the
product is being taken component-wise across N matrix slots.

A trivial solution to this is to take the existing PCG for OLE and use them to build matrix triples. This
would need 13 scalar triples per matrix triple, so the seed and expansion time both inherit a factor of 7°,
which is clearly inefficient. Also, as mentioned in the introduction, Boyle et al. [BCG " 20b, Section 7.4]
managed to reduce this overhead to n? by leveraging their ring-LPN PCG for inner products, but this
remains limited to small matrices. What we would like instead is a ring whose own multiplication already
is matrix multiplication, so that a single ring LPN sample carries a matrix rather than a scalar.

Such a ring already exists! Such an encoding from matrix to ring was recently given by [GL26], where
they use it to build an efficient Fully Homomorphic Encryption Scheme (FHE) from Ring Learning with
Errors (RLWE) problem. Their starting point is the multivariate ring

RoL = Z[|[X, Y, W]/(X" —i,Y" —i,®,(W)),

over the Gaussian integers. Let {; be primitive 47-th roots of unity satisfying C]” = i and 7, be primitive

p-th roots of unity. Let ¢ be the Euler totient function. A polynomial m € R¢L encodes ¢(p) n x n
matrices as follows.

ve(m) = {M) =m(@,qm) = jkeom), £ 0,0(p)},

Here, two matrix indices are carried by X and Y, and the batch index by W. Multiplication is then
obtained by introducing an auxiliary variable Z to carry the contracted index and taking the frace over it.
Let polynomial a,b € R encodes A B respectively, then multiplication of these two matrices is
represented by

Try (a(X, Z,W) - b(Yﬁl, 7z 1 W*1)> that encodes % AOBWO*,

where Try is being defined as the degree-zero component in Z and B* is the conjugate transpose of B.
They additionally show that this trace can be read off in the coefficient domain as a matrix product of
coeflicient matrices.

For security, they base the hardness on RLWE which is stated over single-variable cyclotomic rings.
So a ring with several variables is usable only if it can be shown isomorphic to some single-variable one.
Almost all of the machinery in their construction traces back to this one requirement. More technically,
over the Gaussian integers one has Z[i][X]/(X" — i) = Z[X]/(X?" + 1), and this is what allows
ZIX, W]/ {(®y(X), Pp(W)) = Z[X]/(Pynp(X)). Here ged(4n, p) = 1 and P, denotes the m-th
cyclotomic polynomial. They also observe that the naive alternative Z[X, Y]/ (XN +1, YN + 1) does
not provide an efficient matrix encoding®. Taking X" — i then costs them three things at once.

ZFor further details regarding this, we refer the reader to [GL26].



* The coeflicients must be Gaussian integers, simply because  has to live in the ring.
* The roots of unity used for the encoding satisfy {” = i and therefore have order 4n rather than .

» Exponents no longer cancel by plain addition, so one of the two factors must be inverted before
multiplying. Over C, inverting a root of unity is complex conjugation — which is why their trace
identity yields the conjugate transpose AB* rather than the plain product AB, and why further
steps are needed to recover ordinary transposes.

However, this encoding is designed under the RLWE constraints that we simply do not have and once
those are removed the ring and operations are simplified.
Simplified Ring. We in turn use the following simplified ring over IF,

R =T [X, Y, W]/(X"—1,Y"—1,WN —1)

with the mapping 1y : R — (M, (IF;))N such that

vim) = {M) = m(;, o)+ jkelom), LeON)],

where { € IF; is a fixed primitive n-th root of unity, 7 € IF; a fixed primitive N-th root of unity, and
gj = T, ne = 17€ (we require 7, N | g — 1, so that IF; contains the required roots of unity). This
simplification is because of the following reasons. In our setting, we base the hardness on Ring-LPN.

In fact, ring-LPN over the ring R defined above is not a new object. It is precisely the Quasi-Abelian
Syndrome Decoding (QASD) assumption that is well-studied in [BCCD23, BBC " 24a, LLLX "26]. The
QASD assumption informally states that

(a,ae+ f) ~ (a,u)

where a, 1 < IF,;[G] and e, f & Dy(IF;[G]) where D;(IF;[G]) a noise distribution over IF,;[G] such that
wt(x) = t when x < D;. Here G is a finite abelian group. Hence, when G = (Z/nZ)? x Z./NZ,
this R = IF,[G].

We therefore take X" — 1 directly, and all three costs disappear together. Concretely, with X" — 1
the exponents live in Z /nZ. and cancel exactly when u + v = 0, so it is enough to place the contracted
variable Z in the first slot of the second factor. Therefore, the trace operation used in our setting is much
simpler

Trz (a(X,Z,W)b(Z,Y,W)), &itencodes 1AB).

Also [GL26] uses @, (W) for the batch index and obtain ¢(p) slots; we use WY — 1 and obtain all N.

PCG for matrix triples from QASD Assumption. The construction now just follows the template
described above. Let x2, x be such that of y(x2) = A,, v(xB) = B, for each o. We will treat these
x4, xB as the ring-LPN sample over R described above i.e. xT = (7, &%) for t-sparse vectors €% where
T e {A, B} and the first entry of 7 is 1. Note that given €}, to party ¢ for all T € {A, B}, that party can
compute xg , xB since 4 is public and therefore, compute A, B, by using the map -y. It then computes
D, = A;B,. However, to compute cross products A,B1_ for each ¢, the construction uses SPFSS. In
particular, using SPFSS for sum of t2 point functions, we can share the cross terms ef)’A . ]13 and elA e] b

fori,j rangmg over the size of the vector. Once, each party obtains the additive share of eo . e]lB and

e'lA 60 , they multiply it with the corresponding part of the public vector 4.

However, we cannot first multiply everything in R and apply the trace at the end. What we need is
Trz (x5 (X, Z, W) - x5 (Z,Y,W)) ZTrZ (X, Z,W)eg" (X, Z,W)-a;(Z,Y, W) el®(z,Y,W)),
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inwhich a; occupies the (X, Z, W) slotand aj the (Z, Y, W) slot. Letm @ m' := Trz (m(X,Z, W) m'(Z,Y,W)).
The operation ® is not bilinear with respect to ring multiplication: in general

i, A _J,B j,A ,B
(aia)) @ (eg"er”) # (aieg”) @ (aje]”),
so additive shares of the three-variable products eé’A . 6]1’3 € 'R are not enough to compute shares of the
right-hand side.
Therefore, to use trace operation meaningfully, we switch to 4-variable ring

R =F,[X,Y,Z,W]/(X" —1,Y" —1,72" —1,WN — 1)

Hence, using SPFSS we share the sparse lifted product eé’A (X,Z,W) - ejl’B (Z,Y,W) and ei’A (X,Z,W) -
e{)’B (Z,Y,W), multiply by a;(X,Z, W) - a]-(Z, Y, W) and then take the trace operation with respect to
Z. Since the shared object now keeps the two slots separate, the parties can multiply their shares by
a;(X,Z,W) a]-(Z, Y, W) in R’ and only then take Trz, which computes exactly the right-hand side of
Equation (1).

Now, each party can apply 7 - oy map on the output of trace and get the shares Z! of AgB; and get
the shares Z%, of A1By. Each party then outputs (Aa, B, Z, = Z}T + Z%, + D). The correctness and
security directly follow from the correctness and security of SPFSS scheme and ring-LPN assumption.
For more details, please refer to Section 3.1 and Section 3.2.

Let us now analyze the efficiency. Note that the domain of SPFSS is < 4n>N. Hence, the seed size is
logarithmic in 4n° N scaled by #2 factor plus some additional flog(n), t log(N) factors for sharing the
sparse vectors. However, the bottleneck is in the expansion cost. The reason is structural rather than an
artifact of our analysis. This is because of the trace operation taken over the Z dimension, which forces
the SPFSS full-domain evaluations and the subsequent multiplications by a;(X, Z, W)a;(Z,Y, W) to be
carried out in R’. Expansion therefore costs O (n*Nlog(n°N)) operations in IF,, a factor # more than
the n?N elements it produces.

The 13 survives because we are simulating a non-commutative operation, matrix multiplication, inside

a commutative ring, and the auxiliary variable is what pays for the mismatch. The question now is, can
we remove this mismatch? Can we work in an algebra whose multiplication is matrix multiplication, with
no auxiliary variable and no trace?
Making matrix multiplication native. The extra factor of 7 in the preceding construction comes
from the auxiliary variable Z. We introduced Z because multiplication in an ordinary group algebra is
commutative, whereas matrix multiplication contracts one index in an order-sensitive way. The trace
over Z implements this contraction after the fact. To remove the extra dimension, we instead ask for an
algebra in which matrix multiplication is already the native multiplication. At the same time, we must
retain the sparse basis structure used by the PCG template: if r and s have weight ¢, their product should
have weight at most #2, so that it can still be shared succinctly using SPFSS.

Twisted group algebras give us both properties. As a vector space, a twisted group algebra looks exactly
like an ordinary group algebra because it has a basis {u g} ¢eG- The difference is only in the multiplication.
For a suitable 2-cocycle a: G X G — F, we set uguy = a(g, h)ugp. Thus, the product of two basis
elements is still a scalar multiple of a single basis element, and consequently wt(rs) < wt(r)wt(s).
Unlike an ordinary group algebra, however, the multiplication need not be commutative, since a(g, 1)
and «(h, g) may differ.

The particular twist we use comes from the clock-and-shift representation of matrices. Let w € IF, be
a primitive n-th root of unity, let P be the diagonal “clock” matrix with diagonal 1, w, ..., w" 1 and
let Q be the cyclic-shift matrix. They satisfy PQ = wQP, and the n> matrices { PIQ/ }i,jeZ /nz form
a basis of M, (IF;). Their multiplication obeys (P'Q/)(P¥Q*) = w /P **Q/*!. This is exactly the
multiplication rule of a twisted group algebra over (Z/nZ)?. In particular, IF§[(Z/nZ)?] = M, (IF;).
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We then append an ordinary abelian group H of size N for batching. Since IF;[H] splits into N field
components for our choice of parameters, we obtain an efficiently computable algebra isomorphism

Y: A:=F;[(Z/nZ)* x H — M, (Fy)N.

This is the important difference from the construction above. An element of A already represents a
batch of N matrices, and ¥ (xy) = ¥ (x)¥(y), where the product on the right is component-wise matrix
multiplication. There is no auxiliary contracted index, no lifting to a four-variable ring, and no trace
operation.

A twisted QA-SD assumption. We next need the analogue of the pseudorandom sparse encodings used
in the ordinary QA-SD construction. The natural candidate is to sample a uniform a € A and sparse
e, f € Aand assume that (a,ae + f) =~ (a,u) for uniform u € A. When n = 1, the twist disappears
and this is precisely ordinary two-block QA-SD. For n > 1, however, this is a new assumption over a
noncommutative algebra; ordinary QA-SD does not by itself imply it. We therefore formulate it explicitly
as twisted QA-SD.

Noncommutativity creates one issue that was not present before. If both parties formed their
pseudorandom values in the same orientation, multiplying them would interleave the dense multiplier a
with the sparse secret factors, and the terms that have to be shared would no longer be products of two
sparse elements. We avoid this by using opposite orientations. Define x| = ae| + f| and xgp = era + fr.
Then the dense multipliers move to the outside without commuting any factors:

XLXR = a(eLeR)a + a(e._fR)

+ (fLer)a + fifr-

The four secret expressions inside this formula are ordered products of two weight-f elements. Each has
weight at most #2 in the twisted basis and can be additively shared using SPFSS exactly as in the ordinary
QA-SD construction. The surrounding multiplications by a are then performed locally during expansion.
Although this argument uses both left-oriented samples ae + f and right-oriented samples ea + f, for our
Weyl twist the two assumptions are equivalent through the transpose anti-automorphism of the matrix
algebra. Thus it suffices to posit one twisted QA-SD assumption.

From an oriented product to a matrix triple. This gives a simple subroutine for producing two
pseudorandom algebra elements together with additive shares of their ordered product. To obtain a matrix
triple we invoke it twice, since (Ag + A1)(Bo + B1) = AoBo + A9B1 + A1By + A1Bs.

In the first invocation, Py takes the left role and P; the right role. The parties obtain Ay and B,
together with shares Uy, U7 satisfying Uy + U; = AgBi. In the second invocation the roles are reversed,
giving A; and By together with shares Vj, V; satisfying Vg 4+ V7 = A1 Bp. Each party can compute its
same-party product locally and sets C, = A,B, + Uy + V,;. Consequently,

Co+Ci = (A() +A1)(BO + Bl).

Finally, applying ¥ to Ay, By, C, turns this algebra identity directly into N additively shared n X n matrix
triples.

Security follows the same basic pattern as for the QA-SD construction. The SPFSS keys hide
the sparse cross products, while twisted QA-SD lets us replace each oriented sparse encoding by an
independent uniform algebra element. After these replacements, the operands are uniform and the
product shares have exactly the distribution obtained by reverse-sampling an ideal matrix triple. The only
additional care is the ordering of multiplication because at no point can factors be commuted, which is
why the two oriented invocations are kept separate throughout the construction and proof.

Hardness of twisted QA-SD. At first glance, the cryptanalysis of the ordinary QA-SD assumption
does not translate to the twisted setting, due to noncommutativity. More specifically, even if we choose
a subgroup G’ of G, the quotient map G — G/G’ is in general not compatible with the twist. In
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particular, it does not induce a compatible morphism between the corresponding twisted group algebras.
Nevertheless, this description as morphism of algebras appears to be unnecessarily restrictive. Instead,
we show that ordinary folding can be reformulated as a projection from the original twisted group algebra
onto a lower-dimensional module (which is not necessarily a subalgebra anymore). We then show how
this module-theoretic interpretation survives the twisting setting. In particular, the same folding attacks
(which are then used as subroutines within decoding algorithms) provide essentially the same framework
for twisted group algebras as they do for the usual setting.

On the other hand, recent interpolation-based attacks over small fields as introduced in [BDHV?25,

Jou26] still seem out of reach. More specifically, their starting point is to evaluate a QA-SD sample at
points where all public polynomials vanish simultaneously, which exposes evaluations of one sparse
error term. More algebraically, their attack crucially relies on the fact that evaluation is an algebra
homomorphism to the underlying field IF,. It then uses the multiplicative-character structure of IFqX to lift
these evaluations to the field of complex numbers C and apply techniques from signal processing (namely
compressed sensing). Neither step has a direct analogue in the twisted group algebra setting. Indeed, the
corresponding components are matrix algebras rather than fields, and the subsequent character-based
complex lifting does not naturally extend to noncommutative algebras. It was already observed that
working over larger fields prevents the attack, and we believe that adding a twist also thwarts it.
What does the twist buy us? The algebra has dimension L = n2N, which is exactly the number of
field elements in a batch of N matrices. Each of the eight SPFSS instances used by the matrix-triple
construction now has domain size L, rather than the @ (73 N) domain required by the four-variable trace
construction. Thus the factor n caused by explicitly representing the contracted matrix index disappears
from the FSS expansion altogether.

Now, each party performs eight full-domain SPFSS evaluations over a domain of size n?N, followed
by a constant number of products in A and conversions through ¥. The latter conversion is a collection
of Fourier transforms and is quasilinear in n”? N when the chosen groups admit fast transforms; dense
multiplication in A is simply N ordinary #n x n matrix multiplications under ¥. In other words, the
construction no longer pays an additional algebraic dimension just to express matrix multiplication. The
work that remains is the cost of expanding the sparse correlations and carrying out the matrix products
themselves.

1.5 Organization

Section 2 recalls the necessary background on FSS, PCGs, group algebras, and twisted group algebras.
Section 3 presents our first construction, from QA-SD, and Section 4 our second construction, from
twisted QA-SD. Section 5 extends the folding framework to twisted group algebras, Section 6 describes
the optimizations and the concrete efficiency estimates, and Section 7 details the applications.

2 Preliminaries

2.1 Notations

We let A denote a security parameter, and use the standard definitions of negligible functions, computational
indistinguishability (with respect to nonuniform distinguishers), and pseudorandom generators. We use
[0..1) to denote the index set {0, --- ,n — 1}, as well as [0..n] = {0,...,n} and [n] = {1,...,n}.
Vectors, outer sum, outer product, and matrices. We use column vectors by default. For a vector
if, let i-th element of it be denoted by i[i]. For two vectors i, 7 € R!, for some ring R, we write
il B 7 to mean the outer sum given by the length t? vector (if[i] + 7 [/Dicsjejn- Similarly, we define
the flattened outer product (or tensor product) to be ¥ ® ¥ = (ii[i] - T[j])ic[y jejy that is, the vector
(i[1] - 7,...,u[t] - ). We denote the inner product of two vectors by (if, 7). For a ring R and a positive
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integer 1, we define the matrix space M, (R) := {(aj)|ajx € R,1 < j k < n}, the setof all n x n
matrices over R. The (j, k)-th entry of a matrix M is denoted by M[j, k|.

2.2 Cryptographic Primitives

2.2.1 Function Secret Sharing and Distributed Point Functions

Function secret sharing (FSS) [BGI15, BGI16] allows a dealer to split up a secret function f into succinct
shares keyy, keyy, such that each share individually hides the function f. The shares can be locally
evaluated on an input x to get shares of f(x).

Definition 2.1 (Function Secret Sharing). Let 7 = {f : [ — G} be a class of function descriptions,
where the description of each f specifies the input domain I and an Abelian group (G, +) as the
output domain. A (2-party) function secret sharing (FSS) scheme for F is a pair of algorithms
FSS = (FSS.Gen, FSS.Eval) with the following syntax:

* FSS.Gen(1%, f) is a PPT algorithm that, given the security parameter A and a description of f € F,
outputs a pair of keys (Ko, K7). We assume that the keys specify I and G.

 FSS.Eval(b, Ky, x) is a polynomial-time algorithm that, given a key K}, for party b € {0,1} and an
input x € I, outputs a group element y;, € G.

The scheme should satisfy the following requirements:

Correctness. For any f € F and x € I, keys output by FSS.Gen(1%, f) satisfy
FSS.Eval(0, Ko, x) + FSS.Eval(1, Ky, x) = f(x)

with probability one over key generation.

Security. Let f1, f», ... be any polynomial-size sequence of functions f; € F. For b € {0,1}, consider
the following two experiments with a PPT simulator Sim:

* Real,(1): Run (key,, key;) & FSS.Gen(1%, f)) and output key,,.
* Ideal,(1*): Output key, = Sim(1*, Leak(fy)).

We say that FSS is secure if, for each b € {0,1}, there exists Sim such that, for every nonuniform
polynomial-size adversary A,

’Pr [A(Realb(ﬂ)) - 1] — Pr[A(ldealy (11)) = 1]‘ < negl(A).

In the constructions we use, the leakage function Leak : {0,1}* — {0,1}*is givenby Leak(f,) = (I, G);
namely, it outputs a description of the input and output domains of f.

We also define a full-domain evaluation algorithm, FSS.FullEval(b, K} ), which outputs a vector of |I|
group elements, corresponding to running Eval on every element x in the domain I. For the type of FSS
we consider, FSS.FullEval is significantly faster than the generic solution of running |I| instances of Eval.

Definition 2.2 (Pseudorandom full-domain evaluations). Let FSS be an FSS scheme for a class
F = {f : I — G} with finite domain I and abelian output group G, equipped with the full-domain
evaluation algorithm above. We say that FSS has pseudorandom full-domain evaluations if, for each
b € {0,1} and every polynomial-size sequence (f)), with f) € F, the distributions

{(fAr FSS.FullEval(b, K;)) ‘ (Ko, K1) & FSS.Gen(lA,fA)}
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and {(fmu) ’ uiG'”}

are computationally indistinguishable against nonuniform polynomial-time distinguishers.

Remark 2.3 (Independent composition). We will use the following standard hybrid consequence of FSS
security. Polynomially many FSS instances may have arbitrarily correlated function descriptions, provided
that their key pairs are generated with independent coins. Conditional on the descriptions, we may also
carry auxiliary information that is independent of these key-generation coins. A hybrid that replaces the
instances one at a time then shows that simulation security holds jointly for the corresponding keys. If the
FSS scheme has pseudorandom full-domain evaluations, the same argument shows that the full-domain
evaluations may be replaced jointly by independent uniform vectors. The nonuniform formulation above
lets us condition on, or equivalently hardwire, the correlated descriptions and auxiliary information in
each single-instance hybrid.

Definition 2.4 (Distributed Point Function (DPF)). Let N be a domain size, G an abelian group,
a € [N], and B € G. A point function is a function f, g : [N] — G that evaluates to O on all inputs
x # «,and f, g(x) = B if x = a. An FSS scheme for the class of point functions of domain size N is
known as a distributed point function [G114].

The DPF construction of [BGI16] can use any pseudorandom generator (PRG) G : {0, 1})L —
{0,1}?**+2 and has the following efficiency features. For m = [lcj\glg‘ |, the key generation algorithm Gen
invokes G at most 2( [log N'| + m) times, the evaluation algorithm Eval invokes G at most [log N| + m
times, and the full-domain evaluation algorithm FullEval invokes G at most N - (1 + m) times. The size
of each key is at most [log N'| - (A +2) 4+ A + [log, |G|] bits.

As in previous work [BCG "20b, BCCD23], it will be convenient for our constructions to use FSS for

the class of functions that can be described as a sum of ¢ point functions, which we define next.

Definition 2.5 (FSS for sum of points (SPFSS)). For § € [N]! and i € G/, define

fog(x) == 'Z[‘,] yli.
sli]=x

Thus repeated locations are allowed, and their payloads are added in G. An SPFSS scheme is an FSS
scheme for this class of functions.

A simple realization of SPFSS is obtained by independently generating t DPF key pairs and adding
their evaluations.

Definition 2.6 (FSS for sum of points over ordered tuple (0SPFSS)). For § € [N;], 7 € [N7]’,
7 € [N3]',Z € [N4])! and if € G, the sum of point functions over ordered tuples

;jﬁ/g]g’i [Nl] X [NQ] X [Ng,] X [N4] — G
is defined by
fsr27(xX1, X2, X3, X4) 1= ) yli].
ie(t]

(8Ti1,71),011) 2[d]) = (x1,%2,%3,%4)

Thus repeated tuple locations are allowed, and all payloads assigned to the same location are added in G.
An oSPFSS scheme is an FSS scheme for the class of sums of point functions over ordered tuples.
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To simplify notation, we use the shorthands

for key generation on the corresponding function descriptions. A simple realization of oSPFSS is obtained
by summing ¢ independent DPF instances over a domain of size N1 N N3 Njy.
For the function classes above, pseudorandom full-domain shares follow from ordinary FSS security.

Lemma 2.7 (Pseudorandom full-domain shares from FSS security). Let T = T(A) > 1 be polyno-
mially bounded. Let FSS be a correct and simulation-secure FSS scheme for sums of exactly T point
functions over a domain I of polynomial size and an efficiently samplable finite abelian group G. Assume
that T is public, zero payloads are allowed, and the leakage is the same for all functions in the class. Then
FSS has pseudorandom full-domain evaluations in the sense of Definition 2.2.

Proof. For a function f and a party b, let

Y/ := FSS.FullEval(b,K;), (Ko, K1) & FSS.Gen(1%, ).

Because every function in the class has the same leakage, simulation security and efficient postprocessing
give
C
Y/ & v§ 2)

for any two functions f, g in the class.

Let 0 be the zero function and set Y := Yg. Let i be any point function. Both 0 and % belong to the
class: use zero payloads in all T slots for 0, and use one slot for & and zero payloads in the remaining
slots. Correctness gives

Yi+Yi=n  Y)+Y)=0.

Applying Equation (2) first to party 1 and then to party 0 yields
Yi=h-Y'mh-Y=h+Y] and YIRY

Consequently,
YXY+h (3)

for every point function h.
Every fixed vector v € G!!! is a sum of at most |I| point functions. Since |I| is polynomially bounded,

a hybrid using Equation (3) shows that Y ~Y + v for every fixed v € Gl
Suppose that a nonuniform polynomial-time distinguisher separates Y from a uniform U & gl with

non-negligible advantage. For an independent uniform V &gl |, the random variable Y + V is exactly
uniform, and hence

PrlA(U) =1] =E [Pr[A(Y +v) =1]].

oGl
There is therefore a fixed polynomial-size vector v for which the same distinguisher separates Y from
Y + v with non-negligible advantage. The vector v may be hardwired into a nonuniform distinguisher,
contradicting the preceding hybrid. Thus Yg is pseudorandom. Correctness gives Y{] = —Yg, SO Y{) is
pseudorandom as well. Finally, Equation (2) extends the claim to all functions f in the class. O

In particular, independently composing T simulation-secure DPF instances gives simulation-secure
SPFSS and oSPFSS schemes by Remark 2.3; Lemma 2.7 then gives their pseudorandom full-domain
evaluations.
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2.2.2 Pseudorandom Correlation Generators

A pseudorandom correlation generator, or PCG, is a way of distributing short seeds to a set of parties,
which can later be expanded to produce a large amount of correlated randomness. The type of correlated
randomness obtained is specified as a correlation generator, which typically has the reverse-samplable
property below. In the following definitions, we adapt the definition of n-party PCG [BCG ' 19b] to the
threshold case where up to t parties may be corrupted. For a set T C [n], we denote by T the set [n] \ T.

Definition 2.8 (Reverse-sampleable ('/)-Correlation Generator). A PPT algorithm C is called a reverse
sampleable ('})-correlation generator, if on input 1 it outputs elements in {0, 1} x --- x {0,1}¢ €
({0,1}%)" for some length parameter £ € poly, and there exists a PPT algorithm RSample such that for
any T C [n] of size < ¢, the correlation obtained via:

(Ry,...,Ry) & C(A)
(R, R}) (Rp)oer := (Ro)oer
(RY) ;o7 < RSample(T, (Ry)rer)

is computationally indistinguishable from C(A).

Definition 2.9 (Pseudorandom ()-Correlation Generator). Let C be a reverse-sampleable (7})-

correlation generator. A pseudorandom correlation generator (PCG) for C consists of algorithms
(PCG.Setup, PCG.Gen, PCG.Expand) with the following syntax:

* PCG.Setup(1*) is a PPT algorithm that outputs public parameters pp.

 PCG.Gen(1%*; pp) is a PPT algorithm that outputs seeds (keyy, ..., key,, ).

« PCG.Expand(pp, o, key,) is a polynomial-time algorithm that outputs R, € {0, 1}’ for & € [n].

The setup is optional: when no public parameters are required, we set pp = L and omit Setup and pp
from the notation.

Correctness. Define Realcor, (1) by sampling

pp & PCG.Setup (1),

(keyq, ..., key,) & PCG.Gen(1%; pp),
R, < PCG.Expand(pp, 7, key,) (o € [n]),

and outputting (pp, Ry, ..., R;). Define Idealcor (1*) by sampling
pp < PCGSetup(1}),  (Ry,...,R,) <& C(1Y),

. . . C
independently, and outputting the same tuple. Correctness requires Realco,r /= Idealcorr.

('})-Security. Fix T C [n] with |T| < t. The experiment Realr(1") samples

pp & PCG.Setup (1),

(keyy, ..., key,) & PCG.Gen(1%; pp),
R;j < PCG.Expand(pp, j, key;) (j € T),
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and outputs (pp, (key;)icr, (Rj)]’eT)' The experiment Idealr(1%) samples

pp & PCG.Setup (1),

(keyy, ..., key,) & PCG.Gen(1%; pp),
R; < PCG.Expand(pp, i, key;) (i€ T),

$
(Rj)jer ¢~ RSample(T, (R;)ier),
and outputs the same tuple. Here RSample is the reverse-sampling algorithm for C. Security requires

C
RealT ~ ldealt for every such T.

Definition 2.10 (Batched matrix-triple correlation). For parameters g, 1, N, the two-party correlation
CMat,n,N samples
AO/ Al/ BO/ Bl/ CO ﬁ Mn (IFq)N

independently and uniformly, and sets
C:= (Ao + A1)(Bo + B1) — Co,

where multiplication is component-wise across the N matrix components. Party P, receives (Ay, By, Cy).

The correlation is reverse sampleable. Given one party’s output (A, By, C), sample A1, B ﬁ

M., (F4)N independently and set

Cl_o’ = (AO + A])(BO —+ Bl) —C,.

2.3 Group Algebras

We use ordinary group algebras to obtain a batching dimension and twisted group algebras to en-
code noncommutative matrix multiplication. For standard background on group algebras and their
representation-theoretic decomposition, see [Ser77, Ch. 6, §§6.1-6.2, pp. 47—49]; for the convolution and
Fourier-transform viewpoints, see [Ter99, Ch. 15, p. 245 and Ch. 10, Thm. 2, pp. 168-169].

Let IF; denote the finite field with g elements, and let G be a finite abelian group of cardinality 7. The
group algebra of G with coefficients in IF, is the set IF,[G] of formal linear combinations

geG

with multiplication induced by the group law of G and extended bilinearly. The elements of G form a
distinguished basis. This basis induces a canonical support and Hamming weight:

suppg(x) :={g € G:xg #0},  wtg(x) := [suppg(x)|.
Lemma 2.11. Let x,y € IF;[G]. Then
wig(xy) < wig(x) wig(y).
In particular, the product of two elements of weight at most ¢ has weight at most #2.

Proof. Write x = Y o5 xggandy = Y ynh, where S = supp(x) and T = supp(y). Every basis
element occurring in xy is indexed by a product gh with (g,h) € S x T. Collisions and cancellations
can only decrease the support size. O
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Let G = Z/nZ be the cyclic group with n elements. It is easy to see that the group algebra IF;[G] is

nothing but the usual polynomial ring F,[X] /(X" — 1). The isomorphism is given by k — X* extended
by linearity.

Remark 2.12 ([BCCD23, Remark 9]). For any finite abelian group G which is a product of cyclic groups
Z/MWZ X ...xZ/d,Z,the group algebra IF,[G] is isomorphic to a quotient of a multivariate polynomial
ring, namely:

Fy[G] = Fy[Z/hZ % ... x Z/dZ) =~ Fy[Xy, ..., X, /(XT —1,..., X —1).

More generally, for batching, we use |F, [H] for a finite abelian group H whose group algebra splits
completely over IF,. Write

H := Hom(H, F})
for its group of IF;-valued characters.

Proposition 2.13. Let H be a finite abelian group, and let
m :=exp(H) = lem{ord(h) : h € H}.

If m | (g — 1), then H has exactly |H| distinct IF;-valued characters, and the Fourier transform gives an
IF;-algebra isomorphism
~ ~ mlH
F,[H] = []F, = F,7.
xeH

Explicitly, the isomorphism is

H

Y. xph — (Z xh)((h)>
Xe

heH heH

Proof. Since m | (q — 1), the cyclic group ]qu contains every m-th root of unity [Ter99, Ch. 3, Thm. 3(2),
p. 62]. Moreover, char(IF,) { |H|. Thus IF is a splitting field for H, and IF,;[H] is split semisimple. Since
H is abelian, all irreducible IF;-representations of H are one-dimensional. Equivalently, H has exactly
|H| distinct IF;-valued characters. This finite-field splitting statement is also an immediate specialization
of [Kar85, Ch. 3, §2, Thm. 2.9, pp. 84-85].

For completeness, character orthogonality over IF; gives

h h*lz ‘H|/ X:’PI
- x(myn {0, o

The element |H| is invertible in IF, so the Fourier transform is invertible, with

%= o L #0)

xeH

Finally, every character is multiplicative, and therefore the Fourier transform maps multiplication in IF, [H]
to component-wise multiplication. This proves the claimed algebra isomorphism. The corresponding
complex Fourier-transform and orthogonality statements appear in [Ter99, Ch. 10, Thm. 2 and the
orthogonality lemma, pp. 168-169]. O

Remark 2.14. The condition exp(H) | (g — 1) is weaker than |H| | (g —1). For example, if H =
(Z/2Z)%, then exp(H) = 2, so F,[H] = ]F%d over every finite field IF, of odd characteristic.
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The ordinary group algebra of an abelian group is commutative. They therefore provide a natural
batching mechanism, but they cannot by themselves model non-commutative matrix multiplication. This
motivates passing to twisted group algebras.

We prove the following lemma, which we will need later.

Lemma 2.15.Letr > 1 and dy,...,d, > 1beintegers, let G = Z/d1Z. x - -- x Z./d,Z., and let

Ry = Fy[Xy,..., X /(X —1,..., X —1).

Under the canonical IF;-algebra isomorphism ¢ : IF,[G] — Ryug, iy Xil . -X;", the Hamming
weight in the distinguished group basis is exactly the number of nonzero coefficients in the unique
reduced polynomial representation f = Y o<; <4, Ciy,....i, X{' - -+ X In particular, defining WtRi( f) =

H(il,. . .,ir) 2 G,y 7& 0}
all f,g € Ry,

, we have witg (¢ (x)) = wtg(x) for every x € FFg[G]. Consequently, for

iz, (fg) < we,(f) wir, (g).

basis {Xﬁ1 . -Xﬁ" 00 < i < di} of Ry, hence it preserves Hamming weight. For f,¢ € R
let x = ¢ 1(f) and y = ¢1(g). Since ¢ is an algebra isomorphism, wir.(fg) = wtg(xy) <
wtg (x) wig(y) = wtr,(f) wtr.(g), where the inequality follows from Lemma 2.11. O

2.3.1 Twisted group algebras

We recall the twisted group algebra definitions used below. They follow [Con64, pp. 152-153] and [Kar85,
Ch. 2, §1, pp. 31-32 and Ch. 3, §2, pp. 77-80].

Definition 2.16. Let G be a finite group. A normalized 2-cocycle is a map
x:GxG— ]FqX

such that, for all g, h, k € G,
a(g,1) =a(l,g) =1
and

a(g, h)a(gh, k) = a(h, k)a(g, hk).

Definition 2.17 (Twisted group algebra). Leta : G X G — ]qu be a normalized 2-cocycle. The twisted
group algebra IF%‘ [G] is the IF,-vector space with distinguished basis

{ug: g € G}

and multiplication
Uglly 1= oc(g,h)ugh,

extended bilinearly. The cocycle identity is precisely the condition that makes this multiplication
associative [Kar85, Ch. 3, §2, Lem. 2.1, p. 77].

The distinguished basis again defines a canonical support and weight. Since the product of two basis
elements is a nonzero scalar multiple of a single basis element, the proof of Lemma 2.11 applies without
change:

wig(xy) < wig(x)wtg(y) for all x,y € Fg[G].
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2.3.2 The finite Weyl-Pauli twisted algebra

Our starting point is the finite-dimensional clock-and-shift construction: a pair of operators P, Q on an
n-dimensional space satisfying PQ = eQP for a primitive n-th root of unity &, whose powers P¥Q?
span the entire matrix algebra. Because P and Q commute only up to the scalar ¢, the assignment
(k, 0) — PFQ! is a projective representation of Z,, x Z,: its multiplication is twisted by a root-of-unity
cocycle. It is precisely this twisted-multiplication skeleton, and none of its analytic trappings, that we
transport to a finite field.

This construction goes back to Weyl’s projective, or “ray,” representations [Wey50, Ch. III, §16,
Eqgs. (16.1)—(16.3), p. 181]. Schwinger later gave explicit finite-dimensional clock-and-shift operators and
proved that their products form a complete operator basis [Sch60, pp. 573-576]; see also the generalized
Pauli basis of Patera and Zassenhaus [PZ88, §V, Egs. (5.1)—(5.15), pp. 670-671].

We use only the algebraic part of this construction. We replace the complex phase e by a primitive
n-th root of unity w € Fy; no Hilbert-space structure, adjoint operation, or notion of unitarity is used.
The condition n | (g — 1) guarantees that w exists and that the Fourier argument below remains valid
over IF,.

In more detail, assume that 7 | (g — 1), and fix a primitive n-th root of unity w € IF;. Let (&;),cz/nz
be the standard basis of IFj. Define the clock and shift matrices P, Q € M, (IE;) by

27i/n

Pe, := w'e,, Qé, :=¢,.1.
Equivalently,
0 0 01
1 0 0 0
w
P= , Q=10 1 00
wn—l ..
0 0 1 0
Then

P'=Q" =1, PQ = wQP.
Lemma 2.18 (Weyl multiplication rule). For all i, j, k, ¢ € Z/nZ,

(PZQ])(PkQﬁ) — (U_jkPH_ijJrf.
Proof. The relation PQ = wQP implies

QP = wikpPkQ/.
This is because for any r € Z/nZ,
QijEr = Qj(wrka) = wrk€r+j/ PijEr = Pkngrj = w(r+j)k€r+j-
The second exceeds the first by the factor w, so Q/ Pk = wkpk Q/. Therefore
(PIQ])(Pka) — PI(Q]Pk)Qf — w*jkPi+ij+€‘
O

Let Go := (Z/nZ)? and define ap : Go X Go IF as ao (1, 7), (k, 0)) := w ¥ Forallx = (i, ),
y=(k,¢),and z = (r,s), we have

ao(x,y)ao(x +y,z) = w Hk=G+0r — ao(y, z)ao(x,y + z)

ao(x,(0,0)) = a9((0,0),x) =’ =1

thereby implying that « is a normalized 2-cocycle. We next give the explicit finite-field realization that
we need.
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Proposition 2.19 (Weyl realization of the full matrix algebra). Let A, := IFZ‘O [Go] for Go := (Z/nZ)>.
Then the linear map o
D, Ay — Mn(IFq)/ Ujj— P'Q/,

is an IF;-algebra isomorphism.

Proof. The Lemma 2.18 shows that ®,, respects multiplication. It remains to prove that the 7% matrices
{P'Q/ 1 i,j € Z/nZ} are linearly independent.
For fixed j, the matrices P'Q’ are supported on the same cyclic diagonal. Since

P'Qe, = W' e,

their entries along that diagonal are given, up to a permutation of coordinates, by the rows of the Fourier
matrix (wir)i,rez /nz- This matrix is invertible because 1, w, ..., w1 are distinct, so its determinant is
a nonzero Vandermonde determinant. Distinct values of j correspond to disjoint cyclic diagonals. Hence
all n?> Weyl matrices are linearly independent. Since dimp, (Mn(Ey)) = n?, they form a basis, and @,
is an isomorphism. 0

Thus every matrix has a unique coefficient representation in the Weyl basis:

X = Z xi,jPin.

ij€Z/nZ

The sparsity in the twisted-group basis is therefore precisely sparsity of the Weyl coeflicient array (xi,]').

2.3.3 Batching matrix algebras

Let H be a finite abelian group. Define
G:=Gyx H=(Z/nZ)>xH
and extend the cocycle trivially along H:
a((i,j,h), (kL,H)) = w k.

Let
At = FE[G].

The map u;j, — u;; ® h gives
A = Ay @F, Fy[H] =2 M, (F;) ®F, Fy[H].
Combining this identity with Proposition 2.13 yields a product of matrix algebras.
Corollary 2.20 (Batched matrix algebra). If exp(H) | (g — 1), then
Anp 2= M, (Fy)HL,

Consequently, taking N := |H|, one algebra element represents a batch of N matrices, and algebra
multiplication corresponds to component-wise matrix multiplication across the batch.
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More explicitly, if
X = in,j,h”i,j,h/
ijh

then the component indexed by x € His

Xe= ) <Z xi,j,hx(h)) P'Ql

i,jeZ/nZ \heH

This formula also gives an explicit conversion algorithm. First, for each pair (i, j), perform a Fourier
transform over H on the coefficients (xi,]-,h)he g- Then, for every x € H and every j, recover the entries
on the corresponding cyclic diagonal by a length-n Fourier transform over i.

To state the conversion cost precisely, let Ty (N) be the cost of the Fourier transform on H and let
Ty (n) be the cost of the length-n cyclic transform. The total cost is

O(n*Tu(N) + NnT,(n)) .

Hence, whenever
Tu(N) = O(NlogN) and Tu(n) = O(nlogn),

the conversion costs
O(Nn*(log N + logn))

field operations, which is quasilinear in the output size Nn? up to logarithmic factors. For the radix-two
cyclic FFT bound, see [Ter99, Ch. 9, Thm. 1, p. 153]; the standard composite-length factorization is
discussed in [Ter99, Ch. 9, p. 155]. In particular, choosing H = (Z/ ZZ)d makes the H-transform
a Walsh-Hadamard transform with cost O(N log N). The displayed quasilinear bound is therefore
conditional on the availability of fast transforms for the selected H and #; it is not asserted uniformly for
every finite abelian group.

2.3.4 From QA-SD to a twisted analogue

The Quasi-Abelian Syndrome Decoding (QA-SD) assumption was introduced by Bombar, Couteau,
Couvreur, and Ducros as a decoding assumption over quasi-abelian codes [BCCD23].

Let G be a finite abelian group and IF; a finite field with g elements. Given an integer £ € IN,
we denote by D;(IF,;[G]) a noise distribution over IF;[G] such that E[wt(x)] = t when x < D;, and
D1 (F4[G]) := Dy(IF4[G])®" will denote its n-fold tensorization, i.e., & <— Dy, (IF;[G]) is € € F4[G]"
and its coordinates are drawn independently according to D;(IF;[G]). A random quasi-G code of index
2, in systematic form, will be a quasi-G code whose parity-check matrix H € (IF;[G])? is of the form
H = (1 | a), where a is uniformly distributed over IF,[G]. Equivalently, it is the dual of the code
generated by H. The Quasi-Abelian Syndrome Decoding assumption is defined as follows.

Assumption 2.21 (QA-SD Assumption [BCCD23]). Given a target weight £, the goal of the QA-SD
problem is to distinguish, with a non-negligible advantage, between the distributions

(a,ae + f) and (a,u)

where a,u < F,[G] and ¢, f & (IF4[G]). The above generalizes immediately to the case of
parity-check matrices with more columns and/or rows of blocks. When H = (1]a1] ... |a._1), for some
parameter ¢, this corresponds to what has been called module-LPN in the literature. This corresponds to
the hardness of syndrome decoding for a quasi-abelian code of larger rate (¢ — 1) /c. We call QA-SD(¢, R)
this natural generalization of QA-SD. The QA-SD assumption states that the above problem should be
hard (for appropriate parameters).
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The twisted algebra suggests the following noncommutative analogue.

Definition 2.22 (Sparse distribution in the twisted basis). Let A, ;7 = IFy [G] have distinguished basis
{ug : g € G}. The exact-weight distribution D;(.A,, rr) samples a uniformly random subset S C G of

size £, samples independent coefficients cg & quX for ¢ € S, and outputs

€= Z Collg.

g€s

Assumption 2.23 (Candidate left twisted QA-SD). For appropriate parameters, the distributions
(a,ae + f) and (a,1)

are computationally indistinguishable, where

6, i Ay, e f <& Di(Anp).
Assumption 2.24 (Candidate right twisted QA-SD). For appropriate parameters, the distributions
(a,ea+f) and  (a,d)
are computationally indistinguishable, with the same sampling conventions.

When n = 1, the group Go and the cocycle ag are trivial, so Ay iy = IF;[H]. Both assumptions
then specialize exactly to the two-block ordinary QA-SD assumption. For n > 1, however, they are new
assumptions over a noncommutative algebra. The specialization at # = 1 does not give a reduction from
ordinary QA-SD to either twisted variant. In particular, the isomorphism

An,H ~ /\/ln(]Fq)|H|

lets an adversary inspect every matrix component, while sparsity is defined before this isomorphism in the
twisted-group basis. The resulting component matrices are correlated through the Fourier transform over
H. These additional projections and correlations must therefore be analyzed directly; security evidence
for ordinary QA-SD does not automatically transfer to the twisted setting.

Although the algebra is noncommutative, the left and right variants above are equivalent in the present
construction.

Proposition 2.25 (Equivalence of the left and right variants). Assumption 2.23 holds if and only if
Assumption 2.24 holds, for the same parameters.

Proof. Under the identification
Anp = M(Fy) @, Fy[H],

define the IF;-linear map
T(X®r):=X"®r.

Since IF,[H] is commutative, T is an anti-automorphism:

T(xy) = T(y)T(x).

On the distinguished basis, it acts as

T(”i,j,h) = wij”i,fj,h/
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because
(PQ)T =Q7/P' = w'P'Q7.
Thus T permutes the distinguished basis up to multiplication by nonzero scalars. It consequently preserves

both the uniform distribution on A, j; and the exact-weight distribution Dy (A, 1).
Applying T component-wise maps

(a,ae+f) to (t(a),t(e)T(a)+T(f)),

which has the right-sample distribution. It also maps (a, i) to a uniform pair. Since T is efficiently
computable and bijective, any distinguisher for one variant yields a distinguisher with the same advantage
for the other. O

2.4 Encoding and Decoding of Matrices

In this section, we recall the encoding and decoding procedures of matrices and the concept of the
trace operation from [GL26]. They define map y from F,[X,Y, W]/ (X" —1,Y" -1, WN —1) to
(Mo ()N

,)/(m) = {Mblk](ﬂ) = m(g]/ gkl ’7/) : ],k € [0,7’1),6 € [01 N)}/
¢ € F, is a fixed primitive n-th root of unity, 77 € IF, a fixed primitive N-th root of unity, and {; := 7,
10 := 1" (we require n, N | g — 1, so that IF; contains the required roots of unity).

Lemma 2.26. Letn | g — 1 and N | g — 1. Then the v mapping described above is bijective.

Proof. The conditionn | g — 1 and N | g — 1 implies that char(IF,) { n and char(IF;) { N. Hence, the
polynomials X" —1,Y" — 1, wN 1 split completely into distinct linear factors over IF,. It is immediate
from the definition that -y is IF;-linear. To prove injectivity, it suffices to prove that
—1n—1N—
m(X,Y,W) Z Yy Z M e X YPWE
a=0b=0 c=

belong to ker(vy) i.e., m(j, Cx,1¢) = O, for every triple (j, k,£). Ordering the coefficients 714,
lexicographically into a column vector m, the above system can be written as

(V, @ V, @ V)it =0,

where V,, = (¢ f)OS ja<ns VN = (1§ )o<t,c<n are Vandermonde matrices.
Since the roots of unity are distinct,

det(v,) = [] (& —-a) #0,

0<i<j<n

and similarly, det(Vy) # 0. Hence both V,, and Vy are invertible. Now we have

det(V, ® V, @ Vi) = det(V,,)) 2N det(Vy) " # 0.

Therefore, V,, ® V,, ® Vy is invertible, which implies 77 = 0. Hence all coefficients m,;. vanish,
implying ker(y) = {0}, further implying y is injective.
Next, to prove surjectivity, it suffices to notice that

. F,[X,Y, W] '
dlm]Fq <<Xn _ qun -1, WN — 1>> = 7’12N = dlm]Fq ((Mn(]Fq))N)

Therefore, -y is surjective. O
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Definition 2.27 (Trace operation). The trace over Z, denoted Trz(a), is the coefficient of Z° in the
unique representative of a of degree less than n in Z. So, reduction modulo Z" — 1 is implicit before
taking the constant coefficient; the result may still depend on the other variables.

We will need the following two theorems.

Theorem 2.28 (Polynomial view of matrix multiplication [GL26]). By introducing an auxiliary variable
Z,letc(X,Y,W) = Trz(a(X,Z,W)-b(Z,Y,W)), where a(gj,'g,i,é)w) = A[j, k] and b(Z;, Tk, 1m0) =
B[j, k]¥) for all j,k € [0,1n),£ € [0,N), then, (8, Cro1e) = % for Cl) = AVBW),

Theorem 2.29 (Trace as matrix form [GL26]). For polynomials a,b € R, write 4(X,Y,W) =
Yt ﬁj’ij]kag and b(X,Y, W) = Yixs b]"k’gX]YkWZ. Define matrices A and B in M, (RN) by
A[], k] = ZE ﬁj’k’gV\/Z and ]g[], k] = ZZ E]',k,gwg. Then

(X, Y, W) = Try (ﬁ(X, Z,W)b(z7 LY, W)) — Y €[, KXY,
ik

where € = AB and R = RN[X,Y]/(X" —1,Y" —1). Here Z~! is interpreted modulo Z" — 1, so
VARE VAR

Theorems 2.28 and 2.29 use two different representations. Theorem 2.29 works in the coefficient
representation, where the inverse in the second factor is necessary: modulo Z" — 1, the constant coefficient
of Z'Z® pairs ¥ +s = 0 (mod n), whereas that of Z"Z~° pairs ¥ = s. By contrast, Section 3 uses
the evaluation encoding 7y throughout, for which Theorem 2.28 gives Trz(a(X, Z, W)b(Z,Y, W)) with
no inverse. The same evaluation encoding is used in Section 6; on the Z-evaluation grid, Trz is the
normalized sum over the n grid points, so the factor n appearing in the QA-SD construction turns this
into the ordinary sum.

We therefore use

a®b:=Trz (a(X,Z,W)b(Z,Y,W))

for the trace operation in the evaluation encoding used by the QA-SD construction.

3 PCGs for Matrix Multiplication from QA-SD

In this section, we present the construction of PCG for matrix multiplication from the QA-SD assumption.
In particular, we will construct it from the following assumption, which is nothing but module-LPN as in
Assumption 2.21, restated with the exact-weight noise distribution.

Assumption 3.1 (Multivariate module-LPN). Let 1, N > 1,¢ > 2 be all integers, let g be a prime power,
and set

R = F[X,Y,W]/(X"=1,Y"=1, WN —1) = F,[G], G = Z/nZxZ/nZ xZ/NZ.

Write Z = [0..12) x [0..1) X [0..N) for the index set of the monomial basis { X'Y/W¥}; ;17 of R, and
wt(e) for the number of nonzero coefficients of e in that basis.

For t € IN, the exact-weight distribution D¢('R) samples a uniformly random subset S C 7 of size ¢,
samples independent coeficients vs «<— IF for s € S, and outputs

e(X,Y, W) := Y g0 XYW,
(i,jk)eS

so that wt(e) = t with probability 1. We write D™ (R ) for the m-fold tensorization, i.e. m independent
coordinates.
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For R = R(A) and t = t(A), we say the module-LPN problem R°-LPNg ; is hard if for every
nonuniform polynomial-time distinguisher A,

|Pr[A(d@, (@,&) + f) =1] —Pr[A(@, u) =1]| < negl(A),

where the probabilities are taken over @ < R !, u < R, € D;@(Cfl)(R) and f < Di(R).

3.1 Construction

The construction of PCG PCG = (Gen, Expand) for the matrix triples is presented in Figure 1.

,_[ Figure 1: PCG for matrix triples from Assumption 3.1 |

J N
PARAMETERS: Security parameter A, noise weight + = t(A), field size
g = ¢(A) and ring R = TF (X, Y, W]/(X"-1,Y"—1,WN—-1) and R' =

F,[X,Y,Z,W]/(X"=1,Y" —1,Z" =1, WN — 1)

PUBLIC INPUT: random polynomials a4, ...,a.-1 € R. These are sampled in Setup(lA) and
outputted as pp “.

CORRELATION: After expansion, party ¢ holds (A, By, Z) each in (M, (IFq))N such that
Zo+71 = (AO + Al) X (BO + Bl).

Gen(1):

1. For o € {0,1}, i € [0.c), T € {A, B}, sample a fresh uniformly random subset
S¢* C [0..n) x [0..n) x [0..N) of size exactly ¢, list its elements in an arbitrary but fixed
order as (ay, Br, Tk)ke[o.+)> and set

agr[k] = g, E;T[k] = B, _Cﬂf[k] = Yk for k € [0..t).
Sample bis* ()"
2. Fori,j € [0..c),

(a) Sample FSS keys (ng’l,Ki’j’l) — oSPFSS.Gen(l)‘,a’é’A B 0,0 B EQ’B,ESA B
3]1'B,38A M| _c’]l’B, ESA ® E’]l’B). These keys will be used to get the shares of AgB;.
(b) Sample FSS keys (K%, K7?) « oSPFSS.Gen(1},d @ 0,08 6.°,6/" @

ﬁjo"B,?é’A 8] ?{)’B, Ei’A ® 56 B). These keys will be used to get the shares of A1B.

1 i IV
3. Setke = ({K&", K" }ijepo.c) {867, 067, €7, U5 Yiefo.c)eea,By)- Output (ko k1).
Expand(c, ks ):

i,i,1 4,72 -1, T 01,7 =i,T 70,T
1. Parse ka = ({Ka] rK(T] }i,je[O..c)/{a(T /b(T ' Co /b(T }iG[O..C),TG{A,B})‘

2. Fori € [0..c), T € {A, B}, define the polynomial

XY, W) = ¥ B Xy
kel0..t)
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4. Fori,j € [0..c), compute

(a) ul;; + oSPFSS.FullEval(c, K",

(b) 12, < oSPFSS FullEval(c, Kg'?).

L jefo.o) Tz (ai(X, Z, W)ai(Z, Y, W2, )],

6. Compute ZL = n-y(z}), 722 =n-y(z2) and Z, = D, + Z} + Z2.
7. Output (A, By, Zy).

“We implicitly assume that Gen and Expand take pp as input.

3. For T € {A B}, compute xF = (4,e7) where d = ((ap = 1),aq,...
(eST, eV, Set Ay = 'y(x(,) and B, = y(x2). Compute D, = A, x B,.

5. Compute z. = Tiicpo Trz[( (X, Z, W)a;(Z,Y,W)u m])] and  z

,ac—1) and €},

2
o

Parameter Constraints.

*n|g—1and N | g — 1 (For bijection property of -y and for the trace identity)

* n,N,t and c are polynomially bounded in A and log g = poly(A).

Correctness. To prove correctness, we prove the following theorem.

Theorem 3.2. Let the assumption R°-LPN7 ; hold (Assumption 3.1) and oSPFSS be a correct and
simulation secure FSS scheme for the sum of exactly #> points over an ordered tuple (Definition 2.6).
Then the construction as in Figure 1 is a correct PCG for Matrix multiplication over (M, (IF,))N.

Proof. To argue correctness, we first prove that Zg + Z; = (Ag + A1) x (Bo + B1) and then we prove
that the correlation obtained from PCG as in Figure 1 is computationally indistinguishable from matrix

multiplication correlation. '
Leti,j € [0..c). For polynomials 60 , ele, e e{)’B, we have,

(X, Z,W) P2y, W) = Y B BP xR 7 e

k,t€[0..t)

EAX,Z,W) P (2, W) = Y BAKBP xRy R ZE W
k,0€(0..t)

~j,B
+dg

[£]

ﬂlA[}

—j,B
+¢f

—j,B
+<g

[£]

[£]

Hence, we can obtain the coefficients of this product by evaluating the sum of the point functions over the

ordered tuples used in the (i, j)-th instance of oSPFSS. This implies

”(1),1',]' + u%,i,]' = EE)’A(X, Z,W)- e]i’B (Z,Y,W)
u%,i,j + u%,i,j = ei'A(X, Z,W)- e{,’B (Z,Y,W)
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Now,

a+zl= ¥ Trz( XZW)a](ZYWuOZ]> + ¥ Trz< XZW)a](ZYW)u1U>]

ijel0..c) i,jel0..c)
= ¥ Tel(w(XZW)a(Z,Y, W) - (uh;+ul )]
i,jel0..c)

(Since, Tr operation is linear and ring polynomials are distributive)

- Y T ( (X,2,W)a;(Z,Y,W) - e (X, 2, W) (Z,Y, W)>] (From equation 4)
i,jel0..c)

= ¥ Tel(a(X 2 W, ZW) (2, Y, W) (2, v, W)
i,j€l0..c)

=Trz[| Y a(X,Z W)X, Z,W)- Y ai(Z,Y, WP (Z,Y, W) |]
i€[0..c) j€l0..c)

= Trz[x§(X,Z,W) - x2(Z, Y, W)]
= xfl ®xP
Similarly, we can prove Z% + z% = x{‘ ® xg.
Now,
Zo+Zy=Do+Z{+2j+ D1+ 21+ 2} (5)
= AoBo + A1By + (Z) +Z3) + (23 + Z3)
= AoBo + A1B1 + ny(zg + 21) + ny (2§ + 27)
= AoBo+AB; + n'y(xg‘ ® x?) + n'y(xf1 ® xg)
= AoBg + AB; +A¢B; + A By
= (Ap+ A1) x (Bo+ Byq)

where the second last inequality follows from Theorem 2.28. Now, we use hybrid arguments to prove
indistinguishability from batched matrix triple correlation, defined as:

(AOI BO/ ZO)/

(A1,B1,Z,)
Note that the output in the above distribution also contains pp but has been removed here to keep the
distributions clean. Indistinguishability arguments also hold with its presence.

Ao, Bo, A1, By, Zy < (M, (Fy))N,
Zi=(Ag+A1)x(Bg+B1)—Zy [~

Hybg: This is the same as in the real world, i.e., for ¢ € {0,1}, Ay, By, Z is being computed as in Figure
1.

Hyb;: This is the same as Hyb, except that in this hybrid we compute Z; = (Ao + A1) X (Bg + B1) — Z.
We note that Hyby = Hyb; from equation (5).

Hyb,: This is the same as Hyb; except that in this hybrid instead of computing u(l) ijr u% i) for each

i,j from oSPFSS.FullEval, we sample u(l),i’]», ”%,i,j uniformly at random from IF‘qI/| where 7' =
[0..7)% x [0..2n — 1) x [0.2N — 1). Each oSPFSS instance shares a sum of #> point functions
of polynomial size, with public #* and leakage (Z’,IF,); by Lemma 2.7 it has pseudorandom
full-domain evaluations, and by Remark 2.3 the 2c? instances may be replaced jointly. Hence
Hyb,~Hyb,.
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Hybs: This is the same as Hyb, except that in this hybrid instead of computing Zg as in Figure 1, we
sample Zo < (M, (IF;))N. To prove indistinguishability from the previous hybrid, we have the
following arguments. First note that,

Zo=Dg+n-y(z)) +n-v(z3)
—Do+ner( L Teal(w(X2, Wi (Z,Y, W) )

i,j€l0..c)

+ ¥ Trz[(al-(X,Z,W)a]-(Z,Y,W)u(Z),i,]-)])
ijel0..c)

Leti = j = 0. In this case, we have a;(X, Z, W)a;(Z,Y, W)uj o = uf,- Therefore, to prove
Z, is pseudorandom, it suffices to prove that 71 - y(Trz[u ]) is pseudorandom since anything
added to random is still random. Note that “(1),0,0 is not used anywhere else. Since “(1),0,0 is randomly
sampled, 7 is bijective and Trz : R’ — R is surjective IF;-linear map (by definition), we have
n - y(Trz[ug,]) indistinguishable from random over (M, (IF;))N

Hyb,: This is the same as Hyb; except that in this hybrid for o € {0,1}, T € { A, B}, instead of computing
xF = (d,e}), we sample x% < R. Hence, from a standard hybrid argument using R°-LPNy ;
assumption with fixed @, we can prove that (x{)“, xg, x{‘, xf) is jointly pseudorandom. Since, y is a

bijective, deterministic map, this implies (Ao, Bo, A1, B1) is jointly pseudorandom.

This concludes the proof. O

3.2 Security Proof

In this section, we prove the security of PCG as in Figure 1.

Theorem 3.3. Let the assumption R°-LPNx ; hold (Assumption 3.1) and oSPFSS be a correct and
simulation secure FSS scheme for the sum of exactly t? points over an ordered tuple (Definition 2.6).
Then the construction as in Figure 1 is a secure PCG for Matrix multiplication over (M, (IF4))N

Proof. To prove this, we fix ¢ = 0, i.e., corrupting party 1, as the case for ¢ = 1 follows symmetrically.
We need to prove the indistinguishability of the following two distributions.

(ko,kl) — Gen(l)‘)

(kl,Ao, Bo, Zo) (Ag’, Bg’, Zg’) <— Expand((f, kg’) (6)
Voe{0,1}

(ko, k1) < Gen(1")

~ | (ki Ao, Bo, Zo) | Ag, By + (M, (F,))N

Zy) = (A() + Al)(B() + Bl) -7

where in the second distribution (A1, By, Z1) < Expand(1, k). Note that the output in the above
distribution also contains pp but has been removed here to keep the distributions clean. Indistinguishability
arguments also hold with its presence. We prove the indistinguishability via a sequence of hybrids
Hybo, ey Hyb4

Hybg: This is the same as the first distribution in equation 6.

Hyb;: This is the same as Hyb, except that in this hybrid we compute Zy = (Ag + A1) X (Bo+ B1) — Z;.
We note that Hyby = Hyb; from the correctness of PCG, which in turn is implied by the correctness
of FSS scheme.
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Hyb,: This is the same as Hyb; except that in this hybrid instead of sampling Ki’j ’1, Kll] 2 for each i,j €10..c)
from oSPFSS.Gen, we simulate it using Sim for all i, j € [0..c). The indistinguishability from
previous hybrid follows from oSPFSS security.

Hybs: This is the same as Hyb, except that in this hybrid instead of computing xj = (4, €j) and setting
Ao = v(x§'), By = v(xE), we sample x§ < R for T € {A, B} and set Ag = y(x§'), By =
')/(xg). Hence, from a standard hybrid argument using R°-LPNz ; assumption, we can prove that
(x4, xB) is jointly pseudorandom. Since 7 is a bijective, deterministic map, this implies (Ao, Bo)
is jointly pseudorandom.

Hyb,: This hybrid is same as Hybs except that in here we switch back to sampling valid oSPFSS keys,
Kll’]’l,Kll’]’2 using oSPFSS.Gen for all i,j € [0..c). The indistinguishability from the previous
hybrid follows from the security of oSPFSS. This is the second distribution in equation 6.

This concludes the proof. 0

Remark 3.4 (General index groups). Section 3 is written with cyclic factors only for ease of understanding.
For finite abelian A, H with exp(A) | g — 1 and exp(H) | g — 1, writing A and H as products of cyclic
groups gives the same monomial presentation of IF,[A x A x H] in several variables. The Assumption 3.1,
Figure 1 and Theorems 3.2, 3.3 use only that the group algebra splits completely (Proposition 2.13), that
products of sparse elements are sparse with supports given by the group law (Lemma 2.15), and the
character orthogonality Y, 4 x(z) = |A| - [x = 1] underlying Theorem 2.28. They therefore hold over
F;[A x A x HJ, with X'YIWK replaced by the basis element u( and 7y by the character transform.
Section 6.2 provide concrete efficiency by instantiating A, H.

81.82.1)

3.3 Efficiency analysis of the QA-SD construction

In this section, we provide the asymptotic analysis of the Expand algorithm and seed size.

If we instantiate oSPFSS using PRG G : {0,1}* — {0,1}?**2 via PRG-based DPF construction
from [BGI16] then we have the following features. For m = (loAg lg;l ], the key generation algorithm Gen
invokes G at most 2([log N'| 4 m) times, the evaluation algorithm Eval invokes G at most [log N'| + m
times, and the full-domain evaluation algorithm FullEval invokes G at most N - (1 4 m) times. The size
of each key is at most [log N'| - (A +2) + A + [log, |G|] bits.

At first note that since each ef;A, ef;B is t-sparse, the product ef)’A . 6]1’3 and ei’A . e{)’B is at most 2-sparse
from Lemma 2.15.

Asymptotic Seed Size. Now for each o € {0, 1}, for the construction as in Figure 1, we have,

kel = K", K jeto.o) + {87 B 67 B diefo.o)re )]
— 22K+ 2el i, 6, @, B
<21 ([log(4n°N) |- (A +2) + A + [logq]) + 2ct (logn + logn + log N +log q)
= 2(ct)*([log(4n®N) ] - (A +2) + A + [logq]) + 2ct(2logn +log N + log q)

where second equality follows from fact that |K;/ ’1| = K/ 2 |, third inequality follows from the fact that
domain size of oSPFSS is |Z'| where Z' = [0..n)? x [0.2n — 1) x [0.2N — 1) and its range is IF,. In
third inequality, the > factor in the first part is coming from the fact that oSSPFSS can be realized with >
independent instances of DPF. Similarly, the f factor in second part is coming from the fact that each of
ahT, BT, @57 and B4 is of length £.
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Asymptotic Expansion Cost.

« To compute x2, x5, we need O(cn*N (log(n2N))) operations in F,.
* The *y operation needs O(n*N(log(n?N))) operations in IF,.

* To compute Dy, we would need O(n°N) operations in IF,. In here ¢ = 2.8 if we use Strassen’s
Algorithm and ¢ = 3 if we use the trivial multiplication algorithm.

For oSPFSS.FullEval, we need at most 2(ct)?(4n°N) (1 + Pf_%ﬂ ) PRG operations

* To compute z}, z2, we would need O(c?n®N log(n®N)) operations in IF,.

* To compute Z,, we would need O(nZN ) operations in IF; because it is just matrix addition.

Hence overall, the computation of Expand can be done with at most 2(ct)?(4n3N) (1 + Pf_%ﬂ ) PRG

operations and O(c?n*N log(n°N)) ) operations in FF,.

If we instantiate oSPFSS using PRG G : {0,1}* — {0,1}***2 via PRG-based DPF construction
from [BGI16], with the early termination of [BBC*24a]: writing y := |A/[log, q]] for the number
of field elements that fit in one A-bit leaf block, the DPF tree is stopped log, y levels early and the
last correction word is replaced by a y[log, q]-bit one. The only change with respect to the previous
asymptotic costs is:

. k| < 2(ct)2<A+ [log, (4”;N)] “(A+2) +‘u[log21ﬂ) + 2ct(2logn +log N +logq)

« For oSPFSS.FullEval, we need at most 2(ct)?(4n°N) / u PRG operations.

In Section 6, we provide concrete estimates.

4 PCGs for Matrix Multiplication from Twisted QA-SD

This section gives a twisted analogue of the QA-SD-based construction in Section 3. The two constructions
follow the same general strategy where the parties sample sparse errors, use SPFSS to share their pairwise
products, and apply public linear operations during expansion. There are two changes that are necessary.
First, the twisted group algebra is noncommutative, so the two pseudorandom operands must use opposite
orientations. Second, the algebra isomorphism ¥ : A — M,,(IF,)N converts multiplication in A directly
into N component-wise matrix multiplications. We therefore do not use the polynomial encoding and
trace map from the preceding QA-SD construction.’

The opposite orientations are what keep the secret sparse factors adjacent. For a uniform a € A, and
e, er, fL, fr < Di(A) , define

xL= ae. + fi, XR = erd + fr.

Then
xxr = (ae. + f) (era + fr)
= a(eer) a + a (eLfr) + (fLer) a + fifr.
No factors have been commuted. Each secret product in the last line has weight at most #? in the

twisted-group basis. Four SPFSS instances can therefore share these products, after which the parties
apply the public left and right multiplications by a locally.

(7

3Color convention. We use for left-oriented expressions, for right-oriented expressions, for the forward

invocation, for the reverse invocation
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4.1 Construction

The construction of the PCG PCG = (Gen, Expand) for producing N additively shared n x n matrix
triples is presented in Figure 3. We first describe the ordered product subroutine used by its generation
and expansion algorithms.

Fix the parameter ensemble from the preliminaries. Thus g = g(A) is a prime power, n = n(\)
divides g — 1, and H = H(A) is a finite abelian group of order N = N(A) whose exponent divides
q — 1. Write

G:=(Z/nZ)*xH, A:=F;[G], L:=|G|=n’N.

We assume that L log g = poly(A) and that the descriptions of the groups, the cocycle, and the algorithms
used below have polynomial size. Let D;(.A) be the exact-weight distribution in the twisted basis defined
in the preliminaries, where 1 < t = t(A) < L.

The construction and proofs extend directly to any finite abelian group A of order n and exponent
dividing g — 1 in place of Z/nZ, using the corresponding product Weyl cocycle, and to module rank
c > 2 by taking x| =Y aieiL and xg =) ; eiRai. We use both extensions in Section 6.

By Corollary 2.20, there is an efficiently computable algebra isomorphism

YA — M, (F)N.

In particular, ¥ (xy) = ¥ (x)¥(y). Multiplication on the right is performed separately in each matrix
component. The parameter ensemble fixes the descriptions of A, D;(A), ¥, ¥, and the SPFSS scheme.
These descriptions are available to the algorithms and are not sampled separately for each seed pair.

The target is the batched matrix-triple correlation Cpmat , N from Definition 2.10. For the proof, it is
convenient to use the following equivalent algebra-level description. Sample

Ao, A1, Bo, By, Co & A
independently and uniformly, set
Cy:= (Ao + A1)(Bo + By) — Co, (8)
and give
R, == (Y(A,), ¥(B,), ¥(Cr))

to Py for o € {0,1}. Since ¥ is a linear bijection and an algebra isomorphism, this has exactly the
distribution of Cpat N -
We next describe how to share the sparse products in Equation (7).

Lemma 4.1 (Sharing an ordered sparse product). Let

¢ t
r = Zriugl., s = ZS]'Llhj
i=1

j=1
be elements of A of weight exactly t. Define F, s : G — I, by
Fs(x) = Z risjzx(gi, hj).

ijelt]
g,'-i-h/:x

Then

rs = Z Er s (x)y,

x€G

and F, ; is represented as a sum of exactly t2 point functions, allowing repeated locations. Consequently,
one SPFSS instance over domain G gives additive shares [rs]o, [rs]; € A satisfying

[rslo + [rs]1 = rs.
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Proof. The multiplication rule in A gives

rs= Y risia (i, hj)thg, 11

ijelt]

For each x € G, collecting all terms whose basis index satisfies g; + h; = x gives

Fs(x) = 2 rl-s]-zx(gi,h]-).
ijelt]
g,'—&-h]':x

Consequently,
rs = Z Frs(x)uy.
xeG

For FSS key generation, we retain the uncollected multiset of #> point functions. Collisions and
cancellations therefore reveal neither a smaller support nor a smaller number of summands through the
key format.

Generate SPFSS keys for Fy s, and let yo,y1 : G — IF; be their full-domain evaluations. By FSS
correctness,

yO%"yIZZEw-

Set

[rs]o := Z Yo (x)uy, [rs]y == Z Y1 (x) .

xeG xeG
It follows that

[rslo+ [rsh = ) Frs(x)uy =rs.
xeG

O]

The order in (7, s) is important because the cocycle factors a(g, 1) and a(h, g) may differ, even
though the underlying group is abelian.

By Lemma 2.7, correctness and simulation security of SPFSS already imply the pseudorandom
full-domain shares used in the output-distribution argument below.

We first define the oriented-product subroutine used by the final generator. It is parameterized by a
common multiplier 2 € A because the matrix-triple generator invokes it twice, with opposite party roles.
The construction appears in Figure 2.

,_[ Figure 2: The oriented-product subroutine ]

PARAMETERS: Security parameter A, algebra A, exact noise weight £, and the selected SPFSS
scheme.

COMMON INPUT: A multiplier 2 € A. In the final PCG, this multiplier is sampled by the outer
generator and included in both parties’ seeds; it is not a public input.

CORRELATION: The left and right roles receive outputs (x|, z ) and (xR, zr), respectively,

satisfying
ZL +ZR = XLXR,
where
xL= ae. +fi, xXrR= erd + fr.
Genorg (145 0):
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1. Sample independently
$
eL, fu er, fr < Di(A).

2. For each ordered pair

(r,s) € {(eL,er), (e, fr), (fL,er), (fu fR)},

write

and use fresh independent coins to generate
$
(K’I:/S’ Kgs) <~ SPFSS.Gen (1)‘, (gl + hj)(i,j)e[t]zl (risjoc(gi, h])) (i,j)e[t]2> .

The left role receives K| and the right role receives K.

3. Set
ki := (eu, fu, (K{®)rs)
and
kr = (er, fr, (K§')r,s)-
Output (ki kRr).

Expando,q(a, 0, kp):

1. Parse k, according to the role p € {L,R}.

2. Compute

ae. +fi, p=1L,
era +fr, p=R.

3. Fully evaluate the four SPFSS keys and decode the resulting vectors as the algebra shares

lecer]o, leufrlp,  [frerlo,  [fifrlo
from Lemma 4.1.

4. Compute
zp:= aleLer]pa + a[eLfr]p

+ [frer]p a + [fLfR]p- ®

5. Output (x,,2).

The product shares reconstruct correctly because

zZL+zr= aeera + ae fr+ fiera + fLfr
= (aeL + fi)(era + fr)

= XLXR-
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The matrix-triple generator invokes the subroutine once in each orientation. In the forward instance,
Py has the left role and P; has the right role, producing shares of AgB; . In the reverse instance, P; has

the left role and Py has the right role, producing shares of Aj By . Figure 3 gives the resulting PCG.

,_[ Figure 3: PCG for matrix triples from twisted QA-SD } \

PARAMETERS: Security parameter A, algebra A = F3[(Z/ nZ)? x H], exact noise weight t,
algebra isomorphism ¥ : A — M,,(IF,)", and the selected SPFSS scheme.

PUBLIC INPUT: None. The uniform multipliers a~ , a~ are sampled by Gen and included in
both parties’ seeds.
CORRELATION: After expansion, P, receives

Ry := (‘F(Ag),‘P(Bg),‘I’(CU)),
where A, By, Cy € A and
Co+Cy = (Ao + A1)(Bo+ B1).
Equivalently, the parties receive additive shares of N component-wise # X 1 matrix triples.

Gen(11):

1. Sample

independently.
2. With independent randomness, run
(ki kg) < Genow(1Y; a™),
(ki ki) < Genow(1; a® ).

3. Set
ko= (a7, a" , kU, ki ),

ki:= (a_>, a”, kg, f)
Output (ko, k7).
Expand(c, k¢ ):
1. Parse k, as above.

2. If 0 = 0, compute
(Ao, Up) := Expandg,q(a™ ,L, k),

(Bo, Vo) := Expandg,4( a4 ,R, kg ).

If 0 = 1, compute
(By,Uy) := Expandg,q(a~ ,R, kg’ ),

(A1,V1) := Expandg.q(a™ ,L, k).

3. Set
Cg' = AUBU+ U(T + VU .

4. Output
Ry = (‘I’(Ag),‘P(BU),‘I’(Cg)).
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Correctness. We first verify that the two outputs of an oriented-product instance add to the ordered
product. We then use the forward and reverse instances to prove that the outputs of Figure 3 satisfy the
matrix-triple relation. The computational indistinguishability required by the PCG correctness definition
is proved in Theorem 4.5.

Lemma 4.2 (Oriented-product relation). The outputs of Expandg,q satisfy
ZL +ZR = XLXR.

Proof. Lemma 4.1 gives [rs]. + [rs|g = rs for each of the four ordered pairs. Summing Equation (9)
over the parties therefore gives

a(eLer)a + ale fr) + (frer)a + fiLfr.
Equation (7) identifies this expression with x| xR. L]
The forward instance in Figure 3 gives
Up + Uy = ApBy,

and the reverse instance gives
Vo+ Vi = A1By .

Consequently,

Co+C1 =AoBo+A1B1+ (Up+Uy) + (Vo+ V1)
= ApBo + A¢B1 + A1By + A1B;
= (A0+A1)(Bo+Bl).

The order of the four terms is unchanged. Applying ¥ preserves the identity in every matrix component.

4.2 Security

The four function descriptions used in one oriented-product instance are correlated because they depend

on the same sparse errors. Lemma 2.7 turns correctness and simulation security into pseudorandom

full-domain evaluations for each instance. Since the four key pairs are generated with independent coins,

Remark 2.3 permits their keys, or their full-domain evaluations, to be replaced jointly in the hybrids below.
We first establish the security of the oriented-product subroutine. Its ideal correlation samples

$
XL, XR,zL < A, ZR 1= XL XR — ZL,

and gives (x,zL) to the left party and (xg, zr) to the right party. Given the left output, the reverse

sampler chooses Xgr & A and returns

(5CVR, XL 5CVR —ZL).
Given the right output, it chooses X & A and returns

(fL, 5‘1 XR —ZR).

The order in the last expression is part of the correlation.
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Lemma 4.3 (Output distribution of the oriented-product subroutine). Assume that Assumption 2.23
holds for (A, D;) and that the selected SPFSS scheme is correct and simulation secure for sums of

exactly > point functions. Then, for a & A, the joint distribution of 2 and the two expanded outputs of
Genorq(1%; a) is computationally indistinguishable from a together with an independent sample from the
ideal oriented-product correlation.

Proof. By Lemma 4.2, we may write the right product share exactly as
ZR = XLXR — ZL.

Thus, for the output-distribution argument, the right product share can be recomputed from the two
operands and the left product share.

By Lemma 2.7 and Remark 2.3, replace the four left-role SPFSS full-domain evaluations jointly by
independent uniform vectors. Under the coefficient-vector identification ]FI? = A, write the corresponding
independent uniform algebra elements as

Uy, U, Up, Upp & A
The left product share is then replaced by
Z:=aleea+ all, s + Usea + Uy f.

Conditioned on all other variables, Uy  is uniform and enters this expression additively with coefficient
one. Consequently, Z is uniform in .4 independently of (a, x|, xg). The resulting distribution is

(a,x, xR, Z,x\xr — Z),  Z & A
Apply left twisted QA-SD to replace
xL = ae. + fi

with a uniform algebra element. By Proposition 2.25, the right variant holds for the same parameters, so
we may then replace

XR = era + fr
with an independent uniform element. After each replacement, recompute the last share as
XL XR — Z.

This is efficient postprocessing of the corresponding twisted QA-SD challenge. The final distribution is
the ideal oriented-product correlation, independently of 4. 0

Lemma 4.4 (Seed security of the oriented-product subroutine). Suppose that the SPFSS scheme is
correct and simulation secure for sums of exactly > point functions and that Assumption 2.23 holds

for (A, D). Sample a & A, run Genoyd(1%;4), and include a in both parties’ seeds. The resulting
subroutine satisfies the PCG seed-security experiment for the ideal oriented-product correlation.

Proof. Suppose first that the left party is corrupted. The real view is
(ﬂ, kL/ XR, ZR) .

Replace zr exactly by
XL XR —ZL,
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where (x|, z_) is obtained by expanding the corrupted seed. Lemma 4.2 shows that this does not change
the distribution.

Replace the four SPFSS keys in k. one at a time with simulated keys. After every replacement,
recompute z| from the current corrupted seed and set

ZR = XL XR — ZL.

The simulation-security part of Remark 2.3, together with efficient postprocessing, justifies these hybrids.
Once all four keys are simulated, the corrupted seed is independent of eg, fr.
Right twisted QA-SD now lets us replace

XR = €Rra +fR

with an independent Xg & A Set
ZR = XL fR — ZL.

To reverse the FSS hybrids, sample independent auxiliary sparse elements

ek, fa & Dy(A).

These elements are independent of Xg and are used only to define the functions underlying the restored
SPFSS keys.
Restore the four real corrupted keys in reverse order. After each restoration, recompute z; from the
current corrupted seed and reset
ZR = XL J?R — ZL.

The simulation-security part of Remark 2.3 justifies each reverse replacement. At the end, k|_ has its real
distribution, because its restored keys use fresh errors distributed exactly as the honest errors in real seed
generation. The other operand is uniform, and its product share is determined by the oriented-product
equation. This is precisely the reverse-sampling experiment given the real corrupted seed. This reverse-key
step is the same proof step used in [BCCD23, Theorem 22].

For a corrupted right party, start from

(ﬂ, kR/ XL, ZL)

and replace z| exactly by
XL XR —ZR,

where (xR, zr) is obtained by expanding the corrupted seed. Simulate the four keys in kg, recomputing
zr and the displayed honest share after each replacement. The corrupted seed is then independent of

eL, fL, so left twisted QA-SD lets us replace x; by an independent x| i A. Set
ZL = J?L XR — ZR.

Sample independent auxiliary sparse elements e[, f* & D;(.A) and use them only to restore the four real
keys in reverse order. Recompute the two product shares after every restoration. The final corrupted seed
has its real distribution, while the other operand is uniform and its share is given by the reverse sampler.
This proves both corruption cases. O

The two preceding lemmas use both orientations of twisted QA-SD. Proposition 2.25 proves their
equivalence for the Weyl cocycle and exact-weight distribution fixed in the preliminaries, so the result
requires only the left assumption. A different cocycle, basis, or noise distribution would require a separate
proof or assumption for the right-oriented distribution.
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Theorem 4.5 (Matrix-triple PCG from twisted QA-SD). Suppose that Assumption 2.23 holds for
(A, Dy) and that the selected SPFSS scheme is correct and simulation secure for sums of exactly ¢ point
functions. Then the algorithms in Figure 3 form a secure two-party PCG for Cmat»,n. Their expanded
outputs are computationally indistinguishable from N independent additively shared n X n matrix triples
over Fg.

Proof. Lemma 4.2 and the calculation following it prove the required algebraic relation. It remains to

prove the output distribution and seed security.

Output distribution. Replace the forward and reverse oriented-product outputs, one at a time, with
their ideal correlations. Lemma 4.3 justifies both hybrids. The four operands Ay, A1, By, B1 are then
independent and uniform in A. In the forward ideal correlation, Uy is uniform independently of both
operands and of the reverse instance. Hence

Co=AoBy+ Uy + Wy

is uniform even after fixing (Ao, A1, Bo, B1). The algebraic relation determines Cy. This is exactly the
algebra-level target distribution in Equation (8). Since ¥ is a linear bijection and an algebra isomorphism,
the matrix outputs are computationally indistinguishable from N independent ideal matrix triples.

Seed security for corrupt Py. At the algebra level, the real view is
(a7, a", kU, kg ,A1,B1,Cr).

Apply Lemma 4.4 to the forward instance with Py as the corrupted left party, carrying the independent
reverse instance as auxiliary information. This retains the real k;’ , expands itto (Ao, Up) , samples

By & A, and sets
U1 = AQB1 - UO .

After the replacement, recompute the honest party’s share Cy.
Next apply the same lemma to the reverse instance with Py as the corrupted right party. This retains

the real kf , expandsitto (Bo, Vo) , samples A; & A, and sets

V1 = AlBO — V() .
The two newly sampled operands are independent. The honest party’s third share is now

Ci=AB1+ U + W
= A1B1 + (AoBl — UO) + (AlBO — Vo)

= (Ao + A1)(Bo + Bl) — (A()BQ + Uy + Vo)
= (Ao + A1)(Bo + B1) — Co.

Thus the final hybrid retains Py’s real combined seed and reverse-samples P;’s output exactly from Py’s
expanded output.

Seed security for a corrupted P;. The real view is

(ﬂ*) ’ a%, k; s k<|j ,AO,BO,CO).
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Apply Lemma 4.4 first to the forward instance with P; as the corrupted right party. This retains kg,

expands itto (B, Uy) , samples Ag & A, and sets
U() = A()Bl - U1 .

Apply the lemma next to the reverse instance with P; as the corrupted left party. This retains ki,

expands itto (Aj, V4) , samples By & A, and sets
VQ = AlBo - Vl .

After each replacement, recompute the honest share Cy. The final hybrid has independent Ag, By <i A
and

Co=ApBo+ Uy + W
= ApBo + (A()Bl — Ul) + (AlBO — V1>
= (Ao + Al)(Bo + Bl) — (AlBl + U; + Vl)
= (A() + Al)(Bo + Bl) — (1.

This is exactly the reverse sampler given P;’s real combined seed. O

4.3 Efficiency analysis of the twisted construction

Cost conventions. Seed lengths are measured in bits. Local expansion work is reported in calls to the
underlying cryptographic primitives and, where useful, in operations over IF,; the latter use the unit-cost
field-operation model. Seed lengths and expansion costs are per party, whereas generation cost refers to
the total work performed by Gen. Communication and round complexity are accounted for separately
when Gen is instantiated by an interactive distributed setup. Section 6.1 gives better estimates for the
optimized instantiations, and Section 6.5 gives concrete estimates.
Recall that
L = dimg, (A) = n*N.

One execution of the construction produces N additively shared n X n matrix triples over IF;. We use
fixed-length coordinate-wise encodings and write

dp := [log, L], ;= [log, q], lg—1:= [log,(q —1)].

Thus, one element of A occupies L{; bits.
An exact-weight-t algebra element can be encoded by its support and its  nonzero coefficients using

L
ssp(L, t,q) == [log2 <t>-‘ +tly 1 < t(d +4g-1) (10)

bits. We will also use the sharper estimate

L
ssp(L, t,q) < [t log, <et)—‘ +tly 1.
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Seed size. One invocation of Geng,q generates four SPFSS key pairs and four sparse algebra elements
in total. Each role receives four SPFSS keys and two sparse algebra elements. Since the matrix-triple
generator invokes the subroutine twice, each party receives eight SPFSS keys and four sparse algebra
elements in total.

Let

SSPFSS (A/ L/ tzl Q)

denote the size of one party’s key for an SPFSS instance that shares a sum of exactly #> point functions
over domain G and range (IF;, +). Excluding the two uniform multipliers, the total inner contribution to
either party’s seed is

Sinner 1= 85sprss (A, L, 12,q) + 4sgp (L, t,q) + O(1).

The two uniform multipliers a~,a" € A use 2L/, bits. Consequently, the complete seed length per
party is
Sseed := Zqu + Sinner-

A conservative DPF instantiation. Section 6.3 gives optimized multi-point FSS instantiations that
improve the full-domain expansion cost. For reference, consider the PRG-based DPF of [BGIIS,
Theorem 3.3]. This gives a concrete instantiation of the efficiency formulas whenever the selected DPF is
correct and simulation secure; Lemma 2.7 then supplies pseudorandom full-domain evaluations. After
embedding the domain G into {0, 1}dL, one DPF key for a point function with domain size L and range
IF; has length at most

SDPF(A/ L, q) = dL(/\ + 2) + A+ fq.

Implementing one SPFSS key as the concatenation of #> independently generated DPF keys gives
ssprss(A, L, 12,q) < t*sppr(A, L, q).

Therefore,
SPPE < 8t%sppr(A, L, q) + 45, (L, t,q) +O(1).

inner

In particular,
SOPF = O (t*(MogL + A +logq) + tlog(L/t) + tlogq) .

A sufficient condition for the per-instance contribution to be sublinear in one algebra element is
#*(Alog L+ A +logq) = o(Lty). (11)

This condition is obtained from the conservative independent-DPF realization.

Output size and stretch. Each party obtains one share of each of the three algebra elements in the

matrix triple. Equivalently, it obtains shares of N matrices in each of the three output coordinates. Hence
its output contains 3L field elements and has length

Sout = 3Nn?ly = 3Ll bits.
Since one execution produces N matrix triples, the output length per matrix triple and per party is

Sout
N

=3n*(; bits.

The per-party stretch is
S out 3L € q

Sseed B 2L€q + Sinner ‘

stretchq :=
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Thus,
stretchy > 1 <= Sijpner < Lﬁq.

Under Equation (11),

3
stretchy — 5

The limiting factor 3/2 results from the two uniform full-length multipliers, which already occupy 2L¢;
bits in each party’s seed.

Corollary 4.6 (Polynomially batched generation). Under the assumptions of Theorem 4.5, let yt = u(A)
be polynomially bounded. There is a two-party PCG for C,}\l/l atn,N Whose generator samples

a’,a" A
once and generates i independent inner seed pairs using these multipliers. The multipliers are included
once in each party’s batched seed. The expanded outputs are computationally indistinguishable from u
independent samples of Cuat », N, and the complete batched seeds satisfy the PCG seed-security definition.

Proof. We first observe that polynomially many twisted QA-SD samples may share one uniformly sampled
multiplier. Consider
(a,aer + f1),..., (a,ae, + fu),

where @ & A and the pairs (e]-, f]) are sampled independently. Replace the samples by independent
uniform algebra elements one at a time. A reduction for the j-th transition embeds its twisted QA-SD
challenge at position j and, using the multiplier contained in the challenge, samples every other error pair
itself. Since y is polynomially bounded, the hybrid preserves computational indistinguishability. The
same argument applies to the right-oriented distribution and to both multipliers.

For the output distribution, repeat the two oriented-product hybrids used in the proof of Theorem 4.5
for the p inner instances one at a time. All other instances can be generated efficiently from the common
multipliers and carried as auxiliary information.

For seed security, fix the corrupted party and repeat the single-instance seed-security proof for each
inner seed pair. At each step, the reduction retains the common multipliers, embeds its challenge in the
selected inner instance, and samples every other inner instance with fresh randomness. The correlated-key
hybrids remain valid by the simulation-security part of Remark 2.3, since the SPFSS key-generation coins
are independent conditional on their function descriptions. The final distribution retains the corrupted
party’s complete batched seed and reverse-samples the other party’s 3 outputs component-wise. O

Corollary 4.6 permits the multipliers to be reused within any polynomially bounded batch. It does
not treat them as permanent public parameters that may be reused across an unbounded number of
independent executions.

Amortized seed size under polynomial batching. The construction of Corollary 4.6 produces yN
matrix triples. Its complete seed length and output length per party are

S(}l) = Zqu =+ ,usinner/

seed
s = 3uLe,.
The corresponding stretch is

3ull,
StretChy = m
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The amortized seed length per matrix triple and per party is

nggd — Sinner + 2n2€q.

uN N I

Equivalently,
3L¢
9

tretch, = .
by Sinner +2L£q/ﬂ

For every admissible batch size y,

2
stretchy > 1 <= Sjnner < (3 — ) Lty

I3
As p grows within the polynomially bounded regime permitted by Corollary 4.6, the stretch approaches
3LY,
Sinner ‘

Generation cost. Let
Csstss(A L1, q)

denote the cost of generating one SPFSS key pair. Let Cnis (L, ) denote the cost of sampling one uniform
element of A, and let Csp-samp(L, t,q) denote the cost of sampling one element from D;(A).

One execution of Gen performs eight SPFSS key-pair generations. It also samples two uniform
algebra elements and eight sparse algebra elements, and constructs eight lists of 2 point-function locations
and payloads. Hence

Ceen = SCgSESS(AI Lt q) +2Cunie (L, q)
+ 8Csp—samp(L/ t q) + O(tZ)'
Here the O(tz) term accounts for constructing the eight lists of point-function descriptions, assuming

constant-time group, field, and cocycle operations.
With standard coordinate-wise sampling,

Cunif(L/ q) - O(L)/ Csp-samp(Lr £, q) - O(t)/

and therefore
Coen = 8Cspiss(A, L, 12,q) + O(L + #).

Since one execution generates N matrix triples, the generation cost per matrix triple is Cgen/ N.

For the conservative independent-DPF realization, let Cg,%”,:()\, L,q) denote the cost of generating

one DPF key pair. Then
CSStss(A, L, 12, q) < PCBRE(A, L, q) + O(7),

and therefore
CEEF < 82CEEH(A, L, q) + O(L+ 7).

n

For a polynomial batch of size y, the two uniform multipliers are sampled once, whereas all sparse
elements, SPFSS keys, and point-function descriptions are generated independently. Thus

CU) = 8uCSSRss (A, L, ,9) +2Cunis (L, 4)
+ 8VCsp—samp(L/ £, Q) + O(]/ltz).

The amortized generation cost per matrix triple is C((S;fa)n /(uN).

43



Local expansion cost. Let
o CEWERI(A, L, 12, q) denote the cost of one full-domain SPFSS evaluation;

e M4 (L) denote the cost of one dense algebra multiplication;

M 4+(L) denote an upper bound on the cost of multiplying a dense algebra element by a weight-t
algebra element, in either order;

* Cy¢(n, N, q) denote the cost of one application of ¥; and
* Cy-1(n, N, q) denote the cost of one application of ¥ 1.

Each party performs eight full-domain SPFSS evaluations. Using the factored form of Equation (9),
one oriented-product share can be computed as

a ([eLeR]Pa + [eLfR]p> + [frerloa + [fLfR]p-

This requires three dense algebra multiplications. The two oriented-product invocations therefore require
six dense algebra multiplications in total. The local product A, B, requires one further dense multiplication.
Computing the two local operands requires two dense-by-sparse multiplications. Finally, the party applies
Y to Ay, By, and C,. Therefore,

Cexpand = 8Csprss (A, L, 1,q)
+7MA(L) +2M44(L) +3Cy¢(n, N, q) + O(L).
The O(L) term accounts for additions, subtractions, and the assembly of algebra elements from the
full-domain evaluation vectors.

In the twisted-group coefficient representation, multiplication by a weight-f element can be imple-
mented using ¢ shifted and rescaled copies of a length-L coefficient vector. Hence

MA,t(L) = O(tL)

field operations. This term cannot be absorbed into O(L) when ¢ grows.
Since one expansion produces N matrix triples, the local expansion cost per matrix triple is

C'Expand
7]\[ .

For the independent-DPF realization, let CE‘l‘D”FE"a' (A, L,q) denote the cost of one full-domain DPF
evaluation. Evaluating and adding * independent DPF outputs gives

CSpres (A, L, #2,q) < Cppe "™ (A, L,q)
+ O(£L).
Consequently,

Cepand < 8£°ChpE" (A, L, q) + O(£°L)
+ 7MA(L) + ZMA,t(L)
+3Cy(n,N,q) +O(L).
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Dense algebra multiplication and basis conversion. Let MM, (1) denote the cost of one 7 X 1 matrix
multiplication over [F;. Since

YA — M, (F)N

is an algebra isomorphism, one dense algebra multiplication can be implemented by converting both
operands, multiplying the N matrix components, and converting the result back. Thus,

My (L) <2Cy¢(n,N,q) + Cy-1(n,N,q)

12
+ NMM, (1) + O(L). (12)

The conversion algorithm described in the preliminaries gives
Cy(n,N,q) = O (n*Tu(N) + NnT,(n)),
and the same asymptotic bound holds for ¥ . Whenever the selected groups admit transforms satisfying
Tu(N) = O(NlogN), Tu(n) = O(nlogn),
we obtain
Cy(n,N,q),Cy1(n,N,q) = O (L(log N +logn)).

Equation (12) treats each dense algebra multiplication independently. A concrete implementation
may retain intermediate elements in the ¥-representation and reuse transformed copies of a—” and a*,
thereby reducing the number of forward and inverse transforms.

For a polynomial batch of size y, the abstract expansion cost is

CI(E‘L:(zjand = ,MCExpand .

This count does not include possible savings from precomputing the transforms of the reused multipliers.

The batch produces yN matrix triples, so its local expansion cost per matrix triple is Cgiz)an 4/ (uN).

S Attacks by Folding

Generic decoding algorithms do not directly exploit the group algebra structure of quasi-abelian codes.
The main structural attack in this setting is known as folding [CT19, BCCD23, BBC " 24a]. The core idea
is to project the original decoding problem to a smaller decoding instance. In this section, we review this
technique for usual group algebras, and extend it to the twisted case.

5.1 Folding Group Algebras
let G be an Abelian group, and H C G a subgroup. We denote by (ug) ¢eG the distinguished basis of
IF,[G], with

UgUp = ug+h.
Let (vg)gec/u be a basis of IF;[G/ H]. The quotient map G — G/ H extends linearly to a surjective
morphism of algebras

FlG — IFy[G/H]
7H: Y xeug — Y (Z xg”l) vg.
g€G geG/H \heH

In other words, a group algebra element represented as a vector of length |G| is folded to a vector of
length |G|/|H| by summing components indexed by elements of the same H-coset.
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Fory = (y1,...,Yc) € IF;[G]°, we then define the folding operator with respect to H as

Foldy(y) := (mu(y1), .- -, ma(ye))-

Now, let (a, (a,e) + ep) be an instance of QA-SD. Applying 7ty on the syndrome, and using the fact
that it is an algebra homomorphism, yields

c—1 c—1
Ty (80 + Eaiei) = 7‘L’H(€o) + 2 NH(ai)ﬂH(ei) € IFq[G/H] = FOldH(l, a)FoldH(e)T.
i=1 i=1

In other words, starting from the original QA-SD instance which is a decoding instance with code-
length ¢|G| and dimension (¢ — 1)|G|, folding with respect to a subgroup H reduces to a decoding
instance with code-length ¢|G|/|H| and dimension (¢ — 1)|G|/|H|. In particular, the code-rate is
untouched by folding and remains equal to 1 — 1/c. On the other hand, the Hamming weight of the
folded error Foldp (e) cannot increase, and may even be smaller due to potential collisions of elements
belonging to the same H-coset. The resulted folding weight-distribution has been studied in detail in
[BBC " 24b, Section 6.3].

5.2 Obstructions for Twisted Group Algebras

Let G be an Abelian group, let H C G a subgroup, and let a be a normalized 2-cocycle defining the
twisted group algebra IF3 [G]. Let (ug)gec be the chosen distinguished basis, with multiplication

ugtty, = (g, h)ug . (13)
Similarly to the untwisted case, one may try to find a suitable morphism of algebras
: F[G] — F}[G/H],

where B: G/H x G/H — IFqX is a normalized 2-cocycle of G/ H. In order to yield an easier decoding
instance, though, 7t must also preserve sparsity of group algebra elements. In particular, it should map

unitary elements to unitary elements. In other words, if (vg) denotes the distinguished basis of IFg [G/H],
there must exist some scalar coefficients A(g) € [F and a global permutation ¢ of G/ H such that

”(”g) = A(g)va(g).
Remark 5.1. Since « and p are normalized, it holds that A(0) = 1.

In the following, we show that such a morphism of algebras does not exist in general.
Applying 7t on Equation (13), it must hold that for any g,/ € G,

m(ug) 7t (up) = (g, h) 7t (utgin).

By expanding this equality, and identifying basis elements, we see that the left hand side is supported
on Uy (o) 1 () while the right hand side is supported on Vg (g+7)" In particular, ¢ must be a group
automorphism of G/ H. In particular, it simply is a relabelling of the elements of G/H. For x € G/H,
define

Wy = UU(X)'

It is clear that (w,) forms a new F;-basis of IF;[G/H]. Moreover, for x,y € G/H,
wxwy = B0 (x),0(Y))Vs(x)10(y) = BO(X), 0(y))Wrty
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since o is a group homomorphism. In particular, the same underlying algebra, expressed in the basis
(wy), is nothing but the twisted group algebra associated with c*f defined by

o B(x,y) := Bl (x),a(y))-

It is readily seen that c*B is also a normalized 2-cocycle of G/ H. After replacing 8 by its pullback o™
if necessary, we may assume without loss of generality that 7t takes the simpler form

m(ug) = A(g)vg

for some application A: G — IF,;.
Now, using again the multiplicativity of the putative morphism 7t, we must have for g,h € G

a(8, WA + vy = m(ugu) = mt(ug) mw(up) = A(G)A(M)B(Z, )y

W (g h) = oc(g,mm — B(5.T), (14)

must only depend on the H-cosets of its arguments.

Remark 5.2. For any function A: G +— ) such that A(0) = 1, it is readily shown that ot is again a

normalized 2-cocycle of G, which defines an isomorphic twisted group algebra IFZ‘A [G]. We will give a
generic argument in Section 5.3.

However, in general, there is no rescaling A which makes the cocycle a* constant on H-cosets. In
order to see that, let us define the ratio

_a(gh)
pu(g 1) = 2(g) eF,.

It measures the failure of commutativity in the twisted group algebra. Indeed, for g, € G,

ugtty, = P (8, h)uy, ug.

Furthermore, the 2-cocycle identity implies that p, is multiplicative in each variable:

Pa(g + 1, k) = pu(g, k)ou(h, k)

and
Pul(g k) = pa(g h)pu(g k).
Finally, 0,(g,¢) = 1and p,(g,h) = pa(h,g) . We say that p, is the alternating bicharacter associated

with the cocycle «.
The important observation, is that it is invariant under rescaling:

Par = Pa-

Assume now that ¢ € G and i € H. Since a’

of its entries modulo H, it holds that

is a normalized 2-cocycle which depends only on the class

ot (g, h) = a*(g,0) =1

and similarly

at(h,g) = 1.
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In particular, for ¢ € G and h € H, we have

Pur (8, h) = 1.

Let
Reg(a) :={h e G |a(g,h) =ua(hg), VgeG}.

Elements of Reg(a) are called a-regular (as defined for example in [DFM24]), and invariance after
rescaling by A implies that all elements of H must be regular in G. We therefore have the following
necessary condition

Proposition 5.3. Let G be an Abelian group, and let H C G be a subgroup. Let « be a normalized
2-cocycle on G. If there exists a function

ArG— ]qu with A(0) =1
and a normalized cocycle on G/ H such that

Ag+h)

&) XA

= B(3h),

then H C Reg(a).
In particular, if there exist h € H and ¢ € G such that

a(g,h) # a(h,g)
then no such rescaling may exist.

Example 5.4. Let g be a prime power, and 7 a positive integer such that 1|g — 1 so that IF; contains a
primitive 7-th root of unity denoted by w. Let G = (Z/nZ)?* and consider the Weyl twisted algebra
IFZ[G] with cocyle

a((i,f), (k,0) = w7,
and basis { P'Q/} (i,j)ec as defined in Section 2.3.2. The alternating bicharacter associated to « is therefore
el (i), (k) 1= 't
If (k, ¢) satisfies pn((i,7), (k,£)) = 1 for all (i, j), then since w is a primitive n-th root of unity,
« choosing (i,j) = (0,1) gives w™* = 1, i.e., k = 0.
« choosing (i,7) = (1,0) gives w’ = 1, i.e., £ = 0.

In particular, Reg(a) = {0}, i.e., the bicharacter is actually nondegenerate. Hence, no non-trivial
subgroup H can be regular, and folding via a morphism of algebras cannot exist, for any subgroup H C G.

5.3 Characterization of the Obstruction via Group Cohomology

Theorem 5.3 only provides a necessary condition for the possibility of folding. It is however not sufficient,
as shown in Theorem 5.5 below. The main reason is that p, does not see symmetries wihtin «.
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Example 5.5. Let g = 5 and G = (Z/2Z)?, and consider the subgroup H = Z/2Z x {0}. Define
(i, ]), (k,£)) 1= 2.

One can readily see that « is indeed a 2-cocycle on G, which only depends on the first coordinates of its
entries, and by symmetry, it is clear that every element of G is regular. In particular, Theorem 5.3 does
not rule out the possibility of folding.

Nevertheless, suppose there exists a normalized cocycle B on G/H, and a rescaling function
A: G — FZ with A(0) = 1 such that

Ag+h) =
TR~ B(g, 1), Vg heG. (15)

Leta = (1,0) € H. By applying Equation (15) on the pair (4, a), it holds that

a(a,a) ;L((f))Z = B(0,0).

a(g, h)

and 2 = A(a)? must be a square in IFZ, which is a contradiction.

This examples shows that the alternating bicharacter does not capture the full obstruction. Group
cohomology provides a convenient language for describing exactly the rescaling appearing in Equation (15).

Definition 5.6 (2-coboundary). Let A: G — IF¢ be any function such that A(0) = 1. Such functions
are also called 1-cochains of G. We can associate to A the following map

AgA ()

(6A) (g h) = W,

called the 2-coboundary of A, and it can be easily verified that A is a 2-cocycle on G. We denote by
B2(G) the set of all 2-coboundaries on G.

Let Z2(G) := Z*(G, F") be the set of all normalized 2-cocycles on G. It forms an Abelian group with
pointwise multiplication, of which B*(G) is a subgroup. The quotient H*(G, ;) := Z*(G)/B*(G)
is known as the second cohomology group of G, with coeflicients in ]qu. Equation (14) precisely
expresses that the existence of folding is not merely a property of a specific cocycle a, but a property of
its cohomology class. In fact, we have the following proposition

Proposition 5.7 ([Mil26, Proposition 1.6]). Let G be a group, and «, 8 two normalized cocycles. Denote
the distinguished bases of IF{[G] and IFE, [G] respectively by (ug) and (vg). Then, there exists an

IF-algebra isomorphism IFg[G] ~ IFE, [G] such that for ¢ € G
ug — A(g)vg,  for some cochain A,

if and only if « and 8 belong to the same cohomology class. Moreover, such isomorphism preserves
Hamming weights with respect to the distinguished bases.
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In particular, if « is actually a coboundary, then its cohomology class is that of the trivial cocycle,
and in particular IF§[G] is nothing but the usual group algebra IF;[G], up to rescaling basis elements.
Therefore, folding is defined for IFZ‘ [G] exactly as in Section 5.1. More generally, from Equation (14),
cocycles which enable folding with respect to a subgroup H are exactly those which arise from a cocyle
on the quotient group G/ H.

Definition 5.8. Let 715 : G — G/ H denote the canonical projection, and let B be a normalized 2-cocycle
on G/ H. One can define its lift to G as the cocycle

B (g,h) = B(Z, ).
Lifting maps coboundaries to coboundaries and therefore induces a group morphism
Lifty: H*(G/H,F,) — H*(G,F;).

We are now ready to state the exact characterization of the possibility to fold, via a morphism of
algebras. The proof follows from the above discussion.

Theorem 5.9. Let G be a finite Abelian group, and let H C G be a subgroup. Let & € Z%(G, IFqX ).

1. There exist a normalized 2-cocycle  on G/ H and a morphism of algebras
7: F4[G] — F4[G/H]

which maps the distinguished basis of IF§[G] to a rescaling of the distinguished basis of ]Fé3 [G/H].

2. The cohomology class of « belongs to the image of the lifting morphism:

[a] € Im (Lifty).

5.4 Folding as a Projector

Section 5.2 and Section 5.3 explain why the direct adaptation of folding to twisted group algebras is in
general not possible. Nevertheless, it turns out that asking for a morphism of algebras is too restrictive,
and is not actually necessary to define folding attacks. In fact, it admits a weaker formulation in terms of
projectors, which we will then adapt to twisted group algebras in Section 5.5.

Let G be an Abelian group, let H C G be a subgroup and let 71y : IF;[G] — IF,[G/ H] be the quotient
folding map. Assume |H| € IFqX 4 The defining property of 7ty is that it identifies all basis elements
whose indices belong to the same H-coset:

g (ugyn) = tu(ug), forallg € G,h € H. (16)

Our goal here is to look for a similar description, but within IF,[G] itself. Our approach rests on standard
properties of finite dimensional algebras. We refer the reader to [DK94, Sections 1.6, and 1.7] for more
details on the topic. More specifically, there is a canonical element of IF,[G] mimicking Equation (16),
namely the average over the subgroup H:

p 1
H ‘= 7177
‘H| heH

4This condition is automatically satisfied in all our instanciations.

uy.
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A direct computation shows that p%{ = pH, L.e., py 1s an idempotent element of the group algebra, or a
projector, following the terminology of [DK94], and that it is constant on H-cosets. Consider the left
IF,;[G]-module generated by py, namely

NH = ]Fq[G]pH,

and the map

H-=1 x = XPH.

By associativity, it is clear that @y is a morphism of left IFq[G]—modules, and idempotence of py
shows that @y (y) = y for every y € Ny. Hence by [DK94, Proposition 1.6.2], there is a direct sum
decomposition of IF4[G], of which N = IF;[G]pp is a direct summand, and @p; is the projector onto
this summand. More precisely, we have the decomposition

IFy[G] = Fy[Glpn ® Fg[G](1 — pn).

The component F;[G]pp is naturally a copy of IF,[G/H] inside IF,;[G]. Indeed, since FF,[G] is
commutative, it is readily seen that the left-module Ny is actually an IF,[G]-algebra, with identity p o
Moreover, @ is constant on H-cosets, and therefore the following map @ is well defined

O .:{ Fy[G/H] — Fy[Glpu
) Ug — UgPH-

A simple computation shows that @y is an isomorphism of algebras. Furthermore, if () C G is a set of
representatives of the quotient G/ H, it is clear that (ugpr)geq forms an IFy-basis of IF,;[G]py. Now, for
X = Y ec Xglg € Fg[G] we have

XpH =) ), XgihUgihPH

g€Q heH ~—
=UepH
=L (Z xg+h)“gPH-
g€Q) "heH

Hence, in the basis (1¢pH)¢en. the coefficient indexed by the coset ¢ + H is precisely ) ey Xgp, Which
is exactly the folded coefficient from Section 5.1. In particular, sparsity is also preserved.
Finally, if (a, (a, e) + ¢g) is an instance of QA-SD, right multiplication by ppy yields

c—1 c—1
<80 +) aiez) pr = eopu + Y ai(eipn).
i=1 i=1
At first glance, the public elements a; do not appear to be folded in the expression above. However,
observe that their action is now restricted to the lower-dimensional IF,;[G] module generated by pr. More
precisely, let L, : x — ax denote the left multiplication by a on IF,[G], and let LgH) denote its restriction
to Ny = IF;[G]pp. Then, the following diagram commutes:

31t is not a subalgebra of IF;[G] though, since their identity elements are not equal.

51



ie, wygol, = L,(IH) o @y. In particular, the public multiplication operator L, in the original
QA-SD instance is replaced by its induced operator LL(IH) on Ny. Under the algebra isomorphism

On: Fy[G/H] — F4[G] Ny, this induced operator corresponds exactly to multiplication by the folded
element 77 (a), namely @' o L 0@y is exactly the multiplication-by-7ry (a) operator on IF,[G/ H].
In other words, starting from a QA-SD instance, the description of folding using the algebra morphism

7ty described in Section 5.1 coincides with the above description using the multiplication-by-py map.

Remark 5.10. When folding ordinary Abelian group algebras, this distinction is immaterial, since IF, [Glpu
is naturally an algebra isomorphic to IF,[G/H]. In fact, we have ©p o Ty = @, and the action of
IF;[G] on IF;[G]ppy factors through the quotient group algebra IF;[G/H]. Nevertheless, the existence
of the quotient algebra IF;[G / H] is not necessary for the attack. It suffices that the action of IF;[G] by
left-multiplication on itself descends to an action on a lower-dimensional module, through a projection
which cannot increase Hamming weights in the corresponding bases. This distinction will become
essential in the next section when generalizing to the twisted setting.

5.5 Extending Folding to Twisted Group Algebras
5.5.1 General Framework

Let A := IF;‘[G] be a twisted group algebra, with twisting cocycle &. We showed in Section 5.2 that
folding through algebra morphisms did not exist in general. Nevertheless, it turns out that the formulation
of Section 5.4 actually extends to this setting. Indeed, assume there exists an idempotent p € A, and
consider the left module N, := Ap generated by p. Then, define the map

P A — N,
P77l x = xp

Similarly as in the previous section, @, is a morphism of left A-modules such that @, (y) = y for every
Y € Np. Therefore, using again [DK94, Proposition 1.6.2], the left ideal Ny, is a direct summand of A
and as before, we have

A=Ap® A(l—p).
Furthermore, the left-module property shows that the decoding equation survives projection onto Np.
More specifically, if (a, (a,e) 4 ep) is an instance of QA-SD, then multiplying the syndrome by p yields

c—1 c—1
eo+ Y aiei | p=eop+ Y ai(ep).
i=1 i=1
However, this algebraic property is not sufficient: sparse errors in the original twisted QA-SD instance

must remain sparse after projection. This motivates the following definition.

Definition 5.11 (Folding-Compatible Idempotent). Let p € A := [F{[G] be a non-zero idempotent,
and let (ug) ¢eG be the corresponding distinguished basis. We say that p is folding-compatible if Ap
admits an Fg-basis (vx)keq such that for every g € G there exist pg € F and ¢(g) € () such that

UgP = HgUg(g)-
In particular, if p is folding-compatible, then for every x € A, the Hamming weight of xp with respect to
the basis (vx)keq is no larger than that of x.

In general, idempotents of A may not be folding-compatible. However, it turns out that the idempotent
built from cyclic subgroups in [DFM?24] actually are folding-compatible, with our definition. In particular,
this shows that folding is always possible for twisted group algebras. Using the characterization of
idempotents in [DFM?24], we could also identify the optimal folding-compatible idempotents, but in order
to simplify the exposition we now restrict ourselves to the Weyl twisted group algebra.
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5.5.2 Folding the Weyl Twisted Group Algebra

From now on, 7 is a positive integer such that n|q — 1, so that IF; contains w, a primitive n-th root of unity,
and we set Go := (Z/nZ)?. Recall from Section 2.3.2 that the Weyl twisted algebra is A := IFg°[Go]
with cocycle

wol(if), (k £)) = w .

We extensively use the isomorphism ®: Fg°[Go] ~ M,,(FF;) with distinguished basis {P'Q'} ; /ec»
where P and Q are the clock and shift matrices from Section 2.3.2. In particular, we will silently identify
an element of IF,"[Go] with the corresponding matrix.

Proposition 5.12 (Characteristics of the folded space). Let p € F;°[Go] be a folding-compatible
idempotent, and let r be its rank when seen as an element of M, (IF;). Then,

(1) the dimension of the left ideal spanned by p is

dimp, (F°[Golp) = nr.

(ii) the n2 Weyl coordinates are partitionned into exactly nr blocks of equal size 1/7.

Proof. (i) After a change of basis of [F, an idempotent of rank r is represented by the matrix

(L0
=10 o)

Then, M, (IF;)p is exactly the space of matrices whose last # — 7 columns vanish and the statement
regarding the dimension follows immediately.

(ii) Consider the binary relation on Gy defined by
g~ 8 = ugp € Flugp.

A simple computation shows that this defines an equivalence relation which is invariant by
translations of Gy. In particular, G acts transitively on the equivalence classes, and all classes have
the same size. Furthermore, the family (u¢p) spans Ap := IFz°[G]p. Since p is folding-compatible,
each of these elements is a scalar multiple of some fixed basis of Ap, and by definition, two

elements of Gy are equivalent if and only if their image through p are colinear. In particular, there

. . e
are dimp, (Ap) = nr equivalence classes, each of them having size %= = .

O]

Remark 5.13. The description of folding by folding-compatible idempotents can also be extended to the
full batched algebra
Ann = F°[G] @ Fo[H] = M, (IFg) © g [H].

Indeed, folding-compatible idempotents on ]Fgo [G] may be composed with the projectors representing
folding along any subgroup H' of H. A rank r projector, together with a subgroup H' gives folded
dimension nr|H/H’| and block size (n/r)|H’|.

A consequence of Theorem 5.12 is that an instance of twisted-QA-SD may only be folded to a space of
dimension at least 7, which is obtained by rank-one idempotents. Furthermore, every folding-compatible
projector of rank 7 will group the n? coordinates into nr blocks each of size 2. In particular, the
error distribution after folding will only depend on the rank of the folding-compatible projector, and
all folding-compatible projectors of same rank r will yield similar instances of the decoding problem.
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Therefore, it suffices to analyze the folding with respect to a folding-compatible projector of least rank. It
turns out that the cyclic idempotents introduced in [DFM?24] are folding-compatible, and are the direct
analogues of the average operator over a subgroup recalled in Section 5.4. We will recall the construction
in the case of the Weyl group algebra.

Let H = ((0,1)) be the subgroup of Go = (Z/nZ)? supported on the second coordinate. Through
the isomorphism P, the corresponding group algebra identifies as the n-dimensional algebra generated by
Q in M,,(IF;). Observe that for every j, £ € Z/nZ, we have ap((0,),(0,¢)) = 1, and the cocycle ag
becomes trivial when restricted to H X H. Fors € Z/nZ, let p, be defined as

1
Ly gt Y kg,
"iczinz "iczinz

where the right-hand side is the corresponding object in M, (IF;). It is exactly the subgroup idempotent
of IF',}‘O [Go| as defined in [DFM?24, Proposition 3.2], attached to H and the root w® of X" — 1. More
precisely, we have the following proposition

Proposition 5.14 (Adapted from [DFM24, Proposition 3.2]). For every s € Z/nZ, the element p;

defined by
1 n—1

2 E w s Q
is an idempotent of I3 [Go], and for s, s" € Z/nZ, then pspy = Ls—g Ps.

Proof. [DFM24, Proposition 3.2] shows that p; is an idempotent of the twisted group algebra IF?‘,O [H].
Since it is a subalgebra of IF,'}‘O [Go], the same property holds for the full Weyl twisted algebra. 0

Remark 5.15. When the cocycle a does not become trivial on the chosen subgroup, it may be necessary to
extend the scalars to an extension of I, to define these idempotents.

Proposition 5.16. For every s € Z/nZ, the element p; is a rank-one, folding-compatible idempotent.
The family (P'ps)icz/nz is a basis of IFy°[Go|ps, and for

X = in,jPin
ij
written in the Weyl basis, one has
xps= ), < D )Pps
i€Z/nZ \jEZ/nZ

In particular, the projection induced by ps reduces an element of length n? in the Weyl basis to an element
of length n without increasing the Hamming weight.

Proof. In this proof, we extensively use the isomorphism ngo [Go] ~ M, (IF;) and we silently identify
elements of the Weyl group algebra to the corresponding matrices.

We already know from Theorem 5.14 that p; is an idempotent of IF°[Go]. Let (e;),cz/nz be the
canonical basis of ]F;‘. Recall that P and Q act on e, by

Pe, = wrer/ and Qer = €rt1,

and for s € Z /nZ., define the vector



Then,

1 —isj 1 —js " —ks s
pser=— Y aJ]Q]er:E ). w]erﬂ-:? Y w e = w"v,.
jez/nz j€ZInZ keZ/nZ

Hence, the image of p; is the line spanned by v, and therefore p, has rank one. More precisely, consider
the linear form /s defined by the row vector

ly = Z wkse,;r,
keZ/nZ

so that I5(v¢) = Ts—. In other words, ¢ is the dual of vy, and our idempotent admits the simple form
ps = vsls. Therefore, for X € M, (IF,), we have Xp; = (Xvs)/s and the map

¢ [ MalF)ps — Fy
T Xps — Xos

is an IF -linear isomorphism. Under this map, for i € Z/nZ, we have ‘Fs(Pips) = Piv,. On the other

hand, observe that the r-th coordinate of Piv, is %w(ifs)r, and hence the vectors (Pivs)i form the column

of a Vandermonde matrix (up to rescaling). In particular, they are linearly independent, and consequently
(P'ps) forms a basis of the left ideal M, (IF;)ps ~ IF;O [Go]ps.
Finally, a simple computation shows that
P'Q/ps = wP'p;, forevery i,j € Z/nZ.

Therefore, for every element X := }; ic7 /47 x; iP'Q) of F3°[Go), we have

xps= Y, xi,jwsjPips: ) < ) xi,jwsj> P'ps.

i,jeZ/nZ i€eZ/nZ \jeZ/nZ

O]

Matrix Interpretation The above description of folding the Weyl twisted algebra may seem at first
glance very abstract. It turns out that through the isomorphism with M, (IF; ), it has a simple interpretation.
Indeed, for a matrix

|

|
X=X -+ Xy,
| |

where X; denotes the j-th column, we can see from the proof that Xps = (Xvs)/s where
1 n—1
Xp. = — —scy ,
v = - C;) w X

and Xp; is the matrix defined by
| | |
Xps = | Xos w’Xvs - VX, 0,

Finally, to get the folded coordinates of X, we need to express Xp; in the basis (P'ps) of M, (F,)ps, i.e.,
we need to apply the inverse ¥ 1. Let

] |
Bs:=(vs Pos --- P"log | € My(F,)
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be the matrix representing Y. Then,
. . 1 n—1
FOldS(X) = BS_ XUS = BS_ E CEZO CU_SCXC .

1 .
From the proof, B is the Vandermonde-like matrix defined by (B;),; = Hw(lfs)’ and therefore

(B;1)i, = w™l=5)" In other words, given the matrix X representing an element x € Fg°[Go), the i-th

component of its folded vector is
1 .
Fol ) — = —(i—s)r —sc |
( olds(X) = E w E Xy cw (17)
reZ/nZ ceZ/nZ

Example 5.17. Take
n =3, q=7, w=2¢€cl;.

Then, the Weyl basis matrices are

P =

_ O O

1
0
0

o N O

0 0
0], Q=|1
4 0

= O O =

and consider the previous folding with s = 0. Then, py is the projector defined by the matrix

11 1
po=311+Q+Q*) =51 1 1| € M3(F;),
11 1

and the coordinates of the folding of a matrix X € M3(IFy) are

<Foldo(X)>. —31 Y X =5.Y 27 (2 Xr,c> . forie {0,1,2}.
t r c

r,c€eZ./37.

Consider the following explicit toy example with codeword c represented by the matrix

1 23
C=14 56
6 1 3

and let e be the sparse error e = P + Q of Hamming weight 2 in the Weyl basis. It is represented by the

matrix
1

10
E=P+Q=|1 2 0],
01 4

such that the noisy codeword y = ¢ + e is represented by the matrix

2 2 4
Y=CH+E=|5 0 6
6 2 0

Using Equation (17), we first sum every column of Y to get

2 2 4 1
Yo+Yi+Yo=(5]+[0|+]|6] =14
6 2 0 1
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Hence,
Foldy(Y)o =5(1+4+1) =2
Foldo(Y);1 =5(1+4w '+ w™?) =4,
FOldo(Y)z =5 (1 + 42 + CL)_4) =2

i.e., Foldo(Y) = (2,4,2). We can also check that the folded error is also sparse since a similar
computation gives Foldy(E) = (1,1,0) which has Hamming weight 2.

Remark 5.18. In this section, we considered folding along subgroup H = ((0, 1)), but we could have
equivalently considered folding along subgroup K := ((1,0)) which also gives an idempotent of rank 1.
Theorem 5.12 shows that both approaches are essentially equivalent in terms of Hamming weight of the
folded error.

5.5.3 Distribution of the Folded Error

In order to get a precise analysis of the behavior of decoding algorithm with respect to the folded instance,
we need to analyze the weight distribution of the folded error. Let A = IF;‘O [Go| with distinguished
basis (ug) ¢€Gy- Let p be a folding-compatible idempotent of rank . From Theorem 5.12, the ug are
partitionned into nr blocks of equal size £ := 7. If (vk)keq is a basis of the left ideal Ap compatible
with folding, let Cy denote the block of coordinates corresponding to v;. By Theorem 5.11, for every
g € C, there exists ytg € I such that
Ugp = HgUk-
Therefore, if
e=Y equy < Di(A)
g€s

is a uniform vector of weight ¢, then

e

keQ \geSNCy

Since pg # 0, for the fixed support S of e the coefficients (u ¢Cq) ges are again independent and uniformly
distributed over IF*. Therefore, the probability that the coefficient of v, becomes zero depends only on
|S N Cxl, and is exactly the same as for ordinary folding along a subgroup of size £.

In particular, the Hamming weight of the folded error ep has exactly the same distribution as analyzed
in [BBC " 24a]. With our notations, we have

Proposition 5.19 (Adapted from [BBC " 24a, Proposition 18, long version]). Let p e IF’Z,‘O [Go] be a
folding-compatible idempotent of rank r, and let (vx )xc be a compatible basis of the left ideal ]FZ‘O [Gop.
Set ¢ = % Let0<t<n?and0<u< min(f, nr). If x is uniformly distributed over the elements of

IFy°[Go] of Hamming weight ¢, then
(3 [X](Po,e(X)"Py o (X)"
2
(g —1)f

Py[wty, (xp)) = u] =

where

Por(X) =~ ((1+ (@ —=1)X)"+ (g =) (1 - X))

| =

and
Pos(x) = L2 (14 (g - 1% — (1= %))

are respectively the weight enumerators of the [¢, ¢ — 1], parity code C, and its complement ]Ff/ \ Cy.
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6 Optimizations and Efficiency Estimation

In Sections 3 and 4, we presented two constructions of PCGs for matrix multiplication. To keep these two
sections readable, we left out the standard optimizations used in the PCG literature. These optimizations
are well understood by now, and they apply almost identically to both constructions. In this section, we
give an overview of these optimizations, and we apply them to our two constructions. We then select
parameters for both constructions, based on the state-of-the-art cryptanalysis of QA-SD and on our new
analysis of twisted QA-SD in Section 5. Finally, we report on the concrete efficiency of both constructions,
using an implementation that includes all the optimizations. We consider two settings: a large 64-bit
prime field, and the small field g = 16 used by the MAYO signature scheme, which we target in the
application section.

This section does not contain any novel scientific content: it solely describes the routine optimizations
applied to our constructions, selects parameters using the known attack framework and a script from a
previous work [BBC ' 24a], implements the schemes, and reports on the resulting efficiency. As such, a
more liberal use of Al has been made in this section. Concretely, the authors selected the optimizations
from the literature and instructed an Al model (Claude Fable 5.1) to integrate all three optimizations to
each of the two schemes, compute the resulting parameters, and produce a preliminary draft of the outcome.
The authors verified afterwards that all optimizations were properly applied and that all calculations were
correct, and thoroughly revised the draft.

The two constructions of Sections 3 and 4 follow one blueprint. Each party holds ¢ sparse elements
per operand, the pairwise products of the two parties’ sparse elements are shared with SPFSS, and the
shares are post-processed by public linear maps. The two constructions differ in the algebra in which the
products live, in the size of the SPFSS domain, and in the post-processing: a trace contraction for the
commutative construction, an algebra isomorphism ¥ for the twisted one. Everything else, in particular
the choice of the underlying groups and the instantiation of SPFSS, is common to both. We therefore
treat the optimizations once, in a common cost model (Section 6.1), and specialize only where the two
constructions differ.

We consider three standard optimizations:

1. Elementary abelian index groups (Section 6.2). We replace the cyclic groups Z/nZ and Z./ NZ.
by Zg and Z§ (when g is odd), or by Zg and Z§, (in characteristic 2). This turns every transform of
the expansion into a Walsh—Hadamard transform, or its ternary version. This is the choice recently
proposed for scalar PCGs by Li, Liu, Xing, Yao and Yuan [LLX"26], and used in the [F4 setting of
FOLEAGE [BBC " 24al].

2. Multi-point FSS with distributed generation (Section 6.3). We replace the > independent DPFs of each
SPFSS instance by one cuckoo-hashed distributed multi-point function. This removes the factor t from
the expansion cost. The fully distributed key generation of Agarwal, Raghuraman and Rindal [ARR25]
keeps the setup free of a dealer.

3. Early termination of the DPF trees (Section 6.3). This halves the number of PRG calls over a 64-bit
field, and saves even more over small fields.

We instantiate everything in two settings: the 64-bit prime field g = 204 _ 232 1 1 with n = 128, and
the field g = 16 of MAYO with n = 81, where A and H are 3-groups. Section 6.4 discusses which
parameters these optimizations favor in each setting, and Section 6.5 gives concrete estimates for both
constructions.

6.1 A common cost model

Groups and dimensions. Throughout, A is the index group: a finite abelian group of order n whose
exponent divides g — 1. H is the batch group: a finite abelian group of order N whose exponent also
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divides g — 1. The constructions as written use A = Z/nZ and H = Z/NZ. Section 6.2 instead uses
A =274 and H = Z5. We write

D := n®N, E :=n°N, L := n®N,

D is the dimension of the sample ring IF;[A x A x H] used in Section 3. E is the dimension of the
four-variable ring IF,[A X A x A x H], over which the SPFSS instances of that construction live. L is
the dimension of the twisted algebra A = [F3[A x A x H] used in Section 4, which is also its SPFSS
domain. The two FSS domains differ by the factor 7 of the contracted index Z: this extra factor is the
structural cost of working in the commutative construction.

The common shape of one expansion. Fix the module rank ¢ > 2 (so there are ¢ — 1 public multipliers
besides ayp = 1) and the exact noise weight {. In both constructions, computing a full matrix triple
(Ao + A1)(Bo + Bp) needs the two cross products AgB; and A1By. Each cross product splits into ¢?
products of one sparse element from each party, so each party holds

[:=2c%

SPFSS keys, each sharing a sum of exactly > point functions (Figures 1 and 3). The seed of a party
therefore contains the I SPFSS keys, 2c descriptions of its own sparse elements, and the public multipliers
(or a short seed from which they are expanded):

Seeed = I - Ssprss(A, Dom, tz,q) + 2¢ - ssp(Dom’, t,q) + O(A), Dom € {E,L},

Here s¢p(M, t,q) < t([log, M| + [log, q]) is the length needed to describe a weight- element in
dimension M (Equation (10)). We have Dom’ = D for the commutative construction and Dom’ = L for
the twisted one. Expansion performs I full-domain SPFSS evaluations, followed by construction-specific
post-processing:

Commutative (Section 3). Each of the I shares is a coefficient vector over E. We transform it to the
evaluation grid of A x A x A x H, multiply it pointwise by the public product a;(X, Z, W)a;(Z,Y, W),
and accumulate the I results. The quantity n Trz is the sum over the Z-coordinate of the grid, and the

decoding of Theorem 2.28 is the identity on grid values. The party also evaluates its own operands

Ay, B, on the D-grid, and computes the local product D, = A;B using N matrix products. This gives
mul; ~ I(TX(E)—i—ZE) +2(c—=1)D + NMM(n), (18)
addy ~ I(T"(E) + E) + E4+2cT*(D),

where T (M) and T+ (M) are the number of multiplications and additions of one transform of size M
over the chosen groups, and MM (n) is the cost of one n X n product.

Twisted (Section 4). Each of the I shares is a coeflicient vector over L in the twisted basis. Since ¥ is an
algebra isomorphism, we can do all the remaining arithmetic in the matrix domain: we convert each share
once with ¥, and the sandwich products by the public multipliers become N independent n X n products.
Writing an oriented cross product as Zj (Zi a; [eiej])aj with a9 = 1, one oriented cross product costs

c(c—1)+ (c — 1) = ¢® — 1 dense products, and the local product A, B, costs one more. This gives
Mgense = 2(c> = 1) +1=2c* — 1

dense algebra products per party. For ¢ = 2 this gives back the seven products of Section 4.3. We also
compute the party’s own operands x = }; a;e; + f in the matrix domain: a monomial u¢ of the twisted
basis is a scaled permutation matrix in every slot, so computing a;e; costs L multiplications. This gives

muly & I Ty (L) + (2¢* — 1) NMM(n) +2(c — 1)tL,

(19)
addy ~ I T§ (L) + (2¢ — 1) NMM ™ (n),
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where Ty (L) is the cost of one conversion by ¥, namely #n? transforms of size N over H followed by
Nn transforms of size 1 over A (Section 2.3.3), and MM™ () is the number of additions of one 1 x n
product that are not part of a multiply-accumulate (zero for the schoolbook algorithm). We never need the
inverse conversion, since the outputs are used directly as matrices.

With the schoolbook algorithm, MM(n) = n® multiply-accumulates and MM™ () = 0. Strassen’s
algorithm [Str69] lowers the number of multiplications to 7/°82"~3 . 83 when we recurse down to 8 x 8
blocks. This costs 18(1/2)? extra additions per recursion level. Strassen’s algorithm only helps
for the twisted construction, since the sandwich products dominate its cost there. In the counts of
Section 6.5, we also fold the additions of the local product D, of the commutative construction into its
multiply-accumulates.

6.2 Elementary abelian index and batch groups

Neither construction uses the cyclic structure of the groups. The commutative construction only needs that
IF;[A x A x H] splits completely (Proposition 2.13), that positions add inside the group (Lemma 2.15),
and the character orthogonality ", 4 x(z) = n - [x = 1] behind the trace identity of Theorem 2.28.
The twisted construction only needs that IFj[A x A] is a full matrix algebra and that IF;[H] splits
(Corollary 2.20). All of this holds for any finite abelian groups A and H of exponent dividing g — 1. So
we are free to choose A and H, and this choice controls the cost of the transform step.

The commutative construction over Z4. Letgbeodd,n = 2%and N = 2¢,andtake A = Z4, H = Z5.
The ring IF;[A x A x H] is then the multiquadratic ring Fy[Xy, ..., X4, Y1,..., Yq, Wy, ..., W]/ (X12 —
1, Yl? -1, W12 — 1), and the module-LPN assumption of Assumption 3.1 becomes the multiquadratic
QA-SD assumption used for scalar PCGs in [LLX"26]. Rows, columns and the contracted index are all
indexed by vectors of Z4. The contraction Y; A[i,I| B[, j] still runs over all n values of I, regardless of
the group structure, so Theorem 2.28 and the correctness proof of Section 3 do not change, and the factor
nin n - 7 stays invertible. What we gain is a faster transform: the only square root of unity is —1, every
character takes values in {#1}, and the four-dimensional transform over A% x H = Z%‘”“ becomes the
Walsh—Hadamard transform,

T*(E)=0, T'(E)=Elog,E,

computed in place by log, E sweeps of butterflies (a,b) — (a +b,a — b). The same holds when the
party evaluates its own operands on the D-grid. The pointwise stage still costs 2E multiplications per
SPFSS share, so the multiplication count of Equation (18) drops from I (%E log, E + 2E) to 2IE, and
IElog, E additions appear in its place instead. Atn = 128, N = 216 and ¢ = 4, this reduces the
multiplication count from about 9 - 10'3 to about 9 - 10'2. The additions are cheap and vectorize well, but
they become memory-bound at these sizes, so the streaming considerations of Section 6.5 matter more.

The twisted construction over Zg: the Pauli grading. For the twisted algebra, the group A enters
through the cocycle, so changing A changes the algebra itself. Let g be odd and n = 29, We write
Myu(Fg) = My (FF,)®?, and we let P, Qs be the clock and shift matrices of the s-th tensor factor:
P, = diag(1,—1) and Q, = ((1) (1)), so that PsQs = —Q;Ps. For x,y € Z4, set

d

Bx,y = ® P;‘ngs

s=1

These are the n* Pauli operators of d qubits (the case w = —1 of the Weyl basis, see [Got99]). They
satisfy

Bx,yBx,,y, = (_1)<y’x/>Bx+x’,y+y’/ (Bx,y)i,]- = (_1)<x,i> [i=j+vy], (20)
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with sums taken in Z4. So az((x,y), (x/,y')) := (—1)%*) is a normalized 2-cocycle on Gy := Z3%,
and u,, — By, is an algebra isomorphism IFg? [Go] = M, (IF;). This is the d-fold tensor power of the
n = 2 case of Proposition 2.19. Its commutation bicharacter p,, ((x,v), (x/,')) = (—=1)#*)1+&y) s
nondegenerate, exactly as in Example 5.4. More generally, take A = [, Z/nsZ with each ng | g — 1.
Then the cocycle a((x,y), (x,y")) = I1; wn—sysxg realizes IFj[A x A] = @, My, (Fg) = M, (Fy).
The Weyl algebra of Section 2.3.2 is the special case of a single cyclic factor, and the Pauli algebra
is the case n; = 2 for all s. If we extend the cocycle trivially along H, as in Section 2.3.3, we get
A =T5[A x A x H] = M,(FF;)N whenever exp(H) | g — 1.

The construction, correctness, and security proofs of Section 4 only use the structure of the twisted
basis, the sparsity bound wt(xy) < wt(x)wt(y), and the isomorphism ¥. So they apply without change
to any A of this form, with the assumption of Section 2.3.4 stated over the matching algebra. Two things
improve. First, every phase «(g, ) in the construction, and in particular the payload risj (i, h]') of

Lemma 4.1, is now just a sign (—1) Wir)  This simplifies the distributed key generation of Section 6.3.
Second, the conversion ¥ no longer needs any multiplication: by Equation (20), the entry (7,7 + y) of the
slot x € H of ¥(¥y 1 Cxyhthxy,n) €quals Yo (=1)%he, (), where vy (X) = L CxynX(h). So¥
becomes 1> Walsh—-Hadamard transforms of size N, followed by N1 Walsh-Hadamard transforms of size
n:

T¢ (L) =0, Ty (L) = L(log, N + log, n).

This does not change the sandwich products, which still dominate the cost of the twisted construction: the
transform saving is only a few percent of its multiplications. So the main benefit of the Pauli grading for
the twisted construction is not arithmetic. It is that the setup becomes Boolean-friendly for distributed
generation, and it becomes consistent with the commutative construction.

Security of the elementary abelian instantiations. We now describe what changes for security, and
point to Section 5 for the details.

o Folding of the commutative instance. Folding acts along subgroupsof A X A X H = Z%’”E (Section 5.1).
The possible quotient sizes are {2°,...,2%4%¢}, exactly as for Z,, x Z, x Zy withn =29, N = 2°,
and the folded weight distribution of Proposition 5.19 only depends on the size of the folded subgroup.
So the fold-by-fold analysis of [BCCD23, BBC24a], done there for Z2, applies here with the same
conclusions at first order. What does change is the number of folds available at each size: Z5' has one
subgroup per IF»-subspace, instead of one per divisor, and its automorphism group is GL,, (IF,) instead
of a cyclic group. We are not aware of attacks that exploit this beyond the translation symmetry already
taken into account by decoding-one-out-of-many [Senl11].

* Folding of the twisted instance. Proposition 5.12 and its proof only use that F§[Go] = M, (TFy), and
that the equivalence relation ¢ ~ ¢’ defined by ugp € quX Ug p is translation-invariant. So they hold
without change for the Pauli algebra. The rank-one folding-compatible idempotents of Section 5.5.2
become p, = % YyeA X(y)flu(o,y) for characters x € A, and Proposition 5.19 does not change, since
the block size 1/ is the only parameter that matters. In other words, the folding analysis of the twisted
part of the algebra does not depend at all on the group structure of A. Only the batch direction H is
affected by the multiplicity remark above.

* Interpolation and correlation attacks. The attacks of Bouillaguet, Delaplace, Hamdad and Vergnaud [BDHV25],
later refined by Joux [Jou26] using correlations, recover the sparse noise from evaluations of the syn-
drome at points where every public multiplier vanishes: if a;(P) = 0 for all i > 1, then y(P) = f(P).
From many such values, [BDHV25] reconstructs f by sparse interpolation, and [Jou26] reconstructs
it from the correlations between the values of f and the evaluations of monomials, all computed at
once with a Walsh transform. Both attacks fail over a 64-bit field for the commutative construction. A
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grid point isolates f with probability q*(cfl), so among the D = 23 points of the grid, the expected
number of isolating points is 230-64(c=1) <« 1. The correlation bias scales as (v4/(q—1))" [Jou2e,
Thm. 1 and §10], so the number of samples needed grows as ((q — 1)?/q)!, which already exceeds
the size of the grid forevery t > 1 atg = 264 Joux states explicitly that the large-field instantiation
of [LLX"26], which is the assumption used by our commutative construction, is not vulnerable to
his attack. He leaves open whether the fact that the evaluation points have coordinates in a small
multiplicative subgroup could be exploited some other way [Jou26, §10].

For the twisted construction, this attack has no starting point at all. The algebra A = M, (F;)N

admits no ring homomorphism to F,;, since M, (IF;) is simple for n > 2: there are no scalar
evaluations to exploit. Its only homomorphic images are the N slot maps to M, (IF;). The slot image
Yy = Yi>1 AixEiy + Fy only reveals information about the noise if the uniform matrices A; , share
a left kernel vector, which happens with probability about q_(c_l) per slot: this happens for none of
the N = 26 slots at 64 bits. Even when it does happen, what leaks is only a linear function of the
Pauli-sparse matrix F,. This is a syndrome decoding instance, not an interpolation instance, and it
is exactly the instance obtained by fully folding along H, which the folding estimator of Section 6.4

already accounts for.

We reach the same conclusion from the matrix side. Write A = M,,(IF,;[H]). Each entry of a weight-t
element is a polynomial in the batch variables with about ¢ /n terms, supported on at most ¢ of the n
diagonals. Column j of a sample is then a module-LPN sample over IF, [H] with n dense multipliers
ajx. An isolating evaluation at a character 77 € H would require the matrix (aj (7)), x to be singular,
again with probability about 1/4. So the twist removes the attack surface at a structural level, not just
quantitatively. The one caveat over small fields, the case of singular slots, is quantified for 4 = 16 in
the last paragraph of this section.

The small-field setting: 4 = 16 and ternary groups. When g = 2K the group Zg is not available,
since 2 { g — 1. The natural choice is then 3. For g = 16, we have g —1 = 15 =3 -5, s0 F4 C Fyg
contains a primitive cube root of unity w. We take A = Z2,son = 81, and H = Z5,s0 N = 3°. This
is the setting of threshold MAYO, whose matrices live over IF14 and fit in 81 x 81 blocks.

For the commutative construction, the sample ring IF16[Z5"] is the ring used by FOLEAGE [BBC " 24a].
Its triadic transform computes the size-3 butterflies (a,b,c) — (a +b+c, a+ wb+ w?c, a+ w?b+ wc).
The multiplications by w are fixed IF>-linear maps, so a transform of size M only costs 2M log, M
additions or w-scalings, and no general multiplication: T* (M) = 0and T* (M) = 2Mlog, M. On a
vector unit, both operations are byte-table lookups.

For the twisted construction, a((x, ), (x',y')) = w~¥*", with the inner product taken modulo 3,
realizes F§[Z8] = M;3(F16)®* = Mg (Fy6). All the phases are cube roots of unity, and ¥ only
consists of ternary transforms. Positions are shared additively over Z7' instead of XOR-shared, which the
ternary distributed point functions of [BBC " 24a] support directly (Section 6.3).

The biggest difference is early termination: a A-bit leaf block holds y = 27 field elements of 4 bits
when we stop the tree three levels early, against 4 = 2 over the 64-bit field. So the PRG cost of an
expansion drops by another factor of 13. Field arithmetic is also much cheaper here: a multiplication by a
fixed scalar of IF¢, applied to 16 elements at once, is a single table-lookup instruction. So the n X n
products of the twisted construction cost only 0.1 ns per multiply-accumulate on one core (Table 3).

This gain comes at a cost, but only for the commutative construction. Over a small field, the isolating
evaluation points needed by the interpolation and correlation attacks do exist: a grid point isolates the
noise with probability 16~ (=1 s0 2245 of the 318 ~ 2285 points do so at ¢ = 2, and 2205 do so at ¢ = 3.
Section 6.4 works out the consequences with the estimator: at ¢ = 2, a fraction 2728 of the seeds can be
broken in about 23! operations. From ¢ = 3 on, no attack of this family applies for any ¢, because the
complete interpolation lines needed to split the noise polynomial no longer exist, and the noise itself has
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far too many terms for a direct attack.

The twisted construction has no scalar evaluation points at any field size. Its only small-field weakness
is the singular slot: over [Fy4, about 6.7% of the N slots have a singular multiplier when ¢ = 2, and
each such slot leaks 7 linear equations about the Pauli-sparse image of the noise in that slot. For ¢ > 3,
two independent uniform matrices share a left kernel vector with probability about 16™", so nothing
leaks. Recovering a t-sparse vector of length 72 from 1 equations per leaking slot costs about (157) by
information-set decoding, i.e. 21% at n = 81, far above 2?8 at the weights of Section 6.4. The kernel
vectors of each slot are also uniform, so they scramble the character structure that correlation attacks need.
We therefore consider the twisted construction at ¢ = 16 to be as secure as at 64 bits, under the same
assumptions: ¢ = 2 is available with this small residual leakage, and ¢ > 3 has none.

6.3 Instantiating the sum-of-points FSS

Both constructions treat SPFSS as a black box. The proofs of Sections 3 and 4 only need correctness and
simulation security for sums of £ point functions. Lemma 2.7 turns this into pseudorandom full-domain
shares, and Remark 2.3 lets us replace the I = 2c? instances one at a time. Any scheme with these two
properties can be used, and the choice of SPFSS instantiation decides most of the expansion cost. We
consider three instantiations, from the least to the most efficient, and we write Dom € {E, L} for the FSS
domain of the construction at hand.

(a) Sum of #2 independent DPFs. This is the instantiation assumed in Section 4.3: one tree-based
DPF [BGI16] per point, using a length-doubling PRG. A DPF over a domain of size M has a key of
[log, M|(A +2) + A + [log, q] bits, and a full-domain evaluation costs about M PRG calls, one per
internal node. Early termination [BBC ™" 24a] stops the tree log, 1 levels early, where y := |A/[log, q] ]|
is the number of field elements that fit in one A-bit leaf block, and replaces the last correction word by a
i [log, q1-bit one. With early termination,

M M
sppr(M) = A + [log2 PJ (A+2)+ullog,q], CRulEval (M) ~ m PRG calls,

and one SPFSS instance costs #2 times this. Over the 64-bit field, u = 2, so early termination halves the
number of PRG calls and shortens each key by 66 bits. Over [F14 with ternary groups, the tree is ternary,
as in FOLEAGE [BBC*24a]: one PRG call expands a node as {0,1}* — {0,1}3(**1 ie. three AES
blocks, there are (M /p — 1) /2 internal nodes for M/ u leaves, and each level carries three correction
words of A + 1 bits. So

M
Some (M) = A+ [logy ~[ -3(A+ 1) + [log, ],

M
L

with y = 27 when we stop the tree three levels early. The keys are about 1.5 times longer per level than
binary ones, but this is dominated by the 27-fold gain from early termination. A further, standard saving
needs regular noise: suppose each sparse element has exactly one nonzero coefficient in each of the ¢
cosets of a fixed index-t subgroup of H (so f | N, and f is a power of two when H = Z). Then the
product of the k-th monomial of one element with the ¢-th monomial of the other lies in the publicly
known coset indexed by k + ¢, of size Dom/¢t. Each point function can then be shared by a DPF over
that coset, and a full evaluation costs #2 - Dom / (t]/t) = tDom/ p PRG calls, a factor of f less. This is
how all implemented QA-SD and ring-LPN PCGs work [BCG*20b, BBC " 24a, LLX " 26]. The cost is
that we need the regular-noise variant of the assumptions, which is the variant targeted by the algebraic
attacks of [B@23]. The constructions of Sections 3 and 4 are written for exact-weight uniform noise, and
do not use this saving.

1)

Slw >

CBLS'FE,;E"(M ) & length-doubling equivalents,
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(b) Multi-point FSS with a dealer. A distributed multi-point function (DMPF) shares a sum of 2 point
functions directly. With cuckoo hashing [SGRR 19, BGH ' 25], we place the t? points into m bins using x
public hash functions, so that each bin gets at most one point. Bin b then holds a DPF over the set of
domain positions that hash to b, of size about x Dom /m. We evaluate the function at x as the sum of the
x bin-DPFs at x, so a full-domain evaluation touches every position x times:

CFullEval x Dom
, DMPF ~

D
rom PRG calls,

SDMPF ~= M - SDPF <

independently of ¢. Typical parameters are k = 3 with m ~ 1.3 %, or k = 2 with m ~ 2.4 > [ARR25].
The dealer variant of FOLEAGE uses ¥ = 2 and m = 21> [BBC ' 24a, App. D]. The hash functions must
be chosen independently of the points, and a placement failure (probability 2~ st using a small stash
or a slight over-provisioning) is handled as in [BGH25]. The dealer knows all > points and can hash
them directly, so we do not need regularity here: we can keep the exact-weight uniform noise of our
assumptions, and ¢ is unconstrained.

(c) Fully distributed multi-point FSS. Without a dealer, neither party knows the product points on
its own: a position is the sum g; + /; of one position from each party, and a payload is the product
r,-s]-tx( Sis hj). So cuckoo insertion cannot be run directly on shared items. Agarwal, Raghuraman and
Rindal [ARR?25] solve this with reverse cuckoo hashing. The shared items are first obliviously shuffled
into m = wd bins, with d = 2/1°8&:(#poins) | The parties then solve, inside the protocol, w binary linear
systems for hash functions h1, . . ., iy, that are consistent with this placement. The solutions are revealed,
and this publicly fixes the set of positions in each bin. Each bin is then shared with a sparse DPF: a GGM
tree in which every node with a single live child gets contracted. A bin over a set S then costs |S| — 1
PRG calls and one 2A-bit correction word per level with a split. The recommended choice w = 2 gives
¥|Sp| = 2Dom, so

2Dom
CFulleval ~ 7" PRG calls, Src ~ m - sppr(Dom),

Here the keys are those of full-depth trees, since the sparse DPF prunes computation, not correction
words. The generation protocol reveals the correction words and leaves each party with a compact key, so
we are in the usual setting of a distributed seed generation followed by local expansions. The protocol
also supports a stationary mode, where the positions (and all position-dependent work) are reused across
expansions with fresh payloads. This needs a stationary variant of the assumption [KPRR25], which we
do not use here.

Two features of our constructions match this interface exactly. First, the protocol takes positions as
XOR-shared bit strings. This is exactly what the parties hold for free when A and H are 2-groups: party 0
knows g;, party 1 knows /1, and g; + h; is their XOR. This is the same observation that motivates the
IF} domains of [LLX " 26]. In the g = 16 setting, positions are shared over Z}' instead, and the ternary
version of the sparse DPF applies, with the same bin count. Second, the protocol takes payloads as
additive shares. The parties get these from one Gilboa product [Gil99] per point, i.e. [log, g] correlated
OTs, plus, for the twisted construction, one 1-out-of-n OT in which party O offers the n signed copies
{(—1)W0r;} vezg and party 1 selects x = x}. With the Weyl cocycle, the sign becomes the root of unity

w % , and nothing else changes.

The one place where regularity still matters is the cost of the generation step itself. The linear solver
communicates O(dg?) bits per system with § = d + Agtat, and deduplication performs O (#points?) secret
equality tests. So a single instance with t2 points is out of reach for t > 32. Following [ARR25, §10.1],
regular noise instead splits the #*> products of one SPFSS instance into ¢ instances of t points each, one
per coset of size Dom /£, at the same expansion cost. So regularity is no longer needed for expansion. It
only helps at generation time, and only in the dealer-free setting.

64



Consequences. With a multi-point instantiation, the number of PRG calls for one expansion is
Ix Dom/p, independent of t. The noise weight t now only affects the seed size, which grows as
I-m-sppp &~ 2c2 -2t - sppr bits, and the one-time generation cost. Every remaining term in the
expansion cost scales as ¢? (the transforms, the pointwise products, and, for the twisted construction, the
2c% — 1 dense products). So the trade-off flips: we should now minimize c and let ¢ carry the security
requirement, i.e. prefer rate-1/2 codes. For security, the proofs of Sections 3 and 4 go through unchanged.
Finally, the twisted construction benefits the most from this: the multi-point instantiation brings its PRG
cost down to a few percent of the total, and its expansion is then dominated by the 2c> — 1 honest matrix
products, which are plain arithmetic on operands that each party already knows.

6.4 Parameter selection

The estimator. We ported the public Sage estimator that comes with FOLEAGE [BBC24a] to a
standalone Python script, with three changes. First, we do all arithmetic in the logarithmic domain.
This is what makes 64-bit fields and groups of order 230 tractable, and it brings the running time down
from minutes to a few seconds per instance. Second, we use the group Z¢ with d | g — 1, instead of
(Z/(qg—1)Z)*. The case d = 2 is the change used in [LLX " 26] for multiquadratic QA-SD over large
prime fields. Third, we can impose a minimum fold size, which is how we handle the twisted variant.
Otherwise, the model is the one of [BBC " 24a, §6]. The attacker folds the module-LPN instance along
a subgroup of order /, obtaining a [c n¢, (¢ — 1)n¢], code with ¢ = |G|/, and an error whose weight
follows the c-fold convolution of the distribution of Proposition 5.19 with block size I. The attacker runs
whichever of Prange, Lee-Brickell, Stern, Peters’ Stern, and MMT is cheapest over IF;, together with the
\/1¢ gain from decoding-one-out-of-many [Sen11], and may retry with fresh subgroups until the folded
weight is unusually small, at a cost of (25 + ¢|G|) / Pr[w]. We explore fold sizes around the one closest
to the Gilbert—Varshamov bound, as well as the unfolded instance. Our port reproduces the two worked
examples in the documentation of the estimator to the decimal (156.1 and 128.8 bits), reproduces the
re-evaluation of the parameters of [BCCD23] in [BBC " 24a, Table 2] within three bits, and reproduces
the aggressive column of [LLX 26, Table 3] within one unit of f.

The twisted variant in the estimator. Generic decoding does not see the twist. In the twisted basis,
left multiplication by a has the same group-circulant parity-check structure as QA-SD, with every entry
scaled by a public root of unity, so ISD algorithms run at the same parameters. Right multiplication by
the |G| basis elements permutes the instances the same way translations do in the commutative case, so
the decoding-one-out-of-many gain is also the same. What changes is the family of folds available. Along
H, the folds are the usual ones. Along the twisted part, Proposition 5.12 shows that a folding-compatible
idempotent of rank r folds to dimension nnr > n, with blocks of size 7 /7, and the folded weight distribution
of Proposition 5.19 only depends on the block size. A product of a rank-r idempotent with an H-fold has
this same product block structure. So we analyze the twisted instance with the same machinery, over fold
sizes nf = nrN' with v | n and N’ | N: this gives a floor 7; > 1, and otherwise the same set of sizes as
the commutative instance.

Results at g = 204 232 1 1. Table 1 gives the smallest per-block weight that reaches 128 bits for
c € {2,3,4}, together with the estimated security of the working points used in Section 6.5. This covers
the commutative assumption over IFy[Z3"] (the sample ring F;[A x A x H] at n = 128, N = 216),
and the twisted assumption over IFy [Z3* x Z%(’]. Three observations. First, the minimal weights do not
depend on the group order: s = 24 gives the same values as s = 30, matching [LLX26]. Second, the
floor imposed by the twisted variant is almost invisible: for these weights, the best fold of the commutative
instance already has size 2° to 2°, just below 1 = 27, so the twisted instance is only one or two bits
harder. Third, the estimator reproduces the aggressive weights of [LLX"26] (57,24, 15), which were
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Table 1: Output of our port of the FOLEAGE estimator (g = 2% — 232 4 1, exact-weight uniform noise,
128-bit target). Top: smallest per-block weight ¢ and the fold size at which the best attack operates.
Bottom: estimated security of the working points of Section 6.5.

commutative, IF, [Zgo] twisted, A = ZZ, H= 2%6

tmin best fold tmin best fold
c=2 58 26 57 27
c=3 24 26 24 27
c=4 15 25 15 27
(c,t) commutative  twisted
(2,64) 143 143
(3,32) 166 168
(4,16) 143 143
(2,128) 272 272
(3,64) 320 320
(4,64) 529 529

obtained with the same tool. Their conservative weights (67,42, 33) come from the linear-test framework
of [BCG"20a], which we do not model here. Since regular noise over Z§ needs t to be a power of two,
we keep two families of working points: the estimator-based points (2,64), (3,32), (4,16), each giving
at least 143 bits under this model, and the conservative points (2,128), (3,64), (4,64), obtained by
rounding the linear-test weights up, each giving above 270 bits under this model.

Results at ¢ = 16. Table 2 gives the same quantities for A = Z3, H = Z%O, i.e. the commutative
assumption over IF14[Z18] and the twisted assumption over IF{,[Z§ x Z1°] with fold floor n = 81. Italso
gives the output of the isolating-point module for the commutative variant. Folding and generic decoding
give essentially the same weights as at 64 bits (slightly higher at c = 2, since two errors in a block can now
cancel with probability 1/15), so they do not distinguish the two fields. What does distinguish them is the
isolating-point module. At ¢ = 2, fixing one variable leaves 2!4° complete interpolation lines, on which
the correlation attack recovers sub-polynomials of at most three terms. One of the three sub-polynomials
of a 70- or 81-term noise polynomial has at most three terms with probability 2722 to 2728, after which
the attack costs about 23! operations. So the commutative construction at ¢ = 2 has a 2728 fraction of
weak seeds, and we exclude this case. From ¢ = 3 on, there are at most a handful of complete lines, so the
whole noise polynomial would have to be recovered at once. The bias (,/7/ (g — 1))" rules this out for
t > b5, and information-set decoding on the isolating code costs 16(¢=1f, The module reports no attack
for any ¢, and the criterion of [LLLLX "26, App. D] for the interpolation attack is only met from ¢ = 4 on.
Since regular noise over Z§ needs t to be a power of three, we use the working points (4,27) for both
constructions, (3,81) as a conservative point, and (2,81) for the twisted construction only, where ¢ = 2
is allowed because the twisted algebra has no isolating points.

6.5 Concrete estimates

Per-operation constants. Table 3 lists the constants we use to turn these counts into time. We measured
them with C micro-benchmarks on an Apple M1 Pro (eight cores): fixed-key AES-128 with the ARMv8
cryptographic extensions, in-place Walsh—-Hadamard sweeps over arrays of 21° to 22* elements modulo
g, and batches of 256 to 1024 independent 128 x 128 products modulo g (i.e. the sandwich products of
the twisted construction), with lazy 192-bit accumulation over the inner index and a single reduction per
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Table 2: Output of our port of the FOLEAGE estimator at g = 16, A = Z3 (n = 81), H = Z°,
exact-weight uniform noise, 128-bit target. The top table gives the smallest per-block weight from folding
and generic decoding, identical for the two variants, and the verdict of the isolating-point module on the
commutative variant at that weight, as the log, of the expected cost divided by the probability of a weak
seed (“00”: no attack for any #). The bottom table gives the folding security of the ternary working points.

tmin bestfold isolating-point attacks (comm.)

c=2 70 34 53 bits (2722 weak seeds)

c=3 28 34 o

c=4 17 34 )

c=5 12 34 )

=6 9 34 0o

(c, t) commutative twisted
(2,81) excluded (2728 weak seeds) 161
(4,27) 201 201
(3,81) 362 362

Table 3: Per-operation constants, measured with C micro-benchmarks on an Apple M1 Pro.

operation time note
fixed-key AES-128 block 1.70ns 8 independent streams
length-doubling PRG call 3.4ns two AES blocks

add/sub mod g in a Walsh-Hadamard sweep 0.36 ns  per element and level, 0.72 ns per butterfly,
memory-bound above 22

multiply-accumulate mod g 1.01 ns batched 128 x 128 products, lazy 192-bit
accumulation, 2.2 ns with per-term reduction
one 128 x 128 product mod g 2.1 ms schoolbook, one core, 0.4 ms amortized on

eight cores

multiply-accumulate in [Fqq4 0.105ns batched 81 x 81 products, NEON table
lookups, 0.37 ns scalar

one 81 x 81 product over [F4 0.056 ms one core, 0.009 ms amortized on eight cores

add or w-scaling in a radix-3 sweep 0.05ns  per operation, 0.10 ns per element and level,

arrays up to 31°

output entry. The 64-bit product kernel is bound by the scalar 64 x 64 — 128-bit multiplier, since NEON
has no vector multiply of that width. On the eight cores of the machine, the batched products reach 0.19 ns
per multiply-accumulate in aggregate. Over [F1¢4, one element occupies a byte, a multiplication by a fixed
scalar is a 16-entry table lookup applied to 16 elements at once, and the same instruction implements the
w-scalings of the radix-3 butterflies. Batches of 81 x 81 products run at 0.105 ns per multiply-accumulate
on one core, and 0.0175 ns in aggregate. A radix-3 transform costs 0.10 ns per element and level, for
arrays up to 41 MiB. These constants are only indicative, and hardware accelerators would change the
picture for the products. As a cross-check, [LLX"26] measure a 64-bit Walsh-Hadamard transform of
size 220 in 13 ms on an EPYC 9754 core, i.e. 0.6 ns per addition, and FOLEAGE [BBC*24a] reports that
AES takes up two thirds of the time of a full-domain DPF evaluation.

Fully optimized configurations. Table 4 gives, for one matrix triple, the seed size, the operation counts,
the resident memory of the natural implementation, and the projected single-core time, for the four
working points and three batch sizes. The per-triple expansion cost is independent of N up to logarithmic
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Table 4: Fully optimized configurations (A = Z5, H = Z5, distributed reverse-cuckoo multi-point FSS
with regular noise, early termination, Strassen), n = 128, A = 128, per party. “Memory” is the resident
working set of the natural implementation. “core-ms/triple” uses the constants of Table 3.

Commutative construction (Section 3), g = 264 23241 A=277 H= Zg

(c,t) N seed/triple PRG/triple mult./triple add./triple memory core-ms/triple
(2,64) 22 7273B  1.7-10” 35-.10" 58-10% 128.0GiB 299
2,64) 216 520B  1.7-107 35-107 6.4-10° 2048.0 GiB 323
(

3,32) 22 4237B 38-107 77-107 13-10° 128.0GiB 670
(

3,32) 216 301B 3.8-107 7.7-107 1.4-10° 2048.0 GiB 724
(

(4,16) 22 1948B 6.7-107 1.4-108 23-10° 128.0GiB 1189
(4,16) 216 138B  6.7-107  1.4-10% 2.6-10° 2048.0GiB 1286
(2,128) 22 28049B 1.7-107 35-107 58-10®° 128.0GiB 299
(2,128) 2  2013B  1.7-107 35-107 6.4-10° 2048.0 GiB 323
(3,64) 212 16363B 3.8-107 77-107 13-10° 128.0GiB 670
(3,64) 2  1169B 3.8-107 7.7-107 1.4-10° 2048.0 GiB 724
(4,64) 212 29089B  6.7-107 14-108 23.10° 128.0GiB 1189
(4,64) 21 2078B  6.7-107 14-108 26-10° 2048.0 GiB 1286

(c,t) N seed/triple PRG/triple mult./triple add./triple memory core-ms/triple
(2,64) 22 5453B  1.3-10° 1.1-107 8.4-10° 2.0 GiB 14
(2,64) 216 406B  13-10° 1.1-107 89-10° 32.0GiB 14
(3,32) 22 3214B 29-10° 23-107 20-107 2.0 GiB 31
(3,32) 216 237B  29-10° 23-107 21-107 32.0GiB 32
(4,16) 22 1493B  52-10° 4.0-107 3.6-107 2.0 GiB 55
(4,16) 216 110B  52-10° 4.0-107 3.8-107 32.0GiB 56
(2,128) 22 20769B  1.3-10° 1.3-107 8.4-10° 2.0 GiB 16
(2,128) 2 1558B  1.3-10° 1.3-10" 89-10° 32.0GiB 17
(3,64) 22 12268B 29-10° 25-107 20-107 2.0 GiB 34
, 9. D d- . 1
3,64) 216 913B  29-10° 25-107 21-107 32.0GiB 34
, 2 4. .6 . 1
4,64) 22 21809B 52-10° 4.4-107 3.6-107 2.0 GiB 60
, 2 - 4 - .0 - . 1
4,64) 21 1623B  52-10° 4.4-107 3.8-107 32.0GiB 60

terms. The batch size only trades seed amortization against memory. For the twisted construction, one
128 x 128 triple costs 14 to 60 core-milliseconds, depending on c, against 2.1 ms to compute the same
product in the clear on the same core. So the silent tax is a factor of 7 to 28, almost entirely due to the
2¢2 — 1 honest products, and the rate-1/2 points (2,64) and (2,128) are the cheapest, by a factor of 2
to 4. For the commutative construction, the same triple costs 0.3 to 1.3 core-seconds, about 20 times
more than the twisted construction, and it has one extra constraint: its working set is E = 13N elements,
already 32 GiB at N = 210, So large batches need an out-of-core implementation that streams along the
batch coordinate. Per scalar operation, the twisted construction at (2,64) spends about 7 ns per scalar
multiplication of the underlying matrix products. For comparison, the fastest reported scalar OLE PCG
expansion over the same field, the reverse-cuckoo ring-LPN pipeline of [ARR25], produces one OLE
every 0.55 ps on a laptop core, and a matrix product built from scalar OLEs would need n3 of them.

The q = 16 setting. Table 5 repeats this for g = 16, n = 81, with the ternary DPFs of Equation (21),
u = 27, the distributed multi-point FSS, and the constants of Table 3. The twisted construction produces
an 81 x 81 triple over FF1¢ in 0.6 core-milliseconds at (2,81), and 2.2 at (4,27), against 0.056 ms for

68



Table 5: Fully optimized configurations at g = 16 (A = Z3, H = Z§, ternary DPFs with y = 27,
distributed reverse-cuckoo multi-point FSS with regular noise), n = 81, A = 128, per party. Same
conventions as Table 4.

Commutative construction (Section 3), g = 16, A = 74 H= Zg

(c,t) N seed/triple PRG/triple mult./triple add./triple memory core-ms/triple
(4,27) 38 5957B  94-10° 35.107 7.0-10® 3.2GiB 42
(4,27) 310 752B  9.4-10° 35-107 7.7-108 29.2GiB 45
(3,81) 3% 37455B  53-10° 20-107 39-108 3.2GiB 24
(3,81) 3  4773B  53-10° 20-107 43-108 29.2GiB 25

(c,t) N seed/triple PRG/triple mult./triple add./triple memory core-ms/triple
(2,81) 3%  11754B  29-10° 48-10° 1.3-10° 82.1 MiB 0.6
(2,81) 3  1578B  29-10° 4.8-10° 1.5-10° 738.9 MiB 0.6
(4,27) 38 4326B  12-10* 18-107 52-10° 82.1 MiB 2.1
(4,27) 310 571B 1.2-10* 1.8-10" 6.1-10° 738.9MiB 2.2
(3,81) 3% 26447B  6.6-10° 1.1-107 3.0-10° 82.1 MiB 1.3
(3,81) 3  3550B  6.6-10° 1.1-107 3.4-10° 738.9 MiB 1.4

[T

Table 6: Share of the projected expansion time at ¢ = 16, N = 310,
used for that construction.

means the working point is not

Commutative Twisted
¢, t) PRG mult. add. PRG mult. add.

(

(2, 81) - - - 2%  85% 13%
(3, 81) 7% 8% 85% 2% 86% 13%
(4, 27) 7% 8% 85% 2%  84% 14%

the same product in the clear: a silent tax of 10 to 40. The commutative construction needs 25 to 45
core-milliseconds. Early termination and the multi-point FSS bring the PRG down to about 2% of the
twisted expansion time and 7% of the commutative one (Table 6), so both constructions are now bound by
arithmetic: the twisted construction by its 2c> — 1 products, and the commutative one by the 2c?E log, E
operations of its transforms, over a working set of E = n3N elements (29 GiB at N = 310, against
0.7 GiB for the twisted construction). Seeds are 570 to 3,600 bytes per triple at N = 31, essentially the
same as at 64 bits, since the bin keys barely depend on the field. The expanded output, on the other hand,
shrinks to 3 - 812 - 4 bits, i.e. 9.6 KiB per triple and per party, so the expansion factor is only 3 to 17 here.
This means a real deployment should optimize the seed, not the expansion.

Distributed generation. Table 7 estimates the one-time communication of a dealer-free generation in
the two settings, based on the component costs given in [ARR25]. For each of the I - ¢ coset instances of {
points, this counts two binary solves over d x (d 4 40) matrices with d = ¢, one 2A-bit correction word
and two string OTs per level and bin, one field element per bin, and #? secret equality tests for deduplication
(charged at four bits per AND gate), plus the payload phase of Section 6.3. The estimate uses unit constants
for the solver, and should only be read as an order of magnitude. The only measured anchor point is the
150 to 170 MB of one-time communication and 12.5 s of single-core time reported in [ARR25] for a
ring-LPN OLE instance of size 220 with four cross terms. Computationally, the generation step performs
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Table 7: Estimated one-time communication of the distributed generation (both parties), by the formulas
of Section 6.5. This is only an order of magnitude, see text. Left: g = 26* — 232 4 1. Right: g = 16.

Commutative Twisted

(c,t) N FSS generation payload phase FSS generation payload phase

, 242.4 MiB 16.5 MiB 200.3 MiB 49.5 MiB
(2,64) 212 i i
(2, 64) 216 266.5 MiB 16.5 MiB 224.4 MiB 49.5 MiB Commutative Twisted
(2/ 128) 212 1.6 GiB 66.0 MiB 1.4 GiB 198.0 MiB c t N FSS generation payload phase FSS generation payload phase
(ct) g payload p g payload pl
, 7 G1 . 1 SG1 . 1 ) _ _ i i

2,128) 2 1.7 GiB 66.0 MiB 1.5 GiB 1980MiB  581) 3 758.8 MiB 3.8 MiB
(3,32) 22 107.1 MiB 9.3 MiB 85.4 MiB 278 MiB  (2,81) 31 - - 800.4 MiB 3.8 MiB
(3,32) 216 122.3 MiB 9.3 MiB 97.8 MiB 27.8 MiB g SB gfo 1»2 giB ;4248 KiB 1-; giB 25 MiB

12 . - . . 3 1.9 GiB 46.0 KiB 1.8 GiB 5 MiB

(3,64) 216 345.4 MfB 371 M?B 4507 MfB 1114 MfB (4,27) 38 1253 MiB 68.3 KiB 99.8 MiB 1.7 MiB
(3,64) 212 599.6 MiB 37.1 MiB 504.8 MiB I1L4MIB  (477) 310 138.3 MiB 683 KiB 112.5 MiB 1.7 MiB
(4,16) 2 43.2 MiB 4.1 MiB 34.0 MiB 12.4 MiB
(4,16) 21 48.4 MiB 4.1 MiB 39.2 MiB 12.4 MiB
(4,64) 212 969.6 MiB 66.0 MiB 801.2 MiB 198.0 MiB

(4,64) 210 1.0 GiB 66.0 MiB 897.4 MiB 198.0 MiB

the same tree evaluations as one expansion, using log, (Dom/ (ty¢)) sequential OT rounds plus the solver
rounds. So its cost is about that of one expansion, plus a few seconds of OT-based two-party computation.
This cost is incurred once per seed, i.e. once every N triples.

7 Applications

Modern machine-learning workloads are built around large linear-algebraic computations, and much of
this work becomes matrix multiplication once the model is evaluated securely. Dense layers multiply
batches of activations by weight matrices, training performs further matrix products in the backward pass
and in gradient computation, convolutions can be written as matrix products after rearranging the input,
and transformer inference repeatedly computes linear projections as well as the products QK and PV in
attention. It is therefore unsurprising that matrix multiplication accounts for a substantial part of the cost
of privacy-preserving machine learning [MZ17, CKR 20, jLHG " 25].

In an arithmetic MPC protocol, these products can always be reduced to scalar multiplications. For
X € ]F;”Xk and Y € ]F’,;”, the usual algorithm computes XY from mkr scalar products, and hence can
be implemented using the corresponding number of scalar Beaver triples. Matrix triples preprocess
the same computation at the level at which it appears in the application. The parties receive shares of
matrices A, B, C = AB, and use them to evaluate the entire matrix product in the online phase. Existing
secure-ML protocols already use such correlations explicitly [MZ17, CKR ™20, JGB"24]; others realize
the same matrix multiplications through scalar preprocessing or homomorphic encryption. Thus an
efficient PCG for matrix triples applies to a primitive that existing protocols already spend substantial
resources generating or emulating.

Also, statistical protocols repeatedly multiply large data matrices by vectors, and in many cases
these products can be batched into matrix-matrix multiplication. Matrix multiplication also appears
inside cryptographic protocols themselves. Take threshold MAYO for example. Its distributed signing
computation contains structured matrix products over a small field. We consider these settings because
they arise for different reasons and at rather different dimensions. Together they give a useful picture of
where matrix triples are effective and, in particular, of why matrix dimensions such as 64 and 128 are
relevant concrete parameters for our constructions.

Our PCGs generate triples for square n X n matrices, while the matrices in these applications are
usually rectangular. We handle this by a simple block decomposition. Partition the dimensions m, k, r
into intervals of length at most nn. Each pair of blocks is multiplied using an n X n triple, after completing
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only the incomplete boundary blocks with zeros. The number of square products is therefore

HIHIA

nl|n|lnl’

Figure 4 shows this decomposition. No padding is needed when the three dimensions are multiples of 7,
and otherwise the overhead is confined to the boundary blocks.

7.1 Privacy-Preserving Machine Learning

Privacy-preserving machine learning is an immediate application of matrix triples. Existing protocols
devote substantial resources to secure matrix multiplication, either by generating the required correlations
during preprocessing or by carrying out the products online using homomorphic encryption or related
techniques.

SecureML [MZ17], for example, extends Beaver multiplication to shared matrices and uses matrix
triples in its training protocols. In its neural-network experiments, the offline phase is the main bottleneck.
Chen et al. [CKR"20] generate authenticated matrix and convolution triples for maliciously secure
inference. Their ResNet-50 convolutions are evaluated using 3298 multiplications of pairs of 128 x 128
matrices. BumbleBee [jLHG " 25] takes a different approach and performs the matrix multiplications
in transformer inference online using homomorphic encryption; it reports that matrix multiplication
accounts for 70-95% of the inference time. In each case, secure matrix multiplication is a substantial part
of the cost.

These workloads also give matrix dimensions that are directly relevant to our parameters. The
ResNet-50 blocks of Chen et al. are an exact fit for n = 128: each block product consumes one 128 x 128
triple and requires no padding.

SecureML trains, among other models, a fully connected network for MNIST with input dimension
784, two hidden layers of width 128, and an output layer of width 10, using batches of 128 examples. The
first dense layer on one batch therefore requires the product (128 x 784)(784 x 128). With n = 128, we
split the contracted dimension into seven blocks, so the product uses seven 128 x 128 triples. Only the
final block is incomplete: padding increases the contracted dimension from 784 to 896, giving a padding
factor 896/784 ~ 1.14, or about 14% overhead.

Transformer attention gives a less well-aligned example. GPT-2 base has hidden dimension 768 and
12 attention heads, so each head has dimension 64. With 128 input tokens, the product QK" for one
head has shape (128 x 64)(64 x 128), while PV has shape (128 x 128)(128 x 64). For n = 128, each
product uses one square triple, but one dimension is padded by a factor of two. Taking n = 64 removes
the padding, but each product then requires four smaller triples. Thus neither choice is uniformly better:
the appropriate matrix dimension depends on the shapes occurring in the application.

The ResNet-50 workload also permits a direct comparison with existing matrix-triple generation. Chen
et al. [CKR"20] report 36.1 seconds of single-thread preprocessing and 12.46 MB of communication
per party for one authenticated 128 x 128 triple. For the 3298 block products used by the ResNet-50
convolutions, they report about 41 GB of preprocessing communication per party and 7.4 hours of
preprocessing on 16 threads. Subsequent work improves the homomorphic-encryption component of this
approach. Mono and Giineysu [MG23] optimize the underlying homomorphic matrix multiplication, while
MatriGear [CHM " 25] reports about 0.99 seconds of single-thread computation for the HE component of
a 128 x 128 authenticated triple.

For the parameter choice (c,t) = (2,64) and N = 2!° from Table 4, our optimized twisted
construction requires 406 bytes of amortized seed per party for each 128 x 128 triple, with an estimated
single-core expansion time of 14.5 ms. Generating the 3298 triples needed for the ResNet-50 block
products therefore requires about 1.3 MiB of amortized seed per party and 48 seconds of single-core
expansion.
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These numbers should not be read as an end-to-end speedup over Chen et al. or MatriGear. Their
protocols generate authenticated triples with malicious security over a roughly 128-bit prime field,
whereas the concrete figures in Table 4 are for semi-honest, unauthenticated triples over the 64-bit
prime 264 — 232 1. Distributed generation also incurs the additional amortized setup cost reported in
Table 7. The narrower comparison is nevertheless useful: the 128 x 128 dimension used in an existing
secure-inference workload is exactly one of the concrete regimes for which our PCG performs well.

The arithmetic domain also matters. SecureML, Orca, and BumbleBee, for example, work over Z,s4,
whereas our present PCGs generate matrix triples over finite fields. The prime-field setting of Chen et
al. therefore fits directly. Supporting protocols that work natively over Z,s: would require extending
our construction to this ring setting, which we expect to follow naturally by porting the techniques of
[LXYY25b] to our setting. We leave this extension to future work.

7.2 Batched and Iterative Matrix Computations
A single matrix—vector multiplication makes poor use of a square matrix triple. If
X e lF;”Xk and v e IF';,

then embedding v into an n X n matrix is naturally wasteful. The situation is better when the same matrix
is multiplied by many different vectors, as happens in iterative optimization and statistical estimation.
Suppose that a protocol repeatedly computes

Xv1, Xvy, ..., Xvs.
For s < n, we can regard the vectors as the columns of a matrix
V=(v1 v -+ 0s).

Then
XV = (Xvy Xvp --- Xvs).

The products need not be evaluated at the same time. The columns of the right-hand side of a matrix
triple can be used over successive iterations, while the same mask for X is reused.

A concrete example would be secure Poisson regression where Kelkar et al. [KILRS22] consider a
two-party protocol in which a data matrix with Nsamp rows and d features is reused throughout gradient
descent. Each iteration contains one multiplication by X and one by X . Their protocol uses correlated
Beaver triples that reuse the mask of X across these products, and they report that matrix multiplication
accounts for more than 90% of both computation and communication in their implementation.

For their benchmark with Ngamp = 10,000 and d = 100, using the columns of a matrix triple across
128 iterations gives the two products (10,000 x 100)(100 x 128) and (100 x 10,000) (10,000 x 128).
With n = 128, each of these requires

F0,000" _ 79

128

square triples. Thus 128 iterations require 158 triples in total, or about 1.23 triples per iteration. The
padding overhead is about 29%.

For the parameter choice (c,t) = (2,64) and N = 2!© used above, this corresponds to about 17.9 ms
of single-core expansion and 501 bytes of amortized seed per party per iteration. Kelkar et al. report,
for the same matrix dimensions, 0.57 seconds and 1.57 MB of communication per iteration for their
correlated-triple generation. Their complete offline phase takes 3.116 seconds and 13.5 MB per iteration.

As before, these figures are not directly comparable. Kelkar et al. work over Z,127, whereas our
concrete estimates use the 64-bit prime field from Section 6. The use of this example is that it shows
that matrix triples can also be effective for computations that are written naturally as a sequence of
matrix—vector products, provided that the same matrix is reused.
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7.3 Threshold MAYO

Matrix multiplication also appears in threshold implementations of post-quantum signatures. Threshold
MAYO [CEN25, ABCN26] distributes the signing algorithm of the MAYO signature scheme [Beu22,
BCC " 24] among parties holding additive shares of the secret key. The protocol of Aranha, Borin, Celi,
and Niot [ABCN26] is formulated in the arithmetic black-box model over IF1¢, with a message-independent
preprocessing phase and a one-round online phase. Its emulation assumes that the correlated randomness
consumed by the arithmetic black box, including multiplication triples and their MAC:s, is supplied by a
trusted party, and leaves its generation open. This gives a direct application for our matrix-triple PCGs.
We consider the Round-2 MAYO?2 parameter set [BCC ' 24],

(n,m,o,k,q) = (81,64,17,4,16),

for which

n—o = 64, ko = 68.

We focus on the Explicit-Standard variant of [ABCN26], which uses the standard m X ko linear
system. The Explicit-Depth-Reduced variant replaces part of the signing computation by local operations
but enlarges the system to (k(n — 0) 4+ m) x kn and correspondingly increases the offline arithmetic.

Several products in one signing attempt share an operand and can therefore be grouped before applying
the square block decomposition from the beginning of this section. For example, the m products

VL, VePFg®  LieFg,

can be computed as

VILy |-+ | L] : (4 x 64)(64 x 1088).
Similarly, if

—yvpl) 464
U =VP'’ e F™,
then all m products U; V' T can be obtained from
Uy
: | VT 1 (256 x 64)(64 x 4).
U
Multiplication by the public matrices Pi(l) is linear in the shares of V' and requires no multiplication
triple.
The same grouping applies in the linear-system solver. Let
6468 64 64 6868
A € Ty, R € Fj.**, S € %,

and let

U = diag, (O) € F26%%.

The products RA and Ry can be computed together as R[A | y]. Once T = RAS has been opened
and inverted, the products by w = T~ 'h 4 z and by T~!R can also be concatenated. Finally, the
block-diagonal structure of U reduces US to products by the smaller oil matrix O € ]Fg’gxw [ABCNZ26].
After these regroupings, one Explicit-Standard signing attempt requires matrix multiplications of shapes
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(4 x 64)(64 x 1088), (256 x 64)(64 x 4),

(64 x 64)(64 x 69), (64 x 68)(68 x 68),

(64 x 17)(17 x 272), (68 x 68)(68 X 65),
(256 x 68)(68 x 65).

For the g = 16 instantiation of our twisted construction, Section 6.4 gives concrete working points
with square dimensions v = 27 and v = 81. Both are supported by our concrete security estimates. We
therefore do not use dimensions such as 5 or 15 merely because they are algebraically admissible: these
dimensions lie below the range used in our concrete parameter selection.

Applying the block decomposition to the seven products above gives

v ‘ triples for the seven products ‘ total
27| 123, 30, 27, 27, 33, 27, 90 | 357
81 14,4,1,1,4,1, 4 29.

Thus one MAYO?2 signing attempt uses either 357 square 27 X 27 triples or 29 square 81 x 81 triples.
The 27 x 27 choice introduces less padding; the 81 x 81 choice uses far fewer correlations.

The latter choice also gives a substantial reduction in the communication of the Beaver online phase.
Scalarizing the seven products requires 2,650,640 scalar Beaver triples and therefore 5,301,280 opened
elements of [F14. Using independent matrix triples for the square blocks instead requires

2.357-27% = 520,506

opened field elements for v = 27, and

2-29-81% = 380,538
for v = 81. With 81 x 81 blocks, the communication due to these openings decreases by a factor of

5,301,280 _
380,538 13.9.

This factor concerns only the secure multiplications above.

At the working point (c,t) = (2,81) with N = 319, Section 6.4 estimates approximately 0.6 core-ms
of local expansion and 1578 bytes of amortized seed per party for one 81 x 81 triple. The 29 triples used
in one MAYO?2 attempt therefore cost about 17 core-ms of local expansion and 45 KiB of amortized seed
per party.

An attempt is restarted when T is singular. For uniform R and S, this occurs with probability about

1-(1-1/15)%?~0.13,

so a signature consumes about 1.15 attempts in expectation. Aranha et al. [ABCN26] provision
correlated randomness for four attempts, making the probability that all attempts fail smaller than 211,
With 81 x 81 blocks this reserve contains 4 - 29 = 116 triples, corresponding to about 70 core-ms of
local expansion and 179 KiB of amortized seed per party. Unused triples can carry over to later signatures,
so at the expected consumption of 1.15 attempts the corresponding amortized cost is about 20 core-ms
and 51 KiB per signature.

These communication figures do not use mask reuse across block products. A block of one operand
can participate in several square products. If the PCG allows the corresponding mask to be reused,
the parties need open that operand block only once, as in the matrix tiling of [BCG"20b]. For our
construction, this requires reusing one party’s sparse elements and the multiplier across the relevant
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instances. Our present security proof does not establish this programmable extension, so we do not rely
on it here.

Threshold MAYO also uses matrix multiplication during key generation. The one-time procedure
contains products of the form

OT (Pz(l)O _ Pi(z))

[ABCN26]. Across the Round-2 parameter sets, these require only 844 additional 81 X 81 triples
after blocking. Since this cost is incurred only once and is a negligible fraction of one PCG batch, we
omit it from the signing figures.

There are two remaining gaps between the correlation generated directly by our construction and the
actively secure threshold protocol of [ABCN26]. First, our PCGs are two-party. A T-party matrix triple
can be built from pairwise programmable instances: each party fixes shares A;, B;, and each pair (i, j)
generates shares of A;B; and A;B;.

Adding the diagonal and cross terms gives a sharing of the full product. Each party participates in
T — 1 two-party instances, while the online multiplication phase is unchanged. This extension again uses
the programmability discussed above.

Second, the actively secure protocol of [ABCN26] authenticates shared values using SPDZ-style
MACs under a global secret key. Our matrix triples are unauthenticated. Authenticating (A, B, AB)
additionally requires shares of

oA, aB, xAB

for the MAC key «. This is a separate vector-OLE-type correlation, which we do not price here. Our
calculation therefore isolates the matrix multiplication preprocessing supplied by the PCG: for MAYO2,
29 81 x 81 triples per attempt reduce the corresponding Beaver openings by a factor of about 13.9.

Al Disclosure

All ideas, results, and proofs of this paper are from the authors. A first draft of the technical overview,
produced by Claude Fable 5.1 from a prompt detailing the content and the flow, was used as a baseline, but
heavily reworked and mostly rewritten. All other sections were written by the authors without Al assistance
(beyond standard polishing), except for Section 6, where the authors used Al assistance to facilitate the
routine work of integrating standard PCG optimizations, counting operations, and estimating runtime
for our constructions. Concretely, the authors selected three standard optimizations to integrate, listed
works to credit for each optimization, wrote down the cost model, analyzed the effect of optimizations on
security, and selected parameters to use in the evaluation. Then, an Al model (Claude Fable 5.1) was
instructed to work out the resulting parameters of our two PCGs with all three optimizations included, to
compute concrete efficiency estimates, and to write a draft of the result with tables. We subsequently
reworked the draft and integrated it to Section 6. We also used Claude Fable 5.1 to port the SageMath
script to Python (Section 6.4) and adapt it to the TQA-SD setting (we verified the content of the script it
produced) and to run micro-benchmarks of cryptographic operations to obtain more accurate efficiency
estimates (Section 6.5).
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(a) The rectangular product we want

X e’ XY € Iy~
Y € [F7x4
q

i choose square block size n = 3

(b) Partition the matrices into blocks

Interior blocks are already 3 x 3.
Only boundary blocks are smaller.

Y

i pad only the incomplete boundary blocks

(c) Complete the boundary blocks with zeros

[] original entries

X [] zero padding

X:5x7—6x9

Y:7x4—9%x6

Hence the product uses square 3 X 3 matrix multiplications.

Figure 4: Using square matrix triples for a rectangular product. We first partition the original matrices
into blocks of side length at most n = 3, and then complete only the incomplete boundary blocks with
ZEer0s.
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