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Abstract. We present the first formal verification results for the highly optimized
additive Fast Fourier Transforms (FFTs) in two different code-based post-quantum
cryptosystems: Classic McEliece and Hamming Quasi-Cyclic. Since Classic McEliece
is already a standard and HQC is being standardized, they may both see wide
adoption in the future. The Gao-Mateer and Frobenius additive FFTs during decoding
are clearly the most intricate, error-prone components in the two cryptosystems
respectively. They are not only complicated and mathematically intricate, but also
aggressively optimized in practical implementations.

A main problem of this verification is the > 2'* independent bit-variables in each
multiplicand. Aside from adding a vector syntax and improving various syntactic
transformations to the open-source tool CRYPTOLINE, we also formulate additive
FFTs as Chinese Remainder Theorem decompositions which factors the verification
problem into local checks feasible for computer algebra systems like SINGULAR. The
workload was also tractable: the calendar time for the formal verification in this
paper was less than three months for our very limited workforce.
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1 Introduction

Code-based cryptography has received a lot less attention than lattice-based cryptography,
but two code-based cryptosystems are nevertheless likely to be deployed and to receive
corresponding attention: Classic McFEliece has been standardized by the International
Organization for Standardization [fS26] this last June; HQC (short for Hamming Quasi-
Cyclic) was selected by the U.S. NIST (National Institute of Standards and Technology)
[0ST25] in 2025 as a future standard, with draft standards to come soon.

The very different codes used — binary Goppa codes for Classic McEliece and quasi-cyclic
codes for HQC — share a common computational bottleneck: decoders dominated by
polynomial evaluation and interpolation over binary fields, for which the additive FFTs
are the method of choice. Additive FFTs are also, by some margin, the most intricate
component of high-speed constant-time implementations. Their recursion is built over a
sequence of Fy subspaces rather than the familiar Cooley-Tukey radix-2 split; their hand-
optimized, vectorized, and bitsliced schedules also depart substantially from comprehensible
textbook FFTs. This combination — arithmetic complexity and aggressive optimization
— makes additive FFTs both the component most likely to harbor a bug, and one whose
bugs we cannot risk randomized testing to catch before deployment.
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Contributions. We present the first functional formal verification of highly optimized
additive FFT implementations in code-based cryptography, at the heart of both Gao—Mateer
additive FFT in Classic McEliece (mceliece348864 and mceliece8192128 for AVX2) and
Frobenius additive FFT in HQC-128 (forward and backward for AVX2 and NEON). These
are constant-time state-of-the-art implementations as of July 2026. Concretely:

e We extend the open-source tool CRYPTOLINE with vector variables and instructions,
allowing bitsliced and vectorized Fs-arithmetic to be modeled at the granularity of
actually handwritten AVX2/NEON code rather than scalarized by hand. Our exten-
sion necessarily includes significant performance improvements in various syntactic
transformations in CRYPTOLINE to analyze models with several orders of magnitudes
more variables than those in lattice-based models.

e In our Chinese Remainder Theorem-based verification methodology, each additive
FFT level is framed as a ring decomposition, factoring an otherwise intractable
bit-blasted problem (tens of thousands of independent bit-variables per multiplicand)
into a sequence of local checks small enough for a computer algebra system such as
SINGULAR to dispatch.

e We report a complete evaluation: all radix conversion routines verify within six
minutes, and full forward /backward additive FFTs on both architectures within
roughly 0.6-1.4 hours each, with the entire effort completed in under 2.5 months by
a small team. Property checking against an inefficient reference model is combined
with logic equivalence checking against the optimized implementation. The combined
verification lets us verify aggressively optimized code (table-lookup radix conversion,
shuffle-based multiplication, embeddings into Fae1) whose structure is widely divergent
from the underlying algebra.

Related Work. Numerous work about functional verification of cryptographic programs
has been published (for a hopelessly incomplete list, see [BBB*21, BCH'26, CLT 25,
ABB'25, BHK"25, AOB"24, EPG'19]). Lattice-based post-quantum cryptographic
programs have also been verified. Various optimized assembly implementations for Number
Theoretic Transforms in different lattice-based schemes have been verified in [HLS'22,
CYW25, CLT™25]. Formal verification of a low-level implementation for ML-KEM is
reported in [AOB™24]. Classical elliptic curve and lattice-based cryptography adopt prime
fields in their construction. Almost all prior work hence does not verify computation over
finite fields of characteristic 2. In [BCPR23], the reference C implementation of Classic
McEliece 348864 is partially verified. The reference implementation is inefficient and not
meant for deployment. It hence does not employ additive FFTs. To our knowledge, this is
the first work on functional verification of highly optimized implementations of additive
FFTs used in Classic McEliece and HQC-128.

The rest of the paper is organized as follows: notations and preliminaries are provided in
Section 2. We review Gao-Mateer and Frobenius additive FFTs in Section 3. Section 4
highlights our vector extension to the verification tool CRYPTOLINE utilized in this work,
followed by detailed descriptions of functional verification for both additive FFTs (Section 5).
Evaluation of our techniques are reported with additional statistics in Section 6.

2 Preliminaries

A commutative ring (R,0,1,4, x) with identity 1 # 0 is a structure such that (1) (R,0,+)
is an abelian group; (2) (R, 1, X) is a commutative monoid; and (3) a X (b+¢) = axb+axc.
A field F = (R,0,1,4, X) is a commutative ring such that (R, 1, x) is an abelian group.
For instance, F, = ({0,1,...,p — 1},0, 1,4, x) with prime p is a prime field where + and
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x are defined modulo p. The order of a field is its size. The characteristic of a field F is
the least number ¢ such that ¢ x 1 = 0. The order and characteristic of 5 are 2.

The polynomial ring over a commutative ring R with indeterminate X (denoted by
R[X]) consists of polynomials with coefficients in R. We write R"[X] to denote the set
of polynomials with degrees at most n — 1. A polynomial in R[X] can have different
representations in different radixes. The (standard) monomial radix is X.

If p(z) € Fa|z] is irreducible, Fa[z]/(p(2)) is a polynomial ring such that f(z), g(z) € Fa[z]
are equal if f(z) = g(2z) mod p(z). Fa[z]/(p(z)) is in fact a field of order 2™ where m is
the degree of an irreducible polynomial p(z). For instance, Fo[2]/(2!? 4 23 4 1) consists of
polynomials of the form Zio b;z* where b; € Fo for 0 < i < 12. Since all fields of the same
finite order are isomorphic, we will write Fom for the field of order 2. If the degree of the
irreducible polynomial p(z) is m, Fam is also a vector space Vi, = {27 bi2?|b; € Fa}
over Fy of dimension m spanned by the standard basis v, = {1, z,2%,...,2m 1}

2.1 Classic McEliece

Classic McEliece [McE78, ABCT22] is the venerable, conservative code-based cryptosystem:
a Niederreiter-style KEM built on binary Goppa codes, whose security rests on the hardness
of decoding a random-looking linear code and which has survived essentially unchanged since
McEliece’s 1978 proposal [McE78] and Niederreiter’s slight modification [Nie86]. A parame-
ter set is fixed by a triple (m,n,t): the code lives in Fam, has length n < 2™, and corrects ¢
errors, with public key the mt x (n—m¢t) parity-check matrix—which is why its keys are large,
from hundreds of kilobytes to over a megabyte. ISO-standardized sets span NIST security
levels 1,3,5: mceliece348864 (m=12, n=3488, t=64) at level 1, mceliece460896 (m=13,
n=4608, t=96) at level 3, and three level-5 sets mceliece6688128, mceliece6960119, and
mceliece8192128 (all m=13, with n=6688, 6960, 8192 and t=128,119,128), of which the
mceliece6* sizes are recommended for long-term security. Fach comes in an interoperable
f variant with faster key generation.

The routine we verify is a multipoint evaluation over Faois (or Foi2) during decapsulation.
Decoding Goppa codes reduces, via Berlekamp—Massey, to error-locator polynomials over
Fom whose roots mark the error positions; to find these positions means an evaluation at
every element of the support — a full multipoint evaluation over a binary field. Naively this
is quadratic; additive FFTs (of Gao-Mateer [GM10]/Bernstein-Chou-Schwabe “McBits”
lineage [BCS13, Chol8]) finishes in quasi-linear time by recursing over a sequence of
F,-subspaces, and it is the single most expensive routine in the decoder.

2.2 HQC

HQC (Hamming Quasi-Cyclic) [AMBD'18, AAB™22] is a more efficiency-oriented KEM;
its security rests on decoding, using structured ring arithmetic, to shrink keys to a few
kB at the cost of a more elaborate decoder. Unlike McEliece, its ciphertext errors are
removed by a public, fired concatenated code—an inner Reed—Muller [Mul54, Ree54]
and an outer Reed-Solomon [RS60] code (“RMRS”)—rather than by a secret trapdoor.
Parameter sets HQC-128/-192/-256 are according to design security level, with the ring
dimension n being the smallest primitive prime above the concatenated length, the
Reed—Muller multiplicity ranging from 3-5, and the shortened Reed—Solomon length
increasing accordingly. The public codes mean HQC’s decoder is key-independent, but
arithmetic-heavy: decryption is dominated by large binary-polynomial multiplication in
Fy[X]/(X™ + 1) and by the evaluation and interpolation inside Reed—Solomon decoding.
The Reed—Solomon stage evaluates and interpolates polynomials over a binary extension
field, and Frobenius additive FFT [vdHL17, CCPY26] replaces schoolbook evaluation with
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a quasi-linear subspace recursion of the same shape as in McEliece — which is why a single
verification methodology reaches both.

3 Additive Fast Fourier Transforms

Fast Fourier Transforms (FFTs) evaluate a polynomial F(X) € C[X] at roots of unity
where C denotes the field of complex numbers. Let {¢*|0 < i < 2"} be the roots of X2" —1.
FFTs can be seen as the following ring isomorphism from Chinese Remainder Theorem (see,
for instance, Theorem II1.2.25 in [Hunl2]).

CX] _  CIX] C[X] A ox)
wr - oy e -~ oy

=0

where brv(i) is the number obtained by reversing bits of i.

The ring isomorphism of course is not restricted to algebraically closed fields like C. FFTs
can be applied to polynomials in F2" [X] on any field F with 2™ roots of unity. Number
Theoretic Transforms evaluate polynomials in IFIQ)" [X] where F,, is a prime field with p > 2.
FFTs however do not apply to fields with characteristic 2 directly. Since @ = —a in such
fields, evaluation at ¢ and —( gives the same result. Algebraically, the polynomial X2 — o?
is factored into (X — a)? in fields with characteristic 2. Since (X — a) + (X — a) # F[X],
the Chinese Remainder Theorem is inapplicable. In order to apply Chinese Remainder
Theorem, a quadratic polynomial factored to distinct polynomials is needed.

The key idea of additive FFTs (aFFTs) is to consider the quadratic polynomial X2 + X +
a?+a. Note that (X +a)(X +(a+1)) = X2+ X +a?+a and (X +a) + (X +a+1) = F[X].
Chinese Remainder Theorem gives the ring isomorphism

]:FQWL [X] ~ ]F2mr [X] % ]:FQWL [X]
(X2+X+a’+a) (X+a) (X+a+l)

Just like FFTs, the ring isomorphism can be applied recursively to further decompose poly-
nomial rings. Since the isomorphism is obtained by polynomials of the form X2+ X +a?+a,
aFFTs do not evaluate polynomials at roots of unity. They instead evaluate on subspaces
over Fy of size 2". Two types of aFFTs have been developed and used in implementations
of error correction codes and hence code-based post-quantum cryptography.

3.1 Gao-Mateer Additive Fast Fourier Transforms

Recall that Fom = Fy[2]/(p(2)) is a vector space with the standard basis v, = {1, z,22,. ..,
2m~1} where m is the degree of p(z). Gao-Mateer aFFTs evaluate a polynomial F(X) €
Fam [X] on the subspace U, spanned by €. = v, [GM10]. To see how it works, represent
F(X) in radix X2 + X:

F(X) = > (foit iX)(X2+X) = > foi(X2+X) + XY friX?+X)
= Go(X?+ X))+ XG(X?*+X)
where fo i, f1.; € Fom for all i. Then F(a) = Go(a? + ) + aG1(a? + a) and F(a+1) =
Go(a? +a)+ (a+1)Gi(a? +a) = F(a) + G1(a? + a) for (a+1)2+ (a+1) =a?+a. To

compute F(a) and F(a+ 1), it suffices to evaluate Go(a? + ) and G1(a? + a). Note that
the degrees of Go(X) and G1(X) are a half of the degree of F(X).

Define U,~ to be the space spanned by {z,22,..., 2" '} and U- +1 = {a + 1ja € U }.
Then U, = U, U (U +1). For a € U, F(a) and F(a + 1) can be computed through
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Go(a? + ) and G1(a? 4+ a). Tt remains to evaluate Go(a? + ) and G (a? + «) recursively.
Define the space U,_; = {a? 4+ ala € U} spanned by 6,1 = {2% + 2|1 <i < r}. We
hence wish to evaluate Go(X),G1(X) on U,_1. But U,_; cannot be decomposed into
U U(U ", +1)since 1 ¢ §,_;. Although the degrees of Go(X) and G;(X) are reduced
from F(X) by half, the ring isomorphism is not directly applicable to subspaces.

In order to apply the ring isomorphism recursively, Gao-Mateer aFFTs transform the
vector space U,_; by twisting (or change of variables). Define F;(X) = Gi((2% + 2)X)
for 0 < i < 2. Then evaluating G;(X) on the space spanned by d,_1 becomes computing
F;(X) on the space spanned by €,_1 = {(22 +2) (2 + 2)[1 <i<r}={1,22+ 2,2 +
234222 42275 4 42772}, Define U,—; and U,__; to be the spaces spanned by
er—1 and €._1 \ {1} respectively. Then U,_; = U,_, U (U,_; + 1). The ring isomorphism
is applicable to evaluating F;(X) on U,_; recursively.

In short, Gao-Mateer aFFTs convert polynomials in the monomial radix X to X2 + X
to exploit the ring isomorphism. After each level, the ring isomorphism fails because the
basis is changed due to radix conversion. Twisting is then employed to normalize the basis
so that the aFFTs can be applied to evaluate twisted polynomials recursively.

3.2 Frobenius Additive Fast Fourier Transforms

A different approach that ensures 1 belongs to bases of subspaces is developed in [vdHL17].
Frobenius aFFTs use a fixed basis for vector spaces but requires a more delicate radix
to work. Concretely, consider Cantor radiz So(X) = X and S;+1(X) = S#(X) + S;(X).
Then S1(X) = X? + X and S;41(X) = S1(Si(X)) = S;(51(X)) by induction.

Consider the space W,, = {>_I"| bjv;|b; € Fo} spanned by Cantor basis 3, = {v1,...,v,}
where vg = 0, v1 = 1 and v; = S1(viy1) = vi2+1+vi+1 for 1 < 4. We have Sy(vg) = S1(v1) =
0 and Sit1(vig1) = Si(S1(vit1)) = Si(v;) = 0 by induction. Hence S;(v;) =0for 0 < j <.
For f,g € Fan, So(f+9) = f+9 = So(f)+So(g) and Si1(f +9) = SF(f+9)+Si(f +9) =
(S:(1) + S:(9))? + (Si(f) + Sil9)) = S2(F) + Silf) + S2(9) + Si(g) = Siyr () + Sig (0).
Si(X) is linear for all 4. For f = Y I  byv; with b; € Fa, S,(f) = Su(Xie, bivi) =
Z?=1 b; Sy (v;) = 0. S, (X) vanishes on the space W,, spanned by £,,.

Let F(X) € Fam [X]. Frobenius aFFTs evaluate F'(X) on the vector space W,.. By Chinese
Remainder Theorem,

Fom[X]  _ Fom [X] _ Fam[X] o _Fam [X]
(Sr) (14 Sp—1+vf+01) — (Sem1) (St o)
Fom [X] Fom [X]

(S22 + S ot 07 to1)  (S2y+ 5zt +02)
X X X
(Sr—2)  (Sp—2+wv1)  (Sr—2+wv2) (Sr—2+v2+w1)

1R

_ Fom [X] " Fom [X] " Fom [X] Fom [X]
 (Sr—3) (Sp—g+v1)  (Sp—gz+v2) (Sp—3+v2+w1)
Fom [X] " Fom [X] y Fom [X] " Fom [X]

(Sr—g+wv3)  (Sp—g+vs+uvi) (Sr—s+uvs+uve) (Spr—3+vs+va+uv1)
- H ]Fgm [X] _ H ]FQm [X}
aEW, (S0 + @) aEW, (X+a)

Similar to FFTs, each ring isomorphism reduces the degree of polynomials by half. Frobenius
aFFTs represent a polynomial in Cantor radix S,_1,S._2, -+, So whereas the simpler radix
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assume ANY assumption

Type 7 = bit Vector Instruction 7 ::=
Vector Type 7 = 7[d] mov [vg,V1,...,0n] @
Varv == x|y]z | mov %v @ move
Vector Var %v = %x | %y | %z | adds %c %v @ @ carrying addition
Atom a = cer | v | %v[i] | and %veT @ @ logical and
Vector Atoma = [a,...,a] | %V \ assert AMY assertion
|  a+t+a | a++i |
|

ce€Zandie 720

(a) Vector Type and Atom (b) Vector Instruction

Figure 1: Language Syntax of VCRYPTOLINE

X?24X = 5 is used in Gao-Mateer aFFTs. Radix conversion in Frobenius aFFTs is clearly
more involved, but twisting is needed in Gao-Mateer aFFTs. Finally, Frobenius aFFTs
evaluate on the subspace W, spanned by Cantor basis vy, vs,...,v, while Gao-Mateer
aFFTs evaluate on the subspace V, spanned by the standard basis 1, z,22,...,2" L

4 Vector CryptolLine

CRYPTOLINE is a formal verification tool designed for low-level cryptographic programs [FLS*19,
TFL*23]. Tt has verified assembly implementations of field and group operations in elliptic
curves [FLST19, ABB"25, ZHZ"24], hash functions [LLS'24], and Number Theoretic
Transforms in lattice-based cryptography [HLST22, CLT*25]. Elements of fields with
characteristic 2 are naturally represented by polynomials with bit coefficients (or bit poly-
nomials). Implementations of aFFTs easily perform bit operations over tens of thousands

of variables. Extensions to CRYPTOLINE are thus necessary for formally verifying aFFT
implementations in code-based cryptography. To this end, we introduce VCRYPTOLINE
(short for Vector CRYPTOLINE), which adds vector support to CRYPTOLINE.

4.1 Modeling Language

To model bit polynomials, we extend CRYPTOLINE to support vector variables and
instructions. In CRYPTOLINE, constants and variables are typed. Types in VCRYPTOLINE
are extended to specify sizes of vectors as well. For instance, bit and bit[256] denote the
unsigned 1-bit type and bit vector type of size 256 respectively (Figure 1a).

In vVCRYPTOLINE, vector variables are prefixed with the percentage sign (%). Atoms in
vCRYPTOLINE include constants c@r, variables v, and elements of a vector variable %v[i].
Vector atoms include vector variables %$v and atoms enclosed by square brackets [c, ... ,a].
The vector atom a++a denotes the concatenation of two vector atoms. Similarly, the
vector atom a++i is the concatenation of ¢ copies of a.

Scalar instructions are extended to vector instructions straightforwardly (Figure 1b). For
instance, the vector move instruction mov %v @ assigns the vector atom @ to the vector
variable %v. Another useful form of the vector move instruction is mov [vg,v1, ...,V,] @.
It extracts elements from the vector atom @ and stores them in scalar variables vg, v1,

.., Up. The carrying addition instruction adds %c %v @y @; adds the two source vector
atoms by components and stores corresponding carries and sums in the destination vector
variables %c and %v respectively.

The assert and assume instructions verify and assume the property A M X respectively.
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Expression € ::= «|polyee|e+e|le—e|exe
Vector Expression € = [e,...,e] |a|€+€|e—€|ExE
Moduli ¢ == [e,...,€]
Vector Moduli @ =:= [, ...,u]
Vector Constant 7 ::= [c@T, ...,c@T]
Algebraic Predicate A = e¢=¢|é=¢|e=emodu|é = eémod 7
Bit-vector Predicate ¥ = e=¢|eé=¢|e<e|€<€|e=emodcer|e=¢modv

Figure 2: Atomic Vector Predicate in VCRYPTOLINE

The properties in assert are called assertions and those in assume are assumptions. When
users wish to add new properties to speed up verification, these properties are often verified
and then assumed by the assert and assume instructions. Since added properties are
checked by VCRYPTOLINE, they are safe to be used for verification. The assert-assume
pattern is quite useful to summarize computation for verification in practice.

VCRYPTOLINE also has its type system to detect simple errors in model construction. For
instance, the two source vector atoms in adds instruction must have the same type. Adding
two vector variables of different sizes induces a type error. If the two source vector atoms
are of the same type, the type system infers the destination vector variable is also of the
same type automatically. Users need not track sizes of every vector variables themselves.

4.2 Specification Language

The properties AMNY in assert and assume instructions are written in the VCRYPTOLINE
specification language that is accordingly extended from CRYPTOLINE [FLST19]. A prop-
erty consists of algebraic and bit-vector predicates. Algebraic predicates A are conjunctive
formulas over atomic algebraic predicates. Bit-vector predicates ¥ are quantifier-free
formulas over atomic bit-vector predicates. Figure 2 shows atomic algebraic and bit-vector
predicates provided by VCRYPTOLINE.

An ezpression is an atom, a polynomial (poly e €), the sum, difference, or product of expres-
sions. A wvector expression is a vector atom (@), expressions enclosed by square brackets ([
€,...,€ 1), or the sum, difference, or product of vector expressions. VCRYPTOLINE general-
izes addition, subtraction, and multiplication to vector expressions componentwisely.

An atomic algebraic predicate is an equation or modular equation over expressions or vector
expressions. If an equation or modular equation contains vector expressions, it denote the
conjunction of equations or modular equations over corresponding components in vector
expressions. For instance, the equation %v = [ 1@bit, 0@bit ] denotes

%v[0] = 1l@bit A %v[1] = 0@bit.

An atomic bit-vector predicate is an equation or a comparison. Similar to atomic algebraic
predicates, bit-vector predicates over vector expressions denote conjunctions of equations,
modular equations, or comparisons over corresponding components.

4.3 Formal Verification with vCryptoLine

A vCRYPTOLINE program P is a sequence of VCRYPTOLINE instructions. Typically, a

program starts with an assume A AT and ends with an assert A A % instruction. The

starting assume A M\ Y instruction specifies input assumptions and we say A M\ X is the
P

pre-condition of the program. The ending assert A M\ Y instruction specifies output
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requirements and we say A'm T s the post-condition. Consider a program run which
satisfies all assumptions including pre-condition. The run is valid if it also satisfies all
assertions including post-condition. A program is valid if all runs of the program are valid.

When a program P is sent to VCRYPTOLINE for verification, the VCRYPTOLINE tool reports
PASS or FAIL. Internally, VCRYPTOLINE translates vector constructs into equivalent
CRYPTOLINE verification obligations, which are discharged by the underlying CRYPTOLINE
verifier. The soundness of VCRYPTOLINE therefore follows from that of CRYPTOLINE, as
stated in the following theorem:

Theorem 1. [FLST19, TFLT 23] Let P be a VCRYPTOLINE program. If VCRYPTOLINE
reports PASS, then P is valid.

Note that validity of programs depends on their assumptions. If any assumption is not
satisfiable by any run, the program is vacuously valid and VCRYPTOLINE will report PASS
by definition. To avoid vacuous verification results, it is recommended to verify properties
by assert instructions before making assumptions. The tool does not check whether it
reports vacuous results. Assumptions must be made carefully.

In addition to checking properties about programs, VCRYPTOLINE also supports logic
equivalence checking [LLST24]. Given two programs with the same input variables,
VCRYPTOLINE verifies if the two programs give the same output values on every possible
input values. Logic equivalence checking is useful when post-conditions are too tedious
to specify [LLST24]. In this paper, we verify several highly optimized implementations
with both property and logic equivalence checking. We first construct an inefficient
reference model and verify it with property checking. A highly optimized implementation
is then compared against the reference model with logic equivalence checking. If both
verification tasks pass, the optimized implementation has the same functional behaviors as
the reference model and the reference model satisfies its post-conditions. We conclude the
optimized implementation must satisfy the same post-conditions. This strategy is useful
when implementations are drastically different from underlying algebraic computation.

5 Functional Verification

Optimized implementations of Gao-Mateer and Frobenius aFFTs are available in Classic
McEliece [ABC*22] and HQC-128 [CCPY26] respectively. Although they are both formu-
lated by Chinese Remainder Theorem, Gao-Mateer and Frobenius aFFTs are different in
implementation details and hence have different properties to verify. We give details of
both optimized implementations and explain how to verify them.

5.1 Additive FFTs in Classic McEliece

Classic McEliece with parameter 348864 employs Gao-Mateer aFFTs to find roots of any
F(X) € F$%[X] by evaluating F(X) on the space Vis spanned by 12 = {1, 2,2%,..., 2}
Since aFFTs evaluate F/(X) at all elements in Fo12 = Fy[z2] /(2124 23+ 1), a root a of F(X)
can be found by inspecting if F'(a) = 0 [BCS13, Chol8]. Gao-Mateer aFFTs perform 6
levels of radix conversion for polynomials in ng"zz [X]. All but the first level need twisting
to normalize basis (Section 3). We explain how the optimized AVX2 implementation of
Gao-Mateer aFFTs is verified by VCRYPTOLINE.

The AVX2 implementation represents polynomials from F$#; [X] in the bit slicing format.
Recall polynomials from ng‘z [X] have 64 coefficients in Fai12. A 64-bit word can store one
bit of information from all 64 coefficients. A polynomial in Fg% [X] is hence represented

by 12 64-bit words. Concretely, let F(X) = Z?io fi Xt with f; = 2;1:0 b; ;20 € Far2 for
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0 <7< 64. A 64-bit word 0bbes obe2,0 - - - b1,0bo,0 contains the least significant bits b; o of
all 64 coefficients of F'(X). Another 64-bit word 0bbgs,1b62,1 - - - b1,1bo,1 contains the least
but one significant bits, and so forth. 12 64-bit words suffice to represent F'(X).

The bit slicing format enables efficient implementations for parallel field arithmetic oper-
ations. For instance, the AVX2 implementation provides vectorized field multiplication
vec256_mul_asm computing 256 products of 256 pairs of field elements. In our VCRYPTO-
LINE model, 2 x 256 input field elements are represented by 2 x 12 256-bit vector variables
%a; and %b; for 0 < i < 12. Initially, all inputs are stored in memory. Our model thus
initializes memory cells by inputs:

mov %MEMOO %a0; mov %MEMO1 %al; mov %MEM02 %a2; mov %MEMO03 %a3;
mov %MEMO4 %a4; mov %MEMOS5 %as5; mov %MEMO6 %ab6; mov %MEMO7 %a7;
mov %MEM08 %a8; mov %MEMO09 %a9; mov %MEMOa %al0; mov %MEMOb %all;
mov %MEM10 %bO0; mov %MEM11 %bl; mov %MEM12 %b2; mov %MEM13 %b3;
mov %MEM14 %b4; mov %MEM15 %b5; mov %MEM16 %b6; mov %MEM17 %b7;
mov %MEM18 %b8; mov %MEM19 %b9; mov %MEMla %b10; mov %MEM1b %bll;

To load inputs to AVX2 256-bit register, we again use the VCRYPTOLINE mov instruction:
mov %ymm0 %MEMOO; (* vmovupd MEMO0O,%ymm0 *)

The AVX2 vpxor and vpand instructions perform addition and multiplication in Fs
respectively. They are hence modeled by VCRYPTOLINE adds and mul instructions
respectively:

mul %ymml4 %ymmO %ymml3; (* vpand %ymml3 ,%ymm0,%ymml4 *)
adds %dc %ymml %ymml %ymml4; (* vpxor %ymml4,%ymml,%ymml *)

At the end of vec256_mul_asm, the VCRYPTOLINE model loads the results to 12 256-bit
vector variables %r; from memory cells:

mov %r0 %MEMOUTO; mov %rl %MEMOUT1; mov %r2 %MEMOUT2; mov %r3 %MEMOUT3;
mov %r4 %MEMOUT4; mov %r5 %MEMOUTS5; mov %r6 %MEMOUT6; mov %r7 %MEMOUT7;
mov %r8 %MEMOUT8; mov %r9 %MEMOUTY9; mov %rl0 %MEMOUTa; mov %rll %MEMOUTb;

To show the correctness of the AVX2 vec256_mul_asm program, VCRYPTOLINE verifies
256 modular equations

%r0[i] +%ri[ilz + %r2[i]z> + - + %r11[i]z"
= (%a0[i] +%allilz+ -+ %all[ilz"") x (%bO[i] + %b1[ilz + --- + %b11[i]1z'!)
mod [2, 2% + 23 4 1]

for 0 < i < 256. In the bit slicing format, the expression ZJHZO g%r; [i] 27 denotes the i-th
output polynomial. Each modular equation hence verifies if the output is the product of
corresponding inputs in Fo12. Models for other functions are built and verified similarly.

5.1.1 Radix Conversion

Assume the input polynomial is F(X) = 329 f;X? with f; € Fy[2]/(z'2 4 23 + 1) for

0 <i < 64. Gao-Mateer aFFTs aim to evaluate F'(X) on the space U1, spanned by the basis
€12 ={1,2,2%,...,211}. Let X¢ = X and Fg,9(Xs) = F(X). The AVX2 implementation
first converts Fp o(Xs) to radix Y5 = X2 + Xg and obtains

F670(X6) = G570(Y5) + X6G5,1(}/%) mod [2, 224284 1] (1)
where G5(Ys), G5,1(Ys) € F3%,[V5]. The equation (1) is verified by VORYPTOLINE.

Since Y5 = ){62 + Xs, evaluating Fs o(Xs) on Uyg spanned by €2 amounts to eva}uating
G5.i(Ys) on Upy spanned by 011 = {22 + 2,222 4+ 22,..., 212 + 21} Since 1 ¢ Uy, the
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radix conversion normalizes d1; by twisting. Concretely, define X5 = (22 + 2)~'Y; and
F5:(X5) = G5,:(Ys). We have

Fs0(Xe) = F50(X5)+ XeF51(X5) mod [2,2'% + 2% + 1] (2)

where Fs ;(X5) € F3%,[X5) for 0 < j < 2. Now X5 = (2% 4+ 2)71Y5 = (22 + 2) " H(XE + Xo).
Evaluating F5;(X5) on the space Uy spanned by e1; = {1, (22 + 2)71(2* + 22), (2% +
)TN0 424, (224 )TN (22 4 ) = {1, 22 et B 22 2 2 2 1)
amounts to values of G5 ;(Ys) on Uy as wished. The modular equation (2) is verified by
VCRYPTOLINE. Verification of the first level of radix conversion is finished.

The AVX2 implementation continues to convert Fj ;(X5) € Faz [X5] to radix Yy = X2+ X5
at the second level. VCRYPTOLINE verifies the following modular equations:

F57i(X5) = G472i(Y4) + X5G4’21‘+1 (Y4) mod [2, 212 =+ 23 + 1] (0 << 2)

where G4 ;(Ys) € F%% [Yy] for 0 < j < 4. Evaluating G4 (Y1) on Uiy spanned by
S10={(224+2)2+ (22 +2), e+ 23+ 222+ 2+ 23 +22),.. ., (P + 22+ 2+ 1)2+ (2° +
24+ 1) ={z+ 2,28+ 20+ 23+ 22,25 + 2% + 2} gives us values of Fj;(X5) on
Uyi. Define X4 = (2* + 2)~1Y,. The following modular equations for F, j(X4) are verified:

F57i(X5) = F472i(X4) —|— X5F4,2i+1 (X4) mod [2, 2’12 + 2’3 —|— 1] (O S ’L < 2)

where Fy j(X4) € F1%[X,] for 0 < j < 4. Now the evaluation of Fy ;j(X4) on the space
Uso spanned by €19 = {1, (22 + 2) 71 (28 + 20 + 23 +2%), ..., (2t + 2) 7120 + 22 +2)} =
{1,248+ 22 + 2, 2M + 28 + 25 + 22 + 1} gives values of F;;(X5) on Uy; as desired.

After 6 levels of radix conversion, we have additionally X3 = (28 + 2)71(X? + X,),
Xo = (210 +2) "1 (X2 + X3), X1 = (2*2 + 2) 71 (X2 + X3) and obtain
Flﬂ'(Xl) = Fo_ygi + F072i+1X1 mod [2, 212 -+ 23 -+ 1] (0 S 1< 32)

where Fy ; € Fo12 for 0 < j < 64. The 32 modular equations are verified by vCRYPTOLINE.
The verification of radix conversion is complete.

5.1.2 Butterflies

Butterflies in Classic McEliece start by evaluating Fy ;(X1) € F2,5[X1] (0 < i < 32) at
the 27 values spanned by the basis e7 = {1,2% + 23,28 + 27+ 2% 21 + 29 4+ 24 + 22 + 2 +
LG—|—le+z8+z7+z5—|—z4+23+22+1,211+26+z5+z4+z3+z+1,z7+z5+z}.
At the end of the first level of butterflies, the AVX2 implementation obtains 32 x 128
output values vy ; j € Fa12 for 0 <4 < 32 and 0 < j < 128 such that

vii0 = Fi(X1) mod [X1,212+23+1,2]
V1,1 = Fl,i(Xl) mod [Xl +1,Zl2+23+1,2]
Vig2 = Fi;(X1) mod [X;+ 22423 212422 41, 2]
vig12r = F14(X1) mod [X; 42 0 T St 2124 8 +1,2]

Each modular equation verifies if Fy ;(X7) is evaluated correctly. For instance, the third
modular equation checks if the output vy ; 2 is equal to Fy ;(X;1) when X; = 29 4+ 2% in
Fy12. VORYPTOLINE verifies these 4096 = 32 x 128 modular equations successfully.

The 16 polynomials Fb;(X2) = F12:(X1) + XoF1 2:41(X1) € IF‘2112[X2} (0 <i<16)is
evaluated by the AVX2 implementation at 2% values spanned by the basis eg = {1, 2% +
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1,25 4+ 2% + 23 4+ 1, 2% + 22}. VCRYPTOLINE verifies 4096 = 16 x 256 output values V2,55
(0 <i< 16 and 0 < j < 256) satisfy corresponding modular equations:

vei0 = Fp(X2) mod [Xa, 2242341, 2]
V21 = FQ’Z‘(XQ) mod [X2 +1, 212 + 23 +1, 2]
Voioss = Fyi(Xo) mod [Xo+ A 20 T St 2 2 22 3 41, 2]

At the end of all 6 levels of butterflies, F o(Xg) = F(X) is evaluated at all elements of
Foi2 spanned by €10 = {1,2,22%,..., 211}, Formally, 4096 output values vg,0,; are verified
to satisfy the following modular equations:

1)6,0,0 F670(X6) mod [Xﬁ, 212 + 23 + 1, 2]
v6,01 = Fp0(Xs) mod [Xg+1, 224234, 2]
V602 = Fs0(Xs) mod [Xe+ 2z, 22428 41,2
v603 = Fe0(Xe) mod [Xe+ 1+ 2, 22428 41, 2]
V604005 = Fo0(Xe) mod [Xe+1+4z+22+- 42 212423 +1,2]

Overall, VCRYPTOLINE verified 6 x 4096 modular equations in butterflies. This concludes
the verification of the AVX2 implementation for Gao-Mateer aFFTs in Classic McEliece.

5.2 Additive FFTs in HQC-128

In [CCPY26], Frobenius aFFTs are employed to perform polynomial multiplication in
IF%M [X]. Consider an input polynomial F(X) = Z?:o_l b; X' € F%IS [X] with coefficients
b; = 0 for 21* < i < 2. The input polynomial F(X) is stored in 64 256-bit memory cells.
In the VCRYPTOLINE model, the 2'* bit coefficients are modeled by input bit variables
b0000, b0000, ..., b3fff. The model first initializes memory cells with the mov instruction:

mov %MEMOO [b0000,b0001,b0002,b0003,b0004,b0005,b0006,b0007,b0008,b0009,
b000a,b000b,b000c,b0O00d,  ..... ,b00£fc ,b00£fd,b00fe,b00£ff];

mov %MEM3f [b3£f00,b3f01,b3f02,b3£f03,b3£f04,b3£f05,b3£06,b3£f07,b3£08,b3£09,
b3f0a,b3f0b,b3f0c,b3f0d, ..... ,b3ffc,b3ffd,b3ffe,b3fff];

Hence we have the following input polynomial in the standard monomial radix:

255 255 255
F(X) = Z %MEMOO[i] X" + Z %MEMO1[i] X 2°0+ ... + Z MEM3£[i] X 63256+
i=0 i=0 i=0

5.2.1 Radix Conversion

Frobenius aFFTs take a polynomial F'(X) = Z?:(fl b; X' € F2[X] in the monomial
radix and convert it to Cantor radix. Radix conversion is computed by dividing radix
repeatedly. Define F15,0(X) = F(X) and Fi+1,j(X) = 1:72]‘(X) + SZ‘F,‘72]‘+1(X) where
F;; € F3[X] for 0 < i< 15and 0 < j < 257% Let [S]o = 1 and [S]y = S;,Si, -+ S,
where k = 2% 4+ 2% 4+ ... 4 2% with ig < i; < --- < i;. Recall the degree of S; is hence 2".
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The degree of [S] is 2% +2% + ...+ 2% = k. For radix conversion, we wish to convert Fi5 ¢
in monomial radix X to Cantor radix Sy4, S13, ..., 50 through a sequence of divisions:

Fi50(X) = F140(X) 4+ S14F14.1

= Fi30(X) + S13F13,1(X) + S1a(Fiz2(X) + S13F133(X)) =--- = [S}jFo,j

where Fy ; € Fy for 0 < j < 215,

Dividing S; however is not equally easy. For instance, dividing Sg = X?°¢ + X is simpler
than dividing S; = X128 4 X604 4 X32 4 X16 1 X8 4 X4 4+ X2 + X. To improve efficiency,
optimized implementations carry out radix conversion in three phases. In the first phase,
the polynomial F'(X) in the monomial radix is converted to G(X) in radix Sg such that

127
F(X)=G(X) =) SiGs:i(X) = Gso(X) + SsGs1(X) + S5Gs2(X) + -+ + 557 G 127(X)
1=0

where Gg;(X) € F3°°[X] is in the monomial radix for 0 < i < 128.

The second phase converts G(X) in Cantor radix Sg to H(X) in radix Si4, S13,-. -, Ss.
Define [Siplo =1 and [Sqplk = Sig+nSi+h -+ Sij+n when k =2 427 4 ... 4 2% and

19 <1 < --- < ;. The second phase computes H(X) such that

127
G(X)=H(X) = [S4s];Hs ;(X)
=0
= Hgo(X)+ SsHg1(X) + SgHg2(X) + SgSoHg 3(X) + - - + SgSg - - - S14Hg 127(X)

where Hg j(X) € F3°0[X] are in the standard monomial radix for 0 < j < 128.
The last phase converts each Hg ;j(X) to Cantor radix S7, Se, ..., So. That is,

255
Hg;(X) = > [SlkHo
k=0
= Hyjo+ SoHo 1+ S1Hoj2+ SoS1Ho 3+ -+ S0S1---S7Ho 255

where Hy ;1 € Fy for 0 < j < 128 and 0 < k < 256. Observe that the second and third
phases are orthogonal and can be swapped. Indeed, the NEON implementation computes
the third phase before the second. Also, the first phase picks the radix Sg = X2°6 + X
because Sy is easy to divide on architectures with 256-bit vector registers. The NEON
implementation divides F'(X) by Ss with 128-bit vector registers in the first phase as well.
This is because division by S7; = X128 4 X64 + X32 4 X116 1 X8 + X4 + X2 + X is still
much more complicated than of Sg with 128-bit vector instructions on NEON.

Further optimizations are implemented in each phase. In the first phase, the input
polynomial in the standard monomial radix is converted to radix Sg = X2°6 + X by
division. The AVX2 and NEON implementations thus utilize permutation and logic shift
vector instructions. Corresponding VCRYPTOLINE models are obtained by almost direct
translation. Consider the division of S§2 = (X256 4 X)32 = X8192 4 X32_ The following
fragment shows the VCRYPTOLINE model with AVX2 assembly instructions in comments:
mov %ymml %MEM3f; (* vmovdqu MEM3f,%ymml *)
mov %ymm4 %MEM3e; (* vmovdqu MEM3e,%ymm4 *)

(* vperm2il28 %$0x21,%ymml ,%ymm4 ,%ymm7 *)
mov %ymm7 (%ymm4[128:256]++%ymml[ 0:128]);
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(* vpalignr $0xc,%ymm7 ,%ymml,%ymml *)
mov %ymml (%ymm7[ 96:128]++%ymml[ 0: 96]++%ymm7 [224:256]++%ymm1[128:224]);
adds %dc %ymml %ymml %MEM1f; (* vpxor MEMI1f,%ymml,%ymml *)
mov %MEM1f %ymml; (* vmovdqu %ymml,MEMI1f *)

VCRYPTOLINE vector variables %ymml, %ymm4, and %ymm7 of type bit[256] model corre-
sponding AVX2 256-bit vector registers. After loading input coefficients in MEM3f and
MEM3e, the AVX2 implementation puts the high and low 128 bits of ymm4 and ymmi
AVX2 registers respectively to ymm7 by the permutation instruction vperm2i128. The
VCRYPTOLINE mov instruction thus sets the vector variable %ymm7 to the vector atom
%ymm4[128:256]++%ymm1[0:128] by extracting corresponding bits from %ymm4 and %ymml.
The AVX2 packed align right instruction vpalignr is modeled similarly.

The AVX2 vpxor instruction performs the algebraic addition operation in Fq, the VCRYP-
TOLINE model therefore uses the add-with-carry vector instruction adds. The last mov
instruction stores the sum in memory. We use VCRYPTOLINE to verify the first phase by
checking the following modular equation:

255 255 255
F(X)=G(X) = %MEMOO[i1X' + Ss ) MMEMOI[i1X'+--- + S %MEM3F[i]X' mod 2
1=0 1=0 1=0

The second phase converts polynomials in radix Sg to radix Si4, 513,...5s. Note that
radix Sg = Sg + Sg, Sl(] = SS + Sg = Sél + Sg, and 512 = 5%6 + Sg are easy to divide
with polynomials in radix Sg. Division by S1; = S§ + Sg + S + Sg on the other hand
needs more operations. Nevertheless, it is easier to divide radix S1; = S%, + Sip with
polynomials in radix S1g. Both AVX2 and NEON implementations therefore convert to
radix Syg, Sy, Sg from radix Sg, and then convert to S1; with radix Syp. Similarly, division
of S13 = 532 + S36 + 52 + Ss = S%, + Si2 is hard for polynomials in radix S but easy for
radix S12. Both implementations convert to radix S13 after polynomials are converted to

radix Si2, 511, -.,9s. VCRYPTOLINE verifies the following equation for this phase:
255 255 255
G(X)=H(X) = ) %MEMOO[i1X'+ S5 #MEMOL[i1X'+ So ) sMEMO2[i1X’ +
i=0 =0 =0
255 ) 255 ]
SsSo Z%MEMO?)[Z']XZ + -+ 8589+ Si3 Z%MEM3£[¢]X’ mod 2
=0 1=0

The last phase converts polynomials Hg ;(X) = Zfi% %MEM; [i]1 X" in the standard monomial

radix to radix S7, S, . .., Sy where 0 < j < 64. The radix S; = X6+ X and S = X4+ X
are easy to divide, but others need more work. Similar to the second phase, the third
phase first converts Hg ;(X) to radix S4 and then to radix S7, Sg, S5, .54 by exploiting the
equations S; = S2 + Sg, S¢ = S + S4, and S5 = S7 + S4. Using various permutation and
logical shift vector instructions, we obtain

15
Hy j(X) =) [StaliHajk(X)
k=0
= H47j70(X) + S4H4,j71(X) + S5H4,j72(X) + -+ S4S5SGS7H4J715(X) mod 2

where Hy j ;(X) € Fi%[X] is in the monomial radix for 0 < j < 64 and 0 < k < 16.

It remains to convert Hy ;x(X) to radix Ss3,Ss,S1,S0. Observe the computation now
involves 16-bit batches or less. Vector instructions are not available at such granularity.
Efficient implementations naturally employ different optimizations.
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AVX2 Implementation. To represent a polynomial of degree 15 in radix S3 = X% 4+ X% +
X2+ X, note X8 = X4+ X2+ X + S3 mod 2 and

15 7 7
Hijh(X) = D enaX' = jniX' + X5 ¢jpinsX’ = Hy j 1 (X) + X¥Hz j x(X)
=0 =0 =0

= E;%,j,k(X) + (X4 + X2 + X)FSJ,I@(X) + S3F3’j7k(X) mod 2.

If one can compute 1024 = 64 - 16 product polynomials (X* + X2 + X)Hj ; 1(X) € F1?[X]
in parallel, the conversion to radix S5 will be very efficient. AVX2 does offer bit polynomial
multiplication instructions for polynomials in F$*[X]. They are however not very useful to
lots of low-degree bit polynomial multiplications.

To parallelize low-degree polynomial multiplications, the AVX2 implementation employs
the shuffle instruction. Observe that there are only 16 bit polynomials in F5[X] and
products of X* + X2 + X with a polynomial in F3[X] are in F§[X]. If one pre-computes
all 16 possible products, polynomial multiplication can be implemented by table lookups.
In the AVX2 implementation, the byte shuffle instruction vpshufb is used to look up
products in F§[X]. 32 polynomial multiplications with X* + X2 4+ X are hence computed
in one vector instruction. This trick greatly improves the speed of radix conversion for
low-degree polynomials.

For formal verification, polynomial multiplication with X4+ X2+ X has two VCRYPTOLINE
models. The algebraic model specifies polynomial multiplication by arithmetic instructions;
it is used to verify radix conversion algebraically. The bitvector model specifies polynomial
multiplication by bit shuffles; it is used to model the computation of the AVX2 shuffle
instruction. We first verify the algebraic model converts low-degree polynomials to Cantor
radix correctly. Logic equivalence checking is then utilized to verify the outputs of bitvector
and algebraic models are identical on every input bit pattern. Since the bitvector model
computes the same function as the algebraic model and the algebraic model performs
radix conversion correctly, we conclude the low-degree polynomial multiplication with
X%+ X? + X by the AVX2 byte shuffle instruction is correct.

NEON Implementation. The NEON polynomial multiply instruction pmul multiplies 16
polynomials in F§[X] stored in 128-bit vector registers in parallel. It is used to convert
polynomials in F15[X] to radix S5 without table lookups. After converting to radix Ss, we
have 2048 polynomials from F§[X] in the standard monomial basis

7
H3jpi(X) = Z dj g X'
i=0

where dj ;s € Fo with 0 < 5 < 64,0 <k < 16,0 <! < 2. It remains to divide polynomials
in F§[X] by So = X*+ X and S; = X2 + X. NEON does not offer vector instructions at
such granularity. The implementation again performs division by table lookups. Consider

7 3 3
Hs ki (X) = Zdj,k,l,iXi = Zdj,k,l,iXi + Xx* Zdj,k,l,i+4Xi
=0 i=0 i=0
= ﬂz,j,k,z(X)+X4F2,j,k,l(X)-

To convert Hj jj.(X) to radix Sz and S1, X*Hs ;x(X) has to be divided by Sy and
then by Sy. But Ha jx:(X) € F5[X], one can use its bit pattern as an index to find the
result of two divisions with one NEON table lookup instruction tbl. After Fz,j,k,l(X ) is
converted, the remaining polynomial in F3[X] is converted to radix S; by another table

lookup instruction. The AVX2 implementation has the same optimization.
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For verification, we give two models for each table lookup instruction. The algebraic model
specifies functional behaviors; the bitvector model simulates the table lookup instruction.
We verify the algebraic model coverts 16 polynomials in F§[X] to radix S, S; correctly.
Logic equivalence checking then ensures the bitvector and algebraic models compute the
same function. The AVX2 implementation is verified similarly.

Summary of Radix Conversion. At the end of radix conversion, VCRYPTOLINE verifies
15
the following modular equation for any input polynomial F(X) € F3 '[X]

63 255
F(X) = Y [Sisl; > [SliwMEM;[i1 mod 2. (3)
=0 i=0

For forward Frobenius aFFTs in HQC-128, input polynomials in IE‘%M [X] are converted to
Cantor radix Sis, S12,...,50. For backward aFFTs, input polynomials are in F%ls [X] and
converted to the standard monomial radix. Radix conversions in forward and backword
aFFTs are verified by property checking in VCRYPTOLINE.

5.2.2 Embedding

After radix conversion, Frobenius aFFTs evaluate polynomials on the subspace spanned by
Cantor basis 814 = {v1,v2,...,v14} (Section 3). Yet the order of Fs is 2. It is impossible
to find Cantor bases in such a small field. To address the problem, ]F%15 [X] is embedded
in F5i2[X] so that Cantor bases in Fqsa are found. Note that polynomials in F%w [X] and
F53Z[X] are all represented by 2'° bits. The embedding is in fact an isomorphism.

To see how the embedding works, recall polynomials in IF§15 [X] are in radix S14, S13,- .-, S0
now. Consider the 64 terms in products of Si4, S13,..., or Sy

eo + €199 + €2510 + 359510 + 4511 + -+ - + €6359510 - - - S1a 4)

where e; € Fy for 0 <1 < 64. If S14, 513, ..., 59 are replaced by elements from Foes, we
obtain a mapping from any bit polynomial in radix Si4, S13,...,S59 to Foes. It remains
to find elements in Faoes to replace Sig,Sis,...,S9. Since the polynomial is in radix
S14,513,...,99, it is natural to choose elements from Cantor basis in Fqss. However,
arbitrary elements in Cantor basis would not work since they might not represent all possible
64-coefficient polynomials. In both implementations, vas, . . ., v32, v33* are chosen [LCK18].
We therefore obtain the following modular equation after embedding

511
FX) = Z[S]z‘fz‘ mod (2, S14 + vag, S13 + V29, . . ., Sg + v33] (5)
i=0

where f; € Faea for 0 < i < 512. The embedding can also be seen as evaluating F'(X)
at Sg = Vs33. Since Si+1 = S,? + Sz and V; = Ui2+1 + Vi1, WE obtain SlO; Slly ey S14 are
respectively equal to vs, vy, . . ., vag. This gives the embedding of F3'[X] in F32[X].

To compute the embedding efficiently, recall the bit polynomial with 64 coefficients in
(4). After the substitution of S14,513,...,S9 by vag, v2g, ..., vs3, the result is simply a
linear combination of 64 Foea elements 1, vs3, v32, V33032, U31, V33031, - - - , V33V32 - - - Ug. If
the 64 elements are pre-computed, the embedding is but a bit matrix-vector multiplication
and optimized by table lookups. The AVX2 and NEON implementations are further

10332263+262+261 +259+258+256 +254+Z52+Z5D+Z49+Z48+247+Z46+Z43+242+Z41+
Z38+Z37+236+234+233+Z32+Z31+2’27+Z26+Z25+224+219+2’18+Z16+214+Zl3+29+26+22.
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optimized to exploit vector instructions. Instead of computing one Fges element for a
bit polynomial with 64 coefficients at a time, 8 field elements for 8 bit polynomials are
computed simultaneously to simplify memory access patterns.

To verify both implementations, we construct an algebraic model which computes one
embedding by straightforward matrix-vector multiplication. VCRYPTOLINE first verifies
that the algebraic model indeed computes the mapping from bit polynomials in radix
S14,513,...,59 to elements in Fosa. Logic equivalence checking then verifies bitvector
models derived from AVX2 and NEON implementations compute the same function as the
algebraic model. Finally, 512 copies of bitvector models are gathered and verified to be
equal to optimized implementations. 512 coefficients in Fasa are also collected to verify (5).
Algebraic properties of embeddings are verified by property checking in vCRYPTOLINE.

5.2.3 Butterflies

The input polynomial F(X) € F2" [X] is transformed to the polynomial Fyo(X) =
Zfﬁ) [S]; fi € F3i2[X] after embedding. During butterflies, Fyo(X) is evaluated at 512
elements in Foes = Fy[2]/(p(x)) with p(z) = 2% + 2% + 22 + 2 + 1. Observe that if F(X) is
evaluated at Sk41 = vy, then it is evaluated on Sy, = vi4.1+ W7 at the next level of butterflies
(Section 3). Since Fyo(X) is obtained by evaluating F(X) at Sg = v33 in embedding,
butterflies start by evaluating Fy o(X) on Ss = vsy + Wi. After 9 levels of butterflies,
Frobenius aFFTs evaluate Fy o(X) at v4e + Wy with Wy spanned by By = {v1,ve, ..., v9}.2

Both AVX2 and NEON implementations compute butterflies by stages. All but the
first stages perform two levels of butterflies for Fyo(X) € F5iZ[X]. To explain verified
properties, recall that Fy ¢(X) is in radix Ss, S7,...,S0 and Sg = vs3. Hence the first level
of butterflies evaluate on the space Sg + W1 = vgq + Wy. After substituting vy and vgq + 1

for Ss, we obtain two polynomials Fg o(X), Fs1(X) € F5¢[X] such that

Foo(X) = Fso mod [Ss+ vs4,p(2),2]
Fs1 mod [Sg + v34 + v1,p(2),2].

The second stage consists of next two levels of butterflies. It evaluates Fgo(X) on the
spaces S7 + Wy = vgs + Wo and Sg + W3 = vz + W3. At the end of this stage, we obtain
the following modular equations for Fg ;(X) € F$&,[X] where 0 < i < 8:

Fy0(X)
= 0 mod [Sg + v36,p(2), 2] = Fs1(X) mod [Ss + vs6 + v1,p(2), 2]
= 2 mod [Ss +v36 +v2,p(2),2] = Fe3(X) mod [Se+ v3e + v2 + v1,p(2),2]

mod Sﬁ+v36+v3+v2ap(z)72]
mod [Se + v3s + v3 + v2 + v1,p(2), 2]

Il
[P QS S s
2 AR =
N N N N N

[
[
mod [Se + v3g + v3,p(2),2] = Fs5(X) mod [Se + v3s + v3 + v1, p(2), 2]
[
[

At the end of 5 stages of butterflies, we obtain Fy o, Fo1, ..., Fo,511 € Fosa that
Fyo(X) = Fopo mod [X +v42,p(2),2]

Fy1 mod [X + vge + v1, p(2), 2]

= Foo mod [X 4 vgo + v2,p(2),2]

= F07511 IIlOd [X+U42+U9+vg+~-~+v1,p(z),2]

2’1.)9=Zz+Z3+25+ZG+Z7+29+Z12+213+Zl7+219+220+221+222+Z24+225+228+229+
Z31+232+Z33+235+Z38+2’39+Z43+Z44+245+Z47+Z48+Z49+Z50+Z55+262.
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Our verification also proceeds by stages. At the end of each stage, VCRYPTOLINE verifies
the modular equations corresponding to the stage. Particularly, all 512 modular equations
for the last stage are verified by VCRYPTOLINE for butterflies.

Backward butterflies have a similar structure but in the reverse order. We are given 512

elements G0, Go1,--.,Go 511 € Faes and a polynomial Gg o(X) € F5¢2[X] such that
Goo(X) = Goo mod [X + vi,p(2),2]

Go,1 mod [X + vz +v1,p(2), 2]

Go2 mod [X + v4g + v2,p(2), 2]

= Gosinr mod [X +vgg +vg +vs + - - + v1,p(2), 2].
After the first backward stage consisting of two levels of backward butterflies, we have
Gg,o(X) = GQ,O (X) mod [SQ =+ 1}40,p(2’), 2}
Gg,l(X) mod [52 —+ vy40 + vl,p(z), 2]
G2,2(X) mod [So + v4o + v2,p(2), 2]

= Go127(X) mod [S2+vag +v7 +vs + -+ +v1,p(2),2]
where G ;(X) € Fye.[X] for 0 < i < 128. Similarly, we obtain the following modular
equations after 4 stages of backward butterflies:

Goo(X) = Gso(X) mod [Ss+ v3a,p(2),2]
= Gs1(X) mod [Sg +v3a + v1,p(2),2]

with Gg0(X),Gs,1(X) € F29[X]. The last level is again specialized and yields

Goo(X) = Goo(X) mod [Sy+ vz, p(2),2] (6)
where Gy € Fg%g [X] is in radix Ss, S7,...,Sy. Our verification for backward butterflies

again proceeds by stages. For each stage, VCRYPTOLINE verifies the modular equations
corresponding to the stage. Specifically, (6) is verified at the end of backward butterflies.

Evaluation of a polynomial from Fass[X] necessarily requires multiplication in Fasa. Recall
that an element in Faes is a polynomial in Fy[z]/(p(z)) with p(z) = 25 + 24 + 22 + 2 + 1.
Bit polynomial instructions (vpclmulhghgdg in AVX2 and pmull in NEON) are employed
by both implementations. Recall that products of two polynomials in F$*[z] are of the
form lei% b;z*. They need to be reduced by p(z) to obtain field elements. Observe

126 63 62 63 62
) ) 4 _ ) 4 )
E bzt = E b;z" + 28 E b64+izz = E b;z" + (Z + 23 +z 4+ 1) E b64+iz’
=0 1=0 =0 =0 =0
63 66 63 63 2
= g b; 2" + g e = g b; 2" + g c;?l + 204 g Ceat; 2’
i=0 j=0 i=0 j=0 j=0

2

63 63
Z biz' + Z i+ (PB4 1) Z cea+;2° mod p(2).
i=0 j=0 j=0

Two polynomial multiplications with z* + 23 4+ 2z + 1 can be used to compute a field
multiplication. Note that the second multiplication (z* + 2% + 2 +1) E?:o 644527 has only

8 possible outcomes since its multiplicand is Z?:o ce4+j7’. The AVX2 implementation
parallelizes four of such multiplications by table lookups. We again construct two models
and apply property and logic equivalence checking to verify field multiplications with
VCRYPTOLINE. The NEON implementation does not have this optimization.
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Table 1: Experimental Results

Name Function #Asm | #CL | #Prop Time
radix_conversions 3.2 16.6 99 12
348864 vec256_mul_asm 0.3 2.2 256 60
butterflies 23.9 | 268.7 | 37966 1508
mceliece radix_conversions 4.8 8.5 167 312
[ABC122] vec128_mul_asm 0.3 1.3 128 21
8192128 vec256_maa_asm 0.4 5.7 256 91
transpose_64x256 1.6 22.3 0 29
butterflies 68.0 | 414.9 74432 4763
varsub_x256 1.5 61.1 4 98
bc_256 2.1 52.5 8 64
bc_1_256 4.3 58.0 39 76
encoder_64 6.5 15.9 6 | 652841030
AVX? btfy_64 18.5 | 194.5 5560 2117
ibtfy_64 17.7 | 178.0 2745 5052
decoder_64 6.5 32.3 8 | 2403+1811
ibc_1_256 6.0 | 132.5 194 209
ibc_256 4.6 | 218.8 20 158
[gQCCP‘?Q%] i_varsub_x256 3.4 | 150.1 73 264
repr_s8_1 3.0 49.3 7 147
bc_1_256 4.8 51.8 9 289
bc_256 2.2 | 168.5 65 57
encoder_64 9.8 | 188.1 6 64444779
NEON btfy_64 19.1 | 369.0 3770 1642
ibtfy_64 18.8 | 461.1 2753 1555
decoder_64 19.1 37.5 8 | 2447+1803
ibc_256 6.2 | 608.6 20 126
ibc_1_256 9.9 | 137.3 194 96
irepr_s8_1 7.2 | 171.8 151 264

6 Evaluation

We use VCRYPTOLINE to verify Gao-Mateer aFFTs in the optimized AVX2 implementation
for Classic McEliece provided by the design team [ABC'22], and the AVX2 and NEON
implementations of Frobenius aFFTs and their inverse for HQC-128 from [CCPY26]. The
computer algebra system SINGULAR 4.4.1 is invoked by VCRYPTOLINE to verify algebraic
properties [DP13, GP07]. The ABC tool (commit 3ce53c361£601715) is also used by
vCRYPTOLINE for logic equivalence checking [Mis]. Experiments are running on an Ubuntu
24.04.4 LTS Linux server with 4 2.45GHz AMD EPYC 7763 64-Core Processors and 2TB
RAM. Table 1 gives the experimental results. The columns Name and Function show the
package and function names. #Asm and #CL give the number of assembly instructions
and lines of VCRYPTOLINE models in thousands respectively. #Prop shows the number of
modular equations verified by VCRYPTOLINE. Time indicates verification time in seconds.

In its optimized AVX2 implementation, Classic McEliece uses Gao-Mateer aFFTs to
find roots of polynomials with coefficients in fields of characteristic 2. With the pa-
rameter 348864, polynomials in F$%,[X] are evaluated at 4096 elements in the field
Foiz = Fo[2]/(2'* + z® + 1). For the parameter 8192128, polynomials in F}?8[X] are
evaluated at 8192 elements in the field Fois = Fo[2]/(2'3 + 2% + 22 + 2 + 1). The func-
tions radix_conversions and butterflies perform radix conversion and butterflies
(Section 5.1). Assembly functions vec256_mul_asm, vec128_mul_asm, vec256_maa_asm
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compute field operations in parallel. The transpose_64x256 function transposes 4 64 x 64
bit matrices in parallel and is only used in large parameters.

The efficient HQC-128 implementation adopts Frobenius aFFTs for multiplications in the
polynomial ring IE‘%M [X]. Since product polynomials are of degree 2'® — 2. forward and
backward Frobenius aFFTs from Iﬁ‘gls [X] to 512 elements in Foss are implemented. Both
AVX2 and NEON implementations are verified. The functions varsub_x256 and repr_s8_1
perform the first phase of radix conversion for AVX2 and NEON respectively. The functions
bc_256 and bc_1_256 are the second and third phases respectively (Section 5.2.1). The
embedding of 64-coeflicient bit polynomials to Foss and its inverse are implemented in
encoder_64 and decoder_64 respectively (Section 5.2.2). The forward butterflies from
F5¢2[X] to 512 elements in Fqss are computed in the function btfy_64. Functions prefixed
by i such as ibtfy_64 are counterparts in backward aFFTs.

From the table, one notices the sizes of VCRYPTOLINE models are significantly larger than
assembly implementations. This is mainly due to algebraic predicates in assertions. For
instance, 2'? field elements are obtained after Classic McEliece 348864 butterflies. Each
field element is a polynomial in z. 4096 modular equations are needed to specify only 1
stage of butterflies. They contribute to /~ 20000 lines in our VCRYPTOLINE model. Since
specifications are necessary in verification, sizes of VCRYPTOLINE models are unavoidably
larger than assembly codes. Fortunately, these specifications are easily generated by scripts.
We did not write down thousands of modular equations by hand.

Number of modular equations in different functions vary significantly. As mentioned,
aFFTs naturally have thousands of modular equations to be verified. Additional modular
equations are needed to verify field multiplications since they are in fact polynomial
multiplications. Thanks to the computer algebra system SINGULAR, VCRYPTOLINE verifies
tens of thousands of modular equations within reasonable time automatically.

Radix conversion has much less modular equations to be verified. It consequently requires
little time for verification. For all implementations from Classic McEliece and HQC-128
aFFTs, every function for radix conversion is verified within six minutes. Butterflies in both
aFFTs have thousands of modular equations in assertions and naturally require much time.
Classic McEliece has about 38 and 74 thousands modular equations for parameters 348864
and 8192128 respectively. Its verification takes about 0.4 and 1.3 hours respectively. For
Frobenius aFFTs, forward and backward butterflies on AVX2 and NEON have thousands
of modular equations and take from 0.4 to 1.4 hours to verify respectively.

AVX2 implementations of Classic McEliece provide several parallel field arithmetic functions.
Functions vec256_mul_asm and vecl28_mul_asm compute 256 and 128 Fs12 and Fois
products in parallel respectively. vec256_maa_asm performs 256 multiplication-and-sum
in Fa13. The function transpose_64x256 performs 4 64 x 64 bit matrix transpositions
simultaneously, and has no modular equation but 4 x 64 x 64 equations to verify. Each
of them is verified in 2 minutes. HQC-128 aFFTs additionally embed polynomials from
F2”[X] into F5i7[X] (Section 5.2.2). 512 embeddings and their inverses are verified by
property checking from 0.7 to 1.8 hours respectively. Complete bitvector models for 512
embeddings and their inverses are also verified against their algebraic counterparts with
logic equivalence checking from in 0.2 and 0.5 hours respectively.
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